20097148592 A1 I 00 0 010 O I A0

<

W

Techni ques are disclosed in which a paranmeter used for

scranbl i ng packet data is changed. If the initial

scranbl i ng of a packet causes a killer packet to be
(12pEeneRad 8oy ATt v @AakeN puBs.19HED SADBRIDHE PA ISITR@ORERATION TREATY (PCT)

19) V\%[‘ldfllﬁ lﬁeaual\f’rtﬁrg\éérgarlza 10N p > Ti

frequency opplng spread
@hdmesshtiandighvblifatigr Dgan be
¢ PeaehibienZ0021(Hb12. 206/
packet of data wil|

6o oo 5 R oo o

Um C
’Jiﬂ) J g@méra;:&gﬁ@ﬁbllca on Number
I'n tpcsrl npl erreﬁszp

be transmtted on one channel

3 Al
wi th

(51)
ot hepooshignnel

Il%ttgl?an&ﬁ %chat%g Np ket for

eay)

obeaklller

Interna}?’l onaJ Flllrdg ?

(22)

(25)
(26)
(30)

English
English

Filing Language:
Publication Language:

Priority Data:
12/135,060 6 June 2008 (06.06.2008) Us

Applicant (for all designated States except US): SILVER
SPRING NETWORKS, INC. [US/US]; 575 Broadway
Street, Redwood City, CA 94063 (US).

1

(72)
(73)

Inventors; and

Inventors/Applicants (for US only): FLAMMER,
George, III [US/US]; 10549 San Felipe Road, Cupertino,
CA 95014 (US). VASWANI, Raj [US/US]; 190 Trinity
Lane, Portola Valley, CA 94028 (US).

Agent:. LABARRE, James, A.; Buchanan Ingersoll &
Rooney PC, P. O. Box 1404, Alexandria, VA 22313-1404

(US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,

74

31

pac etmmzobssoo@tgat I stwgeéiq%&
packet

ed oyt h&o @b Reboos hannel uG, us, uz, vc, VN, za, 2, zw.

Iﬂerﬁ%&éipa&ﬁ%@sﬂﬁﬁm@f bits when it 5p86HEapRIR% @NEDO8E, 61, 6M. GT,
w'th a different segrance, of mpist ®, ki, KG, KM, KN, KP,

one of tkre&& lehbnin&l R, Leddl k5 LY, MA, MD,

HELIRY! BE 1 TRE 0 s¢ s s

SMSST SV, SY, TJ, TM, TN, TR, TT, TZ,

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR),
OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML,
MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant's entitlement to apply for and be granted
a patent (Rule 4.17(i1))

as to the applicant's entitlement to claim the priority of
the earlier application (Rule 4.17(iii))

Published:
with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(54) Title: DYNAMIC SCRAMBLING TECHNIQUES IN A WIRELESS NETWORK

22
[ /4
SLOT/CHANNEL
CLK —»1  TIMER CONVERTER
; 24
CHANNEL
INDEX
-~ CHANNEL
FREQUENCY
30
28 ™
v ¢
Pg%ﬁ% SCRAMBLER »{ FSKMODULATOR » ™
k 26
Fig. 4a

(57) Abstract: Techniques are disclosed in which a parameter used for scrambling packet data is changed. If the initial scrambling
of a packet causes a killer packet to be generated, the packet is re-scrambled using a different value for the parameter, so that a
killer packet is avoided. In a network that employs frequency-hopping spread spectrum communications, a channel identifier can
be employed as an input to the scrambling algorithm. In this implementation, a given packet of data will be transmitted on one
channel with a first sequence of bits when it is scrambled, and on another channel with a different sequence of bits. If the scram-
bled packet for one of these channels results in a killer packet, it is statistically unlikely that it will also be a killer packet when it
is re-transmitted on the other channel.



