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【DESCRIPTION】 

【Invention Title】 

USER AUTHENTICATION METHOD USING AUTHENTICATION VIRTUAL 

CODE AND SYSTEM THEREFOR 

 5 

【TECHNICAL FIELD】 

[1] Embodiments of the inventive concept described herein relate to an untact user 

authentication method and device using an authentication virtual code. 

 

【BACKGROUND ART】 10 

[2] One time password (OTP) refers to a user authentication method that uses an 

OTP of a random number thus randomly generated. An OTP authentication method 

may be used in a system introduced to strengthen security. Because the OTP 

authentication method generates OTP to perform user authentication whenever a user 

logs in, security weak points caused by the repeated use of the same password may be 15 

overcome. 

[3] A user enters a password when a user logs in. At this time, a conventional OTP 

authentication method identifies who the user is, generates the OTP by using an OTP 

function assigned to the corresponding user, completes OTP authentication through 

the generated OTP. Accordingly, the user needs to log in whenever OTP authentication 20 

is performed. 

[4] As such, it is necessary to perform user authentication by generating OTP 

without login whenever a user requests authentication. Moreover, as a need to handle 

untact businesses increases in various fields, there is a need to grant user authentication 
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authority to others in an untact manner. At this time, the user authentication authority 

granted to others need to be temporary, and needs to be limitedly granted to only the 

person designated by the user. 

[5] There is a prior art disclosed as Korean Registered Patent No. 10-1316466 on 

October 1, 2013. 5 

 

【DETAILED DESCRIPTION OF THE INVENTION】 

【TECHINICAL PROBLEM】 

[6] Embodiments of the inventive concept provide a user authentication method 

and system using an authentication virtual code that allows a user to temporarily grant 10 

user authentication authority to another person in an untact manner. 

[7] Furthermore, embodiments of the inventive concept provide a user 

authentication method and system using an authentication virtual code that allows a 

user to set an authority limit for each purpose or to set a time to grant authority, when 

the user grants user authentication authority to others. 15 

[8] Moreover, embodiments of the inventive concept provide a user authentication 

method and system using an authentication virtual code that may provide an 

authentication virtual code that is newly generated at a unit count interval while not 

being generated redundantly, whenever user authentication is requested. 

[9] Problems to be solved by the inventive concept are not limited to the problems 20 

mentioned above, and other problems not mentioned will be clearly understood by 

those skilled in the art from the following description. 

 

【TECHNICAL SOLUTION】 



3 

[10] According to an embodiment, a user authentication method by using an 

authentication virtual code includes receiving, by a virtual code verifying means, the 

authentication virtual code, the authentication virtual code being generated by an 

authentication virtual code generating function included in a virtual code generating 

means registered in the virtual code verifying means, searching, by the virtual code 5 

verifying means, for a storage location of user identification (UID) or sub-

identification (SID) based on the authentication virtual code, extracting, by the virtual 

code verifying means, authority information stored after matching the found UID or 

SID, verifying, by the virtual code verifying means, the authentication virtual code 

based on a time point at which the authentication virtual code is received, and 10 

performing, by the virtual code verifying means, user authentication based on the 

extracted authority information. 

[11] According to an embodiment, a user authentication program by using an 

authentication virtual code that is stored in a medium in combination with a computer, 

which is hardware, to perform a user authentication method by using the authentication 15 

virtual code. 

[12] According to an embodiment, an authentication virtual code generating device 

for user authentication includes a detailed code generating unit that generates one or 

more detailed codes based on UID or SID registered in the virtual code generating 

device, a virtual code generating unit that generates an authentication virtual code 20 

obtained by combining the one or more detailed codes, by using an authentication 

virtual code generating function, and an authentication virtual code providing unit that 

transmits the generated authentication virtual code to a virtual code receiving device 

so as to perform the user authentication on a virtual code verifying device through a 

virtual code receiving means. 25 
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[13] According to an embodiment, an authentication virtual code verifying device 

for user authentication includes a virtual code receiving unit that receives an 

authentication virtual code, a detailed code extracting unit that extracts a detailed code 

from the authentication virtual code, a storage location search unit that searches for a 

storage location of UID or SID based on the detailed code, an authority information 5 

extracting unit that extracts authority information stored after matching the found UID 

or SID, a virtual code verifying unit that verifies the authentication virtual code based 

on a time point at which the authentication virtual code is received, and a user 

authentication approving unit that performs the user authentication based on the 

extracted authority information. 10 

 

【 ADVANTAGEOUS EFFECTS OF THE INVENTION】 

[14] According to an embodiment of the inventive concept, a user authentication 

method using an authentication virtual code and the effect provided by a system 

therefor will be described as follows. 15 

[15] First, it is possible to allow others to perform user authentication without 

contacting others by providing others with an authentication virtual code for 

temporarily performing user authentication. 

[16] Second, it is possible to allow others to perform user authentication only at a 

specific time without delivering the authentication virtual code to another person 20 

precisely at the specific time, by limiting a period during which the authentication 

virtual code is capable of being used. 

[17] Third, it is possible to allow a user to selectively grant necessary authority to 

others, by limiting the types of authorities capable of being granted to others through 

an authentication virtual code. 25 
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[18] Fourth, as a redundant authentication virtual code does not appear within the 

specified period because a new authentication virtual code is generated for each unit 

count, or as an order of the generated authentication virtual codes for extracting user 

information in an authentication virtual code verifying device is randomized, user 

information is not leaked even when the authentication virtual code is leaked. 5 

[19] Fifth, an authentication virtual code generating function may be stored in an 

authentication virtual code generating device (e.g., a user terminal) that generates an 

authentication virtual code. An algorithm for extracting user information by using the 

authentication virtual code and verifying the authentication virtual code may be 

included in the authentication virtual code verifying device (e.g., a server, or the like) 10 

that determines whether the authentication virtual code is a normal code. Accordingly, 

the algorithm for generating and verifying the authentication virtual code may be 

prevented from being leaked. 

[20] Effects of the inventive concept are not limited to the effects mentioned above, 

and other effects not mentioned will be clearly understood by those skilled in the art 15 

from the following description. 

 

【 DESCRIPTION OF THE DRAWINGS】 

[21] FIG. 1 is a block diagram of a user authentication system by using an 

authentication virtual code, according to an embodiment of the inventive concept. 20 

[22] FIG. 2 is a block diagram of an authentication virtual code generating device, 

according to an embodiment of the inventive concept. 

[23] FIG. 3 is a block diagram of an authentication virtual code verifying device, 

according to an embodiment of the inventive concept. 

[24] FIG. 4 is a flowchart of a user authentication method by using an authentication 25 
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virtual code, according to an embodiment of the inventive concept. 

[25] FIG. 5 is an exemplary view illustrating a storage location search algorithm for 

searching for a storage location of UID or SID through rolling movement of a k-

polygon, according to an embodiment of the inventive concept. 

[26] FIG. 6 is an exemplary view for describing verification of an authentication 5 

virtual code, according to an embodiment of the inventive concept. 

[27] FIG. 7 is an exemplary view illustrating a storage location search algorithm for 

searching for a storage location of UID or SID by moving on a track based on a detailed 

code, according to an embodiment of the inventive concept. 

[28] FIGS. 8 and 9 are exemplary diagrams for describing a storage space of a 10 

virtual code verifying device, according to an embodiment of the inventive concept. 

 

【 BEST MODE】 

[29] The above and other aspects, features and advantages of the inventive concept 

will become apparent from the following description of the following embodiments 15 

given in conjunction with the accompanying drawings. The inventive concept, 

however, may be embodied in various different forms, and should not be construed as 

being limited only to the illustrated embodiments. Rather, these embodiments are 

provided as examples so that the inventive concept will be thorough and complete, and 

will fully convey the scope of the inventive concept to those skilled in the art. The 20 

inventive concept may be defined by the scope of the claims. 

[30] The terms used herein are provided to describe embodiments, not intended to 

limit the inventive concept. In the specification, the singular forms include plural forms 

unless particularly mentioned. The terms “comprises” and/or “comprising” used 

herein do not exclude the presence or addition of one or more other components, in 25 
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addition to the aforementioned components. The same reference numerals denote the 

same components throughout the specification. As used herein, the term “and/or” 

includes each of the associated components and all combinations of one or more of the 

associated components. It will be understood that, although the terms “first”, “second”, 

etc., may be used herein to describe various components, these components should not 5 

be limited by these terms. These terms are only used to distinguish one component 

from another component. Thus, a first component that is discussed below could be 

termed a second component without departing from the technical idea of the inventive 

concept. 

[31] Unless otherwise defined, all terms (including technical and scientific terms) 10 

used herein have the same meaning as commonly understood by those skilled in the 

art to which the inventive concept pertains. It will be further understood that terms, 

such as those defined in commonly used dictionaries, should be interpreted as having 

a meaning that is consistent with their meaning in the context of the specification and 

relevant art and should not be interpreted in an idealized or overly formal sense unless 15 

expressly so defined herein. 

[32] In this specification, ‘user authentication’ refers to a procedure for authorizing 

a user to pass through an area requiring security, such as access, login, or financial 

transactions, or to perform a function of a specific object 

[33] In this specification, a ‘financial transaction’ refers to a procedure that made 20 

with a financial company. The ‘financial transaction’ includes card payments, deposits 

or withdrawals from a bank account, or the like. 

[34] In this specification, a ‘character’ is a component constituting a code and 

includes all or at least one of uppercase alphabet characters, lowercase alphabet 

characters, numerals, and special characters. 25 
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[35] In this specification, a ‘code’ refers to a string of characters. 

[36] In this specification, an ‘authentication virtual code’ refers to a code generated 

by an authentication virtual code generating means, and means a code used to perform 

user authentication in an authentication virtual code verifying means. That is, an 

‘authentication virtual code’ refers to a virtual cord temporarily assigned for each unit 5 

count to extract and verify the user information. 

[37] In this specification, a ‘detailed code’ refers to a part of codes included in the 

authentication virtual code. 

[38] In this specification, the ‘unit count’ refers to a unit that is set to a specific time 

interval and defined to be changed as a time interval elapses. For example, 1 count 10 

may be used after being set to a specific time interval (e.g., 1.5 seconds). 

[39] In this specification, an ‘authentication virtual code generating function’ refers 

to a function used to generate an authentication virtual code. 

[40] In this specification, a ‘rolling movement’ means that an object performs both 

rotational and translational movements. That is, the ‘rolling movement’ means moving 15 

while performing both rotational and translational movements, and means that each 

point of an object rotating moves in contact with a moving axis sequentially. 

[41] In this specification, ‘access authority’ is an authority granted through user 

authentication. When the ‘access authority’ to a specific object is granted to a user, the 

‘access authority’ is in a state where the user is capable of employing a physical 20 

function included in a specific object. As the ‘access authority’ is granted, an available 

physical function may vary depending on the type of an object. The type of access 

authority will be described later. 

[42] In this specification, “user identification (UID)” refers to a unique code-type 

value assigned without redundancy for each user to identify a user. 25 
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[43] In this specification, ‘sub-identification (SID)’ refers to a unique code-type 

value assigned without redundancy for each authority grantee to identify a target 

having the granted access authority. 

[44] In this specification, a ‘storage location’ refers to a point (count) on a track 

corresponding to a point in time when the registration of UID or SID is requested by a 5 

user. 

[45] In this specification, ‘authority information’ is stored after matching a storage 

location of UID or SID and refers to information for defining accessible time, the type 

of access authority, or the like. 

[46] Hereinafter, an embodiment of the inventive concept will be described in detail 10 

with reference to the accompanying drawings. 

[47] FIG. 1 is a block diagram of a user authentication system by using an 

authentication virtual code, according to an embodiment of the inventive concept. 

[48] As shown in FIG. 1, a user authentication system includes a virtual code 

generating means 10, a virtual code receiving means 20, a user authentication means 15 

30, and a server 40. 

[49] The virtual code generating means 10 refers to a device, in which a dedicated 

program or dedicated application (hereinafter, referred to as a “dedicated program”) 

for generating the authentication virtual code is built or installed. In more detail, the 

virtual code generating means 10 may be a terminal of a user that grants access 20 

authority to the user authentication means 30 to another person. The virtual code 

generating means 10 may transmit an authentication virtual code granted with 

temporary and/or limited access authority to another device. 

[50] In an embodiment, the virtual code generating means 10 may be initially 

registered in the user authentication means 30 or the server 40, which will be described 25 
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later. A method for initially registering the virtual code generating means 10 will be 

described later. 

[51] Furthermore, in an embodiment, the dedicated program generates the 

authentication virtual code for user authentication by using UID or SID. Here, the UID 

or SID may be information stored in both the virtual code generating means 10 and the 5 

server 40. The UID or SID may be matched with authority information and stored in 

the storage location of the UID or SID. 

[52] Meanwhile, the UID or SID is not necessarily stored in a memory embedded 

in the virtual code generating means 10. For example, the UID or SID may be stored 

in a card or wearable device that performs separate wireless communication. The user 10 

allows a terminal, in which the UID or SID is stored, to transmit the UID or SID to the 

virtual code generating means 10 such that the virtual code generating means 10 

generates an authentication virtual code. 

[53] In the meantime, the dedicated program generates the authentication virtual 

code by using UID or SID, by including an authentication virtual code generating 15 

function. For example, the dedicated program generates the authentication virtual code 

by using the UID or SID as seed data of the authentication virtual code generating 

function. However, an embodiment is not limited thereto. For example, the dedicated 

program may generate the authentication virtual code by using a unique value of a 

virtual code generating means or a unique value of a virtual code verifying means as 20 

seed data. In this specification, the UID or SID to be described may be replaced with 

the unique value of the virtual code generating means or the unique value of the virtual 

code verifying means. In an embodiment, the dedicated program may generate the 

authentication virtual code by using a serial number of a vehicle, a door lock, or a 

terminal as seed data. 25 
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[54] When the authentication virtual code is generated by using the unique value of 

the virtual code verifying means as seed data, the user authentication may be 

performed without registering the virtual code generating means in the virtual code 

verifying means. This will be described later. 

[55] Furthermore, in an embodiment, the dedicated program registers the virtual 5 

code generating means 10 in the user authentication means 30 or the server 40. That 

is, a user installs the dedicated program in the virtual code generating means 10 (that 

is, a user terminal). The dedicated program transmits the UID or SID to the user 

authentication means 30 or the server 40 so as to be registered therein. However, an 

embodiment is not limited thereto. For example, the dedicated program may be a 10 

program installed in the virtual code generating means 10 when being released from a 

factory. 

[56] As a specific example, the dedicated program receives UID or SID entered 

from the user at the time of registration or generates user information based on the 

user’s login information of the dedicated program. After that, the dedicated program 15 

transmits the user information to the user authentication means 30 or the server 40. As 

the user authentication means 30 or the server 40 registers the UID or SID at a specific 

count, the dedicated program receives an authentication virtual code generating 

function or setting data for specifying the authentication virtual code generating 

function from the user authentication means 30 or the server 40. In this way, the 20 

dedicated program may include an authentication virtual code generating function for 

generating an authentication virtual code capable of searching for a specific count at 

which user information is registered in the user authentication means 30 or the server 

40. 

[57] In the meantime, in another embodiment, the dedicated program may register 25 
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the UID to the user authentication means 30 or the server 40 and then may additionally 

register the SID to the user authentication means 30 or the server 40. The dedicated 

program may allow the SID, which is additionally entered, to be stored after matching 

a storage location of a pre-registered UID or to be stored separately from the UID. As 

the user authentication means 30 or the server 40 registers the SID at a specific count, 5 

the dedicated program receives an authentication virtual code generating function or 

setting data for specifying the authentication virtual code generating function from the 

user authentication means 30 or the server 40. Here, the authentication virtual code 

generating function or the setting data for specifying the authentication virtual code 

generating function may be different from that received from the user authentication 10 

means 30 or the server 40 when the UID is registered. Afterward, by using the 

dedicated program, a user may select whether to generate an authentication virtual 

code based on UID or whether to generate an authentication virtual code based on SID. 

[58] In an embodiment, when the generation of an authentication virtual code is 

requested, the virtual code generating means 10 may generate the authentication virtual 15 

code by using different authentication virtual code generating functions depending on 

the type of ID selected by a user. However, an embodiment is not limited thereto. For 

example, when the generation of an authentication virtual code is requested, the virtual 

code generating means 10 may use the same authentication virtual code generating 

function regardless of the type of ID selected by the user and may use the ID selected 20 

by the user as seed data. The virtual code receiving means 20 receives the 

authentication virtual code generated by the virtual code generating means 10, and 

displays the received authentication virtual code on a display unit included in the 

virtual code receiving means 20, or transmits the authentication virtual code to the 

server 40 through a communication unit included in the virtual code receiving means 25 
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20. 

[59] In an embodiment, the virtual code generating means 10 may deliver a text 

message including the authentication virtual code to the virtual code receiving means 

20. A user of the virtual code generating means 10 may transmit a text message to the 

virtual code receiving means 20 at a time zone at which access authority is granted to 5 

a user of the virtual code receiving means 20. 

[60] In another embodiment, the user of the virtual code generating means 10 may 

deliver the text message to the virtual code receiving means 20 through short-range 

communication (e.g., NFC communication). In this case, the user of the virtual code 

generating means 10 may deliver an authentication virtual code through contact with 10 

the virtual code receiving means 20. 

[61] The communication unit included in the virtual code receiving means 20 

transmits and receives an authentication virtual code by communicating with the 

virtual code generating means 10 and the server 40. Herein, in addition to near field 

communication (NFC), Bluetooth, Bluetooth Low Energy (BLE), beacon, radio 15 

frequency identification (RFID), infrared data association (IrDA), ultra wideband 

(UWB), ZigBee, or the like may be used as the wireless communication scheme of the 

communication unit. 

[62] For example, the communication unit may be an NFC communication unit 

(e.g., an NFC antenna) connected to an IC chip. For example, a user of the virtual code 20 

receiving means 20 may transmit the received authentication virtual code to the user 

authentication means 30 by tagging the user authentication means 30. 

[63] As another example, the virtual code receiving means 20 receives the 

authentication virtual code (e.g., reception through a text message) and displays the 

received authentication virtual code on the display unit included in the virtual code 25 
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receiving means 20. The user of the virtual code receiving means 20 may perform user 

authentication by entering the authentication virtual code displayed on the display unit 

into the user authentication means 30. 

[64] The user authentication means 30 is a target an object for which a user of the 

virtual code generating means 10 grants user authentication authority to another 5 

person. The other person who has received the authentication virtual code may obtain 

access authority to the user authentication means 30 by using the authentication virtual 

code. 

[65] For example, the user authentication means 30 may be a financial transaction 

device, a mobile terminal, a vehicle, a door lock, and the like. However, an 10 

embodiment is not limited thereto. For example, the user authentication means 30 

includes all devices capable of receiving access authority through user authentication. 

[66] The user authentication means 30 receives the authentication virtual code and 

directly performs user authentication or delivers an authentication virtual code to the 

server such that user authentication is performed through the server. 15 

[67] In an embodiment, the user authentication means 30 receives the authentication 

virtual code, and searches for a storage location, at which UID or SID is stored, based 

on the authentication virtual code. A method of searching for the storage location will 

be described later. Afterward, the user authentication means 30 performs the user 

authentication based on the found UID or SID. 20 

[68] In another embodiment, the user authentication means 30 receives an 

authentication virtual code and transmits the received authentication virtual code to 

the server 40. The server 40 receives the authentication virtual code and searches for 

a storage location, at which UID or SID is stored, based on the authentication virtual 

code. Afterward, the server 40 performs user authentication based on the found UID 25 
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or SID and transmits information about whether a user is authenticated, to the user 

authentication means 30. 

[69] In the meantime, the user authentication means 30 may be the server 40. In an 

embodiment, a user of the virtual code generating means 10 may register the virtual 

code generating means 10 in the user authentication means 30 through the dedicated 5 

program, and the user authentication means 30 may store user information in a memory 

included in the user authentication means 30. 

[70] Unless separately mentioned, in this specification, it is described that user 

authentication based on an authentication virtual code is performed by the user 

authentication means 30 or the server 40. That is, it is obvious that an embodiment in 10 

which one of the user authentication means 30 and the server 40 performs user 

authentication based on an authentication virtual code is capable of being applied to 

the other one thereof. 

[71] The user authentication means 30 includes a communication unit. The 

communication unit transmits and receives an authentication virtual code by 15 

communicating with the virtual code generating means 10, the virtual code receiving 

means 20 and the server 40 such that user authentication is performed by using the 

authentication virtual code. Herein, in addition to near field communication (NFC), 

Bluetooth, Bluetooth Low Energy (BLE), beacon, radio frequency identification 

(RFID), infrared data association (IrDA), ultra wideband (UWB), ZigBee, or the like 20 

may be used as the wireless communication scheme of the communication unit. 

However, an embodiment is not limited thereto. For example, the user authentication 

means 30 may include a communication module for remote wireless communication. 

[72] On the other hand, the user authentication means 30 grants access authority 

through user authentication. The access authority may vary depending on the type of 25 
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the user authentication means 30. In an embodiment, when the user authentication 

means 30 is a vehicle, the access authority may be vehicle internal access authority. 

When the vehicle internal access authority is granted, the vehicle unlocks the vehicle’s 

door lock such that a user is capable of entering the inside of the vehicle. 

[73] In an embodiment, when the user authentication means 30 is a door lock, the 5 

access authority may be building internal access authority. When the building internal 

access authority is granted, the door lock is unlocked such that a user is capable of 

entering the inside of the building. 

[74] In another embodiment, when the user authentication means 30 is a mobile 

terminal, the access authority may be the use authority of the mobile terminal. When 10 

the use authority of the mobile terminal is granted, the mobile terminal unlocks a 

terminal lock such that a user is capable of employing built-in functions of the mobile 

terminal. 

[75] On the other hand, the access authority of the user authentication means 30 

may be granted stepwise. In an embodiment, when the user authentication means 30 is 15 

a vehicle, the access authority to the vehicle may include internal vehicle access 

authority, vehicle starting authority, and vehicle driving authority. The vehicle starting 

authority may start a vehicle and may use devices provided in the vehicle. However, 

when only the authority incapable of driving the vehicle is granted, the vehicle does 

not move. Moreover, the vehicle driving authority refers to authority capable of using 20 

all functions of the vehicle including driving the vehicle. The user may selectively 

grant the above-mentioned kind of authority to another person. 

[76] In another embodiment, when the user authentication means 30 is a mobile 

terminal, the access authority may be granted for each application provided in the 

mobile terminal. For example, the user may grant only the access authority to a camera 25 
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application provided in the mobile terminal to others. 

[77] In the meantime, the user of the virtual code generating means 10 may set a 

time zone in which the access authority to the user authentication means 30 is granted. 

In an embodiment, the user of the virtual code generating means 10 transmits 

accessible time information to the user authentication means 30 or the server 40 5 

through the virtual code generating means 10. The user authentication means 30 or the 

server 40 stores the accessible time information after matching UID or SID thus pre-

stored. Then, the user authentication means 30 or the server 40 determines whether 

user authentication is performed, based on the stored accessible time information. This 

will be described later. 10 

[78] The server 40 receives an authentication virtual code and performs user 

authentication. To this end, the user initially registers the UID or SID to the server 40 

through the virtual code generating means 10. 

[79] In an embodiment, the user may transmit the UID or SID to the server 40 

through the dedicated program. Afterward, the user may store authority information 15 

by matching the UID or SID stored in the server 40 through the dedicated program. 

The server 40 may store authority information by matching the storage location of UID 

or SID. 

[80] In an embodiment, when the virtual code generating means 10 generates an 

authentication virtual code, the UID or SID may be utilized as seed data. In this way, 20 

the inventive concept enables a user to grant access authority to the user authentication 

means 30 to a plurality of others. This will be described later. 

[81] The server 40 searches for a location, at which the UID or SID is stored in the 

server 40, based on the authentication virtual code generated by the virtual code 

generating means 10 and verifies the authentication virtual code based on a point in 25 
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time when the authentication virtual code is received and a point in time when the 

authentication virtual code is generated by the virtual code generating means 10. A 

method of performing user authentication by verifying the authentication virtual code 

will be described in detail later. 

[82] FIG. 2 is a block diagram of a virtual code generating module, according to an 5 

embodiment of the inventive concept. 

[83] As illustrated in FIG. 2, a virtual code generating device 100 includes a detailed 

code generating unit 110, a virtual code generating unit 120, and a virtual code 

providing unit 130. 

[84] In an embodiment, the virtual code generating device 100 may be a user 10 

terminal in which a program (i.e., an application) that generates an authentication 

virtual code for user authentication is installed. The virtual code generating device 100 

may be the virtual code generating means 10 described above. 

[85] The detailed code generating unit 110 may generate one or more detailed codes 

based on user information. 15 

[86] An authentication virtual code generating function includes one or more 

detailed code generating functions. For example, when the authentication virtual code 

includes a plurality of detailed codes, the authentication virtual code generating 

function generates the plurality of detailed codes by using the plurality of detailed code 

generating functions and generates an authentication virtual code by using a detailed 20 

code combination function to combine the plurality of detailed codes. 

[87] At this time, the authentication virtual code is generated for each unit count by 

the dedicated program built or installed in the virtual code generating device 100 (i.e., 

a user terminal), and refers to a mobile one time password (mOTP). 

[88] In an embodiment, the virtual code generating device 100 may use at least part 25 
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of user information stored in the virtual code generating device 100 as one of seed data 

of an authentication virtual code generating function. As a specific example, through 

one detailed code generating function, the detailed code generating unit 110 generates 

each detailed code by using UID or SID as seed data of each detailed code generating 

function. At this time, the detailed code generating unit 110 may generate each detailed 5 

code by using a time point or a count value at which user authentication is requested 

by a user. 

[89] In an embodiment, the detailed code generating unit 110 includes a first 

function and a second function as detailed code generating functions to generate a first 

code and a second code. At this time, to improve security, the virtual code generating 10 

device 100 may only include the first function to generate the first code and the second 

function to generate the second code as detailed code generating functions and may 

not include data associated with a correlation between the first code and the second 

code. 

[90] The virtual code generating unit 120 generates an authentication virtual code 15 

by combining one or more detailed codes by using an authentication virtual code 

generating function. In an embodiment, the authentication virtual code may be 

generated by combining a plurality of detailed codes depending on a specific rule. The 

authentication virtual code generating function includes a rule (i.e., a detailed code 

combination function) that combines a plurality of detailed codes. That is, the virtual 20 

code generating unit 120 may combine one or more detailed codes by using the 

detailed code combination function included in the authentication virtual code 

generating function. 

[91] Various methods may be applied to a method of generating one authentication 

virtual code by combining the plurality of detailed codes. As an example of the detailed 25 
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code combination function, the authentication virtual code generating unit 120 may 

generate the authentication virtual code in the manner of alternately positioning the 

first code of N-digits and the second code of N-digits. Furthermore, as another 

example, the detailed code combination function may be a function to combine the 

second code behind the first code. As the length of the detailed code included in the 5 

authentication virtual code increases, the detailed code combination function may be 

generated variously. 

[92] Furthermore, in an embodiment, when the authentication virtual code is 

generated through the combination according to the a specific rule of the first code and 

the second code, the first code and the second code may have a role of searching for a 10 

storage location of UID or SID, at which user information is stored, in a storage 

location search algorithm. For example, the first code is set to a start point at which a 

storage location is found, and the second code is set to a search path from the start 

point to the storage location of the UID or SID depending on a specific search method. 

That is, when the authentication virtual code generated normally for each unit count is 15 

provided by the virtual code generating device 100, a virtual code verifying device 200 

determines that a point moving along a search path corresponding to the second code 

from a search start point corresponding to the first code is a point (a storage location 

of UID or SID) at which user information is stored. The detailed method of searching 

for the storage location of UID or SID based on the first code and the second code 20 

constituting an authentication virtual code will be described later. 

[93] In an embodiment of a method in which the detailed code generating unit 110 

generates a detailed code, the detailed code generating unit 110 generates a new 

detailed code for each unit count, and thus the virtual code generating device 100 

generates a new authentication virtual code for each unit count. The authentication 25 
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virtual code newly generated for each unit count is not generated redundantly. In 

particular, the detailed code generating unit 110 may be configured such that the 

authentication virtual code newly generated for each unit count is not redundantly 

generated between users belonging to a specific group as well as not being generated 

during a predetermined duration for a specific user or specific the virtual code 5 

generating device 100. 

[94] In the detailed embodiment of preventing an authentication virtual code from 

being generated redundantly, when generating the first code or the second code of N 

digits by using M characters, a detailed code generating function included in an 

authentication virtual code generating function may generate MN codes as the first 10 

code or the second code and may match each code for each count from an initial time 

point at which the detailed code generating function is driven. For example, when 

setting a unit count to 1 second, MN different codes may be matched every second 

from a point in time when the detailed code generating function is first driven. 

Moreover, when a period of using the specific detailed code generating function or a 15 

usage period (e.g., the expiration date of a user terminal where an application 

generating the authentication virtual code is installed) of the virtual code generating 

device 100 is set to be shorter than a time length (e.g., MN seconds in the case where 

1 count is 1 second) corresponding to MN counts, the first code or the second code is 

not generated redundantly during the usage period. That is, when the count increases 20 

with time, in the case where a user requests the virtual code generating device 100 to 

generate a virtual code at a specific time point, the virtual code generating device 100 

may generate a code value matched with a count corresponding to a specific time point, 

as the first code or the second code. 

[95] In particular, when alphabetic uppercase characters and numbers from 0 to 9 25 
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are used as characters capable of being included in a code (i.e., using 36 characters) 

and 6 digits are respectively assigned to first and second codes, the virtual code 

generating device 100 may provide 366 codes as the first code and the second code. At 

this time, the virtual code generating device 100 may provide the first code and the 

second code, which are changed for each count, by matching each code for each count. 5 

[96] In the detailed embodiment of preventing the authentication virtual code from 

being generated redundantly, when the usage period of the virtual code generating 

device 100 elapses, the authentication virtual code, of which the usage period is 

different from the previous usage period, may be generated by changing a function 

(i.e., a first function or a second function) to generate the first code or the second code 10 

or by changing the matching relationship between the first code and the second code. 

In the case where the authentication virtual code is generated by combining the first 

code generated by the first function and the second code generated by the second 

function, when the first code generating function or the second code generating 

function are changed, the virtual code generating device 100 may apply, to a new usage 15 

period, the authentication virtual code generating function to generate the 

authentication virtual code, of which the period is different from the previous period, 

as an order in which the first code or the second code appears differs from an order in 

the previous usage period. Furthermore, the virtual code generating device 100 may 

select the first function and the second function such that a code the same as the 20 

authentication virtual code used in the previous usage period does not appear as an 

authentication virtual code at each count in a new usage period (i.e., such that the 

matching relationship between the first code generated depending on the first function 

and the second code generated depending on the second function is not included in the 

matching relationship included in the previous usage period, at all counts in the new 25 



23 

usage period). That is, after a usage period in which MN codes are capable of being 

applied once elapses, the authentication virtual code generating function, which does 

not generate an authentication virtual code, in a new usage period overlapping the 

previous usage period may be applied by adjusting of updating the authentication 

virtual code generating function. 5 

[97] Furthermore, in the detailed embodiment of preventing an authentication 

virtual code from being generated redundantly, the first code may be set to a code 

value corresponding to a time point (or count) at which the generation of an 

authentication virtual code is requested, among codes matched for each count from an 

initial time point at which the first function is operated, and the second code may be 10 

set to a code value generated by reflecting a value (e.g., UID or SID) that is always 

differently present at the same time point such that a redundant authentication virtual 

code is not generated in the entire period regardless of users. The authentication virtual 

code may be used as a code value obtained by combining the first code and the second 

code. Because the first code has a different code value for each count and the second 15 

code has a different code value for each UID or SID at the same time point, the 

authentication virtual code obtained by combining the first code and the second code 

may be output as a different code value at all the time points. 

[98] Furthermore, in another embodiment, one of a plurality of listing rules that list 

M characters in ascending order may be applied to the authentication virtual code 20 

generating function (or the detailed code generating function). That is, the virtual code 

generating device 100 may variously apply rules, which list M characters in ascending 

order, to the detailed code generating function included in the authentication virtual 

code generating function. For example, the listing rule that lists uppercase alphabetic 

characters in ascending order may be an order of A, B, C, ..., and Z that is a general 25 
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order or may be an order of A, C, B, ..., and Z. As a listing rule is changed by the 

authentication virtual code generating function, the order, in which codes are matched 

sequentially to each count, is changed from an initial time point at which the 

authentication virtual code generating function is driven. 

[99] In the meantime, when there is a request to generate an authentication virtual 5 

code, the virtual code generating device 100 may receive authority information from 

a user. The received authority information may be used in two different ways. 

[100] First, when there is a request to generate an authentication virtual code, the 

virtual code generating device 100 may receive authority information from the user 

and may transmit the authority information to the virtual code verifying device 200 in 10 

real time. The virtual code verifying device 200 stores the received authority 

information after being matched with the corresponding UID or SID. 

[101] Second, the virtual code generating device 100 may include the authentication 

virtual code in the authority information entered from the user. The virtual code 

verifying device 200, which will be described later, stores an authority code 15 

corresponding to a specific authority in advance. When the authentication virtual code 

includes a specific authority code, the virtual code verifying device 200 may grant 

authority corresponding to the corresponding authority code. To this end, the 

authentication virtual code may include an authority code area. The authentication 

virtual code including authority information will be described later. 20 

[102] In another embodiment, when the virtual code generating device 100 does not 

receive authority information from the user, the virtual code generating device 100 

may generate an authentication virtual code including a specific code (e.g., NULL) in 

the authority code area. When a specific code is included in an area defining the 

authority information, the virtual code verifying device 200 may extract UID or SID 25 



25 

from an authentication virtual code and may grant authority based on authority 

information stored after matching the extracted UID or SID. 

[103] In another embodiment, when there is a request to generate an authentication 

virtual code from a user, the virtual code generating device 100 determines whether it 

is possible to communicate with the virtual code verifying device 200. When it is 5 

difficult to communicate with the virtual code verifying device 200, authority 

information may be received from a user and an authentication virtual code including 

the received authority information may be generated. In this way, the inventive concept 

may grant limited access authority even when communication between the virtual code 

generating device 100 and the virtual code verifying device 200 is difficult. 10 

[104] The virtual code providing unit 130 provides the generated authentication 

virtual code to the virtual code receiving means 20 to perform user authentication. 

[105] FIG. 3 is a block diagram of a virtual code verifying device, according to an 

embodiment of the inventive concept. 

[106] The virtual code verifying device 200 may be the user authentication means 30 15 

or the server 40 described above. 

[107] As illustrated in FIG. 3, the virtual code verifying device 200 includes a virtual 

code receiving unit 210, a detailed code extracting unit 220, a storage location search 

unit 230, an authority information extracting unit 240, a virtual code verifying unit 

250, and a user authentication approving unit 260. 20 

[108] Herein, the virtual code verifying device 200 extracts UID or SID based on an 

authentication virtual code, determines whether the received authentication virtual 

code is a normal code, based on the authentication virtual code, and performs user 

authentication. 

[109] The virtual code receiving unit 210 receives a request for user authentication 25 
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based on the authentication virtual code provided from the virtual code providing unit 

130. 

[110] In an embodiment, the virtual code receiving unit 210 receives the 

authentication virtual code generated by the dedicated program from the virtual code 

receiving means 20 and receives a request for user authentication. 5 

[111] The detailed code extracting unit 220 extracts one or more detailed codes 

included in the authentication virtual code. 

[112] In an embodiment, the detailed code extracting unit 220 includes a detailed 

code combination function included in the authentication virtual code generating 

function. Accordingly, when the authentication virtual code includes a plurality of 10 

detailed codes, the detailed code extracting unit 220 may extract a plurality of detailed 

codes from the authentication virtual code by applying the detailed code combination 

function. For example, when the virtual code generating device 100 generates the 

authentication virtual code obtained by combining two detailed codes (i.e., the first 

code and the second code), the detailed code extracting unit 220 may separate the first 15 

code and the second code by applying the detailed code combination function to the 

character string array of the authentication virtual code. 

[113] The storage location search unit 230 searches for a storage location of UID or 

SID in a storage location search algorithm, based on the extracted one or more detailed 

codes. Herein, the storage location search algorithm is matched with the authentication 20 

virtual code generating function used when the virtual code generating device 100 

generates the authentication virtual code. Various methods may be applied to a method 

in which the storage location search unit 230 searches for a storage location of UID or 

SID based on each detailed code. The storage location search unit 230 may include a 

correlation between detailed codes to search for a storage location based on a plurality 25 
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of detailed codes. 

[114] Herein, the ‘storage location’ refers to a point (count) on a track corresponding 

to a point in time when the registration of the virtual code generating means 10 is 

requested by a user. That is, when a track for the corresponding virtual code generating 

means 10 is operated in the virtual code verifying device 200, and the registration of 5 

specific UID or SID is requested by a specific user at a specific time, the corresponding 

UID or SID is registered at a count (i.e., a count that has elapsed from the final driving 

on a track to a registration time point) corresponding to the corresponding time point. 

In addition, authority information is matched and stored in the storage location of the 

UID or SID. 10 

[115] In an embodiment of having a correlation between detailed codes, when the 

authentication virtual code is composed of the first code and the second code, the 

storage location search unit 230 may determine a search start point corresponding to 

the first code and may search for a point, which is moved along a search path 

corresponding to the second code from the search start point, as the storage location of 15 

the UID or SID. That is, the detailed code may include the first code for setting the 

start point of a storage location search and the second code for setting the search path 

from the start point to the storage location of the UID or SID, depending on the specific 

search method. 

[116] Moreover, in another embodiment, as the virtual code generating device 100 20 

provides a new authentication virtual code for each unit count, the virtual code 

verifying device 200 may set the search start point and the search path based on the 

first code and the second code, which are changed for each count, and then may search 

for the storage location of UID or SID. 

[117] Furthermore, in another embodiment, to search for the storage location of UID 25 
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or SID by using a plurality of detailed codes having the correlation, the storage location 

search unit 230 may include the storage location search algorithm. The storage location 

search algorithm refers to an algorithm capable of searching for the storage location 

upon applying each detailed code included in the authentication virtual code, and is 

matched with the authentication virtual code generating function used when the virtual 5 

code generating device 100 generates the authentication virtual code. 

[118] For example, in the case where the authentication virtual code includes the first 

code for determining a search start point of the storage location and the second code 

for presenting a storage location direction from the search start point, when allowing 

a direction to be changed to a direction corresponding to the second code at a point 10 

corresponding to the first code, the storage location search algorithm refers to an 

algorithm that adjusts the storage location with which the registration time point of the 

UID or SID is matched to be positioned at the corresponding location. 

[119] The authority information extracting unit 240 extracts authority information 

stored after matching the storage location of UID or SID found by the storage location 15 

search unit 230. That is, the virtual code verifying device 200 may extract the authority 

information stored after matching the storage location of each UID or SID in the 

storage location discovery algorithm. The user authentication approving unit 260 

utilizes the extracted authority information to determine whether to perform user 

authentication. This will be described later. 20 

[120] As the storage location search algorithm is used, even though the first code and 

the second code included in the authentication virtual code are changed, the virtual 

code verifying device 200 may discover the UID or SID storage location. Various 

methods may be applied to the storage location search algorithm, and the detailed 

exemplification thereof will be described later. However, the storage location search 25 
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algorithm is not limited to the exemplification described below. 

[121] For example, referring to FIG. 5, when the storage location search algorithm 

corresponds to a k-polygon (‘k’ is MN) that performs rolling movement along a track 

on which MN codes corresponding to the first code is arranged, and when a vertex of 

the k-polygon moves while corresponding to a point at which a code is positioned on 5 

a first code track, each vertex of the k-polygon is matched with a storage location of 

UID or SID and a point at which the first code track (e.g., a first track) corresponds to 

the k-polygon is a storage location search start point corresponding to the first code. 

At this time, the storage location search unit 230 may apply rolling movement to the 

k-polygon such that the vertex of the k-polygon is in contact with the point 10 

corresponding to the first code extracted by the detailed code extracting unit 220. As 

such, as the storage location search unit 230 allows an angle to be changed to an angle 

(e.g., a specific angle obtained by dividing 180 degrees into MN pieces so as to face 

the vertex of the k-polygon) corresponding to the second code at a location on the first 

track, which the k-polygon contacts, the storage location search unit 330 may search 15 

for the vertex of the k-polygon that is a storage location at which the UID or SID 

corresponding to an authentication virtual code is stored. 

[122] In particular, as illustrated in FIG. 5, the virtual code verifying device 200 may 

perform rolling movement (i.e., each vertex of the k-polygon moves while sequentially 

being in contact with each point on the track) to the point corresponding to the first 20 

code on the k-polygon. Afterward, the virtual code verifying device 200 allows the 

angle direction to be changed to the angle direction corresponding to the second code 

to search for the vertex corresponding to the storage location. 

[123] After the storage location search unit 230 searches for a storage location of 

UID or SID by using the first code and the second code in the authentication virtual 25 
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code within the storage location search algorithm, the authority information extracting 

unit 240 extracts authority information stored after matching the corresponding 

location. 

[124] Various storage location search algorithms will be described in detail later. 

[125] The virtual code verifying unit 250 verifies the authentication virtual code by 5 

comparing a point in time when the virtual code reception unit 210 receives the 

authentication virtual code with a point in time when the authentication virtual code is 

generated by using the authentication virtual code generating function by an 

authentication virtual code generating means (i.e., a user terminal). 

[126] In an embodiment, referring to FIG. 6, the virtual code verifying unit 250 may 10 

compare a point in time when the authentication virtual code is received with a point 

in time when the authentication virtual code is generated by using the authentication 

virtual code generating function in the dedicated program built or installed in the user 

terminal. When the generation time is included within a preset error range from the 

reception time, the virtual code verifying unit 250 may determine that the received 15 

authentication virtual code is a normal code. 

[127] Furthermore, in another embodiment associated with a method of verifying an 

authentication virtual code, the first code and the second code may be codes for a 

reference count added by an OTP code generated randomly from a point in time when 

the UID or SID is registered by the virtual code generating means 10 or when user 20 

authentication is requested. 

[128] As the detailed embodiment, the virtual code generating device 100 generates 

the virtual security code by reflecting the virtual security code to the first code and the 

second code, without outputting the virtual security code to the outside. The 

authentication virtual code generating means (e.g., a dedicated program of generating 25 



31 

an authentication virtual code) generates a virtual security code value (e.g., OTP code) 

based on the UID or SID (i.e., a unique value), generates the first code at a count, to 

which the virtual security code value is added, at a point in time when the UID or SID 

is registered, and generates the second code at a count corresponding to the virtual 

security code value (i.e., generates the virtual security code itself as the second code). 5 

That is, the first code and the second code are generated by the virtual code generating 

means 100 based on a count shifted by the virtual security code value from a time point 

‘A’ at which the UID or SID is registered in the virtual code verifying device 200. The 

count shifted from the time point ‘A’ may be a count earlier or later than a count 

corresponding to the current time point depending on the generated virtual security 10 

code value. The virtual code verifying device 200 may apply the received first code 

and the received second code to a storage location search algorithm and then may 

search for a storage location (or a registration location) of the UID or SID. In this way, 

it is impossible for other people to identify an order in which the first code and the 

second code constituting the authentication virtual code are provided, thereby 15 

improving security. 

[129] Furthermore, in another embodiment, after extracting the virtual security code 

from the second code generated based on the virtual security code, the virtual code 

verifying device 200 may determine whether there is a value the same as the virtual 

security code among OTP numbers calculated by entering a count within a specific 20 

range from a count, at which an authentication virtual code is received, by means of a 

virtual security code generating function (i.e., an OTP function). The virtual code 

verifying device 200 obtains the virtual security code value (i.e., an OTP function 

value) used to generate the second code by applying the inverse function of the second 

function to the second code and searches for the count at which a value the same as 25 
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the virtual security code value is calculated. As there is a difference between a time 

point at which the virtual security code is generated by the authentication virtual code 

generating means and a time point at which the authentication virtual code verifying 

means receives the virtual security code due to the transmission time or delay of the 

authentication virtual code, a count at which the authentication virtual code verifying 5 

means receives the authentication virtual code may not be identical to a count at which 

the OTP number corresponding to the virtual security code is generated, and thus the 

virtual code verifying device 200 allows an error range from a count at which the 

authentication virtual code is received. In this way, the virtual code verifying device 

200 may prevent user authentication from being performed with the previously-10 

generated authentication virtual code instead of the currently-generated authentication 

virtual code, thereby improving security. Moreover, even though a user does not enter 

a virtual security code of specific digits when the user enters the authentication virtual 

code, the virtual code verifying device 200 may search for the virtual security code 

and then may verify the user. 15 

[130] Besides, in another embodiment, referring to FIG. 7, the virtual code verifying 

device 200 generates a first code corresponding to the count obtained by adding UID 

or SID to a time point (time point ‘B’) when user authentication is requested and 

generates a second code corresponding to a count obtained by adding a virtual security 

code value to a count difference between a time point (time point ‘A’) when the UID 20 

or SID is registered and a time point (time point ‘B’) when user authentication is 

requested· That is, equations in which a dedicated program of generating an 

authentication virtual code generates the first code and the second code are as follows. 

[131] First code = f1(count at time point ‘B’ + virtual security code) 

[132] Second code = f2(count at time point ‘B’ - count at time point ‘A’ + virtual 25 
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security code) 

[133] (time point ‘A’: a time point at which UID or SID is registered, time point ‘B’: 

a count at a time point at which user authentication is requested, and virtual security 

code: OTP number) 

[134] The virtual code verifying device 200 searches for a location, at which UID or 5 

SID is stored, based on the first code and second code in the received authentication 

virtual code and generates a virtual security code (i.e., OTP number) within a specific 

count range from a time point at which a user authentication request is received, based 

on the location. 

[135] Afterward, as the virtual code verifying device 200 searches for a point, at 10 

which user information is stored, based on the first code and the second code, the 

virtual code verifying device 200 grasps a time point (time point ‘A’) at which the UID 

or SID is registered. The server 40 calculates a calculation value corresponding to a 

sum of a count value to each count within a specific count range and the virtual security 

code (i.e., an OTP number), based on the time point, at which a request for user 15 

authentication is received, from a time point (time point ‘A’), at which the UID is 

registered, and determines whether there is a count the same as a count value (i.e., a 

value obtained by applying the inverse function of the second function to the second 

code) corresponding to the second code in each of the calculation values. In this way, 

the server 40 may determine whether the authentication virtual code is normally 20 

provided. 

[136] In the meantime, the authentication virtual code may include authority 

information. In an embodiment, the authentication virtual code may include the first 

code, the second code, and time information. Here, the time information may include 

at least one of data for defining an available time of the authentication virtual code and 25 
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data for defining an accessible time. That is, the authentication virtual code may 

include data associated with at least one of a time point, at which user authentication 

is possible, and a time range in which user authentication is possible. 

[137] In another embodiment, when the virtual code verifying device 200 is a vehicle, 

the authentication virtual code may include authority information associated with at 5 

least one of in-vehicle access authority, vehicle starting authority, and vehicle driving 

authority. 

[138] The authority information may be included in an area, which is separately 

allocated, in the authentication virtual code. The virtual code verifying device 200 may 

extract the authority information from the allocated area and may grant authority 10 

corresponding to the extracted authority information. 

[139] In the meantime, a virtual security code included in the first code and the 

second code may be formed as a count corresponding to a point in time when the 

authentication virtual code is capable of being used, not a point in time when the 

authentication virtual code is generated. In detail, equations in which a dedicated 15 

program of generating an authentication virtual code generates the first code and the 

second code are as follows. 

[140] First code = “UID or SID” + OTP (a virtual security code based on a point in 

time when a user is capable of employing an authentication virtual code set by 

authority) 20 

[141] Second code = OTP (a virtual security code based on a point in time when a 

user is capable of employing an authentication virtual code set by authority) 

[142] When an authentication virtual code generation request is received from a user, 

the virtual code generating device 100 receives authentication virtual code available 

time from the user or forms a virtual security code based on the accessible time 25 
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information stored after matching the UID or SID selected by the user, and forms the 

first code and the second code based on the formed virtual security code. 

[143] The virtual code verifying device 200 searches for a location, at which UID or 

SID is stored, based on the first code and second code in the received authentication 

virtual code, generates a virtual security code (i.e., OTP number) within a specific 5 

count range from a time point, at which a user authentication request is received, based 

on the location, and determines whether there is a code identical to the virtual security 

code extracted from the authentication virtual code in the generated virtual security 

code. When there is a code identical to the virtual security code extracted from the 

authentication virtual code in the generated virtual security code, the virtual code 10 

verifying device 200 performs user authentication. 

[144] In the meantime, the authentication virtual code may include time information 

about the generation time of the authentication virtual code. In an embodiment, the 

authentication virtual code may include first to third codes. In detail, equations in 

which a dedicated program of generating an authentication virtual code generates the 15 

first to third codes are as follows. 

[145] First code = generation time code (time-stamp) + OTP (a virtual security code 

based on a point in time when a user is capable of employing an authentication virtual 

code set by authority) 

[146] Second code = first code - “UID or SID” 20 

[147] Third code = generation time code (time-stamp) 

[148] When an authentication virtual code generation request is received from a user, 

the virtual code generating device 100 receives authentication virtual code available 

time from the user or generates a virtual security code based on the accessible time 

information stored after matching the UID or SID selected by the user and generates 25 
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the first code and the third code based on the generated virtual security code and data 

associated with a point in time when an authentication virtual code is generated. 

Meanwhile, the virtual code generating device 100 forms the second code based on the 

generated first code and UID or SID selected from the user. 

[149] The virtual code verifying device 200 searches for a location, at which UID or 5 

SID is stored, based on the first code and second code in the received authentication 

virtual code, generates a virtual security code (i.e., OTP number) within a specific 

count range from a time point, at which a user authentication request is received, based 

on the location, and determines whether there is a code identical to the virtual security 

code extracted from the authentication virtual code in the generated virtual security 10 

code. Besides, the virtual code verifying device 200 calculates data regarding an 

authentication virtual code available time from the virtual security code and calculates 

a difference between the calculated time data and generation time data included in the 

third code. Only when the difference value is within a preset range, the virtual code 

verifying device 200 performs user authentication. The range may be set by the user 15 

[150] In this way, even when there is a difference between the generation time of the 

authentication virtual code and the authentication virtual code available time, the 

inventive concept may determine whether the corresponding authentication virtual 

code is a code thus normally generated. 

[151] In the meantime, even when the virtual code generating device 100 does not 20 

register the virtual code generating device 100 to the virtual code verifying device 200, 

the virtual code generating device 100 may generate an authentication virtual code 

capable of performing user authentication. 

[152] In an embodiment, the virtual code generating device 100 may generate the 

first code and the second code by using a unique value of the virtual code verifying 25 
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device 200 as seed data. In this case, the virtual code generating device 100 may 

receive authority information from the user and then may include the entered authority 

information in the authentication virtual code. The virtual code verifying device 200 

extracts a unique value from the first and second codes and determines whether the 

extracted unique value is the same as a unique value of the virtual code verifying 5 

device 200. When the extracted unique value is the same as the unique value of the 

virtual code verifying device 200, the virtual code verifying device 200 extracts 

authority information from the authentication virtual code and then grants access 

authority corresponding to the authority information. In this way, even when the user 

does not register the virtual code generating device 100 in the virtual code verifying 10 

device 200, the inventive concept may perform user authentication for others. 

[153] When the authentication virtual code is completely verified by the virtual code 

verifying unit 250, the user authentication approval unit 260 approves the user 

authentication. 

[154] In an embodiment, in case of user authentication upon entry, when the UID or 15 

SID is found by the storage location search unit 230 and whether the authentication 

virtual code is normally generated by the virtual code verifying unit 250 is completely 

verified, the user authentication approving unit 260 determines whether to perform 

user authentication, based on the authority information extracted by the authority 

information extracting unit 240. 20 

[155] In detail, the user authentication approving unit 260 determines whether to 

perform user authentication, by comparing the accessible time information included in 

the authority information with a point time at which the user authentication is 

requested. 

[156] In an embodiment, when registering the UID or SID in the virtual code 25 
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verifying device 200 or after registering the UID or SID in the virtual code verifying 

device 200, the user may register accessible time through the dedicated program. The 

dedicated program stores the accessible time received from the user after matching the 

UID or SID. The user may change or delete the accessible time matching the UID or 

SID through the dedicated program. 5 

[157] In an embodiment, when the user authentication request is made within the 

accessible time range stored after matching the UID or SID, the user authentication 

approving unit 260 performs user authentication. As a specific example, when the user 

sets the accessible time to a time from 9:00 AM to 10:00 AM, the user authentication 

approving unit 260 performs user authentication on only the user authentication 10 

requests made between 9:00 AM and 10:00 AM. 

[158] Meanwhile, the accessible time may be set differently for each UID and SID. 

The virtual code verifying device 200 may match and store each of the UID and the 

SID and accessible time information corresponding thereto. In this way, when it is 

necessary to grant access authority to a plurality of people for one device, it is possible 15 

to set an accessible time for each target having the access authority. 

[159] In an embodiment, when registering the UID or SID in the virtual code 

verifying device 200 or after registering the UID or SID in the virtual code verifying 

device 200, the user may register the type of the access authority through the dedicated 

program. The dedicated program stores the type of the access authority received from 20 

the user after matching the UID or SID. The user may change or delete the type of the 

access authority matching the UID or SID through the dedicated program. 

[160] In an embodiment, the user authentication approving unit 260 performs user 

authentication corresponding to the type of the access authority included in authority 

information. When the virtual code verifying device 200 is a vehicle, the user 25 
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authentication approving unit 260 may grant one of in-vehicle access authority, vehicle 

starting authority, and vehicle driving authority based on the authority information. 

When the in-vehicle access authority is granted, the vehicle unlocks the vehicle’s door 

lock and deactivates other vehicle functions. Furthermore, when the vehicle starting 

authority is granted, the vehicle unlocks the vehicle’s door lock. When a user who 5 

entered the inside of the vehicle starts an engine, the vehicle may be started. In a state 

where the vehicle is started, the vehicle makes it impossible to move. Moreover, where 

the vehicle driving authority is granted, the vehicle allows the user to employ all the 

functions of the vehicle. 

[161] In an embodiment, in the case where the virtual code verifying device 200 is a 10 

mobile terminal, when registering the UID or SID in the virtual code verifying device 

200 or after registering the UID or SID in the virtual code verifying device 200, the 

user may register an application executable in the mobile terminal. After that, the 

mobile terminal allows only the registered application to be executed during user 

authentication. 15 

[162] FIG. 4 is a flowchart of a user authentication method by using an authentication 

virtual code according to an embodiment of the inventive concept. 

[163] Referring to FIG. 4, according to an embodiment of the inventive concept, a 

user authentication method using an authentication virtual code includes step S100 of 

receiving, by a virtual code authentication device, an authentication virtual code (an 20 

authentication virtual code receiving step), step S200 of searching, by the virtual code 

authentication device, for UID or SID based on the authentication virtual code (a 

storage location search step), step S300 of extracting, by the virtual code authentication 

device, authority information stored after matching a storage location of the found UID 

or SID, step S400 of verifying, by the virtual code authentication device, the 25 
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authentication virtual code based on a point in time at which the authentication virtual 

code is received, and steps S500 of approving, by the virtual code authentication 

device, user authentication based on the authority information. Hereinafter, the 

detailed description of each operation is provided. However, the detailed disclosure 

given in a description process associated with the virtual code generating device 100 5 

(i.e., a user terminal including a dedicated program) and the virtual code verifying 

device 200 (the user authentication means 30 or the server 40) is omitted. 

[164] In operation S100, the virtual code verifying device 200 receives a request for 

user authentication by receiving an authentication virtual code. Here, the 

authentication virtual code is generated by the authentication virtual code generating 10 

function included in a program for generating an authentication virtual code based on 

UID or SID. 

[165] According to one embodiment, the authentication virtual code may be 

generated based on the UID or SID included in the virtual code generating device 100. 

[166] The virtual code generating device 100 generates an authentication virtual code 15 

based on UID or SID by using the authentication virtual code generating function 

included in the dedicated program and provides the generated authentication virtual 

code to the virtual code verifying device 200. 

[167] In an embodiment, through the dedicated program, the virtual code generating 

device 100 may generate each detailed code by using the UID or SID as seed data of 20 

each detailed code generating function. 

[168] When generating a plurality of detailed codes by using each detailed code 

generating function, the virtual code generating device 100 may generate the 

authentication virtual code in which the plurality of detailed codes are combined, by 

using the detailed code combination function included in an authentication virtual code 25 
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generating function. For example, through the dedicated program, the virtual code 

generating device 100 will generate an authentication virtual code by using the UID or 

SID as seed data. 

[169] In addition, the authentication virtual code may be generated in various 

manners. That is, the authentication virtual code may be generated by various 5 

authentication virtual code generating functions. The detailed description of 

generating an authentication virtual code in various manners will be the same as the 

description given with reference to FIG. 5, and thus the detailed disclosure is omitted 

to avoid redundancy. 

[170] Afterward, in step S200, the virtual code verifying device 200 searches for a 10 

storage location of UID or SID in a storage location search algorithm based on the 

authentication virtual code. Herein, the storage location search algorithm may be 

matched with the authentication virtual code generating function included in the 

dedicated program built or installed in the virtual code generating device 100 (i.e., a 

user terminal), and may search for the storage location of UID or SID based on at least 15 

one detailed code in the authentication virtual code. 

[171] When the registration request of the UID or SID is received through the virtual 

code generating device 100, the virtual code verifying device 200 registers the UID or 

SID at a specific point (count) corresponding to the requested time point in the storage 

location search algorithm for the corresponding UID or SID and stores authority 20 

information at the corresponding point. 

[172] In an embodiment, separate authority information may be matched and stored 

in each ID. The user may register authority information together when registering UID 

or SID or may update authority information as needed after registering only the UID 

or SID first. 25 
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[173] In another embodiment, the separate authority information may be matched 

and may not be stored in each ID. At least one SID may be stored after matching the 

storage location of the UID. Authority information may be matched and stored in each 

of at least one SID. When there is no authority information stored after matching a 

specific ID, the virtual code verifying device 200 may perform user authentication as 5 

long as it is verified that the authentication virtual code is valid. 

[174] When generating an authentication virtual code, the user may select an ID that 

will be the seed data for generating a virtual code. The user may receive unconditional 

access authority to the user authentication means 30 or may grant the unconditional 

access authority to others, by generating an authentication virtual code based on UID. 10 

However, the authentication virtual code may not be used after a specific period. 

[175] Besides, the user may grant restricted access authority to others by generating 

an authentication virtual code based on SID. For example, the user may register an 

accessible time stored after matching the SID. Then, the user may restrict the 

accessible time to the user authentication means 30 to others by generating an 15 

authentication virtual code based on the corresponding SID. The authentication virtual 

code is not available after the accessible time. 

[176] As another example, the user may register the type of the access authority 

stored after matching the SID. Then, the user may restrict the type of the access 

authority to the user authentication means 30 to others by generating an authentication 20 

virtual code based on the corresponding SID. 

[177] After the UID or SID is registered on the virtual code verifying device 200, the 

virtual code verifying device 200 may receive the authentication virtual code through 

the virtual code generating device 100. When receiving a request for user 

authentication, the virtual code verifying device 200 may identify a user by searching 25 
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for UID or SID stored in the storage location search algorithm based on the received 

authentication virtual code. 

[178] According to an embodiment, when the authentication virtual code is generated 

by combining the first code and the second code, the server 40 searches for the storage 

location of UID or SID in the storage location search algorithm by using the first code 5 

and the second code. For example, the first code may be a code for setting a start point 

of the storage location search of the UID or SID in the storage location search 

algorithm. The second code may be a code for setting a search path from the start point 

to the storage location of the UID or SID in the specific search manner. 

[179] As illustrated in FIG. 5, the virtual code verifying device 200 sets the location 10 

corresponding to the first code to the start point and searches for the storage location 

of UID or SID or a point (i.e., the specific vertex of a k-polygon) matched to the  

storage location of UID or SID in the placement state of the k-polygon, based on the 

second code in the search manner applied to the second code. The storage location is 

matched to each vertex of the k-polygon. The point at which the first code track (i.e., 15 

a first track) corresponds to the k-polygon is the start point of the storage location 

search corresponding to the first code. The virtual code verifying device 200 searches 

for the matching point of the storage location of UID or SID at the search start point 

based on the second code. 

[180] Various methods may be applied to the method of searching for a storage 20 

location in the k-polygon based on the second code. For example, the virtual code 

verifying device 200 allows an angle to be changed to an angle (e.g., a specific angle 

obtained by dividing 180 degrees into MN pieces to face the vertex of the k-polygon) 

corresponding to a second code at a location on the first track, which the k-polygon 

contacts, the virtual code verifying device 200 may search for a vertex of the k-polygon 25 
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that is a storage location, at which the UID or SID is stored, based on the authentication 

virtual cord. 

[181] Furthermore, for another example, in a state where the k-polygon is in contact 

with the point corresponding to the first code on the first track, the virtual code 

verifying device 200 divides the whole central angle (i.e., 360 degrees) into MN pieces 5 

based on the center of the k-polygon and the contact point on the first track, and 

matches each angle to MN second codes. At this time, the direction of the line moving 

by unit angles (i.e., 360 degrees/MN) of specific numbers from the line connecting the 

center of the k-polygon to the contact point on the first track faces the specific vertex 

of the k-polygon. Accordingly, when the second code corresponding to the specific 10 

angle is received, the virtual code verifying device 200 may search for the vertex 

positioned in the corresponding angle direction. 

[182] Furthermore, for another example, the specific digit of the second code may be 

used to determine an angle calculation direction. That is, when the second code is 

generated using ‘N’ (‘N’ is a natural number) characters, the angle measurement 15 

direction may be determined with one digit. For example, when the virtual code 

verifying device 200 divides the whole central angle (i.e., 360 degrees) based on the 

center of the k-polygon and a contact point on the first track and matches the second 

code to each angle, the virtual code verifying device 200 may determine whether the 

angle is an angle measured to the right from a line connecting the center of the k-20 

polygon to the contact point on the first track or whether the angle is an angle measured 

to the left. 

[183] For example, the storage location search algorithm may assign two second 

codes different from each other depending on the angle measurement direction at each 

vertex on the k-polygon, to one vertex. That is, the second codes different from each 25 
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other may be matched thereto at the arrival to one vertex with an interior angle and at 

the arrival to one vertex with an exterior angle, and the storage location of another UID 

or SID may be connected thereto. For another example, when the second code is 

generated by using ‘N’ characters (‘N’ is a natural number), the storage location search 

algorithm may match (N-1) characters with half of the total angle (e.g., 360 degrees in 5 

the case where the total angle is divided based on the center angle) and may determine 

the angle application direction for reaching each vertex by using one digit. 

[184] The method of searching for a storage location in the k-polygon based on the 

second code is not limited thereto. For example, various methods such as the method 

of searching for a point for dividing space between a point on the k-polygon 10 

corresponding to the second code and a contact point on the first track at a specific 

ratio, as the storage location may be applied. 

[185] According to another embodiment, when the authentication virtual code 

includes the first code and the second code that are changed for each unit count, the 

first code is generated based on an unit count elapsed from the first time point at which 15 

the virtual code verifying device 200 starts the registration of UID or SID, and the 

second code is generated based on an unit count elapsed from a time point at which 

UID or SID is registered through the dedicated program installed in the virtual code 

generating means 10. At this time, the unit count is set to a specific time interval and 

is changed as a time interval elapses. 20 

[186] As illustrated in FIG. 7, the storage location search algorithm is used to move 

to a point matched to a storage location of UID or SID while moving on a track based 

on a plurality of detailed codes constituting the authentication virtual code. 

[187] In detail, as a service is driven, when the authentication virtual code includes 

the first code generated based on a unit count that has elapsed from an initial time point 25 
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at which the storage location search algorithm is started, and the second code generated 

based on a unit count that has elapsed from a time point, at which the UID or SID of 

each user is registered, as illustrated in FIG. 7, the virtual code verifying device 200 

sets a count on a track matched with a code value corresponding to the first code to a 

search start point, returns along the track from the search start point by a count value 5 

corresponding to the second code, and searches for a point (i.e., a storage location of 

UID or SID) on the track at the time point at which the UID or SID is registered in the 

virtual code verifying device 200. For example, the virtual code verifying device 200 

searches for a point (or count), to which the first code in the authentication virtual code 

is assigned, on a track for the first code to set the search start point, reversely positions 10 

a track for the second code from the search start point, searches for a point (or count), 

to which the second code in the authentication virtual code is assigned, and extracts a 

point (or count), at which the UID or SID is registered, on the track for the first code. 

Furthermore, for example, as the virtual code verifying device 200 sets the search start 

point based on the first code in the authentication virtual code, returns by a count value 15 

calculated as the inverse function of the second function is applied to the second code 

in the authentication virtual code, and searches for the point corresponding to a time 

point at which the UID or SID is registered therein. 

[188] Afterward, in step S300, the virtual code verifying device 200 extracts 

authority information stored after matching the found UID or SID storage location. 20 

[189] In detail, the virtual code verifying device 200 extracts authority information 

stored after matching the storage location of the found UID or SID. That is, because 

the virtual code verifying device 200 stores authority information in each UID or SID 

storage location in the storage location search algorithm, the virtual code verifying 

device 200 may extract authority information stored after matching the storage 25 
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location of a specific UID or SID in the storage location search algorithm. 

[190] In the meantime, upon registering the UID or SID, any authority information 

may not match the storage location of the UID or SID depending on a user’s setting 

method. For example, the user may not register any authority information after 

registering UID or SID through the dedicated program. Also, as shown in FIG. 9, the 5 

virtual code generating device 100 and the virtual code verifying device 200 do not 

match and store the authority information in the UID storage location. The SID may 

be stored after matching the UID storage location. The authority information may be 

matched and stored in each SID storage location. 

[191] Afterward, in operation S400, the virtual code verifying device 200 verifies an 10 

authentication virtual code based on a time point at which the authentication virtual 

code is received. In detail, the virtual code verifying device 200 may compare a time 

point, at which the received authentication virtual code is received, with a time point, 

at which the authentication virtual code generated by using an authentication virtual 

code generating function is generated by the authentication virtual code generation 15 

program, and, as illustrated in FIG. 6, may determine that the received authentication 

virtual code is a normal code, when the generation time point is included within an 

error range from the reception time point. 

[192] In an embodiment, when performing user authentication upon requesting 

access, the virtual code verifying device 200 may determine whether a user requesting 20 

user authentication upon requesting access has requested user authentication at a 

current time by using the UID or SID of a person granting authority, by comparing the 

reception time of the authentication virtual code with the generation time of the 

authentication virtual code in the storage location search algorithm. 

[193] In a specific embodiment, when a user makes a request for generating an 25 
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authentication virtual code by using the virtual code generating device 100, the 

dedicated program built or installed in a user terminal generates an authentication 

virtual code (in particular, the second code) based on a count value corresponding to a 

request time point (i.e., a generation time point) by using the authentication virtual 

code generating function. In an embodiment, one detailed code (e.g., the second code) 5 

among a plurality of detailed codes may be generated by using an OTP function that 

uses the generation time point as seed data. That is, the OTP code may be generated to 

be included in the second code. 

[194] Afterward, the generated authentication virtual code is provided to the virtual 

code verifying device 200. The virtual code verifying device 200 extracts a plurality 10 

of detailed codes by using an authentication virtual code generating function or a 

storage location search algorithm matched with the authentication virtual code 

generating function. Moreover, the OTP code is extracted through one detailed code 

(e.g., the second code) among the plurality of detailed codes, and a point in time when 

the authentication virtual code is generated is extracted through the OTP code. 15 

[195] Afterward, the virtual code verifying device 200 may verify whether the 

authentication virtual code is generated at a current time point, by comparing a time 

point, at which the authentication virtual code is received, with a time point at which 

the authentication virtual code is generated by the virtual code generating device 100. 

That is, when the generation time point of the authentication virtual code is included 20 

within a range including a preset count value from the time point at which the 

authentication virtual code is received, the virtual code verifying device 200 verifies 

that the authentication virtual code is generated at the current time. 

[196] In the meantime, when authority information stored after matching the UID or 

SID storage location includes accessible time information, the virtual code verifying 25 
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unit 250 may determine whether the authentication virtual code is normal, based on 

the accessible time information. In detail, when the reception time point of the 

authentication virtual code is within a time zone defined by the accessible time 

information, the virtual code verifying unit 250 may determine that the received 

authentication virtual code is normal. In this case, even though the authentication 5 

virtual code is generated before the time zone defined by the accessible time 

information, the authentication virtual code may be used effectively only within the 

time zone defined by the accessible time information. 

[197] In step S500, when it is determined that the authentication virtual code is a 

normal code, the virtual code verifying device 200 performs user authentication based 10 

on authority information stored after matching the UID or SID storage location. 

[198] In an embodiment, when the accessible time information is matched and stored 

in UID or SID storage location, the virtual code verifying device 200 performs user 

authentication by comparing the reception time of the received authentication virtual 

code with the time zone corresponding to the accessible time information. In detail, 15 

only when the reception point is within the time zone corresponding to the accessible 

time information, the virtual code verifying device 200 performs user authentication. 

[199] In the meantime, in the case where ID extracted from the authentication virtual 

code is UID, when it is determined that the authentication virtual code is a normal 

code, the virtual code verifying device 200 may perform user authentication regardless 20 

of the authority information stored after matching the storage location of the UID. The 

virtual code verifying device 200 may determine whether the ID extracted from the 

authentication virtual code is UID, based on an ID creation rule or whether there is 

another ID stored after matching a storage location of the ID. 

[200] Meanwhile, in the case where there is no authority information stored after 25 
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matching the storage location of the ID extracted from the authentication virtual code, 

when it is determined that the authentication virtual code is a normal code, the virtual 

code verifying device 200 may perform user authentication. 

[201] Besides, the virtual code verifying device 200 grants access authority through 

user authentication. When the virtual code verifying device 200 is a vehicle, the access 5 

authority may be vehicle internal access authority. When the vehicle internal access 

authority is granted, the vehicle unlocks the vehicle’s door lock such that a user is 

capable of entering the inside of the vehicle. 

[202] In an embodiment, when the virtual code verifying device 200 is a door lock, 

the access authority may be building internal access authority. When the building 10 

internal access authority is granted, the door lock is unlocked such that the user is 

capable of entering the inside of the building. 

[203] In another embodiment, when the virtual code verifying device 200 is a mobile 

terminal, the access authority may be the use authority of the mobile terminal. When 

the use authority of the mobile terminal is granted, the mobile terminal unlocks a 15 

terminal lock such that a user is capable of employing built-in functions of the mobile 

terminal. 

[204] On the other hand, the virtual code verifying device 200 may grant access 

authority step by step. In an embodiment, when the virtual code verifying device 200 

is a vehicle, the access authority to the vehicle may include internal vehicle access 20 

authority, vehicle starting authority, and vehicle driving authority. The vehicle starting 

authority may start a vehicle and may use devices provided in the vehicle. However, 

when only the authority incapable of driving the vehicle is granted, the vehicle does 

not move. Moreover, the vehicle driving authority refers to authority capable of using 

all functions of the vehicle including driving the vehicle. The user may selectively 25 
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grant the above-mentioned kind of authority to another person. 

[205] In another embodiment, when the virtual code receiving device 200 is a mobile 

terminal, the access authority may be granted for each application provided in the 

mobile terminal. For example, the user may grant only the access authority to a camera 

application provided in the mobile terminal to others. 5 

[206] A user authentication method using an authentication virtual code according to 

an embodiment of the inventive concept may be implemented by a program (or an 

application) and may be stored in a medium such that the program is executed in 

combination with a computer being hardware. 

[207] The above-described program may include a code encoded by using a 10 

computer language such as C, C++, JAVA, Ruby, a machine language, or the like, 

which a processor (CPU) of the computer may read through the device interface of the 

computer, such that the computer reads the program and performs the methods 

implemented with the program. The code may include a functional code related to a 

function that defines necessary functions executing the method, and the functions may 15 

include an execution procedure related control code necessary for the processor of the 

computer to execute the functions in its procedures. Furthermore, the code may further 

include a memory reference related code on which location (address) of an internal or 

external memory of the computer should be referenced by the media or additional 

information necessary for the processor of the computer to execute the functions. 20 

Further, when the processor of the computer is required to perform communication 

with another computer or a server in a remote site to allow the processor of the 

computer to execute the functions, the code may further include a communication 

related code on how the processor of the computer executes communication with 

another computer or the server or which information or medium should be 25 
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transmitted/received during communication by using a communication module of the 

computer. 

[208] The stored medium refers not to a medium, such as a register, a cache, or a 

memory, which stores data for a short time but to a medium that stores data semi-

permanently and is read by a device. Specifically, for example, the stored media 5 

include, but are not limited to, ROM, RAM, CD-ROM, magnetic tape, floppy disk, 

optical data storage device, and the like. That is, the program may be stored in various 

recording media on various servers, which the computer may access, or in various 

recording media on the computer of the user. Further, the media may be distributed in 

computer systems connected over a network such that codes readable by the computer 10 

are stored in a distributed manner. 

[209] Although embodiments of the inventive concept have been described herein 

with reference to accompanying drawings, it should be understood by those skilled in 

the art that the inventive concept may be embodied in other specific forms without 

departing from the spirit or essential features thereof. Therefore, the above-described 15 

embodiments are exemplary in all aspects, and should be construed not to be 

restrictive. 
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CLAIMS 

 

1. A user authentication method by using an authentication virtual code, 

the method comprising:  

receiving, by a virtual code verifying means, the authentication virtual code, 5 

wherein the authentication virtual code is generated by an authentication virtual code 

generating function included in a virtual code generating means registered in the 

virtual code verifying means; 

searching, by the virtual code verifying means, for a storage location of user 

identification (UID) or sub-identification (SID) based on the authentication virtual 10 

code; 

extracting, by the virtual code verifying means, authority information stored 

after matching the found UID or SID;  

verifying, by the virtual code verifying means, the authentication virtual code 

based on a time point at which the authentication virtual code is received; and 15 

performing, by the virtual code verifying means, user authentication based on 

the extracted authority information. 

 

2. The method of claim 1, wherein the receiving includes: 

generating, by the virtual code generating means, the authentication virtual 20 

code; 

transmitting, by the virtual code generating means, the generated 

authentication virtual code to a virtual code receiving means; and 

receiving, by the virtual code verifying means, the authentication virtual code 

from the virtual code receiving means. 25 
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3. The method of claim 2, further comprising: 

before receiving the authentication virtual code, transmitting, by the virtual 

code generating means, accessible time information matched with the UID or the SID 

to the virtual code verifying means; and 5 

matching and storing, by the virtual code verifying means, the received 

accessible time information with the UID or the SID. 

 

4. The method of claim 3, wherein the performing includes: 

extracting, by the virtual code verifying means, the accessible time 10 

information stored after matching the storage location of the UID or the SID, and 

wherein, only when the authentication virtual code is received within a time 

range corresponding to the extracted accessible time information, the virtual code 

verifying means performs the user authentication. 

 15 

5. The method of claim 1, wherein the verifying includes: 

when a time point at which the authentication virtual code is generated is 

included in an error range from a time point at which the authentication virtual code is 

received, determining, by the virtual code verifying means, the authentication virtual 

code as a normal code. 20 

 

6. The method of claim 5, wherein the verifying includes: 

in a state where accessible time information is matched and stored in the 

storage location of the UID or the SID, when the time point at which the authentication 

virtual code is received belongs to a time zone corresponding to the accessible time 25 



55 

information, determining, by the virtual code verifying means, the authentication 

virtual code as the normal code. 

 

7. The method of claim 1, wherein the performing includes: 

extracting, by the virtual code verifying means, the UID from the 5 

authentication virtual code; and 

when the authentication virtual code is the verified authentication virtual code, 

performing the user authentication regardless of authority information stored after 

matching the storage location of the extracted UID. 

 10 

8. The method of claim 2, further comprising: 

before receiving the authentication virtual code, transmitting, by the virtual 

code generating means, a type of access authority matched with the UID or the SID to 

the virtual code verifying means; and 

matching and storing, by the virtual code verifying means, the received type 15 

of the access authority with the UID or the SID. 

 

9. The method of claim 8, wherein the performing includes: 

extracting, by the virtual code verifying means, the type of the access authority 

stored after matching the storage location of the UID or the SID, and 20 

wherein the virtual code verifying means performs the user authentication 

corresponding to the type of the access authority by using the authentication virtual 

code. 

 

10. A user authentication program by using an authentication virtual code, 25 
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the program being stored in a medium in combination with a computer, which is 

hardware, to perform a method of one of claims 1 to 9. 

 

11. An authentication virtual code generating device for user authentication 

comprising: 5 

a detailed code generating unit configured to generate one or more detailed 

codes based on UID or SID registered in the virtual code generating device; 

a virtual code generating unit configured to generate an authentication virtual 

code obtained by combining the one or more detailed codes, by using an authentication 

virtual code generating function; and 10 

an authentication virtual code providing unit configured to transmit the 

generated authentication virtual code to a virtual code receiving device so as to 

perform the user authentication on a virtual code verifying device through a virtual 

code receiving means. 

 15 

12. An authentication virtual code verifying device for user authentication 

comprising: 

a virtual code receiving unit configured to receive an authentication virtual 

code; 

a detailed code extracting unit configured to extract a detailed code from the 20 

authentication virtual code; 

a storage location search unit configured to search for a storage location of 

UID or SID based on the detailed code; 

an authority information extracting unit configured to extract authority 

information stored after matching the found UID or SID;  25 
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a virtual code verifying unit configured to verify the authentication virtual 

code based on a time point at which the authentication virtual code is received; and 

a user authentication approving unit configured to perform the user 

authentication based on the extracted authority information. 

 5 

13. The authentication virtual code verifying device of claim 12, wherein 

the authentication virtual code verifying device includes a vehicle or a door lock. 

 

14. The authentication virtual code verifying device of claim 13, wherein, 

when the authentication virtual code verifying device is the vehicle, the authentication 10 

virtual code verifying device receives the UID or the SID and a type of access authority 

matched with the UID or the SID from a virtual code generating device and matches 

and stores the type of the access authority with the UID or the SID, and 

wherein the type of the access authority includes in-vehicle access authority, 

vehicle starting authority, and vehicle driving authority. 15 

 

15. The authentication virtual code verifying device of claim 14, wherein 

the user authentication approving unit extracts the type of the access authority stored 

after matching the storage location of the UID or the SID and performs the user 

authentication by granting one of the in-vehicle access authority, the vehicle starting 20 

authority, and the vehicle driving authority depending on the extracted type of the 

access authority. 


