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FIG. 4

Record a public key ring, the public key ring comprising a plurality of public 

keys of a plurality of users

Record an invoice token, the invoice token comprising an initial invoice value 

commitment of an initial invoice value
404

Receive a first transaction, the first transaction comprising a first loan 

commitment of a first loan value, a first updated invoice value commitment of 

a first updated invoice value, and a first range proof

406

In response to a determination that the first transaction is valid, replace the 

initial invoice value commitment recorded for the invoice token with the first 

updated invoice value commitment

408

400

Receive a second transaction, the second transaction comprising a second 

loan commitment of a second loan value, a second updated invoice value 

commitment of a second updated invoice value, and a second range proof

410

In response to a determination that the second transaction is valid, replace 

the first updated invoice value commitment recorded for the invoice token 

with the second updated invoice value commitment

412

402
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FIG. 5

Receiving Module
502

Determination Module
504

Recording Module
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Reporting Module 508
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