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Receiving, froma firstaccount, a digitally signed copy of a commitment value of 3
transaction amount to be transferrad from the firstaccount to a second account generatec
paseq ona firstrandom numper, a SeCond random numoer encrypted using a pulic key 1702
of the firstaccount, a third random number encrypted using a public key of the second 1
aCCOUNL, one or more range proofs, and a setofvalues generated based on one or '
more seiected randomnumpers
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Verifying a digital signature corresponding to the digitally signed copy using a publickey | 704
of the firstaccount corresponding to a private key used to generate the digital signature

Determining that the one or more range proofs prove that the amountof the balance |, ~706
transferis greater thanzero and less than orequal to a balance ofthe firstaccount |

Determining thatthe balance transfer is valid if the commitmentvaiue is determining if 708
the first randomnumber the second random number, and the third random numper 4
are the same pased on the setofvalues

Determining that the balance transferis valid it the commitmentvalue is determining 710
it the firstrandomnumber, the second random number, and the third random 14
numoer are the same hased on the set ofvaiyes
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Receiving, froma firstaccount, a digitally signed copy of a commitment value of a first
amount of a transaction amount to be fransferred froma firstaccount fo a second account
generated based ona firstrandom numoer, the firstamount of the balance transterand the |
first random number encrypted using a public key of the firstaccount, a second amountof | -8()2
the balance transfer and a second random number encrypied using a publickeyofthe 7
SECONG ACCOUNE, One or more range proors, and a setofvalues generated hased on
one of more selected random numbpers
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Verifying a digital signature corresponging to the digitaily signed copy using a public key 804
of the firstaccount corresponding to a private key used to generate the digital signature |

Determining that the one or more range proo’s prove that the amount of the balance transfer /806
s greaterthanzero and less than orequal to a balance of the firstaccount

1,808

Determining if the first amount and the second amount are the same and if the first random
number and the second random number are the same hased on the setorvalues: and

Updating the baiance of the firstaccountand a balance of the secong account based on 210
the firstamount of the balance transfer if the first amount and the second amountare the ¢
same and the firstrandom number and the secong rangom number are the same
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