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WHAT IS CLAIMED IS: 

1. A method of detecting unauthorized operation of a hybrid gamin. 

system that comprises a gambling game and an entertainment game, comprising: 

collecting first game operating performance data (GOPD) from the , brid 

game while the hybrid game is being played by a first player, the firs 	GOPD 

comprising first game world credit information for first game world credit . 	•uired by 

the first player in the entertainment game, and first real credit informati• 	for first real 

credit committed by the first player to the gambling game as trigg- ed by the first 

player's consumption of an enabling element in the entertai 	ent game while 

acquiring the first game world credit; 

generating a reference profile using the first GOPD; 

collecting second GOPD from the hybrid game whil 	the hybrid game is being 

played by a second player, the second GOPD compris g second game world credit 

information for second game world credit acquire. by the second player .in the 

entertainment game, and second,  real credit i 	ormation for second real credit 

committed by the second player to the gambli • game as triggered by the second 

player's consumption of the enabling ele 	-nt in the entertainment game while 

acquiring the second game world credit; 

making a comparison of ,the 	- -cond GOPD to the reference profile to 

determine 	whether 	the 	second 	p =yer 	is 	operating . the 	hybrid 	game 	in 	an 

unauthorized manner, wherein m- ing the comparison includes comparing the first 

game world credit information a • the first real credit information to the second game 

world credit information and t - second real credit information; and 

generating a notific- on to an operator of the hybrid game upon determination 

that the second player 	operating the hybrid game in an unauthorized manner 

based on the comparison. 

• 

2. T e method of detecting unauthorized operation of a hybrid gaming 

system of_ cl - m 1, comprising: 

col -cting a third GOPD from the hybrid game while the hybrid game is being 

played iy a third player; 

updating the reference profile with the third GOPD. 
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3. The method of detecting unauthorized operation of a hybrid gamin. 

system of claim 1, wherein: 

the first GOPD and second GOPD include user interface key sequences-  and 

the comparing the second GOPD to the reference profile further 	cludes 

determining if a unique combination of user interface key sequences are •resent in 

the second GOPD that are known to 	enable unauthorized ope :tion of the 

entertainment game.  

4. The method of detecting unauthorized operati. 	of a hybrid gaming 

system of claim 1, wherein: 

the first GOPD and second GOPD further inclu• .s game ,object information 

describing game objects used in the entertainment po 	on of the hybrid game; and 

making the comparison of the second GOP 'A to the reference profile further 

includes determining if known cheat objects h 	e appeared in 'the entertainment 

game by using the game object information. 

5. The method of detecting 	nauthorized operation of a hybrid gaming 

system of claim 1, wherein: 

the first GOPD and secant GOPD further include entertainment game play 

outcomes, 

generating 	a 	refere 	e 	profile 	using 	the 	first 	GOPD 	further 	includes 

generating a statistical mo• -1 of entertainment game play outcomes; and 

making the corn •znson of the second GOPD to the reference profile further 

includes determining 	the second player is engaging in unauthorized operation of a 

hybrid game base• 	pon entertainment game play outcomes. 

6. The method of detecting unauthorized operation of a hybrid gaming 

system o 	laim 1, wherein: 

e first GOPD and second GOPD further include entertainment game play 

pert►  mance; and 
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making the comparison of the second GOPD to the reference profile further 

includes determining if the second player is engaging in unauthorized operation of a 

hybrid game based upon if the second player's game play performance is superior . 

the game play performance reference profile. 

7. The method of detecting unauthorized operation of a hy. id gaming 

system of claim 6, wherein: 

the entertainment game play performance further includes rate of scoring 

information; and 

making the comparison of the second GOPD to the re -rence profile further 

includes determining when the second player's rate of scot 	g is not supported by 

authorized hybrid game operation. 

8. The method of detecting unauthorized operation of a hybrid gaming 

system of claim 1, wherein: 

the first GOPD and second GOPD 	urther includes entertainment game 

progression information; and 

making the comparison of the se and GOPD to the reference profile further 

includes detection of a sudden Chang- in entertainment game progression. 

9. The method of detecti,  g unauthorized operation of a hybrid gaming system 

of claim 1, wherein;  

generating a reference profile comprises determining a ratio of a rate of game 

world credit accumulati. 	to a rate of real credit commitment. 

10. Th: method of detecting unauthorized operation of a hybrid gaming 

system of cl. 	1, wherein the first player and the second player are the same 

player. 
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11. An apparatus for detecting unauthorized operation of a hybrid game, 

wherein 	the 	hybrid 	gaming 	system 	comprises 	a 	gambling 	game 	and 	an 

entertainment game, the apparatus comprising: 

a data collection module configured to: 

receive first game operating performance data (GOPD) from th- 	ybrid 

game while the hybrid game is being played by a first player, the fi .t GOPD 

comprising first game world credit information for first game 	orld credit 

acquired by the first player in the entertainment game, and ' rst real credit 

information for first real credit committed by the first playe 	to the gambling 

game as triggered by the first player's consumption of an -nabling element in 

the entertainment game while acquiring the first game 	•rld credit; and 

receive second GOPD from the hybrid game 	hile the hybrid game is 

being played by a second player, 	the second 	OPD comprising second 

game world credit information for second gam,  world credit acquired by the 

second player in the entertainment game, a►  • second real credit information 

for second real credit committed by the s= and player to the gambling game 

as triggered by the second player's co sumption of the enabling element in 

the entertainment game while acquiri r g the second game world credit; 

a reference profiles storage confi • ,red to store the first GOPD as a reference 

profile; and 

an analysis module config 	ed to analyze the second GOPD with the 

reference profile to determine if t 	- second player is operating the hybrid game in an 

unauthorized manner and to 	•tify an operator upon determining that the second 

player is operating the hybr'i game in an unauthorized manner, wherein analyzing 

the second COPD incluth. comparing the first game world credit information and the 

first real credit inform, ion to the second game world credit information and the 

second real credit in A rmation.  

12. = T ►  - apparatus for detecting unauthorized operation of a hybrid game of 

claim 11, wh • rein: 

the •ata collection module is further configured to receive a third GOPD from 

the ent: ainment game while the hybrid game is being played by a third player; and 

the reference profile is updated with the third GOPD. 
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13. The apparatus for detecting unauthorized operation of a hybrid game of.  

claim 11, wherein: 

the first GOPD • and second GOPD further comprise user interface 	, 

sequences, and 

the analysis module is configured'to determine if a unique combination .f user 

interface key sequences are present in the second GOPD that are known o enable 

unauthorized operation of the entertainment game. 

14. The apparatus for detecting unauthorized operation , 	a hybrid game of 

claim 11, wherein: 

the first GOPD and second GOPD further comprise came object information 

of game objects used in the entertainment game, and 

the analysis module is configured to determine 	known cheat objects have 

appeared in the entertainment game on the basis of he first GOPD and the second 

GOPD. 

15. The apparatus for detecting u 	uthorized operation of a hybrid game of 

claim 11, wherein: 

the first GOPD and second G• • D further comprise entertainment game play 

outcomes;  

the reference profile furthz 	includes a statistical model of the first GOPD, the 

statistical model including a di 	ribution of entertainment game play outcomes; and 

the analysis module - further configured to determine if abnormal game play 

outcomes have appeare. n the entertainment game. 

16. • The - •paratus for detecting unauthorized operation of a hybrid game of 

claim 11, where 	: 

the fir 	GOPD and second GOPD further comprise entertainment game play 

performan,  -; and 

t - analysis module is further configured to determine if the second player is 

enga• ng in unauthorized operation of a hybrid game based upon if the second 
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player's game play performance is superior to the game play performance reference 

profile. 

17. The apparatus for detecting unauthorized operation of a hybrid g. 	e of 

claim 16, wherein: 

the entertainment game play performance further comprises rat: of scoring 

information; and 

the analysis module is further configured to determine if the 	econd player's 

rate of scoring is not supported by authorized hybrid game operat . n. 

18. The apparatus for detecting unauthorized op= ation of a hybrid game of 

claim 11, wherein: 

the first GOPD and second GOPD further 	omprise entertainment game 

progression information; and 

the analysis module is further configur• d to detect a sudden change in 

entertainment game progression. 

19. The apparatus for detectin• unauthorized operation of a hybrid game of 

claim 11, wherein: 

the analysis module is furt -r configured to determine a ratio of a rate of 

game world credit accumulation 	a rate of real credit RG commitment. 

20. The apparatu 	or detecting unauthorized operation of a hybrid game of 

claim 11, wherein the firs player and the second player are the same player. 
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CLAIMS 

1. A method of detecting, by a regulatory module executing on one or more processors 

unauthorized operation of a hybrid gaming system that comprises a gambling game and an 

entertainment game, the method comprising: 

collecting by a data collection module of the regulatory module, first game operating 5 

performance data (GOPD) from the hybrid gaming system while the hybrid gaming 

system is being played by a plurality of reference players, the first GOPD comprising 

first game world credit information for first game world credit accrued by each of the 

plurality of reference players during play of the entertainment game as a function of 

each of the plurality of reference players' demonstrated skill at the entertainment game, 10 

and first real credit information for first real credit committed by each of the plurality of 

reference players to the gambling game as triggered by each of the plurality of reference 

players consumption of an enabling element of the entertainment game during play of 

the entertainment game to accrue the first game world credit; 

generating by an analysis module of the regulatory module, a reference profile using the 15 

first GOPD, the reference profile including determining a first ratio of a rate of accrual 

of the first game world credit by the plurality of reference players to a rate of 

commitment of the first real credit by the plurality of reference players; 

collecting by the data collection module, second GOPD from the hybrid gaming system 

while the hybrid gaming system is being played by a second player, the second GOPD 20 

comprising second game world credit information for second game world credit accrued 

by the second player during play of the entertainment game as a function of the second 

player's demonstrated skill at the entertainment game, and second real credit information 

for second real credit committed by the second player to the gambling game as triggered 

by the second player's consumption of the enabling element during play of the 25 

entertainment game to accrue the second game world credit; 

determining by the analysis module a second ratio of a rate of accrual of the second 

game world credit by the second player to a rate of commitment of the second real credit 

by the second player; 

determining by the analysis module whether the second player is operating the hybrid 30 

gaming system in an unauthorized manner including using the reference profile and the 
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second GOPD by comparing the first ratio of the rate of accrual of the first game world 

credit by the plurality of reference players to the rate of commitment of the first real 

credit by the plurality of reference players to the second ratio of a rate of accrual of the 

second game world credit by the second player to a rate of commitment of the second 

real credit by the second player; and 5 

generating by the analysis module, a notification to an operator of the hybrid gaming 

system upon determination that the second player is operating the hybrid gaming system 

in an unauthorized manner based on the comparison of the first and second ratios. 

2. A method of detecting unauthorized operation of a hybrid gaming system according to 

Claim 1, 10 

in which the second GOPD further includes user interface key sequences, and 

in which determining whether the second player is operating the hybrid gaming system 

in an unauthorized manner further includes determining if a unique combination of user 

interface key sequences are present in the second GOPD that are known to enable 

unauthorized operation of the entertainment game. 15 

3. A method of detecting unauthorized operation of a hybrid gaming system according to 

Claim 1, 

in which the second GOPD further includes game object information describing game 

objects used in the entertainment game of the hybrid gaming system; and 

in which determining whether the second player is operating the hybrid gaming system 20 

in an unauthorized manner further includes determining if known cheat objects have 

appeared in the entertainment game by using the game object information. 

4. A method of detecting unauthorized operation of a hybrid gaming system according to 

Claim 1, 

in which the first GOPD includes first entertainment game play outcomes and the 25 

second GOPD further includes second entertainment game play outcomes, 

in which generating the reference profile using the first GOPD further includes using the 

first entertainment game play outcomes to generate a statistical model of entertainment 

game play outcome, and 
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in which determining whether the second player is operating the hybrid gaming system 

in an unauthorized manner further includes comparing the second entertainment game 

play outcomes to the statistical model of entertainment game play outcomes. 

5. A method of detecting unauthorized operation of a hybrid gaming system according to 

Claim 1, 5 

in which the first GOPD further includes first entertainment game play performance and 

the second GOPD further includes second entertainment game play performance; and 

in which determining whether the second player is operating the hybrid gaming system 

in an unauthorized manner further includes determining if the second game play 

performance is superior to the first game play performance. 10 

6. A method of detecting unauthorized operation of a hybrid gaming system according to 

Claim 5, 

in which the first entertainment game play performance and second entertainment game 

play performance further include rate of scoring information, and 

in which determining whether the second player is operating the hybrid gaming system 15 

in an unauthorized manner further includes comparing the first entertainment game play 

performance and the second entertainment game play performance to determine when 

the second player's rate of scoring is not supported by authorized hybrid gaming system 

operation. 

7. A method of detecting unauthorized operation of a hybrid gaming system according to 20 

Claim 1, in which: 

the first GOPD and second GOPD further includes entertainment game progression 

information; and 

in which determining whether the second player is operating the hybrid gaming system 

in an unauthorized manner further includes detection of a sudden change in 25 

entertainment game progression. 

8. An apparatus for detecting unauthorized operation of a hybrid gaming system by a 

regulatory module executing on one or more processors, in which the hybrid gaming system 

comprises a gambling game and an entertainment game, the apparatus comprising: 
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at least one processor; and 

a memory coupled to the at least one processor, the memory storing processor-

executable instructions executed by the at least one processor, the processor-executable 

instructions comprising: 

collecting by a data collection module of the regulatory module, first game operating 5 

performance data (GOPD) from the hybrid gaming system while the hybrid gaming 

system is being played by a plurality of reference players, the first GOPD comprising 

first game world credit information for first game world credit accrued by each of the 

plurality of reference players during play of the entertainment game as a function of 

each of the plurality of reference players' demonstrated skill at the entertainment game, 10 

and first real credit information for first real credit committed by each of the plurality of 

reference players to the gambling game as triggered by each of the plurality of reference 

players consumption of an enabling element of the entertainment game during play of 

the entertainment game to accrue the first game world credit; 

generating by an analysis module, a reference profile using the first GOPD, the 15 

reference profile including determining a first ratio of a rate of accrual of the first game 

world credit by the plurality of reference players to a rate of commitment of the first real 

credit by the plurality of reference players; 

collecting by the data collection module, second GOPD from the hybrid gaming system 

while the hybrid gaming system is being played by a second player, the second GOPD 20 

comprising second game world credit information for second game world credit accrued 

by the second player during play of the entertainment game as a function of the second 

player's demonstrated skill at the entertainment game, and second real credit information 

for second real credit committed by the second player to the gambling game as triggered 

by the second player's consumption of the enabling element during play of the 25 

entertainment game to accrue the second game world credit; 

determining by the analysis module a second ratio of a rate of accrual of the second 

game world credit by the second player to a rate of commitment of the second real credit 

by the second player; 

determining by the analysis module whether the second player is operating the hybrid 30 

gaming system in an unauthorized manner including using the reference profile and the 
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second GOPD by comparing the first ratio of the rate of accrual of the first game world 

credit by the plurality of reference players to the rate of commitment of the first real 

credit by the plurality of reference players to the second ratio of a rate of accrual of the 

second game world credit by the second player to a rate of commitment of the second 

real credit by the second player; and 5 

generating by the analysis module, a notification to an operator of the hybrid gaming 

system upon determination that the second player is operating the hybrid gaming system 

in an unauthorized manner based on the comparison of the first and second ratios. 

9. An apparatus for detecting unauthorized operation of a hybrid gaming system according 

to Claim 8, in which: 10 

the second GOPD further comprises user interface key sequences, and 

in which the instructions for determining whether the second player is operating the 

hybrid gaming system in an unauthorized manner further include determining if a 

unique combination of user interface key sequences are present in the second GOPD 

that are known to enable unauthorized operation of the entertainment game. 15 

10. An apparatus for detecting unauthorized operation of a hybrid gaming system according 

to Claim 8, in which: 

the second GOPD further comprises game object information of game objects used in 

the entertainment game, and 

in which the instructions for determining whether the second player is operating the 20 

hybrid gaming system in an unauthorized manner further include determining if known 

cheat objects have appeared in the entertainment game on the basis of the first GOPD 

and the second GOPD. 

11. An apparatus for detecting unauthorized operation of a hybrid gaming system according 

to Claim 8, in which: 25 

the first GOPD and second GOPD further comprise entertainment game play outcomes; 

the reference profile further includes a statistical model of the first GOPD, the statistical 

model including a distribution of entertainment game play outcomes; and 
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in which the instructions for determining whether the second player is operating the 

hybrid gaming system in an unauthorized manner further include determining if 

abnormal game play outcomes have appeared in the entertainment game. 

12. An apparatus for detecting unauthorized operation of a hybrid gaming system according 

to Claim 8, in which: 5 

the first GOPD and second GOPD further comprise entertainment game play 

performance; and 

in which the instructions for determining whether the second player is operating the 

hybrid gaming system in an unauthorized manner further include determining if the 

second player is engaging in unauthorized operation of a hybrid game based upon if the 10 

second player's game play performance is superior to the game play performance 

reference profile. 

13. An apparatus for detecting unauthorized operation of a hybrid gaming system according 

to Claim 12, in which: 

the entertainment game play performance further comprises rate of scoring information; 15 

and 

in which the instructions for determining whether the second player is operating the 

hybrid gaming system in an unauthorized manner further include determining if the 

second player's rate of scoring is not supported by authorized hybrid game operation. 

14. An apparatus for detecting unauthorized operation of a hybrid gaming system according 20 

to Claim 8, in which: 

the first GOPD and second GOPD further comprise entertainment game progression 

information; and 

in which the instructions for determining whether the second player is operating the 

hybrid gaming system in an unauthorized manner further include detecting a sudden 25 

change in entertainment game progression. 

 


