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Receiving outbound traffic of the protected infrastructure on the internal
computing device

Detecting at least one suspicious external (global) IP address in outbound traffic

Scanning, by the internal device, at least one suspicious device located on at
least one suspicious external IP address, and obtaining a list of services running
on the suspicious device

y

Sending at least one suspicious IP address and the obtained list of services to an
external computing device

h 4

Comparing the obtained list of services with data on known malicious services

Is at least one service matched?

270

y _J

Computing an ownership interval of at least one suspicious IP
address

280

Is the interval less than the threshold?

290
L

Considering a device located on at least one suspicious IP address as malicious,
generating and sending at least one report on detection of malicious activity in
the protected infrastructure

Fig.2A
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Obtaining the names of web services from the list of web services, taking a hash
function from each of them and storing the result in the list

A 4

Checking the availability of each of the obtained hashes in the hash storage of
malicious web services, and in response to detection of at least one of the
obtained hashes in the hash storage of malicious web services, adding the list of
detected malicious web services

Finding at least one suspicious IP address in the Internet graph model

Identifying a graph model fragment comprising all the elements associated with
at least one suspicious IP address

h 4

Applying at least one clearing algorithm to the identified graph model fragment

A

Taking a hash function for each vertex of the cleared graph model fragment and
storing the result in the list

h 4

Checking the availability of each of the obtained hashes in the hash storage of
malicious web services, and in response to detection of at least one of the
obtained hashes in the hash storage of malicious web services, adding the list of
detected malicious web services

Fig.2B
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Receiving outbound traffic of the protected infrastructure on the internal
computing device

y

Detecting at least one suspicious external (global) IP address in outbound traffic

|

In response to the fact that at least one suspicious device located on at least one
suspicious external IP address is inaccessible for scanning by the internal
computing device, sending at least one suspicious IP address to the external
computing device

h 4

Scanning, using an external device, at least one suspicious device located on at
least one suspicious external IP address, and obtaining a list of services running
on the suspicious device

h 4

Comparing the obtained list of services with data on known malicious services

Is at least one service matched?

271

y _J

Computing an ownership interval of at least one suspicious IP
address

281

Is the interval less than the threshold?

291
I

Considering a device located on at least one suspicious IP address as malicious,
generating and sending at least one report on detection of malicious activity in
the protected infrastructure

Fig.2C
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company.com

315

site2.company.com
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Processor 501

RAM 502

\ 4

Data storage means
503

Bus 510

Input/output
interfaces 504

A

Input/output means

Data
communication
means 506
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