WD 2005/ 060660 PCTI US2004/ 042212 MNMETHOD OF SHARI NG PERSONAL MEDI A
USI NG A DI G TAL RECORDER FI ELD OF THE | NVENTI ON [ 0001] The invention
rel at es t owamzmsoambsonul ti medi a service. Mre particul ar lpgardsb@4/ 042212
invention relates to a nethod and apparatus for sharing personal
media using a digital recorder. BACKGROUND OF THE | NVENTI ON [ 0002]
Wth the advent of videocassette recorders (VCRs), TV viewers are
able to record TV programevents that are broadcasted in a given
time slot and pl ayback the recorded program content Iater Duri ng

the recording, a VCR changes the el ectrical na ram
content into nagndEEO Plcﬁ%ﬁw maﬁ%&ﬁeﬁﬁ(}& %Fg?

magnetic tape. Wen playing back, the VCR changes magnetic si gnal S
into electrical signals and the attached TV set di spl ays the program
content of the signals on its KEERQF THEUSYEMIIONt he devel opnent of
digital technology, the VCRs are being superseded by digital video
recorders ([DMRY). ThekieveativiR]at¢stte pérsonal moltiadeii perviceaMbartculadyyteor d
br oadcast ed program events for |ater playback. During recording, a
DVR changesintdntion sdlaestio i okhogiaga appmratis fur shadiggystsopalogedianusingd digitali nt o
digital information, such as MPEG data streans, and stores the
digital infmecorddrion in a nenory device or directly stores the pre-
digitized TV signals in the nmenory. \Wen playing back, the DVR
converts the digital information back to analog signals. An attached

TV set displays the prera”B%@ﬁ(ﬁ{éuﬂbéﬁ‘?HEmﬂﬁﬁoﬂ” its screen.

[ 0004] To record TV program events using a VCR user nust manual ly

sel ect a cfpage! wmﬂfe%wéﬁ%fhh@ocygat&@cd?@ef Of@ vRURE & g.&ﬁ@{o
the operation. By using a DVR, -1 WO 2005/ 060660 PCT/ US2004/ 042212

record TV program events that are broadcasted in a given time slot and playback the
recorded program content later. During the recording, a VCR changes the elecirical signals
of a program content into magnetic signals and stores the magnetic signals on magnetic tape.
When playing back, the VCR changes magnetic signals into electrical signals and the
attached TV set displays the program content of the signals on its screen.

[0003]  With the development of digital technology, the VCRs are being superseded by
digital video recorders (DVRs). Like a VCR, the functionality of a DVR is to record
Bz‘oadcasted program events for later playback. During recording, a DVR changes the
eIecu‘ical signals of broadcast program content into digital information, such as MPEG data
streams, and stores the digital information in a memory device or directly stores the pre-
digitized TV signals in the memory. When playing back, the DVR converts the digital
information back to analog signals. An attached TV set displays the program content of the
signals on its screen.

[0004]  To record TV program events using a VCR, a user must manually select a

channel and control the VCR or have someone else perform the operation. By using a DVR,
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however, the user may establish a programrecordi ng sequence by
programming the DVR . according to a TV program gui de and have the
recordi ng mas foosmmesoaut omati cally. [0005] Al though the PéRepabbesi:
users to specify the recording tine, channel, and duration for a
plurality of events, it cannot meet the increasing needs in defining
and capturing the programevents in a nore intelligent way. For
instance, in situations where a wuser is far away fromhis DVR and TV

set, he wi 'ﬂoh“%%ﬁ’f}g?% f]%ag,ggz]amﬁ%wgmﬁn LA equeB&8 b iR HVR .

events that What I's desired 1S to eéstablish a

conmmuni cat i _[Ig_o %%ttg ITEIOuEH Mk Gt Bavd $R recdiBiMg BGFRS:SA hi@oatically.

centralize ogram-gui de "dat abase and program his DVR anywhere.

[0007] Addifpefial | Xitn e B ShABBs WRdtL £ PEQN B reBorki@ intt, Mnhd)Cand
ability to @Pgﬂsfer ?%%ofhed progfan1naﬁ%ri§1 f¥5n1o§e DVR to

anot her DVRy,8fonForSEhn@litylo? efenViRoarind; Mot e ihGeasiRHIGs th AakniRy gRer ves
the program material™ provider's copyrights. -2 WD 2005/ 06066

PCTI US2004/ Qdweihe the%?é%gﬁ eatsrth BT ot Nnfdrighiw HRAW ikemck 08 Mlatibhiewhere a

present inventioh IS | strated by way of exanple, and not by way of

Limi tation, ydelisEhawhi Gefass DURINE THCEL ADHAY bhableaWpdginPiE DVR Ml ch
|i ke reference nunerals refer to simlar elenents and in which:

[00111 Fi 9Weord teSrderith@fditdhadeamd. | | ustrating a communi cation
system for renote” access to a centralized personal television

service; [0@dgd] Fi 9mheis dedined & t6ladeablikh 8 VorHhBaitAh SHh BodgASvhich a user
oper ati onal processes of the system shown in Figure 1; [0013] Figure

3 is a tabl@afiResaTh bénhdBieti atV fEgrhGuidelddabake 88d nUSEDVREIRASE,
and an even?pdatgbase shown idﬂﬁ?gugg 2; 10014] igﬁre 4 is a flow
chart show pgoA PrARSEESHaUFEUCIDY syBteREN &AM BlovilY aSSér\hiteth aBi8R to transfer

recorded program material from one DVR to another DVR, or a server to a DVR, in a secure

manner that preserves the program material provider’s copyrights.



server to obtain renote programrmng directives froma user; [0015]
Figure 5 is a pictorial representation of a graphical user interface

for programo swkeskéon; [0016] Figure 6 is a screen captpdgfis9dosdsDpw
Showi ng Wb page that appears in a user's web browser or television
screen; [0017] Figure 7 is a block diagramillustrating the
interactions anong the personal TV service center, the DVR and the
external content server over Internet; [00181 Figure 8 is a screen
capture of a replay bar indicating that the content is downl oadi ng

a"di g1 tal ertiicate Contiiit RESSRRION R FeR BRAVIBHB0L Figure 10
connect od t BORIRe FhT HPRALHeG: B peled B P 688 PCH IS Do 4P ab212
cxchange DR e TR o PermE iR e BNy PE UL RURRERN on.
cont ai ni ng BRI o A SRR BRaL | on: 10023] i gure 13 is a
ook 0 20| SBLAsL s R AR RESL B BU Py R ARE "
Lo a third BERe s Sereleapaeos) MR BIRS™I8% < a block diagram
Ipi’:llr ;J ;t ng,llt gﬁpf@ EYV Hj?ggrie%s lé'%a?tg ﬂ%‘% 1aréra%gs row&gi tgg opégét%%gli pr}gce];s(%g oPthmte Q}E’S{G%I

shown in Figure 1;

[0013] Figure 3 is a table diagram illustrating the structures of a user database and an

event database shown in Figure 2;

[6014] Figure 4 is a flow chart showing a process used by a personal TV service’s Web

server to obtain remote programming directives from a user;

[0015]  Figure 5 is a pictorial representation of a graphical user interface for program

selection;

[0016]  Figure 6 is a screen capture of a Now Showing Web page that appears in a user's

web browser or television screen;

[0017] Figure 7 is a block diagram illustrating the interactions among the personal TV

service center, the DVR, and the external content server over Internet;

[0018] Figure 8 is a screen capture of a replay bar indicating that the content is

downloading faster than playback speed;

[0019]  Figure 9 is a diagram illustrating a digital certificate containing DVR

information;

[0020]  Figure 10 is a block diagram illustrating a media server in a local network

connected to DVRs within a home;



[0026] Figure 16 is a screen capture of a Now Pl ayi ng screen show ng
an accessible nedia server; [0027] Figure 17 is a screen capture of
a content w mem@dbdW Ng accessi bl e content for a nedi #c3RSY®LD42212
[0028] Figure 18 is a screen capture of a transfer options screen
showi ng for content froma nedia server; [0029] Figure 19 is a
screen capture of a program status screen show ng a program bei ng
transferred fromnedia server; [0030] Figure 20 is a screen capture

of a nusic en f; i . ; e of 4 . i .
P00a11 i quitSES", Ea 1t S6RASd LA iMiGutar d M RES S1chBlakBhveen two

accessi bl e BOREL @ScrbdiOMkifonoBG Ared Bir¥SEton] 0032] Figure 22 is a bl ock
diagramillustrating a nedia Server in a local network connected to
a DVR wi thi ofzghonﬁéﬁrwetlh it NG BB iBuH@iVeS dibe caanbil SinatingO%ESsHa and
-4 WD 2005/ 060660 PCT/ US2004/ 042212 [0033] Figure 23 1s a block

di agram i | | ysthald-RgidoitBdb@ server in a local network connected to
a DVR within a hone with both the nmedia server and DVR havi ng

I nt t . ;
PESCR PTI UG THE RV ORT G aAT A Mot andl Sapsiog Vi sl

sharing pergenahhdeei Ritgipiehofesdi gi tal recorder is described. In the
follow ng description, for the purposes of explanation, numerous

specific depsd)l s RipBreSQlis 4 BlobiNdibftaRiB@krathfy ok felitdc @t redirects a
under standi hg of the present invention. It

DVR request to a third party server;

[0025]  Figure 15 is a block diagram illustrating a DVR being used as an encryption
pipeline for a third party content server;

[0026]  Figure 16 is a screen capture of a Now Playing screen showing an accessible
media server;

[0027]  Figure 17 is a screen capture of a content screen showing accessible content for a
media server;

[0028]  Figure 18 is a screen capture of a transfer options screen showing for content
from a media server;

[0029]  Figure 19 is a screen capture of a program status screen showing a program being
transferred from media server;

[0030]  Figure 20 is a screen capture of a music screen showing accessible music from a
media server;

[0031]  Figure 21 is a screen capture of a photo screen showing accessible photos from a
media server;

[0032]  Figure 22 is a block diagram illustrating a media server in a local network

connected to a DVR within a home with the media server having Internet access; and



wi |l be apparent, however, that the present invention maybe practiced
W thout these specific details. In other instances, well-known

st ruct ur es vanshosesos@es are shown in block diagram for mplchnReaeoitp:
avoi d unnecessarily obscuring the present invention. [0035] In the
foll owi ng discussion, in references to the drawings |ike nunerals
refer to |like parts throughout the several views. A SYSTEM FOR
REMOTE ACCESS TO PERSONAL TV SERVI CE [0036] Referring to Figure 1, a

comuni cat | @34y St fiff95 ‘§§919&1@di§%:§ﬁ§ﬁu§r‘ PREELRRYer inl ViR Ambivicek | S
shown, gene@al:ﬁy de?ihfgenatled as 100. Insagtg%r dance wietrr11n one elllppr oach,

a digital eenﬁ@c@edrtsw\q@wﬁilﬁ\@on&%ﬂmﬁb hRdialsBrvar HAYPED hAng Internet

comuni cates wth a personal TV service center (hereinafter rteferred
to as serviggegenter) 130, which provides program guide data,

graphi cal resources (such as fonts, pictures, etc.), service
information, and other fornms of data that enable the DVR 110 to
operate independently of the service center 130 to satisfy viewer
interests. The functionality of a DVRis typified in U S. Patent No.
6, 233,389 which is owned by the Applicant and is hereby i ncorporated
by reference. The conmuni cati on system uses a secure distribution
architecture to transfer data between the DVR 110 and the service
center 130 such that both the service data and the user's privacy are
protected. The DVR 110 receives broadcast signals froman antenna
115 or receives television signals from a cable TV system [0037] In
one enbodi nent of the invention, the DVR 110 generally conprises: a
plurality of conmponents that are necessary to digitize an anal og

tel evision signal and convert -6 WD 2005/060660 PCT/ US2004/ 042212

it intoa digital data stream a plurality of conmponents that are
designed to record segnents of said data stream a plurality of
storage facilities that are designed to retain segnents of said data
stream a plurality of conponents that are designed to retrieve
segnents of said



data stream convert said data streaminto an anal og signal, and then
nodul ate the signal onto a RF carrier, through which the signal is
del i vered two avoshaeehard TV set 120; and an interface 13%grdhsagddin
whi ch the DVR 110 communi cates with a network 140. [0038] The DVR 110
contains a |l ocal secure crypto chip that that contains a non-
alterabl.e private key. The DVR 110 secure functionality is further
described in U S. Patent No. 6, 385,739 which is owned by the
Applicant and is hereby incorporated by reference. [0039] The DVR

110 be di tl ' i it
nternal el ephone modennt AR PERER IO ARGV ER O e m bank
145. The i ' |1, jis . first ted to th Vi nt 130 f
denti 11 cat Rt r APTSCiRd B4 20w DEFF e Bersoll EdiE e SRR geositT 19
thori zed. ,Th Lvat d bank. 1 t | L d the DVE
110 1 s gr afai e e T it B FMPRE SEPPGE SR Egee e
0040] Alt i vel he DVR 110. be i.ndi tl. ted.to th
servi e centBiisaorel Priy ¥ e P Hap oot e R e SER BEN Gl maien
the DVR 110 d th k 14 be. t int | .t h d
of t he DVR YADL® GPesRe g B REPIEPE R PR G e B APt
the It er netemmiEonRists KePaRtn ockisieibt cPuRE e Re SRR abrem
network 140_.b .cgllin% a.local access .te%QBqug.quRFr for an
| nt er net se¥° %{F]bt\(/)l H‘gguﬂeﬁﬁ?ﬂ ¥H§SCP§#§ FPeRY R&'Ret wor k

connecti on est . t %rﬁr% service.center 130 .for J4denti.f,icatio
verificati ol ton ™ GefotPrEibdssion B blernireo i hrdibledfe plmetah rofer o

aut hori zed and the DV i rant ed access to the databases in the
service cen "'rpa{%gtfm‘%%?"ﬁ%%?%o"é%"é%o PCT[ US2004/ 042212 [0041] The
servi ce cente i i i 0 from
oxt ornal - sBuPEREEM R ORI AR O PG ORI e 1 e
basis of a programguide that TV viewers can use to select TV

progr ans t ol0§36]r ecBelguing ITRigutec ¢ commppation sygen farerele apqessto a personal

TV service is shown, generally designated as 100. In accordance with one approach, a
digital video recorder (DVR) 110 installed in a household communicates with a personal TV
service center (hereinafter referred to as service center) 130, which provides program guide
data, graphical resources (such as fonts, pictures, etc.), service information, and other forms
of data that enable the DVR 110 to operate independently of the service center 130 to satisfy
viewer interests. The functionality of a DVR is typified in U.S. Patent No. 6,233,389 which
is owned by the Applicant and is hereby incorporated by reference. The communication
system uses a secure distribution architecture to transfer data between the DVR 110 and the
service center 130 such that both the service data and the user's privacy are protected. The
DVR 110 receives broadcast signals from an antenna 115 or receives television signals from
a cable TV system.

[0037] In one embodiment of the invention, the DVR 110 generally comprises: a

plurality of components that are necessary to digitize an analog television signal and convert
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with the conputer network 140 through an interface 135. [0042] TV
viewers can use a renote conputer 155 or personal digital assistants
160 to remwnd edoyoa@esess t he program dat abase in the serwcaase®@heR12
130 by establishing a comrunication channel with the service center
130 via the conputer network 140. [0043] Referring to Figure 2, the
service center 130 includes a Wb server 200, which collects,

organi zes, and provides program schedul e i nformation; a program

dat abase 21§ inio Wil GlLHREmP AR oF ehaiHefts itk O MRliERA0 Rctt8®Egments
dat abase 220?1mhié% stores iﬁ?%rna??on gﬁgut users a%%ﬁd?gital %?deo

recorders; afRNEH ssdahaPRRRLRE ,stoYH}'b ERilFHeO THRPard QeskptRB o tetafd seb@bnts of

each user, and a dispatch process 240, which traverses the user

dat abase anghid glts LRMAS a biGalitP¥@Rinpbhehts thitQr8 deBign®MB RéiritR!8Ra&Es ofishid
may al so include a network interface over which the Wb server and

the di gital gy stelnd, 66ReAS4id AR BMALCES ahSA0g fidnd ind AR nerdm Bt Makignd) he
DVR 110 i ncludes a m cro-server 250, which controls the

comuni cat i gito ARMEETr[hRuEM R GeatdalliD el fof ke £siefRREETY A 20;nk @82l
program storage gui de 260, which records the program gui de provided

by the ser Ving®re6 1% thrdif wiish thé BVRIHBLeAmMMIRARY Rih b AerwaMRI 410

accesses the service center 130; an event queue 270, which is a data

structure Ugdsyt O ThE DV B10Mceftes b Netalseast ptoldhd tha i UsiRaifed ggt ed
TV prograns; a pseudo-random nunber-generator (PRNG 280, which

generat es agitersHid fdvakeddaly The RFR F10lseduesMh&icREIEHG $SFurthe doRribedim (AS. Patent
network interface 125, which connects the DVR 110 to the conputer

net wor k 140N0T6}@8§;V§lehﬁﬂﬁltﬂm%aﬁy&&Agigﬁédn@&di@h&eﬂiseﬁa@cﬁ b8 d bl edferesee,
integral to the DVR 110. -8 WD 2005/ 060660 PCT/ US20041042212" [ 0045]

Both the reppsg COMRYDIR MY mA ¢ dib&lyhskfdlto dieGbivite catéd 1308 uing its

(PDA) 160 conprise a Wb browser 290, which may be a generic Wb

browser t haini@nadplghohdiRodseto did) inty beicéihgRal BB dem bank 145. The incoming call
is first routed to the service center 130 for identification verification. Upon verification, the
incoming call is authorized. The private modem bank 145 answers the call and the DVR 110
is granted access to the databases in the service center 130.
[0040]  Altermnatively, the DVR 110 may be indirectly connected to the service center 130
via the network 140. The interface 125 between the DVR 110 and the network 140 may be
the internal telephone modem of the DVR 110, or a dedicated network int‘erface suchas a
cable modem. The computer network 140 can be either a private network or the Internet.
The DVR 110 initiates a connection to the computer network 140 by calling a local access
telephone number for an Internet service provider (ISP). The ISP directs the network
connection request to the service center 130 for identification verification. Upon

verification, the network connection is authorized and the DVR 110 is granted access to the

databases in the service center 130.



[0046] Figure 3 is a table diagramillustrating the structures of a
user database 220 and an event database 230. The user database 220
i ncl udes awa wosthdobgn of user records 300. Each user reeeirdisa®ddos2212
conprises a plurality of fields, anong which are a user
identification 310, a crypto-key 320, a DVR identification 330, and
an event list pointer 340. The user identification field 310 is used
as a key into the user database 220. The crypto-key field 320 is

used to st 0(0@411he A RBiEZRhicP M (eeivel pRIgHRHshE QIR AfdHiRfioMHD fichn external
attenpting to programhis DVR 110 renotely. The DVR identification

330 is usedsgyRes TAE Brdpfifn QLIS HafRREGSSH0EMEhs tﬁ@usua%tfh@fbgﬁ@ %hihcsthatw
whi ch are needed to establish a comruni cati on channel with the DVR

110. [0047]ibRert B ¢48 8F sclit 2V 38sErA000 be SR8FdRE. TR ¥eRice bbﬁ&ﬁ_s@%&ﬁmcms
e

mai nt ai ned for each user. Thé event lists 350 are stored in t

event dat abaggid BmpReCibrpyi®Nl0 ksich3nthéiebugies a plurality of

event records 360. Each event record includes a plurality of fields

anong whi chippggje arTyiviRvedd @hGisSd Rimofe RPIRENSS drglefbofl Qigialdsigtants 160 to
duration field 390. The tine field 370 is used to indicate a start

time for regepilycanthd ffos@RaiabRe ithe td@icdantr aBeiby badlighing He
program event. The channel field 380 specifies which channel the DVR

shoul d r ecofddumtidtioh ERnh@Rvitf th@bedviedRnics 130588 tHeRompaies Aywhewad ong
the DVR should record the content for that program event. An event

record can @oss COREi@hﬁlg%lFigﬁeCﬂ,tt@séﬁib@héhtéﬂBO@bﬂtﬁléHWdB skRer JU00GhiaN

gui de database. The DVR retrieves necessary information fromthe

program gui gileéldtodldases, Rl plodei RS el o MltonS FrobRERRtENAe 2TV,
SERVI CE [0048] Figure 2, tggether with Figure 1, shoﬁg vari ous

processes t{Rkh 66tk pRictaniche@NeDFRmatidig a histn GhibiRal2d, whth stdi€s information
techni ques descri bed herein. -9 WO 2005/ 060660 PCT/ US2004/ 042212

[0049] The gRuMiseR 26€6ipahl IR réReRiy 88 eRhOHHARSI0 SHicE stbfeh an st 199 for

150 fromexternal sources on a periodic basis. Once the program

schedul e i Nézeh 0@, 08 2 iRPatol pio¥&s 240, Rich traverses the user database and retrieves the
event list from the event database. If may also include a network interface over which the
Web server and the digital video recorder communicate.
[0044] In one embodiment, the DVR 110 includes a micro-server 250, which controls
the communication between the DVR 110 and the service center 130; a local program
storage guide 260, which records the program guide provided by the service center 130 and
is updated whenever the DVR 110 accesses the service center 130; an event queue 270,
which is a data structure used to initiate recording sessions that capture selected TV
programs; a pseudo-random-number-generator (PRING) 280, which generates an
authorization key for remote access; as well as a network interface 125, which connects the

DVR 110 to the computer network 140 . The event queue 270 is coupled to a recording

device integral to the DVR 110.



program dat abase 210 is updated accordingly. [0050] The DVR 110
updates its |ocal program guide 260 on a periodic basis by reading a
Vb page f maondofresodddb server 200 or via cable, satellitecTars2004/042212
tel ephone. In response to a request fromthe DVR 110, the Wb server
200 first consults the program database 210 for updated program
information and then dynamcally creates a Wb page cont ai ni ng
updated program schedule information. [0051] Two types of renpte

access are fias] abbein i fefote RAFulen 155 B khe \&Bﬁ%nai\éigﬂaﬁé{ﬂstanﬁ@!)m 160
indirectly programthe DVR 110 by using a Wb browser 290 on either a

rendte  CONpiHise & FebWrowseP 206G Whth ridydeladlen@iSWeh BidtvsdiGRat ehabldstheuser to
situation, the Wb browser 290 is wused to access a special Wb site

hosted by thgwWeky sagesrer 200. The Web server 200 presents to a TV
vi ewer a program gui de using a graphical user interface as shown in

Figure 5. [0086]TV Fig@We¥is8edbRCdiberdd iIRsQ8 A TBe McRERGF aikdridhiaPasa DI and
time slot to indicate what prograns should be recorded by the DVR

110. [ 0052] afi\entReaphde@30 ETHRker iRAb &% 000inkRides LhleRELyT uldreeRss 386.0500
a periodic basis. The dispatch process 240 traverses the user

dat abase 22{ker Mb61180€ Eorthiseslh SREHBNoNHells SfSong4fhicte€ 8 Ut @leBitiRcatis£810, a
who has specified programevents, the dispatch process 240 retrieves

the event Liysh-139020, nOVR enefi@ibn 85U, abbeavaddist pligtei4@pabailtepr oCcess
240 then establishes a conmunication channel with the mcro-server

250 that reglefigfatich ide3 MRudsiQis 2 TBY Bito 16 0¥Ed Aitetaisé 220, Thabiyplo-le§ field 320
designed to allow the dispatch process 240 to retrieve a speci al

event - di spaisGBedAé Btopatie alth@inatifiekdyiredebres GoMel usébPho ERterfhtioGo BRIgHEN his
250 presents the event-di spatch Wb page to the dispatch process

240. The di pp&t b reheelESThe2BURLARE fication Pl Eis@sed th siotyiha hetdbipalinks AMab
page and submts it back to the mcro-server 250. -10 WD 2005/ 060660

PCTI US2004/ ehdeckidn dbidbshicH e netded o Seblish a cdpiimaddatioh Slnfél weith théBVR
di spatch process 240 to start the event
110.
[6047]  Inthe user database 220, separate event lists 350 are maintained for each user.
The event lists 350 are stored in the event database 230. Each event list 350 includes a
plurality of event records 360. Each event record includes a plurality of fields among which
are a time field 370, a channel field 380, and a duration field 390. The time field 370 is used
to indicate a start time for recording and is comprised of the date and time of the program
event. The channel field 380 specifies which channel the DVR should record. The duration
field 390 is used to specify how long the DVR should record the content for that program
event. An event record can also contain an ID of a record (or object) in the program guide

database. The DVR reirieves necessary information from the program guide database.

B. PROCESS FOR REMOTE ACCESS TO PERSONAL TV SERVICE

[0048]  Figure 2, together with Figure 1, shows various processes that collectively enable

the functionality of the techniques described herein.
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transfer by polling the dispatch process 240 for events. [0054] The

m cro-server 250 uses event directives found in the event-dispatch
VWb page @ wpsladosot he event queue 270 integral to thepPyYRsiohQosziire
event queue 270 is a data structure used by the DVR 110 to initiate
recordi ng sessions that capture TV program events. [0055] In order
to authenticate a transaction, the Wb server 200 includes one or
nore authorization codes for the user affiliated with the DVR 110 to

be progr ag@ﬁh m;Th &%@FEPfﬁg%%%?eg gl% %Eﬂédu?é&fo%aﬁdﬂdﬁo%ﬂi 88¢ma

private c Intain atile nmenory

aut horizatig cgso&he§ &foﬁwtb'a %Qﬁfei;:ﬁ‘dﬁﬁlggglts?ﬁgnﬁ'&nﬁﬂﬁn 190 RSl e 2S

syst em security re |renen icta To use the direct renote

access feaé%%m%ﬁﬁ%@ﬂ@ﬁtug{ﬁt%f%m&gg N an aut horization key from

the DVR 11 'S gener pseudo- r andom nunber - gener at or

(PRNG 2 80 ﬂﬁ " esg{?F? cﬁ&e‘:s‘ $ts e lgﬁ%)(m‘#ufdg 266 %%Q‘ldﬂh@ba@is %y reading

t el evi si on at Ioc ti1on. 10 presents the

aut hori zati O?Vﬁi? gy%tﬂ%nﬂ he Weerved 2% dﬁ@ar cabRl &felIRE, %??e?f%ﬁoné Iﬂfre%é%sé%%

t hrough t he et using hi's conputer 155 or his PDA e user

presents ”1% |nt eirj%%\h@'?ldf%W@ﬁsd%é?%@ﬁﬁtéd?ﬁul@ﬁéﬂr@@raﬁfﬁ%%ﬁﬁox

gr aphi cal ace tRat I's managed he m cro server

Al so, once | fmg el b tds G coRAnHRWphARd
a program t ﬁh%‘%%h pARER R bR e it 56 OARBRD

DI RECTI VES I{;Qg%]ggﬁgg%rﬁofhldﬁgna flow chart showi ng a process used by

the Web ser mcro server 250 to obtain renote programn ng

directives HEHM & H36typeBOBmbtk Godb LR MaAT1k: muea%amﬁlect BYE ThViewer
normal use are separat processes. The process includes the steps of

11 WO 2005&&@%@&1&’%&%&%@%‘&%8%@ usih® 998 vRbvRr 461on diher Aekhoker ver

200 or micro server esents an” aut hori zati on
computer 155 or a personal digital assistant 160. In this situation, the Web browser 290 is

used to access a special Web site hosted by the Web server 200. The Web server 200
presents to 2 TV viewer a program guide using a graphical user interface as shown in Figure
5. The TV viewer selects TV programs by program title and time slot to indicate what
programs should be recorded by the DVR 110.

[0052]  The service center 130 executes a dispatch process 240 on a periodic basis. The
dispatch process 240 traverses the user database 220. Whenever the dispatch process 240
encounters a user who has specified program events, the dispatch process 240 retrieves the
event list 350 from the event database 230. The dispatch process 240 then establishes a
commmnication channel with the micro-server 250 that resides in the DVR 110. This
communication channel is designed to allow the dispatch process 240 to reirieve a special
event-dispatch Web page from the micro-server 250. The micro-server 250 presents the
event-dispatch Web page to the dispatch process 240. The dispatch process 240 then

completes the event-dispatch Web page and submiits it back to the micro-server 250.
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request foamin the first Wb page to the user who accesses a speci al
Wb site that is nmanaged by the Wb server 200 or the mcro server
250; [ 0059Mwstmproshééh: The Web server 200 receives an autpfisa@io®niz
password entered by the wuser; the mcro server 250 receives an
aut hori zation key fromthe user; [0060] Step 420: The Web server 200
val i dates the authorization password using the wuser database 220;
the mcro server 250 validates the authorization key with the key
that it haf0088br edhe k@6 bdrv&tED cABRs0 S6ANS R
val i dated the authorization password in the sa\égriﬁég%g%%[soetgg%ﬁ?&ﬁvmt
writes a cotkiséerby pblliag tertispatclpiob&s TBORE ¥vals t he renote conput er
155 or personal digital assistant 160; once the mcro server 250 has
val i dated t[085¢ut h@hé mirro-eatver@P0 uics eV BRSH9eBR 18 i &
non-vol atile nenory of the renote conputer 155 or]ﬁg&e%s%%a Sp(%?ClgliW%llﬂpage
assi stant 180pdfte €82 erBiyemed0 intdha ty\¥e TSEL V&Y. TROSvR %IIQuQ b% RG MR

er 1s

250 presents a programguide to the user after the u
i denti fi ed simdtuzansedhy theaV\erl]1( @068kt ﬁc@ﬂhﬁk&@ésioﬁ@%a\/ﬁ%uﬁg r%%&%
recei ves the user selections and creates an event [|1st specific
to the userevelfihe event |ist 350 is stored in the event database 230.
The mcro server 200 receives the user selections and places them on
the event 0838 270.orfed@bdithenticalit £pardddion] 18 WBRIE! 2B ind R Bhe &irﬁc{rg
server 250 follows a script integral to the first Wb site presented
to the userauthodzaivacofmedorfthe usar Milihed #a0 KicDVR 116 ¥ EmmEE YRR °
155 or the personal digital assistant 160. Once a vali cooﬁl'e I'S
di scover ed, 11§ cepparestd® atthoriration ¢bd6 agdiest 861446 fnﬁﬁd’fhﬁl&ﬁin%é)ﬁ%ss non-
flow. D. GRAPHI CAL USER | NTERFACE FOR PROGRAM SELECTION -12
2005/ 060660°REK/ 1SAOPATIRARHAzat{oA 06deh afoi tiY @néitiveand oi 63 @ lodbkpire as
representation of an exenplary graphical user interface

system security requirements dictate.

[0056] To use the direct remote access feature, a user must first obtain an authorization
key from the DVR 110, which is generated by the pseudo-random-number-generator
(PRNG) 280. The user communicates directly with DVR 110 via his television at the DVR’s
location, The DVR 110 presents the authorization key to the user. The user later accesses
the DVR 110 through the Internet using his computer 155 or his PDA 160. The user
presents the authorization key and programs the DVR 110 through a graphical user interface
that is managed by the micro server 250. Also, once the user has access in direct mode, the

user can download a program to the DVR 110.

C. PROCESS TO OBTAIN REMOTE PROGRAMMING DIRECTIVES

[0057]  Figure 4 is a flow chart showing a process used by the Web server 200 and micro
server 250 to obtain remote programming directives from a user. Both are presented in

parallel, but in normal use are separate processes. The process includes the steps of:
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(GUI) 500 for program selection. The GU 500 is used both on the DVR
front panel and is incorporated into the Wb pages presented to
renot e usemso byshévesdeb server 200. When i npl enent ed dipcamisyslomzihe
DVR 110, the GJ 500 is nmanipulated directly by the control process
integral to the DVR 110. Wen the GJI 500 is presented to the renote
users via a conputer network, it enbodies as an active server Wb
page. Figure 6 is a screen capture of the Now Show ng Wb page t hat

appears in osse" ' gteglﬂ,@(); HWEEY se P?&ﬁ&rrﬂi% s%@%r@s@ﬁ?@%ﬁ &ﬁﬁo&gﬁé}pl e

505 that cohtains a urality of colums 510 an plurality of rows

515. The c gf‘e}:iﬁg&fo%gn ﬁ:@rﬂrﬁ?g%gé B théi'gseg@rﬁé aQessbf8s BRI WR Btk Bat (%? .

specific al’endar date). e Tows 5 correspond to the hours

gi ven day. ﬁ@hgfﬂ&%@&& %Qér%nﬁ}ése?\terﬁw table 505 are

actually made uUup o ata selection controls whére the caption of the

control is gRkofto kRdisGet et debel SotHecdvel Yn RABGH AN PRAbWA entered by the
schedul ed in the ti slot according to the position of that contrfol

in the tabl g.pQR mithSscRdr 280 £LeiFRMRRESza80n RECHGANRMEST Scrolling
up 520 and scrolling down 525, a nechanismfor turning forward 530

and turni ng[O@@@]kV"aEQPQQ@;TI:@ WERLRARL 300 JaBlateShe SithA¥aBorsPR&Hdrl Gsidd/the

program a mechanismfor creating a programevent |ist® 350 whic

contains se|&rfthalo2 ) HTRER scFBD 503 ARERN SRRkt del Wil 18Aled that it
event list 350. In addition, it may also include a nechani sm fof

commandi ng gawpl.@ad, a nechani smfor indicating the download is in
progress, and a nechanismfor canceling the ongoi ng downl oad. [0067]

The posi tiofpoef] t NStepABDIGllce GRIWES RIRHS06 RastviBIARMNERIL Mo asdiBd BV

program event.” The user can toggle the selection controls that are

presented ifhelhft® didehase880, iMAGEs a EddRieEthe3BR-voRtilethethdI§df the réntﬂﬁe Wehputer
N

server 200, the identifiers of the selected controls are use

conj unct i ony 8 drihetsBBal RIDET ANLEM166; ABOthE Bricrb R&VE: 130 h8Y Pildatkd fle 350
for the user. The event list 350 is then stored in the event

dat abase 23Qhddizhiiéh E3SR weites LBV S ithORIAVERN memokyD YR roRBR/BRBREN1 55
PCT/ U820041042212 :

or personal digital assistant 160;

[0062] Step 440: The Web server 200 or micro server 250 presents a program guide to
the user after the user is identified and authenticated;

[0063] Step 450: The Web server 200 receives the user selections and creates an event
list 350 specific to the user. The event list 350 is stored in the event database 230. The micro
server 200 receives the user selections and places them on the event queue 270.

[0064] In Step 440, the Web server 200 or micro server 250 follows a script integral to
the first Web site presented to the user and searches for a valid cookie on the remote
computer 155 or the personal digital assistant 160. Once a valid cookie is discovered, steps
400 through 430 are excluded from the process flow.

D. GRAPHICAL USER INTERFACE FOR PROGRAM SELECTION
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For | ocal programm ng of the DVR 110, the event list 350 is stored
directly in the event queue 270 that controls the DVR recordi ng
sequence. kyo dovE/bfaddoT ACCESS TO DI G TAL VI DEO RECORDER [po@fifkbookiogiii£
7 is a block diagramof a general schene 700 illustrating the
interactions anong the service center 130, the DVR 110, and the
external content server 720 over the Internet, wherein a particul ar
style of the Internet access is integrated into the DVR 110 to

enabl e it t&?ggtcthggﬁe Sr; S RGP e Fes ?Bfarpéﬁ% F{%ﬁ@ﬁﬂ%k%mterface

connecti on and m ava or Vi e

Show ng pagﬁ;@ﬁ éﬁ@ﬁ) d)g?a_ulf d&é@h@n g’he'f_ﬁﬁ 5BYsRA tmmtﬂ \'?"ﬁ'ﬁroﬂttﬂaﬂgaﬁ is

cl ear exanpr e |gur the escription hereln refers to'speciftic

el ement s a{h@o e} eﬁ%h%@%éﬁé’?}a&n ﬁ%jre!rrﬁte?tﬁe g?'t@ﬁgtél onaP‘PO Sk

as the Inter ne However,

simlar el e{}gﬂérﬁer@é'd RELHP ﬁ:]%éDWqug HSBET 560 ﬁlrﬁ Cp%?attédx ec gﬁtby the control

i npl enent at exanpl e, downloadi ng may oc rou

public, pri iﬁ%’&&‘;s nﬁéﬁralq&' ﬂfe‘nif’\}lg%m%ﬁ’éﬁgﬁa &t aiffis f)ﬁ@é?ttédh@ e%t‘ﬁBt@ %Eegs viaa

O her operating systens a ynam c dressing  protoco

used. , [ 0069, n}lfﬂlt& P’é%ﬂ?"?@é%ﬁ&ﬁw?% »achivd deifel R8bPhed. @?gufec’é]fs tur% of

i.e., the tit ogram I ndi cat es that “stuch “cont ent |s b

fetched on § tﬁﬁﬁf?%éars1ﬁ9§]ser'9§reb§ﬂ>%eﬁ’ar'ant ther eof ,
i ndicates t at the d | oa I n progress. The viewer may pick the

content (i . moeef NeTRYGR 66 &5hp rﬁ,@sdaﬁtﬂ@xos thafdonBibé ol 12@% EoAhins'$1® and

downl oad ma occur at any spee Thus, the interface Figure 1

is not depg }yaﬁo@@x 3% OGluSRESS Bfreh emoqead g'rs:bgﬂtwe&{ aﬁdaspeaﬁc

screen captu page show ng a replay b 801 tha
grow ng the ﬂéﬁ%ﬂatsgn%}o%%té QriZlosl 1o &Qﬁbtﬁs%ﬁg%lﬁia T coﬁﬂﬂns%@@ ah

downl oadi ng taster than playback speed 803. O her nechani sns than
such a  replgx ﬁ@%fﬁz@%aﬁi@yosbﬁe wﬁaﬁ Bﬁdé btcataesetelaa& GoRfIEB8 WhedeShe caption
downl oadi ng faster than playback - 005/ 060660 PCTI US2004/ 042212

of the control is set to indicate the tlﬂe of aTV program that is scheduled in the time slot
according to the position of that control in the table 505. The GUI also comprises a
mechanism for scrolling up 520 and scrolling down 525, a mechanism for turning forward
530 and turning backward 535; a mechanism for selecting a specific TV program; a
mechanism for creating a program evetlt list 350 which contains selected TV programs; and
a mechanism for editing said event list 350. In addition, it may also include a mechanism for
commanding download, a mechanism for indicating the download is in progress, and a
mechanism for canceling the ongoing download.

[0067]  The position of the control corresponds to the day and hour of the TV program
event, The user can toggle the selection controls that are presented in the GUI 500. When
the GUI 500 is returned to the Web server 200, the identifiers of the selected controls are
used in conjunction with the program guide 260 to create an event list 350 for the user. The

event list 350 is then stored in the event database 230 in the case of remote programming.
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speed. In any case, the viewer is able to use all trick-play actions
on whatever anobunt of content has been downl oaded to that point.

[ 0071] Thewlmmbs/itdoado t he content was downl oaded over t hecithisesoneiz2is
transparent to the viewer, except in the context of presenting
program i nformati on, where an indication that the content is from
the Intenet may be nmade in various ways. [0072] Pointers to

downl oaded content are stored in a |ocal content database 740 on the

DVR 110 h i i 2 .
arf'or%%l’ﬁ;{o%? OQ@WP@%Q%WE 981:*39@"15%&&9&1?@%{1}/ P 109 AP

are stored, suc rnms of Searching and presentation

properly diﬁgﬁ%gwjOggﬁmggﬁgﬁﬁyﬁRgagﬂmﬁﬂ%'&Ehéor thei r mani pul ation

[0073] In c r netwo oriented contexts, downl oadabl e prograns

are present ) FEREE ﬁMItV]]EE q%@é granm ng. These
contexts naggﬁ§9?“$§ be nn%???td such t a? t he gﬁgﬁgel or network
"lineup” is presented in a_sensible manner, sjince tipe and _|ocation
are irrel evi68k or Figheery is 2 blpck diagrampf 2enerplschinma 0 Bustiating thp interacions
avail able in the Now Showi ng context as shown in _Figure 6 may nake
navi gati on HAMESheservieg %eﬁ%gws HstDYR4 b@:ﬁé@tmaﬁtemécqngﬁq pegyer 720 over the

i npl enentatjon, this context na%be nodi fied to nmake navi gati on_of
many itens Siswatayherein ppamgpulasiyle atthe Intepelapqsssy ttemmatedinithe DVB O to
sonme servers E§¥ b? viewed as a_ televisio netmork._Eag@ ughﬁge
server namePRETAfeEh coriamppRs of couigrboves an Seretconpegtion k40 and mekhep
the network; it mght map intqQ any physical server_ anywhere in the
wor | d. [007?3‘1311@%%%%?&% 0% SPRS pass 25 SEBH P LI 6. o gurpRARs 941 0

requests the nedia content cording to the programjdentification
gi ven. Thi ki -ugﬁqﬁlagsé%%a%@ e?’é\ﬂ@@lﬂ deasgiptipmhReUein Tofghs 7 SRSPIAF clsprsmls
of content, ich iis_.then sent down the connectjon. Either _the
content ser FskPrefPeqlbatngy braised g ippsmeRatioRe siteh 35 thedpfemat, Linps, (P,

2005/.0606 GOctE c{wLeJ:%gr? gt%{alp ﬁlrzlgtljb%ally similar elements or protocols may be used in alternative

implementations. For example, downloading may occur through any public, private, or
dedicated network rather than the Intemet, Other operating systems and dynamic addressing
protocols may be used,

[0069] In a Now Showing page, a listing of the content name, i.e., the title of TV
program, indicates that such content is being fetched on the GUI 500, and a record icon, or
some variant thereof, indicates that the download is in progress. The viewer may pick the
content (i.e., the TV program) and play it at any time.

[0070]  The download may occur at any speed. Thus, the interface 125 in Figure 1 is not
dependent in any way on speed of download. Figure 8 is a screen capture of the Web page
showing a replay bar 801 that, by growing the green region 802 to match, indicates that the
content is dox‘amloading faster than playback speed 803. Other mechanisms than such a

replay bar 801 may be used to indicate that content is downloading faster than playback
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[0077] If the viewer requests multiple dowl oads, the DVR 110 nay
choose several different ways to get the content; it may initiate
mul tipl e commaodpvompe Wth a maxinum l[imtation, or quegpeThtdsisiz
or both. [0078] In one approach, elenents of Figure 7 address
security of the DVR 110. Opening up a network port leads to a |arge
nunber of possible security breaches, revolving around the security
of copyrighted content and protection of a custoner's private data.

[0079] 1 OfReTRASY (B the ALARIAI tbhidial {ick SIS LbHHNBR Whbtchct dr0

manage this ™ prote y automatically blo ng access to a ut a

few, “Bl"k&%ﬁﬁﬁﬁ%ﬁkéﬂéé%ﬁﬂbd%ﬁé@ﬂg ofTTP) or discovery) in both

directions of communi cation | -known ports are used by the

appl i cati on;o%ei]t VAT bt ﬁhzﬁh ehpwmdfmeﬁ?ﬁ%&%t i€ RMsBAtent to the

server 720 domn oadi ng nmedi a cont ent 0080 dynam ¢

addr essi ng 1 RGla S
provi ded ing%ﬁgpkﬁﬁ f%gﬁﬁ%ﬁEkgg? uglo ﬁgﬁ%%bVR |%&g&ﬁg?%§ﬁ&hkﬁﬂﬁﬂm{

| nter face | fiodghhhetlon o fiPbCRa i 9Bioui 3G, he wel |- knoun port

to obtain a network address for t DVR froma Source of dynam c

addresses. [g@f2EXaPhihkrs th a@waiaimd%ﬁt@ﬁtfar@sfmgw ahwal H&ﬁéﬂt HQ%AQE'% on the

protocol to poll for an external DHCP server 750. no server

found, net woR/i 119 natd dm@@n azdanmgb&qm&m ¥y o adEi&?pz@é@m; Jaff'!e s\mr&d e

h
|n|t|aI|ze its network paraneters fromthe DHCP response. One

i ssue With gledh folRles sbarbiaN@hdd preieR9fidn propdialispt &ébﬁ)@&%s th*Sﬁ’mde for

server 750 1is required to configure thegqnterne access i nformtion.
It is vell kppWhnihBtiothere are a large number of nethods for
reading data or redirecting the data flow on an Internet connection

bet ween tworgdeyj Cef cHahl BOsti &tk lokibied Sonfdxts28dvAdoadable WIghdistire presented in
mal i ci ous CP ~ server confi gur es Internet access information in a

way that en@ﬁiaﬁﬁer@nﬂ@édu@toﬂﬂ&dbmfimk&nﬁﬂhg TheNdn@kik a6k hhitero BYRidAied

using an alias server address
such that the channel or network “lineup" is presented in a sensible manner, since time and

location are irrelevant for such programs.

[0074]  The number of content items available in the Now Showing context as shown in
Figure 6 may make navigation unwieldy. Although not required for the initial
implementation, this context may be modified to make navigation of many items simpler.
[0075]  The entity providing the content from some servers may be viewed asa
television network. Each unique server name indicates a channel. Here, a "server” is justa
name on the network; it might map into any physical server anywhere in the world.

[0076] Once the content server 720 is contacted, the DVR 110 requests the media
content according to the program identification given. This is mapped by the Web server
200 into a particular piece of content, which is then sent down the cornection. Either the

content server or the DVR may throttle the download speed.
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WO 2005/ 060660 PCT/ US2004/ 042212 [0082] To defeat attacks of this
nature, in one enbodinent all comunication with the content server
720 i s aut kanidosiedoesd and encrypted. The content server $2@1kam4088LSS
to the public key of the DVR 110, and the DVR has a copy of the
public key of the content server 720. The DVR 110 has net adata
content information about the content server 720 downl oaded by the
service center 130. The DVR 110 stores the netadata in its database

740 d ' . ' ' '
Carti foat cloogh onidheyRbenitsd B RAGL e DIRITGLRL Shodlelitlned

t -1 i s ad-l, furt i i
Oy ot oy S {1Ey<36 B8 oobls, 63 feee mTAEIE bonr QBT 31l ©
| ithmig. [ ication. Th blic k
o O0he: cont DrHAgS, b ROSRRCGHRER ) o COTTUN B8 T On. The Panter )

130, uhi oh i@9uE! 5% BLAbSS, BRREAPE! Ao R Ao B Bt AR ARCBPS;

t he content ne service center acc

descripti oo Dherk P SRNEER o éﬁf%%gn%&goofﬁbm@gpgg@gfmm&,%vow ound

descri ptions consist® of server t ent pt1ons, content

| dentificatyg @émuniépﬁ%ﬂ}gﬁighteﬁ%ﬁﬁtéﬁt%@l Footion SR &eﬁ@@gfa{e@aﬁonsi etc.

These data are 1 nporte into a contént servers description (CSD)

dat abase 7 1@}07@ S eﬁle%e %gﬁ%nﬁ @t)ﬁéda?cpiin?% Ef‘e%%llts{}poér?ﬁ%s u&el ﬁiQﬂag§ %é’ te(r)

720 are al so provi I'n order r the content server

accept a c O?%F&g&%@'r SRS, @Mﬁil#lagces%( fo a1t ,W@ell%ﬁ@ﬁ?oxgg(sﬁaﬁas Web

public key ti1cular 'DVR I's key distribution ma

performed ?Q—I’f”ﬁ%‘o& lél?éﬁv;(}fy%md?ﬁ'ﬂi?ecﬁo rcﬁ‘b&ﬁﬁﬁﬁlﬁa’aﬁ}"[ﬂé V%éﬂi{l&%ﬂle}%?t% fr(,? used

appr oach. on-t y ‘key distribution, the content serv

establ | shespamoahiighil &ANEHR AAMIER kO hSuskMohRn AR 10 450
provi des a R serial nunber, and requests the service center 130 to
provi de theg,RisRfiAh&Ha ittt C key. Gven a DVR serial nunber, the
service center 130 Teturns an associated public key. The content :
server 720 [RYOICaChShbhis ditobdfy diEit sofiRE clein %20 tho@IAL IHICP Blient, i

date that indicates when the content server 720 nust delete the key.
The servi C€provided in the DVR 110. On boot up of the DVR, if a network interface is detected, then

the DHCP client uses the well-known port to obtain a network address for the DVR from a
source of dynamic addresses. For example, the DHCP client of DVR 110 uses the DHCP
protocol to poll for an extetnal DHCP server 750. If no server is found, networking will be
disabled. Otherwise, the DVR 110 will initialize its network parameters from the DHCP
response.

[0081] One issue with such Linux firewall support is that the external DHCP server 750
is required to configure the Internet access information. It is well known that there are a
large number of methods for reading data or redirecting the data flow on an Internet
connection between two devices. One possibility is aliasing, in which a malicious DHCP
server configures Internet access information in a way that enables a malicious host to enter

and attack the DVR by using an alias server address.
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-17 WO 2005/ 060660 PCT/ US2004/ 042212 center 130 nay nmaintain a | og
of all distributed public keys, for exanple, for the purpose of

audi ti ng kego ghostgosdaut i on. [ 0085] The service center 13@cHak2diebise
to provide the public key of an inactive DVR Additionally, the
content server 720 may respond to key invalidation requests fromthe
service center 130, for instance, if a particular DVR becones

i nactive. [0086] A media recorder 730 is a subsystem of the personal

TV service gﬁﬁi J catrh ABreatsRbNRQF &&Jan?é/% ddemiMadhét ﬁlﬁé‘ﬁﬁlﬂ%caﬁﬂ with the

all ows for mul t aneous record a pl dyback of the downl oadi ng

cont ent. Th&ﬂi&@é&@&dz@%ﬁﬂwa&d%@s giﬁtéa Thecdnfint &e&erd@é Emé@es%qhe
of DVR 110. The nedi a recorder not be started if

per manent ngtyRiiky TRSHHETR
media r ecorgél 730%%%6?%8@ ééﬁnﬂt}@n%gg{%ghg? f}{‘(;efr ent b!ht hrgmégé ‘%er‘ﬂpsefver

(1) Recordi gy QueievR M @R melidam &H&ﬁqgfoﬁﬁ%ﬁ%oﬁ ﬂ%&%ﬂf%n@erdéﬁ*/ﬂwr k
downl oad requests and inplenents the download policy. Initially,

this may begdybdiRa By Heltlvitid@bfter 178! ThEDTRM 10RtkAGhEIRALRBAS B itsAlatabase 740
recordi ng queue pollcy obj ect is naintained once the download policy

i's i npl emenferhelidsQRERY ddiih theddbasteaokslbiisatd, IUsﬁ%Ch ceftifcateleRé1RAgk, iR DVR

responsi bl e for managi ng a connection with the content server 720.

The Fetch Regpiditidoohftheats 998 g& ﬁtetahﬁewevs%gsm e Pn@ MR Huthet he
aut henti cati on protocol, requests the desired content, and nanages

downl oad Of:oﬁth%hﬁfbtencx[y@ﬁﬁﬂlm e Bes¥ioh ke, H@&e@hﬂo@rﬁeﬁ iheBIBGYish @
program obj ect within the personal TV service applicati on or nedia

recorder 73Qg &&Hmhé‘ﬂde@.@&%nﬂﬁ?ﬁe& BdsSio® G cdtidn PEheRRAblEREy (Tihe dafte B ar

content. The servers are polled in order by the Fetch Recording

Thread; the74g & Sstribited TFoRPihe Service 6ikess 1 36, Whidchawe bIR@ FrovRlell §fFepribfd Srogram
prOV|des for | oad-bal anci ng content requests across a

guide references to the content server 720.

[0083]  The service center 130 accepts descriptions of the content server 720. In one
embodiment, such descriptions consist of server URLs, content descriptions, content
identifications, "channel" descriptions, "network” descriptions, eic. These data are imported
into a content servers description (CSD) database 710. A set of public keys for access to the
content server 720 are also provided.

[0084] In order for the content server 720 to accept a connection from the DVR 110, it
must have access to the public key for a particular DVR. This key distribution may be
performed on-the-fly, or through a pre-shared key distribution approach. In on-the-fly key
distribution, the content server 720 establishes an authenticated connection to the service
center 130, provides a DVR serial number, and requests the service center 130 to provide the
associated public key. Given a DVR serial number, the service center 130 returns an
associated public key. The conteﬁt server 720 may cache this public key. Each key has an

expiration date that indicates when the content server 720 must delete the key. The service
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plurality of content servers organized in a server farmor data
center. -18 WD 2005/ 060660 PCT/ US2004/ 042212 [0090] The Fetch
Recor di ng Wuo mastoqoegni odi cal |y stores or checkpoi nts its pgtraiseooli 04231
dat abase in DVR 110. Such checkpointing allows restart of a downl oad
after a power failure or systemerror at the sanme point in the

mul ti medi a content at which downl oad was occurring when the failure
or error happened. The Fetch Recording Thread al so manages the state
of dat abase,nhy ¢4f rigst BatutA 8108291 iRfribiiee pablciel mo@aﬁ&nRﬂeyfog_@ab p@posfof
t he content beil ng ownl oaded.” For exanple, the Fet ch ecor di ng

Thr ead nanagﬁﬁm%ﬁgygggﬁﬁﬁ@{ the recording object for proper display
in the Now Show™ng context as shown in Figure 6. There nay be one or

more such Qt\gh%d S Bfd deVBolenRPY3(PRhyHefilsBtd froBde fie FWR kEPoP¥Rinactive DVR.

| NTERACTI 091] In one approach, a mechanismfor transferring
medi a and dﬁﬁcﬁ{?@lﬁlﬁy,%@f@l?én%serp&tm@ﬁﬂy t48BorAYRRey iav@fd_@ﬁw&quesﬁquo@dﬂhe ng

to Figure 7, one exanple of a transfer 1s shown wusing a snaller

amount  of  digscesdeRfcRUR), &5t MRS, FeApdriloutar DVH BlbReMm1#4€0, for
exanple. As an exanple, before going on vacation, a user nay

transfer degipg@b! e ANESdiAreadideri O id MbSisRhfof tRSFeaohdlBdsaby iplcdidha
to the portable DVR 760 and take the portable DVR 760 al ong such

that the megisgfPof IPER Y 58 Q1adeRsH881 736 dlovi Yot RtltA%aII e bndPplayback of
transfer is shown using two DVRs, DVR 110 and DVR 770, that ‘are

sl aved t ogefnbabwilbading fatent. "o PREHBA 6@ IstoRéEin Y AWKt MdtdtAsdT40GF DYR
synchroni zati on to achieve identical operation. [0092] There are nmany

ways to CconpRLirhd WedilMBsrder TROOKE rRROMFR Mno deRBarRbH fikoR conrebgon is
source DVR 110 is coupled into the input of the destination DVR 770.

Wil e this yEihedn bfe fiphehdn@fioh, mdd Scdr@drTadl cdraprisss & Burtib RS figferent
nmet adata i nformati on about the media stream which is essential to

vi ewer satigf@gd.i on in managi ng and using the nedia stream [0093]
The nedia stream stored in the DVR 110 consists of the nedia content
itself, and{p087] (1) Recording Queue Thread: This thread manages a queue of network download
requests and implements the download policy. Initially, this may be a simple FIFO queue
maintained in the database. A recording queue policy object is maintained once the
download policy is implemented.
[0088] (2) Fetch Recording Thread: This thread is responsible for managing a
comnection with the content server 720. The Fetch Recording Thread contacts the server,
implements the authentication protocol, requeét; Lthe déSﬁed content, and manages download
of the content. |
[0089]  As a variation on this strategy, a program object within the personal TV service
application or media recorder 730 may indicate multiple servers to be polled for the media
content. The servers are polled in order by the Fetch Recording Thread; the first to accept a

request for download is used. This provides for load-balancing content requests across a

plurality of content servers organized in a server farm or data center.
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a dat abase object which provides descriptive information about the
media content. If a data transfer nethod is used, such as a network
(e.qg., | EEm®@Bs/&peqor a direct connection (e.g., -19 WOpe@QRtde0L60:
PCTI 1 JS2004/ 042212 | EEE 1394), then both the nedia content and the
descriptive informati on can be transferred, such that the integrity
of the viewer experience is preserved. [0094] Content owners are
concerned about potential theft of their content. A further approach

encrypts th {]9 ta T?@F&@ ec@ﬁﬁ%@%ﬂe&ﬂﬁn&ﬂ&ﬂﬂs@&eﬂ @he?c?c?omfg b §ta ‘e%' €

done in a er of stan custom ways. For i nstance,

Dif i - Hel | GRMaSEAYIPR ¢051880] SRApoRilh A8Aks Rkt bs dthithdad v@e{rga@{e

one-tinme key is then use encrypt the transfer 00

is desirabl Srsé@eﬁl !ggmttt@sa&fe@eﬁﬁ Bl thd &uﬁﬂiema%ﬁzeﬁt a %h&ﬁ%%hﬂmﬁ%&i fied

DVRs, an inteégrat security system nmaybe used. The public key of

each DVR i s,dknomwg &h%nm@ma&@&rmr RhdpRsdd. ﬁ‘HéPé!&fR&Bﬁhﬁé‘ﬂﬁbi&al&%%&a@éstﬁe

dynam c exchange of keys. When the transfer is started, the

exchange si aafé@fa:ﬁmagéébﬁ&mﬁatfar%e@fo@ &@&Wﬁhﬁﬂaﬂ@g@ oﬂﬂfﬁg@orﬁéiﬁbélﬁg
key of the other DVR TIf both DVRs can decrypt and verify the

si gnat ure Ofioy116ad0d. HRF exatped) 1RGN RYEbra Tl RARAJeS Bethtd &f%@sets@&ng

identity and can proceed to establish a one-tine session key th I's

then used t gy iR R pRipet hl@plﬁjjaﬁl&}hémé\b rsaomg cbiit@ 3k afownhQ@viag%le &&¥ere may be

distribution™in such a case may be dled through the service center

130. A Vi eyRIoriRYe SRAUBEAds bt 98I fofit GBRhEr 130, and request that
two DVRs 110 and 770 he owns be authorized for data transfer between

each ot her. pIiyeRrSEH YVIENCEBRACTIONSSends an aut hori zati on obj ect
contai ning each DVR s public key to the other DVR through an

appropriate | oad nechani,sm The. servi ce_.center.. 130 nt a
rggorg of tmﬂg op &t HEi2BRrORely 2 mgphais f?%&%%@é%@d%ﬁ?ekWEdes

Security 23@%@%&%&%\?@% BRI P GRS REY Rt fighown
ML= E NS T RE R SRS 1 T L LT

an example, before going on vacation, a user may transfer desirable media and the invisible

associated service data to the portable DVR 760 and take the portable DVR 760 along such
that the media may be used when desired. Another examaple of a transfer is shown using two
DVRs, DVR 110 and DVR 770, that are slaved together such that two media streams are
played with precise synchronization to achieve identical operation.

[0092] There are many ways to connect two DVRs, In one embodiment, the output of
the source DVR. 110 is coupled into the input of the destination DVR. 770, While this
method is functional, this method fails to transfer me‘gadata information about the media
siream, which is essential to viewer satisfaction in managing and using the media stream.
[0093]  The media stream stored in the DVR 110 consists of the media content itself, and
a database object which provides descriptive information about the media content. If a data

transfer method is used, such as a network (e.g., IEEE 802.3) or a direct connection (e.g.,
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source DVR 110. Each DVR keeps a record of the transfers. This record
is uploaded to the service center 130. Later, this information could
be processed f00sAhdoedo for copy protection violations, cepr&S2do042212
unaut hori zed DVRs, etc. -20 WD 2005/ 060660 PCT/ 1JS2004/ 042212 [0097]
If the transfer is interrupted, the destination DVR 770 marks the
media streamas "partial" in the descriptive object. Later, the
transfer may be restarted. Since the design of the database system

guar ant ees foie 1R} e bbHam fﬁ@&la Bt @k YedoARVelihfoBAaiRR chd'Be transferred,
destination DVR 770, the partial streamis found, and the transfer

begins fr Or@dcﬁﬁna@fh@mtﬁﬂ?ofﬁé!@ie@bf@;pé&n% ﬁ@ﬁésé‘fve&f medi a that has
al ready been stored ce the entire nedia'streamis stored, the

descri pti veppgb4ject chiemRHRERUrd Bnoo a@oﬁ%’&hﬁmﬁmt@e@&mﬁm ARSI

Transferrlng dlgltal data between the DVRS nmay take place at whatever

speed i s  approBh kRt !ﬁ@ﬁatb&%ﬁs@é}%‘étwebﬁﬂﬁwmrhﬁdqmqms%ﬁb& Bfheina
net wor k betvveen t he is slow, in which case the transfer

duration W e of anassd aalh%ﬂstéﬂa%ayé FpPRS N Uha Difee-Ffl intah 8t doBdction

Al ternatively, the network may be fast, in whi ch case mul tiple nedia

streams m ghyhtol6l ma}rmé@forggﬂerateaw&hmb%ﬂhfaé ¥%heh el th KA PptHRY transfer.
pl ayback of” one content item The viewer on the destination DVR may

start vi ew pgogjhe rfqﬂl@aes%am@mzm 5O BhnsAs 1d &ﬁyf)édiﬁio RethihisPESHAAITEVRs, an
avai lable, 1n paral el with the ongoing downl oad of the stream

[0099] Ther gitdofatdieb @iy kysBAERLY babd.lINe pEBYIES 0fbacd TSR RAbRA tIWRoBE:
a conplete digital video DVR For instance, the nedia streans store

on a serVer gjiklr frdudh pfe-dhaatk R ofBdynbic dxcRunst 6f kg8 WRd BOIskR id é?@ted,

destination DVR 77 Alternatively, the nedia streamstored in the
source DVR dd @Jvmyexb@ngé AbsdiRbfiEidatbHtha ReaRrypRd vafid\GRlthe hdlio Ry sfahe

exanpl e, a PC can use a USB dongle containing the crypto chip from
the DVR ThBerfIS/RSIF86hiTBIRFcafi @ aH@GHEY ke dnotind dfaRsdiBér thBPeach DVR

content to and fromthe PC. The PC woul d appear to be a DVR to ot her

DVRs, becauss auihenteted thesthdrt edekkily 268008 Rroéedd to establish a one-time session key
that is then used to encrypt the data during the transfer.
[0096] Key distribution in such a case may be handled throngh the service center 130. A
viewer may contact the service center 130, and request that two DVRs 110 and 770 he owns
be authorized for data transfer between each other. The service center 130 sends an
authorization object containing each DVR's public key to the other DVR through an
appropriate download mechanism. The service center 130 maintains a record of this
operation for later auditing purposes, which includes identifying information for each DVR,
For instance, should the security system be defeated in one DVR and the public key of the
other be exposed, it is possible to modify other DVRs such that they appear authorized to the
source DVR 110, Each DVR keeps a record of the transfers. This record is uploaded to the

service center 130. Later, this information could be processed to look for copy protection

violations, copies to unauthorized DVRs, ete.
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aut henti cate and generate encryption keys. Content can then be stored
on the PCin encrypted form The content can be emailed to other PCs

or DVRs. Tiwan sokyedosddCs nust have a USB dongle to decry@tTm@ngnu
content. Certificates that are passed fromthe service -21 WO

2005/ 060660 PCT/ US2004/ 042212 center 130 to the PC are stored in
NVRAM on the USB dongle so the certificate noves with the dongle and
is not stored on the PC s hard drive. [0101] Certain nedia

di stributiomayLhi teht HhRSer iSHEhufed, tdliebilaisRbyR 770%:'&}(331?11@%(11&1 stream as
broadcast npDst nmedia content I n an encrypted state. Using a |ocal

decryption f';?a?thdl" E:M:hé)@e%%tw@ Bb d]@ctsmért th€ Bhathfer s HEREH:AeA WA &Ithe ddign of

decrypted on I's Viewe thus protecting the content from

theft. It 'ﬁw%ﬁﬁésla |s?st$r9 EudiRecPMR heliS@UEm LheSEu BRI YRbaticaBe iR

streans to disk and toinitiate decryption upon playback. This

met hod may Q@stﬁﬁﬁﬂ ﬂ‘@RW@"!ﬁé‘ﬁ‘aﬁﬁa‘]‘ﬁE’éaﬁa is &ub& 2B tRAFNER bdeHR HMRSs entiNthus

order to properly conply a particul ar set ‘of cont ent protection

rul es assoc h@fﬁeﬁgw fidhsteh 6 MBSA MhaSliak GREAGY BEktcR8d. WY 1R RARre nBVR sram is
after one day, étc.), the DVR nmaintainS with the database object

descri bi ng ti3gdMBE déschbt ebA18 uF@RM to RO £6Jnhdte iRHR sHBph,ON

associated with the nmedi a stream (i ncluding whether the streamis

stored encr ygpgd) - ﬁ&%ﬁ%&%&'ﬁta{:@ﬂi Béthvedii R DVRE Ahytille@Pacd 86Mek A eLibeed is

with the nedia streammy be transferred to the destination DVR 770
as wel | . FopnR¥aR. or hhigndeMRmi ) Be B ¥ash ke ths hefwrelk Betiod Be DVRRM 51&@ in

cont ent server 720 that will not be decrypted until it is viewed.

the viewer whih@sse thotrAlas dhrbiish wWEldedorpkl MaMhE bRFS{cRduRon bf the soment
copied into the nedia region of the destination DVR 770, and the

descri pti ve ApBin@fely, She debiisik &ak @6 f38 inPhith cds® nfultiphe MBdA SBGhs niiBR be
original information in the nedia streamis faithfully dupli cated to

the desti nah@feriddih M66h lebPRSthad ARerSEBHIhylzak O dHe@BhtcitGteRl The tiefbrUR the

t he source DVR 110 and installed in the destination DVR 770. Wen

the medi a caadigaion DVR ekt vidkeny/the WetiaisGesdi SOBbh Ys 1B & peltianchre
available, in parallel with the ongoing download of the stream.
[0099] There is no requirement that the source or destination DVR be a complete digital
video DVR. For instance, the media streams stored on a server in a cable head end may be
transferred reliably to the destination DVR 770. Altematively, the media stream stored in the
source DVR 110 may be transferred to a head-end server.
[0100] For example, a PC can use a USB dongle containing the crypto chip from tﬁe
DVR. The PC establish a secure mechanism for transferring content to and from the PC,
The PC would appear to be a DVR to other DVRs, because it would use the USB dongle to
authenticate and generate encryption keys. Content can then be stored on the PC in

encrypted form. The content can be emailed to other PCs or DVRs, The other PCs must

have a USB dongle to decrypt the content. Certificates that are passed from the service
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all copy protection rules followed. The original nmedia content and
descriptive information mght, or mght not, be renoved. For

i nst ance, WD o5Wdoesy once” schene, the originals are degtrry®@dnizziz
whereas in a "charge-per-view' schene, they are not. -22 WO

2005/ 060660 PCT/ US2004/ 042212 [0104] Using the sane techni ques as
descri bed above, a secure, or authenticated and secure, connection
may be established between two or nore DVRs using a network or nodem

connection. (Est.ahh LoZtﬁé g? e @inOPPRERA ¢ BRBRIGSIe $O Mo @kificate moves with

interactions to ta ace. gone exanpl es of control 1 nteractions

that ey beqRiibde & Bod@ihoupapsbatiuieans. ore: [0105] (1)
back. A

Synchroni zed pla viewer may control trick-play features on a

parti cul ar fl‘%@i St@ﬁﬁﬁheﬁa%uwoﬁmﬂﬁeohﬁes?éufaﬂ am@ﬁﬂqa&m& Htems,

destination 770, which automatically perfornms the sanme action.

For exanpl epsaqdakiesRninelia BBMerdiy £h Sickybiéd staR! €880 b &chPibcHPPD 1k 1l®y based
source DVR 110 as a nultinmedi a playback device, and an dudi ence at a

renpt e | ocabj QmedBalahs Melil @ofaites RESPRA LA LR iSSHMR, s ﬁﬂa%cﬁﬁgﬁe way
at the same time. Alternatively, two viewefs conmuni catinhg through

some ot her BRADS foSUkd:. 3Ss ok BIEBPABBVR WRYvd B LAGYptedhclis s@Hsb disk,

the other controls the playback on both DVRs of the’same program

Thi's al ternald % niaRPHARHR0R b OYIaRf6E TRR HHiRAURS W ustd 1ol hRsiY Aatiam of
interest. The nmeans of ‘communicati on nmaybe a si'nple chat program

overlai d onstdags BbHRbddvd DVREITE Brdef® prdft} k&9 A bartcHIRLsef B HRRhS -
Such an approach may be used for businéss presentations as well as

for entert ahRrRMin Mk RASSifted KARARI méda sthehRKsRRISHIAY ondd, MpReBTierQne HRE
source DVR 110 may indi'cate that a particular programshall be

linked to thg)dRsbivRahiiRRinEWith filddatdblseloBRBIAIRSR bid e ﬁﬁ&i&%ﬁf}@yﬁe %

sends a nessage to the destination DVR 770 which causes the

dest i nat i onplMRiéOinfRMABEHH Rsocla@sonit tﬁ&m@&ia%@&n% q’mﬂiﬁAﬂaﬁﬂaﬁé% stream is

Alternately, the program may be unlinked as well.
stored encrypted).

[0102]  The content protection rules associated with the media stream may be transferred
to the destination DVR 770 as well. For example, the DVR 110 may have stored a movie
from the content server 720 that will not be decrypted until it is viewed. If the viewer wishes
to have this media stream transferred, it is copied into the media region of the destination
DVR 770, and the descriptive object is transferred as well. In this approach, the original
information in the media stream is faithfully duplicated to the destination DVR 770.

[0103]  The smart-card might be pulled from the source DVR 110 and installed in the
destination DVR 770. When the media content is viewed, the viewer is properly charged and
all copy protection rules followed. The original media content and descriptive information
might, or might not, be removed. For instance, in a "view-once" scheme, the originals are

destroyed, whereas in a "charge-per-view" scheme, they are not.
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message for linking or unlinking may contain only the program
identification, assumng both DVRs 110 and 770 are in service. If

t he desti nato tsbMB0770 1s not in service, then the nesgagrRfi@bhs2212

| i nki ng may contain additional netadata. -23 WO 2005/ 060660

PCT/ US2004/ 042212 [01071 (3) Sound or graphics effects. \Wen the

vi ewer takes an action, such as pressing a particular key sequence,
the source DVR 110 may play a sound or present a graphic. The source

DVR 110 als gy p@ﬁﬁgﬁ@%&m@‘(&ﬂﬁjﬂﬁéa ab NRCSRAELORL b QRuRVE: Al &{(E)Ertédmnd

r epr oduces same sound or graphic, or a differenf soun

graphi ¢ ass@eiat &hndkiob Hﬁyﬂségtmgi@ﬁému?v&w&mn% m%%%tﬂe%rfc bat

was taken. For iInstance, a child nmay add sounds to a pr amthis

way, whi ch gR{eReodneitlonCaiAfishifg stth 3 chirleBich éaablgsl%ogtlffe% ﬁte%ﬁséfggkéken

DVR 770. Such comruni cation may be nulti-way. [ n anot
approach, DyRs. RBe bfApids@f oIS ntd- YRS 1RAt 3R pASvidddl ih vark®s embodiments
exanpl e, consider a |large hone DVR 110 and a’smal |l er portable DVR
760. Data sggh as software, graphical elenents,- program guide data,
etc., may be transferred between the two DVRs. For instance, the

portabl e DV 135’]?\£@%\§§ch%ﬁ%ﬁ%ﬂayﬁ£ckdﬁ%%¥ﬂﬁ?%&Yﬁ*fcﬁ%ﬁﬁ?ﬁgep&& 110

every tine the are connected. The update may "i ncl ude

transferri ngarAffar nhdddd stbhrh 'BhoB kSPEVMBIE Slsd/Paladdao TR0 PVRY D! |ELAM
i nformation, synchronizing recording schedules, etc. The synch i1s

much li ke aaibfataRy %erfolﬁﬂs RelskAd bRk \Midr 8RR Y g&é@bﬂteﬂ:ﬁ% gi%oIByPOVR 110
[ e

to delete a program because the user has already viewe t. Th

portabl e D¥Rschfifloh haShE kS IVRAGD ai 4 ARImeiAf K RRick onkiRg alB8Re at
DVR 110 mheneJ%r ?mpﬁﬁsRs are connected, and #ﬁ%gﬁ%ne BVR 110atﬁenea

sends the opghaid BBaHon o REERIHRANE PrebddBiiiS R ENEER the GMBYayla heWRBPaNE!
the home DVR 110 accesses to the service center 130. [01091 The

update may ReedQRRIAHHOMBIdS BbhvunibRinG Wibugh 68 SthelMiSihs! Woh BVRR]ephste,
connected, a set of pre-configured actions are performed, such as

updati ng pr @y anersid wigle®he or the other controls the playback on both DVRs of the same

program. This alternative approac]:ll allows precise discussion of the program of interest. The
means of communication may be a simple chat program overlaid on the display in which the
participants type comments. Such an approach may be used for business presentations as
well as for entertainment purposes.

[0106]  (2) Link passing. A viewer of the source DVR 110 may indicate that a particular
program shall be linked to the destination DVR 770. In response, the source DVR 110 sends
a message to the destination DVR 770 which caunses the destination DVR to schedule
recording of the linked program. Alternately, the program may be unlinked as well. A
message for linking or unlinking may contain only the program identification, assuming
both DVRs 110 and 770 are in service, If the destination DVR 770 is not in service, then the

message for linking may contain additional metadata.
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software, and then nedia streans may be transferred as well. If the
destination DVR 760 is a snmaller portable unit, then not all nedia
streans wowahdsibeosdon this case, the viewer may expli ciptlppsedaeoser?
whi ch nedia streans to transfer. Alternatively, application software
in the source DVR may use preference information to select a subset
of the avail able nedia of -24 WO 2005/ 060660 PCT/ US2004/ 042212 nost
Interest to the viewer and transfer only those streans. |In another

al ternativepp1pmdi a (3)SohRBEFrahRs bifas Wach ok @& Gakes AMAIEBURSEL dsressing
ol dest, stopping whén no noré will fit, or oldest to newest. A

season passa HYMIENS: IdY kedubdl M8 8ovede Mrl@@ﬁﬁﬂﬂ? a@oiaan PRlserdt 'a@raphic. The
recorded) may include a marker that DVR to "always transfer™ or

"never trangflle DVRAIOS DISE meF pds§ tHaPeveiBY thRe1NBRALBCD VRNEIORYIAEH BPfoWats that
explicitly picked or chosen based on viewer preferences. Any program

i nf or mat i ongapkeiofl diikrdphR, SESEFERAT 36Bndd %e@hicfagﬁocfatba 2€ 88 RYD YR

used in the selection criteria, such as length, actors, rating, etc.

The criteri 27(Cwith the h8@RhAGab BRen. FUERsiBce, a NN 440 aEketo a pr‘;%fam this
NETWORK SECURI TY SCHEMA [ 0110] As nentioned above, one approac

her ei n_pr ovivehe SylfchsBilietegivatel B2k fishdon 4 Feadtd RELRALNDIR Bdiducd 10,
760, 770 or a content server 720 and a DVR 110, 760, 770. The

approach al éaiEuniedtios nfa® bé ae@i-Ga@ program on one DVR 110, and then
wat ch the program on another DVR 770. [0111] The encrypted data

transfer symtegp destdobeelappesach, DVRKRSy irinsRebierttybdsiof Whth aé Rell.tFoansf er
videos froma DVR to any inconpatible system or to a system outside

the | ocati ogkan@le, thRidei 4 BigeByRe DAGE 0T(HHNAG! syhall&tSREEDITEWIE RS, Dlafa@uch as
reasonable Fair Use rights to the recordings that they have nade,

but the appsdimele, ErisEisaliclenttins] progthin deS S, iy bdirdtetled bMivd@DSe 1S
send premumcontent to their friends in violation of Fair Use

princi pl es. DVREIR) iéahid) v R DVIRTIE ely ehipdaaps QRN ScHRE b e B

i ncl ude the foll ow ng
DVR 110 every time the two DVRs are connected. The update may include transferring and
installing a software update, synchronizing program information, synchronizing recording
schedules, ete. The synch is much like a PDA where the portable DVR 760 may tell the
home DVR 110 to delete a program because the user has already viewed it. The portable
DVR 760 transfers any operational information to the home DVR 110 whenever two DVRs
are connected, and the home DVR 110 then sends the operational information to the service
center 130 whenever the home DVR 110 accesses to the service center 130.
[0109]  The update may be done automatically. In such a case, when two DVRSs are
connected, a set of pre-configured actions are performed, such as updating program guide or
software, and then media streams may be transferred as well. If the destination DVR 760 is a

"~ smaller portable unit, then not all media streams would fit. In this case, the viewer may

explicitly choose which media streams to transfer. Alternatively, application software in the

source DVR may use preference information to select a subset of the available media of
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aspects: Recordings are encrypted. Many recordi ngs are encrypted
when they are initially recorded. Those recordings that are not
encrypt ed {RyRes/qo&oypt ed before being transferred fro%@@gw@}ﬂﬁﬁﬁ
another. This nakes it difficult for anyone to "sniff"' -

2005/ 060660 PCTI US2004/ 042212 the recording data as it travels

t hrough a honme's network and to nake a copy of the data. Wen an
encrypted recording is transferred fromone DVR to another, the

oCeI VI NG S SRS AP L SCa A, HBLESS, L SR g. SYahE™

al so transf encryptrT onl decryption assSocCl a

one 1 ecor di .. A YR AIAY S 3GRPHo LG LIBYSLEIS: LA V‘“h&f@ i sl gt

transfer | ngs via a cas

et A S 3 AP BTG PR
envi r onnment )EmFI‘aﬁg pa%elﬂﬁg{m%)%%é%ﬁﬁa?p&m%%fe g%&thgﬁ%én%

]Pa
or al terna ere |1s a concern
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“aut hori zeds, a0~-that the destrnatron DVR is in the sane
household or I regrstered by the owner as authorized. The key

transfer ?7 éﬂqi public/private key system-in
whi ch each %ey ransterre |s |n ellTigible only to the one systemto

whi ch it Wfp1 i Nt As mentioned above, one approach herein provides a secure encrypted data

l":

transfer between DVRs 110, 760, 770 or a content server 720 and a DVR 110, 760, 770. The
approach allows users to record a program on one DVR 110, and then watch the program on
another DVR 770.
[0111]  The encrypted data transfer system described herein makes it very difficult to
transfer videos from a DVR to any incompatible system, or to a system outside the location
of the first DVR. Accordingly, users may exercise reasonable Fair Use rights to the
recordings that they have made, but the approach makes it difficult for users to 'pirate'
videos, or send premium content to their friends in violation of Fair Use principles.
[0112]  Various embodiments of the approaches herein may include the following
aspects:

¢ Recordings are encrypted. Many recordings are encrypted when they are initially

recorded. Those recordings that are not encrypted may be encrypted before being

transferred from one DVR to another. This makes it difficult for anyone to "sniff"
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The authorization is done via a digital certificate, which lists the
specific systens known to be part of one household or owned by a

si ngl e usexwo Fhgogedot i ficate includes the public keys erhR8io4/042212
systens, and is "signed" by the service provider. Each system
verifies the signature on the certificate it is using, and al so
verifies its -26 WD 2005/ 060660 PCT/ US2004/ 042212 own identity

agai nst that contained in the certificate, before transferring any
data or keys t hg%%ﬁ

be based on the i I@E&a%¥§%%??3gte ké&@%@é%@ﬁ?ﬂ%&%@&%m%%i&ﬁﬁ%@ﬁﬁ
Bl owfi sh symetrj,g bl ock C|pher whi ch includes sel f-checking that
mould bl ock attacks such as "change a systenis serial nunber" or

"copy a certifi S%&%ﬂ M&;@E&é?@ﬁg is BRYRFERN 1n orfd ]5@{{ t@a&%{e} tﬂé r%@gl

[01141 Referrin a user 10gs onto the ser

center 130 to c rs?/%sls C%JIIOE ﬁé:eqﬁgre%rdﬁlg&ﬂ@é%e §eﬁ§]&1§ Qfsftééﬁ ks F%il%fe%m

content between ropridte user ace,

enters the seri Iuded whi ch
the service ceﬁiegﬂqgg&éé&L?é%@”ﬁ%ﬁ%ﬁkﬁﬂﬁvgﬁéﬁgg%gg% or the serV|ce
center 130 flnds e reV|

regi st ered. The SO res user
l ; é 16183/ élgcctvgﬁ; L{E%dy&@fﬁs écrm%v thi gg{] g%nﬁ 2 Febbiih %1& an

DVRs
Chose VRS f o t ”@tbr ?%%Siwechﬁaf' TSRSV tsluertp SRl B SRt
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Eg'sf 'y i denti f f;'pﬁ oy sy %?&gﬁw”te%y i el B L et dh e,
Spare o7 st A b 0106 B 55 o85s EEOHET A0 SRR, 4
sel ected. The Cerlt%ma %?f tgg’r% QD%](%JJH%E Eaﬁ%ﬁs@r 8’81{,&}' ﬁahs?lgtre r&orc)ﬁgg%fhho%%%’

905, and the corresponding pu

user has assig nqgergﬁagﬁ;ﬁk Wiloh so eﬁg%iﬁo ﬁésq{oqﬂ%cﬁ?msﬁ%hlch would

i ndi cated by nane cer e cer cate can
allow the system's owner to type in or otherwise manually specify the IP address of a

system located elsewhere on the Internet.

o A DVR may only send a recording encryption key to another DVR, if the receiving
system is "authorized" to view that recording. For example, in this context
“authorized” may mean that the destination DVR is in the same household or is
registered by the owner as authorized. The key transfer is performed using a robust
p'ublic/private key system —in which each key transferred is intelligible only to the
one system to which it was sent.

e The authorization is done via a digital certificate, which lists the specific systems
known to be part of one household or owned by a single user. The certificate
includes the public keys of the systems, and is "signed" by the service provider.

Each system verifies the signature on the certificate it is using, and also verifies its
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contain any nunber of units that the user identifies, including PCs
wi th USB dongl es as described above. [0116] To ensure that the
certificat guPfbdbs/ohpe®m not exi st indefinitely, an expirat ipeidso@os22L7
is included in the certificate 901. A digital signature 908 is used
so that units that -27 WD 2005/ 060660 PCT/ US2004/ 042212 receive the
certificate can verify that the certificate actually originated from
the service center 130. [0117] The service center 130 sends the
certificate to eachiDMR 1d0n hl0contdiRaftnk Bertiute, B8} £ kRl 0T s SF
t he network 140 }gﬁﬁﬁaégﬁbnpr?gE t he int%rnet? aOLAN, or 5$ﬁ%r
public or privatgDef Mo hape line, or satellite connection. The
certificate 901 n‘gy béggoer%?){}pt ed using the public key of each

destination !d-fY 11Gpe d60ficate/ %tf@ B %E@O%BEY(%%D&% gﬁ?llicﬁée}ﬂ{éﬁ%y bkedap®

service center 130 via a net connection or 0 0 recelve
its certi fialgl?&lﬁh Bl ﬂ@%’hl\ﬁ ¥ bldcl 8ipRQ! YBih SchMB: £HdneAn S RS NMEd bihsk
certificate rom% DVRsll t@{lﬁ-lat It r onhect s tco. [0118] Eaéc‘ﬁl DVR 110,

760, 770, vegi-f.i ifl.cai Wtk : oy £ and
vortying ¢ Eekd G8n i@l bk Sali mERRE VO LG d cfitRchs bl B0

DVR has ver ifith o hafer b BGtinici@ tal signature 908 is fromthe service
center 130, the DVR finds the network |ocations of all peers that

are listed e Refehidd sﬁ%%. PR 9, 4SER %R oRBThe GH3GaIY 15 BLAGR!a
such as Rendezvous from Appl e Conmputer I'nc. of Cupertino, CA [0119]

Once a DVR LG dNaehedh PROMEI 1RAvAtdAS Shard dRitdnPbdtREen I dhy appropiBliSuddP
an encrypted connection wth the peer 770 using the peér’s public

key from t hguGeks ifd 8l &idPhe seril RuBbid YRESOVRE ARERS Wats RMAIBE which the
"weakl y" encrypted in that it is a function of two public keys, one

from each pegbice &t 106G GRS iSugh iIIRSERAS, ok Hebrvidd @ebNBY fhdPiHRlskifal

key. A unit is designated as the content server, in this exanple,

the cont ent ,38k&EthattBOudeS hit PSR B)stbRE. The service center 130 can also restrict the
user to only the DVRs that he is a registered owner of by displaying only those DVRs for
selection. The user can associate a name with each unit, e.g., living room DVR, bedroom,
etc., to allow the user to easily identify a unit. The user selects the units that he wants to
share or transfer media with.
[0115] The service center 130 creates a digital certificate 901 that identifies the user’s
units that he has selected. The certificate 901 includes each unit’s serial number 903, 905,
and the corresponding public key 904, 905. The name that the user has assigned to each unit
is also cross referenced, as indicated by name 902 in the certificate 901. The certificate can
contain any number of units that the user identifies, including PCs with USB dongles as
described above.

[0116]  To ensure that the certificate 901 does not exist indefinitely, an expiration date

907 is included in the certificate 901. A digiial signature 908 is used so that units that
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service provider and is renotely | ocated. [0120] The content server
720 creates a nore strongly encrypted connection with the DVR 110 by
creati ng awgaeoie&or ong connection key and encrypts thecsiokaingodseis
using the DVR s public key. The content server 720 then sends the
encrypted strong key to the DVR -28 WD 20051060660 PCT/ US2004/ 042212
110. The DVR 110 decrypts the strong key. In one approach, decryption
may use hardware decryption elenents. The two systens now share a

Content Lo TRETEReTHcRh oA EEHR AR 0A Gl 38 Bl dEce

previ ously ge%gerrxgg ed recording to the DVR 110, it loads a recording
key that was used 'to encrypt the recording fromits database and

720 Londs. 1RA ey vt SRS Mkchle AR e BGR 576 AT iR o
wtn o crb R DIRE AP S0 N R AR N RL o AR BP0
Focally o Mk SRR nes pub AR 1R R iect O rme Lo fRou SO0 A be
720 The. cont DR R SISO K B AT YR BT T A b TR R0

decrypting Eﬁ%f)g&?ft%%e sehckAoahted 150 Y Bnét%gﬁ%%ﬁeﬁg%% o HoREREAB Geceive titﬁe

content direct 0O its storage device wthou Ing 1t. en
DVR pl ays t e SeOTARML B0 Sl porlableIRALIEPcah R BOHiiRe B ADYR 110
The approac %é%(%%f ipg{é%gmﬁer%i n ppor gsgrves iﬁﬁ% inteeg?‘%ty o? %F]e raec‘gfr( ed
content becguse.theis gontent is in an encrypted state during

transmi ssion and I's stored encrypted on the DVR, thereby preventing

any unaut hofgizgd C [ t i
7 2% sends aLdl %ﬁe n crg%tlggp\(rﬁe(():’grB g’i ﬁ@ﬂ%e;ﬁ'ﬁ{e%tgg QD%gRﬂ%La{%gy é%aﬁypgrﬁgg?g Em?@étél fid

random r ecopdirpg . b\ JifdAlioiddrt oBeinYREL iR aRV81 Y Bhed S DVECHRE FerBeddRM the

encrypts the
digital signature 908 is from the service center 130, the DVR finds the network locations of

all peers that are listed in the certificate 901, using a peer discovery protocol, such as
Rendezvous from Apple Computer Inc. of Cupertino, CA.

[0119] Once a DVR 110 has discovered a peer 770 in the network, it sets up an
encrypted connection with the peer 770 using the peer’s public key from the certificate 901.
The encrypted connection may be “weakly” encrypted in that it is a fimetion of two public
keys, one from each peer. Each peer sends a message using the other’s public key. A unit is
designated as the content server, in this example, the content server 720 is provided by the
service provider and is remotely located.

[0120]  The content server 720 crsates a more strongly encrypted connection with the
DVR 110 by creating a random strong connection key and encrypts the strong key using the

DVR’s public key. The content server 720 then sends the encrypted strong key to the DVR
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recordi ng key using the strong key. The content server 720 sends the
encrypted recording key to the DVR 110. [0125] The DVR 110 decrypts
t he recor digthdsSdsokkdl Ng the strong key that it shares Wpkiustfago42212
content server 720 and stores the recording key. The content server
720 sends the recorded content that it has stored locally to the DVR
110. The recorded content was not -29 WO 2005/ 060660

PCTI US2004/ 042212 encrypted when it was originally stored |ocally by

Lhe content Stk Ro S, CAR M IoTY Bl AR SE SRR 551 e
oot "SRR RO LB IS 3 e o o
decodes  hesl) &0yt 5 s sl ABRSREHGE Ly R SRR e
ST VDL S LR 10 PSR A0 EAOLHL OB KRR e
(01271 1 9. A080RUG, 5 TR G50450 SO BB pRS MRk BT
Focated | SEANTdpa b, 4004107 TRCAUEM itk BRALONZ 0 AL ENR A0S

in the Livi user sends information instructing the
service cen #5%%ggﬂiﬁﬁét DVRs 1003, 1004, 1005, and nedi a server

1002 i ' I \
Foon i pitaien; 2 i BVRNA0 RGN 80 hoddfing B3 3GREReSHORAL it il lils bAE
tificat j i ; R
T605. 1004 8 Bohubd 3retio2h B ork e FESH RO Y Hhe Sontdd Sori a6 8l BYR o
T et o SRS BanPRLGRIRUE B LB 1 Y

server. The,eel %Eér{,ﬁléé%%%{ ﬁgs Lff%éﬁléi?@ HofedS64aY§ by HRAnR sbiVer 79, Ans QSR

of multinmedia content 1nt
server 720 sends the recorded content without decrypting the content.

[0123]  The DVR 110 writes the recorded content directly to its storage device without
_decoding it. When the DVR plays the recorded content, it decodes the content on the fiy.
The approach described herein preserves the integrity of the recorded content because the
content is in an encrypted state during transmission and is stored encrypted on the DVR,
thereby preventing any unauthorized copying of the content.
[0124] If the content server 720 sends an unencrypted recording to the DVR 110, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The content sexrver 720 sends the encrypted recording
key to the DVR 110.
[0125] The DVR 110 decrypts the recording key using the strong key that it shares with
the content server 720 and stores the resording key. The content server 720 sends the

recorded content that it has stored locally to the DVR 110. The recorded content was not
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networ k. [0129] The service center 1006 sends the certificate to the
medi a server 1002 and the DVRs 1003, 1004, 1005, via the Internet

1007. The wpRsiodspREsser 1002 and the DVRs 1003, 1004, 19@§ﬂmgﬁg@hgﬁ
information in the certificate to discover their peers.

1103, 1004, 1005, discover that the nedia server 1002 |s the onIy
systemthat is serving content. Once the nedia server 1002 has
establ i shed a weakly encrypted connection with each DVR -30 WD
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"B " 1602

2 content sRuiRiG AN {8 AERLL. 2 Ziéée[ hat |ists what content
the nedia ﬁﬁﬁ’ﬁter ﬁ%:l@mlwls%%eﬁla s-gpv%r Hﬁ)@ ?ﬂ)gﬂél'ﬁ&tl{e& B%tR s%ﬁlﬁtu?h House

recoyded co e hot os Vi deo,
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a transfer options scre e user can select where

s PR RIS S EORP B0l B0 0
from where {hQ@DY’ﬁE'iOéff‘%%, 1005, and media server 1002 are authorized to share content and
associates each unit by the room in which it resides. The service center 1006 creates a
certificate 901 that contains the media server’s 1002 and each DVR’s 1003, 1004, 1005,
serial number and public key along with an expiration date and the service center’.s digital
signature.
[0128]  The media server 1002 can be a PC, DVR, or other type of content server. The
user designates the media server 1002 as the main source of multimedia content in the local
network.
[0128]  The service center 1006 sends the certificate to the media server 1002 and the
DVRs 1003, 1004, 1005, via the Internet 1007. The media server 1002 and the DVRs 1003,
1004, 1005, use the information in the certificate to discover their peers. The DVRs 1103,

1004, 1005, discover that the media server 1002 is the only system that is serving content.

Once the media server 1002 has established a weakly encrypted connection with each DVR
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paused, or at a certain time into the program The user can view and
transfer nusic content and photo content in the sanme manner, as

i ndi cat ed ®yo sse@Bsocapt ure 2001 of FIG 20 and screen pggRistéed/ el
of FIG 21. [0131] As described above with reference to FIG 10, the

medi a server 1002 can send a previously encrypted recording to the
DVR 1003. The nedi a server 1002 | oads a recording Kkey that was used
to encrypt the recording fromits database and encrypts the recording

nerypt. 1 ne PR a0t Wby Elrepd? £ B GBI Re BRI ot

ot aesi r bt 255 T FRABSEHS 1 Bporighach SRR Mo KB pltogl PR TRLLY

"ecor ding ke P8 e o e s« iey o SRR gL, IS, rERpYEPEtle
corver 1002 A BPOERR RENPLRKEhe 07, ThO mEdeisiibr 1000 Rl Mer e key
Corvar 1002 AERAR DR 0P 1L T80R  PORt (hat it has stored 1 ocally 1o

[ ves o olafl y SERRREAP SATICH, DV RHTE s AP BB ATE R, o
Content. | oRSE MR KRG ELa P RS, LN R DB e e

its storagegdemi oMt B ont Gl 98y Showihh 8841 FRVE) AfdQ3Ldvssd he
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recorded content, 1t decodes the content on t sing the

recordi ng key.e RahEHE L BT ca{noacgésg%%o}t andple 2 URALa sERB: lﬁﬁl ?9(52 iﬁlﬁﬁ?tgg QA RN

information screen 1901 to see | e programis st transterring.

The user cafsplayactdis thed5PYLARPBARLRC! gﬁgg%\}/ i%fec%gc%é 8&ird® %\ééf’ﬂgﬂlglabel

the transfer 1s 1 n progress (as describe st op

transfer usi i : / i er
1085 Lonas L6 R0 ERSES RGN 790 kR ik e i

server has available. The user can request that certain recorded content (music, photos,
video, etc.) be sent to a particular DVR 1003 via the content screen 1701. The user can do
this remotely as described above; or through the DVR 1003 itself. The user selects the
options for transferring the selected content using a transfer options screen 1801 (FIG. 18).
The user can select where to start the transfer from using a Start From option1802. For
example, the transfer can start from the beginning of the program, from where the user last
paused, or at a certain time into the program. The user can view and transfer music content
and photo content in the same manner, as indicated by screen capture 2001 of FIG. 20 and
screen capture 2101 of FIG. 21.

[0131]  As described above with reference to FIG. 10, the media server 1002 can send a
previously encrypted recording to the DVR 1003. The media server 1002 loads a recording
key that was used to encrypt the recording from its database and encrypts the recording key

using the strong key. The raedia server 1002 can optionally encrypt the recording key for
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creates a randomrecording key that will be used to encrypt the
recording and encrypts the recording key using the strong key. The
medi a ser veyo 4fdsognds t he encrypted recordi ng key t o pichasbiRo&083.
[ 0135] The DVR 1003 decrypts the recording key using the strong key
that it shares with the nedia server 1002 and stores the recording
key. The DVR 1003 can optionally encrypt the recording key using a

| ocal key before storage. The nedia server 1002 sends the recorded

content thaty,doek Be kIR AR
cont ent masgtr?k)étge%%s %ﬁg%g?}n%%ggég%eﬁﬁ%#lUSZ 04/ %4%%%%%3%{1%%%&%%%@

it was ori gigpaelecrShitRh&dyd R CRlatidst % sinfiffe SR} RS FhtH 8Mock is T Wedlaine

server 1002 sends the recorded content, enCrypting the content as It

sends the ceRieRtd rebQaBElkey REMPYNRIPS Wites the recorded content
directly to itS storage device without decoding it. Wen the DVR

1003 plays {#¥@2] ecqmeden/re pif3eREnypls thed8OARSLINRIEUY Sidhe REy fh%ﬁt sHate¥

using the recordi ng key. [0137] te that 1f "content copyrights are a

concern, theiiMR h&E3sHR830MPindeREL tﬁ@relcé‘rgﬂé Rey. MBLAPTRA0D3 O dpﬁénalny

storage device. It sinply plays or displays the content imediately.

| f the cont efdryliShei8sdidng 88y u% 1EMARK P Ford 8B FAEEL $hd ﬁ@ﬁﬁ;& ea{r&p}oo@gbname

fly. [0138] The approach described above perforns equally we in a

| ocal net WokdeoRied bdntéh® Bt it RES B618d 1oBALY B HRIIER 1063, TRERERDUINGtent has
CERTI FI CATE COHERENCY [0139] Referring again to Fig. 11, the creation

of a strongak&ybadiesciipRY waBk/itG¥s bAginally s'?or@ﬂ%c:ﬁ@ﬂfy%&ﬁedi@yg%r&]l@@znﬁié
or

be required to create and store a plurality of strong keys

future use aledfaki@rvid 1002 k&R tHelredobded REMtBRHiBGuARclPEaSME béhtSRr Ver .
Further, the receiving DVR requires many CPU cycles to decrypt the

strong key yg38] r eqekPVR TH03Syigbonb feoabd édntenSAiRBy 6PN ktdrAE: dBVIRe Srithout
overal |l performance. The techni ques herein save the DVR 1101 the

decoding it. When the DVR 1003 plays the recorded content, it decodes the content on the

fly using the recording key. Referring to FIG. 19, the user can select the program
information screen 1901 to see if the program is still transferring. The user can play the
program by selecting Play option 1902 while the transfer is in progress (as described above)
or stop the transfer using Stop transfer option 1903,

[0134]  If the media server 1002 sends an nnencrypted recording to the DVR 1003, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The media server 1002 sends the encrypted recording
key to the DVR 1003.

[0135]  The DVR 1003 decrypts the recording key using the strong key that it shares
with the media server 1002 and stores the recording key. The DVR 1003 can optionally
encrypt the recording key using a local key before storage. The media server 1002 sends the

recorded content that it has stored locally to the DVR 1003, The recorded content was not
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added burden of creating anew strong key whenever a DVR 1102 reboots
or is restarted. It also saves DVR 1102 the burden of decrypting the

strong keywaf 10850d06dpoot or restart. [0140] The DVR 1101 ppijy@bddabd2¥1z
creates a strong connection key, stores it in its local cache 1103,

and encrypts the key using the public key of the other DVR 1102. The
DVR 1101 sends the encrypted strong key to the DVR 1102. The DVR
1102 decrypts the strong key and stores the key in its |ocal cache
1104 al ong WokfbdafieheR BGH 4RI 568416 j_?y‘ﬂeh*éﬁi BREN RS, FRE idllia s
e er of O bR TGNk 581 LOBIIKEY, B lo bafia sBRENIN [0141] I1f o

the DVR 1102hhgRRR S rRborlic dofRhREdcBibting thedo@entiQlt sktRhddatent, t S
status is in the network. It may have been down for a few seconds or

it may have[(ﬁg@ln t TRSPRADDS Grribeds 9B re@R@dBAteMLNO Ko itERRrddYRedidDgithout
requests the strong key fromthe DVR 1101 desi gnat'ed as the nedia

server. Thegd¥ind #0%ee RSO VRA 063 HI9RGh&RYortiéiPdonteht, AR csde@ R GoftBntioh She

| ocal cache 1103, or if the DVR 1102 has not had a strong connection

eStab|iSthﬂ%ﬁQ@;&Qﬁmgmﬁ%ﬂégﬂ, creates anew strong key. The strong
key is encrypted using the public key of the DVR 1102 and is sent to

the DVR 110p1371014R}bte\Mue ¥ dohienieY B%ré £65¥ASthE DY Re 1B YBESht 7b4IeHT
key, it checks the |ocal cache 104 for an entry fromthe DVR 1101

and, if it fbRds SRRt dititsdfRSseetics. Wi %eroir anRplavd B cordte immediately.
encrypted key in the | ocal cache 1104. If the two keys are the sane,

then t he DVRield3atentUs Bferipi&, eV IR UeH3detS fis YR Retckesh hk ayed in the
| ocal cache 1104. O herwse the DVR 1102 decrypts the newly sent key

and stores foisg]encTiPiRehakieosciRAM YNGR kS eqdll, AR L16Ck! néREMK BE does

serial nunmber in a newentry in the |ocal cache 1104. This way the
| ong decr ypidap iheIhieinet. S avoi ded except when absol utely necessary. 1
| NTERNET MEDI A DOANLOADI NG [ 0143] To facilitate Internet nedia

downl oadi ngef PRESERVENGCERPIFICAYE: COBERERCYNOWS
[0139]  Referring again to Fig. 11, the creation of a strong key takes many CPU cycles.
In one approach, DVR 1101 may be required to create and store a plurality of strong keys
for future use at the time that it is designated as the media server, Further, the receiving
DVR requires many CPU cycles to decrypt the strong key upon receipt. This significantly
slows down the DVR’s overall performance. The techniques herein save the DVR 1101 the
added burden of creating a new strong key whenever a DVR 1102 reboots or is restarted, Tt
also saves DVR 1102 the burden of decrypting the strong key after reboot or restart,
[0140]  The DVR 1101 originally creates a strong connection key, stores it in its local
cache 1103, and encrypts the key using the public key of the other DVR 1102, The DVR
1101 sends the encrypted strong key to the DVR 1102. The DVR 1102 decrypts the strong
key and stores the key in its local cache 1104 along with the encrypted strong key and the

machine serial number of DVR 1101.
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a nodification of the digital certificate shown in Fig. 9. Al so,
referring again to Fig. 7, the service center 130 creates the
certificat gy@Ptbbsadabeph i s distributed to DVRs 110, 770. BagusbiRobi
770 will recognize a service entry using a specially-prefixed serial
nunber in the service's serial nunber field 903, for exanple:
FERFXXXXXXXXXXXX, where the "XXXXXXXXXXxX" is used to provide
additional information, such as version nunbers, service provider,
etc. The di y 598 -&g‘?h'- LGl L \BalOls tR& is in th
service, su Ehjs nﬁ?&eci alll%%gg%éal?ns eg%&gjf&g%é?rﬁg’gt Bubslsic klsel;l, ¢
the key fie 04, %%ﬁ i S, fi [ j f Wednl fdnSHa Q@i R
name of theﬁeg%%%'sgt% in?e?%gld? e?‘ss}é‘r%\r%cto?%4 r\?\g@lo%ag?%pn%o%é

PCT/ US2004/ et furwbil 48k DVIE1 8% dubdiE 8 Sr i ko HonF BB VRN 1 Wedigihed as
service server Information and peet unit 1nfofmation. The expifation
date 907 ang, di.gi i QPdnd. DSy BATPaskBIAEh 1T sl calilte
service cegtﬂ%g{e%ggéyg%l?\ %@gtﬁfln@%rénr%stl on P% ‘tgyhe Tq?%ﬁst[is In 213.| I, ocra a
group, of ceptifitGatRs Sed idd &LBlhed HithhSDVRNGO1
[0146] A DVE%gfgt?ggognl;ggqgﬂgﬁégfelce gg%?ﬁ? nu@bereinlthe ’
certificate,and SeAAds: | e B0ty SEEERtd TG bﬂ@@'atmhw
the key fi e?rgé,?%faor exgﬁ%}(@, n%?Tg ie%lge?’isglndﬁ?zoa go etl?lee it s
reachabl e. At 136HL gesnects, the server |ooks up the DVR' s
public key ¥§%§%Uses that to generate any other needed keys. The DVR

does not nefideh0 PAASRTER IIVIKTI02 tkilives 1t AGKYEA srdified S UREKABOREA Bhe

the strong key for the session.and encrypts the strong key wth

DVR s publi I S 3 VR,
[0147] " Once! i seicairy RS REBTECLION EnG Gt HRis o 445V bltRke bRl

the server &Qéncr%ﬂéﬁ in tHeQddBdacHdIEl 09 8 HMBE vV SR HeB8mbBen the DVR 1102

appropriate netadata to describe what it has available and sends i

to the DVR {l0me ﬁmslg%glw&@@%ré@n&y%M%M@d104. tohamviRkandpvauaby
created on a per-DVR basi 5. For exanple, a DVR owner may sign up for

di fferent Kiddd2Qhe newly sent key and stores the encrypted key, decrypted key, and DVR 1101

machine serial number in a new entry in the local cache 1104. This way the long decryption
step is avoided except when absolutely necessary.

L INTERNET MEDIA DOWNLOADING

[0143] To facilitate Internet media downloading from a server to a DVR, Fig, 12 shows
a modification of the digital certificate shown in Fig. 9. Also, referring again to Fig. 7, the
service center 130 creates the certificate 901 which is distributed to DVRs 110, 770. The
DVR 110, 770 will recognize a service entry using a specially-prefixed serial number in the
service’s serial number field 903, for example: FFFxxxxxxxxxxxx, where the
"xxxxxxxxxxx” is used fo provide additional information, such as version numbers, service
provider, etc. The display name 902 is set to something indicative of the service, such as
"Special Videos". Instead of a direct public key, the key field 1204, 1206 is filled in with a

fully qualified domain name of the access point for the server.
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services, such as history, drama, conedy, etc. [0149] Alternatively,
the server can instruct the DVR 110 to send its preference vector to
the server woMboShsokdde server uses to synthesize the apppeRhisdodosin
net adata. The DVR s preference vector contains the user's view ng
habits, e.g., what the user has indicated that he does and does not

| i ke, what he has consistently recorded using options such as a
season pass subscription. The server does not store the preference
vector 10T OfoflRdl} ONiné LerdidiRI 961 oflh SGRESR DG U RISBRE ARbrREAS o $8er i
This preservVesthe user"s privacy and nakes sure the ~prererences are

al vays: ket o s, CNRctuscn 39 9, A0RRLAPOBRRLESTH 1SRAPAL 047212

[0150] The s ard vi nusi c, a oto~trans ace is

d d L,hed .l g. Is
where avan 1 SRECCOTREDHE perklcd port ORI BK T B TRIEH b 8P L srow,
Servers andoﬂ%\é%icg{é?toqia ! s%%e%?gi%fer sl ¥tcf or content from a
service has its assocCi a eéﬁ%ane romthe ceftificate listed. In the

t ont . o . ) ‘
That the aoHE0L CADVRITIABGIS tuediiide St hiiblr 2 0l HlfFsch AN
ser knows f{. . Fli g
soreen 170G RRY S erbink B RRIERe i 1 kof Rl YO Sxaklie, G507 Bbld 1204,
5101° [ o101 Rl Brbuchftht. o nen 3 ShE I LheAl IRLPIoBANARL DAL Eftblio key
downl oadi i
Corver - 1305k b BTk SAME hochel Loy HrAODY RCIoBE R Hood i phsseli iy

as they co k. L r j j

1302 ot al T e Be i@ okl TRk 5t PR BeAnledifdng Koy
1302 can | gl cﬁﬁﬁ&ﬂh% are no
cl ones of E@E&ﬂggggggkﬁggﬁﬁg E?%%ﬁ%%ﬁz ?EHV|deo ?%%n1another'lP

addr ess. Throé%fgcor @)Fée?(%tﬁlﬁﬁ'caﬁbéﬂ e?ﬁblﬁﬁ@cﬂmfs BvRO1 10 dafd %&gh&%ﬁ%emr for

track the th of tine a user has his DVR 1303 signed up t
downl oad Vi de@nt

[0148] The server synthesizes the appropriate metadata to describe what it has available
and sends it to the DVR 110. Since the metadata is synthesized, it can be uniquely created
on a per-DVR basis. For example, a DVR owner may sign up for different kinds of
services, such as history, drama, comedy, etc.
[0149]  Aliernatively, the server can instruct the DVR 110 to send its preference vector
to the server, which the server uses to synthesize the appropriate metadata. The DVR’s
preference vector contains the user’s viewing habits, e.g., what the user has indicated that he
does and does not like, what he has consistently recorded using options such as a season
pass subscription. The server does not store the preference vector information; it simply

- discards the information after use. This preserves the user's privacy and makes sure the

preferences are always kept on the DVR 110,
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[0152] When the user selects an entry froma server 1301 to transfer
to a DVR 1303, the DVR 1303 contacts the server 1301 and requests

t he appropi@tgso®esea obj ect. At that point, the serverpckiloGamhiz
record 1302 that the programis bei ng downl oaded, which may al so

include an entry into a billing system etc. [0153] The records can
be queried on the service center's Wb site by g user 1304 so he can
easily check his bill. [0154] Referring to Fig. 14, a domai n-nane

?Fgg'l: t: gz ?éﬁ?‘ﬁl?alac33%5’%3%@%?%3%%?%“@%‘?@&%# R ot
ctc. This af i o tS 838 A S meBE et SR BRI R Sh L B pyR
ray. §nvol ve it Ry MERR ochAr A TR SORADKA S0, XE by L EED ki
1403, 1404, * 5B TR ot A EAo BT B RNARARC U BeBED DR Bl

T B LB LM BR3P

with third party server ates

its responsihiili 4 I I by I 1

request IOf r ohqg%éﬁe&h?)@&g’%% {%ﬁitﬁ%"g‘g%ﬁlﬁ éé%énrt )flf(r)?j ét%%ﬁ%%f{egﬁgﬁem
contacts t hlﬁ?(gl %%ﬁ%gstﬁéﬂﬁﬁe &49@40 ‘c?%lt %duf g 1?@?;1@?\% 26 gﬁ’d"f’lsé WaT ¢ content

allows a th rty server to judg y Itse I's overl oaded or

cannot hand I . J. USING A DVR AS AN

ENCRYPTI ON E‘?&%ﬁ‘}ﬁnﬂﬁf@ﬁ%ﬁo&&%ﬁﬁﬂ%%%‘39‘?‘6 Fig. 15, content to be

provided to VR ; L Bidrdsdliy aen &9@

cont ent ser\[/(gP 50%{?%3?1%%1}5%'5% |rdﬁllgtaarlgf{'/'}Jtel‘é‘!:os'?létden){n%i se?%er.&%ﬁegpﬂorﬁa
Qitl 16 he

content serygfehagil gg%;{_ﬁe Qfer 19E TRECETS 1861 ﬁﬁ‘%ﬂi‘g i dRfid D

DVR s encryption t I ques or architecture. R 1502 |sS sed’to
encode and gRAENPhorh BAVEGARHRY comd BE This allows the server 1301 to maintain a record 1302

of all DVRs that are "signed up" to download video. The record 1302 can later be audited to
ensure, for example, that there are no clones of DVRs accessing the downloadable video
from another IP address. The record 1302 can also be used for billing purposes to track the
length of time a user has his DVR 1303 signed up to download video. l

[0152]  ‘When the user selects an entry from a server 1301 to transfer to a DVR 1303, the
DVR 1303 contacts the server 1301 and requests the appropriate media object. At that
point, the server 1301 can record 1302 that the program is being downloaded, which may
also include an entry into a billing system, etc.

[0153]  The records can be queried on the service center’s Web site by a user 1304 so he
can easily check his bill.

[0154]  Referring to Fig. 14, a domain-name redirector 1402 can be used that redirects a
connection from a DVR 1401 to one of a group of third party servers 1403, 1404, 1405.

Redirection may occur based on load, the domain-name prefix used, etc. This allows the
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DVR 1502 has a fast network engine and functions as an "encryption
pipeline". Data is sent fromthe content server 1501 to the DVR
1502. The BRobbo@dsgncodes (if needed) and encrypts theddaisgomhile:
witing the data to its |ocal storage device. The DVR 1502 t hen
reads the data fromthe | ocal storage device w thout decrypting, and
sends the data over the network to a target DVR selected from anong
DVR 1503, 1504, 1505. [0157] Anot her approach provides the third
party contept.. i 1SSl it 3

Er%}r%&‘ Bohd: 1 eliflect ﬁé‘si E%Jf%@%f%%@a%@s Qrvéy! Re&%ﬂﬁcﬁﬂh% 1% 2

is sent fro e content serve R 1502 wusing t

cont ent serye%roﬁevglg&r%ggeih?gu%ﬁggﬂﬁ%emghe DVR 1502 decrypts the data

using the content server ecryption techni que. The DVR 1502 then

encodes (i f {(ﬁgg}ge% % in AN ERbR o ‘fﬁbﬂ‘&n&&?de@}ﬁaﬁ g F:é(r%% é'7e% 1403, 1404,

t echni que) ata while witing the data to 1ts |oca

2005/ 060660, RfsT };&J-ﬁ?aﬁg%é RAR 21V R 4O QB AeibGiEd by 6 1M Paky QavENRBIE The

reads the data from | ocal stoyage device wthout “deCrypting, and

sends the d r I g
VR 1503, | 2Son OBl B Ep o ek b R, T e Y

supplier do , i 11i i i
pp & fe1d)tes hﬁafﬁ%at%ﬁﬁﬁjﬁaestte tl_ﬂf%art?‘é‘é}%értmg@by féfdﬁé&ﬁ@'ﬂ%g@%?ﬁ&l}%rﬁﬁﬁ

DVR crypto chip, encryption techniques, or addressing Sche

further redpggsdoig, nm%aﬁpsémrhm YR Q961 Heh can@&%rtﬂg%{\%mm for

party suppliers into the content server network. K _
CONTENT VI AyEMMNdnt Ehad] 7% a@%%ﬁﬁ%g%aﬁggéﬁ% \t/& §€Wit@1ﬁfiﬁ.\g?5rldaﬂe@&y

of the foregoing enbodi nents can a any ot

mechani sm t@ﬁ&og%dﬁ%rrgﬁegqggﬁ?geas&be approaches described herein
allow the DVRs, as clients of the nedia server, to access nultinedia

content such @SINGUSHIR AS ARENERUPIIONPIPERIRAt Stored on nedia

servers. However, because the DVRs and nedia servers nmay have access

to the Intefieh} tRereuY8Mg 162dnilAto 85 b@VRRY & MOVRDG03, 1504, 1505 can
initially be produced by a content server 1501, such as a third party content server. The
content server 1501 does not have access to any information about the DVR;s encryption
techniques or architecture. A DVR 1502 is used to encode and encrypt the content. The
DVR 1502 has a fast network engine and fimctions as an "encryption pipeline”. Data is sent
from the content server 1501 to the DVR 1502. The DVR 1502 encodes (if needed) and
encrypis the data while writing the data to its local storage device. The DVR 1502 then
reads the data from the local storage device without decrypting, and sends the data over the
network to a target DVR selected from among DVR 1503, 1504, 1505.
[0157]  Another approach provides the third party content server with secure
transmission of its content. Data is sent from the content server 1501 to the DVR 1502
using the content server’s encryption technique. The DVR 1502 decrypts the data using the

content server’s decryption technique. The DVR 1502 then encodes (if needed) and

encrypts (using the DVR’s encryption technique) the data while writing the data to its local
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physi cally housed on any given nedia server. [0160] Accordingly,
content can be nmade available to DVR users by arranging for a server
to processwp sie€cdoado file containing: Actual content (iparidReoceimof
JPEG WMP3, or MPEG files, for exanple). DVR configuration settings,
for exanple, recording schedul es, database nodifications, content
preferences, etc. "Links" to another server or to the content stored
on anot her server, located potentially anywhere on the Internet.

[0161] Such stt)i'agg geﬁ@cﬂr T DV 0536 el 1Bads G %&g Hedodhl &oﬁggéiiévi&rwithout

I nt er net down wo exanpl e scenarios are described ow t hat
demonst r at ed%gﬁst%g?%a@}nd;% 6 Gethe T(et@m-ma!ﬂr LR RYRted B3n Wabng DVR
2005/ 060660 I 004/ 042212 0162] Referri né to Figs. 22 and 2g3 a
typi cal hou§ﬁj3<’)llgb4p\1/§g)5$etup 2201 is shown. Assune only the nedia
server 2202 has access to the Internet 2205. An enmil author 2204

creates a cgjkgnt ws%n%éﬁfnﬁléttﬂﬁf dang cSRbAWREDier 08 nlfré Ba9e adcds to an

exanpl e, contai'ns the actua bi nary data for several inages in JPEG

format (it eaRiHGOMhRtaYbduYRE DAR %5 8Rib) enciypion FOIHIGRE, o hiidedsing

emai |l ed as an attachnent to a user accessesS emmil romthe sane

conput er 1 UNHeREs, U GurfRfieBu R 81 Bine4d BirkeMaRISB RO F RBTPIIHIE A @ barty suppliers
mechani snms other than enmail maybe used in alternative enbodi nents:

[0163] The Ysehe'c6ads Lhe /ML and, if he is interested in the
content, the user selects the attached content file, invoking the

medi a serve A¢dNe eOPGENTOIAPM AN, file. The media server 2202
adds information about the inmages to an internal database from which

cont ai ner Eeis%pd atad)deddiibed s8aYe, A Bt sHRREE; f @R FoRdBoih@ bi®bodiments can
generated. [0164] The user goes to his DVR 2203 and acceSses the

"Music & Phgt 99, DORL bf £y\0iiRr mechanism that can serve content. The approaches described

herein allow the DVRs, as clients of the media server, to access multimedia content such as
mﬁsic, video, and photo content stored on media servers. However, because the DVRs and
media servers may have access to the Internet, the content need not originate nor be
physically housed on any given media server.
[0160] Accordingly, content can be made available o DVR users by arranging for a
server to process a special file containing:
¢ Actual content (in the form of JPEG, MP3, or MPEG ﬁleé, for example).
¢ DVR configuration settings, for exarmple, recording schedules, database
modifications, content preferencés, ete.
e "Links" to another server or to the content stored on another server, located
potentially anywhere on the Internet.
[0161]  Such files can be provided to the DVR users via email or Internet download.
Two example scenarios are described below that demonstrate how content can be sent via

email to a DVR.
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his tel evision set, causing the DVR 2203 to request contai ner
information fromthe nedia server 2202. Anong the other containers
of avai | ablyg, £98488k Shown in photo content screen 210%C$‘EJIS%04/\3/§%¥12
t he user can now access one with inmages fromthe content file. en
the wuser issues the command to view one of the inmages, the DVR 2203
makes a request to the nmedia server 2202, which consults its
i nternal database to render the appropriate JPEG data and pass the
data to the 22 e [ 'qggﬁ Hser. and
does not s{@?{g t h%%%‘enng%em?}rggi %%%%ozga‘?%’%@éﬁg’%ﬁajé‘w ce’ ﬁ%%ﬁtﬁslgghoévgh
use trickpl f I J I u ! t
A5 AR SRl bl o8 b s BNG) By B0 0 oft iy bty 24

&
forward, pause, erse, play

orver 2302 CRavo Ebicr it ity R MR Fe D Blo b 16 QURRE? OBl e B 0
R T

nore conten es, Ssuc musi C ouse e CO

56 35het ool P et e P ILE bl o e
(Ldeal 1Y) SESERTE AR be LEBNE POTMEN Sl R\ BBy,
in the contgﬁ§é?£g§%%§g%laﬁ&ﬁﬁ$ge ﬁgrcaﬂ%ached content file, invoking

the nedia ser to process ontent file. The nmedia server

2302 adds i st g, aboke bOSHERRIELRLeH hEhsk meicgﬁtgﬁtp?%g%?%ﬁ%ﬁszﬁe

fromwhi ch “contai ner rmation cah be | ater generate

custoner gogs,.h iy g%%g%%%ﬁ?g 26 §GVED20D R apr%é§§ the ?oﬁm?i?es "The media

feature, causing t o request “contdl ner 1| nformatton from

the nmedi a Seryehi@B0Rs infOHREN iRt Bk ﬁﬁﬁﬁ%%‘%}ajﬂ aF%aS%ba?t%’%&ﬂ: WU container

content shown I n nusic content screen e custoner

can now accgrges[acg %&Qﬁgﬂaﬁ{%&%ﬁgeg Qni.ent server 2306. When

t he user issues the comman ay one of the nusic files, the DVR
2303 access ﬂﬁﬁkf‘e The user goes to his DVR 2203 and accesses the "Music & Photos" feature via

his television set, causing the DVR 2203 to request container information from the media
server 2202. Among the other containers of available content shown in photo content screen
2101 (FIG. 21), the user can now access one with images from the content file. When the
user issues the command to view one of the images, the DVR 2203 makes a request to the
media server 2202, which consulfs its internal database to render the appropriate JPEG data
and pass the data to the DVR 2203. The DVR 2203 displays the image to the user and does
not store the image on its local storage device. The user can use trickplay functions on the
multiple photo files such as fast forward, pause, reverse, play (slideshow), etc.

[0165] In Fig. 23, a household DVR setup 2301 is shown where both the DVR 2303 and
media server 2302 have access to the Internet 2305. An author 2304 creaies a content file
with authoring software. The file links to one or more content files, such as MP3 music

files, housed on the content server 2306 and served via HTTP. The content file is emailed as

-30-



content server 2306 directly over the Internet 2305 to retrieve the
appropriate data. The user can use trickplay functions on the nusic

files SUChvﬁimﬁgﬁ&m&Pr“ard’ pause, reverse, play, etc. PE&ﬁﬁ@@@@%ﬁﬁf

of through e music is displayed to the user through a

television set wusing a replay bar as shown in FIG 8. The DVR 2303
does not store the nusic on its storage device for copyright
protection. [0168] As noted above, the two precedi ng exanpl es can be
used for any type of content that a DVR can use_or display. If

conf i gur at i ShataRRBIER 3 BT WEO (deally) 2cgesssipanathfiomptho saryf $qmpUisr ghnming{he
configuration_information on its |ocal storage device and use the
confi gur at i BEH2sEVE2H8Ei on to configure itself. If video is received,
t he DVR 2303 can store the_video _confent on it ,I&Fal st or age d?vic
for later plH§¥lackThyueehesadstar smaihand,Kap Indferegied i P ERFIythe fohedlsoste
on the video content such as_fast forward, pause, reyerse, play, slaqw
pl ay, framaﬁ%y@ﬁOBJ@f‘Eéjleh’ﬂYP% DBEHB EBEB G B RSB, 7’6‘2?2@4“1%16' %@fé‘@?foha

DVR users coul d use the appr.oach to share content w each_ot her via
emai | . For S@¥earpyierddsméorgetion ghoyt e SREnt £15s et w@maigét?baae Eomagh
file wwth links to personal %ﬂotos hoysed on the first custoner's

PC. [0170] SEAIBEFHBERANOREFEISHERH F@ ur t her useful for third party
vendor's, L0 TRBHC! 415 o SN Ra O i ST e S Ph o B,
win ik o NERAESbental e AL songs BT THL E e LY
e e oSN Rl MRLASSe g, Lot could el 2 Con el
L1721 L 55, L RgoLnd,SREFLLLSaL O A0 LRLSOL Lo NES D50, e
hovever, beth%\{lise(%?sgaest éa éon%ln%egd%g f)la%gé (];f tﬁéa rtnlus(,)lcr:] ﬂeg,qge DVR 2303 accesses the
content server 2306 directly over the Internet 2305 to retrieve the appropriate data. The user
can use trickplay functions on the music files such as fast forward, pause, reverse, play, etc.
The progress of through the music is displayed to the user through a connected television set
using a replay bar as shown in FIG. 8. The DVR 2303 does not store the music on its
storage device for copyright protection.
[0168]  As noted above, the two preceding examples can be used for any type of content
that a DVR can use or display. If configuration information is received, the DVR 2303 will
store the configuration information on its local storage device and use the configuration
information to configure itself. If video is received, the DVR 2303 can store the video
content on its local storage device for later playback by the user. The user can use trickplay

functions on the video content such as fast forward, pause, reverse, play, slow play, frame

step, efc.
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changes maybe nade thereto w thout departing fromthe broader spirit
and scope of the invention. The specification and draw ngs are,
accor di ngl Yyo tRsh@eEegarded in an illustrative rather tﬁmﬂ]ﬁﬂ 4/042212
restrictive sense. -41 CLAIMS Wat is claimed is: 1. A net odOfor
sharing nultinmedia content using a digital video recorder (DVR), the
met hod conprising the conputer-inplenented steps of: receiving an
email, on a nedia server, containing a content file; wherein the

n ser ver, “cont ai . |
contont, cOtPgur BRaa PR b Aprt R e AR TR bl bR,

X | o'
File 1romthE SRETH O P goultaf o Bl g AN eR (1E bR Aol poRBhetBhoto

the content, file t re.the ntent file to a content database;
and in resp%%ugﬁf?rbt?‘s%ésgg%ﬁ%&gggr& command at the DVR, receiving, at

he Cor b b b RIS st st

t he content e t0 a as recl

wh inth di i '

vhe o1t 5L B 5TRYSLs b P, Ryl AT 16 K b’ g b

furth oo Do : - £ o

cont ont dut pa0g SnBR AL LG IREOAARM S GENER, 1 € 10 LIR
(s i Ui on. : ; ) .

ednonse t oM AixEbaH nakidfe LN Ro anplobh Al My RbE TRl

4 furth e . ! . he .

CE1 et r om o 7 SRl EOCeBEs Bt pELAUR RoicBlig el R U odlif RN

Claimb5, msﬁo%sfh&éﬁﬁsela\éﬁlﬂébipdﬁi&ﬁ&s&e nmet adata i nformation to

[0172] In. the foregoing specification, the invention has been described with reference to

specific embodiments thereof. It will, however, be evident that various modifications and
changes may be made thereto without departing from the broader spirit and scope of the
invention. The specification and drawings are, accordingly, to be regarded in an illustrative

rather than a resirictive sense.
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the user, and wherein the user selects the content file. 7. A nethod
as recited in Caim1l, wherein the DVR requests the content file from
the nedia server. -42 8. A nethod as recited in Caiml, wherein
receiving the content file fromthe content database by the DVR
conprises the nedia server stream ng the content file to the DVR
wherein the DVR plays or displays content contained in the content
file, and wherein the user can per%gl ckplay functions on the

pl ayed or displayed content that in any of: fast forward,
pause, Wauwiindainpdday, slow play, frame step, or slide show 9. A
method as recited in Caim1l, wherein the content file contains a
link to content on a server, wherein the DVR accesses the server
directly oveg nfehﬁ)dlf&ts%%ﬂﬁ'é m'i.lﬁnﬁe%;ar oMt ﬁslﬁ?gagf%ﬁﬁle\}?&eo%cc;r@& (BYRY Ghe
wherein the DVR plays or displays the content, d wherein the user
can perfor mm¢th@£<}:ﬂlla3n8fngﬁb¢ ¢Qﬂwt@ﬂnmi@1@t@>ﬁmsof d| spl ayed cont ent

t hat incl udes f tod QL war sl ow pl ay,
frame step, or%g%( 1&1% g etn%ﬁ TI) fnﬁ@ gerblglfg?rgam Cgﬁglrlft#\& mul ti nmedi a
content using a{hehegnthabonwﬁﬁdb doatiisday of: MR, con&ﬁfmfdes cOgentgpHadiéctent,

server; a content database on.the nedi ?nferver a nodul e for
recei ving an emai | PHPTH BT MAB A ik s) 19 ORtephYoRE AN & &Py er
wherein the coptgffonid b fﬁ&ﬂisé’ﬂ ddgnM sOfeetiUEL Cot AN & ram Yhel8 il on the

content, photo content, configuration information, links to content
stored on a server, madiprsertitrethe redia ervee syorsmatthe gontant Gle ta store o nontend

sel ecting the conte mai |l on the nedia server,
processing the cont@tﬁtt(g?!c&t&{t%mat’%r%ea %he content file to the content
dat abase; wher iirmsponserte apectsid user camsiesnd adthe DR aecaiing] aathe MR BvRcontent

the DVR receiving the .
9 g‘le from the content database and presenting the content file to a user.

2. A method as recited in Claim 1, wherein the media server is any of: a PC, DVR, or any

other mechanism that can serve content.

3. A method as recited in Claim 1, further comprising:

adding information about the content file to the content database.

4. A method as recited in Claim 1, wherein the DVR requests information about the content

file from the media server in response to the second user command.

5. A method as recited in Claim 4, further comprising:

sending metadata information about the content file from the media server to the DVR,

6. A method as recited in Claim 5, wherein the DVR displays the metadata information to

the user, and wherein the user selects the content file.

7. A method as recited in Claim 1, wherein the DVR requests the content file from the

media server.
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content file fromthe content database and presenting the content
file to a user. 11. An apparatus as recited in Caim10, wherein the
nmedia server is any of. a PC, DVR, or any other nechanismthat can
serve content. 12. An apparatus as recited in Caim 10, further
conprising: a nodule for adding information about the content file to
the content database. -43 13. An apparatus as recited in Caim12,
wherein the DVR requests information about the content file fromthe
medi a server in response to the second user conmand. 14. An apparatus

as recig.ed iAndtaidms iited ur Clagi 1 CORPEInFedRYingthaentka 16 fromaReidi@ent
net adat a |nfdoﬂgat|o E)ut the. content file fromthe nedia server to
48

the DVR 15 YR epannrises the gredis servar sirepming e centptife torshiD VR,
di spl ays thewﬁ@élﬁ@eet@vwbﬁg@ r&?afsﬂays dRtdnDEoMSRED AT oMRSE Bich aﬁMééaﬁ%he

selects the content fil . An apparatus as recited in Cfaim1
wher ei n t he USRan pguiewt mc!(hl@y Gmetiemstonf the plafedoon dispdayededitentsleat wetuded Fny

11 e rom ¢ BB bt A B B F R e TRbTa Sorver

streaming the content file to the DVR  wherein the DVR plays or

di spl ays content contain n.the content file, and wherein the user
can per -or m# Pethe &%f/@%‘ﬁ@t@éﬁélnﬁh?ﬁéﬂlﬂ%’ﬁ?‘%t@F%P@&%J%%W%Pna

that incl udegranyvheRiin theaHR bQMRE the sBRYS@irect S\ W Ghe H'Jtéﬁfet t§l’é?1‘f\évgltl§ey
frane step, or siide show 18. An apparatus as recited in O ai m 10,

wher ei n t he centsniean the pergercwherainribe B VIR plkystay dwme the content awbwherin the
wherein the u@éﬁaﬁ rﬁ?t?‘lcg(ﬁgy AU &ls 0(?1 gﬁlta%%ﬁ ﬁg c?nQen r‘d{]a? mc&u%es any

retrieve the con e’ server,

di splays t h@f.cfaﬂtfma;d,@auhey\mm platyhﬁowtp@rr ﬁmaa stﬁp,l‘cfr@hdiﬁ stifowckpl ay
functions on the played or displayed content that includes any of.
fast forward, pause, rewi nd, play, slow play, frame step, or slide

show. 10.  An apparatus for sharing multimedia content using a digital video recorder (DVR),
comprising:

a media server;

a content database on the media server;

a module for receiving an email containing a content file on the media server;

wherein the content file contains any of: audio content, video content, photo content,
configuration information, links to content stored on a server,

a module for, in response to a first user command selecting the content file from the
email on the media server, processing the content file to store the content file
to the content database;

wherein in response to a second user command at the DVR, the DVR receiving the

content file from the content database and presenting the content file to a user.

11. An apparatus as recited in Claim 10, wherein the media server is any of: a PC, DVR, or

any other mechanism that can serve content.

12. An apparatus as recited in Claim 10, further comprising:

a module for adding information about the content file to the content database.
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19. A comput er-readabl e nedium carrying one or nore sequences of
instructions for sharing multinmedia content using a digital video
recorder (DVR), wherein execution of the one or nore sequences of
instructions by one or nore processors causes the one or nore
processors to performthe steps of: receiving an enail, on a nedia
server, containing a content file; -44 wherein the content file
contains any of. audio content, video content, photo content,
configuration information, or link(s) to content stored on a server,
in respnse Awappafdtussds rerdted icOhurand, wiedreia thalg VRhequentiebimdtionabbutahe
the email on the di a,server, the nedia sgﬁver processi ng fhe

content fil &°Ptsntlilsom the medi sepier myieReniciodhe sprphiseHeRmBak: and in

response to a second user command at the DVR, receiving, at the DVR
the content file fromthe content database and presenting the
cont ent14 i | e\n @pparatissess recdigd innClasn du farthereqawbibiagmedi um as recited in

Claim 19, m@q{lgm%fgp Ge . Aetaddey %&"{fﬂrﬁa{l&lp glio(?lft Kleccgﬁ%?& ﬁlQ\f(l%m tgé gﬁg}ﬁ server

ot her nmechani'smthat can Serve conten er-rea

medi um as recileddVRN C aim 19, wherein the steps further conprising:
addi ng information about the content file to the content database.
22. A conputer-readable nediumas recited in Caim19, wherein the

DVR 1 equest san ipphrinitds ir@ite@R00tih 12, wIRntia Mle IT)VR%J:?lé?yﬁ‘tﬁélﬁetH@ﬂ& fformation
server in response to the second user conmmand. 23. "A

conput er - r e 3814151 usenalyl Wheraia theeser sdedtviherententfde. wherein the steps
further conprising: sending netadata informati on about the content
file fromthe nmedia server to the DVR  24. A conputer-readabl e

medi um s r i ¢ppdratus aClrenited 23C1awh é6,evier¢ih che IVRRdE@rbayie dohent file from the

media server.

17, An apparatus as recited in Claim 10, wherein receiving the content file from the content
database by the DVR comprises the media server streaming the content file to the DVR,
wherein the DVR plays or displays content contained in the content file, and wherein the
user can perform trickplay functions on the played or displayed content that includes any

of: fast forward, pause, rewind, play, slow play, frame step, or slide show.

18.  An apparatus as recited in Claim 10, wherein the content file contains a link to content on
a server, wherein the DVR accesses the server directly over the Internet to retrieve the
content on the server, wherein the DVR plays or displays the content, and wherein the
user can perform trickplay functions on the played or displayed content that includes any

of: fast forward, pause, rewind, play, slow play, frame step, or slide show.

19. A computer-readable medium carrying one or more sequences of instructions for sharing
multimedia content using a digital video recorder (DVR), wherein execution of the one or
more sequences of instructions by one or more processors causes the one or more
processors to perform the steps of:

receiving an email, on a media server, containing a content file;
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metadata information to the user, and wherein the user selects the
content file. 25. A conputer-readable nediumas recited in Caim19,
wherein the DVR requests the content file fromthe nedia server. 26.
A conput er-readabl e nmediumas recited in Claim19, wherein receiving
the content file fromthe content database by the DVR conprises the
medi a server streamng the content -45 file to the DVR, wherein the
DVR pl ays or dj taihedq.n.the content file, nd
wher oi ¢ he. st BelRe SARLE He SN BFY MeloSnERENRER bisp g fortent
di spl ayed content tdudiiguiatich inde@saginy, wflinkfspstcoh@hnasdd opauws®er, r ewi nd,
play, slow play, frame step, or slid how. . 27. A ut er -r eadabl e
nedi um as reci %‘é&sﬂoﬁsedoé‘ifﬁ?ﬁ‘@?r AR r?elgﬁté“gc%ﬁ{“érﬁfntf%i?ggo@ Hngikorgthe
link to content on AedigkdOr hMHIR frdch BrdMRRAEE SRRt G0 SREYAE content
directly over the Internet to retrieve the content on the server,
wherei n the DVR pl afl§ top ceiteldalphasehendcont ent, and wherein the user
can performtrj ' r . .di t

Chat "1 nol udes"aay cate PEAEkAIeRaghnatl BETR el JER 08 B Lgren
frame step, or sli diledtvmwthe codiént database and presenting the content file to a user.

20. A computer-readable medium as recited in Claim 19, wherein the media server is any of:

a PC, DVR, or any other mechanism that can serve content.

21. A computer-readable medium as recited in Claim 19, wherein the steps further
comprising:

adding information about the content file to the content database.

22. A computer-readable medium as recited in Claim 19, wherein the DVR requests
information about the content file from the media server in response to the second user

command.
23. A computer-readable medium as recited in Claim 19, wherein the steps further
comprising:

sending metadata information about the content file from the media server to the DVR.

24. A computer-readable medium as recited in Claim 23, wherein the DVR displays the

metadata information to the user, and wherein the user selects the content file.

25. A computer-readable medium as recited in Claim 19, wherein the DVR requests the

content file from the media server.

26. A computer-readable medium as recited in Claim 19, wherein receiving the content file

from the content database by the DVR comprises the media server streaming the content
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27.

file to the DVR, wherein the DVR plays or displays content contained in the content file,
and wherein the user can perform trickplay functions on the played or displayed content
that includes any of: fast forward, pause, rewind, play, slow play, frame step, or slide

show.

A computer-readable medium as recited in Claim 19, wherein the content file contains a
link to content on a server, wherein the DVR accesses the server directly over the Internet
to retrieve the content on the server, wherein the DVR plays or displays the content, and
wherein the user can perform trickplay functions on the played or displayed content that

includes any of: fast forward, pause, rewind, play, slow play, frame step, or slide show.
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