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10/ 11/2006 1 DESCRI PTI ON | DENTI FI CATI ON | NFORMATI ON

PROTECTI ON METHOD | N WLAN | NTER-WORKING 5 FIELD OF 10/11/2006

THE | NVENTI ON The present invention pertains to the

.field of wireless data communicati on, and nore
particularly, this invention relates to the provision

of service in the wireless LAN (Wreless Local 10 Area
Net wor k: WLAN) environnent to the nobile user coni ng
from other networks. The gnvention, s used for the
control of the access of the resource of the WAN for
the nobile users, in particular, the authentication,
aut hori zation, and accounting issues. 15 BACKGROUND

ART A wireh ﬁ%lki\&%ﬁoﬁ R BSRih ST IR AR SRR Al ARSH

system irrp enment as an extension to, or as an

alternative for, Ne%LAﬁAEé\TT%& %%RE{%QI o frequency

(RF) technol ogy, VVI re ess transm t and receive
data over the air, mnimzing the need for wred
connections. By this neans, wireless LANs conbine data

caiRpest by EIHEV\Q:I{T@ENL?%NHDU lity. Wreless LANs have
gained strong popularity in a nunber of vertical

mar ket sy b NGLUdINRG itRen1ed) gggegﬂﬁ gtﬂ{ézglﬁ%d of wireless

manuf act uring, war ehousi ng, academ a

Iageékem%nmex@l&ﬁofaha%ﬁerm *hgl g}l 1&\@ &Mvgﬁwénrelates
of using hand-held term nal s not €ébook conput ers

t oot bl 1064 128 vice in the wireless LAN (Wireless Local
Area Network: WLAN) environment o the mobile user cbming from
other networks. The invention is used for the control of the
access of the resource of the WLAN for the mobile users, in

particular, the authentication, authorization, and accounting

issues.

BACKGROUND ART

A wireless LAN is a flexible data communications system-
implemented as an extension to, or as an alternative for, a wired
LAN. Using radio frequency (RF) technology, .wireless LANSs
transmit and receive data over the air, minimizing the need for
wired connections. By this means, wireless LANs combine data
connectivitywithusermobility. Wireless LANs have gained strong 7
popularity in a number of vertical markets, including the'.
health-care, retail, manufacturing, warehousing, and academia.
These industries have profited from the productivity gains of

using hand-held terminals and notebook computers to transmit
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2 real-tinme information to centralized hosts for

processing. Today wreless LANs are becoming nore 10/11/2006

wi dely recogni zed as a general - purpose connectivity
alternative for a broad range of business custoners.
5 Wrel ess LANs offer much hi gher access data rates
than do cellular nobile networks, but provide |imted
coverage --- typically up to 50 neters fromthe radio
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stardied skh n the WLAN and 3G network
inteﬁlmgrkgﬁé%#géags. In 3GPP [ Non- patent docunent

11, a f@i‘ﬂe?!‘els%it]%qé\gé UG L EROLH Pg@teﬁgg‘.@ﬁ%gge SteaEFﬁ]gEgissthan do

15 docunent de the scope er - wor
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i nter-wor ki ng 20 scenarios were given. Al's
fHREt b9k @hd egy) t 108501t 0 . - N
[Non-pat%%? docgﬁgﬁfggﬁ,:& gggg%é#igégggggﬁﬂéEﬁﬁﬁﬁE?d-Seerce

fes the Sunetionsy & bodHteR! 162t ?ﬁ@)’li%c‘ﬁ%%%orgg,f glr'ze WLAN

control, and charging, are discusse Some net ho

thest au ' [ aLehLpV { THhay N
o s Lome e ealgRt el Tk kTR b i

o AR R RS B Sy on e
WLAN and 3G network inter-working issues. In 3GPP [Non-patent
document 1], a feasibility study report has been released. This
document defined the scope for the inter-working, and also the
usage scenarios. The inter-working scenarios are described in
detail, and aredivided into six stages, from the simplest “common
billing and customer care” to the most sophisticated “access
to 3GPP CS services.” A few requirements er the inter-working
scenarios were given. Also, in a function and requirement
definition document [Non~patent document 3], the detailed
requirements for the functions, e.g. authentication, access
control, and charging, are discussed. Some methods for the
auth.entication are investigated. They are mainly based on the

UMTS AKA, and GSM SIM solutions. No solution about the other

aspects, e.g. access control, and charging, is given. These



3 docunents are not finalized yet, and there are

wor ki ng groups actively working on them A draft is10/11/2006

avai |l abl e for using the AKA schenes over the EAP

nmet hod [ Non- pat ent docunent 4] It enables the use of

third 5 generation nobile netwdrk aut henti cation
infrastructure in the context of wireless LAN and

| EEE802. 1x technol ogi es through the EAP over

Wi &k 88sh t I RE-PHRR ?E‘hﬂige&tyéts te{}?c? efrreegl%'er %8&&4@ groups

subscri ber |dent|ty nodul e or” si'm

'“%Eﬂfﬁélinﬁd%ka.ﬁﬁ " @g% Lpe avail abl e for all the

mobi | e dévi ces e 10 EAP- AKA schene woul d-

require g ﬁ‘%a‘f%eﬁssa‘!fﬁﬁabfe cisanidieyt e Aﬁ%cﬁ&t&? over the

EAP server when the user gets flrst connection to

Thixp fkghbdl ﬁ@éfn-tﬂ?cé’l%ﬁo%uhgﬁetﬁi' cat bﬁﬁbi%gﬁ@hks%”of third

to entity (a nobile user comng from ot

elgenk rbfabn Sob 88 ARG, EREN FPRLE £ot &N SwcHSe in the

schene uses a chall enge 15 nessage -response
MpeRaBk$ NG NG WELRL Aty Grl Yﬁﬁﬁ@@@?fﬁ tfe‘?;rhrltdl%ﬁles through the

aut hentication. The IEEE 1s al so working on

auhpests£afi 0 d S5 UeB el 9 ob 118 WilkAN;  The %@%ﬁ%@z %ﬁlres UMTS

[ Non- pat ent docunent 5], which 1introduce

9BMB§C§1§@L’UEH@Ht19¥ WSERGe EAP imﬂ@@tﬁﬁtv&ed%fam@s This

6] on top of the Ethernet environnents. The proble

Wi Bhttnbs bBahvhiigly #0F ks T armd heEhherst; s th8s0, the
FDDI / Token Ring MACs. To nmake it work on ot
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only provides a basic way fo usi ng the EAP neth

f eenauthetid @il grrvardyhbs @Hé Ugde S Olditd oM 25 %'nln ction to
relies on the individual EAP nethods depl oyed. Al so,

this Thbs kniigies Nolk adi eserany iQfdher AReGLy iArbRBation to
i nter-working, 10/11/2006

entity (a mobile user coming from other network, etc.) that is
ear~dropping the mobile terminals. The scheme uses a challenge
message -response mechanisms and symmetric cryptography for the
authentication.

The IEEE is also working on the authentication issues for
the WLAN. The IEEES802.1x [Non-patent document 5], which
introduced the EAPOL, gives a solution for using EAP [Non-patent
document 6] on top of the Ethernet environments. The problem
with it is that it only works for the Ethernet or the FDDI /
Token Ring MACs. To make it work on other technologies, some
adaptations must be made. This only provides a basic way for
using the EAP methods for authentication, and the actual solution

still relies on the individual EAP methods deployed. Also, this

work does not address any other aspects in the inter-working,



4 e.g. access control, QS, etc. |IETF has an AAA

wor ki ng group [ Non-patent docunent 7] that focuses onQg/11/2006

t he devel opnents of requirenments for authentication,

aut hori zation, and accounting for network access. They

base the 5 work on the Di aneter4subni ssions. There are

ot her working groups also working on issues rel ated

to inter-working, e.g. SEAMOBY group [hbn-pgtent

do n QQQ: Pl r [ Non- pat ent ocunent

Q]Qgggu%cﬁ%%ﬁ 0 %%é;ﬁ ggggaggﬁﬁing | P based

envi ron e not . i fic t AN
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e PR bR ARt o e Rp g aftte ' (icifpacent

di'scl 6sed to the W.AN

r gbatin@fshd PSput -Hbgte{)P (S em He %%%mqgg?rﬂ]?ﬁggé\teﬁﬁfﬁfrﬁments ,

way of provide crucial 20 1 nformtion

ORgHak B Wb P04 e COMRY QY %'Egg&rntgg dggsaﬂ&ieﬂsnté@éi%eeée is not a
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information. Nanmely, the identification information of

the nobite oA tﬁ@OHLﬁNai:éopPSVf@é‘;%%ﬁig%é; IfteJ H8e mobile

message exchanges between 25 the WAN _
LeEMNAhL, BieSBEYESEoRE MMsH BB hiad M VDL MBI 8Scription

certain 10/11/2006

information of the mobile terminal. When the mobile terminal
requesting for services is registered under another
administrative domain than the WLAN’s, this information must
be obtained from the mobile terminal’s home domain. But in most
of the cases, the information is confidential, and is not allowed
tobecﬁsclosedtotheWLmﬁduetothelackoftrustrelationships.
Therefore, the home domain must have a Way of provide crucial
information for the WLAN to operate without compromising the

confidentialities. Besidesthis, somenetworkswouldalsorequire

to provide protection of the mobile terminal's location-

- information. Namely, the identification informationof themobile

terminal shouldalsobe concealed in themessage exchanges between

- the WLAN and mobile terminal.

The service provision in the WLAN requires certain .



5 underlying technol ogy specific paraneters. It is not

feasible or sonetinmes inpossible for the nobile ~10/11/2006

termnal's hone network to identify this information.
Therefore, an entity in the WLAN nust be able to
translate the control informati®n fromthe hone 5
network to | ocal control nessages. Since the nobile
terrri nal's subscription information is stored in its

ooy R o0 e PR R e Eroﬁ:??‘ﬁefea“ble
(i FAITE ENTINE S TR W
a8n n% DL & &%%Vy‘l'h%%g%%:é‘é mu%n&:%rt%/eln the WLAN

nu er o e termn a S presen

d%ﬁfsetaﬁg cjdg‘lee ‘E%CH‘“ é’lgr{ t{l’? ﬁ%ﬁltr%)%g%o%a{tgiloaqo f§ % the home

Ther ef or e, SI re ave

prn%%%kn%' ﬁzsegpcoh&rw ﬂgggggggat in this

speci fications Non- ocument 1] refers to

S L S B O S O obson o
s%%kéasl%LP@gﬂ ggﬁ{eﬁigo'ﬁgf?pr ién@’%ﬂﬁk% LSS WL K N et access

(Rel ease
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, NOn- pat ent cunent ers
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2002-06), http:// ww. 3gpp. or g/ specs/ specs.
[%@f?ﬁé AR AQGYWEENNAd r JTEESEB1d Per IFﬁE aD¥Bresent. This would

Aut hentication",” http://ww.1etf.org

| b eF&eds diraf taglcqﬁ_»atcy 8kkRa PPOSKL + BaP ncgalglf%%%ot YheréFore, it

[ Non- pat ent docunent "5] refers to "Sta r Local

Zﬁé‘% ecéés‘,@%roérllfgjgl tﬁ?&?ﬁ%zg%?f@rﬂﬁs dop%'bheBﬁ*%Sge%l%EW%r Kocally.

It is noted that, in this specifications, [Non-patent _
document 1] refers to 3GPP, http://www.3gpp.org, [Non-patent
document 2] refers to “Feasibilitystudyon 3GPPsystemtoWireless
Local Area Network (WLAN) inter-working (Release 6)” 3GPP TR
22.934V1.1.0 (2002-05}, http://www.3gpp.org/specs/specs.html,
[Non-patent document 3] refers to “3GPP system to Wireless Local
Area Network(WLAN} inter—working; Functional and architectural
definition (Release 6)” 3GPP TR 23.934 V0.3.0 (2002-06},
http://www.3gpp.org/épecs/specs.html, [Non-patent document 4]
refers to “EAP AKA Authentication”, http://www.ietf.org/
internet-drafts/draft-arkko-pppext-eap-aka-03.txt,

[Non-patent document 5] refers to “Standard for Local and

metropeolitan area networks : Port-Based Network Access Control”
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6 | EEE Std 802.1X-2001, http://ww.i eee. org,

[ Non- patent docunent 6] refers to Extensible 10/11/2006

Aut henti cation Protocol,

http://ww.ietf.org/htm .charters/eap-charter.htm,

[ Non- pat ent document 7] refers &oAuthentication,

Aut hori zation, 5 and Accounting group,

http://ww. ietf.org/html.charters/ aaa-charter.htmn,

[ Noppat it r ef 1o SEAMOBY (Contex _
Tr ansﬁer%ngo?}ﬁ%%aznﬁldat gle%%si Very; “ana°b8r mant tvon-patent
r“{?(?%tﬁ:ﬁﬁ:‘m é‘i t fetfelf%% hthré)HgﬁgePSib}e Authentication Protocol,

letf.org riers
erhtol. . ¢
SSAmay A LS L ot e st ). L
| nMgsfi-gat L/ . S
V\ArI]WV. | gltp%jﬁgpglr&??t ?fi : gﬁa?ﬂé%??é? SRR RAHCA T gpyy Authori zation,
| Nor Pk AOCUTB0L, 0L cp el Phdy! ol AT Ry . charters/

VW 1 et ht er net
dr.af.t - - - di - - t
SRSt oL ekt o1 TELSE OB LA g ooy
Edi . \ ]
Sichkghe- 52 43, SSLECLH ek LIS e
h 3/ i . t /.
dlhgjfE g eé%%?ﬂergﬁ(?éﬁ ! r%%tg‘b'?;l\l}ovﬁ{%ajteetn - oqc/ l}l HEH 'Cff]rterS/

rhtgggﬁlébﬁ‘ochéﬁ%\?!g?%rﬁy [ﬁuﬂggégigg%%@}ft 9% refersy{:o SIPPING

tp://ww. i et rfc tXt, respectivel

2@8@&%@@:3}8’1‘? ﬂ%ﬂl%n@é%ﬁg‘a%ﬁ.gﬁl)gﬁgoﬁpqoht tp://

all owed to have direct access to the

Uk D&Y £ S splesdd mﬂ&%éﬂgﬂi@iin%ﬂch%@%eg‘gﬁﬁ: ge,m -patent

needs to have an alternative way to provi \
NESESRAY 189 FOfeSERY ﬁm%ﬁpﬁ'tltﬁzygwa%\t;fgpga/ internet-

i nvention presents a rule-based solution.

e 1185 A B A tAGRA: A1 101 i AN raRd 10411/ BOO6 patent document
11] refers to “Applied Cryptography” Second Edition, Bruce
_Schneiner, Wiley, 1996, [Non-patent document 12] refers to The
DiffServ working group, http://www.ietf.org/html.charters/
diffserv-charter.html, and [Non-patent document 13] refers to

IP Mobility Support, RFC 3220, http://www.ietf.org/rfc/

rfc3220.txt, respectively.,

DISCLOSURE QF THE INVENTION

Since the WLAN is not allowed to have direct access to the
mobile terminal’s subscription information, the home network
needs to have an alternative way to provide the WLAN necessary
for serving the mobile terminal. This invention presents a

rule-based solution. A rule engine is placed in the WLAN, and



10

15

20

25

7 it controls the service provisioning of the WAN.

The home network of the nobile term nal would send 10/11/2006

rule information to the rule interpreter collocates
with the rule engine that translates these rules to
WL.AN specific control information and feed it to the 5
rule engine to execute, so that the WLAN knows how to
serve the nobile term nal w thout conpronising the

' nft?&é'ﬁﬁi‘&fs tﬁg@éﬂﬁ@é ;?1%(#3}’%0&1 trpi?moa@% Cou H*(l hgme network

|ng I's rule “engine,

AR B fiSRL L N LAY B6GTE ok N 0T naf%cr%%@a' 9:8%he rule

ore cou pr ocess SO

dqtrﬁeltg‘i%ltl B8 & 13 %{}glﬁr}%tﬁé% geﬁgl\%é‘?ﬁél:%rangéﬁges these

term onme netwo 'S coul e valu

n%‘u‘d@fktBeﬁﬂng %&?{fl &cHiRal i;ngpat tEl h” %d%e%é it to the

pr ot ect he 1 Ication In orrratlon

t%‘f’e”@ﬁglﬂe%%@}g@lﬁge%é lthatC ﬁgewgﬂﬁeﬂlo% how to serve the

conbi nat 1 on symetric and asymretr

CEYBE 96" aPWesit{HCt UL 8rnEud- Q%p[lgr%nh@i the 1nformation

pre-shared secret association curity cha

Iéohmaeﬂeﬁsﬁlw $Pignd nvat -, sing it, the "Dbi le

t erm nal coul communi cate its I entification

i nfor ”&?éﬂﬁb‘@hﬁ@ i Be BB neNEIVDEK W {1 DQUS ]J;%@lﬁ H%fsrbeass_lgn
e o

identification information Wi i's con ai ne

CEELd Gé'tta'pﬁ%'ce's@ ggﬁﬁfﬂof h@c&ﬂﬁt%@@o t N BLRE eEﬁQEe fore,

invention is to be us e WLAN t I nt er -wor

WhE WA ALY Ksoe s & ! ef: t\élorll&%l ?[ %?ﬁ%r@oglegd it back

be another WLAN or a public cellular wor K.

easYht QoBeRb@e ritig 1 RURRd ﬁ’é‘tib&rl?o‘i“ﬂlg g e valuable

The invention is to be used 25 for two purposes,
Us@fwd Klentd Sdinatd o rangeC %Iﬂ;h@@llng/ Lepmat i on

protection, and access control 1/ 2006

In order to protect the identification information of the
mobile terminal, a certain specific scheme based on combination
of symmetric and asymmetric cryptography structure, e.g. public
key, and pre-shared secret association (security mechanism),
is introduced in this invention. Using it, the mobile terminal
could communicate its identification information with its home
network without leaking the identification information which
is contained in certain critical information to the WLAN.

The present invention is to be used for the WLAN to
inter-work with other networks. The inter-worked network could
be another WLAN or a public cellular network. It is easy to deploy
the invention in both of the cases. The invention is to be used

for two purposes, the user identification and critical

information protection, and access control.
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8 To use the present invention for user identification

and critical information protection, the inplenenter10/11/2006

just need to nake the nessages that needs protection
to be formed and encrypted based on the schene
described in the invention, e. §. the nessage 5

bet ween the nobile term nal and WLAN access point;

bet ween the access point and home donmmi n servers.

These nmessaQes:AL epr(thnipg#{anttQOﬁ(g%oP E{gs%rlldxiéi%gti fication and

transport protocol’s. erefore, t

ot o8 aanatt it 095L0PLDgE ML SRR OByt e o

Smmhé%gts@%g@%%@ﬁé E%\Bg?w:'éﬁéetrofﬁg %E%ﬁ#%i%g%encrypted

transtferred on"top of t over

| B Ad 88 QLK enk é&%%@fin%%ﬁ%gh@?ggg%e.s - Ehe message

poi nt an one networ servers cou

5861 EASTER, LB LA 5L e
D -
ST YR T AT, AR, e
apdumanual k1 BRYEAPEEPRE Eh&ﬁ%&&){p{@% W& hog! Wﬁgclht I?ll%gends on

i nvention has the nethod for ng the keys,

e@éiél%?ra&ﬁt r@élﬁgierén@lﬂée.y Fokt e}?&’t‘rﬂﬂ)ﬁe al;sp ﬁhexéﬁ?éjoégh 1 system,

conjecture wth other Kkey nmanagenent schenmes as

SHRB! ﬁgﬁﬁé?%yon Rt d T oM e e MG USENI% BRE dVRR9%d on top

for the inter-working access contral, inplenenter

ngedshé EANACQEAP bRELTROES Sradd i BE YEAN: ARk, &:he message
described in the invention. This interpreter would 25

cloayReént BRer HbB8s8eRbihtomdh e disernSt e HELWOrK £8uld be
the WLAN specific command with proper paraneters.
Thi-Sn ¥B¥rrédeohan) HY bafB0FR [Non-patent document 10].

To Iﬁake each scheme work, before deployment, the mobile
terminal must have the mobile user’s home domain server public
key. This key should be identified with an index string or number.
This information could be stored in the user’s SIM card, or to
be distributed and manually input beforé first time use. Since
the invention has the method for updating the keys, it is easy
to manage the key. It could also be used in conjecture with other
key management schemes as a supplementary.

Furthermore, whenusing the invention for the inter-working
access control, implementer needs to place an interpreter in

the WLAN as described in the invention. This interpreter would

convert the rules sent from the user’s home network to the WLAN

" specific command with proper parameters. This way, the home
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9 network does not need to maintain any information of

the WLAN specific technol ogies. The interpreter coulidy/11/2006

al so nake default |ocal nanagenent deci sions when the
user's hone network is not accessible or not able to
make decisions, for exanple, alfow 5 the access to
certain local WLAN resource. This could keep the
service interruption to the mninmumin case of

) ) . . o I d.al

SRR AR MEE el U 5B thoge cne wom
i N i , ifi t he ‘

o o Gerhfd168: 487 THRhantexbaktehoe ot Rlebl Bakaateraule

gaitd?%’leglaﬁggleﬂ%ﬁg cfé)(ﬁgél%i{§gdh%¥)[ EHS ﬁé‘%lg' S ro\fneeglég %89]{ is not

on 1ts nee eru Interpreter cou al'so

Pieuisd ol By AUPPALIC! DS RERL HLOTSIRILL SN AMG, aliow

bat c accounting easrily I SSUl ng conmands

e §@5¥§5't3‘% LER PERGR ﬁﬂm:eg:?u% .D%\{wsl\g)sufcli%eep the
€ nessage

l1is adiagramillustrating an exanp

SQAYeACe 1 it MEAN I @Eh@q{i% 1Ri5 Al S0t @%Q{L#g? failure.

an exanpl e sequénce or the I nter-wor Ki

uses therfeSSag, f odAl-filee S YAIINI N W38 accounting

identification information protected, an achi eve

Wh%kmé%'i&ﬁ”ﬁé&fg‘t J.t:ﬁgt ELNEED, Ehﬁﬁﬂgbidloﬁa&ﬁr E":gg!fglf]g to the

access point an ome net wor servers,;

asgbageam ullleléset.é@bg%@ﬂgﬁé%aﬁ.ﬁﬁﬁé‘%%rfv%%he éccount ing

for a nobile term nal sending Information to Acces

PRt £ ibutlds $a¢hageamd] ueBe ﬁ%@%%%@?ﬂ atd Ayer based

of the nessage fornmat 25 to be u e nobile

t &k M Rk fRNSTRE MG 159 ARLI Q) EButhgl%(beeS%onfigured to
poi nt; 10/11/2006 10
support the real-time monitoring and batch accounting easily

by issuing commands from the rule server.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1lisadiagramillustratinganexamplemessage sequence
for WLAN inter-working. This diagram gives an example sequence
for the WLAN inter-working that uses thé message format for
signaling with user identification information protected, and
achievemutual authenticétion betweenthemobile terminal, access
point and the home network servers;

FIG. 2 is a diagram illustrating an example message format
1 for a mobile terminal sending information to Access Point.
Thisdiagramgives an exlample implementationof themessage format
to be used for the mobile terminal transferring information to

the access point;
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FIG 3 is a diagramillustrating an exanpl e nessage

format 2 for Access Point sending information to Homey/11/2006

Domai n Server. This diagram gives an exanpl e
i npl enentation of the nessage format to be used for
the access point transferring ileformation to the 5
home domain server; FIG 4 is a diagramillustrating
an exanpl e nmessage format 3 for Hone Dﬁmalg Server
sendi n : .Q ntr Server. This diagram
9 E?tdm§§%g§dtr%ﬁg§%m f{ty%ﬁr%\%?%gnﬁ%}@g%fggpaswe format

gi ves an exanple i enenta _
| ARt oR TR GRS Survai e tB Pefs aflgiarerver.
ST AL SR SRR Pl LPE G5 conmat
S e A R Byl IO AL O Bl S, P 206 LU o ene
'@lfoglreg?#)%ﬂﬁ%ggepggg,donai n 15 server; FIG 6 iSSafor

di agr rating an exanpl e nessage for mat

Honme Dogwmi.n ,Servef.: I ss_Point. .This

di agr amﬁ%i \flejgg \aén&éég%%eﬂ%ﬁ}pﬁo%fr%gtn%gt PoFEsfrlenessage format
S ts d r..the h onmmi n. server '

{T? a)‘;g?gﬁérﬁﬁtjﬂ T glr %;etriq%% £ g];lt gtgagcnéegéggag%%gooi%n% rr—al(a]G\Server :

7Th§s %liq 29k :elsl &?E%?{%)gg i?n%l%ﬁ%%laﬁigﬁ%%a&?e {nggg%tgg format

6 for Access Point re a nobrre termna

di g amsci ¥65 Bk %?r[gjldgmia?gllr §€ﬁ9é,tat€.roa%sq;efrlr}1%g information

nmessage format to be use e access point’
tf@h@éﬁgféi’]%ﬁl{{f&r;ﬁati on to the nobile 25 term nal;
FIG 8 |

Is a agram whi ch provi des an
easy-t arenderist Q'@ié‘&faﬁ%ﬁggggtrg{%ing an example message format
4 for Central Server replying to Home Domain Server. This diagram
gi.ves an example implementation of the message format to be used
for the central server transferring information to home domain
Server;

FIG. 6 is a diagram illustrating an example message format
5 for Home Domain Server replying to Access Point. This diagram
gives an example implementation of the message format to be used
for the home domain server transferring information to the access
point;

FIG. 7 is a diagram illustrating an example message format
6 for Access Point replying to a mobile terminal. This diagram
gives an example implementation of the message format to be used
for the access point transferring information to the mobile
terminal;

FIG. 8 is a diagr-am which provides an easy-to-understand
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summary of a nessage fl ow between MI - AP - Hone

Domain Server - Central Server and its association i1p/11/2006

configuration between each nessage; FIG 9 is a

di agr am whi ch provi des an easy-to-understand 5
summary of a nessage flow in tA& reverse order of the
flowin FIG Bandits association in configuration
bet ween each nessage; FIG 10 is a di agram

' lélﬂmﬁ ﬁ ﬁ@gaalﬁlerﬁl L d'f“iow be@rI gHtMT

SC
i nter- Iagram gives a va anc

{ K t hat .
3???%%F%&°%%E9§ﬁl¥ﬁﬁ“o}%a%cessrle'ﬁQ B ggrifae%hmcrn between
A f t er - wor Ki ng, and make the
corToasE BT 6 WAN devi ces:  FIG LTS a

o 2] 08,80 AL AT e 18-y canc
daanam, OFves, AL axamls fapLeretation ofathee the fiow in

framewo nt ér- wor kI ng

r lﬂ’ e '8”51? RSl Oad 1962 L 21084 gé%&%i%n%onct | o'n Lyle $Ressage;
134 i

I'S an exanpl e op era ron sequence or

' nt er V\f”f(l:(' g Ty rsa'ée‘é%ﬁfﬁﬁhwk%ﬁﬁen t ' ves x%@np%xam% Yariant

operatlon sequence I n

I Q&@ﬁr%%ﬁ% Elir\(/)élN?'JII%%ijgn%odl S-'!Ethhe pr eg We%% g%rlance
V\bflt}pﬁ? s@%ﬁ%ﬁ:’lgegor'fhéj%LﬁNl Aﬁ@k?%&[{gnge{ qf{:sﬁest Q virtual

t he acconpanyi ng draw ngs. appar at us an

f oL O I Gl Qgcggg'ﬁi@ %,%egra%rénpgggﬁe.{glr %?)stc%éptlon for

COﬁﬂUﬂIC&tIOﬂS) Ninter-working 1Is ose

thise 1_5‘%&]&@1 T‘énﬁ%@ké’ﬂﬁ% §E§9chh§véfY§ﬂié Yy WLAN devices:
10/ 11/ 2006

FIG. 11 is a diagram illustrating an example framework for

Olfﬂgf D?Ip‘%ln Server

the inter-working between WLAN and other networks. This diagram
gi\;es an example implementation of the framework for WLAN
inter-working that uses the rule interpreter for localizing
access control rules; and

FIG. 12 1is an example operation sequence for the
inter-working framework. This diagram gives an example operation

sequence in the WLAN when the rule interpreter is deployed.

BEST MODE FOR CARRYING OUT THE INVENTION
Embodiments of the present invention will be described
in detail below with reference to the accompanying drawings.
An ‘apparatus and methods forr_ controlling policy
(arrangements related to communications) in WLAN inter-working |

is disclosed in this section. To help understand the invention,
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the followng definitions are used: A "WAN' refers to
W rel ess |local area network. It contains arbitrary 10/11/2006
nunber of devices in order to provide LAN services to :
nobile term nals through wireless technologies; 5 A
"Mobile Terminal" refers to a dévice used for
accessing the service provided by the W.AN and ot her
networks through wreless technol ogies; A "Hone
rk, f ; : I re the Mr

gﬁ%\?naﬂ{/&%%{ris&efq‘?%%eﬁlﬁﬁs\ggr:énye%%gQMr ki ng scenari o.
It is thew } ! 2 subscri ptio .

R P e R e R R neBlaPR - 15 contains

information 1S s enen

anﬁr}%%fgmlﬂ&&e\gf‘: %{ekr'%:_e"szgnn Sﬁ"ggkﬁ 19:5 ha£0§£cel?n%<r:@h§ gs ervices

out t1on processi ng; Ru I'n

A £ SRSy YL NE L Pl

the r erprete oca

WT%S TBYri H1€1 ¥ Yl d Ut QFDJ SggﬁFﬁgs;leﬁélggg accessing

speci fi cpcapmy
Interpreter” refers to a network elenent

| Rrihe duies %r‘é%rid@g] %5}.9 il S ¥l And. t rn%%%{q}tkess through

themto |ocal techn i s speclfic conmands

aARRLRALILAL %e%égﬂg&s%' and feeds to the rule engine

to carry out; e Server" refers to a network

el ement jhat Sengsrybekevaat Efgl‘%osegﬁetﬂe&?c?%}% UWfere the MT

. e
interpreter and rul e engi ne base on reques

upsebiighi e ;cciﬁﬁbs" Rirlonl Phefe %&}ﬁr—%\fﬂﬁr}gos?@%{aiggi.olt is the

acceSs technol ogies for the e termna O access

t BeaMEAN e 20T A " SLF oA él&k& gﬁﬁéﬂ Ngh A RASKS S s stored;
transferred in the network that have certain
attri but@swdt e lend £ A ULA08; 13any functioning device in
the network that can carry out information processing;

A “Rule Engine” refers to a network element that carries
out the rules set by the rule server and interpreted to the local
specific commands by the rule interpreter;

AYRule Interpreter” refers to anetwork element that reads
in the rules given by the rule server, and translates them to
local technologies specific commands with appropriate parameters
and feeds to the rule engine to carry out;

A “Rule Server” refers to a network element that sends
relevant rule sets to the rule interpreter and rule engine base
on request or unsolicited;

An “Air Interface” refers to any radio access technologies
for the inobile terminal to access the WLAN;

A “Stream” is a gathering of packets transferred in the

network that have certain attributes in common:;
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A "Traffic" is a gathering of streans transferred in

the network; A "Flow' refers to the data path and tHed/11/2006

network resources needed for the data path used in
delivering the stream 5 "QoS" refers to the

termQual i tyof Service of a datd3streams or traffic

"Message" refers to the information exchanged between

the Network El ements for the purpose of Inter-working
control; » % AN S neoref [ -
Vessage SxchARbol 10 batEar car ains Shea te e saricd in the
El ei®|. 9.4 n certain specific order for Inter-working
control; "Upper Layer" refers to any entity on top of

the curranipy Kt LLYo1D3, PRLOCESS ﬁgﬁgﬂgﬁeo%gﬁgggktPesources

it fromthe current entity. 15 In

y o e ¢ ol J .
edd et iF0 ther daeélggé@ﬁ ﬁgeaXﬁ?haagiwgmgsgg&dé o% ream;

nunbers, tines, structures, protocol nanes, er

par anet ergoar @88t s ket + 8rRHASH 1 9 M AR A £ a data streams

t horough understanding of the present 1nvention.
Howevenrrit;W || be apparent to anyone skilled in the
art that the presented invention 20 nay be practiced

W thout tipese,gpeehiles 48t fhlSnRmatheh e)éd?fatrﬁ%%eﬁﬁtween the
own I n ocC

wel | - known conponents and nodul es are sh

diva@wawki N1 enEsEs NS r 1 ORSEH Ssd Ner PHASEN MY I Qhtrol ;

unnecessary. (Enbodi ment 1) 25 For inter-working

bet weenpher WAM 886 A HeF rBeLWRIES, séri LY MBEsQhe exchanged

i ssues need_to be sol ved. These |ncluqe _
AvtbRath cadionin kRetlf200Re thbrAUE DOREZAL 110D ceBPBin specific

Accounting (hereafter referred to as AAA),
order for Inter-working control;

“Upper Layer” refers to any entity on top of the current
entity that process the packet passed to it from the current
entity.

Inthe followingdescription, for purposes of explanation,
specific numbers, times, structures, protocol names, and other
parameters are set forth in o:pder to provide a thorough
understanding of the present invention. However, it will be
apparent to anyone skilled in the art that the presented invention
may be practiced without these specific details. In other

instances, well-known components and modules are shown in block

diagram inorder not toobscure thepresent inventionunnecessary.

(Embodiment 1)
For inter-working between the WLAN and other networks, a |

.few_ major issues need to be solved. These include Authentication, -
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QoS provisioning, and nobility control. Large parts of

the issues desire a policy-based solution, e.g. 10/11/2006

aut hori zation/adm ssion control, QS and nobility
function deploynent, etc. 5 The present invention
provi des such a solution for tHdse W.AN inter-worKking
related problens using a policy-based franmework. The
network inter-worked with could be of any type, e.g.

oA AR N b S RBRAICL S Lo o
‘ e g ; . . of the .
ﬁé%ﬁ"‘égﬁiﬁf#?%%ﬁ%éqﬁ;‘itl'tﬁﬂfc'g?tgx%%‘é‘ééﬁ%? AL Rthe 1asues
LS-i i e .on .
PYAS% angiﬁg?&g%Eg&' gglﬁ 95’1{1{9 egg. %Ikéoga.’r%ar51or¥/acgn1881on

the 1 ntend el enents

Ocheakag, qhbesaoieiy of HiecoPhiort il be cuc

conprom se user ocatl on

be r eve@hﬁ%ft HOSSiRIG + 178 %%%9E§egesrusc n?a'ssgl%%‘.ﬂladfor those

Accordingly e present 1nv I ON"presen

f congeald he i i unaythorized ..
p§??§ usi ng hﬁ%g%gg%h?%gﬁggﬁcr F)%éﬁﬁs aﬁalﬁgyﬁ%E€¥%%§cy based

CT¥an@\95flphyl'hfgg‘%?%o?‘ﬂhggtgfi-ﬁ%rdﬁgg. iy c?)gﬁggiaggi f ntﬂny type,

set up I's nee or this net I cou

[ hezau Leat i e F or Qug .
LSl SPAPRIS LR, 8o PLOE R R RE R0 B0, ¥ B propricrary
opsf@RbiPn sequences and information data structures

used for the nessage exchanges are given. Sonme naned

protocol§, aperde WEednkon itlelrg%q:iﬁi'lgg{nggg%?iet ﬁgggéﬁges, the

not preclude the use of other proto

PLAGEESS S ol 500 B0 8L JOL A 20007 B e 1o
e YskdfR%ed for the ABRA purpose. This information should be
availableonlyto the intended network elements (e.q. AAA server) .
Otherwise, the security of the network would be compromised,
and user’s location information would be revealed to possible
malicious persons.

Accordingly, the present invention presents a method for
concealing the inrformation from unauthorized party using
hierarchical encryption, and asymmetric cryptography. Since no
prior security association set up is needed for this method,
it could be useful in the authentication process.

For a thorough understandipg of the invention, here below,
some operation sequences and information data structures used
for the message exchanges are given. Sbme named protocols .are

used for illustrati_on, but it does not preclude the use of other

protocols for the same'p_urpose, and it’s not an indication of
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are used, and they only serve as an exanple of the

i npl ementation of the present invention. It is 10/11/2006

obvious to the person skilled in the art that in real
i mpl ementati on, new information could 5 be added, and
certain part could be onitted dépending on the actua
situation they are used in. Figure 1 is a diagram
illustrating the operation s'equence accordi ng to

E”@r?éj'r’é%%ﬁm%ngl ttigfxagf etc’f?fé 1n% Cleﬂrtgglnsg§5ﬁp§%ructures

enbodi ment, an explanation i's |ven ak

of 5 8 ﬁ?é& %Qld“@ﬁ%? gw&:\?@ St gﬁ%du tk d bet]\[/ve entation

a nobiTe termn a cen serv

t her fthguflaﬁeéen"thfnvb@ﬁti&l Tefﬂ“%a'o}g(z%hs a8 nﬁazg??,sdsgﬁ’ skilled

literal I'sS connected to t CCess

asrenked, Py it efal, L Zlmbrrﬂ %Qﬁt}ﬂ:?’é’gt hﬁé‘ﬂg{]n%orma 1{on could

Interface, 15 as narke éra ssages ar e

tW%%EHedaBEO%Ehglécﬁ§§§ &9 @gb%l&at‘% =d < L&ﬂ#lng on the

I nter-working | nterface,  as nar e

t Ner s/ Pr oxi es,
a'&@tﬁaieék%ﬁagﬁoh%ﬁ 999%@ s e%gfb 8!

mar ked by literal ne Domai n Server of

the nobg| g, -4S€Ek 5 @%11'3’%5:'5% A'&%%ﬂgae(fﬁg 194 5@% tlon sequence

scal ability reasons Focess Cou

ah&Bﬁdki@(%Et@Oﬂﬁdeﬁﬁéﬂ@ﬁ%@“ h%o% e8knd g?\‘i}%}gggn In this

server ntral Server as mar I'ter

V\‘QﬁBo&ﬂﬁer’f@”%rP@%iQn%iMﬁr dé 1941y @QQlﬁg%nC% Ile of a case

Server (1053 are collocate t he nessag exc

afBe £ O IRHERIN i R Bk id %%Hhé%%?or rratégﬁl% 888§]]:]8 q_Iermlnal and

need to know the exact message

exaf@erinHerpat ation, it is assuned that the Mbile
Term nal (101) has a relatively permanent security

associ apisORhdWh11h2006 fﬂ&ﬁ%tlh e SRMinal reetMeh1 (M), as
(105) . This could be the | NSl 'rel at ed,

marked by literal 101, is connected to the Access Point (AP) ;
as marked by literal 102, in the WLAN through the Air Interface,
asmarkedby literal 106. Messages are transmitted from the Access
Point (102), through the Inter-working Interface, as marked by
literal 107, and a series of Intermediate Servers/Proxies, as
marked by literal 103, to the Home Domain Server of the mobile
user, as marked by literal 104. For scalability reasons, the
AAR process could happen at the Home Domain Server (104), or
at a back-end server (Central Server) as marked by literal 105,
When the Home Domain Server (104), and the Central Server (105)
are collocated, the message exchangeé ‘are through internal
interface, and thus does not need to know the exact message format.

Inthe example implementation, it is assumed that theMobile

Terminal (101) has a relatively permanent security association
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for exanple for the 3Gtermnals. It is also assuned

that the Hone Donmain Server (104) has a public-key 10/11/2006

and private-key pair for the asymetrica

crypt ography schene [ Non-patent docunent 5 11], and
the Mobile Terminal (101) has tie public-key. This

i nformati on could be dlstrlbuted to the users at the
subscription tine, stored, in the SIMcard like

deyi €€+ Y @hyeqit 9@3‘}‘;@% ki) a%ltsocgwg}éeﬁlee%lﬂenﬁﬁgﬁ h}?elated,

termnal to use, or t Ut on I C accessl

Sefd’lere@?tﬁ’)lteo e gﬂ)@“ﬁ@aig%njﬁ?gfge kggo 2S0ON04 T Prae the

figure 1, 'the operation

T m 1 e S r e air
ISR io §ﬁ€9k??’34""n?f§§?§3&“%%%“? fes s ol -

:
oot asesLED S, BB, o document
1511qu%?£*1 Mtgh OMptingh TM@n*aﬁChﬁQqugﬁ S %Zq)f%Qi:%ﬁ(gy. This

'nterface (106). For exanple EES

c Q%'f@rﬁ%tﬁ%hrdcﬁglcpﬂe @gtrgﬁimgtﬁkﬁgﬁlge%%@ghg I%tu(le)rscription

docunent 11], and I n H perL coul d

th@mgeséagessta_lt@j @ﬁ%ﬁgestltljc’rrﬁéfddﬂ Rl 1R ndortggjf‘?éy to the

underlylng t echnol ogi es e exanpl e |nplénen

0 he S | r
Chgieaceans, saaue Lick) QU oS Bellt B Rek) BELED e puc on

apt phibal el I f t I
ptiBatci Bekeak i gnp s&mmnm&y@ dq»gga gcﬂérrfg)re use.

be incorporated into the necessar
unnecessad ¥hoGAuldrpgur&MOVere dgRNAINRG 9 AL u!?lth the Mobile
I ence o

depl oynment situations. For 25 the conven

presemhat (o) %&ﬁﬁgl%imsggﬁg@% EAL nedUeE Do i 41_0 ) through
certai n sequence. In actual inplenentation, the I elds

athd OA{ld/ 20O6r rdde t NE3aME encryption | evel could be
put in any order. Each field

The message is of format Msgl, which is shown in Figure

2. The message is to be transported by different mechanisms
depending on which WLAN technology is used on the Air Interface
(106) . For example, in IEEE802.11, this could be carried by EAP
over Ethernet [Non-patent document 11], and in HiperL.AN/2, this
could be over RLC messages. The message itself does not bind
to any underlying technologies.

The example implementation of the message shown in figure
2 contains 10 parts (201 - 210). It is obvious to anyone skilled
in the art that in real application, more information could be
incorporated into thé necessary fields, and some unnecessary
could be removed depending on actual deployment situations. For
the convenience of presentation, message fields are introduced

in certain sequence. In actual implementation, the fields at
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could have a fix-width identifier to indicate its

contents, and a length field to indicate its actual 10/11/2006

| engt h. The nmessage begins with the WLAN Specific
Local IDfield, 5 as marked by literal 201. This w |
contain the information to iddrtify the Mbile
Termnal (101) in the I ocal WLAN context. For

exanple, in the I EEEB02. 11 networks, this coul dbe the

Ethed nele 84dr858; & l%%lneghh?dﬁfg@tﬂﬁhi\ﬁ&%pg)lsid%rt.hﬁach field

Hi per LAN 2 networks, this cou

asshanedate é&%xh@?lﬂ:ﬁ &éﬁ%ﬁﬂ l%JCglin%lCl:Q% 1@%aH>SFgﬁts, and

Message to AP field goes ri ter t ove

as, maikad by i %aana%atgt ; #RUL - Gont plgy sprre T andom

generated string or nunber by the Mbile Term na

(101). Thge mREGESS g@?ﬂs WwiQ2) th%er e %2@@#&: Q.%%%.rlaiﬁ field,

a reply using thi's ring toget € Securi

kewsmhok¥8rb§ Y iidesahf 259 . tihﬁlé@ﬂ'\iqb'c ﬁtggﬁnf:dﬂ% 1r(ﬂcpr]1aatlon to

The schene used to generate the reply coul

NBSieAde reuUt RENkdCaAtd e, 1695
[ Non- patgnt docunentq%%%ﬁgﬁ%he sgcugﬁty iey useghgglconteXt'

beogas: , Bh I $
ncesiage o (gobsto Do SN HETR tneres

Chabikepge, Mepsags 1Lk drmid@ lasaﬁ@ rike ghQM{ﬂﬁéﬁ.ﬁ\t /2% tworks,

cones next. This field contains the reply tha

Aegesscditidbe( 402 Mazhenl ds £ g8ty & d rtﬁ@ Iti&?lfebrfpermlnal (101) .
Domai n Server (104). In the inter-work

envi r onreohsl1éhge MAGEESS P@A@t §1éﬂ(§)%))e‘§@igqltp9§§b?| dhe above
inter-work with nultiple domains. In order for th

AcLebs, Rl Mar(bA2byt 0iverhiyobhati@ u%s.llrcﬁ%loﬁt'ainf %Qme random
t he Iegltlnate server for the Mbile Term nal (101)

cpati@dised Nsddigd ioe! duadeird e teeMBhedeWrt Pnt A8 (101 ). The
corresponding 10/11/2006 18 results contained in the
et es Sreesades 102) is supposed to generate a reply using this
string together with the security keys to verify itself to the
Mobile Terminal (101). The scheme used to genérate the reply
could be any message authentication scheme, for example HMAC-MD5
[Non-patent document 12]. The security key used is to be carried
by the returning messages from the Home Domain Servers {(104).
An Expected Result for Network Challenge Message field,
as marked by literal 203, coﬁes next. This field contains the
reply that the Access Point (102) should receive from the Home
Domain Server (104). In the inter-working environments, the
Access Points (102) would possibly inter-work with multiple
domains. In order for the Access Point (102) to verify that a

reply is from the legitimate server for the Mobile Terminal (101),

contents in the field could be compared with the corresponding
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.Following that is the Hone Domain Info field, as
marked by literal 204. This field contains the 10/11/2006

information to identify the hone network of the
Mobile Termi nal (101). Such information 5 would be
used by the Access Point (102) 1&nd other intermediate
nodes to route the nessage to the proper AAA server
for processing the Nbbile Terninal s AAA information.

| f f a DNS
Thfé§ﬂ§%§‘kdﬂ§&1ﬁe o tRed ng 9§eFOERLf) ?n the

domai n nane or CCEés

form of 3‘9%@19 Ighg@l’@s gehHoﬂleCﬁ&nal%g[&%e ? e 61 as marked

the | P address of a Sérver € nessage

GQ:W Eiirﬂggaill 4.i Bnb ef{eféi %fdlj:)all?l% %quﬁéf%rrrpal{blf}nﬁzjgeYdentlfy

mal n erver or encr

IhdiRele dASRUE bELhORIIr BEL A1 3008 ¢ BRcEReornation

Donaln Server f € usi a few

PYRk1Cr BE' ‘tﬁ}ﬂéﬁ}% {:Eg'?éaig@u}i? (1](_)%% %1& bfher Jtntermedlate

necessary erm na O I ndrca

Woﬁ%skﬁyrgﬁgé +he £IPL 0 %/598 eﬁf%g} Aﬁkﬂesé:ﬂ%éxe@gr processing |

nmessage ex cou er or

d L t
D A e B oo
febueXapR! €n ER:CEBYRS B%} tﬁgmaf?[g 4G ga V%]'e%%o&% Access

retrieve the key pair. ex I nforma

e@@@ﬁé?ﬁlé? € dQBL Rel ﬂgf}ﬁ %hggrrﬁhbﬁglnlzﬁémgxagpl St could

if the NAl is use to carry t omar n i nf or mat

tHe Useli PR EheOfp thEINAS BQUACEJE@P%HJ Qgegejtcgeestlned to.

key i ndex, since the actual user 'S —not

here. Ad:)dﬂ%laﬂl(fle}ﬁe)él%t) Mg thel g}.ef@ ﬂ?rﬁf‘éj 1%&1‘3%? of publlc key

literal 205, is also included 1 n the nmessage

E%zgﬁ?g{m%m/ 11/ 2006@3@%&?&&?&%@?0E?rkn’gtthe ueer
Modpdorh 61 s 03 16 EBLhaWhi bROUL S P&l +8Rr RILEPRSEL in Server (104)
might be using a few pairs of public-private-key at the same
time, it is necessary for the Mobile Terminal {(101) to indicate
which key pair is employed to encrypt the current. message.
The index could be a number or a string depending on
implementation requirements. The Home Domain Sefver (104} would
use certain hash function, for example, to convert it to the
actual value to retrieve the key pair. The index information
is embedded in the domain information filed. For example, if
the NAT is used to carry the domain information, the user part
of the NAI could be used to hold the key index, since the actual
user ID is not needed here. A Public Key of MT field, as marked

by literal 205, is also included in the message. This is for

the Home Domain Server (104} or the Access Point (102) to securely
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‘'the Hone Domain Info

by other entities. Up to here, all the above fields

(201 - 205) are encrypted only with the public key(ﬁ0/11/2006

Access Point (102) to prevent eardrop, 5 and

therefore are accessible by the Access Point (102)

The public key of Access Point 1#102) could be

distributed to the Mobile Termnal (101) by

peri odi cal broadcasting. On the other hand, from here,

alderddge 2 e

Wi E{eh t heé %%Q%%e({/ﬂdgﬂjgﬁe (T%Qﬁllr}gll n&?elr \%?tﬁ%{: %ﬁ‘%zﬁda rbydrOp ped
t hy, Mpiche cferminal (101). They are not available to

thé Access Point (102), and any nodes in between.

A 02
(iggis tg’gh % hﬁg% t%zél ang éB&@«%ﬁ 'Eﬁ%l%ins]?ﬁ?%j; 5§r 9%k @herypted

f %\m@m&h@hér%%m% LS, E)E?\d&re o Pt 82 %g evEnt eardrop,

received by the server, It would use the privat

1andrHde ﬂ%ﬁ'éaté‘gbeégggb:@e\! :}J\qqé(ﬁ¥cé9g%l‘fﬁnfféﬂedTh§ public

decrypt the nessage an

t h
okkbgi Art RE-BE5eBS LY 16§Pré@11d)'33e g_itﬂ%%fteh tlto %ge Mobile

nessage, narked by I|teral 206 throu

CoBi@tn gl I ecoly w@lem%@f@asls Y lcdtdq)y, to the

nmessages sending to the Honme Donaln Server (104) , as
mar ked or2@nbYotHd€hahd NBﬁG:%Iﬂ RHefd 04ne dne %oiﬁg%rlh?yf ]'helds (206

Field, as marked by I'iteral 210, 1s containe

nesaaﬁggeafr@r eﬁ&@ﬁ;ﬁﬁéd%ﬂ{ dReptBh egr by @f & Domaln Server
information. In inplenmentation, this Could be, for

exa0yl ey the Messagerdigeshl EOPHL efhdiSidig Eu%% available to
HVAC- MD5 schene. 25 As shown in Figure 1, afte

reeeindceg st beinessage) , e anyl H@d@ﬁcfﬁ'sbé%%}é'gn (AP€kss Point
woul d extract the necessary information, 10/11/2006

201 &g fa@fd“l&ft@r'?t@d:ﬁ%%s@@QV%QZPrQQQe§eQQOB§ t8ohhg use the

Hone Domai n

Home Domain Info (204) to forward themessage to the proper server.
Once received by the server, it would use the private key

in the pair indicated by the key index contained in the Home

Domain Info (204} to decrypt the message and obtain the necessary

information. This part of the message, marked by literal 206

through 209 should be copied directly by the Access Point (102)
to the nessages sending to the Home Domain Server (104), as marked
by literal Msg2 in Figure 1. |

A security Field, as marked by literal 210, is contained
in the message for protection of the integrity of the information.
In implementation, this couldbe, for example, the message digest
computed using the HMAC-MD5 scheme.

As shown in Figure 1, after receiving the message, Msgl,

the Access Point (102) would extract the necessary information,
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Server (104) through possible Internediate
Servers/proxies (103) As the nunber of available WANy/11/2006
technol ogies is increasing quickly, the technol ogies
used for inter-connecting them as marked by 5 litera

107, could vary largely. The eXhple used here for
illustration is assuning an | ETF | P based technol ogy

is enpl oyed. However, i s obvious to anyone skilled

I%(Elef&!:lﬁ éﬁl?)%l e&h%e InV :;hg[ gl ésg’ncli\r;%t?erﬂ eq:r Iggeuﬁome Domain

any un yirng CEchn
o iDL 08 FRRRBh BRIk R S A i e e e (103 .
ngﬁg%gbgﬁ%ﬁﬁafgﬁﬁghﬁ%%sage §F§P§§ §§%%Q§ﬁg§ﬁﬁ'%ﬁ&ngquCKly’
i nfor rra?‘{hg%ﬁlo %leg S%I&f o(gr'&atjlwecder_ki_%:olrnlcﬁlﬁeg@dlgg?'%?ﬁé ?%p‘fl?zrked by
Tessagen. fipT TRty LA f;&gg?}gsg@pﬁ;egg@gggmﬁ& gt here for

For exanple,

(et SO e
F?gl , g;enargg B%V§%£$eralQ%%%ﬁQZ%E%%¥%é>|eﬁ%$:§ni g%at the
FATSCBE S I AL B A B ppcnmorogics
NRE YArk A00ESHLQ; F%%—ﬁ@ 61&%&&5}?‘:4@?&4§ Igré&ﬁ%{]ﬁé% n other

and thus to esta a return i nce
I o)
R R BB TR R AN el B corictary

foF gn about the Mbile Ternlnal (101) S actua
1%/11?%%06 21 identification information. As stated

above, #heges f1 el SheW thessage format for Msg2.

The message starts with the AP and WLAN Address Field,
as marked by literal 301. This information is needed for the
routing of the reply messages. Format of this information is
not limited. For example, a simple way is to use the Access Point
(102)’s IP address if it has one. Otherwise, the AP identifier,
and the address of the WLAN Gateway will be required. Right after
this is the WLAN Specific ID field, as marked by literal 302.

This field is the same as that in message format 1, as mérked

. by literal 201.

All the above information is for the network nodes to
identify theMobile Terminal (101), and thus to establish a return
route. Since the WLAN Specific ID (302) is a temporary ID and
only has meaning in the WLAN context, it will not lead any

information about the Mobile Terminal (101)’s actual
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be accessi ble by possible all the nodes al ong the

path, and thus should not be encrypted with special 1¢/11/2006

techni ques. If the connections are point-to-point, or
no reverse direction routing 5 is necessary, this

i nformati on could be protéctedzﬂy a security
nmechani sm shared by the ends of the connections. It is
obvi ous that fields 303 through 308 are taken directly

f rogad @%é&dﬁﬂﬁmﬂhﬁ%&ha@%‘{%e@%éﬂ Hg ehlds should

Fi el ds 303 Hone Donain Infois use rou

eSS ageek91 HPa®, &Hsaagbﬂbléoaﬁgrt:‘ﬁ%r%&&@s 'lﬁll‘il%f %cﬁ)edt%lr €and thus

i nternmedi ate no exits. Public

i Dbt Sl oty AU RO s, 1o ohe

r%ﬁh}\ﬁé&%%%@%ﬁé’ﬁb@ﬂeetetggﬁﬁ% dct< Bor%zrsee-kdllcgceégﬁrroutlng

to verify the legitimcy © ey, sum

t he ﬂtécé‘sé‘gﬁg})rt'hﬁts %féﬂﬁagf&fn%égggepﬂ@e%ﬂﬁgb&na Fecurity

secure way his could be achieve y put t

f id@@ERR At shArédepySehic datds PGl dsn cg:[%ﬁ'fsed by

the security nechani sm between the user an

server keeapidy,itdigs sabs e 'eﬂtd'sojb3 EﬁP&ﬁ@ﬂ '39@'aJ:Fé gggeﬁgﬁrectly

to 308 are neant to be read only

Deahnciaedy @ #d&4) 1nTUt%rl%fh°f1§meB Qﬂj@ %5%0%@9 b edrandyg 303,

protected by the public key of mai n Server

(O, D@E@.ﬂ@hfoa%@fs%dJE%rbi‘o@E‘i’ I’H}-_%r H@? Pg f‘@tﬁ’&t{é( Domain

el ements. A Honme Domain Specific er

nBekegdrbyrddf eriat +130% Hl |1Qﬁ§axtnlé%11MEek%¥>dE' ele@a_t-gh' s
is the User ID assigned to 25 the nobile user by its

honme negwsIriks kKbl &5 Mised ctia, upkaperident 1y dhey LW, is used
in the home network's context. If a usef has a

106 134 300 t L 2 Heh@ula i @Jeyuwlt@@msl@en%gmﬁans 101), so
identifier corresponds to

that the reply message could be protected if required. In order
to verify the legitimacy of the ];ey; a check sum, e.g. the
fingerprint of the key should be provided in a secufe way. This
could be achieved by put the fingerprint in the user data, which
is protected by the security mechanism between the user and the
server keeping the subscription information.

Field 305 to 308 are meant to be read only by the Home
Domain Server (104). Therefore, they are encrypted and protected
by the public key of the Home Domain Server (104), and not
accessible by any intermediate network elements.

A Home Domain Specific User ID field, as marked by literal
305, follows the MT key field. This is the User ID assigned to

the mobile user by its home network. It is used to unique identify

the user in the home network’s context. If a user has a NAI in
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the userlI D part before the @ This Hone Domain

Specific User 1D is not permanent. The hone domain 30/11/2006

could assign a new identifier to the Mbile Term na
(101) by enbedding it in the replynessages. 5 After
recei ving the nmessage, the Hon82Domai n Server (104)
wi Il check the Hone Domain Info field (303), and find
out the index of the public key used by the Mobile

' h
Te“gt e %&%ﬁ&@ﬁgﬁwﬁvatﬁéi"ﬁ@f A%epd apmphpFErgponds to
t I'_J[ .t
n 5¥E%Fﬁo% Egg%aﬁgfager gﬁb@gr?%ﬁ?i?ﬁT?ﬁ%ﬁWﬁﬂq(ﬁpi99flc User
{ oma
sty fgnﬁgéa tr{ﬂﬁtn%%r LV laé)f'lf:aons Oﬁﬂeailﬁl (§O cg?asrsbgn a hew identifier

shou met'ho
he
the%@blg{hé g%%ﬁ;g??c r(ﬂr)ebgté %18? (triJnI]t%g &E:%Z egﬁa?gsnessages
h | es are
]::gmrglrl ed yggﬁlo Q%P ce% Issa %fvté’lreﬁ &éerver 104)

R e S f’?@z i8) B ont ene
€8k fotfh eegfg?éocfﬁsﬁ%rhem%o%flge g‘?’:?u&nla (101) to

attac res € nessage ar

ﬁ&i‘g%@‘ii.hgymég]sea @le'Hehy E@wﬁ‘i*\%‘é %H]eacsc%slﬁfé%ao%l%vﬂeigrlvate

r subscrlp i on 1 nfor

' Q@?t ilfl e kTél/eﬁJ.Q:r S0 CLQ z?.“"th%f mt%%%fagl nf %Eﬁﬁ %nthe User

cou be r I eved tltles

UBETi rt'l i off'fﬁéﬂlﬂ:@f QﬁPangaéigﬁtlﬂf%gga%ior{ & stored

Net wor k al ' enge Message fie as nar

lit ehdl s 3Ry Jhi %élﬁ/iéabq‘? ﬁ%oagﬂ?ﬂflgfiaglﬁﬁld have the method

nformation by t e erm na

fey mEBetH]-i(H ﬂiéé%ol% 1n%%rh@@ﬁl)ﬁ J&E%@écéﬁc@&t&% fc?f 'tfh\é user,

the authority of the origin of
and therefore to decrypt the reset of the message and do further

processing.

Otherwise, if these are all controlled by another central
server, or the home domain outsourced the AAA process to some
outside server, the Home Domain Server (104) will forward the
rest of the message to that server with the User ID attached.
The rest fields of the message are encrypted by the security
mechanism associated with the user subscription information,
i.e. the permanent identifier. Theréfore, this part of the
information could only be retrieved by entities that have the
user subscription information. |

The first field is the Network Challenge Message field,
as marked by literal 306. This is the randomly generated

information by the Mobile Terminal (101). It is used for the
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the reply nmessages. The network side, e.g. the Centra

Server (105), should use a key derived fromthe 10/11/2006

user's subscription information to produce a reply

for the Mobile Terminal (101) 5 based on this

chal | enge. Chall enge reply sho8Bd be enbedded in the

reply nessage. The network side should al so generate a

reply for the Access Point (102), to prove that it's

t heodiay rhpRt Sk 0 | t e —
replj'%%rb?ﬁ%ﬁﬁ%b?#efﬁé%h$ﬁgﬁ%§iEgi)iéﬁépéi%? é%ggg origin of
Pqi ) e Iff erent

q HY r%%@% mégﬁég?%blfﬁéfﬁéﬂﬂ%fﬁ'SQde, e, t&gﬁg?%ﬁral Server

ependi hg~on t ement at I onréqui'r ENént s.

, th@_O@‘?t,V\@hEu(l:Bahls@nQerg@séé‘gfvéégfdp%és'lﬂ?% hS f’g'%fubscription

Permanent User ID fie as mar era

SRS AoncPaL BB,y PUOLPH O S Lo 101
CoRsbartn MRS IS EpFLLLAS: SRSl 80 cphace o0
codlesabs kAt Y IRLTCOU IR B RYGLEAN. o reony
e, Lhe s ph 1B S 1) 8 Togicinace
Dok SO S hesH XA XS SIS, 2 D SANN hErminan
et ot gmot PO RINEKLAS 80 1S, EOFE o atrerent
BpRerapie fielSpeamii Dol T

(150 Lo RS ARNERBL S L Tt S IS o) 2o cne
Poinas, Vi) TSI R s s ricna

T alei Loy ahe Theokhet don thdtp ARGt 15P8nd globally identify

the user. It would remain constant during the user’s entire
subscriptionperiod. Using this information, user couldbe traced
and subscription information couldbe retrieved from the database.

This field is included for the cases when the subscription

- information is not stored in the Home Domain Servers (104). It

could be also used by the server to verify the authority of the
Mobile Terminal (101) by comparing this IDwiththe identification
information mapped from the Home Domain Specific User ID.
Following the ID field is the User Data field, as marked
by literal 308. This field contains the data from the Mobile
Terminal (101) for the AAA sessions. In real implementation,
this fileld could be protected by certain mechanism that uses

the user’s security mechanism derived from the subscription
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integrity of the information. At the end of the

message is the Security Field, as marked by literal 10/11/2005

309. This field contains the information to pr ot ect
the integrity of the whol e nessage. The actua

contents included depending o4t he depl oyment

requi renent. \When the Hone Domain Server (104) and the
Central Server (105) are collocated, the Home Donain

Se{ﬁ’fcgrn(z}lp@n Wgtﬁl go‘gfdacae o%ga(ln Letlg%fgﬁhgﬁdp{:(atect the

pr ocessi ng as erve

eﬁ{tyﬁiﬁ'ecﬁoséq:q}% directly;to the Access Point (102).

are no €Q rate i.e., the act ual user

i nf or mat Itthe ejld’]?% 1?% h@%g'_%?ﬁe rress g&%%§¥ﬁ(eleqdél) as marked

t he server née I war

O%;}Srlalteﬁgrlvgﬁag]‘]?ch S %ﬁeigof\f\@nt:n IIIZISQZ e 1nf rusbcrfg/gast? S‘protect

age e exanpl e | enentati o
S*%‘?r#‘g“hhf &9\1‘#} %f4th% g&%gﬁ@%&t %@%Sa&%éhﬁﬁ:égﬁ@ included
(DgadhoTo HAE HELO IR LRl KORET (0 ST o
's to ARSHME, é%hezgs?ggﬁtégtvéfftfm 1 t%g@ tﬁgrgcetn'terai Server

Home Domal n erver are no

ﬁ/ggglgﬁ]e [ eI ggttrgrg?k{eﬂcﬁeggm? I?er anen Eg%tvg?hgléﬂgwogq%ebe able
D@B%(S‘ ﬁfcc' fe' %aﬂ@eén%%% I%% raPHoRR Egdcgﬂtr}é]{ eSre%ver (105},

403, Permanent _ as mar era
2%1(5&1 gng%B U?%rlﬁ%ﬁﬁ Iedr?lg’ee sage%e?(yfé(% eli:%lln& (102).
s o e Lt D) SIS g o
is not at the Home Domain Server (104), the server needs to forward
the message to the Central Server (105) as shown in Figure 1,
using message Msg3.
The example implementation of Msg3 is shown in Figure 4.
Themessage startswith the Home Domain Info field, asmarked
by literal 401. This would contain the information for the Central
Server (105) to identify the Home Domain Server (104}, This is
Lo assume that the Central Server (105) and the Home Domain Server
{104) are not in the same domain. Followed this field are the
Network Challenge Message field, as marked by literal 402, the
Home Domain Specific User ID field, as marked by literal 403,
Permanent User ID field, as marked by literal 404, and the User
Data field, as marked by literal 405.

The Network Challenge Message field (402) and Home Domain

Specific User ID field (403) contain the decrypted information
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The Permanent User ID field (404) and User Data field

(405) are copied directly fromthe Msg2' s 10/11/2006

corresponding fields. These two fields are encrypted
with the security key derived fromthe 5 subscription
i nfornmation by the Mobile Ternidal (101). At the end
of the message is the Security Fields, as marked by
literal 406. This is for protecting t he i'ntegrityof

t he- e sSages |ng the security mechani smshared by

t he Honme Do Server (104) and the Central Server

405 i
gervér ?%%% efee éﬁ%gg ecryg?a?ﬁg%éﬁ ryﬁ?%EEF. %é?:flEld 405
angd-d ebph 8y & ﬂ%%tll@fﬁfmteh@mggg 494 o%f%ﬁf fq fields. These

process. An exanple 1 nplementation o

Pt e (SRR O 1500 B0t e ron e
b)éu'b's%%&@‘tléﬁlinfgkﬁaEQ& a) Stltlgq‘g %If;é MRl LR 07 (101)

identify the Domal n Server In case t ese

t wo Serﬁﬁrtsheaéﬁd%@ tﬁié hRG e EQS‘.‘T}%‘%% . efp?% gg ' nas marked

Specific User ID field, as nmar

U%gq 1 rGaN ¢4 nTﬁf‘@ 1%@@153?1&%8@1:{1% thg QR g\f é/eof the message

ile Termnal (101) to Domal n

(£94hhg €8 té@urtlrt%/ H%&ﬁa%‘%sl?&ogﬁhﬂeé% &fnd (]eig) lﬁ&%h\gin Server

where the reply méssage shoul d be mard

Cenpa ?'an@fﬂ@teﬁ%@%ﬂ m:g_l(ﬁlo% Cﬁf@é& ?‘EEeEW@ng the message,

security related replies irst is the A

ReBO s KAy se A6 ABIIKEA nR¥dkit @rd@cr?%%- tﬁ?'&d&%ﬁ@d lFie1ds,

be delivered to the Access Point 25

- geR@r2der fevERIne tl%ﬂdﬁa‘ﬁaog“@ﬂc?%e tMésf;)%ﬁer bheckey .

is derived fromthe nobile user's subscription

i nf or maty @Ramp0L 1k 08en 26 pRd Jhenef Pé;ﬁly%@%e, Msgd, is
avai |l abl e at the Mbile Term nal. The other _
shown in Figure 5.

Themessage starts with‘the Home Domain Info field, asmarked
by literal 501. This contains the information for identify the
Home Domain Sexver (104), incase thesetwoserversarenotdirectly
connected. Home Domain SpecificUser ID field, asmarked byliteral
502, is used to contain the information for identify the Mobile
Terminal (101) to the Home Domain Server (104), so that the Home
Domain Server (104) knows where the reply message should be
forwarded to.

The Central Server {(105) shouldalso calculate two security
related replies. The first is the AP Respdnse Key, as marked
by literal 503, This key will be delivered to the Access Point

(102) for it to generate a reply to the AP Challenge Message.

The key isderived fromthemobile user’ s subscription information,
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one is the Network Chall enge Message Response for AP,

as marked by literal 504. This would be delivered tqg/11/2006

the Access Point (102) too. 5 And the Access Point
(102) will conpare it wth the Expected Result for
Net wor k Chal | enge Message (2036 and to verify the
aut horityof the source of the reply. These two fields
are protected only by the security nechani sm shared

[ i fields | h
R BT8R L e o
[ l,505,..This i t t _
P M1 R B ok R i) B e
i d . T ' C
QI8 e, ol Ly 15 1O0L e T 0k 101 e 100

Ii% ral  506. This is for the Mbile Termnal (101) to

check whether the 15 nmessage is for it. The next

s conta 8 PRE R St S B bbbtk £ gpemapected
AR, SORLTLE M L ASRSH 00K REDSL) OO ey ene
E Egtﬁgﬁ. Fg g t%%r%f#ecseo eF lcfu'a %ﬁge gfr fTi%% s&%v?cé%%?f&%a%g protected

user. apove

By PAS SRS GLE JSSH b, TR Worvers.

B g Y

theobid eTahm aln A0 o 26 Thea | 35fs THRLS SneLPere server

nmessage 1s the Securi ; marke y er a
S0 o Rghutesy PO U5 LIEAMIOUILLENLS! o ope showaa
MBS SEYE MY (G ReHY MY Terminal (101).

Next,itisthePermanentUserIDfield,asmarkedbyliteral
506. This is for the Mobile Terminal (101) to check whether the
message is for it.

The hext field is the User Data, as marked by literal 507.
This contains the AAA related reply from the server. Actual
contentswill dependontheoperationcarriedonintheAAA session.
For example, it could contain the new home domain specific user
ID assigned to the mobile user. The above three fields, 505,
506, and 507, are encrypted with the security mechanism between
the Central Server (105) and the Mobile Terminal (101) derived
from the subscription information. Therefore, they are only
accessible by the Mobile Terminal (101)..

The last field in the message is the Security Field, as

marked by literal 508, This field contains the information for
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mechani sm shared between the Hone Domain Server (104)
and the Central Server (105). After receiving the 10/11/2006
nessage fromthe Central Server (105), 5 the Hone _

Dormai n Server (104) will extract the necessary

i nformati on and process accord?ﬂgly. Anew nessage
woul d be formed and forwarded to the Access Poi nt
(102) through the sane route or different path

dependi g riNthes t i
mar ked by I\/BBSQI ﬁiﬂggﬁ@nﬁg th%gw%‘?%%'g{g?, ngfet a?(ﬁ%g tPe security

| MeldhdrligrHang V&ie ( d
the user ID tor@?H§b$@§§ﬁs€ﬁ§n%§¥?qu%%% g%ﬁN ?g%s and the

Thesa rare seirdely tiag) i nformation contained in the
correspondi ng nessage ‘fromthe Access Point (102). An

exanpl e h#pkerRMALIi g afe ﬁlé@sﬁf&é%%%ﬁl i H@ﬁtf&% s&ﬁgér (105)

15 is shown in Figure 6. The neSsage starts wt

AR handaMANDAgdresssd el d, @pa)magked @gﬂf ol hé%ecessary

This field contains the |nfornat|on Tor entifylng

t e réemassoRQinitpAdddds s hei YWAN hbat, Iﬁ@%éf&ébwcl)@ld be formed

user associated with. The address infornation

avadl ebheaide@Qd haeMigRe8s whavw (1 gﬂksugg 1?1'9@ same route

Home Domain Server (104) could maintain
t be @tifassas pseht 8pdydide JisSehel :Qﬂpﬂ-&ﬁenﬁﬂblcﬁn Q%E[ﬁlrement

updat ed when the server receives a new nessage f

t Batnaskeed |1y @egs thusr icald 1be T‘l'}%e‘il)r’d&etst&%nfgort%{@ﬂ Bﬁace in

corresponding reply nessage. The above part “of

Nelss agend DO I8k 2D 4N outidNGdels &R %gc%(ee&%er ID to
term nal, and thus should not be encrypte

1%élwm®65péﬁlfﬂé|mﬂﬂdtmféﬁ§ﬂeé§ t'hﬁey\y‘\gﬁ:e simply the
Specific Local IDfield,
information contained in the corresponding message from the
Ac;cess Point (102).

An example implementation of the message format for Msg5h
is shown in Figure 6.

| The message starts with the AP and WLAN Address field, as
marked by literal 601. This field contains the information for
identifying the Access Point (102) in the WLAN that the mobile
user assocliated with. The address information is available in
the Msg2 as shown in Figure 3. The Home Domain Server (104) could
maintain a table of the addresses sorted by the user ID. The
table gets updated when the server receives a new message for
thatuserID,andthqscouldbeusedintheformingofcorresponding
reply message. The above part of the message is required for

routing it to the correct terminal, and thus should not be

encrypted.
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as marked by literal 602. It contains the information

for the Access Point (102) to identify the Mbile 10/11/2006

Term nal this nessage concerning to. This IDis also
available in the Msg2, and it 5 could be retrieved

usi ng the sane nethod as that £8r the AP and W.AN

Address (601). Next field in the nessage is the AP

Response Key field, as nmarked by literal 603. Thios)

cont ai ns [ ravet | Qe I Poi_nt. (1 .

to generg%ggpgg%gﬁgggg?gl%ﬁéjiggﬁﬂﬁﬁﬁggﬁfﬁgFlf o¢? Ip £ield,

(ke et oage Thes oo s, g, So S, BEL on rox cne

b bORIO 5 SIE IR VRO SRR, peconc

SSRIGET 08 Foan ﬁ%??%@?ﬁ%%@”%é%?@%%? i ﬁ%%sa@'tzf and it
LSt PECr BRI R B R RE RS H om0 b e ena

| pehgakaqt-he Aﬁ\go@zocess success/ failure status to

t he Access oint (102) . It is also clopi ed di rezt I }l/_

f h el : e ' '
Lbove PP G M 0B Do A B 1,
apRah ety @§C§§§eggi oA 198} s @cﬂgtgtﬂ?%q_jh%r ?B(fe?glg%%gogefor the

pr ot ect ed the security nechani sm shared

tﬂscé@gq:daq{@i(@o§$fef@§§£%9ékﬁgﬁg\%@sﬁ§é%lq%g%ggy»_&&%?ﬁ Terminal

for exanple, encrypt y t S pu

DALY TR0 0 SR DA, BB, from cno
Dy e o ok s SOTE Dt
key. Therd1nfoarinRt tRA: GANERE ReAWJJIN BHES 1EHGe MR K% Response
fér AP field, as marked by literal 604. This field contains the
response comjputed by the Central Server (105}, and is for the
Access Point (102) to verify the legitimacy of the Central Server
(105). It could also be used by the Home Domain Server (104)
to indicate the BAA process success/failure status to the Access
Point (102). It is also copied directly from the field in Msg4,
as marked by literal 504. The above fields are only meant to
be accessed by the appointed Access Point (102), and therefore
should be protected by the security mechanism shared between
the Home deain Server (104) and Access Point (102), fdr example,
encrypted by the AP’'s public key.

Next in the message is the New Home Domain Server Public

Key field, as marked by literal 605. This field is optiocnal,

and is used only when the Home Domain Server (104) need to change
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and the index for that key. This field and the

followng fields, 606 to 608, are only to be accessed)/11/2006
by the Mobile Term nal (101), therefore, should 5 be

protected by the public key of the Mbile Term na

(101), which is send to the Ho®e Donmi n Ser ver (104)

in message Msg2. |In order to verify the legitinmacy of

the new key, achecksum e.g. the fingerprint of the

key £ bowl1d DRe Pr adedrd Ande 568 Wt Med 99(:1‘;[& ?J:he gev key,
ata

coul d be achieved by put 1t Iint e user d

WD 1% PRiscted Qhaghgegecurlty mechani sm bet ween
the user and the server epi ng the subscription

i nf or matpQR. £} ra .
the tone e £ ﬁlgsgafx%iez:ﬁfel%ﬁf@gﬂ eflgt(ﬁ_{?iaschkgﬁe{a’%oe are only

f|’d%9%@p£b8és%thﬂ}gsﬁgsﬁ&gfl%ﬁﬂ?&l 8245 ehéng%%) should

Central Server and ask the Centr al erver

t Bl Peloudetld bl tﬂetﬁﬁby§8rk99t§fftﬁé %55611@ éﬁ&fﬂaﬁ (101),

nmessage. It is obvious to anyone skil I n t e art

thatchhesfiehd epuhd AbRO MGdSeEe R LAY kf%emessaqe Msg?2.

generation material instead of the real key.

key coul g begderiowrd: iaty tHel M §iﬂ§c%’ RIEQYL Q) Qei‘eﬁ Hecksum,

some subscription informtion, hus provid

bet yer e Oﬁﬁi-‘c}éﬁiﬁ“lr%ooEoﬂll@V!éhg stHEﬁIld %et B@ow&é\@rﬁq a secure

Chal | enge Message Response for field, as narked

| whgriedo 6081 s Tl 1 d belfhirRiad By 1515'@ iehaldengeer data fleld,
nmessage response generate by the Central Server (10&3

10 fwhiveris prdted@d@nbit Yhéosé@@rﬁ@?ﬂ{@cﬁra?ﬁiﬁlﬁ‘%let(w]e%lﬁ) the user

Next is the Pernmanent User as marked by 607,

2ananthé heetiser Badmirld el sapIrarikRd BY ihitbehdki688- In case
These fields are all generated by the Central Server

(d05) sepatabe eepapiaads dHdd/ 20Q6H0RE nijnraqelt E¥rtepmid® could
corresponding fields in Msg4, as nmarked
attach the fingerprint to the message Msg3 that sends to the
Central Server (105), and ask the Central Server (105) to include
it in the user data field of the return message. It is obvious
to anyone skilled in the art that the field could also be used
to carry key generation material instead of the real key. The
real key could be derived at the MT side through old key or scme
subscription information, and thus provide better protection.

Following that is the Network Challenge Message Response
for MT field, as marked by literal 606. This field contains the
challenge message response generate by the Central Server (105)
for verify its identity to the Mobile Terminal (101).

Next is the Permanent [J;ser ID field, as marked by 607,

and the User Data field, as marked by literal €608. These fields

are all generated by the Central Server (105), and are copied



literal 505 to 507. They are protected by the security

mechani sm between the Central Server (105) and the 1¢/11/2006

Mobi |l e Termi nal (101) derived formthe user's
subscription information. 5 The |last field of the
message is the security field, 3s marked by literal
609. This field is used to carry the information to
protect the integrity of the entire nessage using the

SO Y,y TR A SR S0 0 TR, DRI B e by
ey sepane 18occhns, SOl L RLBE ) ecnanton
oo 0 TBseaber e e 918Kl ot B R0E It (100
Ul e TRSSAge . bROS, o 15uAn Gramley oo

I mpl enent ati1 on € new nessag ornma or

' [ : i.ih th N ..
s ghow,| BB gl Zre T Ispage Stard 5 AL LB RN g, o

Specific Lo iteér

f . i ' t. t h :

BB IR T ol RGO ormasion
; ; [ [ ne :

onihe fechnology e &t £, i el £yS R Re cocuricy

, . A8Di t ‘

| BEEnERLA o0 A 1000 BTSRRI P o TG e ncceas

tBgiher g’wgb 's MAC I D assigned by the Access Point

(102). 25 Follow ng that is the AP Chal | enge Message

. Respons j - Al Liter L '
10 cont ai n?&fﬁh% gﬁgle gﬁgg éggéjrrf)n%%éesgg%é/ ?llﬁ %gs%liéwtt hleoz) will
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- AcgesscPoiid A3 MsERg1 e Kevh SRkl 8Bt hgog,ergr[d"‘%rocess
it. Anewmessage will be generated and be forwarded to the Mobile |
Terminal (101) carrying the reset of the fields in the message
Msgb.

An example implementation of the new message format for
Msg6é 1s shown in Figure 7. |

The message starts with the WLAN Specific Local ID, as
marked by literal 701. This is for the Mobile Terminal (104)
to check whether the message is sent to it. This field needs
not to be encrypted. The actual content of this field depends
on the technology used; e.g. in IEEE802.11 network, this could
be the 48bit Ethernet address of the- terminal, and in Hipe_rLan/Z
network, this could be the terminal’s MAC ID assigned by the
Access Polnt (102).

Following that is the AP Challenge Message Respo'hse field,

as marked by literal 702. This contéins the challenge computed
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Server (105) inMsg5, as marked by literal 603. The

Mobile term nal (101) would use this challenge to 10/11/2006

verify the legitinacy of the Access Point (102). This
field and the following fields, 703 5 to 705, should
only be access by the intended3deceiver, and

therefore should be encrypted by the public key of
that Mobile Termnal (101). Next field in the nmessage

R, ST R0 BB 8 contra
; b . 1 I .
O A e A SRRt PR, comminan

the security ne ermn

usgch o woRyhhesd i Fotsf chgglgﬁhé?féjﬁitfke b L {LtHg%Fy of the

Term nal (101). ow ng t e "Permané

| B fdepld ’Poéﬁtm?rlbg‘fi byplit ffél]lLd7%‘é’d ({lg%ffc%%lfc%%irq?%g?inelds, 703

is used by the Mbile Term na

veld fAn hatohhg %ﬁ??%% ia%c%ggtr béﬁ e i’%?%inld%d reckeeiger, and

Term nal (101) itse The ta field, as mar
byhleirbebak 1051 §YY &l ' | pLor JRLI0 -

r epl ired by the Ce(r?t% g#%%’?%%ra %ee p%ltb:iq'iclsmﬁge(!(;Jl@fﬂol}J]t Mobile
ARArREASeS$1HY) . The above fields are generated 20 by

the Central Server (105), and should be encrypted and

pr ot ect aghxibyiLhg i$€ | |
Db e TEAPILLG S0 IR LATRRALEY B oo wesaaoe

Thespaste figl gl NaEhes FESS %%ﬁ_lii%ﬁﬁ'gﬁd%§ Urgyl s '%'tl%lelgi’ contains

as marked by literal 706. S ~contains _
NeEEssadyonZd ddrarRld o, ft‘?lge _@e?ltt?‘gtl' @%r%\?m:(gﬁggr LWs¥ng the

of the entire nessage. FI'G is a diagram
PE & BESy afle SRSYT 410~ LSt RDEN kgflélltl_%%%Qna?tg_ SRS Vused to

of a message flow between M - Domai n Server
authenticate the network to the Mobile Terminal (101).

Following that is the Permanent User ID field, as marked
by literal 704. This information is used by the Mobile Terminal
(101) to further verify that the message is sent to the Mobile
Terminal (101) itself. |

The User Data field, as marked by literal 705, contains
the AAA related information replied by thé Central Server (105).
IE is used for AAA processing. The abox-re fieldsr are generated
by the Centi:al Serwver {105) , and should be encrypted and protected
by the security mechanism shared by the Mobile Terminal (101)
and the Central Server (105).

The last field in the message is the Security Field, as

marked by literal 706. This field contains the - necessary

information for protecting the integrity of the entire message.

FIG. 8 is a diagram which provides an easy-to-understand



- Central Server and its association in configuration

bet ween each nessage which are descri bed above. H<310/11/2006

9 is a diagram which provides an easy-to-understan
summary of a nessage flowin the 5 reverse order of
the flowin FIG 8 and its ass@&& ation in
configuration between each nessage. The above
description gives an exanple of the sinple nessage

] bi | T ' I 1 d the .
cxshangs, b Ve, Llce WL S T B! (100 a0 e corves
aC—CQfeq{E}%lt gﬁgrpl g %Hgoﬂsn%r%ﬁ%:\/\ihecﬁéjﬁlxgﬁggg#ﬁggu%gtion between

messages W arty o

COTh e S, DAOHED e SRTT, AL UBL UMY 8 Bt s
RSB AL SRS SIS ATV A5 RS in e
5835k el IR g, TeseRe | SRRl ccition on
SRSl AL S SILAFLLYE nd DR VAER SRER BEE K ion goves
BBkl ESDRTS £ PERNE, A0, LRALEL: IS el ot
hecen BN 36 b, L 25195 L YRS P et on.

remai ni g tB%rstwa f aEEﬁrH‘Eﬁ%ac%ethﬁg %Lﬂrgﬂfo%e%tt Owherk exchanging

encryption by using the public nét wor

L ne i !
i e R R A GRS
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the part of I ca

| O6RE '@ﬂuﬁﬁf}@gléﬁ@n@bLlleé;lAéé%ﬁ:aitgoﬁéﬁ%egégﬂ $22P which makes

encryption by using a rive

SUPEEBLDAE 1N AELOD) SRS IYB € SRl e
i Bed 8yt @ FRRRENPAEORoPY Sdrileht N AHinG K&¥HOFie1d. That
is, each field making up a message is separately encrypted by
using a securitymechanism (encryption scheme) which is effective
in between each network element respectively.

Specifically, when a mobile terminal transmits a rﬁessage
to a server, thepart of the message containing the identification
information of the mobile user is subjected to encryption by
using the public key of the server, whereas the remaining part
of the message is subjected to encryption by using the public
key of the network element on its communications path.

“Alternatively, the part of the message containing the

identification information of the mobile user is subjected to

-encryption by using a key derived from the subscription

information of the mobile user, and such an encrypted message
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t he server, thereby achieving hierarchical encryption.

That is, by using a conbination of the symetrical amdg/11/2006

asynmetrical cryptography scheme, the present
invention provides 5 a solution for safely carrying
out the AAA process in VLANirn%%-mnrking wi t hout
| eaki ng any user identification information to
unaut hori zed entity. It is useful in preventing the
[ s ; agk. - u .
Mefs | Arthiesmdghe abhack elll\p%g?{:?ﬁlg B dssﬂtn%b\ﬁhgoé}léglc key of

anyone skilled”in the art t Imvent i on

algge heeMagd ith el 2858 GaF hﬁ@&ﬁ%ﬁ@%ic%:gﬁpﬂéﬁ.

di fferent conbination of age sequences. _
depl oyeahithiss, i BYepkiR éscgg{ﬁhgﬂkgﬁlgfhﬁ%@fs&cxlrnm%%%ical and

preventing the man-in-the-m e attack. For e

i oi ) : . ‘
B e S an e b5 P e A ton provides

Accessi g £dk02)ard ity CaN-PH ¥y 0BLAI BREh Ppa:gggf’s in WLAN

i nformati on about the "Chall enge” Message to

ane texpeetedngResilthler Nelywlky Challen ss: o
(203). This Eggus Acgess Poi nt forggd %%gggssﬁ%ﬁﬁEﬁflcatlon

| $nAret-makhent & the & i-ght _ t.h | .
Vore e enR e e e e e i ds FrEhBh flpEeventing

f eam ﬁ%%ﬂ@—nﬁ@@e@ﬁ@&@kgﬁ?ﬁ thh94) + of BB@&%Q%‘? anyone

Terminal (101), and the key w not be forwar

fepiiBe ASCESS aMOithbt(E82) invEAeE8H0LEu1dtal ]
able to pr etenda;o be an act ﬁ?if’ Access Po(:'{natlszololy% utsgd e

tnerdblohglTentbAalappl@tht ibhe W iMENGL PRetcn®! SOnbination of
useful in the situation where there 25 is a malicious

anésEygdr eadudnids t he 1ink between the Access Point
(102) and the Hone Domain Server (104) . In this case,

this 10t 20880y34, ogi 54 dereitdiloh §aUbSr Pt OB} helpful in
any useful the information in
preventing the man-in-the-middle attack. For example, when there
is a forged Access Point standing in between the Mobile Terminal
(101) and the actual Access Point (102), it can only obtain the
information about the Challenge Message to AP (202), and Expected
Result for Network Challenge Message (203). This bogus Access
Point (forged Access Point) is not able to get the right reply
to the Challenge Message to AP (202), since this requires the
key from the actual Home Domain Server (104) of theMobile Terminai
(101), and the key will not be forwarded out from the Access
Point (102). Therefore, it is not able to pretend to be an actual
Access Point (102) to the Mobile Terminal (101} .
The invention ie also useful in the situation where there

is a malicious entity break into the link between the Access

Point (102} and the Home Domain Serwver (104). In thi's' case, this
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t he nmessage sent fromthe Access Point (102), since

the crucial parts of the message are encrypted by the/11/2006

Hone Domain Server (104)'s public key. Fromthe
nmessage sent back fromthe Hone 5 Domain Server (104),
the entity could not obtain anypduseful information
either, since it is encrypted by the AP's public key.
Figure 10 shows a variation exanple of W.AN inter-work

scanadi e %%ﬁ&tﬂgSeBﬁJsﬁrﬁof n(%/kgfpﬁialﬁgang&%se%utl *:151% information in

scenarlo er credent bScriptio

L T i e, —
BAher ¢ ¢ %htehﬁe}é\géﬁle 595 eﬁé??ﬁl:gdr@z £0l I pcal q?c?vfnnatfn Server

the Access Poi nt I nter-wo eg uence

st@arnly) f’rsoﬁhgkﬂigvké%l:'ai?r%% Ek’!ug]ﬁ%s n?«?e]e sarre aS ¥%rom the Home

sequence an cou exac

d%ﬁ%‘lﬁe@e§9@¥e 1011_516 Qﬂey Sichiier ence sher 8 %ttahﬁt atny useful

Virtual M ( is ' no |onger“connecte RPoG

A'l[’lfb@fﬂﬁf:ﬁ.@ﬁeeiiél@%} t?%lt‘é(?%fg §§Se ]%hﬂ:[ ad -Enl}e ﬂ%%zgﬁ’ss public

Server as narke ais entt
that, . controls the connection from WAN to the
i nter-worked network. Virtual M (10la) coul d connect

to the ]ﬁ@c{f@@ FETMRYw 2@% 1Y G e@fjcﬁln?l%t 8l A¢ &N gg%‘er—work

wired, ar ed; Blue to etc. al so possi

foF ﬁ@@ Yidtual d=kka); fGgoldpocate with the Access
Ser%er %102a EE%Eihls sﬁiuagﬁgh ‘the Msgl, and Msg6

Wi | bqg&ﬂi%e%dé?lta%ﬁ%al |t)f‘ve %%%rmcgléﬁeﬂgﬁaﬁogha ﬁﬁgcrlptlon

exact format as define above nmessage sequenc

anr d Ao bl s tite PEn 3 eetEd1 10/ 24420084 By lqrt%ral 101a.
remai ns the sane.
The Virtual MT (10la) may be located anywhere in the WLAN, for
example may collocate with the Access Point. The inter-working
sequence will start from the Virtual MT (10la). The message
sequence and format could be exact the same as desrcribed above.
The only difference here is that the Virtual MT (10la) is no '
longer comnected through an Air Interface (106) to the Access
Point.

The Access Server as marked by literal 102a is the entity
that controls the connection fromWLAN to the inter-worked network.
Virtual MT (10la) could connect to the Access Server (102a) using

any interface, e.g. wired, Infrared; Blue-tooth, etec. It is also

possible for the Virtual MT (101a) to collocate with the Access

- Server (102a). In this situation, the Msgl, and Msg6 will be

used internally, and might not follow the exact format as defined

above. Other message sequence and format will not be affected,
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When this Virtual MI (10l1a) successfully obtained

access to the service from hone donmain of the 10/11/2006

subscription, any W.AN Device as narked by litera
1001 associated with it would also 5 be allowed to use
the service. The securltynecha353n1setup bet ween the
WLAN device (1001) and Virtual Mr (10la) could be
proprietary, and the security level is to be decided

by, 4 WA real rid exanple of this scenario is
aat&g:euserlﬁshgégts%aa\én\?\LAN Access Point at hone, and

S/ he ha?&% %?Eﬁrf %101?# 910115?8 a %%l IS%UH%&%g%l%d access

eVICG

‘ tctobﬁ’:h%bggr{r?c Cff&ﬁ glvggeli:BQCSuﬂgc%P%;%i&?t a(tjny WLAN

to the Access 0|nt s

WP bR e A ?ﬁ&gfg@ggza%za. RS o s
N%e(allq]cﬁ)ed’Wb Q? %ﬁ%%%%vtﬂ&% Uﬁleer ﬁémgjﬁi 1‘,:35 %igg%gﬁ Jg%]la gggup between

subscription 1 nformation,

p%ﬂ%@ﬁ%ﬁ%é@léﬁégg ? Wdfr@ﬁgfﬁg U & 1a@f%§£l§ﬁggrﬁé}rietary,

WLAN devi ces ssocl ate to't

aQMd”EBQOQeQEﬂE)Egl&Y 1 tg% e ede%maeé'ﬂyo' LAY d

protectlon and servi ces, acce

| MBS seryic1 #0rid d:Snh\W QWS & gegﬁamkifé 't]%%t' g&&er hosts

art that the invention could scale to mul

Sk tygay Qifbctzeéé" PRGN St hRNET t Hak Mhet hﬂ%@kﬁc %ﬂ!b%crlgtlon to

coll'ocate with an AP controfller, ‘or

Serus1 i Bakok-e, t@eg' R 8k 1’{\9&5@9]( NelMOLkn el o Ss %llslodexuces

clear that the schene applies to wired devices,

dey i $s06k At tQ 2.ckhe éﬁet%%l\l& % o thﬁéntlcated

interface instead of air interface coul SO enj oy
tHhe tHe Aet¥kEeBoihf, CASEs Ty Blepilﬁpl/éxﬁérﬂaéd using the above
10/11/2006 36 terminals exit in WLAN, each of

tdese sl dngenthb@Ueh HRB ng the Virtual MT (101a) collocated
with Access Point. The Virtual MT (10la) would access the user’s
credential and subscription information, e.g. his/her UICC, and
proceed with the inter-work procedure. After that, WLAN devices
(1001) could associate to the AP using any method desired by
theuser, e.g. asimple passwordprotection, anduse the 3Gservices,
e.g. access the IMS service.

It is obvious to anyone skilled in the art that the invention

. could scale to multiple AP situations, in which the Virtual MT

{101a}) couldcollocatewith an AP controller, or the WLAN’ 5 Access
Server (102a) to the inter-worked network. It is also clear that
the scheme applies to wired devices, i.e. device associated to
the AP through wire or other interface instead of air interface

could also enjoy the 3G services. In case of multiple virtual
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i nter-working procedure independently. When one

virtual term nal is able to access nulti user's 10/11/2006

information, e.g. accept multiple U CC card
S|nultaneously, i nter-working procedure for each of 5
the user should be carried out 3fhdependently. Virtua
termnal could control the W.AN device (1001)'s
access to the service subscribed by the user using

PLRSEREARLY JRANTn, End widlheo) QQIng%ﬁ%ﬁgéh%%#i%ﬁg£hr¥ugh the
WL ANSs

subscrlpt?%%ﬁbﬂﬁgg%%@g%%igggﬁgg gﬁF%grgﬁegéﬁ¥%%ﬂrtqq%ﬁﬁrmlnal
t 'f@ab@etﬁ&% é'sg%ltél' sépfg 'Baft | %}%tllsﬁélft %&g\ﬁ;gge%& multiple

user's honme donmain, and 'S genera

be;ghar g %10§\Eﬁh§téﬁegt§¥g%gflsll{1%ﬁ/ u?onlggﬂlg%%t%ﬁg:e%% Bor each of

Servers I SSsue ons

dormd ﬂs@rggﬁoufﬁ 1 ¥§1E§V§# q%cfe%@%n‘%ﬂ%w Gdgg,, P terminal

t he technol ogl es us eren

i @o@fld"@o‘ﬁ%‘%o\i" e whBR Hg%cgor(r?bal)sﬁgv élO Rl (& service

not able to give exact I nstructi ons tO e reso

”%ﬁh%%%@’%%%deﬂgz' ﬂ’l@su 28 1) y@%lﬁprgrgt/'\!cgqr&?%gﬂ &g+ password

appl i cations, n1SS|o

ng&w@@&theﬁorga&hQEt apghpg event deci sion making in
hone domai n. Flgure 11 shows™ an” exanpl e

i mpl ementation of the present invention that solves
the problem In the framework, the Mbile Term nal,
aseRBhKedeRY bjteral 801, is connected to the network
25 through the WLAN functions. The W.AN functi ons

LT <S043, AROAE B L LB1R) 0 00 e

- 888. usHEsB%'s@rEﬁHhBﬁ 18Q%md si de eﬁecgéﬁisgioﬁ%ntrol from

commands from
time to time. Since this information is stored in the user’s

home domain, and is generally not allowed to be shared, WLANs
have to rely on the Home Domain Servers (104) to issue decisioné .
Since the home domain might not always have the detail knowledge
of the technologies used in different WLANs it inter-worked with,
the Home Domain Servers (104} are not able to give exact
instructions to the resource management entities in the WLANSs.
Also, some applications, e.g. admission control, require local
network information, and prevent decision making in home domain.

Figure 11 shows an example implementation of the present

- invention that solves the problem. In the framework, the Mobile

Terminal, as marked by literal 801, is connected to the network
through the WLAN functions. The WLAN functions include the Rule

Engine, asmarked by literal 802, and Rule Interpreter, as marked
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the Rule Interpreter (803). It controls the

accessibility of the Mbile Terminal (801), and 10/11/2006

manages the | ocal network resources. 5 As shown in the
figure 11, this engine could collocate with the

access point in the WAN, but &ffis is not nandated. In

actual inplenentation, it could be a separate entity

that has communi cation channels with the access

pq$ ty;dhe, RY@ Engine (802) also has the channel to

S|gna |ng to the Mobile Terminal 10 (801). The Rule
Interpre ]§%§E th rul es

ﬁlﬁx n??.n%?(%t igyt e &e&&ggr g the Commands from

fromthe nmobi 1 e USEér,

i rgf?é RO ALS zn%%%%bﬂe}h?s%ﬁ'\' ![‘BC?!)nEgQ#SX{he Iéc afglblllty of

has the respons tore e user s

relal e, 1d RLPRIA 2D (561 t%lnlraawl‘[%x g?e?so?nﬁ%rﬁgg%ﬁg%waﬁjk resources.

Interpreter (803 recel es erver

t @%t sheRhUEs QW $i gerofy it h%h\ﬁ%égh?%g %(loFS?ﬁamth the

04. There 1s nor U|renent acenen

Rlé'c%e%%r ﬁgﬁnt(ﬁg“e 2&8\‘ Ryl& $85Y (§9€)1%Arf’dgtee%l &9 actual

to provide rul es t pertain to

U?Lkn@@.eh@ﬁtb@i@ﬁ quﬂ(' ROuSEr VHEE 5 | s%ga%a’&%ssé12£fl‘t:)z2?éhat has

he Rul e Server’ (804) serves mul T net wor

' EB%UW@ EE£ W4 e 16 AN ¢ ;H;%h@u Ia@cgﬁg Vgé J[\lél‘?oéal‘]te GQuld Engine

al so be a proxy that intertaces tot

| "(‘@@QW@I&S ha@@ﬁbc%é’f k%g%g;a?ﬂﬂgcgé %ﬁ%gé)le Terminal

(Back-end Processing, as by liter
regpieve information fron1the actual servers.
typi cal operation in the exanple inplenentatlon i's

shown 1G/nklReQ@61nB8rhP=FLPU[ IR 1Jh§ﬁ1§ﬁitli%yu%ﬁ%t receives

woul d request certain service through
. rules from the home domain of the mobile user, and interprets

- them in the WLAN local context. It also has the responsibility

to report mobile user status related information to its home
domain.

The Rule Interpreter (803) receives rules from the Rule
Server that resides outside of the WLAN, as marked by literal
804. There is no requirement for the p_lacement of the Rule Server
(804) . The Rule Server (804) is required to provide rules that
pertain to the mobile user using the inter—working service.

It is possible that the Rule Server (804) serves multiple
networks that inter-work with the WLAN. The Rule Server {(804)
couldalsobeaproxy that interfaces to theWLAN’ sRule Interpreter

(803) , anduses back-end channels {(Back-end Processing, asmarked

by literal 805) to retrieve information from the actual servers.

“Atypical operation in the example implementation is shown
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the rule 15 rec

Mobile Term nal (801) fromthe W.LAN, as marked by

literal ST 9001. The Rule Engine (802) in the WLAN 10/11/2006

that controls the local 5 resources would query the
Rule Interpreter (803) about the corresponding
operations to be taken, as marRB8d by literal ST 9002.
The Rule Interpreter (803) woul d check in it is |oca
cache if a valid rule set exists applicable to the
opgf a4 3s marked by literal ST 9003. If so, it
woul d make a“deci si on based on 10 the rul es and

3 :
cor 1 capang I SLERORL %Meaﬁ?fem%ﬁ’ﬁ SoEfoush the
Cafg 160G e i @b?@?&?ﬂ g tﬁﬁAﬁhO$atl rker{lmob)gg iteral ST

the interpreter or an erfar non-4v

deyjoqe. Th@fﬂl@kglﬁsggt ?é@% tlﬁl ttg% ]‘?J%Eethwqc Eg&'&?‘%h%d&e local

rver

t%s@h%b@%eh&é”%ﬁ Wt 1£ . (803) about the
yperlo Cer nexi g !

indicating its val

i @BQ%@%??E@??&B&%%&%@%%@ uded fogslrrgeﬁdécﬁ )gJ]QALiteral ST

and en arure 3°Va

expbpedthind Ruf@@ﬂlt%r he tmr r@lﬁh )a%xhg§a+ﬁt?dc]99guf€ 1§rlocal cache

renoved in early opportunities

the b e PIMErs4B8Q4) ¢ %ﬂpﬂé&ofé’%%rﬂ}‘gee gfg%a#L?h ég]marked

the cache. In order tfor t proper retriev

rbi/ellté&%ﬂ ah gy Pr '?it QN dgf | h@&er ul ec151opdbased on

applicable range i's al'so 'store 'S CO

bene fO51 &X M %urtr@?ntd‘?f@d%r']ﬁfs‘%a]% ' QLH tﬁfe EE@N”DQEE making

user that should be using this ru i's obvi ous

t Qo BFYsHth Bikld & edbhd rbhpakk i tﬂ“@écﬁﬂ@f&i | B OL A2 5 che could

coul d be stored depending on i ement at 1 on

r@m@%@hteahﬁnrﬂ@%@ﬁdﬂ hetBh (;J-Qlt]ﬁ]é tzi%%ﬁﬁ%ter or an

generic form since it i's not feasible for
Sartam {180bh - vba 2ebt 2l %tb%g@n%ﬁrh%leng t echnol ogy of

each WLAN it connect ed

Information stored in the cache would include the rule
received from the Rule Server (804) in the previous transactions
withatime range indicatingitsvalidityperiod. Certain indexing
information should also be included for identifyving and
retrieving the rule. When a rule’s va_lidity expired, it should
be marked as invalid and be removed in early opportunities. A
later rule from the Rule Server (804) could also override the
rule in the cache. In order for ﬁhe proper retrieval of the rule,
certain information defining the rule applicable range is also
storedwithit. This couldbe, for example, the domain information
of the mobile user that should be using this rule. It is obvious

to anyone skilled in the art that more information couldbe stored

depending on implementation requirement. The rules are in a very
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to. Therefore, the Rule Interpreter (803) needs to

derive WLAN 5 specific decisions wth proper 10/11/2006

paranmeters fromthe rules regarding | ocal network
status. For exanple, the rule could be "ALLOW3 Mps
BANDW DTH, TIMELIM T 10 min." Wen the WAN is

usi ngHi per LAN 2, this could be translated by the Rule
Interpreter (803) into decisions "allocated n nunber

e\?er%;r%&gﬂ%rﬁlh%n‘%%en&gals }1(3 fPéaé”]% .en!%o§ng¥%%wll | rver (804)

r anes sen connect 1on

TSRS oo IR Someccec

the HlperLAAVZ speci fications. is obvious to the
person skilled in the art that the above is only an

Format - apfietofs | Ehe ARl forEnidh O (fdaf %%ﬁ'écﬁ%geme WLAN
AT S SRR AL e e
?Qi‘&gmgtlrbec u'n%tlwlatr%r BE?EE& I‘oa:O%&aﬁl%qléEEE Lﬁle could be

he sane net exa

teﬁsﬂﬂb[@u? M9%s IWﬁTI—P“’T%ME Bﬁqsei q.re’n%thﬁn I5he WLAN is

avall able rule exists I n ocal e of

| ﬁ&fﬁ@ﬁ?b@fﬂ\ﬁ9§ t’hl%%l.ﬁl& l%ul‘:gggé?ég%ﬁ?)g é{?eoﬁlzlle Inteapreter

transmts a request tot

}8’8(53 fenab Kb 2531 V%ffo&?@é? PhGuPd L3 I(Cg}g%?oi?ecrﬁ%eﬁérmlnal

connect e Ru nterpreter

%ﬁuﬁfr‘ﬂ@én&i &@%h l%%k' ih @g&f}?ﬁhﬂ:ﬁl}%mggl”e alrm LY &L hnection

(803) needs to use th user's

| 0] Cc r ”
108 okt S o VoS B whore

RHEn o, VEadBO4) cuPhit B FrdnfhRE 1\9432%"1%1‘3:1%%&11%? the HiperLAN/2

regardlng the request is avall able at
specifications. It is obvious to the person skilled in the art

that the above is only an example, and the rule could be in any
generic format agreed between the Rule Server (804) and the Rule
Interpreter (803} depending on the operation involved. In a case
where other WLAN technique is employed, the Rule Interpreter
(803). should operate in the same method as.in, for example,
JIEEEB02.11 technique.

In addition, in a case where no available rule exists in
the local cache of theRule Interpreter {803), theRule Interpreter
(803) transmits a request to the Rule Server (804) as marked
by literal ST 9005. When there are plural Rule Servers (804)
connected to the Rule Interpreter (803), or the Rule Server (804)
is a proxy, the Rule Interpreter (803) needs to use the MObile

user’s domain information to decide which server to use. In a
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Rul e Server (804), the Rule Interpreter (803) needs to

decide the nobile user's domain information in orderig/11/2006

to decide which 5 server to use. O in a case where
there is no reply fromthe Rule Server (804), or in a
case where no rule regarding tH# request exists, the
Rule Interpreter (803) nmay use certain pre-set def aul t
rule sets to nake deci sions about the operation. 10

F05a§é(aﬂpeiee tm%% b+<51 fx?erpriﬁ\{ ik geiaN }%%Pe/ e#’ Sriex%dré,r) (804), or in

access range aval

th§ é%lg oc%&% !éefff r(e %%)dl%?gu 825%&95%% glrslng“{valtiable at the

access rane

rhgfgrrgl%rrlet Wo‘pekq[pte(g%lt4 %iﬁ%rﬁ&é e%p?ﬁ'lt T ul® 0@?(:%3%58? decide
Sttﬁ{ee%o]n%l'en %E? Ruhgm%lme{@fqe%f%tlo%g%)n %rlgl%%laé b e?:h%e which

or certaln ex ernal orage I'S acces

_ rgter (803). It is obvious to anyone
S -

int e ‘art that there could be different

rules fop dhff %r Qi AREL At %nr hs o?n %Sr VRlle server
r'om Ru

(804) recelved he enquiry

| n(tS%rélQr eLerid 803) s 'htrhé’fédl gsf‘ﬁfécpe ,%(]_S%;Ll‘t%/% daf a cgﬁ?éc'%tr exists,

t he correspondi n ter

9%)1@ R Qﬁﬁ%ptr%tlgoe%t ﬁgby E a(e\ﬁgé)e 8(9:!‘ L1 ?)(rga%)eftu%%sault rule

d sen nter pr

netekedteymg?(eegeh%,?«g Toodt ta{%ﬁg%ﬂ&?,et he rules

fromthe Ru rver t he rpreter

(803) wopb A pdahe i §eh %ahn%f%lﬁt%ﬁ%&%% @ﬁ‘é’ ﬁéjexe's access

and |nterpret | |nto speciTi Cc comran

nBéK?Q ahbéllattﬂreafrélglt%y 1%99@ sethe? ( é’@@? -{%eRﬁPe Merpreter

for fransferring the rule needs to
(803) could decide to let it access local :Lntranet only, or access

internet resources depending on the trust level of the user’s
home network to the WLAN. This default rules could be stored
in the Rule Interpreter (803)’s local cache or certain external
storage that is accessible by the Rule Interpreter (803). It
is obvious to anyone skilled in the art that there could be

different rules for different operations.

When the Rule Server (804) received the enquiry from the

Rule Interpreter (803), it would eearch its rule database for
the corresponding rules, as marked by literal ST 9006. When the

Rule Server (804) obtaiﬁed the rules, it woulel send it to the

Rule Interpreter (804), as marked by literal ST 9007. After
receiving the rules from the Rule Server (804), the Rule

Interpreter (803) wouldupdate its local cache with the new rule,

and interpret it into WLAN specific commands, asmarkedby literal
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between the Rule Server (804) and the Rule Interpreter

(803). This could be done dynam cally through sendinmgp/11/2006
the rule format 5 definition to the Rule Interpreter

(804) fromthe Rule Server (803). Wth this

definition, the Rule Interpretdd (803) is able to

extract the necessary rule information fromthe

nessage. In order to achieve this, the Rule

| ndpr er (803) needs to support a set of

operations that could be used to define the rules. 10

Dve 15 ARB %@%’%@%iﬁ%'%%%ﬁﬂ%ﬁoﬁﬂm REGRERTE Togbe agreed
Ag% mﬁ“aggégﬂ%easﬁ rgoér ﬁ%%ﬂ?af”ﬁie glgf? HIUGHE (503 .
SR .

| rﬁeg,lg?%eek$8n§%%%nﬂe\lf 2% eacztr ?ggéno %?I%Qtﬂen Rule Server

(803)". With this definition, the Rule Interpreter (803) is able
to extract the necessary rule information from the message. In
ordertoachievethis,theRuleInterpreter(803)neeasix)support
a set of operations that could be used to defiﬁe the rules.
Rule interpretation operations::={

CADD;

SUB;

MUL

DIV,

AND;

OR;

.EQUAL;

CONDITION;

NEGOTIATE;

ACCEPT;

REJECT;

STOP;

RELOAD;

}

Datastructure1shownaboveisanexampleofthéoperatiohs

‘supported by the Rule Interpreter'(803). An example of the
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to add, subtraction, multiply, and divide operations

in mathematic context. AND, OR, EQUAL are | ogical 10/11/2006

operations widely 5 used in all conputation |anguages,

e.g. the same as "&&", ""I I ", and "==" in C

progranm ng | anguage. CONDI TI O#2neans that the rule
has conditions to restrain its usage range. NEGOTI ATE
nmeans’ that a negotiation is required before the

Al t L.
PSR e el AT e
f
|nterru§?§ §S§8F§Qﬁ$p§%§?§ (0U§ g@gcf§??§?¥%ﬁo{?ﬁ§pondlng
R in e e.l.nterpreter
(;H(?g) §t8gvﬁ|ros 6}&(&%{ e o ﬂhg?&gﬂzama'}] - Il?s fer%’fldons
Ol?n\éﬂt%léﬁattgcaé%%%gts kﬁ.ﬁbe%tﬂé dE%fIﬁh? ﬁ&r tlfgl%:tql OBEEa PN widely

be nore operati ons Suppbr

B AT T e 10 -
e T R
SR 51 ML LSS0 I e
uﬂggfsat ﬁ@goEQQtEBBOfﬁte'oﬁﬂr%la%efgr{%g‘lgwé«?’ﬁﬁgft cision could

net wor k or exanp e when i nter-wor

nﬁé"i@éd‘e E‘-‘x&%EP%ullﬂSa{iQt'@(; pe[c‘:t‘:t t Q:ﬁg?’}e @91? foor \%&%\Qﬁa‘g’:ion, and

certain basic 3G rel at ed rlbutes

t RE RaYEe Iﬁé‘aﬁnﬂﬁcﬁ ﬂéﬁt&{tprt@%ee rd B3y AR, @Q%Rat CanSEQP means

Server (804) agree on a set of attribute

f o Aaklpt hﬁ%ﬁjﬁ’é%‘u@r‘% nit TV L PRE QN Ry, &) 15”%(%[: tf@rfhﬁqe Server
network.” Rule interpretation (oS attributes:

10434y 200G nad3aVexBangdme dkhie MBandwigt r1'803 to update the
definition and re-deploy. It is obvious to anyone skilled_ in
the art that there could be more operations supported by the
Rule Interpreter (803) in the real implementation.

In order to form the rules, the Rule Interpreter {(803) also
needs to be able to understand a set of basic attribute set.
This would be operation and network dependant. To inter-work
with different network, the Rule Interpreter (803) in the WLAN
only needs to understand the information that is used in that
network. For example when inter-worked with a 3G network, the
Rule Interpreter (803) needs to know certain basic 3G related
attributes. Another way is to have the Rule Interpreter (803)
and the Rule Server (804) agree on a set of attributes that can

form all the possible information in the inter-worked network.

Rule interpretation QoS attributes::={
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Aver ageBandw dt h; MaxDel ay; 5 MaxJitter; MaxPktSize

Burst; Filter; Meter; 10 Marker; Dropper; Start 10/11/2006

Time; St op Tinme ; 1 15 Data structure 2 shown above
is an exanple of the attributes_ [list for QS rule
interpretation. An exanple of ffe attributes i st
that needs to be supported for the QoS rel ated
operation is given in Data structure 2. The

MaxBandw,dish» M:Bandwi-dt h,  AverageBandwi dth are the
attributes for the bandmndth related 20 i nformati on.

The MaxbghawnsaRdNaxJitter gives delay rel ated
i nformation about the rule. MaxPktSize gi ves

|nfornahbggaﬁggghdwggghUHX|nun1packet size to be
supported. T Burst woul d indicate the burstness

al | onedp¥pe;Ell.ter is a conpound attribute that
contains field such as, source address (origination
poi nt 2fk,2ddress) destination address (term nation
poi nt address), source port (origination point port),
desti najh Qpx POF Lo 10/ 11/ 2006 44 (ternination poi nt
port), TCS field, etc. It is used for the

di sti ngwishi hg of the streamto apply the rule from
ot her streans.

Filter;

Meter;

Marker;

Dropper;

StartTime;

StopTime;

}

Data structure 2 shown above is an example of the attributes
list for QoS rule interpretation. An example of the attributes
list that needs tb be supported for the QoS related operation
is given in Data structure 2. The MaxBandwidth, MinBandwidth,
AverageBandwidth are the attributes for the bandwidth related
information. The MaxDelay, and MaxJitter gives delay related
information about the rule. MaxPktSize gives information about
the maximum packet size to be supported. The Burst would indicate

the burstness allowed. The Filter is a compound attribute that

contains field such as, source address (origination point

address), destination address (termination point address),

source port (origination point port), destination port
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It is obvious to anyone skilled in the art that using

the Filter, the rule could be specified to apply for10/11/2006

one termnal or a group 5 of users. Meter, Marker,
and Dropper are conpound fields that are specific to
Di ffServ [Non-patent docunent ##]. StartTine, and
StopTine indicate the starting and stop tine for a
certain operation. It is obvious to anyone skilled in

g?ﬁ@fﬂiﬁmoﬂ A %%Eti)”p‘rgge?%%tliﬁonce&?erftaig I2L8 for the

I butes to be supportéd d nterpreter
()-lepmding o7 0% Lo 9BKSA L1k (Snorpcy streans.
oBS" 8105 LB VoLIE Bl LELSEAY BASC (AGD g mitcer,
e Ol 081 14501 AP FotpEEOTRLEop SEElg)cor = rous

needs to define a
f fMRisers { OPERATI ON, AVERAGEBANDW DTH,  BANDW DTH

VAR, TIME PERIOD) It could define the format as:

gggﬁq@%@gﬁ%ﬁﬁf LARth LS EE 2 compound fields that are

A Th: = i di.h: T .

AR e Bandv R T B e AT Er Bt Time, and

=Staptrihk M nadyBa BLORIE MR 423 1 e LT & ﬁiégﬁérfgﬁtgdcertain
foll Exanﬁfe

rul e could be send as oW Nng:

{?b@téfft&hL% 1%io%%0@F§ggéheug ii—@é&lirﬁocqﬁa 4t that in

i s obvious to anyone sKki ~in the art that there
CoshU iMe] &me Lo itERakedac8MbPat 1 PPr Phuddle o be supported

attri butes and operations to formrules.
by the Rule Interpreter (803) depending on the technology used
in the inter-worked network. Using the above attributes and
operations supported by the Rule Interpreter (803), the Rule
Server (804) coulddefine the format of therulestobetransferred.
For example, a server needs to define a format as following:
Example QoS format::= {OPERATION, AVERAGEBANDWIDTH ,
BANDWIDTH VAR, TIME PERIOD}
It could define the format as:
Example QoS format definition::={
OPERATION: : =bPERA TION;
AVERAGEBANDWIDTH: :=AverageBandwidth;
BANDWIDTH VAR::=MaxBandwidth SUB MinBandwidth;
TIME PERIOD::=StartTime SUB StopTime;
} _

Therefore, a QoS related rule could be send as following:

Example_QoS_rule::=[ALLOW}10MBpS\ 100Kbps, Shour}
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Rule interpretation nobility attributes::=( 5

Origi nal Address; Current Address; HoneAgent Address; 10/11/2006

Local Agent Addr ess; Next Agent Addr ess; 10

Tunnel Addr ess; Local AccessAddr ess; Start Tine; Stop
Time; Filter: 15} Data strudBure 3 shown above is
an exanple of the attributes list for nobility rule
interpretation. An exanple of the attributes

col I ectigp { @@%g?&%j%o e}?@hé%@@?ﬁgg%rpﬁgé I%.?taﬂ%t%t there could

I nterpreter to support no

gl T i .
ﬁ@ﬂagﬁpﬁ%ﬁﬁﬁg o nB? t?a BB SRR Grerations
(%Q,l)fdrtih Wohil.el P [I\Ion patent document 13] context.

The Current A 33ress is the care-of-address in

Mobi | el P Adf e rE'?:%t'i‘%fIP%%%}tlA‘%? g%% Bﬂges

Local Agent ress he hene agent*s saaresSand

forei gnoagent,,addye in 25 MobilelP s context. The
Next Agent Al grgssg(go%‘?d’ be the agent in next domain

the Mobil,e, 18 3l 4 801) expected to enter. The
10/ 11/ 2006r 4%ﬁa1i€nn€é ‘Address is the address for

tunnel i pg Shadgdde. traffic needs to be routed
t hr ough tﬁﬁ%@%l ng. Local AccessAddress is the address

for |ocabc Ay SeFMIESEssStart Tine and StopTine are used

NextAgentAddress;
TunnelAddress;
LocalAccessAddress;
StartTime;
StopTime;

Filter;

}

DatastructuréBshownaboveisanexampleoftheattributes
list for mobilify rule interpretation. An example of the
attributes collection that needs to be supported by the Rule
Interpreter (803} in order to support mobility is given in Data
structure 3. TheOriginalAddress is, for example, the home address
of the Mobile Terminal (801) in MobileIP [Non-patent document
13] context. The CurrentAddress is the care-of-address in
MobileIP’s context. The HomeAgentAddress, and LocalAgentAddress

are the home agent’s address and foreign agent address in

‘MobileIP's context. The NextAgentAddress could be the agent in

next domain the Mobile Terminal (801) expected to enter. The
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toindicate the lifetinme of the above i nfornation.

Filter is 5 the conpound attribute that used to 10/11/2006

di stinguish the streamto apply with the rule from
other streans. It is obvious to anyone skilled in the
art that the real inplenentat#6n woul d include nore
attributes in the list, and the definition of the
above attri bute would vary depending on 10 the

LOBES EL el ol &fﬁn@rjhe A e

t
o 1015 M Ll i a0 o
S Sl -
tl%% R#d?tﬁ/éEEe£ eiffe&?rg% %ﬁ)tﬁgr%&e Sl%r?orlmnaft%ro%at IEolllter is

bl e Term na i h case sore ‘cooperat i

gl B3 4 B g o
DU AR, o o

f‘ LZorﬁf’E@'%@o?’ﬁE’?r"ﬁtﬁhESﬁ%‘l‘ LB T Hls e e reat

acconpanled y bﬁﬁgl{nkgﬁﬁgg:ﬁﬁe %?tﬁ%gﬁ%s 'y the list, and

U@ﬂ@td{%ﬂ%%% o tREr %g%{}e PL Lgfblﬁﬁ%odl%zé)}%f }ﬁ%bgmiing on

the R Interpreter

C@l@é'@é&}ﬁ%lto%l%lépﬁ%‘d ag%eeytmge@g&d%@% Aﬁnee 'snuging the

nor mal account | ng I rrp enment ati on

taarsiari éeﬁf‘%rgj%/t]ﬁlé 2R9 Seézre&a@’g t 2 ¢l et 9n£8rpreter
hi's §#J§

t he home network of the nobile user.
t hen et ‘é@rzﬁaf@@@lﬂfﬁt\%k%%@@oo@'tﬁ@%ﬁ?é 3@ preter (803)

needed. And it al so poses a | arge conputation burden
ofbilNe send the detail decisions to the Rule Englne (802) for
execution, as marked by literal ST 9009. It is also possible
for the Rule Interpreter (803} to forward some information to
the Mobile Terminal (801) in case some cooperation is neesded
at higher level to carry out the rule properly. For example,
.to send the IP layer filter information, so that the stream would
be passed down to the Ethernet layer with proper marking. It
is also possible for the Rule Server (804) to redefine the rule
format by sending a new definition, and then a RELOAD operation
rule. This could alsoc be accompanied by time information that
makes the updating happen at certain preset time.

In the system, the Rule Interpreter (803) could also be

configured to support accounting and monitoring. In a normal

accounting implementation, the WLAN need to transfer all the
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accounting server at the hone network since it needs

to process 5 all the raw data and acquire desired 10/11/2006

information. A way to solve this is to have the WLAN
do sone local processing first, and send back only
the data specified by the homé7network. Since
different WLAN has different statistics for .
recording, sone prelimnary filtering is required. The

Py Bleh NS DO LS (LBORL WOl 0601180k CL ERPONAI B0er . This

stati I'Cs and conver hemi nto e

V‘Q&Hlﬂ b%a%%%f l&hei ﬂe'i:ngrki Pég%ﬁ%\gé%ia% 'cg 212? eqtlr,llgzthe data are

records to be obtai'ned shou

C%élegl _ S.e. ﬂ%}ﬁlg i40 afl%rgmlp%%)é S1(: %Bﬁ.%“i{gﬁéo o%ésﬁga%gto%d burden on the

recor ul'é Server

b ARORREL G $0PYd: SROMRD N i BB SETEY pB3aLNG process

basi c sets; or a common en standard ¢

adgpt efe Lg{d aéegpgﬁdwf%@fég i&)el'gi%s‘ec??i];%f]oe&aitrion.

RFC2924. le-rnterpre ['on-accoun

attribuﬁ?ﬁggfftéﬁéHtvéﬁ s 1ENAL B %ggiﬁﬁﬁﬁn%ngome local

me; Repor i od; at chReportingTime P
I ORFLLLSS: e BRCkehiT 0 DY LT ORE e ol e by o
Bhimé HeRRYH . 288nce Bilerrcdb8tMan nBd al #F8:MiPistatistics for
recording, some preliminary filtering is required. The Rule
Interpreter (803) would collect corresponding statistics and
convert them into the records that would be useful in the
inter-working. The set of records to be obtained should be basic
sets that couldbe used to form any further sophisticated records.
The Rule Server (804) and the Rule Interpreter (803) should have
an agreement on the basic sets, or a common open standard could
be adopted, for example the attributes defined in RFC2924.
Rule interpretation accounting attributes::={
StartTime;
EndTime;
. CurrentTime;
ReportPeriod; .
BatchReportingTime PacketTransmitted;
- PacketDropped;
ByteTransmitted;
Byt eDropped;

Priori ty;
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Max Pkt size; 5 Mn Pkt size; Mx Pkt interval; Mn

Pkt interval; Mn Drop interval; | 10 Data structurleo/11/2005
4 shown above is an exanpl e of the attributes for

accounting rule interpretation. An exanple of the

attributes to be supported by4§he Rul e I nterpreter

(803) for formng accounting rules is given in Data

structure 4. These include the basic information that

shoul d he;«calected %ﬁthe Rul e Engine 15 (802) and
shoul d be avallable at fhe Rule I nterpreter (803).

The Rul g;5%erver. gﬁg%) woul d send a definition of the
accounting— record desired to the Rule Interpreter

(803) ug;ng ,Lhesg;pattributes and the mathematic
oper ati ons— For—exanpl e, when the detail records

requi r ed,Ry dihe -hoge network are the duration 20 of
t he traffalc the gandvvl dth used, the bandwi dth

variances ot by drop.rate. of the packet, the definition
of the accounting [Ist send by the Rul e Server (804)

coul d bgaXEpggphgtgg\ggyntl ng list::=(
DURATI ON: : =EndTi ne SUB St art Ti me; 25

BANDW DiAt,: BBt 1 h 8k £y aver age; BANDW DTH
VAR : =Bi t-Tate-Max SUB Bit-rate-Mn; 10/11/2006 49

DROP 'RAWE, PKFop inFacket Dr opped DI V TOTAL
PKT: : =[ Packet 'I‘ransm tted ADD Packet Dropped];

}

Data structure 4 shown above is anexample of the attributes
for accounting rule interpretation. An example of the attributes
to be supported by the Rule Interpreter (803) for forming

~accounting rules is given in Data structure 4. These include
the basic information that shouldbe collected by the Rule Engine
(802) and should be available at the Rule Interpreter (803).
The Rule Server (804) would send a definition of the accounting
record desired to the Rule Interpreter (803) using these
attributes and the mathematic operations. For example, when the
detail records required by the home network are the duration
of the traffic, the bandwidth used, the bandwidth variance, the
drop rate of the packet, the definition of the accounting list
send by the Rule Server (804) could be:
Example accounting list::={
DURATION: :=EndTime SUB StartTime;
BANDWIDTH: :=B1 f_ra te average;

BANDWIDTH VAR::=Bit rate Max SUB B_lt rate Min;
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] 5 1t's obvious to anyone skilled in the art that

- there would be nore attributes collected by the WANQ/11/2006

than that listed in the exanple. The actua
irnformati on coll ected would al so depend on the
technol ogi es used in the WAN. 4Qhen an attribute used
for the accounting specification is not recogni zed by
the Rule 10 Interpreter (803), an error report should
be sentlﬁgEI@%TﬁubﬁT_Sgrver (804) , so that the error
woul d be noted, or a Substitution could be

negotiated. | E’Flzﬁeﬂgg?%gggﬁi BH?OE’B§ELt$§{%b§W§§\|§$ J:'anSmitted

coul d be used for s nonitoring o e

Hﬁﬁgtﬁdg%etgﬁgggghypg, e.g. accounting for prepaid

service, cou SO0 be 15 inplenmented using the
faciliti;es provi ded above. For exanple, this could be
i npl enented by setting a rule with the condition as

fol | ow Rge S{O%Wdusc@@ngoeqr(\l—: ?g%g;é%m ghgdaltheﬁlaé: *%%?Ee would

10MB}. The Rul e Interpretet I d translat
| BOmMEAN; L 8pEGh{d S &Qggéﬁ%@erstty %I‘gs Wihn $HI% g:fhat listed in

nunber of LCHs for a Al system and i ssué

atdbSassRaiAt rRd LAMBNdL e -hhe 8k %Slel?%}ég WHB??O%P%OD depend

fulfillment of the conditions. ITn case user

0bn UPRE able-10f o BEF M £ &5 Ml rﬁi’"ﬂl‘l&ﬁ %IIAEJO%QEL r%é{,v%ttribute used

Server (804) can override the d one wit

CopditHORScotNein R S d N BERF £1£T1 ﬁgg) %%é(t) ef?eucli ebsy the Rule

all owed to adapt the interpretation

ChgEe B r I MOrgo 399Ndint EePochaBgs | nsﬁcglgtuc?/\gbtﬂl\l-sen@it% the Rule

coul d happen, for exanple, when the no on schene

changer 100621/ 2Q006ha P e 8LH LTwd i AlELERRNYR, | O theubstitution

systemoccurs so that the former interpretation
beporepdnecgergatedal 1€. i Yhensd sy 1o $hbuabb9R scheme

occurs, the Rule Interpreter (803) need to adapt the
could be used for status monitoring of the WLAN too. Real-time
accounting, e.g. accounting for prepaid service, could also be
implemented using the facilities provided above. For example,
this could be implemented by setting a rule with the condition
as following: {STOP; CONDITION ByteTranmitted EQUAL 10MB}.
The Rule Interpreter (803) would translate this into WLAN
specific conditions, e.g. in terms of number of LCHs for a
HiperLAN/2 system, and issue a disassociation command to the
éccess point upon the fulfillment of the conditions. In case
of user top up or upgrade of service, a new rule from the Rule
Server (804) can override the old one with new conditions. The
Rule Interpreter (803) is alsoallowedto adapt the interpretation

of the rules in case of network condition change in the WLAN,

This could happen, for_example, when the modulation schéme change
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mappi ng between rul es and WLAN | ocal paraneters so

that the service 5 would not be interrupted, and 10/11/2006

report the changes to the Rule Server (804). The Rule
Server (804) would be able to evaluate the changes
and possibly re-issue rules. TRPs way, service

interruption due to transient states in W.LAN coul d be

avoi ded. The |st aspect of the present invention is a

e h Q- Qf - I%erEﬁ'éaﬁg\ i By @HQ' sﬂéﬁroé&‘f}_né'éé) C@f‘ié@nthe former

information in a W I nter- ki ng, conprising

SteR% Yretiat iBAN RIS 1 eﬁ.@flgglrc%l gacr Wﬂérpntﬂis 8kind of

nmessage containing the nobi | ent|f|cat on

I nfignn@toanoMkh Ps didferent Eﬁi{é ngiregélf:f(e&r@t nefed to adapt the

encryption levels; 1i. using domai n nane

asRpPiARIR the e'nrhﬂQéJst A RGut AR l%%%rl)ﬁlatrecﬁ’n Wtflgt fhe service

correct ‘network; and 1i1. usi ng tenporar

spReilll sokdsat Lﬁt@fruﬁfeéurﬂﬂ@r W%H@%bﬁge@q to the Rule

actual identification |nfornat|on of the nobile user.

Thersod asper! ©fe thA Presert- i(BYENt 100 dShd N et dvaluate

of protecting the nobile user |dent|f|cat|on

| pher thkhgBsageer g irdQ L thegabome A ocedis Sway, service
further conprising the steps of: 1. using asymmetric

CEMPEOBHBR VN SRREWS £ AN BIOH L A Ohint REARTALL B YR€hvoided.

identification |nfornat|on with an i ntended receiver's

key; anthe iist WgrGtCha lteng r'@%%%%ggnveh%§69n§§ a method of
exchange schene for a nutual aut henti cation of

Ffpbcbt@cﬁﬁ{({lﬂxﬁt%ﬂ?@%@eﬁeld\&ﬁklch@tEﬂSr?%nfc?f&n@Qﬁbr’i‘Sln a WLAN
att acks 3rd aspect of the present invention is

t het eptinck 0fg,10/ddA006inpl PHOt estdphd the: mobil eperforming

user identification information according to the
abDyepracetr enctypt heh COEDRESSag CBALSEARAgOthe mobile user

sharing the intended receiver's asynmetric _
CI Rt tOgT iapit Jee Vi idddtien with different keys at different
encryption levels; ii. using home domain name for assistance
in routing the encrjipted message to a correct network;‘ and 1ii.
using temporarydomain specif.ic identifier for further concealing
of an actual identification information of the mobile user.
The 2nd aspect of the present invention is the method of
protecting the mobile user identification information according
to the above procedure, further comprising the steps of: i. using
asymmetric cryptography scheme for protection of the mobile user
identification information with an intended receiver’s key; and
ii. using challenge messadge — response exchange scheme for a
mutual authenticationofamobile terminal anda network toprotect

against attacks.

The 3rd aspect of the present invention is the method of
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nobile termnal prior to a start of nessage exchanges

by storing 5 it in a storage device that coul dbe - 10/11/2006

accessedby the nobile term nal securely; ii. updating

the asymmetric cryptography key pair to be used by

including a new key in a repli@d nessage and encrypted

and protected by the current key; and iii. identifying

the asymmetric cryptography key pa}r currently used

[ ' f 26 | Lficati. . .

| erestiay BrofBbttsnls! SashEaPhEALES 1P rmatign F5roraing
Lyl ] t t..of the present . .

T vontt ot P BEREL AR  § UG el AR g B §Eadersharing

[ 14t [ ' i Lo ' 0.1t he ove .

procedi e fop e R 2O b s BREEL L b Y M gri e the

[ : j ' thenticatin .

RSTab: T PR PR SR e P m R SRy storing

| N 0P, BRSEAGE drehe%%otblﬁﬂ @ouf@ﬁe%%%%%%g,ﬁoﬁgfﬁcgﬁggéle terminal

conprising: .t e termn Sén

PSR PR, FAT AR AP RS o v o
i i i : | I n
SR SRR Vg DT TR B R W o

i il ser. 0 onAj ve . .
S8, PoEBCRuTb) | SRS e TROTRIA FELY o eying na
: I ! : i s | i '
S gt PR B0 bR o
t Ay NoR! @431 ¥3ehthone; ﬁgﬁhgﬁiéﬁ& dMor Wy eh%gdding an
Access point receiving romthe i1e user’ s-hone

ORI SO 1A ITRRSAAS GFRNhSiRg,10/ 11/ 2006 52 the
mutual authentication information and ot her necessary

i nf or mateoRthanspd v 65‘%h’@9irle§ef1€rﬂﬁ@1]1tf&9%i§’iﬂ?l% method of
fromthe access ~point a nmessage conprising the mutua

PRI 1GRf +108 moBfi QeBdd O dentification information according
to the above procedure, wherein a message sequence for the WLAN
inter-working is capable of mutually authenticating the mobile
terminal with WLAN, and its home network in one message round
trip, the message sequence comprising: i. the mobile terminal
-sending to the access point a message comprising the encrypted

identification information, amutual authentication information,

a mobile user home domain information, and other necessary

information; ii. the Access point sending to a mobile user’s

-home domain server a message comprising the encrypted mobile

user identification information, the mutual authentication
information, and other necessary information by using the mobile
user home domain information; iii. the Access point receiving

from the mobile user’s home domain server a message comprising
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and other information forwarded by the access point

fromother. 5 servers. The 5th aspect of the present 10/11/2006

invention is the method of protecting the nobile user
identification information according to the above
procedure, wherein the nessage 5equence for the WAN
inter-working further conprises: i. the Mbile user's
honme 10 domain server sending to a central server a

. A9, EQOPT ia %ttrlr&%r’]cf%}lua%x} o%ugntﬂ n't({ngtaliégna}:hteﬁ:e necessary

i nformati on an e or nal a _
caro R T RS B PG il RS RO g access
I 2 b8 TR AR S SR A i sprdepop Sagmat ion
o The BrEERt SR B e BRd BT o B BOSRE  Hpm other
t hil e user identification information according

to the above procedure, wherein a set of nessage

format &Q.bey dlehey Sl 5§ yence Lot t fe method of
es: l. nl

WLAN i nter-workirig conpri's nobi1¢e Use

i QQBEEEi:Eﬁggzgl?eCf;n%)ﬁ?lé Q ske; AN ﬁﬁééaﬁ:seisoglgkgf%gmagién according

net wor K no nobi e user s ral

| RHOLABL L98ve AGFESSHPLE, t%é%!(#llrggﬁv%)%%% S ;seiqiuie'nce for the

nmobi | e user's credenti al an cati‘on

| RELAG Wﬂe@d@r@{%@l@?%fﬁ%ef %%Erééﬂ‘ltl%g s@nijl. \?ﬂ.illleyMobi le user’s home

accessi ble by the i ntended receivers;

24bhe i Latian s2545hg/ wrgg%eﬁr&gapggg?pgs & gn%%t%@%dc&ﬂgrismg

only accessible by parties 1nvo

atthentieal | QRinaRd: ¥aridd O{H%Igg%cgﬂ 94 1%£1§%9t6%1e1§§rmation

message integrity protection. aspec

PESSRMAdNKENERO M d & 4o TRENEE A THon Al ‘Egﬂngﬂaﬂ‘%m ii. the
nobi | e user “identification information according
Mobil_e user’ s home domain server receiving fromthe central server
the message comprising the mutual authentication information
and other information to be forwarded to the mobile terminal.
The 6th aspect of the present invention is the method of
protecting the mobile user identification information according
to the above procedure, wherein a set of message format to be
used in the message sequence for the WLAN inter-working comprises:
1. mobile user identifier specific to the WLAN accessible to
all network nodes; ii. mobile user’s home domain information
accessible to all network nodes; iii. mobile user’s credential
and identification information hierarchical encrypted and only
accessible by the intended receivers; iv. authentication

challenge and response encrypted and only accessible by parties

involved in the mutual authentication; and v. infofmation for
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to the above procedure, wherein a nessage format to be

used for 5 the WLAN inter-working further conprises: 10/11/2006

i. information for identifying a key used for the

hi erarchi cal encryption to the _intended receiver; and

ii. information for generating5§ new key for the
identification information protection. The 8th aspect

of the present invention is the nmethod of _1? _

pr i Jﬁggjl ;igentification information
aé%%%%%ﬁggﬁégahe aggegﬁgﬁéggdure, that is capable of

shari ng er) ripthan wW.thj .

ompr i Simg T he afERSE P pﬁ%%%%éifn%‘?%%“%ﬁ% iffp e method of
Vid; t: er -hat : . er's .
e BBl B B B B docoraing

oul; the dpieL PWRIddang el u@ﬁéf%&%m@sggrﬁ@ﬁﬁg‘& :teo bg used for

term nal from the I nter-wor networ using 't

Vithteumeﬁﬁ‘:tgﬁLw8§k§nggﬁﬁfﬁ\ﬁélrf@&g{?rjw devi £ orn%ahtion for
es g

associated wth it to access servi pr ovi de y

| RbentWeked Defawnice AR .gihe. ﬁ?@EQ?!{h%&glt&%%E}&P to the

servi ce access of” the WLAN device to I nter-

nehwehKed 20 yi e whit val itrﬁro%uﬁgl'og:ﬂ?r e%%%ei%t% Mew key

the present invention is the net _ priotecting e
TBOE! ehusedendent LAt £ AR IQBALGAY N0 O
t he above procedure, further conprising the Steps of:

. acomssighh ta@%e@@eoﬁrtﬂ@ﬁe%%%rts'ingéﬁg?:egiyf% htg'{kd method of

subscription 25 information sinul taneously

Vprdtedt 18F Fhlalob@andubby ic@?ﬁ"iiﬂ%attﬁ%?iﬁ%%t% Qccording

users' subscri bed services fromthe 10

| 6 eEhWOLKeeen s M, i gyl hag%;:t%gg;fo:@ﬁaﬁ@w user’s

aspect of the present invention is a ne o
| e criptkiong Ri MEAN Whih valdker Aehor KShg CORRN IsHRS oF: 1.
the steps

arranging one or more virtual terminals that are able to access
the user’s credential and subscription information and carry
out the inter-working function as a normal mobile terminal from
the inter-worked network; ii. using the wvirtual te:;minal as a
gateway for a WLAN device associated with it to access services
provided by the inter-worked network; and iii. controlling the
service access of the WLAN device to the inter-worked network
by the virtual terminal.

The 9th aspect of the present invention is the method of
protecting the mobile user identification information according
to the above procedure, further comprising the steps of: i.
accessing the one or more users’ credential and subscription

information simultaneously by the virtual terminal; and ii.

sharing these one or more users’ subscribed services from the
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VAN QR i n U3 iCAGH RN bebll & SEI

of: i. executing rule sets, and control resources

allocation 5 in the WLAN accordingly by a rule engimqo/ll/zooﬁ

inthe WAN, ii. sending the rule sets froma rule
server in the network to a rule interpreter; and iii.
interpreting the rules fromthé4rule server and
convert to a WLAN specific action instruction for the
rule engine by the rule interpreter in the W.AN 1g ;
T | e.pr t inveption is the netho
of 5 R e ici e S RN, R LBV EEPh AR hD Y ke

accor di t e rgcedure, further conptisin
Mo, ROLRaBREUE o P T B S PURBL PR Ehen Method of

the steps o storin
Y the _rul.

e
i nterpreter when rule server 1s ’a&gpﬁgﬁﬁéng}the steps
. 15 [ e nt les., T 12t h aspect .

o SR AL A oL S LR ocacion
' - ' ! it ther. ne [ a li n :
AT I M B BTy L 1, senaio

heal - fd ' nslation.of the rul e at e
PETe PRI 1 AALETSLAUEE ] S o) L% s
fr ver; o ' | ] i range
FATREDEFLLP SR e OPLLLAR A LR T SRR v
FHhE cOSFAY ARt AL -5 é[g].% /109 18,PeNav] QL 0, thE 1y o rule
rule.interpreter and #%- eﬁloylngfgy sendlnglnew
defibphd i - rul e
sor oL SRS AR PR SRR R o 15

the methigd19kn habete W Khat LS AN MAN O BEM e method of

net wor ks according to ove 1

PLREQEUF Sk R + L& Rk ﬁ@tf?&%h&? nre%%rrt}ésngc%ﬂ:é&{;?%\é\é%e above

i nter-working schenes, further conprising

ProdeddME rhhkBeSCENREr Ss SR Erley 5RGpENEr] rkf.orl%%il‘i‘} storing
and the format to be

the rules in the WLAN; and ii. using default rule sets by the
rule interpreter when the rule server is not available or not

able to give relevant rules.

The 12th aspect of the present invention is the method of

~ inter-working the WLAN with other networks according to the above

brocedure, further comprising the steps of: i. configuring the
translation of the rule at the rule interpreter by sending the
rule definition from the rule server; ii. setting a life time
range of the rules by including it in the message from thé rule
gserver; and iii. modifying a behavior of the rule interpreter
‘and re-deploying by sending new definition and re-deploy message
from the rule server.

The 13th aspect of the present invention is the method of

inter-working the WLAN with other networks according to the above



reported fromthe rule interpreter; ii. the rule

interpreter's 5 formng the information in the formatig/11/2006

set by the rule server fromthe actual W.AN specific
status information; where the information for the
rule interpreter allow ng mathéfatical operations,
| ogi ¢ operations and operational commands to execute
the mat hematical and | ogi cal operations to be carried

( : [ ds i | ude . )
g?%ﬁ%%?gﬁéﬁ gg@%ﬁfgégél?gﬁ%%oqgg%#f%hqp %F%ﬁﬁﬁ ng® the WLAN
Iaglf 4o lfng’{ F%Fgrc[)lﬁgger b ggﬁlﬁglgégég%}gﬁtﬁtﬁ%s gf: i- the

m ssions €o bperation
| ot BER RO ar R R A P A ectndniSA kAR The fumet to be
Wirt o‘%tt%%lr ngﬁlVﬂ{é(?ruﬁéécg{xgleﬂgrt@ef;h%iqb%\é;%t F!@%{a)fjse}qq:ur—:‘rrep’reter' s

further conprisingt ps- of : ||. au:J |
is . i the rule
PRELLNE SRR MR S i e
neLwar !ﬁhfeeﬁgtﬁﬁ%g W"i%?f lsﬁ)%icliiéti% i;z'gatt & Y4 o;r %ri]:lolnl;' where the
e ot
e e o 1o
present invention i s the ne?ﬁo%_ Pht 8- wor Kong Ahernatica
. ' . . e

VO e e BB AR RRALRR L LAG W co evacure
CORE i A 3k + 1 A ég@%g#?%%nrﬁ}%a{tﬁloq{se%o%g carried out; and

provisioning in't e rul'e server;

10 | the COM O b Eori A0 Of ctl%rcf@h%ln ihglated opgi%tion.s to be

15

20

25

provisioning in the W.AN fromthe rule server:

1(%]41;1 @Qét ; %@m-ﬂ?l% i 5 H%?ﬂ%.cflt fcﬁf tltlg% f E:%SE?L%BS\}@?ARF executed,

invention is the met i nter-working the

Wi drhs 3 iifs NEbWREKS A%l ng: g d hsnab%‘iex%%éﬁ%%%e'of the

further conprising the steps of: 1. configurin

. Operations.

The 14th aspect of the present invention is the method of
inter—workirig the WLAN with other networks according to the above

procedure, further comprising the steps of: 1i. automatically

- adapting the translation of the rules by the rule interpreter

in case of changes in network status and network resource

availability in the WLAN; and ii. reporting the adaptation made

-~ at the rule interpreter to the rule server.

The 15th aspect of the present invention is the method of
ihter-working the WLAN with other networks according to the above
procedure, further comprising the steps of: i. configuring
individual terminal related QoS provisioning in the WLAN from
the rule server; and ii. configuring a group of terminals related

QoS provisioning in the WLAN from the rule server.



10

15

20

25 -

i ndividual termnal related traffic routing and

mobility 5 information in the WLAN fromthe rule 10/11/2006

server; and ii. configuring a group of termnals
related traffic routing and nobility information in
the WLAN fromthe rul e server. 9%he 17th aspect of the
present invention is the nethod of inter-working the
W.AN wi t h ot her networks according to the above 10

, i Si . 1., doi
procedurg,. &%Eﬁgf{ﬁecﬁggflr%ﬁ%@%rte%eensct ?[B%eggﬁ"ﬁ% Jtso%%lﬁgmethod of

| ocal accountin e éngl ne accor

‘ e . T . h |
V\[:L'%N %xfkll‘fl {ﬁgwtéﬁﬁ%:hh%ﬂﬂer H%@@?%IE% écc%rrdtl.{gl%atio the above

transl ati on accordin accoun Fesu

t I})‘:i‘rordéld%rje",‘t %L&rﬁlte%r ;cc; .ﬂg:'is(i% i %ngggg?ﬁg‘??ﬁlﬁg%ﬂguring

report format at the ru Interpreter

fsa&lﬂ%:idﬁaq i¥e¥ LM n%&ﬁ%ea“fygf%pgefe %{%tnggg%lﬁﬁ?ie pobility

ormat set b e rul e server from

Stialeh$hheS ol Eﬁe rWi!A?\T ff&ﬁ%ﬁ@rﬁﬁf% 'ﬁgggglp}satnhd #¥ p%%‘hf iguring

1
of the present invention Is the ne

: ) - . i h . ' o
T e e T

StERSrAbtibn SHPPRL Uik B3y tide Accounting for

pre-pal d subscription by setting l'oca accounti ng

criteri 'ﬂl@tl"ﬁﬁﬁaﬁggéticﬁ? @hRr§E8Len AN ddy i%fPE?;ri%%@égnethod of

bat ch accounti ng set'ting accoun?lng rul’es a

Fh € r LU £E PRELEE wIdR 1 é?%?r%&r}g a&@gﬁﬁrggc’ Egétrhe above

invention is an apparatus protecting Ro

| geatddi Sl | 8nrtRE AT FBHL P s | My 2 MEAN +LQ/11/ 2006 ncgc?ing local

i nter-working, conprising: I. neans fo perform

SRRl O 0,008 TSRO0 PRI Sopeci i
ke enttr{f LHENnANGF R tRB 4 eMeltSanslation according to the
accounting results at the rule interpreter; iii. configuring
the accounting report format at the rule interpreter by the rule
server; and iv. forming the accounting report in the format set
by the rule server from the WLAN specific statistics at the rule
interpreter.

The 18th aspect of the present invention is the method of
inter-working the WLAN with other networks according to the above
procedure, further comprising the steps of: 1i. supporting
real-time accounting for pre-paid subscription by setting local
accounting criteria at the rule interpreter; and ii. supporting
batch accounting by setting accounting rules at the rule
interpreter.

The 19th aspect of the present invention is an apparatus

for protecting mobile user identification information in a WLAN
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ii. means for using hone domain nane for assistance in

routing 5.. the encrypted nessage to a correct . 10/11/2006

network; and iii. nmeans for using Tenporary domain
specific identifier for further concealing of an

actual identification informatb@n of the nobile user.

The 20th aspect of the present invention is the
apparatus for protecting the nobile user

t f f. .10 din o the above .
o R f'f%‘?rﬁ%fgl‘is%%'}ph SGS FOT RRxierhono g renical
a

S TR SRR BT ot Fricarion
RIS A TR oo

neﬁﬂglrﬂﬁg’i*éhfS?Elﬂis?liﬂg°§3ﬁ“ﬁsf?0%ﬂ%aaﬂe e %%“%J?gé%%%%tlrbfmmg

t p |nvent|on |s the appar s.__faor_protectin
Eglerr%‘géfg[g E%%rmels PcatTon éloc%f STy 2 gécjojrjdl ﬁb&ns for

SO ORI D EOPEL IO conceatng
ChPLasLantn 29@&%&%;&50%6 TP xR o e b1 ser.

start nessage excnanges

st or agerlevinss gg}séc%@ ghggzafcscgﬁqstse%v% 5185 S Epparatus

term n secure nmean at|

- aﬂﬁrmg) o't‘éctgkélptiﬁ%r aﬁg‘ﬁ{lfgy r %SI%%JQ 1cad%uyn information

i nc a ne repl
t d t .
?‘%‘“‘Féé’%ﬁﬁ%a‘{%ﬁ%ﬁ’%ﬁlﬁfﬁlﬁ% asym?%gt F5¥eeS ol omPrlﬁgzng i

f
B e e N A
byr eRefldhNge alkd fl&(%ﬂ@&f?ﬁalt[ﬂoﬂ %P?fﬂatic% QJJ.'@} 'tat%nintended

The 22nd aspect o he present 1 nvention 1S
Heceiver's key; and ii. means for using challenge message -

response exchange scheme for a mutual authentication of a mobile
terminal and a network to protect against attacks.

The 21st aspect of the present invention is the apparatus
for protecting the mobile user identification information
according to the above configuration, further comprising: i.
meansforsharingtheintendedreceiver’sasymmetriccryptography
key with the mobile terminal prior to a start of message exchanges
by storing it in a storage device that could be accessed by the
mobiie terminal securely; ii. means for updating the asymmetric
cryptography key pair to be used by including a new key in a
replied message and encrypted and protected by the current key;
and iii. means for identifying the asymmetric cryptography key

pair currently used in the encryption for the identification
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protecting a nobile user identification information,

wherein 5 a nmessage sequence for a WLAN inter-workingn/11/2006

is capable of nmutually authenticating a nobile
termnal wwth WLAN, and its honme network via an
access point in one nessage ro&fid trip, the nmessage
sequence conprising: i. the nobile termnal sending
to the access point a nmessage conprising an encrypted

identjfjcation inf on, 10 a .nutual. authent. cation .
in;of%aaﬁ%ﬁp'grﬁg%gfggégjreﬁ%ﬁg%&gﬁé??lléﬁér %%ﬂﬂnoﬁP'a domain
a ther .necessary information; ii. the access point
sggllng%gg%g'nobile user's hone domain server in the

i i_nal ,
conpr i Sehy PRRSARISHT Q. Thsb P & 0Lk SPUBHER Phckt ibrFystem of
| M oRIRE0n NS MILURL A5, SULPERLL eaLLOn A LKL ON e

ot'ner ssary 1tntormatl O .
ssal TRl O D) l
I, SO LRBAR T 4o B s
psgﬁﬁgﬁtiegmg%ggg%ﬁee t@ﬁﬂ%lalai%{nllg DAt L of ifs home network

nformati on an necessary | of mat'i on;

thea %ba.\éc?egse mgélinrot Cegrh%/r%%]% %gog{d?hrpé:tnit%le’cac%: %%g s Q&fe r%tec:_fuenc»e

a nessage conpri sing

i Eélg%f@é iﬂﬁt Q?.d tﬂ%hlﬁﬁb.ifé %é%i&@%%%ﬁgego b%/h? tz-llg):feces S point

access pol romotner servers. aspec

t Q %EFé secﬁggé; trc o:m%\f%%.ti. %n ah.‘c’eﬁgfﬁ\?y écﬁ %{He(ﬂct i fqrc%ttg_%%)é Qggtg tJ}rena tion,

nobi [ e entitrcation I ormati on accordi

to ﬁ%ﬁb%ﬁ€hgﬁg£{?\% E@ﬁi%ofﬁlﬁrkl%rp %ﬁ?}ﬁgfgqgseer home domain

sequence for t N1 nt er-wor Ki nd r conprises:

iinfcﬂ%né%r{,e alfﬁfro' e]rO/nQ:/e%%Q%é[ g%f'&?%tqgﬂa' Ei?e%ﬁgr access

sending to a central server a nessage conpri $ing

s iSO b A LR LOMAACRLIE perver i rpe houe
tred el o £ e Iﬁébij@germinal amessage comprising the encrypted
mobile user identification information, the mutual
authentication information, and other necessary information by
using the mobile user home domain information; iii; the access
point receiving fromthemobile user’ s home domain server amessage
comprising the mutual authentication information and other
necessary information; and iv. the mobile terminal receiving
from the access point a nmessage comprising the mutual
authentication in-fo_rmation and other information forwaﬁ:ded by
the access point from other servers.

The 23rd aspect of the pr'esent invention is the system of

protecting the mobile user identification information according

to the above configuration, wherein the message sequence for

. the WLAN inter—worki'ng further comprises: i. the mobile user’s
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nobi | e user's hone domain server receiving fromthe

central server 5 the nessage conprising the nutual 10/11/2006

aut hentication information and other information to
be forwarded to the nobile termnal. The 24th aspect
of the present invention is thé3system of protecting
the nobile user identification information according
to the above configuration, wherein a set of nessage

f qr mmt 1 in the message sequence for the . .
WA e R SEBhP 8% SRRep BERERR o 8Ge thprisng
| GBS 1SRRG LR AN @G G8RS I S lintornation

Wor ; 1. MDDI
[ [ i.bl I K. o, .
SRR gL (Al ISR DRI ana 11, e

BT R Ol AR AL comrat sorver
' ' ypt an .
SSPEILLERL e PEL L 810 A SR SR A omatson
' ioh: i nf ti f . .
U O e DRCH Rl TP et
[ [ [ h ciing .the.nobil e
o e PR ENEo Phe RO IR S IR Syeten o
i i ' [ . f t,0. he ,
DR eI SR HEEE S S0 RO P apcoraing
. : 1 L f o
FLAEbO0e LOEc SEPALINANY R Rl OF dliGage sopmac o
oS ti . o ) .
et SRR LD KRS ARRTAUAR TR A R DhalhE poriing
Hordls fuEsent nBYEIE! LS f@&n@ﬁ«%ﬂ Qb P61 2006 1. wray
60 protecting the nDblle user 1dentl icatron =
| ¥ O 1Bt 1N t@lcgp.i i 0 110 bl saboy .esrflﬁ(gxg{ci@ lt'fs%&"%nho]rg]llendomain

that is capable of sharing user's ription wt

tihffo%é%io@@ﬁ@&éﬂsfﬂie ito QD8 UL BERYHEEYA 11 . mobile user’s
cfedential and identification information hierarchical
‘encrypted and only accessible by the intended receivers; iv.
.authentication challenge and response encrypted and only
aécessible by parties involved in the mutual authentication;
and v information for message integrity protection.

The 25th aspect of the present invention is the system of

protecting the mobile user identification information according

" to the above configuration, wherein a messagé format to be used

for the WLAN inter-working further comprises: i. information
for identifying a key used for the hierarchical encryption to
thé intended receiver; and ii. information for generating a new
key for the identification informationprotection.

The 26th aspect of the present invention is the system of
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termnals that are able to access the user's

credential and 5 subscription information and carry 10/11/2006

out the inter-working function as a nornal nobi
termnal fromthe inter-wrked network; and ii. an
apparatus for controlling the $vice access of the
WLAN device to the inter-worked network by the
virtual termnal, thereby the virtual termnal is

WL t
AR OAL B e el o b ol Scoraing
&Myh a£%§,27tho?§ %bOf tqﬁﬂgﬁfz%ﬁéﬁp Ven%'sharfng user’s

he” syst ém

ds‘?.paltég%]# lo%n # f{?%gr%t L@%\?CC&%%%IJ:Q 1ntgov.% .P f%aglbooﬁglore virtual
2SS the one._or

creghﬁtlaqugéian aggrlﬁil nﬁQﬁ%ﬁﬁmﬁ user 'S’ credential and
S'smibl c%rigc&;i%lnyl btyortm%“:f: ;Y rt l'c':trjl ter m ﬁ%lhg r%errs.worklng function

apparatu Shari ng these

M%%Aﬁgéﬁﬁﬁ aﬁg%ﬁg%§§e%ﬁgﬂégP raspeéi%%%ggﬂ %é%tiﬁfwork; and
R e S

tB@vY\EéNtBh% %rQBSS‘f § o%%t% %'?1% Qﬂmtqlgll terminal,
tRe GE

resources al oca ion I'n acco |ng

s i AP AR o
sgLvita nggl:fat%&ew\/@&ﬁq; r%édé %eﬁrvaicr rov1d]ed by the

|nterpreter Int erpre

f{Q@é}bﬁo#%%§2%%%M§%ﬁand convert to a WAN specific

action 10 instruction for the rul e engine.

e Eouhnespas aohel D DRESPICS NP LR A3 18 808 R o
ACROF SO & N Bser 1dentification information according
to the above configuration, further comprising: i. a virtual
terminal that can access the one or more users’ credential and
subscriptioninformation simultaneouslybythe virtual terminal;
andii. anapparatus forsharingtheseoneormoreusers’ subscribed
services from the inter-worked network in WLAN simultaneously.

The 28th aspect of the present invention is the system of
inter-working a WLAN with other networks, comprising: i. a rule
engine in the WLAN that would execute rule sets, and control
resources allocation in the WLAN accordingly; ii. a rule database
and rule server in the network that inter-worked with the WLAN,
which would send the rule sets to a rule interpreter; and iii.

a rule interpreter in the WLAN that would interpret the rules

from the rule server and convert to a WLAN specific action



configuration, further conprising: i. an apparatus for

locally 5 storing the rules in the WAN, and ii. an 10/11/2006

apparatus for using default rule sets by the rule
interpreter when the rule server is not available or
not able to give relevant rul eél The 30th aspect of
the present invention is the systemof inter-working
the WLAN with other networks according to the above

10. conf i ti urth [ co rising: i. an apparatus
oot %ﬁ% g tﬁfg tF‘é & SRURR%of the rule at the
t he r%¥e def

[ﬁéih?ﬁ%@?%ﬁ) 2Rt WS Akase SpVEREfoh g thpr&vsten of

19 6758
?réls'ﬁ?ﬂae&? “?’?&%Bﬁht@er%#@? aPbar e ipr ki hpitas o e above
f L t t d .
&r%ddur‘éﬁgl%%y Suftrbeesriadiioh £ ot BRBoFeFheDNy 1ocary
h J 31 t t aof t .
o P et vl “Wefdlgd e votns

presen
A DS P AT I e B e
T RN o

ulFe server edi fTes t

for mat ﬂe% eRe c Ch 1{'3:?1@ {)?%séHL ﬂvnen %rnetigrtl'tl%gseystem of

rule interpreter or s For ration - rn

f?ﬁﬁ@% %&I:km E:HS f@l’i \6%51 &%@v]gg}q{sa%t ug}lrﬁ%% ec]; \QL%NIG above

speciftic st at In orma

ut di
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S SOE S RLOL AR A0S LD PO s
'E‘}YGQéh@PnéjstﬁQerlﬁ/ét&é?ﬁ{ltlon from the rule server; ii. an
abparatus for setting a 1ife time range of the rules by including
it in the message from the rule server; and iii. an apparatus
for modifying a behavior of the rule inﬁerpreter and r_e—deploying
by sending‘new définition and re-deploy message from the rule
server. |

The 31st aspect of the present invention is the system of
inter-working the WLAN with other networks according to the above
configuration, for real time status reporting in the WLAN
inter-working schemes, further comprising: i. the rule server

“which specifies the information and the format to be reported
from the rule interpreter; the rule interpreter which forms the
information in the format set by the rule server from the actual

WLAN specific status information; and rule interpreter which

' is capable of executing commands including mathematical, logical



i nter-working the WLAN wi th ot her networks according

to the above 5 configuration, further conprising: i.10/11/2006

an apparatus for automatically adapting the
translation of the rules by the rule interpreter in
case of changes in network sta®és and network
resource availability in the WLAN, and ii. an
apparatus for reporting the adaptati on nade at the

AR B Rl RS T B e cornt e

| r g._t W.AN wi th ot her networks according.
thﬂ%ﬂgﬁﬁg% SggnFFguration, further conprising' i. an

f d d t ed
%ggaéféﬁsfgm S R B e ek TR AL B, SVstem of
arl%ﬂer—w%rllkﬁ %’h ti@ Wlt%onf | QI | p—%ﬁr?ﬁ% ouDﬁlpgoi}ﬂ the above

termmnals re DFOVIS

“E% flilg%rﬁ%agﬁhe H}g l;%é{‘h ggﬁﬁf%;fx&\%tr Eengrte%lgn\ﬂ?mratus for

i nvention i § en1of ' A
t t \Y/
i ga'#z%aw&ﬁ%ff%%;r?s. R o B By By i
t traffi.c
?ggE%% 335 nDb|+9¥ 65%5%5 ?Oﬁglﬁa%ﬂ FRCAR TP AR &etwork
r Blegoﬁf eavaffgtﬁiilt a{ﬁégfg{?gr ﬁ%.ﬁ@ fgﬁdcggfl gﬂ“ ﬁgaratus for

group o termn ffrc roufing a

OB A AL o LA AT 8B o e

10 tp§l§y§%§9%9f 10/11/2006 63 inter-working the WAN
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er networks according to the above

88:“;' guFid ey furtber, ]‘_‘:Qﬁgrfﬁféggﬁit 1nv%%t§%%a£§t{g§e s%rstem of
g local accounting at t € ‘engi né accor
tontde VAN RPEE WIS with other networks according to the above
configuration, further comprising: i. an apparatus for
configuring individual terminal related QoS provisioning in the
WLAN from the rule server; and ii. an apparatus for configuring
a group of terminals related QoS provisioning in the WLAN from
the rule server.

The 34th aspect of the present invention is the system of
inter-working the WLAN with other networks according to the above
configuration, further comprising: i. an apparatus for
configuring individual terminal related traffic routing and
mobility information in the WLAN from the rule server; and ii.
an apparatus for configuring a group of terminals related to
traffic routing and mobility information in the WLAN from the
rule server.

The 35th aspect of the present invention is the system of
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requirenment; ii. an apparatus for managing the rule

translation 5 according to the accounting results at 10/11/2006

the rule interpreter; iii. an apparatus for
configuring the accounting report format at the rule
interpreter by the rule server$3and iv. an apparatus
for formng the accounting report in the format set by
the rule server fromthe W.AN specific statistics at

LSRR Byl 105501 B RRPREL Sl0ng g gne abore
UANALAI IR BOCIRLESCREERLOLES. (2. IR SIS v g doin
BP0 160 LR SSEIN 0 R BASBS g o 1
LS BLTBSLEl oA e 20 REBRLELYRIEC cranciacion
923! b ALC.LOLGEOLES cle €, BLESA! DT recer
24018 0001 RO SR RS ESRR0E ppoas, Formar
TEERaE3.40 ORI IR 580 BLEOEFPSR PR S aoparace
bl aakiag 102, ) IR0 LLCRUL S SEE) e s

nEéPQQr%QBmﬁﬁﬂgﬁLﬂﬁs E%i%%%é é¥| E%f??%%éi&féinterpreter.

asymmetric cryptography dsed 1n ication

i nf or maj{ 0n &Ms%égggdf %%M%@A i&Rz%%%ioﬁlhﬁf @?é%%%tem of

exchanges are pro acks, éspeci a

B d e i geh e wﬁh&ﬁq%i‘th %‘%%}g?er%rk@,“a@é?din% to the above
tho e

invention also Includes a nmeth or nahaging resourc
CSRESLIAAN MO S s torsupporting
ifgéﬂ;ﬂﬁm¥§gcaﬁﬁﬁ@ﬁ5jﬁﬁﬂp?@uﬁﬁ?d@ﬁﬁﬁ&i&ptionknfsettinglocal
accounting criteria at the rule interpreter; and ii. an apparatus
for supporting batch accounting by setting accounting rules at
the rule interpreter.

The present invention_prdvides a way for protecting the
identification information of the mobile user in the message
exchange for'WLAN'inter—workingu When it deployed, the messages
fromthenmbileuserforaccesscontrolcouldbefmrrectlyrouted
to the proper entity without leaking the actual identification
information of the user. The present invention also provides
a method for managing the key information for the asymmetric
cryptographyusedinidentification informationprotection. With

all these, the message exchanges are protected from attacks,

especially man-in-the-middle attack.
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control of the termnal in W.AN wi thout needing to

have the detail 5 technol ogi es know edge of the W.AN.10/11/2006

It also allows the networks to negotiate the way of
transferring the information. Al so, when it deployed,
the WLAN coul d be configured t64do certain |ocal
accounting processing, and report only the desired
information back to the inter-worked network. This

woul d savg ; tsriqw%r &Gy S.'LSO]]tQ‘hCQ'i @ééﬂgtgga%\qunanaglgg resource -

specification'is ase a anese tent

ARG 'Q%d\kln 23 w&:kfg gﬁg%gfg rar} nqeo%azfeter in

entire content o IS expre I ncorporate

r Qﬁ%‘i\ﬁnﬁftﬂ%rteé 1&? lcﬁ@ti%t-rt%r’/'\[woflfﬁ rg@%r&ﬂ- %Ehc?o the access

present |nvent| pertains’to th ess

Al +CATYF 'tﬁ@tﬂe(}l?alnlgqrﬁq i 'v&uél’ﬂ)rdﬁ/neéﬁ%ﬁg tBVh rgel' gﬂe detail

relates to the provision of service

L%@cﬁﬁ\é'l%%ﬁ@%nfm{ngl%&&ee o[fopt%% A ‘Eogi alrl%WsoEﬂgg %etworks

networks. It co used € inter-wrk

t
ngﬁﬁ%:tég:ré% NS Ug?ngél%ots‘h%er %%ﬁ?eé}]n()l gg?é)gl AlSO, when
' Qta&QﬁmS?thn%ﬁé SWL}T'N( pe1gomai Eon%b%yk?ﬁef% e desttalfn local

used for contro t he access e resource

tQ@C%ﬁ'E‘IlB r ];J}.%é.g{tﬂg anasieé orﬂ: 3)[12_? Ei’lg%@:{lréc{]%nformatlon

authentica i‘on, authdrizatio accoun

i §§&'E5tc% It d %n@le?.ow&f‘f{@&trﬁ%v;&fk SG_’Llh\iisngohtﬂﬁférxg%itﬁéfgrec:mus

Qual ity of Servi provi si oni ng an

p@@éilﬂ 133420091 65 in the inter-working.
1/ 200 66 CLAI M5
This specification is based on the Japanese Patent

Application No. 2002-299569 filed on October 11, 2002, entire

content of which is expressly incorporated by reference herein.

INDUSTRIAL APPLICABILITY

The present invention pertains to the field of wireless
data communication. More particularly, this invention relates
to the provision of service in the wireless LAN environment to
the mobile user coming from other networks. It could.be used
for the inter-working of the WLAN to the public radio networks,
e.g. 3G networks, or WLANs using other radio technologies or
Iin another administrative domain. The invention is used for the
control of the accéss of the resource of the WLAN for the mobile
users, in particular, the authentication, authorization, and
‘accounting i.ssues'. It is also targeted for solving the problems

of QoS (Quality of Service) provisioning and mobility support



1. A-user identification information protection nethod
conprising the steps of: 5 perform ng hierarchi cal 10/11/2006
encryption of each part of a nessage containing
identification information of a nobile user with keys
at different encryption |evel s6Bespectively; routing
the encrypted nessage to a correct network by wusing a
hone domai n nane; and 10 further concealing actua

[ t { tion of the nobile user by

uglﬁﬁ E}]‘:aé ﬁglee%:]gf’@ﬁ‘ghggi n specific identifier. 2. The
user |dent|f|cat|on i nformati on protection nmethod 15
according to claim1, further conprising the steps of:
protecting the identification information of the
nobi | e user having an intended receiver's key by using
asymmetric cryptography; and protecting the
identification information against 20 attacks from a
third party by using a chall enge nessage - response
exchange schene for a nutual authentication of a
nobil e termnal and a network. 10/11/2006 67 3. The
user identification information protection nethod
according to claim2, further conprising the steps of:
sharing the intended receiver's asymetric

crypt ography key with the nobile termnal prior to a
start 5 of nessage exchanges and storing the
asymmetric cryptography key in a storage device that
could be accessed by the nobile term nal securely;
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updating the asymretric cryptography key pair by

i ncluding a new asymetric cryptography key in a 10/11/2006

replied 10 nessage encrypted by the current
asymmetric cryptography key; and identifying the
asymmetric cryptography key pair currently used in
the encryption for the identfication information
protection by enbedding information in domain 15
information. 4. The user identification informtion
protection nethod accordFR$ claim 1, wherein-a
nmessage sequence is capable of nutually

aut henticating the nobile term nal belonging to 20
WLAN and its home network in one message round trip,
her gl NuLbp RIhied c3IPELS NG ANGaRYERS Qlord %%gh ethod
the nessage sequence: e Fetarni sendi 5
adywrisdagstpei sitegshef :encrypt ed i dentification

i nformation, nutual authentication 25 information,

nobi b%r@éﬁlﬂlwnﬁlgﬁﬁ@éﬂ‘ldﬂ OL B, AN OLRER part_ of a

necessary i nformati on; the access pol nt sen |ng
Iﬂ%ﬁﬁgé mtasnhaﬁe idgomaEhcabiver mlﬁermt:xcyrpt ed rmbmdﬂelle

S a w f%Q‘/efllg:/ ggg?}(%@lon rIt%t Irggpecplvely,

nutua aut ntlca on Irnrorma
necessary information by using the nobile user home
domaF AUt HDr Fef | SRCTIIHE T derssagsoitt & ee@inggty Heterark by

ughﬁ%WQWQﬁ%lagﬁhfi hoRE. S.4o0nein server the nutual

aut hentication I nformati on and other information; and
further concealing actual identification information
of the mobile user by using a temporary domain specific

identifier.

2. The user identification information protection method

according to claim 1, further comprising the steps of:

protecting the identification information of the
mobile user having an intended receiver’s key by using

asymmetric cryptography; and

protecting - the identification information against

-attacks from a third party by using a challenge message -

response exchange scheme for a mutual authentication of a

mobile terminal and a network.
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the nobile termnal receiving fromthe access point

t he nutual authentication information and ot her 10/11/2006

information forwarded by the access point from other
server. 10 5. The user identification information
protection nethod according to claim4, conprising

the steps of, through the ssage sequence: the

nobi |l e user's hone domain server sending to the 15

Tent rak SeYeriRntaFsade: 6AMRAESIASIHe PUbE@ttion method
aut hentication information and other information
FEOREEBEAEC pla He Zac d¥EEhpsi pempy BFAnchdheositees of :
ternminal; and the nobile user's honme domain server

receshaning r om thde cehnitaldeser verrechevaessage asymmetric
20 authentication information

co risiquLQe nut%gl

CANE-BPRFY nfO¥ nft Honthe BePL i rieiian Prifg rishia estart

ofer Mhadkagd. ToechiaRfed dentddl | CatbeRnkNf OFABL | Ofsymmetric
rotection method according to claim4, wherein a set

CEVPRRSSIIY flhhe® o Porapgs degdcenthat aesbdgee accessed

bPORHENGS, 3801 TBEELPaHRET | denti fi cat i on

information specific tot W.AN accessible to all
networ k nodes; 10/11/2006 69 nobile user's honme
domei P T néti®on 2£eBREEFBf e FEYPEPITIRM O HEOREST DY

iA®Dhd Brd!SET newC ra%i%ﬁ[ét@icar&ﬂ&%ﬁ%ia%h?ag«!e%n in a replied
informati on hierarchically encrypted and only
MTIAER| BReTyyted e the esyedenecaisygmetaac cryptography

k&Yt hept i cation chall enge nessage and response

identifying the asymmetric cryptography key pair
currently used in the encryption for the identification
Vin'formation protection by embedding information in domain

information.

4, The user identification information protection method
according to claim 1, wherein a message sequence is capable
of mutually authenticating the mobile terminal belonging to

WLAN and its home network in one message round trip,

wherein the method comprising the steps of, through the

megssage sequence:

the mobile terminal sending to the access point the
encrypted identification information, mutlial authentication
information, mobile user home domain information, and other

necegsary information;

the access point sending to a mobile user’s home

domain server the encrypted mobile user identification
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encrypted and only accessible by parties involved in

the nutual authentication; and i nformation for 10/11/2006

nessage integrity protection. 10 7. The user
identification information protection nethod

according to claim®6, wherein the nessage format
further conprising: infornd8i on for identifying a key
used for the 15 hierarchical encryption to the

intendad ohecetMer i mafichl | Rh@heREEeR{ 04 9ENIALtA9n2  ang
new key for protection of the identification

WIS MRGFTATY. IHermeddonddnt ivdicm i Bre i ndlikmtuger home
dgﬂgﬁpghggrﬁggpgg, 20 according to claim4, conprising
the steps of: depl oying one or nore virtual termna

that is able to access the user's credential and
subs&PEpAFERSF nPBERBtTRFELIERY daom ddeomobipe user’s home

Aol WeEKFAY frpact jy Rk il e i
froman inter-morkedeﬁgfgoﬁﬁgﬁfgﬁ%f?ggg% eggﬁﬁg%ﬁgbgs and

okheat dnfgrretier wamd devi ce associated with the
virtual termnal to access services provided by the

I Nt echwoidedd 18t ¥ikinadn dr SQEWIQlY | PBoh hehserale®s point
ccess of the WAN device to 5 the inter-worked .
thet MFRabyavReRtieataion dnforartion pd gsher information

£oBRAEALH O QR IAREEBEL O PEOLE G} TR had
according to claim@8, conprising the steps of:
accessing one or nore of the users' credential and 10

subscription information sinultaneously by the virtua

5. The user identification information protection method
according to claim 4, comprising the steps of, through the

message seguence:

the mobile user’s home domain server sending to the
central server a message comprising the mutual
authentication information and other information forwarded

by the access point from the mcbile terminal; and

the mobile user’s home domain server receiving from
the central server the message comprising the mutual
authentication information and other information to be

forwarded to the mobile terminal.

6. The user identification information protection method
according to- claim 4, wherein a set of message format to be

used in the message sequence comprises:

mobile user identification information specific to the

WLAN accessible to all network nodes;
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term nal; and sharing these one or nore users'

subscribed services fromthe inter-worked network ing/11/2006

W.AN. 15

69

mobile user’s home domain information accessible to

all network nodes;

mobile user'’s credential and identification
information hierarchically encrypted and only accessible by

the intended receiver:;

an authentication challenge message and response
encrypted and only accessible by parties involved in the

mutual authentication; and

information for message integrity protection.

7. The user identification information protection method

according to claim 6, wherein the message format further

comprising:

information for identifying a ey used for the

hierarchical encryption to the intended receiver; and

information for generating a new key for protection of

the identification information.

8. The user identification information protection method

according to claim 4, comprising the steps of:

deploying one or more virtual terminal that is able to
access the user’s credential and subscription information
and carries out an inter-working function as a normal

mobile terminal from an inter-worked network:
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using as a gateway for a WLAN device associated with
the virtual terminal to access services provided by the

inter-worked network; and

controlling the service access. of the WLAN device to

the inter-worked network by the virtual terminal.

9. The user identification information protection method

according to claim 8, comprising the steps of:

accessing one or more of the users’ credential and
subscription information simultaneously by the virtual

terminal; and

sharing these one or more users’ subscribed services

from the inter-worked netw_ork in WLAN.



