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VI RTUAL MACHI NE (VM M GRATI ON BETWEEN PROCESSOR

ARCHI TECTURES BACKGROUND O:umm‘mwmwwa\l Field of

the I nvention [001] The pres nrelates to

i nformati on handling systens andu@pse particularly to

virtual machine (VM mgration between processor

architectures. Description of the Related Art [002]

As the value and use of information continues to

i ncrease, individuals and businesses seek additiona

ways to process and store information. One option.

VA IRPURL MACKINE (VAN MIORAHONBEFHEEC PRYCESSOR

An i nformation handli rally  processes,

conpi |l es, stores, and/or conmunicates information or

data for business, personal, or other purposes

thereby allowi ng users to take advantage of the val ue

of the information. Because technol ogy and

i nformati on handli ng needs and requirenents vary

bet ween different users or applications, information

handl i ng systens nmay al so vary regardi ng what
BACKGROIWNDOFK THEAINVENTIONNV t he i nformation is

handl ed, how much information is processed, stored,

. ni cated, and how quickly and efficiently the
Eyiéggﬁ%gﬁ¥%%ﬂ#ay be processed, stored, or conmuni cated.

The variations in information handling systens allow
[01dr Theypresamatrivemtidnanldtes nginsoraiadoms hindlihe s yesnesraald noore

onfigured for ~a i f.ic .user or specific use such
pargigulant P i6 gl machife R riesation bewerprossssarightectures

reservations, enterprise data storage, or gl oba

conmuni cations. In addition, information handling

Desorigitionf e/ Relatddusdd a vari ety of hardware and software

conmponents that nay be configured to process, store,
[002hd As drermahicaat @sd offinfonmbticortoatinhieny inciease,l thelividiealsaind

buﬁ&rlgqgg% ?S%%tdgipgiﬁé%é% rtrqslinogeasts %n Etgrrea}gf%rrgg./tlsotn? rEn’e o%ggn available

to users is information handling systems. An information handling system generally

processes, compiles, stores, and/or communicates information or data for business,
personal, or other purposes thereby allowing users to take advantage of the value of the
information. Because technology and information handling needs and requirements vary
between different users or applications, information handling systems may also vary
regarding what information is handled, how the information is handled, how much
information is processed, stored, or communicated, and how quickly and efficiently the
information may be processed, stored, or communicated. The variations in information
handling systems allow for information handling systems to be general or configured for
a specific user or specific use such as financial transaction processing, airline
reservations, enterprise data storage, or global communications. In addition, information
handling systems may include a variety of hardware and software components that may
be configured to process, store, and communicate information and may include one or

more computer systems, data storage systems, and networking systems.

-1-

LT

*G00002*



~JIOOLIOVI L IEVETTEVELTEVELTTT LT~ T ~ *cooo02* [003] One

issue that relates to information handling systens is

virtualization, which refers to the abstraction of

i nformati on handi ng system resources. Mre

specifically, wvirtualization hides physica

characteristics of information handling system

resources fromthe way in which other systens,

applications or end users interact with those

rces alizatio cludes maki.ng. a single

(o415 BV 535¢ il kS Eftrralleh Bl 8yt VifiaiaPngrbicn
refsgssdi eijabgiracappbf iafirination hding eyAGR réiﬁttﬂc@ﬁ)Maﬂ%QEétﬁﬁéaﬂy,

CtJOﬂ Ltiple |logical  resources
Vlrﬂﬁ tprléu%ﬁygﬁlrjsec&l cl}%tﬁ%tzssof(lsfawtwaém@mgégselaéeaspe@ss

fro@ the Wa%@ﬁ §f)11ch JBRE Hstess, SphcAWnS, drRAd G&rs IMESRYHFE those
[ 004 irtbalizati'on is espeC|aIIy preval ent in an

resehtce? pYirgelizatiowinshidponakingalsingle phssieatresewret (suplmend server, an
opéétll?%{)éf%md Gy 5}{9?}?1&?0& & ét’(‘?rgge ciervsclé?llﬂp%grt to %‘nc‘(‘hS as mu{tlglq logical

one

resrmltchs nemhkmgtmlllﬂ)lsy]gts&:m t(ekcﬁgntee dduchas stbn)age daligesobservers)
ss nL However, wth VMmgratlon
ap%egpgscaf %\Wé Q&SR gration (i.e., when a VM is
executing on one systemis ntgrated over to anot her
[omyswemanharoa 1§ Bpegislbc@ssal@dt in 46 @ﬁc&bh@ﬂnfo‘ﬁm&ﬁdnhﬁﬂﬂmg Restem

stem heij ut down r suspend st ate)
emﬁ? E'f en QF%@EQ 1) BESERYR attqnewwpeépwvéﬁafd%gmamon
(i. ee\/rﬁéblﬁ)g?&rymﬁueg ahiak 'fx@ﬂlson@fs¥§5rﬁ @égfcﬁl dr pﬁ?@l o0 an6tfEr
vendor_ can present itsel his architectur issue is

sysiinpe Haveayse &ithyV Mimigeatientespeciadly dive & M atigration (z@n oidves a VM is
r
ex%){(lg n%ﬁe &&%ﬁst&%ﬂ? ot r!atg&] §v8 %&Zhe?%gﬁeﬁ{ %gloe tPe P]rog%s’s oE 0

| Ssue atte
mignagwra'tsev ithohi the SWtem brahg NHx:dhuh@detsusIEnd emm(t,lmllangutectural

mng e ten vers ) t
s B RO R RS SRR ST RRn dtHi O of e e
saﬂd@fléﬂdsﬂcaﬁ p(réS&E3t)selﬁnﬂh1§ aRbitetBiralSiR ¥ bftenadsed by dlfferent
i nstructions, The VM mgration issue can al so

feaffrasshet CaptYSRdQrhand Aoy sratEcReatinns 9 theisgma v erdor. Th o
exanple, a8 i§shéls§résntBd wh@ﬁ Ettb%{_lptllné tOREIAE 28 e Mirtéhl Whngw is

or suspend state). he i ssue presents Itsel
eXGRHBRE mplappntabstte@mmgl mesoasa derewedd6§54)ato prsmsresshnt is only

caﬂagﬁrbtfl cép%ﬂm %E( Gerdion 3gr 14 Iarn))i don R%SEI ns%ructlons.

I nstructi on re urns a SSor
The VM migration issue can also be present when the VM that is being migrated is not in

a live state (e.g., either is operating in a shut down or suspend state).

[005] The issue presents itself when an application loads and executes a processor
identification (e.g., a CPUID) instruction. This instruction returns a processor identifier
(ID) and feature information. An application uses this information to set which path to
take based on the features and instruction set of the given CPU. Examples of CPUID
instruction and results can be found in “Intel® 64 and IA-32 Architectures Software
Developer's Manual - Volume 2A - Instruction Set Reference, A-M”. When an

application is live and executing to a given instruction set and/or feature set, live
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(ID) and feature information. An application uses this
information to set which path to take based on the
features and instruction set of the given CPU

Exanpl es of CPU D instruction and results can be
found in "Intel(r) 64 and | A-32 Architectures Software
Devel oper's Manual - Volunme 2A - Instruction Set

Ref erence, A-M'. Wen an application is live and
executing to a given instruction set and/or feature

I
migfition bhiEert Sl LAY o0k AERE i B SV E Rl BREHL
suppoet as@hﬂscoer&sysssttexm FeoaxamphnPigere Filapeled Plior AabsHoed a flow
Pri flow chart of an exanple program
chyry, 'San 6‘8]6 pA?l%?’ﬂj?ad:' ssue relating to VM migration can
be pr esent when an application programthat does not®
[006] s uarothepisQzasliatiig iod\eMtrhifg'raﬁah cbd predenti@hérah 4pplicaien
code h deci si ons. hi situyation, the
prograp 'ﬂg‘éb‘?ﬁﬁﬁma’é% arﬂf?ceﬁ%w %t'@a dpstrastiqnyg makgsedenath

ded15i0RE I0 Mis bilatibn Ghd %h@aﬂﬁ'mfd%@st At BarSinowRd¥YMORhe Fmpldke
I NVENTI ON [ OOW;S{I n accordance with the present

procassenimpigHtion a ®ee f¢br performing a VM nigration is
present ed which manages a cluster of machines in a

SUMMARY?OF TYE: INCERTIGN of a feature set or behavior
nggﬁe to anot her virtual machine.
In certain enbodinents, machines within the pool can
[007d Ep#scprganesdvithothe present anvenien, p aathodiforparfosmingta VM
I .
migAAH £ p geﬁylgﬂgarkggc%m%&tmﬁaeg% O%E%%%hgé% 2 o&gfglg e th[Bfation
of & mtunc get sebehavioe frainl dna girtiabmbthingtoanbtat wurtealsnﬁchmEh &

of emul at i r ers, Wwthin the hardware .
cort i b0 e BUa P BIF BF P06 BT BV o GRGRe B ceran
feaﬂpe Eeat(b agblen Vhﬁnfgi’ﬂlioﬂhh@ﬂgﬁﬂiﬂﬂ)mﬂm& 8[1he amf.xlahmi\@hﬁoe by

ut out put i‘St em

.(e.q. b | e
e“‘ﬁf‘gﬂ%é‘iﬂng ﬁf‘éﬁ%&\% ) 35 UNIE S O 733 ﬁgférsawW@rfi??@ffrset ew handling
of e TiolMRER PR R it akdiward E Orﬂl?e BRRPAL ARG fthd RE€ure set when

invention relates to a net for performng virtual
operaiény indhainalatidnonodsd pegiEnat 8 fmmm (etgy, adfasicifipsit metpitiorystem

BI Rtk A b one g SR By AP Rebfrac s on”

[008] More specifically, in one embodiment, the invention relates to a method for
performing virtual machine migration between a plurality of information handling
systems. The method includes identifying processors within the plurality of information
handling systems having a common feature set, the common feature set comprising
instruction set level compatibility; pooling information handling systems having
processors with the common feature set to provide a pool of similar information handling
systems; and performing a virtual machine migration from a first information handling
system to an information handling system within the pool of similar information handling
systems, the virtual machine migration moving one virtual machine from a information

- handling system to another information handling system.



handl i ng systens having a conmon feature set, the
comon feature set conprising instruction set |evel
conmpatibility; pooling information handling systens
having processors with the comon feature set to
provide a pool of simlar information handling
systens; and performng a virtual machine mgration
froma first information handling systemto an
information handling systemw thin the pool of simlar
i f [.i.n

[Odr?i gir}g{ﬁ%gﬁﬁP %‘?gﬁgeggh%e &ﬂéﬁﬁ&i@}%&%ﬁg ay h;?;}ayaqus ﬁ?ﬁ&k&&ng

“virtuaf machivie roigratioa rbdiweng aphsilapof mfennatie handlhhg sysedmisO rThe

handl te 9] In anoth d men
o i DRSS TRrE T st Bna oAy B BRI P gormicion
handlihg Y@teniPIER N3 JBnGRGH fetarddet, \ﬂmmcﬁi féﬁtﬁl‘d dey cdhprising

i nformati on handl i ng systens. par at us i ncl udes

insractiog seidevel a@ﬁmbwtmgnﬁqné é@s%’@]rl%g wfctrmaﬂom handhpg pygtemsy
ha\m‘lg ?ﬁﬁ&@é@WltﬂQhe Qb RemPy st ﬁ)rﬁobiﬁé’ b B801%hf SEP thformation

ure set, the conmon feature set conprising
handhmg BYREEINS) nnd;eltearisgfvrexberfwnpmtal \bmlal mechire angrafior fromal firsig
1nf?lﬁna?1orq%£ncﬁ) ing e%t lﬁlgon%leiy%%g{]gn han gy %/spe O&ﬁﬁl%?he nIﬁOI E)p similar
informdapibmbndding syracl, ihegyisyd h&ﬁﬁne &ﬁgfamaamwhgla virtual machine
erfarm a.virtual machine m.gration froma first
fr"ﬁ’iﬁ"&ﬁﬁ’gﬁ%}?nﬂﬁﬂ [MesystEpde anmths i B R S YHERG ng
systemw thin the pool of simlar information

[0d18DH drid¢hes ¥Bib&dimentt ﬁhe 11Weht1¢iﬁxleldf@%1 i e foinghtioh ke@And1OME NQ
a virtual machine fromone infornation handlin

endpnmens thef inlpdas SPlyrR g o pHURR hendling skyene chlbmacﬁystem
forlp@rf&‘ﬁ‘ﬁhgI @frtugmﬁ’éjurféexﬂfgratfon Beiwd¥f el fiitaki§! oﬂ%mﬁ:ﬂloﬁ Randling

i nformati on technol ogy envi ronnent that i ncludes a
sysgsins: Haick 9f 6F plusdliy abinfamatiembrndligs sxssamsriaclades\aerpeessor and,

me&éﬁé&ﬁhled% tl'l%%{j{)chsr% ;9%%’ é){s{rc#h n_g?r q%arfgﬁzglqﬁdcﬁﬁe migration

incides '&msucnﬁas:txeomtablh by plpurcassot for mdennfyﬁm'g pmtesmrs athohl theig

S rocessor. an cou

o3 BBt oo D SRR RS G roT TR s Srk i combion

featlR€ Eut B6mpi Gh@ink@iictioh B& 1evde Sorhpiibilligijoolise MEREIAtiahadhig
a processor for identifying processors wthin the

SYSHIny RV g, PrefessoRt Witk cicommeR et geidy Sreids aRapl Agsigilar
inf6HHHBH hgrﬁﬁﬁtng %téﬁ; and F&f&&mlﬁﬁﬁ%é&ﬁﬁle% raﬁgﬂ.ﬂ{)hlsd it

Instruction set | ével conpatibility; pooll
infomfatonhendbimg lysteth tnan information handling system w1th1n the pool of similar

information handling systems, the virtual machine migration moving a virtual machine

from one information handling system to another information handling system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present invention may be better understood, and its numerous objects,
features, and advantages made apparent to those skilled in the art by referencing the
accompanying drawings. The use of the same reference number throughout the several

figures designates a like or similar element.



systens having processors with the comon feature set
to provide a pool of simlar information handling
systens; and perform ng a virtual nachine mgration
froma first information handling systemto an
i nformation handling systemw thin the pool of simlar
i nformati on handling systens, the virtual nmachine
m gration noving a virtual machine from one
i nformati on handling systemto another information
] i . BRILEE DESCRI PTI THE ,DRAW
1013 Db TRl Prio PR A Shaf? Sy 2" gy ProdfaliTad
understood, and its nunerous objects, features, and
[00a3Y Brgneeeshoma deysipp dicek didgmni omanfkmhtiechandlingsyst@mt
by referencing the acconpanying draw ngs. The use of
repnce r. throughout severa
(00 AEFRRE {161 naPaCorH T Bl peBURORYE BIOE 20V,
[0012] Figure 1, labeled Prior Art, shows a flow chart
[0036] Brgueexasipive aglosgrharmolf decperafifdf3] sysiegufoe p&@ farinivgsa M
.system bl ock diagram of an information handling
n“%%%?%nl [0014] Figure 3 shows a flow chart of the
operation of the BIOS. [0015] Figure 4 shows a flow
chart of the operation of a systemfor performng a VM
DERAJLRD BESORPAIQOND DESCRI PTI ON [ 0016] Referring
briefly to Figure 2, a system bl ock di agram of an
j i-qQn. j i h .dhe . :
oo B} SIS NG el 2 U AT BER alelre RS ot Pfaicngpaing
sysB@? 200 is shewd. Olepin forfhatidh) hatdhngssteR00 isclades apracessor 202,

. displ ay keybqard, a nouse, and asspoci at ed .

inpB P Q) deVides P Suoies & Siopli, AIMRYPOGED AmaVee. gpdageiared

corfitdllBrsamemnafy DB RCHARE VORAR temdérAMh ANehddaacé&dsabdmdry
menory such as read only nenor and hard di sk

(R4M) ga& non-yelgtilg mrarory tush ag ead @9%’6‘(@;‘%@0%@_‘1 fardgisk drives,
and SRBRYorfl eV RBIGH, 5N 0% otk A colRoke gisR Ak

various other subsystens _ I nterconnected via
drigh endyarmys ethousbsysehs, 21 0Tdbinterrmnget@Déa bnednuders bases 212.

Th%)n gélrng) | %Ué%h'gggﬁtsglﬁf§g¥r§;}u?&r§§'s%lm%ﬁﬁ)ﬁszz‘é%'s Iweﬁsas Q\W
migration module 230.

[0017] The VM migration module 230 enables performing a VM migration is presented
which manages a cluster of machines in a pool for live migration to the same feature set
or behavior. In certain embodiments, machines within the pool can be configured to
emulate a certain feature set to enable a VM migration amongst the similar pools. The
emulatibn can be by either masking reporting of a feature set or enabling/disabling a
feature set. The handling of emulation registers within the hardware (i.e., the
manipulation of hardware registers of the feature set when operating in the emulation
mode) occurs at a firmware level (such as via the BIOS) rather than an operating system

or hypervisor level.

[0018] For purposes of this disclosure, an information handling system may include any

instrumentality or aggregate of instrumentalities operable to compute, classify, process,
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[0017] The VM m gration nodul e 230 enabl es perform ng
a VMmgration is presented which manages a cl uster
of machines in a pool for live mgration to the sane
feature set or behavior. In certain enbodi nents,
machi nes within the pool can be configured to enulate
a certain feature set to enable a VM m grati on anongst
the simlar pools. The enulation can be by either
maski ng reporting of a feature set or
u dl, |

oA koeBe eV (il hER bR flpia B LA, Hora,

repnatucq Uasdle,om uofizdwarydosm ef mﬁmnsum sntemlgedme drefatafoebisatess,

scigU it PEof ot et Miots FY RAmRE 28 TRy S ANl S may

be 8 persital BEmSIE] £ Artwork HRLE ¥dvi! of £Yther SR deve and may
purposes of this disclosure, an information handling

varyyeflé?nShw quﬁqn@aeceafvycthqabtyf Eﬁi’e?ﬁ“él iThy infprmggigh bandliag
sysgifm Hﬂ? GdcHe %rﬁ“lloH dc@c%s ‘ﬁ&%{d’i‘? kI@AM} S0P Woe &Eé@ﬁ% fré’sources

process, - nsn1t recelve, retrleve ori
suohgs B chntrad pmcessmgnslpl(Q?U) elmirdesE or setvee contred bxgd:,, ROM

ancf/grpotﬁeidrttI es oP I?on%o[% ile me:# I l | d%m% AN co%p@ngrftsr] ?ﬂge 1nrfarma9101’1

ence, U Sl ness SCl e
hareibing s ystem aray (htcﬂlﬁfe opd bpm&Sdlsld:deee,)«ﬁJﬂmk ﬁmore&libtwork ports for

i nformati on handl i e a personal
cORBHBGREIE Vi ROTBIRVSEVRAGR BePied g s HgaHuO) devices
suchlils b BV R afte ¥ infotis@REd F®Meo MAPMy! The ifErmaBiBAREndling system may

per f or mance, functional i ty, and price. The information

alsp inebide pge oxmetedwseRaperahle| t dransmiheRmmurieaions hetgerythe various

hard B0 BBferd, MOT € processi ng resources such as a
central processing unit (CPU) or hardware or software

control logic, ROM and/or other types of nonvolatile
[0048HBefprrinadeliFiguemla tnphoreafitlee erferation of HicdHRStis ghpwn. Each
1nf&%ﬂiﬁgfr1 H%Dd?x}ég trs]}%%nq?%ce%&t iﬁﬁg@ﬂ&e@%f% I%tlgh ?%ISQJI‘ ﬁx%ts the
BI@X 228 el malemilates V%tﬁum/éiehe ragxsmsrdrc)disablm (ourimaakidg oficb o tets

1/ deV| suc ard , and .a
sto{pEy s B brosR St 2 g SRR et P iR Brtures that
areadxp&eﬂ Bcdofifhard) NRddifiorHy &h O Peess BN lecH Y stemdRe idds a
ommuni cati ons between the various hardware

WBH@RK%CP‘[J@@P raer tha § PLBDRrsgtislbasthes resoBige char t
infmatiBR sIRSS @ltebﬁ’iﬂg @Jmﬁwi‘ﬁf(ﬁn%d. SWRBPWR BIERDDS sets these fields,

the BIOS 228 also sets a model specific register (MSR) which causes the VM migration
registers to return modified data upon receipt of the CPUID instruction. The MSRs thus
function as control registers which provide the BIOS with information relating to the

specific processor implementation.

[0020] Thus, when the BIOS 228 starts executing, an Baseboard Management Controller-
Service Processor (BMC) (or some other application program interface (API) which
could bypass the BMC) provides the BIOS 228 with Least Common Denominator (LCD)
information at step 310. Next, the BIOS 228 generates processor identification

instruction (such as e.g., a CPUID instruction) and saves the results in within a scratch
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i nformati on handling system processor 202 includes VM
mgration registers that the BIOS 228 can mani pul at e.
Wthin these registers are disable (or nasking)
features storage |locations. The processor 202 uses
these storage | ocations for various features that are
exposed to software. Additionally, the processor 202
of each systemincludes a Virtual CPU D (vCPU D)
field to return the CPU D, as well as other resource

e B 905 R (R DECRR B tadPlirkal) Buh enlliet

Lease Comanomd dkmomspsari mpucc ta digabdd fentufdvibihardivaeland aets 8® \t'li'teal

j gratiaon .regqgisters,.to retur di f.i ed data,upo
cellbdiel &5 e SR oD ERHEEIRS 23R by g a b the
MSRJ w:énwe udEe P ﬂier\qhume@tﬂmreglswhas:xbelpéme eaniréka dBltiERd

information relating to the specific _processor

W“ihfﬁj‘]h% wERebe P BIP regstrpofharhlSS 23hiban sigralsihoBMS go semaplets to
all & S G AbARd c&&nﬁﬁéﬁmqmeh@fm&%% @e&&alﬂ%ﬂye{he Rie%bF e

Processor (BMC) (or sone other applicatio pro ram
withp the $ystam (sAPhigutd olthe sl fdatblycp asthe tlgast Bo@mqr Derogasator.

h nom t
Adhlt?)naql (?} A am}F mhy@ie@pmﬁe tormetl jon 1356 %E)gx‘lé\éenr}eu[gaz%tlon to
ocquit mmsaennmﬁigamo irbma:btuean boumtatied) CTHiOOpefloa inBsbedegforméd on
CPU D instr and saves the results i ithin a
2 SYLFRO¥ AYSign qryﬁ)cassgv%@ g%?enﬁeﬂ‘l‘?c?fﬂ’é“’%M 228 on
each information handling systemuses Least Conmon

[o02eNReferaigab Figupdd, d fovel tisaddfehd artdliog 9f A VM afighaasisaRckn.
sets the Virtual CPUD field accordingly at step 330.

In ggngtal, theygysigsmder poforpmig pHN migrangegorny 4 h«'ﬁdWé feapuR

dishleBB@Rhe viHianepoip Hl'ﬂﬁlFMaﬁ&V@ﬂerﬁD Hlugn(g@bgtﬁg GHe %‘fs'tém for
as the features identified wthin theé virtual

perfargling ¥M mignetion| 208 ipg@cythdhy a1 giermatiehecBrbdaydIT)

Q. II w out of band commrunication if needed
maggé%eggﬁé’&g?m c40gr di ngly, the processor wthin the

- _systemis configured to the sane features as the Least
[0028 ivtome @@mﬁmﬂbatf@rIT mamdgk'rm&rm Applicgtiont Hlé garigrs the CPUID

1nfor?rga't:1%mf%r%/sy§ OCC ra clu ?%n?Fys s fBr WEl.ChtitolS c|351r Ny %o e%eirﬁ)rngl

runnirng 1nto
VNb nug:dadsn &Step A0S Thp esnamndo Systemys ddethpe pé@lédmdhﬁrautomancally or

mai?@{ye 1'&%%%}11% rgm%agllmsent%ranaﬁrrggnsaggr (oro SC)c)lmeoctthe:Sr){lssgreor{)%ra\tlllrlga the
IT Management application 410) symbolically pools (e.g., by dragging and dropping)
systems to identify pools of like systems (i.e., systems to conform to a certain least
common denominator) at step 430. For example, a pool might include a first
manufacturer SSE3 Pool 432a, a first manufacturer SSE4 Pool 432b, a second
manufacturer SSE3 pool 432c¢, and a generic manufacturer pool 432d. Each pool

includes a corresponding identification 434,

[0023] Next, the system for performing a VM migration 230 broadcasts to out of band
systems (and optionally inband systems) the features cofresponding to each of the pools
at step 440. The system then waits on the out of band systems to identify to which pool

each system should be associated at step 442. A live migration between systems that

.-



[00211 Referring to Figure 4, a flow chart of the
operation of a VM mgration is shown. 1|In general, the
system for performng a VM migration perforns a
hardware feature disablenent and virtual CPU D
mani pul ati on operation using BIOS 228. The system for
performng VM mgration 230 i s executed by an
i nformati on technology (1 T) nanagenent application
410. [0022] More specifically, the IT managemant
r
e R F D o AP o g i, PR Bare o
stepl@é4.red to performa VMmgration at step 420. The
common systens are then pool ed, either automatically
[ooﬁﬁ%ln'%%nﬁ‘ ?4' Jhg exe%ugr(lﬁ Ws&:m%gté% §(§E% ?%thlvgs ¢ Eltevss’/ cp%n gulra-ll;ion for the
VM/hmggtemmtd samlth«:mfomatném&)thlsym)sylsueﬁﬁé BIO$dahdin feregrieve

e 4 eReep@efiiveriepent| Sendbiod EIF Ershlonfian el o PP e

updnqas&ot 1HO BIOS 2 2L Mgt 1) M ARK9 disimBhriies 45fhe (Eire S, a
pool m ght include a first manufacturer SSE3 Pool

respegtixe systom aleng basatiingcs Yirtug! ndgrgomdeld (a.32p vCRUIR gk, when
avmﬂgfﬁgkg 466, %EWE% éle %ﬁﬁ 1§§ codf QF&J ?ed each of the

manuf act turer  poof I nc
syswmsrre@ptswdﬂnfgamlcbe rehati¢didisabbad b%he B[@® 23] wttb xwtlatevdréJPUID

emfor erfor ratio oadc ts.to
e ooy BRI 8 8° PG R R e ey SR ey
maheig&nfeﬁﬁdplph&ﬁloﬁ af §tespmn ﬂ]l' Hegedistration |ihc<Ilfhde§ hﬁoxﬂ&?bfg thag!he
ste The system t hen its on t out o an
Sysg% fo %e(r @ ﬁP?'F‘ﬁ“ltabCWlU\gﬁ’aﬁ’é‘éIcertaé’égfﬁ‘“g?%%“éﬁ’i‘% s v Erem
has@@m@@&%nh@&lﬁxdpcﬁﬂ ofdyeRnt42. A live mgration between
systens that 7 match each of the configured pools can

NOowW _oOocCccur Si n% any VM m gration software at St ep
(0042, Thyspihs &ystfma w&#owms Re'M wigiatipm gllawsgresng of ﬁ@csmf

archi®R&RIrY BSurldRes V16 RiH &qfr%arﬁgerfte bribd'the p¥M dnglrtata
and saves the i'nformation within the systems

progesaeri qempatible dgviekii.e., tadanyilergt eomradrodenonyirater) sush aatansst?eqo
o u%llele éﬂ the BIOS first | oads on each of the systens
oot the BIOS 228 directly masks
di ssi mlarltles in the feature set in the
[0026] The present invention is well adapted to attain the advantages mentioned as well

as others inherent therein. While the present invention has been depicted, described, and
is defined by reference to particular embodiments of the invention, such references do not
imply a limitation on the invention, and no such limitation is to be inferred. The
invention is capable of considerable modification, alteration, and equivalents in form and
function, as will occur to those ordinarily skilled in the pertinent arts. The depicted and
described embodiments are examples only, and are not exhaustive of the scope of the

invention.

[0027] For example, in another embodiment, a hypervisor binary translation might be
used to perform the VM migration. More specifically, when a pool of systems are

identified, the IT management software determines lowest common denominator feature
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respective systemalong by setting a virtual mgration
field (e.g., a vCPU D field), when available, at step
460. Thus, when the CPU D instruction is executed,
each of the systens returns with features
enabl ed/ di sabl ed by the BIOS and with whatever CPU D
the I T managenent application set. The BMC t hen
registers the systemwith the IT rmanagenent
application at step 470. The registration i nctudes
i_nf.or t stemis conf ure
s A3 BFARRRAsR Vb st R g0 RUTRERAon SR B 6t e e
apﬁl}tﬁtlﬁﬂpmbﬁﬁq s bking oadedauith iaGydtérh, thO Bl pedfissr)petBiBs a Binary
%}P aé ghus t he ?y%¥en1for performng a VM m gration
Tr the 2EerIn-of € pihe Axresyisor sgarehgsiiercthe CEUNB unvatigisand

reﬂl’%e@bvlltﬁ\éh Aferfifte blecBOR %@ﬁ wlhﬁ:htfﬁuﬂ’ i J@esﬂ@@l’%ﬂﬁ%lu@ Qf the

an processor corrpatl | evel .e., to any | east

CP, rugeroteisneefdhg appliesticas Thny 2 8181Chm9$mlath¢ plustet appedr. to
exdQR20k f0SaRE BSRRL sepvention is well adapted to attain
t he adbanta es nentl oned as wel | as ot hers inherent

t herei n. V%lle the present invention has been
- [0Q28pF ot exdmplte e rorigad] caalaanightdedef i ned by reference to
particul ar enbodi nents of the invention, such

refere inply a limtation on the
|nveﬁfﬁgﬁglgﬁ§q§%Lghch limtation is to be inferred.
The invention is capable of considerable nodification,
al t &fB{lDon, and equivalents in formand function, as
W Il occur to those ordinarily skilled in the
Per L0 thar AdsTerudl i ﬁgg%@ge%&g ABi oA pafr] Ded |
enb ments are exanpl es nd ot exhaustive
of the scope of the i nvent i on. [0027] For exanple, in
anot-her enbodi nent, a hypervisor binary translation
m ght be wused to performthe VM m gration. Mre

[O@pewﬁe}eggh}exm ?%gi df systens are identified,

nanagenen tware deternines | owest conmmon

denon1nator feature -8 set and broadcasts this feature
set -t:0 a hypervi sor executing on each system Wen an
application programis being | oaded onto a system the
hypqgépqgixpﬁj ms a Binary Translation of the
program |.e., the hypervisor searches for the CPU D

i nstruction and
JMP [CPUID_replacement_function] Jumping to an Alternate Routine

[code that uses return flags to set code execution paths]

: CPUID_replacement_function
/* save input variable */
CPUID_function_call_input = EAX;

/* input from cluster mgmt */



repl aces with an alternate execution path which
results in a desired return value of the CPUD
instruction to spoof the application. Thus, all

machi nes in the cluster appear to execute with the
same features set. [0028] For exanple, the original
code nmight be MO EAX, INPUT CPU D [code that uses
return flags to set code execution paths] [0029]
V\hereas the nodified code would be: MOV EAX, | NPUT JMP

H‘l%Er enment function ng to an Alternate
Rou |neIE|icgog‘ c?erFn e@%m}né‘{oﬁr W#’ags to set code

execution paths] CPU D replacenentfunction /* save
i npUt performalvigmal CPUTPWI gat Ckbicfeatares ¢al | i nput = EAX;
/* input fromcluster ngnt */ -9 HYPERVI SOR

conﬂ)(?” ] 0 XYZ; m ori gi nal CPU D
0 ge %&?&eﬂ;ﬁbﬁg@ t%&*’f“é@? tcgbf‘@éf unction

cal | input ; CPUD [Set EAX, EBX, ECX, EDX...

acc (S« EAK, EB X, BYPERVIXSORcavadinpto_denom nat or | Return;

[ 00 r exanp ot her enbodi nent, CPU D
Tra @Spgﬂc?ﬂl@ﬂ? A&B"’B%ﬁ’rﬁ]v\hen performng the VM
m gration. Mre specifically, the Trap operation traps

t heRetuggul t of the CPUI D instruction. A handler within
the BIOS 228 then perforns a binary translation

[O&B?f&?stol for example, in another embodiment, CPUID Trap operation might be used
when performing the VM migration. More specifically, the Trap operation traps the
result of the CPUID instruction. A handler within the BIOS 228 then performs a binary

translation operation.

[0031] For example, with the TRAP operation, a sample instruction flow might be as

follows:
MOV EAX, INPUT
CPUID
[code that uses return flags to set code execution paths]
[0032] Whereas the modified code which includes the trap feature would be:
MOV EAX, INPUT
CPUID /* runs and populates EAX, EBX, ECX, EDX */ TRAP HANDLER

[Set EAX, EBX, ECX, EDX...according to
HYPERVISOR_common_denominator ]

Return;

[code that uses return flags to set code execution paths]

-10-



[0031 ] For exanmple, wth the TRAP operation, a sanple
instruction flow mght be as follows: MOV EAX, | NPUT
CPU D [code that uses return flags to set code
execution paths] [0032] Wereas the nodified code
whi ch includes the trap feature would be: MOV EAX
I NPUT CPUID /* runs and popul ates EAX, EBX, ECX, EDX
*/ TRAP HANDLER [ Set EAX, EBX, ECX, EDX... according
to HYPERVI SOR _conmon_denonmi nator ] Return; [code
that uses return flags to set code execution paths]
-10 [0033] To support this node the processor is to
allow the CPU D instruction to enable an exception
[0083E ¢ suppdrtakis ngpds the precssor id to@How oie CPUID strinaiodt@€énable an

e DT BTGP o S Reiob RGP I T ALPARARAR Y B

exddplidindehts thdi prd RERR tradF@ N AthYVedraH 18c 0B et th©Rande! €his
virtualizatjon technol ogy (VT) = enabl ed processors

methog SyGeHDL e YoE SLR GRS anhere B Zaben e yIOREN (YT
ena?éﬁ%%r&&?so%e nBENOSLORLAE aleO/F H&bf&ﬂ?ﬁ%ﬁ% gzloﬁasé fieR8Rthon

Is conplexity to the nanagement ane ng
dengnundiento thednpprvicer Bulsandiadyd sompdéxity to theimanapenant pbing (eglding
f n ent. .pl.ane. via Bl al | ow n up -
ol e PO THAADRRRN BRI o g bR TR
Blo& rdigethg EMYID wama lobw swiites @sa8pusidd audiialized andbiinaged
change the feature set of a gi all ow a

temto
enIRRRRL e BT Gt shh Y WRBARCEANES i (Fels P 4 i system to

allfW OHAESEEr prOfham 16 RRAYRS akPregRiRR less PRocBRBF logRIdhAMkes to spoof
[0034] Also for exanple, the above-di scussed

an gphediotent s i ncl ude software nodul es that perform
certain tasks. The software nodul es di scussed herein

[0OBEYAisB b Ud8mpLe! ihRlabove-discussed embodiments include software modules
that perform certain tasks. The software modules discussed herein may include script,
batch, or other executable files. The software modules may be stored on a machine-
readable or computer-readable storage medium such as a disk drive. Storage devices
used for storing software modules in accordance with an embodiment of the invention
may be magnetic floppy disks, hard disks, or optical discs such as CD-ROM:s or CD-Rs,
for example. A storage device used for storing firmware or hardware modules in
accordance with an embodiment of the invention may also include a semiconductor-based
memory, which may be permanently, removably, or remotely coupled to a
microprocessor/memory system. Thus, the modules may be stored within a computer
system memory to configure the computer system to perform the functions of the module.
Other new and various types of computer-readable storage media may be used to store
the modules discussed herein. Additionally, those skilled in the art will recognize that the
separation of functionality into modules is for illustrative purposes. Alternative
embodiments may merge the functionality of multiple modules into a single module or
may impose an alternate decomposition of functionality of modules. For example, a

software module for calling sub-modules may be decomposed so that each sub-module
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batch, or other executable files. The software nodul es

may be stored on a nmachi ne- readabl e or

comput er - r eadabl e storage medi um such as a di sk drive.

St orage devices wused for storing software nodules in

accordance with an enbodi nent of the invention may be

magnetic fl oppy di sks, hard disks, or optical discs

such as CO-ROVs or CD-Rs, for exanple. A storage

devi ce used for storing firmmvare or hardware nodul es

' : ntlon ma
P B e B TN oy

be permanently, renovably, or renotely coupled to a
[O(h“’iSiI: C@pmn@slyoﬁhﬁ mrEIeDiion is y’mcrehd torbrugmitechenlyrbyl theepiritagd bnope
of the apﬁedndv%l lalms glvfngm {lltcg%l anee meetr(?le{’ggE{ﬁ)é Ialgﬁegsp%] fd tgﬁree

nodul e. Clher new and various types of

conmput er -readabl e storage nedia may be used to store

t he nodul es di scussed herein. Additionally, those

skilled in the art will recognize that the separation

of functionality into nodules is for illustrative
purposes. Alternative enbodinments may nerge the
functionality of nultiple nodules into a single nodule
or nmay inpose an alternate deconposition of
functionality of nodules. For exanple, a software
nodul e for calling sub-nodul es nmay be deconposed so

t hat each sub-nodule -11 perfornms its function and

passes control directly to another sub-nodul e. [0035]

Consequently, the invention is intended to be limted

only by the spirit and scope of the appended cl ai ns,

giving full cognizance to equivalents in all respects.

-12 WHAT IS CLAIMED I'S: 1. A nethod for performng

virtual nachine mgration between a plurality of

i nformati on handling systenms conprising: identifying

processors within the plurality of information

handl i ng systens having a common feature set, the
common feature set conprising instruction set |evel
conmpatibility;
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pooling information handling systens having processors
wWth the common feature set to provide a pool of
simlar information handling systens; and perfornm ng
a virtual machine mgration froma first information
handl i ng systemto an informati on handling system
within the pool of simlar information handling
systens, the virtual nachine mgration noving one
virtual rmachine froma information handling systemto
anot her information handling system 2. The nethod of

wHAA I8 ¢éLAMAIEI$ the cotmon feature set conprises at
east one of. a common processor manufacturer, a

commn pr OCGSSOI‘ gener ation and a. cammon |nstruct| on
set ! Arigethed 6 aCGIMiRRY Al mcEIEITHEHEN PerAen # plupryty of

1nff)Hﬁattﬁﬁrha§dHﬁ§rs5'§@rﬁs c&%ﬁsﬂfgm ng a processor
dentification operation on each of the processors,

t he ideptifyiegyoresiaiewithinitheplishtyoyfenfarmaionrhendlingi sygiems having
processo
process Oé géﬂ;f‘?% %&ﬁ ?T’é%tﬁg% g(g#u%c fge:%(rﬁrﬁ g}:\/\:E gm§1n%lnstﬁuctlpn set

the pr octwelmompatibiﬁtyi; se virtual nachine mgration
registers, . the. virt machlg 3rat|on regjsters
an]Fg

bei REPINEMOPBHBdI2B e i TRECSPOP g ppmon feature

handl i ngset yshrotidt @ pU@ldiffstlJﬂ%fofr@ﬁ@h%bﬁlﬂm@fsyd‘t% ldﬁ&s
within the processor, the nodifying the reportin

f eaPEHURIRGEYIFHalIAIGhECi TIGrIPR froBx 4 Bist @for@ae@hh@ﬁ?ng system
feature &8 mfo?ﬁalatﬁm h-gngllrﬁ%ﬁ'gtgg VQiftthf lﬁ F’%ﬂ'ﬁﬁfﬁ"lﬁ‘[‘bn{lﬁﬁ)n

virtual nmachine magratio egl sters c
pr ocessohandbng exstents, ﬁndlrtuaédlacliini@mig'rﬁtmnam\ong okt artual

response_t roces nt i.fi cation operation. .B6.
An appar a rntaalm?ﬁl ?l?r{glfé’fste??’gg ﬁ\qﬁéerﬁ?fgp’é?qogn
bet ween Bhandlitig ajstetny of [ nf or mati on handl i ng systens
conpri si ng:
2. The method of claim 1, wherein the common feature set comprises at least
one of: -

a common processor manufacturer, a common processor generation and a

common instruction set.

3. The method of claim 1 wherein the identifying further comprises
performing a processor identification operation on each of the processors, the
processor identification operation returning processor identification data

for each of the processors.

4. The method of claim 1 wherein each of the processors comprise:

virtual machine migration registers, the virtual machine migration registers being
controlled by firmware of the information handling system to modify the
reporting of features within the processor, the modifying the reporting of

features facilitating identification of a common feature set.
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means for identifying processors within the plurality
of information handling systens having a commobn
feature set, the common feature set conprising
instruction set |evel conpatibility; means for pooling
i nformati on handling systens having processors wth
the comon feature set to provide a pool of simlar

i nformati on handling systens; and neans for
performng a virtual machine mgration froma first
information handling systemto an information
handl i ng systemw thin the pool of simlar

i nf &r mat Tbeymistwad of elgins§ stheresn: t he virtual machi ne

m tj.on ving.a virtual machine from one .

of SRR pEKE ot liBiers GRS piokPIb O Sengs mogified
handl i ngideysficanion data e smppatoa ptocedor Gdaatifitfiontopeation.
the conmon feature set conprises at |east one of a
conmon processor manufacturer, a conmmon processor
genér at i An appatatas for parfaming sirtublohachinerigratidn bétween a

apparatus of. clai,m 6 wherein the means for identifying
phFﬁBYﬂgP%”EBHﬁQL?@gk%gﬁmgmﬁaFmB@Pgbrning a processor

| defebid foRideMifyRRYretebdRs Withil A pl@alityT inBFRAR% HAA ing
t he processor 1dentification operation returning o
pr ocessofystemsdyvingiacammen feriurg selp hesammonsfeatins set comprising

pr ocess o3 ion S8R PEh MR €l aim 6 wherein each
of the processors conprise: virtual machine nigration

r egimstes for padhiag infotmesion andingsystegs badviimgproegs@t eith the

being -14 controlled by firmvare of the informtign

handl i ng"8ys %{Fﬁaﬁlcr)e Sr?gaol ﬁ/rf}wfiﬁg P °?1e°68P’E‘§aﬁ éntj8'an‘%é’gt%ﬂ’i‘cgglg

wi t hi n tfsteprsparissor, the nodi fying the reporting of

features fac%litatinguiden ification_ of a_comon |

f eaf57gs fopperforming a virtual machine migration from a first information
handling system to an information handling system within the pool of
similar information handling systems, the virtual machine migration
moving a virtual machine from one information handling system to

another information handling system.

7. The apparatus of claim 6 wherein the common feature set comprises at
least one of:
a common processor manufacturer, a common processor generation and a

common instruction set.

8. The apparatus of claim 6 wherein the means for identifying further

comprises

means for performing a processor identification operation on each of the
processors, the processor identification operation returning processor

identification data for each of the processors.

9. The apparatus of claim 6 wherein each of the processors comprise:

virtual machine migration registers, the virtual machine migration registers being
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10. The systemof claim9 wherein: the virtual nmachine
m gration registers cause the processor to report

nodi fied identification data in response to a
processor identification operation. 11. An

i nformati on technol ogy environnent conprising: a
plurality of information handling systens, each of the
plurality of information handling systens conprising
a processor; and, nenory coupled to the processor;

a
system f Qr rforping virtual nmachine magration .
bet ween tH& OEIF(EJ E%FFP\?”S fo fh}erﬂa%’ Pﬂﬁt{olngﬁ’?nﬂlﬁ%cﬁy PR to modify the
syst ens, rdpbeing\$ featurésovitie fHeqrodesdr, the ﬁlU&iE}lliH@gﬁirE}ﬁ)rting of
mgration conpri.sing jnstructions executable by a
pr ocessofeafss: fgc‘l‘@@’h% [deytifirgtion slacsypen (fRUF ¥t he

plurality of information handling systens having a

co n feature set, .the connon feature set conprising
nstPuct 7 Bsestem ‘Pffe%m cBRIEN bility: pooling

| Nf eHeBdnh 4P habiRE Hi@%i&%@%ﬁ{é’% dAasel (ROpREQSESS Pporithddified
the common feature set to provide a pool of "simlar

i nf or mat idsntifiraten sty in weponanie;a pipresyes ideptificatign qperation.
virtual machine mgration froma first information
handling systemto an information handling system

wi t hin t A8 ipfganatiop techipplpgyenviep@entgomprsingnd| i ng

sys . i o . ; . .
o F B A Ul B0 RIS B
t o anot hkandiing eysteatsicomphisingd| i ng system 12. The

i nfor nat%orrg)cgsggrh Q&l ogy environnent of claim 11,
wher ei n tRE“ROMION feature set conprises at |east one
of a conmBmop @upks & thepraEGE;Ur er, a common processor

eneration and a . conmon instruction set. )
g a system rt]or performing v1rtualnmach§ne migration between the plurality of

information handling systems, the system for performing virtual machine

migration comprising instructions executable by a processor for:

identifying processors within the plurality of information handling systems
having a common feature set, the common feature set comprising
instruction set level compatibility;

pooling information handling systems having processors with the common
feature set to provide a pool of similar information handling
systems; and

performing a virtual machine migration from a first information handling
system to an information handling system within the pool of
similar information handling systems, the virtual machine
migration moving a virtual machine from one information handling

system to another information handling system.

12. The information technology environment of claim 11, wherein the
common feature set comprises at least one of:
a common processor manufacturer, a common processor generation and a

common instruction set.
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-15 13. The information technol ogy environnment of
claim 1l wherein the instructions for identifying
further conprise instructions for: performng a
processor identification operation on each of the
processors, the processor identification operation
returning processor identification data for each of
the processors. 14. The information technol ogy

envi ronnent of claim 11l wherein each of the
processors conprise: virtual nmachine mgration

regi sters, the virtual machine mgration registers

bei A% cdhe mferimetiomiechinolegyengirgimert of ¢lainot hvhérein the
handl i ng: tem t.0 .nogdi the . reporting.of features
Wi t msﬁﬁ‘gﬁi‘%@%@é‘é‘g‘%‘% ér crcr)gld)l”fsfl frlr%{g)m(ftﬁ’gg ?oéport i ng of

f eapenf@mifgcprotdsadr identifidatidn dpeatibh 0N eth of tIEOFTE®sors, the
feature set. 15. The information technology. .. .
envi r onnBRECSHIT EFETITRAUOR QRREIER FEMpg RypGepsy idepipatign data
m grati ofpr G YU Sro&Asbye the processor to report
nodified identification data in response to a
processor identification operation. -16

14. The information technology environment of claim 11 wherein each of the

processors comprise:

virtual machine migration registers, the virtual machine migration registers being
controlled by firmware of the information handling system to modify the
reporting of features within the processor, the modifying the reporting of

features facilitating identification of a common feature set.

15. The information technology environment of claim 14 wherein:
the virtual machine migration registers cause the processor to report modified

identification data in response to a processor identification operation.
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