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(57) Abstract: A unique identifier

400 is assigned to a network node and
is used to obtain an "asset model"
corresponding to the node and to
determine whether the node is a member
of a particular category. An asset model
is a set of information about a node (e.g.,

- YES ATTEMPT MAC ADDRESS ~— 410 the node’s role within the enterprise,
- LOOKUP - SUCCEED? software installed on the node, and
known vulnerabilities/weaknesses of
¢ NO the node). An identifier lookup module
YES ATTEMPT IP ADDRESS determines a node’s identifier based
< - 430 on characteristics of the node (such as
LOOKUP - SUCCEED? [P address., host name, network zone,
and/or MAC address), which are used
¢ NO as keys into lookup data structures.
A category lookup module determines
YES ATTEMPT HOSTNAME L 440 whether a particular node is a member
L OOKUP - SUCCEED? of (i.e., within) a particular category
using a transitive closure to model
¢ NO the categories (properties) that can be
_ attached to an asset model. A transitive
 TES ATTEMPT ASSET RANGE |~ 450 closure for a particular asset category
LOOKUP - SUCCEED? is stored as a bitmap, similar to bitmap
indexing.
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