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DESCRIPTION 

A DUAL-PURPOSE PORTABLE CARD, A COMMUNICATION SYSTEM, 

A COMMUNICATION ME~HOD~ A TERMINAL APPARATUS, AND.A_ 

COMPUTER-READABLE RECORD MEDIUM RECORDING A PROGRAM 

5 TECHNICAL FIELD 

The present invention relates to. a portable card. 

containing an integrated device such as an IC card that· performs 

a radio communication with a terminal apparatus, a communication 

system, a communication method, a terminal apparatus, and· a 

10 computer-readable record medium recording a program. 

BACKGROUND ART · 

Local governments, · transport ~acili ties, financial 

institutions, medical institutions·or the like are interested in 

man~gement of personal information using.IG cards. IC cards are 

C>· 1s the cards that contain an integrated device (al·so referred· to as 

a on~-chip_ IC) that includes a nonvolatile· memory, a processor, 

an authentication ··circuit or the like.· An .IC card .containing. a 

one-chip IC · that records personal information can always be 

carried by the owner. The personal information recorded in an 

20 IC card is referred to as occasion demands·. Also, the 

~uthentication circuit ·containe~ iri the LC card prevents the 

personal information· from being read improperly. Compared with· 
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magnetic cards, IC cards protect the personal information well 

from improper accesses. Such IC cards conform to ISO standards 

which have alre'ady. been provided or will be provided~ Remote-

type IC cards ·are defined in IS014443.· Close-typ~ IC cards are 

5 defined in IS010536. 

Remote-type IC cards receive electric power from 

terminal apparatuses through radio · waves, then integrated 

devices inside the IC cards are activated. The remote-type .IC 

cards are said· to be suitable for the c_hecking of conunuter 

10 passes or management of. people entering. and exiting· a facility .. 

For example, when an owner of an IC card· holds the IC card oyer 

a terminal .apparatus formed in a railroad ticket gate to ente·r 

the gate to ride ·on a train, the integrated.device contained in 

the IC card is activ~ted ~ec~iving power -thr6u~h-radio· waves 

15. from the terminal apparatus. When· .the IC ·card. contains . an 

authentication"·· circuit -··and · a memory circuit that stores 
.. 

inf orm~tion indicating that the IC card is used as a commuter 

(> pass, information _of a .railway line section traveled by the card 

owrie~, and information of a valid period of the commuter pass~ 
. . 

20 the te:r:rninal apparatus in the ticket gate coordinates with· the 

authentication circuit and the memory circuit to check the 

validity of the I.C card. ·When there is no problem in the travel 

section and conunuter pass period, the terminal apparatus permits-

the card owner. to enter. the ~latforin; and when there is a 

25 problem, the terminal apparatus prohibits the card owner from 
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entering the platform. · 

In the case of magnetic cards used as commuter passes, 

card owners are required to take out a card and .let the card 

pass through a.ti~ket gate. If the above commuter pass checking 

5 system becomes prevalent,.· IC card owners will not be required to 

do the above operations. This will facilitate commuters who 

pass through tick~t gates using commuter passes~ and relieve the 

congestion at tickets gates such often seen· at rush-hour in 

terminal stations. in large cities. 

10 A remote-type . IC card· coordinates with a terminal 

apparatus to transfer personal information at a ticket gate even 

though there is. some distance between them. . Remote-type IC 

cards .. are very usef.ul as described above and give us an 

impression that a11· the ·-specifications for IC cards for managing 

15 personal information may well be unified_· _to a· remote-type. 

However, conventional remote--type IC cards are not ·suitable for 

coordination with :terminal apparatuses to deal with personal 

C> info-rmation which·' should be kept secret.· .A some- different type 

of I,~ car~ would be suitable for dealing with secret, personal 

20 information. · · 

The reason· for thinkin9 that remote-type IC cards are 

not suitable ~or dealing with personal information is ·as 

follows. When an improperly intentioned third p~rty holds an IC 

card over a terminal apparatp.s_while the·terminal apparatus· is 

25 transmitting or receiving perso_nal information to/from another 
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IC card, the third party can store·the personal information into. 

the IC car.ct. 

Also, it is possible for a communication apparatus 

located near a terminal apparatus to receive personal 

5 irif ormation transferred between the terminal ·apparatus and an IC 

card. The communication apparatus may be operated by an 

improperly intentioned third party. . That is to ·say, it is 

possible for the third.party to intercept. personal information,· 

or alter the intercepted information and transmit the altered 

10 information to the terminal apparatus .. In this case, every time 

a remote-type IC ·card coordinates with a terminal apparatus, 

. . 

there is a danger that personal information leaks. 

Considering the above, storing important personal 

information ·into ·a remote-type IC ca.rd for -use is not 

15 desirabl·e .. 

There . is a method of storing important personal 

information into .IC cards while maintaining the usefulness of 

the remote type IC cards. It is a c.ombination-type . IC _card 

which is ·made ~y ·combin,ing specifications of. remote-type IC 

20 cards with ~hose of contact-type IC cards. Each contact-type IC 

card· has a ·contact-type conneqtor. The integrated ·device in ~ 

contact-type IC card is activated when the IC card is connected 

to a terminal apparatus via the connector .. After the IC card is 

connected to a terminal apparatus, it is impossible · for · a 

25 communication apparatus disposed near the terminal apparatus by 
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an impr?perly intentioned third party to intercept persona."l 
. 

information. In this case, also, the . terminal apparatus can 

check the credibility of the card owner by checking in "input 

code number or the like. As appar~nt from this, contact-type IC 

5 cards ·are far· more excellent than remote-type IC cards in 

security, and suitable for payment or the like. 

Connectors in contact-type IC cards may, however, be. 

smeared . or wet. . This would reduce the . conductivity of the 

connectors. Therefore, _owners of combination-type IC cards are 

10 required to treat, keep, or ·carry the cards carefully to prot~ct 

connectors from such problems. This puts a constant burden upon 

the card owners ... Also the card owners should carefully insert 

or remove IC cards_ so that the cards are not damaged._ This 

makes· the card owners·nervous whenever they use the IC cards. 

15 Suppose each -card· owner feels nervous when he/she inserts or 

remov~ a combination-type IC card into/from a cash dispenser in 

a financial institution, it takes a lot of time for each one to 

perform .payment. Wb.en this·· happens, a . long line of cash. 

disp~hsei:: users may be made before each cash dispenser on days 

20 when banks have a· l.o.t ·of cash dispenser .. users for payment. 

In addition to the above, when a combination--type IC 

card is repeatedly made contact with terminal apparatuses, both 

ends of a connector are worn out,· resulting ·in a faulty 

connection. If maintenance is frequently required for both the 

25 cards and· terminal apparatuses due to such faulty .. connections,. 
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financial institutions having cash dispensers may not introduce 

the combinat.ion-type IC card. 

DISCLOSURE OF INVENTION 

. It · is therefore the first object. of the present 

5 invention to provide a dual-purpose portable card used for, for 

example, payment or-pas~ing through a ticket gate, without being 

electrically connected using a connector. 

It is the second object of the present invention to 

provide a portable card that allows the owner of the· card to 

10 switch between two purposes of the card, ·such as payment and 

passing through .a ticket gate. 

It is the third object of the present invention to . 

. provide a portable card that can be switched be:tween a purpose 

requiring a heavy-load process and a purpose requiring a light-

15 . J,.oad proc;:ess. 

The first ·object is fulfilled by a dual-purpose 

(\.:. portabl~ card, the portable card comprising an integrated device 

which includes:. an identifying. unit operable to, when . the 

. . 

portable· . card approach~s · a terminal apparatus, .. identify either 

20 a first· purpose or a second purpose for which.the portable card 

is used·, ba·sed on ·a radio wave transmitted from the terminal 

apparatus; a processing unit operable to perform a first proce_ss 

when the portable card is used for the fi.rst purpose and perform 

a second process when the portable card is used· for the second 
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purpose; and a communicating unit operabl~ to perform a non-
.• 

contact-type data input/output between the terminal apparatus 

and the processing unit by performing radio communication with 

the terminal apparatus when the portable card is used for either 

5 of· the first purpose-and ~he second purpose. 

With the above construction, when the dual-purpose 

portable card is- .a combination-type IC · card used for~ : for 

example,· pa:Yment and passing through a ticket gate, a sw.i tching 

A 
~-·,• 

between the two pµrposes and recognition by the terminal 

10 apparatus are done in accordance with·the radio wave transmitted 

from the terminal apparatus. In doing so; the card owner is not 

required to insert or remove a connector, for example. As a 

result, thie. portable card of. the pres·ent invention is highly. 

useful. 

1.5 Also, when the first purpose and the second pu~pose 

re-qui"J:-e· dif:ferent processes to_ .. be done,. data input/outpu-t;: 

between the p9rtable card of the present invention ·and the 

C... terminal apparatus for either purpose is performed through ~: 

radi9 communication. There is no need of connecting a connector. 

20 to the card. As· understood· from thi's, ···there is no need of 

worrying about abrasion of a connector or faulty connection in· 

terms of the" ·portable card of the present invention since 

connection· using · a · com:1ector · ·is · not required in ~witching 

between the two purposes or in inputting. or· outputting data .. ·No· 

25 maintenance is required for the portable card and the terminal· 
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apparatus. This makes the payment work or checking at the 

~icket gate economical. 

Furthermore,. the portable card of the present 

invention can communicate with the termi~al apparatus even i_f it 

5 is smeared or wet. As apparent fr.om this, ·the portable card 

operates normally· even if it is treated somewhat roughly, and 

the owner of the card need not worry about how to carry or ·store 

the portable card. 

The second object of the present .invention is 

10 fulfilled by the above portable card, wherein the identifying 

unit :j..ncludes: a judging unit operable to judge that the 

portable card is used for the second purpose when the portable 

card is a first distance or shorter away . from the terminal 

apparatus, . and ]udge that the portable card is used for the 

15 first pu_rpose when a d:j..stance between the portable~ card and the· 

··te:r:minal apparatus is in ·a· range of a second distance to a -third 

distance. 

With.the above construction, the owner of the portable 

· card:. can· use. the portable ·card for the second purpose _by ' 

20 bringing it close to the terminal apparatus,. and can use it for· 

the first_ purpose by keeping it at a dis·tance from the terminal 

apparatus. This facilitates the card owi:ier since.the card owner 

can switch between the two purposes 'by changing the distance 

between the portable card and tne terminal apparatus. 

25 The third object of the present invention is fulfilled 
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by the above portable card, wherein the integrated device 
. 

rece.i ves a power supply from the terminal apparatus, the power 

the terminal apparatus supplies to the integrated device changes 

according to. the distance between the port.;ible card and the 

5 terminal apparatus,. the identifying unit includes a·comparing 

unit operable to compare a received voltage of a radio wave 

received. by an antenna with a .. predetermined threshold value, and· 

the judgirig unit judges that the portable card is the first 

@ ......... 

distance or ·shorter away from the terminal apparatus when the 

10 received voltage is higher than the predetermined threshold 

value, al'l:d judges that the distance between the portable card . 

and ·the terminal apparatus is in the range . of the second 

·distance :to the third distance when the received. voltage ·is. 

lower than ·.the predetermined threshold value. 

15 With the above construction, the··· purpose of. the 

portable card. can be switched in accordance with the power 

. . . 

received by the integrated device~ That is to s~y, either the 

c~·. first process or the ·second process is selected according to·. the 

load,. and the power· co11-sumption required for ··the· ·process. More 

. . 

2Q particularly, payment,. which requires higher co11-fideintialness 

than checking at a ticket·gate, has a larger.load due.to mutual 

authentication. or data encryption to provide higher s·ecurity, 

can be performed when the.portable card is the first distance or 

shorter away from the terminal apparatus when the portable card· .. 

25 receives higher power from the terminal apparatus .. 
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Also, the portable card need not have a battery since 

the integrated device receives a power supply from the· terminal 

apparatus. As a result, the portable card is lighter and 

simpler than conventional ones. 

in the above portable· card, the territinal apparatus may 

be either .a first terminal apparatus that outputs·a·radio wave 

having power lower than a fi~st power level to the portable. 

card, or.a second terminal apparatus that has an antenna in an 
. . 

electromagnetically s~ielded box and outputs a radio wave having 

. . 
power. of a second ·power level that is twice the first power 

level or higher, to th_e portable card in . the box, and the 

predetermined threshold· value is determined ··b.ased on. (1) 

received power of a radio wave that.has power of the· first power 

level arid is received when· the distance between the ·portable 

card ·and the: .. t--errµ.nal ·apparatus· ·is in __ the range of: the sec;:ond. · 

distance to the third distance and (2) received power of a -·radio 

wave that ·has power· of the second power level and is· received 

C... when the distance between the portable card and the terminal 

apparatus is the first·distance or shorter.· 

20 With the above ·construction, since the second· terminal 

apparatus has·. · a device that is arranged (e.g.,. 

electromagnetically shielded) to prevent leakage of a radio 

Yfave, and the portable card is inserted · into· the 

electromagnetically shielded device, personal information 

25 transferred between the terminal apparatus and the integrated 

10 
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device is prevented from J?eing· intercept_ed by an improperly 
.• 

intentioned third party. Since the second process performed in 

the close mode. can handle personal information that requires 

high security. Accordingly, the integrated device can 

5 coordi~ate with the terminal apparatus to process the personal 

information without -contacting the internal .circuit_ of the· 

terminal apparatus. Accordingly, the · portable card . of the· 

present .invention not only coordinates with· the terminal 

apparatus through a communication in the remote mode as 

10 conventional ·portable cards do, ·but performs a process for 

payment which has ·been thought unsuitable for such a card from 

the viewpoint.of ,security. That is to say, one portable ·card of 

the pr~sent invention includes all.personal information requi~ed 

for the two purposes. 

15 Also,· the power .. sup.pli-ed from. the .. first .. -terminal 

apparatus can be as .lo".T as conforms to the domestic ·law such as 

the Radio Law. Acco:r;dingly, the portable· card can coordinate 

(?' with the terminal·-apparatus without violating laws, keeping a·· 

necessary distance between them. 

20 In the above portable card, the second ~urpose may 

deal with more ·confidential data than- the first purpose, the 

first process. includes at least one of ·an encryption process for 

encrypting data using a first encryption key, a decryption 

proces·s for decrypting data using the first encryption key, a 

· 25 · certif.ication · pr~cess for certifying, in response to an 
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authentication process performed by the terminal apparatus,· 

autl:ientici ty ·of the portable ca.i;d using the first e·ncryption 

key, ·and. an authentication process for authenticating the 

terminal apparatus us;i.ng the .first encrypti_on . key, t~e . second 

5 process includes at least one of· an encryptio.n process for 

encrypting data using a second encrY_Ption key which provid~s 

higher· security than the first encryption key, a decryption 

process for decrypting· data using the second encryption key, ·a 

certification process for certifying, · in response to an 

10 authentication process performed by the ·terminal. apparatus, 

authenticity of the portable card using the se.cond encryption 

key, .and an au.thenti.cation process for authenticating the 

terminal apparatus using _the se.cond encryption key, the second _ 

·process has a heavier processing load than the first ·process, 

15 and the·-se-cond po.wer level is determined based on· an amount· ·of 

power consumed -when the· processing unit performs the. S'econd 

I?rocess. 

With the above construction, an encrypti_on key 

prov.iding higher security is used fqr the second ·purpose for 

20· ·which ·hlghe~ security.is required. As .a result, the portable 

card of the· present invention not only coordinates with the'· 

terminal apparatus through a comrnunication·in·the remote mode as 

conventional portable cards do, but performs a process for 

payment which has been thought unsuitable for such a c·ard from. 

25 the viewpoint of security. That. is to say, one portable card of 
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the present invention includes all persona.1·1nformatlon requ"'irea. 

for "the two purposes • 

. In the above portable card, the integrated device may 

include a storage unit which includes (1) a first area for 

5 storing. data that is used only fo"r the first ·purpose and {2) a 

second area for storing data that is used only for the second 

purpose, .the communicating . unit includes a 

·.transmission/reception.unit operable to receive .a command issued 

by the terminal apparatus and transmit data to the te:iminal 

10 apparatus using wireless communication,- the processing unit 

includes an access managing unit operable . to, when the 

identifying· unit has identified either. the first or second 

purpose, permit either.the first or second area corresponding to 

the identified purpose to be accessed and prohi~it the other 

15 areas ·from being accessed, a decoding unit o:rerable :to decode 

the command received by the transmission/reception-.unit, .and .a 

memory access unit operable to, when the decoding unit detects 
. . 

,,. 
L .. ' that the command is a. read command as a result of the decoding, 

reaq·a. piece of data specified by the read command from either 

20 the .first or· second. area and instruct the transmission/receptio.n. 

unit to transmit ·the piece of data, and operable to, when the 

decoding unit detects that the command is a write command as a 

result of the decoding, writ~ a piece· of data specified in·the 

write command to the first or second area. 

25 With the above construction, the portable card permits 
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accesses to only a specific area for a predetermined purpose and 
. 

prevents accesses to the other areas. Accordingly; even if 

personal information that requires high security.is stored in 

the second area, it is.impossible for an improperly intentioned 

5 third party to intercept radio communication with the· portable 

card while the portable card is .normally carried by the·. owner. 

: In the above portable card, the integrated·device may. 

include a synchroni.zation clock signal generation .uhi t operable 

to, when the first terminal apparatus supplies power of the 

10 first power·level t6 the p6rtable card, send to the processing 

unit a synchronization clock signal having a first frequency 

that is generated. in· accordance with a frequency .of a ··carrier of· 

. _a received signal, and. opera~le· to,. when the ~econd terminal 

apparatus ·supplies power of the second power· level to · the 

15 portable card, send to the proces~ing unit a synchronization 

·clock signal. ·naving· a second f~equency that- is higher than the 

· first frequency. 

With the above construction, as the power supply 

incr;_eases, the frequency of the synchronizati.on clock· signal 

20 increases.· This enables the.·int~~rated. de~ice to ope~ate at· 

high speed.·· Also, since the second circuit is activated ~y the 

synchronization_clock signal having high fr~quency, a_multi-OS 

software program such as the Java card is applicable. 

The above objects are also fulfiled by a terminal 

25 apparatus wnich conmi.unicates with -a portable card that contains 
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an integrated device set to either a first mode or a second 
. 

mode, wherein in the first mode, a predetermined process is 

perfo~ed and in the second mode, a process.that requ~res higher 

security .· than the first mode is perf o;med, the terminal 

5 apparatus comprising: . a· box which contains an antenna and is 

electromagnetically shielded so that a radio wave having over a 

predetermined level· of power qoes not leak from the terminal 

apparatus; and a. coromunic~ting unit operable to, after the 

portable card is inserted into the box, set the ·integrated 

10 device to the second mode and then communicate with the 

integrated· device by allowing the antenna to emit a radio. 

wave.· 

With the. above construction, since the terminal 

apparatus has a device that · is arranged (e.g., 

15 electromagnetically ·shielded) to prevent leakage of . a radio 

wave, and .the ·portable·· card is inserted into·· the 

electromagnetically shielded .device, personal information 

transferred between the terminal app~ratus and the integrated 

device is prevented .from being intercepted by an improperly 

20 intentioned th~rd ·party. Since th~ second mode performed in the 

close mode ·can handle ·personal information .that requires high 

·security. Accordingly, the integrated device can coordinate 

·with the terrriinal apparatus to process- the pe-rsonal information 

without contacting the internal circuit of the terminal 

25 apparatus. Accordingly, the portabl~. card of the present 
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invention not only coordinates with the terminal apparatus 
. 

through a communication in the remote mode as conventional 

portable cards do, .but performs a process for payment which has 

been thought unsuitable for. suc;::h a·card from the viewpoint of 

security. That is to say, one portable card of the present 

invention includes all personal information required for the two 

purposes. 

The above ·terminal apparatus ma~ further comprise one 

of: a first reading unit operable to re~d, after. the portable 

card is inserted into the bo~, physically recorded information 

indicating authenticity of the portable card, ·from the portabie 

card; a rec"eivin_g unit operable to, after the portab-1.e card is 

inse.rted into the box,. receive owner. information that is input._ 

.from an owner of the portable card and indicates authenticity of 

15 the owner; and a seqond·readi~g unit operable to read, after.the 

portable card '.i-s inserted into the box, bio-information 

indicating physical characteristics of ·the · owner, from the 

·owner, and the communicating unit sets ·the· integrated device to 

the ,_second mode. after confirming authenticity of the owner or 

20· the portable card using one of the physically· recorded. 

information; the owner information, and the bio-information. 

With the above.construction, it is possible-for the 

terminal apparatus to check the authenticity of the portable 

card and ~he card owner using any combination of (a) information. 

25 physically recorded in the portable card, (b) o~er information, 
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and ( c) bio-information of the portable card owner . This 

.. 
_provides high-level authentication and prevents counterfeit of 

the portable card. 

BRIEF DESCRIPTION OF DRAWINGS 

5 FIG. lA shows an appearance of the IC card 1 in the 

embodiment. 

FIG. lB shows the size·and internal structure.of the 

IC card 1 in the embodiment. 

FIG. lC shows ·enlarged sides.of the IC card. 

10 FIG. 2 shows the internal s~ructure.-ef the one-chip 

IC 3. 

FI.G. 3 shows an ASK-modulated wave. 

FIG. ·4 shows· an . internal structure of the power 

reproduction circuit 7. 

15 FIG. 5 shows an internal structure of·· the 

synchronization clock signal generation circuit 14. 

cc FIG.· 6 is a Venn diagram used for explaining the 

concept· ·of· storing the personal information in the nonvolatile 

memories 12 and 13. 

20 FIG. 7 shows an internal structure of ·the controller 

5. 

FIG. 8A shows an internal· structure of the enable. 

signal generation unit 29. 

FIG. 8B shows outputs of the enable signal generation 
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unit 2·9_ ~n a table format. 

FIG. 9A shows an internal structure of the selection 

signal generation unit 34. 

FIG. 9B shows outputs of the selection signal 

- 5 generation u~it 34- in a table format. 

FIG. 10 shows an internal structure of the cash 

dispenser 60. 

FIG. llA shows an internal structure of the selection 

signal gen·eration unit 42a. 

10 FIG. llB shows ·outputs of the selection signal 

generation u:nit· .42a ·in a table format. 

FIG. l~A shows an internal structure of the enable 

signal generation unit 42b. 

F.IG. 12B shows· output·s of the enable signal generation 

15 unit 42b in a -table format. 

FIG~ 13 shows the automatic ticket gat°e 4 8· that has 

the first .terminal _.apparatus. 

FIG-. ·. 14 shows an internal structure of the first 

term~_nal apparatus.-

20 FIG. 15 shows that an owner of the IC card 1 takes out 

the IC card · 1 from a· pocket and holds· the IC card 1 over an 

antenna of the first terminal apparatus. 

FIG~ 16. shows a communication protocol executed by the 

controller 55 of the first terminal apparatus and the controller 

is 5 of ·the IC card 1~ 
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FIG. 17 is a sequence diagram showing the mutual 
. 

authentication between the first terminal apparatus and the IC 

card. 

FIG .. 18 . s~ows an example of the second terminal 

5 apparatus used as a cash dispenser .. 

FIG.·19 shows a dedicated box 65 having an antenna. 

FIG. 20 shows how the IC card 1 is inserted under the 

loop antenna by the second terminal apparatus. 

FIG. -21A shows that t:l;:l.e IC card is close to the loop 

10 antenna 66 of the second terminai apparatus. 

FIG; 21B shows that radio ·waves are generated as 

indicated by arrows y2 and y3 while the IC ·-card is close to the 

loop antenna 66 of the second terminal apparatus. 

FIG. 21c· shows that the IC card 1 has been inserted 

15 into the second terminaJ_ apparatus so that the IC card i ·is in 

contact with. the loop antenna. 66. 

FIG. 22 shows an internal structure of the second 

C· .. . ~ .: terminal.apparatus . 

·FIG. 23 is a flowchart showing the procedure of. the 

20 controller 73 of the second t~rminal apparatus. 

F"IG. 24 shows how the contr·oller 73 of the second 

terminal apparatus coordinates with the controller· 7 of the IC 

card 1. · 

FIG. -25 shows a mutual authentication performed 

25 between the first terminal apparatus and the IC card. 
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BEST MODE FOR CARRYING OUT THE INVENTION 
. 

The following is a description of an embodiment of the 

prese~t i~vention, nam~ly an IC card 1 which is a portable card 

~ncluding ~n.integrated device. FIG. lA shows an appearance of 

5 the IC card 1. FIG .. lB shows the size and internal structure of 

the IC card 1. As shown in FIG. lA, ·the IC card 1 coordinates 

with a dedicated card reader/writer 100 (hereinafter referred to·· 

as R/W 100) when they are seve;ral cm- to .10 cm away from each 

. . 

other. As shown in FIG. lB, the IC card 1 is 53.98 mm wide, 

10 85.60 mm long, ·and 0.76 mm thick (this dimension conforms to the 

ISO card size defined in ISO/IEC 7810). The owner of the IC 

ca~d 1 can, as shown in FIG. lA, hold the card with.fingers. On 

the surface of the IC card 1, a character sequence indicating an 

identification number is. embossed · ("N0.181319 AAABBB" ·in FIG. 

15 lA). As shown.in FIG. lB, inside of the IC card 1 includes:·a 

loop antenna .2 with 4-5 turns; and a one-chip IC 3 being the 

. . 
integrated device·. It should be noted here that the IC card 1 

(··. is only 0 .. 76 mm thick and cannot contain a battery or a power 

. . 

circuit. FIG~ lC shows enlarged sides· .of the IC card.· As 

20 understood from FIG. _le_, ·no connectors, pins o·r the like that 

electrically.connect to the loop antenna 2 or the one~chip IC 3 

are formed on the sides of the IC card, and the sides are sealed 

to prevent metals or the like from being exposed outside the IC 

card. Since the IC card does not have any connectors,· pin~ or 

25 · the like, the one~chip IC 3 is driven by receivirig power by 
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radio waves from a terminal apparatus via the loop antenna 2 . 
. 

Now, the internal structure of the one-chip ·re 3 will 

.be described. FIG. 2 shows the internal.structure of the. one-

chip IC 3. As shown in FIG. 2, the ~:>ne-chip IC 3 includes an 

5 ASK demodulati·on- ·circuit 4, a controller 5 ,. a BPSK modulation 

circuit 6, a power reproduction circuit 7, a switch 8, a switch 

9, an encryption· circuit 10, an encryption ·circuit 11, a 

nonvolatile memory 12·, a nonvolatile memory · 13, and a 

synchronization clock signal generation circuit.14~ 

10 The ASK (Amplitude Shift Keying) demodulation circuit 

4 demodulates, by the envelope demod~lation, a modulated wave 

(radio wave) induced in the loop antenna 2, and outputs NRZ 

(Non-Return-to-Zero) data superimposed on. an envelope of the 

modulated wave to the controller 5. FIG~ 3 ·shows:~ modulated· 

.15 · wave modulated by. the .ASK demodula.tion circuit 4 .· As shown .in 

FIG •. .J, .. the .envel.c:>p.e .. shape .o.f the carr'ier of the ASK-modulated. 

wave indicates data sequence "01011101". The wave shown in FIG. 

(> 3 has been. modulated with the "ASK10%" method which produces.' a 

wave in which a ratio of the maximum amplitude to the minimum 

20 ·amplitude· is approximately 10:9. . In the .. ASK10%, the peak 

difference between the·center frequency and the data frequency. 

is ielafively large, and the electric power prbvided by the 

terminal apparatus is high. Furthermore, the data sequence in 

the modulated wave is transferred to the IC card 1 at a .transfer 

25 rate· of ·~0-424 Kbps. The data transfer at this rate is much 
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faster than the transfer rate at contact-type IC cards (9600 bps 

as d.efined in IS07816 and IS010536). As a result, the IC card 

. . 
1.can input and output data at high speed· and.process a large 

amount of data per unit time~ 

5 The.controller 5 {1) manages· modes. of.the IC .card 1, 

·and (2) accesses the nonvolatile memories 12 and 13. The modes 

managed. by the controller 5 include: a ·remote mode which is · 

activated when the portable card is disposed at a· location 

several cm to 10 "cm away from the terminal apparatus; and- a 

10 close mode which is ·activated only when the portable card is 

close to the terminal apparatus with a distance of 0-5 mm in 

between while the . integrated device .does not contact the 

internal circuit of the terminal apparatus. In.the remote.mode, 

the. contrcllGr 5 sets signal CEl output to the nonvolatile 

. . 

15 memory 12 to high level, and signal· SEl output to the encrypt.ion .... · 

circuit 10 to high level. In the close mode, the· control-ler 5 

. . 

sets signal CE2· output to the nonvolatile memories 12 and 13 to 

high level, and signal SE2 output to t~e enqryption. circuits 10 

and 11· to high level .. 

20 In the memory access by the controller 5, ·the 

controller writes data· to the nonvolatile memory 12 ·or 13 in 

accordance with. a command received from the terminal apparatus 

via -the -loop antenna 2 and the ASK demodulation circuit 4, reads 

data from the nonvolatile memory 12.or. 13 in accordance with a 

25 command received· f·rom the terminal apparatus via the loop 

22 



.. 

(. . . '- .. 

antenna 2 and the BPSK modulation circuit 6, and outputs-the 
. 

read data-via the BPSK modulation circuit 6 and the loop antenna 

2. In the close mode, important personal information is input 

or output. The data received from the terminal apparatus is 

5 therefore encrypted, and. the encrypted_ data .is decrypted or re- . 

encrypted by··the encryption circuit 10. The decrypted or re-

encrypted data is written onto the nonvolatile _:memory 12 or 

13. 

The BPSK {Binary Phase Shift Keying) modulation 

·10 circuit 6 modulates the data sequence output from the controller. 

5 with the load-switching meth9d, ·sub-modulates ·the· data 

sequence with th~ BPSK method using a sub-carrier ·of 847.5 Khz, 

and outputs the result_to the terminal apparatus. Since the 

BPSK modulation circuit 6 performs the modulation with a 

15 different method from .±:he ASK.demodulation __ circuit._ 4, the BPSK 

modulation circuit 6 can radio by receiving power from the AS~.-

modulated waves. 

. The power reproduction circuit 7 obtains constant · 

voltage by rectifying the ASK-modulated .waves, and supplies. 

· 20 power to the ASK .demodulation circuit 4, controlle·r 5, BPSK 

modulation circuit 6, encryption circuit 10, encryp~ion circuit 

11, · nonvolatile memory 12, nonvolatile memory 13, and 

synchronization clock signal generation circuit 14. FIG. 4 

shows the internal structure of the power reproduction circuit 
. . 

25 7. · As shown iri FIG. 4, the· power reproduction circuit 7 
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includes four diodes and one capacitor, and is composed of a 
. 

diode bridge circuit 15 and a 3-terminal regulator 16, ·where the 

diode bridge circuit 15 rectifies an ASK-modulated wave induced 

in the loop antenna 2, and the 3-terminal regulator 16 converts 

5 a signal output "from the diode.bridge circuit 15 into a constant· 

voltage of,· for example, 3 V. Here, the power supplied from the 

terminal apparatus through the ASK-modulated wave increases or 

decreases depending on the distance from.the terminal apparatus. 

That is to say, the shorter the distance . from the terminal 

10 apparatus is, the higher ·the voltage output from· the diode 

bridge circuit 15 is. In other.words, this·voltage (represented 

as Vdd) output .. to the controller 5 changes as the ampl.t tude 

changes.. . . When the IC card 1 is used in Japan, the power 

·.supplied by the power reproduction circuit . 7 through radio waves 

15 in the remote mode should be lower than 1o·mw. This is because 

transmitting radio waves of 10 mW or higher without permission 

is banned by the Radio· Law. In contrast, the power supplied 

(2: through radio waves in the close mode can.be 10 mW.or higher. 

-This. i~·bec~use in the close mode, the loop antenna 2·of the I~ 

20 card 1 is close to. the antenna of the terminal ._apparatus in a 

box which_ is electromagnetically shielde~. 

The switch·8 is open in the remote mode, and is closed 

for conduction only when the controller 5 sets signal SE2 to a 

high level. When the switch 8 is closed for conduction, the 

25 constant voltage. generated by the p~wer reproduction circuit 7 
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and the synchronization clock signal generated by· the 
. 

synchronization clock signal generation circuit 14. are supplied 

to the· nonvolatile.memory 13. 

The f?Witch 9 is open in the remote .mode, and is closed 

5 for conduction only when the controller 5.sets signal SE2 to a 

high level. When the switch 9 is closed for conduction, the· 

constant voltage generated by the power reproduction circuit 1-

and the synchronization clock. signal generated by the 

synchronization clock signal generation circuit ·14 are supplied 

10 to the encryption·circuit il. 

The encryption circuit 10 is used for :a:i.utual 

authentication between the IC card 1 and the terminal apparatus 

after the IC-card 1.approaches the terminal.apparatus and the 

.one-chip IC 3 is activated.in the remote· mode. The encryption 

15 circuit 10 is .also u§;ed for encrypting· securi ty-·requir~d data 

-when the data is transmitted or received between the IC aard 1 

. . 
and the terminal apparatus after the .one-chip IC 3 is· activated 

in the close mode. That is to say, when a data sequence 

obtained by: demodulating.a radio wave has been encrypted, the 

20 encryption circuit 10 decrypts the encrypted data sequence and 

outputs it ·to the_ controller 5. · Also, when necessary, the 

en~ryption circuit 10· further encryPts a piece .of encrypted data 

using another key and outputs it to the controller 5. The 

encryption circuit 10 performs encryption using the secret-key 

25 encryption, DES · (Data Encryption Standard} encryption,· Tr-DES 
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encryption or the like. 

"' The encryption circuit 11 is used fo·r mutual 

authentication between the IC card 1 and the terminal.apparatus 

after the IC card 1 becomes close to th~. terminal apparatus and 

5 the integrated device is activated in the close mode. The 

encryption circuit 11 performs encryption using the public-key 

encryption (the elliptic curve encryption or the RSA: "(Rivest, 

Shamir, Adleman) encryption).-

The nonvolatile memory 12 is achieved by a rewritable 

10 ferro-electric memory, FeRAM, or EEPROM having capacity of 16 

bytes, and stores. personal information used in tl'?-e remote· or 

close mode. Su~h information ·is read or wri "tt.en from/to the. 
. . 

nonvolatile-memory 12 when signal CEl or CE2 is output. 

"The nonvolatile memory 13 is.achieved by a rewritable 

15 ferro-electric memory, FeRAM, or EEPROM having capacity of 16 

bytes, and .. stores personal. information used only in the ·Close 

mode. T-he information is· read or written from/to the 

(> nonvolatile memo:z;-y 13 when signal CE2 is output. 

The -pe~sonal information is stored in the nonvolatile· 

20.. ~emories 12 and. 13 as follows. FIG. · 6 is a Venn _d1:a<jram _used 

f.or explai?:ling the concept of storing the personal· information 

in the nonvolatile memories 12 and 13. In FIG. 6, subset A is 

a set of personal information used only in the remote mode, 

subset Bis a·set of personal· information used only in the close 

· 25 mode, and subset ·C is a set of personal information used in both 
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the remote and close modes. The nonvolatile memory 12 s·tores 
·~ 

the subsets A, B, and C. The·nonvolatile memory 13 stores the 

subsets B. 

When the IC card 1 is a bank card, th~ balance is 

5· assigned to the subset c, a large sum of payment that is highly 

secret information is assigned to the subset B, · and a small sum 

of payment that is -easy to handle is assigned to the subset A. 

When the IC card 1 . is· a resident .card issued by a local 

~ 
\:::."'-' 

government, the name and address are assigned to the subset C, 

10 information, . such as family registration .and personal 

withholding tax, that.is highly secret information is assigned 

to the ·s.ubset B, and information of tennis ·courts or meeting 

rooms .re~erved. by the owner of the card that is easy to handle 

"is assigned to the subset c. 

15 · The· synchronization clock signal generation circuit 

14.obtains a synchronization clock signal ~ram the ASK-modu~ated 

wave, and supplies the ASK-modulated wave to the controller 5, 

l .. 
:~:· encryption circuit 10, encryption circ~it·ll, nonvolatile memory 

12, '· and nonvolatile inemorx 13 ~ FIG. 5 shows the · internal 

20 structure of the .synchronization clock signal generati'on circuit 

14. As sho'Wn i·n the drawing, the synchronization clock signal 

generation circuit 14 includes a comparator 17 and a frequency 

divider 18, where · the comparator 17 compares the amplitude 

voltage of the ASK-modulated wave with a certain threshold · 

25 voltage to obtain-a pulse signal having the frequency fl of the 
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carrier, the frequency divider.18 divides the frequency fl of 
. 

the pulse signal into N/M pieces and ·outputs the pieces as a 

synchronization clock signal, N being an in~eger of 1 or higher, 

. M being an integer of 2 or higher more, and relationship 

5 represented as N<M being satisfied. The frequency di vision 

ratio· us.ed by ·the· frequency divider 18 is set ·to Pl when signal 

SE2 output ·from the controller 5 .is a. low level; ·and the 

frequency division ratio is· set to P2 · (P2>Pl) when signal·· SE2 

output from the controller 5 is a high level. When the 

10 frequency of. the carrier is 13. 56 MHZ, the frequency division 

ratio Pl should be a value that satisfies the condition that the 

frequency of the .. synchronization clock signal CE'.1. X 13. 56 MHZ) . 

is 1 MHZ or l~wer,. a~d the. frequen~y division ratio P2 should· be . 

a value that satisfies the condition that the frequency of .the 

15 ·synchronization clock signal (P2 X 13. 56 MHZ). is· higher than 2 

.MHZ. 

The clock signal frequency is set as described above 

c~. . since . the clock signal frequency affects the power consumption 

of the integrated device-. That is t~ say, s;i..nce in Japan,· the 

2-0 ··poweF· supplied in the remote mode through radio w.aves should be 

lower· than 10 :qi.W, ·the frequency of the· synchronization clock 

signal obtained by the synchronization clock signal· generation 

circuit 14 ~y dividing the frequency fl of the pulse signal 

should satisfy the condition that the power consumption of the 

25 integrated device is lower than 10 mW. The above frequency of 
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1 MHZ or lower satisfies this condition. · On·the contrary, since 

in Japan, the power supplied in the close mode through radio 

waves should be 10 mW or higher, the frequency of the 

synchronization clock. signal obtained by the synchronization 

5 clock signal generation circuit 14 by· dividing the frequency fl 

.· 

of the·pulse·signal should satisfy the condition that the power 

consumption of the integrated d_evice is 10 mW or hig~er. . The 

above frequency of.higher than 2 MHZ satisfies this condition. 

As understood from above, in the close mode, a synchronization . 

10 signal having a frequency two times as high·. as the remote mode 

is supplied. T.herefore, in the close mode, the integrated 

device can operate at a speed two times-. as high as the remote 

mode. 

Now,· the internal structure of the controller 5 will 

15 be described. FIG. · 7 shows the internal. ·structure of the 

controller 5. As shown in the drawing,: the controller 7 

. . . 
-i~cludes a-voltage comparison circuit 19, a memory control µnit 

1····· 

\.'-> 20, ari. encryption control unit 21, an MPU 22, and OR circuits 23 

to· 2.6-. -

20- The voltage comparison circuit-19-compares voltage Vdd 

output from ·the diode bridge circuit 15 with the threshold value 

4V to judge which of them is higher, and sets t~e operation mode 

of the IC card·l to either the close·mode or the remote mode. 

That is to say, when the voltage Vdd is higher than the 

25 threshold value, the voltage. comparison circuit 19 sets the· 
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operation mode to the close mode and sets the SEL signal to the 

·high level; and wheI). the voltage Vdd is lower than the.threshold 

value, the voltage comparison circuit 19.sets.the operation mode 

to the.remote mode.and keeps the SEL signal at the. low level. 

The memory control unit 20 includes an address. 

generation un~t 27, a data control unit 28, and an.enable signal 

generation ·unit· 29, where the address generation unit ·27 

controls addresses of tl;1e. nonvolatile memories 12 and 13 in 

accordance with an instruction from the MPU 22, and the data 

control unit 28 controls data reading or writing from/to· the 

nonvolatile memo.ries 12 and 13. FIG~ 8A shows the internal 

structure of the.: enable signal generation u~it 29. In FIG. 8A, 

the switch signal CE is (1) set to t~e high lev~l when the .. MPU 

-22 refers ·the switching between the remote mode and close mode 

15_ tQ:. th:e ·voltage · compari.s·on circuit· 19, ·and·· (2) · se:t to the low 

level ·when MPU.~2 performs the switching between the remote mode 

and close mode by itself. 

The MPU_.22 performs the switching between· the remote 

mode and close mode by its~lf in the following cases. While the 

20 V?l.tage .. comparison circuit· ;J..9 performs the switching, the IC 

card is ·receiving radio ·waves other than those from.the terminal 

apparatus . In this· case, wheD: the voltage Vdd at the ·diode 

. bridge circuit 15 becomes high occasionally, the operation mode 

may be switched to the close mode by. mistake. . The MPU 22 

25 · performs the switching by itself when it is expected that. the 
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switching is performed erroneously as above. FIG. 8B shows in 

a table format how signa1·s CEl and CE2 are set in accordance 

with the.combination of the switch signal CE, Vdd, and threshold 

value. The enable signal generation ·unit ig includes an AND 

5 circuit. 30 and an AND circuit 31. The AND circuit 30 performs 

an AND operation using· the switch signal CE and the SEL signal 

output from the voltage comparison circuit 19, and sets signal 

CE2. to the high level when both the SEL signal and the switch 

signal CE are the high level so that the nonvolatile memories 12 

10 and 13 are selected· (see the row of CLOSE MODE in FIG. 8B). The 

AND circuit .31 performs an AND operation using the switch signal 

CE and an inverted value.of the SEL signal, and sets signal CEl 

to t.he high level _when signal SEL is. the low level and the 

switch signal CE is the high level so that only the nonvola~ile 

1'5 ·memory 12· is selected· (see· the· row of· REMOTE MODE· in FIG.· 8B) . · 

The encryption control unit 21 includes a data. control 

unit 33 and a selection signal generation u~it 34. The data 

c· control-. unit 33 controls the data input/output from/to the. 

enc~yption circuits ·10 and 11 in accordance with an instruction · 

20 ·from the memory control.circuit 20." FIG. 9A shows the-internal 

structure of the selection signal generation u~it 34. FIG. 9B 

shows in· a table format how the signals SEl and SE2 are set in 

accordance with the combination of the switch signal CE, Vdd, · 

and threshold value 4V. As understood from these drawings, the 

25 selection signal generation unit 34 is similar to the enable 
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signal generation unit 29. The selection signai generation unit 

34 .includes. an AND circuit 35 ·and an AND circuit 36; The AND 

circuit 35 sets signal SE2 to the high level when both the SEL 

signal and the switch signal CE are the high level so that the 

5· encryption circuits 10 and il are selected (see the row of CLOSE 

MODE in FIG. ·9B). The· AND ·ci·rcuit 36 performs· an AND operation 

using the switch signal CE .and an inverted value of the SEL 

· signal, and sets signa-1 SEl to the high level when. the signal 

SEL is the low level and the switch signal CE is the hig~ level 

10 so that only the encryption circuit 10 is selected (see the row 

of REMOTE MODE in F~G. 9B). 

The MP.U 22-has an internal structure shown in FIG. 10, 

and includes: a .fle1:g storage unit 37 storing a flag that 

-indicates whether the MPU 22 refers the mode switching to the 

15 voltage c9mparison circuit 19 or performs it by itself; ·a switc;:;h 

signal output unit 3.8 for setting the switch signal·. CE to (1) 

. . 
the high level· when the MPU 22 refers the switching to the 

C> . voltage comparison circuit 19, and (2) . the .low level when MPU 22 

.performs the switching between by itself; a command buffer 39 

2·0. for, when the BPSK modulation circuit 6 outputs an. NRZ. data 

sequence, taking in ·the NRZ data sequence· as a comm.and; -a 

comm.and analysis unit 40 for analyzing the data sequence taken 

in as a· command; a memory a·ccess unit 41 for accessing the 

memory in accordance with the result ·of the analysis by the 

25 command analysis unit 40; a selection signal· generation unit·42a 

32 



for outputting signals SEl and SE2 when the flag indicates that 

the MPU ·22 performs the switching by itself; ·and an enable 

signal generation unit 42b for outputting signc;ils CEl and CE2 

when the command indicates that ~he MPU 22 performs the 

5 switching by itself. The manufacturer of the IC card l · 

determines at shipping whether the mode switching is to be 

perf.ormed using a command or electric power. · The command .used 

for the mode switching is a polling command which is issued for 

.polling by a ·first terminal apparatus or a second terminal 

10 apparatus which will be described· later. 

Now, the selection signal generation unit 42a and the 

enable s~gnal gep.erati"on units 42b will be described. 

The selection. signal generation unit 42a controls 

.outputting. of ·signals SEl ·and SE2 based on a · 4-bi t access 

15 . specification field and a 4-bit encryption specification field 

in the command ... FIG~.· 1-lA shows an internal structure o.f the 

·selection signal generation unit 42a. An upper part of FIG. llA 

(>' shows ·a 4-bit access specification field and a· .4-bit encryption 

speGification field. in the polling command. . FIG. llB. shows 
. . . 

20 whether data is. read or written and· whether signal SEl. or SE2 is · 

set to the high level, which can be . reco·gnized from a 

corresponding combination of the values speci~ied·in the 4.:..bit 

access specification field and · the 4-bit encryption 

specification field. 

25 An AND circuit 43 outputs 11 111 to AND circuits 46 and 
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47 when the lower two bits of the encryption specification field 

are "00" and the upper two bits are "11". 

An AND circuit 4 4 outputs "111 to t;he AND circuit 4 6 

when the lower three bits of the access specification field are 

5 ccooo" and the upper one bit is 11 i. n. . . 

An AND circuit 4.5 outputs 11111 to the AND circuit ·47 

when the upper two· bits of the.access specification field are: 

"01" and the lower ·two bits a:r;e 1100 11
• 

An AND circuit 46 sets signal SEl to 11111
, or the high 

10 level when both the AND circuit 43 and AND circuit 44 output 

"1". 

An AND .. circuit 47 sets signal SE2 to "111
, or the high· 

level when both the AND circuit 43 and AND circuit 45 outpl.'.lt 

"l". 

15 With the.above outputs, ·the encryption circuits 10 and 

11 are sel~cted based on the definition shown in FIG.· llB-. 

More specifically, signal S~l is set to the high level 

( . 
\:.__ and the encryption· circuit 10 is selected when the encryption 

specification :field is 12h (=1100) and-the access specification 

20 -field. is 8h (~1000). Also, signal SE2 ·signal is ·set to the high 

level and the encryption circuits 10 and ll_are selected when 

the· specificaticin field is 12h (=1100) and the access 

specification field is 4h (=0100) . 

The enable signal generation unit 42b . controls 

25 outputting_ of signals CEl and CE2 based on a 4:-bi t access 
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specification field and a 4-bit encryption specification field 
. 

in the poll"ing command. The enable signal generation unit 42b 

has the same circuit structure as the selection signal 

generation unit 42a, as shown ·in FIG. 12A. An upper part of 

5 FIG. llA shows a 4-bit access specification field and a 4-bit 

encryption ·specification field in the polling conunand. FIG: 12B. 

shows whether data is·read or written and·whether signal CEl or 

CE2 is set to the high level, which can be recognized from a. 

corresponding combination of the values specified in the 4-bit 

10 access specification .. ~ield and the· 4-bit encryption 

specification field. More specifically, signal CEl is set to 

the high level .. and the nonvolatile memories 12 and 13 .are 

selected when· the .access specification _field· is Sh {=1000). 

Also, signal CE2 is set' to -che high level . and only the 

15 nonvolatile.memory 12 is selected.when the· acc~ss·specification 

field is 4h {=0100)·. 

Up to now, the MPU 22 has been described. Now, the 

(·.· remaining components of the controller 5 will be explained. The 

OR ci-rcuit 23 shown in FIG. 7 outputs eit:her· signal CEl ·output 

· 20 from. the MPU 22· or sig:qal CEl output· from the ·enable signal · 

generation unit 29 ·to. the nonvolatile memory 12. 

The OR circuit 24 outputs either signal CE2 output 

from the MPU 22 or CE2 output from the· enable signal generation 

unit 29 to the nonvolatile memory 13. 

25 The OR circuit 25 outputs either signal SEl output 
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from the MPU 22 or SEl output from the selection signal 

generation unit 34 to the nonvolatile memory 12. 

The OR circuit 26 outputs either signal SE2. output 

from the MPU 22 or SE2 output from the. selection signal 

·5 generation unit 34 to. the nonvolatile memory 13. 

Up to.now, the IC card 1 has been described. Now, the 

first terminal apparatus will be described. FIG. 13 shows an. 

automatic ticket gate 48that has the first terminal apparatus. 

The automatic ticket gate 48 has a gate 49 and a R/W 100. The 

10 gate 49 opens and closes in control ·of the .first terminal 

appa:r::atus. 

FIG. 1.4. shows an internal structure of the R/W 100 (in 

hereinafter, the R/W 100 and the first terminal.apparatus are 

regarded as a satne apparatus). As sh"own in FIG. 1"4, the first 

15 terminal apparatus includes- a power circuit 50, ·an interface 

20 

apparatus 51, an ASK-modulation circuit 52, a BPSK demodulation 

circuit 53, a controller 55_, and an encryption circuit 56. 

It·is found by referring to FIG. 14 that·while the IC 

-caret 1 ·does not include a power circuit, the first terminal 

apparatus·. includes the· power circuit . 50. Also, .while .. the 

integrated device of the IC card 1 is not activated until power 

is supplied from a terminal apparatus, inter~al circuits of the 

first terminal apparatus are always driven by the embedded power 

circuit 50. Furthermore, while the IC card i· does not include 

25 an interface used for connecting to other app~r~tus, the first 
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terminal apparatus includes the interface apparatus 51 for 

coordinating with a host apparatus of a management system in the 

station. 

While · the IC card 1 includes an ASK demodulation 

S circuit and a BPSK modulation circuit,. the first terminal 

apparatus includes the· ASK moduiation circuit 52 and the. BPSK 

demodulation circ~it 53. The ASK-modulated wave can· provide 
. . 

hig.h electric power as. described earlier. For this reason, .the 

@' I -
first terminal apparatus ASK-modulates the_power generated by 

10 the power circuit 50., and supplies the ·modulated power to .the IC 

car~ 1 coming close· to the first terminal apparatus. The I·C 

card 1 includes encryption circuits 10 and 11, where the 

_encryp~ion circuit 10 encrypts us·ing. a .secret. key, and the 

encryption .circuit 11 encrypts using a public key. , In contrast, 

15 the first_ terminal appa~atus includes ·only the encryption 

cii:1,.;u.i t- ···S-6 · which._: encrypts using a secret key, and does not . 

include an encryption circuit for encr.ypting using a public 

(:. key. 

FIG. 16 shows a communication protocol executed by the 

. 20 controller 55 of the. first terminal ·apparatus and the controller 

5 · of the IC card 1. The communication protocol will be· 

explained with reference to FIG. 16. The controller 55 0£ the 

first te:rnµ.nal apparatus issues the po·11ing command in step Sl, 

and in step S2, waits for the IC card 1 to issue an ID nwnber. 

25 The controller 55 of the first terminal apparatus -waits for the 
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IC card 1 to approach by repeating the steps ·-s1 ·and "'5"2. ···tt·~, 

suppo::;;e that, as shown in FIG. 15, an owner of the ·re c·ard ·i 

takes it out from a pocket, approaches· the first terminal 

apparatus, a~d holds the IC card 1 over the R/W 100 (the first 

s terminal apparatus). The IC card 1 is theri activated receiving 

power from the first terminal apparatus, ·and in. step S3, the 

controller 5 ·of. the . IC card 1 waits for the first terminal 

apparatus to issue a polling command. After the first terminal 

apparatus issues a polling·corranand during.this wait state in 

10 step S3, ·.the controller 5. of the IC card 1 .. transmits ~n ID 

number in step S4. After receiving the ID number during the 

wait state in step S2, the controller 55 of the first terminal 

app_ara tus, which has been waiting for the .ID number, goes. to 

step S6. 

15 . After the transmission of the ID number r· the 

controller 5 of the IC card 1 judges whether to activate in the 

(., close mode or · in the remote mode. In this example, the 

con-t;:.roller 5 "judges to activate in the remote:-mode; and goes to 

step S7. 

20 Steps S6 and S7 are performed for a mutual 

authentication process using a secret key. · If this mutual 

authentication process ends abnormally1 the controller 55 of the 

first terminal apparatus shuts the gate 49 and notifies the 

system administrator that the IC card may be improper, in step 
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Here, the mutual authentication between the first 

terminal apparatus .and the IC card will be described with. 

reference to FIG. 17. FIG.. 17 is a sequenc·e diagram showing the 

5 mutual ·authentication. between the first terminal apparatus and 

the IC card. 

The first process of the mutual authentication. is 

mainly done by the first terminal apparatus. In step S51, the. 

(.:\. controller 55 of the first terminal apparatus judges whether the 
~--~;· 

10 ID number is normal. Whe~ judging that the ID number is normal, 

the controller S5 of the first terminal apparatus generates a 

. random number and. encrypts an obtained numeral A using a 

predetermined secret key-La in step 552, ~nd sends a numeral VA 

(= encrypted numeral A) to the IC card . . in .. step 553. 

··. ... . In step. .. S·54, the controller 5 o.f the IC card waits for . 

the first· terminal apparatus to send the numeral VA; ·.After· 

receiving the numeral VA, the controller 5 goes to step SSS to 

c. ... decrypt the numeral VA· using a ·secret key Lb which·has been 

given from ·the .. · first terminal apparatus in· advance.- 'The 

20 controller S then. transmits a numeral B being a· result of the 

decryption to the first terminal apparatus in step SS6.· 

The first terminal apparatus waits for the IC card to 

send the numeral B in step SS7. Afte·r receiving the numeral B 

in step SS7, the first terminal apparatus goes to step .S59. In 

25 ·step 559, the first terminal apparatus judges whether the 
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numeral B·matches the numeral A. When ~he numeral B matches the 

numeral A, the first terminal apparatus . judges·· "tnat a · 

relationship La = Lb is· satisfied, and completes the mutual 

authentication in terms of the secret key. This leads to the 

5 end of the.process in the mutual authentication mainly done by 

the first terminal apparatus. 

After this,·. a process in the mutual authentication is 

mainly done by the IC card in a similar manner in step S60 and. 

S61. The IC card generates a random number J, encrypt_s it, 

10 sends an encrypted numeral VJ to the first terminal apparatus, 

receives· from the first terminal apparatus a numeral K which is 

obtained by decrypting the numeral VJ, and judges wh~ther the 

numeral K matches th.e nunteral ;J. When they do not _match, the IC 

card abnormally ends the mutual authentication process mainly 

15 done . the IC card. ·wft.en· they match_,. the ··IC ... card .sends· an 

confirmation command to·. the first terminal apparatus in step S62 

and enas the mutual authentication process. 

· The· c.ontroller 55 of the first terminal apparatus 

waits for the IC card to send .the confirmation command in step 

20 S63. ·. When the controller 55 receives the confirmation command 

in step S63, the mutuai authentication is completed. 

When the mutual authentication ends normal·ly ,· the 

controller 5 of the IC card 1 waits for the first terminal 

apparatus to issue the read command in step S9 shown in FIG. 16 • 

.. 25 :In step SlO, the· controller 55 of the first terminal apparatus 
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issues the read command to read information from the nonvolatile 

memory 12, the information indicates a section of a railway line 

the owner.of the IC card travels and a valid period of the IC 

card as a co:mmuter pass. The controller 55 .then waits for the 

5 IC card to send the read data in step Sll. When it receives the 

read command in· step S9, the controller 5 of the IC card 1 goes 

to step Sl2. In·step·Sl2, the controller 5 of the IC card 1 

analyzes and executes the read command to read information of ··a 

e~ traveling section anq a commuter pass va~id peri_od from the 
~ ... · 

10 nonvolatile memories 12.and 13. The controller 5 then sends.the 

read information to the first terminal appar_atus in step Sl3, 

and waits for the. controller 55 of the first terminal apparatus 

to_ issue the write command in step Sl4. After receiving. the 

information, the controller 55 of the fi·rst. terminal apparatus 

15 · judge$ whether to perrni t the owner of· the IC ·card · to pass 

through the gate to ride on the train, based on the information 

of a traveling section and a commuter pass valid period. The 

( · controller 55 of the first terminal apparatus· closes the gate 49 

and :refuses admission against.the owner of the· IC .card when the 

20 station is· not included in the traveling· secti·on or when .. the 

commuter pass valid period has expired.·-. When the controller 55 

permits the owner of the IC card to pass through the gate,_ the 

controller 55 issues the write command in step SlS, and waits 

· for the IC card to issue a data writing completion notice in 

25 · step S16. 
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When the controller 5 of the IC card 1 receives the 
. -

write command in step Sl4, the controller 5 goes to step S17 to 

.·analyze and execute the write command and writes information 

into the nonvolatile memory 12, the information indicating that 

5 the owner of the IC card has ridden on the train from the 

current station. The controller 5 then sends the data writing 

completion notice to the first terminal apparatus in step Sl8. 

Upon receipt of the .data writing completion notice in step S16, 

. the controller 55 of the first terminal apparatus goes to a loop 

10 consisting of steps Sl and S2 to wait for another owner. of-"an.IC 

card to approach .. 

Now, the second terminal apparatus will be described. 

The second terminal apparatus is used in a machine .. for paym~nt, 

. . 

·.such as .;i ·cash disp·enser·. FIG. 18 shows an example. of the 

15 second termina1·-··appar.atus used in a cash dispenser~ . As .shown in· 

FIG. 18, a cash dispenser 60 includes: a slot 61 through~hich 

the IC card 1 is inserted; a touch panel 62 for receiving an 

(.' input· of an identification number of an IC card owner, or PIN 

("Personal. Identification Number); a biosenso"r 63 for reading 

· · 20 bio-information of the IC· card -owner 1 _such as a face . outline, 
. . 

irises in the ·eyes, or fingerprints; and a paper money supply 

box-64 into which paper money· is supplied from inside the cash 

dispenser 60 when the IC card owner i·s authenticated through a 

mutual authentication using the card information and bio-

2s· information. A major difference between the first and second 
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terminal apparatuses is a location of an antenna. That is to 
. 

say, while the first terminal apparatus emits radio· waves to 

outside the appar·atus through the ~ntenna, :the second terminal 

appa~atus emits radio waves to inside. the apparatus. The second 

5 terminal apparatus has· the antenna in a dedicated box. which is 

electromagnetically shielded. 

FIG·. 19 shows a dedicated box 65 having ·an antenna. 

The dedicated box 65 ha·s a slot 61 through which the IC. card· 1 · 

is inserted ·into the box 65. · The dedicated box 65 also 

10 includes: a loop antenna 66; a card tray 67 which is disposed 

under the loop antenna 66 and holds the IC card l; a card sensor 

68 for reading from the IC card .. 1 a magnetic code or physically 

recorded information such as an emboss, or optically.or magneto-. 

optically ·recorded informatio·n (hereinafter these types of 

15 information recor.ded in the card .. is. referred· to as· card 

information); and loading mechanism ·(not illustrated)' for . 

receiving the IC card 1 through the slot 61 and· load the card 

C~- onto the card tray 67. FIG. 20 shows how the ·IC card 1 is 

inse-rted under the loop antenna by· the second terminal 

. 20 apparatus. As indicated by an arr·ow yl. in the dra~ing r . ·the: IC· 

card 1 is inserted .just under the loop antenna. As shown in 

FIG. 21A, the·distance between the loop antenna 66 and the IC 

card having been inserted as above is· as close as only 0-5 mm. 

· When power is supplied to the high-power loop antenna 

25 66 while the IC card 1 is placed under the antenna with a short 
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distance in between as described above, radio waves are 

generated in a manner indicated by arrows y2 and y3 in·· FIG. 21B. 

Here, the generated radio waves do not leak from the dedicated . . 

box even when the loop antenna 66 transmits a radio wave having 

5 a power exceeding 10 mW since ·the ·dedicated · box is 

electromagnetically shielded. Though in Ja~an, transmitting 

radio waves. of 10 mW or higher without permission is banned by 

the Radio -Law, the loop antenna provided in the .second terminal 

apparatus ca~ supply power using ·radio waves of 10 mW or higher, 

10 such as 20 mW or 30 mW. A supply· of such a high power enables 

the IC card 1 to operate in the close mode. When high power·is 

supplied, the integrated device in the IC card 1 can ·operate 

with a high-frequency synchronization clock signal, and. the· 

con:troller · 5 can run a high-level appl_ication pro.gram. ·The 

15 high-level application program is, for example, JICSAP (Japan IC 

Card System Application. council) being multi-OS software 

developed for the ·JAVA Card (JAVA Card is ·a card standard 

c··· proposed by Sun Microsystems Inc.) I or software proposed by 

EMV;. 

20 The internal structure . of. the second terminal 

apparatus will be described. FIG. 22 shows the internal 

structure of the second terminal apparatus. As shown in FIG. 

22, the second terminal apparatus includes a power circuit 69, 

an interface apparatus 70, an ASK modulation circuit 71, a BPSK. 

25 demodulation. circuit 72, a controller 73, and an encryption 
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circuit 74. The ASK modulation circuit 71 and the BPSK 

demodulat~on circuit 72 are connected to the high-power loop· 

antenna 66 .. The card sensor 68 is.connected to the controller 

73. The second terminal apparatus differs from the first 

5 terminal.apparatus in that the ASK modulation circuit 71 and the 

BPSK demodulation circuit 72 supply higher power to the IC .card 

1 in the close ·.mode than the firs't terminal apparatus, and that .. 

the encryption circuit 74 encrypts and decrypts data -using a 

secret key and performs a mutu.al authen~ication using the public 

10 key encryption which provides higher security. 

The above p_rocesses of the second terminal apparatus 

are controlled ·by the controller 73. FI.G. 23 is a flowchart 

showing the procedure of the control_ler 73 of the second_ 

·t-erminal apparatus. Here, the communication protocol will·· be 

15 described with reference to FIG. 23. The controller 73 of. the 

second· terminal apparatus always waits for the· IC card 1 to be 

inserted and loaded onto the card tray·67. When an owner of the· 

( IC- card 1 inserts the ~c.·card 1 into the_ slot,· the IC card 1 is 

sucked into and loaded in the second terminal apparatus. When 

20 the IC .card 1 has been .inserted into the . second terminal 

apparattis,· ~he IC card i~ close to the loop antenna 66 of the 

second terminal apparatus, as shown in FIG. 21A. The IC card 1 

is disposed under the center of the loop antenna. When a radio 

wave is induced in the loop antenna 66 in this condition, the IC 

25 card 1 is supplied with high power. Though FIG. 21A shows that 
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the dista-nce between _the loop- antenna 66 and the IC card is 0-5 

mm, the IC card may be 'iri contact with the loop antenna 66 as 

shown in FIG. 21C in . so far as they are kept not to be in 

electric contact with each other. 

-After the IC card 1 is_ inserted, the controller 73 of 

the .second terminal apparatus instructs the -card sensor ·68· to 

read the card information in step S22, and judges whethe.r the 

card information is normal in step· S23. When the ·controller -73 

judges that the card information is abnormal due to lack.of a 

10 magnetic code or an emboss, or due to a trace ·of improper 

manufacturing, the controller 73 warns .the card owner of it, 

ejects ·the IC. card 1,. goes to step S29,- and notifies the system 

administrato.r tha1: the IC card.- may be improper. When the 

controller 73 judges that the card information i·s normal in step 

15 s23·; ·_the controller 73 goes to step S24 and urges the· card owner-

to type .a co_de. n~er. The controller 73 then waits for the.· 

code number to be typed in step S25. After the code number. is 

(:: typed,· the controller 7.3 compares the code number included .in. 

the '·card information with the typed code number in step S26. 

20 When they do not match, .the controller 73 goes to step S29 to 

notify the · system administrator that the IC card may be 

improperly owned. When the two code numbers match i~ step S26, 

the controller 73 goes to step 527 to activate the biosensor 63 

and instruct the biosensor 63 to read the bio-iµf ormation of the 

25 ·card owner such as a face outlipe, irises in the eyes, or 
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fingerprints. In step.528, the controller 73 inquires the host 

apparatus whethe_r the IC card 1 is owned properly based on the 

bio-infonnation. The host apparatus has a .d~tabase which stores 

a plurality. of entries of IC card code numbers in correspondence 

5 with a plurality of pieces of bio-information_, so· that the host 

apparatus can ·judge whether the card owner is proper. If a· 

combination of the bio-inf o:anation read by the biosensor ·63 and 

the typed code number is not found in the -database, since the 

,,::~. card owner may have obtained or manufactured the IC card 1 
I - .. ;.._ __ 

10 improperly, the controller 73 goes to step S~9 to notify the 

system administrator of it. When a combination of the bio-

information read, by the.biosensor 63 and the typed code number 

is found in the database, the controller 73_ ·goes to the process·. 

in the flowchart shown in FIG. 24. 

_After this, the controller 73 of the se.cond. te.rtninal · 

apparatus and the controller 7 of the IC card·l coordinate with 

each other in accordance with the flowchart shown in FIG.· 24. 

() Note that the steps with the same reference signs. in the 

flowcharts shown in FIGs. 16 and 24 perform the same operations. 

20· The flowchart shown iri FIG. 24 differ.s from FIG. 16 .in- that 

power is supplied from the high-power loop antenna 66 in step 

S31 before the polling command is issued in step Sl, that the 

mode switching is performed in: step· SS, and the IC card is 

activated in the close mode, that the mutual authentication is 

· 25 performed in steps S32-S33 tlsing a public key while in FIG~ 16, 
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the mutual authentication is performed in steps S6-S7 using a 

secret key, and that data is encrypted when the data is 

transmitted or received using the_ read co~and or the write. 

command, and encrypted data is decrypted by the encryption· 

circuit 10·. Also, the polling command issued by the second 

terminal apparatus is different from·that issued by the first 

terminal apparatus. With this construction, the IC card can 

immediately recognize the terminal. apparatus to which the IC 

@ .. . 
-~ 

card is corning closer is the first terminal apparatus or the 

10 second terminal apparatus. 

·Here, the mutual authentication performed between the 

second terminal apparatus and the.IC _card ·in steps S32 and.S33 

in FIG .. 24 will be described.with.reference to FIG .. 25. FIG. 25 

is a sequence diagram showing the mutual authentication between. 

15 · the second terminaL apparat:us and the ~C-.card. 

-In step S71, the controller 73 of the second terminal. 

apparatus judges whether the ID number is proper. When judging 

/"•">. 
1..._· that the ID number is proper, _the controller 73 ·of the second 

terminal apparatus generates a random number and encrypts an 

20 obtained .numeral D using a predete~ine_d ·public key· Ma in step .. 

S72, and sends a numeral (= encrypted numeral WD} to the IC ·card 

in step S72,·where the public key Ma and a ·secret key Ha have 

been prepared in advance. 

In step S74, the controller 5 of the IC card waits for 

25 .the second terminal apparatus to send the numeral WD. After 
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receiving the numeral WD, the controller 5 goes to step S75 to 
. . 

instruct the encryption circuit 10 to decrypt the- numeral WD 

using a secret key Hb to obtain a numeral.E, and encrypt the 

n~eral E using C!: public ~ey Mb to obtain a numer.al WE,: whe.r~ 

5 the secret key Hb and .the public key Mb have .been prepared in 

advance. The cont~oller 5 then goes to step 876 to transmit the 

numeral WE to the seco~d terminal apparatus. 

The controller 73 of the second terminal ·apparatus 

waits for the IC card to send the nillneral WE in .step 877. After 

10 receiving the numeral WE in step 877, the second terminal 

apparatus ·goes to step· S78. In step S78, ·the controller 73 of 

the second terminal apparatus decrypts· the numeral W~ using.the 

sec~et key Ha: The. controller. 73 then __ judges . whether . the 

. -
: numeral F ·obtained by decrypting the numeral WE matches the 

15 -- numeral. D in step 879 ... _ When they match, the second terminal 

apparatus complet.es the process of the mutual . authentication. 

which is·ma!_nly done by the second termin~l .apparatus. 

After this, a process in the mutual authentication is 

mainly done by the_IG card in a similar manner in·steps· 880 and 

· 20 881. The IC ca·rd generates a random number M, ~ncrypts it using. 

the public.key Mb, and.sends an encrypted numeral WM to the 

second termina·l · apparatus. The second terminal · apparatus 

decrypts the nillneral WM using a secret· key, encrypts it using a 

public key to obtain a numeral WN, and sends the nwneral.WN to 

25 .the IC card. The IC card receives from the- second terminal 
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apparatus the numeral WN, obtains a numeral N by decrypting the 

numeral WN, and judges whether the numeral n matches the numeral· 

M. .When they do not match, the IC card C3;bnormally .ends the 

mutual·authentication process. W~en they match, the IC card 

5 sends an confirmation command to the second terminal apparatus 

in step S82 and ends the mutual authentication. 

The controller 73 of the second terminal apparatus 

.waits for the IC card to send the confirmation command in.step 

S83. When the controller 73 receives the confirmation conunand 

10 in step S83, the mutual authentication is completed. 

It is understood from the above description that 

security is higher. in the close mode than in· the remote mode. 

As described above, the second terminal-apparatus has 

a mechanism that ·prevents radio wave·s from leaking,· such as an 

15 electromagnetically shielded box. With this co~struction, when 

a portable- card·· is· placed" i"n the electromagnetically shielded 

box, ·personal information cannot be intercepted by ~n improperly 
,,. .. 
\__,: intentioned third party while being transferred between the 

.second terminal apparatus and the integrated device. Since the 

20 -nonvolatile memory 13 in the IC card 1 is activated only in.the 

close mode as· described above, the nonvolatile memory· 13 is 

useful for· storing·personal information for· which high security 

·is required. When the personal info·rmation is stored in the 

nonvolatile memory 13, ·the one-chip IC of ·the IC card L can 

25 coordinate with the· second terminal apparatus in· terms of the 
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. personal information without being in electric contact with the 

internal circuit of the terminal apparatus. In this way, the 

coordination process . between the. IC card, 1 and the second 

te~inal apparatus is performed while the integrated device is 

5 not in contact with the internal circuit of the terminal 

apparatus. As· a result, no maintenance is required for both the 

IC card 1 and the second te~minal apparatus. Also, since the 

nonvolatile memory 13 is activated only when .. the IC card 1 

approaches the terminal apparatus, the card owner need not 

10 attach a connector to both the terminal apparatus .and the IC 

card, for example, which provides high convenience to the .owners 

.of the IC card L . As described above, as is the case with the 

_ conventional IC. card 1 for the remote. mode,· the IG card. 1 of the 

_present invention can coordinate with the first terminal 

·1? apparatus in·the remote mode. In addition, the IC.card·l of the 

present invention·. can be used for payment, which has' been· 

considered as not suitable for the conventional IC card 1 for 

the remote mode from a security standpoint; In·other words, one 

.piece· of IC card 1 can.manage a plurality of different kinds of 

20 persona·l informatio:p.. 

It is. to be noted that various changes- may be made 

without departure· from the scope of the present invention. The 

following are examples of such changes~ 

(a) In the present embodiment, the first te~inal.apparatus is 

25 attached to-an automatic ticket gate in a station. However, the 
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first terminal apparatus may be attached to a cash dispenser· for 

a small-money finance. More specifically, in this case, the 

nonvolatile. memory 12 stores names and coQ.e numbers of card 

owners, and when the IC card 1 approaches the first terminal 

5 apparatus, the .first tepnirial appa~atus issues a read coinmand to 

read the name and PIN from the IC card 1. The first terminal 

apparatus then is sties. a write command to the IC card ·1, · so that 

the IC card 1 writes a sum of a loan to.the nonvolatile memory 

() 12. · The first terminal apparatus then instructs the· cash 

·10 dispenser to pay the sum of the loan. 

(b) In the present embodiment, the first terminal apparatus. is 

attached to an automatic ticket. gate and the second terminal 

appara·tus is attached, to a cash dispens~r. However, a terminal 

apparatus may have functions of both the first and second 

15 terminal apparatuses.. More specifically,. in this case: when an 

IC card approaches the te~nal ~pparatus· to be several·cm ·t.o· 10 

cm away from the terminal apparatus, the terminal apparatus sets 
,.., .. 
~-·· the one-chip IC to the remote mode then transmits and receives 

radio·waves to/from the IC card to output and.input data to/from· 

20 the one-chip IC while· they are not in contact with each.other; 

and when an rc·card approaches the terminal apparatus to be 0-? 

mm away from the terminal apparatus, the· terminal· apparatus sets 

the one-chip IC to the close mode then transmits and receives 

·radio waves to/from the IC card to output and input data to/from 

25 the one-chip-IC while they are not in contact with each other. 
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Also, a program that allows a general-purpose computer to 
. .. 

execu~e such functions may be recorded in~o a computer-readable 

record medium for use. In this case, ~he general:--purpose 

computer should have an ASK modulation circuit and a BPSK 

5 demodulation ·circuit. When an IC card approaches ·the general-. 

purpose computer to· be several cm to 10 cm away · from the 

general-purpose computer, the general-purpose computer sets the 

one-chip IC-to the remote mode then transmits and receives radio 

waves to/from the IC card tq output and input data to/from the 

10 one-chip IC while they are not in contact with each other; and 

when an IC ca~d approaches the general~purpose computer to be 0-

5 mm away from the.general-purpose computer, the general-purpose 

computer sets the one-chip IC to the close mode.then transmits 

and· receives, radio waves to/from the IC card to output and input 

15 data to/from the one-chip IC while they are not in contact with 

eaeh-.-oth.er. 

(c) In the above embodiment, the switching to the close mode is 

done using a voltage received by the antenna· and the polling 

command. However, the mode switching may be.done using (1) one 

20 of ·a plurality of .. types of information: -information physically 

recorded iri the IC card; information recorded optically or 

magneto-optically in the IC card; a code number o·f the IC card 

owner; and bio-information of the · IC card owner, or any 

combination of these types of information, and (2) personal 

25 information stored in a memory. Also, the voltage received by. 
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the antenna and the polling command may be used in combination 

with the above information. 

(d) ·In the present embodiment, either signal~ CEl and CE2 output 

from the MPU 22 or sign_als CEl and CE2 output from the. enable 

5 signal generation unit. 29 are output to the nonvolatile memories· 

12 and 13. However, an access to the nonvolatile memory 12 or 

13 may be permitted only when signals .CEl and CE2 are· ·output 

from both the MPU 22 and the·enable signal generation unit 29. 

(~;· With this constrt~ction, switching to the close mode· is done more 
\,, .. .:~ .· 

10 strictly, making improper accesses to the. IC card difficult. 

·In the present embodiment, either signals SEl and.SE2 

output. from the ··MPU 22 or signals SEl and SE2 output from the 

selection signal g.eneration unit 34 are _output to the encryption 

circuits 10 and 11.. However·, the encryption circuits iq and 11 

15 may be activated only when signals SEl and SE2 are output from 

both the MPU· 22 and the selection signal generati·on unit '3.4. 

C INDUSTRIAL APPLICABILITY 

The present invention can be used as an automatic 

ticket gate and a cash dispenser for automatic checking at a . 

· 20 facility gate or a ticket gate or for a· payment at a local 

government,· a transport facility, a financial institution, a 

medical institution or the like that· deals with a· great many of 

residents, clients, or employees. 
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CLAIMS 1iiliiii~Hr 
· 1. A dual-purpose portable card, the port~ble.card comprising. 

an integrated.device which includes: 

an identifying unit operable to, when the portable 

5 card approaches· a terminal apparatus, identify either a first 

purpose or a second.purpose for which the portable card is .used, 

based on a radio wave transmitted from the terminal apparatus; 

a processing unit operable to perform a first process 

when the portable card is used for the first purpose and perform 

10 a second process when the portable card is used for the second 

purpose; and. 

a comrnunicatip.g unit operable to perform. a non:-

contact-type data input/output between the tepninal apparatus 

and the processing· uni:t _by performing· ··radio communication with 

15 the tern1±na·l ·apparatus when the po·rtable card is used for either 

of the first purpose and the second purpose-. 

2. '·The portable card of Claim 1, wherein the identifying .unit 

includes: 

a judging unit operable to judge that the portable 

20 card is used for the second purpose when the portabl·e ·card is a 

first distance or shorter away from the terminal apparatus, and 

judge.that the portable card is used for the first purpose when 

a distance between the portable card and. the terminal apparatus 
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is in a range of a second distance to a third distance. 

3. The portable card of Claim 2, wherein 

the integrated device receives a power supply from the 

terminal· apparatus, 

5 the power ·the terminal apparatus supplies to the 

integrated device changes according to the. distanc~ between the 

portable card and the terminal appara~us, 

(0"'1 
...... _._::: 

the identifying.unit includes 

a comparing unit operable to compare a · received 

10 voltage of a radio wave received by an antenna with a 

predetermined th-reshold value, and 

the j~dging unit judges that the portable card is the 

first distance or shorter away from the terminal ·apparat:us when 

the'· received-· voltage is 'higher" than the -predetermin.ed thresb.old . 

15 value, and .judges that the distance between the portable· card 

and the terminal apparatus is in the range of the second 

( . 
. 

distance to the third distance when the· received voltage is 

lower than the predetermined threshold value. 

4. ·The portable card of Claim 3, wherein 

20 the terminal app~ratus is either a first terminal 

apparatus that outputs a ra.dio wave having power ·lower than a 

first power level to the portable card, or 

a second terminal apparatus that has an antenna in an 
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electromagnetically shielded box and outputs a radio wave 'having 

power of a second power level that· is twice the fi°rst power 

levei or higher, to the portable card in th~ box, and 

. the predetermined threshold value is determined based 

5 on (1) received power of a radio wave that has power of the 

first power level and ~s received when the distance between the 

portable card and the terminal apparatus is in the range of the· 

second distance to the third distance and (2). received_ power of 

a radio wave that has power of the second power level and is 

10 received .when the distance between the porta,ble card and the 

terminal apparatus is·the first distance or shorter. 

5.. -The portable card of Claim 4, wherein· 

the second purpose deals with more confidential data 

thap. -the .fi.J::st pur.po.se:,..~.- .•... - ·· .. ·.·::.:::.. 

15 the· fi~st process. includes at least one of an 

encryption process for encrypting data using a first encryption 

key, a· decryption process .for decrypting data using the first 

encr-yption key, a certification p~ocess for certifying, in 

response to an authe:Q.tication process performed. _by the terminal 

20 apparatus, authenticity of the portable card using the first 

encryption key, and an authentication process for authenticating· 

the terminal apparatus using the first encryption key, 

the second process includes at least one of an 

encryption process for encrypting data using a second encryption 
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key which provides higher security than the first encryption 

-· - ~ 

key, a decryption process for decrypting data using the second 

encryption key, a certification process for. certifying., in 

response to an authent~cation process performed by the terminal 

5 apparatus, authenticity of -the portable __ .card .using the second 

encryption key, and an authentication process for· authenticating 

the terminal apparatus using the second· encryption key, 

·the second process has a heavier processing load than 

f!i the first process,. and 
-.:...-.· 

10 the second power level is determined based on an 

amount of power consumed when the processing unit performs the 

second process. 

6-. The portable card of· Claim 5, wherein the integrated device 

includes 

15 a s~orage unit which includes (1) a first area for 
- . 

storing data that is- used only for the first purpose and· (2) a 

second area for storing data that is used only for the.second 

purpose; 

_the. conununicating uni·t includes 

20 _ a transmission/reception unit operable to receive a 

conun.and ·issued by the terminal apparatus and transmit data to 

the terminal apparatus -using wireless· conun.unication, 

the processing-unit includes 

an access managing unit operable to, when the 
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identifying unit has identified either the first or second 

purpose, permit either the first or second area corresponding to 

the identified purpose to be accessed and prohibit .the other 

areas from being accessed, 

5 a· decoding unit operable to decode the command 

received by the transmission/reception unit, and 

a memory access unit operable to, when the·decoding 

unit detects that the command is a read command as a result of 

~ the decoding, read a piece of data specified by the read command 

10 from either the first. or second area and instruct the 

transmission/reception unit to transmit the piece of data, and 

operable to, when the decoding unit detects that the command is 

·a write command as a result of the decoding, write .. a .piece of 

data specified in the write · command -to ·the first or second 

15 area. 

7. The portable card of Claim 4, wherein the integrated device 

c· ... , 
...;· includes 

a synchronization clock signal generation unit 

operable to, when the first t.erminal apparatus supplies power of · 

· 20 the first power level to the portable card, send to the 

pro~essing unit a synchronization clock signal having a first 

frequency that. is generated in accordance with a frequency of a 

carrier of a received signal, and operable to, when the-second 

terminal apparatus supplies power of the second power level ·to 
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the portable card, send to the processing unit a synchronization 

clock signal having a second frequency that is higher than the 

first frequency. 

8 .· The p_ortable card of Claim 1, wherein 

5 the terminal apparatus is either 

a first terminal apparatus that performs a polling-by 

outputting a radio wave·that includes a first polling command, 

p . . ....... · 
and 

a second terminal apparatus that-performs a polling 

10 by outputting a radio wave that includes a · second polling 

command, 

the identifying unit includes 

a judging unit operable to, "when·_~the portab;le card 

approaches either the first terminal apparatus·· o-r -the ... ,..second 

15 termin·a:1 apparatus·:·which ~s performing· a polling by transmitting 

a radio wave, judge w~ether the transmitted radio wave includes 
..-:-·:. 
l .. .. 

~·· the first polling command or the second polling command, and 

the id~ntifying unit identifies the fi~st purpose when 

the-judging unit judges that the radio wave .includes the first·. 

20 _polling . command, and· identifies the second purpose when the· 

judging unit judges that the radio wave includes the second 

polling command. 

9. A terminal apparatus which communicates with ·a portable card 
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c·,. 

, 

that contains an integrated device set to either a first mode or 

a second mode, wherein in the first mode, a predetermine~· 

process is performed and in the second mqde,. a process that 

requires ~igher security than the first mode is performed, the 

5 terminal apparatus comprising: 

a box which contains an antenna and is 

electromagnetically shielded so that a radio wave having over a 

predetermined level· of po~er does not· leak from the terminal 

apparatus; and 

10 a cqmmunicating unit operable to, after the portable 

card is ins.erted into the box, set the integrated device to the 

second mode and ·then communicate with the integrated device by 

allowing the .antenna to emit a radio wave. 

10. The·· te·rr.:'.i:;:;;Cc".1:" apparatus of Claim 9 ·further· c·omprisin,g one 

15 of: 

a first reading unit operable to read, after the 

portable card is inserted into the box, physically recorded 

information indicating authenticity of.the portable card, from 

the portable car.d; 

20 a··receiving unit operable to, after the portable card 

is inserted into the box, receive.· owner information that is 

input from an owner of the portable card and indicates 

authenticity of the owner; and 

a s~c6nd reading unit operable to read, after the 
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portable card is inserted into the box, bio-information 

indicating physical characteristics of the owner, from the 

owner, and 

the communicating unit sets the integrated dev~ce to 

5 the second mode after confirming authenticity of the owner or 

the portable card using one of the physically recorded 

information, the owner information, and the .bio-information. 

(!~. 11. A communication system comprising a portable card, a first 

terminal apparatus, and a second terminal apparatus, wherein 

l-.'· 

, 

10 ·the portable card contains an integrated dev~ce set 

to either a first mode or a second mode, wherein in :the first 

mode, a predetermined process is performed .and in the second· 

·mode, a process that req~ires higher security.than the first 

mode. is performed, , 

1.5 the first terminal apparatus inc1udes 

a first communicating unit operable to, when the 

portable card approaches the first termina·1. apparatus, set. ·the 

integrated device. to the first mode and then input or output 

data to/from the integrated device by transmitting.or rece~ving 

20 a radio wave to/from .the integrated device without contacting 

the integrated device, and 

the second terminal apparatus includ.es 

a box which .contains an antenna and is 

electromagnetically shielded so that a-radio wave having over a 
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predetermined level of power does not leak from the terminal 

apparatus, and 

a second communicating unit ope~able to, after the 

portable card is inserted _into the pqx, set the integrated 

S· device to.the second mode and then input or output data to/from 

the integrated device by transmitting or receiving a radio ~ave 

to/from the integrated device without contacting the integrated 

device. 

12. A communication method for use in a communication system 

10 comprising a portable card, a ·first terminal apparatus, and a 

second terminal ·.·apparatus, wherein 

the portable ca~d contains an integrated device set _ 

·to either"a fir~t mod"e or a second mode, wherein· in .the .first• 

mode, a predetermined process is performed and ·1n the second 

15 mode, a pro~ss. that requires higher. securi_ty __ t_han the--·first 

mode is performed, 

the first.terminal apparatus includes 

a first communicating unit operable to, when the 

portable card approaches the·first terminal appar~tus·, set.the 

20 integrated device to the·first mode and then input or output 

data to/from the integrated device by transmitting or receiving 

a radio wave to/from the integrated devic~ without contacting 

the integrated device, and 

the second terminal apparatus includes 
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a . box which contains an . antenna and is 

electromagnetically shielded so that a radio wave having over a 

predetermined level of power does not lea~ from the te.rminal 

apparatus, and 

5 ·a secorid communicating unit operable to, afte·r the 

port:able card is ·inserted into the b.ox, set the integrated · 

device to the ·second -mo.de· and then fnput or output data to/f·rom 

the integrated device by transmitting or receiving a radio wave 

to/from the integrated device without contacting the integrated. 

10 device. 

13. A terminal apparatus which inputs or outputs data to/from a 

portable card,. wherein 

the portabl~ card contains an t?tegrated d~vice set 

to either a first -mode -or a second mode, wherein in the first 

15 mode, . a predete.oni.s.""1.ed· process is performed and in the second. 

mode, a process that requires highez security than the first 

mode is performed, 

the terminal apparatus includes 

a first communicating unit operable to, when· a 

20 distance between the portable card and the terminal apparatus is 

in a range of a second distance to a third distance, set the 

integrated device to the firs·t mode ·and then input or output 

data to/from the iritegrated device by transmitting or receiving 

a radio wave to/from the integrated device without contacting 

64 



,. 

the integrated device, and· 

a second c·ommunicating unit operable to, when the 

portable card is a . first distance or shorter away from the 

terminal apparatus, set the integrated device to the second mode 
. . 

5 and th~n input or output. data to/fr.om the integrated device by 

transmitting or receiving a radio wave to/from the integrated 

device without·contacting the integrated· device. 

~ 14. A computer-readable record me~ium recording a program that 

inputs or outputs data to/from·a portable· card, wherein 

(. . . 
'(_j·: 

10 the portable card contains an integrated device set 

to either a first mode or a second mode, wherein in the first 

mode, a predetermined. process i_s performed and in the second 

mode, a process that requires higher security than the first 

· -mode·--is .. performed, and· -- ·-

15 the program·allows the computer to perform 

a first communicating step for, when a distance 

between the portable card and a terminal apparatus is in a range 

of a- second distance to.a third distance, setting the integrated 

device.to the first mode and then inputting or outputting data 

20 to/from. the integrated device by transmitting or receiving a 

radio wave to/from the integrated device without contacting the 

integrated device, and 

· a second communicating step for, when the .portable 

card is · a first distance or shorter away from the terminal 
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apparatus, setting the .int~grated device to the second mode and 

then inputting or outputting data to/from the integrated devic·e 

by transmitting or rece~ving a radio wave to/from the integrated 

device without conta~ting the integrated devi~e. 

5 15. A communication ·method used between a portable card and a 

terminal apparatus, wherein 

.the portable card contains an integrated device set 

() to either a first mode or a second mode, wherein in the first 

mode, a .predetermined process is performed and·in the second· 

10 mode, a process that requires higher security than the first 

mode "is performed, and 

.. the terminal, apparatus, when a distance between the 

·portable c·ard and the terminal apparatus is in ·a · rari9e of a· 

second.distance to a third distance,. sets the .integrated device 
. . 

15 to the first mode.- and· then inputs or outputs data· to/from the 

integrated. dev_:i.ce by transmitting or receiving a radio wave 

to/from the integrated device without contacting the integrated 

device, ·and 

the .terminal apparatus, when the portable card is a 

20 first distance or shorter away from the terminal apparatus, sets 

the integrated device to the second mode and then inputs or 

outputs data to/from the integrated device by transmitting or 

receiving a radio -wave to/from the integrated device without 

contacting the integrated device. 
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