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DESCRIPTION

A DUAL-PURPOSE PORTABLE CARD, a COMMUNICATION SYSTEM,
A COMMUNICATION METHOD, A TERMINAL APPARATUS, AND A
COMPUTER—READABLE REéORD MEDIUM RECORDING A PROGRAM

TECHNICAT FIELD

The present invention relates to a portable card.
containing an integrated device such as an IC cérd thét'performs

a radio communication with é.terminal apparatus, a communication
system; a commx_mication methéd, a terminal apparatus, ana'a

computer-readable record medium recording a program.

BACKGR D ART

Local gévernments, 'transpoﬁ:t facilities, financial .
institutions, medical institutions -or the like are interested in
maﬁ_agement of person_ai infoﬁnation using IC cards. IC cards aré '
the_ cards tha;L: contain an integrated device (also réfe'rred'to as
a ong—chip_ IC) that includes a nonvolatile memory, a processor,
an. aﬁthentication --circuit or the like. A.n IC card -conta'ining.;a -
one-chip IC'thét records personal iﬁformafion can always be
carried by the owner; The personal iﬁfomation récc’)_rded in an
IC caid is referred to as occasion derﬁands;_ Also, the

authentication circuit contained in the IC card prevents the

‘personal information- from being read improperly. Compared with-
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magnétic cards, IC cards ﬁrotect the personal_iﬁformation well
frsm improper accgsses.' Such IC cards conform to ISO'standards
which have already. been provided or will behprovided. Remote-
type IC cafds"are defined in ISOl4443,' Closé—fyﬁe IC cards are
defined in ISOL0536.

Rémoﬁe—type IC cards receive electric -power from
terminal .apparatuses through radio  waves, then integrated
devices inside fhe IC.cards are activated. -The remote—tyﬁe IC
cards are said to be suitable for the checking of commuter-

passes or management of. people entering and exiting-a facility..

For example, when an owner of an IC card holds the IC card over

a tefminal.apparatus formed in a railroad ticket gate to enter
the gate to ride on a traiﬁ, the integrated.device contained in
the IC card is activated recéiving-power-thrdu§h~radib-waves
from the terminal apparatus. When  the IC 'ca;:'d'.contains .an

authemticaticnr circuit “and " a - memory circuit that stores

: inform@tioﬁ'indicating that the IC card is used as a cgﬁmﬂter

pass, information”of é.réilway line section traveled by the card

owner, and information of a valid period of the commuter pass,

the terminal apparatus in the ticket gate coordinates with- the
authentication circuit and the memory circuit to check ' the
validity of the IC card. -When there is no problem in the travel

section and commuter pass period, the terminal apparatus permits.

‘the card owner. to enter the platform; and when .there is a

probleﬁ, the terminal apparatus prohibits the card owner from
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entering the piatfbrm.'

In the cgse'df mﬁgnetic cards used as commuter passeé,
card 6Qner§ are required to take qut a card and.let-the card
pass through a .ticket gate.- If fhe-aboﬁe.commuter paés checking
sYsteﬁ becomes prévalent,'IC card owﬁers will not.be iequired to
d& the above oberations.'_This will facilitate commuteré who
pass fhroﬁgh ticket gates using commuter passes, and relieve the
congestion at tiékets gates such often seen-at rush-hour_in
terminal stations in large cities.

A remote—type.Id card-coordinates'with a terminal
apparatus to transfer pefsonal information at a ficket gate even
thodgh there is_somé distance bétween them. . Remote-type IC
cards-_ére very useful as described above and .givé us an
impression that all'thelspecificaﬁions fof IC cards fof ménaging
personal infoi:mation may well be unified to a- remoté-type.
However, conventional.remoté—type IC cards are not suitable for
coordination with.ﬁéfminél apparatuses to deal with personal
information ﬁhich“shouid be kept secret. .A soﬁe-different typé.f

of IC card would be suitable for dealing with secret, personal

information. -

The reason'fér thinking that'remgte—type IC cards aré
not suitable for dealing with persohal information is -és
follows. _When an improperly intentioned third parfy holds an IC
card over é terminal appératus_while'fhe-terminal apparatus is

transmitting or receiving personal information to/from another
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Iic Ca£d; the third party'cén store ‘the personai information into;
the IC card. |

Also, it is possible for a commqnication apparatus
located near -a. termin;l apparatus to reéeive. personal
informa£ion transferred befween the terminai‘appaﬁétus and aﬁ IC
éard{ The coﬁmunication apparatus may be operatgd by an
improperly intentioned third party. . That ié to 'say, it is.
possible for the third party ﬁo intercepf.persénal information;‘
or alter the intercepted information and trénsmit the altered
information to the teﬁmiﬁal épparatus; .In this case, every time
a reﬁote—type IC card coordinates-with a term;nal apparatus,
there is a danger that personal information leaks. |

Considering the above, storing important personal
information ‘into a femote—tgpe ic card for ﬁuSe: is not
desirable.. .

There .is a method of storing important personal
information into IC cards while maintaining the usefulness of
the remote fype IC cards.. It is a combination—type-IC card
which iS'maae by ‘combining specifications 6f.remotejtype IC
cafds with thosg of contagt—type IC cards. Each cdntact—type IC
card has a dontact-type connector. The integrated-device:in a
contact-type IC card is-actiyated when thé IcC card-is connected
to a terminal épparétus via the connector.. After éhe IC card is
connectgd -to a' terminal apparatus, it is impossible' for - a

communication apparatus'disposed near the terminal apparatus by
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an improperly intentioned third party to intercépt personéi
information. In this caSe,'also, thg_terminal appératus-canJ

check the credibility of the card owner by checking in ihput

' code number or the like. As apparent from this, contact—type'Ic

cards -arel far - more excellent than remofe—tjpe IC cards in
security, and suitable for payment or the like.

Connectors in contact-type iC cards may,.however, be.
smearediér wet. . This would reduce.theiconductivity of the
connectofs. Therefore, owners of combiﬁation—t&pe IC cards are

réquiréd to treat, keep,'or'éarry the cards carefully to protect

‘connectors from such problems. This puts a constant burden upon

the éard owners.. Also the cé;d owners should carefully insert
or remove IC cards so that the cards are not damaged.. This .
makes the card owners nervous whenever they ﬁse the IC cards:.
Supﬁose each card  owner feels nervous when he/she insérts or
remov:-a'combinatiqn—type IC cafd into/from a cash dispenser in
a financiai institution, it takes a lot of time fgr each one to
perforn[.payﬁent.- When this- happens, a. long'.line of tcash
dispenser users_ma§ be made before each cash dispenser on days :

when banks have a-lot of cash dispenseiuusers for payment.

In addition to the above, when a combination~type IC - -

card is repeatedly made contact with terminal apparatuses, both
ends of a connector are worn out, resulting in a faulty
connection. If maintenance is fréquently required for both the

cards and terminal apparatuses due to such faulty.connections,
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financial institutions having cash dispensers may not introduce

the'combinapidn—type IC card.

D L RE INVE N..

it- is fhérefore the first object..of the present
.invention to prQVide a duai-purpose portable card uéed for{ for
exaﬁplé,_éayment oripasging through a ticket gate, without being
electrically céhnected using a connector.

It is the second object of the present invention to
provide a portable card thét allows the owner of the card to
switch between two purposes of the card,'such'as ?ayment and
paséing through a ticket gatef ‘

It is the third object of the present invention to.
?prdvide a portable card that can be switched between é’purpose

requiring a heavy-load process and a purpose requiring a light-

.load process.

The first -obﬁect is fulfilied -by a dual—purpbse
portable card; the portable card comprising an integrated deviée :
which includes:. an identifyiné' unit ‘operable to, when .the
portéble.card approaches-a tefﬁinal_épparatus,nidentify either_
a first purpose or a second purpose for which the portable éard
is used}'baéednbn'aﬁfadib wave.transmitted from the ﬁerminal
apparatus; é proée;sing unit operablé to perform é.first process

when the portable card is used for the first purpose and pefform

' . a second process when the portable card is used for the second

Y
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purpose; and a communicating.unit operable to perform a non-
contact-type data input/output between the terminal‘apparatus
and the proce551ng unit by performlng radio communlcatlon with
the termlnal apparatus when the portable card is used for elther

of the first purpose - and the second purpose.

With the above'éonstruction, when the dual-purpose

- portable card isz,a combination-type IC: card used for, :for

ekaﬁple; payment and passing through a ticket gate, a switching
between the two purposes and recognition by the terﬁinal
apparatus are done in_accordance.with~the radio wave transmitted
from ﬁhe terminal apparatus} In doing so; the.card owner is not
required to insert of-remove a connector, fer example. As a

result, the.portable card of. the present invention is highly

~useful.

Also; when the first purpose and the second purpose
require difﬁera“t'-pchesses _to.nbe .done,. data inpﬁt/output
between the portable card of the present inventioa ‘and the
Eerminal apparatus for either purpose is performed thfouqh a
radio communication. _There is no need of connecting a.conneCter.
to fhe'card._ As-understood'from this,*the:e is no need of
worrying about abrasion of a conneetor or faulty eonnecfiop in-

terms of the ‘portable card of the present invention since

~connection using  a "connector 'is - not required in switching

between the two purposes or in inputting_or'outputting.data..-No-

maintenance is required for the portable card and the terminal
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apparatus. -This_makes the paYment work or checking at the
ticket gate ecdndmiéal, ‘ )

Furthermore,. the portable carq of the present
invention can eommunicate with the termieal apparatus even if it
is emeared or wet.r'As.apparent from this,'fhe portable card
oeeretes normaily-even if it ie treated.somewhat roughly( and
the owner-of the card need not worry about how to carry or~s£ore
the portable card. .

The second object of the present .invention is
fulfilled by the above ﬁorfable card, wherein.fhe identifving
unit includes:. a judging' unit operable to judge' that' the
porﬁable card is used for the second purpose when the portable
card is a first qistance or.shorfer away .from the terminal
abparatue,.and judge that the portable card is used for the

first purpose when a distance between the portable: card and the-

~terminal apparatus is in ‘a range of a second distance to a -third

" distance.

With .the ebove construction, the owner of the portable

- card,. can use. the portable card for the second purpose by’

bringing it close to the terminal apparatus, and can use it for-
the first'pﬁrpose by keeping it at a distance from the terminal

apparatus. This facilitates the card owner since the card owner

~can switch between the two purposes by changing the distance

between the portable card and the terminal abparatus..

The third object of the present invention is fulfilled
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by the above 'pbrtable dard,: wherein"the. integrated device

receives a power supply from the terminal apparatus, the power

the terminal ;pparatus supplies to the integ;ated dévice changes
aécording to the distance beﬁween therortable caﬁd And.tﬂe
terminal apparatué,.the identif?ing unit inciudes a'comparing

unit'operable fo cémpare a received ﬁbltage of a radio wave
received by an aﬁtenna with a.predeterﬁined threshold &alue, énd'
the judging unit.judges thét the portable card is the first

distance or -shorter away from the terminal apparatus when the

. received voltage is higher than the predetermined threshold

value, and_judges'that the distance between the portable card.
and :the terminal apparatusl is in the range.of the second
distance to the third distance. when the_received.voltage-is.
lower than the éredeterminedlthreshold value.

With the above construction, the--purpose of. the
portable c;rd.cap be switchgd in accordance with_the power
received'by the integrateﬁ device. That is to say, either the
first procesé or the'second.process is selected according tthhe'
loadhaﬁd the ?ower'consumption required for -the -.process. More
particu;arly; péyment{ whiéh requires higher cogfidéntialnéss
than checking at a.ticket'gate, has a larger_load-due.td mu;ual
authentication or data eanyptioﬁ to provide higher security,

can be performed when the portable card is the first distance or

‘shorter away'from the terminal apparatus when the portable card-.

_recei&es higher power from the terminallapparatusf
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Also,.the portable card need not have a battery since

the integiated device receives a power supply from the terminal

apparatﬁs.. As a result, the portable cerd is lighter and
simpler then conventional ones. -

In the above poftable'card,'ﬁhe terminal apparetus may
be either a first terminal apparatﬁsiﬁhae outputs a radio wave
haﬁing pewer lower than a first power level to-the portable.
card, or;alsecond terminal epperatus that has an antenna in an
electromagnetically shielded box and outputs a radio wave having

power. of a second -power level that is twice the first power

level or_higher, to the portable card in - the box, and the

predetermined threshold: wvalue 1is determined ~based on. (1)
receive@ power of a ra@io wave that.hes'power of the first power
level and is received when'the distance between'thelportaﬂle
card ‘and the:.terminal apparatus is in..the range of the second .
distance to the third distance and (2) received power of e:radio.
wave that has power of the second power level and is-reeeived
when the dietence between the portable card and the terminal
apparatus is the first'distance or shorter.-

With the above'constrﬁction, since the second terminal
apparatus :haSz' a device thae is arranged (e.g.,-
electromagnetically shielded) to_prevent leakage of a radio
wave, and the portable «card is .inseftea - 'into- the
electromaénetically' shielded device, pefsogal information

transferred between the terminal apparatus and the integrated

10
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device 1is prevented ffoﬁ beiﬁg-intercepted by ah imprbpérly
intentioned third party. Since the secéad process péiformed in
the close mode. can handle perSonal information that_requires
high security. | According;y, the integrated device can_
coordinatéiwith the ferﬁinal aéparatus to process the personal
inférmation..wifhout 1contactin§ the. iaternal .circuit of the-
terminal apparatus. Accardingly, the - portable card of the-
éresent .invention not only coordinates with the terminal
apparatus through a communication in the remote mode as
conventional ' portable carda_do,'buf performs a process ﬁor
payment which has ‘been thought unsuitable for such a card from
the &iewpoint‘ofﬁsecurity. That is to say, ona portable-card of
the present invention inciudes all.personai informatioﬁ required_
for the two purposes.

Also; the paower .supplied from.the.firstwtarmina1.
apparatus can be aa.low as conforms to the domestic law such as
the Radio Law. Accotdingly, the portable  card can coordinata
with the terﬁinalnapparatus ﬁiﬁhout violating laws, keeping a-
necessary distance between them. |

In the abéVe_portable card, the second purpose may
dea; with mbre‘coafidential.data.than'the firsf purpose, the
first process. includes at least one of -an encryption process for
encryﬁting dafa. using a first encryption key, -a decrypt;oa :

process for decrypting data using the first encryption key, a

‘certification process for certifying, in response to an

11
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authentication process performed by the terminal apparatus,

authenticity-bf'the portable card using thé first éncryption
key, 'énd. an .authentication process for _authenticating the
términal apparatus uéing the first encryptipn.key, the second
proceSS inclﬁdés at ie;st oné of-an.encryptidn process for
encrypting daté using a Sécond encrypfion key which provideg'
higher-sécurity than the first encryétibn key, a decryption
process for decrypting data using the second encryption key, ‘a
certification proéess for certifying{ “in respoﬁse- to aﬁ

authentication process pefformed. by the terminal apparatus,

- authenticity of the portable card using the second encryption -

key, .and an authentication process for authenticatihg the

terminal apparatus using the second encryption key, the second

‘process has a heavier processing load than the first process,

and the“secoﬁd-pewer level is determined based on an amount'of
power coﬁsumed when the-processing unit performs the. second
process. |

Wifh the above construction, an encryption key .

providing_higher security is used for the second purpose for

-which-highe# security.is required. As a result, the portable

card of'tﬁe present invention not only coérdinatés with the"’
terminal apparatus Fhrough a communication-in-the remote mode as
conventional portable cards do, bth performs a. process for
payment which has been thought unsuitgble for such a card from.

the viewpoint of security. That. is to say, one portable card of

12
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the prgsent invention includes ail persohal'information required
for the two_purposes.'

.In the above portable card; tﬁe integrated deVice may
incihde a stérage unit which inciudes (1)_a first érea for -
storing.datélﬁhat is used only for the firét-pqrpose and (2) a

second area for storing data that is used only for the second

purposé, .the =~ communicating  .unit includes a

. transmission/reception .unit operable to receive a command issued

by the terminal apparatué_and transmit data to fhe terminal
apparatus using wireiess ébmmunication; thg'processing unit
includes an access managing unit operable  to, when the
ideﬁtifyinq unit has.identified either. the first ox second
purpose, permit eithe;_the first or second area cdrresponding to
the idéntified'purpose to be accessed and proﬁibit the othefi
areas -from being_aécessed, a decoding unit opefabie to.decode
Fhe command received by the transmission/reception.unit, .and a
memory access unit operaﬁié to, when the Aécoding unit detegts

that.the comﬁand is a.read command aé a result of the decoding,

rea@;a-piece-éf déta specified by.the read command from éither-
the first or second area and instruct the transmissioh/reception.
unit'to.t;ansmit'the piece-of data, and opefable to, when the

deéoding unit detects tﬁat the comménd is a write command.és a.
result 6f the decoding, write a piece of data speéified in'tﬁe
write command to the first or second area.

With the above construction, the portable card permits

13
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accesses to only a specific area for a predetermined purpose and
prevents accesses to the other areas. chordihgly; even_if
personal information that requires hiéh security.is stored in

the'second area, it is'impossible for an improperly intentioned

third party to intetcépt radio communication with the portable

card while the bortable card is normally.carried by.the:owner;
: In the above portable card, the integrated device may.

include a synchronization clock signal-genérationiuhit operable
to, when the first terminal apparatus supplies power of the
first power -level to thé péftable cafd;.send to the processing
unit-a synchronization clock signal having a. first frequency
thaﬁ is genefated.in'accordance with a frequency .of a ‘carrier of -
..a received signal, and.éperable'to,.when the second te:minal

apparatus ‘supplies power of -the second.-poﬁer' levei to - the

. portable card, send to the processing'unit a synchronization

- first freqﬁency.

.With the abové construction, as the power supply :
incfeases, éhe frequency of the synchronization clock signal
increa;eé.'-This_enables the3integrated.de#icé to opéfate at
high speed. ~ Also, sinée the second circuif is actiwvated 5y the
 synChronization_clock signal having hiéh frequency; a multi-OS
sof;ware program such as-the qava cafd is.applicaﬁle.

The-above objécts are also.fulfiled by a terminal

apparatus which communicates with a portable card that contains

14 .
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an integrated device se; to eithe; é first mode or a second
mode, wherein in the first mode,:a predetermined ﬁrocess is
performed and in the second mode, a process.?hat requires higher
security than the first modg. is perfo;med,. the terﬁinal

apparatus comprising: .a box which contains an antenna and is

electromagnetically shielded so that a radio wave having over a -

predetermiﬁed level  of power does not leak from the terminal
apparatus; and a. communicating unit-.operablé to, after thé
portable.card is inserted into the box, set thelinfegrated
device to the second. mo&e' and then communicate with the
integrated.'deQice by g;lowing’ the antenna to emit a radio
wavé;

With the. above' construction, since the terminal

-apparatus - has' a device that -is arranged (e.g.,

wave, and the -‘portable- card 1is inserted into- the

electromaghetically shielded device, personal information

. electromagnetically -shielded) to prévent leakage of .a radioc .

transferred. between the terminal apparatus and the integrated -

device is prevented from. being intercepted by an improperly
intentioned third.party. ' Since the second mode-perfo:med in the
close mode can handle‘peréona; information that requires high

security. Accordingly, the integrated device can coordinate

.with the terminal apparatus to process the personal information

without contacting the internal circuit of the terminal

 apparatus. Accordingly, the portable. card of the presént

15
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invention not only cobrdinates with the terminal apparatus
through a communication in the remote mode as co;lventiona"l
péftable cards do, -but performs a process for payment which has
been thougﬁt unsuitable for suéh_a card from the viewpoint of
sécuritf. That is to say; one portable card of'thé presént
invention incluﬁes all personal information required for the twb
purposes;

| The-abové”terminal apparatus may further comprise one
of: a first reading unit operable té read, after_the portable
card is inserted into the Eok, phyéically recorded information
indicatiqg authenticity of the portable card, from the portéble
card; a receiving unif operable to, after the portable-cafd is
inserted into the box,.receive owner. information that is input.
from an owner of the portable card and indicates authenticity of
the owner; and a second ‘reading unit operable to read, affer.the
porfable _éard ais inserfed into the box, bio-information

indicating7'physical characteristics of -the owner, from the

. owner, and the communicating unit sets ‘the integrated device to

tHéLSecond.mode.after confirming authenticity of the owner or
the portable card ﬁsing one of' the physically" recordeq
information, the owner inférmation,‘and the bio-informatidn.
With the ébove.construction, it is possible-for the
termingl apparatus to check the authénticity of.the portable
card and the-card owner using any combination of (a) information.

physically recorded in the portable card, (b) owner information,

1§
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and (c) bio-information of the portable card owner.  This

_pro%ides high—level'authéhtication and prevents counterfeit of

the portable card. .

BRIEF DESCRIPTION OF DRAWINGS
o FIG.'lA shows an appearanee of the IC card 1 in the

embodimeﬁt.. |

FIG. 1B shows the size and internal structure.of the
IC card 1 in the embodiment. |

FIG. 1C shows-eniarged sides of the IC card.

FIG. 2 shdws the internal structure of the one-chip
IC 3.

FIG. 3 shows an ASK-modulated waﬁe.

FIG. -4- shows: an . internal .structure- of thg power
reproduction circuit 7.

FIG. 5 | shows an internal structure of- the

synchronization clock signal generation circuit 14.

FIG. 6 is a Venn diagram used for explaining the

concept -of storing the personal information in the nonvolatile

memories 12 and 13.

FIG. 7 shows an internal structure of -the controllerxr

FIG. 8A shows an internal structurée of the enable

signal generation unit 29.

FIG. 8B shows outputs of the enable signél generation

17
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unit 29 in a table format..

FIG. 9A shows an internal structufe of the selection
signal generation unit 34.

FiG. WQB_ shows outputs of the selection signal
.geheration ﬁnit 34-in a table format.

FIG. 10 shows an internal struéture of the cash
dispenser-GO.

FIG. 11A shows an internal structure of the selection
signal genératioh unit 42a.

EiG. 11B shows :Qutputs of the selection signal
generétion unita;Za'in a2 table format.

FIG. 12A shows an interﬁal structure of the enablé
signal generation unit 42b. - -

FIG. léB shows outputs of the enable signal géneration
unit 42b in a table format. |

FIG. 13 shows the automatic ticket gate 48 that has
the first ﬁérﬁinélnapparaﬁus. |

FIG. . 14 shows an internal structure of the first
terﬁinal apparatus.

FIG. 15 shows that an owner of the IC card 1 takes out
the IC card 'l from a pocket and hélds-the IC card 1 Qvér an
antenna of the fifst terminal apparatus;

FiG; 16 shows a éommunibation protocol exécuted by.the

controller 55 of the first terminal apparatus and the controller

- 5 of the IC card 1.

18
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FIG. 17 is a sequence diagram showing the mutual
authentication between the first terminal apparatus and the IC

card.

FIG. .18 shows an example of the second terminal

apparatus used as a cash dispenser.

FIG. 19 shows a dedicated box 65 having an antenna.

FIG. 20 shows how the IC card 1 is inserted under the

- loop antenna by the second terminal apparatus.

FIG. 21A shows thaf the IC card is close to the loop
antenna 66 of the second téfminal appaiatus.

FIG. 21B shows that radio waves are generated as
indicated by arrows y2 and y3 while the IC-card is close to the
loop antenna 66 of the second terﬁinal apparatus.

FiG..Zlc'showé that the IC card 1 has béen-inserted
into the second ferminal apparatus so that the IC card l'is in
contact with.the ioop anteﬁna_GG.

FIG. 22'shows'an inéernal strﬁcture'of the second
terminal_appératus.

‘FIG. 23 is.a flowchart showing the procedure of.the |
controller 73 of the secbnd té;minal apparatus..

FIG. 24 shows how the controller 73 of the second
terminal apparatus coordinates wifb the-controller-7 of the IC

card 1.~

FIG. 25 shows a mutual authentication performed

between the first terminal apparatus and the IC card.

19



10

15

20

25

BEST MODE FOR CARRYING OUT THE INVENTION

The following is a description of an embodiﬁent of the

- present ipvention, namely an IC card 1 which is a portable card

including an_integr%ted device. FIG. lA'showé an appearance of
the IC card i. FIG.. iB shows'the.size and internal structure of.
the IC card 1.-.As shown in FIG. 1A, -the IC card 1 coordinates
with a dedicated card reader/writgr 100 (hereinafter referred to -
as R/W 100) when they are several cﬁ-to 10 cm away from each-
other. As shown in FIG. 1B, the IC card.l is 53.98 mm wide,
85.60 mm long, ‘and 0.76 ﬁm fhick (this dimension conforms to the
ISO card size defined iﬁ ISO/IEC 7810). Thé owner of the IC
ca:dll can,-as shown in FIG. 1A, hold the card with.fingers. On

the surface of the IC card 1, a character sequence indicating an

1 identification_number is. embossed (“NO;181319 AAABBB*-in FIG.

1A). As shown.in FIG. 1B, inside of the IC card 1 includes: a

loop antenna .2 with 4-5 turns; and a one-chip IC 3 being the

: intéérated.device} It should be noted hére that the IC card 1

is only 0,76.mm thick and cannot contain a battgry Sr a power
circuit. FIG. 1C showé enlaigéd sidés.of the IC card.: Aéi
understood froﬁ FIG. lc,'no.cénnectors: pihs or the like that
electrically'connecf to the loop antenna 2 or tﬁe bne*chip ic 3 -
are formed on the sides of the IC card, and the sidgs are sealed
to prevent.metals or the like from being eqused oﬁtside the IC
card. Since the IC card does not héve any connectors,'piné or

the like, the one-chip IC 3 is driven by receiving power by
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radio waves from a terminal_apparatus via the loépﬂantenna 2.

 Now, the internal structure of the oné4chipiIC-3 will
_be-dgscribéd. FIG. 2 shows thé internal.st;uctuie_of the.bne—
chip IC 3._ As shown in FIG. 2, the one-chip IC 3 includes an
ASK demodulation-ciréuit 4, a controllér 5,. aIEPSK-modulatiqn
circuit 6, a pbﬁer.reproduction éircuit 7; a switch'8, a switch
9, an 'ehcryption' circuit 10, an encryption <circuit 11, a
nonvolatile memory 12,. a nonvolatile memory 13, and a
sYnchronization cléck signal generation circuit . .14.

The ASK (Amplitudé Shift Keying) démodulation circuit

4 demodﬁlaﬁes, by the envelope demodulation, a modulated wa?e
(radio wave) induced in the loop antenna é, énd outputs NRZ
(Non—-Return-to-Zero) data-supgrimposed on. an envelope of the
modulated wave to fhe controller 5. FIG: 3 shows:a ﬁodulated'
wave modulated by~the.ASK demodulation cirfcuit 4. As shown.in :
FIG;"Br-the.envelgpgwshape.of_the carrier of the ASK-modulated -
wave indicates data sequeﬁce‘@lOlllOlK The wave shown in FIG.
3 has peen.ﬁodulated with the “ASK10%" method which produces a
wave in which a ratio of the maximum amplitude to the minimum
‘amplitude is 'aﬁproximately 10:9. . In the..ASKIO%, the peak
difference between the center frequency-énd the data frequency.
is felaﬁively iarge, and the electric bower provided by the
terminal apparatus is high. Furthermore, the daté sequence in
the modulated wave.is transferred to fhe IC card 1 at a transfer

rate - of 10-424 Kbps. The data transfer at this rate is much

21



10

15

20

25

faster than the transfer rate at contact-type IC cards (9600 bps
as defined in IS07816 an& IS010536). As é result, the IC card
1.can_ihput and output daté at high speed‘énd.process a lérge
aﬁpunt_of data éer unit time.

The.controliér 5 (1) manages'mddesfof'the IC card 1,

" and (2) accesses the nonvolatile memories 12 and 13. The modes

managed by the controller 5 include: a remote mode which is-
activated whén the portable card is disposed at a location
several cm to 10 cm away from the terminal apparatus; and- a

close mode which is ‘activated only when the portable card is

- close to the terminal apparatus with a distance of 0-5 mm in

between while the .integrated device - does not contact the
internal circuit of the terminal apparatus. In. the remote. mode,
the contrcller 5 sets signal CEl output to the nonvolatile

memory 12 to high level, and-signal'SEl output to the encfyptiqnmﬁ

.circuit 10 to high level. In the close mode, the controller 5

sets signai CE2 output to the nonvolatile memories 12 and 13 to

" high level, and signal SE2 output to the encryption. cixcuits 10

and li'to high level. .

In .the ‘memory access by the controller '5, - the
controller writes déta-to'the non&olatile memory .12 or 13 in
accordance with a comménd received from Fhe terminal apparatus

via the loop antenna 2 and the ASK demodulation circuit 4, reads

" data from the nonvolatile memory 12 or 13 in accordance with a

command received from the terminal apparatus via the 1loop
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antenna 2 and the BPSK modulation circuit 6, and outputs - the
réad data;via the BPSK modulation circuit 6 and the ldbp antenna -
2.  In the close mode, importaht personal informaﬁion is input
or oﬁtput. The data received from the termiﬁél apparatus is
therefore enérypted; and.the encrypted data.is deérypted or re-~ .
encrypfed by“tﬁe encryption circuit 10. The deérypted or re-
encrypted data is written onto the nonvolatile :memory 12 or
13.

The BPSK (Binary Phase Shift Keyiﬁg) modulation
circuit 6 modulates the-daté sequence output from the controller .
5 with the load-switching method, 'sub—modulates -the: data

seqﬁence with the BPSK method.using a sub-carrier ‘of 847.5 Khz,

- and outputs the result-to the terminal apparatus. Since the

BPSK modulation circuit 6 performs the modulatioh. with a
different method from .the ASK..demodulation_circuit. 4, £he BPSK
modulatioﬁ circuit 6 can radio by receiving power from the ASKE
médulated waves. | |
_The power.reproduction circuit 7 obtains constant-
voltage by rectifying the ASK-modulated waves, and supplies.

power to the ASK demodulation circuit 4, controller 5, BPSK -

- modulation ¢ircuit 6, encryption circuit 10, encryption circuit

11, - nonvoLatile memory 12, nonvolatile memory 13, and
synchronization clock signal generation circuit 14. FIG. 4
shows the internal structure of the power reproduction circuit

7. - As shown in FIG. 4, the power reproduction circuit 7
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includes four dioedes and one capacitor, and is composed of a
diode bridge circuit 15 and a 3—terminal'regulatof 16:'where the
dibde briage circuit 15 rectifies an ASK;modplated wavé'induced
in ﬁhe loop antenna 2,-and thelé-términai regulator 16 coﬁve;ts

a signal outppt'frdm the diode bridge circuit 15 into a constant-

voltage of, for example, 3 V. Here, the power supplied from the

terminal apparatus through the ASK-modulated wave increases or

decreasesldepending on the distance from the terminal apparatus.
That is to say, the shorter the distance;frmm the terminai
apparatus "is, the hj.gher '-the voltage qutput from - the diodel
bridée circuit 15 is. In other words, thiS'voltage (repiesénted
as Vdd) output to the controller 5 changes as the amplitude

changes. . When the IC card 1 is used in Japan, the power

supplied by the power reproduction cifcuit'7 through radio waves

.in-the remote mode should be lower than 10 mW. This is because .

transmitting radio waves of 10 mW or higher without permission -
is banned by the Radio- Law. In contrast, the power supplied

thrdugh radio waves in the ciose mode can be 10 mW.or higher.

- This is-because in the close mode, the loop antenna 2 of the IC

- card 1 is close'tq_the anténna of the terminal.apparatus in a

boxlwhich_is electromagnetically shielded."

The switch '8 is open in the remote mode, and is closed
for condpction oniy when the controller 5 sets siénal SE2 to a
high level. When the switcﬁ 8 is closed for cbnduction,-thé

constant voltage generated by the power reproduction circuit 7
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and the synchronization clock signal'_genérated by the

synchronization clock signal generation circuit 14 are supplied

to the nonvolatile memory 13.

The switch 9 is open in the remote mode, and is closed

- for conduction only when'the-¢ontrdller S.sets signal SE2 to a

high level. When the switch 9 is closed for conduction, the
constant voltage generated by the pdwer reproduction circuit 7-

and. the synchronization clock. signal generated by the

synchronization clock signal generation circuit -14 are supplied

to the encryption circuit 11.
The encryption circuit 10 is used for mutual

authentication between the IC card 1 and the terminal apparatus

‘after the IC.card 1.approaches the terminal apparatus and the

one-chip IC 3 is activated in the remote mode. The encryption

circuit 10 is also used for encrypting- sécurity-required data

.when the data is transmitted or received between the IC card 1

and the terminal apparatus after the .one-chip IC 3 is activated

in the close mode. That is to say, when a data sequence

obtained by demodulating a radio wave has been encrypted, the
encryption circuit 10'decrypt$ thelencryptéd data seduence and
outputs it to the controller 5. - Aléo, when necessary, the
encryption ci:cuit 10 further encrypté-a piece.df encrypted data
using another key aﬁd outputs it to the cdntroiler 5. The -
encryption circuit 10 performs encryption using the secrgt-key

encryption, DES  (Data Encryption Standard) encryption, Tr-DES
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encryption or the like.
The encryption. circuit 11 is used for mutual
authentication between the IC caid 1 and the terminal .apparatus

after the IC card 1 becomes close to the terminal apparatus ang

the integrated device is activated in the close mode. The

encryption-ciréuit 1l.performs-encrypti6n using the pubiiq—key
encryptioh (the elliptic curve encryption or the RSA: (Rivest,
Shamir, Adleman) encfyption);l

The nonvolétile memory 12 is achieved by a rewritable
ferro-electric memory, FeRAM, or EEPROM having capacity of 15
byteé, and stores personal information used in the remote or

cloée mode. Such information -is read or written from/to the:

._nohvolatile-memory 12 when signal CEl or CE2 is outpuﬁ.

'The'nonVolatile memory 13 is achieved by a rewritable °

ferro-electric memory, FeRAM, or EEPROM having capacity of'16

bytes, and.stores personal information used only in the close

mode. ° The information is read or written from/to the
nonvolatile ﬁemo:y 13 Qhen signal CEZ.is output.

The -personal inférmation is stofed in the nonvolafile'
memories 12 anq.i3 as follows.. FIG. ‘6 is é Venn diadram used
for explaining the concept of storing the personal'infqrmation
in the nonvolatile memories 12 and 13. In FIG. 6, subset A is
a set of personal information used only in the remote mode,
subset B is a'set of personal'inforhation used only in the close

mode, and subset -C is a set of personal information used in both
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the remote and close modes. The nonvo}atile memory 12 stores

 the subsets A, B, and C. Thé'nonvolatile memory 13”stores the

subsets B.

ﬁhen the IC card 1 is.a'bank card, thé bal;ﬁce is
assigned to the subset C, a.large sum of payment that is highly
secret information is assigned to the subset B, and a small sum
of payment that iS~éasy to handle is assigned to the subset A.
When the IC card 1 is  a resident .cérd issued b§ a local
government, the néme and address are assigned to the subset C,
personal information, - such as. family registration: .and
withholding tax, that is highly secret information iS'assigned
to the ‘subset B, and informati§n of tennis courts or meeting

rooms .reserved by the owner of the card that is easy to handle

‘is assigned to the subsef C.

'The'Syhchroni;ation clock signal generation circuit
14 obtains a synch;onizétion clock signal-ﬁrom-the ASK—modulatéd
wave, and éupplies ﬁhé AéK-modulated wave to the conﬁroller 5,
encryption ciicuit 10, encryption'circuit-ll, nonvolatile memofy
12,Lénd nonvolatile memory 13. FIG. 5 shows the -internal .-
strﬁqture of the.synchronization clock signal.generation circqit

14. As shown in the drawing, the synchronization clock signal

~generation circuit 14 includes a comparator 17 and a frequency

divider 18, where . the comparator 17 compares the amplitude
voltage of the ASK-modulated wave with a certain threshold-

voltage to obtain-a pulse signal having the frequency f1l of the

27



10

15

20

25

carrier, the frequency divider 18 divides the frequency fl of
the pulse signal into N/M pieces and outputs the pieces as a

synchronization clock sighal, N being an integer of 1l ox higher;

‘M being an integer of 2 or higher more, and relationshi'p

represehted as N<M being satisfied. <The frequency division

ratio used by the frequency divider 18 is set to Pl when signal

. SE2 output 'front'the controller 5 is a low 1level; ‘and the

frequency division ratio is set to P2 (P2>P1l) when signal-SE2

output from the controller 5 is a high 1level. When the

frequency of .the carrier is 13.56 MHZ, the frequehcy division

ratio Pl should be a value that satisfies the condition that the
freqﬁency of the”synchroni;ation clock sigmal (P1 X 13.56 MHZ) .
is 1 MHZ or lower, and the frequency division ratio.P2 should- be .
a value that séﬁisfies £he.condition tﬁat the frequenéy of the

synchronization clock signal (P2 X 13.56 MHZ). is higher than 2

.MHZ .

The clock sighal frequency is set as described above

.since -the clock signal frequency affects the power consumption -

of the integrated device. That is to say, since in Japan,  the

-power. supplied in the remote mode through radio waves should be

lower than 10 nW, the frequency of the synchronization clock

signal obtained by the synchronization clock signal generation

- circuit 14 by dividing the frequency fl of the pulse signal

should satisfy the condition that the power consumption of the

integrated device is lower than 10 mW. The above frequency of
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‘1 MHZ or lower satisfies this condition. " On-the contrary, since

in Japan, the power supplied in the close mode thréﬁgh radio
waves should Se 10 putl 'or higher, the frequency of the
synchronization clock. signal obfained by the synchronization
clﬁck signal generation circuit 14 bi'dividing tﬁe frequencyifl
of the'puise;siénal should satisfy the condition that the power
coﬁsumptibn of the integrated device is 10 mW or higher._ The

above frequency of.higher thaﬁ 2 MHZ satisfies this condition.

As understood from above, in the close mode, a synchronization

signal having a frequency two times as high as the remote mode
is supplied. Therefore, in the close mode, the integrated

device can operate at a speed two times .as high as the remote

mode. - -

Now,  the internal structure of the controller 5 will
_be. desgribed. - FIG. -7 shows ﬁhe internal. _'s'tru'ctu;:e' of the
controller 5. As shéwn in the drawing,” the controller 7

.includes a-voltage comparison circuit 19, a memory control unit

" 20, an.encryption control unit 21, an MPU 22, and OR circuits 23

to- 26

The voltage comparisén circuit 19 compares Voitage vdd -
output from the diode bridge circuit 15 with the threshold wvalue
4V to judge which of them is higher, and sets the operation mode .
of the IC card-1l to either the close mode or the'remote mode.
That is to say, when the voltége vdd is higher than fhe

threshold wvalue, the voltage comparison circuit 19 sets the:
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operation mode to the close mode and sets the SEL signal to the

"hlgh level, and when the voltage Vdd is lower than the threshold

value, the voltage comparlson c1rcu1t 19. sets the operation mode

_to the remote mode and keeps the SEL 51gnal at the low level.

Theé memory control -pnit 20 includes .an' addteSs.
generation unitf27, a date controi unit 28, and an. enable signal
generation -unit- 29, where the address generation unit 27
controls addresses of the:qonvolatile memories 12 and 13 iﬁ
accordance with an instruction from the MPUm22, and the data
control unit 28 controis data reading or writing from/to- the
nonvolatile memories 12 and 13; FIG. 8A’shows.the intefnal.'
strﬁcture of the.enable signal generation'unit 29. In FIG. 8A,

the switch signal CE is (1) set to the high level when the MPU

22 refers the sw1tch1ng between the remoté mode and close nmode

Q;the'voltage'comparlson circuit 19, -and - (2)- set to the low
level when MPU 22 performs the switching between the remote mode
and close mode by iteelf.

| -.Tﬁe MPU 22 perxforms the switehing between-the remote
mode and close mode by itself in the following cases. While the
vqltage,comparisdn-citcuit';g performs the ewitching,_the IC
card is-reeeiving radio waves other tﬁan those from. the terminal

apparatus. In this case, wheq the voltage Vdd at the ‘diode

bridge circuit 15 becomes high occasionally, the operation mode

may be switched to the'close mode by. mistake.  The MPU 22

performs-the switching by itself when it is expected that. the
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switching is performed erroneously as above. FIG. 8B shows in

a table format how signals CEl and CE2 are set in accordance

_with'the.combination of thé switch signal CE, Vdd, and threshold

value. The enable signal gene;ation-unit 29 includes an AND
circﬁit'BO and an ANﬁ circuit 31. The AND ciréuit Sd performs
an AND operatidn using'thezswifch signal CE.and the SEL signal
output frbm the voltage comparison circuit 19{ and sets signal
CE2. to the high level when.both the SﬁL signal and thé switch .
signal CE are the high level so that the ﬁonvolatile memories 12
and 13 are selected (see the row of CLOSE MODE in FIG. 8B). The
AND éircuit.31 performs an AND operation using the switch signal
CE énd an inverted-value:of the SEL signal, and sets signal CEl
to the high level when signal SEL is. the low level and the

switch signal CE is the high level so that only the nonvolatile

'mémory 12 is selected {(see the row of REMOTE MODE' in FIG.  8B). -

‘The encryption control unit 21 includes a data control
unit 33 and a selection signal generafion unit 34. The data
control. unit 33 controls the data input/output from/to the.

encryption circuits 10 and 11 in accordance with an instruction'

-from the memofy control.circuit 20. FIG. 9A shows the internal

structure of the selection signal generation unit 34. FIG. 9B
shows in- a table format how the signals SEl1 and SEZ are set ip
accordance with the combination of the switch signal CE, Vvdd, -
and threshold wvalue 4V.- As understood from these drawings, the

selection signal generation unit 34 is similar to the enable
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signal generation unit 29. The selection signal generation unit

34 includes an AND circuit 35 and an AND circuit 36. The AND

circuit 35 sets Signal:SEZ to the high level when both the SEL

'signal and the switch signal CE are the high level so that the

encryption circuits 10 and 11 are selected (see'thé row of CLOSE
MODE in FIG. 9B). The AND circuit 36 performs- an AND operation

using the switch signal CE and an inverted value of the SEL

- signal, and sets signal SEl1 to the high level when . the signal

SEL is theé low level and the switch signal CE is the high level
so ‘that only the éncryptionscircuit 10 is selected (sée the row
of REMOTE MODE in FIG. 9B).

?he MPU 22 has én internal structure shown in FIG. 10,

and includes: a .flag storage unit 37 storing a flag that

indicates whether the MPU 22 refers the mode switéhing to the

voltage cgmparison_circuit 19 or performs it by itself; 'a switch

signal output unit 38 for setting the switch signal . CE to (1)

the high level -when the MPU 22 refers the switching to the

.véltage comparison circuit 19, and (2) the.low level when MPU 22
.pérﬁorms the switching between by itself; a command buffer 39

for, when the BPSK modulation circuit 6 outputs an_NRZ;data-

sequence, taking in  the NRZ data sequence as a command; a
command analysis unit'40 for analyzing the déﬁa sequence taken
in as_a'cmmmahd; a memory access unit_41 fof accessing the
memory in accordance with the result of the analysis by the

command analysis unit 40; a selection signal- generation unit-4éa
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for outputting signals SE1 and SE2 when the flag indicates that

the MPU -22 performs the switching by itself; and an enable

'signal generation unit 42b for outputting signals CEl and CE2

when the command indieatee'.that the MPU 22 performs the
switching'-by itself. fhe nanufacturer of tne ic eard 1
determines at ehippingrwhethet'the mode switching is to be
performed using a command or eleetric power. - The command used
for the mode switching is a poiiinglbommand which is issued for
polling by a first terminal apparatu's or a second terminel
apparatus which will pe described later.

| Now, the se;ection signal generation unit 42a and the
enabie signal generation units 42b will be described.

‘The selection signal generation unit 42a controls

.outputting.of-signals SE1l and SE2 based on a;4—bit access

‘specification field and a 4-bit encryption specification field

in the command. . FIG.-.11A shows an internal structure of the

‘selection signal generation unit 42a. An upper part of FIG. 11a

shows ‘a 4—bit access-specification field and a 4-bit encryption -
specification field. in the polling command. - FIG. 11B' shows
whether date is read or written and’ whether signai SEl.or SE2 is : -
set to the high level, whieh can -bei recognized froﬁ a
corresponding combination of the values specified-in the 4-bit
access specification tield and - the 4—bit éncryption
specification field.

An AND circuit 43 outputs “l1" to AND circuits 46. and .
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47 when the lower two bits of the encryption_specification field
are “00" and the upper two bits are ‘11". '

An AND circuit 44 6utputs “1® to the AND circuit 46
when the lower three bits of the access épecificatioh field aré
“000" and the upéer one bit is "ir. | |

An AND circuit 45 outpﬁts “1" to the AND circﬁit'47
when the upper two bits of the access sbecification field are:

“*01” and the lower two bits are “00".

An AND circuit 46 sets signal SEl to “1", or the high .-

level when both the AND ciicuit 43 and AND circuit 44 output
nin ]
An AND circuit 47 sets signal SE2 to *1*, or the high’

level when both the AND circuit 43 and AND circuit 45 output

1. I

With the.above outputs, the encryption circuité 10 and

11 are selected ba§ed on the definition shown in FIG. 11B.
| More specificaliy, signal SEl is set to the high level
and the encryption c;rcuit 10 is se;ected when the encryption

specification ‘field is 12h (=1100) and- the access specification

-field is 8h (=1000). Aiso, signal SE2 ‘signal is 'set to the high

level and the enc;yption circuits 10 and 11 are selected when
the- spécificatidn -field is 1éh (=1100) and the access
specification field is 4h (=0100). |

The enable signa; generation unit 42b _controls.

outputting of signals CEl ana CE2 based on a 4-bit access
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FIG.

specification field and a 4-bit encryption specification field

in the polling cbmménd. The enable signal generation unit 42b

. has the same circuit structure as the selection signal

generation unit 42a, as shown'ianIG. 12A. lAn.upper_paft of
11A showé é 4-bit €ccess speéificaﬁion field and a 4-bit
encryption'speéifiéation field in the polling command. FIG: 12B;
shows whefher data is read or written and whether signal CEl 6r

CE2 is set to the high level, which can be recognized from a.

. corresponding combination of the values specified in the 4-bit

access specification ..field and the 4-bit encryption

specification field. More specifically, signal CEl is set to
thel high level. and the nonvolatile memories 12 and 13 .are
sele;ted when - the .access specification _field:- is 8h (=1000).
Also, signal .CE2 is set to the high level and -dnly the
nohvolatilé.memory.lz is selected when the'access'specificafion
field is 4h (=0100)-.- |

'Up to now, the MPU 22 has been described. Now, the
remaining coﬁponents of the controller 5 will be explained. The
OR circuit 23 shown in.FIG. 7 outputs either signal CEl output
from.the MPU 22 or signal CEl1l output- from the enablé si§hal'
generation unit 29 ‘to. the nonvolatile memory 12.

The OR ‘circuit 24 outputs either signal CE2 output
from the MPU 22 or CE2Z2 output from the‘enéble signal generation

unit 29 to the nonvolatile memory 13.

The OR circuit 25 outputs either signal SEl1 output
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from the MPU 22 or SEl output from the selection signal
genération unit 34 to the nonvolatile memory 12.
The OR circuit 26 outputs either signal SE2. output

from the MPU 22 or SE2 output from the selection signal

generation unit 34 to. the nonvolatile memory 13.

Up td.now{.the IC card 1 has been described. Now, the
first terminal apparatus will be described. FIG. 13 shows an.
automatic ticket gate 48 that has the first terminal apparatﬁs..
The aufomatic ticket gate 48 has a gate 49 and a R/W 100. The
gate 49 opens and closes :in control 'of the .£irst terminal
appaﬁatus.

| FIG. 1A.$h9ws an internal structure of the R/W 150 (in
hereinafter, the R/W 100 and the first términal_apparatus are

regarded as a same apparatus). As shown in FIG. 1%, the first

terminal apparatus includes- a power circuit 50, "an interface _

apparatus 51, an ASK.-modulation circuit 52, a BPSK demodulation
circuit 53; a controller'55, and an enbfyption circuit 56..

It-is found by referring to FIG. 14 that while the IC

-card 1 ‘does not include a power circuit, the first terminal

apparatus - includes the power circuit .50. Alsé, while .the
integrated device of the IC card 1 is not éctivated until power
is supplied from a terminal épparatus, internal circuits of the

first terminal apparatus are always driven by the'émbedded power

circuit 50. Furthermore, whilé the IC card 1 does not include

an interface used for connecting to other apparatus, the first
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terminal apparatus includes the interface apparatus 51 for
éoordinating with a host apparatus of a management'sy;fem in the .
station.

o While "the IC card 1 includes an ASK demédulation.
circuit and a .BPSK 'médul£tioh éircuitf the first terminal
apparatus inclﬁdés the'ASK modulation circuit 52 and.thefBPSK'

demodulation circuit 53. Thé ASK-modulated wave can-proVide

" high electric power as.described earlier. For this reason, the

first terminal apparatus ASK-modulates the power generated by
the power circuit 50, and sﬁpplies the modulated power to.the IC

card 1 coming close to the first terminal apparatus. The IC

- card 1 includes encryption circuits 10 and 11, where the .

_encryption circuit 10 encrypts using a Secret.key, and the
encryption circuit 11 encrypts using a public kéy.= Inicontrast,l

the first terminal apparatus includes only the encryption .

- circuit -56-which. encrypts using a secret key, and does not .

include an encryption circuit for.encrypting using a public
key. |

FIG. 16 shows a communication érotocol executed by the
cdntrgllér'SS of the first ﬁerminal apéaratus and the controller
5- of the IC card 1. The communication protocol will be’
explained with rgference to FIG. 16. The controller 55 éf the
first terminal apparatus issues the pqlling command in step_Sl,
and in step 82; waits for the IC card 1 to issue an ID number.

The controller 55 of the first terminal apparatus-waits for the
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.IC card 1 to approach by repeating the stePS"Sl-end*%é. “Heve,

suppose that, as shown in-FIG. 15, an owner of the IC card 1
takes it out from a pocket, approachee' the first terminal

apparatus, and holds the IC card 1 over the R/W 100 (the first

_terminal apparatus). The IC card 1 is then activated receiving

power from the-first terminal apparatus, and in.step S3, the
controller 5 of. the.IC card 1 waits for the first terminal
apparatus to iesue a polling command. After the first terminai
apparatus issues a poiling'command during-thiS-wait state in
step S3{Lthe controller 5 of the IC card 1 transmits an ID
numbef in step S4. After receiving the ID number.during the

wait state in step S2, the controller 55 of the first terminal

apparatus, which has been waiting for the ID number, goes. to

.step S6.

"~ After the transmission of the 1ID number, the
controller 5 ef the IC ca;d 1 judges whether to activate in the
close mode ;or "in the remote mode. In this example, the ° -
controller 5 judges to activate in the remote mode, and goes to
étep s7.

Steps '56 and S7 are performed for a mutual
authentication process using e secret key. If this mutual
authentication process ends abnormally;, the controiler 55 of the
first terminal apparatus shuts the gate 49 and_notifies the

system administrator that the IC card may be improper, in step
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Here; the mutual authentication'between the first
terminal apparatus .and the IC card 'will_ be described with.
reference to FIG, 17f FIG. 17 is a sequeﬁce.diagram showing the -
mutual authenticatioh.between'the'first terminal apparatus and
the IC card.

| The first process.of the mutual authentication. is
main;y done by the first terminal apparatus. In step S51, the.
ccntroller 55 of the first terminal apparatus judges whether the
ID number is normal. When 5udging that the ID number is normal,

the controller 55 of the first terminal apparatus generates a

_random number and. encrypts an obtained numeral A using a-

predetermlned secret key -La in step S52, and sends a numeral VA

(= encrypted numeral A) to the IC card in. step S53.

In step.S54, the controller 5.of ‘the IC card waits_forc
the firet-terminal apparatus to send the numeral %A; ‘After-
receiving-the nﬁmeral VA, the controller 5 goes tc step S55 to
decrypt the numeral VA u51ng a secret key Lb wh1ch has been -

given from the first terminal apparatus in advance. "The

controller 5 theq.transmlts a numeral B being a result of the

decryption to the first terminal apparatus in step S56.
The first terminal apparatus waits for the IC Card'to
send the numeral B in step S57. After receiving the numeral B

3

in step 857, the first terminal apparatus goes to step .S59. 1In

.step 859, the first terminal apparatus judges whether the
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'numeral B matches the numeral A. When the numeral B matches the

numeral A, the first terminal apparatus .judges that a

rélationship La = Lb is satisfied, and completes the mnmutual .
authentication in terms of the secret key. This leads to the

end of the process in the mutual authentication mainly done by

the first terminal apparatus.

After thls, a process in the mutual authentication is
mainly done by the IC card in a similar manner in step S60 and.
Se6l. The IC card generates a randem number J, encrypts it,
sends an encrypted.numeral-VJ to the first terminal apparafus,

receives from the first terminal apparatus a numeral K which is

. obtained by decrypting the numeral VJ, and judges whether the

numeral K matches the numeral J. When they do nbt_match, the IC
card abnormally ends the mutual authentication process mainly
done . the IC card. Whan they match,. the~IG"¢ard_sends-an

confirmation command to the first terminal apparatus in step S62

- and ends the mutual authentication process.

- The' controller 55 of the first terminal apparatus

waits for the IC card to send .the confirmation command in step

_ S63. . When the cdntroller_SS receives the confirmation command

in step S63, the mutual authentication is compleféd.
When the mutual authentication ends normally, the
controller 5 of the IC card 1 waits for the first terminal

apparatus to issue the read command in step S9 shown in FIG. 16.

In step S10, the controller 55 of the first terminal apparatus
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to step S1l2.

issues the read command to read information from the nonvolatile

memdry 12, the information indicates a section of a railway line

the owner.of the IC card travels and a valid period of the IC

card as a commuter pass. The controlier 55.theﬂ waits for the
Iic cérd to send the read datg in step S11. Wheﬁ it receives the
read command iﬁ'step S9, thelcontroller 5 of the IC card 1 goés
In-step-Slé, the contfoller 5 of the IC card 1
analyzes and executes the read commaﬁd to read information of a
traveling se&tion'and a commuter pass valid period from the
nonvolatile memories 12.agd'i3. The controller 5 then sends.thé

read information to the first terminal Apparatus in step S$13,

and waits for thé-controller 55
toniésue the write command in

information, the controller 55

" judges whether to permit the

of the first terminal apparatus
step S1l4. After receiving the

of the first terminal apparatus

owner of the IC card to pass

through the gate tb ride én the train, baéed on the information
of a traveiing section and a commuter pass.valid.period. The
controiler 55 of the first terminal apparatus closes the gate 49
and :refuses admission against'thé 6wner of the'IC.card when the
station is- not included in the traveling‘sectioh or when . the
coﬁmuter pasé valid period has expired.ﬁ_When the controller 55
bermits the owner of the IC card to pass through the gateée, the

controller 55 issues the write command in step S15, and waits

. for the IC card to issue a data writing completion notice in

step S1l6.
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Wheh the confroller 5 of the iC card-l receives the

write command in step S14, the controller 5 goes to sﬁep S17 to

-analyze and execute the write command and writes information

into the nonvolatile memory 12, the information indicating that

the owﬁer'of the IC card has ridden on the train from the

current station. The controller 5 then sends the data writin§

completion notice to the first terminal apparatus in step S18.

" Upon receipt of the data wriﬁing completion notice in step S16,

“the controller 55 of the first terminal apparatus goes to a loop

consisting of steps S1 and S2 to wait for another owner. of an .IC
card to approach..
Noﬁ, the second terminal apparatus will be described.

The second terminal apparatus is used in a machine .for payment,

"such as a ‘cash dispenser. FIG. 18 shows an example of the

" second terminal “apparatus used in a Cash-dispenser;. As .shown in -

FIG. 18, a cash dispenser 60 includes: a slot 61 through which
the IC card 1 is inserted; a touch panel 62 for receiving an

input of an identification number of an IC card owner, or PIN '

. (Personal . Identification Number); a biosensor %3 for reading

bio-information of the IC~card-6wner,_such as a face.oﬁtline,
irises in-the'eyes, or'fingerpripts; énd a-paper money supply
bax-64 into which paper money is supplied from inside the cash
dispenser 60 when the IC card owner is authenticated through a

mutual authentication wusing the card information and bio-

'information. A major difference between the first and second
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terminal apparatuses is a location of an antenna. That is to

say, while the first terminal apparatus emits radio waves to

outside the apparatus through the antenna, the second terminal

apparatus emits radio waves to inside the apparatus. The second_

terminal apparatus has the antenna in a dedicated box which is
electromagnetically shielded.

FIG. 19 shows a dedicatéd box 65 having -an antenna.

The dedicated box 65 has a slot 61 through which the IC.card-1-

is inserted ‘into the box 65. - The dedicated box 65 also
includes: a loop antenna 66; a card tray 67 which is disposed
under the loop antenna 66 and holds the IC card 1; a card sensor

68 for reading from the IC card 1 a magnetic code or phyéically

recorded information such as an emboss, or optically.or magneto-

optically fecorded information (hereinafter these types of

information recorded in the card .is. referred to as- card

information); and loading mechanism "(not illustrated) £for -

receiving the IC card 1 through the slot 61 and load the card
onto the card tray 67. FIG. 20 shows how the ‘IC card 1 is

inser;ed @nder the loop antenna by the second terminal

apparatus. As indicated by an arrow yl in the drawing, -‘the IC

.card 1 is inserted just under the loop antenna. As shown in -

FIG. 21A, the -distance between the loop antenna 66 and the IC

card having been inserted as above is as close as only 0-5 mm.

" When power is supplied to the high-power loop anténna

66 while the IC card 1 is placed under the antenna with a short
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distance in between as described above, radio waves are
generéted in a manner indicated by arrow$ y2 and y3 iﬂ*FIG. 218.
Here, the generated radio waves do not leak from the dedicated
box even when the'looé énteﬁna 66 transmits a radio wave haying
a. power exceeding 10 mW since the -dedicated' box -is
elecfromagnetiéally shielded. Though in Japan, tfansmifting
radio waves of 10 mW or higher without'pefmission is banned by
the Radio-Law,'the loop-antenna provided in the .second terminal
apparatus can supply power using radio waves of 10 mW or higher,
such as 20 mW or 30 mW. A:supply'of such a high power enables
the IC cafd 1 to opeiate in thé-ciose mode. When high power ‘is
supélied, the integrated device in the IC card 1l can -operate

with a high-frequency synchronization clock signal, and. the

‘controller- 5 can run a high-level application program. -The

high-level appligation program is, for example, JICSAP (Japan IC -
Card System Applicatiép_ council) being multi-0S software
developed-for the - JAVA Card (JAVA Card is ‘a card standard
proposed by-Sun Microsystems Inc.), or software propgsed by
EMV .. |

The internal struéture . of the gecond ‘terminal
apparatus will bg' described. FiG. 22 shows the internal

structure of the second terminal apparatus. As shown in FIG.

22, the second terminal apparatus includes a power circuit 69,

an interface apparatus 70, an ASK modulation circuit 71, a BPSK’

demodulation. circuit 72, a controller 73, and an encryption
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circuit 74. The -ASKH.médulation circuit 71 and the BPSK
demodulation éircuit_?Z ére connected to the high—ébwer loop’
antenna 66.. The card sensor 68 is connected to the controller
73. The second terminal iapparatus differs from the first
términal.appératus in that'tﬂe'ASK modulation circuit 71 and the
BPSK demodulatién'circuit:72'supply higher power to the IClcard
1 in the cloSe:modé than the first terminal apparatus, and that-
ﬁhe énéfypﬁion ciréuit 74 encrypts and decrypts'data using a
'seqret key and performs a mutual authentication using-the public
key enéryption which prdvidés higher security.

The above processes of the seéond te;minal apparatus

are controlled by the controller 73. FIG. 23 is a flowchart .

showing the procedure of the contfoller 73 of the second.

terminal apparatus. Here, the communication protocol Will7be

described with reference to FIG. 23. The controller 73 of. the
second terminal apparatu; always waits for the: IC card 1.to.be
inserted aﬁd loaded onto the ca;d tray 67. When an owner of the -
IC. card 1 inéerts the.;CLcard 1 into thg slot,” the IC cérd 1 is
sucked into and loaded in_the second terminal.apparatus. When
the IC card ; has been .inserted into the .second terminal
apparatps,-the IC card is close to the loop antenna 66 of the
second terminal apparatus, as shown in FIG. 21A. The IC card 1
is disposed under the center of the loop antenna. When a radio
wave 1is induced in'the loop antenna 66 in this condition, the IC

card 1 is supplied with high power. Though FIG. 21A shows that
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the distance between_the'looé-antenna 66 and the IC card is 0-5
mm, the ICicard Aay be in céntact with thé'loop antenina 66 as
shown in FIG. 21C in so fér as they arefkept not to be in
electric_contact with each other. |

| After the IC card 1 is. inserted, the controller 93 of
the second terﬁinal apparafué instructs the card sensor 68 to
read thelcard information in step 322} and ju&ges whether the
card informatibn is-noimal in stép-823. Whep the controller 73
judges that the éard information is_ébnérmal due to'lack'of a
magnetic code or an emboéé, or due to a trace  of improper

manufacturing, the controller 73 warns .the card owner of it,

ejects the IC card 1, goes to step S29, and notifies the system

administrator that the IC card. may be improper. When the
éontroller 73 judges that the card information is normal in step
Szﬁjzthe controller 73 goeé to step. S24 and'urges the card ownerJ-
to type .a code ﬁumber. The controller 73 tﬁen waits for th¢- 
code numbef to be typed in step S25. After the code number is
typed, the controller 73 compares the code number includéd.in.'
the 'card information with the typed code numbef in step 325.
When #hey do not mafch,,the'controller 73 goes fo step S29 to
notify the-:system administrator that the IC card may be
improperly owned. When the two code numbers match in step S26,
the controller 73 goes to step S27 to activate the-biosensor 63
and instruct the biosensor 63 to read the'bio—infonmation of the

‘card owner such as a face outline, irises in the eyes, or
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fingerprints. In step S28, the controller 73 inquires the host
appératus ﬁhethe; the IC card 1 is owned properly based on the

bio-information. The host apparétus has a database which stores .

a plurality of entries of IC card code numbers in correspondenqe

with a plurality.of pieces of bio-information, so that the host
apparétus.caﬁ-ﬁudge'whether the cérd owner is ﬁroper. If a-
combination of the bio-information read by the biosensor 63.and
the typed code number is'not“found in the -database, since the-
c;rd owner may have pbtained or mapufactured the IC card 1
improperly, the controller:73 goes to step S29 to notify the
system administfator of it. When a combination of the bio- -
inf&rmation read- by the. biosensor 63 and the typed code number
is found in the database, the controller 73 .goes to the process.
in the flowchart shown in FIG. 24.

After this, the controller 73 of the se&ond.terminal'_
apparatus and ﬁhe controller 7 of the IC card -l coordinate with
each other'ip accordance with the flowchart shown in FIG. 24.
Note tﬁat ﬁhe steps. with the same reference signs. in the
flowcharts shown in FIGs. 16 and 24 perform the same operations.
The flowchart shown in FIG. 24 differs from FIG. 16 in. that
powerxr is.subplied from thé high-power loop antenna 66 in step
S31 before the polling command is issued in step S1, that the
mode switching is performed in step S5, and the IC card is
activated in the close mode, that the mutual authentication is

performed in steps S32-833 using a public key while in FIG. 16,
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the mutual authentication is performed in steps $6-S7 using a

secret key, and that data is encrypted when ‘the  data is

transmitted or received using the read command or the write.

command, and encrypted data is decrypted by the encryptlon-
circnit 10. Also, the polling command issued by the second
termina; apparetus is different from that issued by the flrSt
termrnal apoaratus. With this construction, the IC card can
immediately recognize the terminal.appératus to which the IC
card is coming closer is the first terminal apparatus_or the

second terminal apparatus.-

'ﬁere, the mntual authentication performed between the
eecond terminal apparatus and the IC card in steps'SBZ and”S33
in FIG. 24 will be described with .reference to FIG..25. FIG. 25
is a sequence dlagram show1ng the mutual authentlcatlon between.
the second terminal apparatus and the IC.card.

" .In step S71, tne controller 73 of the second terminal.'
apparatus ﬁudges whether the ID number is proper. When judging
that the ID number is proper, the controlier 73 of the second
terminal apparatus generates a random number and encrypts an
obtained.numeral D using a predetermined-public key-Ma in step..
S72, and sends a numerel (= encrypted numeral_WD) to the IC card
in step S72,-wnere the public key Ma and a ‘secret key Ha have

been prepared in advance.

In step S74, the controller 5 of the IC card waits for

the second terminal apparatus to send the numeral WD. After
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receiving the numeral WD, the_gontroller 5 goes to step 873 to
instruct the encryption'circuit 10 to decrypt the- numeral WD
using a secret key Hb to obtain a numeral E, and encrypt the

numeral E using a public key Mb to obtain a numeral WE, .where

_ thé secret key Hb and the public key Mb have been prepared in

advance. The cont;olier 5 then goes to step S76 to transmit ﬁﬁe
nqmeral WE to the second terminal apparatus.

‘The controller 73 of the second terminal ‘apparatus
waits for the IC card to send the numeral WE in .step S77.' After
receiving the numeral WE..in step S77, the second .terminal.
apparatus goes to step-S?B. In step S78, the controller 73 of
the secpnd terminal apparatus decrypts the numeral WE using.the

secret. key Ha. _The.controller.73 then .judges . whether the

‘numeral F -obtained by decrypting the numeral WE matches the

numeral ‘D in step S79.. When they'match[ the second terminal
apparatuS-compléﬁes the_prqcess of the mutual  authentic¢ation.
which is-mé;ply doﬁelby the second terminal.aéparatus._

After this, a process in the mutual authentication is
mainly done by the IC cérd in a simiiar manner in'stépS‘SBO and
S81. The IC card generates a random number M, encrypts it ﬁsing.
the public key Mb, and.sends an encrypted numeral WM to the
second terminal - apparatus. The second terminal apparatus
decrypts the numeral WM using a secret key, encryp£s it using a

public key to obtain a numeral WN, and sends the numeral WN to

.the IC card. The IC card receives from the. second terminal
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apparatus the numeral WN, obtains a numeral N by decrypting the
numéral WN, aﬁd'jﬁdges whether the numeral n matcﬁés gﬁe numeral -
M. .When they do not match, the IC gard abnormally ends the
mu;ual'authentidation process. When they match, the IC card
sends'én confirmation command to the second terminal appgratus
in sfep 882 and ends the mﬁtual authenticatioﬁ;'

The contrB;ler 73 of the second términal apparatus
waits for the IC card to send the confirmation command in step
S83. When the controller 73 receives the confirmation command
in step S83, the.mutual autﬁentication is completed.

It is understood froﬁ. the above description..that
secﬁrity is higher in the close mode than in the remote mode.

As described above, the second terminal -apparatus haé
a mechanism that prevents radio waves from léaking;“sﬁch as an
eléctromagnetically shielded box. With this construction, Qhen
a portable~card-is:place¢ In the electromégnetically shiglded
bbx,-personﬁl information cannot be infercepted by an impropeily
intentioned third party while being transferred between the

second terminal apparatus and the integrated device. Since the

.nonvolatile memory 13 in the IC card 1 is activated only in .the

close mode as described above, the nonvolatile memoryf13 is

useful for storing personal information for which high security

‘is required. When the personal information is stored in the

nonvolatile memory 13, the one-chip IC of the IC card 1 can

coordinate with the-second terminal apparatus in- terms of the
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. personal information without being in electri¢ contact with the

¥

intérnai.circuit of thé_terminél apparatus. In thié'way, the
coordination process ibetweén the IC card. 1 and the_ second
terminal apparatus is performed while the integrated device is
not in contact with the interﬁal' circuit of ‘the terminal
épparatus. As a fesult;-no mainteﬁance is required for both the
IC card 1 and_the second terminal apparatus. Also, since the
nohvolatile memory 13 is activated only when_the IC card 1
approaches_the_terminal épparatus, the card owner need not -
attach a connector to bétﬁ the terminal apparatus .and the IC

card, for example, which provides high convenience to the .owners

- .of the IC card 1. . As described above, as is the case withiﬁhe

conventional IC. card 1 for the remote mode,  the IC card. 1 of the

.preéeﬁt invention can coordinate with the first. terminal

apparatus in the remote mode. 1In addition{ the IC card 1 of the
present invention. can be used for payment, which has’ been-
considered as not suitable for the conventional IC'card 1 for

the remote mode from a security standpoint: In other words, one

piete of IC card 1 can manage a plurality of different kinds of

personal information.

ft is. to be noted that wvarious changes may be.made
withouﬁ departure'f;om the scope of the present invention. The
following are examples of such changes:
(a) In the present embodiment, the first terminal.apparatus is

attached to-an automatic ticket gate in a station. However, the
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first terminal apparatus may be atfached to a

cash dispenser for

é small-money finance. More specifically, in this éase, the

nonvolatile. memory 12 stores names and code numbers of card

owners, and when the IC card 1 approaches thé first terminal .

‘apparatus, the first terminal apparatus iséues a read command to

read the name and PIN frdﬁ the IC card 1. The first terminal
apparatus then issdes a write command.to-the IC card'l,-so'that
the IC card 1 writes_é sum of a loan to.the nonvolatile memory
12. - The first 'terminai apparatus then instructs the  cash
dispepser to pay ﬁhe sum of the loan.

(b) In the present embodiment, the first terminal apparatus is
att#ched to an automatic ticket gate and the second terminal

apparatus is attached to a cash dispenser. However, a tgrminal

-.apparatus may have functions of both the first and second

terminal apparatuses. More specifically,. in this case: when an
IC card approaches the te;minal"apparatuS-to be seveial-cm‘tO'lo
cm away frém thg terminal apparatus, the terminél apparatus sets
the one-chip IC to the remote mode then transmits and receives
radib'wavgs to/from the IC card to oﬁtput and. input data to/from’
Ehe one-chip IC while'they_are.not in contact with each . other;
and when an IC card approaches the terminal apparatus to be O;S
ram a&ay from the terminal apparatus, the terminal~apparatﬁs séts

the one-chip IC to the close mode then transmits and receives

‘radio waves to/from the IC card to output and input data to/from

the one-chip- IC while they are not in contact with each other.
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~Also, a program that allows a generaleurpose “computer to

exeéute such functions may be recorded'into a'cqmputef—réadable

record medium for wuse. In this_ case, the general-purpose

. computer should have an ASK modulation circuit and a BPSK

démodulationndircuit. When an IC card approaches'the-general-.
purpbse comput;r to- be sévefal cm.tb 10 cm Away-fr&m the
general—pﬁrpose computer, the general-purpose computer sets-the
one-chip IC-to fhe remote mode then transmits and receives radio
waves to/from the IC caid to output and input data fo/from the

one-chip IC while they are not in contact with each other; and

" when an IC card approaches the general-purpose computer to be 0-

5 mﬁ.away from the general-purpose computer, the general-purpose
computer sets the_one—chip IC to the close mode. then transﬁits 
and receives. radio waves to/from the IC éard to output-agd inﬁut-
dafaifo/from the one-chip IC while they are not in contact with
eaeh¢othef. |

(c) In the.above embodimént, the switching to the close mode is
done using é voltage received by the antenna and the polling.

command. However, the mode switching may be done using (1) one
of 'a plurality of types of informétibn;finfofmatioﬁ physically
recorded in the IC card; infofmafion recorded opticélly' or
magneto-optically in the IC card; a code nﬁmber of the IC card
owner; and bio-information of the 'IC card o&ner, or any
combination of these types of information, and (2) personal

information stored in a memory. Also, the voItage received by
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the antenna and the polling comménd may be_used.in combination
with the abbvé'infdrmation. | | -
(d) In the present embodiment, eifher signals CEl and CE2 output |
fromithe MPU 22 or signals CEl and CE2 output from the enable

signal geﬁeration unit. 29 are outbﬁt to the nonvolatile memories-

12 and 13. However, an access to the nonvolatile memory 12 or

13 may be permitted only when signals CEl and CE2 are -output

from both the MPU 22 and the enable signal generation unit 29.
With this construction, switching to the closé mode 'is done more
strictly, making improper ;ccesses to the. IC card difficult.

- In the present embodiment, either signals SEl1 and .SE2
outéutufrom the -MPU 22 or signals SEl1 and SE2 Qutput'from the
selection signal generation unit 34 are.output to the encryption
circuits 10 and 11. However, the encryption circuifs.lo aﬁd 11

may be activated only when signais SE1l and SE2 afe oﬁtput from.'

' both the MPU 22 and the selectioh signal generation unit 34.

INDUSTRIAL APPLICABILITY

The present invention c¢an be used.as an automatic
ticket gate and a cash_diépénser for automati; checking at a.
facility géte or a ticket gate or for a payment at a local
government/ a transport facility, a financial institution, a
ﬁedical institution or the like that- deals with a great many of

residents, clients, or employees.
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"1. A dual-purpose portable card, the portable. card comprising.

an integrated device which includes:

an identifying.unit operable to, when the portable
card approaahes a terminal apparatus, identify'either a first
purpose or a second. purpose for which the portable aard is used,
based on a raaio-wave-transmitted from the terminal apparatus;

a processing unit operable to perform a first process

-when the portable card is used for the first purpose and perform -

a second process when the partable card is used for the second
puréose; and .

a .communicating unit operable to perform. a' non-
contacf—type data inpﬁt/output between the-terminal-apparatus
ana the processing unit by performiag”radio communication with
the térmiﬁalvapparatus whan the portabie card is used for éither

of the first purpose and the second purpose.

2. +The partable card of Claim 1, wherein the identifying unit
includes:

a judging unit operable to judge that the portable
card is used for the second purpose when the portable-éard is a
first distance or shorter away.from the terminal apparatus, and
judge that the portable card is used for.the first purpose when

a distance between the portable card and the terminal apparatus
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is in a range of a second distance to a third distance.

-

3. The portab;e card of Claim 2, whereini

the.integrated device receives a power supply from the
terminal apparatus, | '
| the power :the _terminal appafatus supplies to the
integrated device changes according to the distance between the
portable_éafd and the terminal apparatus,

the identifying unit includes

a comparing unif opérable to compare a - received
voltage of a radio wave received by an antenna with a
predetermined threshold value, and

the judging unit judges that the portablg card is the

first distance or shorter away from the terminal apparatus when

<he receilved- voltage is ‘higher: than the-prédetermihéd threshold. .

value, and judges that the distance between the portable card
and the terminal apparatus is in the range of the second
distance to the third distance when the  received voltage is

lower than the predetermined threshold wvalue.

4. " The portable-card of Claim 3, wherein
the terminal apparatus is either a first terminal
apparatus that outpdts a radio wave having power lower than a

first power level to the portable card, or

a second terminal apparatus that has an antenna in an
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electromagnetlcally shielded box and outputs a radio wave hav1ng

power of a second power level that 1s tW1ce the flrst power

level or higher, to the pqrtable card in the box, and

| the predetermined th;eshold value is determined based
on (1) received power of a ra@io wave that has powér of tﬁe
firsf.power level and 4is receivéd when the diétanqe between the
portable qard and the terminal apparatus is in the range of the’

second distance to the third distance and (2).recéived_power of

a radio wave that has power of the second power level and is

received when the distance between the portable card and the

terminal apparatus is the first distance or shorter.

5. -The portable card of Claim 4, wherein’

the second purpose deals wifh more confideﬁtial aata
than-the first: purpose,:... - | e

the’ first process. includes at .least one of an
encryption'process for encrypting data using a fi;ét encryption
key, a - decryption process for decrypting data using the first
encryption key, a certification process for certifying, in
response to an.authentication process berformed,by the terminal
apparatus, éuthenticity of the portable card using the first
encryption key, and an authentication process for authenticating
the terminal apparatus using the first encryption key;_

the second process includes at least one of an

encryption process for encrypting data using a second encryption
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key which providés higher security than the first encryption
key, a decrthion process for deciypting data usihg the second

encryption key, a certificatioﬁ. process for. certifying, in

. response to an authentication process performed by the terminal

appératus, authenticity of the portablefcafd.dsing-the second
encryption key, and anlaﬁthehtiCation process for:authenticating
the terminal apparatus using the second encryption key,
- ‘the second process has a heavier processing load than
the first process, and
the second powe; level is determined based on an

amount of power consumed when the processing unit performs the

second process. -

6. 'The-portable card of Claim 5, wherein the integrateq device

includes

a storage ﬁnit which includes (1) a first area for

storing dafa that is used only-for.the first purpose and:(2) a
second area for storing data that is used only for the.second
purpose;

the-communicating'unit includes

. a transmission/recéption unit operable to receive a
command ‘issued by the terminal apparatus and transmit data to
the terminal apparatus-using wireless communication,

the processing-unit includes

an access managiﬁg unit -operable' to, when the
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jdentifying unit has identified either the first or second

'purpose, permit either the first or second area correséonding to

. the identified purpose to be adcessed and prohibit.the other

areas from being accessed,

a- decoding unit oéerable to decode the command
received 5y fhe transmission/recepﬁidﬁ unit, and

a memory access ugit'operable to, when the=decoding 
unit detecté that the command is a read command as a_result of

the decoding, read a piece of data specified by the read command

from either the first. or second area and instruct the

transmission/reception unit to transmit the piece of data, and

operable to, when the decoding unit detects that the command is

‘a write command as a result of the decoding, write.a .piece of

data specified in the write: command to -the first 6r_sec6nd

area.

7. The portable card of Claim 4, wherein the integrated device

‘includes

a synchronization <clock signal generation unit

. operable to, when the first terminal apparatus supplies powef of-

the first bower level to the portable card, send to the
processing unit a synchronization clock signal having a first
frequency that.ié genérated in accordance with a frequency of a
carrier of a received sxgnal and operable to, when the second

terminal apparatus supplies power of the second power level ‘to
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a first terminal apparatus that performs a polling- by

. 8. The poftable card of Claim 1, wherein N l"HI

5 . _the terminal apparatus is either

outputting a radio wave that includes a first polling command,
6% and
| a second terminél apparatﬁs that performs a polling
10 by outputting a radio wave that includes a - second polling
command,
. | the identitying unit includeé
a judging unit operable to, when ‘the portable card
approaches either the first terminal apparatuswér»thewsecond
15 terminal apparatus:which is pétforming'a polling by transmitting

a radio wave, judge whether the transmitted radio wave includes

the first polling command or the second polling command, and
thé identifying unit identifies the first purpose when
the-judging unit judges that the radio wave.inciudes thé firstg.t
20 polling.comﬁand, and' identifies the second purpose when the
judgiqg unit judges that the radio wave includes the second

polling command.

9. A terminal apparatus which communicates with -a portable card
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that contains an 1ntegrated deV1ce set to e1ther a first mode or
a second mode, wherein in the first mode, a predetermlned'

process is performed and in the second mode, a process that

requires highér security than the first mode is performed, the

terminal apparatus compfisiﬁgi
a box | which - coﬁtains an antenna and is
electromagnetically shielded so that a radio wave having éver a
predetermined levél-of power does not  leak from the terminal
apparatus; and
| a cqmmunicating ﬁnit operaﬁle to, after the portable
card is inserted into the box, set the intégrated dévice to the
second mode and then communicate with the integrated device by

allowing the .antenna to emit a radio wave.

10. The“terminat“apparatﬁs of Claim 9 further comprising one":
of:

.a first reading unit operable to read, after the
portable card is ihSertgd into fhe box, physically recorded
information indicating aﬁthenticity of the portable éard, from
the portable cafd;

é“receiving unit operable to, after the portable_gard
is inserted into the box, receiveﬁowner information that is:
input from an owner of the portdble card and indicates

authenticity of the owner; and

a Secbnd readihg unit operable to read, after the
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portable card 1is inserted into the box, bio-information

v

indicating_ physical chafacteristicé" of the owner, "from the
owner, and

the communicating unit sets the integrated device to
the sécbnd mode after confifﬁing auphenticitf of the owner df
the portahle card usihg' one of the physically recoﬁded

information, the owner information, and the bio-information.

11. A communication system comprising a portablé card, a first

terminai apparatus; and a éédond terminal apparatus, wherein
the portable card contains an integrated device set

to either a first mode or a second mode, wherein in the first

mode, a predetermined process is performed and in the second:

'mdde, a process that reguires higher secﬁrity'than the first

mode is performeq,f

the first terminal apparatus includes:

.a first communicating unit operable to, when the
portabie card approaches the first terminal, K apparatus, set -the
integrated device to the first mode and then input or output
déta'ﬁo/frém the integrated deviqe by transmitting or réceiving
a radio wave to/from the integrated device without contacting
the integrated device, and

the séqdnd terminal apparatus includes

a box which .contains an antenna | and is

electromagnetically shielded so that a- radio waﬁe having over a
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predetermined level of power does not leak from the terninal

apparatus, and '

| a second comﬁnnicating unit operable to, after the
portable card is insertgd_into the box, set the'integrated
device té.the sécdnd mode and then.input or output data tb/frﬁm
the integfated Aevice by tfansmitting or receiving a radio wave
to/from the integrated device without contacting the integrated

device.

12. A communication method for use in a communication system
comprising a portable card, a first terminal apparatus, and a
second terminal--apparatus, whérein

the portable card contains an integrated device set

‘to either ' a first mode or a second mode, wherein in the first

mode, a predetermined éroceés is performed and im the second
mode, a process that reguires higher securiﬁy“than the’first
mode is pefﬁormed,

tﬁe first-terminal apparatus includes

a first communicgting' unit operable to, when the
portable card approaches thé'first terminai apparatus, set .the
integrated'device to the first mode and then input or output
data to/from the 1ﬁtegrated device by transmlttlng or receiving
a radio wave to/from the 1ntegrated dev1ce without contactlng

the integrated device, and

the second terminal apparatus.includes
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a _bex which contains. an . anfenna and is
eleetromagneﬁieally shielded so that a radio wave hav&ng over a
predetermined level of power does not leak from the terminal
apéa;etus, and

| “a seqond communicating unit operable to; after the
por;able_eard.is-inserted iﬁto the box, set the integrated-

device to the second mode and then input or output data to/from

the integrated device by transmitting or receiving a radio wave

to/from the integrated device without contactihg the integrated.

device.

13. A terminal apparatus which inpute or outputs data to/from a
porfable card, . wherein

the portable card contains an integrated device set
to either a first mode or a second mode, wherein in the first

mode, a predetermined. process is performed and in the second:

‘mode, a process that requires higher security than the first

mode is performed,

the terminal apparatus includes

a first communicating-_unit operable to, when- a
distance between the portable card aﬁd tﬁe terminal apparatus is
in a range of a second dietance to a third distance, set the
iﬁﬁegrated device to the first mode '‘and then input or output
data to/from the integrated device by transmitting or receiving

a radio wave to/from the integrated device without contacting
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the integrated de&ice; énd-

a secdnétcommhnicating unit operable to;'when the
portable card is a.first distance or shorter away frpm.the
terminal apparatus, set the 1ntegrated device to the second mode
and then 1nput or output data to/from the Lntegrated dev1ce by

transmlttlng or rece1v1ng a radio wave to/from the integrated

device without contacting the integrated-device.

14. A computer—readable tecord.me¢ium recording a ptogram that
inputs or outpﬁts data to/ftom'a portable card, wherein

the portable card contains an integrated device set
to either a first_mode or a second mode, wherein in the first
mode, a predetermined process is performed and in the second

mode, a process that requireé higher security than the first

‘mode ~is. performed, and -~ .. . .

-the program'al;oWs the.compﬁter to perfbrmm

'é first éommunicating step for, when a distance

between the portable card and_a terminal apparatus is in a range

of a second disténce to . a third distance{ setting the integratea

device. to the first:médg and then inputting or outputting datat

to/from_the'iﬁtegrated device by transmitting or receiving a

radio wave to/from the integréted device without contacting the
integrgted deyice, and

. a second communicating step for, when the portable

card is a first distance or shorter away from the terminal
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apparatus, setting the 1ntegrated device to the second mode and

.

then 1nputt1ng or outputting data to/from the 1ntegrated device
by transmlttlng or rece;v1ng a radlo wave to/from the integrated

device without contacting the integrated device.

- 15. A communication method used between 3 portable card and a

terminal apparatus, wherein

the portable card contains an .integrated device set
to either a first mode or a second‘mode, wherein in the first
mode, a.predetermined proaess is-performed and in the Seéond:
mode, a procéss that requires higher secﬁrity.than the first
mode_is performed, and

.the terminal apparatus, when a distance between the .

‘portable card and the terminal apparatus is in'a'raﬁge of a

second distance to a third distance,. sets the .integrated device
to the first mode;and"thén inputs or outputs data to/from the

ihtegrated device by transmitting or receiving a radio wave

to/from the integrated device without cohtacting the infegrated

device, rand

ithe.terminal apparatus, when the portable card is a
first distaﬁce or shorter away from the terminal apparatus,_seas
the integrated device to the second mode and then inputs or

outputs data to/from the integrated device by.transmitting or

'reéeiving a radio wave to/from the integrated device without

contacting the integrated device.
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