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GENERATION AND EXECUTION OF PROCESSING WORKFLOWS FOR
CORRECTING DATA QUALITY ISSUES IN DATA SETS

CLATM OF PRIORITY
{0001} This application claims priority to U.S. Patent Application Serial No.
63/155,148, filed on March 1, 2021, the entire contents of which are hereby

incorporated by reference.

TECHNICAL FIELD
{0002} This disclosure relates to generating workflows to correct data quality issues in
data sets automatically. More specifically, this disclosure relates to identifying a data
quality issue in a data set and generating a data processing workflow for correcting the

data quality issue based on whether the data quality issue is new or reoccurring,

BACKGROUND

j6083] Computer systems can be used to travsmit, recetve, and/or process data. For
instance, a server computer system can be used to receive and store resources {e.g., web
content, such as a webpage), and make the content available to one or more client
computer systems. Upon receiving a request for the content from a client computer
system, the server computer system can refrieve the requested content, and transmit the
content to the client computer system to fufill the request.

[0604] A set of data can include data values stored in data fields. A data field can
include ove or more of the data values. Many instances of the data field can exist in the
dataset (e.g., in different fields).

{6065} Data fields can have data quality errors in which a value of the data field fails
to satisfy one or more standards for the values of that data field. Once a data quality
error is identified, it can be difficult to determine how to correct the data quality error

without analysis of context of the data quality error.
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SUMMARY
[0806] The data processing systern described in this document is counfigured for
identifying data quality issues in data sets and generating data processing workflows to
cotrect the data quality issues in an automatic manner. The data processing system
receives results from a data quality analysis of one or more data sets. The data quality
analysis determines whether values in the data sets are passing or failing one or more
data quality tests for those data sets. The data processing system receives the results
data of the data quality analysis.
{90671 The data processing system is configured to determine, based on the data
included in the results data, whether to generate a new data quality issue representing
the data quality test, or whether the results data represents an existing data quality issue.
A data quality issue includes data associated with a data quality test on a particular data
set. The data quality issue includes data specifying which rules are applied in the data
quality test, results for testing each data quality rule, and an identification of the
particular data set being tested. The data quality issue therefore includes the results data
of the data quality test and metadata that uniguely identifies the data quality test.
{00081 The data quality issue generated by the data processing system is associated
with an identifier that uniquely identifies the data quality issue and a state that
represents a position in a data processing workflow corresponding to the data quality
issue. The identifier can include a key value that 15 used to associate the data quality
issue with additional data. For example, the additional data can include identifiers of
client device(s) associated with the data quality issue, an owner of the data set with the
data quality issue, an entify responsible for resolving the data quality issue, the
workflow for correcting the data quality issue, and the state of the workflow. The data
processing system is configured to generate new data quality issue data for new data
quality issues identified in the results data or update existing data quality issue data for
recccusting data quality issues in the results data.
100891 Once the data quality issue is generated or updated, the data processing system
configures a data processing workflow for resolving the data quality issue. The data
processing workflow includes a sequence of data processing steps that are selected
based oun the data in the data quality 1ssue or associated with the data quality issue. For

example, the data processing workflow can include actions or steps including assigning
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responsibility for resolving the data quality issue, generating a timeline for actions taken
with respect to the data quality issue,

{6018} Embodiments can include one or more of the following features.

{89111 In an aspect, a process is for executing, by a data processing system, a workflow
to process results data indicating an output of a data quality test on data records by
generating, responsive to receiving the results data and metadata describing the resulis
data, a data quality issue associated with a state and one or more processing steps of the
workflow to resolve a data quality error associated with the data quality test includes.
The process wncludes receiving results data specifying an output of a data quality test
on data records. The process includes receiving metadata associated with the results
data, the metadata specifying a data quality condition of the data guality test and an
object that configured the data quality test. The process includes generating based on
the resulis data and the metadata, a data quality issue, the data quality issue specifying
a state for a workflow for processing the results data. The process includes generating
the workflow for processing the results data based the state specified by the data quality
issue. Generating the workflow includes: assigning, based on the results data and the
state of the data quality 1ssue, an entity responsible for resolving the data quality error;
determining, based on the metadata, one or more actions for satisfving the data quality
condition specified in the data quality test; and updating the state associated with the
data quality 1ssue. The process includes sending data representing the workflow to a
workflow execution system.

{8912} In some implementations, the data quality issue is associated with a key value
that identifies the data quality issue. The process includes determining, in response to
receiving the metadata, that the data quality issue is already generated for the data
spurce for the data quality test by evaluating the key value. The process includes
updating the data quality issue based on the results data of the data quality test, wherein
updating the data quality issue includes changing the state associated with the data
quality issue. In some implementations, updating the data quality issue includes
reassigning the results data to a different entity. In some implementations, updating the
data quality issue includes appending a timeline of data processing actions associated
with the data quality issue. In some tmplementations, the process inchudes, in response

to updating the data quality issue, determining that the data quality condition is

(5]



WO 2022/187224 PCT/US2022/018310

satisfied. Changing the state associated with the data quality issue includes indicating
that the data quality issue is associated with a resolved data quality error.

{6013} In some implementations, the process includes receiving scheduling data for
associating with the data quality issue, the scheduling data causing the data quality test
to execute at predefined time intervals. The process includes identifying the time
interval associated with the data quality test. The process includes sending data
representing the time interval to the assigned entity.

{6014} In some implementations, assigning the entity includes determining, from the
data source, a set of eligible entities associated with the data source for being
responsible for resolving the data quality error; receiving selection criteria from the data
source for assigning the entity from the set of eligible entities; and assigning the entity
based on the selection criteria. In some implementations, the selection criteria specify
atype of data quality error, wherein the metadata associated with the results data specity
that the data quality issue is associated with the type of data quality error, and wherein
the entity is eligible to resolve the type of data quality error. In some implementations,
the selection criteria specify a particular state of the data quality issue for each entity of
the set of eligible entities, and wherein the state of the data quality issue is the particular
state for the assigned entity.

{0015} In some implementations, the entity is a particular device of the data processing
systent.

{6016} In some implementations, the entity is a user of the data processing system.
{89171 In some implementations, executing the workflow further includes generating a
timeline of actions taken for processing the results data and sending data representing
the timeline of actions taken to the entity.

{6618} In some implementations, each state of the data quality issue is associated with
one or more candidate actions for processing the results data.

{8019} In some implementations, the process includes determining, based on the results
data and the metadata, a category of the data quality error, the category being selected
from one of a data error, a rule error, or a reference data error.

{6028} Any of these processes can be implemented as systems including one or more
processing devices and memory storing instructions that, when executed by the one or

more processing devices, are configured to cause the one or more processing devices
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to perform the operations of the processes. In some implementations, one or more non-
transitory computer readable media can be configured to store instructions that, when
executed by the one or more processing devices, are configured to cause the one or
more processing devices to perform the operations of the processes.
{0021} There may be a feedback loop for data quality (D(Q) issues in the D result data;
reoccurring issues are updated with new result data and new metadata. Different DQ
items can be generated/updated based on which DQ tests failed and how they failed
{e.g., which threshold condition was not satisfied).
[9022] Data items (representing D} issues) can be repeatedly updated with new
metadata as new DQ results are received; the corresponding workflow is automatically
updated. The system can avoid generating a new D item for reoccurring DO problem;
an existing D} item is then updated instead.
{6023} There may be a customizable workflow used for each data quality issue; the
wotkflow is automatically configured based on metadata associated with DO issue.
Metadata can be used to configure the workflow associated with the DQ item; there can
be different behaviors for different DQ issues.
{0024} A workflow may include assignment of responsibility of handling D( issue,
processing actions to perform for handling D) issue {e.g., further analysis of values of
data records to determine if a DG rule defimtion is flawed). The assignment of
responsibility can change based on the current state associated with the DG item
{(escalation can occur as state of workflow changes).
[8025] The system can generate a timeline of responsibility associated with the DO
item based on what the state is for the workflow execution of the DQ item.
{00241 The system generates a timeline of responsibility associated with the DO item
based on what the state is for the workflow execution of the D item.
{8027} Aspects can include one or more advantages. Reoccurring data quality issues
can be recognized and assigned 1o a different entity {(escalation). A timeline can be
generated showing how the issue has changed over time and who has been trying to
resolve it. Metadata associated with each data item identifies the exact data quality
thresholds that were not satisfied. This can indicate that the issue may be that the rule

is defined improperly, rather than that the data have low data quality. Each workflow
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is contigurable because each state can specify a different set of available actions for
resolving the data quality error.

{6028} Additionally, there is considerable flexibility in the configuration of rules for
populating the data quality issues and generating the workflows. The fexability of
generating different workflows for similar data quality issues enables a wide range of
users to tailor the systern to meet their specific needs and gain maximum benefit from
the automatic generation of issues.

{6028} There is a feedback loop for handling data quality (DQ) issues in the DQ result
data. Reoccurring tssues are updated with new result data and new metadata. The
customizable workflow for each data quality issue is automatically configured based
on metadata associated with DQ issue. A state is maintained for each DQ issue. The
state corresponds to a portion of the worktlow. When a data quality 1ssue is reoccurring,
This enables automatic escalation of an assigned responsible entity {(eg., for
reoccurring data quality issues).

(6638} The data processing system is configured to manage data quality issues over a
large, complex data network. At scale, data are generated and transferred in a complex
manner, such as in many software environments, different datasets, different countries,
and so forth. Because people are constantly changing and moving, the data processing
system can reliably delegate responsibility for resolution of the data quality tssues and
automatically escalate to another entity if needed. In some implementations, the data
processing system can geverate a workflow configured to quarantine data with severe
data quality issues {0 prevent pristine data in other parts of a networked system from
being contaminated. For example, data quality issues are repeatedly updated with new
metadata as new data quality test results are received. A corresponding workflow is
automatically updated.

{00311 Workflows are automatically generated that include assignment of
responsibility of handling data quality issue and/or processing actions to perform for
handling data quality issue (e.g., further analysis of values of data records to determine
if' a data quality rule definition is flawed). Metadata from the data quality test are used
to configure the workflow associated with the data guality 1ssue using configurable

rules. As a result, different worktlows are proposed by the data processing system based
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on which data quality tests failed and how they failed (e.g., which data quality threshold
condition was not satisfied}.

{6032} The system avoids generating a new data quality issue for recccurring data
guality problems. Rather, existing data quality issues are updated instead. The
assignment of responsibility can change based on the current state associated with the
data quality issue. For example, escalation can occur as state of worktlow changes. In
some implementations, the data processing system can generate a timeline of
responsibility associated with the data quality issue based on what the state is for the
workflow execution of the data guality issue. The data processing system enables
assignment of ownership automatically from metadata associated with the data quality
issue, rather than being explicitly specified or defined for each data quality issue
Additionally, relevant attnibutes {e g, metadata) are stored with the generated data
quality issue. The attribute values are automatically updated when new data quality
results are received from a data quality test process. The data processing system is thus
configured to automatically recognize a reoccurring data quality problem and update
the existing D item with new metadata for a comprehensive presentation to the user.
The data processing system is configured to automatically determine when a data
guality issue is resolved and tag issues as potentially resolved. For example, a workflow
can be configured that specifies that a follow up be provided to a responsible entity.
The entity {e.g., a user) then decides when to roark the data quality issue as resolved.
{6033} The details of one or more embodiments are set forth in the accompanying
drawings and the description below. Other features and advantages will be apparent

from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
100341 FIGS. 1A-2D are block diagrams of a data processing system for automatic data
quality issue generation and workflow execution.
{6035} FIGS. 3-7 are example screens of user interfaces for the data processing systems
of FIG. 1A-1B for automatic data quality issue generation and workflow execution.
180361 FIG. 8 shows a flow diagram including an example process.

180371 FIG. 9 is a block diagram of a data processing systerm.
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BETAILED DESCRIPTION
[6038] FIG. 1A shows a block diagram of an environment 100a including a data
processing system 102. The data processing system 102 is configured to process data
guality test results data 105 (also called result data or data quality results data). The
results data includes an output from a data guality test of data records. The results data
105 specifies whether portions (e.g., values of fields) of the data records satisfy
conditions specified in data quality rules applied to the data records during the data
quality test applied by a data quality testing system 104, The results data 105 includes
areport that identifies data quality roles that are not satistied during the test and
which records did not satisfy the data quality rules. The results data are subsequently
described in detail.
{6439} The data processing system 102 is configured, by a data quality issue
identification module 112, to identify data quality issues in the data records from the
results data 105, A data quality issue includes data 130 that specifies a particular data
guality error, problem or failure from the data guality test and possibly other data
associated with that particular data quality error, problem or failure. The other data
include attributes (e.¢.. metadata) specitying one or more of a name of the data record
tested, an owner of the data record that is tested, a data domain, a data type, a rule
identifier, data indicating whether the data record has previouslty been tested, a
category or type of the data quality issue, an entity responsible for handling the data
quality issue, a time period, a time stamp, and other metadata describing the data
guality test. The data quality issue data 130 can include portions of the results data
105, such as data quality test report data. The data that are included in the data quality
issues 18 subsequently described in further detail in relation to FIGS. 6A-6B. The
other data can include one or more data objects associated with a workflow 132, As
subsequently described, a workflow includes a sequence of data processing actions or
steps for performing to resolve the data quality issue.
100401 Hach data quality test is configured using a control point 136. A control point
136 includes a data structure that enables configuration oue or more attribute values
associated with the workflow 132. The control point specifies which data quality tests
are performed on which data. For example, a control point 136 can specify a

particular data quality rule {or set of rules) for testing a particular field or record of a
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particular dataset. The control point 136 specifies the dataset to test, the rule(s} to
apply, an owner of the tested data and test results, a schedule for performing the test,
and so forth. If a data quality issue is found from the results of the data quality test,
the control point is associated with the data quality issue. The control point includes
an identifier that is used to identify any existing data quality issue that has previously
been generated from a previous iteration of the data quality test configured by that
control point. The control point is used to populate an associated data quality issug
with attributes by one or more inheritance rules, as subsequently described. The
control point associates the data quality 1ssue with a generated workflow 132,

{00411 The data quality issue identification module 112 can distinguish between
existing data quality issues and new data quality issues specified in the results data 105,
such as by referring to the contro! point that generated the data quality issue. Existing
data quality issues are data quality issues that refer to a data quality failure or problem
in the data record that has previously been identified from the results data for that data
record. The data quality issue is therefore not a new problem in the data, but a
continuation or persistence of a data quality issue that is already being handled (e.g., by
a system administrator or automatically by the data processing system 102). A new data
guality issue represents data quality problems or fatlures in the data records that are
identified for the first time by the data quality test in results data 105,

[8042] The data quality 1ssue data 130 are stored as existing data quality issues 122a-n
in a data store. The data quality issues 122a-n are referenced by the data quality issue
identification module 112 (by their associated control poinis 136) when additional daia
guality test results 105 are received from the data quality testing system 104, The data
processing syster 102 thus includes a feedback loop in which recccurring data quality
issues are mapped to previously identified (e.g., configured} data quality issues in the
data and previously generated workflows, and new data quality are newly associated
with workflows for processing those new data guality tssues. For example, configured
data quality issues 122 are retrieved by the data quality issue identification module 112
from the data store 120 when the results data 105 are received from the data guality
testing system 104, The existing data quality issues 122 are associated with attributes
124, The atiributes 124 have values for populating the workflow. The values of the

attributes can be configured by a system administrator or populated automatically from
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one or more data objects. For example, values of the attributes 124 can be retrieved
from respective control points 136. The existing data quality issues 122 and their
attributes 124 are retrieved by the data quality issue identification module 112, The
module 112 uses the existing data quality issues 122 and their attributes 124 to
determine whether new data quality issues should be generated or whether an existing
data quality issue should be updated in response to receiving results data 105

(6043} The data processing system 102 generates, by a workflow generation module
118, a workflow 132 for resolving the data quality issue. The workflow 132 includes a
sequence or series of data processing steps for processing the data quality issue{e.g., to
resolve data quality problems in the data record}. The workflow 132 can be partially
autorvated or entively automated. The workflow 132 1s configured automatically by the
data processing system 102. A workflow 132 can include assignment of responsibility
of processing the data quality issue depending on a context of the data quality issue.
For example, a data quality tssue is repeatedly identified when the data quality test is
repeatedly indicating the particular data quality problem is persisting in the data record.
This can be due to systemic error in generating the data record, updating the data record,
a problem with a data quality rule definition, or some other issue. The persistent data
guality issue can be escalated to a new entity if the data quality esror persists in the data
record over time (e.g., over several data quality tests). An entity in this context includes
a user {e.g., a system adrnistrator, employee, etc.} or a device {e.g., a chient device).
As new results data 1035 are received by the data processing system 102, the workflows
generated by the workflow generation module 118 can be updated or reconfigured to
change how the data quality issue is being resolved {e.g., if the data quality issue is
persisting over a period of time).

(6644} The workflows 132 include processing actions to perform for handling the data
quality issues. For example, further analysis of values of data records can be scheduled
to determine whether a data quality rule definition is flawed. In ancther example, data
records from a source that causes a threshold number of data guality issues can be
guarantined from other devices or aystems in a computing network {o prevent the spread
of low quality data to other systems. For example, for a dynamic networked system,
new systems and devices can be added and rernoved constantly. A new device may be

uploading low-quality data to data records stored in the computing system {(e.g., a global
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repository}. To prevent the low quality data from propagating to other repositories, or
to prevent the further uploading of low quality data, the data processing system 102
may temporarily and automatically restrict the new device from uploading data without
performing a data quality check on the data prior to upload. This reduces or elumunates
data quality errors in a system. At scale, this can greatly assist system administrators
who may not be able to monitor all devices on the system at all times for data quality
issues.

{6045} The data quality issue is associated with a state. The state indicates a location in
an associated workflow 132 that is generated to resolve the data guality issue.
Generally, if a data quality issue is unresolved, the state is maintained and indicates that
further analysis or processing is required by the entity assigned respounsibility for
resolving the data quality issue. When new results data 105 are received, the data
quality issue identification module 112 can identify that the data quality issue has
previcusly been generated by referring to identifiers of the data quality tssues that have
a state indicated that resolution has not yet been achieved for that data quality issue.
{6846} The generated workflow 132 is sent from the data processing system 102 to a
workflow execution systern 128, The workflow execution system 128 can include any
device configured to execute the logic of the workflow 132. For example, the workflow
execution system 128 can include a client device, such as a system administrator device.
In some imoplementations, the workflow execution device 128 includes a server or other
backend device. Generally, the workflow execution device 128 is configured to present
user interface data, subsequently described, showing the data quality issue and daia
related to one or more controd points associated with the data quality issue in accordance
with the workflow 132,

{6647} The data processing system 102 is configured to automatically populate the data
quality issue and/or data quality workflow 132 with attributes (such as the responsible
entity} based on a set of attribute inheritance rules. Here, an attribute is a portion of the
metadata that is assoctated with the data quality issues and/or data quality test results
105, The attribute inheritance rules are configurable {e.g., can be predefined) for
generating the data quality issues by the module 112, As subsequently described, the
attribute inheritance rules determine which atirtbutes of the data quality issue are

automatically populated and which data sources are used for the values for those
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attributes. For example, the source attributes are either received from a data quality
control point or from another object that is divectly or indirectly associated with the data
quality control point, as determined by a source attribute specifier. A source attribute
specifier includes a domain name or owner identifier for a data source. The data source
can include a device operated by a system administrator, business owner, and so forth.

j0048] The workflow generation module 118 uses the attributes to configure the
workflow 132 associated with the data quality issue. As previously described, actions
of the workflow can depend on the values of the attributes (e.g., metadata) associated
with the data quality issue. The attribute values can be refreshed or updated when new
data quality results 105 are received from the batch test process.

[6049] FIG. 1B shows a block diagram of an environment 100b of the data processing
system 102 of FIG. 1A, including additional details for processing data quality results
10S8. As previcusly described, the data processing system 102 is configured to receive
data guality resufts 105 from the data quality testing system 104, The data processing
system 102 generates or updates data quality issues representing data quality tests that
were failed by the tested data. The data quality issues 130 are siored in a data store 120
with associated attributes 124, The workflow generation module 118 uses the attributes
and configured data quality issue 122 to generate workflows 132. The workflows 132
include executable logic that can be sent to a remote device, such as a workflow
execution systemy 128 {eg, a chient device). The workflow execution system 128
executes the logic of the workflow 132 using an execution module 134, The execution
module 134 can include an application layer that enables a user to manipulate the
workflow 132, data quality issue 122, or attributes 124 (e g, through a user interface).

{80387 The data quality testing system 104 includes a device or system configured to
receive datasets (not shown) and apply data quality tests to those datasets. The datasets
can include any data having data quality standards. The data quality testing system 104
generally tests the datasets by applying cne or more data quality rules to the datasets.
Generally, the data quality test is configured based on metadata 108 (e g, attributes) of
a control point. The control point is used to configure the data quality test. Attributes
of the control peint specify how the data quality test is to be performed (e.g., which
rutes), when the data quality is scheduied, what the target data of the data quality are,

and so forth, as subsequently described.
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10051} The data quality rules inchude logic indicating a standard for value(s) of the
records. Generally, the particular data quality rule(s) applied to a dataset depend on an
indication of a desired data quality for the dataset. In some implementations, the
indication can be based on the source of the dataset. For example, the source of the
dataset can be associated with data quality metadata 108 specifving what data quality
rules are to be applied for data from that source. The metadata 108 can be associated
with a data quality control point 136 that scheduled the data quality test. In another
example, the data quality rules being applied can depend on the particular semantic type
of data being analyzed. A semantic type 18 a meaning of the data. For example, a
semantic type can be an address, birth date (not merely just any date), driver’s license
identifier, ot other specific meaning of the data. For example, a particular set of data
quality rules can be applied to a birth date that would not be applied to a credit card
expiration date. The semantic type can also refer to a language type of the data {e.g.,
French, English UK, American English, and so forth} which may impose different
format requirements on the data. For example, a date format might change for English
UK data {e.g., day/month/year) when compared with American English (e.g., month,
day, vear). These atiributes can be used to select which data quality rules are applied to
the data. In some implementations, as subsequently described, the data guality issue
may indicate that the wrong rules were applied to a given dataset, causing the data
quality test to fail.

{0052} The data quality test metadata 108 can indicate which attributes were used to
select one or more data guality rules for the datasets. The data quality test metadata 108
can be obtained from the control point 136 associated with a particular data quality test.
The control point 136 includes the values of atiributes that specify how the data quality
test ts to be performed. For example, a particular attribute may indicate one or more
rules that can apply to a selected field or data record of a dataset. In this context, the
attributes can indicate sets or ranges of allowed values, relationships of the values of
the field to values of one or more other fields {e g, always greater than, always less
than, equal to, a function of, and so forth), data type, expected value length, or other
characteristics of the values of a field. For example, as subsequently described, the
attributes can indicate what values are permitied in a field and what values are not

permitted in the field or data record. For example, a given range indicated in the
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attributes associated with a label of a field can also be a data quality rule for that field.
However, the attributes associated with the field and the rules being generated for the
field do not necessarily match. For example, a data quality rule for the field can require
that there are no duplicative values or no empty values, while the atiributes need not
indicate this rule. Conversely, the attributes may indicate that the selected field conform
to a particular requirement, but the data quality rules being generated need not enforce
this requirement.

{00531 Any number of data quality rules can be selected using any combination of the
attributes. The rules can enforce a requirement for each value of the field independently
from any other fields or values of the dataset. For example, a data quality rule can
require that a format of a value of the field associated with & Social Security Number
field has a format “XXX-XX-XXXX,” where X can be any digit from 0-9. This
requirement is based on each individual value and requires no further analysis to
enforce. In another example, the data quality rule can check the type of each character
in the value, ensuring that all the X values are indeed digits from 0-9, rather than other
characters. In another example, the data quality rale can require a check on the entire
selected field. For example, data quality rule requires that each value in the selected
field be unigue. This requires checking the values in the selected field in addition to the
currently processed value to determine whether each value is unique.

[80634] Other examples of data quality rules are possible. In some examples, a rule to
be used to characterize the quality of a set of data can indicate an allowable value or a
protubited value for dats records in the dataset. The allowable value can be a single
value or range of values. A rule indicating an allowable value is satisfied when the
profile includes an allowable value. An example of an allowable value for a field can
be allowable maximum and minimum values for that field; if the average value for the
field falls between the allowable maximum and minimum values, the rule is satisfied.
A rule indicating a prohibited value for a dataset is satistied as long as the dataset does
not include the prohibited value. An example of a prohibited attribute for a field can be
alist of values that are prohibited for that field; if the field includes any of the prohibited
values, the rule is not satisfied.

{9058] A data quality rule can 1ndicate an allowable deviation between a value or values

of a field and a specified value for the field. A deviation between the specified value
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and the values of the field that is greater than the allowable deviation indicated by the
correspouding tule can be an indication of a data quality issue in the dataset, and thus
an indication that the dataset is a possible root cause of an existing or potential data
guality issue in a downstream set of data. In some examples, the allowable deviation
can be specified as a range of values, such as a maximum allowable value and a
minimum allowable value In some examples, the allowable deviation can be specified
as a standard deviation from a single value, which can be an average value (e.g., a mean
or median of values in past datasets).

[9056] In some exaroples, a rule to be used to characterize the quality of a set of data
can indicate allowed or prohibited characteristics of the value in each of one or more
fields of a data record, such as based on the validity of the value in a field. A rule
indicating an allowed characteristic for a field is satisfied when the value in the field
meets the allowed characteristic. A rule indicating a prohibited characteristic for a field
ts satisfied as long as the value in the field does not meet the prohibited characteristic.,
A value that satisfies a rule 1s sometimes referred to as a valid value; a value that does
not satisty a rule is sometimes referred to as an invalid value. Various characteristics of
values in the fields can be indicated as allowed or prohibited characteristics by the rule.
An example rule can indicaie allowed or prohibited characteristics of the content of a
field, such as an allowed or prohibited range of values, an allowable maximum value,
an allowable minimum value, or a list of one or more particular values that are allowed
or prohibited. For instance, a #iréh yeor field having a value less than 1900 or greater
than the present year way be considered invalid. An example rule can indicate allowed
or prohibited characteristics of the data type of a field. An example rule can indicate a
whether the absence of a value (or the presence of a NULL) in a certain field is allowed
or prohibited. For instance, a last name field including a string value (e.g., “Smith”)
may be considered valid, while a flast name field that is blank or that includes a
numerical value may be considered invalid. An example rule can indicate an allowed
or prohibited relationship among two or more fields in the same data record. For
instance, a rule may specify a list of values for a Z7P field that cotrespond to each
possible value for a sfare field and may specify that any combination of values for the

ZIF and state tields that is not supported by the list is invalid.
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100857Y In some examples, a rule can be selected based on an analysis of historical data.
For instance, a rule can be indicative of an allowable deviation between a profile of a
field of a particular set of data and a determined historical profile of the field of the set
of data. The historical profile for a dataset can be based on historical data; for instance,
the historical profile can be a profite of the same dataset from a previcus day, an average
profile of the same dataset from multiple previous days (e.g., over the past week or
month), a lifetime average profile of the same dataset. More generally, the profile can
retain a wide variety of reference information to take advantage of various kinds of
statistical analyses. For example, the profile can include wformation about standard
deviations or cther indications of a distribution of values. For purposes of the examples
below, and without fimiting the generality of this application, the profile can include a
numerical average of prior datasets, and possibly also a standard deviation.

{0058} In some examples, machine fearning technigues are emploved to select the data
guality rules. For instance, data can be analyzed over a learning period in order for user
preferences or applications as to which characteristics affect the data quality for that
application and thus require data quality rules for enforcement of those characteristics.
For example, if an application often fails because values of the field are in an incorrect
format, the rule generation module generates a rule to enforce a particular format. Ifthe
application fails because numerical values are out of an acceptable range, the rule
generation module 206 generates a data quality rule to enforce a particular range of
values for the field. Other such examples are possible. The learning period can be a
specified period of time or can be an amount of tirne until av average or expected value
converges 1o a stable value. The machine learning logic can be configured by the control
point 136

{6659} The data quality testing systemy 104 can apply one or more data quality rules
based on expected characteristics of data records to be processed by the system. In a
specific example, the source data are credit card transaction records for transactions
occurring in the United States. The source data are streaming data that are processed in
one-hour incremenis, Based on attributes identified for the field, snd data from an
application indicating operations to be performed when processing the credit card

transaction records, the user can identify the transaction identifier field, the card
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identifier field, the state field, the date field, and the amount field as critical data
elements to be profiled.

[6068] In the specific example in which the source data are credit card transaction
records, the data quality testing system 104 receives atiributes indicating that there are
only fifty allowable values for the state field. The data quality testing system 104 can
select a rule that causes an alert Hlag to be used if the profile of the set of source data
identifies more than fifty values in the state field, regardless of the standard deviation
of the profile of the set of source data relative to the reference. The data quality testing
system 104 can receive an attribute indicating that only credit card transaction records
for transactions completed on the same day as the processing should be present in the
set of source data. The data quality testing systems 104 can create a rule that causes an
alert message to be sent if any source data record has a date that does not match the date
of the processing.

{89611 In some examples, the data quality testing system 104 can specify one or more
rules being generated through a user interface. Through the user interface, a user can
provide feedback for a rule for one or more fields or can approve a pre-populated default
rule for a field Further description of a user interface can be found in U S, Application
Serial No. 13/653,995, filed October 17, 2012, the contents of which are incorporated
here by reference in their entirety. Other implementations of the user interface are also
possible.

{6062} In some examples, if a possible data quality issue is detected in a set of data,
such as in a new version of a set of reference data or in a set of source data, ap ideutifier
of the set of data having the possible data quality issue is placed on a list of root cause
datasets stored in a database. If a data quality issue with a set of output data is later
detected, the database can be queried to identify the upstream data lineage elements for
the set of output data and to determine which, if any, of those upstream data lineage
elements are included on the list of root cause datasets.

100631 In some examples, if a possible data quality issue is detected in a set of data,
such as a new version of a set of reference data or in a set of source data, a user
notification can be enabled. In some examples, an alert flag can be stored to indicate
the data quality 1ssue. For instance, if a possible data quality issue is detected in a new

version of a set of reference data, an alert flag can be stored in conjunction with the
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profile data for the new version of the reference data. If a possible data quality issue is
detected in the set of source data, an alert flag can be stored in conjunction with the
profile data for that set of source data. In some examples, an alert message can be
communicated o a user to indicate the existence of a possible data guality issue. The
alert message can be, for instance, as a message, an icon, or 2 pop-up window on a user
interface; as an email or short message service {SMS) message; or in another form.
These data can be a part of the data quality issue attributes 124 stored in the data store
120

i9064] In some examples, the rules can specify actions for the data processing
workflow 132 to be performed in response to how the data quality rules are not satisfied.
For example, one or more threshold deviations from a data quality profile can be
specified in the data guality test metadata 108. The threshold deviations may indicate
when an alert flag or alert message is used in the workflow 132, an entity to which the
data quality issue 122 is assigned, a data quarantine procedure, and so forth. For
instance, if the deviation between a profile of a current set of data and a profile for that
set of data is small, such as between one and two standard deviations, the alert flag can
be stored; and if'the deviation is greater than two standard deviations, the alert message
can be communicated and the data quarantined. The threshold deviation can be specific
to each set of source data and reference data.

[8065] In some examples, such as if the deviation 18 severe, e.g., more than three
standard deviations from the profile, further processing by a related processing system
using the data can be stopped wntil a user intervenes. For instance, any further
processing that will be affected by the source data or reference data having the severe
deviation is halted. The transforms to be halted can be identified by the data that
references the data lineage elements that are downstream of the affected source or
reference data.

{0066} In some examples, the profile data are automatically determined. For instance,
the profile data for a given set of data can be automatically updated as a running
historical average of past profile data for that set of data, e.g., by recalculating the
profile data whenever new profile data for that set of data are determined. In some
examples, a user can supply witial profile data, e g., by profiling a set of data having

desired characteristics.
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10867% The data quality testing system 104 applies the selected data quality rules and
generates data quality results data 105, The data quality results dats 105 indicate
whether values of the analyzed datasets satisfied the applied data quality rules. The
data quality test metadata 108 associated with the results data 105 include data
describing the dataset, the data quality test performed. For example, the test metadata
108 can include identifications of which rules were applied to which portions of the
dataset, when the data quality test was performed, an owner of the dataset, and so
forth.

{89681 In some tmplementations, the data quality testing system 104 is configured to
perform data quality testing and send the results data 105 to the data processing
system 102 1n bulk analysis rather than a data stream. For example, the data quality
testing system 104 can generate results data 105 for the entire dataset before sending
to the data processing system 102 for data quality issue generation and workflow
generation. Generally, the results data 105 indicates whether data quality test(s) were
failed for one or more portions of the dataset.

{0669} The data processing system 102 receives the results data 105 and the test
metadata 108 from the data quality testing system 104 and determines whether the
result data 105 is such that a data quality tssue should be generated. As previously
described, the data processing system 102 can generate a data quality issue identifying
the failed test if the failure is severe enough to satisty a condition for generation of a
data quality issue. For example, a data quality issue is generated by the data
processing system 102 if a threshold percentage of the data of the dataset does not
satisfy an applied data quality rule or rules. In some implementations, the dataset can
be required to perfectly satisfy all data quality requirements. In some
implementations, one or more portions of the dataset can be ignored such that data
quality failure of any magnitude does not result in generation of a corresponding data
guality issue by the data processing system 102,

1008701 The data quality issue identification module 112 of the data processing system
100 is configured to identify, for a given data quality test, a potential data quality
issue for generation for the data quality test. The data quality issue specifies the
results data of the data quality test, the source of the tested data, and details of how

the data quality test was not satisfied, such as one or more data quality thresholds that
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were not satistied during the test for particular fields or records of the dataset. The
data quality issue identification module 112 analyzes the values of the test metadata
108 associated with the data quality test results 105. The test metadata 108 values are
compared to attributes 124 associated with one or more existing data guality 1ssues
122, as subsequently described in further detail with respect to FIG. ZA. When the
comparison of the test metadata 108 to the atiribute 124 values indicates a match of
the detected data quality issue with an existing data quality issug 122, the existing
data quality issue 122 is updated using the new results data 105 and test metadata by
the data quality update module 116, as described 10 relation to FIG. 2C. I no existing
data quality issue is found, the data quality issue generation module 114 generates a
new data quality 1ssue using the test metadata 108 and the resulis data 105, as
described in relation to FIG. 2B. The generated or updated data quality issue data 130
are stored in the data store 120 as data quality issues 122a-n.

{89711 To generate a workflow, the workflow generation module 118 recetves the
data quality issue data 130 from the data store 120 and any associated data objects,
such as a data quality issue control point 136, which also include their respective
attributes 124, The workflow generation module 118 applies a set of configured rules
to the data quality issues 122, The rules are generally configured in advance of
processing. The rules specify how to process the data quality issue 122 based on the
values of its attributes and its associated data objecis {e.g., conirol point 136). For
example, a particular user may be selected for assignment as the responsible entity for
a particular severity of a data guality tssue or for data quality issues for data from a
particular source. In some implementations, the rules can specify actions to be taken
automatically in the workflow 132 based on the data quality issue 122, For example,
if a data guality issue is recccurring, the responsible entity can be changed or elevated
to an entity different from a current or prior assigned entity. In another example, the
state associated with the data quality issue is referenced to determine which action{s}
are included in the data processing workflow 132

[0872] The generated workflow 132 is sent to a workflow execution systern 128
configured to execute the one or more actions of the workflow. In some
implementations, a workflow execution module 134 executes logic for the workilow.

The logic can include handling the data quality issue automatically, such as redefining
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a data quality rule based on a predetermined criteria, quarantining the dataset from
other devices aud systerns in a networked systern {e.g., other devices than the source
of the dataset), deleting portions of the dataset, sending alerts to one or more
responsible entities or related entifies, activating one or more computing applications
{e.g., a data masking application), or causing other data processing actions to oceur.
180731 In some implementations, execution of the workflow 132 includes one or more
actions requesting input from a responsible entity {e.g., a user or adminisirator}, such
as requesting approval for performing an action on the dataset or changing a rule
definition, suggesting one or more rules that should be changed, displaying reports,
showing timelines related to resolving the data quality issue 122, displaying or
updating a state of the data guality issue, displaying a presentation of responsible
entities, generating and presenting alerts to the responsible entity, or suggesting one or
more other actions for resolution of the data quality issue.

18874} Once the workflow 132 is execuled, a check is performed to determine
whether data quality issue 122 is resolved. The check may include holding the data
quality issue 122 in an unresolved state until subsequent results data 105 indicate that
the data quality issue is no longer present for that data set. In some implementations, a
user can affirmatively indicate that the data quality issue 122 is resolved. In some
implementations, completion of the workflow is an indication that the data quality
issue 122 is resolved. If it cannot be determined {(e.g., either automatically or after
human verification is requested) that a data quality issue 122 has been resolved, the
data quality issue is kept active and stored in the data store 120. The data quality issue
122 can eventually expire (e.g., if it is not updated for a set period of time). When the
data quality issue 122 expires, it is rermoved from the data guality data store 120,
{6675} FIGS. 2A-21 show examples of data processing actions of the modules 112,
114, 166, and 118, respectively, of the data processing system 100 of FIGS. 1A-1B.
FI(3. 2A includes a process 200a for the data processing system 100 for identifying
data quality issues from the data quality results data 105 and the data quality test
metadata 108,

{6076} The data quality issue identification module 112 is configured to determine
whether a new data quality issue 1s represented n the test results data 105 or whether

one of more existing data quality issues are represented in the test results data.
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Generally, the control point 136 associated with the data quality test that was
performed specifies whether a data quality issue exists for that particular data quality
test {e.g., the one or more rules tested on the particular field(s) of the data quality
test). When a new data qualbity 1ssue 13 identified, the data quality test metadata 108
and data quality results data are sent to the data quality issue generation module 114
for generation of a new data quality issue with atinibute values populated using values
from the test metadata. The process for generating a new data quality issue is shown
in FIG. 2B. When an existing data quality issue 122 is identified, the data quality
tssue wWentification module 112 sends the data quality issue attributes 124 for the
existing data quality issue 122 the existing data quality issue data, the data quality
test result data 105, and the data quality test result metadata 108 to the data quality
issue update module 116. The data quality issue update module updates the existing
data quality issue using the values of the test metadata 108 and the test results in the
context of the attributes 124 that are already populated for the existing data quality
issue 122, The process for updating an existing data quality issue 122 is described in
relation to FIG. 2C.

{6077} The data quality issue identification module receives (202} attributes from a
data quality control point 136 that is associated with the data quality test. The data
guality control point 136 includes a data object including attributes that configure the
data quality test, as previously described. The data guality issue identification module
112 analyzes (204} the attributes of the data quality control point 136 to determine
whether there is an existing data guality issue 122 to the data store 120. The countrol
point 130 includes an identifier {as subsequently described). The identifier associates
the control point 136 with an existing data quality issue, if one exists. If a data quality
issue already exists, the data quality identification module is configured to initiate a
process to update {210} the atiribute values for the existing data quality issue with the
metadata 108 from the daia quality test. If no data quality issue already exists, the data
quality issue identification module 112 1s configured to initiate a process to generate
{208) a new data quality issue and populate the attributes of the generated data quality
issue with values from the metadata 108 of the data quality test.

{9078} Hach of the existing data quality issues 122a-¢ are each associated with

respective attributes 124 having values populated based on prior result data and
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processing in assoctated workflows. For example, an existing data quality issue 122
can be associated with a state value that indicates how a related workflow is executing
for that data quality issue. For example, the state can indicate that the existing data
guality issue 122 is new, 1o a triage analysis, is published {e.g., to the data store 120),
is in progress of being resolved by a responsible entity, is resolved, or is unresolved.
The state generally indicates the status of the worktlow for that data quality 1ssue. The
existing data quality issue 122 is associated with other attributes including an owner
of the dataset represented in the data quality issue, a responsible entity for resolving
the data guality 1ssue, a timeline of events for resolution of the data quality 1ssue, time
stamp data, a data quality score for the data representing in the issue, and so forth as
previously described.

{6479} In an embodiment, a data guality issue from the data quality test can be
matched to a stored data quality issue in the data store 120. In this example, the data
guality issue identification module 112 is configured to analyze the attribute values of
the existing data quality issues 122a-n with values in the test metadata 108 and the
test results data 105, The comparison includes matching values for one or more of the
attribute values, such as key values, field names, data source names, or other similar
attributes that identify the data quality issue. In some implementations, the data
quality results 105 includes an identifier that can be stored with the data quality issue
as an attribute value. When subsequent data quality tests are performed, the same
identifier can be referenced. I values of the attributes 124 match the test metadata
108 or are similar within a threshold similarity, the data quality issue identification
module 112 determines that the results data 105 corresponds {0 an existing data
quality issue. The existing data quality issue 122 is updated based on the attribute
values 124 of the existing data quality issue and also based on the test metadata 108
and test results 105, If values of the attributes 124 do not match the metadata 108 of
the data guality test, the data quality identification engine 112 determines that a new
data quality issue should be generated and populated with attribute values based on
the metadata 108 and test results 105,

{6086} FIG. 2B shows a process 200b for generating a new data guality issue by the
data quality issue generation module 114, The data quality issue generation module

114 is configured to populate a data quality issue with attribute values from the
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metadata 108 and results 105 of the data quality test if no data quality issue is
identified by the data quality identification module 112. As previously discussed, the
data quality 1ssue 122 includes a data object or data structure storing attributes that are
populated with values. The attribute values are populated sutomatically using a
configurabile set of attribute inheritance rules. The attribute inheritance rules are
preconfigured ruies. The attribute inheritance rules specity which attributes of the data
quality issue are automatically populated and sources for the values for those
attributes. The source attributes can either be specified in the data quality control
point 136 that is associated with the data quality issue or ov another object that is
directly or indirectly associated with the data quality conirol point. The source is
specified by a source attribute specifier field in a rule set. An example of source
attribute specifiers is shown in Table 1, below:

[0681] Table 1: Example Attribute Inheritance Rules

TargetAtinibuteSymboiName [Precedence [Source AttributeSpecifier

xDQOwer HDOCoumPoit. Cordroled Asset. BirFerm sRisk DataDonat sBustess hwier
OO DataChwaer 1 DOControlPoint. Contrelled Asset Brfeon xRisk Datalomxin xBusinessOwrer
DO DataRioward HDOQCoutn Pord DOQRuk. Bizlerm xSteward

*kDORukeOwner HPQControPoint DORnk BizTerm xBusinessOwrer

XDQRuleSteward HDOQControlPoint DORule. BiZTerm xSteward

IssueListeners HDQControPont. Controlied Asset. BirTenn xRiskDataDonan xBusiessOwrer
TssupListeners DO ContrelPoint DORuk. Bir TermxBusinessOwrer

{0082} For example, the first rule in Table 1 indicates that a value for Data Quality
owner for the data quality issue being generated is soured from the Business Owner
attribute in the Risk Data Domain of the Biz Term associated with a Controlled Asset
that is controlled by the data quality control point 136, This rule references four data
objects associated with the data quality issue to find the value for the attribute. The
value of the attribute is used to populate an atiribute of the data quality issue. In Table
1, a precedence is a priority value for the attribute source. Higher priority sources are
used to populate attribute values before lower priority sources. The attribute
inheritance rules populate attributes of the data quality tssue including an owner of the

data quality issue, identification of data quality rules being tested, description or
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comment data, data and time metadata, timeline data, and so forth as subsequently
described in relation to FIGS. 6A and 6B,

{6083} Continning with FIG. 2B, the data quality issue generation module 114
generates a data object including the data quality issue 220, The data quality issue 220
includes attributes with values populated from the data quality test result data 105,
and the data quality test metadata 108, The data quality 1ssue 220 receives values
from the metadata 108 and the data guality test results data 105 that specify one or
more of the following values. An identifier 210 that specifies a source of the data
being tested by the data quality rules can be received. The identifier can cause a
source name to be populated in the data quality issue 220, The generated data quality
issue 220 can include at least a portion of the test results data 212. The test resulis
data 212 include either the actual results for a given field being tested {such as an
indication of a pass or fail for each value in a particular field) or a summary of the
data quality test result {e.g., a percentage of values i a field passed or faifed, eic.}.
j60684] The generated data quality issue 220 can include data quality rules data 214,
The data quality rules data includes a definition of the pasticular data quality rules or
logic are being applied to the selected records or fields for the data quality test. The
data quality rules data 214 can specify a single rule or a set of rules for a data quality
test. These miles together constitute a data quality test. For example, a data quality test
can include requirernents that a field value be populated with exactly 7 characters and
that the characters are all numerical digits. If either rule fails, the data quality test
fails. In some implementations, the results data 212 specify how the data guality test
failed (e.g., which data quality condition was not met}). In some implementations, the
data quality results data 212 specify that at least one data guality condition was not
satisfied.

{0085} The generated data quality issue 220 can inherit a list of eligible entities for
resolving data quality errors. The entities can include systems, devices, or users that
are assigned responsibility for resolving the errors in the tested data that cause the
data quality issue. Eligible entities can be based on preconfigured logic. For exaruple,
a particular group of entities can be eligible for newly generated data quality issues
220. A particular group of entities can be eligible for resolving data quality tssues for

data owned by a particular owner or set of owners. Eligible entities can include only
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automated systems and devices for a first type of data quality rule being tested, but
can include only system users or admivistrators for manual review of other types of
data quality rules being tested. Other similar examples are possible. One or more
entities are selected from the eligible entities 216 for handling the data quality issue
220. This selection can be a part of the generated woskflow 132 and can be based on
logic of that worktlow.

[0086] The generated data quality issue 220 can receive attribute values from related
data objects, such as a control point identifier 218 The related data objects can
provide one or more values of attributes that are stored by those data objects.

{00871 The generated data quality issue 220 is populated based on data from at least
the sources described above. The data quality issue generation module 114 assigns a
state value 222 to the data quality issue 220. The state data 222 indicates a state of
workflow execution {¢.g., by an associated workflow 132) for processing the data
quality issue 220. For example, the data quality issue can be assigned 3 “new issue”
state, an “in triage” state, a “published” state, a “completed” state, or one or more
other states. In an example, a data quality issue can be escalated if recceurring.
Because data quality 1ssue 220 is newly generated, the initial state of “new data
guality issue” is assigned to the data quality issue.

{0088} Once the new data quality issue 220 is generated, the data quality issue data
are sent to the workflow execution module 113, In some implementations, the data
quality issue data are stored in the data store 120, The workflow execution module
118 generates a workflow 132 for execution based on the attribute values of the data
guality 1ssue. The workflow 132 is generated based on the workflow logic 224 of the
data quality issue 220, The workflow logic 224 indicates processing logic or actions
for resolving the data quality issue 220. For example, the workflow logic indicates an
entity that is assigned to resolve the data quality issue 220. The workflow logic 224
indicates steps or options for data quarantining. The workflow logic includes guidance
for debugging the data quality rule or identifying a source of the low quality data.
[0089] FIG. 2C shows a process 200¢ for updating an existing data quality issue 240
based on results data from a data quality test. The process for updating a data quality
tssue 240 ts similar to generation of a new data quality 1ssue, except not al attributes

of the existing data quality issue are populated from the control point or other data
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objects. Rather, only attributes reflecting the recent data quality test are updated based
on the results data 105 of that data quality test and its metadata 108.

{6098} Once the data quality issue is identified by the data quality issue identification
module 112, the existing data guality 1ssue 240 18 updated with data from the most
recent data quality test configured by the control point specifying that data quality
issue. A state 230 of the existing data quality 1ssue is identified. In some
implementations, the state is updated to indicate that a second data quality test has
identified a reoccurring data quality issue. The updated state changes which actions
are performed by the workflow 132 or whether the workflow 132 is updated in
response to the new test.

{6091} The existing data quality issue 240 is updated with timeline data 232 Timeline
data 232 include a sequence of one or more actions or operations that are performed
in association with the data quality issue 240. For example, the actions include
scheduied or executed data quality tests. Each data guality test that has been
performed are associated with respective results data in the timeline of the data
quality issue 240. This allows a user or entity to quickly review trends for reoceurring
data quality issues to determine if any changes made to the data guality test or to the
tested data have improved the results. For example, if a number of records or entries
of a field that have passed a data quality test increase over time, the user determines
that the data are being improved to eliminate the data quality 1ssue. The timeline
indicates when changes are made to one or more data quality rules {e.g., by an
assigned entity) or to the tested data. The indication of a change or update may be
linked to the respective version of the rule or tested data. In some implementations,
the indication of a change assists an entity for determining whether the changes being
made to the tested data or the data guality rules are improving the data quality results
or exacerbating the data quality issue.

{00921 The existing data quality issue 240 is updated with updated data guality test
results data 234. The updated data quality test results data 234 indicate how the tested
data performed for the most recent data quality test. The updated test results data 234
are included in the timeline of the updated data quality issue 240 or otherwise
indicated in the data quality 1ssue. The entity that is responsible for resolving the data

quality issue 240 reviews the updated resuits data 234 and determine if the
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recccurring data quality issue 240 is improved or worsened with respect to the
previous data quality test.

{6093} The updated data quality issue 240 includes an updated list of eligible entities
for resolving the data quality errors causing the data quality issue. The eligible entities
are based on a state of the data quality issue 240, based on a type of data quality error
shown in the data quality test results data 234, or based on one or other metrics. For
example, the list of eligible entities is based on an owner or source of the tested data.
The list of eligible entities is updated for each data quality test to ensure that an
eligible entity is assigned {(or reassigned) responsibility for resolving the data quality
issue 240,

{6094} The updated data quality issue 240 receives metadats or attribute values from
one or more other objects associated with the data quality test, such as from the
control point that configured the data quality test. The updated data quality issue 240
therefore includes data that describes the most recent data quality test that caused
reoccurrence of the data quality 1ssue and also data from prior data quality tests that
caused the data quality issue to occur. The result is a data quality issue 240 that
includes trend data from prior occurrences, which assists an assigned entity with
debugging the data quality rules, eliminating data having low quality from the
associated system, or identifying a source of low quality data. A source of low quality
data includes a particular data source (e.g., an application, database, etc. that produces
low quality data), but also can include a poorly defined data quality test. The data
from each occurrence of a reoccurring data guality issue are associated so that the
entity determines how the source of low quality data is causing the low guality data.
The previous and current data for the data guality issue 240 assists the entity to
remedy the problem, such as by restricting data from the fow guality data sousce,
altering a definition of a data quality rule, quarantining low quality data, adjusting
logic of an application or data processing workflow, or taking some other remedial
action.

[0095] The data quality issue 240 is associated with state data 242. The state data 242
indicates a state of the workflow for processing the data quality issue 240, The state of
the data quality 1ssue 240 1s simiar to the state 222 of the data quality 1ssue 220 as

previcusly described.
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10096} The data quality issue 240 is assoctated with updated workflow logic 244, The
workflow logic 244 indicates processing logic or actions for resolving the data quality
issue 240. For example, the workflow logic indicates an entity that is assigned to
resolve the data quality issue 240. The workflow logic 244 indicates steps or options
for data quarantining. The workflow logic includes guidance for debugging the data
quality rule or identifying a source of the low quality data. In some implementations,
some or all of the workflow actions are performed automatically. In some
implementations, the actions of the workflow are suggestions presented to the
responsible entity, once assigned. In some implementations, the workflow logic
specifies a configuration of a user interface for presenting the data quality issue 240 to
a user, such 4s an assigned entity.

{6697} The data including the updated data quality issue 240 are sent to the workflow
execution module 118 for generation of the workflow 132, In some iraplementations,
the update data quality issue 240 data are sent to the data store 120.

j6098] FIG. 2D shows a process 200d for generating a workflow 132 (e.g, as
workflow data 132a) from the new data quality issue 220 or updated data quality issue
240. The process 200d i1s an example and can include additional actions or different
actions, depending on the values of the attributes of data quality issues 220, 240. To
perform the process 2004, the workflow generation module 118 receives the data
quality 1ssue data, either from the data quality issue generation module 114 (if a new
data quality issue is generated) or from the data quality issue update module {(if an
existing data quality issue is updated). The workflow generation module 11818
configured to generate a workflow 132 based on the state of the received data quality
issue 220, 240 and the values of the atiributes of the respective data quality issue. As
previously described, the workflow 132 includes logic for resolving the data quality
issue. The logic specifies one or more actions to be performed by a workflow
execution system 128. The logic of the workflow includes displaying one or more
different user interfaces, generating alerts, quarantining data, assigning an entity
respousible for resolving the data quality issue, invoking one or more third party
services, or other similar actions. The logic of the workflow can be based on
preconfigured logic generated by a user (e.g., a system administrator). In this way, the

workflow 132 can be application-specific.
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100991 The workflow generation module 118 is configured to check (260} the state of
the data quality issue 220, 240, If the state specifies a new data quality issue, the
workflow generation module 118 generates a new workflow for processing the data
quality issue to resolve the data quality issue. If the state specifies an existing data
guality issue, the workflow generation module 118 determines whether the workflow
associated with the data quality 1ssue 240 should be updated depending on the
attribute values of the data quality issue.

{60166} The workflow generation module 118 is configured to retrieve (262}
workflow logic based on the identified state of the data quality issue. The workflow
logic is configured based on requirements of the system. In an example, the workflow
togic is configured through a control point. In this example, atiribute values of the
control point populate the data quality issue. The values of the attributes of the data
quality issue are analyzed to determine what the ogic of the workflow is for resolving
the data quality tssue. For example, an existing workflow may be updated with new
logic for assigning an entity responsible for resolving the data quality issue if the data
quality issue is repccurring or worsening. In another example, the workflow 132 logic
can be changed if a target execution system 128 to execute the workflow {or a portion
thereof) is changed, if the owner changes, if the data source changes, and so forth. For
example, if the target execution system 128 is a client device, the particular user
interface generated, such as for viewing attribute values of the data quality issue by
the assigned entity, is adjusted based on the device type.

80181} The workflow generation module 118 is configured to assign (264) an
entity to resolve the data quality issue. The entity is assigned based on attribute values
in the data quality issue 220, 240. Tn some implementations, the entity is not actually
assigned, but logic for assigning the entity is retrieved and included in the workflow.
In some implementations, the entity is assigned so that a target workflow execution
system 128 is identified for sending the workflow data 132a. For example, the entity
can be the workflow execution system 128 itself or a user thereof.

jeoiaz} The workflow generation module 118 is configured to update (266) the
data quality issue timeline associated with the data quality issue 220, 240. The data
guality issue timeline represents what actions have been taken with respect to that

data quality issue, and when those actions are taken.
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1001903} The workflow generation module 118 is contigured to update (268} the
state of the data quality issue 220, 240 to indicate that the data quality issue is being
processed. In some implementations, the state of the data quality issue is updated after
execution of the workflow 132, In this example, the workflow generation module 118
generates the workflow, sends the workflow data 132a to the execution system 128,
and receives a response from the execution system indicating that one or more actions
of the generate workflow 132 have been executed. In response to this data from the
execution system 128, the workflow generation module 118 updates the data quality
state.

00184} The generated worktlow 132 is sent to the execution system 128 as
workflow data 132a. The workflow is executed by the execution system 123, either
automatically or in response to user input. The workflow 128 executes the logic
selected based on the attributes of the data quality issue. As previously stated, the
actual logic is specific to a given application, and is preconfigured by a system
administrator.

(60165} FI(3. 3 shows an example user interface screen 300 representing a user
interface for interacting with data quality control points. A list of control points 302a-
d is shown. An example representative control point 302a includes an identifier 304, a
type 306 (here, all are data quality control objects), a description 308, and an
indication of any controlled assets 310, The wdentifier 304 is a unique code that
identifies the data quality control point. The object type 306 distinguishes the control
point from one or more other data objects that are associated with the data being
tested in the data quality test. The controlled asset 308 specifies the application being
tested.

[60186] The screen 300 includes a search parameters window 312, Parameters
of the window 312 are used to refine the search through the data quality control
points. In some implementations, the parameters include filter criteria.

1001674 FIG. 4 shows a screen 400 including a user interface that represents a
list of data quality issues 402a-h for a system. Each data quality issue 402a-h includes
an identifier 400, a state value 408, a related object 410 (e.g., control point) that 1s

specified by iis object identifier, a list of one or more assigned entities 414, and
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workflow data 416, such as time of creation or other timeline data. A control 418 is
shown for generating a new data quality issue manually.

{60168} The screen 400 includes a search parameters window 404, Parameters
of the window 404 are used 1o refine the search through the data quality issues. In
some implementiations, the parameters include filter criteria.

100109 FIG. § shows a screen 300 representing a summary of a data quality
issue. The screen 500 shows an identifier 302 of the data quality issue. The screen 500
shows summary data 504 for the data quality issue. The screen 500 shows an entity
506 who reported the data quality issue (if applicable). The screen 300 shows an
assigned entity 508 for resolving the data quality issue. The screen 500 shows a
portion of timeline data 510 for the data quality issue. The screen 500 is generally
inset in a larger user interface, but provides a quick summary of a data quality issue
by showing some of its attribute values.

109110} FIG. 0A shows a screen 600a representing data of a data quality issue
#2 {called data quality issue DOI-2). The screen 600a shows a more complete view of
a data quality, such as the data quality issue of FIG. 5. The screen 600a includes a
navigation window 602 that allows a user to access data including the attribute values
for the data quality issue, prior versions of the data quality issue (if applicable), and
permissions associated with the data quality 1ssue.

(60111} The screen 600a includes a general information window 604 that
shows the more basic attribute values for the data quality issue. The window 604
shows a summary 604a describing a name of the object, in this case, an automatic
data quality issue. The window 604 shows a type 604b of the data quality issue. The
window 604 shows a category 604c of the data quality issue. The window 604 shows
a control point identifier 6044 associated with the data quality issue (g.g., the control
that configured the data quality issue). In this example, the control point is DQCP-
2010, or data quality control point #2010, The window 604 shows a reporter 604e of
the data guality 1ssue (if the data quality issue is manually generated or reported). The
window 604 shows an assigned entity 604f for resolving the data quality issue. In this
case, the entity is a person called Abbey A. Williams. In other examples, the entity
can be a device or system name. The window 604 shows a list of one or more listeners

604g who can observe the data quality issue or receive alerts or other messages based
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on the workflows associated with the data quality ssue. Here, the listener 15 a person
calied Melodie M. Pickett. In some implementations, the listener can be a device or
system.

(06112} Window 606 shows a list of actions recommended for the data qguality
issue. In an example, the workflow of the data quality issue can prescribe the acticns
shown in window 606. Here, a “cormplete triage” action item is shown, as the state
616 of the data quality tssue is “in triage.”

{60113} Window 608 shows data describing data quality measurements for the
data quality issue. The timeline data 610 are included in the window 608, The data
guality measurement data specify when data quality tests (also called measurements)
are performed. The window 608 shows when results data are received. The window
608 shows a portion of the results data for one or more prior data quality tests, if
applicable. From the data in window 608, the user can quickly see trends for the data
quality issue over time, if the data quality issug is reoccusting,

j60114] Window 612 provides a space for additional comments to be provided
{e.g., by an assigned entity). The comments may supplement the attribute values
inherited into the data quality issue.

{00115} The data quality issue shown in screen 6002 is associated with a state
616. In this example, the data quality issue is in an early phase callied “in triage” in
which the responsible entity is required to iriage the data qualbity issue. If the data
quality issue is determined to be significant, the data quality can be escalated or one
or more other actions can be performed to resolve the data quality issue.

[00116] FIG. 0B shows a screen 600h represented a control point #2010 (called
DGCP-2010) which is associated with DCIL-2 of FIG. 6A. The control point
configures the data quality tests that causes the data quality issue of FIG. 6A.
(00117} The screen 600b includes a general information window 624, similar to
window 004 of FIG. 6A. The window 624 includes the conirol point name 624a. In
this example, the control point name 624a is DQCP-2010, or data quality control
point #2010. The window 624 shows a type 624b of the represented object, which is a
data quality control point. The window 624 shows a description 624¢ of the data
guality control point. Here, the description describes the data quality test configured

by the data quality conirol point. The goal of the data quality test for this control point
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is that “the product type should be a valid value in Auto Loans.” This indicates that
the data quality test is configured to check for a valid value in a field called Auto
Leans for checking for product types {e.g., in another field). The description 624d
provides further information, specifying that the “product type cannot be NULL or
empty in Auto Loans.” This description 6244d indicates what data quality rules are
being applied. For example, no value in the Auto Loans field can be NULL or emipty.
If either rule condition is not satisfied, that value of the field fails the data quality test.
In some implementations, the result data specify exactly which rule or condition for a
data quality test was not satisfied. In some implementations, the results data indicate
that at least one condition of a data quality test was not satisfied for a particular field
without specifying which condition was not satisfied. The window 624 specitfies
which data quality metric 624e is being tested. In the example shown, the metric 6241
is completeness of values being included the field for each record. The window 624
specifies testing unit 6241 indicating how much data are being tested.

j66118] The screen 600b includes a window 626 specifying a source of the
data being tested. For example, the window 626 specifies a business data element
626a including a product is being tested. The path 626b for the data is from a data
lake>retail banking>auto loans dataset.

{00119} A data governance window 628 specifies aspects of the data quality
test. The window 628 specifies a data quality business requirement 628a. Thisis a
goal of the particular data quality test. Here, the goal is completeness of the dataset,
and more specifically that each record of the dataset is populated with a valid value.
The category 628b of the data quality test is monitoring. The frequency 628¢ of the
data quality test is shown in the window 628. Here, the frequency 628¢ is weekly data
quality tests.

(60126} The control ownership window 630 specifies the responsible entity or
entities for resolving the data quality issue. The owner(s} for the daia quality control
point #2010 are the same as 1is associated data quality issue DCIE-2. The assigned
entity is Abbey A Williams. A data quality analyst assigned for listening is Melodie

M. Pickett.
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100121} The specification window 632 includes a specification (e.g., a
workflow) identifier. In this example, no work{low is identified. The specification can
be a graph or other logic.

(96122} The implementation window 634 1wncludes data specifying when the
data quality test{s} have been performed. Here, a first data quality test timestamp 634a
and a most recent data quality test timestamp 634b are shown.

(66123} Window 620 shows results data 638 for the data quality test. The
results data 638a includes a representation of the data quality test result, such as a
percentage of passed records of all the records or as an absolute number of failed or
passed records. The results data 638 includes a representation of trend data 638b. The
trend data 638b show how the results of the data quality test bave changed from a
prior test or tests to the most recent test, either as an improvement or a deterioration of
the data quality.

{00124} The data quality control point is associated with a status value 636,
This ts different from the state of the data quality issue(s) 638 associated with the data
quality control point. Here, the status 636 is “published.”

(60125} The data quality control point screen 600b shows each of the data
guality issues 638 associated with the control point. Here, data quality issue DQI-2
{e.g., as summary data shown in FIG. 5} is shown inset in the data quality control
data.

(60126} FIGG. 7 shows a portion of a user interface screen 700 representing a
timeline 702 for a data quality issue. Here, the data quality issue state 704 is “in
progress.” The timeline 702 shows one or more entities and any actions each has
taken with respect to the data quality issue and when. Here, a user Wade L. Register
commented, edited, and accepted an assignee change for the data quality issue. An
administrative entity changed the state of the data gquality issue by completing triage.
in an example, this could include an automated process.

100127} FIG. & shows a process 800 for automated data quality issue generation
and workflow generation. The process 800 can be implemenied by a data processing
system such as previously described. The process 800 includes receiving (802)
results data specifying an output of a data quality test on data records; receiving (804)

metadata associated with the results data, the metadata specifying a data quality
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condition of the data quality test and an object that configured the data quality test;
generating (806) based on the results data and the metadata, a data quality issue, the
data quality 1ssue specifying a state for a workflow for precessing the results data; and
generating (808} the workflow for processing the results data based the state specified
by the data quality issue. Generating the workflow includes: assigning (810), based on
the results data and the state of the data quality 1ssue, an entity responsible for
resolving the data quality error; determining (812}, based on the metadata, one or
more actions for satisfying the data quality condition specified in the data quality test;
and updating (814} the state associated with the data quality issue. The process
includes sending (816} data representing the workflow to a workflow execution
systen.

[6¢128} Some implementations of subject matter and operations described in
this specification can be implemented in digital electronic circuitry, or in computer
software, firmware, or hardware, including the structures disclosed in this
specification and their structural equivalents, or in combinations of one or more of
them. For example, in some implementations, the modules of the data processing
device 102 can be implemented using digital electronic circuitry, or in computer
software, firmware, or hardware, or in combinaticns of one or more of them. In
another example, the processes 900, 1000, 1100, and 1200, can be implemented using
digital electronic cirenitry, or in computer software, firmyware, or hardware, or in
combinations of one or more of them.

{00129} Some implementations  described in this specification can  be
implemented as one or more groups or modules of digital electronic circuitry, computer
software, firmware, or hardware, or in combinations of one or more of them. Although
different modules can be used, each module need not be distinct, and multiple modules
can be implemented on the same digital electronic circuitry, computer software,
firmware, or hardware, or combination thereof.

1001364 Some implementations described in this specification can be
iroplemented as one or more computer programs, i.e., one or more modules of computer
program instructions, encoded on computer storage medium for execution by, or to
control the operation of, data processing apparatus. A computer storage medium can

be, or can be included in, a computer-readable storage device, a computer-readable
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storage substrate, a random or serial access memory array or device, or a combination
of one or more of them. Moreover, while a computer storage medium i3 not a
propagated signal, a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially generated propagated signal.
The computer storage medium can also be, or be included in, one or more separate
physical components or media {e.g, multiple CDs, disks, or other storage devices).
(60131} The term “data processing apparatus” encompasses all kinds of
apparatus, devices, and machines for processing data, including by way of example a
prograromable processor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. In some implementations, the data processing system
100 comprises a data processing apparatus as described herein. The apparatus can
include special purpose logic circuitry, e.g., an FPGA (field programmable gate array)
or an ASIC {application specific integrated circuit). The apparatus can also include, in
addition to hardware, code that creates an execution environment for the computer
program in question, e.g., code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, a cross-platform runtime
environment, a virtual machine, or a combination of one or more of them. The apparatus
and execution environment can realize various different computing model
infrastructures, such as web services, distributed computing and grid computing
infrastructures.

(60132} A computer program {also known as a program, software, software
application, script, ot code} can be writien in any form of programming language,
including compiled or interpreted languages, declarative or procedural languages. A
computer program may, but need not, correspond to a file in a file system. A program
can be stored 1n a portion of a file that holds other programs or data {e.g., one or more
scripts stored in a markup language document), in a single file dedicated to the program
in question, or in multiple coordinated files (e.g., files that store one or more modules,
sub programs, or portions of code). A computer program can be deployed for execution
on one computer or on multiple computers that are located at one site or distributed
across multiple sites and interconnected by a communication network.

{96133} Some of the processes and logic flows described in this specification can

be performed by one or more programmable processors executing one or more
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computer programs to perform actions by operating on input data and generating cutput.
The processes and logic flows can also be performed by, and apparatus can be
implemented as, special purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application specific integrated circuit}.

{00134 Processors suitable for the execution of a computer program include,
e.g., both general and special purpose microprocessors, and processors of any kind of
digital computer. Generally, a processor will receive instructions and data from a read
only memory or a random aceess memory of both. A computer includes a processor for
performing actions in accordance with instructions and one or more memwory devices
for storing instructions and data. A computer may also include, or be operatively
coupled to receive data from or transfer data to, or both, one or more mass storage
devices for storing data, eg., magnetic, magneto optical disks, or optical disks.
However, a computer need not have such devices. Devices suitable for storing computer
program instructions and data include all forms of non-volatile memory, media and
memory devices, including by way of example semiconductor memory devices {e.g.,
EPROM, EEPROM, flash memory devices, and others), magnetic disks {e.g, internal
hard disks, removable disks, and others), magneto optical disks, and CD-ROM and
DVD-ROM disks. The processor and the memory can be supplemented by, or
incorporated in, special purpose fogic circuitry.

j00135] To provide for iuteraction with a user, operations can be implemented
on a computer having a display device {e.g., a monitor, or another type of display
device} for displaying information to the user and a kevboard and a pointing device
{e.g., a mouse, a irackball, a tablet, a touch sensitive screen, or another type of pointing
device) by which the user can provide input to the computer. Other kinds of devices
can be used to provide for interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback, e g., visual feedback, auditory
feedback, or tactile feedback; and input from the user can be received in any form,
including acoustic, speech, or tactile input. In addition, a computer can interact with a
user by sending documents to and recetving documents from a device that is used by
the user; for example, by sending web pages to a web browser on a user’s client device

i1 response to requests received from the web browser.
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100136} A computer system may include a single computing device, or multiple
computers that operate in proximity or generally remote from each other and typically
interact through a communication network. Examples of communication networks
include a local area network ("LAN”) and a wide area network (“WAN}, an inter-
network {e.g., the Internet), a network comprising a satellite link, and peer-to-peer
networks (e g, ad hoc peer-to-peer networks). A relationship of client and server may
arise by virtue of computer programs running on the respective computers and having
a client-server relationship to each other.

{96137} An exarmple computer system includes a processor, a memory, a storage
device, and an input/output device. Each of the components can be interconnected, for
exaraple, by a system bus. The processor is capable of processing instroctions for
execution within the system. In some implementations, the processor is a single-
threaded processor, a multi-threaded processor, or another type of processor. The
processor is capable of processing instructions stored in the memory or on the storage
device. The memory and the storage device can store information within the system.
(60138} The input/output device provides input/cutput operations for the system.
In some implementations, the input/output device can include one or more of a network
interface device, e.g., an Ethernet card, a serial communication device, e.g., an RS§-232
port, and/or a wireless interface device, e.g., an 802.11 card, a 3G wireless modem, a
4G wireless modem, a 3G wireless modem, etc. fn some implementations, the
input/output device can include driver devices configured to receive input data and send
output data to other input/output devices, ¢.g., keyboard, printer and display devices. In
some implementations, mobile computing devices, mobile communication devices, and
other devices can be used.

(66139} While this specification contains many details, these should not be
construed as Hmitations on the scope of what may be claimed, but rather as descriptions
of features specific to particular examples. Ceriain features that are described in this
specification in the context of separate implementations can also be combined.
Conversely, various features that are described in the context of a single implementation
can also be implemented in multiple embodiments separately or in any suitabie sub-

combination.
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100148} A number of embodiments have been described. Nevertheless, it will be
understood that various modifications may be made without departing from the scope
of the data processing system described herein. Accordingly, other embodiments are

within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A method for executing, by a data processing system, a workflow to process
results data indicating an output of a data guality test on data records for generating,
responsive to receiving the results data and metadata describing the results data, a data
quality issue associated with a state of the workflow to resolve a data quality error
associated with the data quality test, the method including:

receiving the results data specifyving the output of the data guality test on the
data records;

receiving the metadata associated with the results data, the metadata specitying
the data quality test;

providing, based on the results data and the metadata, a data quality issue, the
data quality 1ssue specifying a state for the workflow for processing the results data to
resolve the data quality issue;

generating the workflow for processing the results data based on the state
specified by the data quality issue, wherein generating the workflow includes:

assigning, based on the results data and the state specified by the data
quality tssue, an entity responstble for resolving the data quality error;

determining, based on the metadata, one or more processing actions of
the workflow for resolving the data quality issue, and

updating the state specified by the data quality issue; and
sending data representing the workilow to a workflow execution system, the

sent data being used for the executing of the workflow.

2. The method of claim 1, wherein the data quality issue is associated with a key
value that identifies the data quality 1ssue, and wherein the process includes:

determining, in response to receiving the metadata, that the data quality issue
was already previously generated for the data source for the data quality test by
evaluating the key value; and

updating the already previously generated data guality issue based on the
received results data of the data quality test and the received wetadata, wherein
updating the data quality issue includes changing the state specitied by the data quality

tssue.
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3. The method of claim 2, wherein updating the data quality issue includes
reassigning the results data to a different entity based on the current state specified by

the data quality issue.

4. The method of claim 2, wherein updating the data quality issue includes
appending a timeline of data processing actions asseciated with the data quality issue

based on the current state specified by the data quality issue.

5. The method of clavm 2, wherein the metadata specifies a data quality
condition of the data guality test, the method further including:

in response to updating the data quality issue, determining that the data quality
condition is satisfied, wherein changing the state associated with the data quality issue
includes indicating that the data quality issue is associated with a resolved data quality

SIror.

6. The method of claim 1, further including:

recetving scheduling data for associating with the data quality issue, the
scheduling data causing the data quality test to execute at predefined time intervals;

identifying the time interval associated with the data quality test; and

sending data representing the tiroe interval to the assigned entity.

7. The method of claira 1, wherein assigning the entity includes:

determining, from the data source, a set of eligible entities associated with the
data source for being respousible for resolving the data quality error;

receiving selection criteria from the data source for assigning the entity from
the set of eligible entities; and

assigning the entity based on the selection criteria.

8. The method of claim 7, wherein the selection criteria specify a type of data
quality error, wherein the metadata associated with the results data specify that the data
guality issue 18 assoctated with the type of data quality error, and wherein the entity is

eligible to resolve the type of data quality error.
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9. The methed of claim 7, wherein the selection criteria specify a particular state
of the data quality issue for each entity of the set of eligible entities, and wherein the

state of the data quality issue is the particular state for the assigned entity.

10. The method of claim 1, wherein the entity is a particular device of the data

processing system,

11, The method of claim 1, wherein the entity 15 a user of the data processing

system.

12. The method of claim 1, wherein executing the workflow further includes:
generating a timeline of actions taken for processing the results data; and

sending data representing the timeline of actions taken to the entity.

13. The method of claim 1, wherein each state of the data quality issue is

associated with one or more candidate actions for processing the results data.

14, The method of claim 1, further comprising:
determining, based on the results data and the metadata, a category of the data
quality error, the category being selected from one of & data ervor, a rule error, or a

reference data error.

15. The method of claim 1, wherein the data quality issue includes an
identification of the particular data records being tested by the data quality test to obtain
the received resulis data, data specifying which one or more data guality rules have
been applied to the particular data records in the data quality test, and results for

application of each of the data quality rules to the particular data records.

16, The method of claim 2, wherein the key value is associating the data
quality 1ssue with additional data, the additional data including identifiers of client
device(s) associated with the data quality 1ssue, an owner of the data set with the data
guality issue, an entity responsible for resolving the data quality issue, the workflow

for correcting the data quality issue, and the state of the workflow.
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17. The method of claim 1, wherein the data quality issue specifies the one or
more data processing actions of the workflow for processing of the results data to

resolve the data quality issue.

18 The method of claim 1, wherein the results data specity for portions of the
data records whether the portions satisfy conditions specified in one or more data
quality rules applied to the data records during the data quality test and the results data
tdentify one or more conditions of the data guality rules that are not satisfied duning the

test and which portions of the data records did not satisfy the conditions.

19. The method of claim 1, wherein the results data specify how the data quality
test failed, including that a data quality condition of a data quality rule of the test was

0ot met.

20. The method of claim 1, wherein the data processing actions include an
analysis of values of the data records to determine if a data quality rule definition of the

data quality test is flawed.

21. The method of clairn 1, wherein the metadata specifies a data quality
condition of the data quality test and an object that configured the data quality test,
wherein the actions are for satisfying the data guality condition specified in the data

guality test.

22. The method of claim 1, further comprising: configuring the workflow using
configurable data processing rules of the workflow based on the received metadata,
such that different workflows are generated based on which data quality test failed and

how the test failed.

23. The method of claim 2, wherein the updating of the data quality issue is

performed without generating a new data quality 1ssue.
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24. A system for executing, by a data processing system, a worktlow to process
results data indicating an ouiput of a data quality test on data records by generating,
responsive to receiving the results data and metadata describing the results data, a data
guality issue associated with a state and one or more processing steps of the workflow
to resolve a data quality error associated with the data quality test, the system including:

at least one processor; and

a memory storing instructions that, when executed by the at least one processor,
cause the at least one processor to perform operations including:

receiving results data specitying an output of a data quality test on data
records;

receiving metadata associated with the results data, the metadata
specifying a data quality condition of the data guality test and an object that
configured the data quality test;

generating based on the results data and the metadata, 2 data quality
issue, the data quality issue specifying a state for a workflow for processing the
results data;

generating the worktlow for processing the results data based the state
specified by the data quality issue, wherein generating the workflow includes:

assigning, based on the results data and the state of the data quality issue,
an entity responsible for resolving the data quality error;

determining, based on the metadata, one or more actions for satisfying
the data quality condition specified in the data quality test; and

updating the state associated with the data guality issue; and

sending data representing the workflow to a workflow execution system.

25. The system of claim 24, wherein the data quality issue is associated with a
key value that identifies the data quality issue, and wherein the process includes:

determining, in response to receiving the metadata, that the data quality issue is
already generated for the data source for the data quality test by evaluating the key
value; and

updating the data quality issue based on the results data of the data quality test,
wherein updating the data quality issue includes changing the state associated with the

data quality issue.
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26. The aystem of claim 25, wherein updating the data quality issue includes

reassigning the results data to a different entity.

27. The system of claim 25, wherein updating the data quality issue includes

appending a timeline of data processing actions associated with the data quality issue.

28. One or more non-transitory computer readable media storing instructions
for executing, by a data processing system, a workflow to process results data indicating
an cutput of a data quality test on data records by generating, responsive to receiving
the resulis data and metadata describing the results data, a data quality issue associated
with a state and one or more processing steps of the workflow to resolve a data quality
error associated with the data quality test, wherein executing the instructions by at least
one processor causes the at least one processor to perform operations including:

receiving results data specifying an output of a data quality test on data records;

receiving metadata associated with the results data, the metadata specifying a
data quality condition of the data quality test and an obiject that configured the data
guality test;

generating based on the results data and the metadata, a data quality issue, the
data quality 1ssue specifying a state for a workflow for processing the results data;

generating the workflow for processing the results data based the state specified
by the data quality issue, wherein generating the workflow inclades:

assigning, based on the results data and the state of the data quality issue,
an entity responsible for resolving the data quality error;

determining, based on the metadata, one or more actions for satistying
the data quality condition specified in the data quality test; and

updating the state associated with the data quality issue; and

sending data representing the workflow to a workflow execution system.
29. The one or more non-transitory computer readable media of claim 28,

wheretn the data quality issue 18 associated with a key value that identifies the data

guality issue, and wherein the process includes:
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determining, in response to receiving the metadata, that the data quality issue is
already generated for the data source for the data quality test by evaluating the key
value; and

updating the data quality 1ssue based on the results data of the data quality test,
wherein updating the data quality issue includes changing the state associated with the

data quality issue.

47



