[ 0001] W RELESS COVMUNI CATI ONVETHODS AND COMPONENTS FOR FACI LI TATI NG

MULTI PLE NETWORK TYPE COWPATI BI LI TY [0002] FIELD OF | NVENTI ON [ 0003] The
present iwoenddsn4el ates to networked conmuni cations, tloe/saésnsnss ability
of networks of different types or conformng to different standards, and to
met hods and apparatus that facilitate handover of communi cations from one

e Trvent Fon + <SUSTESE i) BR R ECAELORMERICATISE MREBOERARG) | Vhich
are able to operate in nor eMiEsSAGRS INVAMESHMNELTWERKWer e one of the
networks is a wireless network such as |ocal area network (W.AN) conpli ant

with one of the |EEE 802 fam |y of standards or a cellular system conpliant

with Third Generation Partnership Pl@éﬁﬁﬁcg;[icﬁﬁﬁr rel at ed standards.

[ 0004] BACKGROUND [ 0005] Wreless stens are well known in

t he art [00B&her al | y, Thischisdysire genecaiyppérsensconwirelessatanonusicatidnsrsmd, wioke h
transmt and receiv i rel ess communj cation signals betwen each other.
Dependi ng upon Haﬁ%ﬂﬁ%fﬁvne %faﬁé?@mm@bﬂ‘ﬁu?ﬂdcém?%ﬁu‘%tf% inEﬁ\ggmtgyi‘JiQ?é‘P’? 8t e one
of two types of, MLl fRssedevices: one type is the base station (BS), the
other is the subscriber wreless transmt/receive unit (WIRU), which may be
nobi | e. [0006] The term base station as used herein includes, but is not

limted to, a base station, access pgmmm B, site controller, or
other interfacing device in a wirele \ ent that provides other
WIRUs Wi¢dp2pM 1 el ess The aRsstotifg and 86 ling bt dbvidat tdeatcheofsy fbmtd &htrab
associ ated. " [0007] The termwreless transmt/receive unit (WTRU) as used

herei n i ncl udeslocasign has historichly tpsevidesl manyisehallerpes pnhe abripitpedaiecitd on,
fixed or nobile_sybscriber unit ager... or - any of.her t of devic apabl e
of operating i ncoggli/?\ﬁoln ea% %é%mc(%a{ﬁf\yi IP%age ncis?tlo§uoéﬁo %ﬁ‘iﬁfj&e ?Orlné%/OE§\éerpaes gtg’nma ulf ‘

comruni cati on dgviugfifig Sdehcasfiphanes) fivhdaocdphianasatian thaé RifRhQEs beady
phones that have network connections. In addition, WRUs include %)ort,abl e

per sonal conput i HBiterb by dbe distanch odsthpopatral rgniet Kisaen Sorpthefevics that is
W rel ess modentybiifed8y Gnfollbd. AF o BLNBIK nfARBI hid ErolfE fevldialuidi®

portabl e or can otherw se change location are referre O as nobile units.
[ 0008] Typi cal |ymasufaatming kacdity bas powtapiaatnsay e prompigedidydraed wirmgche base
station is Capasbelns%rg ];mcf gcg]nC%rLcI)(flteirsn\gitﬁ (r)n%%&jtgrrsearr]l% cvgn;ltrrgllleerss 1Sn t %mtrr]gﬂcc%&litrg rsoovr\rlil th
that may be only a few hundred feet away. However, hardwired monitoring and
controlling of devices in areas wherein the remotely located sensors and
controllers are positioned miles away from the central control area instead of fept
becomes impractical due to the inability to communicate electrical control signals
between the central control room and the remotely located sensor or controller. |
10003] - As an example, utility meters for electricity, gas and water located at
residential homes dispersed in a geographical area have historically collected data
locally. But to collect that data, utility personnel have had to physically travel to
each utility meter throughout the geographic dispersal of meters to physically
read the meters’ data. '
[0004] However, in recent years, efforts have been made to develop automatic
meter reading systems for utility meters such as electricity, gas and water meters
that avoid meter reading personnel physically inspecting each individual meter
within the geographic area of meters. Some such systems incorporate low

powered RF transceivers in the meters that broadcast system information, such as

consumption data. Thus, the broadcast area may be such that meter reading



appropriately configured WIRUs, as well as nultiple appropriately
configured base stations. Sone WIRUs nay alternatively be configured to
conduct wvoeb@&ms1monmuni cations directly between each otrh@ns2005832433 t hout
being relayed through a network via a base station. This is comonly call ed
peerto- peer wreless comuni cations. Were a WIRU is configured to

comuni cate directly with other WIRUs |t itsel.f also be confiqured as
and function aPeEoRal dnay diyeopear Wﬁg%attf’é‘rf’%ée Hlﬁih‘f‘ii‘&.],lrnéed‘?rf%rcoﬁg% aing i tiple
net works, wi th §batd i nefaRfelerans a%niihﬁ?rﬂgeeiarﬁ@metega&a pEi3oaRl Inhdyi es.

[0009] One type of wreless system called a wirel ess |ocal area network
(WLAN), can be drivefalong adtrees afdroaeest with medters squipped iwidasuch idE wansseWwWgRUs
equi pped with AN nodens that. are al.so able to conduct r-to- peeafr.
communi cat i ons ‘'t FPRTHCE| Vltgéﬁﬁnﬁ%‘:’é‘éﬂﬁ/\#ﬁlﬁ? p@ﬁsro%%tﬁ y?}ga%ANﬁn%dgﬁéﬂear e
bei ng i nt egr at @ghnkd¥irirBslect hadistor® bahsuaPivh Thfoahhtitg andothendatai Beeivteyi ces
by manufacturers. For exanple, cellular phones, personal digital _

assi stants, andiqmgiedpordsayinearditametebei ng built with one or nore WAN

nodens. 0] Int i,Le 1] . . g
St andar BT u espr BoytLEe TSGR, e pEIERMICE, R Dol s PR noh
Tel ecommuni cat iannadiEbi) melehiis thes gaopraphdearesl of sneters ovleal the dtibecpansbnnel

Ge ti bi | di t tandard (.2 .and. foll d by it.
Fovi 5 on (2. SGEOMES N BB KB R SAE Ik d O IME, mis ARt HiPa 1 or
GSM Evol ution (REhid{EarLrdifl @fePbvér affit} ?Gﬂ(’ég%%&%%ﬁﬂﬁgtt@%hys‘i’cfafl@rinspect

relatively high speed data service on top o . net wor ks. "Each one of
t hese st andar dsindgeagheachoinilivpdual smetgnothetireblpmi ofr thist condignration tis thatiéti stilonal

features and enhancenents. In Japuary 1998 he_ Eur opean Tel eco L cations
Standard | nsti t'6t% 2 8B I%K/B%Pal ‘éo%gté(ﬂb ?Esf‘:é’lea X raan dhg 4@ ‘g)ﬁluﬁgtbqno
access scheme fipsceldicdisliengeat b mmbaski Sepyst ens call ed Universal Mbile

Tel econmuni cations Systens (UMIS). To further inplenent the UMIS standard,

t he Thi t@06kner ati ol Parefiostr whmevPmstercreadisgrP)a oRspleshmediomatadepiofesss
1998. 3GPP tj t o wor k hj ' ' i
contd nuglserqap?%ac %seha%%:b%exg gg{/}%@e& brng @%ﬁ%@glaﬁl{f &l MQ&Aggg%ﬁg' 0

standard. In ac?&.“%ﬂ 6] ards, st'andards are

devel oped that its¢hiddborhuhRatioh &itGpfe ekleinpler kletwic mebis| ist garri¢dOdtlsifgopul ar
WLAN envi ronnents with one or npre WLAN base stations, .typically called
access points ((apgpwenfrangmisyion Jue sPuplad te she MEvigak rgpgenee g (cpmgpercial

standards. Accqgs b, tRedfs AGhIMRIHG USHPId, YeohfRHiERRnUSREs place across the

power line, and the central location polls the remotely located meter periodically.
However, difficulties in communicating the data across the same line that carries
high voltage electricity has encountered many difficulties, thereby making this
approach less practical. Plus, in this nonlimiting example, other types of meters,
such as water and gas meters, are not coupled to the network, due to the fact that
these are separate systems. So this solution is limited, at best.

[0007] Additional attempts have included installing modems and other
communication devices in the remotely located meters that couple to phone lines
and other communication links in the residence or commercial location. As a
nonlimiting example, such a modem may connect to the homeowner’s telephone
line to periodically communicate usage data and other information over a
publicly switched telephone network to a modem at the central monitoring and
control location. However, the problem with this proposal is that it involves
other parties, such as a telephone company, for implementing the system and also

suffers from a lack of priority. For example, when the homeowner is using the



aut henti cation procedures. Protocols for such systens are presently being
standardi zed in the WLAN technol ogy area such as the framework of protocols
provi ded wo 2béw3BEE 802 fanmily of standards. [0012] A lpasivs2@snyiee set
(BSS) is the basic building block of an | EEE 802. 11 W.AN, which conpri ses
WRUs al so referred to as stations (STAs). Basically, the set of STAs which

can talk to each other,.can forma BSS. Miltiple BSSs.are terc nnected
through an ar chieleBReRS pe, dhy & 10 tgFI’%‘ﬁer ce@'i“gtt ?“iqﬂlﬂtfo&nthgg €to

form an extendegiigcyhifactSlo prooRlk- seC¥hdaeRBASnePAeR tfof ﬁBier'c%rr%dMﬁUoh hat
provides access to the DS by providing DS services, and generally allows

concur rent acceispraaicable EDS ti;ll wuffers pirem Shiagfact] (bl@tlsﬁjllapﬁﬁ &n #pehpatigs WAN, a
WIRU must conmuni cat(g wirelessly with a specific AP situated in its
vicinity. The WF said to be associated with this AP. It is sonetines

necessangoe®) desirabfioliotypes \WERMréless (bpagR idve bRk tadvasteed rasisbldnsns to
associ at edox?"reassom ation"). For exanple, the WRU rr@1 bhe experie
poor signal condi% ProhlsmhePassech propasahinyiokss Previding caeh Yol mrAT Withy t %1

served by the AP %ﬁgwssvﬂelegsly Scd?ﬁd;hghlﬂﬁld vAHS OfieRt @it} Ol alitf) a PoOT

si gnal condi ti oRS 0 be cause y CO gestlon arisihg in the basic
service set (BSﬁ)ede;tenmAeeH bgrmtrimmcatlorglralwe ARowEG0,1 thEseAWKERES commuseEationt AN

to communi cate via rnet b t abl i shi ication s |on
with an | nternep©8 _?u rotniﬁée‘é%%lo%?‘g s Qqﬁa??dht ta% |?‘§nﬁ’l%nﬁa e P
address. Gener ahlfbdrfSndt¥RensY cGRATHREEALIPBadhestér & ©Shablhevlyglosout i ng
information that allows theWRU to send information to the Internet and to

recei ve infor rrm?lioeshn'k@)emf tb@rlm@epm%mg@,f%mgt the fetechasktto Mg AeMIahi ng
the communi cati on ﬁcgr?nsg'[ 0 coggr lfoggtgovr\l]-%l# éargx?e%stg\‘é'eSﬁg%ottl%é?)ggt?ﬁep‘%oﬂﬁﬂ% res a

mechani smto tr%R8 new ro

i nformation. [OR&B]indulkRdca@iy absnalhe ciftyguotdatt gatermgdedas acai eIabht WO
or nore different té}pes of networks. Such a device is called a mylti r’r(li)de
WIRU. For exanpindivignajymetenand sempynicabg é‘état Back otentbai ceatral WopHoHpg @B

different netwo a MAF%
network and a c&ﬁm? %lgﬁ'epﬂglgg%ﬂé% V\ﬁ@ k/ﬁelgfaltu dee n%gpga%ﬁ%g\%o gur ed
to operate i ndegancteniubtybd focerd h;vlwpehmhmetmmmcmwmtanlge|df etle yiztess

configured to oPerate For exanple, a nulti- \{YZFRUls dsclodte LFU'S
Publ i cati on No. UrW0eiusis 86 hat SEPATALS HERPAFSEE Bsk 695 Bosrstidho ARHIHY Phe

assi gnee of t_herepl{o"{’é?%cdté&’ BRI the portals so that each meter can communicate its

data up the chain to the central location.

[0009] These types of solutions have also been plagued by communication
problems, including bottlenecks and breakdowns in the chain. Battery and
memory concerns render some remotely located meters inaccessible, thereby
resulting in a system where all meters within a given geographical area cannot be
included in the communication network.

[0010] » Consequently, the inability to network the various geographically
distributed meters into an integrated system wherein data can be monitored and
also controlled from a central location has caused some of the inferior solutions
discussed above to be implemented, such as requiring meter reading personnel to
drive through areas where meters are equipped with limited broadcast
capabilities. Moreover, the prohibitive costs associated with installing a great
number of portals and/or repeaters in an area so that each individual utility meter
can be networked has stymied the development of wireless automatic meter

reading networks.



[0016] In an independent mnultinode inplenentation, the WIRU may conduct one
or nore conmuni cations under different communication standards, but can
only handewenosmspant i cul ar conmuni cation within the contextusedosiobrssane
type of network. In order to provide additional functionality and
versatility, it is desirable to provide a handover nmechani smwhich allows a

I ti RU to hand i.cation,f t f t k stati
usi ng oR@ 1 bmuni catoh Srdhaar TBIERGRERFRCAR SERRoR. SEHFTSn Qi ng

di fferent commuypieahtiefasd HacasHingt @0kfibed ateWMARY [0018] A communi cation
met hod, system and conponents are provided that allow a WIRU comuni cati ng
with a base station (original BS) via a first conmunication standard, to

handover to anot her BS (targe j 1 it via a second
comuni cati on standard, wt holépg\%%){%@ﬂg%ﬁm%\gm%ow] A nore detailed
under st g0dng of t h&fdnfvaepdctsr thaiseRsti@ctah berbettbreuddetstend Wigh defeencdtd on of
a preferred enbodi nent, dgiven by way of 'exanpl e, and to be understood in
conj unction wi tthe felloveng g?ﬁ%ﬁ&ﬁ- nGNGFAPHEES InrBe grawmgswée @Pbﬁ%ﬁ%?ﬂgx 28

desi gnated by IJ l; I : )
[0021] Figure 1§C|§§’%H{ ysstgé%ﬁ%a[\(/ig%\%fge% idglF P gﬁ% Egs?gktl%%{g onv faltidc})d%

wi r el ess commumpreshi disclosura Moredvesdn Itiecdriawargs alikeetefanerice (MAnals d¢OD R

Figure 2 is a diagram.l| ustratié%élg nventional W.AN handover of a WRU

wi rel ess commurfi® §I?‘B‘f4_mlgr%‘ﬁr°'6}?{_8u Sﬁ‘é‘irﬁ‘tv‘?‘%@) to another in the sane
type of [J4AN. [0023F1hi guEe diabPan@df AUEMYEBMAVEA HithOdn Bc@¥ShBAR iald a
accordance with the present invention, illustrating handover of a WRU
wi rel ess comurploatityoef radioamdésnt er net and cel lular network context to a

WLAN. [ Figure 4.is.a diagra howi n he ;i ry el ati gnshi f a
mul ti rmg@%é\%mu and \17\5&1\? fed ak?lg%n%8 Hgﬁihgneivgg%(r%fﬁg ' ﬁow{thghepglggrgﬁfonal
i nvention. [ 002%ksFbi0r @e Padis n@dedisB@k@am showi ng a WLAN networ k station
configured for interaction with the Internet, a cellular network, and

managemEMtl Sl unct i on§1G{ bo2eiagragni éheompsh retwpktfditti I Midea Sar_tlglﬁgadiwl@%at i on
flowin a hand.Ocynelrayérr’jo Hi'gﬁliglﬁltci H)l Flusisl Y&rljépéa(?erasem &%Sggsqfnﬁﬂanﬁen?edtw

pr esent i nvention.
radio nodes.

~ [0016] FIG. 4 is a flow chart diagram of the process which the radio nodes of

| FIG. 1 implement for selecting a repeater for communicating with access node of
FIG. 1. ’

- [0017] FIGS. 5A and 5B comprise a flow chart diagram of the registration process

implemented by a radio node of FIG. 1. _

[0018] FIGS. 6A-6E are diagrams of a mesh network like the network of FIG. 1
with all radio nodes in an unregistered state.

[0019] FIG. 7 is a diagram of two mesh networks (both similar to the mesh
network of FIG. 1) wherein select radio nodes may register with either mesh
network.

[0020] FIG. 8 is a diagram of the mesh networks of FIG. 7 showing the dynamic
reconfiguration of the networks.

[0021] FIG. 9 is a diagram of the mesh networks of FIG. 7 with the radio nodes
dynamically adjusted and load-balanced.

[0022] FIG. 10 is a chart representing the distribution of time slots for
communication between the access node and various radio nodes of the mesh

network of FIG. 1.



[0027] Figure 7 is a diagramillustrating information flow in a handover
froma W.AN to a cellular network according t o the present invention.

[ 0028] Fiwoneosdsisona di agram showi ng anot her enbodi nent pofi/is2euslotisapde WIRU
according to the present invention. Table of AcronynsSYSTEM AND METHOD FOR
COMVUNI CATI NG BROADCAST MESSAGES IN A MESH NETWORK TECHNI CAL FI ELD [ 0001]

This di ure gen I .pertains t.o wireless . co nicati ons and, .nofre.
par 1 cUldER). o e TGt i R LA MEBEnRRuC SR 1 Bie REAEPUE Pk of
wirel ess devi ceslG. BATHRELDIR 430 2bnsbli@atigmni t ori ng and control I'i ng of

devi ces | ocated renuot el ﬁ froma central |location has historically provided

many chd?Q2hges. Th&lGbiT ix floy durtetpagramcsile messpregtconsidatore Prpcese at ed
position or to gxeragj control over a system (such as turning a device off
and on) -froma central "1 ocation has oftentimes been linmted by the

di st anc¢0@5]t he centri@l 1T o diaprahnefathe pnodessofor tchasodidetigeoithaind mesyagdst or ed
or controlled. For exarrgl ? nitoring and controlling devices within a
manuf act uring % oM 18 F g E]gwer pl ant ‘may be acconplished by hardwiring
the sensgug)and contpigk! pfS M 148 OBRpHKQS ST1eNehaphdiahl FiRe §tBps RGi0GRALS al
control roomthat may be only a few hundred feet away. However, hardw red
moni t ori ng and egawte & temgupicaigalarmeoniitions wdbe agrepsenadetofi&lGehot el y | ocat ed

roa 1 ndBNCoOf 1 oot Thoborice Aiksbh P ECnfih fvBHE inifaP L B e b fonc 8"

comuni cat e el €€y, i1GRhstREAE FR) al FhOiRpoSinb iR LARIESC ek aad 14BNt rol room and
the renot elgi | ocat ed sensor controller. [0003] As an exanple, utility
I

or
neters 128&1 ectri c1§S. §68 ad 10Bt@mnrise favy chart rdiagramptafathe Hypeess for

di spersed in a ' ' I i ' I ocal.ly.
But to collect %ﬁ%@ﬁﬂg{@@%ﬂg%? %/Q%\ég%ag{r??érﬁhglgo\% k%argggthon%%(grgioggﬁ?yi't ravel
to each[@d29]ity met FIGI It Bupdiagiamt dfea gesigiapbilcthdi Spara@inadfec smbedimehn
physically read tge net ers' d&tnﬁ ’[l0004] However, in recent years, efforts
have been made %4 %I@\?_%II %Wﬁﬂﬁ £ d- meter reading systenms for utility

met er s ?mg;]as el eCEIGCHE Yis HafoAR HMFhENipIEHRUP Rl hithu ! e hEAHI N

personn ysical ly 1 nspecting each individua i thi

nmeter wthin the geographic
area of neters.nc8gomk fUdG. §ysupderbsto atmok pod atreplitenwipewade dndRettvodnscei ver s

in the rf(%ﬁﬁ s that E}E(?a fié\'iassz} dia rsagneg% énnI:)?ermp atlrlyor.gllc‘,lioSn%?lé:1 ag %hown and described
in this disclosure.
[0032] FIG. 20 is a nonlimiting exemplary diagram of an access node as shown

and described in this disclosure.

DETAILED DESCRIPTION

[0033] In addition to the drawings discussed above, this description describes one
or more embodiments as illustrated in the above-referenced drawings. However,
there is no intent to limit this disclosure to a single embodiment or embodiments
that are disclosed herein. On the contrary, the intent is to cover all alternatives,
modifications, and equivalents included within the spirit and scope of this
disclosure and as defined by the appended claims.

[0034] A gateway node that communicates with a plurality of satellite nodes
posttioned is disclosed. Satellite nodes on a first logical layer of nodes operate as
repeaters for nodes not on the first logical layer. The gate,wajI node and each
satellite node communicate outbound messages during a synchronized outbound

communication time. Satellite nodes execute a receiving communication time



consunption data. Thus, the broadcast area may be such that neter

r eadi ngper sonnel may drive near the | ocation of the individual neter to

col | ect awmp 2w0@t@1abored in the meter. As a nonliniting exanphesosBRser

readi ng personnel may drive along a street of houses with neters equi pped
wi th such RF transceivers that communicate with transceivers in the :
personnel's vehicle. The bile transceivers collect and store cqnsunption
i nf or mati on andtlhﬁtt %\@flaa%l?vgar%géfl%l & %WWH%IC%t}Oélaﬁ%lgsfgf ﬁgsa{fﬁftfintoge r(r)lral':%rs.

[ 0005] However,[ogichlr RRéEiRatMst bnd lysr €108 118 Uh@khtevay hollb Auridigtiee batbeahd ect ed
froman individual nmeter in the geographic area of neters en the utility
per sonnel co nescmmmlﬁattoﬁetlmﬁoaﬂg%ﬁte]rhém gedest alsh comminiqagiy sessagee e the  each

| ocation. Wile | S 1 1 . tility. I Ware e

phyai cal iy i ns gt ie b ER IR so B und el by QLR BN el

configuration igodehabcutés $trahdmittalg @snmimicationnine that odalaps ot &e¢dedring

St at ed anot her way, the data c¢ollection groce S ,ragtlai ns at Iealst one nmanual
i

step. [0006] | reomymupieaiion tpe fRgvesafrlite modeopp et Bih s YL H SRRt ed

process, severaj, tﬁé)ggtmﬁ&ief&wﬁg BRER LSRRGSR Funi MR nRIMAPRS@ht fhé’éé@%éé%?e an
arrangenment in which conmmunication wth, for exanple, electric neters, is

carried out usiegnmhmicgedtsrthe gatnway sedeon | i ne coupl ed to the individual
id ial L tion, t,hi imtir I
ommun S akes T1Fab e SPE0H ohBertidroR Kb ShratRARtE fds 12 96 i on

pol I's the renot@lnybdr @€ pddesindRE Such s t4aeh stel M. THRWENEhod€l thhy Belkdndesmly n
communi cating the data across the sane line that carries high volta

el ectricity hasplasrddwhiasicadly gaprpediafqund @reqse sode hewhish agtias r@gsopﬁp%ergfgbr oach
| i) canst el ; : IR : 1
Loz practy ol nPie dfl oS LJA0MAED WGP EATLRY RUORIGIIeR ol BAET o

fact that theselZamay bepaiplédbsystidersrea Hetwohk 35% MG il B)) such dsi the Treetneito best .
[ 0007] Additional attenpts have included installjng nodens @nd ot her

communi cati on d@bagsenhsyske Febtier 8] Bahmay dRdtrhamorgeo foe ¢ t3hone
lines and ot herda‘f&’ﬁ%ﬂ?ﬁﬁ%‘ &fﬁekt’i%%mﬂ/&r tBfrd1S: Eg?ﬁﬁﬁ a3 urk QB! fld@864 of

| ocation. As a non exanp such a nodem nay connect to the .
honeowner's telElthdBe |ine to periodically comuni cate usage data and ot her

informatjon_over a publicly switched telephopne network to .a nodem at the
contr ) WG Cor | ng BAGH EGHS MOHE (BER omaoL BBy L) caeo OB ST FG o
proposal is thagodet 15 N4 eBreRtiDesr RAitdeRF thedifh BfheR h@bCRH@RE CANEAfY,
for inplenenting the systemand al so suffers froma |ack of.- priority. For

exanpl e, when timlinotiepwremples thsi ragia hudes epphologidallpegronped nipdiyeisnin he
AT TR RPN R AR R e
' Thus, in this nonlimiting example in FIG. 1, radio nodes 14, 16, 18, and 19 are on
-layer 0 becaﬁse those radio nodes have a direct bidirectional link with access
node 12. _

[0037] Each of nodes 14, 16, 18, and 19 may wirelessly communicate via an RF
modem (or other communication means, as known in the art) that is configured to
communicate two ways via RF links, as one of ordinary skill in the art would
know. Furthermore, each radio node includes an RF modem and one or more
application dependent devices that perform functions such as the following
nonlimiting examples: data acquisition, information display, power up, etc. Thus,
as-a nonlirhiting example, radio nodes, such as radio node 14, may be coupled to
an electric meter, gas meter, water meter, or other monitoring device such that
data that is monitored and collected may be communicated by the radio node to

access node 12 for communication to the back end system. Likewise, the radio



inpracticable and still suffers fromthe fact that reliance on other
parties is required. [0008] Various types of w rel ess proposals have been
advanced we 28@/3ti4ons to this problem One such proposalpcirusedos®s24ps ovi di ng
each utility nmeter with the capability of wirelessly comunicating with
other utility nmeters within a predeterm ned communi cati on range. However,
these wirel ess co ni cation osal utfer from several drawbacks. and
nabi 11t s Fotodss dii B cHRIPL 8 SReduR b irs: BRE fog BB EE e
each other due futhedhéh al affi B4ethe rallieSdRrPohNint Mswictiolionh@EO2€d by Qhe

| ocations, getting the data back to the central nonitoring and control

| ocati on has prasgess nodepd yet anot her obstacle. Sol utions have incl uded

| ocatin ortal or, o 0 thegi bCe. N eac
individ %@8 ter anélk Sc%?ﬁ%ﬁ? égﬁehféaogg%gd%gékqtg ’of?ﬁgg\éke)na?? éfcg%gn(?lt l%?/?rn% and
control | ocati oand rhhy sohinnicatei directipsvithr &¢esumky 18edntat 1dast this wtadieniting

gat heri ng device nust be | ocat fthin the short co ni catjon ran of
each vi rol ess PEli&ShOWRn Ffﬁm’stg‘fn%?rr fig 1o 5%5;1%@ b hiand b Skt 4
repeat the dat ahidRbAdiCin PIO! ¢! thal AR GMERENS difchPOWRE s RRe! AL

each neter can communicate its data up the chain to the central | ocation.
[ 0009] These t yipesuwmfacsesh nodohbishethen eswnbrencaioagargt dfeacdoradiomaigtlidon

probl ens, incl u%gg bot t] enecks and breakdowns in the chain. Battery and
menory concerns d‘@“rd one renotely | ocated neters inaccessible, thereby

resul tingnjop a syst aRewb@aRim fadlPh&1eS iMinhddh hedv@kVENageaEItdRbd Gadh Bfaca
cannot be included in the comunication network. [0010] Consequently, the

inability to nethqismrspeievevizanisaissione sgnnuns e aesaiveddiysraceisunasy et Binglarkg o an
I ntegrat ed Sy.Stt?e[Hﬁ%‘{‘i‘s%Eo%'s " § ta%ce%?%ﬁ% 13‘)&}1‘@8{ £ A0 F@'bsyoth%%gﬁl%&'iﬁ ethdig om a
central |ocation has caused sSOnMe o heé T’ ntferror solutrons di'scussed above
to be inpl enentgdles.sThérefose, m@ComlK idogadivtnetes BRABNIS, ARd $OREEE at dedtdsvier

t hrough areas where nmeters are equipped with |imted broadcast i
capabi | i ti es. MOFE#HdHE infoymalipn Hhabiiy polieciedstt dhatdegicnlaloediion Rt thest gdi¢ ng a
great nunber of S t dqadivi dual
T i1ty moter  CAnRE ERe SRR b G RA A Aol RAVA Bons e I FAE hAdREHY

aut omat i ¢ net er meshagktwgrknkdx wor ks. [ 001 1] As a result, a heretofore

unadd eggcguneed eXiots, Lo overcam Lie del L encios, and, shortcomgs,

di sclosure can jpeReidyer 0, URARNS {98 hid 3 BEELILSACE TR various radio nodes are
logically located on each of these five layers. But as indicated above, just radio
nodes 14, 16, 18, and 19 have a direct bidirectional link with access node 12, as
they reside on logical layer 0.

[0041] The other radio nodes use a nearby radio node on.a logical layer that is
closer to the access node 12 for communicating with the access node 12. Radio
nodes on layer 1 communicate with radio nodes on layer 0 in order to
communicate with the access node 12. Radio nodes on layer 2 communicate with
radio nodes on layer 1 to communicate with the access node 12. Layer 3 radio
nodes communicate with layer 2 radio nodes, and layer 4 radio nodes
communicate with layer 3 radio nodes. |

[0042] As a nonlimiting example, radio node 22 on layer 1 communicates with
access node 12 via radio node 19, which serves as a repeater for communications
between access node 12 and radio node 22. To communicate, radio nodes 22 and

19 are placed within each other’s communication range.



the follow ng drawi ngs. The conponents in the drawi ngs are not necessarily
to scale, enphasis instead being placed upon clearly illustrating the

pri nci palwoabod/dze74pr esent di scl osure. Moreover, in the egcawsp@sj3laske
reference nuneral s designate correspondi ng parts throughout the several
views. [0013] FIG 1 is a diagramof the nmesh network with an access node

and a plurality of radiao naodes. [0014] FIG 2 is,a diagram of the nesh
et wor UQESE & 9 Wt e Temee Goe Grpre FHIsISE 0 FIPRS PRAFT hauds
shown. [0015] Eg&ate’f' thSthe r&llif dbdY i 1a} 12, MBtheARSMOFlicHoded G 1alyeD thhaya
single radio node on |layer 3 highlighted to illustrate the repeater

sel ection processeiamensaisi fod theyradigaiodesydexer 3. donaly. fecadig rodesort layey char t
di agram of t hepﬁégg esr%S/%Fl rléeﬁgatérg?orrcﬁllglﬁ)g nﬁvﬁgﬁlsthgfraﬂ) g’ode}i on Iegqent for

selecting a re nmruni ca access node o I'G 1. [0017]

FI GS. 5f0anyl 5B conprdhseldebd hawd aherlie drgs dapees of the mepiretwaki indphocess
i npl emrented by a radio node of FIG, 1. [0018] ‘FIGS. 6A-6E are di agrans of a
mesh network | ineecssHdyforgenandde apindividug) nedeay fistages Gomprresssi ppdgn!2 or

unr egi stered Sta‘%’gg%théroﬁﬁ% E('):doe? II:rIFSgaa’l€ 18298 %@h&gﬁl Lo Ea Nspast gﬂ& k$ nbbot h

simlar to the net wor wherein select Tadi o nodes may
regi ster wth aiecessarilyesphyseaignolping 00 28fio Rodes. 8\s s nenlthhitigg gnaroplet tadiaresh

tworks of FIG 7 showing the d i f i ion. of th t wor ks.
100231 B G o iodks nabe M isiensaneenalEiropkathal ity ial BRERRES o
nodes dynani calfrymagh szb@thIRhnl aRY- A nBE&eAily b QeRlpefh&pettled, b ndayciar t

representing the distribution of time slots for comuni cati on between the
access node andavetheosamer muiker wdders of repérss toeldih apessswede b3 Ne@rtheldseop3)

11 st rat§ ng eeemy sl BRCaRE IRK Syl B R p3R BR PES AR fla T ©

di agram of the HE8cREENCIRNS VS itltahedhmepreka®s, as shown in FIG 11. [0025]
FIG 13 is a .diagramof the process for consqlidating outbound nessages,
al so shBM5in FI G 03,2 poum]ting) @gmple AogHAUNLABIOB oRAS 1 2emay faeofitablished

di agram of - the 285 RRib %(359 19,0\Qﬁi%h is on layer 4, to access node 12. In this nonlimiting

example, radio node 17 communicates with radio node 27 on layer 3, which also
communicates with radio node 24 on layer 2. Radio node 24 on 'layer 2
communicates with radio node 22 on layer 1 which itself communicates with
radio node 19 on layer 0. As discussed above, radio node 19 communicates
directly with access node 12 such that bidirectional link 20 may be established
through the repeated hops or transmissions through radio nodes 19, 22, 24, and
27. This bidirectional link 20 enables data to be communicated between radio
node 17 and access node 12. ' -

[0046] As discussed in more detail below, a radio node attempts to minimize its
distance number by preferring shorter routes to longer routes, thereby placing
itself as logically close as possible to access node 12 in terms of the number of
repeats or hops for communicating with access node 12. In this way, each of the
radio nodes of mesh network 10 may be bidirectionally linked with access node
12 through the radio nodes logically located on a lower level, thereby creating the
mesh network 10 of FIG. 1. |

[0047] - FIG. 2 is a diagram of the mesh network 10 of FIG. 1 with the
bidirectional links for all the radio nodes in this mesh network shown. As stated

above, each of the radio nodes on the higher logical layer attempt to minimize



execute to communi cate alarmconditions to the access node of FIG 1.
[0027] FIG 15 is a diagramof a nesh network simlar to the nmesh network

of FI G Iwol2besstsiabi ng the alarmreporting process of Fip@GBusiebdoands 14B.
[0028] FIGS. 16A and 16B conprise flow chart diagrans of the process for
communi cating | arge scal e broadcasts throughout the nesh network of FIG 1.

[0029] FIG 17 jis. a.diagramof a network that i.s an alternativ

crbodi ment. of | (HE" HERRLT Mt DtERcy Figt sy Reptchrs o R AGERbRHAY o
mul tipl e nmesh nafsiMonks teadebdsatfodt 021 hefodBsig B Fals Kodef 19 1tGervks 604 pIpestet O a
back end conputer via a wide end network. [0031] FIG 19 is a diagram of an

exenpl ary radi oohoglevers etheruradiad ngdescrinbdlis i porlkpidingi s¥amBlgr e. Albosgy FI G
20 is a nonlimgti FETRAY e d o}

described 1 try e EERIR o RS B e AR PR PO S pARE o e

t he draw ngs diXcomamdicateowath tddics nokes24,iwiitlonsdeadiol el 2en dayendra a
enbodi nments as illustrated in the above:referenced draw ngs. ver, there
73 no 1 ntent ¢ dePTOL M SE G RGP 5P g akBHBo AR RPIOR SHEBA non <
that are discl opgginhRhRhfds With falR SSARIIASY laytNe, WAL Mself Softhunfiatss vk
alternatives, nodifications, and equivalentS included wthin the spirit and

scope of this diadolnesarld. g, asdidgefsseteabolyy, raie rodp @A dethnauna¢aes. witloorly A
gat eway node thac;t cl%m’gu isca]_t'gegs b‘(’)\'iet h a plurality of satellite nodes
positioned is diSEIGsELSEARG3PPYS nodes on a first logical |ayer of nodes

oper at e [@®I8] epeat er Ratiy nb@Ias APpodd ahh@iditidna!l bidigdcEahall i€branth&l @at eway
node and each satellite node communi cat e out bound nmessages duri ncg a q
0 yode

synchroni zed ouhiyghdadiemroen Paen Bier §i#d ondayas|2, padheadayeside jadio gode
PecelYing COMTUY 1D 4 éﬁﬁéaaﬁﬂeggygg}c%%;@get Hg}a&.fﬁ&ﬁ{&& bl Eamikeatt on

tinme for a sate e ‘node on a i's one [ayer closer to
t he gat eway nodeithlarthegretidetlyourlingtedoneosamotiradib i rmodes topgical[Vhgospddedrbutice
nodes al so conmuni cat S@ nessages. to the gat ewa oge during .a synchronized

v X y, N
i nbound conmmuni 358353199¢ il AeProvidedhthats gificieat muker ok teyrdie NRdes HAY BTVE Ahg

comruni cation tji.pned RUE! D ARS8 bR 1 EBIS8H W H%EI%’HJIQ' gation time for a
satellite node oﬁ&zti ng%ri caF l:)ayerrl thaté%ls ne Fayer o osgr to the gateway
node duf0d§]t he i nb&mdf eldthrundcatddenthat stersthetshme spesSaipysr sumber, some

comni oo 60 1o ab Salowl 1oV, L0035} LG Ll 8 Baladtam ot e

radi o node 14. |fpRallAtigheP AdRDeRFBYaREs." FYANMY differentiate between radio nodes
based on the degree of ability to serve as a repeater, each radio node in mesh
network 10 computes or determines its power number. In at least one
nonlimiting example, radio nodes with higher power number values are generally
deemed to be more suitable as repeaters than radio nodes with lower power
number values. As discussed in more detail below, each radio node computes its
own power number and periodically informs its neighboring radio nodes of its
determined power number. The process of doing this may be worth given some .
consideration:

[0050] . As a nonlimiting example, the power number may be in the range of O to 1
and may be computed based on the following formula: |
PN = Xbattery * Xbuffer

In this nonlimiting example, Xbattery is a coefficient in the range of 0 to 1 that
corresponds to the battery status. A value of 0 corresponds to a discharged
battery, while a value of 1 corresponds to a fully charged battery or constant

power source.



pl aced but | ogically grouped around access node 12 which acts as a
controller for the group and al so as a gateway to a back end system (see
FIG 18).wécoessinode 12 may be coupled by a w de area mretrwsedsss3§ Fl G
18), such as the Internet, to the back end system 360 (FIG 18) that may be
furthernore coupled to a central data nonitoring, collection, and/or

(such alHE 6 node LR EaXE0lRh Ori CoRigp h EUGE ORBdE 1P BREMANIT ot |y

or indirectly tihe HegdgOblfer stads OrRQ&igdle hBmbh. SARANIE dH ¢ EdtesBHRIING Ehe t he
radio nodes are logically grouped in |layers in correspondence to the nunber

of links to cometiahgshatshadulfer memmsy ofithgaadio noghigdullj fn thig situaben.ithe xadisy
exanple in FIG i . n,, r. cause
those radio nocfleoéje ﬁé@’g)tgergggggtr gp%?%%?telecfo?tgﬁywF}]agf}gv;aeepﬁ&%é%%@s Iﬁosgrg’ﬁ%.
[0037] Each of a3oglespeittr, ibStandd3, manccd @ smy thiar eleemslio/ node3IONEC Aiessagesa an

RF nodem (or ot her conmunication neans, as known in the art) that is
configured to CESRIYAM &amenpdgs Qiyfueher dayees,| thateby Wdizhigea gerigingpmaryt eki | |

in the art woul d.knov, FUELREHORS ermﬁ?ghhé A Pn ARSI foCAvAf emnﬁﬁ%@ﬂem

and one or nore application dependent devices that performfunctionhs such
as the foll ow rgporguchintdssagegibogunesact datacatni Sikevase, aivafugrafdlt foothe

di spl ay, power .u etc. Thus, .a nonlimfti exanpl e, radi o nodes, such
as radi o node 1 ,feFm?Vt‘ffem@G’Epr}@ﬁ tﬁeo"b?ﬁsa@[:et&’tf&?dn%? r!s ed’é@yrﬁé‘[de?e}n a%er
neter, or othermgRRidsok trigsidevi ce such that data that is nonitored and
coll ected may be communi cated by the radi o node to access node 12 for

comuni E52bn to t hEadnek thenthdiy spden off mkawinetavork HE hagdimied atsibity #d

coupled to controlled device such u i na t urned .on and
off by the r adi"@mr%‘a}écaﬂbg‘é}x l%ﬁieinﬁgvf’orﬂﬁg‘?ﬁog?@corg%nﬁirtﬁé\\?%()gﬁ ed” %’yggﬁer%%lgcné)gg “hode
12. [0038] As ilpgicaint ewadsfve, ndaadi Aeipstes td4vhidibit M8y easmtlish Andreaihaiat ed
on |ayer 0 and may communi cate directly with access node 12. In at | east

this nonlimti rijreekeamynBnicaions fyygeseribad)above, whepagadiofwde Prrpgess tq aendis 18,
and 19 are the i y . i i r y

W th access nocfgéyfggerbtg%ggess gﬂg‘gez% gh ér?ljgééé) r%)éiE @kﬁyﬁ}nﬁ&%g%%%ﬁﬁga@%!n
range of each naldiclo ofiitd@edrdst nibighbdf, toaned ad 9.repdd@3 Ipr refheyingeamiassagg to aldd 0

nodes in nesh network 10 _are positioned such that their respective
transni ssi ons CERTSMNOPE lPeclekGuticniic Jadiaddn Jap 19 seledipdriap &rl{gpe,ater n turn

transm ssions ff,ABk@YRESind BiResharfadidBleshe! SCRI HoHeMheldhBofsCoRhNbRE: M adi 0
numbered layer for serving as a repeater to reach access node 12. In this way, a
bidirectional communication link, such as link 20 in FIG. 1, is established
between nodes that may not directly communicate with access node 12.
Nevertheless, each of the radio nodes in mesh network 10 makes its own
determination as to which radio node to use as a repeater, which may periodically
change' based on power numbers and other criteria, as described below.

| ~ [0053] ' FIG. 3 is a diagram of the mesh network 10 of FIG. 1 with radio node 33
on layer 3 highlighted to illustrate the repeater selection process, as described
above. Radio node 33 has a communication range 49, which means that radio
nodes 17, 27, 38, 42, 24, and 36 are within range of direct bidirectional
communications from radio node 33. Likewise, in this nonlimiting example,
each of radio nodes 17, 27, 38, 42, 24, and 36 have a transmission rénge that
overlaps and includes radio node 33. (The transmission ranges of these
respective nodes are not shown for clarity, but in this nonlimiting example, their

transmission ranges each encompass radio node 33.) In this nonlimiting example
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nodes. Therefore, not only do radi o nodes 14, 16, 18, and 19 serve as
devices for forwarding information that is collected at that | ogi cal

| ocat i on,wbubog/dzome radi o nodes al so repeat wirel ess tra0$Musa®isoBsi3s ecei ved
fromthe other radio nodes in nmesh network 10. [0040] In this nonlimting
exanpl e, mesh network 10 contains five layers, which include |ayer 0, |ayer

1, layer 2, layer 3, and | ayer. The vari oys.radi des are.logically

| ocat ed on each(%df‘esglh’éesf@mflﬁ i@ I j‘?@r > T45u nal%{le |3E'|dplésgt‘gger5‘8§v‘é' lc}lu%t rag%?di 0
nodes 14, 16, 13deand 4P zave, a4 ¢irnech Ridi heatepddr fol Bkmunttadeg &sith node
12, as they reside on logical layer 0. [0041] The other radi o nodes use a
near by radi o nogeessmode Idgi cal |ayer that is closer to the access node 12
for co i,cati ng w h ) [ :
commn?@eﬁgéfw th I‘\ggl}ég' inlg e@%gﬁ%%aﬁg g@%noéﬁggﬁc%qgg"mn]{agéﬁ{g d\%\ﬁt} Igort he

access node 12.anRagh@ radidesoderinlmashrneBvenro)ixeaies fir tsblectad o raymdes fon
| ayer 1 to comrunicate with the access node 12. Layer 3, ragi%é nodes '
communi cat e wi t9PNIRYHEFAtNG, WifhoasreRe $10de nkd- | A/BPN AORHPENSINg s PESTHLAPL at e

with Tayer 3 radi0iRodeSealelI4dib node 33 MYt fok @&nﬂfﬁﬁgﬁ{iﬁqs ByR6ther Rags, 22 on

| ayer 1 conmmuni cates” W th access node 12 via radio node 19, ‘which serves as
a repeater for radiomuodesatasostevbetimesep dHdceBEs nodatatihgapmeesdiso padden@P. To
conmuni cate, radi.o nodes 22 and 19 are pl.aced within each.other' :
conmuni cat i on r%ﬁ‘ﬁgl.cf‘@bi’ﬁ] t%? ﬁa‘g‘f) fodss q‘“ﬁs‘ﬁi a_gﬂ?a%r?é‘eorfonﬁﬁwéngr S’&qr%aﬁ’oﬁléss on
layer 1 may serygnigting pRREAL BN excBlitel h@nk@AY NRAES el 3y Rhgakes in this
Furthernore, radio nodes on |ayer 2 may serve as repeaters for the radio
nodes on | ayer 1Btenimgalodyg, bechuse rethi¢rongsolie sadim nodgremag inaljide dotle theslayer
repeaters for aqne.,or re of the radi d I [..4. 44] .. uld
be noted that twglkféraiggl.%oweéy%lrmgo “of trg%uq%egﬁ tgégqs\rﬁg%ﬁonit) %’%o@ﬁéﬁ%@gri |y
correspond to a8cdividh théhd atane@ekeions,diadioanee ¥ esnkldEess 1R0de nddbpmodey

ot her radio node. Instead, a layer is denoted as |ogical_space and is not
necessarily a phmibaImeriied SEMOTUNGEPES, ASIEOWVIAR SteRon i Nt ftn FaEx 8RRl e,

radi o nodes on | ¥-Te I dy, at IV | cal
di stances from oﬁgng@gg% n‘gére‘%gsﬁé&%g&%‘%ﬁoﬁ% gg@g{re% ?/lﬂt}ggglrs%h% cfp{&ggéet her,
but may still hayetddwecsding tounperedeferhingd period, apeat sf drlitaneskitl ¢e de arode
12. Neverthel ess, a conmunication bidirectional |ink nay be established

bet ween any radVerlAdHe KBAYW- t he access node 12 of the mesh network 10.

[ 0045] nonl i m {y QAR j siaRlgshed
from raﬁ?oosgkode 17, U\ﬂgiggﬁﬂ?égmo%talbgyer ’ ﬂﬂdﬁfgéd;g}gﬁgg%%gg@%ﬁ?%lﬁg the
nonlimting ordering of the list of the nearby radio nodes based on the layer number,

ascending, as primary criteria, and on the power number, descending, a secondary
criteria. The following table represents the ordered list of nearby nodes for radio

node 33 (FIG. 3) based on its surrounding neighbors within communication range

49 (FIG. 3).
Node Number Layer Number Power Number
24 2 1
36 2 0.75
27 3 1
38 3 0.5
17 4 0.9
42 2 0.2

Table 1. Ordered List of Nearby Nodes for Radio Node 33 of FIG. 3
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exanpl e, radi o node 17 conmuni cates with radi o node 27 on | ayer 3, which

al so communi cates with radi o node 24 on |ayer 2. Radi o node 24 on |ayer 2
comuni caveoidsizenadi o node 22 on layer 1 which itself pcomsnisoatses W th
radi o node 19 on layer 0. As discussed above, radi o node 19 conmuni cates

directly with access node 12 such that bidirectional link 20 may be

o, 22, W30 ana 27, RRRAE anAte e UR Hh o de B APge 0o (pEOvE e *1e°

comuni cat ed beh¥aRRomMASH Bs MeCR 14diaNRBIaC GaiSa poaef #@mbdrOB46]s Wss dHancaissed
in nore detail below, a radio node attenpts to mnimze its distance nunber

by preferring stofigerableghreskold.o Asarmgalimiigig eempléf wlip mdsd3ng corfsgired as
| ogically close ssible to acc of
repeats or hops ? %rﬂpgg%ﬁower l%u 5 %SS? ﬁ&ggﬁseésgd eﬁglg ‘ﬁig@ ﬁlﬁsakgeasq eedEeerach of

t he radi o nodesradib rﬁiﬁs|42W&iu%bekmﬂ;@edmyhebﬁothindbf&ﬁﬂisombidyng 1on;k@d61\4\net/én
access node 12 throu?h t he radl 0 nodg | ogi cal ly I 8& ted o ovzgr | evel ,
t hereby creati loatenpymbdergd gyert-ghs fiscpy alfovlﬁi@ 1c>2nqd§ B®agr am

of the mesh netmlel;a grgwﬁf nlth@r df (Wztdhe thtsblodN b8&ry AahetnbAKSafu@r Ahls, t he

radio nodes in th net wor k shown. stated above, edch of the radio
nodes on the hltg:hmuselcxfghlsdbwlrmmr aadlempde #2 igrindesiratgde laelarrephamraalmielttm
access node 12 b searc ters r close gically positioned
to access node ¥ Ordfr}gl¥ Eﬁw&aﬁg %C?ﬂ?f:@ ai’é?n {fes as a repeater

for el eygyx7¢t her rag&fernee nizthgt MieS 18O Aol 'ﬂGd&X@H@ibenocﬁ!‘ Bhou@Reafter
communi cation |link 20 has ready been descri bed above, radi o node 33 on

| ayer 3 cormmunidsdgrasnesi wlnﬁthefdhopanrenmbermwbm ragie godexti the rierief the lish i$ ayer
1 as a repeat er for r%l Cg}[)'ll%mu%ﬁ{l%qges (P Etaﬁioto— rr‘r?ecajlg1 thatLi}lléeﬁﬁﬁe? unfm%&? node

38 on layer 3 co node 36 on lch

comruni cat es W elow 8 @ tn@dlon%umgrastampﬁe dtaammemabm Jbatlath gepdtlend 2
comuni cates with radi o node 19, as descrl bed . above. [0048] Radi o, node 19
supports an adoﬁg@ll’oﬁamnkﬁnﬁ‘?sr SNftenag [P SRIMBIUNRAHEES DUt neaibhgees afﬂhS $odes

39 on Layer 1 ARp8 JraveEaf ot AioRodAMETA L0d A gonede 40 on | ayer

4, Consequentl ccess no Ml Nt ai n bidiTecti on Inks with a

t heor et i[@H8y unl i mid éds nomﬂbﬁmngfexamﬂiecandoﬂesho‘lvogm dableyl, gadiomede a4 alopd
access node 12, provided that a suff]j CI .ent nunF %f ,ﬁ,gﬁ%r aﬂl 0 node may
serve as repeati8fee f]E?rver?oH%‘gerp‘Bg?lﬁrd ds P ghenPry atayers

[0049] Qut of alkiot Rye 84lifas nofgs: hikdberSHRRE RQ&OSI%H% 508 ithis Cndn®¥Bfing
nunber, some may be nore suitablfe than others for serving as a repeater for

radi o nodes on example also has a layer number of 2; however, its power number is 0.75, which
is lower than the power number of radio node 24. Accordingly, radio node 36 is
rated below radio node 24 as a potential repeater for radio node 33.

[0059] Radio node 27 has a layer number of 3, which is higher than the layer
number of both radio nodes 24 and 36. Accordingly, even though radio node 27
has a higher power number than radio node 36, its higher-valued layer number
causes it to be placed third in the list of potential repeater nodes.

[0060] Likewise, radio node 38 is placed fourth in the list of potential repeater
nodes behind radio nodes 24, 36, and 27 due to the fact that it is on layer 3 and
has a power number of 0.5, which is at the minimum threshold. Finally, radio
node 17 is placed last on the list of nodes that may be used as a repeater
(irrespective of disqualified node 42) due to the fact that radio node 17 resides on
logical layer 4. :

| [0061] After radio node 33 has executed steps 54, 57, 58, and 61 of FIG. 4, radio

node 33 selects the node at the top of the list, which in this nonlimiting example

12



| ogi cal | y higher nunbered |ayers. So as to differentiate between radio
nodes based on the degree of ability to serve as a repeater, each radio
node i n neehosaBwank 10 conputes or determines its powerCmwsbensn3i4a3 at

| east one nonlimting exanple, radio nodes with higher power nunber val ues
are generally deened to be nore suitable as repeaters than radi o nodes with

| ower power nunber val uges, As_di.scusseq,in re detail hel ow, each radio
node conputes i'f srag)'\ﬂmn?fgv\%?' nBﬁ%‘@rn%ﬁdg?)esre}eggi i ?ofl"nfzgr 3 {PREr d¥bor i ng
radi o nodes of dohfin@ftRinE WRK a@@é@ernoagg%?rtherxbﬁ fOIRIRE S bRfire8@orag 1inki g5 may

be worth given some consideration: [O As a nonlimting exanple, the
power number meshope inFIGha@. r Bergesotach nadiolnededoinmgshhectvorplf eacptesetion t he

foll owi ng forml a; = LY. u | ' Myny gggw- ,
Xbattery is a coert ?g?t%&?%ﬁ%ﬁéntpaﬁgeekg? Jtﬁjgtqgu%‘s tsCl ﬁegé)&lég{rnr%% gg% St oé(fhe
battery status.dyfamale aafl cOntxaiousls pents niesh actshiosic haiged bbsttoar the astunl € a

val ue of 1 corresponds, tg})@% fully charged battery or constant power
source. [ 0051] LSoRgNc8RIn R fifkder s a coefficient in the range of 0 to 1

corresp hlg to th u ; : ; il M i ue of
gdsgsgg R PRI SREE 10 Eé&?\dlﬁ%ﬁé Yisis rOhliAviHe! ARhHISTBIRMS: inPuV M

O corre s to the notion that the fer- menory of the radio node iIs

full. In this girbgramnung ot tetrodldigithe ogpeattzgvotes sie sheva s meshepsavd 1¢oe t o
the fact that i ry is full. In _serying a repeater, instances nmay
occur such thatﬂ;I?‘ng{3 Fg’df{%‘en@t‘}é) Q?@Feqsfs%s\sf’s’éeg‘é’grﬁ? Z%éri‘ e‘g‘apg%ﬁloﬂﬁ%én glﬁe

hi gher |ayers, def@s®b¥udH hd, iag iangbr@infi8hd akdm@ABDHNY radfo ABIEDISYpdsiliohB& ohadi o

node. Thus, if the radi o node has no available nenory for storing such
nmessages, it catmding devicasuch asagugy dhat maviea i and ow of kpmeusfcation gngehef

messages n- i r ANy B oS BRR UL BTG beh Gy E TR RRh B TheRb s
limted visibildeti¥s @ﬂ@eﬁmwcﬁﬂ?hé\ivtrbpdaﬁng heutdzad wedeks b0l 20 gyccofulingled
ogi

anot her way, each radio node is ically aware of its nearest neighbors,
to which it naythedistef nogdss anshoval it babhe dimascperiodisglinichagcohereky esdidns ped

above, when a rad a:RA0E, LARIIESHO AEA%sPofRAANP chRIAEGERE 0l 42, Lhe

radi o node nmakes an I nst ant aneous deci sl on abo I Its nearest
nei ghbors t o usepaserdor @maatmcatingrto nedeaynoiy 1&. message to the access node

12, Lkgiap, the radio fade \Pal s sslectad 4, s Lepsalepdn L ol o
nunbered |ayer jfE (84 hBdyARiBdi@RGEURE nfeth hERK 26C6SS rdidslBod that Bad Ni S
e e reappeared due to a recent power failure, etc. In this case, radio node 33 is

configured to implement a registration process with access node 12 after initial

power or after having lost communication with all known neighbors to transfer

from an unregistered state into a registered state.

[0064] FIG. 5A is a flow chart diagram 68 of the registration process of a radio
node to the access node of FIG. 1. As indicated above, when a node is initially
powered up or has previously lost communication with all known neighboring
radio nodes, the radio node proceeds to re-register with the mesh network 10.

[0065] Steps 54, 57, 58, and 61 in FIG. SA are executed, as déscribed above in
regard to FIG. 4. After determining that the power number of the node at the top
of the list is above the configurable threshold of step 62, which in this
nonlimiting example is radio node 24 for radio node 33 in FIG. 3, radio node 33
thereafter sends a registration request message to the access node 12, as shown in
step 69 of FIG. 5A. More specifically, radio node 33 wirelessly communicates a

registration request message to radio node 24, which serves as a repeater for
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bi di rectional conmmunication link, such as link 20 in FIG 1, is established
bet ween nodes that nmay not directly comrunicate with access node 12.

Nevert helwepogattiof the radi o nodes in nesh network 1@cmaise®sioBm3®wWn
determ nation as to which radio node to use as a repeater, which may
periodi cal |y change based on power nunbers and other criteria, as described

bel ow. [0053] FIG 3.is.a diagramof the sh, ne rk,10 of FIG 1 with
radi o node 33 oﬁ?nfrﬁ%?at@gﬁﬁegwgfsﬁﬁ? By r}qg%& ?‘};\c{ ﬁtaﬂg%}}eélpogatpé’lpcessgpgge“ on
process, as desgy iaBedoRRaN &tepRadi shd4lef IIGh3B. aAs efaTY Hodad DO, adnde1 H9,
whi ch neans that radio nodes 17, 27, 38, 42, 24, and 36 are wthin range of

direct bi directimpimensoinniniZaed ghsoff Fm ?Rdrashneldthes nodesciswprie 1S ia1e hi s
nonlimting exaﬂlﬁ&e%% irﬁ?cﬁt{'e Qe{tfx rsgc(?fogndgqgg ﬁ‘le%sz?ge 26m %ic&é&é’eﬁéﬁ ira@.@ﬁlgﬁg 3I§:31ve a

transm ssion range that overlfaps and 1nc S radi _
transni ssi on rangaswafin ktbe34 respective nodes are not shown for clarity,

but in this nonlimting exanple, their transm ssj (I?llr} ranges. each enconpass

radi o né¥033.) | n ENFRUABHITGMETAES WAL PESFS rfEtWBIadn 16 R FeFteen 3,
radi o node 33 mys tree%%{iﬁé ?MB@ t%ﬁm‘[%hwﬁfch_rtﬁg %S%@Qﬁvé%d. %Za)re?s%eciﬁg%lgé‘lh@r 36

to select as a repeater for co nicating w access node 12. | 4] FIG
4 is a flow chaegistatagr rquést Ingskagehwoplddoelsde iim itgidatshsectidin sheeetpe8& 0br any

th di de i t k, 10 f | ect i : . f
Communi cal | ng VEPHURERad ARML 185 BRTE i Meralig ol Bl Qa0 R B T

selecting a reg@aér@éforrcaﬁhhﬁmwadﬁgﬁﬁumsb%?_gtéﬁammm cations by ot her
near by radi o nodes, as shown in step 54 is nmonitoring process is

p, 94.
per f or mE@P6FEr i odi callt F1GBySR.1eéepr BOPI6Vidse dwt agaess nofleak? mayshoasAdo AGRAPE A t i ng
exanpl e, this mp| ttﬁé ' stPe{tfager%guéé n%?aggtf%ln%%%tr?o’a%' -bﬁ%ﬂh&h ARAENAS
engages in this T sten g node "because her nearby radi 0 nodes may I ncl ude
both the |ayer nteelofasfhepingefiode3BoeThd DN/ guhmBér iRfant idevtifTer skkdtdndicatethi | e
continuously receiving these transn ssions,  radi o node 362), establishes a
list of nearby $RYHEsSPERiISH NHEMFHAR SBFeas ¢oTtAlniNasash saPaREitsRoaRPLIcAlR ep
57. In at |east im ty S list is continuously
adj ust ed, but t%%ﬁng?mﬁg?"a nggnﬁéﬁ’ta éz(sa?légésaccordi ng to any predetern ned
peri od, [@¥8pne of orxdcerarnodski2 may rbet tnfigntedwoudadepst! arorefarowlas§e30FHPNANCce

the list is established, radi o node 33 engages in step 58, which is the
ordering of theMyMFSofAT ReNGLEHEYS cXANBlend s 1948 d Zomay e PeRfiILifber

as gggg;pg, as psruj?)g@ﬁ Yo ekditdfilidnt 9P MhpbliCatiRYBh HRUMERRS infrAQARERE! dinay?
y criterifa. The follow ng table represents the ordered |ist of
near by nodes f dre likeoige configured to restrict usage to one or a few select applications. As a
further nonlimiting example, access node 12 may be configured to accept DNA
numbers corresponding to electrical meter applications, gas meter applications,
water meter applications, or some further configuration thereof.
[0069] Access node 12 determines whether to accept or reject the registration
request from radio node 33 based on its DNA number in step 77. If access node
12 denies the registration request from radio node 33, radio node 33 resorts to
step 54 (FIG. 5A) and again begins monitoriﬁg for communications by nearby
nodes in an attempt to find another access node for establishing communication.
However, if access node 12 accepts the registration request from radio node 33,
access node 12 stores the repeating route (via radio nodes 24, 22, and 19), as
shown in step 79. Furthermore, access node 12 communicates acceptance back
to radio node 33 via the same route, but in reverse. More specifically, the

communicated acceptance travels from access node 12, to radio node 19, to radio

node 22, to radio node 24, and finally to destination radio node 33.
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node 33 (FIG 3) based on its surroundi ng nei ghbors w thin conmuni cation
range 49 (FIG 3). Table 1. Ordered List of Nearby Nodes for Radi o Node 33
of FI G 3y00b&jo3Radi o node 33 advances to step 61, whiclrcaiuseas®s3nasli o node
33 to nove to the bottomof its list all radio nodes with a power nunber
that is |l ess than a configurable threshold. As a nonlimting exanple, if

di 3 fi d h th 5
Goemod TUBE unusaors SOy RE b Bifes e B8 TRE s o iR aig R

bottom of the |ﬂe§drt1ﬁg3Ctdei NBodiRdriagemddd, teVdsted: hesrguhicaticnsOMiromn | Basely
nunbered | ayer 2. di scussed above, radi o node 42 nmay have a power nunber
of 0.2 due to mesghb@vwganafh@r podss, ﬁlﬁrmd}owéﬁuz@ay TAtigad PeRinuEHISBRIPE] & | ow

nunber, radio rmﬁfah% idnSsi ﬁi?éitg ﬁ%&}g ara&%%ﬁgsgrTh@F«gég%rin%‘fr?%@q{oqE@gl y

elimnated fro urther c Sider atFon as a repeater.
reorgani zi ng t heithinghe trﬁnsnashlcm mﬂeﬁthemddpimmﬂed 2Rlid hedecmbiy be cdxeﬁglred nes

whet her t he power er he radi o .node at f the |i.st S above
the configurabl'@ tP?‘fF eﬁdFﬂ”nﬁaﬁo mf’tmmar]fé%ﬂﬂnr@g’f tht ‘hg PEY)%G?S‘W%%% P bel ow

0.5 in this nonepRi thAGMBNRAP fay oA F@\d@r Fhihiesolhe hackvdo St end4 and
agai n comrences nonitoring for cormunl cations by nearby. nodes for the

pur pose of det exynchrgnizaiderhanformation. ndte nedy insigllederadio agdey masp Braafter
[0058] In this non |mt radi o noe24
hooo T nioet havErat b ot R RERer af e B SIRNR abd ety u b Ak S AOE

shows that radiig thogesedethagk. a | ayer nunber of 2. Radio node 36 in th| S
nonl i mtl‘Wﬂﬂ exarrpl e also has a layer nunber of 2; however, its povver nunber

is 0.75[00Hich is | dvisitianally, thegegsdiagien pfiFasie nede 3hds showrén SIG. 3 and as

Accordingly, r
PooreLrOl Yy T AlaiRae Ao SUBPIINIiog s R4a3 b RALATLGL
whi ch i s hi gherratiivardeserel digeedy regiseeed afd mosthnetadilo1 deso@datmgcheBork.

Accordi ngly, even though radi o node 27 has a her power numnber radi o
node 36, its h.fg‘ﬂwe\yafrl{f@awtaa%@rmm%%r%u&egl Gk lrs)elspspgléea?dt# 1?@[% n the

list of potent 'lﬁ{reé@?ﬁ:@trﬁﬁlo%@§ ardugggglesg'nggé’“@e Inrtﬁg' SruBRse mie lof (R aced

fourth in the |1st potenti al repeater nodes behind radi o nodes 24, 36,
and 27 due to thdiofmdes trivestnii 4 reigstration a:;qecst Beamsk thasadio pod@rdonwlrbercecﬁ 0.5,

which is at the mni Fi nal d | aced t
el o hodoPhTEBADOERE Ly o PG el 06k e B Bels BT 8t "
di squal i fied noggdd)odhsr ﬂheniruk}mgf1@9koﬁxmldaasﬁ@fraﬁd&héﬂraaﬁsﬁ&m SatéPgi cal

| ayer 4. [0061] After radio node 33 has executed steps 54, 57, 58, and 6 1
of FIG 4, radianother way, each of the radlo nodes listen for one another to initiate a

communication, but because none of the radio nodes are registered, no
communication is initiated from any radio node. Accordingly, FIGS. 6A-6E are
diagrams of a portion of the mesh network of FIG. 1 configured such that all
radio nodes are at least initially in an unregistered state.

[0072] To initiate the registration process of the radio nodes in mesh network 80
of FIG. 6A, access node 12 broadcasts a synchronization message which extends
to broadcast range 81. Broadcast range 81 encompasses radio nodes 82, 85, and
87 on level 0. Radio nodes 82, 85, and 87 receive the synchronization message
from access node 12. Because each of these radio nodes determine that they may
directly communicate with the access node 12, they logically orient themselves
on layer 0 in mesh network 80. The synchronization message broadcast by
access node 12 is broadcast periodically by access node 12, as access node 12
may be unaware of any power outage causing all radio nodes to resort to an

unregistered state.
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node 33 selects the node at the top of the list, which in this nonlimting
exanpl eis radi o node 24. Radi o node 33 selects radi o node 24 as a repeater
f or commwmoDeaddo3g4mi t h access node 12, thereby form ng achiwbesosienal |ink
as shown in FIG 2. Because each radi o node of mesh network 10 executes
this series of steps independently, the repeating routes are constructed

d nodifjed d i cal | d i Iy by th twork 1Q itself
baseq ofdWRE avt ual SEurITSHEoN proME T (G sy eRp et et Ak gadly 5ol
accordi ng-to thgoSgRomdigTirbhiser R¥AMBERs nbtRS1 N @s Nk ini rAesBMRBVGRTBONS FOG.

controlling the reg‘eatlng.routes as shown in mesh network 10 of FIG 2. In
time, radio nodds dorpepdrifiealinotiese trdiragodsndegjealoriiant dhemssivenenrayardt k
(such as, as a MANLL Bl X Bk Gorll 118 AL OAg 12 POSI Li oned on a

fl oati ng device such as a Buoy hat noves 1 n and out of communication
ranges @¥07d] her varOnds thasi modeded?) , 85,hanéb§7 r &s ubdgiseged,n thde rpspected

re-execution of these series of st for,selecting new repeating routfes to
access node 12.“%’6’6?551“5@1@‘, aceere nP_g‘gf 2 gie Jetrgied l?;y_srag’_r?d'}’ﬁ\rlﬁ\{e? §P19§bl9§’ ?Eldn%i/

periodical ly changage wiiel GRXofmmtidaNen tRk o834dlo hods\W2dy8! aniadi 8s g, has a
list of potential candidates for serving as a repeater for comunicating to

access node 12.in[lI063C. Adhese mdwi nodsadll, RonPH nartd 9Y aesx poplienedriediond tadde 33
of FIG 3 may be a, node th is new vy ntrodyced t he mesh network 10, or
o radio node t HIPRIFAS TRt HeareEe TRte 120 BUl PRdRond B iR Redof

this case, radife nRdes 38 layer WWONTAQGUFRELIY,OcdcAPd R ndddsegl, S93, A3, GRdPIPCESS
with access node 12 after initial power or after having |ost conmunication

with all known asabstbthemselyes asanedeeen foginal leuhprdyielit er e nodes 82,i83t andy
regi stered stat 06 FIG 5A s a f har j m 6. e
r egi stration pr%?c%'glgy%r?d fa?r ra4ro mr%g%g %tht% (éeg%g%&eeslgj’ %%%g’%nf lﬁgﬁ{& %f} As

i ndi cat ggh73lpove, Wher farthad®dré sShowh inl FIG. $Dp eiseweelessroaimitdcatiohe yingus by | ost

conmuni cation with all known nei ghbori ng radi o nodes, the radi o node

proceeds to re-pdginodey 9Li%Bnot.med féon lngegidayer 1gue defogsq buradie nedes 19}, s5g,

and 6 1 in FIG{kA u i LR T, it I 4,

After determni lrgé’ %%?nﬁf]gﬁpg\?&%{eﬁﬁe g?&%}f&)?ﬂg@’ﬁ@%ﬁ rg{ﬁotnﬁg@s{ f)bp’ g?f’tlh@g’ li st

i s above the comflil@driaditalytdricasthendeloés @t leper62andnhilizh thenratiioi rwdaoor layet | ng
radi,o

exanple is radio n ?e 2§‘for radi . node 33 in Fl 3, ode, 33
t her eaf t er send]sa%\C? BET StBHCPCTS 2%%%‘?“1%‘%%‘@9&“’1” at"ﬁ‘)essa{’c?é@slg' nﬁﬁ%ﬁ # as
shown in step GRe@fnebih&k A1 FYB! 6E $PRE4ABIRAL] X5 all 13(5369 irngl‘é(?néiﬁ Mvgtkass! y

comuni cates a registration request nessage to radi o node 24, which serves
as a repeater frogisemdanddediractondidinkearsagieblished adihacpesdasd@P.and 19, and
;232502 ‘Lf6007§ f:czrslz 2 gceh }ezgistr%?ions pecc)l\{lmé]st irrg’]essseltggegce?v%d r}]/dacZélss%]:)dé: Il?cor?t%ns'%ﬁe radio

repeating route. For example, in FIG. 6E, a registration request message sent by

. radio node 105 contains in the data section of the message the sequence

pertaining to radio node 95 and radio node 85. Access node 12 stores this route

in a table and uses it when access node 12 sends a message back to radio node -

105.

(00771 Each time radio node 105 chooses to use a different repeater to send a
message (assuming as a nonlimiting example that a node appears on level 1 as an
alternate to node 95, which is not shown in FIG. 6E), the new repeater inserts its
address into the message, thereby informing access node 12 of the change. This
rule is repeated by all repeaters on the path between radio node 105 and access
node 12 so that all changes in the route are captured in the message, thereby

informing access node 12 of the latest repeated route to radio node 105. Thus, as

a nonlimiting example, if radio node 105 had an alternate route through radio
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i npl ement steps 72 and 74 of FIG 5B, each of these nodes inserts its own
address into the data section of the nessage communi cated fromradi o node
33, as shwonoeeusstsep 74. [0066] Eventual |y, the nessagepceash@s/03nsess node
12 carrying in its data section the repeating route through which the -
nmessage travel ed. Mire specifically, the regi strati on request nessage woul d

include in its t|o the sequ eaters, 24, 2

Access node 12 110??8?93 -Yerrs}a %‘go £ ?(i?ofﬁuié ﬁed lgt %1?:0}1%1 F%\/%P%‘g (’%?
communi cati ng fiHfdupR ridE HBEE95 tfer EatthOnibadR With aé&@ﬁﬁt})dd 12, Kefendbily updrep 77
provi des that access node 12 nmay choose to accept or deny the registration

request nmessagevhatever rewif ovasgaallable ped awsodesitd 2N tHagrbelovsver d o ef ng
node 33. The DNA. DHBCEsite] ydsdfidn éretvahga[e th UG HoA 195Vt ﬁt?(%ctéd c
u a

i nformati on such as version, rdwar € capa i'es, application

| D, etc., as nombuldistletthexdiep)| st 1s,[£$@tfﬁ8]ngAhﬁ:tet$6 oﬂmdevai%ttﬂmyaib&blcat‘lfhlagur ed
to accept or reject ¢lasses of DNA nunbers

access node 12 Ha§ BahepneY@sees noge slgrp‘ﬁd‘i‘ftor@%‘t/@if g]onlﬂieg?f ;F[é’ltug%i‘m{(&‘ﬁng?%ﬁ

appl i cations ondhes Sﬁ@ro’uﬂﬁé akdratish €in Qéga'if&ytob?adlb KEYS € 080mb GufuRd to
restrict usage to one or a few select applications. As a further

nonlimting exaavpireunlezttmesbaqi@deamg nndgll% Brevfdug wpwies tre nat delpted ONA arunber s

correspondlngtoeectrlc a |o I|c i ,
wat er meter applPB ‘fSSﬂgsa{)?n%B'ﬁ%l @g %t tﬁ? Pﬁfg?réet tqﬁggt mu (5'3%59]
Access node 12 Idﬁtlﬁrrﬁataesmﬂaet her to accept or reject the regl stratl on
request fromradi o node 33 based on its DNA nunber in stgc% | f access

node 12[U¥81es the Psgnstemateginbadinen thtm&ﬁmegﬂhe agersenode 1% afi Bosideie 33
ts t t F b
resorts to s epchg od llla(?lt%errpltoa{}%de?g@f the g‘%ﬁﬁsnew&jkt 95, et?c; I Qst'%ha@hgé“ ons

by nearby nodes Fhean i nd an er access ’n shi ng

comuni cati on. ressemRrmay be aswwislsy hedeadidhodecephgimde corgumidaabn eoute éguest
fromradi o node 33, access node 12 stores. the repeatjng rouyte (V|a r. dIO
nodes 24, 22, aredg)A seeoelﬁemgueﬁaeta@praﬁ@ nqelgy q% HH']‘ée %vlf ted Hd’&é‘

conmmuni Cat €s acqe QI: c#%aﬁkth{]t(?t ﬁa%dée%cféﬁqqteagraﬁfo%ohg esu%ﬁg?rard%cﬁie ﬁuﬁs i n ’

reverse. More speci |ca communi cat ed acceptance travels from access
node 12, to radiworepeater cohnnumchtmgmﬂetmacc'ess ncatd:l ®.ndipen24ceipnaf fhinal |y

to destination radio nﬁde 33. 0070* onI| 9 xarrpL i nstead of a
new y instal | edFS88% HOFAECFNi 19951 13 cPedo etlcﬂ %‘56‘2 frotive dPSnBE g qRIRS

detect communi GafdrRRRod [HINESh e &l GBRIMbeMELRAI 0 nodes, the radi o node
may instead begin transmtting an initialization signal to its neighboring

radi o ngd¥9] The neilghbdsdusgion ddi hisnpdies has involved a single access node with

logically positioned radio nodes around the single access node, such as access
node 12 in FIG. 1 of mesh netwotk 10. However, a situation may exist where
multiple access nodes exist in geographical proximity to each other such that one
or more radio nodes may dynamically align from one access node to another,
depending upon the relative logical layered positions that the radio nodes can
achieve respective to the access nodes available. As a nonlimiting example, the
access nodes from a plurality of different networks may be in proximity to each
other where the radio nodes may be able to communicate with multiple access
nodes, even though the applications associated with each access node may be
different. Nevertheless, even in this situation, as long as the access nodes do not
deny registration to the various radio nodes dispersed in the mesh network 10,
then the various radio nodes may register in each of the networks at different

times.
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wWithin the transm ssion area of the newy installed radi o node may be
configured to thereafter respond to the initialization signal with a reply
t ransm sswonoodaactyor epl y transm ssi on nmay contai n power paowrgsesos@aisds as wel |
as tinme synchronization information. The newly installed radi o node nmay
thereafter select a repeater radi o node, as described above and register

with th ess node, i t he,.nesh t wor k 0071 ddi t.j onal | t he

regi st ri?@g)i of radi 5{3%3@ q%%%ra'gsor}gw&%esp HLtﬂO&(J gﬁ%{ﬁ]&t %acgfgg%r?qdﬁéan 38 Fi cs.
SA and 5B, may eetFadidnddd¥Bs egisteni Kithkd oftiey feth Revoriadihdwhoiesidr &

al ready registered and nesh network 10 is an operating network. However,

ci rcunstances i g ithemaphad Hewprkadilfoirk comprisedeeoing fise qnebyorkolddgh around
unr egi st er ed raﬂ'c@ssr?l%gg,?léaﬁﬁ)cpg'gecﬁﬁgﬁlﬁh H&%rkl?{S lga{%ecﬁ Ugin %g&éé%g&?ﬁw.“ e of

the radio nodes transmt a registration reques ecau e radi o nodes do
not proceed beythixdnciliefitibed exdmpgté,Gneshinadwerkt bl 4t inelutlecs plurality edahdivadides node

remains in an endl ess | oop of itoring. for conmunications from ot her
radi o nodes. St ﬁ%ﬁﬂse&r%%]@ye%g? EL’&C* apd Lopwherses meshgipbwonki d8eammgiseshe

anot her to ini tjat@inAoANIHded UispBrsed BlefkRUSRINRRRAMS D&s TRIILQ, Ardes
are registered, no communication is initiated fromany radi o node.

Accordi ngly, FIIG5. A8/ 6&nlamidindieagmales rasfio aogesr k230andof24 &re indieHy mepasbrk of
FIG 1 configured,such th all radi o nod arg at least initially in an
nr egi st er ed st FE YT 1430 afHies P KHE Lo glio sk epiomeeEnede | H
radi o nodes in ¢g@shumeiPrkih8itceds fbde | B\ viaaCepsatdiodtd Zndiriaaldeastslid
synchroni zati on message whi ch extends to broadcast range 81. Broadcast

range 8 1 enconpulssed2¢.adi28 ravdesl?82, Somilaghy gdion npdsy el 240, comiBRicHBYes
82, 85, and 87 yr.qcei. . ' ' f .acce :
RS N e A S L R
comuni cat e w tthatiheludesaedis nodeke1 2152128 lel/12%qi cal |y orient thensel ves on

sh network 80. The synchronization nessage groadcast g/% access
W,

| ayer O _in ,
node 12 ¥81r cadcast® ;5@?ineall%l&mgy?&ylpéweé%uaﬁ%aén%,arl%s BES8EhBeoTe may
be unaware of afig Boi\ggf;%\faéaaaﬁl&rﬁaa&b&gn&ie' 1FRdlR MRRRId Aode SOt arkd® 156

unregi stered state. Nevert hel ess, upon oadcasting the

synchr oni zat i oncreate sagenmnadatennbole $o 82ces8Bpdaihtd.8 Upomgingbductiont theateess
node 12, as shown .in nesh twogrk 80 in FIG 6B. Mire specifically, these
radi o nodes | og‘i’nﬁ%]ﬂ W%Wﬁj‘ﬁéﬂ/? ]ﬁﬁé’ﬁg@ItQéglaB?F S?é?Sp?)Ctﬁ’ﬁdo"gjsst ablish a direct

bi di rectoeyrgl |1 nk wiGhgacs g tdepail 8P Aittkh BB&RrkSS BICOH B0 Bidg tBS. and
87 are regi Stered, their respective transm ssions with access node 12 are
det ect ed by r addynamicieecodfigurgon 06 theanetwdvk. In this instance, transmissions from

radio node 134, which may comprise communications with radio node 136, are
also monitored and detected by radio nodes 123 and 124 of mesh network 114.
As discussed above, radio nodes periodically adjust their repeater table, as shown
in Table 1 above, for determining the shortest path to an access node.

[0083] As a nonlimiting example, radio node 123 is established as a layer 3 node
that communicates with radio node 126, which is a layer 2 node for ultimately
communicating with access node 116. Likewise, radio node 124 is a layer 3 node
that maintains bidirectional communication with radio node 125, which. is a layer
2 node.

[0084] Upon detecting communications from radio node 134 of mesh network
118, it is determined that radio node 134 is a layer 1 node and therefore closer to
an access node than either of radio nodes 125 or 126. Assuming in this
nonlimiting example that the power number of radio node 134 is above the

minimum threshold of acceptable power numbers, as discussed above, radio node
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that are within the comunication range of radi o nodes 82, 85, and 87, as
shown in FIG 6C. These radi o nodes 91, 93, 95, and 97 are positioned

beyond t heokoeadeast range of access node 12, but not beyongdié08®32433
conmmruni cation range of the nodes of |ayer 0. Accordingly, each of radio
nodes 91, 93, 95, and 97 establish thensel ves as nodes on | ogical layer 1

and rely on the _nod 5, and 87 an |layer O for nmuni ¢ t|n

access node 12, 3§ ’ilﬁl?fvﬁa? FEREEHPOJHR &%eﬂe&%{ﬁéﬁ?’rﬁ?@ 1aj8 gF%“F{] G
6D, the wirel esasldqqmmaqa;ma§magﬁzpfresrpa@h\@woy@esl@lhe SoverHambanef 97 on
| ogi cal layer 1 are detected by radio nodes 101, 103, 105, and 107. As

li kewi se di scus@él@ rl@ld@\)é4 is less thap 4bK powescuunbep of rapimnodeysi 25and 1207radio
ogically orl enfob0eapely e5 Qi i Blerd ARG dbhibAGs WeLAY qugﬁ%ﬁ%@r | ayer
epeaters“for co &

1 and layer O as ng w 88ceR€ Mo t he
mesh networ k 8Gftiohlrg toGin dcsess @edé. aNkveatieltsybetdre nmdt‘gStol adiffeeenimesdess
network are registered and b|d|rect|onal_f nks are es abllsh d with access
node 12. [0076]RE5&RMak; akepistralinn pragire oiill §§%‘E¢)‘E¢ r &% S%‘EF O¥¢cess node

12 cont gas)  he 1 epeati i I Aldiem F1ahe SXAIRLGorisN I FloBrIGSF buf widhstdad | on
age sent

request nes y radi o node 105 contains in the data section of the
message the sequens éymltédlymdwgstddoandddacbbaimw&l avdgnianigoadioded8534 Access

node 12 stores this rqute in a table a en gaccess de 12 sends
a nessage back %Bre?egﬁﬁdepﬁ?ﬁeé OV E5ICPEYE ‘P]n? %ﬂ%gﬁ%ﬁm ?Jgdaegi%ﬁg “WBoses
to use a differgwiRpRRES B6dd B34S RMithas m&ﬁ&sea&@agmmfmoﬁmmanﬁg td ng
exanpl e that a node appears on [evel 1 as an alternate to node 95, which is

not shown in Flagcess@ode tih®. @@wlaréspeadlemoms}%tegabltsbemldw@@gtlmﬂlélnkrv@th

h b f d h h
?Egzg?gd Lye;FI ?@B‘%@éﬁqq8ﬁ (ﬁ8§ ?ﬁg %ﬁ&%iﬂ% 3 Coqﬁ% e11g5§ne acceSs

node 12 so thatradlol nédeanNmss and lthQldv@lébﬁmﬁj’nQ:aCeantM getebd nbdle 1@ SsFagesh
t hereby inform ng access node 12 of the |atest repeated route to radi o node

105. Thus, as anehweki hi% insigad Rbhapness npde }gphomsghactnosk Aad dn making Hug e
route through r@%&ﬂ@gq grhe%‘ g fl%d]es 123040 g@f?mﬂs%@e%%dreéb%mé%lﬁpute

through radio n rdu 10 node 9 conmuni cati n
access node 12, mﬂﬂneﬁ@nngyuﬁbmlwha&enemﬁnmuﬁmxwas avai |l abl e and nost

desired at the tinme. Howeve ne.of the oute failed s no | onger
avai | abll Q:OSpi radi o KEdé 1f8§[16rraﬂfﬁn MiRfe SHEE! %ep%‘i?t Vﬁe \Q"?‘ MEhat

i's, assuming t %&mﬁﬁ&?cﬁ& fhoﬁfﬁsﬁddklllﬁv\ﬁ‘é 54%6%&@%0&@%5@%1@% rE&B%‘Heé"ﬁy

access node 12 1s inforne | at est route and t ereafter updates its
routing infor matddori4tnandédapdntay maﬂaﬂynbmanmﬁByﬂdpmtmsumpanannwnr@@nlons
back to radio nz?c(geesslr?o%e F{6e \t/c|> Qcess Doas 118" via Tadio no et ?ﬁ %st aar{onhmltmg
example, if the power number of radio node 123 is higher than radio-node 144,
radio node 141 may adjust its repeater route so as to establish a bidirectional link
with radio node 123 for communicating with access node 119. In this case, radio
node 141 remains a layer 3 node, as it would be one layer higher than radio node:
123—a layer 2 node. Thus, this instance is one wherein the dynamic adjustment
of repeater routes is based on bower number, which may be in regard to battery
status and/or memory availability in the respective radio nodes 123 and 144. As
the power number of each of these nodes adjusts over time, radio node 141 may
oscillate back and forth between the repeated routes in mesh networks 114 of the
aforementioned repeater routes in mesh networks 114 and 118.
[0087] As indicated above, mesh networks 114 and 118 rhay actually be

networked for unrelated applications; however, radio nodes 123 and 124 may

select communication routes through either mesh network 114 or 118 due to the
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sinply used as alternatives in the case that the preferred route or |atest

route does not ultimately work. [0078] As an alternate enbodi nent for

i nf or m ngwoheocastass node 12 of a position change in thecragbesnsnes of the
mesh network 10, specific route change nessages nmay be issued by the radio

nodes each tinme a comunication route is altered. As a nonlimting exanple,

radi o node 105 coyld b onfigured to_notify the..access node 12 that .it had
sel ected a new Y4 Wbtyrfgég? ngealg Il?“ﬁgcqtl Qéieﬁc}hg%-gog(ﬂfe{g% AFGESS PAIFE ZFEFPt ?}berlr
comuni cat i ng We§declifie ra@ERS for'vegRtrdidon. URSN ddlidliRhg @karhple SradRs agde123 he

access node 12 could be configured to save this new routing information in
simlar manner,mas kieswupledd talrovrower 007y Tieserdiase uswd ohe t eonfigueedpdpint has

i nvol ved a single access n W th | ogical Liioned. .radi e ound
the singl o accastiTERhe IRt BoadhiRi% SRR O 5 L Rl
10. However, a mwhworkt 1 0O M@y aB¥i &Impiser adisuhddey| covptedle s erois neexdrs tfoi n
geogr aphical proximty to each other such that qne or nore radi o nodes nmay
dynami cal |y al i QRURYHEAtREaPRLcatien relafad datg farieHiaeily GRASWREBIMY upon t he

relati V?ods%?i cal | awsﬁqleﬁggktﬂmﬁay} é;g}pétsgf\%aia%gemg@&dqargaeﬁly't&yeas a

respective to the access es aval . a nonliniting exanple, the
access nodes f romimiphgiesdmiply) &t ahinfrherieatingngtswonkenpteon tveadeasspnadei hity to

each ot her wherge t.he radjq . nodes may be able to co icate with multiple
access nodes, e@@dsﬁq{gﬁﬁlﬁ%fﬂgl ks {3;51_[*-‘1 %r@?gﬁ%ﬁe&ﬁrﬂl_ W%W“@%°65588 S node
may be differentis NemeithBRELSFen H6APh kHesé Retsvosld stdhiprdd. radi® dodbdthas rdldye
access nodes do not deny registration to the various radi o nodes di spersed

in the mesh netiwtration tfhen diffeseniar ipplisaticndi o thiodebnilagy ¢aagiragtion | gideach

of the networks_at di.fferent .tjnes, 0] F 7S i a m. Qf mesh
net wor ks wher eicr?n%lﬂ%m%%bélétgs Oﬁoglgs%gt[r‘i\g?%e gé lg%trag g)din%dgsodgisﬁtagar ég)i{\ls){oer in

ei ther of the neatmaatmeksr sRwndshaletidtk 113 &l B8 #respdrgivershie spriftor ks
110 are conprised of a first network 114 around access node 116 _and a

second nesh netanphfatipngofhe dadividynl mdiveredendbrt cpmprise the Retyvorn Iy Fhouichg
| e, h k i nel i ' i d
éxanpt €, Nes O”a‘?{q“%@m&&cﬂeﬁsﬁ%&féﬁ‘ﬂ\?ﬁacﬁ th %e@h' Itléfw&fksr Epdl%gaofiﬁ?g rpgh%)l@ﬁlﬁﬁ

over layers L ereas nmesh networ conprises a
plurality of radamangedesngiwpeauteatticabrastrhdie@otievat addadcinddicleted fayerlse LO,
LI, and L2. As a nonlimting exanp radi o nodes 123 and 124 are initially

g | e,
a part of mesh HREVORS RNAa4hERAVPRRYBRFTHA! eGP e NOBFECepETi fi cal Iy, radio
node 12f@@Mmuni cal g nidfaREarte o ad8ichhfntlof AdibCRERL Ad 1 AUtelinabsh

i ncl ude nodes 126, 128, and 129." Simlarly, radio node 124

communi cat es  network may also occur if an access node fails. As a nonlimiting example, the
radio nodes of mesh network 114 may realign to mesh network 118 if acéess
node 116 fails. In this nonlimiting example, the radio nodes of mesh network
118 will migrate towards other nearby mesh networks, such as mesh network
118, as described above. This self-healing provides network redundancy in the
event of an access node failure.

[0090] Returning to FIG. 2, from a timing perspective, communication is
organized among the various radio nodes and access node 12 in periodic cycles,
each cycle having an outbound and an inbound period. The outbound period is
used to indicate the flow of messages sent from the access node 12 to the various
radio nodes; such as radio node 17 on layer 4. The inbound period is used to
indicate the flow of messages from the radio nodes, such as from radio node 17 to
access node 12. Each layer of the mesh network 10 is configured with its own

communication time period and sleep period during both the inbound and

outbound periods of the cycle.
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bidirectionally with access node 116 in nmesh network 114 via the repeated
route that includes radio nodes 125, 128 and 129. [0081] In this

nonl i m t iwQ 2e06am3pi4e, a situation may ari se where nesh neCwarskookh8243%

i ntroduced around access node 119 such that radi o nodes 134 and 136 create
a communi cation link to access node 119. Upon introduction, the two nesh

el KbAf 110 D60 b0, ) bl AAREHS AEARGF LIRS ® 1

reconfi gurati oncogfmiidieativat Wetwken the ddeess nodst ENasd vhﬁ@msmd&snﬁms éff mestr adi o
node 134, which may conprise communi cations with radio pnode 136, are al so
moni tored and ditweket). hyds iaussadorhoye thy commymgation Grelenisndivigsdintpian  As

di scussed above,, (gﬁlldepé; ge§ ehd %gllﬁg(l)drm ggis%ztlﬁ hewgth{negﬁa&%o&r@bm as

shown in Table et ermning th rtest path to an access
node. [0083] ASmHOmmlnilmm tlBhglSéxaeqpbe;vet)adh@amd:emmamdsemrt apti shedias a

| ayer 3 node that, conmunicates with radio no s.a laye node
for ultimtely ﬁYec%lfiPﬁﬁ%f‘a\FﬁdtW%B%‘%tloﬁ eljf@%ll&c&g\m‘g‘é”@ad’i L%%de 124

is a layer 3 nogealdasd ndmRi 1Nt aifs poktetn i Gklionad & RIFBN MeCdrihivitidas e 0
node 125, which is a layer 2 node. {0084 Upon detecting conmruni cations

from radi o noddayg4 widesrshhwnan Wilfe k! NassTREE) angd @leqcendmmntm@@mgnamdcfomde
134 is a | ayer 1 node and. therefore cI ser CCess her of
radi o nodes 125 @gg ORI MG>PRES R q yeﬁootnPO(%S SHOAPRITRHILS t*}ﬁ'xwg power
nunber of radi C)I)ﬁm(ig%thé?m‘lmslﬁlt@bﬂm dfhemmumidmam tibfeeiSOhlt |agEr @ﬁmtaaé)irea power
nunbers, as di scussed above, radio nodel34 wll be placed at a higher
position in thefe?fétj’é‘ﬁtI@?m@latﬁ’lfeth‘éﬂléFSHeétéNeoC‘HBH‘é@CEQ@ dme 125 t19r e8> nodes

124 and 123, 1 ea0eQbiel ¥ Rl iduddifs RRUSEDGE Ohotadihiaptitrckids | o

| ess than the power nunber o 126, radi o nodes 123 and
124 will still tpansfoits mez;dagas o dkeyed 3odss dunir@&atletrterchmlmroof temouosetion
positioning to an access

Never t hel ef VI n ent
access node net%}sﬁ“ ume égé)g’tlf’)ﬁr Igpdss-ga §% qu-' cHélo E’@%FQNQSWE%@ i bed
above. [0085] HkGe B féé%ﬁ a Ry @QB@Hiegﬁ ndtABries %ﬁﬁitwayé AihhOhebtt fetwbrk but

with the radio no es cally adjusted and | oad bal anced. I n recogni zing
radi o node 134 HsofFlgr ébehc ecnmepeatiar timed 62 fepesicern 16 |ayeadbuldriodedd 23
est abl i shes a bi glrectlonal link with r

linhked t
radi o node 136 % GFSt &SHEHING RYTIPAJO trfé?eﬁ'é’c%%ag?&ggoni%@ et rlr‘?‘i"%frliaier (?’fnafﬁ)% S ngde

124 establ i shesyg tlabﬁihrt%&mﬁ%hldd fokiratsinlt hadh@snodie: Actksionsheahsobuteadi o
node 125 of nesh network 114. In each case, radi o nodes 123 and 124 now

conmuni cat e wi tlayerod dsmasideetwad. of mesh
[0092] During the transmit portion TXMT of the communication time 162 for the

second to last layer of nodes, nodes on the outer layer are in the receive portion of
their communication time 165. Thus, at the end of the receiving time of
communication time 165, all outgoing messages have been propagated
throughout the mesh network 10 of FIG. 2.

[0093] _ During the latter portion of communication time 165, the most outer layer
nodes begin inbound transmissions back toward access node 12 in reverse
fashion, as described above. Communication time 164 for layer N-1 nodes
includes a receiving portion TREC that coincides with the transmit portion
TXMT of communication time 165 for layer N nodes. Thus, the outer layers
continue to transmAit toward the access node 12 such that nodes on layer 0 have a
communication time 167 that includes a receive and transmit portion, wherein the

transmit portion overlaps with communication time 169 for access node 12.
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network 118 instead of access node 116 of nesh network 114. In making this
dynam ¢ adjustnent, radio nodes 123 and 124 inprove their respective |ayer
nunber frwonzb@ysi748 to | ayer 2 in each instance. [0086] pas/ 2603081183
nonlimting exanple, radio node 141, which may communi cate with access node
116 via a repeater route conprising radio nodes 144, 145, and 129, may

simlar nam cal adj its re eat rou om accgess _node 116 to
access L%)(?g¥119 Vi ah%/’%\}lj' {?Hﬁ’od}é’dﬂé 5p oﬁY‘i ?‘n {hiahgmg&a |gprqs?ntg<% Bowver
nunber of radi orOONMAZOMM-HTSINEEP t B@rue&adslﬁg fRdgut} 44cle) ddiQege powdd may
adjust its repeater route so as to establish a bidirectional link with

radi o0 node 123 Joppurapliffuisi deaidasey, \metkmgaﬁmabhd@eexm@ the dife jof gadiggwdes adi o
node 141 remaing,a,l goéﬁéry%]dﬂ'\&q&} h?‘% debref@Ud P& Qﬂcﬁe Vﬁé(%m%gﬂcgahaﬁ highe radi o

node 123-a layer 2 n iS 1nstance 1S O erein ynam c
adj ust nent of rHD@MMr cano b edecreasdanand the sepetimeuTBEEEP whanc be nlayrebsedi n

regard to batter tus and/ or vai lability in the.respective radio
nodes 123 and 1% epe encﬂﬁ(efa T8 aﬁﬂﬁ“ﬁ) E? AmOHpt Bt %ﬁéé’gl%%“é’élo S €4 over

time, radio nodg ée%ileag@dlls%%'tédl Blife Hﬁﬁl&lﬁt’i‘%&ﬁfeﬁk&ag@&d{\@e&f thbeadieheat &

routes in mesh networks 114 of the aforenentioned repeater routes in nesh
networ ks 114 anwpdat 8he mBBES thas is redeived. e&taa@bwthmy netth/\mdksn(imh@rm 118

may actually be networked for. unrel a l.i cat J. v di 0 .nodes
153 and 224" oy UGrHR P eGP O PDURBR LG St Rore Rk Retl e 124
or 118 due to tiReshédsh@ id ¥ @hndchaon@shirepinet Bighdst Qéved athpraBibintyk tHat thde
access nodes accept their respectlve requests for registration. As a

nonlimiting exanpisege waeiedveddydha pgendag nb@e cHgpiages efgnerepreddenath mllnge),a met er
and may be. confl ?z'a'{éreda foq.\rlgt Cc%%um {.?'nn {n qwt Y 1\%81{%39&‘)%19”5&%
net wor'k S

centralized | ocd ew se, o tonprise rad io

nodes coupl ed t@nghegtation, rdSBtﬁerexEﬁllpleQQHénmlibdéﬁi |bag1vaaml in&at o detdratiesd dat a
for electricity consunption. [0088] Mesh network 118 may conprise radio
nodes coupl ed t@r@agmﬁ%t%rtgnf(%fsthavwws ragdip DAdeSRE iR @?SWWWEMm cat i ng

gas congsymgjlon to %{é@&%&l&@dﬁielégéﬁ%ﬂ{e 'TgLE% dyL% Lﬁ' ERR nbb&

anot her cenﬂrallzed ocatl on as access no vert el ess, even ough
these networks aoesgsricde I2acknobeodemsdchatthoe laytrucntbmr limtsooimnig;rthdiawregeent

Do ISl B e SOTSRRRR. b bl WSl 3,
or 118 irrespectiikfy-fiwdrBe raReabdd. CH@Q@J/érC@}F hﬁﬂea@ﬁq githe slegftivedesal EF gt 0
nodes that conprisé the network. It should ‘al so be underst ood that each of
mesh networ ks 1thd raxholndde8 apérte@ds vadel of mesh network 10, the side effect is realized in
. the decreased overall speed of the network. Accordingly, for each practical
application for mesh network 10, a reasonable compromise is generally achieved
between the battery life and the acceptable network speed. As discussed above
the communication time is comprised of two components, the transmit and
receive times. During the transmit time, the radio node’s main function is to
transmit messages. Likewise, during the receive time, the radio node’s main -
function is to receive messages, either from the access node or from one of the
other radio nodes. |
[0096] As a nonlimiting example, each transmission between radio nodes and the
access node may include an ACK and a NACK response. Even during the
transmit period, a radio node may receive an ACK/NACK message as a response
to transmissions. Likewise, radio nodes, even in the receive communication

period, may also transmit the ACK/NACK messages as a response to receive

messages.
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rearrange thensel ves automatically as radi o nodes are added and del et ed
fromthe networks and as the power nunbers of the respective nodes change.
[ 0089] Thwe w&astangenent or realignnment of radi o nodesptom2eisismsent nmesh
network may al so occur if an access node fails. As a nonlimting exanpl e;

t he radi o nodes of nmesh network 114 may realign to mesh network 118 if

access 116 fails. nonl.imtin he ra |o nodes -of nesh
netvvork?(i(%g]vvl Il mi QrYe ép‘f%ﬁfé?i’as e?ﬁ}hté?nsﬁﬁ%r‘ %ﬁ&s?fr 19 g 40 %@ﬁr 40 s
network 118, ashqdeser i pethcad®VRodel Ny SfoBielved hsyal i GAQKANA GRS s Wakdsage
redundancy in the event of an access node failure. [0090] Returning to FIG

2, froma tini rynpewrpased jbye the seseiving aRaryntq §h‘brtg?é1ﬁin2téﬂg a%Wg thig Nl i ous
radi o nodes and, éﬁgxgg%n%@sagg bR B! oYl e @Al OF B oRRUIRO AN

out bound and an erl e outbound peri |cate t he
fl ow of rressageessmtresbbmmtxf}efcﬁcfoﬁﬁﬁ n‘ecrdﬂsnil&utharthm pracdssing thadmaxsargedes
such as radio node 17 on layer 4 . The i period is u o, i ndi cate
the flow of nes5y WKH@%F’%&TI B i e tgﬁé’ﬂwﬁrsn?m?ﬁh fa ‘?Sﬁr‘hﬁfh%bol"? to

access node 12. Tﬂ;c@c thi¢ %BlenRhtatibe 1§"§§ Tba@te&‘{@ﬁ&ql%%hg eﬁ%?legfé'? eRrivlichly t's
own conmuni cation tine period and sl eep period during b t he i nbound and

out bound per i odenohunipaingypdvesr[ 008Ugr iFfa@nation ite the obighborirg radepmedemas ng

and vari ous. 1 adPBONHueR LR Rst SRR Rorne e CBUEER rldlf pREET RRuP e 12

comuni cation cyul® domshei siRdwidtho alh @uth&ounstarRe) inetbhbbdn@nedan dodbound
period 155. Wthin the outbound and i nbound_ tines 153, 155 respectl vel y,

the access nodecoatiju@isbhmpeijasicopmynightion Hotfcs soEeeiPA OHAGKANACH messages
comuni cat i on té les eré({%g (f sfzﬁg fl&%fhé?ﬂ"g 1] Il(?JCSaB%%?S%ﬁ 5@8(380%52 a

first portion is Ed I Cca [0) re el ving COITTTU I cations rom ayer nodes

(shown [@0R) G 10 asoTRECheantioas ST dardoTREQNpérivde ettt ﬁl@ll(jc aovdes on
transmtting outgoi nessages to layer 0 nodes (shown in I: 0 .as, TXMI).
During the tran%iman‘gSYﬂérﬁ sajmh:s .awﬁt@ﬁeppﬁl@nwg exgmple igeludesgnibes

are in a recei V'ilﬁ(gA @'k Rbssh n?ee!izfte hEEREAE Hh4qh K] @hx%ﬂfieg Qm{h' e aét%gs I'n

t hat way, access no trans ts out goi ng nessages to |ayer nodes,
whi ch t her eaf t eoder athmrd: spermﬁ&dalges@(flﬁ/Nﬁe@Krm&ssagﬂ*exndlfmmga ﬂdwzerl bfgtoak

portion of communication transm.t tinme 159 to nodes, and, so rth.
For nodes on | a§ )éerre‘il- elON li“gh?rﬂgglﬁ?]ﬂa d{ag défm?mglc”ﬁigﬁ C}%ﬁ k (N
woul d be | ayer ¢y R'/aiu%frméw@tl?ver rkadi@ 1Q>fde Fvich3s usélhgyrfcqammci%tel&ertl e
162 for nodes on this layer would include a first receiving portion to

receive rressagwotheorhwetrelogmlt layerpd radiaynede of tmtgeascess node. Thus, the date

and time value of the access node gets propagated throughout the network
regularly using regular RF traffic, particuiarly the link ACK/NACK messages
transmitted on the outbound path in this nonlimiting example. Therefore, all
radio nodes in the network have a date and time value synchronized with the
access node.

[0099] As discussed above and shown in FIG. 10, during the outbound
transmission period, a radio node is configured to communicate with radio nodes
on the higher ordered layer. Similarly, during the inbound transmission period
155, a radio node communicates with radio nodes on the lower order layer. Thus,
communications flow from the access node to the radio nodes on the outermost
layer, and then back to the access node.

[00100] As another nonlimiting example, the ratio of transmission time to receive
time may be adjusted so as to allocate more or less bandwidth for inbound traffic

as compared to outbound traffic. Thus, as a nonlimiting example, an application
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and then a transmt portion to transmt nessages to the nodes on the nost
outer layer of the nesh network. [0092] During the transmt portion TXMI of
t he commwmopeadd/nm4bi ne 162 for the second to | ast | ayer pofi/usesss324a9des on
the outer layer are in the receive portion of their conmunication tinme 165.
Thus, at the end of the receiving time of comrunication tinme 165, all

out goi ng nessages, have en propagated throughout the nmesh netwqrk 10 of
G 2 0093 TR e T iBTar Pt DiET Baerare Fne (ies tehe
nost outer |ayer, wigitesn kpplidatibn epdd tto AR idE SHhRBIS mag dave AnBhrbnEes@s o node
12 in reverse fashion, as described above. Communication tine 164 for |ayer

N-1 nodes i ncl udesivairatiocgseateniandr t hibawibRED eqvally belanesdieaiwark 1w tepps of
transmt porti Ofle I%Wn(? hnd ?1(1) cf:t%fh? g{ag:,\k%fcg?lﬁgmjeg rsuéhat%gtrth%léﬂﬁgﬁﬁsm% l&rﬁat

the outer |ayers continue ransm € access no suc
nodes on | ayer @cdioyfatia icexaetnil cahichlis ghomm id&TGt teat i ncl udes a recei ve and

transm t portion, wherejn the trangpit portjon over].aps W th comruni cation
time 16@0#065 accessI‘|‘18f1Jf§r o MIHHIA ﬁ-@é‘@ﬁ&r%‘l E?ngfd%OIh_%lgnSabﬁWF? claEthat
may be representgd a5de5COMA GRAM IQLWEEE- tBY rARE measd Myt e EHfueCke, the

average power consunption is decreased, making it possible to extend the
life of radio nodedidateatheanessiges tfer jothameuad and eutheoné axéfic. hbn thetepse ptl e,

t he conmuni cati.op time JTCOW can be creased .and the sleep,tinme TSLEEP can
be increased, ilﬁg%‘ﬁ@ntaaefﬁf’l %/rqdfooﬂ‘i’%n‘gﬁlggf&‘%z(?g.ethfﬁéneé?’?&ﬁ%%m[rﬁ% hﬂnﬁgr Tever
comuni cation tlap@ rad0 MdefaTRasRAcivS péred@d s dovnrhiiecationi tiHEN 28 GEEWH @l
capability of the radio node to repeat the nessage that is received. Stated

anot her way, .ealdf. rifdinso modeonsedidatedimasian phes stesrageriadraapaigatio gflower
transm ssi on tllqzﬁrsr? e\%gl ég?&)eed& ggtlh% ?%@Sh?ﬂgﬁinotd Otf%tgggesage In a manner to

ensure the highe pro thé nmessage is received by the
i nt endgdoroege. Messages 10f isi ncligasadof engesh uttworkel7a depdetingy camspliddted
comuni cation tinme TCOW Mreover, the speed of communication, or, for

[

exanpl e, the no@BAKhIMWHPIINdRESSARSo AReERy MRdSel TOSTAMMPRISHED I REOBE t he
various radio %ﬁﬁ%o@i@%@zéﬁaﬁﬁ%ﬁ%ﬁ‘ﬁ&&@o- [ 0095] Neverthel ess, the sleep
t es

time TSLEEP of e various radio no and access node 12 can be increased
wi t hout[00EIS ri cti on Aslmesagdaraigominbeicaeeé fi@genqizeen thonsenptyest aah3 e

reduced, thereby extendin battery.life of any battery-powered radio
node. However, %‘9 REP X nﬁ;%ter%mé? éé% IS a’i"@ia&;EPl’o?ndt ﬁe¥]?‘£&?eésarg8ﬂ@§e and
access node of fgEgHid) khd Qaribiienciedan &bhiRClo hesLRbdez €%6.1 MHBEfor a
decreased overall speed of the network. Accordingly, for each practical

message communicated from radio node 178 to access node 176, the message is -
communicated to radio nodes 181, 182, and 184. However, if at the same time
radio node 186 is communicating an inbound message as well, it is
communicated to radio node 188 and then to radio node 184. At this juncture,
radio node 184 may consolidate the message contents into one single message
that is thereafter communicated to radio node 191.

[00104] At the same time in this nonlimiting example, radio nodes 194 and 196
may communicate inbound messages to radio node 199, which consolidates the
two separately received messages into a single message that is communicated to
and repeated by radio nodes 201 and 204 until reaching radio node 191. Radio
node 191 consolidates the message from radio node 204 and the message from
radio node 184 into one single message that is thereafter communicated to access
node 176. By consolidating messages, each radio node sends fewer messages
and is able to fully communicate its payload within its designated transmit time

because the length of the consolidated message is not significantly longer than a
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application for mesh network 10, a reasonable conprom se is generally

achi eved between the battery life and the acceptable network speed. As

di scussedwvehkosmsiae conmuni cation tinme is conprised of towusesBeBEsss, the
transmt and receive tinmes. During the transmt tine, the radio node's main
function is to transmt nessages. Likew se, during the receive tine, the
radi o node's mai.n.function LS . to receiyve I s%%gesé.eithcﬁr ﬁfirtom tthe cess
node or from ord&f REIES hEAh RESFERAFEL DEHEHSFCURD A, Bnf it TIRE Koanpl e,
each transni ssiQnsARWBER nidtgRs, IRERSultAE nidishpd GRBTBVHOREhdTEYr dcbGdhIgR] an
ACK and a NACK response. Even during the transmt period, a radio node nay
recei ve an ACK/INKEK seationgfelsatheaAe R&ecartesporgiingniesransp &, senf pragiigdhe r adi o

nodes, even in éaggofggﬂsgﬁdaqm{%&ati on period, may also transmt the

ACK/ NACK nessages as a response to-recei ve nessages. [ 0097] More
speci fi[e@lds5y, each Fi@nsisssiflow fhagndiagramdofothnanessige amedlidation poocesnade or

an access node is faollg by an ACK/ NACK type ssage. co ni cat ed .by ‘t he
recei ving partyShPS’nt‘HeFI\flfjﬂsnﬁnt%t?mgb%aqa%.ra ir@[]?idﬁ@nnw ERE ASJecy

represents the gge Weﬁf%h'glr?y A& EEEG/Ereotfecg{/ﬁﬂf)ﬁlea{rg%elt Ry&SRIHEE If not, the

responsibility for furt retransmtting and/or cessing the nessage.

Thi s ACK/ NACK medivagele payformebtapl@11 aed powsra messhgs (o ths ndsslomichbéayenbode.
Thus, this inplenentation is at .| east one nonlimting exanple for 9

peri odi cal Iy COH BaF M5CHoVIBHe T IBEFeS: AP BriotRS e ey UREEr iy

radi o nodes as QEBRAKEGs treceiRAUbRAT YpaRicRadCaAgId MEdd Niusing Nt IrBRiVeORinketaveen
radi o nodes, which could consune bandw dth. |In either I nstance, neighboring
radi o nodes coronselislatidymensedetip corstivaigaicentaingne alt of the secetygd meeseagss figm

nodes. s di scuteaiaisal AdGokynRin ol Sande e s SRR 0o

bet ween radi 0 nadesli®Roddiasanhicatey tlasc@iselidynt Meaape edthe aibxd lagatd aode
nonlimting exanple includes in the |ink ACK/ NACK mes,sa&e date and tjne
data that is syRdfroRi PeRcREBhNedse 2a0RYE Hotep 2NBr eFuglyi M 8i5P 1313, Al NACK

messages sent I Q0 5ot AEEssh RAeERes HRVREET nb3d! PhOHGadi8 nddd'h ¢ Ef1G. 99) cal
e m SI e a tnhe Fo rol

| ayered radi o no y inc ate and tine value o ayer
radi o node, whireteives messegds Symaihdionxies 188 andt 182r (bathoohH €TGI bljeduringgitc al

| ayered radi o node or, to the access node, Thus, the date. and fine val ue of
the access nodere_&"éi’%tlﬁ’ieo_f?g{:fh{‘%% ]tﬁsﬁlr ‘ﬁ&iﬁesttﬁ%serf@ﬁ%%% apggﬂqr‘aﬁvaﬁﬁl_éiat%
regul ar RF ”afcfo'ngc_alid%?erd,trh%ébg'%:lr fodradiBGiolik M1 AGKCNASH S Hﬁ?%@ﬂ&ﬁiﬁ%&%ﬂ%@@sﬁﬁ@d on

the outbound path in this nohlimting exanple. Therefore, a
received from radio node 204 in its communication time to access node 176.

[00106] As a result of consolidating messages, the time for initializing
communication between radio nodes one layer apart is significantly reduced due
to the fact that the higher layer radio node is only transmitting a single packet
preamble instead of a packet preamble for every message that it itself received.
Because the initialization time is constant for messages sent between radio nodes
regardless of the message size, a reduction of the number of messages sent
resulting from message consolidation furthermore results in a reduction of the
overall radio frequency traffic. Consequéntly, the likelihood of message
collisions is significantly reduced.

[00107] Message consolidation may also be implemented for outbound traffic from
access node 176 of mesh network 175 as well. In the case of outbound traffic,

the access node 176 may group outbound messages together that share a common

sequence in the initial portion of the respective routes.
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radi o nodes in the network have a date and tinme value synchronized with the
access node. [0099] As discussed above and shown in FIG 10, during the
out bound woanevisssmon period, a radi o node is configure#cCrascasnsaBEat e
wi th radi o nodes on the higher ordered layer. Simlarly, during the inbound
transm ssion period 155, a radi o node communicates with radi o nodes on the

ot o ABHEE) on the Ghver Aot s Athof b ARl ¢ FRECEARAE iphind "

[00100] As anotiedsagedNlaisei dhone BXBIG! €1. tiAeste@RY, e hdoasks Adbd&Ss dewrhing® t o
receive tinme may be adjusted so as to allocate nore or | ess bandw dth for
i nbound traf f i cWhgtherawy AUEYURS MEEIABBUFRIAIR ACPMENONTIRYE; TAWS. 2SI imitinghg

exanpl e, an appl6aid ABARS LA AD IR @R Shi LG THABNERR LARTRALSST On

to receive ratio ess | e an appli cation ice
control may havala 266anpad12581 oin tthis rendimieng at(amplgr elat mes$algarroihte thakesv se,

an equally bal anced network ipn terns_ of the i fic
may be confi gur"é’(ﬁ‘lrg%ﬁett“f?ﬁf‘ r?‘ﬁ% npfl%tsn%‘?ﬁ <5 (?Hdt gé&?ﬁera ‘HP 241 ﬁi‘f ly 1,
whi ch is shown igabGroutO beth@Crd Biblio h&dPIElesndt ﬁdf@ 158 iRfuddsahliiothaans
reduce collisions between the various radi o nodes of the nesh network, the

radi o nodes may24e 266n¢ndg1ﬁ9ed1ftr® COIBoN relue és dﬁ@ﬁﬂ’&@bb@@@peﬁbm@)ﬂ?ﬁ |th<bound
and out bound traffic. i o node, wi,|

aroup toget her  Heeiods b e ERT % Rop et P S 85 ubbonsBidRi BBy o

recei ve period @bstihdtfonCRUEINHoeeN) ih ith®, nodSinfif xahﬁ\p15| &@miln rolfes MoHe
consol i dated nessage. This nessage is translate | ower | ayer repeati ng

node during thedateramagd to eyist besweent th@lﬁiﬁtl%@I’énO‘E@@ﬁ&Zz]&Fﬂ@ 2660 is a diagram

of a ”‘Téé‘l&@?t"‘mk 13\cc95%pb8&é qg?ﬁ&l}?o% dgts d5.6”b\91'ﬁgl‘? I%Qﬂdé’s“tc%ﬂélﬂ%ggséages

Access 'no 176 comrunicates W various radi 6 no over layer
l'ayer 4. [00103Jondslidmsisngsageadontaitinguhiof dicanestigestiao detel ot ctdmenomtcmte
| ayers 4 and 3 to the access node 176 acrgJE the i ner ayers 2, and O,

the messages ardO%bdl) ithfatGpRIBYS: PUTIQRT © erfBBI‘és f neac u‘fléssf‘%e ace¥s node
178, Thus, 10r SiMEARR0CxGANIIALG cdal 198 oglger&tmdﬁn%@%mag&%smwde

176, the nessage Is co ted to radio no and” 184. However,
if at the sane nddee26&dl5d and 66 e prisingahtromno@hirogeadescribaliatbvessd dye as

well, it is co ated to radi o node 188 and then.to 84. At
thi s’ unct ur e, PHRTGRhBES EsTagmBHesPrarS Huomee B 1EERfetFnt o one
single [0BSI®RIe that AsSatRKE et 279, CATBUNhER! @96 (@ninfeHihtdd0BR d&kbolidated
message ;110ng the common route, which, according to this nonlimiting example,
includes just radio node 241. When the message reaches the end of the common
" route, as in step 231, the node at the end of the common route splits the
consolidated message into its original messages, as in step 233. Thus,' radio node
241 separates the message component for radio node 258 from the remaining
consolidated message for radio nodes 261 and 266. So according to step 235,
radio node 241 separately communicates the original message to radio node 258
and a still consolidated message along a common path to radio nodes 261 and
266.
[00111] In this nonlimiting example, the message communicated to radio nodes
261 and 266 remains consolidated because the route is common for each radio
node 261 and 266. Thus, as required in step 229, a consolidated message is
communicated along this common route and in step 231 reaches radio node 259.
At this point, radio node 259 splits the consolidated message into two individual

messages according to step 233, which is thereafter communicated to radio node
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[00104] At the same time in this nonlimting exanple, radi o nodes 194 and
196 may commruni cate i nbound nessages to radi o node 199, which consolidates
the two swpavaissimor ecei ved nessages into a singl e nessage/usbais/obsss

comuni cated to and repeated by radi o nodes 201 and 204 until reaching
radi o node 191. Radi o node 191 consolidates the nessage fromradi o node 204

Therca tor - comit dared aiittossdoades 787 Bt Bnts FPRRIT Ry Mumtfage cac

radi o node sendg rhévwa{odsRSE dncayd ] ak Feqlte ih Qtepb2BY 26@TIVHIEIGE 181 By
payl oad within its designated transmt tinme because the length of the

consol i dat ed me9sajilating putboyndypicssagemnin fiig Gplen, hdideneaky eyl e raslssedher Each
nessage has a . i i ] i

Teasages, the raghclmiEid 30 oBRtR (I &caRTe17e ot SRR ARG
sections. Al so donemiGdtdddkmesagespaitde togradespdaskaviisg Saithodrged. N t he case
of ac | dat ed nmessage 00105]  FI 12 i.s a . flqw. chart djagram of the
massagi&i@h_ ol i dati ?Ie ﬁ’?ﬁhé’%&w%{g @h’B@\)ﬁG}’F (FoRiigyred puc H’aélgﬁprag%r}o Ach®t adi o
node det er m nesqeglst biWintdrSept G6RiA48s Whith MERID&at 2o HBESSAULRpURELT RGET Ved
froma higher |ayer node. I'f not,” the radio node perforns step 2 11 and
sends a nessagefinad redipientexit 4 oadiy nbdey r ablo die dated and tegeivher eumssicatoahe, | f

i ndeed a nessa is to be sent. However, if a message is received by a
particular radi hadadadPaREvs bt TRES Kb qssEto S Attt PP red DL | o
constructed corhaudésnghelihteRbplifle ra@ieehy®d e SRgeserd 0P Mekiptent] ger thevel
nodes, as shown in step 214. Once the nessage is constructed, the radio
node communi catiB$rechtieg wgisprdedqatebe rergyterbioimmaediately receveandeakepwdéheand/ or
to the access , (3P 16, . Fi I i ns. . - th

consol i dat ed rrqugsjs%%q}ﬁg%g h%\ég‘)\% éﬂsgtatggee%i\% ﬁggggﬂ?ﬁ%%?éo?qlﬁé gogl? éljeﬁfc? ér‘%ﬁ% (FIG
11) red@dNM8% nessagas 4 honhimnihigexaopés iff 38 FAGd 118Rcdsvaidde of76Hr&nsmiik) ardur i ng
its receive tine, radi o node é84 consol i dates t hose nessages _and t hen

forwards the coléRaunddnessa gpecd Brrtadionads e 19 logigad dver s aimreviays
et j ; e 1 e
consoildate a %ﬁ%gﬂé}/ %@%%é%t tllié)ﬁ%sggéegucl@?ﬂ:g*rg&%ed f??rlhgﬁe SQRETHY4EqY60N

time to access no 106] As a conso ati ng nessages, the
tinme for initidbiradiognaendiinitc addiomodet24@emo ratio modo @88, eme themyBnalppart i s

significantly reduced due to t fact that. the higher_Jlayer radio node is
only transnitt i%@“‘éﬁt@flﬁﬁ‘ﬁ@ '1938{}3?: ;ﬁ@‘dﬁ’fﬂrelérﬁ ’toe%%ﬁpés_sal_spﬁj’_é‘kéq gﬁtre%ta?ﬁﬁil e for
every nessage tBafvd &aﬂshﬁﬁwnsrf%efa\a?cdnocﬁemgﬁqogibﬁ m}gelrtzl, ?Adﬁgﬁ&de%stwm IS

constant for messages sent between radi o nodes regardless of the nessage
si ze, a reduct ireseies thehwnmmuieationf fromsedigewds 637 thetsisl atheryviser mmanded $aige

consol i dati on frla{criito hr%rngfS%. r 8}%81'1 trésceiv?nga t}{ee{jrgr?strﬁigsri]onog'ro%h Fadio node 247, radio

- node 255 recognizes that it is the intended recipient for the communication.

Thus, rather than waiting to receive the communication a second time from
repeating radio node 253, radio node 255 instead proceeds to execute the subject
of the communication. Thus, radio node 255 essentially elevates its logical

’ position to logical layer 2. |

[00114] In similar fashion, if radio node intercepts the communication from radio
node 247 but instead recognizes that the intended recipient is, as another
nonlimiting example, radio node 258 on logical layer 4, radio node 255 may still
intercept the communication. In this instance, radio node 255 may intercept the
communication and forward the message to the intended recipient rather than
waiting to receive the transmission from radio node 253, which is according to a

previous communication pathway. This process shortens the communication

time of the transmission from the access node to the final destination. So by
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overall radio frequency traffic. Consequently, the likelihood of nessage
collisions is significantly reduced. [00107] Message consolidation nay al so
be i npl enwoteas/d3o1400ut bound traffic from access node 17@ceofusomshinss wor k
175 as well. In the case of outbound traffic, the access node 176 nay group
out bound nessages together that share a common sequence in the initial °
portion of the resFectiaxleC rout es. 00103_& Fl G 1@\ is,a dida%%am.zzo gft t he
process for cor 8O 42 gogHP%IBEﬁq DAY sgglgfmeéi 8%%8\&9? ﬁ'éinf.vlFen step
222, the accessfhigdfcydstire mestesetwoat her any out bound nessages contain a
common route. Thus, _as a nonlimting exanple, access node 176 nmay determ ne

that i100dS]a messadbe frafiornades of gaesh mworkog in G- dsgiay | be eojifigured to

nonlimting ex . L QU h i o] n LO des
255, 261 and. 2eRir A TR 4EHOR b Alndlfonk OO o BEURE LA AL O BRAT
node 261 and radarmsnette MEfeni ac hladesconddion aftedessseX4ih] radi6,nodagd o2 W8viced no

conmpnh route is defffférn‘i ned by access node 176, the accesg noﬁag will roceed
to step 225 andFOuBISH tP FsIQARIRISH PRCa ey M5 eachSUe Pt 10s5ehE 8 i BESSAG L e.

However, in thijggield dk tbRAtsK aSREEan SO QM £ ﬁ%@eﬂ%ﬁ 8f fudaedisip, exi st
between the destination nodes 258, 261, and 266. [0%)1 ] Access node 176
performs step 22@e totihesanariingdescashnadio neds, e radoonedss iedelt attenmde agpul

cont ai ning all tgg atlhe nessa gss.r%h 1A rS?veI t he conmon route al ogﬁq. Wi tp t he
remai ni ng por t i BALIAM PIESAESE PRIty (HOYRHE: T A SSORBRYTRAOPng
exanpl e, accessvingdll illdficabalaini ¢6hditien Heb@bes MBPSrRgR Hodtlenedlky sdnaekrsge?58,
251 .and 266 conprising the comon routes descri bed above and the individual
nmessages and r &RHisHsFeHInSemmn radiemoges andehe aesess 1§81 radi o nodes. [ 001

10] As t step i SOl
rressagégoallqgig t he cc%%rgr%rﬁ[ﬁl‘ré%? %e, ﬂ\?ﬁ%ﬁsg%lz %@@%&Ré%@ﬁl ﬁ@gg% elglr?] 1?1%%%
exanpl e, i ncl udefh]thststemdin whixhe thidd tadio \Nodes ehecuie $sragemnmraiadsag takamend of
the conmmon route, as in step 231, the node at the end of the comon route
splits the consOPiidapeP Hsscses aded ?‘fggkﬁ-ilgi Al Sefrg@hgber,ocssss 49, sep 233

Thus, radi o nodeg; e i 8
( %dlg%dé%l?l%egh ERtidif 10RTSaeS 1‘%@%&2@1”%0%1%?612156\?&5%39 gfl ?teﬁsgo

fromthe remai ning consol i dated nessage for 266.
accordi ng to sthefor23&ndingei elanodecsat te @parsanedey1Z ohmstep C4t.abe tduko nodeai nal

Tseage Lo % B b snsl bt e ripscae, ahang. e femn
TESEAg2 SO AL AR 0413l B GRTRTRe RSS LRl
reporting radio node.
[00117] In step 246, the radio node waits for its next receive period TREC (FIG.
11) of its communication time TCOMM ‘for possible receipt of alarm messages
from higher layered radio nodeé that communicate with that particular radio
node. In step 249, the radio node receives such alarm messages from higher
layered nodes (in this nonlimiting example). Once all of the alarm messages are
received, the radio node, in step 251, filters all of the received alarm messages
with the same alarm code and same time starrip as the messagé prepared in step
241. It should be noted that a configurable time deviation is allowed to
accommodate for differences in the clock synchronization between the various
radio nodes of the mesh network 10 in FIG. 1. In step 254, the radio node
extracts the sender addresses from all of the received messages filtered in step
251 and then includes the extracted addresses in the prepared alarm message that

the radio node constructed in step 244.
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node 261 and 266. Thus, as required in step 229, a consolidated nessage is
comuni cated along this comon route and in step 231 reaches radi o node
259. At tWwoo@msmisp radi o node 259 splits the consol i datred/useasagass nt o two
i ndi vi dual nmessages according to step 233, which is thereafter comruni cated
to radi o node261 on layer 3 and then to radi o node 264. Radi o node 264

f or war t nmessage, t o radi.o, no 266 on layer. 4 as required in steps 235
and 230U G 13, eC%ﬁgbtbﬁggﬁwasegulg%uﬁ%nn@g@ggigni etIFﬁe_BafF%sai"i‘r ,

bott| enecks cammbgagecdpcrRf 14, Spm B (FTGNAUBY, prérib@P afedhd eecefvedctass node
176 were otherw se configured to conmuni cate one nessage at_a tine to radio

nodes havi ng conesagesdiRrashe himher yprefrwdpdericpe airotircatdednaihgrdibApdgur ed

such that the radi ad. . X 91?% f&hyqi tify

that radio nodéﬁ§§8%g88%§a eﬁwg%&gé&gﬁﬁf%%ﬂkﬁégﬁgkégﬁiaI aTﬁggﬁb“Rggg IS

abl e to detect thmdradRCeidee ad precrinediiaatdpo2sIf konha thadidio nodke cinvheegaftapr e

| ayers closer to the access node aiqq_d t he message includes the intfercepti ng
£bi g‘}ﬂ‘

radi o node as drﬂ"éﬁ’étaﬂ@r CORSOHg bi%eAHtn, meseaget We SteRt E- Ehti bag Facdi of Albfde nay
be perm tted t o4 paedi ARkl Mgﬁ&qule\@i s BXEELER ibdiRicIBISADGMaRIdAEr T han

waiting to receive the nessdge dccording to a previous route. [001 13] As a
nonl i M[00IHG] exanpl e Asi 4 rasult Bf ¢his pocasscds ortedés ihf®ducednist the taming wif bagind

nmessage addressed for.radi ode . 255 0on | ogi cal |ayer a _previous.route
may proscribe t%@?n?ﬁ§¥h%%@%£@&ﬁgl dWﬁﬁﬁWEﬁP@ﬁn?L@%Fpﬁgﬂ56%§§%“WSd§}T%6, to
radi o node 241, cohsolicaéibR eRR@ited4bllistods tad hydakewde dccdnfl thd@Be bf Adlrky to
destination radi o node 253. However, if radio node 255 is able to detect

and receive trawski sionswhichninpndetserndsie cause dbe | tegioc apdesayer atEmntadh o
node 255 wi| | r& S{Invnelcétg Gt &%%g%ﬁ%gﬁ%ﬂgg%@ {h%q{u?nb%ggf Héé%gé@@&nshﬁtted

ot herw se i nt ende or radi o "node ntecervin ansm'ssion from
radi o node 247,by édiredio @ddes2oShe acegnhadesl 2 Batgnificandy réduicedbe hdeidg leaet pi ent
for the conmunication. Thus, rather than waiting to recejve the .

communi cat i on aadiedindg censpdidpte gt of dbfesimilag Mesdees Hawaivekby thedrdiowdes 255

i nstead proceeds, lﬁigg&é@&&tlgyetr?ﬁto%{f@;)sgr? 1% Pxf jugwfeﬁpmmgér%%%eggﬁge% USalarzdi O

node 255 essenti a evates Its position to logic yer 2. [001
14] In simlar doadhioan,Prodess 240 alsoochalts it erceeping thdrevaelinparectags ofiradicom

ot her _nonl | iRy TEAHORIE © JUNTGHENDYIPTCI JoGE I 2y Br T8 VP node
255 may still n&@ﬁggﬁggbhge comuni cation. In this instance, radio node 255
may intercept the conmunication and forward the nmessage to the intended
reci pi ¢0@1204t her t h&KGWAS tsi mdiagrany elCmeshendtiverk 2 Eneomsrsied of faceass nadk 7Mode
253, which is aa%%ogsgci)r?ecﬂi }a%ioanodes on layers O through 4. In this nonlimiting example,

radio nodes 278, 279, 283, 285, 287, 289, 291, 295, 296, 298, 299, and 301

experience alarm conditions in substantially the same perioa of time (within the

predetermined deviation of time mentioned above). In this case, radio nodes 298

and 299 transmit alarm messages to radio node 296. Radio node 296 generates

its own alarm message and includes in it information from radio nodes 298 and

299 that also transmit alarm messages. At that point, radio node 296 discards

messages received from radio nodes 298 and 299 and transmits an alarm message

to radio node 285. Radio node 285 receives the alarm message and listens for

any other alarm message during its communication receive time. Upon receiving

no other alarm messages, radio node 285 communicates its alarm message to

radio node 279 after including its own information, which communicates an

alarm message to radio node 278, after including its own information as well.
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previ ous conmuni cation pathway. This process shortens the conmmunication
time of the transm ssion fromthe access node to the final destination. So
bynoni t orwogo@ld3imonmuni cations in this manner, the radiPaTrusd@s/08B$3 i nprove
the efficiency of the mesh network. [001 15] The radi o nodes of nesh
network 10 in FIG 1 may be configured to recogni ze and report various

al ar m “[96‘1‘5 ﬁ' ons, S'Aqht}ﬁls sg%geﬂm%m f%g%ﬁls f)l(lamﬁ n%r @arfl@é raé{}%e a0 %lar m

condition a fects severa hodes or. davicesecoi to ra I 0 nodes at

once, they may @achumtdtest alaon seRshgano ahds rmbﬁress%gﬁncmm foawarded tdeadio
condition. Since an alarmconditi n may hap dgen at- or substanti al | y close to
the same tine f¥deeenvipdedio q‘?éﬂ@ Tt nWhen g rﬁ‘@%’ﬁég Laanitgrs aptherplaghd t he

al arm nessages §LaubdaNeRAYSHY coriRURYSon B8y tﬁoenecisceﬁl %eééh%é ual I'y

i dentical alarmcondition nmessages nay create s and nessag
col |i si ons bet wean rediomode 28%that stielss andlarinecoaditios Sonmd®. n¢dde@P 11 6Thus,

Accordingly, th le al d 14B t
for th the ot epo o IR CRET TN BBGL h Eer it B i P AAge v m

conditions to tdamedsesiddshitqedio deR 78 IcomniunidfesStalddl hfdsdaBe B P48 fodd 0,
each radi o node _of nesh network 10 of FIG 1 inplenents the follow ng set

of steps before2§end| ng an alarm message to access node 12 I n step 241,

o oo tbe Lot b Ye@RAGR AR WS AR IART dal o A 3, AP ROES, .

radi o her eaft er prepar an a nessage i n ‘0de

and the node adZﬂS@ﬁexfafeshtbewmeﬂxﬁﬁima@ageazdidQnﬂQﬂl@; 1n[1tQﬁéadc7rkss|dT aflttBPradfd, the
radi o node waits for its next receive period TREC (FIG 11) of its

conmuni cati on tH9dgs ?@@Wﬁqdoqboﬁ%é%ﬂ‘ﬁl raessagsethat lsdherﬁP%Frrrﬁoﬁﬁ%‘érdﬁfé%d 1y Eﬁﬁ‘i%l gher
layered radio nodes7ha fh‘t,cﬁﬁﬁ) l}i]\écfehZ’kh&tscé?@sr {Hecrﬂkﬁﬁ%e{sagh ve

step 249, the radio no e rec Ives such al arm nessages hi gher yered
nodes (in this mdininodes PHYamka®Hhe) tra@nuss the lsingfe alhmn aleasage ne asagesody e

recei ved, the radi o, node, | 251, . filters all of. the received alarm
oecnnes w th (10 ARSSShode R GRof Rereinites e Ay pormi e Trase e Baalo
prepared in steapdddls, Hco@r'ﬂ?é&' ﬁilap&enaﬂ&l‘%gc&xﬂﬁﬁo@m‘:é’rﬁrgg‘ééaﬁ@laﬁarﬁl' fBsdeys ation

is allowed to accommpdat e for differences in the clock synchronization

bet ween t he vardetagtedraigach alode sadp nodes 28s B7Aei8R02 &S, 1287i P8FEI1281, 295,1296st ep
254, the radi o%gdf%gext% S]tzs t he sender addresses fromall of the received
messages filter g 51 and then includes the ‘extracted addresses in

the preganey al ar m MRS sRE&stAvdkes tdTethisadiseloR@deme et EolFigRted b SFfRemfA. [ 001
18] Once all of the addresses have been included in the prepared al arm

nessage of steproskeastdaws 9z data blockapy afr the dpdipatpden af thengnesle etwasly. al arm

Thus, the access nodes may remotely upgrade each radio node’s firmware or
some communication parameter tables. A large size data block may be split into
several messages of a maximum allowed size which may then be reassembled by
the radio nodes. The layering scheme and communication timing schemes
described above may be implemented to broadcast these messages.

[00124]' FIGS. 16A and 16B comprise flow chart illustrations of the process for
communicating large scale broadcasts throughout the mesh network shown in
FIG. 11. In step 307, the access node 175 (FIG. 11) may be configured to
generate a list of messages uniquely identified and having a type broadcast.
Thereafter, in step 309, the access node 175 waits until its transmit
communication time for communicating with radio nodes on layer 0 (such as
radio node 241 in FIG. 11). At that point, as in step 312, the access nc;de 175
transmits the first message in this list, identifying the broadcast type in the

message header. Radio node 241 on layer 0 receives the broadcast and performs
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messages fromthe higher |ayered node devices are di scarded. The radi o node
thereafter waits for the next transmt conmunication period TXMI (FIG 11)
for that wedb@/3ode, as prescribed in step 261, so that pclmase@dios24s®de can
thereafter transmt the consolidated al arm nessage in step 264 that has
each of the addresses of the higher |ayered nodes having the identical
alarmconditio : . : I 2SS 24 order 1S

i ntroduced i nt gh? k[?g& ha#gﬁaﬁ%%f?ﬁ f?gf?lj rléﬁ?ggr% %’E%hgn££ %‘&ﬁ ea{n%%sg e’alrﬂ-'eo?]e§sﬁ%e
transm ssi ons Happenabtadyees aseiviel 5§. radibi ode @A$ 0 IThdatin Geeped idriratad asde

col lisions that r{a(él %%heé\ﬁ/i se occur in the case of a large scale alarm

whi ch may ot her4fils tist detRENingy Mo theesnat sheymegsege hapbeesmserivedat H 8t t he
sanme time. In : f t ' i 0
odes 10t he s e B B B R A R TSl G
node consol i datle stép 314, theheadi nddea4 Iners bayged perfamssrihettadk ifyhd messagelihes nodes
on hi gher ordernolt§¥éars i.n;gép one single or just a few nunber of nessages per
al arm condi ti on. ce&¥V940 also results in increasi ng the overall

per cenffo@espf radi o Afederptihaf thaf B, Alth@adtont ihaidswl byl thé aledBol 3N et RuRACESS
node 12 in the event of a large scale alarm [00120] FIG 15 is a di agram
of mesh net wor Kagipsnads sl eetryer O araissuntih dhie tramanissien sissof KM eritics faodes

083, ves. 2a7 Sl il AgRAds T bR YRR EHGAMIG Brof ™
condi tions in dapstiand inasdtdpy3 OheVaanthe pansmoi tinfe TXNE 4rvived) iraddié hede 241 on

predeterm ned devi ation of, ti ment i oned above). In this case, radi g nodes
298 and 299 tr dA¥HY that EFFﬁﬁVﬁ%g%aﬁé%sa%m?dabfisob%d’éedz9%? TEREAics I HfePash &K

generates its Qv Kﬁ%%@ﬂﬁ%@ﬁ'&ei, @ﬁhﬂﬁ%thie%égsg%éerhfz%rmgac%& 5L omwadi o

nodes 298 and 299 that also transmt” al arm nessage t that point, radio
node 296 di scaridstepe@d45Ks 1683ei ved from radi o nodes 298 and 299 and

transm al arm nessage radi o node 285. Radi o node 285 receiyes the
al arm r[r@@ggge and | @?E_ﬁgmpt??‘oﬁ SBeﬂ’h_gﬂ_’ é"f“ﬁ? rﬂoﬂ"egég@é‘ lavss &d"qlttss”n“Y the

communi cati on rR&etd@ntit TRMIPeRod /4Bt BteROnRichels RAMRSS408%M. [Adi 0
node 285 communicates its alarm nmessage to radi o node 279 after including

its own i nfor netepot26, angecthe tammintima{leMaAwf heacassymodadéd beginmdidio nodie 278,
after including,t wn A .nformtion as . well.[00121] A e s tine, in
Shi o nonit it od1ich N J LR (B3 oSk ko AR ndde PRGA R el [

radi o node 295,toWMheChadi¢ rfodewaiddadng othe afegagod@erdiRr.Vi TheadiCK NAekRazl7.
When radi o node 283 nonitors for other alarm mass‘e;&es during its
communi cat i on reeBERYHECatede the acqeacradedd6dpdigates thatibs daepdcast Grassages werfode

289 that incl quéei\?e'a l?}l ﬁ{e@a&?&%rtrggﬁg Jo(aé (ﬁ@ldl-nOFI'&xc.) qq) %gjlaye]'-m']gnd thereafter

broadcast to radio nodes on higher numbered layers.
[00127] In steps 329 and 331, the process is repeated for nodes on layers higher
 than layer 1, wherein the broadcast message is propagated throughout the mesh
network to radio nodes on the outermost layers. As the message propagates
throughout the mesh network, each radio node forwards an ACK message back to
the access node indicating to the access node that the broadcast message was
received by that particular radio node. This process is again repeated until the
access node 176 receives ACK messages from each of the radio nodes in its mesh
~ network 175.
[00128] As indicated above, one of the factors thaf affects the power number of a
particular radio node is its battery status. As discussed above, a discharged
battery results in a power number of 0, while a fully charged batter}: or constant

power source results in at least a battery coefficient of 1.
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radi o node 283 comunicates this alarmcondition to radi o node 278 during
the sanme period that radi o node 279 conmunicates its alarmnessage to radio
node 278.wpQR0OdaB])74bpon recei ving al arm nessages from r agce/useass3Az9 and
283, radi o node 278 generates its own alarm nmessage and includes in it the
address of all the radi o nodes nentioned above in the nessage that is

t hereafter. communicated to radi.o no 276. At th int, radio node 278
di scar cﬁé&gﬁi rressagg‘[sev?rgbeiefsé’gﬂ 1§ PRI AN SXtﬁBéjé}ée gﬁfQ&ZIF?&te%@O‘ﬁ?{ad ﬁ%‘ﬁ‘é%ﬁ ts
the single al arhdieSspaR: tRdakCBHUNARFEWRK AC P66ERE rABdGh0ddH, FIROIT is a
receiving the alarmcondition nessage fromradi o node 278, recogni zes that

the al ar m condidiggrami &f meshangjwodcdt®whichrimagelisedtive cabpdionesy obtheemesh of
the radio nodes A1k &1, 25 o el 330 %ecahoad 98 12980pIA%8 afBEs 20

301. [00123] The access nodes I's di Scl’osure may be con ure
efficiently broadgasicréddngiessinziagerddiOa 11l ank$.2t olnadhis ileenath@i embodélaentpf t he
mesh network. Thus, the access nodes may renotely upgrade each radi 0o node's
firmware or sorfY &b RAYGIemh ke andase Whickiare shovn jag thpedark £elageg Bo#sock
may be split i . WasB Si i t hen
be reassenbl edrgtl)lgh ? ﬁgﬂrlg Pg@?%ﬁ%gé a%\g@q g@%“r“% gdcheggn%gghdﬂ%oméﬁon

ti m ng schenes rdédwaridbe Gualh ey mdmayodse3 44prptremgenthem s¢lveshonolaglerasihd chesmct

nmessages. [00124] FIGS. 16 nd 16B co ise flow,chart illustrations of
The o oonss f ot e AR foFSaoaeare BssuiDed ENehr oughout t ha weah
net wor koG i n Fl @& thid altdriatficedmBRilmehth ehedbtREE pREIed hédes Klidh asldadigray be

configured to generate a |ist of nessages uniquely identified and having a
type broadcast .nofadledndesll nomdarkeed3mdes) are pielubiderd Homesenving amfopsatenst i |

its transmt c i Lon tine faor icatin i radi o n | ayer
O (such as r adﬁg]mhg%a%‘?éﬂin?lwﬁﬂg efﬁﬁ%t Wﬁoﬁérplgllmme? ?(érs@ag}ﬁ Osf? g%%%i%?" t he
access node 17%owerstbridicsnddes, Such ot raths aade346) nidyi Ise $ot 36 0. ildendtichyd, mige t he

broadcast type in the nmessage header. Radio node 241 on | ayer O receives
the broadcast dAdopwAE et Fequabibed &om sivigges pfrpReaiossds dostrkpdrabgveyin he

respective nes j ' Ladio
node 241, - Thus, Teare el fyFREEAAE (PR LARLY RO fepERint B BYabE 0
or not the nessagaghibthehednes @clayareths thd A€powiehel icalds suchadeadid hodk 34ar ds
t he me in step 316 and takes no further actign. In _step 318, the radio
node 2440001 [ ayer oEﬁé? PasterisPevered dadio pdg ﬁ_@c}hﬁsreglgéwﬁaé‘*ﬁo@ CRUEHPR i ved.
[00125] After sigBnaiiéate WLy Sith!dt 1ERE oA A@PoWBRIGALRIRY, st SBRARpe 1S

execut ed,
node 344. Accordingly and in this nonlimiting example, battery-powered radio

nodes 346, 347, and 348 communicate with AC powered node 344 on logical
layer 2. So even though radio node 346 does not serve as a repeater, it is still
able to communicate with access node 342 via a repeater route comprising radio
nodes 344, 349, and 351. In this way, battery-powered radio nodes 346, 347, and
348 act as satellites for AC powered radio node 344.

[00132] "~ Also in this nonlimiting example, the AC powered radio nodes may
maintain receiving mode even during sleep time, as described above and as
shown in FIG. 10, since power consumption is not an issue for these nodes.
Consequently, the battery powered radio nodes, such as radio node 346, wake up
periodically and initiate communication with their respective AC powered radio
node repeater, which in this case is radio node 344. As stated above, radio néde
repeater 344 receives the message transmitted from the battery-powered radio

node 344 and forwards the message to access node 342.
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radi o node 241 on layer O waits until the transmi ssion time TXMI arrives
for communicating with radi o nodes (such as radi o nodes 246 and 247 of FIG
11) on | ayenrods/o3asoi n step 319. Wien the transnit tine PEWUsasosiosrs; radio
node 241 on layer 0 that received the nmessage and has been used as a
repeater in the past X hours (where X is configurable), transmts the

b d . i 32 Fl 0012 Af
Compt o000 s op Toihis ARG aSipht LoFIG T MirEA e S

transmt TXMI pektedpowdred hbdesparss ridid@odd 84hegiynise gatly Bxteh&d. 3Rhs, | n
step 326, once the transmt tinme TXMI of the access node 176 begins, radio
node 241 on | ayBis embqdiment may £xiead dhgdimpafor hagepnheeplacement: ydueh 128 b ACK

nessage to the i indi i he nmessage identifier. The ACK
. nggﬁs?vélg%flﬁxg@ BLR LD

message communi cated t access node 176 indicates that the broadcast
nmessag¢80Mdl e recei ¥HGA by it ledparam ofil multipkdinesih adevdrR4 tinitar HoGhe 1thgston

| ayer 0 and thereafter. b cast to,radi o nodes on higher nunbered | ayers.
[00127] In st ep‘?g’fé‘fg? gonalg gg(g ?tcﬂgplﬁ? 6%@5@°P§nﬁesb’ét§%ﬂ‘gfaowl%oﬂ“€§ SHY ¢ &yer s
hi gher than | aygeshlnetWoadseis?, 8BS HidOPHICRS) rdfreRADtresS sdparR@dRbE detWrpughout
the nesh network to radi o nodes on the outernost |ayers. As the nessage

propagat es t hr dhyhoei be Beogremhcablytsaparited drpah eachditbemnd e @ pa rodl sheasangCK
nmessage back to the,access .node .indicatin 0 the access node, that the
br oadcast nmessal W%s@%‘é‘f‘%ﬁg@gbwcg ﬁ%tserﬁg?}éoc%ﬂr%s!s w aia{)eanrbeg‘éff’rkTﬂfgs Sb&bc ess
i s agai n repeatfdhdidrhett MoRGEESHcAIIRI RetivBAE] 3R PRI UTR 28 A0&Ss he@m each
of the radio nodes in its nmesh network 175. [00128] As indicated above, one

of the factors aHat phyrplityt of fado podes whighbare efchacqmtadi tulasr 2 mealisitingle i s

its battery st i scu e, djiachar, 1hat u in a
power nunber ofaetx g&p\lﬁ:\?’l g(l)\g&f ﬁ‘ﬁﬁg Ig g%{ge&i%ﬁ’a{ht% Ty egre‘ﬂggﬁsr%%\% %g\%e&) E)\zgllur ce
results in at |leasimgidiadrideoynnoosddté tiaeddta af thd af @04 A&]e iNenahteal@kS$52it 1S

possi blle to extend the |ife of hattery-powered devices when they are used
in conjunction E%cﬁhra € B9 P@HO‘B%%JIYOC grigicates powey gansumpiiofy dath B theesh

network 340 whighedk $i088 A h&hnAdthvsa 3SITPQRicHEotmaf f&rasrdzaf@ugl?}Agﬂé kbeaf FIG

1. In mesh network 340, access node 34Z is coupled to var power.ed
nodes on | ayer swbo®er bf cormmainication hinkshias oa¢ vEpmiaary ekiinbablé aenquldkhgwt he AC
such as

povered 2010 1odes, yleh S S ghoun s lbeydark, cobored nodes, stchiae
nodes (such as 358Gin@ n3dRced¢éiheFat-AFENHNEABLLY B8R RBess AVEE §r ABCh FRRSIK UCt
repeating rout e3552tt 0 the access node 342, as described above. '
[00135] In FIG. 18, mesh network 352 may, as described above, be associated with
radio nodes coupled to power utility meters. Likewise, mesh network 354 may
include an access node with a plurality of radio nodes coupled to gas meters in a
different geographical area. Furthermore, mesh network 357 may include an
access node with a plurality of radio nodes wherein some radio nodes are coupled
to gas meters, some coupled to electric meters, and others coupled to water
meters, but yet all a part of mesh network 357.
[00136] The radio nodes of FIG. 18 therefore may be coupled to any type of sensor
or other device that provides a signal to the radio node for communicating data
back to an access node for ultimate transmission to the server 360 across wide
area network 359. As an alternate embodiment, one or ﬁore of the radio nodes as
shown in FIG. 18 may also be coupled to an actuator such as a pump or other

device to be controlled. Thus, a signal communicated from the computer server

360 and across wide area network 359 may be communicated to an access node
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[00130] In this alternative enbodi nent, the battery-powered nodes, such as
radi o node 346 (and all non-darkened nodes), are prohibited from serving as
r epeat er swol2noeats1l4@ast one nonlimting exanple, the powectruspdsnsises each
of the batterypowered radi o nodes, such as radi o node 346, may be set to O.
In that case, the radio node 346 is disqualified fromserving as a

repeater, as descii abpve, | vin ower nunber of .0, the radio
nodes cannot sesru\% agzgrmeeﬁeélf:tewos&gﬁg flarog?‘fglﬁ éﬂ‘gr%%eggrdmpﬁeeﬂég\e\fé 0JI0deS {fer s,
as the AC powermeshnatwsrksiseh as radi o node 344. [00131] Each

batteryf-(gfv\ered radi o node, such as radi o node 346, is configured to
communil@H3d] di r ect | Mesnmgtwark pabas agwelimetingsaarele. meibs cevpled tewids aea r adi o

node 344. Accorginghys S@rl% \%i?elgggin?eaRQ Qédopalﬁ%\n%%%% %vhi%ﬁg Bé c 6%9

radi o nodes 346, 347, and 348 communi cate power ed n
| ogi cal | ayer 2acc@direyenortechaughbrer witelossnsiaieladdss asloes ofiotdisay \skilam the art
repeater, it is still abl nuni cate with accelsls node, 342 via a

to c
repeater route COHBAER, ggF zi'd‘?odﬁﬁﬂﬁ%gs expmple gigoareas whes wirgd, corpymaunigagion
bat t ery- pover edidkadico wigd@gea3d&wodd 85934 dfSaiddtie, a8 WwiddI&ds! LdERuhRhtidC

b1 ¥ 3 A

powered radi o node 344. [00132] Also in this nonlimting exanple, the AC
power ed radi o risHese ngychnedsntimplemeatedi \iyngowen e3 @y emaylupiavides | epirtiene, as
descri bed above S in FlG. 10, sinc wer. nsunption is not an
i ssue for t hesecoﬁ{o}gue@?at’egg)g{e}lqtﬁglﬁ?%Cﬁ,esst'}?g%aﬂeg}g&ﬁ(g%fgd radi o nodes, such
as radi[@0138fle 346, Wakéditipn pekéroeti 360, loyie @A Anérdi donugers QBILIYACHRRY Alsovbd h
their respective AC powered radi o node repeater, which in this case is
radi o node 344.coppled; 9 servelhd0@, for Assigfingodre datap catiestion ganatysise pyd contyel
nmessage transmatapgﬁgatforhg)_mthe battery-powered radi o node 344 and forwards
t he message to access node 342.[00133] In this alternative enbodi nent, as
shown i[@0IBPG. 17, t RBGbag tieray dlapfaen Gf70 tdfearbakémplyryp ks eddaedeshowaugdy as
thi s epbodi mrent may extend

radi o node 346, nmm e eat.l y extended.. Thus,
the time for bﬁ%@f@?ﬁr@?ﬁ&%ﬂi re. wing T Egingy gkelhandhs artiwowd (kapiyethaesh

etwork. [0013 St i I . [yhlar to
The mesh not work SBEe cohebiatigns iradtnftidiél bPlBidTRa: REY MBI, Sidha

1 FI'G . ‘ syste e area
networ k. Mesh rbiswbnist®s2is B3&dly amdnidbitingagxangie ef ent subli émpkepatatipe. nesh

net wor ks t hat be geogr.aphi cal | epar,at ed, fr each ot her . byt t a
part of the sa:@%ﬁe? Rg%lgﬁ%?ﬁi ‘?‘ﬁhpieg rﬁﬂ’c?kn_?‘éf 925]\/‘8” OC%{BPrbsfg 9#@1? ar ea
network 359, sugbcedsortine thdttcbBmnfinicalang Sleediihietaéd ¥73 WREMARIWark 2§52 nmay
i ncl ude an access node and a plurality of radio nodes which are each

coupl ed to, as ReHEINEiskiten iy 6awd applcatian spesefic safiware B 7Renasr be imtained e
power utility qgélﬁ&%’ %Dsl%epa%\ﬁ\ﬁéatioh specific software 378 may include one or more of
the processes described above and shown in the figures.
[00140] As indicated above, a radio node may receive a signél input from another
' device, such as an electric, gas, or water meter, or can send éontrol signals to an
actuator, which may be represented as device 379 of FIG. 19. Accordingly, a
signal is communicated from device 379 to the interface 380 for processing by
processor 371. Radio node 370 also includes RF transceiver 382 which may
receive and transmit communications with other radio nodes and/or an access
node of the mesh network via antenna 384.
[00141] F IG. 20 is a nonlimiting exemplary diagram of an access node 12 as shown
and described in this disclosure. Access node 12 is comprised of the processor
395 that communicates by a local interface 397 with memory 398, which may
include an operating system 401 and application specific software 403. Access

node 12 includes an RF transceiver 393 that communicates via antenna 391 with
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consunption and conmuni cate that data to the access node in nesh network
352. Each radi o node periodically comuni cates power consunption data to

t he acceswonoaw3of4omesh network 352, which is then forwectas2ms/o0aags one of
a nunber of communication |links, as one of ordinary skill in the art would
know, to wi de area network 359. Server 360 is |ikew se coupled to wide area

mosh et wor k 363 FabaeP AR TG, 08, SRR 13 SR8 o

above, be associnaifade ¥4 for roaﬁlinmnﬁuadﬁg ov@UpIvald dren Maweik 389 With Ynéret Riose

Li kew se, nmesh network 354 may _i ncl ude an access node with a plurality of
radi o nodes COLF&V&‘GS%SHC]@%%S‘?‘P@E@?Q&F ?POéZVYH‘Ianf 8r &8t geographi cal area.
Furthemppis) mesh net Wpsiid 357 (Mivadingd Ytk @0 Q&Rf@ﬁ%s&ﬁ)gﬁ YhbdifheRlsUaRAL 1 LY
of radi o nodes wherein sone ra I'o nodes are coupled to gas neters, sone
coupl ed to el ectanlimitieg exanplenareahérelyspassibjel edntpbesvatiemplemdngations bmtrefyet al |
a part of nesh n 357. [0 he r 0 nod s of FI 18 . therefore
may be coupl ed T ‘\gﬁ}l%? 1‘3{1 ‘géﬁ %ﬂ“ ﬂ@rprd‘é‘i} E%dfsﬁg’ﬁ%plllﬁwrﬂe an%j gnal
to the radi o noggiafiess eﬁﬂ%ﬂ]ﬁ@ﬁfdm@% PeanRRAK thOatRNeRILEEHRd. @%@dﬂ‘n%m(s)
ultimate transm ssion to the server 360 across wi de area network 3 an
al ter nat e embodinderenlingfiag sxamples withquheleparting substeially Goowhe| Sﬂplﬂﬁl Eild 18
may al so be co r er devi

controll ed. Thtkg'ln%g)1 dlw?ﬁgt(l)jrgh%hﬁlégg g%‘ 1?1?)811%0 ?@cagﬁpu{l%lons ¥k gengggtand
across wide ares nﬁtwadme&ﬁﬁ Wilyin btée cloopeu i ahis edisdlosuad aﬁ@%&&cﬂéﬂd@ﬁlﬂw as
in mesh network ﬁSZ for controlling one or nore of the radi o nodes in nesh
network 352. [OOHQYIneAMShet work 354, as a nonliniting exanple, may be
coupled to w de area network 359 by w rel ess nmeans .according to tower 366,
whi ch may be configured according to one or nore wirel ess standards, as one
of ordinary skill in the art would know. As a nonlimting exanple, in areas
where wired comruni cation links to wide area network 359 are unavail able, a
Wi rel ess communi cati on schenme such as inplenmented by tower 366 may provide
a W reless comunication path to the access node of nesh network 354.
[00138] In addition to server 360, one or nore conputers 362, 364 nmay al so
be coupled to server 360 for assisting in data collection analysis and
control applications. [00139] FIG 19 is a diagram 370 of an exenpl ary

radi o node as shown and described in this disclosure. One of ordinary skill
in the art woul d know t hat
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mul tiple configurations and inplenentations of radi o nodes may suffice, and
that this illustration is nerely a nonlimting exanple of one such

i mpl ementwoi2006/03THI0S, as a nonlimting exanple, radi o nede/3Z@smeaa3be
conprised of the processor 371 that communi cates by a local interface 373
with nmenory 375. An operating system 376 and application specific software
378 may be contained in nenory 375. T'ﬁ,ﬁ gi cation specific software 378
may include one or nore of the processes—descri bed above and shown in the
figures. [O0W4QJaikds i ndi cated above, a radi o node may receive a signal

i nput from anot her device, such as an electric, gas, or water neter, or can
send control signals to an actuator, which may be represented as device 379
of FI 19. Accordingly, i |y IGi i 379 to the

i nt er19ace 380 forgpr oc%sn'ls(?}ﬁoéi %3%?‘8332?@?%7‘%@%‘39{%’%}H&g@g‘%‘%gﬂa ago i ncl udes
RF trahscei vidnragoofisatetlite magesy eachisetelldnnodercanpleil to & sensing deatde@nanwi t h ot her
radi o podes a d/torrangr&hac%ess nor%de of Fe mesh _net wor k .vi %ganten?.a 384.
[00141] FIG &G o TR 5085%%% %Gt SPIUPERY OB A G SERE S node 12 as
shown @and described i ngenBiainglh $EdaAcak thesHEE ESTToRPEihidetioh So BRMNIALESDOf t he
processor 395 that conmunicates by a local interface 397 wth nmenory 398,
whi ch ?ray i ncl ude an oper atSefedlitsyiedesin 401 and application specific software
403. cess node 12 i : ransceiver. 393.that communicates via
ant enﬁg 391 withone o& ?Ar?gl(rillgtﬁflgg}l@%% %g‘fvg}égo sehtéa\l}\jﬁmiltncoﬂn&m"iaél.onl\%eetg'g node

12 al sb includes an interf aneadtdd rhasagedroml fHeCRtdwiy e ko andbrdgorr ea
network 359 with one or nore devices, such as server 360 as shown in FIG

18. 1t8shoul d be enphasi zedaeN4e npdies onFollist Wwaisal e saslus Aedss shasaee

nonlimgting exanpl es are negghy aﬁﬂéﬂc?%?ax?é%?ﬂlte%tﬂay'dmgemm ations,

nerely set forth for a clear understandin princi pl es disclosed
herei M) Many vari ati orrscavidg thedirbadrastinessageeyorh ¢hengattovdymaddhat one or more

above; descri bed enbodi nment (s nd nonlimting ex | es. Wi t hout departing
subst ahtial Iy fromthe spi r%a%e‘@ﬁ&?%‘?si%%h&%9‘&‘%”_@@%@Sﬁ@ﬁl&FH_.Od%ik! such
nodi fizations and var 'e@&étﬁﬁ% iAdtRictiBh LB AN AR BrosddsGHeREdElt hdbdeln t he
scope of this disclosure and protected by-the follow ng clains. CLAIM5S W
claim3L A method for a gatreosagbdenedeswi rel essly comrunicate with a
pluraljty of satellite_nhodes ach, satellite node coupled.to, a nsi ng
devi cie4 or an actuator '&hd ‘P%Q‘egbéf%%ﬁé nﬂ‘?a%geg%ﬁﬂ? Sﬂmpﬁpafﬁgmmaéeﬁﬁte_ _
conprising the steps of: gei@eabn Athgicabl9a€eydhd RLTSARadt YindeYMRNI cat i on
toth1e6plurality of '

gateway node; and

17 communicating an acknowledgement message back to the gateway
18 : node indicating receipt and execution of the broadcast message.
1 2. The method of claim 1, wherein the broadcast message is repeated to
2 the one or more additional satellite nodes on a logical layer beyond the broadcast
3 range of the gateway node if the satellite node has been used as a repeater during a
4 configurable previous period.
1 3. The method of claim 1, wherein the acknowledgement message is
2 communicated back to the gateway node to indicate receipt and execution of the
3 broadcast message during an inbound communication time for the satellite node.
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satellite nodes; transmtting during a gateway node transmt conmmrunication
time the broadcast nessage fromthe gateway node to one or nore satellite
nodes on wofbeiz1140gi cal | ayer of satellite nodes that @ce/vseéosios2sas
broadcast range of the gateway node; receiving the broadcast nessage from
t he gateway node at one or nore satellite nodes on the first |ogical |ayer
of satellite nodeg; expcutli i Astruct i ons contain in the broadcast
messagg at the on£ or frlgerrrgbtgg 8??19{1%%%&5?;Co%ggigl%ﬁ%s?ﬂ ‘br oadcast nessage
to one2or nore additi owaiting ah®l 4 hdxe gnedes nédt warsHGi i td @vehuhexond t he
broadcast range of the gateway node; and comruni cating an acknow edgenent
nmessage back to the gat eway?Bemledgemen masspee dadk orthagewaeeds on of t he
broadcast nmessage. 2. The nmethod of claim1l, wherein the broadcast nessage
is repeated to the one or nore additional satellite nodes on a | ogical

| ayer beyond t he Jr oadBsmethadgécloim i Harthert cowgyisimgdbe stept dfe satel lite node

has beg¢n used as a repeat.er during,a confiqurable previous periqd.. 3. The
met hod“ of claim1, \Ahe%‘?“ﬁmtgﬁ%e ‘%{8%??8%%%5 P%Eg%a%dei? WﬁP%‘&‘%}ed back

to the3gateway node to indijgprefsasidhoRs GotxLeishiftingfsafehRe RsRAGCAST
message during an inbound communi cation tine for the satellite node. 4. The

met hod*of claim 1, further lesspllpydribptinhenedpgigaldayergtoser tagheigatewaynaerksx t
gate node transmt tine ' t cknow edgene sage back
to t\é\gygat eway node. 5. Theth%%@%gé%g#tgg%agﬁon%q%%ytﬁf Ol%crapcgfﬁrrp&itsg{éﬁaethe st eps
of : regeiving the broadcastnofegssage at a satellite node on an outer | ogical
| ayer of satellite nodes froma transmtting satellite node on a | ogical

layer that is one Iogiec?‘&Fuq%QE?tf‘t?Fi%%“ronf%nqué thydrapdepstiaersagertathe he

satel lgte node on the out ersa{eﬂgk%%e bAWRHoulk 1@% ?héﬁe{}gfﬁ?e‘i' ;noﬁé‘sel‘f"rﬁ' ng
instructions contained in the broadcast nessa eaby the satellite node on
the oller |logical |ayer of lgaidehitiniasapedasnofbecherdvicmaaasdivedeasdge has not

been 6evi ously received; and trg‘g(srn'aﬁt' ng an acknow edgenent nmessage back
no, d@ﬁ%ﬁﬁg@%@g& K&7 the fianph ikttt ast

to the’transmitting sdfdFITRe A
nessage and satellite node indicating receipt of the broadcast message and
12 - execution of one or more instructions contained in the
13 . broadcast message, the acknowledgement message transmitted
14 during an inbound communication time for the satellite node on
15 an outer logical layer of satellite nodes.
1 6. The method of claim 5, further comprising the step of:
2 repeating the broadcast message to one or more additional satellite
3 nodes that are one logical layer further away from the gateway
4 node than the satellite node, if the satellite node has been used
5 as a repeater during a configurable previous peridd.
1 7. The method of claim 1, wherein the broadcast message contains
2 firmware update information for the plurality of satellite nodes.
1 8. The method of claim 1, wherein the broadcast message contéins atype
2 indication and configuration parameters.
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execution of one or nore instructions contained in the broadcast nessage,

t he acknowl edgenent nessage transmtted during an i nbound comruni cation
time for wbeosaseisdit e node on an outer |ogical |ayer ofpczatsedosiosE3Inodes.
6. The nethod of claimb5, further conprising the step of: repeating the
broadcast nessage to one or nore additional satellite nodes that are one

| ogi cal |ayer furgher awa r t.he e node.than the satellite node,
if thel satellite §n‘ode ﬁ%es%st&gﬁgh%l@ﬁn ggugﬁg%ﬁggg{rg}n%ﬁ? Ftﬁﬁs %ts'confi gur abl e
previ oms period. 7. Theaiwedifiagadikt 6 akiowled Whemehiesdabes REeaeC e thessage
contains firmvare update information for the plurality of satellite nodes.
8. The’method of claim 1, wierdbnoksaielle sadrsasnd message contains a type

i ndi cajion and config i RR EEL i; t her
conpr ?ii ng the steps gllge%f}r%?% itnl ngggé’f?@%s-gg?e @Eg\?\@%%&@h?éﬁ%i%es
recei ved fromthe pluralitywbichaateiromti@igaodasmesangk isabt eosined by tig t he
broadcast nessage to one or nore satellite nodes for which an

acknow edgement message is VPR Fved by the gateway node. 10. The nethod
of claim1l, wherein the broadcast nessage propagates outwardly fromthe

gat evvag node to the plurality of satellite nodes arranged on |ogical |ayers
of satkllite nodel).untThe mphodpbeldiomds whersisdhebiosdeasicmessegt ppegaesor nore
satelljte no ter,l.oglical |. .satellite npdes. 11. The
met hod™ of clogl?mar%,i& I&E@rtg‘?g&? ﬁk‘ %(Eldee tgr%e Prealhs%?efre a&’lfllfts nﬂge ger aggeeag?ﬁ es the

br oadcast nesgiagidaydrs bheudiieaddasintirassagaichasméredgelie ateived v oHs bymobacei ved
by the one or nore satellite nodes.12. A conmunication device coupled to a
sensor?or arfaiEdlite 2p6es QIAE Mpst @ierdegicy laysief patelliteenades-h a gat eway node
coupl ed %0 a conputer, conprising: a wireless transceiver configured to.
wirelessly transmt and receive communications, wherein the wreless
transcki ver nmay rEcei VEheambthoddEelsim ¢oniareinghd dreordhere Ghellit®onodesdi rect |y
fromthe gateway node; menory electrically coupled to the wireless

transcei ver FEFUEY F?’F@%F%P@S%& éfttg%l{”ioég‘iﬂs(v)‘é@%f‘é%‘f hasayekheRndaEYigrslY ecei ved
by theyw relgssvdd EBhY BF moft RAIDPGESSQLs el ectrically coupled the wirel ess
transcei ver configured to
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execute logical instructions stored in nenory related to the broadcast
comuni cation; logic stored in nmenory and executed by the processor

conf i gur esot00adsiED M ne whet her the broadcast conmuni caPCoshas/obxen

previ ously received and executed by the processor in accordance with
predeterm ned identification information contained in the broadcast
commn'i cation; | opj C eg%c%u%icgﬁot Hevigé o(g:ueiesotr confi ﬁured tta(r)g i rEDI enent the
Wi rel ess transcei Vér to transmt the B Sad éispaggm [ Y425 ort%ng]ggre r nore
ot her Zonmmunjocsitdlesslyd@virtascat ithra gitdwande seumed foa@enfiter! fenprising:

communj cati on device but beyond a transm ssion range of the gateway node;
and | ogi c executed by 2 WEelspolEansedyerconfigyas &uwirelessiy randht andyeceive el ess
Lranscgiver to transm t an agknontSAaeERl R OIUILRA! FARIESIAGELL L Ne
gateway node indicating that the broadcast conmmunication 1s received and
execut #2d by the communi cat i ©broddaascentrBuniddtmnciroinociatirenlydesth elee of ¢l ai m
12, fugther conprising: |ogic executed by the processor configured to cause
the cofmuni cation device t oS¥%d d the broadcast conmunication if the
broadcast communi cat | oanmlaaq%r}b@earieagydoggﬁhxo BRGEIrMEd ANV kGRiRd by the
comuni cati on device. 14. The conmmuni cati on device of claim 12, wherein the
br oadc@st communi cation conlpgicgelsted té brazdeastcampmanigatiarrecdivedlytingni cat i on
devi cegsuch that the processor up[dat es. a firmvare portion of the

communi cation device cont ai RBdSI T WEROYY” 15. The communication device of
claimq@2, wherein the bpoageasdetOiMytotpled e WinglbdidRns@ived REARirtPdtoone or
nmore configuration paraneters for the conmunication device. 16. The

comuhl cation device of cl a#X§fuie logigrd insfrHctians stoseehinrneraenyaplagev dhe
transgts the broadcast co cati .-0r nore other conmunication
devicg% within a transnissﬁ%§&¥gﬁégﬁg?&?ﬁgﬂgbnnunication devi ce but beyond
a trah3ni ssion range odbgichereghinanayoryaad eixécutdiehcthaprotessat configlesd e has

been r Zy |1zed as a repeat erde(t:eorIrITlTirrlljen\iNﬁ&hérot e EI%\E/lidga%t (\:/gngnmu%ca?tiogrhea\s/ ib(e)el:JnS
predetérmned time.
15 previously received and executed by the processor in
16 accordance with predetermined identification information
17 contained in the broadcast communication;
18 logic executed by the processor configured to implement the wireless
19 ' transceiver to transmit the broadcast communication to one or
20 more other communication devices within a transmission range
21 of the communication device but beyond a transmission range
22 , of the gateway node; and
23 logic executed by the processof configured to implement the wireless
24 transceiver to transmit an acknowledgement communication
25 message to the gateway node indicating that the broadcast
26 communication is received and executed by the communication
27 device. |
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17. The communi cation device of claim12, wherein the comunication device
transmts the broadcast conmunication to one or nore other communication
devi ces wybhes/B114nansni ssi on range of the communi cati orcaast@s/obuss beyond
a transm ssion range of the gateway node if the comruni cation device has
been designated as a repeater comruni cation device by one or nore other

cormunj cation derfes " The communication device of claim 12, further comprising:

2 logic executed by the processor configured to cause the

3 communication device to disregard the broadcast

4 communication if the broadcast communication has been

5 previously received and implemented by the communication
6 device.

1 - 14. The communication device of claim 12, wherein the broadcast

2 communication comprises a firmware update for the communication device such that
3 the processor updates a firmware portion of the communication device contained in
4 memory.

1 15. The communication device of claim 12, wherein the broadcast

2 communication includes an update to one or more configuration parameters for the

3 * communication device.

1 16. The communication device of claim 12, wherein the communication
2 device transmits the broadcast communication to one or more other communication
3 devices within a transmission range of the communication device but beyond a

4 transmission range of the gateway node if the communication device has been utilized
5 as a repeater communication device within a previous predetermined time.

1 17. The communication device of claim 12, wherein the communication
2 device transmits the broadcast communication to one or more other communication
3 devices within a transmission range of the communication device but beyond a

4 transmission range of the gateway node if the communication device has been

5 designated as a repeater communication device by one or more other communication
6 devices.
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