METHOD AND APPARATUS FOR AUTHENTI CATI NG A WEBSI TE FI ELD OF THE | NVENTI ON
the present invention relates to conmuni cations techni ques, and nore
particularly, to a method and an apparatus for recognizing a website,
BACKGROUND OF THE | NVENTI ON Wth the boom ng of the Internet, various
ki nds of wel asites make people's daily life rich and conveni ent. However,
there also c {- 7 i 3 i shi bsites. They
are frauduleﬂgﬂy?%ﬂﬁ?% #%R%?ﬁ%éﬁﬂgggﬁ?&ﬁ%‘ﬁgéﬁ@Nngkgfkﬁg% nf or mati on,
such as user nane, password, accoqvﬁn§§ﬁrﬁredit card details to defraud the

users of their possessions. There are also sone virus websites which
broadcast virus when users visit them Theretbre, there is a need to

determn r secure when people visit the website, In
t he prloreFl\é”‘[1 BEITﬁEﬁ@p t hod recogni zes a phishing website through
findi ng suspicious feature of a Uniform Resource Locator G RL) of the
websi te. For Tﬁcxmafpdnemvsnmimﬂﬁt%itdsh@cdmmen(chtﬂﬁswéchﬁtqubﬁﬁiﬂ in8rd pRArtiduldrigw. wmi |
coin. A counte it URI: of the webs Re may be www, wtincommn or
ht t p: //w&ﬁ/a\mﬁé f@%@w&w foy reg08 %3889 42896396 P/ 06d whi ch is obt ai ned by
coding the true of t he bank. Although wind is seen by the user is
wi nd. comBAREGRQUNE ORiTHE BA¥ENA 1NNt ent s containing ' "3/1," according to
UR L coding rules to obtain a real destination address n |MMM/wwnd e

abe. eomyiithe bbMRifH oM AR IRTRIART s RACEAD e*ap
wwud cont Through conparing the destlnatlon omai n nane t 1s 5033|ble
t o recogrifzeich Iaed phivshieng Heelesert éheroiat drene stetdhoong 'msemgm wdslteshe gphi shi ng

websi te through nmi ntajnin t, wherein URLs in the blacklist are
reported ?Ug%P@b“%?ahﬁg ‘P“‘gmgﬁgiﬁVﬁi@mﬁﬁ%ﬁaé%QggalWﬁﬁ EPHGe nunber
of tines iAfr@AaSsts Biidh BWSerSRAHCCH1sTRGdadRohtSh& Bkl Eél'dtdeﬁllpload«‘elﬁlahé theby
finding the suspicious source. The inventor of the present invention

finds thatsetshd tesil pedspggianst hlodte atrasleo sam¢ st webstes othidwhmedadef €otss.

when users visit them. Therefore, there is a need to determine whether a website is

secure when people visit the website.

In the prior art, one existing method recognizes a phishing website through finding
suspicious feature of a Uniform Resource Locator (URL) of the website. For example,

suppose the true URL of a bank is http://www.wmd.com. A counterfeit URL of the

website may be http://www.wmd.com.mn or http://www.

wmd.com%2e%61%62%63%2e%63%6{%6d which is obtained by coding the true

URL of the bank. Although what is seen by the user is wmd.com, the browser will
decode contents containing “%” according to URL coding rules to obtain a real

destination address http://www.wmd.com.abc.com. The true destination domain name

is abc.com but not wmd.com. Through comparing the destination domain names, it is
possible to recognize the phishing website. Another method recognizes the phishing
website through maintaining a blacklist, wherein URLSs in the blacklist are reported by
users, or the URLs are URLs broadcasted for a large number of times by a suspicious

source and are listed into the blacklist by finding the suspicious source.,

The inventor of the present invention finds that the existing methods have at least

the following defects.

The method which recognizes the phishing website through finding suspicious



feature of the URI, requires that the URI, contains the suspicious feature,
e.g. coding synbol "%, or requires that the URL partially overlaps with a
known URL. Thus, if a URL does not contain suspicious code or does not
overlap with known URLs, this nmethod cannot recognize the website ]
effectiv T, € INeJ ;o As to the
nmet hod ngFﬁﬁgrﬂﬁggt?ﬁeuﬁFackﬁ?@%gLhﬂgléﬁégggﬁdﬁgjBgt§neeg ﬁﬁcﬁ lnr‘*”ecognlzed
and r eporsyadobVelisersquares Heeths RL bartihbyiod:riaps sxeamd&nuong Wk, ‘Buspifai ous

e Ls broadcasted.f.or a nunber s before belng listed
Tt he: btBkISOg: RO sttt G T ki SHE TGO wE Ok Foafel el y and

cannot r QB ZRnSOEE PcIR RebERELLIRSIY h&@fo@é %é"@ﬁm%ﬂﬂi@%ﬂﬁ%ﬁg sf or many
times but are seriously risky. SUMVARY THE 1 NVENT i ments of
t he presémtthedhventi on provide a method and an apparatus for recognizing a
website, so as to recognize the website tlnely and effectlvely o
According to,pne as e t|on cogni zi ng
2 website | SA%%\}%B@%%&& ni"fflhlﬁgelﬁa %ltlcl(,ép e susBluouma[éﬁg 1}5((5@%'%% Obj ect

Model (D@doghizeé anodrreespandi ngrd o page t@(bdefo@fd By Wedishihe biosiBBiciRGogni zed;
rsing wth pre-stored trees

conparing the e optained b

recogni zi°A @C?%gFt%%§%¥@“£6“%%ﬁFebéﬂﬁi@é@m%é%éVW%ﬁﬁﬁﬁétﬁ“@d#ﬁé?@dﬂﬁesult
Accor di n%l&ﬁllﬁ”@ﬁl@%{ct[ﬁﬁ‘?ﬁﬁﬁot &gg@%c ;@ﬁﬁgkvcbﬂ @rﬁ ﬂeﬁp nd%ﬂm?rﬂ@@crogmﬁ for
recogni zing a website is provi paratus 1 “a parsi ng
modul e, adapmé&hnmgwaMMesaMEmaummntbﬁhﬂ@m&dNbdghnﬁﬁﬁh%tnme&:ﬁﬁmnﬂgpond|ng
to page ?§E§ of a website to be recognized;

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a method and an apparatus for

recognizing a website, so as to recognize the website timely and effectively.

According to one aspect of the present invention, a method for recognizing a

website is provided. The method includes:

parsing a Document Object Model (DOM) (ree corresponding to page code of a

website to be recognized,
comparing the DOM tree obtained by parsing with pre-stored DOM trees;
recognizing the website to be recognized according to a compared result.

According to another aspect of the present invention, an apparatus for recognizing

a website is provided. The apparatus includes:

a parsing module, adapted to parse a Document Object Model (DOM) tree

corresponding to page code of a website to be recognized;

a comparing module, adapted to compare the DOM tree obtained by parsing with

pre-stored DOM trees; and

a recognizing module, adapted to recognize the website to be recognized

according to compared result.

[



a conparing nodul e, adapted to conpare the DOMtree obtained by parsing
wWth pre-stored DOMtrees; and a recogni zi ng nodul e, adapted to
recogni ze the website to be recognized according to conpared result.

Advant ages of the technical solution provided by the enbodi nents of the
resent i nveriimnak 8f , X i Jhuoughapar.si t Qﬁ%\/!%t ,
(F:)orrespondi ngait/egﬁ'lfﬁ;ég%g%é&g%ggy\%)flu%oﬁlg 1@%@#%“@?“ SB?%%@SS% ze 10%(%13

conpar i ngntdngoDdM asrfeléovef. t he website to be recogni zed with the pre-stored
DOMtrees, it is possible to recognize the website to be recognized tinely

and effectivg| ccor.dir he conmpared result. BRIEE DESCRI PTI ON OF THE
prRAW NGS. Tl a0k IR PON (RS REERh el R are fidt RS ARII'E 6 | | be
i nt r oduceekdpnized layd kefrghnad tiey DOM ate@adl e 4RSI RE bE M&oLBICAN WGl thso! Ut i on

provi ded by the enbodi ments of the present invention. viously, the
f ol | owi n@*&paidigMakeespifria pyssithoro wragirede wihsiiotohks redpgnideddsndan be

obt ai ned.aﬁéfe‘Fi@&ﬁ%ly&%}C«%@%ﬁ%@%céniﬂ%:rclzsc! lgwf-the art based on these draw ngs

wi t hout inventive owchart illustrating a nethod for

recogni zigig e ﬂ@b@ﬁ’eﬂléﬁ%f’%@lﬁ{%ﬁlﬂf&gSt enbodi nent of the present
FI'GZ27TS al

i nventi omn: Fowctrart—ri+Fustrating a nethod for recognizing a
website according to a second enbodi nent of the present invention.
FIG 3 is a Soheimsicediimgreadasériptivatalahd agbbiiMentsowidiehbeaindoduddDutitfee

rovi ded by.the secon nbodi nent of fhe present invention. . FIG4 is a
gc hemat i éle%’l‘“ﬁg‘i"ém ‘gr:lF "g’sg“’r"‘&‘_ﬁ‘?@n ‘eée@f}ﬁnf%a{ Soibtﬁﬁ?ﬁpﬁgie@ & “_P‘é%lBB‘Pﬂ“ilP’ﬁﬁ o4 website
accor di nghd Sredent Ml SIMMOIORAL 0@f (lib&i Y §3&Mes Y BREN P Bome examples.

And other drawings can be obtained by those with ordinary skill in the art based on

these drawings without inventive work.

FIG.1 1s a flowchart illustrating a method for recognizing a website according to a

first embodiment of the present invention,

FIG.2 is a flowchart illustrating a method for recognizing a website according to a

second embodiment of the present invention.

FIG.3 is a schematic diagram illustrating HTML code and a DOM tree provided

by the second embodiment of the present invention.

F1G4 is a schematic diagram illustrating a first apparatus for recognizing a

website according to a third embodiment of the present invention.

FIGS is a schematic diagram illustrating a second apparatus for recognizing a

website according to the third embodiment of the present invention.

FIG.6 is a schematic diagram illustrating a third apparatus for recognizing a

website according to the third embodiment of the present invention.

FIG.7 is a schematic diagram illustrating a fourth apparatus for recognizing a

website according to the third embodiment of the present invention.



FIG5 is a schematic diagramillustrating a second apparatus for
recogni zing a website according to the third enbodi nent of the present
i nventi on. FIG6 is a schematic diagramillustrating a third apparatus
for recognizing a website according to the third enbodi nent of the present
| nvent i omETAILED ®FSdBIPEISSNeMeticngiagranyi | | ustrating a fourth apparatus
for recognizing a website according to the third enbodi nent of the present
i nvention. DETAILED DESCRI PTI ON OF THE | NVENTI ON Hereinafter, the
present i nventdrgnalir) the pigsane swentiadvilkbefdgsaribed i@t thiy damlhhiltin e:fl'lgmcm:ce tod
acconpany Wi ngs, and enbodiments to make the technjcal sol ut.ion an
mor 1ot Heree Ay AR IR B R nd BRuh NG oG
provi des themitdi@def or recogni zing a website. As shown in FIG 1, the nethod
i ncl udes the foll ow ng steps. Step 101, parse a Dgcunent ijegt gbde
tree corresponding to page code of a website to be recogni zed. Step
(1([))5M corrpare/'\tﬁ‘ét %@Q@C{I’F@@ with pre-stored DOM trees.

The first embodiment provides a method for recognizing a website, As shown in

FIG.1, the method includes the following steps.

Step 101, parse a Document Object Model (DOM) tree corresponding to page

code of a website to be recognized.
Step 102, compare the DOM tree with pre-stored DOM trees,

Step 103, recognize the website to be recognized according to the compared

result,

Through parsing the DOM tree corresponding to the page code of the website to
be recognized and comparing the DOM tree of the website to be recognized with the
pre-stored DOM ftrees, it is possible to recognize the website to be recognized timely

and effectively according to the compared result,
A second embodiment

The second embodiment provides a method for recognizing a website. Within
certain time period, contents displayed by a website will change. But the layout of the
website remains unchanged or only has little changes. For example, as to a website, the
navigation bar is located in the same place today and yesterday. The position used for
display weather forecast yesterday is still used for displaying weather forecast today.
The positions of channel columns are also unchanged. What are changed are merely the
number of links and titles in the channels columns. Therefore, most phishing websites
visually resemble the corresponding true websites. The visual and layout information of
a website is saved in the page code of the website. And the page code of the website can
be parsed into a Document Object Model (DOM) tree. Take the parsing of Hyper Text
Mark-up Language (HTML) code into a DOM tree as an example. A website browser



Step 103, recognize the website to be recognized according to the conpared
result. Through parsing the DOM tree corresponding to the page code of
the website to be recogni zed and conparing the DOMtree of the website to
be recognized with the pre-stored DOMtrees, it is possible to recogni ze

t he websi i t y f [

compar od (%’bgdsuhspgth@@glg[gtg%}hﬁﬁ%ggd@{g th@NErel ('g)g&sedégdr%é( s@%%@gﬁhem o OVI des a
met hod f dernriegd ogeris 2nd gerdomehisiat @qu1olmn1mmerm~a|vmlt hegerpenal askrs baetient s

di spl ayed b he. | of the bsite remains
unchanged'o Odaﬁ qﬁ%\iﬁfw{[ﬁ‘f(’ ‘ﬁﬂ%ﬁe’éau‘ﬁo%“@%ﬁ%lléo%ﬂé PRSI LEBeYPle. the
navi gat i oviafRag I!cﬁwhﬁifeat(ﬁd/[L)n cbdie 28QNExBhASIS H??éiy I@E‘tdl\/}‘(ﬁl&hoerl@ﬁgua ,The
position used for “di spl ay weat her forecast yeSterday is still used for

di spl ayi ngridak h@@d(:flmoe&laﬁ()%@%w it $h’é80p@3§ﬁubi<b&¢slcmgﬂw¢dhne¢tb@m Utms are
al so unc ar rrere and titles
'’ Cho. o ot aR bR AN U TRl R G RSy

resenbl e vidbeite tiar SRpONCiuRgolt ayeuwEhsd h@ﬁ%lic-ﬁha)cvm&igﬁﬂucar%ékchﬁ%%lﬂméijﬂf ornation
of a website is saved in the page code of the website. And the page code of

the websiftedaR (s sEBlithesthE wedslisreht: tbpiattaribbelahe POOVPM tises. Take t he
parsing Qf ,Hyp nto a DOMtree as an
exanpl e. Admebcg{tc%%t%g%éé tHgg%g%?%ggg I.%%%% %%g(ﬁh‘l?ough parsi ng the HTM
code, displays page information to termnal users and perforns page

oper ati on i nfFeracilitaimg thi tdhscitﬂpéon,eimrﬂu'rsadmlusﬁmsmbata:@dsaomcmﬂaemcrxf bthe DOM

tree and their ues, .Sim I t hrough pars te r.kup
Language '’ Q(C>Qﬁ§7’|1_‘)zeac/@h‘é Wﬁhﬂtcli‘;?f‘ Sl %‘Tl W%@r()pﬁgif“ ‘N/a%klﬁEé EB% @1‘5”\/5%1’5? TM.) code
i nto t he pbXeMnbr@ebsitk tofl 5 kabeR WROSHE I, erfOnkeeagm} 4@00&9@11}‘&@%'%&33 (ghe met hod

provi ded by t he enbodi nents of the present invention detérm nes ich
secure welsided hic apkodémenieiithe presinayoention Wikdewsbgilted lteoeitpdier ecogni zed

it R HETER DR R0 Bl & e ERET Rk 1 1o

be recogmche;bts g BBewing.steps. For facilitating the description, in this
enbodi ment, suppose the website to be recognized (the website that the user
wants to open) is . website A, and website A is a phishing website of a known
website B. THEP r"réllh%mfco?’d?%o’bh’i PP 4t WEPSHE HETAL81 3o INRIEHUDIFIIGYES

enmbodi ne 1 o n I t aki ng
The HTVE | angako ey REEaRDl VAR A0t Lo Bt ATRE Ra TECRUREHS ' Tt hod
i ncl udes addvessfab Mebwitady. st eps. Step 201, before website Ais open, a

websi te recogni zi ng appar at us retri eves EI TML code corresponding to website

A froma corfespandi ng server 0 an ddr.es§ of bsi

The address |[s @% "Phtter ﬁ%‘tc“b {)Ito (3:08 8??1%5&‘%88?% emgin ﬂ&“ﬁ&ﬁ@fﬁ* h&ﬁé addr ess.
Before t iR Rageododentgionempandhdgvdbsitd R bWeRRicheed @ pﬁué’»%@qg(ﬂhztﬁéj i's
retrieved fromthe correspondi ng server accordl ng to the domai n name

addr ess, CoHEPeRsHg wlYféﬁ‘étﬁd@&é@ ierfoatien pgngeddr ¢f§n@lc dp@dm: e addies$ addr ess
by a DO”H%E'H Wgﬁuﬁ‘?&c}{@é 111(t(PN§h’ a(;r(ﬂ&ll bﬁ&lh}%ogl%m hme %n SHYST ISIQ@[;(J[BEW ugh the IP

addr ess codé correspo t %ognl zed

is retriswed chn (bmﬁtlhﬁl tfhﬁm‘gﬁﬂluﬁﬁbfﬁrddis@g\)vﬂl@n e dd h@@@omidg HaQCOIBe Of
transl ating.the domain nape by the DNS can be omtted. Therefore, in
pract i calwegsblﬁl foch resAgnized 1§ whiisyied feumvbnisaner pesordiae 1 1R @ddisss the t hi s

st ep. V%&toﬁ&%vcﬁ* tzanrsmlﬁ %Hbe%‘%ﬁ“: anfP85 (RODNE {n{ 'bgtmﬁ Pﬁd W M-'g

address.” Step 202, par tree correspon Ing t
retri evegractical applications, it is more convenient to use [P address in thls step. Whatsoever,

this embodiment does not restrict the type of the address.
Step 202, parse a DOM tree corresponding to the HTML code retrieved.

Specifically, FIG.3 provides an instance for parsing HTML code into a DOM tree.
As shown in FIG.3, the left is the HTML code of the website and the right is the DOM

tree. According to definitions of the [H{TML, contents in parentheses in the left are labels.



Specifically, FIG 3 provides an instance for parsing HTM. code into a DOM
tree. As shown in FIG 3, the left is the HTM. code of the website and the
right is the DOMtree. According to definitions of the HTM.,, contents in
parentheses in the left are labels. A label usually starts with <l| abel
name> andy emdpudiiP smhahsih ﬂ%@%anﬁ>%‘nﬂ”@%é @vﬁh@iabcﬂbﬁln@>nﬁ 1151%11@'%% ed in
one | abel structure. The type of may determne t | ayout of the
websi te. [Fmis é»aarbplnesth Irieon%lbiébi SMBLLEC (f!wbﬂyec) of theRhi@3 nhey qhmasfezm:t d as a

| abers, bt YERBRESs PoRplion G PRBLHEBHE iRy Gt & Sediil 8"

present edalsls i@mhd m@blﬁdwﬁom f)@f:mam@@gﬁéaﬂgmlaﬁém NABhaQY (PRSSWTRBLLs. For When
the FITM. code is converted into the DOM tree, the structure and the order

of nodes canBlcean NI Fibel ngy sumntigned ind Ihhwilt be praseniedlages imfut biveforodes
denote cq s ers. As shown by the right part of FIG 3,
TABLE i s ’g‘slﬁm L‘S%?gﬂ“% lgcﬁsf/(g'%node of TABLE i s TBODY (table body). TBODY
has two child nodes. They are both TRs (table rows) and respectively denote
one row i n t Réchahd ETMIR: chlags ¢onveiedd inch uhemwamd thbeyucanre ahdihe ofds (tabl e
trades) of themrepre ents one c the table. The val ues of
e Rl ] (RN SR S, ot ISy 3B, el ues of
These texts B e Ql@élE e S?lo%ﬁxed'jf 1,|H¥ urgﬁfap&l@@frﬁl(tﬁ‘ IEAWLE ?sbzl l%oplflocfch?\ L\M&}Qpage

Step 203, conpare the DOMtree w th pre- st or ed

embodi nemede Bl.Eas T € $ipblediody). ti"d%(ﬁia‘g’ém&odesh[hf ncsles;tﬂrmywedolsoth es ar e

webe 1 o, R G ol b ELRURE B o B6Sro Uele FPEE TR e BAT e ot

limted tad\wehsit @t ngll(tabllagxddeﬁtﬁddl d38h OF tHe FdpRITBALs %ﬁé%‘f&ﬁﬁ O thet her
account information for | ogon and having the risk of being counterfeited

under pr &&ale.Ihejvabigs obthg 1D pegne &J/\%kﬁéPQCé@!GIYé@?@S of wmphEtwedshe eityasdgni zi ng
apparat u 0 ention, not only

| TI ML co?i%’q&p\c?lhg%)é ahecgmgcg?s rsggégggt&m 19t m H’Rd}f PE’R)E YCoHESf the true
website corresponding to the phi Shl ng web5| te are stored t he nunber of
nodes i n theSEEWE reeepacahe EXpdndicngili wetsheed DO weksite is also stored. In
order to ensure the conplete and accuracy of the DOMtrees of the secure

websites press ore rees of the.,websites be refreshed every
certain peri BH 5 C"éﬂ"dllﬂvg’w@& Leeheriepponding g pagr PP%\A&IQ ?‘C%%é’e&ﬁ%t ree has
a depth dier egbh QLQ &x'ef?l@% ﬁé Q[%lcddbmtﬂl&:n) vand . &p&Rap 1§|Lcc§f\et gﬁ’@hm
(latitudinal direction) en conparing the DC]\/IEree obt ai ned by %)ar5| ng

with t hevsheilostior sidk\DONsites 8l scehis veahsibel inelnde it atm@tlhneszém wichsieat i on

provi des O net hods which,are resp ect i. v or onding to
situati oiéq\{\?hn qpﬁthodg%“mdfm% RESSHEN PY %{gela‘?‘ GOt flﬁ‘btmé] frohff{)o“@%dt he one
hand, theadhg uatidotitaty cduberRpeesn@ grdia-dXIvhi & eevatewbicyeighted is

fi rstly COI’ISI dered Firstly, anong the pre-stored DOM trees, determ ne
whet her HKeMEDTE ECDONEINE c®OMRENTN §rashdeds Rimetha orelzodimes tethBaucsanse

obt ai ned; I e3P : r re-stored
DOM t reeup/)é%ﬂ[i)&fﬁ§l F)%w Efriehgﬂgg(?%?lﬁdeﬁ by gle(frm r{égpl%ﬁdlpg‘l Léa;q% I%ﬁ |Cr0§1§t ?on

Det er mi nehehow wehaite sampdsmhla_stotthaph:@hag,tmmm LloeRls zH&a:Mﬁlbaﬂd[ ehledi n the
nunber of ?modes ﬁ(?ose the DOM tree of website A to be recognized is
a, and tHgh (eSS EgR o Al lsite do esstoses Ip ogdss tognsaregheir al ity of
websi tescétﬁﬁ%f:éddnﬁgm&hﬁcm%lhém thé%fs Etﬂﬁ KRN, G (%Ip;l@ egwd-rn?enl)()hft'e websi te
to be recogni zed is very possi e e a counterfeit of a’non-phishing
websi t e (eesenf the phibssias ngl etegicsle)l. c,vbn‘y @riaat peviodf(e.phevaryisetondf). t he sanme
nodes mto the total nunber of nodes n of the DOMtree b corresponding to

website B r qh, A& thr l.d, determn talned by
parsi ng matc ‘¥ﬁ@&ﬁg E@ﬂgtgﬁ EEK%?%%%%“$ﬂ@“ﬂhW%§ﬁ§W%‘#5”38E) Mo refi ect
the simi b (ﬁl)/@@d@@r(ﬁt@u@ﬁnaﬂ higret ti6h) Webisdit €Smpdringt IEYDBRE a0 lobldNRdSBTE
website, the higher the threshold, the hi %er the{p053|blllty that the
websi t e PHsHE Wbk dihpretiotsdi IAgMa t@@antthérernehqdumbs@ e mcmt tisntidigher t he
possi bi | || S 0 n website.

This enb ?é‘r%feeg?‘;“o 8@@"%@? lr“téig 0??8‘51??‘{15‘% ggp&ﬁ\s’%}b \%/%h Gednf “% E%S'tuﬂ‘]lﬂg%ol d. For
exanpl e, thiat thie soposHitld BOM trsetirewhgghted 8exG00n tidairemahdehd Siaktibhegavebsite to
be recogni zed visually resenbl es the pre-stored non-phishing website.
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On the other hand, in the page code, the type of the |abels can determ ne
the | ayout of the webpage. After the page code is parsed into the DOMtree,
t he nodes and their types and sequence in the DOMtree may reflect the

vi sual layout of the website. Therefore, both the type and the sequence of
t he ”0deSLh@ﬁ8d@foff%€éD©N/?n¥éﬁ%%ti«z@ﬁéﬁﬂéﬁ 1501&1&19%0%@&&6 Different types of
nodes have different affections tothe visual |ayout of the website. For
exanpl e, a phishing website has nodes including account input box, password
i nput box andistplagwngthcprersafrtdPOMiies, flelatuine svhothet theraiebdI@Ml tree

Consi d f 1he nodes | ,
thi's. embant e s N RopDAPER. Phaheker Brade FhiiiRD dies. o

t he DOM tt[&euaﬂ?eﬁsél\&kgh&-@dm ed DOMVERS iah tliceO 0N indk BYtAREA PSS Bt Tedi f f erent
wei ghts for different nodes of the DOMtree according to different types of

t he nodesiePthdirgstighepctepaingdpynnanyt saramdss |“Fﬁ§élﬂq vt DO tisetibavgrandt he
l'arger t eﬁ;ﬂlﬁq{mﬁﬂa??mgﬁ 1%‘3& EHB;SOQQ tl eefy@l%t (,c 0 eb%1|{' reu,";%:lrn%c'dve the

node to t eature o al ni ng ser accoun aSS
wei ght s us efdndlthcf erkitc roageriny epparahisstees ROM ObdtsCM& p‘hlixﬁmyhiigwk’ebm@ﬁ OoW. t he

wei ght of, |np i e htm is 2.0, j. t he wei ght
of a rootm gdige by ?ﬁgfhﬁhg wlcllmgwnw sitg Pagliwé’v E‘B‘]bsn? H)eb%@i:%’tméf a child

ng; Ogogé‘@%xgp?%éﬁ Qtﬁ) @mouﬁlﬁnf&t%fa hm@ghl[sﬁiﬁpq/%g it (?%’a ﬁlﬂ%ll@&%ﬁ?off a first

| abel noderaiiogf ihe rubechb fiheisgme nbgesim & th[eltmgt ndeqL of mbeeswemfghe DéfMan Ob] ect

d the htm i 5 h t d th
ot o 14 5 st o wpBeS Wighasa ufthaid gt Che DbhRe 1. 4,
i.e. [tdioblaiddd byt ;b”tﬁsﬁ’i@'nﬂf'éhc@ﬂm%@-'s%éﬁ pbaMeat. MRAgrdiold 'Ls”wbtlé"?o Rl is 1.0,
i.e. [div: 1.01, the wei h apargraphnoeplnte iIs 0.8, i.e.

[p: 0. 8] thasiBrlarsgdeares o chwmwebgte@ thyy, ase nphﬁhc S@rni?]webslheﬂwemglhm of an
inline el th t. d Still
suppose tt é“aﬂ[: hgli)cgechg%g}bb\)l gss{bAhtg t%%t ﬁxtc cb&tgrtgdm ﬁ/ee Sb- 6 h has t he

sane nodesumifbit tWadsiROV et Itle:emgbéraﬂh@%ssbbﬁhg/aﬂﬁl 0@ wdisi¢ab 38 refodntRddept h
direction the stored DOMtree A and the DOM tree obtai ned by parsing,

det er m n@HéW lh‘ﬁﬂ}}n%mSIHoJé§ e degongiortiiplele dpfaled vduopt dien wei ght
Abrni o weh SRR TFnAERLe, T A GHSGNE NG PN ool DECARAL NG, BEEL! 07

obtain wei ght of a ‘'sane no he rati The same
nodes t o wdbeil¢ otlal reenpmberd vm‘uahmcbe&nhcs)hctﬂnestla@m1@1&;&;9%11{@&6[%8 a t hreshol d,
determne that the two DOM trees match. For exarrpl e, suppose that when

x/ n>=60% it ermned that th recogni zed visual |y
resenbl es thQ 'Z”E h 1}"118ﬁ ‘BH?“S‘ﬁ‘?vhbo‘&e@e "3Ep§ O?thcgdb‘ﬁh RS @E W nat ch.
Thi's enb@qhuw&bpaoeeszxmtuég sdd doalk id &ﬁbm&agm@ &, el foRESRTY Meges.
Step 204, after flndln tree mat ches the tree obtal ned by

par si ng, 1&@%@&@6&%@% ébc éﬁ?Mets@ode neflacd thehgisuglolapom afrtbe syebkife. t hey are

the sane,, e e 2UC A f

205, " det drRiREed e bR M RBHEL BeaBHrSER Bt BoBhRinra websi ce.
and the phoeadite.DigRe types oSiodps ROE Ji et nitaenk kdthe v aaMeRsk beto be
recogni zed i s a_ phishing website, and grevent users from browsing the

phi shi ng We&H&: tfén 6xamphuesp1@ﬁiﬁaauw@mte A} podaskiasludivg adcowtingw bdiat t he
pre-storeds ar;{pgfﬁo Al hDRSRLER éé%%gﬁaﬂiefeégtum oﬁgul%,%&b‘f%@g@ﬁ fd%l fiz an

exanple. "Sim pre-store rees of risky
websi t es the affectddfhihe %)peof theaotidd (9 thé vigadliloyout, aﬁ:tqemb@dnmlt wegrhtdae DOM t r ee
of the web itog_tngﬁrecogm zed with the pre-stored DOMtrees and finding a
mat chi ng™ e
When the nodes of the DOM tree are weighted, the website recognizing apparatus

sets different weights for different nodes of the DOM tree according to different types

of the nodes. The higher the weight, the more important the node and the larger the

affect the node has to the layout, i.e. the more relative the node to the feature of

obtaining user account and password. For example, weights a of different nodes are



addresses corresponding to the two DOMtrees are the same, it is determ ned
that the website to be recognized is a risky website. If the two DOM trees
are different, it is determned that the website to be recognized is a

secure website. In practical applications, even if the pre-stored DOMtrees

are updatjgehierabNoweibal I %l‘i kR WP Bhd @gl hl hf él?[(ﬁl@@ﬂ\%dlq %Viﬂﬁﬂtl%@ DM trees of

all risky websites. Therefore, even | ress o Si'te to be
recogni zdehpug 2dyt the meighénta wiot hodchiogke hﬂn tihessteoftelderi. &}kmcwezbghttoés t he

et nod. ndd P Ao T T ot 2Cs S gBSgE Gh B et of M BellaPe gy °

si tuati onntieatimt Re.Pi.[56B: ¢S], Q@ANUgﬂ?@faﬁhﬁgé ELLR AT hﬁ@ﬁﬁh@fmﬁlhﬁ gecure
websi tes, although t here may. be error in recognl zed result, this manner

will not irebisynild. dervaigy diepsibiest @ﬁ’d%.li‘sé‘@dﬁ@ll\h‘fe §i t@ |ahidett hus, thas a

relativel it

the et otk 0a R B e b BT T SR b Ysiansatid by EM RoRhPEs T eves
t he HTM Ichde. [of: 1t4hemmm;|ht@umo<b@ élﬁ@tﬁ@ﬂd@@d,m pReLEess t el OQMVt 1.0
correspondi ng ;o t he HTM, code of the website to be recogni zed, conpares
the DOM the¥Cight ofieajpani iode ¢ indherdpbgili-Sdd- i O ltrygwde oy the dipohidi ng t o

the HTM Ocpql@@ U}gnfﬁmcﬁéﬂt%ga H | LB Sndd oc?ct%'éﬁ%thgﬁlhgwgd@? whet her the

website to be nized Ts a phishing website accor a conp ared
resul t anshanh@6h8dl esmese okt thhe 1mb§)l\t{ eret 6. daenp elcogmntd @@Mnﬁlcst Wkich

- phi shi bsi t can recogni ze t he_phi shing website tinely
ggg gf :‘ Zé’lfggglzﬂ\,\g‘“%aﬂ “éa‘”ﬁﬂb E}Sv[éﬁg/? (&8 ORGP g %P@Mn@"ﬂ’ﬁ’éc bﬁgg'é%ﬁ?’i{jlwebm te
after recQgnid Hgsbha U?d?mmmdmﬁéﬂcﬁw u\a’e'o%u{aa%yg%& tﬁ'ﬁcﬂdﬁﬁf Boik " Ly om bei ng

cheated and safeguards the user's pro it
enbodi memtanysaw dedss amt dpparalQ tfags hmedoghiazi weglat Wbﬁltlhcaamésxodkmvm in

FIG 4, the i.ncl.udes: 0 adapted to parse a
Document Cbj gsgﬁﬁ?\}tgg)if[ SEDHON %‘E Gdethed %%85291@?‘?:‘6 W%%&g@ﬁgﬁﬁé‘nﬁfmg%\ebm te to
be recognf@eetitio of weth R BPAE silfe MR k@thé Odal RERRE STholies €oMPaDeNRge DOM tree
W th pre- stored DOM trees; and a recogni zi ng nodul e 403, adapted to

r ecogni zé fereiche Byriheld, detseming g Hicdee Dadtaeainiclt Goncxsomparserbasesul t .

that when x/n>=60%, it is determined that the website (o be recognized visually
resembles the stored non-phishing website, i.e. the two DOM trees match. This

embodiment does not restrict the weights set to different nodes.

Step 204, after finding the DOM tree matches the DOM (ree obtained by parsing,
compare addresses corresponding to the two DOM trees, if they are the same, proceed

to step 205, otherwise, proceed to step 206,

Step 205, determine that the website to be recognized is not a phishing website,

and the procedure ends.

Step 206, determine that the website to be recognized is a phishing website, and

prevent users from browsing the phishing website.

This embodiment only takes the situation that the pre-stored DOM trees are those
corresponding to secure websites as an example. Similarly, the pre-stored DOM trees

may also be DOM trees of risky websites.

With respect to this situation, after comparing the DOM tree of the website to be

recognized with the pre-stored DOM trees and finding a matching DOM tree, if the



Specifically, the recognizing nodule 403 is adapted to determ ne the
website to be recognized as a risky website if there is a matching DOM tree
anong the DOM trees matching the DOM tree obtai ned by parsing and the
address of the website to be recognized is not the sanme as the address

corr espongiiRgsds Qoh@ﬁ)oﬂ&tn%% % 1%@?\@%005 are the/ R AWe ﬁbtg%ﬁht thaPfhet © Lhe

situation that the nodes”in the DOMtree are not wei e conparing
modul e 402bspeti bé Cfalloyyl/edl(slruddgr website. H the tvsd: Dd?ﬁ\ﬁerm aiendj {farent, idlR2a,
t he stored rees, whether there | a DOV

dapted tp, det ,
b v s Rl G TRt 1 RO DEREDHE 4 o byvabai: it DAt ket he
DOM tree %%»&tdmgn%n& n@m&e%m blas DM 4 ﬁﬁia@&i@c%ﬁ& v AL BN, AS the

mat chi ng tree; first traversing unit 40 adatedtotraverse
in the déﬁ)hﬁddpﬂ@‘@vll}@hf)ﬂ% tigad @ffﬂih@SWh’SH@ﬂe Theus forhes vOOM ttw eddroptdi ned by

parsing t an es. .ang. = . &

determ ni ﬁ%Q}% (’to B‘glcco C[lsdlok&“’ade?eew}cvlﬁﬂg)s%g‘thﬁé}m lﬂ%(tyi%etbﬁlfmt ﬁlé nunber
of sane mﬂ)@ﬁLtOd)Ltlb@)gthTeahnd?Uﬁb%d sdcurodesit@The R aBhkhhdBo XM atigRe reaches
a threshol d, .and determ ne that the matching DOM tree matches the DOM tree

the if tHeliabiilygnd sqihaervtsseitehr eshol d. As shown in FIG5, as to the
situation that the nodes in the DOMtree are wei ghted, the conparing nodul e

402 speci ficalhy tﬂc@ﬁ 1ﬁ%sthal HDOQ/I% s‘(@b@b@l\@%c@é& dh”e%éM adarired dst(.&u%et a

wei ght for each node in trees pre-st ; second determ ni ng
unit 402cychadiesp ttlebugd ttiateen:m hepuazrrmn@;cnb@gstwd eckuDOMi¢ neessr wiletdier t here

is a DOM tree. havi same nodes with the ree obtained by rsi ng, and
take the LWFFériélsp}rgwc%&t%é%s‘?‘f&}t?e@%t? ﬁ“w l“?ié’é"ct%ﬁéﬂlﬁ ¥Wpar si ng
as t he mahghRidhGe tree; a second traversing unit 402f, adapted to
traverse in the depth direction the matching DOMtree and the DOMtree

obt ai ned by Par5| ng to obtain a weight of all the
1 view of the above, the method provided by the embodiment of the present

invention retrieves the HTML code of the website to be recognized, parses the DOM
tree corresponding to the HTML code of the website to be recognized, compares the
DOM tree of the website to be recognized with those corresponding to the HTML code
of non-phishing websites pre-stored, determines whether the website to be recognized
t5 a phishing website according to a compared result and the addresses of the website to
be recognized and the non-phishing websites. The method can recognize the phishing
website timely and effectively, and can prevent users from browsing the phishing
website after recognizing the phishing website, which prevents the users from being

cheated and safeguards the user’s profit.
A third embodiment

This embodiment provides an apparatus for recognizing a website. As shown in

FIG.4, the apparatus includes:

a parsing module 401, adapted to parse a Document Object Model (DOM) tree

corresponding to page code of a website to be recognized,;

a comparing module 402, adapted to compare the DOM tree with pre-stored DOM

trees; and
a recognizing module 403, adapted to recognize the website to be recognized

9



sanme nodes; and a second matching determining unit 402g, adapted to
determ ne whether a ratio of the weight of all the sane nodes to the total
nunber of nodes of the matching DOM tree reaches a threshold, and determ ne
that the matching DOM tree matches the DOM tree obtained by parsing if the

ratio reagh&fidons olbhpaRaléy Furthernore, as shown in FIG 7, the apparatus
may further include: a retrieving nodul e 404, adapted to retrieve page

code of the website to be recognized according to an address of the website
to be recognidpediically, the resogiieing ofoduletidnowdpicdie detetnhiod thervebsited toy t he

enbodi ment of .t he present  i.nvention ret_'e% e HTM. cod t he website
to be re_é%cgorfﬁniég% as 6&?5;%%‘{ ep ﬁgc ’%&W? }Sﬁﬂlg%ﬁlp@?ﬁ%ﬁ(ﬂp%a@@g ﬁ’gw L°Code of

t he V\BbSlzﬁaﬁcI_iiQ%bﬁh DENG IideZ 6i6lainE@ WP afeesing RBd DEVLidee &f bheenyabsstie to be
recogni zed with those corresponding to the FI TM. codes of non-phi shing

websi t es "PAENFES ! thfetacris tessaddiss peirespheding bsthe aragahiteDPM behi zed is a
phi shing website according to a conpared result and the addresses of the

vebsite to bRe6ANTh F9E.20d d iR JesAB0UNG.IRES! higspolhelBINeY can
recogni ze the phishing website tinely and effectively, and c¢an prevent the
user s fr omigrtehshagntjreingmchicat)2websiitdlahtiades: ecogni zi ng t he phi shing
website, which prevents the users from being cheated and saf eguards the
user's profit. . The above sequential nunhers of the el iments are
rorel y sed fBF SRR g EReNGREL R SHGHTD g e STR CoMdgHbt | ng ¢ he
pr ef er enGge@fer i@ QANAGUTRRBLEving samSRIR:s HifRBe DOM Nee skad: FRpLSingf the
present invention may be inplenented by software stored in a

conput er 2n@ &kghe DM itigmhaeing sarapnodeshaitltl thei BRM tree olfhiscd by egoinggs
descriptkﬁg%aéhggggb¥wrreferred enmbodi nrents of this invention and are not

for use in Iim ec:protection scope thereof. Any changes and

nodi fi cati ons can be nade by those skilled in the art w thout departing
fromthe spi afitst ohvdrbing uninn@at, adiprand ttakesefmhe dshdlette lgovaekdgW t hi n
t he prot%ﬁsion sc%pe 8% set bg t he appended clains. CLAI M

M tree and the DOM tree obtained by parsing to obtain the number of same nodes;

and

a first matching determining unit 402¢, adapted to determine whether a ratio of the
number of same nodes to the total number of nodes of the matching DOM tree reaches a
threshold, and determine that the matching DOM tree matches the DOM tree the if the

ratio reaches the threshold.

As shown in FIG.6, as to the situation that the nodes in the DOM tree are weighted,

the comparing module 402 specifically includes:

a weighting unit 402d, adapted to set a weight for each node in the DOM trees

pre-stored;

a second determining unit 402e, adapted to determine, among the stored DOM
trees, whether there is a DOM tree having same nodes with the DOM tree obtained by
parsing, and take the DOM tree having same nodes with the DOM tree obtained by

parsing as the matching DOM tree;

a second traversing unit 402f, adapted to traverse in the depth direction the

matching DOM tree and the DOM tree obtained by parsing to obtain a weight of all the

10



. A nmethod for recognizing a website, conpri sing: par si ng a Docunent
bj ect Model (DOM) tree corresponding to page code of a website to be
recogni zed; conparing the DOMtree obtai ned by parsing with pre-stored DOV
trees; recognizing the website to be recogni zed according to a conpared
result. same nddesTR®l Met hod of claim 1, wherein the recognizing the website
to be recogni zed according to the conpared result conprises: if there
is a matching DOM tree anong the pre-stored DOMtree and an address of the
website to bas¢eseghichees ql%etmumﬂgmlmfiﬂzg,@dmmd @ddtcetgswo‘flwtiwéd tdtoctii ng DOM

t3r e_el_hedre};ﬁ%%[%h?& aﬁlqgé sa&nc 4] %Sb{so 1 'IC Oﬁ.cﬁ nl?mb(n O g gl W}E ﬁim\,\glbrslleéeby

par si ng wedched Hghrghekisiual (ﬁ:ﬁlelBﬁ?M ﬁhﬁﬁtﬁs nﬁlﬁﬂﬂﬂfg B@M tree matcHy 1@ MONAGe anong
the pre-stored DOMtrees, whether there is a DOMtree having sanme nodes

with the %WQ&P%%%&ﬁﬁ@HHH91%§P§Vﬁ@[“$$wkhere is such a DOM tree, taking
the DOM tree having sane nodes with the DOMtree obtai ned by parsing as a

mat chi ng DOVEL fg@mold, 8Y 9{0%\'/1{‘19 P2 L%%@;hmﬂls Iy I*Lt?tﬂ(nnﬁ@lu@@t ching DOM tree
ng t

and the DOM tree obtai ned by parsi a nunber of sane nodes;
if aratio of the nunber of sanme nodes to a total nunber of nodes of t he
mat chi ng DOMRtplgevingavhdge allithnégtol t, raiecver pagi agetdiahe tiwbsitate eng DOV

h hod of cl
1! “wnor e KON ST RONI bl 5 el Bon L e BT o Respemiettor od oM (rees

conpri ses: melghtlng each node of the pre-stored DOMtrees,

det er mi ni ng, lianReRgot the dbb&(, sthe meshddMob 1dee by Wb ehitedidhele the p@s@@\/' tree
havi ng sane nodes with the DOV tree obtained by parsing, taklng t he DOM
tree havilhgniaeetiiowsdhadld vy pedendvie rebsippdicrieerasireparsicn dhab O mat chi ng

DOM tree L Qﬁggp%h&gg t ThePHERAL Boll SEHL LRBsitd ljaeocqgt}ég,mzed compares the

DOM tree of the website to be recognized with those corresponding to the HTML codes
of non-phishing websites pre-stored, determines whether the website to be recognized
is a phishing website according to a compared result and the addresses of the website to
be recognized and the non-phishing websites. The method can recognize the phishing
website timely and effectively, and can prevent the users from browsing the phishing
website after recognizing the phishing website, which prevents the users from being

cheated and safeguards the user’s profit,

The above sequential numbers of the embodiments are merely used for facilitating

the description but not used for denoting the preference of the embodiments,

Some steps in the embodiments of the present invention may be implemented by

software stored in a computer-readable medium, e.g. CD or hard disk.

The foregoing descriptions are only preferred embodiments of this invention and
are not for use in limiting the protection scope thercof. Any changes and modifications
can be made by those skilled in the art without departing from the spirit of this
invention and therefore should be covered within the protection scope as set by the

appended claims.



tree obtained by parsing and the matching DOMtree to obtain a wei ght of
t he sane nodes; and if aratio of the weight of the sane nodes to a
total nunber of nodes of the matching DOMtree reaches a threshold,
determining that the matching DOMtree matches the DOM tree obtai ned by
par si ng. 5. The met hod of anyone of claims 1 to 4, wherein the
pre-stored DOMtrees are corresponéﬁ fﬂﬁ\/{% page codes of secure websites
pre-stored and are refreshed every pre-defined tine period. 6. The

met hod of cl ai Riplegnh@r RlcBatibRg @neﬂéagaggpggwbtrees are corresponding to
page codes of risky meb5|tes pre store 7. An apparatus for

recogni zing a website, conprising a parsing nodul e, adapted to parse
a Docunent CﬁP@ﬁEc%Bd@kn@EKNmuﬁﬁ@ekb6?®e§pawdwngﬂKmdmagep@@ﬁexbﬂﬁa,meb5|te
to be reco Qh% &%Luxonl(ﬁeonparlng nodul e, adapted to conpare the DOMtree
obtalned\%y Wt pre-stored DOM trees; and a recogni zi ng

nodul e, adapted to recogni ze the website to be recogni zed according to
conpar ed resubihparing the BOMhec appateatiypacdingcivith felstomer@inrdee recogni zi ng
nodul e is further adapted to determne that the website to be recognized is

a risky website if the there i t.ching DOMtree anong the DOM trees
pre- st or ed aﬁﬁogﬁfaﬁdweggmﬁﬁt?E%“ﬁ@%@f% (¥6“%éﬂpééﬁﬁﬁﬁkéde$%tdlfferent from
that of the matching DOMtree.

2. The method of claim 1, wherein the recognizing the website to be recognized

according to the compared result comprises:

if there is a matching DOM tree among the pre-stored DOM tree and an address of
the website to be recognized is different from an address of the matching DOM ftree,

determining that the website {0 be recognized is a risky website.

3. The method of claim 1, wherein the comparing the DOM tree obtained by

parsing with the pre-stored DOM trees comprises:

determining, among the pre-stored DOM trees, whether there is a DOM tree
having same nodes with the DOM tree obtained by parsing, if there is such a DOM tree,
taking the DOM tree having same nodes with the DOM tree obtained by parsing as a
matching DOM tree, traversing in a depth direction the matching DOM tree and the

DOM tree obtained by parsing to obtain a number of same nodes;

if a ratio of the number of same nodes to a total number of nodes of the matching
DOM tree reaches a threshold, determining that the matching DOM tree maiches the

DOM tree obtained by parsing.

4. The method of claim 1, wherein the comparing the DOM tree with the

pre-stored DOM trees comprises:

weighting each node of the pre-stored DOM trees, determining, among the
pre-stored DOM trees, whether there is a DOM tree having same nodes with the DOM
tree obtained by parsing, taking the DOM tree having same nodes with the DOM tree

obtained by parsing as a matching DOM tree, traversing, in a depth direction, the DOM



9. The apparatus of claim 7, wherein the conparing nodul e further

conpri ses: a first determning unit, adapted to determ ne, anong the
pre-stored DOM trees, whether there is a DOMtree having same nodes with
the DOM tree obtained by parsing, taking the DOMtree having sane nodes

W th the (JdOMui4i68 lﬂ?}{)zﬁ’siﬂg%ﬁﬁ”t HEQmQQMny@@M tl(,é tbe&?t nsd ﬁE’iQth & VL tpee, a
unti

first traversing apted to traverse, direction, the

mat chi ng nDAM; aed ee and the DOM tree obt ai ned by par5| ng to obtain a nunber
of sanme nodes; a first matching determning unit, adapted to determ ne
whet her a rat sanme nodes to total nunber of nodes of
the. mat hi ng riom tr e e ehiRgce Sl Rl BRES Sancrofuolifien 8 TRES Shie®hat ohi ng
DOM t r ee pr¢iihe HOMerdOMat ke Qbéﬁbmedict@:)’mﬁﬁhﬁg,s tHag thd mhftBinkad OV eaches t he
threshol d. 10. The ﬁf?arat us of claim?7, wherein the conparing nodul e

further coHgicsgresOM tree abtgiepdhy Pagingni t, adapted to set a weight for each
node of the DOM trees pre-stored, a second determ ning unit, adapted

to determ neg E@xﬂ@ﬂx&ﬂ%f%g%%%v{%ﬂ?&é wY@‘&EhﬁJprQﬁﬁ@d b%)l\/?tip%qgree

havi ng sane no es W t t{ree obtained arsin and take the DOM
t r ee havicogesgamiingadgmgwicdthest dfeseDo \tveleﬂwlpteastmed Aoyl qaamimgemmeay mat chi ng
DOM tree; a second. traverS| ng unit, adapted to traverse, in a depth

di rect i oRe" @ﬁéwﬁéww DOM tree and the DOV tree obtained by parsing to
obtain a weight of all the sane nodes; and

6. The method of claim 1, wherein the pre-stored DOM trees are corresponding to

page codes of risky websites pre-stored.
7. An apparatus for recognizing a website, comprising:

a parsing module, adapted to parse a Document Object Model (DOM) tree

corresponding to page code of a website to be recognized;

a comparing module, adapted to compare the DOM tree obtained by parsing with

pre-stored DOM trees; and

a recognizing module, adapted to recognize the website to be recognized

according to compared result.

8. The apparatus of claim 7, wherein the recognizing module is further adapted to
determine that the website to be recognized is a risky website if the there is a matching
DOM tree among the DOM frees pre-stored and an address of the website to be

recognized is different from that of the matching DOM free.
9. The apparatus of claim 7, wherein the comparing module further comprises:

a first determining unit, adapted to determine, among the pre-stored DOM trees,
whether there is a DOM tree having same nodes with the DOM tree obtained by parsing,
taking the DOM tree having same nodes with the DOM tree as a matching DOM tree if

there is such a DOM tree;

a first traversing unit, adapted to traverse, in a depth direction, the matching DOM



a second matching determining unit, adapted to determ ne whether a ratio of
the weight of all the sane nodes to a total nunber of nodes of the matching
DOM tree reaches a threshold, and determ ne that the natching DOM tree

mat ches the DOM tree obtained by parsing if the ratio reaches the

threshol dreelahd thelHONMRPAS RS 8 p&ikRly %3 tafnd] SldSer P 1§ | 3g: a
f

retrieving nodul e, adapted to retrie e page co e website to be

recogni zed according to an address of the website to be recognlzed
a first matching determining unit, adapted to determine whether a ratio of the

number of same nodes to a total number of nodes of the matching DOM tree reaches a
threshold, and determine that the matching DOM tree matches the DOM tree obtained

by parsing if the ratio reaches the threshold.
10. The apparatus of claim 7, wherein the comparing module further comprises:

a weighting unit, adapted to set a weight for each node of the DOM trees

pre-stored;

a second determining unit, adapted to determine, among the stored DOM trees,
whether there is a DOM tree having same nodes with the DOM tree obtained by parsing,
and take the DOM tree having same nodes with the DOM (ree obtained by parsing as a

matching DOM tree;

a second traversing unit, adapted to traverse, in a depth direction, the matching
DOM tree and the DOM tree obtained by parsing to obtain a weight of all the same

nodes; and

a second matching determining unit, adapted to determine whether a ratio of the
weight of all the same nodes to a total number of nodes of the matching DOM tree
reaches a threshold, and determine that the matching DOM tree matches the DOM tree

obtained by parsing if the ratio reaches the threshold.
11. The apparatus of claim 7, further comprising:

a retrieving module, adapted to retrieve the page code of the website to be

recognized according to an address of the website to be recognized.



