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DESCRIPTION

Contents Data Management Method

Technical Field

This invention relates to a contents data controlling method and apparatus, a
data processing apparatus, a contents management method and a recording medium,
in which contents data acquired such as by downloading over the network are
reproduced or managed based on the using condition information appended to the

contents data.

Background Art
| Recently, on-line distribution of music contents employing a network, such as
Internet or cable television, has come to be put to practical application.

If, in this distribution system for music contents, the contents distributors
distributing the musical contents over the network do so e.g., over the Web. The user
exploiting this music distribution system uses his or. her own personal computer to -
access the Web furnished by the contents distributor to download the desired music
contents.

Meanwhile, the contents purveyor must supervise the copyright of the contents.
So, the contents distributor recognizes the users, who have accessed the Web over the

Internet, by the ID information or the secret identification code, to distribute the



Abstract: A nmethod for, for exanple, integrally handling nusiicapriczotdent s
of different formats present on one personal conputer while protecting
the copyright of the contents. A reproduction application (A (311)
manages the nusical content distributed froman EMD server (A) (4-1). A
conprehensi ve managing unit (315) nmanages nusical content distributed
froman EMD server (X) (4-3) and transfers it to a portable device (6-3).
The format of the wusage rule of the npusical content managed by the
reproduction application (A) (311) is different fromthat managed by the
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append the using condition information to the music contents to be furnished to the -
user.

There are a number of contents distributors furnishing the music.contents, with
the encryption system of the music contents or the statement format of the using-
condition information .differing from one contents purveyor to another. So, the user
has to purchase the player application for downloading or reproduction for each
contents purveyor to repro'dﬁce the music contents in accordance with the pre-set
player application.

Meanwhile, if a user has music contents distributed. from plural contents
purveyors using these plural player applicatioﬁs, music contents of a number of using
condition information are stored on one personal computer.

However, in the respective player applications, the formats of e.g., the using
conditions or the encryption systems of the music cont.eﬁts handled are prescribed such
that music contents of different formats cannot be handled. If these using condition

- formats are discounted in transferring the contents data among different players, plural
using conditions exist for one contents or the specified values stated in the using
condition information, such as number of times of reproduction; stated in the using
condition information, cannot be updated, such that the music contents cease to be

protectable. As a result, the user is unable to handle the music contents on one

personal computer e.g., in a unified fashion.
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It is therefore an object of the present invention to provide a contents data
control apparatus which enables plural contents present on e.g., a sole personal

‘computer to be handled in a unified fashion, as the protection of the copyrights for the
contents is maintained.

It is another object of the present invention to provide a contents data control

“method.which enables plural contents present on e.g., a sole personal computer to be
handled in a unified fashion, as the protection of the copyrights for the contents is
maintained.

It is still another object of the present invention to provide a srorage medium
having stored therein a program which enables plural contents present on e.g:, a sole
personal computér to be handled in a unified fashion, as the protection of the
copyrights for the contents. is maintained.

It.is still another object of the present invention to provide a data processing
apparatus which enables unified management of conients data handled in a sole system

“of a personal computer, . as: the protection of the copyrights for the contents- is
~maintained, to increase the degree of freedom of handling of the contents data.
It is still another object of the present invention to provide a contents
management method which enables unified management of contents data handled in
a sole system of a personal computer, as the protection of the copyrights for the

contents is maintained, to increase the degree of freedom of handling of the contents



data. processing apparatus, a contents managenent nethod and a recording
medi um in which contents data acquired such as by downl oadi Aprilod®d t he
network are reproduced or managed based on the using condition information
appended to the contents data. Background Art Recently, on-line
di stribution of nmusic contents enploying a network, such as Internet or
cable television, has cone to be put 440 practical application. If, in this
distribution systemfor nusic contents, the contents distributors
distr%ﬁg&ing t he nmusical contents over the network do so e.g., over the
Veb. -user exploiting this nusic distribution systemuses his or. her
own personal conputer to access the Wb furnished by the contents
di stri but orlt iostilbwnbtied obiet d€the prlesens irventiontterprovidéea sidrage mddienm
contents purveyor nust supervise the copyright of the contents. So, the
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distribute the | April 2004 2 encrypted nusic contents only to an
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information to the nusic contents to be furnished to the wuser. There are a
nunmberfop the eatitentssis dhaintdiled, toSintriabe 3he dggidacoMsédo T IpHdbingVéft the t he
encryption systemof the nusic contents or the statenent format of the
usi ng | 5i.on information differing fromone contents purveyor to
anoth&#&gﬁga%ﬁe user has to purchase the player application for
domnloadinq -or reproduction for each ) ) )

n accordance with a first aspect of the invention, there is provided a control

apparatus for control data for managing one or more contents data and the using
condition information stating use conditions of each contents data and for controlling
the corresponding contents data based on the using condition information, according
to the present invention, includes means for converting the using condition
information stated in a pre-set format into the using condition information of another
format having the same contents.

In this contents data control apparatus, the using condition information, stated
in a pre-set format, is converted into another format having the same contents as the
pre-set content.

In accordance with a second aspect of the invention, there is provided a control
method for control data for managing one or more contents data and the using
condition information stating use conditions of each contents data and for controlling
the corresponding contents data based on the using condition information, according

to the present invention, includes a step of converting the using condition information



contents purveyor to reproduce the nusic contents in accordance with the
pre-set player application. Meanwhile, if a user has nusic IcHpuledfi0d
distributed. fromplural contents purveyors using these plural player
applications, nusic contents of a nunber of using condition information
are stored on one personal conputer. However, in the respective player
applications,.the formats of e.g., the using conditions or the encryption
systens of the nusic contents handl ed are prescribed such that mnusic
contents of different formats cannot be hanpdled, If these usjing _condition
for mats-gatﬁ‘? d R Jwerspt dormat 1t the Sising gondEI, MileRpationof anrther dormatr ent

pl ayers, plural using conditions exist for one contents or the specified
val ueshasimg e sametdomtergs.ng condition information, such as nunber of tinmnes
of reproduction, stated in the using condition information, cannot be

updated, s S| - Pr; e .
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conputer e.g., in a unified fashion. 1 April 2004 3 Disclosure of the

| nventd 18- e? forenat s conyered it wnether dermaichaying Bie same, eontews as she pesri de a
contents data control apparatus which enables plural contents present on
e. g., sét ssitentper sonal conputer to be handled in a unified fashion, as the
protection of the copyrights for the contents is maintained. It is another
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be handled in a unified fashion, as the pkoiéétion of the copyrights for
t he cantdinmshawing stored therein a control program for control data for managing one or
more contents data and the using condition information stating use conditions of each
contents data and for controlling the corresponding contents data based on the using
condition information, according to the present invention, is so configured that the
control program for the contents data includes a processing for converting the using
condition information stated in a pre-set format into the using condition information of
another format having the same contents.
In this recording medium, the control program of the contents data converts the
using condition information, stated in a pre-set format, into another format having the
same contents as the pre-set content.
In accordance with a fourth aspect of the invention, there is provided a data
processing apparatus according to the present invention includes one or more
application for reproduction for managing one or more contents data and the using

condition information stating the using condition of each contents data and for

reproducing the contents data based on the using condition information, and a



maintained. It is still another object of the present invention to provide
a srorage nedi um having stored.therein a program whi ch enall Aprii00#al
contents present on e.g:, a sole personal conputer to be handled in a

uni fied fashion, as the protection of the copyrights for the contents. is
maintained. It. is still another object of the present invention to provide
a data processing apparatus which egables unified managenent of contents
data handled in a sole system of a personal conputer, . as, the protection
of the. copyrights . for. the contents - is . nmaipntained, to increase the
degr eéompfﬁg%él‘@rrﬁﬁmeﬁﬁn managepent wait formanagingithe qantends datq andibener

obj ect of the present invention to provide a contents managenent nethod
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of a personal conputer, as the protection of the copyrights for the
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invention to provide_a storage medium havi n%bét ored therein a program
whi ch systgp! vsedibyfeash anphiggeon sndothe formmahof theusingheenfliian iinfarmagioa syst em
of a personal conputer, as the protection of the copyrights for the
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the contents data. In accordance with a first aspect of the invention,
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conditions of each contents data and for controlling
the using condition information from the application for reproduction to the
comprehensive contents management unit.

In this data processing apparatus, the contents data and the using condition
information are transferred by the encryption system of the contents used by the
comprehensive contents management unit and by the format of the using condition
information prescribed by the comprehensive contents management unit.

In accordance with a fifth aspect of the invention, there is provided a contents
management method for managing one or more contents data and the using condition
information, stating the using condition of each contents data and for managing one or
more application for reproduction, and adapted for reproducing the contents data
based on the using condition information, by a comprehensive contents management
unit, according to the present invention, includes transferring the contents data and the
using condition information from each application for reproduction to the

comprehensive contents management unit using a transfer protocol having a unified

format for the contents data encryption system and the using condition information.



the correspondi ng contents data based on the using condition informtion,
according to the present invention, includes means for convehpilZgOtnhe
using condition information stated in a pre-set format into the using
condition informati on of another format having the sane contents. In this
contents data control apparatus, the using condition information, stated

in a pre-set format, is converted into another format having the sanme
contents as the pre-set content. In accordance with a second aspect of the

i nvention, _.there is provided a contrql . nethod for coptrol .data f.ar
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stating use conditions of each contents data and for controlling the

cor r espfongiatign acntremdferred isingabe dnifredt thanstiai protacohdi ti on i nf or mati on,
according to the present invention, includes a step of converting the
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t he using congltlon I nformati on*of anot her tor it ng the sane
contents, In this contents, data contro] nmethod, the using conditio
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havi ng the sanme contents as the pre- set content. In accordance with a

t hi r d nagpehig ohe bhendrewontds datahaiEthesuding codéidion inéedationg stavig ther havi ng
stored therein a control programfor control data for nanaging one or nore
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based on the using condition information, according to the present
i nventérradugtson; oand mdapigde fort Feprodweng the contents data based on the using

condition information, according to the present invention, is so configured that the
comprehensive contents management application includes a processing program for
transferring the contents data and the using condition information from each
application for reproduction using a transfer protocol having a unified format for the
contents data encryption system and the using condition information.

In this recording medium the comprehensive contents management application
stored therein transfers the contents data and the using condition information using the
unified transfer protocol.

In accordance with a seventh aspect of the invention, there is provided a data
processing apparatus comprising: a reception interface for receiving first contents data
furnished from a first contents server and second contents data furnished from a
second contents server; a comprehensive contents management unit, inclusive of said

reception interface, for supervising said first and second contents data and the using



control programfor the contents data includes a processing for converting
the using condition information stated in a pre-set format lifput 2084 using
condition information of another format having the sane contents. In this
recordi ng nmedium the control program of the contents data converts the
using condition information, stated in a pre-set format, into another
format having the sane contents as yhe pre-set content. In accordance with
a fourth aspect of the invention, there is provided a data processing

apparatus. according.to the present invention includes one or nore
appl i &aflﬁﬁwnr o %a@fmgﬁhﬁd}sxrrﬁaﬁ%dﬁﬂgn%ﬁ@r #id sk and seeandscopienisand t he
using condition information stating the using condition of each contents
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information, and a 1 April 2004 6 conprehensive contents managenent unit
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contents managenent unit converting the contents encryption system used by
each aplg eerdigan dptpromasionoematoystl mhsaid womprekensivg eentenfsomangenenti nt o
the contents encryption systemused by the conprehensive contents
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condition information are transferred by the encryption system of the
cont egpstenéedisbd bhesaid crnmpricheriive ecopendstmanagemeniewtitumhereind whent he
format of the using condition

transferring said first contents data and the using condition information appended to

the first contents data to said comprehensive contents management unit, the format of

the using condition information appended to said first contents data is converted into

the format of the using condition information used by said comprehensive contents

management unit.

In accordance with an eighth aspect of the invention, there is provided a
recording medium having stored therein a comprehensive contents management
software for supervising the first and second contents data and the using condition
information stating the using condition of said first and second contents data to
supervise the contents data based on said using condition information, comprising: a
reception interface for receiving first contents data furnished from a first contents
server and second contents data furnished from a second contents server; a using

condition conversion program for converting the format of the using condition

information employed by said first contents server into the format of the using



information prescribed by the conprehensive contents nmanagenent unit. In
accordance with a fifth aspect of the invention, there is pr?%ﬂﬂfﬁoé&
contents nanagenent nethod for nmanagi ng one or nore contents dat 5 and t he
using condition information, stating the using condition of each contents
data and for nmanagi ng one or nore application for reproduction, and
adapted for reproducing the contents data based on the using condition

i nformation, by a conprehensive contdlts nanagement unit, according to the
present invention, includes transferring the contents data and the using
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unifie for for the gontents data encryption stem.and the usin

condi ¢ KmaF o GheringCoNdIAGR ARToFmRROR O GRIERLS 6 D tA RERARRFORIEt hod,
the contents data and the using condition information are transferred using
t he unidrvercbdingidsd sameaotheciormat of decusingrorditiontinforaiation afSthe contents he
invention, there is provided a recording nediumhaving stored therein a
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the using condition information, according to the present invention, is so
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a processing programfor transferring the contents data and the using
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system and the using condition_ informtion, ] i
format of the using condition information used by said comprehensive contents

management unit.

Brief Description of the Drawings

Fig.1 shows a system structure of a music contents distributing system
embodying the present invention.

Fig.2 explains the configuration of a personal computer used in the content data
management system.

Fig.3 explains the configuration of a portable device included in the content
data management system.

Fig.4 explains functions of the personal computer.

Fig.5 shows an example of display/operation-instructive window.



In this recording medi umthe conprehensive contents management; apgldgeat i on
stored therein transfers the contents data and the using condition
information using the wunified transfer protocol. In accordance with a
seventh aspect of the invention, there is provided a data processing
apparatus conprising: a reception interface for receiving first contents
data furnished froma first contents server and second contents data
furnished froma second contents segver; a conprehensive contents
managenent unit, inclusive of said reception interface, for supervising
sai d T11st. iy SREAOSh ERIFIRYOR IR Aduiwhith tHE rétbriniioloraf ke the
condition information stating the using conditions for said first and
second_content,s .. data; and a using condition conversion program for
converdisplgy it disp of the using condition information enployed by said
first contents server into the format of the ,usir}? condition.information
enpl oyed i nFiga7 dxpleinsrustifind heedlieg ot sertentsrimyingditiergnt formatefrom 8¢ of t he
using condition information of contents used by said second contents

ser verdiggitigot teansier isthehgudio contened distribuimigreysteandi ti on i nf ormati on of
the contents used by said conprehensive contents managenent unit; wherein

when tr a”Sﬁ%%@%etgﬁ%sgmfeitlﬁgaﬁoﬁ%%kﬁ 2dififle@9nkhe protaol aepeti ddn

i nformation irst contents data to.said conprehensive
contents pmanagenent unit, the format of the using condition information

- appendRRPIGBIORIYER | rst contents-data is converted into the format of the
using condition information used by said conprehensive contents managenent

.unit. In acPigBdiusrates thedormagnf theaoytioelyarsedising gendition inforgatiqns
provided a recording nmedium having stored therein a conprehensive contents
managenent Fig.10 illustrates a file constituting the unified using condition information
employed in a comprehensive management unit.
Fig.11 illustrates the structure of an automaton file of the.unified using
condition information.
Fig.12shows an example of an automaton indicating the operation transition of
music contents stated in the automaton stating portion of the automgt'on file.
Fig.13 represents the automaton in a tuple string.
Fig.14 illustrates the structure of the automaton stating portion.
- Fig.15 shows an event and a command defined in a DTD determined based on
the specification of an XML.
Fig.16 shows a first statement example of the automaton stating portion.
Fig.17 is a state transition view of the first statement example.

Fig.18 shows a second statement example of the automaton stating portion.

Fig.19 is a state transition view of the second statement example.



software ‘for supervising the first and second contents data andapieoesi ng
condition information stating the using condition of said first” and second
contents data to supervise the contents data based on said using condition
information, conprising: a reception interface for receiving first
contents data furnished froma first contents server and second contents
data furnished froma second contents server; a using condition conversion
program for converting the format of ¢ he using condition information

enpl oyed by said first contents server into the format of the using 1 April

2004 . 7b condition infor i,on empl oyed in.sai d copprehensive,.contents
nmanagenent Fﬂ?‘b Sﬁﬂ‘éfs aftg}rﬁgatgmepﬂgxq}ﬁpﬁgo AU {H)rhﬁﬁﬁﬂﬁtﬁ%ﬂoﬁf contents
used by said second contents server being the sane as the format of the
usi ng condi FigRliins statetransition vienws afdhe hird staiemsentgxaaplg. conpr ehensi ve
contents managenent unit; wherein when transferring said first contents

data and t hBjgi8P BHoeeRdouithstiteentekimplepihiededomatdmgtafing portiepnt ent s
data to said conprehensive contents nanagenent unit, the format of the

usi ng condi [ [ ' ' j |
converted i H%ﬂ? ﬁ'gg%g}ﬁ %3@8@9?(%’2%3@?’%3‘6@% ilc{ ?f;ﬁltel ﬁ?@%ﬁg{?*ﬁ%@ggﬁg‘y said
corrpreg&,nsi ve contents managenent unit. Brief Description of the Draw ngs
Fi g. 1 HH8WBalOBystem structure of a nusic contents distributing system
enmbodyi ng t he gr esent invention. Fig.2 explains the configuration of a
per sonal- coFjgi24illustedes thetshaicbwntin casalthesparametyyditethasdesnahanged,. 3
explains the configuration of a portable device included in the content
. Fig.25illustrates the structure of a parameter statement portion of the parameter
file.
Fig.26 illustrates a method for supervising the contents by the comprehensive
- management unit. - ..
Fig.27 illustrates the processing sequence in case the comprehensive
management unit is installed from a CD-ROM.
. Fig.28 - illustrates the processing sequence in case the comprehensive
- management unit is installed on being downloaded from the network.
Fig.29 illustrates an updating sequence from a ripping key to an EMD key.
Fig.30 illustrates a first example of the EMD key updating sequence.

Fig.31 illustrates a second example of the EMD key updating sequence. -

Best mode for Carrying out the Invention
Referring to the drawings, a music contents distributing system; embodyingthe

present invention, representing the best mode of execution of the present invention,



data management system Fig.4 explains functions of the personak,cofuter.
Fig.5 shows an exanpl e of display/operation-instructive w ndow. Ii April
2004 8 Fig.6 shows an exanple of the wi ndow which the recording program
makes the display unit display. Fig.7 explains unified handling of
contents having different formats fromone distributor to another in the

musi ¢ contents distributing system Fig.8 illustrates the rel ation between
a unified transfer protocol |ayer andgan application |ayer.
Fig.9,illustrates the format of the routinely used-using condition

| nf or mad L Aty in Bl dbQil. TS phRtESferts lstribeoh syt ina shbp aupbehPahiai ng

condi tion™ % ormatiron enployed in a conprehensive managenent unit. Fig.11
illustrateg the structure, of an automaton file he. 11 '
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i ndi catingthe operation transition of nusic contents stated in the

aut onatdew st auter agngdwiork end sthich supaivises thmse-dogrnlpaded musis certeptssande
automaton in a tuple string. . Fig. 14 illustrates the structure of the

aut omab ki eahidhts RAdldW@fronTadCPS shows an event and a conmand -defined in a
DTD determ ned based on the specification of an XM.. Fig.16.shows a first

0L tqreg's?é}n Fig.17 is a state

- Fig.1 shows a system configuration of a music contents distributing system 1

-~embodying the present invention.

The music contents distributing system 1, embodying the present invention,
includes a personal computer 1, a network 2, such as local area network, a registration -
server 3, a plurality of EMD (electrical music distribution) servers 4 (4-1, 4-2 and 4-3)
distributing music contents, referred to below as contents; and WWW servers 5 (3-1
and 5-2). The personal computer 1 has stored therein a storage medium, such as a
memory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to portable
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing
the contenfs.

.. - The personal computer 1 is connected over a network 2 to the EMD registration
server 3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WWW (World Wide Web)
servérs 5 (5-1 and 5-2).

The personal computer 1 receives contents compressed in accordance with a -
pre-set compression system, and encrypts the compressed contents inaccordance with

a pre-set encryption system for storage. As the compression system, ATRAC



Fi g.18 shows a second statenment exanple of the automaton statingnRordgoson
Fig. 19 is a state transition view of the second statenent exaone 1 Apri
2004 9 Fig.20 shows a third statenment exanple of the automaton stating
portion. Fig.21 is a state transition view of the third statenent exanple.
Fig.22 shows a fourth statenent exanple of the automaton stating. portion.
Fi g. 23 shows the structure of a paraneter file of the unified using
condition information. Fig.24 illuptrates the structure in case the
paraneter file has been changed. Fig.25 illustrates the structure of a
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il lustrates the processing sequence in case the conprehensive nanagenent

uni t igxamslealswddon bei ng downl oaded fromthe.-network.. . Fig.29
il lustrates an updating sequence froma ripping key to an EMD key. Fig.30
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|Ilustrat es secon exanpl e of the EMD key updati ng sequence. Best nbde
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contents, to record the distributed data, When recording the conients read out from
e.g., 2 CD, the personal computer 1 generates the using condition information -

depending on the contents reproducing conditions to record the generated using
condition information.

. Also, the personal computer 1 records and stores the. contents, recorded -
encrypted, in the portab!e devices 6 (6-1, 6-2 and 6-3), over th USB cables 7 (7-1, 7-2
and 7-3), along with the relevant information, such as the using condition information,
titles of musical numbers or the names of the performers, while updating the using
condition information responsive to the recording and siorage. This processing is
called checkout. In this checking-out operation, the number of times of possible
checking-out cperations for the contents, recorded by the personal computer 1, is
decremented. by 1 in the using condition information. If the number of times of
possible checking-out operations is 0, the corresponding contents cannot be checked
out. .

Moreover, the personal computer 1 erases the contents stored in the portable

devices 6 (6-1, 6-2 and 6-3), through the USB cables 7 (7-1, 7-2 and 7-3), and updates



present invention, representing the best node of execution of jtAgipoesent

I nvention, 1 April 2004 10 is explained in detail. This nusic contents
distribution systemis such a systemwhich downloads the nusic contents
froma server to a personal conputer or to a portable device over a
networ k and whi ch supervi ses the so-downl oaded nusic contents and nusic
contents read out froma CD. (1) Overall Structure of Miusic Contents
Distributing SystemFig.1l shows a sysiem configuration of a nmusic contents
di stributing system1l enbodying the-present invention. The nusic contents

distri %@h@gﬁﬁ@ﬁ@&ﬁ@%ﬁﬁ%@aa 612&%&}1& Br480Ed. Uhis etRateEIRSadon

per sona suc s local area network, -a

registrati - server 3,.a plurality of. END (electrigal nusig distribution)
erver shifledichesiainy i ik Phediion oasaiphoa BB ool B B8 i Rbipics
bel ow as contents, and WWVservers 5 (5-1 and 5-2). The personal conputer
1 has stheoking-ut eperatiossoceomsdeddn the pessoial gomputerchoisyinetgmented, by luss
cables 7 (7-1, 7-2 and 7-3), and is connected to portable devices 6 (6-1,

6-2, 6-f)is adted that tROEAIEMS infay £86 bEuBadussabRiRteatioof baing ecusedng -t he
contents. The personal conputér 1 is connected over a network 2 to the EMD

registrati Onwgﬁééé;ﬁrtp%’ thgvgrs?gél\{&gﬁ%ﬁgg ;)is:LunrzﬂﬂZt@Bﬁec‘k-ﬁ)th%@nEe?né ffind VW

(World W de ervers _ e personal conputer 1 receives
cnorypt aibERBLiRON GHuBHeE b aneeed Avdeds naflededevic AL BR BT  On'
system for storage. As the conpression system ATRAC
. .computer 1 is only ableto check-in the contents checked out by no other than the
personal computer 1.

When the personal computer 1 has started acquiring the contents from the EMD
servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
personal computer 1 to transmit an authentication key necessary for -reciprocal
authentication between the personal computer 1 and-_the EMD servcr;s 4 (4-1,4-2 and
4-3) to the personal computer 1, over the network 2, while transmitting the program
for-connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the personal computer 1.

The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of the

- personal computer 1 to furnish contents to the personal computer 1, over the network -
2, along with the uging condition information and data relevant to the contents, such
as the titles of the music numbers or the performers.

The contents distributed by the respective EMD servers 4 (4-1, 4-2 and 4-3)

have been compressed in accordance with a pre-set encryption system which may

differ from one server to another. On the other hand, the contents furnished by the



1 April 2004 11 (adaptive transform acoustic coding) 3 (tradengsk)20o MP3
(MPEG audi o | ayer-3) nmay be used. As the encryption system description
(data encryption standard), for exanple, is used. In receiving the

di stributed contents, the personal conputer 1 also receives distributed
using condition information, indicating the using conditions for the.
contents, to record the distributed data, Wen recording the contents read
out from e.g., a CD, the personal c uter 1 generates the using condition
i nformati on depending on the contents reproducing conditions to record the

gener usin o ItLon,informati.on. so, the.personal conputer 1
ecor deMh geteds 449 2 884 pant st i B FRrut G BB C B Bl e
devices 6 (6-1, 6-2 and 6-3)', over th USB cables 7 (7-1, 7-2 and. 7-3),
al ong et encrypsionesystemwhioh mayealse diffetiipmmene servesimgneibedi t i on -
information, titles of nusical nunbers or the nanes of the perforners,

whi | e. updatThg WNeWIseivers §¢hdi, t5-2) afmémmEonsiwesths iryqudso fidie thecor di ng
and storage. This processing is called checkout. In this checking-out

ti : . - : ¢ th
obnt ek @SondiUBriNEET (PhuchisiTR Ui peiSoml Sompfir tiidobldepORERB1S BT 107, | 0
| f- the, nunber of

Chec ki WEGuhas et (hrenicgts suchoas s pEATER RS UneLh es BEriabt s Bng necked
out. . Moreover, the personal conputer 1 erases the contents stored in the
por t abteemparew)i askd@a(@®respendingid tise gontentsricad out fisnule €dhlsushasthe1, 7-2
and 7-3), and updates
. name of the musical number or the composer’s name, to the personal computer-1.
The portable devices 6 (6-1, 6-2 and 6-3) reproduce the contents furnished from
the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.
Each of the portable devices 6 (6-1, 6-2 and 6-3) has a recording medium for
storage of the contents. Asthe recording medium, a unremovable IC memory, loaded
Ao-n an internal'substrﬁtc of an apparatus, or a removable memory card, is used. . The
-portable devices 6 (6-1, 6-2 and 6-3) are connected to the personal computer 1 over
physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.
. The contents, to which is also appended the using condition information, are
transferred in the encrypted and compressed form. |
The portable devices 6 (6-1, 6-2 and 6-3) are usually employed in-such a state
that the respective devices 6 are disconnected from the personal computer 1. If a

replay command is issued from the user in this state, the encrypted contents are read

out from the recording medium and reproduced. Moreover, the portable devices 6 (6-



| April 2004 12 the using condition information in associati dnApdiltdooihe

erasure. This erasure operation .is called check-in. In this check-in
operation, the nunber of tinmes of the possible checking-out operations,
recorded by the personal conputer 1, is increnented by 1. It is noted that

the contents may al so be made unusabl e instead of being erased. It is noted
that the personal conputer 1 is unable to check-in the contents sone other
personal conputer has checked out to t4e portable device 6. That is, the

personal :computer 1 is. only able to check-in the contents .checked out
by no ¥ ] whifihg lihe eBRo dURFioRE LSRR LNCORTKIRE 1 has
startegf g&u%ﬁﬁgﬁrﬁlanﬁ %?@ﬁ?glggg% tl egEI\/E) Eervers (471, .4-2 z;n% 4- 3)

Lot rarIGh iafareheh ARpPecals R bR by, 3F ﬁ&ﬁ%%éfﬂ?iuﬁfﬁ%ﬁﬁécat o

bet ween the personal conputer 1 and. the EMD servers 4 (4-1, 4-2 and 4-3)
to the thercostents,carripdasing the ysing eonditien WBPRN2UOMI | e transmitting t he
program for connection. to the EMD servers 4 (4-1, 4-2 and 4-3) to the

personal conpuherfollowIns iEVR: ganscessard t¢ distingdish thepoftable devices6((6-1,
responsive to a request of the personal conmputer | to furnish contents to

-t he peré%naar{ %on e ardYifer iy aﬁ@tsﬁﬁf)iér referréd &5'%s ﬂ%lﬁ:'&v’:’&a‘s@

condition 1n fata réleva e conte such he

by the ?LS%ZEKF‘J@' %ﬁ?&ﬁ&@@ﬁf{rxt{iﬁﬁ%ﬁﬁfaﬁ%@ﬂbﬁ sonfe w&x‘é@t GEiRe i Sed in

accordance with a pre-set encryption systemwhich may differ fromone
server ¢campuister. On the other hand, the contents furnished by the 1 April
2004

As shown, the personal computer 1 comprises a CPU (central processing unit)
11. The CPU 11 actually executes a variety of applications (will further be described
later) and OS (operating system). A ROM (read-only memory) 12 is also provided in--
the personal computer. 1, and generally stores basically fixed data of programs and .
computational parameters used in the CPU 11. - Also, a RAM (random-access
- memory) 13 is included in the personal computer 1 to store programs used for
cxecutibn of the applications and OS by the CPU 11 and parameters which are
appropriately variable in the execution of the applications and OS. The CPU 11, ROM
12 and RAM 13 are mutually connected to each other by a host bus 14 composed of
a CPU Dbus, etc.
The host bus. 14 is. connected to an external bus 16 such as PCI (peripheral
.. component interconnect/interface) by a bridge 15.
- A keyboard 18 is operated by the user to inpﬁt various commands to the CPU

11. A mouse 19 which is used by the user to point and select a point on the screen of



13 EMD servers 4 (4-1, 4-2 and 4-3) are distributed encrypted April 2004
accordance with a pre- set encryption systemwhich may al so differ from one
server to another. The WMWVservers S (5-1, 5-2) are each responsive to the
request fromthe personal conputer | to furnish to the personal conputer 1
data corresponding to a CD which has read the contents, such as al bum nanme
of the CD or the CD selling conpany) and data corresponding to the
contents read out from the CD, such gs the nane of the nusical nunber or
t he conposer’'s nane, .to the personal conputer 1. The portabl e devices 6

(6-1, 6- - e - . ' rSQr
conput € Y h " theé centent as checke t, out pu € reproduced
dRPfhy it 20.°Rh8 Uity e 2015 8 liuid WA ANREpIRY AT CRIG chflorenal
contents to e.g., a headphqne, not., shown. .Each_of the', portable_devices 6
(6-1, @ubehiaigplay aeancly ol defoematjofami b orfy P ek albpmishe Bbfbens. As
the recording nedium a unrenovable |IC nenory, |oaded .on an internal
subst r atreHBD a(hasbplascadrise) Dt daivesmobadl discdoowyite ardead s progriam. toThe
portabl e devices 6 (6-1, 6-2 and 6-3) are connected to the personal

conput gy Ly RUHy tHRITPUCH ahdiif6fA&E88n (o of from the?hadddigc.3) . such as USB, . for
transferring the contents. The contents, to which is also appended the

comressed {Hptive s a8 e proddfi1Eieii I8 VR AT ABE 4y,

i sconteriieeh discchd GReiugi GhY TeaApiiTeplc dsc 13 apd SPmyCansHARIIE ¥ s ucd
fromthe user in this state, the encrypted contents are read out fromthe
r ecplr dlzcgtcg) Xmll?ighmﬁs donppeted te tt. diitbe 23yand suppigsdhe adddedate\ir pregting 6o 1
o the RAM 13 connected thereto by an interface 17, external bus 16, bridge 15 and host
- bus 14. |
Thc.-USBV port 23 (23-1, 23-2, 23-3) has the portable device 6 (6-1; 6-2, 6-3) .
connected thereto by the USB cable 7.(7-1, 7-2, 7-3), and outputs data (inclﬁding a
content or a command to the portable device 6, for example) supplied from the HDD
. 21, CPU 11 or RAM 13 to the portable device 6 (6-1, 6-2, 6-3) via the intérface 17,
external bus 16, bridge 15 or host bus 14.
An audio input/foutput interface 24 having an IEC (International -
~Electrotechnical .Commission) 60958 terminal 24 interfaces. a -digital audio.
input/output or an analog audio input/output. A speaker 45 provides a predetermined-
. sound-corresponding to each content based on an audio signal supplied from the audio
input/output interface 24.
The accessories including the keyboard 18, the mouse 19, the display 20, the

HDD 21, drive 22, the USB port 23 and the audio input/output interface 24 are



1, 6-2 and 6-3) manage control for limting the reproduction, lhasdd064 the
using condition information appended to the respective contents, or as
necessary, deleting the contents, or updating the using condition
information. In the. following, if it is unnecessary to distinguish the
portable devices 6 (6-1, 6-2 and 6-3) fromone another, they are sinply
referred to as portable devices 6. FIG- 2 is an explanatory illustration
of the configuration of the.personal jgconputer 1. . . As shown, the
personal conputer 1 conprises a CPU (central processing unit) 11. The CPU

11 actug '@é@ﬁqg%é (Erfhed 1?% irPPY CairR0fed 16 thICPUTIINGY (theedemal i bed

| at er) 2R eratirng s ROM (read-only nenory) 12 is al so
provi ded in uter 1, and.generally stores basically
fixed d%ﬁé“%ﬁ”bﬂﬁ@ﬁgﬁ%fg utational paraneters used in the CPU 11.
Al so, a RAM (random access nenDr y) 13 is included in .the personal

conputer. 1 tAcsnmlempatbqnsalﬂscklgéQoml@ﬂd@(b%(béﬁlﬁ%o’tkfz Fﬁétfé‘ﬁﬁmlb&?ﬂ@ﬁ%d and OS
by the CPU 11 and paraneters which are appropriately variable in the

execut i haekets hﬁagﬁéﬂdt@r@mh@@ manndr,data ﬁi@t , Fgdestifor RistratfornorreRAbst¥ar ar e

mut ual | y connected to each ot her by a bus 14 conposed of a CPU bus,

et g ori p§’?@ HPgO %%%%H%%ﬁpéﬁ%d FOM G5 EPU 918(? ﬂﬁ[?@lahab&l% MW%H@Q WHilECl -

erconnect/intertace) by a bridge 15. A keyboard

o e PRILEE Aatay(eds BYDCHIAR BEY o SHarei) SRAEQar 2%%@%%@?%3 a0 e
screen of | April 2004 is a display unit 20. The dlsplay un|t 20 S a
li qui d €PYs1HhIRAM ABay BDDCRT vixthehmdworla .
The CPU 32 of an adaptor 26 formed integrally as a semiconductor IC, and
connected to the personal computer 1 is connected to the CPU 11 by the cgtemal bus
16, bridge 15 and host bus 14 and thus cooperates with the CPU 11 to effect various
processes. The RAM 33 stores data and programs necessary for execution of the .
various processes by the CPU 32. The nom‘rolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off. Tlie ROM 36 stores a-
program for decryption of an encrypted program transferred from the personal -
computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.
The semiconductor IC is designed to have a secured environment and has tolerance
toward fraudulent accesses from outside. This function may be stmb-tured inasoftware - -
program.
The communications block 25 and adaptor 26 are connected to the CPU 11 by
the external bus 16, bridge 15 and host bus 14.

Referring now to FIG. 3, the portable device 6 is schematically illustrated in the



tube) to display a variety of information in the formof a textAgamdiood

I mge. Further, an HDD (hard disc drive) 21 drives a hard disc to wite or
read a programto be i.executed by the CPU 11 and information to or from-
the hard disc. The drive 22 reads data or programrecorded in any of a
magnetic disc 41, optical disc 42 (including CD), magneto-optical disc 43
and sem conductor nenory 44, whichever is connected to the drive 22, and
supplies the read data or programtoy7the RAM 13 connected thereto by an
interface 17, external bus 16) bridge 15 and host bus 14. The USB port 23

(23'1’@%;{'%%@%)26(@3@?@;% he portable device 6 (6-1; 6-2,.6-3) connected

t heret e 7-(7-1, 7-2, 7~3), and outputs data (including a
content or command to_the portable devi for .exa supplied from
The. hDD 21 pvesonics? soaves 4o ass Sibs ek romia gFBOS F o i Rlebfil | 5

via the interface 17, external bus 16, -bridge 15 or host bus 14. An audio
i nput / powvpuof i preddtemeingd viodtaga.SupplyiBg the posveide icomponentsfren a &R hni cal
- Conmi ssion) 60958 terminal 24 interfaces a digital audio - input/output or

an anadog, ais 'lagy ﬁxﬁpﬁ?!tﬂﬂgﬁ%r chcsip§2keill thas Brie¢ithe sndrepadatle dey fred. -
sound- correspondi ng-to each content based on an audi o signal supplied

-from the aydi o i nput A f | ' [ t he
ceybonrd 150 Hot ABHele bR} pbrhRAT A5 Fpahr 1 HiF CRRFRORRES: S0RIVTE T ey
port 23 and the_audio i ngﬂg{t/out ut int rfac? é4 %Lffg% Aﬁri I f200 16
connecgate 7o then B SE eentrelies Si7wilhsunply dafgq melyding PRI IERCES™M 1 by -
the external bus 16, bridge 15 and host bus 14. ‘
the personal computer 1 to the CPU 53 via an internal bus 58. -
A data to be transferred from the personal computer 1 is composed of data of
64 bytes per packet, and transferred from the personal computer 1 at a'transfer rate of
12 Mbits/sec.
A data to be transferred to the portable device 6 is composed of a header and
content. The header stores a content ID, file name, header size, content key, file size,
codec ID, file information, etc. and also using condition information, etc., néccssary :
.for the playback limitation. The content is coded by the encoding method such as -
ATRACS3 and encrypted. -
.The header size indicates a data length of a header (e.g., 33 bytes), and the file-
. size indicates a data length of the content (e.g., 33,636,138 bytes).
The content key is a key for decryption of an encrypted content, and transmitted

from the personal computer 1 to the portable device 6 in a format.encrypted based on

a session key (provisional) generated via a mutual authentication between the personal

computer 1 and portable device 6.



A communi cati ons ‘bl ock 25 connected to the network 2, and transap:dl,2084
stored in packets in a predeterm ned manner, data (e.g., request for

regi stration or request for sending a- content) supplied, fromthe CPU 11
- or HDD 21 via the .network 2 while outputting data (e.g., authenticate key
or content) stored in received packets to the CPU 11, RAM 13 or HDD 21 via
the network 2. The CPU 32 of an adaptor 26 fornmed integrally as a

sem conductor IC, and connected to tig personal conputer 1 is connected to
the CPU 11 by the external bus 16, bridge 15 'and host bus 14 and thus

cooper at es Wil fje erield& cETd RCtontRlleu® (herOSB 23T6ﬁhB§J¥t§§1att0res

data and prograns n cessary or executlon of the . I’IOUS processes by

the CPU 32. The no | ore dat t.0 .be held
Sstill %ﬁmewerﬂebbgregggg ﬂ?&ﬂ%ﬂﬁ@fe i Bttt el liation @Bl
program for decryption of an encrypted program transferred fromthe

per sonathe partahleatevice GradRRTs¢Rd gomputer & oWy npgurkbaphientifiianipebei de

time information. The sem conductor ICis designed to have a secured

Senvir Onéf?dlien%@dreﬁ p¢ fireRanipdyvelNdtd thavsl DISP(digitsleiged processo)tsd ide.

This functi structured In a software program The comuni cati ons

16, br ?%a@r@gqﬂ%? o e B Brtondeorily B prbyPd fefbRERRhe L, .

6 is scherratlcall |IIustrath&d in, the April 2004 17 form of a bl ock
di agr an¥ EAWSEW%&VPCB% BHQ@F?%‘Sa QM+ t age ‘supplied froma dry cell 51

to an internal power of a predeterm ned voltage. Supplying the power to
conponent s f ThmabogPuhentioned challenge-response type mutual authentication is such

that in response to a certain value (challenge) generated by the personal computer, for
example, there is generated a value (response) by the portable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the .
challenge-response type mutual authentication, the value generated by the personal
computer 1 varies at every authentication. So, even when for example a value
generated-using the private key and outputted from the portable device 6 is read, that
is, a so-called disguised. attack takes place, the personal computer 1 can detect a.
fraudulence since a next mutual authentication is done using a different value.
.. The content ID is an ID for a content to.identify' the content. -
The codec ID is an ID corresponding to an encoding method for a content. For
. example, a-codec ID of “1” corresponds to ATRAC3 while a codec ID of “0”
corresponds to MP3 (MPEG (Moving Picture Experts Group) Audio Layer-3).
The file name is a data resutted from conversion of a content file (will further

be described later) corresponding to a content and recorded in the personal computer



53 to.display unit 67, the power circuit 52 will thus drive tHeAmiiti00eé
portabl e device 6. Wien connected to the:personal conputer 1 by a USB
connector 56 and USB cable 7, the USB controller 57 will supply data
including a content transferred from the personal conputer 1 to the CPU 53
via an internal bus 5.8. A data to be transferred fromthe personal

conputer 1 is conposed of data of 64 bytes per packet, and transferred
fromthe personal conputer 1 at a-trajsfer rate of 12 Mits/sec. A data to
be transferred to the portable device 6 is conposed of a header and

tent., Th t
o, T TSR EN AT SG rl pE fteil SART o,
information, etc., necessary r the pl ayback mtation: '{'h ontent is
coded .bRe fﬂf‘e"@ﬁt‘%ﬁl%lsﬁeﬂméd‘? led Ty cag rhﬂ 2 BHSIS BIesq UEHSOR R e

size indicates a data |l ength of a header (e.g., 33 bytes), and the file
si ze i nrime), aane afabaaitshplalyingthe mnesic pitcemanieotthe BagesienaBhoynesiy .
The content key is a key for decryption of an encrypted content, and

transmditedor Baﬁf@dmﬁeesg@%@@ o R EE giedeQOtd?ﬁASQJH ablie device 6 in a

format.” encrypted based a session k (provisional) generated via a
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port 23 of the personal conputer the USB cable 7, there wll be rrade a
nut ual fEomHidatnessanadroBPLIREdn the GBUp%lﬁ Vhithexfoufes Hayhprogeamdaad fidput er -

1. This mutual authentication is of a challenge-response type for exanple.
Not e t haRAMDSR ¢R@OMaSS,sivihatcaivo trsswity cdtmand, control a flash memory

controller 60 and write to a flash memory 61 the content received from the personal
computer 1.

The flash memory 61 has a storage capacity of about 64 Mbytes to store the
content. Also, the flash memory has stored therein in advance a playback code for
expahsion of a content having been compressed in a predetermined manner.

Note that. the flash rhemory 61 may be formed as a.memory card which is

-, connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding toa
- push-down operation of a play/stop button (not shown) via an operatio.n_key controller-
62, it will make the flash memory contrelier 60 read the playback code and content
from the flash memory 61 and transfer them to the DSP 59 of the portable device 6.
. After detecting error in the content’ in the CRC (cyclic redundancy check)
method according to the playback code transferred from the flash memory 61, the DSP

59 will play back the content and the played-back data (indicated with a reference D1



al so provided in the portable device 6 to decrypt an encrypt ed Amiit2804 - when
the <chall enge-response type authentication is done. The above-nenti oned
chal | enge-response type nmutual authentication is such that in response to
a certain value (challenge) generated by the personal conputer, for
exanple, there is generated a val ue (response) by the portable device 6 by
using a private key comon to both t-he portable device 6 and personal
conputer 1. In the challenge-respong28 type nutual authentication, the

val ue generated by the personal conputer 1 varies at every authentication.

So, ev P’Y?ﬁ@ {95 BXePlRIc ¥awegsiogeirenitté3d using the private key and
output?(i:al ro)nthe ortablczgdevi ce 6 is read, that is, a so-called
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value. The content IDis an ID for a gcontent to,identi the -content. -- -
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exanpl e, a codec ID of "1" corresponds to ATRAC3 while a codec |ID of "O"
“cor r es pUCISK t fooP3n (&REMal Maystah obtitlatare5 8Ap ends s@ppling) theudigitalapelom) . The
file name is a data resulted fromconversion of a content,file (wll
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portabl e device 6 receives a content and. a content wite conmand -
clock LCLK and R-channel clock RCLK in the units of frames.

For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit 63.according to the playback
code.. When playing back no content, the DSP 59 will stop supplying the operating -
clock according to the playback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire porté.ble device 6.

Similarly, the CPU 53 and USB controller 57 have external crystal oscillators
53A and 57A connected thereto, respectively, and effect predetermined operations on

. the basis of master clocks MCLK supplied from the oscillators- 53A and 57A,
respectively. . |

Because of the above-mentioned construction, the portable device 6 needs no

clock generation module to supply a clock to each of the.CPU 53, DSP 59 and USB

controller 57 and thus can be designed to have a simpler and more compact circuit

construction.



fromthe personal conputer 1, the CPU 53 which executes a main Apdi@po@m r ead
from -a RAM 54 or ROM 55, will receive the wite conmand, control. a flash
menory controller 60 and wite to a flash nmenory 61 the content received
fromthe personal conputer 1. The flash nenory 61 has a storage capacity
of about 64 Moytes to store the content. Al so, the flash nenory has stored
therein in advance a pl ayback code for expansion of a content having been
conpressed in a predeterm ned manner.pjNote that. the flash nenory 61 may be
formed as a: menory card which. is connectable to, and renovable from the

portabl e de e 0
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and transfer themto the DSP 59 of the portable device 6 After detecting

er ror icircufte6dcamphbfies the auklo siRMal(andshippliesed tmbeatiphionbedih headphvart jack .
accordingto the playback code transferred fromthe flash nmenory 61, the DSP
59 wil.lggpl ay back the content and the played-back data (indicated with a

" reference D1 I April 2004 20 in FIG 3) to a digital/anal og conversion

63. I | ]
(o “shovn TR0 bR HASE R ol AETEL SR B .
based on a master cloc from an ext ernal crystal _oscillator 59A - and
-suppl i @ontend stprgd:in| tharfbaSbgm@emél dingsr e eentroledf et GPUne3.nd¥hen the ock

MCLK, a bit clock BCLK generated by an internal oscillation circuit based
- on. t he plagsep buttacis prEdiskd dmthermuisegofeplaying back a content, the portable device

6 will stop playing back the content.
When the play/stop button is pressed after stopping the content playback
. operation, the portable device 6 will resume the content playback at the position where
. the playback: (;peration has been stopped under the control of the CPU 53. When a
time of a few seconds has passed with no additional operation effected after the
playback operation is stopped by pressing the play/stop button, the portable device 6 .
-will automatically shut off the power supply, thereby reducing the power consumption. -
It should be noted here that when the play/stop button is pressed after the power
- supply is turned off, the portable device 6 will resume the playbackat the first music -
piece or music piece Ne. 1 without playing back the content at the position where the
playback operation has previously been stopped. - -
.Also, the CPU 53 of the portable device 6 makes an LCD controller 68 display .-
on a display unit 67 a playback mode (e.g., repeated- play, introducing play, etc),

equalization adjustment (i.e., gain adjustment for a frequency band of the audio



predeterm ned frequency, and an operating clock LRC. LK conpodeAlprif20aa
L-channel clock LCLK and R-channel clock RCLK in the units of franes. For
pl ayi ng back a content, the DSP 59 will supply the above-nentioned
operating clock to the digital/anal og conversion circuit 63 according to

t he playback code.. Wen playing back no content, the DSP 59 w Il stop
-supplying the operating clock according to the playback code to turn off
t he digital/anal og conversion circuit2263, thereby reducing the power
consunption of the entire portable device 6. Simlarly, the CPU 53 and USB
cont r ol §ighaf/mhaver fox ntrsiapiece ylyihg tinw, bpetation mades such as play; stops fastd
thereto, respectively, and effect predeterm ned operations on the basis of
mast-er i egdhdf nosehla volfindRddSoltge level in .
respectﬁ%§ﬁ§535§3§ﬁ§§R@ &?ﬁglg ové@ﬁgﬁﬁﬁgﬁgﬁbggﬁstruction, thg portabl e
devi ce needs clock -generation nodule to supply a clock to each of

t he. cPU rYD@ﬁﬂgb and USB controller 57 and thus can be designed to have
a sinpler and nore conpact circuit construction, | April 2004 21 The

di gi t al / anal Byrthen i pombable devige 6 seFes into antEERBROM PR mapRerofeuRentso an
anal og audi o signal and supplies it to an anplification circuit 64. The
anpl i.f | GaftiedNin & FlaSK merfidérya80)] idcations bE blusks @fthe filaish anemsnp Blti iaswhicht o
headphone via a headphone’jack --65. . Thus, when the play/stop button is
pressed port dey| | : k C 1S40 ignn sh
remory SRR fRtfsn TR L D e R e e e T s

ressed in the course of ayi.ng back a content, the portabl e device
p’ s -Varlous,lenformatlon storgé 1r}/ thegmemory.- . portap.e. :

It should be noted that in fhis embodiment, a content is taken as one block of
64 kbytes and a location of the block for the content .of each music piece is stored in
the FAT. | |
. In case a FAT is stored into the flash memory 61, when the content of a first
music piece is written into the flash memory 61 under the control of tﬁc CPU 53, the
location.of a block corresponding to the content of the first music piece will be written
as FAT into the flash memory, and then when the content of a second music piece is -
written into the flash memory 61, the location of a block corresponding to the content
.- of the second music piece will be written as FAT into the flash memory 61 (in the .
‘same area as that in which the first music piece has already been written).
In this way, a FAT is rewritten each time the content is written into the flash
memory 61 and further the same data will be written again for reservation to protect

. the data.

When FAT is written into the flash memory 61, the same area in the flash



6 wll stop playing back the content. Wen the play/stop buttdnApsl 3d0dssed
after stopping the content playback operation, the portable device 6 wll
resune the content playback at the position where the playback: operation
has been stopped under the control of the CPU 53. Wien a tine of a few
seconds has passed with no additional operation effected after the

pl ayback operation is stopped by pressing the play/stop button, the
portable device 6 .w |l automatical by shut off the power supply, thereby
reduci ng the power consunption. It should be noted here that when the

pl ay/ Sfrb%%a‘g&t\&ﬂpgé g&"ﬁ ifign ﬁgic%f%oﬁfcsgpﬁdlgxgﬁf th% H of e FHSNEShBh, F&he

portab resune e frrst- nu5|c pi ece

nmusi ¢ pi.ece No. wi t hout pl.ayj ng -back the co ent _at 03| tio ere
the pi W"omtqwfﬁéﬁflﬁrw | Padea sy ngé@er %ﬁép@ﬁbﬂ%@

t he portabl e device 6 makes an LCD controller 68 displ ay "on a di spl ay unlt
67 a phagiheclof tintes foe rewrite ebﬁmtfénshpnamory 6 rvoillizs regchediyso thatthe flash
equal i zati on adjustnent (i.e., gain adjustnment for a frequency band of the

audi o %eﬁ%neﬂsﬁgﬁﬁr%?be%ﬁ%ﬁ]e aﬁg TBfgert Or nusic piece, playing tine,
oper ation des such as p ay, sto fast forward and fast rew nd, and
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contents wrlttenlnaf_lash menor | ogati ongs | gcks of the flash
nenor yS& il hatF Ak wil be spweiien aaﬁeé“ﬁ‘i"i/ PPB'R’CI PSRt ]r\,&eﬁa ey Qlal ed FAT
(file allocation table) for .: various information stored in the nenory..
;ol ;)Cklrg}rﬂb@lﬂledcbeonmmed that in this enbodinment, .a content -is taken. as one
By storing into the EEPROM 68 a FAT which is rewritten a large number of
~ times, the portable device 6 can be adapted such that content can be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into
. the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally
store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
.prevent the EEPROM 68 from early becoming not rewritable.
When the portable device 6 is connected to the personal computer.1 by the USB--
cable 7 (which will be referred to as “USB connection” hereinafter), it is recognized
based on an interrupt signal supplied from the USB controlier 57 to the CPU 53 that
+ the USB connection has been Iﬁade.
When the portable device 6 recognizes the USB connection, it is supplied with
-an external power of a specified cuirent value from the personal computer 1 via the

“USB cable 7, and makes a power circuit 52 stop the power supply from the dry cell 51.

When the USB coenection is established, the CPU 53 will stop the DSP 59 from



64 kbytes and a |location of the block for the content of each Inmil20fece
Is stored in the-FAT. In case a FAT is stored into the flash nenory 61
when the content of -a first nmnusic piece is witten into the flash nenory
61 under the control of the CPU 53, the location of a block correspondi ng
to the content of the first nusic piece wll be witten as FAT into the
flash menory, and then when the content of a second nusicpiece is witten
into the flash menory 61, the |ocatiop4of a block corresponding to the
content of the second nusic piece will be witten as FAT into the flash

nmenory ﬁf)ag@:.]g"lv)\?a:ﬁ];@? gﬁ?ﬁlt.gq?ﬁ:is,aﬁle CRU Swillipebvdfiqhé 'e&?érnﬂpg @c%ﬁﬁ.ﬁg&%ﬁs

al r eady s way, a FAT is rewitten each tine"t

content ;i s itten i,nto the fl.ash _menpry,. further e _sa ta Wil
o w1t fiomn HgporSPatt Seduites 1 oM ex ORIt Y o st g Fh Gy kit 8 TRal i, 1
into the flash rrermrfy 61, the same area in the flash 1 April 2004 23
menory @kternalavesirafithe specified comenbeplypdraglyaysbesuppliede of the first
content. For this reason, when content wite has been nmade a small nunber

of times, a ¥pas)whettheWSBatonakctibmisestablisheds iliceCBU $hendleaalseheotiony 61 -
wi |l be reached, so that the flash nenory 61 will not be rewitable any
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adapt edcgﬂjl%gtérh{itzag (l))gtuesgfi, gr?é] sg ?h(-\:l\g(i)stti[yegoxivgg gUIg[t]]?ed from the dry cell 51 .and-
which costs high is less consumed. Thus, the dry cell 51 can be used for a longer
.service life.
Note that when supplied with the external power from the personal computer
- 1 via the USB cable 7, the CPU 53 stops the DSP 59 from playing back a content to
reduce the radiation from the DSP 59, so that the radiation of the entire system
. including the personal computer 1: can further be reduced.
The.-functions of the.personal computer 1 implemented by - exec;ution of
programs installed in the personal computer 1 will be explained in the following.-
- Referring now to FIG. 4, there is illustrated a diagram of the personal 60mputer
1, explaining the functions of the personal computer 1, implemented by execution of . -
predetermined programs.
As shown, the personal computer 1 uses a content management program 111

which is composed of a plurality of programs including an EMD selection program

131, check-in/check-out management program 132, copy management program 133,



flash nenory 61 at a frequency tens tinmes |larger than that at MApGiRJRAT is
stored into the flash nenory 61. Further, since the CPU 53 nakes the
EEPROM 68 additionally store FAT, the same area in the EEPROM 68 i s
rewitten at a reduced frequency to .prevent the EEPROM 68 from-early
becom ng not rewitable. . Wen the portable device 6- is connected to the
personal conputer 1 by the USB cable 7 (which will be referred to as "USB
connection" hereinafter), it is recoggized based on an interrupt signal
supplied fromthe USB controller 57. to the CPU 53 - that the USB

connect.l e h ahl i C | t USB
connecH%{%’, %%@W gcri%\?m ?‘?}4’ g?\ ;)Elgpng]qu%%cﬁmgf Es’g&gg@gﬁ ?’gdﬁggi‘ r ent
value fromthe persopnal conputer 1 via the B cable.7, and nmake a} power
it oui COBPIERIRR ¢ HRCBOMerCORYBRIgN { AIRETR drips o SICTHNIOTn BOBTE LS8
connection is established, the CPU 53 will stop the DSP 59 from 1 April
2004 2<¢ompiressionfekpansion pmgram: 1387 wsage nile copuerspnpriogryn dd@nusageaubxt er nal
power supplied fromthe personal conputer 1 from exceeding the specified

cur r enip AfAilgdthen® pkdiathn 140, aﬁﬁieﬂfiﬂﬁi'iorpp}”%raﬂf 14 h&leepfstid pdgeathrent pyrl ue

can al ways be supplied. Thus, when the B connection i s established, the

o3 ST, A BRanlf BTy ourpL o from the ry cel | 51
I nexpensi ve _exterpal power fromthe personal conputer ¢an be usgd, and
So the cost O heaBeve biarms, Wesopiom mRgpEcan OB 11455 eompesedon gh is
| ess consuned. Thus, the dry cell 51 can be used for a |longer service
1ife. boaffladhat endrgptedinppictansyfdemesxaneplex teecondeab thweinstrnotedtdperatésrsonal
o ?rrom outside to make it difficult to interpret the instructions (for example, even if the
user can read directly the content management program 111, he or she cannot identify
- the instructions. .
-+ .. The EMD selection program 131 is not included in the content management
program 111 when the latter is instai!ed in the personal computer 1 but it is received
frdm the EMD registration server 3 via the network 2 at the time of EMD registration.
. 'The EMD selection program 131 selects a connection with the EMD. servér, 4 (4-1to-
4-3) to enable a purchase application program 115, purchase program 144 or 145 fo
“have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content
for purchase).
Based on a setting of either check-in or check-out and usage rule files 162-1 to
162-N recorded in a.content data base 114, the check-in/check-out management

‘program 132 checks out contents stored in content files 161-1 to 161-N to any of the

portable device 6, or checks in contents stored in the portable device 6.



1 via the USB cable 7, the CPU 53 stops the DSP 59 from pl ayi ngApsicl00d
content to reduce the radiation fromthe DSP 59, so that the radiation of
the entire system including the personal conputer 1 can further be
reduced. The functions of the personal conputer 1 inplenented by execution
of prograns installed in the personal conputer 1 will be explained in the
followng. Referring nowto FIG 4, there is illustrated a diagram of the
personal conputer 1, explaining the f2fhctions of the personal conputer 1,

i npl ement ed by execution of predeterm ned prograns. .As shown, the

personal co ”H%@Eoﬂse%@ﬁe h&kin®tcheBtaeiBfhgbeod Hant, Y Ad chadi-affcheck-
conposed of a plurality of prograns including an ENVMD sel ection program
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conversion _program 135, conpression neth conver si on program 136,
encryptié‘hlgg rrﬁ‘ﬁﬁfﬂschnﬂl?o‘?ﬁj'ﬂ%%tsqaéﬁpéﬁ%ég‘gi on program 138, usage rul e
conversion program 139, usage rule nanagenent program 140, authentication
. -progr.am 141, Bdsext gwtliearsage ogledites 162-1RD 16%-Nuecoriltd, inghe conteat gatadragzes 144
and 145. O the above prograns, the content managenent program 111 is

conpose f i ' , BRIoR: legONnceal .
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e, | DSREHL Y B S BB ook B 356 BT i Hnani
-ci)Rts-teLE%ﬁg&ggﬁéh&gn%?dfﬁlb%% iﬁg. pr ogram 1.312 |s npt. i ncluded in the_
Also based on the usage rule files 162-1 to 162-N recorded in the content data
base 114, the move management program 134 moves contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or contents from the portable
~device 6 to the content data base 114.
The encryption method conversion program 135 converts, to the same
. encryption method as that used with the contents stored in the content files 161-1 to
- 161-N-recorded in the content data base 114, the encryption method used with a
content the purchase application program 115 receives from the EMD écrver 4-1 via
. the network 2,a coﬂtent the purchase prbgram 144 receives from the EMD server 4-2
via the network 3.
The compression method conversion program 136 converts, to the same
compression method as that used with the contents stored in the content files 161-1to

161-N recorded in the content data base 114, the compression method used with a

content the purchase application program 115 receives from the EMD server 4-1 via



program 111 when the latter is installed in the personal conput&prill2dedt it
Is received fromthe EMD registration server 3 via the network 2 at the
time of EMD registration. The EMD sel ection program 131 sel ects a
connection with the EVMD. server 4 (44 to 4-3) to enable a purchase
application program 115, purchase program 144 or 145 to have a

comuni cation with the EMD server 4 (4-1 to 4-3) (e.g., download of a
content for purchase). Based on a s&iting of either check-in or check-out
and usage rule files 162-1 to 162-N recorded in a. content data base 114,

- the cipeGlerBiCH e Rkt t%?ﬁ%@@bm@ﬁﬁﬂﬂﬁ&%ﬁzeﬁ fieak sShoEMDastesitds2st or ed
in content files 161-1 to 161-Nto any of the portable device 6, or checks

in cont.eﬁhs s{ or d2i n the portable device 6. | April 2004 26 In response
to t he'BHBEREMRCIr“check- out having been done, the check-in/check out

managenment program 132 updates_the usage rule stored jn the usage ryle
files 162 The enamplisnpsegiaibd3y is u¥d DERCEIR! AGAHCH-ANG! snaryPleDagadn ¢ he
usage rule files 162-1 to 162-N recorded in the content data base 114, the
copy nfroagRrEDtamt sgpplisdl dne apicesrdingtipngmms tidiSefbr exarnplectonthensame| es
161-1 to- 161-N to any of the portable device 6, or copies contents from -

the poéﬁcfigf)tﬁ?? gfséﬂx&gﬁ‘s fiat KHRFIHE QBN stk ibBeohldht fitsTo ba3ed 60Nt he

usage ru 62-1 to 162-N recorded in the content data base 114, the
“nove mana nt,. progyam.l no contents stored in the content files
161-1 "ECS"%%’E"‘N thCQﬁgf’n&f]afaﬂléasﬁ\éﬁtﬁabl e device.6, or contents from the
portable .device 6 to the content data _hase %14. The encrycption nmef hod
conver si on Fhogempraspr/eransion programd 3§£neodes a content (not’compresse :

read from a CD and supplied from the recording program 113 by the same encoding
method as that used with contents stored in the content files 161-1 to 161N recorded
in the content data:base 114. In addition, the compression/expansionprogram 138 will
expand (decrypt) a coded content.

The usage rule conversion program 139 converts, to the same format as that of
the-usage rule stored in the usage rulé files 162-1 to 162-N recorded in the content data
_base 114, a usage rule for a content the purchase application program 115 receives
from the EMD server 4-1 via the network 2, a content the purchase program 144

. receives from the EMD sever 4-2 via the network 2.
Before execution of content copy, move, check-in or check-out, the usage rule
. management program 140 detects a falsification or alteration of the usage rules based
~ on hash values (which will further be described later) meeting.the usage rules stored
in the usage rule files 162-1 to 162-N recorded in the content data base 114. As the

usage rules stored in the usage rule files 162-1 to 162-N recorded in the content data



encryption nethod as that used with the contents stored in the gpiftxoo
files 161-1 to 161-Nrecorded in the content data base 114, the encryption
met hod used with a content the purchase application program 115 receives
fromthe EVMD server 4-1 via the network 2, a content the purchase program
144 receives fromthe EMD server 4-2 via the network 3. The conpression
nmet hod conversi on program 136 converts, to the same conpression nethod as
that used with the contents stored ipg§the content files 161-1 to 161-N
recorded in the content data base 114, the conpression nethod used with a

cont enba%é;})ﬂaﬁg ggggteggﬂb{]g%&ihpa oBnfH; fwg},l%d&g Rh¥6IE-ifh lopBheBR-daDiLRer ver

4-1 via e networ content the purchase program 144

receives fromthe EMD server 4- vi,a the network 2. r l.Qn._ program
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supplied froma recordi ng program 113 for exanple to the s . encryptio.n
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ne sane
met hod as t Whe autheaticatinn peogram & lsexsicatesiaynufial agtheatication bstween thet o
161-N recorded in the content data base 114. The conpressi on/ expansi on

pr ogr agbARft LR ment Papaith (INohnd pipclessespplicatiod program 111 ,aast suppl i ed
fromthe recording program 113 by the sane encoding nethod as that used

0 B EHi 56 BOch abeh bRt M shthacn L1
L SRR B, e RSB Sl 40 s RSP T,
" heirllJ tsh%gn?;utrulill gutfhielnfitssat:iLc?nzéeltvvtegn %I?ez E’ﬂldlsesggeg?&i iaurl]d tplr}?Ch%cS)Q ;?géra%aid?Sl
It should be noted that when the content management program 111 is installed
. in the personal computer 1, the authenticate key the authentication program 141 used
in the mutual authentication is not yet stored in the authentication program-141 but
when a display/operation-instructive program 112 has successfully registered the
authenticate key, the key will be supplied from the EMD registration scrverl 3 and
stored in the authentication program 141.
.. The decryption program 142 decrypts a content when the personal computer 1
plays back the content stored in the content files 161-1 to 161-N:recorded in the
content data base 114.
When checking put a predetermine content tc the portable device § oz checking
. in a predetermined content from the portable device 6, the PD driver 143 supplies the
portable device 6 with the content or a command making the portable device 6 do.a
predetermined operation.

The purchase program 144 is installed along with the content management



base 1.14, a usage rule for a content the purchase applicatior gpdia0gdh 115
receives fromthe EMD server 4-1 via the network 2, a content the purchase
program 144 receives fromthe EMD. sever 4-2 via the network 2. . Before
execution of content copy, nove, check-in or check-out, the usage rule
managenent program 140 detects a falsification or alteration of the usage
rul es based on hash values (which will further be described |ater)
neeting-the usage rules stored in t%@ usage rule files 162-1 to 162-N
recorded in the content data base 1147 As the wusage rules stored in the

usage rule files. 162-1 to 162-N recoyded j.n.the content data | April 2004
25 baBogran LiTcinds s nsrsona) Gamueisy T Supplich from iy E Wb g ethetion Sorver
check-out, the wusage rule management program 140 updates the hash val ues
nmeet i ng vihthametseork, os sufiplicdaas tesordadin oprestetgnamed €D e When éisstalledit ual
aut henti cati on between the content nanagenent program 111 and purchase
appl i chf iR pakessladdmplier ANdhé purdtiada! propidie MUCRIN YANBRIMEE Redeife BRNt ent

managenent program 115 and purchase program 144. Al so, the. authentication

progra ] t {i L | nethe t ual

Bt hengoet WehngBh8h o @ I B y 16k W% et At e d% M Riped dorm,

shoul d _be noted that when the cgntent nanagenent program 111 is installed

i n t hethSerardent mansgrieen progiame 14lhasnt i cate key the authentication program
141 used in the mutual authentication is not yet stored in the

aut hent i cat The pprdwpsaprograni 144iis coshposeal of stpifflyd openatyipted imssiuictiohs,ve
program 112 has successfully registered the authenticate key, the key wll

be. supfiriegdnipletot MMh%Q@tﬁdt% 'keaggra%ﬁfn&eﬁoxﬁ délde k@ ngtke it dﬁﬂﬁ:u!t to

aut henti cati on program 141. - ecryption program 142 decrypts a

cont enf, WAL ¢h{ ?nﬁﬁf&%%l(f&%%mp%, eben if the user can read directly the purchase

program 144, he cannot identify the instructions.

The purchase program 144 requests, via the network 2, the EMD server4-2to -
send a predetermined content and thus receives the content from the EMD server 4-2.
Upon reception of the content from the EMD server 4-2, the purchase program 144
will account for the content. |
. The purchase program 145 is to be installed along with the content. management-
program 111. It requests, via the network 2, the EMD server 4-3 to send a
‘predetermined content and thus receives the content from the EMD server 4-3. Upon
reception -of the content from the EMD server 4-3, the purchasé program 145 will
account for the content. |
Based on a filtering data file 181, display data file 182, image files 183-1 to
183-K or a history data file 184, the display/operation-instructive program 112

displays an image of a predetermined window on the display unit 20, and gives a



plays back the content stored in the content files 161-1 to 1Qlapirzoar ded
in the content data base 114. \Wen checking put a predeterm ne content to
the portable device 6 or checking in a predeterm ned content fromthe
portabl e device 6, the PD driver 143 supplies the portable device 6 with
the content or a conmmand meking the portable device 6 do .a predeterm ned
operation. The purchase program 144 is installed along with the content
managenent 1 April 2004 29 program 201 into the personal conputer 1,
supplied fromthe EMD registration server 3 via the network 2, or supplied

as feceﬁé’aéi'd&éha%ke&lﬁwmdﬁ%ﬂtgme ot eh%_tgwgrhhﬁpﬂxﬁe nsgonput er
trans e The

1, the purchase program 144 w | mt or Tecel conte
managepent program 111 .and datg, via an iLpterface of a predetermned form
t he -coﬂf%??’ef?g}ﬂ{b tkeﬁg%rm 9&5‘%’5816 M5 ehase program 144 is
conposed of shuffled or encrypted instructions, for exanple,. to conceal
the instructlbe Gleringidata file dlostosgsddatedor fugighting diomtents stoned inj theer pr et
the instructions (for exanple, even if the user can read directly the

pur chagentepf ilEA16 11440 16¢-1¢ advdetied ftethe dontdnt datalsdse udui, and is re€bRlgdunchase
program 144 requests, via the network 2, the EMD server 4-2 to send a

predetﬁ{eni_lmg ontent and thus receives the content fromthe EMD server
4-2 pon reception of the content fromthe EMD server 4-2, the purchase
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viat -hgogtiil\t{\lf)iags 1261--tl Qg 12%1)\1 ?éacro\;géd 31 t:])’lctc%nfe%rt]?ia{aal base 114, and isrecorded in
the HDD 21.
The image files 183-1 to 183-K store images corresponding to the content files
161-1 to 161-N recorded in the content data base 114 or.images corresponding to -
packages which will further be described later, and are recorded in the HDD 21.
The image files 183-1 to 183-K will be referred to simply as “image file 183”
hereafter wherever they have not be referred to individually.
+ The history data file 184 stores history data including a number of times the
contents stored in the content files 161-1 to 161-N recorded in the content data base
. 114 have been checked out, a number of times the-contents have been checked in, and -
the dates on which the check-out an check-in were made. The history data file 184 is
recorded in the HDD 21. |
For the registration, the display/operation-instructive program 112 transmits,

via the network, an ID of the pre-stored content management program 111 to the EMD

registration server 3, while receiving, via the network 2, the authenticate key and EMD

)



predeterm ned content and thus receives the content fromthe EMVRpsSEIO0Er
4-3.. Upon reception of the content fromthe ENVMD server 4-3, the purchase
program 145 will account for the.content. Based on a filtering data file
181, display data file .182, image files 183-1 to 183-K or a history data
file 184, the display/operation-instructive program 112 displays an i nmge
of a predeterm ned wi ndow on the display unit 20, and gives a 1 April 2004
30 check-in or check-out instructionqto the content managenment program 111
in response to an operation of the keyboard 18 or nobuse 19 by the user.
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and is_recorded in the HDD 211 The display data file 182 stores data
cor r esFOREMAFIANGSEMENt BFRZEAMsl kored in the content files. 161-1 to 161-N
recorded in the content data base 11.4, and is recorded in the HDD 21. The

i mge fil esTheZFetording PBegfant dl 3 is waek to disples poridiage dfoa phedatonhandd fil es
161-1 to 161-N recorded in the content data base. 114 or: inmges

corres | d are
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nunber of tines the contents stored in the content files 161-1 to 161-N
r ecor dKeYPeRriHS ewouse 1dbydhesser. 114 have beéen checked out, a number of
tlnes t he-contents have been checked in, and

: Based on a recording time of a content recorded ina CD, the recording program

113 requests, via the network 2, the WWW server 5-1 or 5-2 to send data
corresponding to the CD such as album name or artist’s name or data corresponding
to a content recorded in the CD such as a music piece.title, and thus receives, via the.
" network 2, the data corresponding to the CD or the content recorded in the CD from
the WWW server 5-1 or 5-2.
Also, the recording program 113 supplies the display/operation-instructive
- program 112 with the received data corresponding to the CD or data corresponding to
the content recorded in the CD.
- Further, when supplied with a recording instruction, the recording program- 113
. - reads and outputs to the content management program 111 a content from a CD being
the optical disc 42 set in the drive 22 in this embodiment.
The content data base 114 stores into any of the content files 161-1 to 161-N
a content supplied from the content management program 111 and having been

compressed in a predetermined manner and encrypted in a predetermined manner



t he dates on which the check-out an check-in were made. The hilsApfly2004t a
file .184 is recorded in the HDD 21. For the registration, the

di spl ay/ operation-instructive program 112 transnmits, via the network, an

| D of the pre-stored content managenent program 111 to the EMD

registration server 3, while receiving, via the network 2, the authenticate
key and EMD 1 April 2004 31 selection program 131 fromthe EMD

regi stration server 3 and supplying 8hemto the content management program
111. The recording program 113 is used to display an inage of a

pr edet fx@ﬂbﬂﬁ%e Woipinta ihe HIB 2 1§aThe coatenddata bazedrldi sigresiugege afles

content froma CD being the optical disc 42 set in the drive 22 in this
enbodi pent_in.re to Lo Oof 1 ANgy 19 by
he.uskit cons SERRETF QoML BRAECSED B1el R inlURPBE fheldhafl RIS, 1

recordin rogram_113 requests, via the t wQr, .t ser.ver. 5-1 or
5- 2 t‘olégﬁﬁ t‘élglt@'Ncé‘?frf@%)@Bﬁngq@ ke Fﬂﬁte@br}gﬁmsiéfé? bﬁu'ﬁafﬂa "@Pdértp?st 'S
nane or data corresponding to a content recorded in the CD such as a nusic

pi ece. cbhntehss, areatatet [{tezordscthiewssge niles irte the KMEAW- 2,7 the data S
corresponding to the CD or the content recorded in the CD from the WW

server 5-1 he08tenfifd babd' €14 8a9ekdd (RE egHrRM AlkS 15UPPld FS1-N6r usage
di spl ay/ operation-instructive program 112 with the received data

con coRIR AL LR PNk ey SoPand o Lo, Lhe content fecorded 1
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in the usage rule file 162-1. A usage rule for a content stored in the content file 161-N .
is stored in the usage rule file 162-N.

The content files 161-1 to 161-N will be referred to simply as “contenf file 161> -
hereinafter wherever they have not be referred to individually. Also, the usage rule -
files 162-1 to 162-N will be réferred to simply as “usage rule file 162” hereafter

-wherever they have not to be referred to individuaily. . -
... The purchase application program 115 is supplied from the EMD registration -
' server 3 via the network 2 or as recorded in a predetermined CD-ROM. The purchase
application program 115 requests, via the network 2, the EMD server 4-1 to send a
pred;:termine‘d content, while thus receiving the content from the EMD server4-1 and-
supplying it to the content management program 111.- Also, upon reception of the
content from the EMD server 4-1, the purchase application program 115 will account

for the content. .

Next, the correspondence between data stored in the display data file 82 and the



the optical disc 42 set in the drive 22 in this enbodi ment. THeApdiroeat
data base 114 stores into any of the content files 161-1 to 161-N a
content supplied fromthe content nanagenent program 111 and havi ng been
conpressed in a predeterm ned manner and encrypted in a predeterm ned
manner | April 2004 32 (records the content into the HDD 21). The content
data base 114 stores usage rules for contents stored in the content files
161-1 to 161-Ninto any of the usage3gsule files 162-1 to 162-N
corresponding to the content files 161-1 to 161-N in which the contents

are st grad,{ "fig&ggé’f-lt t&ewf-%?ﬁogg& it 11‘_16‘1&9ntkhtgdk{%a%%)114 Wi roatfhbhedpt abase

114 may-Tecor e content to 161-Nor usage rule files 162-1
to 162N as records. -1 for exanple is stored A usage rule. for a content
st or edNfI¢DEMV content file 161 in the usage rule file 162-1. A usage rul e
for a content stored in the content file. 161-N .is stored._in the usage
rule file 1B@stly, Tkentcohstomed in anysof e contentfgles 61 to 36 1rMhetongs too
sinply as "content file 161" hereinafter wherever they havenot be referred

to i ”dh\é[h@bléielrh‘l-inéﬂ yackigee WMags spédifieally,i thespddiapt isOalijﬁZ}fl\hm/idri%jh@I
referred to sinply as "usage rule file 16T hereafter wherever they have
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content, while thus receiving the content fromthe EMD server 4-1 and,
+* . belongingthereto. This package corresponds to the content classification (namely, so-
called album) in the EMD server 4 or to one CD. A content belongs to any original
package and cannot belong to a plurality of original packages. Also, an original
- package to which a content belongs cannot be modified. The user.can edit a part of
-information corrcspoﬁding to an original package (for example, addition of
information or change of added infonhatidn).
More than one content freely selected by the user belong to the my selected
package. The user can arbitrarily edit contents for. assignment to my selected-
- packages, respectively. A content can belong to more than one my selected package
at a time. -Also, a content may not belong to any my selected package.
Contents selected based on a filtering data stored in a filtering data file 181
belong to the filtering package. The filtefing data is supplied from the EMD server 4
or WWW server 5 via the network 2 or as recorded in a predetermined CD. The user

can edit the filtering data stored in the filtering data file 181.

The filtering data is a reference for selection of a predetermined content or for



supplying it to the content managenent programll|.- Al so, updnApsicgodi on
of the content fromthe ENMD server 4-1, the purchase application program
115 will account for the-content. Next, the correspondence between data
stored in the display data file 82 and the 1 April 2004 33 <content files
161-1 to 161-N stored in the content data base 114 will be descri bed-
herebel ow. Firstly, a content stored in any of the content files 161-1 to
161-N belongs to a predeterm ned pagkage. More specifically, the package
is any of an original package, ny sel ected package and filtering package.

O the g&ggﬁggg&gs‘%@ghé ES R RE 19K BGAtARS HERM ScenifR, FiMRrifrdAN!

bel ong S packdge cdrresponds to the content clasSification

(nanelyj so- called album Jnp the ver 4 or to .one . ont ent
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origi nal packages. Al so, an original package to which a content bel ongs
cannot pixsomaldidriputer The idemify cantads of thepueeklytlapanfopriosod tedd espondi ng
to an original package (for exanple, - addition- of information or change

of added I nfQE FRidrfifp)data [il181 tifdudene fitleringriatd feedcfectivnest eshtbmtstihe user -
belong to the ny selected package. The user can arbitrarily edit contents
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package. The filtering data is supplied fromthe El~M server 4
of the numbers of times they have been checked out for the past half year, or a filtering
data for selection of contents in which a character “Al (love)” is included in the music
piece titles (content name).
.. Thus, contents in the filtering package are selected by comparing a filtering data
with a content display data 221 (including data the user has set), a history data 184 or
the like.
. .- The driver 117 drives the audio. input/output interface 24 under the control of.
. the content management program 111 or the like to input a content being a djgitai data
supplied from outside and supply it to the content management program 111, output
--as a digital data a content supplied from the content data base 114 via the content
management program 111, or output an analog signal corresponding to a content - -
supplied from the content data base 114 via the content management program 111.
FIG..5 shows an example of the display/operation-instructi've window the

display/operation-instructive program 112 makes the display unit 20 display.

There are displayed in the display/operation-instructive window a button 201



or VAWserver 5 via the network 2 or as recorded in a predeternApe200®. The
user can edit the filtering data stored in the filtering data file 181.
The filtering data is a reference for selection of a"Predeterm ned content
or for 1 April 2004 34 calculation of a weight corresponding to the
content. For exanple, filtering data corresponding to top tens of the
weekly J-POP (Japanese pops) can be used by the personal conputer 1 to
identify contents of the weekly Japan,Pops Nos. 1 to 10. The filtering data
file 181 includes a filtering data for selection of contents in the

descendjng .order of . the | t hs of ,od .for | t hey have bheen checked
out f or [T HATHTE HBAHE TREMANE Braserb1ga Bullon Ap2 der SEaivg e (eoRRdR o | n
t he descending order of the nunbers of times they have been checked out

for thesglagiiompragremal3l, abutteniZ03tfor displaydag a fiedd iswhinhtdheck<h ot eheelat s .i n
whi ch a character "Al. (love)" is included in the nmusic piece titles

( cont enputniase),-a Gittsn 209 foedisplayihgd Aeield I ®hi 4388 t y
conparing a filtering data vmptz agcon{ einni ([jllidsl%li ig}?lycdat a&%%‘:%ﬁfﬁ%l}gﬁ’r?g dat a
the usegghap 56t). a history data 184 or the like. The driver 117 drives
the audio. nput/output .interface 24 under-the control of. "the content
managenment p ramblll on,ipstshe hi ke to input a content being a digital data
supplied fro 3ibyon P sigpisisrtsd, data cagrcspanding tnafagdgmal ppekageals 111,
output as a digital data a content supplied fromthe content data base 114
- via t hedisplayedtin mefielge@thtofpthegmanddwl, Whermuat puttonr2Gid sglestghadlata
corresponding to a content supplied. fromthe content data base 114 via

. the cong@iéspoRaageEsinyieddtiadpididagehl Gisphayedinthe &IE2ZBIPYeHA] 2 blifion
di spl ay/ operation-instructive w ndow t he
207 is selected, data corresponding to a filtering package is displayed in the field 211.

Data displayed in the field 211 concerns a package. For example, it is a package
name or an artist’s name.

As shown in FIG:. 5, there are displéyed in the field 211 a package name
“FIRST” and artist’s name “A TARO”, a package naﬁle “SECOND” and artist’s name
“ATARO?, etc. |

e The display/operation-instructive window has also a field 212 in which there is
displayed data corresponding to a content belonging to a packet selected in the field
211. Data displayed in the field is a music piece title, playing time or a number of -
times the content can be-checked out. -

. .In FIG. 5, a package corresponding to the package name “SECOND” is
selected. So, there are displayed in the field 212 the music piece title (content name)

- “MINAMI-NO-SAKABA” corresponding to the content belonging to the package

corresponding to the package name “SECOND?”, a number of times the content can be



di spl ay/ operation-instructive program 112 nakes the display udiAp#@004

di splay. There are displayed in the display/operation-instructive w ndow a
button 201 1 April 2004 35 for starting up the recording program 113, a
button 202 for starting up the EMD selection program 131, a button 203 for
di splaying a field in which check-in or check- out is set, a button 204 for
displaying a field in which a ny sel ected package is to be edited, etc.
When a button 205 is selected, data c@6responding. to an original package.
is displayed in a field 211 of the wi ndow. When a. button 206 is sel ected,

data . copsgeROai eia‘i’r%ﬁe%esé RO feteiatdear: Elsedti-ou avkeve Bightie nbies! d

-211. When a butt I's sel écted, data correspondlngtoafllterlng
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As shown. in FIG there are displ e field pacmﬁge name
" FI RST" a&ddﬂ&ﬂbtfspf dimesrthe aomiRet can ndRE oX8 Dﬁﬂ%r%g t3QE 5

nane "A TARO', etc. The displ ay/ operat | on- i nstruct i ve wi ndow has al so
afield Qaﬂréspdnd&itbqinetdmcbdus). di spl ayed data corresponding to a content
bel onging to a packet selected in the field 211. Data displayed in the

field is a mygig ehg%gﬁthtdcﬁe a@'aa)ibﬂﬂ)e} ofRirRés @ CHHIBRT cAf be chEBed Bat, -
Cc .

content can be-che -5, a package corresponding to the
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to the content belonglng to the package
once. .
A rest as a number of times a content can be checked out, displayed in the field
212, indicates that a corresponding content cannot be checked out (the number of
check-out’s is zero; however, the personal contputer 1 can play back that content). A .
. C clef as a number of times a content can be checked out, displayed in the field 212,
indicates that the number of check-out’s for a corresponding content is limitless (the
content can be checked out any number of times).
Note that the number of times a content can be checked out may be indicated
-with a corresponding number of pieces of a predetermined figure (for example, it may
.be.acircle, star; crescent or the like) as shown in FIG. 5 as well as 2 number:
| Alsc there is displayed in the display/operation-instructive window a field 208
in which .an image or the like corresponding to a selt:cted package or content
(corresponding to any of the image files 183-1to 183-K in FIG. 4) is displayed. In this .

field, a button 209 is clicked when playing back a selected content (outputting a sound

corresponding to the content to the speaker 45).



correspondi ng to the package name "SECOND', a nunber of tines It Aprl2fftent
can be | April 2004 36 checked out (for exanple, one eighth note is for
one check-out and two eighth notes are for two check-out's), and nusic
piece title (content nane) "KITA-NO HAKABA" and nunber of tinmes the
content can be checked (for exanple, one. eighth note corresponds to one
check-out). Thus, one eighth note as a nunber of tinmes a content can be
checked out, displayed in the field 12, indicates that a correspondi ng
content can be checked out once. A rest as a nunber of tinmes a content can

be checked e | I B, | h i ondi ng
content canno eBg’ @ﬁé@ﬁﬁ%ﬁc&mé?ﬁ%éf%&%gﬁ l]I(g)[% Cb@%gg -oufin'hgﬁ(1 m@z(g%??icgmver,
t he personal  conputer 1 can pl ayback that content), ..C.clef as nunber
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i ndi cates that the nunber of check-out's for a corresponding content is

li m t| esect¢hend datit enrrespanding tohaokiginalpackage islpding displayadeigythe Ksld t hat
t he nunber of times a content can be checked -out may be indicated with a

Cor r es pondifiad; ePhtidh-BEetucal epet1gwilnagké ihgwoatdnt atanaseniene, it
may bengtl.rl’g?%l? @gpar (l:rescent O?ﬁ{({]g;f i ke) as shown in FIG SEas wel | as
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sel ect ed package or content (co,rrespomiii ng to any of the image files 183-1
to 183-qerresppndingto the sglesisdapusic pigca Hile field, a button 209 is clicked
when pl ayi ng back a selected content. (outputting a sound corresponding to
t he .content Whentwecompeicesd #6m a CD is recorded into the content data base 114 while

a button 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/op eration-instructive program 112 will make the display/operation-instructive .
window display a field 213 in which there is displayed a music piece title.of a content
(content name) stored in the pre-designated portaﬁle device 6.

When a content read from a CD is recorded into the content data base 114 while
a button 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/opération-instructive program 112 will make the content management program

" 111 check out the coutent recorded in the content data base 114 and read-from.the CD -

to the pre-designated portable device 6.

There is displayedinthe field 213 at the leftmost position thereof corresponding
to the music piece title of a content (content name) a symbol indicating whether the

content can be checked in to the personal computer 1. For example, a symbol “0” at



1 April 2004 37 Wen a nusic piece title of a predeterm ned doApeli2004
(content nane) displayed in the field 212 is selected and a deleting
operation is made while the button 205 is selected and data correspondi ng
to an original package is being displayed in the field 211, the

di spl ay/ operation-instructive program 112 wll nake the content managenent
program 111. delete the predeterm ned content stored in the content data
base 114, corresponding to the sel ec8&d nusic piece title. Wen a content
read froma CDis recorded into the content data base 114 while a button

255 ( Wh‘é"le?ﬁr{dfst E)HEEEEBﬁ of B fEY1139RdicaisThat al dbritéift WrRdpvndingibayadsiender
the control o h

e recording program 1. 13 is being selected (nade active),

the displaylpperation-instructiv N t P
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is displayed a nusic piece title of a content (co&i}e?t“ name stgred in the
pr e- desbepmchackest oubfiomishe personalgempytadobk ek SY@Re! r pomtahedeftenesdcor ded
into the content data base 114 while a button 255 (which will further be
descr i bpgsitiahasf)tht field21 vimtioates!its lacoomtent nderespiwedingdotar musiefpietetitle
recording program 113 is being selected (nmade active), the
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program out the-content-recorded in“the content data base 114
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to the nusic piece title of a content (content nane) a synbol indicating
whet-heranyetherpersonal eampyterphecked in to the personal conputer 1. For
exanple, a synbol "o" at 1 April 2004

When the display/operation-instructive program 112 has displayed the field 213

in the display/operation-instructive window, the display/operation-instructive program
112 will display in the display/operation-instructive window a field 214 in which the
name of a portable package (to which a content stored in the pre-designated portable
device 6 belongs) is displayed, a button 210 to close the field 213, and a button 215
to execute a check-in or check-out operation.
Further, when the display/operation-instructive program 112 has displayed the
field 213 in the display/operation-instructive window, the display/operation-instructive
. program 112 will display in the display/operation-instfuctive window a button 216 to
set a chieck-out operation for a content corresponding to a music piece.title selected
in the field 212, a button 217 to set a check-in operation for a content corresponding
to a music piece title selected in the field 213, a button 218 to set a check-in operation
for all contents corresponding to content names displayedin the field 213, and a button

219 to cancel the check-in or check-out setting.



38 the leftnost position of the field 213 indicates that a cdnApit2004
corresponding to a nusic piece title of, a content can be checked in to
t he personal conputer 1 (that is, it has been checked out fromthe
personal conputer 1). A synmbol "x" at the l|leftnost position of the field
213 indicates that a content corresponding to a nmusic piece title of a
content cannot be checked in to the personal conputer 1 (that is, it has
not been checked out fromthe persongh conputer 1; for exanple, it has
been checked out from any. other personal computer). - \Wen the

di spl ay/ oper at,Lon-:lhhst.r L ve program 112 has di.spl ayed the fj el 3 in
the di spl ay/ %%éﬁgflpgﬂ‘el Cﬁ%H‘ﬂBt |r\fgl%ﬁﬁ’r%'i\ﬁfttﬂgemafl§ BV }'lﬁoéﬂeiiqttﬂﬁlﬁi touctive
program 11& will djsplay in-the displ aﬁ/operati on-instructive w ndow a
field 2449, hawgres the persopaheomputerpb il gxeenteythe eheokhincor chenknoent
stored in the pre-designated portable device 6 belongs) is displayed, a
butt on Qpﬂationpl ose the field 213, and a button 215 to execute a check-in
or check-out operation. Further, when the display/operation-instructive

program 112 {yasehe Bufhid15he clif:ﬁcﬁ:‘oéiﬁglf%%ﬁé(}:lkts- ! rc eck-m*t is set by dsinethe,

di spl ay/ operation-instructive w ndow, ay/ operation-i

prograr 2 W di ay in the displ.ay/operation-instr I ve, Wi ndow a
but t on%éoqs\(l)\bllbetp g%h%‘@kgﬁﬁgyéwg??%ﬂnﬁm‘% CcBIfgsAM iﬁ r"é‘i‘p%ﬁrﬁ@et 0 a
music piece. title selected in the field 212, a button 217 to set a-
check- i ¢pripel menagement progem dAl cxoentesposbicekrin pocheckioic Phatdeta say,e-
selected in the field 213, a button 218 to set a check-in operation for
al | conwhohhe butiean2isdisndidkeds e divplay atiofifhsrective\ptdpeam 12 wali3, .and .

a button 219 to cancel the (_:heck- in or check-out setting. 1 April 2004 39
make, based on the check-in or check-out setting, the content management program
111 transmit a content, or a command to erase a predetermined content corresponding

- to the check-in setting (e.g., a command to erase a predetermined content stored in the -
portable device 6), to the portable device 6, and to update the usage rule stored in the
uségc rule file 162 corresponding to the content or command thus transmitted.

When the check-in or check-out is executed, the display/operation-instructive
-program 112 willrespond to the transmitted content or command to update the history
data siorcd in the history daia file 184. The history data includes information for

- identification of a content having been checked in.or-out ora date when the content -
has been checked in or out, and the name of the portable device 6 from which the
content has been checked out. .

Since the check-in or check-out can be set in a short time, the user can quickly . |

know the status after execution of a check-in or check-out operation, whereby the

number of times a time-taking check-in or check-out operation is done can be reduced



Even with the check-in or check-out setting made by using the Ibaptil®094216
to 219, however, the personal conputer 1 will not execute the check-in or
check-out operation. Wien the button 215 is clicked after a check-in or
check-out is set by using the -buttons 216 to 219,. the

di spl ay/ operation-instructive program 112 wll nake the content nmanagenent
program 111 execute the check-in or check-out. That is to say, when the
button 215 is clicked, the display/opggation-instructive program 112 wi ||
make, based on the check-in or check- out setting, the content managenent

progra 111. tra C t
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predet erm ned content stored in_the ortable device 6), to the. portable
devi ce eut gprratien)isdian ot the ql@&&énrqswgegls@%arqw duffe usage rule file 162
corresponding to the content or. conmand thus transmtted. Wen the check-in

or check- out FIG. 6xshowtseah exdmaplt sbilmy vipdoatwhichi thet recotding progagt 43 112

will respond to the transmitted content or command to update the history
data st g.gds! l'inﬂl Uu?'.ﬁﬁ file 184. The history data includes
mforrraﬁaon ?dﬁ"ntl ?cat ‘'of a content having been checked in or -out

-a dat t ..has b dth
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the check-in or check-out can be set in a short time _the user can U|ckly
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whereby the nunber of tines a time-taking check-in or check-out operation
i s done28§hn -Adsyg, dshsed dorl GPr infoRRdtort Gecdivedrifromithe WW Wodeavert 5+ the
(including the setting and execution of a check-in or check-
recording program 113 will display an artist’s name such as “KUWAI” in a field 252.
Based on CD information received from the WWW server 5-2, the recording
- program 113 will display titles of music pieces such as “HEAT”, “PLANET”,
- “BLACK”, “SOUL?, etc..in-a region of a field 253 where music piece titles are to be
displayed. Similarly, the recording program 113 will display an artist’s name such as
- “KUWALI” is a region of the field 253 where artists’ names are to be displayed.

.- After receiving a predetermined CD informaﬁon, the recording program 113
will store it into a predetermined directory in the HDD 21.

- -Upon reception of an instruction for acquisition of CD information via clicking
of a button. 254, the recording program 113 will first search the predetermined
directory in the HDD 21. When the CD information is found stored in the directory,
the recording program 113 will display a dialogue box (ﬁot shown) to prompt the user

for selection of whether he or she is going to use the CD information stored in the

directory.



out operation) taken for the check-in or check-out procedure. IFA@Gil ®04hows
an exanpl e of the wi ndow which the recording program 113 mnakes the display
unit 20 display. , Based on CD information received fromthe WWVserver 5-2
for exanple, the recording program1l.13 will display a CD title such as
"ACYNCHRONI ZED" in a field 251. -Also, based on CD information received
fromthe WWVserver 5-2, the recording program 113 will display an
artist's nane such as "KUMAI" in a fgeld 252. Based on CD information
received fromthe WWserver 5-2, the recording program 113 wll display

titles of ' i e y " T taaetc..

in. a regi W !8& gbﬁﬁ(ﬁ?@ggg%g@g SIPQOMEI}(?({W%@%Q&éqdéniéglgﬂ@pI ayed.
Simlarly, the recording program 113 wil]| display.an artist's nane such as

" KUWAI '11553@ wdyely ingrudih do sfast aeezsél%féf a8 cantents s chigked, Hieeracordiag

di splayed. ... - After receiving a predeterm ned CD information, the

r ecor dpnegranobt hwill dehd a conkdnt toon @ CI setnindhadrive 82; ardsuppdy tial et with i n t he
HDD 21. Upon reception of an instruction for acquisition of CD information
via cl yeki @D Ghformdtient Oy R4 céli€nf eﬁgﬁg%%‘e‘éﬁ 09)\&/@%@3?143 gl I fippgt .

search the predetermned directory in the the CD information

Is found stored in the directory,.. the,recordi rogram,113 wll .display a
i al oG BEMRERSITYERRATRI) RFOEBRbIAE PheMboGratep] inBua Al nP e e ddr he or
she is going to use the CD jnformation stored in the directory. 1 April
2004 4eompresses thaeamsentzypplicd flogy the iegording pregram 13 p apeedaiCimined

recordi ng program 113 and which instructs to start recording of a content,

i s cli alamder,taned theencdiptign program 137 encrypts the compressed content. Also, the.

usage rule conversion program 139 generates a usage rule for the compresscd and
encrypted content. |
The content management program 111 v-vill supply the. compressed and -
encrypted content along with the usage rule to the content data base 114.
The content data base 114 will generate a content file 161 and usage rule file
- 162 for the content received from the content management program 111, and store the .
content into the content file 161 and the usage rule into the usage rule file 162.
When the content and usage rule for the content are stored into the content data
- base 114, the content management program 111 will supply the CD information and.
'usage rule received from the recording program -113 to- the. display/operation-
instructive program 112.
The display/operation-instructive program 112 will a display data for storage .-
-into the display data file 182 according to the usage rule for the content stored in the

content data base 114 by the recording and the CD information.



program 113 will read a content froma CD set in the drive 22,1 apdl 200p8p! vy
it along with the CD information to the content managenent' program 111.
The -conpression/ expansi on program 138 of the content managenent program
111 conpresses the content supplied fromthe recording program 113 in a
predeterm ned manner, and the encryption program 137 encrypts the
conpressed content. Also, the, usage rule conversion program 139 generates
a usage rule for the conpressed and gncrypted content. The content
managenent program .111 will supply the. conpressed and "encrypted

content. al gpg% \g&eihaoﬁrhﬁsql?faﬁb%%@ré&ragﬁ@%ghﬂ']ltlel@?%% @ﬁgﬁxé&ﬁeﬁﬂfg e

content dat 114 w generate a c sage ru

162 for, the tent recei ved framihe, cont nagenent ogram 111, and
store (iton 2884 Bl Reealfi st HRber R bl TRURR ST RIS EARE &t o e
usage rule file 162. When the content and usage rule for the content are

st or ed ¢amtent: iwaddsemethe (JRrwhemn theecantiant raad fzom: det Chhitarpsardad intodgham 111

will supply the CD information and wusage rule received fromthe recording

progr angontd dfa bhke114li spl ay/ operati on- instructive program 112. The
di spl ay/ operation-instructive program 112 wll a display data for storage

lored i n 1 oo S, WHER A BuR6E 2090 9piRed. e ERARIE biterdh Y w11
115 hasioniap it BoAy Shomvs BT dEPsRe | Wl RS sbSEe e
portable device is nade to check out a content read fromthe -CD when the
“.cont entparéatde f devicen6 - om sthee puHddavn nmgnuhghe personal. computer 1. will - -
automatically check out the content recorded from the CD to the selected portable
device 6. When the user selects “NOT CHECK OUT” from the puil-down menu, the
personal computer 1. will not check out the content recorded from the CD.

Thus, when the content read from the CD.is recorded into the content data base
114 with only the button 255 in the window displayed by the recording program 113
being set active, the personal computer 1 can make any..pre-designated one of the
portable deviceé 6-1 to 6-3 check out the content read from the CD. -
(2) Handling between Different Formats

Meanwhile, there are numerous contents distributors furnishing the music
contents, with the encryption systems of the contents and the formats of the using
condition information differing from one distributor to another. So, the user at larger
has to purchase contents management applications or portable devices forrepreduction

or check-in/check-out different from one distributor of contents desired to be furnished

to another, and hence the user cannot handle the music contents stored on a personal



content data base 114. For -exanple, when the button 2.55 is dlApiedo4t he

recording program 113 will display a pull-down nenu show ng the portable
device 6. \Wen the user selects the. portable device - 6 - fromthe
pul | -down menu, the personal computer I ~ will automatically check out the

content recorded fromthe CD to the selected portable device 6. \Wen the
-user selects "NOT CHECK QUT" fromthe pull-down nenu, the personal

conputer 1 will not check out the conjgent recorded fromthe CD. Thus, when
the content read fromthe CD. is recorded into the content data base 114

with only the button 255 i ' ' rdi ng program
115 barlepdEr B s irneCiRCatlRARYn trts, Ay piidle deeRer

pre-desi gnated one of the .Portable devices 6-1 to, 6-.3 check t the

ont ent. FoadSa tbnprenenlopsicmiemsARes bl sl sop e havine iR Ctivektani | o
there- are numerous -contents distributors furnishing the nmusic contents,
with t Heomnere/ distidbutey &t smathef on e posomalicompuder hdn kamitied fashieme usi ng
condition information differing fromone distributor to another. So, the

user at |ar T GRAE SN BcoTRBAGS R iig aiffd lefBfdraiass flom
portabl e de%%%é@%?@é%?’o%@???n olg]ch%ck-i n/ check-out different from one

di stributor. of contents desifed to f i . e the
user carisHimPEARota b Soman pa el i Pl nk PR A br ARG, 3
computer by a sol e nanagenent application or by a sole portabl e device.

So, t he neferenee talig.ém envi sages to handl e the contents -having different.
formats fromone distributor to another on the personal conputer 1 in a
uni fied fashit@nassumed that the plural EMD servers 4, connected to the network 2, are an

EMD server Ad-1, distributing the music contents furnished by amusic furnishing firm
A, an EMD server B4-2, distributing the music contents furnished by a music
furnishing firm B and an EMD server X4-3, distributing the music contents furnished
. bya music furnishing firm X. These EMD servers 4 (4-1, 4-2 and 4-3) furnish the
music contents of a line-up each being unique to each firm, over a network 2 to a
personal computer 1 owned by a user. Moréover, the respective EMD servers 4 (4-1,
4-2 and 4-3) distribute the music contents in respective different styles, by the servers -
4 adopting encryption systems of music contents, formats of the using condition
*.(usage rule)-information, music contents compression systems and-charging systems - - -
for the motion compensation, which are unique to the servers.
In the personal computer 1, there are installed, as application software for
reproduction or. management of the music contents, a reproduction application A31l,
for purchasing, supervising and reproducing music contents from the EMD server A4-

1, a reproduction application B312, for purchasing, supervising and reproducing



Referring to Fig.7, unified handling of contents having differienprifpoaat s
fromone distributor to another, in this nusic contents distributing
system is explained with reference to Fig.7. It is assunmed that the
plural EMD servers 4, connected to the network 2, are an EMD server A4-1,
di stributing the nusic contents furnished by a nusic furnishing firm A, an
EMD server 134-2, distributing the nusic contents furnished by a nusic
furnishing firmB and an ENMD server 3, distributing the music contents
furnished by, a nusic furnishing firm X These EMD servers 4 (4-1, 4-2 and
4-3) furnish the sic C nts o | i ne-.up .each i ni que .t o ,each
(1o douscondensmion BRI Sered BE 2 AR TR ridd 10y ANSEERNE 5 eover
the respective EMD servers 4 (.4-1, 4-2 and 4-3) distribute the nusic

cont entraufic coadqds §0 the porable devicetAf-d and-adevitedeven B4 far wapgeiring
encryption systens of nusic contents, formats of the using condition

(usage thel Rlsid BbATIMRE 1t6the NpisitdblE QUBVEES BG-21TD MSHivelil S Yeiee Fepradection
chargi ng systens for the notion conpensation, which are unique to the

servers, | . r i ed, ' ion
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a-reproduction applicatign _A311, . for purchasing, supervising and

r epr od RMIRBATAAN testild 75 shpwn H‘é%@i% KEPYRIVeM- 1, a reproduction

application B312, for purchasing, supervising and reproducing | April 2004
44 nusi c cdmtthetperiomincoinpuievl, dbereare itstaldecd a comprebeniive sranAgaentr
transferring the nusic contents to the portable device A6-1 and a device

driver (gal¥k -Bsns,fdraﬁaﬁsgih'g%mﬁreﬁemeé ©ofiftbl eNtise taaﬁgﬂopmasa@ kentéawd ce
136-2. Meanwhile, the réeproduction application 311, 312, shown in Fig.7,

corresnond 4R thE 3PP CRhis b RS RHE AT franaBEment unit X 315 is made up of a
reception interface 316 for EMD, a transmission interface for EMD 317 and a driver
for PD 318. -

It is assumed here that the portable device A6-1is a dedicated device for coping
with a music furnishing firm A, the portable device B6-2 is a dedicated device for
- . coping with a music furnishing firm B and the portable device X6-3. is. a dedicated
. device for coping with.a music furnishing firm X. It is also assumed that the: music -
contents stored in a memory card are encrypted in accordance with an encryption
*. system unique:to each mﬁsic furnishing firm, with the formats for the using condition
information or the compression systems being also different, so that no music
contents can be transferred on connection directly e.g., to other device drivers.
The reproduction application A 311 performs the processing for connecting to
‘the EMD server, uploading e.g., a log file and downloading music contents, contents

keys and using condition information. This reproduction application A311 is adapted



purchase and the driver A 17, shown in Fig.4, respectively. |n Apsgl2¥dsonal
conputer 1, there are installed a conprehensi ve managenent wunit X-31S, for
managi ng conprehensive control of -the totality. of music contents stored
in the HDD 21. This conprehensive managenent unit X 31S is nade up of a
reception interface 316 for EMD, a transm ssion interface, for EVMD 317 and
a'‘driver for I'D 318. It is assuned here that the portable device A6-1 is
a dedi cated device for- coping wth music furnishing firmA, the
portabl e device 136-2 is a dedicated device for coping with, a nusic

furnishgng firm.B and the portable. device. 3. 1S dedj.cat.ed. vi ce
for "coplatdpadrie FaantetiuRtocrite pRBroTe BMplery &fs cDplicaiohis ke
music contents stored in a nenory card are encrypted in accordance with an
encr ypt ioeppesyithe Harni heacproducter mpplieatiort Adhi dhadapted fon parfedminggheor mat s
for. the using condition information or the conpression systens being al so

di f f er eptocessing hadsobitedisvich tROTERID Seeait 44, twhilsfierik achadle a8NPEFLHAN
directly e.g., to other device drivers. The reproduction application A 311

perfor "%ﬁ&%‘iﬁhgﬁ‘&n%ﬁ%% f}]gfa#g%‘fh%ﬂﬁm) Fgrvetrge géﬁ{gﬁﬁ&t’i%rx lpﬁ@?%\ggne' g

alog filTe an sic conten conten eys

condi ti L nf or.mati on. .This _.reproduction appljcation A3]1 is adapted 1
nori | 208118050 i B oF PR TEiRHDE PF O SRGBL SLHGTHRRYOR SR RBnERBIB e ver
the application is able to cope with. Here, the reproduction application
A311 i stoathepEMDs sarvee A drhthegprdeessipgofor saithenticationi ent ednnédtion be tha/D
server 4-1, while it is. unable to perform connection processing to any

ot her Bpfitaisievdsvice WG 1r & de procisiappior Cédrpprionfdddryplisn 66 tRdamisd for
perform ng the processing for authentication on connection
contents and the using condition information stored in the HDD 21. The reproduction
application A311 encrypts the music contents, downloaded from the EMD server 4-1
and the corresponding using condition information with the contents key and encrypts
the contents key with the session key to store the encrypted key in the HDD 21. -
Meanwhile, the respective reproduction applications adopt respective unique
encryption systems, so that fhe music contents stored in the same HDD 21-in the . .
personal computer 1 cannot decrypt other reproduction applications than the dedicated
reproduction application.

- The -reproduction application A311 also manages the using condition
information.appended to each music contents. For example, if a limit value for the
number of times of reproduction is stated in the using condition information, such that
limitations are imposed on the number of times of possible contents reproduction, the

-reproduction application A311 decrements the limit value of the number of times of

reproduction or duplication by 1 for each reproduction or duplication.



to the EVMD server A 4-1, the processing for authentication on icAptlexiodon to
the portable device A6-1 and the processing for encryption/decryption of
the nusic contents and the using condition information stored in the HDD
21. The reproduction application A311 encrypts the nusic contents,

downl oaded fromthe EMD server 4-1 and the correspondi ng using condition
information with the contents key and encrypts the contents key with the
session key to store the encrypted keypin the HDD 21... Meanwhile, the
respective reproduction applications adopt respective unique encryption

systems, so Tﬂ?ﬁé?ﬁrﬁﬁuémﬁ{ @%}ﬁﬂtﬁ% %glﬁs‘a‘iranis&éfgg?lemc t&fté ahg t{“%:n t he

per sonal conpu cannot**decr ypt repro I on application
dedi cated reproductjon appl.ication. The - uction applicat.ion 11
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contents. For exanple,. if alimt value for the nunber of times of
r epr odufoiriEMD ef iteateamipichensiee uwimagementinit 131Hf or mati on, such that
limtations are inposed on the nunber of tinmes of possible contents

repr oduct i onThé R&prodh&fsPapTidaeidnaBBI 2 paifoans flprotessinpRficonnb&ion Bt
val ue of the nunber of tinmes of reproduction or duplication by 1 for each

reprodugt.i r i i rql 04, he. f.epr L.on j.cation
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it manages on . the H 21 to the reception [pterface 316 fqr EWCgﬁggéhe
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perforns the processing of connection to the ENMD server, uploading e.g., a
| og .fi lis adaptedicfonipesfdrming the prosessingfuremnaection ontyetat the-JERID servenéhaisi ng
condition information. This reproduction application B312
application is able to cope with. Specifically, the reproduction application B312 is
able to perform the processing associated with the EMD server4-2, while it is unable
- to perform the processing for connection to the other EMD servers. The reproduction
application B312 performs the processing for authentication on connection to the
EMD server4-2, the processing for authentication on connection to the portable device
- B6-2 and the processing for encrypting/decrypting the music contents and the using
condition information stored in the HDD 21. For.example,-the reproduction
application B312 encrypts the music contents downloaded from the EMD server4-2
- and the corresponding using condition information, with the contents key, while
encrypting the contents key with a session key and saving the encrypted contents key
in the HDD 21.
~ The . reproduction. application B312 also manages the using condition

- information appended to the respective music contents. For example, if a limit value

for the number of times of reproduction is stated in the using condition information,



.1s adapted for performng the processing for connection only it gprillokND
server the application is able to cope with. Specifically, the
reproduction application B312 is able to performthe processing associ ated
with the EMD server 4-2, while it is unable to performthe processing for
connection to the other EVMD servers. The reproduction application B312
performnms the processing for authentication on connection to the- EMD server
4-2, the processing for authenticatigp on connection to the portable device
B6-2 and the processing -for. encrypting/decrypti ng the nusic contents and

the using ,conditiaon infor.mation st | h [t € , -the
reproﬁPéi%i Hﬁg g%':aﬁé)g? i“0h 1BPLICR Y} 3@?31%&& FB%:S(ZJ??F égq%glb&%vé%%g%gd from
the EMD server4-2 and the correspondi n% using conditiaon jnformation, with
the coiepeeductiany thouiepredugtion gppplieajiamB3desiments thailipityaleg ofdhekey and
saving the encrypted contents key -in the HDD 21. The . reproduction.

appl i cadmber BE1Emeksof mepadestidieoruduplgcatiomdby i brior ieatchr reproductippended t o
the respective nusic contents. For exanple, if alimt value for the
nunber 4 f1: ks of reproduction is stated in the using condition
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reproduction or duplication by 1 -for each reproduction or_ duplication.
The r-elpﬁingaondisiqmaipﬁomwéiqndhmage&m&qﬂmﬁt%thwcmﬁg%lmwfg@mﬁwand t he
using condition information it nmanages on the HDD 21 to the reception

i nt erffgENIBof tHeotorEpehefisit b enamagenmine naiti¢ 3Bnagenent unit X315.

The device driver A313 is an application software for transferring music
-contents to the portable device A6-1. The device driver A313 transmits the music
contents to the portable device A6-1.

-The device. driver B314 is an application software for transferriﬁg'music
contents to the portable device B6-2. The device driver B314 transmits the music
contents to the portable device B6-2.

. +-- The comprehensive management unit (X)315 is- an application software,

_ dédicéted to the music furnishing company X, and which is furnished with the music
. “contents from the EMD server (X)4-3. The comprehensive management unit (X)315-

is also a.supervising software for transferring the music contents and the using

condition information between it and the device driver (A) 313, device driver (B) 314,

reproducing application (A) 311 and the reproducing application (B) 312 to manage

the music contents in the personal computer 1 comprehensively. The comprehensive

management unit (X)315 is also able to transfer the music contents it is supervising



The device driver A313 is an application software for transferirAmg 2004i c
‘contents to the portable device A6-1. The device driver A313 transmts the
music contents to the portable.device A6-1. _The device.driver B314 is an
application software for transferring nusic contents to the portable
device B6-2. The device driver B314 transmts the nusic contents to -the
portabl e device B6-2. The conprehensive managenent unit (X)315 -is. an
application software, dedicated to 4ghe nusic fum shing conpany Y, and
which is furnished with the Tnusic. --contents fromthe EMD server (X)

I
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i nformati on _between if and the devi ce dri verggﬁe]é.’i EfdeV| ce driver (B)
. 314, reprobibei r?@“HHEh‘FIb%Y‘P ofmqnageReat a8t n ol ﬁ'@saﬁﬂppﬁ%ﬁlﬂ‘%n (B)

312 to manage the nusic contents in the personal conputer
conpr tjng fBrthe contant mearsigementrproggamekitl shown (ixFig4. |s al so able to
transfer the nmusic contents it is supervising 1 April 2004 48 to the

dedi cated pppi ﬁgérject‘i’@ﬁ/u& 18 Gt D1 i arﬁm&éwa@ﬁ%h@cmlﬂe fostenicefibAdo¢hé on

devi ce. The cofrprehens nagenment unit (X)315 perforns processing

t t Th
ool eobb gcgﬂa“’ 5éné’r?&‘§§§cwt§?§€@?ﬁ@%@?ﬁ%&%&%%*%ﬂé%ﬁlﬁ“@o%ﬁ@?&@%ﬂtoet he
portabl e device 6-3 and executes autg ation ces and .t he
: encryppﬁO@ﬂSSmg(b@@E%ﬁm@ amétth@mrﬁab “a 166, % Bq)\éerdgq,?r@gsf%rrg g SiGver, in-

transferring music. contents etc to other portable devices 6-1,6-2, the
- . pr oj ectomensiesploothenpdriatil8deviaest-d; 6-2, theprajestioncbisplenusit 30 tranefers i ng
condition information through the device driver (A)

‘the music contents and the using condition information through the device driver (A)

313 or the device driver (B) 314.

The reception interface for EMD 316 receives the music.contents and the using
condition information from the reproducing application (A) 311 and the reproducing
application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X)- 4-3 through the network 2 and

. exchanging the music contents and the using coﬂdition information with the PD driver -
318.

In receiving the music contents and the using condition information from. the -
_reproducing application (A) 311 and the reproducing applicat ion (B) 312, thereception .
interface for EMD 316 performs reciprocal authentication, conversion of the
encryption system, conversion of the format for the using condition information etc.,

appended to the music contents being transferred and conversion of the compression

system of the music contents being transferred. The encryption system, using



313 or the device driver (B) 314. The. reception interface forl Ahd2808
receives the nusic.contents and the using. condition-information fromthe
reproduci ng application (A) 311 and the reproducing application (B) 312,
whil e receiving the nmusic contents and the using condition information
transferred fromthe EMD server (X). 4-3 through the network 2 and
exchangi ng the nusic contents and the using condition information with the
PD driver 318. In receiving the nusi-gggcontents and the using. condition.
information from the reproducing application (A) 311 and the reproducing

a i caLi . . i . 1 l . .\ .
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of the nmusic contents being transferred.. The encryption system using 1
Apri |- 208dpréAensive dnanageniont amitfX )31 SoThehsy stempusesisby the gomprehensévay -t he
reproduci ng application (A)- 311 and the reproducing application (B) 312 is

changednh s ddific iy BhRM3ES iDYefehed ©OBRORNANS iurhfioltRGSTE: Trowtol. (PAGSLS.
The system™used by the “conprehensive managenent unit (X)315 is referred to

bel ow as a.unified tran rqtocol. : | i : 316
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converted to the unified transfer ,E,r gt ocol, the dﬁvi ce dri éer B‘%Mfﬁ or
the devnfwmatiopethysmonyered ko tegnifiad tippsigr preipcah ghe ddcr dpgpt ¢ A
interface for EMD 316 also transmits the nusic contents and the using
condi t igarthé weoiceadriver, (B)Gidvibirowgh the RDedriverf318d Theanstpiopintetiace fot o the
portabl e device 6-3 through the PD
EMD 316 also transmits the music contents and the using condition information, -
converted to the unified transfer protocol, to the portable device 6-3 through the PD
.driver 318. |
The music contents provided from the EMD server (A) 4-1 and the EMD server
(Bj 4-2 are once downloaded by the reproducing application (A) 311 and the
_reproducing application (B) 312, and the encryption system, the compression system,
. and the using condition information of the music contents are converted to the unified
transfer protocol and are transferred to the comprehensive management unit (X)315.
. The comprehensive management unit (X)315 comprehensively supervises the music
_contents of the contents furnishing companies downloaded from the EMD server (A)
- 4-1, EMD server (B) 4-2 and from the EMD server (X) 4-3.
The reception interface for EMD 316 also has the function of copying, moving,

and performing check-in and check-out of the music contents.

The reception interface for EMD 316 performs the processing of copying or



driver 318. . .. . The nusic contents provided fromthe ENMD sdrAgnl 2084 4-1
and the EMD server (B) 4-2 are once downl oaded by the reproducing
application (A) 311 and the .,reproducing application (B) 312, and the
encryption system the conpression system. and the using condition

i nformati on of the nusic contents are converted to the unified transfer
protocol and are transferred to the conprehensi ve managenent unit (X)315.
The conprehensi ve managenent unit (X)815 conprehensively supervises the
music contents of the contents furnishing conpani es downl oaded fromthe

EMD Serfﬁ%arlixggflhe tdsic YR ene \Rired Bh e %eﬁfﬁﬁu%ir@h?ﬁﬁcﬁ!)@n WL t)thé- 3.

The recept Interface for EVMD 316 al so has the nction copyi ng,

novi ng,  -and .performn » A and check- out . of | ntents. The
ecept | BRISHIEPEAPRIRp R 313 o APGTEne it ol e Re b SRIEE ST
April 2004 50 noving the nusic contents stored in the reproducing

appl i camnpyamea} from theousene At this tivag dh gecapiion anferfage @) Ehﬁé ,313@%5}8? dance
with the command for copying or novenent fromthe user. At this tinme, the

recept i the- émdrgptiaasystem EMhc3hlsivocorments, cdmpreseivar systémrorsstseatenfent he
musi ¢ contents, conpression systemor the statenent format of the use

con |l B4 1. IR hABUR! B TRRKARRLprltectr €CEDLT on T nter ace Tor

EMD 31 or s e processing of copying and check-ing-in the
S stored.i

-nusi ¢ cont n_exter g, such as act Disce or in the
~portabl o devhheesespriongnigrizts BT Aottt MR TSk coding Sy 515,
in accordance with the CD ripping command or the check-in command _fromthe
user. |4nd ghecking-inthemusicecantents stared ik sxiesrnl spedipesudhnts Cempast Bjss em of !
the nmusic contents <

or in the portable devices 6-1 to 6-3, into the comprehensive management unit (X)315,
in accordance with the CD ripping command or the check-in command from the user.
If, at this time, the encryption system or the compression system of the music contents
of the description format of the using conditions are not converted to the unified
transfer protocol, the reception interface for EMD 316 makes the conversion into the
unified transfer protocol.

The reception interface for EMD 316 also performs the processing of recording -
the music contents managed by the comprehensive management unit (X)315 in the
portable device 6-3 in accordance with a check-out command from the user. If, at this
time, the encryption system or the compression system of the music contents or the
description format of the using conditions are not converted to the unified transfer
protocol, the reception interface for EMD 316 makes.the conversion into the unified-

transfer protocol. Also, at this moment, the available number of check-out of the using

condition is decreased by one.



oi the description. format of the using conditions are not convgpilexdogo the
unified transfer protocol, the reception interface for EMD 316 nakes the
conversion into the wunified transfer protocol. The reception interface for
EMD 316 al so perfornms the processing of recording the nusic contents
managed by the conprehensive managenent unit (.X)315 in the portable
device 6-3. in accordance with a check-out conmand fromthe user.. If, at
this tine the encryption systemor t4ge -conpression. systemof the nusic .
contents or the description format of the using conditions are not

convert ed tGrﬁ%‘ﬁ%ﬁ{@}éﬂeﬁgiv%%‘;%%ﬁ]en%Hftglxﬁﬁls hag e gitreh‘?fhn'[ fgrg{r;)?o%%égorat

EMD 316 makes onversion Imto the u led trans protoc

this manent, the avai.l abl e nunher, of check-out, of the usin candition is
ocr eadBa by pPEaliof yes Gomtsh orians eh iR EHoSRGE PHECHAYE ABRRCHINS. ( X) 315
has the unified transfer protocol in a |ower application layer in which to
transf-as shownt dnofligB. plhec kaseprapphsivet momegemeant stwibn (X)3H gh&. deke
conprehensi ve managenent. unit (X)315 has data transm ssion/reception with

the EMprfpivesionXecdption With the BNR®Eeiel ) #iB with fal 18 ¢er Belowsthe unzfied ocol
as http (hyper text transfer protocol). I'n"the above--described. nusic

Corver Aty iRt AR RRATS Y GRP PR S S by The
A TR E Rt I TR T e
4-1 and the EMD server (B) 4-2 are transferred to the portable device (X
6;1 2. 1 wisthibubadsironcthetlEMiDssediver (A iliand thy EMbyseress (B <leRiabeacqiireddyy mai nl y
t the comprehensive management unit (X)315 for reproduction or management. Also,
the music contents distributed from the EMD server (X)4-3, EMD server (A)4-1 and
- the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.
In the music contents distributing system,  as described -above, mainly -the -
comprehensive management unit (X)315 operates to convert the encryption system for
music éontents to be transferred, the format of the ﬁsing condition information
- appended to the music contents to be transferred or the compression system of the
‘music contents to be transferred, in association with the respective reproducing
- applications and the device drivers, to effectuate transfer of the music contents with
" the aid of the unified transfer prctocol. So, the music contents downloaded by the
-reproducing application (A) 311 from the EMD server (A) 4-1 and the music contents
.downloaded by the reproducing application (B) 312 from the EMD server (B) 4-2 can

be transferred to the comprehensive management unit (X)315 so that the music

contents of an artist furnished only by e.g., the music furnishing company A can be



conpr ehensi ve managenent unit (X)315 operates to convert the dng&pylRaodn
systemfor nusic contents to be transferred, the format of the using
condition informati on appended to the nusic contents. to be transferred or
t he conpression systemof the nusic contents to be transferred, in
association with the respective reproducing applications and the device
drivers, to effectuate transfer of the nusic contents with the aid of the
unified. transfer protocol. So, the nysic contents downl oaded by the
reproduci ng application (A) 311 fromthe EVMD server (A) 4-1 and the rrusic

Corver. RrytatBUGaRAE pRMatE el B @R 55" PTBR Gt sl B e hue r%BH J‘ﬁfa

(X) 315 so that the nusic contents of an artlstl furnished only b t he
musi ¢ f SSHIRHIRGS oM AMVRIs tie eRCTYPUER SYStomoo! @ysm%@nfér fftrawtt@ftth@
portabl e deV| ce (X) 6-3. That is, since the present nusic contents

distri bwsihgg:onyliiicﬁ'nirrfonmiiarsandtﬁ)eecrmnmmion syyeireforahenmssic contenenino

format of the using condition information and the conpression system for

the nmusjye tﬁﬁﬂ&@ﬂ%ﬁsﬁeﬂgfbtoé&eth%%ﬁéléQoﬁt&ﬁt&%‘f@z‘énﬁb&tsﬁg@ms fsﬂﬁed‘ﬂ?ih% Hapdt ents

of variable systens tored in the hard disc of personal conputer 1,

can be re uced by,the c reh ns ve uni,t 31S o

por t abl SEBREMEGFsamal CRpfiT, e ko R BE TR comiiitentiyhddamedlement

di stributj ng( xst em converts the enc‘rg\igt i on system and the using condition
i'nf or me¥RibRX)3 13 orthe portableodevicadS) 3. Impadicyiate suicer the SHBHCI GODEIKE i ng
the nusic contents can be enhanced while protection of the copyrights of
t he - nusdistrilautirggeystenscameits dik entiigyptiomsystem andtirusing comditon snfdrmatiohut i ng
system at |east the encryption system and the -using condition

0oL e (5 STt e T sASACHAREIAETL SO Bt o
enhanced while protection of the copyrights of the music contents is assured.

That is, in the music contents distributing system, at least the encryption system
and the using condition information are converted between reproducing applications.
adapted for reproducing or controlling the music contents to transfer the music

- contents and | the using condition information. By so doing, | the music contents
distributing system is able to move the music contents-stored in e.g.; the hard disc.21
in the personal computer 1, even if there are plural reproducing applications, thus
enabling unified management of the music contents. Moreover, since the-using
condition informatioxt is transferred along with the music contents, there is no risk of
the using conditions overlapping with sole music contents thus assuring more reliable
protection of the music contents.

(3) Using Condition Information

(Explanation of Routinely Used Using Condition Information)



contents -and the using condition information. By - so doing, ltAgrlngsic
contents distributing systemis able to nove the nusic contents -stored in
e.g.] the hard disc. 21 in the personal conputer 1, even if there are

pl ural reproducing applications, thus enabling unified managenent of the
musi ¢ contents. Mreover, since the - using condition information is.
transferred along with the nusic contents, there is no risk of the using.
conditions overlapping with sole nusi&3 contents thus assuring nore reliable
protection of the nusic contents. (3) Using Condition Information
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A typical for of the using condition information used in the reproducing

appl i catl A s_nQw e ed. In the reproducing application (A
311, E'é:laﬁﬂ&ééié tllgHO}V ’fﬁ%@?laon repr esented by a tabul ated
formshovvn for exanple in Fig o}d gn the left and right colums
of the Tabl dnathe g@;apéumngnannl@a&@nu b rlBg1ypg candition | infgraratism, t he
usi ng conditions and specified val ues. of the policies, respectively. For
exanpl aeptdsentedssi biabulsetpl dyrmahewnffooe)ampdpliayfigdd, dased(t o) - or the cost
per replay (pay/pl ay) are stated as policies. The using condition

I nformation Sth(’i“l 5 dcdufiBs dfffe E‘X@lé@ﬁe‘é@ﬂe&%tﬁe LoRfinhAvedirdttRydat i on

i s appended o eac c contents, as shown in Fig.9B: The reprodu0| ng
appli c | on cont roI the ent

2P ot ed b pRLlS althe ERcapR r?gesﬁo el 9*31;'1621%2%?%@5%‘*?@%’ {hat
t he p055|ble repl ay date fro ' tober 25, 199 repl ay end date (to)

i s Novdrsxample,1bo pombletrﬁelazz date (@zqm) aeplayepgd vae;fﬁ%mr the costaper 18P19 N, . I n
suen Ca(;iy/play) are stated as policies. The using condition information is distributed from
the EMD server (A) 4-1 as the information is appendéd to each music contents, as
shown in Fig.9B: The reproducing application (A) 311 controls the music contents in
accordance with the stated policies and the corresponding values. - For example,
assume that the possible replay date (from) is October 25, 1999, replay end date (to)
is November 24, 1999‘ and the cost per replay (pay/play) is yes/10 yen. In such case,
. the ‘music contents can be reproduced as from October 25, 1999 and reprodugtion :
thereof before this data is inhibited even if a replay command is issued from the user.
. The music contents also can be reproduced until November 24, 1999 such that the
music contents are erased as from this date. The music contents also are set so.that .
10 yen is assessed per replay . The number of times of reproduction by the user is .
stored as the separate log information which is uploaded to the EMD server (A) 4-1

to assess the user who heard or viewed by an amount corresponding to the number of

times the music contents are heard or viewed.



the -nmusic contents can be reproduced as from Cctober 25, 1999. Agild2004
reproduction thereof before this data is inhibited even if a replay
command is issued fromthe user. The nusic contents al so can be reproduced
until Novenber 24, .1999 such that the nusic contents are erased as-from
this date. The nusic contents also are set so. that 1.0 yen is assessed
per replay . The nunber of tinmes of reproduction by the user is stored as
the separate |l og informati on which issqploaded to the EMD server (A) 4-1

to assess the user who heard or viewed by an anobunt corresponding to the
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Conpr ehensi ve manag nt.unit (X)315) The using condition information, as
used bymﬁég%ﬁ%tr‘gﬁgggﬁ}é)rmnagerrent unit (X)315, is now explai ned. The
using condition information, now explained, is appended to the nusic -
cont ent s doviiheading domditich infEiviD ien,\asruseR)bysthe, caanprehensivaseahagestent he
conpr ehensi ve nmanagenent unit (X)315 rmanages control of the nusic

cont ent gpit MRH$LY &5 mOR\h@x%’l%'iﬂ?ﬂ. qRRdisin®BohditiohREodiaticn, 4rRe explansliiki ed
f or mat e reciprocal l'y transferring nusic contents between'the
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conprehensi ve managenent unit (X)315. Thi.s i.ng -conditiop| %'nf ormgtion is
r ef-er r edsedovhen b cosprBbensiys manganaRf WHHELSlomenagss sRPISHOL HRERIFT i ed

using condition information is nade up of an index file 331, an autonaton-
fil.e .332ontentspMaoetar the isingamditidn enfloymationd$ vsdd asca @gificdformhbwhenn -
Fig.4. These files are stated in an XM.. (eXtensi bl e Markup Language)
| anguagdgeciprocally transferring music contents between the reproducing application (A) 311
and the comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehensive management unit (X)315. This using
. -condition information.is referred to below as the unified using condition information.
The unified using condition information is made up of an index file 331, an
| automaton file 332, a parameter file 333 and a hysteresis file 334, as shown in Fig.4.
- These files are stated in an XML (eXtensible Markup Language) language.
In the index file 331 is stated e.g., the reference information of each file.
To the automaton file 332 are appended an automaton stating portion 341, -
stating th; using conditions by automaton, an authentication code by contents keys
(MAC; Message Authentication Code) 342, a signature by a contents purveyor (Sig)
. 343 and a certificate for verifying the signature (Cert) 344, as shewn in Fig.11. The .

contents key is denoted KC, whilst a private key and a public key of the contents

purveyor who prepared the contents are denoted K™ and K', respectively.



In the index file 331 is stated e.g., the reference infornmati dnApdl 284h
file. To the automaton file 332 are appended an automaton stating portion.
341, stating the using conditions by automaton, an authentication code by
contents keys (MAC, Message Aut hentication Code) 342, a signature by a
contents purveyor (Sig) 343 and a certificate for verifying the signature
(Cert) 344, as shown in Fig. 11. - The contents key is denoted KC, whil st
a private key.and a public key of thgscontents purveyor who prepared the
contents are denoted K''E and K E, respectively. 1 April 2004 55 The
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contents by an chine stated In tu uence.

of the operatin at e current si.c contents Q and with a set of
Chout - SoReBIDY ap Fodbted Sraler e L R e S cent s £t ho
automaton stating portion 341 expresses a set Q of the operating states
of the nusi Withatsehefthe fopetadimgrstates af the qureent musimcedentsQend withase{ d | d
= S(g,a) | gQ aQ s: XE .-*@ . As shown in this equation, the set Q of

the opgf iﬁq}lﬂgsﬁhﬁbl%srcbﬁeseﬁﬁﬁgiﬁ;edtv@ﬁtsdof thehandid somtehisnBdthy aatdmiawin on 8 .
havi ng vari abl"es g, a. The q Tndicates one operating state of the set Q of

e coragpedafibl 1 prtifs R0 GUE DimahlPsdros ol B BusiOeofUER, 2
& dEcloliBring Satugtasttion is BowS: 0=\ nai cat es an_ exampl 6. of - pér mit ati on.
and conmbination. of q, a, d,- In E events such as replay (play), copy
(copy).Q’ampdfd =@Efgyx)19Q, pQssSt & pPy start date and tinme (from YMD), play
end date and tinme (to YMD), nunber of usable
As shown inthis equation, the set Q’ of the operating states is expressed as d.
The d is defined-by a function & having variables q,a. The q indicates one operating
state of the set Q of the operating states of the music contents. The « indicates an
.event of the set of events Z. The function d is a ﬂlap of a power set'of Q and X to Q..
Based on the above Q, L, and Q’, each tuple is expressed by
- {<q, a, d>{q, deQ, aeX}. |
Note that <q, «, d> indicates an example of permutation and combination of q, ¢, d..
In X, events such as replay (pla_y), copy (copy), amount (pay Y), possible play
start date and time (from YMD), play end.date and time (to YMD), number of usable -
days (in Ddays), or null event (€), are stated as follows:
2 = (Play, copy, pay Y, from YMD,.to YMD, in Ddays, €). .
So, the following statement is made in automaton descriptor 341...

A specified statement in the automaton descriptor 341 is hereinafter explained.

An illustrative description by a tuple-row of the automaton, representing



days (in Ddays), or null event (E), are stated as follows:, E i=Api 2004
copy, pay Y, fromYMD, to YMD, in Ddays, e). So, the followng statenent is
made in automaton descriptor 341.- . A specified statenment in the autonaton
descriptor 341 is hereinafter explained. An illustrative description by a
tupl e-row of the automaton, representing | April 2004 56 operation
transition of nusic contents shown in Fig.12, is shown in Fig.13. This
automat on perforns the status transitg®ns as now expl ai ned. First,
transition is made froman initial state qOto a state ql and to a state

raﬁ&?téﬁ?ﬁ% Gf]mﬁgi@ ﬁlten‘?@%ﬁé\bﬁ'm 'l‘?g’?ﬂﬁl@tshﬁﬁﬁ#fnsﬁg 13 a payment

event a pre-set anount, suc yen pale occurs i the state ql,

tran3|t|on t the sta occurs event occurs in the
s o e et SRR b ARG S B AR Sour e
automaton |nd| cates that, if the paynent of 10 yen is made, the nusic
contents rmyFiss, trepsitivnds masiel fyomrareinitial Stﬁeﬂgﬁﬁ@rﬁtaf@\ﬁﬂn@“‘@)ﬁo asitedset -
anount, such as 1000 yen (a.pay 1000) occurs in the state ql, transition

s agai Fromde: statds 5{1@ B ﬂﬁl]c]&h@@bmieﬁabdzqurs.t hi s aut omaton i ndi cat es- .
that, if the paynen yen I's made, the nusic contents can be

reproduced W tagﬁ%&meﬁf&ae'h‘fl FQ rf%rgesteﬂﬁm?ﬁﬁt gcﬁ 4689 yenf P{@?)’H@éﬂrs%\{ﬂ% in an

anount COI’I’G e repro ucti on -ano one
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occurs, tranS|t|on Is again nade to this state If n play events occur
in thi sq2 dtantsitioptis madets thestate igd. Eiwé is, tha presen @m@nqtpn indigatgsdhat, af ¢ hi s -
automaton, it is shown that, if 10xn yen is paid, the nusic contents can

be r eprtﬁ@%@%éhttdfnﬁ)?ycn is made, the music contents may be reproduced only once. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state
ql, transition is’ again made to the status q3. Specifically, this automaton indicates
that, if the payment of 100 yen is made, the music eontents can be reproduced without -
regard to the number of times. If a payment event in an amount corresponding to n
" times the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,
transition is made to the status q4. If, after transition to the status ..q4,‘the“p]ay event
(play) occurs, transition is again made to this state q4. If n play events occur in this
- state g4, transition-is made to the status gl. That s, in this automaton, it is shown that, -
if 10xn yen is paid, the music contents can be reproduced n times.
If a payment event of a pre-set amount, such as 100 yen, occurs in the state g5,
transition is made to the state g6. If a copy event occurs in the state g6, transition is
made to the state q5. If a copy event occurs in the status g6, transition occurs to the

status g8. If a play event occurs in the state g8, transition is again made to this state



|f a paynment event of a pre-set anpunt, such as 100 yen, occurlsAp:di 2004
state g5, transition is nade to the state g6. If a copy event occurs in
the state g6, transition is made to the state g5. If a copy event occurs
in the status g6, transition occurs to the status 8. If a play event
occurs in the state g8, transition is again nade to this state 1 April 2004
57 8. If a copy event occurs in this state g8, transition is nmade to the
state 9. This state g9 is a final stdte where no transition to other
states occurs and no event occurs. That is, this automaton shows that, if

100 yeg&i $ Pabpy eVbft dBéaILinQRIeAE 485 AAnYitioAdP e aRe state O This sigi ce.
Mor eover, this automaton shows that, although the nmusic contents copied

b . : . . A bl
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t event of a. -set a t, 2000 : . 2000 '
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the state q7, transition is again nade to this state q7. If a copy event

occur stg otheheleviad. eMyteovdry thisantonmtos shewe that, althosglatle gBisid €omtepisay
event occurs in the state g8; transition is again nade to this state (8.

If a cg ieﬁ\&ﬁtb&%f,gwcglafea ahPio%sﬁé&‘hﬁnﬂﬁr of tiatsl HRdu&idRREmpdsitigifst at e

g9. This state g9 I naf state where no transition to other states
occurs__and no event. 0OCCUIrS, T@:@é '8 } ié- utomat on shows -that, if 2000
ahotst dsgics e

yen i sOB& e ISIGEIIRIs afc conle d to another device a

limtless nunber of tinmes. Noreover,-the autonmafon sh&vf\f that. al t hough

the copied Hubepaysantsventfd pre-sebpngnnk suchas 200 xen : OSFUES| nes,
the nusic contents, copied.to another device, can not be reproduced.

. Fi g. 1 theatstea) 3, trahsition\is atade ot state ¢7hdf acopyravent quenfsanithestatég7,above.
transition is again made to this state q7. If a copy event occurs in the state q7,
transition is made to the state ¢8. If a play event occurs in the state ¢8; transition is
again made to this state 8. If a copy event occurs in this state g8, transition is made
to the state ¢9. This state q9 is a final state where no transition to other states occurs

- and no event.occurs. That is, this automaton shows that, if 2000 yen is p'aid, the music- .
- contents can be copied to another device a limitless number of times. Moreover, the
automaton shows that, although the copied music contents can be reproduced any
- desired number of times, the music contents, copied-to anether device, can not be
. reproduced.
Fig.13 shows a tuple row statement of the automaton performing the above-
-described status transitions.

It is possible for the automaton stating portion 341 to state parallel synthesis of

operating states, in order to update the movement of music contents. For example,



described status transitions. . . It is possible for the autortedmil 2004t i ng
portion 341 to state parallel synthesis of operating states, in order to
updat e the novenment of nusic contents. For exanple, 1 April 2004 58
paral l el synthesis of the operations as and al may be represented by the
tupl e sequence as follows: <g0, a, a4, gqo> <qO0, a, al, ga> It is also
possible to state. an action acconpanying the status transition in the
automaton stating portion 341. For exggple, the action is represented by
tuple as follows: . <g0, a, gl; action This action is represented as a
functio : b ' f an
1D oPuATRL IR PR GiRTARGE 3008 My bf AeprolCitcaByTne RyflESeadhct
representgﬂp t he purchasing price of an albun1(a) statenent is such t hat
a.n ‘-1 OVifr exanpl e of the automaton stating portion 341 stating an
action with respect to the variable is as, shown bel ow _.<qo,

payl 00, <qg¥,.2@ @¢> = a.n=-100> ... (1) <O, pay (a.n), gql, a.n: = 0> ...(2)
<qgi, play, qz> . . .(3) This exanple indicates that the purchasing price
of a sok qysgcqenntents (equation (1)) affects the price of al bum

pur chase ?equatlon (2)). The above-described automaton stating portion 341

I's made up of ﬁ%lﬁpﬁééélﬁlg to state an action accompanying the status transition in the
automaton stating portion 341. For example, the action is represented by tuple as
follows:

<qp, @, q;; action>
This action is represented as a function employing a pre-defined variable. The
-variable is made up of an ID, a'scope and an initial value. For example, with a variable
nrepresenting the pu.rchésing price of an album (a), statement is such that a.n: =1000.
An example of the automaton stating portion 341 stating an action with respect to the

variable is as.shown below:

-<qq, pay100,.q;, a.n:.= a.n ~ 100> o S (D)
<qq, pay (a.n), q;, a.n: =0> - | - (2)
<qj, play, > )

This example indicates that the purchasing price of a sole music contents
(equation (1)) affects the price of album purchase (equation (2)).

The above-described automaten stating portion 341 is made up of an entry ID
345, a contents ID 346, version information 347, variable information 348, and a tuple

sequence 349, as shown in Fig.14. -



345, a contents ID 346, version information 347, variabl e inf drptl 2094348,
and a tuple sequence 349, as shown in Fig.14. 1 April 2004 59 Aspecified
exanpl e of the automaton stating portion 341 the description format of

whi ch has been defined will be described in the follow ng. Meanwhile, the
events and commands used bel ow as the automaton descriptions are defined
by a DID (Docunent Type Definition) specified on the basis of the XM

speci fication. For exanple, the repro8®@ction (play), duplication (copy),
pay for play (pay-for-play), pay for duplication (pay-for copy), pay for
al bum pl ay (Bapetidfedexahipit of thy hutop@atoh efatiniglpomion B4 1 ﬂﬁtde@t‘rigtion format
(pay-for-al bumcopy), possi bl e.use start date (fron), use end date (to) and

a null SPR/IA A bol dfiRiPwiPhe BEEHIRA i (X bNiGuHIP. Fld. 16 shovs an

exenpl ary description o automaton statrng p ‘on 341 by the XM

| anguage ind'}viati r}g that the sic co tent&faﬁan be, reproduced as_from

Sept enber yvititerflie eygatsang commandssed bel pwgs {se awopratan desarirsionshown
in Fig.17. The automaton is constituted by the state gl as an initial

st at e aang defmedttyt @DID (DoviementiiBypedacinivion) spscifieg barthe badis of 9ROXMILch i s
a possible use start date(from in the state ql, the state is noved to the

|
state qepecm@atidm@ﬁ%&ﬁﬁ@@tth@&lﬁﬁe@&idm{@x}), id%gﬁieg@g;ggéﬁ;ﬂ)%@% ?‘f“ oﬁlzaﬁte e. g2,

the nusic contents are reproduced, and t St at

he. mustrey-Replal), Y AT anel UG AVRER BB bkl b5t Bu ARy Cody” Rl

descriptjon of the aut ton stating portion 341 hy the XM | anguage
i ndi catP]:‘?é[itHHt of AU R liondRRE T HE1-CapY bRasubleseistart date (from),

use end date (to) and a null operation (null) are set as events by the DTD.

Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September 1, 1999.:

The description shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state q1 as an initial state and the state q2. When the
date becomes September 1, 1999 which is a possible use start date-(from) in the state
q1, the state is moved to the state q2. When the reproduction event (play) is generated
in the state q2, the music contents are reproduced, and the state is again moved to the
state q2. In such manner, the automaton controls to enable reproduction of the music
contents from September 1, 1999.

Fig. 18 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced until

October 31, 1999,



Cctober 31, 1999. 1 April 2004 60 The description shown in FiigApd 2084 an
automat on shown in Fig.19. The automaton is constituted by the state gl as
an initial state and the state end as an end state. Wen the reproduction
event (play) is generated in the state g2, the nusic contents are '
reproduced, and the state is again noved to the state g2. Wen the. date
becones Cctober 31, 1999 which is a use end date (to) in the state g2, the
state is noved to the state end. In ¢he state end, the state is not noved
to any state, or no event is generated. In such manner, the autonaton

controls to abl e r.eproduyction of. the. ni n ti.l b 31,
1009, Fig. 288 HRsTRHOBy %r‘?%&sﬁil%ﬁﬁohﬁ%qw@hg S B LS, The
portion 341 by the XM ‘| anguage indicating, that the possible reprodyction
time perutomaton is eenshitisted bydbe sl g1 ps anmﬁt@é@ﬁ@i@%&heﬁtaw e FNect ober
31,1999, with the nunber of tinmes of possible reproduction being 16. .:: -
The - dassd. i Whefinths epfoduition Fiven2plag) ) gantwated on thdotate q2, th&ingusdd. Th
automaton is constituted by the state ql as an initial state, the state 2

and the_state arggﬁ'%r%ﬁu%ﬂ,g’ﬁgrtﬁé atf‘eeis}égr%gh RedabahbREAER2. FaRiiPiRedatd, 1999

whi ch i$7a possi use In the - state gql, the state is

nmoved -, to the estate 2. en. the repraoducti event | ay)...1 S, gener at ed
" Ehe Becames Oggober il Ao avBishis At eaatoip (R DRt Pk SE g s
again noved to the state g2. Wen the date becones Cctober 31, 1999 which
i s a usmowed tdtheestatend. In thestate and, thostaty istied mayndda @asy istate.cudin evand
generated 16 tines (play x 16), the state is noved to the state end. In the
st at e ethencidteds Tals@ch snditer,Thy adtdntatan)contateto enable repraductiongdinke at ed:

I n such manner, the
munic contents until October 31, 1999.
Fig.20shows an exemplary description of the automaton stating portion 341 by
the XML language indicating that the possible reproduction time period for the music. .
contents is from September 1, 1999 until October 31,1999, with the number of times
of possible reproduction being 16.
: .. .The description shown in‘Fig.20 is an automaton shown-in Fig.21. The
* . automaton is constituted by the state q1 as an initial state, the state g2 and the state -
end as an end state. When the date becomes September 1, 1999 which is a possible use
- start date (from) in the- state ql, the state is moved.-to the-state q2. When the
reproduction. event (play) is generated in the state-q2, the music contents. are
reproduced, and the state is again moved to the state q2. When the date ‘becomes
: Ociober 31, 1999 which is a use end date (to) in the state g2, or the reproduction event

is generated 16 times (play x 16), the state is moved to the state end. In the state end, -

the state is not moved to any state, or no event is generated. In such manner, the



1 April 2004 61 automaton controls to define the reproduction ggfil2ob4f rom
Septenber 1, 1999 to Cctober 31, 1999, and to define the nunber of
reproduction to be 16 tines. Fig. 22 shows an exenplary description of the
automaton stating portion 341 by the XM | anguage indicating that the
nunber of tinmes of reproduction of the nmusic contents is to be limted to
16. To the paraneter file 333 are appended a paraneter statenent portion
351, authentication code 352 by cont@nts key, a signature 353,by a
contents purveyor, and a wit of authentication 354 verifying the

si gnat Lﬂ\ﬁom@ﬁoﬁ r&Bﬁ{goips”bd: HEfige thel ?ﬁg{rﬁgﬂ%@ﬂ ZJerik)ﬂ)’frbr% depeutkrKC. 1999 kst the

private key and t ublic key o nts purveyo who. ‘prepared the

contents are n K-,1E and respectively. .Th ¢ file 333 can
be rewé?'toi’ﬁrgg’ibﬁrﬂ“éﬁps&gﬁﬁc\%\gwm (9? ﬁgfeﬁrﬁgﬁcﬁlﬂ%?o @gr*t%gﬁ%gg'pur veyor who
prepared the automaton file 332, for exanple, a secondary., purveyor such as
a contents. Fig B(QIShd%laérel@mlﬂyr}’adﬁspﬁpélﬂﬁéﬁith@éum@t@ﬁt%atmgpﬁﬂm 1 7o
the paraneter file 333 so rewitten is appended a unique-entity I D 355

accor degy fie XME]an@Uﬁ%@M@[éati@ tha thégunbeeofmiticabérafiretudtiosn ofthe Waesivhi | e,
Kcis the contents -key of the secondary purveyor, -wth K ¢ = H(Kc,

Entity : ey- K ¢ of. the secondary purveyor is fornulated
1 IS BRLEME e

fromthe (S| _ he primary purveyor. The primar y and secondary
DUt hont i cat i B9 h rardpHs BRaHE PO ArG BSRISH b AYPTSIPT bR POTEN Ak ont s
key is already to hand. |If the contents key is not available for reasons
per ti neauthemticdicat gadet352 pacentenisrkey, apignriuze343 by.a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown in Fig.23. The contents
key is denoted KC, whilst the private key and the public key of the contents purveyor
- who prepared the co'nicnts- are denoted K and K';, respectively.

- The parameter file 333 can be rewritten by a contents purveyor other than the
contents puﬁrcyor who prepared the automaton file 332, for example, a secondary
purveyor such as a contents retail dealer or by an intermediate contents distributor. To . -

- -the parameter ﬁle‘33._3 so rewritten is appended a unique entity ID 355 accorded to the
purveyors or to the intermediate distributor. Meanwhilé, K’ is the contents key of the
-secc;ndary purveyor,-with K’¢ = H(K., Entity ID). The contents key K’ of the
- secondary purveyor is formulated from the contents key K of the primary purveyor. -
. The primary and secondary purveyors are distinguished from each other by the writs
of authentication.

The parameter file 333 is verified by MAC if the contents key is already to

hand. If the contents key is not available for reasons pertinent to safety, the parameter



62 file 333 is verified by signatures and instrunents. Wth tihesfromary
and secondary contents purveyors S and A,. and with the termnal B, the
protocol verified by MACis as follows. S-A indicates transmssion fromsS
to A, S-'Bindicates transmssion fromS to B, and A-B indicates
transmssion fromAto B. IDA indicates an ID of the device A S-A. K¢ =
H(Kc, IDA) S-;B . X = Eu(Kc)l . A-B: IDA Paraneters, M= MA CK' c
(Paraneters) B: M=-MAC ,,, (Paranetegs)? This paraneter statenent portion
351 states coefficients of a function for changing the-values stated in

the aut ‘Pi’l@S?? 1§¥/é‘ﬂﬁé‘@%l%gl&a'uﬂ@s§ﬂéiﬁtﬁﬂ@mﬁmOmaton file: 332. For

xanpl e, he exanp own I'n ere are occasions wherein the

prlce of the contents beco func as_s e

CF 1010y, qr ViR dhe Beimar And SORB A OMERtS PRAEHPES Sl Apidd Gyiene”"
functions fl and f2 are defined, for exanple, as fol | ows: ff(n) 0. 9n.
f2(n). =tegeuinal B, the. preyocidenified hmMAGn&taScfﬂHo‘arg &bAvledlCﬂteS|tsaqr5w5$lbhe for
the primary purveyor to set a default price value and for the second

., 235V ey Ofroin® S't6 W, IS-B indifcatéy RamingiksibhfFord ot B, arkhARBeintatdtrfi®miksiOar i |
from A to B. ID, indicates an ID of the device A.
S-A: K. =H (K, ID,)
S-B: X =Eg (Kt
A-B: ID,, Parameters, M = MACK’ . (Parameters)
B: M=MAC’.. (Parameters)?
This parameter statement portion 351 states coefficients of a function for
- . .changing the values stated in the automaton stating portion 341 of the automaton file :
332. For example, in the example shown in Fig.13, there are occasions wherein the
. price of the music contents becomes a function, as shown below: -
© -<qo, pay (£,(10)), q,>
<q;, pay (f,(10)xn), q,>
-In this case; the above functions f, and f, are defined, for example, as follows:
fi(n) =0.9n.
f,(n) =90+ 0.1n.
By defining the functions as above, it is possible for the primary purveybf toset -

a default price value and for the second purveyor to rewrite the parameter file 333 to

change the price.



The above-described paraneter statenent portion 351 is nade ugd Aprilkd00dntry
| D 356, contents ID 357 and the coefficients information 358, as shown in
Fig.25. . The. hysteresis file 334 is a file for stating the trajectory of
the operation of the nusic contents, operated based on the contents of
description, in the automaton stating portion 341. The status and the
variable in the tuple of the automaton stating portion 341 is recorded.
For exanple, if reproduction is carri@®d out twice in the exanple of
Fig.13~ ,<gG ql, qO ql-,4, results,, so that the trajectory of the

fol | owi ng opEheabewe-descpibyd Pararheigr spaterh&nt portiph 34 shhadeep of lah dnitiys i s
sumed and upl oaded in e.g., the conprehensive managenent unit

. 1- Lk d ' T ATy I . Inth
s £ donr e S D R B e e R R i 11 on

I nformati on,.Jfepresenti e using condi tjon by an~ automaton in i ch the
ol oyt seTe Bieens e Aotds b e ot ne¥aRfe o helbihisafion pe YK ¢
possible to elevate the degree of freedomin the description of the

cont entrgusisicagtents) opetaterkbased pnitee eanderig of destripdioneiththe attamalen stding uct ed
-Musirc. Contents The backup of mnusic contents by the conprehensive

nmanage pirion B4t Th)statds and thovargatie & ﬂﬁdu{)le ¢ the Tautdrh@toh@atm(?%?gﬂimnt

nmet hod "of the conprehensive managenent unit 1 April 2004 64 15 is
éxpl ai-nq {WebEidd FOP eknplddiffeproduction is carried out twice in the example of
Fig.13,
<qe 91> o> 9>
results, so that the trajectory of the following operation:
- <payl0, play, pay10, play>
I- is obtained. |
If this is summed and uploaded in e.g., the cdmprehensive management unit
-.(X)l—S,- it is possible to compute the amount payable by the user.
V‘In the music contents distributing system 1, in which the unified using condition
information, representing the using cﬁndition by an automaton in which the policy
~itself and its concrete value are programmed, is used, it-is possible to elevate the

-degree of freedom in the description of the contents using conditions.

- (4) Re-storage and Re-downloading of Destructed-Music Contents

.The backup of music contents by the comprehensive management unit (X)315
is now explained.

- First, the key management method of the comprehensive management unit



The conprehensi ve managenent unit (X)315 stores the nusic contiegyd 2004 C2,
C3, OCnin the hard disc 21 in the personal conputer 3. The conprehensive
managenent unit (X)315 al so stores the contents keys Kcl, Kc2, Kc3, , Kcn,

associated with the nusic contents Cl1, C2, C3, OCn, respectively. The
contents keys Kc are in a one-for-one correspondence to the nusic contents
C. To the nusic contents d, C, C3, " Cn are appended the contents |Ds
for identification. These contents |0y are termed CID1, CID2, CD3, ,

ClDn. The nusic contents O, C2, C3 -- Cn are encrypted by the contents
keys Kc and s state, are recorded in the hard
di sc 21&)931EH§65§&§%%PYT fﬁ?)%gg} E@(K C) denotes that the contents C

~have been encrypted with the key K Usual|l t he ontents | Ds %i,le ecorded
in a header fﬁhecchmpmlmw(@@mwme@tum(xé}%i%ieéd GBI SAntEnis
contents C, or the MAC is appended to the. nusic contents C, .such that

‘the conggnts CPSnathe haid dizpalhiihetht rparsorud campmtebo?dyTh@rdommrehenalf/ct he
nusi c contents. The contents keys Kcl, Kc2, Kc3, , Kcn are encrypted by the

stor. agﬁg.g@xggpg@ ang EhBiseage stet &%n%lﬁgq( REBIK dIE K3, Bl Serl(©2)

E( SK |sc 21 of the personal cdnputer

and i 3 SpmeEVAN B BT P Cflﬁ&?akfénno L AR T T

user. . If, in the conprehensive managenent unit (X)315, wherge the key
managenKutard inpond-faoome @grespongendede M§1Cd@§&ﬂtﬁéhT86@/@“SwnFﬁfgﬁ c
contents Cl, for exanple, is to be reproduced, the contents key Kcl is
decrypt €4, CasCny - ithearetappasdedsdi ciftenaniDs for identification. These contents IDs
are termed CID1, CID2, CID3, -+, CIDn.
The music contents C1, C2, C3, - Cn are encrypted by the contents keys Kcl,
' Kc2, Kc3, -, Ken and, in this state, are recorded in the hard disc 21 of the personal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.
Usually, the contents IDs are recorded in a header of the music contents C and
encrypted along with the music contents C, or the MAC is appended to the.music. -
contents C, such that the contents IDs are not separable from the main body portion.
of the music contents. |
-The contents keys Kcl, Ke2, Kc3, -+, Ken are encrypted by the storage keys
KS and are recorded in the state of E(SK, Kcl), E(SK, Kc2), E(SK, Kc3), -+, E(SK,
Kcn) in the hard disc 21 of the personal computer 1. This storage keys Ks exhibits.
so-called resistance to.short wavelength and is saved in a recording area that cannot

be referenced by an ordinary user.

'If, in the comprehensive management unit (X)315, where the key management



subsequently the nmusic contents Cl is decrypted, using this cantenl200dey
Kcl. In this manner, the conprehensive managenent unit (X)315 is able to
reproduce the nmusic contents Cl. If, in the conprehensive nanagenent unit
(X) 315, where the key managenent is perfornmed as descri bed above, the
musi c contents Cl1 is to be. noved fromthe hard disc 21 to the portable
device (X) 6-3, reciprocal authentication is perfornmed with the portable
device (X) 6-3. On conpletion of the @&uthentication, the contents key Kcl
is decrypted by the session key and the encrypted contents -key Kcl as well

as the jsepsFmiasl afUsdseribedtadove, tHe infudic Tdataits a01 ! fort Bﬂaxﬁﬁret,aiblﬁ gevi ce
(X) 6-3, The contents key Kcl and the. encrypted nusic contents Cl are

both tr rr.ad a eyl o e e y_.Kgl and
the mudtBreiceln b oo HbnRe, BolbETpielh, Bl P GREE BY K5 alifyor ng,
t he conprehensi ve managenent unit 6 (X)315 s able to nove the nusic .

cont ent$ibsgqyenthribic sapsig spnteats it ds é%rysteé, using thisqeptends kexfadefnthing t ne
musi ¢ contents as becones necessary when the . nusic contents or the

cont entmakegr, densemprelieasive pnathgenidng unitdd)BAS ihabkt toi repraiiicdidbe music f or
exanpl e, destruction of the hard disc 21, is hereinafter explained.

Usual | Yoordtbfis €@9mpr ehensi ve managenent unit (X)315.saves the backup data of
the encrypted nmusic contents C and the contents key Kc in the hard disc 21.

Al so, usually, .the conprehensi ve_managene [ 3 hS. supervi sing the
[ not i1 200athi O sERTHERRIN M BIRORIRR QB o mibiE Ry B gt el (e
ENMVD ser_vergi(ﬁ)[){() 4-3 and the list of the contents |ID of the totality of the
nusi ¢ cispesiormediasdsacribed aeoveathe music conpents €1, s do pegnoyerddromy thediardh s
log information is to be updated at the tine of
disc 21 to the portable device (X)) 6-3, reciprocal authentication is performed with the
portable device (X) 6-3. On completion of the authentication, the contents key Kcl
. is decrypted by the session key and the encrypted contents key Kcl as well as the -
encrypted music contents Cl is transferred to the portable device (X) 6-3. The -
contents key Kcl and the encrypted music contents C1 are both transferred to the
_portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
erased- from the hard disc 21. By so doing, the comprehensive management unit
(X)315 is able to move the music contents C1 to the portable device (X) 6-3.
- . .- The method of regenerating the music contents as becomes necessary whenthe
. music contents or the contents key cease to be reproduciblie from the hard disc 21 due
to, for example, destruction of the hard disc 21, is hereinafter explained.
Usually, the comprehensive management unit (X)315 saves the backup data of

the encrypted music contents C and the contents key Kc in the hard disc 21.

Also, usually, the comprehensive management unit (X)315 is supervising the



controlling of the nusic contents as when the nusic contents ilsApah#fiOdéaded
fromthe EM server (X) 4-3 or noved to the portable device (X) 6-3. The
conprehensi ve managenent unit (X)~15 uploads the log information to the
UAD server (X-) 4-3 ,periodically or after accessing. If the nusic
contents C or the contents key Kc stored in the hard disc 21 of the

conpr ehensi ve managenent unit (X)315 are destroyed, the foll ow ng
processing is executed. If the nusicé6ontents C or the contents key Kc are
destroyed, the conprehensive managenent unit (X)315 first accesses the EMD

server piichisdré@riedbf MemikietontRHistRA6adéPRrmihe EIMD Sat¥ ej\‘l—é'a%dt hen
refers to the use log. information of the conprehensive nanagenent unit

2, e e o Rk BSOEE 0 g 0

contents-1D of the, -music contents C stated in the use |og information and
on the 23t% Ygfe lag ynigomatiopnel @nﬁygen%ﬂw%)m&gimwd% @t theotame ofj n
accordance with: - ICV = HSK, CID | I CD211 ... I | CIDn) where H(K,
Dat a) i sontrolingdfithe miatontants dsunkedr the nauddc bastentssis\davrdoadahiyosh thei t h
the key K 1 April 2004 67 The EMD server (X) 4-3 then transmts the

gener at golriyWgE gx) abP ek nYGedetd RY e deofaar(zge@sj. TheBRAPRIRA ivni t

(X)315. If the nmusit contents C or t'he contents y Kc are ba up, -the
COMp e gl e TP A5 T36Y515 U oddd B Gof TrlRlatont REaRP T L0, (k) 3RYe the
-periodically or after accessing.
If the music contents C or the contents key Kc stored in the hard disc 21 of the
. comprehensive managemcnt unit (X)315 are destroyed, the following processing is
-executed.

If the music contents C or the contenté key Kc are destroyed, the comprehensive
management unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.

.. The EMD server (X) 4-3 then.refers to the use log: information of the:
comprehensive management unit (Xj315, from the user ID of the authorized user, to
. generate an integrity check value (ICV). This ICV is generated, based on the CID, as
_tﬁe contents.ID of the music contents C stated in the use log information and on the
storage key KS of the comprehensive management unit (X)315, in accordance with: - -
ICV = H(SK, CIDI||CID2||{-||CIDn)

where H(K, Data) is a uni-directional hash function and has its value changed

with the key K.



contents C or the contents key. Kc in the hard disc 21. |If thd Apsi2004
contents C or the . contents key Kc are backed up, the nusic contents C or
the contents key Kc destructed is to be re-distributed fromthe EMD server
(X) 4-3. At this tinme; the EMD server (X) 4-3 references to the purchase
hysteresis of the user, and refrains fromassessnent if the contents have
once been purchased. The conprehensi ve managenent unit (X) 315 perforns the
above processing to re-construct thedfusic contents C or the contents key
Kc destroyed. . If the nusic contents C or the contents key Kc regenerated
are to be rephedidsd seﬁfcrf{ﬁ?ﬂr‘-@ltheﬂ,trMminhprgeheMé&@tngﬁ@gehmﬁvalnbt
(X)315- checks the CID of the nusic contents by the integrity check val ue

| CV. By{]@%Hh@gowgﬁéiﬁvﬂﬁﬁgﬁ@&gip@mg’Contents key Kc reconstructed

using the integri user wth a malignant intention,
who nenori ze Kci,, G) as, encrypted nusic contepts C .an re-stored the
nusi ¢ contenﬁrs?hé’ rr‘“H%Eec%‘Hﬁ“ﬁugf calrgéﬁ? eﬁ?@eﬁs ﬁgy edy obﬂc%gdePtéﬁFe'.
device (X) 6-3 and is erased fromthe hard disc 21, is unable to reproduce
or novecathprehgastveypanagemsit soit(XgB15 ré-stores therhackupaaty o savedhednvsicc or
the contents key Kc but the storage key KS that has been destroyed, the

conpr ehgiiftkie Co@geomitEnts kel Koindhe hasd dixcidist M thednusicApntent2QW4 th8. Even
in such case, re-storage or re-downloading is feasible if user registration

i's nade... | 4- i ' ' d. In
{he musoontintkey ROxRHAEL dS M risfibnidifts O O LORMERIS KLY K& duRpaee
contents

i f the Wi8j an@gaicsglriﬁl-ggg Tom the D ISk &r{-)o‘&_%q tAP ﬂligftin:[leh,-%hg BBND LfverVen
(X) 4-3 references to the purchase hysteresis of the user, and refrains from assessment
if the contents have once been purchased.

The comprehensive management unit (X)315 performs the above processing to .
te-construct the music.contents C or the contents key Kc destroyed.

o If the music contents C or the contents key Kcregenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID. of the
music contents by the integrity check value ICV. By checking the music contents C
or the contents key Kc reconstructed us-ing the integrity check value ICV, a user with
a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ci and
re-stored the music contents, in case the music contents Ci is moved to the portable.
device (X) 6-3 and is erased from the hard disc 21, is unable to reproduce or move the
data by way of control.

If it is not the music contents C or the contents key Kc but the storage key KS

that has been destroyed, the comprehensive management unit (X)315 is re-installed.



have been destroyed by hard disc crushing. If, for exanple, tHeApaisiood
contents have been purchased correctly, it can be re-constructed free of
charge. (5) Method for Allotting Master Key and Aut hentication Key-of the
Conpr ehensi ve Managenent Unit (X~ Between the conprehensive managenent
unit (X)315 and the portable device (X),6-3, there occurs reciprocal

aut hentication using the ID and an authentication key (M>IDIIK) proper to
the portable device (X) 6-3 and a nmasgger key (OMG-MK) proper to the
conprehensi ve managenent unit (X)315. If there has occurred recipr-ocal

aut hent E6h bPLiELABER S pE QTR BRERH Ning (IROATBIS st tebiskaign & padet e

portablé Vi ce becones. poss or the:- conprehensive
managenegnt, - |t 3 sen sic contents fro he conprehensive
mnagenﬁhﬁ‘euﬁh{ab(%r&(f{‘gﬁé‘%ﬂg?ﬁr‘ggol’&pnﬂé@‘?'&és '{B&?ag‘}' or to return the
musi c contents fromthe portable device (X) 6-3 to the conprehensive
managerment  Imihe raigia tontentsivbisinibiuting systhm ; esdestrérest abovepmagisrententsini t
(X) 315 holds the encrypted nmusic contents in the hard disc 21 of the
. Per specgdry Be Ye-Wndtrudtel] edddriifrotaefiohaltlthe @epyaght ¥ven 8f thehalisie dontents

encrypted nusic contents in the internal recording nedium such as a

menory ' 14Cy: r.omM.t . ' 4 69
conpre h@%gefjp/eee%g%%éoe‘;ﬁg ﬁhmﬁf‘t‘i‘%‘;{;@%@&%ﬂ ﬁ%ls%%&?éllg ! {eHed‘}ie{ \g F%e%rlt% -%8',96 nmusi c-
contents on the hard di sg’ 21 o theﬁ(g}erso&ad conguher 1 are transferred. to
the mendsh PRichasedseraerttyn it ¢ sbruglsd e 9pCh8get he other hand,. if -
musi c contents are to be. sent fromthe portable device (X) 6-3 to the
conpr ehgndMethathfargsliettingMastel Ke$ 2Rd Authenticatian Keptofribe shens

card | oaded on the portable device (X) 6-3 are

Management Unit (X)

Between the comprehensive management unit (X)315 and the portable device

- (X) 6-3, there occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 -and a master key (OMG-MK)
proper to the comprehensive management unit (X)315. |

If there has occurred reciprocal authentication between the comprehensive
n'lanagcment unit (X)315 and the portable device (X) 6-3, it becomes possible for the -
comprehensive management unit (X)315 to send music contents from the

- comprehensive management unit (X)315 to the portable device (X) 6-3 orto return the
music contents from the portable device (X) 6-3 to the comprehensive management.
unit (X)315. . Meanwhile, the comprehensive management unit (X)315 holds the
encrypted music contents in the hard disc 21 of the perspective view 3, whilst the
portable device (X) 6-3 holds the encrypted music contents in the internal recording

medium, such as a memory card. So, if the music contents are sent from the



transferred to the hard disc 21 on the personal conmputer 1. - Thépril 2004t abl e
device (X) 6-3 holds IDinformation (M&I1D), authentication keys (MsIK)
for plural generations and master keys (OMG MK) for plural generations
fromthe outset. The portable device (X) 6-3 is not furnished with these
keys or the information fromoutside. The portable device (X) 6'3 updates
the generation of the authentication keys (M1K) and the master keys

" (OMGMK).. The portable device- (X) 6638 effectuates reciprocal

aut henti cati on not by-the authentication key or master Kkey of the old

gener at tompréhdnstye niidd emtent hﬂuﬂ?))%)fﬂﬁl% &hequrtdbletdlﬁ/uf:@(kz% 19 thbisicS

assuned that t he portab e device 6-3 is holding the authentication

seys: | oiehls ik a8 ot ok o KE R T ihucl] AOfaRERRRIb e nRimd O™

zeroth' enerations lcation

generatio denot dthe( I nd ma r k for the ith

gener at ¢ loadadp apmeble% M 1Gn e h@miﬁgﬁy CoRigRIFeAB kO bEni t
(X) 315, holding the naster keys (OM M), is able to transfer the nusic °

cont ent serftfosmdheg portable alepaet(X)its3 td the cmnmprohcmmwe nfamagpmeatmmit (Ky3dnt er 1
for storage therein. On the other hand, the conprehensive nmanagenent unit

(X).315, tHeolfiigie doeeri®ohhe wﬁowmded snahb ?}drfhb‘]’@%{ri‘é@g)@) ﬁer%ﬂe 2004

70 the nusic contents fromthe EVD server (X) 4-3 for storage’in t

i raf B the haed @3&31”0&@1@2?%!15&“%9%?[ﬁhfr”ihlfee?a?ﬁge”weﬁc -
contents fromthe ¢ act di sc [ MEéiownl oad music contents
From t he -ENDThs@ovaPlceRyios (&) ot holds IDiormenan (METLD, e pestiomeyst hat

is able to transfer nusic contents both fromthe-CD and
(MG-IK) for plural generations and master keys (OMG-MK) for plural generations

from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The'portable device (X) 6-3 updates 'thp generation of the
authentication keys (MG-IK) and the master keys (OMG-MK). The portable device
V(X) 6-3 effectuates reciprocal authentication not by the authentication key or master
key of the old.generation, but by thcts‘e of the new generation. In.the folldwing itis- -
-assumed that the portable device (X) 6-3 is holding the authentication keys- (MG-ID)
and the master keys (OMG-MK) for 100 generations of from zeroth to 100th
. generations: The authentication key for the ith generation is-denoted the (MG-IK[i}) -
-and the master key for the ith generation is denoted the (OMG-MK[i]). :
The comprehensive management unit (X)315, holding the master keys (OMG- ‘.
MK), is able to transfer the music contents from e.g.; 2 compact disc for audio into the
personal computer 1 for storage ‘thercin. On the other hand, the comprehensive

management unit (X)315, holding the master keys (OMG-MK), is able to download



fromthe-. EMD server (X) 4-3. In the follow ng, the key that ilsAptl200d0
transfer the nusic contents fromthe conpact disc but is unable to

downl oad music contents from the EMD server (X) 4-3 is ternmed a key
dedicated to ripping and the key that is able to transfer nusic contents
both fromthe CD and the . ENVMD server (X) 4-3 is termed an EMD. key.. . In
the present enbodi nent, the master key for the zeroth generation (OMG

M Q) is the key dedicated to rippingy whilst the master keys. (OMG MK 1
to 99]) are EMD keys. The -sequence, for processing enploying the key

dedi cat ' t | t unit
(%515 (5 ThESTE B frm (B LR Rt e (X4 OF AR FIRT BLsSnaRQARGURY

and a. fioppy disc 52, for exanple, are sold as a set wth a. CD-ROM.
havi-ng tnstall ed ther ein an installing software of the, conprehensi ve
managenment unit (X)315, as shown in .Fig.27. In the floppy disc 52 are
stored the HIbis netsdithat imthenompphensive menpgemet unitig¥)3d s, the master kepe

aut hentication 1 April 2004 71 Kkey for the zeroth generation (Mz1K[01)

- and. t he((REG VIKRethat & alilbeo Tanefed tienrisis ¢@itents NEm Ve @bmpabodisermflisng t he,
sol d portabl e dévi ce (X) 6-3 etc., to be used, the CD 361 is first

oaded BPETo EFAPSRLO IR Send ot BV lR COTRRFEERL M s,
B N T R Wt W N R N
: ! nf o mftrgglnth(cmlgl\lf[g) se(;zrer E)?) 4-3. In the following, the key that is able to transfer the
music contents from the compact disc but is unable fo download music contents from
the EMD server (X) 4-3 is termed a key dedicated to ripping and the key that is able
. to transfer music contents both from the CD and the - EMD server (X) 4-3 is termed
- an EMD key..
In the present embodiment, the master key for the zeroth generation (OMG-
-MK]J0]) is the key dedicated to ripping, whilst the master keys. (OMG—MK[l to 99}
- are EMD keys. ..
The sequence for processing employing the key dedicated to ripping is
...explained. .-
- If the comprehensive management unit (X)315 is to be installed from the CD-
ROM, the portable device (X) 6-3 and a floppy disc 52, for example, are sold as a set
_ with a CD-ROM 51 having installed therein an installing software -of the :

comprehensive management unit (X)315, as shown in Fig.27. In the floppy disc 52 are

stored the ID information (MG-ID) for the portable device (X) 6-3, the authentication



portabl e device (X) 6-3, stored in the floppy disc 362, the autfent2®H4tion
key for the zeroth generation (M>1K0]) and the nmaster key for the zeroth
generation (OMG MK[O0]) are then saved in the personal conputer 1 (step
S14). . This enables the nusic contents furnished by e.g., a nusic CD 363
to be stored in the hard disc of the personal conputer 1(step S15).
Meanwhi | e, since the naster key for gﬂe zeroth generation (OM>MK[0]) is a
key dedicated.to ripping, no nusic contents can be downl oaded fromthe ENMD
server (X).4-3. The portahle device éX) 6-3 hol ds auythentication keys and
mast er kexforthe zaroth gepsration (Mitx1kE0hapd the masige key tanthe zessdiageneration t he
initial setting, the generation is the. zeroth generation. So, reciprocal

aut hent{@GMGdMKf6{ween t he conprehensive management unit (X)315 hol di ng
the authentication key of the zeroth generation and . the naster key and

the portabl eRfuiabfingHle fold PoRRBIEFeViGAOU 8 etd Wibe s DHETBRORI3 DI € Lo

store the nusic cont ni shed by musi ¢ CD 3 etc 1n the nenory

card of, the .portabl e dgvice 6-3 (step,SL6). ri}, 2004 72. On the

ot her CHisndrst FoARY Banficeimeraial Fambliton: (Ut (S1EY sEnd Sotwpishersiye

t hrough the network, the address, user ID and the password etc., on the EMD
regi st raanagementenit Xyl then|istinytaled fromb the WD«RC?Me%Gﬂoqmodhermrmal
managenent unit (X)315, as shown in Fig.28. |If the portable device (X) 6-3

etc., acompligr 1i THewobprekebdvethanagahent urie( 5 thewisdhstalledin fehegd 3.on
the network is accessed, using the user ID and the password (step S21).

RRIE s T R T M B T S T
portable device (X) 6-3, stored in the floppy disc 362, the authentication key for the
zeroth generation (MG-IK[0]) and the master key for the zeroth generation (OMG-
MK]0]) are then saved in the personal computer 1 (step S14). - .

This enables the music contents furnished by e.g., a music CD 363 to be stored
in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master
key for thé zeroth generation (OMG-MK][0]) is a key dedicated to ripping, no music -
contents can be downloaded from the EMD server (X) 4-3.

The portable device (X)) 6-3 holds authentication keys and master keys for 100
generations to cope with generation updating. In the initial setting; the generation is
the. zeroth generation. So, reciprocal aﬁthentication between the comprehensive -
management unit (X)315 holding the authentication key of the zeroth generation and .
the master key and the portable device (X) 6-3 becomes feasible. Thus, it becomes

possible to store the music contents furnished by the music CD 363 etc in the memory

card of the portable device (X) 6-3 (step S16).



registration server 3 transnmts the installing software of thda April 2004
conprehensi ve nmanagenent unit (X)315, IDinformation (MGID) of the
“portable device (X) 6-3, the authentication key of the zeroth generation
(M1K[0]) . and the master key of the. zeroth generation (OMGMK[O0]) to

t he personal conputer 1 (step S23). The personal conputer | then boots the
installing software of the conprehensive managenent unit (X)315 to install
t he conprehensi ve managenent unit (Xy315, while saving the ID information
(MG 1D) of the portable device (X) 6-3, the authentication key of the

zeroth gene ' [ t : . ration
(G . ot e il Highe 208 pkAEnERR cBndb el il ORI SR e ve
managenent _unit 315 .in the hard djsc (step S25). This enabl es_the
oy chumueholienpdiplorkatic, atdressy wes. 1D apthihehpaayord glc. phdhe BMI: ¢ oo
363, to be stored in the hard disc 21 of the personal conputer 1(step S26).
Meanwhir¢gistration scrvhe 3 waghe dntieeyet palong evittethst dongerebe ntive man@iEndtt @hjt i s a
key 1 April 2004 73 dedicated to ripping, the nusic contents cannot be

. downl oquj,ra@rghbm inNBe® ver (X) 4-3. The portable device (X) 6-3 holds
the authéntication keys and master keys for 100 generations, in order to

et to  ASRGRe BRvick IR KL asibid, IS of B rkfdersiy it MTEROEC oon
and { HEEENARAGH SHEST SOTLIHE DELH SRS GERkSSS G I i TEOHARRPRSWEE ()
6- 3 becones possible. Therefore, the nusic contents furnished by the nusic
CD 363(sfep S21ganlizeEMDr regdistrativheserverribthencauttienticatee tipouseatiDe addvthee ( X)
o password (step S22).. If there is no problem in the authentication, the EMD |
registration server 3 transmits the installing software of the comprehensive
management unit (X)315, ID information (MG-ID) of the portable device (X) 6-3, the
authentication key of the zeroth generation (MG-IK[0]).and the master key of the.
zeroth generation (OMG-MK[0]) to the personal computer 1 (step S23). The personal
- . computer 1 then boots the installing software .of the comprehensive management unit
(X)315 to install the comprehensivé management unit (X)315, while saving the ID- -
information (MG-ID) of the portable device (X) 6-3, the authentication key of the
- zeroth generation (MG-IK[O]) and the master key of the zeroth generation (OMG-
-- MK][0]) in the hard disc 21 (step S24). This steres the comprehensive management
unit (X)315 in the hard disc (step S25).
This enables the comprehensive management unit (X)315, furnished by e.g., the . -

music CD 363, to be stored in the hard disc 21 of the personal computer 1 (step S26).

Meanwhile, since the master key of the zeroth generation (OMG-MK]O]) is a key



In addition to the method shown in Figs.27 and 28, such a mnet hodlprite00al so
be . -used in which the-conprehensive managenent unit (X)315 -and the
master key of the zeroth generation (OMGMK[0]) dedicated to ripping is
stored in the CO-ROM 361 and in which the authentication ID with respect
to the portable device (X) 6-3 and the authentication key, for -the zeroth
generation (MI1DI1K)- are furnished over the network. The sequence, of
operations for updating the key dedi ddted to ripping to an . EM key to
enabl e the handling of nusic contents downl oaded fromthe EMD server (X)
4- 3 i s dedicatetbfol ppiagpiheimesic céhientsocampotbedowndoadeddgameid EMID se¥@815 i s
furnished via a renovable nmedium such as a CD-ROM or over a network,
such ai)dgqt_grnet, by the sequence of operations shown in Figs.27 and 28,
and istinstalled in the hard disc 21 in the personal 1 April 2004 74
conputer 1. At thig.tine, t nsi ve nagepent unit (X)315.is

ol i ng. t e Teatablidgvise (R6-3 BIEARE atEaFRRck Bres 1 mestakine ieed «o
ripping. and the .authentication key for the zeroth generation

( MG- | D/LIOR[ generatignshin awlexég cope with thegenamtiondanovatigK) Ietle indialgtite, t he -
default generation. First, the personal conputer 1 accesses th EMD

r egi-st ithé pareragon BrseBiodhic bo®th paicmatisn. 365 iaetipposslautidatientdon betvaasgswor d
(step S31), as shown in Fig.29. The EMD registration server 3 then

ot obl e SR HLAARE bR enal ERLEREITh A A B Agtpriplon RS |
(ove gty il BT bn kiR nC P et gevise (RS beaTn RS e Bl )

of the open key ) . ] : )
Therefore, the music contents furnished by the music CD 363 etc., can be stored inthe

-

memory card of the portable device (X) 6-3.

In addition to the method shown in Figs.27 and 28, such a2 method may alsobe .- .
-used in which the comprehensive management unit (X)315 and the master key of the
zeroth generation (OMG-MK([0]) dedicated to ripping is stored in the CD-ROM 361
and in which the authentication ID with respect to the portable device (X)6-3 andthe .
authentication key for-the zeroth generation (MG-ID/fK)' are furnished over the
network.

. The sequénce- of -.operations for updating the key dedicated to ripping fo an.
EMD key to enable the handling of music contents downloaded from the EMD server
(X} 4-3 is hereinafter explained. |

. The: comprehensive management unit (X)315 is furnished via a removable

. medium, such as a CD-ROM, or over a network, such as Internet, by the sequence of

operations shown in Figs.27 and 28, and is installed in the hard disc 21 in the personal



for the conprehensive managenent unit (X)315 to connect to thel f&Mil ZWver
(X) 4,3 (step S33). The EMD registration server 3 then transmts the
generated open key (OMGPK), secret -key- (OM>SK) and the wit of

aut hentication (Cert [PK]) to the personal conputer 1 (step S34). . The
EMD registration server 3 then transmts the IDinformation of the portable
device (X) 6-3 (MGI1D), authentication key of the ith generation (MzI1K[i])
and the- master key of the ith genergyion (OMGMK[i]) to the personal
conputer 1(step S35). The EMD registration server 3 then updates the

receiv t Guy, ' WetE 5018 HoMik

aut henf& ca |t§1r-1fkg§/“g¢%q?ﬁg’ tﬁ?ﬁog?‘rﬁ%}}egts f\%ﬁ;ﬁ? K%H&ﬁtﬁﬁ@@ﬁ?ltﬁﬁg mastn gr@liey of
the ith generatiao OVG- i ot I ratj.o tep S36). he
conpr eHBASFLEehadeneneLiracrelisn (SR hERNS RliSled Roredite tnd S h « ne
1 April 2004 75 portable device (X) 6-3 &‘zte S37). On authentication the
por t abl authienticatiopXyeisf@ theperaots gemeration(ME-IVIB{ODnavishurthe eyt of the i th
“generation (step S38). This enabl es the conprehensi ve managenent unit

(X) 315 fdrabié deeicaX)®-3 beipaitihe dufaulspattrition.he nusic CD 363 to be stored
in the 'hard disc of the personal conputer 1 as well as to store the nusic

contents dowglg aﬂl%dgcjfrgﬁ?ﬁg(l ;cf[agna%g? %Ec\fﬁ's;lsgs KEMD?rd st?:ﬂ?orp U erdl 5F Tﬂ?el of

t he personal” cohput sequence’ of operati ons o
Tanagerstvosk 15 g 5o i Bervaradeisp RaT) e R in Bie 8nei e ton
(OMGMWK[i]), IDfor au and the authentication key of the .zeroth
- gener atiEMD tegistrafor Jerven 3 then huthgatioates thmnuser IDaddbe passveorddiepsSIZy) 6- 3
e aIlf ?l;)cre is no problem in authentication, the EMD registration server 3 registers the 1
information of the personal computer 1 (OMG-ID) to generate an open key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the open key
for the comprehensive management unit (X)315 to connect to the EMD server (X)4-3
(step S33). The EMD registration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
personal computer 1 (step S34).
The EMD registration server 3 then transmits the ID information of the portable
device (X) 6-3 (MG-ID), authentication key of the ith generation (MG-IK([i}) and the’
. master key of the ith generation (OMG-MK]i]) to the personal computer 1 (step S35).
The EMD registration server 3 then updates the received keys etc., based on the .
received ID information (MG-ID), authentication key of the ith generation (MG-IK[i])
-and the master key of the ith generation (OMG-MK([i]) to the ith generation (step S36).

The comprehensive management unit (X)315 then executes authentication with the



the ith generation. First, as shown in Fig.30, if the personall spmid{0ér 1
accesses the. EMD registration server 3 to do sone processing, the . EMD
registration server . 3 authenticates the ID of the conprehensive

managenent unit (X)315 to transmt the authentication key of the (i+k)th
generation (M>1K[i+k]) and the .nmaster key of the - (i+k)th generation
(OMG MWK[i +k]) to the personal conputer 1 (step S41).. The conprehensive
managenment unit (X)315 of the personal5 conputer 1 updates the received
aut henti cation key and the master hey to the (i+k)th generation (step $S42).

The comureditedevice@XpgSngrdp 887). Of adfhehtieatian tie pobitableedevibe (Hy1@-3bl e
device (X) 6-3 (step S43). "'Wien aut henticated, the portable device (X) 6-3

updat e || A e, ' mthe ith

gener at%]l é)dr%??gomt%%énf fﬁ%%[ %f ‘3‘ & r?grﬁgg Jlé)g%d ?{Skt feﬂ|f5 g%ﬁ%)awgféﬁeé%@h er hand, as
shown in Fig,31l, if _the generatjon,of the authenti,cat, key etc., .used by
The. por t abl SiHS\sRabl¢sJhes COMRTNGITEN Y MARERTSBAAIHL (SAS L5 HAGR TBHSiEhe

aut hentication key etc.., held by the conprehensi ve managenent unit (X)315
i s t he domitentydurnishiadby thehmusictGEr363dat heostoret incthie hard disr ofdhegpadsiate ( X)
6-3 and conprehensive nanagenent unit (X)315 results in failure, even if

such addngpitef AtdsQlell s tPétbRMNeSfusic CohRMtsSAWnloadel féa AT IBRAIY seAlek ON

results in failure, the conprehensive managenent unit (X~315 requests a

equestCOha BhE el URh AL oATE ERlsoheL AR (LoR 850" of the

" Conprehensi ye managenent -unjt.(X)315 tp transm,t the authentication
oy, of t ho (1 05EHIeAoRGE APPBHIOTSIWE EeRETALAN MBRUAHR st o haEYIS KeyHia
(i1 +k)th generation (OMG MK[i +k]) (step S53). The conprehensi ve nanagenent
uni t (Xxpbdiiedhen updates the received '
The comprehensive management unit (X)315 is holding the master key of the
ith: generation (OMG-MK/i]), ID for au and the authentication key of the zeroth
generation (MG-IK]Ji]), with the generation of the portable device (X) 6-3 being also .
the ith generation.

-+ .. First, as shown in Fig.30, if the personal computer 1 accesses the. EMD
registration ‘server 3 to .do some processing, the .EMD registration server-3 -
authenticates the ID of the comprehensive management uait (X)315 to transmit the
authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the -
(i+k)th generation (OMG-MK][i+k]) to the personal computer 1 (step S41).. The

. comprehensive management unit (X)315 of the personal computer 1 updates the
- received authentication key and the master hey to the (i+k)tli generation (step S42).

The comprehensive management unit (X)315 then authenticates the portable device

(X) 6-3 (step S43). When authenticated, the portable device (X) 6-3 updates the



aut hentication key and master key -to. the (i+k)th ;generation £ptik}04S54) .
.. The conprehensive managenent unit (X)315 then authenticates the
portabl e device (X) 6-3 (step. S55). This enabl es4he conprehensive
managenent unit (X~315 to store the nusic contents -furnished by the nusic
CD 363 etc., to be stored in the hard disc 21 in the personal conputer 1
and to store the nusic contents -downl oaded fromthe. EMD server (X) 4-3
to be stored in the hard disc 21 in the personal conputer 1 (step. S38). In
t he above described nusic contents distributing. system 1, the naster and

aut hent | | ; \ r@pggﬁ ' and
the 1 &ﬁﬁrh@%g??ﬁe Oxg;ﬁ)rﬁtg %El?bg& Qg\/ll c%a?%m@??/&gre aggrgg aﬁﬁ{‘gﬁéé%\gﬁ
dedi cated to,rippi nd thosg connect . the server, and. i he. keys
Connect ad t OB RyEng, a9 3Baff Raie 3] if R s rEtinat He MG <
that, in the nusic contents distributing system1l, safety in the nusic
cont ent ey eicsiseBlaydbe ppdablersvies OOr6-Bais rpi(onoh genrrationzand that ofhekeys
dedicated to ripping are broken, the nusic contents downl oaded fromthe
server . gathefticdtéon KeséteQhel by therconiysrefisdioe ﬁmiageirfendﬁﬁit (Xh313 Rgheymt em. 1, .

the master and authentication keys, . used by the conprehensi ve nmanagenent
i ’ . ) . _
gener o Earctp a0l e Ruffh{iBaich AWER heBotatle d<BicE (RS BLAHbrdtinsivey o1
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Industrial Applicability In . the-contents data controlling nethod.and
appar at (8epdd1).Hétheaotheaticgtion results in failure, the comprehensive management unit
(X)315 requests a key to the EMD registration server 3 (step 852).' If there is a key
request, the EMD registration server 3 authenticates the ID of the comprchensive
management unit (X)315 to transmit the authentication key.of the (i+k)th generation
(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MK[i+k]) (step
S53). The comprehensive management unit (X)315 then updates the received
- authentication key and Iﬁaster key .to.the (i+k)th :generation (step. S54). - The
comprehensive management unit (X)315 then authenticates the portable device (X) 6-3
(step.S55).
This enables the comprehensive management unit (X)315 to store the music
contents furnisked by the music CD 363 etc., to be stored-in the hard disc 21 in the :
‘personal computer 1 and to store the music contents downloaded from the . EMD
server (X) 4-3 to be stored in the hard disc 21 in the personai computer 1 (step-S38). -

In the above-described music contents distributing system 1, the master and -

authentication keys, used by the comprehensive management unit (X)315 and the



medi um of the present invention, the using condition infornatiloApalf2G0ie
contents data .stated in a pre-set format is converted into the using
condition information of another .format having the same contents. So, in
accordance with the present invention, plural contents present e.g., on a
sol e personal conputer can be handled in a unified fashion as the
protection of the copyright of the contents is maintained. . Wth the data
processi ng apparatus of the present i@¥ention, the contents data and the
using condition information are reciprocally transferred in accordance with
the 1 Aporthbl2@d4iceqdX)én8 arplassedinss keysdedicdtyd tdwippingand teest conneorident s
managenent unit and the format of the using condition information

prescri Qﬁﬂlct@ér@é}e and KSRk Eted a0 ttﬁ’é"&c?vcfl]g&?%?»gﬁ{geadlé@ ober 3 nétiosk.

manner, the presént data’processing appar at to nmanage contents
data h | ed in.one syspe such as a rsonal copputer, _in.a unified

fashi onl negestt a5 Biats o trotpmat GrtEn B HESN e SR o 5rsthn BREHEE dat a,
as contents data protection is maintained. In the contents nanagenent

net hod. egntents giswduried {rone the server imineproyedasuchathat, if hke keynhdedioatddttioon
information are transferred using the unified transfer protocol. In this
manner ,rip{amgoaﬁesembkdﬁtmepmﬁs&bﬂ@mmtdbmmm drorfioficesdrvedldhanbamdl ed in
one :system such as a personal conputer, to be nanaged in a.
unifieddésgﬁjyegp, to 'enlarge . the degree. of freedom of handling of the
contents data, as. contents data. protection is maintained. In the

recordi ng medi um of .the present.invention, the conprehensive cgntents :
mnageint - apHIECHSIGRHERS EHENYAPERICTt L BT BRoBR g au g EHRERES  he
-contents data and the using condition information. In this manner, the

pr esentuseskby theswsiprehensive management unit (X)315 and the portable device (X) 6-3,

are used subject to generation innovation. Moreover, the comprehensive managemeﬁt
unit (X)315 is fed with the master and authentication keys over the network for

.generation innovation, thus raising safety of the music contents.

Industrial Applicability
In -the-contents data controlling method and apparatus and the recording
medium of the present invention, the using condition information of the contents data
.stated in a pre-set format is converted into the using condition information of another
. format havingthe same contents. So, in accordance with the present invention, plural
contents present e.g., on a sole personal computer can be handled in a unified fashion
as the protection of the copyright of the contents is maintained. -
With the data processing apparatus of the present invention, the contents data

and the using condition information are reciprocally transferred in accordance with the



met hod enabl es contents data handl ed in one system such as-a Ipspgloi{§y
conputer, to be managed in a unified fashion, to enlarge the degree of
freedom of handling of the contents data, as contents data protection is
mai ntained. | April 2004 79 CLAIMS |I. A control apparatus for control data
for managi ng one or nore contents data and the using condition information
stating use conditions of each contents data and for controlling the
correspondi ng contents data based on T$e using condition information,

sai d apparatus conprising: neans for converting said using condition
!”fornaéd&gpﬁéﬁtsgﬁehﬂu%d)'b -thelcdriprdibnsivBl@ntéiits WAMgehRM iuniCind the

I nformati on” of another format having the same contents. 2. A control nethod

condi ¢ 5tk PNt CERERoN G f b RlomIRE PTG 7 bk b Brefefeb BGantiRd (o

.controlling the caorrespondi ng contents data based on the using condition
i nf or meRBRgemen; unitre{ndBiscBARRGTs thgpresent dpfadirosssing appagalisgiig able ty
condition information stated in a pre-set format into the using condition
i nf or.mamnagodomernts deta liardied infune systehiisuch asa personehtanpBter An hegdfied ng
medi um having stored therein a control programfor control data for

MRnagi NG, ff e tﬁ@ﬂ%ﬁ&%%f‘f?éeﬂoﬂﬁ@fﬁ l{h? ﬁg&?&%ﬁis%ti lré%% 9N

stating use “condi tions of each contents da or contrdlTing the
corresp(?ﬁqdi ngt contents.c{ata based on the using condition information, ai
s i-d colAtP BIOEFULR HPdiaWsty contents - data including a processing for

. -In‘the contents management method of the present invention, contents data and -
the using condition information are transferred using the unified transfer protocol. In
this manner, the present data processing method enables contents data handled in one

.system, such as a personal computer, to be managed in a unified fashion, to enlarge. -
the degree of freedom of handling of the contents data, as contents data. protection is
maintained.

- In fhe recording medium of the present invention, the comprehensive contents

- management application uses the unified transfer protocol to transfer the contents data

‘and the using condition information. In_ this manner, the present data processing

- method enables contents data handled in one system, such as-a ﬁersonal computer, to -
be managed in a unified fashion, to enlarge the degree of freedom of handling of the

- contents data, as contents data proteétion is maintained.



converting said using condition information stated in a pre-sdtApgiratdy into
the using condition information of another format having the sane
contents. 4. A data processing apparatus conprising: | April 2004 80 one
or nore application for reproduction for managi ng one or nore contents data
and the using condition information stating the using condition of each
contents data and for reproducing the contents data based on said using
condition information; and a conprehergi ve contents managenent unit for
managi ng the contents data and the using condition information of said
contents data; each application forcygpyeducti on or the conprehensive
contents managenent unit converting the contents encryption system used by

each applicati.on and _t.he . for mt f the using condition infor ion into
the conbers Couf AREriiE oSt dital im by utigie GRF bRt GonEhidaig dna
managenent unit and the format of the using condition information to

t r ansf efheryeng spndibioa igtarmation staking yss gorditiens oésachtonteats datafandnforhe
application for reproduction to said conprehensive contents nanagemnent

uni t. Scontrallidgtize oo divg cpantaduta Reed odithgusiagebadivich infemeitivrgach
application for reproduction converts the encryption systemfor contents

data t r@gggeéﬁﬁg&rﬁgh%ng@mr ehensive contents management unit fromthe
encryption stem use y“the application for reproduction to an

Rt e T T
conprehensive contents nmanagenent unit converts the encryption systemfor
cont enti@te thegusing condition information of another format having the same contents.
2. A control method for control data for managing one or more contents data and fhe
using condition information statiﬂg use cbnditions of each contents data and for
.controlling the co'rrespondiﬂg contents data based on the using condition information,
said method comprising:
a step of converting said using condition information stated in a pre-set format
into the using condition infdrmation of another format having the same contents.
3. A recording medium having stored therein a control program for control data for
managing one or more contents data and the using condition information stating use
conditions of each contents data and for controlling the corresponding contents data
based on the using condition information,
said control program for said contents data including a processing for
converting said using condition information stated in a pre-set format into the using

condition information of another format having the same contents.

4. A data processing apparatus comprising:



transferred fromeach application for reproduction from an engrymtlixond
systemused by the application for reproduction to the encryption system
used by the conprehensive 1 April 2004 81 contents managenent unit; and
wherein the conprehensive contents managenment unit converts the format for
the using condition information transferred fromeach application for
reproduction froma format prescribed by -the application for reproduction
to a format prescribed by the conprelgnsi ve contents managenent unit. 7..
The data processing apparatus according to claim4 wherein said

conpr enenst Whe GO LEpHERRACIE HpRiticti6RTOP fahabePoRkCbY Rior® tBhtdhg et wor k

by a transfer protoco e sane as er protocol used
bet ween_ t he ¢onprehensi ve. cont.ents. nagepent .unit d_each appljcation
for replatyandihs usigg can B’rﬂ”elﬂ%%rm?z‘?é’gﬁ%’?ﬁ Hﬁ‘e‘m% C?%ﬁﬁﬂﬁr?%aﬁg C@Htee“g nor e
contents data and the using.condition information, stating the using
condi t idata ahd éacteproduttiegthe comtentadatarbased pnsaigh usingernditiopsriormapioncat i on
for reproduction, and. adapted for reproducing the contents data based on

the usigyg condition information, by a conprehensive contents nmanagenent
unit, said nmethod conprising: transferring the contents data and the using

condition infor ' | i ' ?(IBJ&:}

conpr ehensi \f%goggﬁEééﬁﬁgwﬁgﬁg%g%enﬂ?%n#&ﬁ?hﬁgoéﬁ%{l é@ﬁg er pdrtg]{i‘tgtgg}é aving a
unified forpat for, the contents dafa encr il on systemand the usin

condi t ithA qsmgﬁmlﬂé‘ﬁ.lnglfmﬁéﬂégﬁﬁﬁﬁ?%“tﬁ%%%@ientyrret hod accordi ng tg claim

8 wherein before transferring the contents data from each application for
repr oduct i oredch appdicatiop farepsidustion onthke comprehegsivernontants managealest ypt i on
systemfor this contents data is converted
unit converting the contents encryption system used by each application and the format -
of the using condition information into the contents encryption system used by said
comprehensive contents management unit and the format of the using condition
information to transfer the contents data and the using condition information from the
application for reproduction to said comprehensive contents management unit.
5. The data processing apparatus according to claim 4 wherein each application for
reproduction converts the encryption system for contents data transferred to said
comprehensive contents management unit from the encryption system used by the
application for reproduction to an encryption system used by said comprehensive
contents management uni.t.
6. The data processing apparatus according to claim 4 wherein said comprehensive
contents management unit converis the encryption system for contents data

transferred from each application for reproduction from an encryption system used by

the application for reproduction to the encryption system used by the comprehensive



froman encryption system used by each application for reproducipgireoionto a
unified 1 April 2004 82 encryption system 10. The contents managenent

met hod according to claim8 wherein said conprehensive contents managenent
unit connects to .a server over -a network by a transfer protocol which s
the sane as the transfer protocol used. between the conprehensive contents
managenent unit and each application for reproduction. 11. The contents
managenent net hod according to clai m@ wherein said conprehensive contents
managenment unit manages the contents data and the using condition

| nf or MaddRenty hatthgehRnthit; £ veRGEMNhE eOmPYSiaRTW Bt dvits witidaemhehpiifmt  Of
the using condition information. 12. A recording. nedi um having stored

or - ror ERE I8 AAAC 5 PieC URer ESRAEER Info RO AT ARACEAER 11

usi ng condjtion of each contents data and for nagj ng.,one Qr pore

appl i caAnpicatior feipreRfeduciion fzem adgcm@d PEﬁSngE o%hcﬁhﬁgapﬂlé%m dffs data
based on the using condition information, said conprehensive contents

- manageneptoduaioni toatfonmai preseribetpyathercoagsshensipe ooptantsimanageansftemit. ng t-he
contents data and the using condition information fromeach application

for repfo | oYt I [ sudifi swEor the
POt AR prSecising a&{;}g{hg%@a%%e%@ cIRRY UngherRin' BAitll @rnprehBRdive 4

contents data encCryptio using condition information.
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d.a ta which is the same as the transfer protocol used between the comprehensive contents
management unit and each application for reproduction.
8. A contents management method for managing one or more contents data and the

- using condition information, stating the u.«';ing condition of each.contents data and for
managing one or more application for reproduction, and- adapted for reproducing the
contents data based on the using condition information, by a comprehensive contents
management unit, said method comprisiﬂg:

transferring the contents data and the using condition information from each

apblic’ation for reproduction to the comprehensive contents management unit using a
transfer protocol having a unified format for the contents data encryption system and
the using condition information.
9. The contents management method accérding to claim 8 wherein before transferring
the contents data from each application for reproduction to the comprehensive

contents management unit, the encryption system for this contents data is converted

from an encryption system used by each application for reproduction into a unified



1 April 2004 83 transferred fromeach application for reproducApari2didom an
encryption systemused by each application for reproduction to an
encryption system used by the conprehensive contents nanagenent
application; and wherein the format for the using condition information
transferred fromeach application for reproduction fromthe format
prescribed by each application for reproduction to the format prescribed
by the conprehensive contents managengpt application. 14. A data processing
apparatus conprising: a reception interface for receiving first contents
dat a f“é@&??ﬁ@n&&@@hﬁ first contents server and second contents data

furni she om a“second contents server; a conprehensive contents

manage t it, inclusive of sajd regception ..interface or .supervi.si ng
caa r A0 abhé setFptsc aiebpueRh melRE Ao o TR | SrIRHS S on
stating the using conditions for said first and second contents data; and a
usi ng cepprehsmsiusne@tents inpraggment Uit emgstst torgsemer pyehamebroakhly asi ng
condition information enployed by said first contents server into the

format nohnifee presocrd whivhi t5 die ismher satherramtopestocol ased teowpeghhssi ve
contents managenent unit; the format of the using condition information of

cont ent SoipeehditiRA SRS Akhas RN PR P aRE AL afilchBioh IS ABRBAA G 1,07 Mt

of the using condition in on of nt'ent's used" _ _
it COREERPRa R Ra e AR AR S F Ry RGeS TOPRADnTet ne
first contents data to said conprehensive contents managenent unit, 1 April
2004 .contenis management unit manages the contents data and the using condition
information using the unified encryption system and the unified format of the using
condition information.
12. A recording medium having stored therein a comprehensive contents management -
application for.:-managing one or more contents data and the -using-condition
information, stating the using condition of each contents data and for managing one
or more application for reproduction, and adapted for reproducing the contents data
based on the ﬁsing-condition information, said comprehensive contents management
application including
a processing program for transferriﬁg the contents data and the using condition
information from each application for reproduction using a transfer protocol having
a unified format for the contents data encryption system.and the using condition
.information.

13. ‘The recording medium according to claim 12 wherein said comprehensive

contents management application converts an encryption system for contents data



83 a the format of the using condition information appended to sa'g first
contents data is converted into the format of the using cond*@PBL(m4

i nformati on used by said conprehensive contents managenent unit. 15. The
data processi ng apparatus according to claim 14 wherein said using
condition conversion programis exegqted using said conprehensive contents
managenent unit. 16. The data processing apparatus according to claim 14
wherein said format of said  using condition information is converted on

t he ba$pusiemrednbipamenth applicapipnrfgr s¢preduetiorf front arc emtryptien dpstemt useddiyd
contents managenent unit. | T The data processi ng apparatus according to

cl ai m dathvwipplliehtios dblirdpré@ictoANbait Sncrifich systdhansd %grtﬁ@' cbﬂlrpi’@l'lt[qls've .
conpr ehensi ve contents managenent unit using a transfér protocol having a
unifig? fgrnat of the usingcondi igg i.nformati on of contents data. 18. A
r ecor dTHHCTHE BARSRRGPh AP PHLPECFFIR conpr ehensi ve contents ranagement
software for supervising the first and second contents data and the using
condi ti on thaffornweit foorihs nsing ngnthisnusiorgation dransfenced fir@maiedcl iapplicativh second
contents data to supervise the contents data based on said using condition
I nf or Jraram I8 ' | r : | V] ' ontents
dat o T i ErodeDA (Rl the FohR e Bls b b\ R ppali G b hehodicity 2
furni;ﬂg froma s%f d contents server; a using conditiqn conversion

pr ogr eﬁ‘&x GoERRFEhensive pRNIBRYS ARAIAgemEnt #RI1GaHPBr mat i on

enpl oyed by said first contents server into the format of the using

condi t14 A datagmoeatssing sppairatye doiprisiigd conpr ehensi ve cont ents nanagenent
unit; 1 April 2004 83b

a reception interface for receiving first contents data furnished from a first
contents server and second contents data furnished from a second contents server;

a comprehensive contents management unit, inclusive of said reception
interface, for supervising said first and second contents data and the using condition
information stating the using conditions for said first and second contents data; and

a using condition conversion program for converting the format of the using
condition information employed by said first contents server into the format of the
using condition information employed in said comprehensive contents management
unit;

the format of the using condition information of contents used by said second
contents server being the same as the format of the using condition information of the
contents used by said comprehensive contents management unit; wherein

when transferring said first contents data and the using condition information

appended to the first contents data to said comprehensive contents management unit,



the format of the using condition information of contents used Aprikzi0d
second contents server being the sane as the format of the using condition
informati on of the contents used by said conprehensive contents managenent
unit; wherein when transferring said first contents data and the using
condition informati on appended to tRgzfirst contents data to said

conpr ehensi ve contents nmanagenent unit, the format of the using condition

inforngtion appended to said.firsf contents data is_  _converted into the

For ot Tt TR 2 TG UesicBiion WEIOFmARpBAPBSRIE b Sl sk oomsFBIvednia e
contents managenent unit. | April 2004 84 ABSTRACT The nusic contents of
pl ur al convdrtedenhtd cheafermair efetiie ausfng euhditiow! tfBaNSIRR! usedormutRidare to
be handled in a unified fashion as the copyright protection of the

conten ' Lk alne ' L.on for reproduction (A 311 manages the
musi ¢ E%%’ ?eyr%%l%%?gfegfsb@[gg%%@n%t- EMD server A 4-1. .. A conprehensive
contentlg ggzaagement unit 315 nmanages the nusic contents distributed from
an EMD!2eFRefata pracessing anpanais acediding i Jaisod dembereirosaad psingatsinditiavi ce
6-3. The UsageRul e of nmusic contents nmanaged by the application for
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of nusic contents managed by the conprehensive contents nahagenent unit
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pl ural

using condition information is converted on the basis of movement or copying of said
first contents data to said contents management unit.
17. The data processing apparatus according to claim 14 wherein said first contents
data is transferred to said comprehensive contents management unit using a transfer
protocol having a unified format of the using condition information of contents data.
18. A recording medium having stored therein a comprehensive contents management
software for supervising the first and second contents data and the ﬁsing condition
information stating the using condition of said first and second contents data to
supervise the contents data based on said using condition information, comprising:

a reception interface for receiving first contents data furnished from a first
contents server and second contents data furnished from a second contents server;

a using condition conversion program for converting the format of the using
condition information employed by said first contents server into the format of the
using condition information employed in said comprehensive contents management

unit;
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the format of the using condition information of contents used by said second
contents server being the same as the format of the using condition information of the
~ contents used by said comprehensive contents management unit; wherein

when transferring said first contents data and the using condition information
appended to the first contents data to said comprehensive contents management unit,
the format of the using condition information appended to said first contents data is
converted into the format of the using condition information used by said

comprehensive contents management unit.





