
100

FIG. 1

1/9

Neural 

network 

model

Input image Processing unit

Generative 

Adversarial 

Network 

(GAN)

102

104

106

108

103

105
109

SVM Model

110

Verification Result

112

Binary 

classifier 

111



U-Net

212

U-Net

214

200

FIG. 2

2/9

F
126

210

203

205

207

122

202

204

206

123

124

125

126

127



FIG. 3

3/9

I
ID

300

303

302

304

305

F

310



400

FIG. 4

4/9

Input Pk

402 Generator 

model

404
Generated 

Genuine 

identity (ID) 

document

406

Genuine 

identity (ID) 

document Rk

408

Discriminator 

model

410

Classification 

Result

412

409407

413413



510

505

530

525

FIG. 5

5/9

Generator
520

500



600

FIG. 6

Training a neural network model using one or more image pairs

comprising at least one image of a genuine identity (ID) document

and at least one transformed image 602
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Obtaining, by the neural network model, a two-channel map function

using the trained neural network model 604

Converting, by the neural network model, an input image of the

identity (ID) document to be verified into a new dewarped image of

different angle using a two-channel mapping function 606

Obtaining the genuine valid image by the generator model of the

GAN

Verifying the legitimacy of a genuine valid image by the generator

model of the GAN and a new dewarped image from the neural

network model

Generating, by a processing unit, a difference image by calculating at

least one pixel-wise difference between the generated valid image

and the new dewarped image

Classifying, by a support vector machine, a difference image as a

valid or invalid identity (ID) document and providing the verification

result to the user

Training a Generative Adversarial Network using a plurality of images

of a forged identity (ID) document and a plurality of images of a

genuine identity (ID) document, such that a generator model of the

GAN generates a genuine valid image 608

Inputting the input image of the identity (ID) document to the

generator model of the GAN 610

612

614

616

618



700

FIG. 7

Obtaining a transformed image by applying a random perspective 

transformation on a plurality of images of the genuine identity (ID) 

document at different angles 702
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Obtaining the two channel mapping function by training the neural

network model using one or more image pairs comprising at least

one image of a genuine identity (ID) document and at least one

transformed image 704
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FIG. 8

Training a generator model of a generative adversarial network by a

plurality of forged identity (ID) document 802
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Generating, by the generator model, a plurality of images of a

generated genuine identity (ID) document after training 804

Obtaining, by a discriminator model, a first input comprising a first

concatenation image pair of the plurality of images of a forged

identity (ID) document and the plurality of images of the generated

genuine identity (ID) document 806

Obtaining, by the discriminator model, a second input comprising a

second concatenation image pair of a plurality of manually aligned

images of the genuine identity (ID) document and the plurality of the

forged identity(ID) document 808

Training the discriminator model of the GAN using a first input and a

second input 810

Evaluating, by the discriminator model, whether the generated

genuine identity (ID) document and the manually aligned images of

the genuine identity (ID) document are close to each other and

generating a classification result 812

Updating weights of the generator model and the discriminator model

based on the classification result 814
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FIG. 9

Receiving, by a support vector machine (SVM) model, the genuine 

valid image from the generator model
902
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Receiving, by the support vector machine (SVM) model, the new 

dewarped image from a neural network model 904

Calculating, by the support vector machine (SVM) model, at least 

one pixel-wise difference between the generated valid image and 

the new de-warped image 906

Generating the difference image from the pixel-wise difference
908


