SHARED DRI VE DATA COLLECTI ON TOOL FOR AN ELECTRONI C DI SCOVERY SYSTEM CLAI M
OF PRRORITY UNDER 35 U.S.C. 119 [0001] The present Application for Patent
claims priority to Provisional Application No. 61/164,276 entitled

"El ectroni c Discover Systenm filed March 27, 2009, and assigned to the
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can be accomplished in a network environment.

[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents
must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment, This is
becaunse the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to
physically destroy any and all hard drives where it is stored.

[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an
especially valuable source of evidence in civil or criminal litigation, because people are often
less careful in these exchanges than in hard copy correspondence such as written memos or

postal letters.
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accomplished by determining a specific date range for the request, providing key words

relevant to the case and the like. Improvements in the area of searching are greatly in need to
further add efficiency to the overall e-discovery process.

[0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entity, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the
manner in which the data is presented for review adds efficiency to the review process and
ultimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs.

[0010] Lastly, once the digital data has been reviewed, data identified as relevant may

need to be produced in a tangible format for further analysis or legal evidentiary purposes.



Such managenent does not allow for finer granularity in the managenent of a
case or for |links to exist between different cases for the purpose of

| everagi ng the e-discovery related to one case to another new or
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dat a f rsesdihd & location identifier to the e-discovery manager indicating the node location at which

the data is located on the shared drive. In some embodiments this identifier is a uniform
resource locator (“URL”), or in other embodiments the identifier is an assigned identification
number or other location identifier that provides the data collection tool with the location of
the data. The data collection tool, through the use of the location identifier, is configured to
capture the data, which includes the data at the identified node location, as well as all of the
data stored under that node location within the hierarchal structure of the shared drive. In
some embodiments the data is not usable in its captured state, especially if it is located on
third party shared drives. Therefore, the data collection tool will also capture metadata
associated with the data and reconstruct the data into the proper form so it can be used by the
electronic discovery system.

[0014] One embodiment of the invention is a method of collecting data from a shared

drive for an electronic discovery system. The method comprises identifying the location of

3



shared drive using the processing device and transferring the data to the
el ectronic discovery systemusing the processing device. [0015] In further
accord with an enbodi nent of the invention the nethod conprises
identifying nmetadata associated with the data captured fromthe shared
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el ect r slconic slseveary s¥sfgmem usi ng t he processi ng device. [0022] Anot her
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comprises receiving from a custodian a location identifier indicating the node location of the
data on the shared drive using the processing device.

[0019] In further accord with an embodiment of the invention the method further
comprises identifying links to other data located outside of and associated with the data
captured using the processing device.

[0020] In accordance with another embodiment of the invention the method further
comprises sending a follow up inquiry to a custodian presenting the links to the other data to
the custodian using the processing device, wherein the custodian is asked if the other data
should be captured.

[0021] In yet another embodiment of the invention the method further comprises
receiving from a custodian information indicating whether the other data should be captured
and transferred to the electronic discovery system using the processing device.

[0022] Another embodiment of the invention is a method of collecting data from a

shared drive for an electronic discovery system. The method comprises identifying metadata
4



associated with the data captured fromthe shared drive, using the
processi ng device. Thereafter, the nmethod conprises reconstructing the
data captured fromthe shared drive into accessible data for the

el ectroni c discovery systemby utilizing the information contained in the
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[0026] In further accord with an embodiment of the invention the method comprises
receiving from a custodian a location identifier indicating a node location of the data on the
shared drive, using the processing device.

[0027] In accordance with another embodiment of the invention the method further
comprises identifying links to other data located outside of and associated with the data
captured, using the processing device.

[0028] In further accord with an embodiment of the invention the method comprises
sending a follow up inquiry to a custodian presenting the links to the other data to the
custodian using the processing device, wherein the custodian is asked if the other data
associated with the links should be captured.

[0029] In yet another embodiment of the invention the method comprises receiving
from a custodian information indicating whether the other data should be captured and

transferred to the electronic discovery system, using the processing device.



coupled to the nenory device and the comruni cati on device, and confi gured
to execute conputer-readable programcode to identify the |ocation of the
data at a node in a shared drive, wherein the data is the data at the node
and all of the associated hierarchal data | ocated below the node. The
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for the onic discovery systemis configured to execute
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comput r-ret%ﬂ%bl e program code to identify links to other data |ocated
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by the electronic discovery system.
[0033] In yet another embodiment of the invention the processing device is further
configured to execute computer-readable program code to send an inquiry to a custodian
requesting the location of the data on the shared drive.
[0034] In further accord with an embodiment of the invention the processing device is
further configured to execute computer-readable program code to receive from a custodian a
location identifier indicating the node location of the data on the shared drive.
[0035] In accordance with another embodiment of the invention the processing device
is further configured to execute computer-readable program code to identify links to other
data located outside of and associated with the data captured.
[0036] In further accord with an embodiment of the invention the processing device is

further configured to execute computer-readable program code to send a follow up inquiry to



configured to execute conputer-readable programcode to receive froma
custodian information indicating whether the other data associated with
the links should be captured and transferred to the el ectronic discovery
system [0038] Another enbodi ment of the invention is a collection tool
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reconst@aémfgﬁgeég{tgefgggﬁmgglsf?%Wf “Bhared drive into accessible data
for theogigict r oni LnothlérSeeRiner BT HRMbshtidhiis b bIettioh Sodl Rl QEmEbt elec@ilt ai ned
in the netadata. [0039] In further accord with an enbodi nent of the

i nvent idate from Ppsloceabdiivayfod e destropisrdisepueaasysisny exrapriting @ (namsy dgyige, a
captured fromthe shared drive int.0 accessi for.the . e i C

di scovecrog}ug%faé iéev&:?nfa}n uf é’&ocfegsné%e(%u & cgﬁﬁgtﬂq géeg?lielgd%eﬁ% 15'r !5%“’?%"57‘%% ode to
renane dopleliith ethe aetor9fddvive sl the Capirtiirg ationt deviveiasd tdoafigiaed t€ @redusd ent

wi th and searchable by the electrqgnic discovery és%stemepqEOMO] I n
accor daesuigrireedahlormregraBnensgitoredantis metadata pysosiateshwith ghedate eadwgg fgayi ce

e furt . , - ' tif
the | o Fu e A T b BRI o Bl R R ARg R T B SR ATy
t he datpoghamacodede dapuad tlenmetadatalaksosfatddneith dse data dtoed the shrasadcdade. dEha

| ocat ed bel gw t he, node.. The prqQcessing device is furtQ r configured to
execut PTEERIHNE Vi Fa bt ef)r‘i?&%g'h‘ieao@ee’f‘??u@aﬁ?rﬂp\ételf'% %ﬁ? PIEFEW L Lhar ed

drive. r-g&ﬁlsﬂ'g& Saffc b8 Frdis thdshBEd dRB GG UBLsibhe AXGCHE the électron_ic
conput er-readabl e program code to transfer the data to the electronic

di scov aliycospytsystem| Q0atilizidgthy étfoamasioneonaineddi thetoetadata.he i nvention the

pr ocessi devi ce i urt her nfigured t cute conputer-readabl.e

Dt ogr arkBstle 1 o darirhif st vt oo hedpdhd i Faguld P gReaRe a8 en o
the dat@nfBufedo shahGehcH ile/dhita biita@d tHveh eQhed die s #BessibR0detd fdrithe
accordance wi th anot her enbodi nent of the invention the processing device

i s fur tdlestropisnfisepnerd sysersxie cuoné gersfpat execite peativer peasgbenpiogtia ©ade &xei ve
dat o orfopes Dicdle afe PG SRR R PR LR SRR R G i e "0,
t he i nvgpthe eReclrbisic disecRasspgertlievi ce is further configured to execute
comput e[r()bft(%adabl elngﬂ;gcgrrdgnn(}ecv?i(tjfarzo?hér%?n%toidfn%/erﬁt Io’rf] ‘E’lse iEl\(/)en%E)lljll %Ee S‘géeassing device
is further configured to execute computer-readable program code to identify the location of
data at a node in the shared drive, wherein the data is the data at a node location and all of the
associated hierarchal data located below the node. The processing device is further
configured to execute computer-readable program code to capture the data from the shared
drive. The processing device is further configured to execute computer-readable program
code to transfer the data to the electronic discovery system.
[0041] In yet another embodiment of the invention the processing device is further
configured to execute computer-readable program code to send an inquiry to a custodian
requesting the location of the data on the shared drive, using the processing device.
[0042] In accordance with another embodiment of the invention the processing device

is further configured to execute computer-readable program code to receive from a custodian

a location identifier indicating a node location of the data on the shared drive.
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| ocat ed outside of and associated with the data captured. [0044] In
accordance w th anot her enbodi nent of the invention the processing device
is further configured to execute conputer-readabl e programcode to send a
follow up inquiry to a custodian presenting the links to the other data to

the CUT@@QF an, WheReHRy E%I&Hﬁhgﬁieﬁﬁoh&enﬁgﬁfﬂé ihfentibf tHRlR6CesGas devilion! d be

captured. [0045] In yet another enbodi nent of the 1 nvention the processing
devi ce furghel gonfgred toeNecete cothputsr-asadebie oregragpuode to skotfy lekytogthemiatede t o

receive frama.custodi an .inforngti i ndi cati ng whet her the other data
shoul d??fé{egfﬁ?%&ee%tagﬁ&sﬁofﬁiﬁ%f‘ﬁﬁng’& dﬁga R e‘gl ectroni c discovery system

[ 0046] [dn@y her embastiorRinte FhthtahSthbNMERSdiRBnd oF (RORREH RN (RE pdeasfingrdediet for
a collection tool systemfor collecting data froma shared drive for an

el ect r thfugthgi enpdiguared to syequmeormpirercrgaall eproprasyeeds tp setflie followmm ingity at
| east on [-rea | i.um . havi.n r - r.eadabl rogr am code
oae ol gt Bles ARG Rl HELeBAK R FRURMLERS (ARRAR o Bl o0

conpri gsilig iftheddee dhtaBheulgde thmoredonfi gured for identifying the |ocation
of data at a node in a shared drive, wherein the data is the data at the

node | 65T on  af yal mashertqmebodinaentioftthel invieation iraprosresing| dstizeddl fwthesw t he
node. U3hflitheay F}BO&&%ﬁie”QgﬂﬁMﬂeﬁ?eaggcgggﬁfngréﬁ YeoGOUR! Elheh? PP chui¥hCE and

a communi Ion device. An“execu configured Tor capturing the
dat a f iformhdtnsindicatingl rwhether ulé ghdr hiatp shadd Hengaptleed aad tAmsfeesséautthbl e
portion, confi %ur ed for transferring the data to the electronic discovery
syst emCleqEPREG dsRRVESY 8¥SEIRi ng device. [0047] In further accord with an

enbodi gg‘qhtgg)of t hey oee MiRRihaR &Ofm%@éntﬁhogr%p@érogﬂg%aﬂ Eﬁi@?{ g@ggpri ses

an exe | e portion configured for 1dentifying neta with
t he datallagiph dpddsysteomidrhenllebt@nge datdrrore,a sisretydtive for oc elestrowge descovey An

execut abl e partion configured for capturin he netadata as iated with
the. dat ¥ EaptiaeSamet<D preien drafisk SPPIERE BLleR PR eOBPUREESIRG® dUSIER.  An
execut allife RefphiRRr&GaRiL PHi@sn 0lle pbRieRN ShbyEEbd RitrdiRe THAAmpaRE-Ha85h1E T OM
the shared drive into accessible data for the electronic discovery system

by uti IpFograrg edde partionsmaempnsing rinacxesutable perdionetonfigersy fosiidentifnieg the

processin deyi.ce 0048] I,n_accordance.w,t h anot her, e di nent,_of. the
hvent Rson aF SuE e BREH B RE AR AR e sBP R BEBRE AP B ARE etliotat
capt ur efd kll Whthé essdtiatedhicthichel ddid batdaeidwlie néR) 8sing AMMRbEESISg WBvice
execut abl e portion configured for renamng the file names of the data 8

capt ur egerpivdy fanled toranenpy duirsiand arrommuticating dsese chalskecuaple prstion
el ectr %Qﬁﬁ’gugéé ?&V&E)erinﬁytﬁ& YRa from the shared drive, using the processing device. An

executable portion configured for transferring the data to the electronic discovery system
using the processing device.

[0047] In further accord with an embodiment of the invention the computer program
product further comprises an executable portion configured for identifying metadata
associated with the data captured from the shared drive, using the processing device. An
executable portion configured for capturing the metadata associated with the data captured
from the shared drive, using the processing device. An executable portion configured for
reconstructing the data captured from the shared drive into accessible data for the electronic
discovery system by utilizing the information contained in the metadata, using the processing
device.

[0048] In accordance with another embodiment of the invention the executable
portion configured for reconstructing the data captured from the shared drive into accessible

data, comprises an executable portion configured for renaming the file names of the data



[0049] In yet another enbodi nent of the invention the conputer program
product further conprises an executable portion configured for sending an
inquiry to a custodian requesting the |ocation of the data on the shared
drive, using the processing device. [0050] In accordance w th another
embodi & it OBl Watl 18 SATRMAE wilh! 2 3rcRbRABE tth WdchBhicCARRIVERES an
execut abl e portion configured for receiving froma custodian a | ocat’ion

i dent i fsystemi ndi cati ng the node | ocation of the data on the shared drive,
using t processi ng deyi ce. 051 further gccord with an enbodi ment
of ¢ e IDESARL  on TEHEY b EnonfEgah el b veaten B arelnareRlet Proel
execut giRerPQntprRBs GRMxbaNARE poftion B@fHdutad RE dehiiks dnOinQhifgrto dabdtodigrat ed
out si de of and "associated with the data, using the processing device.

[ 0052] requegting thededation efithie diateeom the Shareddiivey esinE e nrpeeseibagayies- pr ogr am

For | ow 05 Thaui 1 ) eoParaEd P EREH BBLRRRG! PRI ERRA M SRl AERRRTD. ",

the cusgiredlictfurtifer BEmpASes IQASREREKE pdetionCenfigufea fel fectintgCiieh edhrtvdia asked
if the other data should be captured. [0053] In accordance w th another
enbodi fesationfidentifier rivdipatingntheode dagatiosr of hiegipta an ghe dheed ivenBying d¥r i ses
recei vi fI. .custodi an information indicating whether the other data
shoul d pg(gceééggggwgeand transferred to the electronic discovery system

usi ng t[besi]pr ocedsaifughetatad. wiflDab dnbddintcne of thelineintion thoforhiheer prograti on i s

a conputer program product for collection toal systemfor collecting

dat a f rspqust BHOTPTIEFE 2P GrocpRe E%@Bﬁpﬁgﬁfrg‘g&fé&%’ufgygﬁgh tngger but er

pfogra%@a&&%ﬁﬁgseﬁm abdWatdd wlitﬁ%?éda‘?ﬁ',%sﬁ'%ﬂé'ﬁ%'&ésrs bice. medi um having
eada dth

conput er-r e program code portions erbodi e rein. The
conput gfofadabl dn yet agother embledipumt ioftke dromeptions itregcampuse pogedsh erglact | on

configured for identifyin t adat a sociated with t dat a. captured from
Che. s haMBHETGRuRISeR g Rep b HCULL CAETEE G2 SRR DLy YroUpigY Ph
menory gepika [ﬁ‘&@n@n%ﬂf@]}iﬁb ¢ ieoftheedtE£ R thé@uazs&iﬁﬂhaﬂagem@?fdce@mg &Rdel gur ed
for capturing the netadata associated with the data fromthe shared drive,
usi ng wheeeiptheostiden id eskhed of thaethex datashould bpeaptiesd. confi gured for

reconst ing t dat a, capt ur.ed rom the..shar i:ve i.nto,.ac ihl e

dat a fJbHﬁle el eggr groEdagee B qno t%ﬁ?‘b@%ﬁ% ﬁ?ztﬁ%d%?%det{&i Fl}%o%gr%ﬁuglﬁ

cont ai NRfgrath fro@udiBlirGa témpsdsReeeififg PoACcLastdiartiatireRtion Bdbhling Whithet her
accord wth an enbodi nent of the invention the executable portion,

conf i guhedthendate shad be cantired and ragfersedtoghe elestramie diseaerys fugeay vgigvle i nt o
accessip%gesgﬁéae o conpri ses an executable portion configured for renam ng
the fil® Hanes of Yhe data captured into nanes that are consistent with
and segnofwibl e byAndiRereérbddimenicotliteciavartionsigst esmputer program product for a

collection tool system for collecting data from a shared drive for an electronic discovery
system. The computer program product comprising at least one computer-readable medium
having computer-readable program code portions embodied therein. The computer-readable
program code portions comprising an executable portion configured for identifying metadata
associated with the data captured from the shared drive, using the processing device
operatively coupled to a memory device and a communication device. An executable portion
configured for capturing the metadata associated with the data from the shared drive, using
the processing device. An executable portion configured for reconstructing the data captured
from the shared drive into accessible data for the electronic discovery system by utilizing the
information contained in the metadata, using the processing device.

[0055] In further accord with an embodiment of the invention the executable portion

configured for reconstructing the data captured from the shared drive into accessible data,



[ 0056] In accordance wth another enbodi nent of the invention the conputer
program product further conprises an executable portion configured for
identifying the location of the data at the node in the shared drive,
wherein the data is the data at a node |ocation and all of the associ ated

hi er ar cBalidatd xeeahsle pPBRIAVEdnRguRAISy redst EIPAAFESTT RO datd QUptaRA AN

thé
execut abl e portion configured for capturing n&h data fromthe shared drive,
usi ng intheames et sierpgneisontowith 2od @n@hainlaby ehqrﬁiccmomc diswoierywystdmf or

t r ansf ' gthe data to the elec n S ste using t he

pr ocesip devi cd? 6%@]’“‘1 Vil eng WBT?D g ‘3@ (ﬁf:aﬁf SPHY § TS S0Pt he
conput %o@&ﬁgﬁﬁﬂh&rﬂﬂ%&f coxfnisﬁ!‘,é%e&n ‘éﬁéﬁﬁ'ﬁdb?@%oﬁfbn%&ﬁi@b@éﬂ' ﬁ)rpi%ﬁtif?ih the
configured for sending an inquiry to a custodian requestrng the [Nocation

of t he lekatian of thadatg lab thednetle incthe gharad) drive. wherelasthe gtadiethe ata[ﬁ@@srg)]del n
accor d,?oc%a jon ﬁ}uﬁ] alf'af {he%rsso%n?e%jhler nlt??f)%a[té Pocafe \Egl%v Ui lE)g s g?}n@gt grg)ges hgdr am

produc er conprises an exec e por 1on con |ng

from a dec¢ids! i exBeirablepaitiodrohfgired firasapiung ¢led da1g fbhethe ehtged 8698, uiRgof t he
data on the shared drive, wusing the rocessr ng devi ce. [0059] In further

accor d th§ Prcaw g oarare fn Srecutible Pﬂl@ﬁlﬁrc@ﬁ gH cf@rwﬁalﬂsé@mpgdbr éirﬁa forbauct
furt he(rf folol 'd?s% V%? %E glgﬁgfﬂgealﬁggéslsﬁ d%%’@g' gured for identifying links to
ata 0

ot her oca ass clated with the data, using the
procesgo@yidevi cdn ﬂeﬂ@ﬁﬁheﬂ mhmhmedaaﬁmemwmtmmomheﬁon@lmqu@@ﬂm phdude

i nvention the conputer ram rodu t f her npri.ses an execut abl e
porti orfw@aﬁﬁqogmnéas rue)rex @oa OPO‘FQ"%WJ{?B % a{ldn&msugq fugigdian

pr esentrrecﬂﬂs d;rgsrlhls Ik ﬁQf&lgﬁaﬁtolﬁ%e gt difel ﬂﬁn%ﬂﬁstpﬁ?d t 48y the

pr ocessi ce, erern the custodian i$ e other data shoul d
be capt[O(Di&} [00611] adCﬂl'dle(L'e avitht heothentsodiodiemdnt off thee inveueor ithey dohmutonput er

pr ogram pr oduct conprises re vrn fro Odl an .i nf.ormati on
i c adtaap e TR TaRRgh o5 cXEHOUTY PBRIoDa IR ShE PRt GPFLA o
the el eaktb@igh @ 1@&&@9\&@5&1@%&8&1 Sthagloaér@odaﬁ&i:@ﬁ e @hta GBUNE SharERlIEe,

DESCRI PTI ON OF THE DRAW NGS [ 0062]" Havi ng t hus descri bed embodi ments of the

i nvent it@imgithﬁg@n@siagd@éircm ref erence may now be made to the acconpanyi ng
dr awi ngs..4,0063] Fi e 1 illu trat K.env ment whi ch the
o oced00 T ooor | B Al s T Ro P e S G BRSO toms Mhstent of
t he i nyesducORirthéPediR it afbﬂéﬂh&b?e poitién Bbrldsradl PRYIRMIBinlnkelt6 otHep BAtE

di scovery manager server, in accordance wth enbaodi nent of the present

i nvent ilefted @B offndaswocitgdswith feglale, dsinghemreessingdedtmase server, in
accor d%@@&)]\’“ th 3 accordance with another embodiment of the invention the computer

program product further comprises an executable portion configured for sending a follow up
inquiry to a custodian presenting the links to the other data to the custodian, using the
processing device, wherein the custodian is asked if the other data should be captured.

[0061] In yet another embodiment of the invention the computer program product
further comprises receiving from a custodian information indicating whether the other data
should be captured and transferred to the clectronic discovery system, using the processing

device.

BRIEF DESCRIPTION OF THE DRAWINGS
[0062] Having thus described embodiments of the invention in general terms,
reference may now be made to the accompanying drawings:
[0063] Figure 1 illustrates a network environment in which the processes described

herein are implemented, according to one embodiment of the invention;
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enbodi mrent of the present invention; [0066] Figure 4 is a block diagram of
a collection server, in accordance with an enbodi nent of the present
invention; [0067] Figure 5 is a system diagram of the conponents of a

coll ection server, in accordance with an enbodi nent of the invention;

[ 0068] (fhdayire 6 i I QC ! td ediRéRBRS Qlel Rt inng
hare 1 IREHE O Freufe 2 B4 block dha %’ngéy 8t bRl WbohRCAREARRAS falhedt TehRE N0
t he i naentrdamcs wWihGaodinentof the preseat ivewtenery Site Col | ector Tool input

interf or gathering.dat froma shar rive, in.accordance wth an
enbodi Z@fﬁsﬁof t he §H%ehts Bnﬁoflﬁé‘fﬁmﬁi% 3%@%?%; ¥ 'rsélb\?g?%fgg}cfaew%lﬁnect or
Tool  syumRRa¥dnt bebeRehtQhvéntioSt rating what data will be gathered, in

i nbodi ment of the invention; [0071] Figure 9 is a

accordance with an enboc ) ] ] S
Di scovgfgo6di t e Caliguretdois Tdddckl fliogram o€ raf eellectien serven dn rageordanceywith dils
groups of data, that has been gathered, in accordance with an enbodi nent of
t he imﬂ&%%to ﬁ‘apﬁﬁﬁ‘?ﬂi""fﬂt@ﬂre 10 is a Discovery Site Collector Tool

br owsernpdgnier f acgifige 3 dentshithndiagiamabf Gt cotgsnehrest gabliestiod satiehi m a
group, r[i nmgccoeran%g with az enbodi ment of the invention. [0073] Figure 11
i s bl o@rcaaflange avith an ephqodimenipf thedavemione di scovery management structure,
in acc ce Wtk i f; ] LOon: o Flhgur S a
1 ow aNAAm of - 4 Hap a8 ApapctRtingf bbb s of PAIEChn bl o it

cr eat i p@rtg Swdreddiiegstin, accsdandengitlaadermbadivegt qfiths frventionon not i ces, sendi ng

rem nder notices_ and _creatjng and, sendin urveys to custodi gns, I
accor daPR&Iwi t h dieBE7H8 Rtdisevery REe ﬁoﬁbgg%{ P?ll\/lélﬁ‘(“i ’B.F?,ﬁ%f%)%ﬂﬁat 5#%‘313 i's
a flowfﬂin‘?‘%ﬂé%@ﬁﬁ@e 'i‘f’r’&&%fhg%@éwﬁﬁ%%ﬁb%ﬁin?%l%ﬂﬁl@‘%ﬁ'&mﬁ@n;an el ectronic

di scovery system 11 accordance with an enbodi ment of the present
i nvent i[6070] [ 007@figuEe Guis @DitcovarydSits Catlectdt ‘Gowl dungrayrinteffageeoh dlstriting

e cor aameLdgin ol oh 2ane inaogen e inp b eB R R e thf GRS A e
DESCRI PiA OF ENBRILMENTS Sischiley! SvENUiteblor ool AR ihteHaRO e Rsfatelg t he

present” 1 nvention now may be desciibed nore fully hereinafter with

r ef er enegowso gtops af detapthat hag beknagathersd. innacspidence sk, arh gmbadiment pf the

enbodi nents. of the invention are shown. |ndeed, the invention nmay be

enbodi é4VHO different forms and should not be construed as linmited to

the enfjoghratent s Sgsurk QOtib alMEE&VEEY Site Collector Tool browser interface for identifying

what data has been gathered within a group, in accordance with an embodiment of the

invention.

[0073] Figure 11 is block diagram illustrating electronic discovery management
structure, in accordance with an embodiment of the invention;

[0074] Figure 12 is a flow diagram of a method for initiating a case or matter
including creating search terms, creating and sending preservation notices, sending reminder
notices and creating and sending surveys to custodians, in accordance with embodiments of
the present invention;

[0075] Figure 13 is a flow diagram of a method for custodian management in an
electronic discovery system, in accordance with an embodiment of the present invention;
[0076] Figures 14 and 15 are flow diagrams of methods for harvesting different data
types in an electronic discovery system; in accordance with an embodiment of the present

invention;

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
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rat her, these enbodinents are provided so that this disclosure may satisfy
applicable legal requirenents. Like nunbers refer to like elenents

t hroughout. [0078] As may be appreciated by one of skill in the art, the
present invention nay be enbodied as a nethod, system conputer program
produciioomn a Corhhfhgils U heSpreddAl SHRhflon RO BYlkserivl® OSSRy
invention may take the formof an entirely softwar enbodi nent (i nclhuding
fi r mahereinadler deith refefanearte, thei aocompagang eravipgyrinawhshbseneyebit natoabi ni ng
sof tware.and hardware aspects that erally.be referred,tq.herein as a
" syst oo dnVIREE AT o eHE ot BHion MOLhE eBIofi 1 AV he
for m ofgiffereOAHS @Rd PEREE 88 B 8stidGhed s BmABIRY HRY erfRRAAENE séraditH MeR@¥i Ng
conmput er-usabl e program code enbodied in the medium [0079] Any suitable
conput éithere dltksp lconbedimants agyproeided ¢ ithas dhis THigslasurepmee satisfie applisiablenteghilum nmay
be, for_ex I not, 1 i . n electroni,c, magnetic, optical,

el ect rg?élélﬁegr%l& li:ill%] I}ué%rl% S,reg‘gfrﬁgg%gglgﬁlﬁa%’ttorouglyl/osutt'em appar atus, device, or
propagqod7s) nediAsmaVbe epmbeisted by otk dMpkitiSn Gle drf)@h€ PrERdH: ivehBaslafal demedi um
include, but are not I|imted to, the follow ng: an electrical connection

havi ng eBhedisd e methads : systema rgmputer  BROSTaaY Profuet. up fucpmbinatop @it sl e

conput isket r | -only
rormory VRS s ordudty) therbrdons Bl RGP MATRES InITRRE U o SRy Sl RE CT
menor y embadihoap daichdiise finaedre) rbsidant noftwateCRnidtdModep lezcOt bean Giiboditherair
magneti c st qQrage_ device, or, transm ssjon nmedia sych as those supporting the
| nt er nEPMHIBEH SOftaTeaHIk hardgypee ppaets iy %W@PﬁYg’Sd@@r@dn@qhﬁﬁi“p%ﬁd even
be _Papetyfim ANGhitkrmdft! BRbSInKRA' MR iGlrkiBf MEPIR SR OF 80, as
t he prog}rram can be electronically captured, via, for 1nstance, opti cal
scanni rgmpfitet hrogpap eroduct at Hesmprgel-teagabldimediconipiviredcomptternpatde echgraror

ot her wi sg g‘hﬁ%ﬁ%fednhi n g sui tabl e manner, if necessary, and then stored in
a conp(iPes P BYBY™ Conput er program code for carrying out

oper at ifgg®]of enbadi fRAbR AmHiG-refdBREMediRY &0 QN ufBedPe THd LéBpuikn an

obj ect "oriénted, scripted or ‘unscripted programmng |anguage such as Java,
Per |, $eadableanediv@mnay be, fonexpinkle. butiowe lignitedtthearn eleplaerae, prggtianvptivelie f or

carryin ut operat.i ons .of enbodi ts of the present.invention nay also be
wri 1 e e RmgRR N T BNER SF CERHTVARCIBT oY S A PaRy YRS, T AvaEioRe -
progr amiddign! aerAgGRciRY exdinipldsast fheC@ndiierNeadadigtheditm inthide0B8Lhre not

Enbodi nents of the present invention are described bel ow vm'th reference to
f 1 owchaimgited| foydhe felicoving as cleetrisplo spangriaen ARsng fongearhidgts, wigspar dengible

(syst eg@rﬁéﬂ?qi%&;% a8 2 pBHAAL g?%ngﬁ@g Hﬁg?‘ﬁﬁ: hihafPisP % HRESHIORE ntddRry €ach

bl ock art ns an
(RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM

or Flash memory), a compact disc read-only memory (CD-ROM), or other optical or
magnetic storage device; or transmission media such as those supporting the Internet or an
intranet. Note that the computer-readable medium could even be paper or another suitable
medium upon which the program is printed, as the program can be electronically captured,
via, for instance, optical scanning of the paper or other medium, then compiled, interpreted,
or otherwise processed in a suitable manner, if necessary, and then stored in a computer
memory.
[0080] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program
code for carrying out operations of embodiments of the present invention may also be written
in conventional procedural programming languages, such as the “C” programming language
or similar programming langunages.
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bl ock di agrams, and/or conbinations of blocks in the flowhart
illustrations and/or block diagrans, can be inplenented by conputer
programinstructions. These conputer program instructions may be provided
to a processor of a general purpose conmputer, special purpose conputer, or

other ph@dn ammab S il Refl 8F ARShiden ARARALY 3rd %es@ﬁl?é&“t‘?e%»@ BE RifGenceStdch

t hat nstructi ons, I'ch ecute via rocessor of the conputer or
ot her mloeghamiibiteticlatad/op bieksiigrama pp atettiods, appamatse sysahgnasheniprter

i npl ementing the functions/acts specified jn t | owchart and/ or bl ock
i B0 ABFRSFEBITGHcE JL R (EOBASFOMAs OnBlock Pt B ALEBP oA Fhay

al so b%lo%ﬁ(O&isngTrﬁanI@,e %Jgefwhﬁhaﬁ&ﬁa&k&&ba(mﬁmeyﬂ%\ga@cms@ad@gtana/oe Rt er or

ot her progra fa processing appar at us unction in a particular
manner digenhs, tcaabe tilnplementedugt coomsitat mogein mstrbdionsaniibessr compatiatpregrame nor y
produce an articl e of rra(g{é{ acture i nC|ﬁJdi n ilnstruct I on F?eans .\/\Pi ch

i mpl emdHErUCHENS MY, bE PEY O LHROLPFFYY h STFRE RSP TPRITG BB BERHi agr am
bl ock( %bm}ab{%ﬁ&%]otﬁéafpr&@mﬂﬁ{asre PP PR BsirpSipprfahisb protiée al hachbe, beadag ont o

a conputer or other programmabl e data proCessing apparatus to cause a
seri es tiof insirevtmins,onlEth exaspts s theeprogessdrof ieeicamrputerer odies pregrarpmablerata

progranmabl e appar at us_t rqduce comput er.- i npl.enent : h t hat
Phe i narTEtroRI A e bR e o aorprr e BF EREN TR F BRFIRIEHE
appar atfdsycRh@ %hder BloePdiakaim blaBk 8ABIBELIY t he functions/acts specified in
the flowchart and/or bl ock diagram bl ock(s). Alternatively, conputer

pr ogr afdP§¥| enentldgse sowpyted DIOFEE MRFFULHONS oRBY P RE 15016 dR a8 SPIBFCHuman

I mpl ement st eps .11n.0 ' ]

| mvent roigeotobeRoe AT Spbel oo Br o RF pbefiim Ao BRABMARI Boatdth
syst emtd @ghctibn iR6GaArEhARE enaninkd) sach thabteiingnictiofis stediinvientdmputer! neadabhee
enbodi nents, the environnent of the e] ectronic discovery, syst ?m 10%i s the

i nf or MERSIRRTYERIHTSI2BGHIPE 8T MERWREIrGIRCRIGE BHTUON MEgPS FREIP A fi%nal
or mul %ﬁ&%#&%ﬁ%ecﬁi%&@r?f@tﬂo%haﬁ@ﬂdﬂopﬁfoggﬁﬁa Hlock{syde of servers,

machi nes, twork storage devices In co nication wi th one anot her
over a [0@RFuNi c dflieoconmettevoprograhm insanttias| may akn bel loededonito adcauputer gr
managenent server 352.0 at | east one database server 120, a collections

server Ofhgy pregh & fatp YraGsRSiNg ERPASEIUS 1S 40 @ St metationgl Yeslo, b5

150, i %Hdﬂﬁ&g Al HeCBShpQBE oPSSEQN BloghRhMABIK SHpafAGe tARGIRB0: AonlpaRg!  One
shar ed "net wor st or age ar ea, enter prise enai | servers 60, a conver si on

ser vi casphmrented pigess suchhibatt theeinstractings rihidlh jexecut8@n thAdcompugsien ethny
e o SRR S S50/ by BTG VSRR BRI o0
i ncl udiffvdnb® ddar@r MBkl dtagkRf Blod(H2 Pelomatikel§] compliten @iogram Viniphérmasted
networ ks’tepg rc:)r ;th nlaa{ykbeé combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.
[0084] Figure 1 illustrates an exemplary electronic discovery system 100 in
accordance with an embodiment of the invention. In some embodiments, the environment of
the electronic discovery system 100 is the information technology platform of an enterprise,
for example a national or multi-national corporation, and includes a multitude of servers,
machines, and network storage devices in communication with one another over a
communication network. In particular, an electronic discovery management server 110, at
least one database server 120, a collections server 130, enterprise personal computers 140,
enterprise file servers 150, including at least one personal network storage area and at least
one shared network storage area, enterprise email servers 160, a conversion services server

170, a short-term staging drive 180, and a long-term network storage network 190 are all in

communication over a communication network 102. The communication network 102 may
13



[ 0085] As shown in the block diagramof Figure 2, the electronic discovery
managenent server 110 provides user interface managenent via a user
interface 118. In sonme enbodi ments, the el ectronic discovery nanagenent
server 110 is a web server that is accessed via a web browser. In one
parti cyloaf waitbads H&Work,tiﬁﬁuﬂing%é %hxglee'asl%eé’iezfréf n%@ﬁ%an&e%\ﬁﬁ cldsk0 1S
an intranet website server thdt nmay be accesseé‘ut|l|2|ng a we rowser on
a machinebvarktdrithe ke ent erpri se. Through the el ectronic discovery

manage server 110, the us interface 118 may, be presented.to a user
for t hgg%r] poses “b¥ Sa}‘é‘ﬁ’ég]inngle ?’k@keb@&% rﬂfc%WE% g gpeitanes discqvery|
pr oces semag@n&dti Adr N80 §irbviiBatsedliftet AR HARichREl €10a uséOtntdrfabdit g athve

purposes, I't may be assuned herein that the primary user interacting with
the usemeiembodingns, thaelestrenic dispdeye aanagammt serwent 1bofs & web sompathyt who

serves _an_el.ectronj discovery mana nt role, and,hereafter is referred
Lo as RS Jie 8oy PRty o Re Pt Sbg Ty, (s P, 48481, ¢ he
e- di scoyBhyeri@NagRir TRY idhh ntZRel WebsieedervehtiRitiMebd d€esded IRRAGE GRBES,
custodi ans, collections, and collected data. It should be appreciated,

howev e browseALD Aripachieg vithinathe eaigrrrisgs Throngh the elachpwie idigsevery @aangggeerttor m
the ma i . i I - fi. scovery manpager.. and,

| ndecd ik 11T 08 0 DAl o2 ShiRindod of Al B TECKFRATE RERGenl |

[ 0086] tireélectrinigdRgaichy procbisgundalllprotdsecsad eecriiedrticecifl il ameinyierdRNheRE Nt
server _110. is.in comrunication with the database server 120 and the

col | ectfiopHlistalivrRurpanss:uf may he aspadiherein thas theRamanyusgomterantias sdihaibas e
server : i i i i £ to

o ovi a8 Ganighol 19481 of drifforte SAlBALATE flo ol Suih ieL ATLIANORE L0,
110, i didcodirpgndnaganey roleg atdhhérieafierDs refetrod yé asi geoth-dincodatyatpasael 22 Aswhi ch
includes data relating.to individual custodians, the case datahas 24,
whi ch iSHCPIEG L BT F@?ﬁ@)ﬁws?@ e—ﬂlémeaﬁnépa&ea%, utilifq TR e ikt ons
dat abasg plafige WAL chftbdidsle Scolatifonk ehad ichBed: dgQ! ! ﬁcgio%%g b@edgﬂgec er taken
by the collections server 130. Each of the foregoi ng databases  wthin the
dat abadewsesrythet agondividiinbemddess theuske inteifaded|18vie perforshihainthnbal functemst ood

that nultinpl at abase servers could be enpl oyed instead qf a singl

ot abadgieth BZp e AR IS R e et i, PR R Al SugRbie mrdociy, polud

i |1 ust patfbine thdeé fimefiveisenge purposes only. For exanple, the Unified
Directory 122 could be stored in one database server and the ongoin

col | ect[@%i@ dat a Referieg again e Figuse édtherelestronisediscoerabasgementerervef 08@7]
Regar dl, f e [ | it s obj.ect of
enbodi rlrsgil § %Phﬁﬁgﬂﬁgg‘g{gn@ei %\?%’%%ag%v%ha%@ggq ghr%)gﬁget%ﬁ%%s %ecgv %rugtbo&llgatﬁ% and
cases Remstudicton Retvidie 1021 alt@séatstRaty edrvdr2(20, Rdepewml e the/bloWhidiagrat 9 odi an
data in .the Unified Directory 122 14 and case data .in the case database
124 mayiBEe i ¥icentighed iy prayide datalipserieryieds dorghie glestanis dispayery management

server 110, including housing the Unified Directory/custodian database 122, which includes

data relating to individual custodians, the case database 124, which includes data relating to
particular cases, and ongoing collections database 126, which includes data relating to
collections being undertaken by the collections server 130. Each of the foregoing databases
within the database server 120 is discussed in detail below. It should be understood that
multiple database servers could be employed instead of a single database server, and
reference to a single database server is for illustrative and convenience purposes only. For
example, the Unified Directory 122 could be stored in one database server and the ongoing
collections data 126 could be stored in another database server.

[0087] Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in

the database server 120 independently. While custodian data in the Unified Directory 122
14



120, for exanple, when custodi ans are assigned to particul ar cases,

custodi ans may be nanaged separately from cases. Therefore, when a case is
initialized and a custodian is assigned to the case, information for that

custodi an (such as data storage |locations for that custodian) is accessed

by th _as i ' : an, \
y _the aﬁﬁé&%;@gﬂbﬁ e é&%‘ﬁ%{aﬁi%&g%ﬁ%?% Jif dV&rco%ﬁtéd%ﬂﬁltﬁ@aéth@a@e s@v&ﬁCt ory
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custodian“storage locations during electronic discovery are also separated
f r om cassodimnpipeamaisedrhy thasdetioars diservage managepent sewes 110 rn tthe nifeedar d,

the data collegted fro articular custodian is store separately from
bot h 1t HEGHY oaZalh 15 OFARERE ool 22n g4 UREVERY 'l aieifs 86 aftef koo

di scpss,ﬁ‘gmggj,gifgutb);tﬁe%_(ﬁgm@mghdg@mﬁ@l_emigbetWor_k storage -network 190),
but is linked to a custodian, which is in turn linked to one or nore

cases. [0088% i s adsthemepseuin pddition dojseparpiing b ratloyvipg dikags 9P ewstadii an i s
assigned to nultiple cases, data C e r : stﬁgﬂi y

shar ed T PREPHY Sﬁiecfas% ase as%emte%t \B%%’éceg&%hg‘ngug{no%%gﬁ&ﬁs as 56?81?%{51@’ 46
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system 100 cql lects data from vari ous data sources. .In _accordance with
onbodi ETESeg oAt 1hiLaRe RroERITEMeakaspeEs Sevisk d9OF R inkad P e
c hann_elcﬁFiﬁdﬁfaﬂ,gwy%ﬁ'ié)HlstuﬁPiiglﬁegittb%eto?%(fre chUET THistiDadeRkd R6Gd BRaudes theype of

data is first entified the proper tool is selected to collect the
dat a. TEventdmpaticdht ewstadian tsoaskigned to mmbiple pdsesli datneollskted Heorh ibe pastedian ar e

e e ReCRULE E FO che  B  eBE
ot her GRLbESHIoREsed ARl PmMpPRBNEIS 6PMRIYeckbhR dRbl&91sPitetha®D raBBbe @f%oﬁi‘éh? of

data coll ected is collaborative data, such as data residing at discovery
sites twighinaineof ¢age nidnpgensendr Fysipdidromagaeamping on Jadt ipacegyment. And cveke.

For Sa ok B B SBOIR BByl ISPl Bahast gl 100
col | ectyijcoasarsior Meks bafvaganticakirjousnaitidiess ao aliownbtaeinent d€viheeodssdlll, a
pr ocesseikglc Ogiecvdiiscc%vérg%%éceggd a nmenory device 1303. As used 15
[0089] The electronic discovery system 100 collects data from various data sources.
In accordance with embodiments of the present invention, data is collected from multiple
channels using various collection tools. During the collection, the type of data is first
identified and the proper tool is selected to collect the data. The data collection tools, in one
embodiment of the invention, are stored on a collections server, as illustrated in Figure 4. In
one embodiment of the invention the collections server 130 includes, among other collection
tools, a discovery site collector tool 138. One type of data collected is collaborative data,
such as data residing at discovery sites that allow for file sharing, for example LiveLink® or
the like. For data located on discovery sites, the discovery site collector tool 138 is used to
collect the data.
[0090] As illustrated in Figure 5, the collections server 130 generally includes a

communication device 1301, a processing device 1302, and a memory device 1303. As used
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herein, the term "processing device" generally includes circuitry used for
i npl ementing the comrunication and/or logic functions of a particul ar
system For exanple, a processing device may include a digital signal
processor device, a mcroprocessor device, and various analog-to-digital

conver LG foot O | 0 . . ; i 4 and/ or
Ver terdn, tik %ﬁﬁ pr5&sag§.deﬁc9 %éé‘fc?aglﬁfrlﬁclua&qm%nﬁr uﬁd%PEﬁlgl%%gfé% fhe
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180, al whi ¢ £ : n t col.l ections
server 1481 he. oubh MriiGy GRTR S0 oplr AERANR8 Bo e fiBliith oo s
nmodem dseicy e1301prandt Her nibendrg edsjice AB0X.0NMTHBI prdtéssidgWiéHce ABb2r ugdevihees on
the network 102. As further illustrated_ in Figur the collections server
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of a discovery Site c ector tool n sone e i ment’s e menvry
devi ce diGbsseiseoien 23 catetarisedt(® i 40, LB prisemetvadrk fileserdat 450, ednddrpdset embiie

col l ections,server 130, including hut t limted to data created o used
by t he VSR KB lartan sesMitee ST b aadie skaPbeGare G d g s The

i 1T ust ghe dr"8mil&ObdBFddeARSasS BlV@lediRis AR 38Y SAEMuch, L thb %ohﬂﬁlﬁﬁéal%h to
note that there can be one or multiple systens with one or nmultiple

col | ectdevice b3 Isgengrallylrompoistsemodem serwesror bB@r davicd(s) fon compunzxatgg witht h

ot her systens. or servers, 92 Wi |, e, di.scussed in further detail

ol v, Sk iRl i Sebart DY ohs Sl ilustes RIERES, ik balleefte e8tE' 1 1i 1 g
party gber®dtsiis y@Bputetiehdabie b'm%&m NkéthictioaB@PRionéd 1P thOhltlory fdebRe

shari ngBdata Sstorage prograns. ird party shared drives are places where

var i ous30&ewhich prgludes fhe competsr-rppdeliownstastions B4 ofa disgpvery site eallector
shared t(gj(ﬁ' 4. StiiP E(?tﬁtg ,eh}%%gﬁﬁdﬁ%@ss the f%%ﬁl%ﬁ? 'd&qc% 938%] ?nc%,?g%g da' H%g%or%f ISIOt}efor

i nvention, "génera I scovery si‘te col l'ect or tool preserves at

| east atopmpidatairelied haheadlictiond deever 130 dinplading Hibasekimited wedAndreatedroes it
in the e-discovery system I n one enbodi nent, a |ocation (i

node | 8&&k PBrific Sschyiesiieceqtisgiort tgglgglfby Alfhough - Heaeseryd oy dlustitedbe e
e- di SCQURLN; ARG 38"as Qb SYstéti it S DHdTR Y Hote/thf thbf k8 one or multiple
systems with one or multiple collector tools, or the collection server 130 can be incorporated
with other systems or servers.
[0092] As will be discussed in further detail below, the discovery site collector tool
138 is configured to access third party shared drives, such as LiveLink®, SharePoint, or other
file sharing data storage programs. Third party shared drives are places where various users
may share files by downloading and saving files to the shared drive storage locations.
According to one embodiment of the invention, generally, the discovery site collector tool
138 preserves at least a portion of the data on the third party shared drive and stores it in the
e-discovery system 100.
[0093] In one embodiment, a location (i.e. node location) of files is identified by the

e-discovery system 100. The e-discovery manager or other users can manually or in other
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16 enbodi nents automatically receive the node |ocation of folders and files
on third party shared drives. For exanple, the e-discovery manager can
recei ve the node | ocation nmanually through surveys or automatically from
information stored in the Unified Directory 122, which are both discussed

in fur Eﬂl‘ﬁﬁﬂi@&tﬂf’é hutbBh8Eatlyl RRSEE AL tRle 15&:Bh SHORRdYs 2hd &ilePbhaglr@rpangol 138
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the filyggcH 48Bbitf digGsselng retiReQuan Yatsi te col l ector tool 138 is configured
to access the third party shared drive, copy the identified data_ in the
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th A i | ect i i . tem 1 . i t
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the filjag lbeutéda thaldodsldsondl sednyalatalBRated in thchfdrarchaitiodilsrbeldos thit role.
invention the files are transferred to .ot her_ severs faor da{ja col | ect.i on,
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120, elhLaQN06 1985 COVRhed R OEkes IR 1 phit) shtbd arild] bl heliBBfifld dabe

di scovery site collector guerie galinst 't tabase to define
what fiih €& shaed drivebpend eidshivibd copied datapoake télstods deeger 138 @d other serher

result of the query, [0095] The discovery sjite collector tool.138 in sone
enbodi ARk eleptionis disravine dyttem ohla%qrfe%ﬁmbo IPWBtSaFﬁa dissBYETY isitE SONFRRT neet

cer tai n, 4rizRe%feonifteR ' W et f18s B @R&DOIIE0BS serdBd1 JRARCHnENE
anount @%(ﬁ lg?ﬁg%ia%)rlﬁoﬁgﬁ? gf‘si“nb%]ﬁié?rd?;ﬂgé% ?hlee transter. The criter; a, for

exanpl emboidincdrixef shez mveststr thet filos siravragsfedrédria other severe fasf d4ta lcelledtibnt can
be collected. I.n sone enbodi nents, the.dis er ite coll or _tool 138
gener atE&INg, Andior sprage, suchsa plaging diyg 38%8&@ SCCEPYAT ngﬁan%e%‘r%}ﬁ)t s
the e- ¢iRE0MS YanFRNa@oe 196f Qeeld M &ghﬁgﬂkid@s@ow&;@ﬁé wélldcyor t6HABS querigd her
enbodi nents, "the di scovery site collector tool 138 may automatically begin

t he colapsaiostithe dptabaseds defiapyhatdilenaeadrtabereirievedjthen canies those lesbagedesy i nat e
falls | ow ¢ redet erm ned threshol d. [0096] Additionally, in sone
enbodi HEHEEUT pHe NIV ery site col | ector tool 138 is configured to

det er mifpgosphet herrhehBscbobgaits calféttdritha1sl Ispin@nendnhinelirehts,rioprogranmedtopar t y
shared drive includes Iinks to other folders or files that should b%
capt ur adtomsticallyifind endespy filgy hebmeet qeptainsitenias dpodeytoddendify tha repgfiley o

135,15 EhER L DAoL RIFu fnca oLy aniaseg cPRbgel | o

t he cushdlgd@nieareseetibng mhich diery thdaizet b fitesdilmt arrye coldatelk dhosdntk

coll eCten‘Ebr(])%inellgnsts?Cti}lg tdei:s%ovzsr?rl s?t%r cs:ol eg‘%r fti)(l)lef?,S generates a size estimate of the files
targeted for copying and prompts the e-discovery manager before the collection is actually
made. In other embodiments, the discovery site collector tool 138 may automatically begin
the collection process (copying and transmitting data) if the size estimate falls below a
predetermined threshold.
[0096] Additionally, in some embodiments, the discovery site collector tool 138 is
configured to determine whether the folders and files being collected from a third party
shared drive includes links to other folders or files that should be captured for e-discovery
purposes. If the discovery site collector tool 138 identifies links to other folders or files it
creates a notification to inform the custodian that other associated files may exist. Thereafter
the custodian can confirm or deny that the e-discovery manager should collect the associated

folders and files.
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17 [0097] In some enbodi ments of the invention the data being collected is
not in a wuseable form Therefore, in sone enbodi nents, netadata associ ated
with the captured folders and files is located and retained in case
managenent system tables. The discovery site collector tool 138 uses the
met adatrgod79 r econgthiet erbtbitinant W i | ; ; ein
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name, sbad,otkkatdatd y ddstadite in 9fmé Brab@iimeais\is daddain abaypebdbsadia tb despite
enbodi nents,_al sq captures howthe primary data is stored, such as the
| engt h any jgdiydual o coRigat ligepica collgeiion jof datae icludingobyt nof Hmitgr ite metitigle dat a,
owner shj itdniEardal; t | S%?ﬁga 6@9“{:& > S
nurrberrsa,)ﬁleg{%er S, ?%%ﬂb%cﬁ{s&l %%Qgevg%hbq\?%gﬁt%ﬁlo t%nelﬁt rgllétt atlﬁlilegqégggific
t 0 t he pdatessias end Heta pninieey, \byd@oaiding sifemetioniabhitnorodocspeatation df grimary

applicatjons that use the. primar ata. I n other enbodi ts. the nmetadata
P bt Pl it i APl ronaR dHBBae (ThE MR PreA ) S TR o or
char ac sk | st |

Cuhi o (St UBfohsho hb DAy Y 1 1R Brod SrBPin' e ddtubast. MlorfspdBEHIE T o
enbodi weme epbodiotaniscthe mptathatacdptues dements er pttgbutesof e geisery Batd, suchfasir t her
detail 4 n Figure ich o i nes the discover ite collection process
To00 1 e S dite ber B o bk ORI St 108 ekated o crdaiamehing

retri evepthk dRs tianprithfyedath 1 okrdl, rAcP Ak tiie $HBHE Feldl, ic¥REnnsFWheRef NBr €,

Figures 7-10 illustrate various screens of a discovery site collection
tool i Matdaaesosabon Wwith atheodatenowngrship ohsheddadeivenihomatsdata iy eerme on.

i scoverPouinpt e hbiherl BUER, Smyhcl? o ' cphoy ol bEU R TP BB (e

manual ly tiy dabaeehe @anlayy tdata Busdrediveitisn by %@ciﬁcd’b liedtinaRagee e ot her
user asking for the locatign of folders and files related to a particul ar

case, X®EMAFY daipr i ehengmpedisrnts depmetadataindydes dgsqriptivg rdommeation abped) they,

context, quality, condition, or characteristics of the primary data, such as the title of a

t he

document (which can be classified as both primary data and metadata).

[0099] One embodiment of collecting data from discovery sites is described in further
detail in Figure 6, which outlines the discovery site collection process 1500 illustrating how
the discovery site collector tool 138 works to retrieve folders and files from third party shared
drives. Furthermore, Figures 7-10 illustrate various screens of a discovery site collection
tool interface 1200, in accordance with one embodiment of the invention.

[00100] As illustrated in Figure 6, the first step in one embodiment of the discovery
site collection process 1500 is that an inquiry is sent either manually or automatically to
custodians by an e-discovery manager or other user asking for the location of folders and files
related to a particular case, as illustrated by block 1502. As discussed in more detail below,

the inquiry, in some embodiments, is in the form of a preservation notice and/or survey that is
18



the inquiry, in some enbodinents, is in the formof a preservation notice
and/or survey that is 18 sent to the custodians involved in a case
automatically, when a custodian is added to a case or the e-discovery
manger rel eases the custodian in a matter to the underlying case. In sone
enbodi t t i i .S : ' 2 gRill. . Qr r
For m of o AT saRRB i ed iSRRI RENELRRARR S o 1o Al

f ol der sheaediskbv@s nmgbhielghs@athic\custolimnead admattasto the voddrbring vimedi Inesotre of
the invention, the inquiry is not gpeq%ﬁssar% because the |ocati

f
f ol der $MbREingGNfSe sthe singRig Jgymads 1 Yt P SERTIRE AR SITPRCHBr § 512%8’35? % her
dat aba%ﬁnﬂ%mﬁ&ﬁoﬁ‘ﬂé%%ﬁftggﬁ% %qd/gxg&g#% {280 daB6A o PN YR %na FNEL6E hifdOargt her

cust odi ans or cases. ustrated by block 1504, in one
enmbodi mhatd drikes. cIrsotheli embatismetsoftthe invientior, tye byuigrisnpgmecessagpoersuset o t he

e-di scove manager. or s m. di.scl.osi ng,the | lon. of t f ol ders and
files Ok idretipnal Toideors, and Lﬁ?‘?sdlspﬂ’feé‘giy SHOIPL o o Siied Dirsfiory H’g%oqrn%ﬁ?r of
the i nueBhdedy thhBudtCRRAL P Bedalsd hdeScatiohRlas @iptRHc For dtREAIukidBiahsienddsés. er
such as an ID"or location node assigned to the |location, to identify the

proper [0®I0dérs arfs fliusteated by tdonk EYRdodd pamembpdiment thegesedian angwss the

di scovery.site cagllector toql ,interface 1200 has .a D identifier
1575 fidiy hhssplinect feobetsf & Dby PRed 25 sfe et oot A Rl

Fi gur e of thefd@dekiRindofiled b int&tedtlonfthe thiti2Jaztyfsheded drive€i Inh@fe dubiodimérntadithey
popul ated by the e-discovery system or nmanual | .popul ated by the

e- di scoveniionghryesponse ingludss adARb @r wiher doqaHan tlﬁ?r, sesh apeaiy I3 prlocation ¢
1212 i : | tion. id by ; : ‘

Fol der 204 FTed ST 1Py BLidehtynh Bog hfir IR SIS 1 Bk Bfaienl €

Fi gur e the ifventibins gevdisapveiytsite collécatton] ittepfacd BBI0 hdserlURLton dRtidentifiey 1212
identifies all the sub-folders and files that are | cat lnt hi erarch
at andi%lﬂb\m?c ﬁ@llm@ni%@W%Se@nﬁﬂélguﬁ%ﬁrqs?é@dtlﬁ e _'tgﬁ]‘f"'rﬁf{ﬁié’rgbneraIy
I nfo 1%@&%{; H% PN is Eftfer %ﬁ%o?ﬁd@i%%l&(%bﬁﬂhe& 89 %elgan%cowfé% gi(étaﬁ of &lagaliy

Fi gure ummary results 1 nc In some enbod nts, the assi‘gned
| D 1224opakatedetyt thae-dibevely mengeri db oflR8@mbTHnadty hetURL or IDLdadifier dickbne

Che Targht ihBehEDReAaR doEHIEcEREa Gesiorrnd 396T0R P1oe BREEFRLALCS Ab. Node

| D 1233,;cp3i quel y identifies an object, for exanple in the case of an
external objects report it is the node representing the hyperlink or alias
that pdPOt@&]t o anit Hlstrated burhbeck 13960ndigwb Sdthaulircovertsittapdegtomoake13®36 i s

the target node.for . per Link or .gl.ias. (If _th ] ' n ' hen
his: v dihastpe ety Aot all B¢ s (@b ng les 05, R85 AP pRkRy of 08
of the jdRibelRXthelTRE ientifieX bndBiiGes & therdsikgdinahe Behéral Info [ 92 &3tion of sonme
enbodi ments the discovery site collector tool 138 shows the _hierarchical

pat h, ttheExtareali@hiess 20ne 122@ rasdllysteated in Figaregd.adhg srommary gesulie glyds. 8 t he
fol der Some embodiments, the assigned ID 1224, as well as the Object List 1230. The Object List
1230, in some embodiments, lists the Node ID 1232, when the data was Last Collected 1234,

the Target Node 1236, and the URL location 1238. In one embodiment the Node ID 1232

uniquely identifies an object, for example in the case of an external objects report it is the
node representing the hyperlink or alias that points to another resource. In one embodiment
the Target Node 1236 is the target node for a hyperlink or alias. If the object is an alias, then
this values is already stored in the database, otherwise it is parsed out of the URL text if the
text matches a particular pattern.

[00103] In some embodiments the discovery site collector tool 138 shows the
hierarchical path, thus providing the user a visual tree diagram of the location of the folders
and files that are set to be captured. This gives the e-discovery managers a check to make

sure the proper files are identified. In some embodiments, the discovery site collector tool
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and files that are set to be captured. This gives the e-discovery managers
a check to nake sure the proper files are identified. In sonme enbodi nents,
the discovery site collector tool 19 138 determ nes and displays the size
of the folders and files set to be retrieved for the electronic nanagenent

server 3Gl Jaeagoydl BRYELY FARYRUER AN BleET8Y S, bRSHhievalgs el e,

files are only retriev they neet the specified size and other criteria
requi r efeetrosic ahageaieat Iselmeevléﬂt befbhe thl sediscevyrys intagagep| ¢anc rasrieteo dtheni. 38

froma ntly. tr |n to tran r,all of hefQId rs and.files i.n the

third daeteien e SeieRel df dudh onct el et el oo SHitiacone
enbodi &meﬁ{sheThféréﬂeEK l;ﬁe&ﬁt%l ﬁesmﬁéa%e@ AR fllche thal Iy fromPBELiddn9s are
established to regul ate the folders and | es set to be retrieved. [00104]

As ill memngtoetdaﬁsxjermﬂldﬁkh&mét;rmahdtﬂies inothe dhisd partly sharessdiivetet the jebsgtromict t he
established criteri the di scovery site.coll.ection,to 138 tsthe
Fol dor SRRty ispuEn T, s SRYSThatorp e CiERA o abo s st Be (RS .

and tr ang figdssard é@mlﬂs@edtbqe%nﬁeqwﬁo&tees ardlel¥eset tvRMRIved.Si Nnce the fol ders
and files are located on third party shared drives, often the associated

fol der (64 i | e denibistptad rhYebh!Ckhl ik tlre, Ealdera sandr Blep delentdiedr wRetetreunder

h I
o coveryolel Sl bt gy HASp AT RORTHSE 1 Oehy I IS fles |

third paertified ﬂt@rrtﬁd URI vesthar docant, z:lps?&hheulﬁIdrﬁstransti’seﬂﬁﬁDfoeﬂletabﬁroﬁinmovery
site collector tool (138 also captures met adat a _associ ated wi.th each_ folder

and fi Iserveb| Hlewews, singe the foldars a@‘%ﬁleﬁyredp%ﬁd quthird ppgy Sh%fﬁ‘ééat’%ﬁ, @%%d by
the di S%ﬁéé)\rélglrf%ﬁl ’ﬁ'oﬁie} &nd ﬁiel el ank ﬁ%rarg:ﬁi% Ft%f é htSond

f ol der es I nto useabl e |erarc enes an |n ormatlonthat
I S conpgitedns endirules aascthens:ﬁtérpnsetdsmgme&lmuo&e: discmiergg sydem 1@0ecThenihe

di scovery system 100, as ill ustrat y,bl ock, 1512 ., [ 00105 strated
by bl odRtd dggs7and i flkes (9 ey’ ateestpreiia t?%ql PaFLE S&ﬁf&&qu‘%g afﬁ‘onéft ﬂ%ﬁfﬂq %ti ons

wi thi n gLl fd Bt E@rc%ﬁe&aﬂ 1681 938 Qo RhbtEfes RN B AR6@LEARNIH BRN
di scovery site l ector tool 138 i1dentifies and captures those |inks

whi | e doldeeatd filg colectédy lasl diustrated by iblek 15160e dhe metatiatayis mbesl KRheakiscoveryr

| ocat or. rqpi.c _di scove ste | l.ow t he .e;. di scovery
anagerite Sl SO AR SRR E R E B et i Pt e P REAL 0 ne
cust odigghert@ 4R BifeRnEoh fthithR @eddiatibRNaith falidaes Wntheldnt@pridsanaint @d W th
the identified links should be captured. |If the custodi an responds that

t he foIeéR@trgnJ&rdGBCf)waysi@Ed@ﬂ,aaSeﬂlu&ﬁﬁateﬁ hyHdock §5R. shoul d be captured t he

di scov te Co |0 d

third g%"; shar éd ¢ Eﬁ’gt?at"&% bi?‘i l\gatltc*l%géaxrg R IE%E%SI %Lf;lgrre enb tﬁ%l ment s
of the Jodanvad itaih thb hiitd E:Qitjf ehdrcd fdrﬂv@ Qk %naj’tﬁerus‘éﬁlir fscatiafd theelisdoeerly sitsed
data, for exanple when | i nks |nthe shared drjive are to fol ders and

files Icobestergiogh 138 wéf‘rrlt1§§$ vt saptyses dhese linksiygleneatiesting, thedfioldess, and, filgst o
col I ect; gL, Iby}l‘?‘eBURi%Q%ﬁ%? 10¥ato?. ‘TBE,?)éie@QoﬁlQ&sE&’Je%‘?Efstei'Moé WifSllow the e-

discovery manager to either manually or automatically send a follow up inquiry to the
custodian to determine if the additional folders and files associated with the identified links
should be captured. If the custodian responds that the folders and files associated with the
link should be captured the discovery site collector tool 138, will copy the linked data from
the third party shared drive, as illustrated by block 1516. In some embodiments of the
invention other collection tools are used to capture the linked data, for example when the
links in the shared drive are to folders and files located on other servers. In some
embodiments the discovery site collector tool 138 proceeds with copying the folders and files
associated with the link automatically if the folders and files meet the proper criteria (e.g. the

proper size requirements, etc.) without sending additional inquires to the custodians.
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associated with the link automatically if the folders and files neet the
proper criteria (e.g. the proper size requirenents, etc.) w thout sending
additional inquires to the custodians. 20 [00106] As illustrated by bl ock
1518 the folders and files captured fromthe third party shared drives (as

wel |l a assocj ated files.fr i are transferr to e_pr r
ser ver 300064 "ar o At Gerairt B ploe To R st s BtraRneg ok e Wty (o
the el galik@abGedias GRS Yiny SYRLRMBILNEs AEmALHIN) abedarsierfadrtb ey prdpérasetvehel ow.
[00107] The discovery site collection tool interface 1200, also allows the
e- di scomdraye apwosiatesk with theiptener sustedigngeaseapel dpidywfarhide felgciropis dsPVETY es
downl oaded f.ram thir ar . ives using the discovery site

col | ectsygcﬁmtlgﬁlasfﬁﬁn%ﬁsn} &gf&egcfflggel?ﬁ. Figure 9, the e- discovery manger
can vi ggoBR7]i st Ofheadibcovbe il dotletticanmol inerfaee 1206, dlbo nidovwpatheye-dibarvedy
drives in the Collections List 1240 of. it he dj %covery Sit‘i col l.ecti on tool
i nt er f deanage, mykaiGoRpRAge; Fk viep; Y Tolders gid filesjdopniqpded droms diTdparpp
1242, t ; . da I B _ of

t he ca|oSE1 grreggﬁ%g%g,gﬁg?% ﬁgé)érteﬁa?geda?fr? |gﬁ0r%1e lg@ Iéxuslr‘E ? Hsetgﬁrréoirc{éll ﬁ?h%@é%%‘? gcovery
manger digcovtdyananggecanmrayw\ ks of b thotdiecsommin ffod the thiol partyt edredydrses act i ng
one of the collection | 1242 in Figure 9. After Ki t.he ection,
Che f oltberslisgent Hs424) & tha fzhs'*ﬁ‘l"é?%é?t‘? ipergondoet Bterfin 1200 ol BGERHS 1250,
as illysty D 151 Y &1ikBeion b Bt 600 cr&pldes4BrRvpath 1260 and Mk udes
t he tylb%gtl?s‘%ﬂ‘é’?mélg{tgiécgcil%gté‘tmegﬁ(l%l e S e P e Ext 1254
(file akesaipionriP4s phtheTaptugedaduda, Be dbusirpteid om Figds69.0F uthgsmesa, thecwiliseasersd, t he
date 1257 the data was collected,. the n r of. |t 1258.1in the.fpl der,
Sna "t nanagEEE O RO asy vt e Splis e P Bl AR ATt i
regard dofleSibht A8 3N49BAAGBERNY., ARGOhMKIG R SattionMERd gt anaffilkthere
present invention, the Unified D rectoré cust odi an dat abase 122 houses

i nf or metispdayeddh shd Ggllection Foldep Brewiser A2 5@ astibustentes i figws 10hherftdlegtionse and

the lo L OnNs wher hose .cust odi [ [ ' ed in

the UniTI e ad: oo} HE50RTS k32 b collab (e e AU

exanpl ey25ulCergémaitindths Tidéend Desdription 1 2561 g ther dasoevizeted) the rbtel 1257 tha

uni que nunber for each enployee of the enterprise),. enplo nt. | ocati on,

domai n,daémwes collpsteds thesnumbgtdidigmytay ndbadpldee apf dhe S’&érégﬁé’ﬁ RHHDR er (s)

nanme, p e f network storage devices wused by the custodian, including

Shar ed I'ves and HoneSpaces, work history, related persons (such as

managers, team nenbers or subordi nates), and any other information that

may be rel evant \t,\é gh i scovery process. Since the human resources

i dent i fl0B}8]s al vi@l/ST e for each custodian, in sone enbodinents, the

Unifie { hQCt Or y : i G®Sof

dent  1PQOTal [ SPHEREBRIC Bus QAT A R R 0Cor NG D ATRO cBERMIGRf the
present invention, the Unified Directory/custodian database 122 houses information relating

to all potential custodians within the enterprise and the locations where those custodians store
data. The information stored in the Unified Directory 122 may include for a particular
custodian, for example, the custodian’s name, position, human resources identifier (a unique
number for each employee of the enterprise), employment location, domain, email addresses,
network user identification, personal computer(s) name, paths of network storage devices
used by the custodian, including Shared Drives and HomeSpaces, work history, related
persons (such as managers, team members or subordinates), and any other information that
may be relevant to the discovery process. Since the human resources identifier is always
unique for each custodian, in some embodiments, the Unified Directory 122 may be
organized around the human resources identifier. All of the information relating to how the
Unified Directory 122 is generated is a multi-step process that utilizes multiple tools and

methods of identifying relevant information.
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Unified Directory 122 is generated is a nulti-step process that utilizes

multiple tools and nethods of identifying relevant information. 21 [00110]
For exanple, the electronic discovery managenent server 110 or the database
server 120 may interface with the conputer dat abases of the human resources

conmput ste e |nforrrat fromthe human
¢ esour AL L padel exiifer it HeRlb e diRai e tndsiGensds TR LBTe Bl TP Ren: .
the el &eltvlét)l']lzﬁ 1liys DasEice Wﬁl‘n&bemﬁauﬁeﬂdﬁbaseilﬁ tHB huedaB Oref RRER @iputd a
network direc such as Wndows Active Directory, to identify. netvvork

r esour C¥HeRg Pﬁ@é&nmr&srt@ PRy e infoanasigndrpm MWW@S dafiebasehingr thet i on
into t t

|t or T SEHBRCloATLER 14 Somé BEbUERAS B GARA BUREY SARMHRR: sorver

obt ai ndd0fmzaymlddreactrnade a seiwfork Hedtofypsuvhtas Wintdewh ActiogDirestoiywar identifye. |,

t hose |nd|v dual s res i ble for setti.ng up, emai l counts for custodlans
and  mdNOER gre%%léce\?arﬁf)ab?@i ty prugioular getedig ik mipgale '&llss@fomff’ﬂé?%ﬁhé, in
addi t | QﬂstB@iaﬁ &nfried VihBid dinis 'the'ddBiel Ahintdd B&ne@snm%rﬁlagggcrmmaﬁapm Ln some

enbodi nents, information’in the Unified Drectory IS generated through
tool s |lh11ﬁ¢Cthr2@drya}ﬁ2/may depboyltdinky fivhethe henkganofthe difoonatznytedmolbgg e nt
server . In p&{) ‘%“ n sorrﬁ’L gauodtnents a shown&J n Figure
profllél ORI TR i & PGB 4oraT acceue J0f ersipdiansend 1) The
prof i | enGamBeithE vhasls AkZchRYs BE tHteRl@yask. bvuﬁﬁ@qﬁk@% ra@8#ien db $ELEH

management server 110 and is configured to craw thé communication ngtwor
102, sdérfgrmyigshinthe h@nems edqgmt@é @imvgonalsomgnmb@memmmfmnpn anstiet to

D o A RN R el A Ao R R0 B S i 5"

denogr apdbesy Inﬂfnﬁgﬁﬁérit@&veﬁ 91’0 NRBi yifikalats @ sdnieBhbbdisRhisOs sho%ﬁﬁﬁq‘l@r@d with
each corrputer Accor di nghto di fferent enbodi nents, the pI’OfI | e scahni ng
t

t ool 1123ﬁﬂﬁ%%"aﬂ%ﬂﬁg&f’ & adadpanpngtog b](‘?(ﬁfépgpvh‘iﬂdagenent server 110, the

col l ec erve r wor k 102.
In so 0(5’{1 d rre;rthg %G%F%Pﬁégﬁslign‘ﬁﬁgé@%%ﬁg &?I%‘#{%{; d”sg erg;ured
to i demanhgemﬁﬁrd strvand b tand ds cbefiglatd bas@wd ehey eﬁmﬁﬁlﬁldaﬁ@l ne@sik N16Zedthn dat e
and tinme _at \r/é@ch a particular profile was | ogged on to_ the machi ne, Wen

i nf or m&eSoRT R4 SRtemyise Pessopal eomprige HOmsnd dransmit o ey datahsye tSPFé’e’azl@%base
server jd2f ﬁ@%ﬁ%ﬁh%@f cﬁ%?l}agr USER al B&npu@;kh&ﬁ e il H@cﬁ and\i Ch

may i ncl ude several user enti1frcat’ions, e particu af corrputer
to thelisusf adli pmﬁlﬂsn mcﬂmhhgndbmgrabhmeanfmylaﬂxﬁﬂ (onsEbodrht wser \Mdrmﬁbchm¢ user
identificat

dat ab
cust od*&NE n‘P”rﬂ§7 eF'ﬁ“ F‘ﬁ@gﬁg’is? f%ggr %lrget&‘gﬁgr%}i/tz?“f’ﬁ‘@ﬁﬁ%g%{ q’t" h\?a‘&‘%}ﬂ%ut er
was aceaiqed nliy ehtn of Uit QetitdRic cﬁ%o&%lxﬂﬂla%aném%eﬁ%phd ¢hd IGEATRILRRr

transmtted by the profile scanning tool hus, the profile scanning
t ool 1130.rtanptherseyveyém dreatomymenitation nefwqskrl§3n & swoerpubedimentscttic pyofile

scanning tool 112 is further configured to identify and transmit to the database server 120 the
most recent date and time at which a particular profile was logged on to the machine. When
information relating to a particular computer is received by the database server 120, the
database server 120 uses the profile information, which may include several user
identifications, to link the particular computer to the custodians in the Unified Directory 122
associated with those user identiﬁcaﬁons. The database server 120 may also record in each
custodian’s entry in the Unified Directory 122 the last time the computer was accessed by the
custodian, according to the profile information transmitted by the profile scanning tool 112.
Thus, the profile scanning tool 112 ultimately generates a list of personal computers used by
each custodian, and this list may be presented to the e-discovery manager when a coflection

of a custodian’s local machine(s) is initialized, as discussed in detail below.
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each custodian, and this |ist my be presented to the e-di scovery manager
when a collection of a custodian's |ocal nmachine(s) is initialized, as
di scussed in detail below 22 [00112] In accordance with some enbodi nments
of the invention, the mapping tool 114 is configured to crawl the

communi cation network 102 and exam ne the enterpri fi rver 0
Fear d M0RT ne dBRrRdage Poh R dimens 5t Bl Bk oF mabBof a1
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enbodi nents,, the mapping .  tool 114 may be run on tpe el ﬁgtroni c, di scovery
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e R e S R
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eval uattﬁe %gr?vrénggﬁarl] naming techniques, that the particular storage areas associated with those

paths are accessed and used by only one user, and are therefore HomeSpaces. In accordance
with some embodiments of the invention, each user of the communication network 102 is
assigned to at least one user identification and those user identifications are the indicators that
the mapping tool 114 attempts to locate within paths when identifying HomeSpaces. In such
embodiments, it is the convention that the paths of HomeSpaces on the communication
network 102 include the user’s user identification. On the other hand, paths of shared
network storage areas do not include user identifications. Therefore, the mapping tool 114
may explore the directories of each server within the plurality of servers, evaluate each path
in turn, and make a determination as to whether or not the path includes a user identification.

f00114] If it is determined that the path includes the designated indicator, for example,

a user identification, the mapping tool 114 is configured to positively identify the particular
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in turn, and make a determ nation as to whether or not the path includes a
user identification. [00114] If it is determned that the path includes
t he designated indicator, for exanple, a user identification, the napping
tool 114 is configured to positively identify the particular 23 network
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her ei n, efoﬁhared network storage area is a network storage area associ ated
with mh I'pl e users who read data fromand/or wite data to it. Shared
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t he e-di%éog?ery manager and ‘Store the path in the Unified Di recpory 122 in
rel at i anventionnthe clataleseeservest1@fiiarmdso ¢vmfrgnred g store aslist ddrany fshaned sietwavkr e

particul arl ins nbodi nents,, once.a particular user of the .
SommuniSIIPEDHRu PSR ittt o As T M RE 4 st etsioh sihuadecties fy 2

e- di scQuBLok RIAELITeABNoHRLE MiBKRAUTDI BN Why rdddeiatPBb ddl o fwistB AaRcdto
network resources that that individual is using, and eventually, the paths

associ dt-e&hofied metwwrkesterage awan mayorlio bedahe dym vhnetwerk siosagecedngssiShed
throug rh)lders or other resources within network storage devices and may be referred to hereafter for

clarity purposes as “Shared Drives.” The user interface 118 is configured to receive a path
of a Shared Drive input by the e-discovery manager and store the path in the Unified
Directory 122 in relation to one or more custodians’ human resources identifier(s). More
particularly, in some embodiments, once a particular user of the communication network 102
is chosen for the collection process, the e-discovery manager may undertake to identify the
particular shared network resources that that individual is using, and eventually, the paths
associated with those shared network resources. This may be accomplished through
conversations with the particular individual, by utilizing data returned from the local
collection tool 132 executed on collection server 130 (shown in the block diagram of Figure

4) deployed to the particular user’s machine (as discussed in detail below), and/or by utilizing
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conversations with the particular individual, by utilizing data returned
fromthe local collection tool 132 executed on collection server 130
(shown in the bl ock diagramof Figure 4) deployed to the particular user's
machi ne (as discussed in detail below), and/or by utilizing 24 a file
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in connection with one custodian (and in particular in relation to the
cust oditeel Elentenbrevse suilite dbe paigriar idaivy raentioged,ofcag jke flders far appAplideter s,

HonmeSpace n h Y i i 3 i
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| ocation information stored.in the Unified Directory 122 nay be accessed to
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the [00117] The retrieved paths of the Shared Drives may then be added, either manually

or automatically, to the Unified Directory 122 in the database server 120. Thus, the Unified
Directory 122 may store in connection with one custodian (and in particular in relation to the
custodian’s human resources identifier) a list of the personal computers, HomeSpaces, and
Shared Drives associated with that custodian. Each of these locations is a potential source of
data stored by the custodian, and once an investigation or collection of a custodian is
initiated, the location information stored in the Unified Directory 122 may be accessed to
determine the particular storage locations that need to be addressed during the
investigation/collection. ~ This is advantageous as it allows a completely automated
investigation/collection process, rather than relying on the e-discovery manager to manually

input the targeted machines and file servers at the time of collection.
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I nvestigation/collection. This is advantageous as it allows a conpletely
automated investigation/collection process, rather than relying on the
e-di scovery nanager to nanually input the targeted machines and file
servers at the time of collection. 25 [00118] It should be noted that the
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dat aba%@ﬁﬁélﬂe& RestdAaid {h%qjlgﬁéc?ﬁﬁr%t}ﬂry 122 the information for each computer, as well as

indications as to when the new computer was first identified and when the old computer was

no longer identified. In this way, the custodian profile within the Unified Database 122 may
include a history of the personal computers used by the custodian. Such information may be
relevant at the time of investigation or collection of the custodian.

[00120] One feed of information into the Unified Directory 122 which is particularly
relevant to electronic discovery is employment status. According to some embodiments,
when the feed of information from the human resources databases to the Unified Directory
122 includes a change as to employment status of a particular custodian, the electronic
discovery management server 110 is configured to recognize the change and possibly
perform particular functions in response. More specifically, in the event it is recorded in the

Unified Directory 122 that the employment status of a particular custodian changes from
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122 includes a change as to enploynent status of a particul ar custodi an,
the electronic discovery nanagenent server 110 is configured to recognize
t he change and possibly perform particular functions in response. Mre
specifically, in the event it is recorded in the Unified Directory 122
that the. t o) | i S
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[ 00123] "Once the matter and/or case has been initialized, the
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identifying information about the custodians. The identifyi ng i nformation
for eadR4cisthaidaigbase server 120. The case database 124 is configufed fo house this

information such that all information relating to a particular matter or case is related within

the case database 124 and a user can use the user interface 118 to view a profile of the matter

or case including all the information.

[00123] Once the matter and/or case has been initialized, the e-discovery manager may

add custodians to the matter or case. In some embodiments, the electronic discovery

management server 110 is configured to add numerous custodians to a single matter or case

at one time. In this regard, the e-discovery manager may use the user interface 118 to enter in

identifying information about the custodians. The identifying information for each custodian

does not have to be of the same type. For example, a name may be entered for one custodian,

an email address for another, a network user identification for another, and a human resources

identifier for another. The user interface 118 is configured to receive the identifying

information in different input areas depending upon the type of identifying information being
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does not have to be of the sanme type. For exanple, a name nmay be entered
for one custodian, an emnil address for another, a network user
identification for another, and a human resources identifier for another.
The user interface 118 is configured to receive the identifying
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[00125] According to sone enbodi nents, upon adding custodians to a matter,
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[00125] According to some embodiments, upon adding custodians to a matter, the
clectronic discovery management server 110 is configured to initiate the transmission of
preservation notices and surveys to the custodians. In this regard, preservation notices and
surveys relevant to the particular case or matter are stored in or linked to the case profile in
the case database 124. Transmission of the preservation notices and surveys to custodians
added to the case may be automated, for example, there may be preset instructions within the
case profile that cause the electronic discovery management server 110 to transmit a
particular preservation notice and survey at a particular date or time or upon a particular
triggering event, such as a custodian being added to the case, or the e-discovery manager may
manually cause the preservation notices and surveys to be transmitted. In some

embodiments, the electronic discovery management server 110 is configured to transmit the
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case profile that cause the el ectronic discovery managenent server 110 to

transmt a particular preservation notice and survey at a particular date
or time or upon a particular triggering event, such as a custodi an being

added to the case, or the e-discovery nanager nmay nanually cause the
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enbodi repredstined periad of sisesr vERG SIACEQLS dBCONEY BABASHRNE SEryeh %%@J%?rbe t he
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el ectroni £ (?i %ﬁ?{lﬁg &S E)Vb%rseﬁ'}% E{%Yodfﬂg%é%ﬁgﬁ%%}}?{;@glyth@ny
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[ 00127]°NEEREH HEOTHHOR 8 THAMAEEMERL BIOBP 1 B AU VERTYTER, TR

e- di SCQughYed i‘f@x’ﬁa&ﬁfodﬁ){ seive! tbziﬁfotnlﬁethb'%ﬁﬁedﬁ&h%rf)@é“s@ ¥b8 ekampddodd hednent s,
notes, tasks, and search terns to a case or nmatter. In sone enbodi nents,

the conhacimjliransgemhaf petwarlk stomgerievices eawstodian ysee whas ét%lrﬂﬁfdatae The t he
Facks, HaHegoson virfe By b SESISE aRu ot BRAMORE TR ConvaR e s
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[00127] According to some embodiments of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms
to a case or matter. In some embodiments, the contacts/managers for a case may also access
the case profile in the case database 124 using a web browser and may add attachments,
notes, tasks, and search terms to be stored therein. Thus, the e-discovery manager may not be
the only entity with access to the case and case management tools of the electronic discovery
management server 110. The subject matter of the attachments, notes and tasks could be
anything relevant to the case or matter. In some embodiments, the tasks are tasks that
particular custodians must complete and the electronic discovery management server 110 is
configured to transmit a notice to the custodians that that the task needs to be completed,

perhaps using standard email functions. With regard to attachments, the e-discovery
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the only entity with access to the case and case managenent tools of the
el ectronic di scovery nanagenent server 110. The subject matter of the
attachnments, notes and tasks could be anything relevant to the case or
matter. In sone enbodi nents, the tasks are tasks that particular

cust odi ansagaisér the ephtetttmanget HEthelcass i i@ksﬂd%ﬁvgﬁﬂﬁz@;a{a%eﬁgat%ﬁgtgsr 110
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case con‘%ﬁcta or mima(t:]ers may add certain terns to e case pro e to be
appl i ed QHFSIFIsals (o ilogste dafa regponsive c relevantt fo thecunderlping aissues poriké vaseor

rel evangigbiget J4na) i j I e 3 toring the searcgh terns
within t heﬁézgﬂgﬁs pr oﬁé {I%é ?]?hgfj@gﬁ:’? Saég[gkgﬁi;é 13%3? @ eglé %Ssltgr &eéc?rrﬁc?fﬁ o[fﬁge

sear chi srgrahireg thatgs tobdendentdleert witle respedt o thesiaecindtaidstin @rdatAtan o Ak Qstal N
organi zat i.on of sf{"gﬁ %%&)a, as discussed further below [00129] According to
some enbo F%?‘Ffi It%&@%r esent invention, when a decision is made that it

is timejgpe2gol | echcddr@inLGE L b OES . the e-discovery
manager{ nag;;/] use t_ﬁeru;ﬁgr F%@ggﬁgg&ﬁ% tohlﬁgf%g%gh%%émgu‘gﬁ%nd?gﬁ%}Slf)?(ﬁn t he
mat t er ¥8de Hat ifrig simeyiongpllectafiem cBHirim qustodiene it ningger,sthé alicorasnaamst of

| ectj todi ans' . dafa. _ diments. the ol ectroni
i scoves u telach HRLER S8 0 Rledic bR iions Momhieqmrno thesedulvine <

assi gnechsé.0Thidgelo@mettASgdr tHeGohBh@RERE ST cbNEt AT 1R c&ﬁ%iﬁ@*@atﬁ.i ol
addition, in instances where the e-discovery nmanager has previ ousl y

cr eat ed®Bpasiizpents the pectigniendiseivery managementiservert hé0 &4 ectfigunéd taluBewvar y
manage : i i.gured to.all.ow a group of . custodi.ans to be
rel eas re%l@ #Ord %r?ﬁg é?s'in%fe gj g? lﬂ?eol%ga%é[ e dt e?sﬁ:g%% hrecass ithe sapg diae: d}:\ﬁgd{tmlm]
Once a iostsh@sivarréthe ehdisgovedaninadgbeRasi Reviemly @féhieﬂ%ro%ﬁf RESodBRYGthih bY

the e- iscovg}rﬁy manager. or by being released froma er to a case, the
el ect r JAF £33 TeqRlestipnicsdisqonpsyImanagsmeniaraurldd is eonfiguoerhtol dim ¥ gomipl @t t he

cust odi @Biodiad @t PbdteiAskdt S | ' Wl ion stored in the Unified
Directory01122. Theree?ore, tﬁgﬁﬁe}eg}?ar%dﬁ{;lg&%?g%% W managenent server 110
accesses the custodian profile of the custodian to be collected in the
Unifie | Jector and determnes, fromthe information stored therein,
t he di ?[P@r%ﬁt Iﬁ%’%fﬁons of data storage for the particul ar custodi an that

must_baogpi) ect ebncEieaRiih HRMéen Hehlifibe R dofiEaldn DehlhabiySyehem 100
, g personal conputers, enai atcount's, n rk

st or age-ip@A STy nadged on gy MoingSplresd faod aShaiterdo r ¢agesthe clectronic discovery
system 100 is configured to automatically collect the custodian’s data using the location
information stored in the Unified Directory 122. Therefore, the electronic discovery
management server 110 accesses the custodian profile of the custodian to be collected in the
Unified Directory 122 and determines, from the information stored therein, the different
locations of data storage for the particular custodian that must be collected. There are many
different locations that the system 100 can address, including personal computers, email
accounts, and network storage areas, including HomeSpaces and Shared Drives.
[00132] If a custodian profile (for E;. custodian released for collection) includes at least
one personal computer(s) associated with the custodian, then the electronic discovery
management server 110 may undertake to collect the files on these machines. Therefore, the
electronic discovery management server 110 may retrieve the relevant machine identifying
information, such as domain, name, IP address, etc., and may initialize deployment of a local
collection tool 132 running on collections server 130 (as shown in Figure 4).
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[00132] If a custodian profile (for a custodian rel eased for collection)

I ncl udes at | east one personal conputer(s) associated with the custodi an,
then the el ectronic discovery managenent server 110 may undertake to
collect the files on these nachines. Therefore, the electronic discovery

managefggii33§er verrnd %amlercﬁbﬁ tRY €32 ReconBbiednd bodelbRal frotaihe EgtiebGons
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130 (as _shown 30 [0 C e t

conf i gPREUEE Bgo gﬁ @Bg’f]FOSn% lcélo ImS qdéé)rﬁléqhesg?%ler ilgﬁ{bcr)lr ?Og)no
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advant ageously allows the custodian to continue to use her machine mnthout
subst aroélali32 rdeafisgeondy Alows theecustedian ct@moeanm%ﬁo tus® | het Ipachviep ajthqut

0t ettty W2 812, otk OUSEN LREAR s USSR

addi ti Qibrb® ohNBe hurICddi@Nss thesshbhIhot of ey data tihBeihg tahsifiel ac tth© bolletibnsl 32
may also be configured to transmt to the database server 120 a catal og of

t he fiIsesver h30.uded in the snapshot to be stored in the ongoing collections

dat abaﬁ@‘“&e éfmcﬁ’%‘% giol By tﬁe@p %%S&ﬂ)emo}éﬁ%&191:%%&&&135 1561 48 mdAy30 10

order er co |on 1S CO
I nt er r et erlifigertite fandhit 'td‘lﬂlematabhsecﬁer\i'emtléﬁ muatalagnof thel ﬂletsnmiadlddym tha

accordance with sone_ _enbodi nents, the | oc lection to 21s
conf i gunaRFheblodisieed imithg ongaing srilegtions data g@?e%"o‘?ﬁ%"%@?@ 39@‘%§reﬁﬁffﬁja@’enent

server tﬁ&golfechbﬁst se?éeir 185 WP bKief RS ERRRe %@th@ﬁ&fllebﬁoﬂ‘ﬁ'c@ﬁl leté Ried tokefifime f OF

exanp ications and file servers that the user has used or
acces s drterripied doillsd:ucmfs alt elsaopmme of mgrrigeiont oAéditmnalbzhm decoadrnce vatly yane 120
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i nvent i @rohftedis@RRly fthh&eidnPReldye0h 133 id f Qféﬂfrdrﬁ%ﬁﬂlrée@ the user is usmg,
including, for example, network applications and file servers that the user has used or
accessed. This list of resources may be stored in the database server 120 in the custodian’s
profile in the Unified Directory 122. With regard to transmission of the files themselves,
according to one embodiment of the invention, the local collection tool 132 is configured to
compress, hash, and upload the files included in the snapshot to the collections server 130.
[00135] In some embodiments, the electronic discovery management server 110 may
utilize a computer watching tool 117 to determine when to attempt a collection from a
custodian’s machine. The computer watching tool 117 is configured to monitor the network
102 and determine which of the enterprise personal computers 140 are online. Therefore, in
the event there is a custodian whose local machine needs to be collected, the computer

watching tool 117 is configured to determine when that machine joins the network 102 (i.e.,
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conpress, hash, and upload the files included in the snapshot to the

coll ections server 130. [00135] In sone enbodi nents, the electronic

di scovery nmanagenent server 110 may wutilize a conputer watching tool 117
to determine when to attenpt a collection froma custodian's machine. The
conput ewhuaitCAHpdgs 16 he Ldiputer GRMdHiSE k&S 119) MRA!hRm! 8 AR disdRRrANd
determ ne which of the enterprise personal conputers 140 are onli ne.
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tool 134 rIImni n&d ol | ection sgrver 130 (as shown in _Figure 4). The file
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Drive, copy the data residing on t e server, and conpress,
t r ansmiserveh goliestipr dodd3d may béprogodnmed mdthspreset westrudiddhs thitealloiv # to sakyver

collection tool 134 may be agranmmed wi.t h_preset instructigns that allow
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may prevent the file server collectiontool 134 fromcopying files having
cert ai ff9m cepying Bles havisg eertain iy exaersianb ot ether irfthugss. Eithehef the faregimgisi s

advant | 2 e-di scovery nmanager .i.s not interested in pyj ng
execut g%lg%lﬂ%ﬁo{ew’s Hﬂﬁle %gtsr%%‘{eer% J%aél,ag?rog %%dﬂﬁf%g%edl i ¥ ﬁ’b‘??&fag?&’nﬁg? Xhe
file seourt cod,foCtiBiple. 0t sdidd cibodintits, ERMilcterRE cbBeiBR WA 18435 356
estimate Qf the files residing on the targeted file server. In one

enbodi rfSAtigueh & generate @ sizecstiBte of theofiles sesidingan theytazgetedrftle skt yinlegi n t he

col | ecty : CRSSe(.C LN ragspttin t If the sjze estimate
falls be o%rgér%’r e eFfeer ?né}ﬁéerdgolfe}gg%% ﬁgﬁdm% %ﬂaé(g%ﬁq?’i“%%?aﬁlﬁngi%@h%r?ﬂﬁ%ﬁtt%nt s,
the filpposey Yapymgl drelc tramsmittog dat34ifl the G c@intiade fallsObéledes @S&é@i@teﬁﬁﬁfeﬁer a
parti Cut’%&@i‘?l ﬂgéq{{.hat .t 1s collecti n% froma file server includes nore
than at ‘a 1110f, 1h 8IR¢ PRBOGIICAL, the Hie server cpldection taol il R4is qonégems der
does i ngliedans Il [ . ol Lec fil 0 as
to avoi d overl gﬁeﬁﬂg&? rﬁgh gbg}a{rlgélﬁér %Qgﬁ‘g?ﬂe?%g%%g%d% !ﬁ‘g‘* %%éeg?%l%dkegﬁorg
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of the fil.es residin nafile server |located at the path_ given in the
rel eas élﬁarlhgﬁsfil%i ‘g}‘?oge 8‘? JHt | ©lgFta St e ALt 1% 28 Henvou! (vetleastinge dhs st er ver
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col I ection) includes an enail
or a portion of the files residing on a file server located at the path given in the released
custodian’s profile and transmits them to the collections server 130.
[00137] If a custodian profile (for a custodian released for collection) includes an email
address for an email account on the enterprise email server 160, then the electronic discovery
management server 110 may undertake to collect the files from the enterprise email server
160 by initializing the active email collection tool 136 running on collections server 130 (as
shown in Figure 4). In some embodiments, the active email collection tool 136 is configured
to access the particular Microsoft Exchange server within the enterprise email server 160 on

which the custodian’s account resides (which is known based on the information included in

the Unified Directory 122), copy all email located there, including emails deleted by the
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address for an email account on the enterprise email server 160, then the
el ectronic di scovery nanagenent server 110 may undertake to collect the
files fromthe enterprise email server 160 by initializing the active

emai | collection tooI 136 running on collections server 130 (as shown in
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copied to the conversion services server 170 where a series of decryption and standardization
functions may be applied to it. After the data is decrypted and standardized, it is returned to
the long-term storage area network 190 and may remain there to be accessed for review
purposes.

[00140] With reference now to Figure 11, a block diagram is provided that illustrates
the electronic discovery management structure of the present invention, according to some
embodiments. As illustrated in Figure 11, certain processes described herein may be
categorized within one of case management, as represented by Block 200, custodian
management, as represented by Block 220, or data management, as represented by Block
240. As described above, the electronic discovery system 100 is arranged such that cases,
custodians and data may be managed independent of one another. However, there is still an

element of the categorization of processes within the categories that is conceptual, and it
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[00140] Wth reference now to Figure 11, a block diagramis provided that
illustrates the electronic discovery managenent structure of the present
i nvention, according to sonme enbodinents. As illustrated in Figure 11,

certain processes described herein may be categorized within one of case

managengpild BS uh@R586€ Tha teMinBhioeksséOhay Chis oA SRAap t
represented by Bl ock 220, or data mana éa%ent, as ?eagr sente bef/ %ﬁlo%l&e 240.
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that certain processes may be correctly assigned to nore than one.
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creatiqn.of a natter or. case as a framework for litigation support
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[00142] It s noted that custodian information I's sto

t he cadatormptien aewmg &irl tbwi saef oustedian dmmeultipket cadesan This rubtitied dorctres.

Thi s provides f.or the | ect,oni ¢ discovery system of ..the present. invention
to havee?esccgﬁlgb(;lﬁotv Tl W%%B h?v]i’rﬁﬁeﬁl énveggg%éq g?‘éeds“\?vfag’ﬂl%n@g?ﬁ}& gtifsitenay be
used i misgtidiedoivizh 6as8Stodif0hévhe IR 18 hRLiFIOBAEs. di SCovery nmanagenent server
110 stores this information in the case database 124 in the database

server [99W3]1 The chbe clgsirembe discopary npanggementi server dfl@rshares tns snfotmatioatinal |

et . . ' . ; ; | 1 h th
case. qabh Bk, B0 Cind RO GBI, U BUEY Bhe B dufodid, DT dbhe
user i nhferhatien sitB thatalMinfsmateh edatingatos PriibdaohatidierRtd BireRfedC@tiin

[ 00144]. The exgq process W thin case managenent is the creation of
pr eser JVBg §45R datgbaseded and g usery uehas 8gaaniageroricaniaple carnsedhe uses inferdaos 118 Bl ock

204. | R byt d @A rofifSree MhEGABLY Manager may, through the user

interface 118, elther generate a new preservation notices or surveys
rel evari@0tdd]t he (Fdwetnexiilprocesnsdthin camt anagemdne isttier egbation tofigpreas@tipnof il e
in the ﬁase at abase 12§ or ,hal ternatively, link a preservation notice or
sur vey "QPFSaART SHEPE FPEGfC to the matter, as shown in Block 204. In this regard, the e-
discovery manager may, through the user interface 118, either generate a new preservation
notices or surveys relevant to the particular case or matter to be stored in the case profile in
the case database 124 or, alternatively, link a preservation notice or survey already stored in
the database server 120 to the case profile of the specific case or matter at issue. Also within
case management is the creation of search terms pertinent to the case, as represented by
Block 206. As described above, the e-discovery manager or a contact or manager for the case
may use the user interface 118 to input individual search terms or search term sets to be
applied to the data harvested in the case. In some embodiments, the search terms may be
limited to be used with particular custodians and/or with particular harvested data types. The
-search terms will be saved in the case database 124 so that they may be readily applied to

harvested data and used in connection with storing the resulting responsive data.
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t he dat abase server 120 to the case profile of the specific case or matter
at issue. Also within case nanagenent is the creation of search terns
pertinent to the case, as represented by Block 206. As descri bed above,

t he e-di scovery manager or a contact or manager for the case may use the
user i kace 1 tQ.l iendi v r o ts to
o aphS Tt o ¢ HACEiPEBRE ol e R Ao e s R
sear ch pagticokar ome drenatter miso dellst withia the egbewnarageraenticateigary, esidernahistmateddnyd/ or

with particular harvesied data types. The search terns will be saved in
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[00145]l The processes of entering relevant attachnments, notes and updates
to a padtrémnuiders, tabe soredvmt thecasd pofilapf thewiast im thehease databararidde rdme

category, as denonstrated b | ocks .20 nd _210. The e-disgcovery_ manager
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rem nders, to be stored inthe case profile of the case in the case
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al SO0 pro&Rs saimitivat todl & datbegiat itie doasofClasesting agé revitwingodes Sesed as a shown
in Block 212. In this regard, the electronic discovery man?gerrent aer ver
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and revji_ew t ag; e t i ' | e,
umber Caf P 88 ARG e s tRt leo el PRI aldo RS 7,
case NMpRE@sIEe at atesopicpaitedissblack2vber of tasking and workfl ow processes
that are reﬁ)resent ed by block 214. [00146] Moving now to ;fﬂﬁt odi

managenBM46] cer t AYIAVIRE 51086 Wosusfodipn MpnaRspety P9I PIACESSES alips c‘,’ﬂ@’?’bg’rean
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generatio Unified ™ Directory 122 certainly could be categorized as
cust odiganeratiem agethenUnifidde Dircstoey sEXR chdeinlyi wowidghe ecatcporiped 1d ecushsiian

processes invol vi managenent of cust odi.ans _withip the scope of a.case or
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in Fi Q‘fﬁﬁla%élmélﬁ Sheustfigink i Within fthé YedpRdb PR SadePoAnRBEE [0 thABEERE, thasfirshown

in Block 222. As descri bed above, the e-discovery manager ggy use the user
1

i nt er f geecess) &f qustadiankmanagemenidnelndes ipligyed 1 iy Bmaddisionsf pusderimsitaareasy 122

to the articul ar S Ll g i C gig

cust odioéﬁnaﬁ%f#lsgmﬁ%?ggﬁ{é(ﬁgrbb |SId[eés(Enk:}lj‘r%‘e@i a@%ﬁ,&ﬁéﬁ-@%i eﬁlr?g%w%}a clggs%es

wi t hi ngastnéifar MEagaikng dustoliiag’st padidefien ahe dinifipd dSiesciali 02 nothees

and surveys to custaqdi ans, as shown | n Bl ock 224, 0%nd t he presentati g_g of
very

t he sumpeicylar saseproBiA wribe case databare 134 B, thegistodinn mpRlcrang fiage prod

managengit rrclated. The next processes within custodian management is the transmission of

preservation notices and surveys to custodians, as shown in Block 224, and the presentation
of the surveys to custodians, as shown in Block 226. The electronic discovery management
server 110 uses the contact information in the custodian’s profile in the Unified Directory 122
to transmit the preservation notice(s) and survey(s) stored in the case profile to the custodian.
In some embodiments, a standard email function is used, so that the only information needed
from the Unified Directory 122 is the custodian’s email address. When the custodian checks
her email, the survey will appear as a message therein, and when she opens that message, the
survey will be presented to her. The survey may be configured such that when she fills it out,
the survey is automatically transmitted back to the database server 120 for storage in the case

profile and the custodian’s profile.
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server 110 uses the contact information in the custodian's profile in the
Unified Directory 122 to transmt the preservation notice(s) and survey(s)
stored in the case profile to the custodian. |In sonme enbodi nents, a
standard email function is used, so that the only informati on needed from
the UnirbofeDi reciigs Yk iwitti ec&tb%md'n%agerﬁaﬁ' ls ANRSSss eri:bl&ﬁﬁl .
custodian checks her emall, the survey wlT appear as a nessage t eﬁéln,
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collection of data fromall the different storage areas of a particular
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130, as described in detail for each particular collection tool or
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identifyi n&, bar code. The foregoing process is represented by Bl ock 244. The
dat a mePllpRigyi 18 degpratilyt sterpdoin the Shemrterny segws dwsciilonail the welleghoniiad to

TN QofBietd A whichigdint it is stored in the long-term storage area network 190 in association

with a specific identifying barcode. The foregoing process is represented by Block 244. The
data may require decryption or standardization functions to be applied to it in order for it to
be searchable and/or otherwise usable, so the next process that falls within data management
is the copying of the data to the conversion services server 170 for analysis and conversion as
necessary, as shown in Block 246. Once the data is converted, it is returned to the long-term
storage area network 190 to be used in review.

[00149] Also falling within data management is the association of particular data sets
with particular sets of search terms stored in the case profile of the case database 124, In this
regard, certain search terms stored in the case profile are stored with the intention of being
applied to certain types of data and/or certain custodian’s data. Alternatively, certain search

terms may be applied to all data collected for a specific case. In either instance, the
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be searchabl e and/ or otherw se usable, so the next process that falls

wi thin data nanagenent is the copying of the data to the conversion
services server 170 for analysis and conversion as necessary, as shown in
Bl ock 246. Once the data is converted, it is returned to the long-term
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316, a LeahRdehddddab! he Ry S R CaRAOY O slf?%nsilﬁoﬂﬁck n1Bl P¢kmi3d the
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to may remind custodians about the preservation notice and/or remind custodians to fill out

surveys. With regard to surveys, in the event a survey is required or desired, according to
Block 320, a survey is created. The survey may be saved in the case profile in the case
database 124. As shown in Block 322, it is possible to enable the survey to be attached to
and transmitted with the preservation notices.

[00152] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122
accesses the custodian profile, determines the data types and location to be collected, and
initializes the applicable collection tools to go collect the data. Once the data has been
collected and a unique barcode has been assigned to cach dataset based on the particular

custodian and storage location from which it originated, as shown in Block 328, the search
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Bl ock 320, a survey is created. The survey nmay be saved in the case profile
In the case database 124. As shown in Block 322, it is possible to enable
the survey to be attached to and transmitted with the preservation
notices. [00152] Next, as shown in Block 324, the e-discovery nanager nay
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nmanager ingiruatigas eqgardingihe seairls teovner Yhesaneaycintonms swy\berappldal todbe datssesanche

cust odi an ' d rmnes the data t s. and | ocation to be collected,
and in@ faﬁ“ﬁgzée%ﬁ?ﬁ%géﬁrﬁrgnégfﬁﬁoée‘egﬁv?rtg??ﬁ%‘%ﬁfts’(;’ol s to go collect the data.

Once t h@odisd]ja haswithastferenob LeEigeet B3)en axdhplayeriake R emdnaginpacisednhwed to
each dat aset hased on the particular custodian and storage |ocation from

whi ch i Rroidedi 1A geerdange vwoale sbodiment of 2l presant invention. BiFstt asrvprepentsd ousl y
stored i S ] ' t dat aset based.on e

I nput ]?)EE%OEE::‘ t6 ?’otﬁggﬁogifédé{rlgiang dttﬁg @E‘Zérrg’ﬁ %? o %&ﬁgﬁ%‘}é‘ﬂi%ea uc?ﬁc’%fagr sn%roﬁgey be
appl i ednttbe Unifiedddiaatry 402 is lidked te it rtlevan cast drandiRr profide NinaddérQo 1esteever s

for analysis. [Q0153] Wth reference to Figure 13, an exenplary process for
managi n%‘ &“%?@{’%aip Ig.a cysogianceprch mpdyle-gay he ewpluyeth 25 BowRHOHIAMI0dof t he

presentTHAMBRY | 88 e-fHstNery G}fl%ﬂagﬁxf RN LG EQ}Yyh ﬁieﬁﬁég{irﬁ% .%nfo?mgtgcﬁ{ %ﬂt)lgtn e

added to a nmatter or case€. S regard, e cu ian"'s profi I'n the
Uni fi edcuSiodint whyth¢o® id the lcistkdien s matieenetebevaset ideatficadion@hiibaddpesf étte. I n
order tgp |locate the custodian's profile,. a custodi an _search npdul e may be
enpl oyeﬂ?e %‘é%é}?&\ﬁﬁaffh HQ%B W@galfe tﬁ?ﬁ@’r“éf’ﬁ?@}aﬂpﬁé‘ngﬁ?ﬁr% é}%ﬁ%ﬁaﬁfgfl’ynay
enter amp fofenhith/i FnbRftRiBAd ARRROBbtaldeg, the L&%éﬂﬁ}e%face elhe g{ésént'aghtehe

custodi an's nane, network user identification, enall address, C.
cust odimpichesand bllawdie e-discovery miapagen éo bropise therdssrcivaed profibes do detamaine thee

Unifie ' .12 or .a tch. |f re than o mat.ch i s obtaiped, the
user iﬁ @M%ﬁé‘%ﬁ A0 ﬁf {}B? &&én eachrrechﬁx?sg%ﬁ@ Erﬂa‘*‘&ﬂ%&v@f@h cgr lgd%\}g?ty
nanagercugmdﬁhey\ﬁﬂ(ddh@ﬂﬁS@ﬁﬁdpﬁagcta@é@ﬁ‘ﬂnm@, to determ ne the intended
custodian. In this way, the correct custodian is identified and the profile
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in the custodi gn' s profile in the Unified Directory 122 that the
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the custodian. Alternatively, there nay a separa I'st
st or ed Alterodiela tlada smy der a/ sapatBddé-hat-calintiss tstdved Actheshebagen@draedrohed t o

det erm ne et her .or .not the custodia pears on that list. 1In either
i nst ané‘é‘fStﬁgﬁﬁ‘ieéﬁeﬁiaﬁgtS?adﬁ“ﬁ%o ﬁﬁ@@n% % &t H%trtﬁ‘?JF'u 1an gppegig ondhatdist-shoul d

be In either instance, a determination is made as to whether or not the custodian should be
directly contacted, and in the event the custodian should not be directly contacted, the contact
information for the custodian’s assistant (or other stand-in) should be obtained. This
information will be used later for transmitting preservation notices and surveys.
[00155] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. Ifit is a case, then the custodian is verified, as shown in Block 424, supplemental data
may be added to the custodian profile in the Unified Directory 122 as required, as shown in
Block 426, and then the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in

Block 410, a preservation notice is sent via email to the custodian or custodian stand-in. As
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directly contacted, and in the event the custodi an should not be directly
contacted, the contact information for the custodian's assistant (or other
stand-in) should be obtained. This information will be used later for
transmtting preservation notices and surveys. [00155] Next, in accordance
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custodian's data, as showmn in Block 428. In this process, the custodian's
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emai | 'S co om an exc ange syst
emall from identified email address. As prewously noted and in accordance with present

embodiments of the invention, if a custodian profile (for a custodian released for collection)
inctudes an email address for an email account on the enterprise email server (160), then the
electronic discovery management server (110) may undertake to collect the files from the
enterprise email server (160) by initializing the active email collection tool (136) running on
collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email
server 160 on which the custodian’s account resides {which is known based on the
information included in the Unified Directory 122), copy all email located there, including
emails deleted up to a designated prior period, for example, seven days prior to the collection,
and transmit the copied emails to the collections server (130). The email collection tool is
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or the like. At Event 508 the automated active email collection tool is
inplemented to collect email fromidentified email address. As previously
noted, and in accordance with present enbodinents of the invention, if a
custodian profile (for a custodian released for collection) includes an
emai | aaldy e53bbQr ipl it AHO Qs ahﬁ'%x%ﬁl%l’ct@ﬁ% g 4 sARBYERA bhdiQD) -
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the electronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.

[00160] At Event 514, the collected and barcoded active email data is copied to a
processing drive for subsequent analysis. It should be noted that the nature of email data
obviates the need to perform conversion and/or decryption on the data set. At Event 516, the
active email data set is loaded into the analysis tool and, at Event 518, the data set is exported
to the requestor/reviewer for analysis.

[00161] Data Block 520 signifies other non-exchange server based email, such as
email accessed through a client-server, collaborative application, such as Lotus Notes® or the

like. At Event 522, NSF files or any other file types associated with non-exchange server
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docunents including those ternms (the "search termhit list") are presented
to the reviewer and also stored in the database server (120). The reviewer
may provide an indication of this to the electronic discovery managenent
server 110, which may then nake a determ nation that other docunents
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[OOI&/I] At Event 528, the NSF files or any other file types associated with non-

exchange server based email that may be encrypted is decrypted using a decryption tool, in
accordance with embodiments of the present invention. The encryption of NSF files occurs
at the user level and, therefore only the user has the password necessary for decryption. The
decryption tool allows for decryption of the NSF file-type data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00165] At Event 530, the non-exchange server email data set is loaded into the
analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00166] Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as

the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
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[00164] At Event 528, the NSF files or any other file types associated with
non- exchange server based email that may be encrypted is decrypted using a
decryption tool, in accordance with enbodi nents of the present invention.
The encryption of NSF files occurs at the user |evel and, therefore only
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retained and remains with the reformatted data files. Sourcte to processing
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Figure 15, data block 548 signifies data froma |ocal Personal Conputer
(PC), duplemestediie epltnct deta ion( depignated: PE/lontaki®ga, “sninshpt od thecdsiviasdt haséh t ool
(132) is i nted to .ec ta ftrom.des) d . takin
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the like. In other embodiments of the invention, the local collection tool (132) may be
employed to collect data from network storage.

[00171] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190} for permanent storage. At Event 554, the collected and
barcoded local PC data may be associated with a specific search term set or sets.

[00172] At Event 556 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retained and remains with the reformatted data files. Source to
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aut odepl oyed thus, obviating the need for any manual entry by the

e-di scovery manager or the like. In other enbodinents of the invention,
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files are properly formatted in a standardized format. In this regard, according to one

embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files.  Source to
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.

[00178] At Event 574, the network storage files that may be encrypted are decrypted
using a decryption tool, in accordance with embodiments of the present invention. The
decryption tool allows for decryption of the network storage data without the knowledge of
the user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.
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a dat a chrdé?g tRhe D Oéi%me %ta@{ lg‘éer?lﬂ% R zf %?E%‘cqulf?cpﬁe%ﬁ]; é?n%yeﬁ’(’?r ypt er
and  subfeeRAly deslepddydi thel dtviddasfantefedt WOB&WOThe AnoWlaigt o3 i ddvie wrf.wor k
storage data set is |loaded into the analysis tool and, at Event 578, the
net wor Kn geenrdanee et anather embodipentedf the inveatippgu QTR *@@ﬁcbwépolf Bey be

anal ysi i I at a rensics.
At Even@pgb%g%%%gﬁhgﬁng I“%%Jr' ?ec} glra ) agchgésugﬁﬁ%)ggélgg rnzm? e add beeXecut ed
on the stbivictios off compessio the aavbaAcbagdt én IDAZIFO bddoget Qetﬁﬂ%deﬁ‘&ﬁdﬂﬁe nt of

the invention, the forensic collector tool may be automatically depl oyed
on t he NgBYAT e of interest without the know edge of the deV| ce user.

accord t h Mﬁ%ﬂﬁd& T@fﬁgﬂt ,

t ool rrgﬁgﬁ i rrp?gg%‘%?{ed (not s owné){OOig Sre %dof{lﬁast?a %fg;nf netvvork
to det eshmt-mmrt sh@m@ldlntre ﬁtSO))m attactbs ba«:bﬂeoﬁm thé s&@ﬁﬁ:&msdatmrdshlangéﬁmtﬂe based
on I D s/|P addr £es rne r.om.t net 0181] At Event 584, the
bar COdeﬁBICP I‘”‘“ﬁ%C 0ﬁpl g %tdat& 1§tt W@lq\gotfé"gt‘io%ﬁﬂmg ‘Ffﬁ E j‘l’ﬂﬁ"fenper m

st agi ngwﬁ%evaea( A&0bri @98} racp@naa&ﬁf §0f8e.! At TentSRe, i d egﬁé&&féﬁd Satded

resulting fromthe particular collectiron. The barco data Is en copi ed
and corfougnsic datednaydbetdssodiaseywitk aspecifioscamh tame sctweseter k (190) for pernanent

storag Event col | ected and barc ded rensic,

e oo pal Y R St 5RR sGBlee R p R R lER e 3R ol oy disenge
sour ce-fllg ReOsOs dspgomatﬂe@nh ABBARAIILQ] fhedate URahisaRYarl 088Rrdihg & Dndr €
properly formatted in a standardi zed fornmat. In this regard according to

one ebbeiiest obthednvention.dpescdiles arp exuningd &y relevansy and.nbreldvent, stetesviancy
and, i f rgf.]{rvcﬁ{g 0 Iitoél?c(iil alsrh P% B ngel{hﬁql'ti%a ’h?er gl%{adat% gsocﬁ%edaw §51ef 1'1(:'&1? or

the |i assocl
standardlzed ﬁles is retained and remains with the reformatted data files. Source to

processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00183] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00184] At Event 592, the forensic data set is loaded into the analysis tool and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00185] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool 138,

such as a LiveLink® collector tool may be executed on the devices of interest to collect data.
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standardi zed files is retained and remains with the reformatted data files.
Source to processing nmay be required on EM. formatted files, MSG formatted
files, IPD formatted files and the like. [00183] At Event 590, the
forensic files that may be encrypted are decrypted using a decryption

oo ‘ : ! u .
00 'Abcgl%%gfagﬁe@gbmgaggﬁpeﬂm%&t&ﬁl, gafeﬁmﬁwalsiwgn@ BollebRR tool

decryptio r decryption of the network storage data w thout
t he kndaB edgerves attlhast a peeionerfehe/third partysbaradd driypdisenveroute databdse inthe ¢4 es

that exj st where in the ent ' ) dat f .the ID
1 es. dieuay eabatnitaiie 3L sioted S nSURUsERS Bt B eh™ DuBSaedn: 1
decr yplfge §REWAL Gte dIRABH oM 38R esDIinst the dhabeRsh Weflfé whaetilel aeédrded

into the analysis tool and, at 'Event 594, the network storage data set is
expor t ée remievér thenoeopinsshesedilpebased oorthareshly of the queno 1 8B adake Rerigindrk to596

signifiges collaboratjve.data, such as d reshidin ' (1 es,

f or exéﬁ%lﬂiesﬂisvrgﬁai%elg( p ths, ca5h én?qaﬁ%mgl}it %;é\? Zh t? asog%& glaaéﬁog%%\g g\ragims/ ia{l(zth&e

col | ecte@tholiR@ént bBthe intdtibnAhe Aisebweal: bikk dllecB kdctdB®olleatd thedycbeergxaelit ed
on the devices of interest to collect data. 44 Accordi to one enbodi nent

of t he thewelated watadgie med asesyhe meadatade avtempticallyaepane @etddss -t ool 138

preser | eas ' h kL r | | site
Gt abaddo1R) o ent EreBRb00, i Goddifie I00h ieinfifihobu SOR Flaflit MRafloR SOUPEY 01 )
revi si ghertaémt hegihpldeise (180)ttbiastacte gdactode ttd éhedies o6 dixscyvesy ite datalreniiting t ool

138 queri es, agai.nst the database to define at fi.les peed to. b
otrieviam thpsticapr allacome e hatcodsd datags themecqnied pnd SamigBicaEd tg the

et adatyg, PeEh A Aok netlyfc {1007 Sor EnfEial BEFhek AR cRAR, TRABMEARNnEYS om

t abl es. accor ce wth a odi nent . of the invention, the
di scoveraycoded discoleresiteotatds may b A&ocmtdderitlsa spesiftosarrh it sehdr saihe rel at ed

t adat t data t t ti.cal | the files. [00186
A EvorlDOBR, " herb Br e i g et O EoT TGS FERIFTISTe] © g R oRW g such
as  shogiks LRy g?ogteﬂﬁif@ﬂnéifehﬁﬁ 4 18Qakincatoagkht, @ ﬁaﬂﬁsi)g%ai@ dcBerdsgt to0bne

di scovery sit ata resulting fromthe particular c ection. The barcoded
data i smbndimensof du invehtioononss s e exemined for iryaner snds ifaplgyantasterad Het wor k

(190) for permanent stor.age. ven 2 C . . d

G scover b Errmeh s DR A RS T MEER T NG RERSE M P SRERS

sets. [@hb8rdlizc0t fifey 6Bt ref@fedS ot Gemiias PViEC 85 irdfdrhatddnitenfiles.ed Sauréensor e

that any |l oose files aredproBerI formatted_ in a standardi zed format, In
e

this rayesadsingdedt B¢ mRAvS aftech filess MY@ Tormaticd; ides, Pho&amafteds are
exam neﬁ g%rgllfhgll yancy and, if relevant, stored in a proper data format,
such as'§ iT€ or the |ike. The nmetadata associated with the non-

st andar[@dorss] fi | eatiBventedOn, teddissuderyesit disa vit ihldakiel intd drenatatysd tdaltandf i | es.

Source to processing nmay be required on Ethormatt/ed_fiI%s, G. formatted
files. &t ﬁgemt(ﬁq%‘fhpéléscovery site data set is exported to the requestor/reviewer tor analysis.

{00189] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide electronic
management server 110 that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the entire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.

[00190] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the

specific constructions and arrangements shown and described, since various other changes,
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files and the like. [00188] At Event 606, the discovery site data set is

| oaded into the analysis tool and, at Event 608, the discovery site data
set is exported to the requestor/reviewer for analysis. [00189] Thus,
present enbodi nents herei-n disclosed provide for inprovenents in

el ectr Q!Bhﬁnﬂ!itl%ﬁ@‘b‘ﬁﬁé’morﬁ”%ﬁiﬁ@%rﬁ B8 BhGitHics! fi’lsag%tﬁﬁlqg liflRe fs%r oﬂ? in th
enterprise wde el ectronic managenent server rovides Tor data to
be |deﬁﬁoﬂiﬁﬂM¥MdGam®qumbmr|eved preserved, searched revi ewed and

pr oduc an i ci ent ffective mann across the entire
enterpﬁgggﬂgyste hofe, %ﬂﬂﬁ an ebﬁgsﬁpﬁcﬂ@FFﬂ 6¥m5mﬁp%65@ery
based afodifiafRhEBE RS Justc&bsbﬂsedaan@mmeﬁ& ZaR b ceﬁﬁgﬁréa Rathboff dddankRosohet ween
the sane, further efficiencies are realized in terns of identifylng,

| ocat i ihe saee mad ppiciy philedaventiand Thereoragit fgto heamdketstpodfthygy withinuthe scope
di { 0019 t
erpod b e B i BHSAy ok et e Fub 35 B Rl Tediedgs, 1o

is to herawnder stood that such enbodiments are nerely illustrative of and
not restrictive on the broad invention, and that this invention not be
limted to the specific constructions and arrangenents shown and

descri bed, since various other changes, 45 conbinations, om ssions,

nodi fications and substitutions, in addition to those set forth in the
above paragraphs, are possible. [00191] Those skilled in the art may
appreci ate that various adaptations and nodifications of the just

descri bed enbodi nents can be configured without departing from the scope
and spirit of the invention. Therefore, it is to be understood that, within
the scope of the appended clains, the invention nmay be practiced other
than as specifically described herein. 46 WHAT IS CLAIMED IS: 1. A nethod
of collecting data froma shared drive for an el ectronic discovery system
conprising: identifying the location of data at a node in a shared drive,
wherein the data is data at the node location and all of the associated
hi erarchal data | ocated bel ow the node, using a processing device
operatively coupled to a nenory device and a comruni cati on device, and
configured to execute conputer-readabl e program code; capturing the data
fromthe shared drive using the processing device; and transferring the
data to the electronic discovery systemusing the processing device.
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2. The nethod of claim11, further conprising: identifying netadata
associated with the data captured fromthe shared drive wusing the
processi ng device; capturing the nmetadata associated with the data captured
fromthe shared drive using the processing device; and reconstructing the

data captured fromthe sharedygfi¥¢sicitRQIMEpERsi bl e data for the
el ectronic discovery systemby utilizing the information contained in the

netadata using the processing device. 3. The nethod of claim2, wherein
reconstructing th ta captured fromthe .shared ri,ve.inio cessibl e
data, donpr i%g‘:‘?.thoﬁe‘%:%ﬁﬁﬁ‘ (Eatq g‘logl ﬁg%l,gggg{ﬂv? e %%gc%o%% QIIS%%V | n?’bS§naeres
that aggmpAfiasstent with and searchabl e by the el ectronic discovery

system 4. The nethod of claim1, further conprisi n‘g: sending an inquiry to
a custodi an r equadiniifigng the loeationi o datsfat mimedg dn a skared Have, srheras they dajisusi ng
t he processin ice ._.The thod .of cl al : hSiRg;

recei vi ng frdB‘%l ag(:ﬁé%g?%% OgRtian ?%E ﬁiogﬁhel ég@?@éﬁ}erﬁéél(%’te} ﬁ"gg{}téﬂeb% %Og‘g}ahe

| ocation of polible afpda QRoddising HRVRE dPetativelistapléde prmeessi devideunda. 47
6. The nethod of claim11, further_conprisi n%: identifyi | i nks to, other
data | ocat edomnusicaEoncwHeRl and seriigy %XFW?H@HH'&P@%@%’%?W%%?% t he

processi ng devi C%a?t%ﬁngﬂﬁ o Rl sl &H\@’usﬁgtfl?ﬁ{(osc&%gﬂﬁg |eviddOangSendi ng a

follow up inquiry to a-custodian presenting t e other data to
t he custodi an usitrgsfelrmgpthe casionthe ddadtonaic dibeverynsystem osisg doé procesingsked
if the other data should be captured. 8. The nmethod of claim®6, further
conpri si ng: dewicei vi ng froma custodian i nformation indicating whether the
ot her data should be captured and transferred to the el ectronic discovery
system using the processing device. 9. A nmethod of collecting data froma
shar ed 2Ar i velHeanethod ef @daitr hrfucheficonpvising: system  conprising: identifying

B Oceas: ng. devi cdSGEHAE AR BB B Y a eciiey e deora e herdd afve
comuni cat I QRing the processing device;
capturing the metadata associated with the data captured from the shared drive
using the processing device; and
reconstructing the data captured from the shared drive into accessible data for
the electronic discovery system by utilizing the information contained in the metadata

using the processing device.

3. The method of claim 2, wherein reconstructing the data captured from the shared

drive into accessible data, comprises:
renaming the file names of the data captured into names that are consistent

with and searchable by the electronic discovery system.

4. The method of claim 1, further comprising:

sending an inquiry to a custodian requesting the location of the data on the

shared drive using the processing device.

5. The method of claim 1, further comprising:

receiving from a custodian a location identifier indicating the node location of

the data on the shared drive using the processing device.
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device, and configured to execute conputer-readabl e program code; capturing
the nmetadata associated with the data captured fromthe shared drive,

usi ng the processing device; and reconstructing the data captured fromthe
shared drive into accessible data for the electronic discovery system by

utilizigg thﬁlérﬁ&gwrafé]gﬁl f.qm;tﬁér%ﬁl Rid.he netadata, wusing the processing
device. 10. The method of claim9, eréin reconstructing the data captured

fromthe shared idendtifisingdinks a!:o&ssdaihéoaamda)utmdﬂpf argassociated vithgtht ldataf i | e
names of the d%ﬁ% [ggct#red i nto (gea'mss that are consistent wth and

sear chabl e P BHES Y& Ery system 11. The method of claim9,
further conprising: identifying the location of the data at the node in the
shared drive, wherein the data captured is data at a node | ocation and all
of the Tassociheraethed ef elaight. fudhergompsisimged bel ow t he node, using a

processing devic t he ata f mthe shar usi t he
processing devi czs'emﬁg%%a@rlg‘ﬁs Iglr rqlmﬁﬁ f’haea%fgﬂ Ea Breﬁlémg%g%?l;‘%snfc E%very
syst em usi nglatde tis QBeREdNGingdhY bfResshd deliR, wnéﬂemh@t:us%cﬁaﬂns%skédufmer
conprising: sending an inquiry to a cust odi an requesting the |ocation of

the data on 9t datgsheeld bgcaptatedysi ng t he processing device. 13. The nethod
of claim9, further conprising: receiving froma custodian a | ocation
identifier indicating a node |ocation of the data on the shared drive,

usi ng t&e prideasshabofiidaincs. fultter chhgrisiaghod of claim 9, further conprising:

identifying |Iinks to,ot&g}r dat a | cate out si de_of and associated wth the
data captured, UEfHYRE nﬂ)r"’bé%@% 13y igkoymateon indicafing whethergthsr otbpmdaiels,

further comphginge a%&@ Nghd@ bRl i&é’é{ WP the) Uchrdnik WistoFHist QALAD RIESHAL | NT

the links to the other ata to the custodian using the-“processin evi ce,
wher ei n t he precssong devides asked if the other data associated with the |inks
shoul d be captured. 16. The nethod of claim 14, further conprising:
receiving froma custodian information indicating whether the other data

3gloglgdtggg COPIIRA SHbITeERNRSARE Foth & ShidrB@ dRVE B NI EctHnREAVEIVErS ¥t
comprising:
identifying metadata associated with data captured from a shared drive, using
a processing device operatively coupled to a memory device and a communication
device, and configured to execute computer-readable program code;
capturing the metadata associated with the data captured from the shared
drive, using the processing device; and
reconstructing the data captured from the shared drive into accessible data for
the electronic discovery system by utilizing the information contained in the metadata,

using the processing device.

10.  The method of claim 9, wherein reconstructing the data captured from the shared
drive into accessible data, comprises:
renaming the file names of the data captured into names that are consistent

with and searchable by the electronic discovery system.

11.  The method of claim 9, further comprising;
identifying the location of the data at the node in the shared drive, wherein the
data captured is data at a node location and all of the associated hierarchal data

located below the node, using a processing device;
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processing device. 17. A collection tool system for collecting data froma
shared drive for an electronic discovery system conprising: a nmenory

devi ce; a conmuni cati on device; a processing device, operatively coupled to
the menory device and the conmunication device, and configured to execute

conput er - r eadabl : iiﬁig,@t' : } O e data at
a node in a shar gﬁﬁ%@?d@ﬁgﬁ%?%%%é%d ata’ ?Jlsy%%lg%{jdzf?%@% @étqrﬁ%t ﬁ%ﬂe and all
of the associ at edrahiferrmecthaldatatbaht etetrenic disloveryt dystemodeng depprocessinge dat a
fromthe shared drive; and transfer the data to the el ectronic discovery
system 18. 9¢W&e-system of claim 17, wherein the processing device is
further configured to execute conputer-readable programcode to: identify
net adat a associated with the data captured fromthe shared drive; capture
t he netladat &hassatioodadfadhimi Q, furtles cdmpesitgom t he shared drive; and

reconstruct the data captured fromthe shared.drjve into I.bl e..dat a
for the el ectroniSEiERE AR RFUYSI0] &ﬁt%@a‘%lr?%e%%&?ﬁgca\twpooﬁcntégi%g{r‘ﬁl é:noﬁht ai ned
in the net adgiad e, uifhg thyslotdsl debkbm 18, wherein the processing device
configured to reconstruct the data captured fromthe shared drive into

accessible data for the electronic discovery systemis configured to

executj co ter-t%ecﬁ(gtﬁcgl.e Eﬂr rez%rgm%o%gm 0: renanme the file nanes of the
data c Btur o ° amy are consi Stent with and searchable by the

el ectroni ¢ di scovesawiny Hogimh cdftoditha Isysioanderdtifidr andivdtihg avheteclonatidmeof
processing device is further configured to, execute conputer-readabl e

pr ogr am coddéhe data e the shared §5iFrypingoha Prassssing deVisequest i ng the | ocation of
the data on the shared drive. 21. The systemof claim 17, wherein the
processing device is further configured to execute conputer-readabl e

pr ogr am4c odeHegneth@tef dlgnf 9,dmther@oripodingn a | ocation identifier indicating

t he node |ocation_ of. the data on the shared drive. 22. The.system claim
17, wherein the ﬂ@%‘&@gi’@ﬂﬂ&i@@' fﬁ%taﬁ‘gﬁa{qﬁlequtgggpf@qffgﬁoggted i 6T Bla

captured, using the processing device.

15.  The method of claim 14, further comprising:
sending a follow up inquiry to a custodian presenting the links to the other
data to the custodian using the processing device, wherein the custodian is asked if the

other data associated with the links should be captured.

16.  The method of claim 14, further comprising:
receiving from a custodian information indicating whether the other data
should be captured and transferred to the electronic discovery system, using the

processing device.

17. A collection tool system, for collecting data from a shared drive for an electronic
discovery system, comprising:
a memory device;
a communication device;
a processing device, operatively coupled to the memory device and the
communication device, and configured to execute computer-readable program code

to:
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execut e conputer-readabl e program code to: identify links to other data

| ocat ed outside of and associated with the data captured. 50 23. The
system of claim 22, wherein the processing device is further configured to
execut e conputer-readabl e program code to: send a follow up inquiry to a

cust odi an presenting tihg. ' erein
the custodian is asked1 I f W%IS% 1(? h)?iata Sé’l pﬂaﬁéﬁgggggh%}gégg%’%e?%éﬁ@gystem
of claim 22, wherdaimistthe dataoatetheinnde drd iall eofithe hissotiad Inenfdhglidstd ldcated

execut e conput er-!rf bl e rogr am code to: receive froma custodian
i nformation indi 8‘ her the other data associated with the |inks

shoul d be captured an%abﬁ;?@&%%ﬁfa%xﬁ%ééﬁﬁreﬁ'd?i%réh'E!' ¢ discovery system 25.
A collection tool system for | ecting data froma shared drive for an

el ectroni c discovery tepsfeethe d@t;rtpﬁhtsﬂn@rona:drmm'ﬁwayetcrme, a communi cati on
devi ce; a processing device, operatively coupled to the nenory device and
the comuni cation device, and configured to execute conputer-readabl e

progr amgcoderhet Systantltdldivh N8} adidtci AS Pedcaésdsh Welibe id Sufidracon@ighrsaed from
the shared drive; capture the netadata associated with the data fromthe

shar ed S¥esue compiier-feadahie progeam eqde tfat a captured fromthe shared drive into

accessi bl e data I Ut | i _the
i nformation cont a{iér%{élﬁﬁl%ta% tSé’O%?bt%ia ﬁféﬁEa\Tl%gﬁ (gﬁlg %‘T’ h(?f%fﬁﬁ , Wherein
the processing dewptuee menia@am&%d@m%w&%ﬁ&d&d frbi%&he slafral &Rt bied fromthe

shared drive into accessible data for, the electronic discovery systemis
configured to exdBSpIEecihndaiz C%IE'éTG‘é@IO@ E‘Péb?rﬁﬁﬂﬂbi@éﬁ? aecepsiblasiatarfhethei | e

222? ihg]l;l tehgeg/&tﬁ{ﬁgwg?&%%rg%?%&ﬁ%gc%gl\%r sys &{n%néx?&%lﬁﬁl%#n Sys Ea?(riﬂg%f claim
25, wherein the processing device is further configured to
19.  The system of claim 18, wherein the processing device configured to reconstruct the
data captured from the shared drive into accessible data for the electronic discovery system is
configured to execute computer-readable program code to:
rename the file names of the data captured into names that are consistent with and

searchable by the electronic discovery system.

20.  The system of claim 17, wherein the processing device is further configured to
execute computer-readable program code to:
send an inquiry to a custodian requesting the location of the data on the shared

drive.

21.  The system of claim 17, wherein the processing device is further configured to
execute computer-readable program code to:
receive from a custodian a location identifier indicating the node location of

the data on the shared drive.

22.  The system of claim 17, wherein the processing device is further configured to
execute computer-readable program code to:
identify links to other data located outside of and associated with the data
captured.
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execut e conput er-readabl e program code to: identify the |location of data at
a node in the shared drive, wherein the data is the data at a node

| ocation and all of the associ ated hierarchal data | ocated bel ow the node;
capture the data fromthe shared drive; and transfer the data to the

el ectrgpi c disc . 2 e L i
bt oces&Png aub SHE, of ¥Rfice2. iner I dRBlEBHe SCALIS T Roy ol Re
pr ogr agxeReecontputaanstiable prograit godedo:a cust odi an requesting the |ocation of

the data on the shared_ drive, using the processin evi ce.., 29. The system
of claim 25, whef@dp iolewHinguiy iy ausiedi P@S%Hflsﬁléerdhfﬁ@ﬁ? itftﬁﬂt%ﬂ#@ to
execut e cpm&gﬁsforg%ign Ex%ilpﬁlggﬁﬁc@aiﬁﬁg%iskéﬁ i HRCRhYSiald DOLR BelabRian a

| ocation ident Icating a node location of the data on the shared
drive. 30. The system of claim 25, wherein the processing device is further

confi gured execut onpyt er-readabl e program code to:, identify.links to
ot her déta f’l‘%@as[yé@nbgf éﬁfz{i@ gi’ Xheresys cP%f{%g%f%ﬁ gpﬁwf%és ﬁ?%er %"&Elﬁﬂﬁégdtf’ 31.

The SY%&%@&%@&%%M%WC&Q%Wocessi ng device is further configured
to execute conputer-readable programcode to: send a follow up inquiry to

a custodi an pr eseeneiveg fiolre 4 icnitedisn infrsmetipre rindigeting ovhethes hasetben 4ata
wherein the custodian,i s asked if the other b t . 32.
The system 3?30813%%%@, %ﬁ%iﬂr‘gf r?lhpﬁlg §? o%agg'g?(ﬂégl et\%{g&%gér?esd ?Ouﬁﬁﬁe#écglgwfci gur ed

to execut e dgRBPdty Systéfadabl e program code to: receive froma custodian
i nformation indicating whether the other data should be captured and
transferred to the el ectronic discovery system 52

25. A collection tool system, for collecting data from a shared drive for an electronic
discovery system; comprising:

a memory device;

a communication device;

a processing device, operatively coupled to the memory device and the
communication device, and configured to execute computer-readable program code
to:

identify metadata associated with the data captured from the shared
drive;

capture the metadata associated with the data from the shared drive;
and

reconstruct the data captured from the shared drive into accessible data
for the electronic discovery system by utilizing the information contained in

the metadata.

26.  The system of claim 25, wherein the processing device configured to reconstruct the
data captured from the shared drive into accessible data for the electronic discovery system is

configured to execute computer-readable program code to:

rename the file names of the data captured into names that are consistent with and

searchable by the electronic discovery system.
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27.  The system of claim 25, wherein the processing device is further configured to
execute computer-readable program code to:
identity the location of data at a node in the shared drive, wherein the data is
the data at a node location and all of the associated hierarchal data located below the
node;
capture the data from the shared drive; and

transfer the data to the electronic discovery system.

28.  The system of claim 25, wherein the processing device is further configured to
execute computer-readable program code to:
send an inquiry to a custodian requesting the location of the data on the shared

drive, using the processing device.

29.  The system of claim 25, wherein the processing device is further configured to
execute computer-readable program code to:
receive from a custodian a location identifier indicating a node location of the

data on the shared drive.

30.  The system of claim 25, wherein the processing device is further configured to
execute computer-readable program code to;
identify links to other data located outside of and associated with the data

captured.

31.  The system of claim 30, wherein the processing device is further configured to
execute computer-readable program code to:
send a follow up inquiry to a custodian presenting the links to the other data to

the custodian, wherein the custodian is asked if the other data should be captured.

32.  The system of claim 30, wherein the processing device is further configured to
execute computer-readable program code to:
recetve from a custodian information indicating whether the other data should

be captured and transferred to the electronic discovery system.
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