; 1"#%e3e,8(()t/0767T,8R 1 Method to protect software agai nst unwanted use
with a "renam ng" principle This invention concerns th i omai n of
data processing systens in the general sense, and is WEH‘N@@,E’BM@HWE ai med
at the means of protecting software running on said dat syst ens
agai nst unaut hori zed usage. The subject of the invention ai*#¥%n particul ar
at the nmeans of protecting software agdi nst unauthorized usage, using a
processi ng and nmenpri zi ngz unit, such a unit being cormonly materialized by
a chip card oMethadde prategt spiiyarspgeiss woyanted use pith a Genaming! prineinlen above,
the mai n probl em concerns the unauthorized usage of software by users who
have not paid the license rights. This illicit use of -software causes an

obvi ous |l oss for software editors, software distributors and/ or any person
integrating such software in products. To avoid such illicit copies,

various sol ut TRRSavénfioh tEn&er@ e Wchnkal A8MARYOT &Y Ero@@s%ﬂl\#y@@ﬁﬁq thé
khown [

protect software. Thus, a protection solution is , ch makes use of
a har dwar egenenl senseprandyistmone preciselgsaimedhatsthe aheansnpfbprtecting neaftwaret ect i on
key or "dongle". Such, a protection key shoul d guarantee that the software

execut es ing o0 spiddafa Rrogessing Sysems agaipst unguthorizedisage: knowl edged t hat

this solutionrhe shgbf 8F the' SrRAAGH S inPARENES of e WIERMGIYBREERST el NG
easy_t?)_ bé{pbass. n@iﬁ;&ﬁ;ﬁehon;&ﬁe_rsonﬂ% :1. Zj(j:;er can, W\hﬂ lst‘ﬂgﬁald off
speci al i zesbftwand ag s ging,a pletessing neaidrizin Sist ions o
the protection key. It ecorres,tagn p%gsi ble to make iIIicigt copi es

cor r esponditipbeine Fsampplynaterializs &y grehinieard of # matariah keson HSBROr t hout t he

protection. v 1 hi 400 : .zeqd .t bl - t war e,

i nasmuch as :V%H iﬁ% %ngaguﬁlﬁé@%lhgdgﬁ?fe@t%nﬁg%e&?ﬁ%%p? &géeg?soﬁlgc@?agd 2{?@ to the
sanme syst emsagd b€ sefivoprediy uders vhoihavemiot paidatheticpmseciighed. yTHis illici ds@ @fa
solution to the aforenenti,oned probl ens by proposing a process to protect a

sof twar e &¥PAIYREE calsst AtheP Yiowyloss foy softyyare slitars, seftwere distidoutarsi ang/os aay
menori zin 1L sgd : 0 ot .S as for
TheCsor t ncpetfi intdRARIEGADAWIEe B GROREE. To SR st Mlidie SoBECRIRAEY | DT

subj ect of sdliteonisnimehe state of devhaology,chaye beaspropased tp podtet softwateng at | east

one blank unit, including at . |east processin ans apd, nenori zati gn neans,
o Vul nor abl o TY darerebn seleat s KiaG: RO Iutkea iyt 8 bAAT DSFIPRer Aol o
sof twar e_bgisfaeh ek e 8 physhiil RoAPBh&R Ritkd\BlotecliBn Kay bri@ofglRP 08kdS LY
system The process according to the invention corrpr?’ses: Iﬁn ng a

pr ot ect i orprpteatien keylehould rgparantes that thef sodoyse desoutdsiondy iro pesendeosfethe

dependent functiaons are |iable  to,he, execyted in unit, - a set of
triggeri ngketyo%ﬁg?u%&e asckp W%&Eedo@aagb%ﬁ@mn 'Fdﬂ%‘f?cﬂﬁ% !’e"?é{?"dﬁﬁ?sﬁﬁtéri ng
commands bk Rcdnivadibicel ST Hethglead§ W BepdsE. Ah f1-FdiontdpaSsn Bila BiepBARNd tO
trigger the execution in a unit, of 'the dependent functions, - for each

tri ggeri ngwithimaid of apecialized teds suchmasrisassenahlers.cdalete ithe gaatrol instruttions
informati onetransm.t f the SSiNg. temto a unit so as to
trigger t hé)f%l)% ggﬁ?ﬁ“@%ﬁ%? ) (tﬁg& Oé%?srtggrﬁ)gﬂ%libﬁé?odéﬁ‘g%(]i@ifcqpﬂ%c OFSFPQHHJ% i t ,

sai d or dermbaiieddsetdiens’ 6ff the @bftwhrel 426 to BREWRIEIHTRE brodéctiohEMoréBGE thidd
command, - a nethod of renam ng of the orders enabling to rename the orders

so as to owution eanngbe gpRer addl sefiware cinesmurhorsdé isdiffichte campedtr i ng
nmeans desi gned.to. be inple i n j uring a usage phase, and
enabling t ofeem%o%oggc @%@%ﬁ%&@&%@??ﬁeﬁb_ execute, fromthe renaned
order, const MygtdubfeceXst @id aveRtionEaifts prRiRelyndt tindiganas kalufbh 8 Meank

unit into a unit able to inplenent the restoring neans, creating a

prot ect ed afofamentioned pygblemsoby myopasing @aprocessetaalpyedtt & rsoftware @gsinstng

whi ch, duri nagwépg‘e gxecuti on of t&s vul nerabl e ioftvvare uses, at | east one
operand ant® Z8Q USHES HEEBATLEC PRG HOGHENE g, memart JORFRUC Y east
one porti Ofa- ' f3 Shvf [T | east
one chosenﬂlglpgésfﬁﬁ%ﬁ?%?g‘ggégihﬁ%?wEﬁﬂgg(&)dum %g&g‘[‘ g@gﬂﬁh’?ﬁ%&%} ot ect ed
sof tware fronSoha teaeaceswth 4 igealy thensulyedteofshd imention bynoeonl 4 prawgssto | east

one chosen portion of the sourc f the, vrl nerabl e software to obtain at
| east one PROdECLi Being af least pPos tg‘F&t Bits inghudingo at deast pregestng dnears: and e,

Sof tvare aProuEagE g S pulplpbtos M EChebl S Gibo4 el Bl ST

and a second execution part is executed in a unit, obtained from bl ank
unit after upload of information, the second execution %“\ W\ﬁ at
| east the functionality of at |east one chosen algorith g,

*G00002*



at | east one chosen algorithm c processing is split so that during the
execution of the protected software, said algorithmc processing is
execut ed, by neans of the second execution part, using dependent functions,
D for at | east one chosen algorithm c processing, triggering conmands wth
renamed orders are integrated to the source of the protected software, so
that during the execution of the prote@ted software, each triggering
command with renanmed order is executed by the first execution part and
triggers ivulnérablgspRtwanerbsingaodudeddromyp seuensandiwarkingrazsa dath proosssimg,  of
t he order and tg execution,.. %gt neans of the second execution part, of the
cor r espondYa§™d g%ﬂ&@ﬁ?saf’ﬁ?fgm R INGINYARION COMNTISHe of the triggering
commands WhDﬁﬁf??E@%t%gﬁ@ﬁaé- chosen anong the set of sequences allow ng
t he execution o protected software, - and by producing: n a first
obj ect part oé tHefiningt ected software, fromthe source of the protected
software, said first object part being such that during the execution of
t he protected softwarset ofidepsadentfun¢tions, whesdépsndesdfunciions lard Babdxéout ed in
the data processing,systemand whose at | east a portion takes into account
bR SReRRIRIS

that the triggering DAY enaned orders are executed according to

t he chosen sequence, . : i of :war e,
cont ai ni ng the 4 gxs%ng %ﬁ?@ﬁgg%lgﬂ%a?a%g%agde%r?glag%%g%@%g%@&a%éas uch
that, after upload tdgdehiaglbmnkandsbeingrithbiiuioibegxthitedinathe idatarprodessing
protected software, appears,the second execution part, by ans of which the
orders are restored S¥em; pad d%p'é"rg&érnttg? UHEETHORS 1y de “85&3@5'?@8, Eepgmpnt

upl oadi ng the secong,ohjget part to the blank unit, with the intention of
obtaining the unit, -~ and during a usage phase during which the protected
software is execut edor edch tiifigeripgedamand) bn obder goiréspanding ac leaiti ifian to
triggering command with renaned order, contained in a portion of the first
execution part i npodkssinfermation tiansmiftedhfrpmethe dpta, progrssing systemyto g unihe
correspondi ng depen InCt | i i { rtion is
executed correctly gﬁ%tstt%g[?é,:éeg%s%ggﬁﬁg?gﬂe@dgé%%@&%@ég efq'\lgvaq‘lru%%P;s1

conpl etely functi ondh,a udt)daidioides havingrthe fain bheat leastt onel argamediteofothet he
request by a portion of the first execution part to trigger the execution
of a dependent functfigsering copEaKkt not being able to fulfill said request
correctly, so that at i.d. i J i,gnlgg] I nd

t hat, consequently, a“tlﬁéﬁgégfg%agl&pégth\%&rgéf glgatr?(l)ﬁtaég((gmp etegﬁél:@g{nsc%éi%nal .
Accordi ng to a vari aobbaibtripgerng corhihmangs withssnaamdardéra,g t o the i nvention
conprises: -~ during the protection phase: _defining for at |east one
dependent function, AdiEHPHPE Jpeans sdestmad to pscimnieracnied dn ja wait during a

equi val ent, but tri i : | 1 f‘@i‘ﬂg Savred s are
different, and nod?‘ggéeﬁ%m?%’eﬁgr%tg@g?%g) lgzoL gm%/gfgge - @%ﬁoom ngf?é‘fqﬁé’t he
source of the protedied tisofehamed order,| east one triggering conmand with
renamed order, = and by nodi fying at |east _one chosen portion of the source
of the protecfed ceam%ps epplojtation, means gnablipg 4o trapsforma theblaniks ppi intgra one
chosen triggeri ng,

A wi th anot her renanmed order,
triggering a deperlllggdnE #ﬂrﬁlﬁ%nger{{toé @E%r@gqn@a?%{m ly. According to a vari ant
embodi ment, the RiagiAEa pretedtedisofwhe:t he i nvention

— by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand and
ehables to obtain at least one result,

~ by choosing at least one portion of the source of the vulnerable
software containing at least one chosen algorithmic processing,

— by producing a source of the protected software from the source of the
vulnerable software, by modifying at least one chosen portion of the

source of the vulnerable software to obtain at least one modified



5 conprises: -~ during the protection phase: defining: - as nethod of
renam ng of the orders, a ciphering nethod to cipher the orders, - and as
restoring means, neans inplenmenting a deci phering nmethod to deci pher the
renamed orders and thus restore the identity of the dependent functions to
execute in the unit. According to a preferred enbodi nent, the process
according to the invention conprises: during the protection phase:

nodi fying the protected sqoftware: - choosing, at | east one varjabl e used
in at |east one choB@HoRo4ds stor\‘FﬁCCOfﬁﬁéé’é%tE?tFé@%Wﬂrﬁhtﬁlﬁ}PP cn belag ut i on
of the protected so% JaLS: partially defines the state of the protected
software, - by nodifying at | east one chosen portion of the source of the
protected software, »t higgrii@dhd efstution dreihsgprotectad tsodivachinifiret exeuBsgCcut i on
of the protected software, at |east one chosen variable or at |east one
copy of chosen vari abl garteisi efesuied inhéhaislata processingoyysherodansi agsecond first
object part of the protected software, said first object rt. .bei ng. such
that during the execut iCB?F“S‘PntmEt ‘ﬁFB?@H?%W%BP’ttV\%I?t@PJe‘i%OFE bl%‘ﬁ%“’g’&rti on
of the first execution  paflnibakeSinfrifationt © account that at |east one

vari able or at |east one co%y of varitable resides in the unit, and the
second object part eof tthesqond exemtiongfarivexcentes at teastethe funatiopality qfaatt bei ng

such that, after upload to the unit an&g&.uri ng the execution of the
protected software, appeasteng chosenlgAHthSPINES i Sart by neans of which at

| east one chosen vag al%lt'?easPB%@Ehés@ﬁ‘saﬁ%cﬁgggf@BﬁngJslir%hftéEsg)ﬂt Y3 iR Rufinpesi des

too in the unit, and during the usage presence of the
unit each tine a porti dhe otxdchtioh i o6t thex gurotected poftwareppsmie s algbrithnsicng a

vari able or a copy of variable residing in the unit, so that said portion
is executed correctly ZHECASHHE 1S @6?@’5&8&?13( [Rpang Hg the ston ee&e%m&fré is
conpletely functional, us?%ddépgn&éﬁ?ﬂﬁﬁﬁ%%e of the unit, in spite of the

e

request by a portion of I'Tst execution part to use a variable or . a
copy of variable residifog an ledst onet choseh blgorithnaibl ereaesding,f ittiggesiaigd

request correctly, so that at, |egst sai rtion | s noj,k executed rrectly
and that, consequently qopunaRds; E&a%gtc&g?réafesmw at%‘t??ﬁf‘%ts%‘frﬁe f’ﬁﬁ{"ti onal .
According to another prﬁé&&fea%oﬁwldmﬂfat dhfiSy MeOGRRaHAE 6P fdtdoed he
invention conprises: -~ during the protection phase: defining: - a set of
el ementary functions, ssftvest, ehch Heiggetingf cadapamdiewithf iememiednorder ind a
set of elenentary commands for, said.set of .elementary. functions, .said set
of elenentary cormands_%Fﬂtﬁgg’ys@ﬁ?@éfeﬁ?c_upﬂ’éP?%tar@_f%ﬁg‘“rﬁdgrtﬁﬁémgo nds,
constructing the expl oi {eg3foliap, HPALANSHEThe R&tdrhR Mbads, bP 1R sdeLYRE WS t he
el ementary functions of said set, the execution of said el enentar
r@y:ﬂ%tem

functions being triggerexechijon,hby emsans i o thh seprndd exacysionc pedi ey &he
of the el ementary comeyge, WioRe, ALSuRlGR) enared.  and modi (ying < he

» and a sequence of the triggering commands with renamed orders is
chosen among the set of sequences allowing the execution of the
protected software,

— and by producing:

» a first object part of the protected software, from the source of the
protected software, said first object part being such that during the
execution of the protected software, appears a first execution part
which is executed in the data processing system and whose at least
a portion takes into account that the triggering commands with
renamed orders are executed according to the chosen sequénce,

» and a second object part of the protected software, containing the



-- by nodifying at | east one chosen portion of the source of the protected
software, this nodification being such that the splitting of at |east one
chosen al gorithm c processing into dependent functions uses only el enmentary
functions, - by producing: the first object part of the protected software,
said first object part being such that during the execution of the
protected software, at |east one portidn of the first execution part also
executes the el ementary comuands according to the chosen sequence, and
the second object part e3ploftpiiorhmears; sald seepndabiectaparbbeing su¢hthal afies

expl oi tati on nmeans, sai d,second obj.ect. pant, bei such.th after. upl oad
to the unit and during @hogﬁgggl&ﬁpfblﬁumt apﬂéiqug{ﬂgec?gauté%} %é’,rmgf)tﬁaars t he
second execution part byaiRaNspmhrsihé sbcdhd@xeditionPaR Y Rchns BE whidh PRt ar y
functions triggered by the first execution part, -~ and during the usage
phase: in the presencerddrs tfegestoietl and dhedependéntdurmtions aneemeautsd, command
contained in a portion of the first execution part inposes if, executing

t he corresponti nandprpleading the segond ?‘Uﬁcquftqqéh%ugla!ﬂ( ugl, with thesintentigpafi on i s

execut ed correctlﬁ -E?.gggxggﬁﬂt consequently, the protected software is
al |~

conpl etely functlotﬁ1 I'h the absence of the unit, in spite of the

request by-a R ddritp Pisapé fhdse deting ket thePratadted sdfbvire iDGREutede execution
of an elenmentary function in the unit, not being able to fulfill said

request correetlin tho présanceaof Itheasmitsandl epeh tinm ai giggeting cemmand withy ect | y
and that, consequently, the pratected sgft I.S .not conpl et.el .

functi onal . Accorasacin6iiERSS ot apring o he FshaReuipn o ppbses it
accordi ng to the pdsfyfifpt inOfhe GRNP iHeSRIStity oftihe | BBresfRARIZOAPehIRNR FRRNARR:
defining: - at |east one software execution characteristic, liable to be

nmoni tored at | eashdiexepating ity sohthatndaid portien |ieasxecwed coriecdy iamd thatabi de
by for at |east one soft e execution characteristi.c, .- detection neans to
i npl enent i n thecﬁ‘Fﬁ_eﬂu%m ,gzﬁam?tleﬁﬁﬁtsg&gg{eelgf:opniﬁe?%hn}cgggaﬂ, one sof tware
execution chagachiy iSiHeQablaiRe of Ble R, € spite Géthé Est%ﬁrzﬁ&?bpﬁﬁ%rst

criterion, - and coercion neans to 1 nplenment in the d enabling to
i nformthe data premdisnipag teytsiggen the dkecutiondiffaydepisedent denationrindhe anit,

software, when atnol gee}%tg agfcleio %\rlliﬁ&lesra.} peqiugst%g}'recatﬁi, (sj.g gha?%t least8said portion is

not executed correctly and that, consequently, the protected software is not

completely functional.

According to a variant embodiment, the process according to the invention

comprises: |
=  during the protection phase:

e defining for at least one dependent function, a family of dependent
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

¢ and modifying the protected software:

— by choosing, in the source of the protected software at least one
triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the
protected software by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.

According to a variant embodiment, the process according to the invention



constructing the exploitati on nmeans enabling the unit, to also inplenent
the detection neans and the coercion neans, and nodifying the protected
software: - by choosing at | east one software execution characteristic to
noni tor, anong the software execution characteristics liable to be
nonitored, - by choosing at |east one criterion to abide by for at |east
one chosen software execution charactefistic, - by choosing in the source
of the protected software, elenentary functions for which at |east one
chosen sof@OmBCExecuti on characteristic is to be nonitored, - by nodifying
at | east one chose orti.on t he source of the protected software, this
nodi fi cati dn §5PW8H§§§W“WHQPB%ﬁring t he executionpof the protected

sof tware, at Léagégﬂﬂé chosen execution characteristic is nonitored by
means of the second execution part, and the fact that a criterion is not

abi ded by | eads to uheetidideofrenmeiagiofghs pateesyalefpheeing micthodth ciphérahet 0 a
nodi fi cation of the execution of the protected software, - and by producing
the second obj ect p&dersf the protected software containing the

exploitation nmeans al so i nplenenting th cii.on ans, and th ercion
means, said second 8B 8%5‘%{1"13 %%qnﬁgn?ﬁﬁ%gﬁ‘}g enting 2 ASGipheting ‘%‘SEFﬁigounit
and during the execitiBherOthet RaRkd! SieRd ah@fthi restordt tHee afehtiBNf Skt War e

execution characteristic is nonitored and. t he f_act that a criterion is not
abi ded by | eads to tdependentfupetione $sexgputy/inttbenmibi ng i nf orned and/or to a

nodi fication of the execution of th rotected software, ~ and dur.ing the
usage phase: FPrBH’(g tﬁr%géqf%edgfmi’ﬂ@“?ﬁ‘i‘l?’t .&c progess greprdiog dp, tﬁ? HRVEIEORe  j o
correspondifgddfsal | the nmonitored execution characteristics of all the
nodi fied portions of the protected software are abi ded by, enabling said
portions of t teripg the poatectiongfhiasear e t o work nominal ly and consequently
enabling the protecfed software to work 9 nomnally, - and if at |east
one of the chteﬁ%‘@Hﬁ@%B’éﬂ%ﬂ@i&Wﬁe'mni tored execution characteristic

of a portion of Lhe s gheahod ofhsiabRe | Farible BAULIGH BY ledsflHoToigharre data

processi ng system of it and/or nodi fying the functioning o e portion of
the protected sof t walgnritbmic pmcessing, fwinch iduning ghofexedutiopr aft thet mrdtestedd war e

is nodified. According to a variagnt enpodi t, th rocess according to
the invention conpr iSOB®arg pagtia yaﬁén%r%?gﬁcgﬁhmggged% ng: - as

fi i orl Stic. L . : ¢
Software executlon %g&apﬁ%&; Tehst oh@@h@sf%n?ﬂi’ﬁom%‘%ﬁx@e o%_tlYiéﬂoi’é%éi‘i 0

measur enent of the unctional i of a software, criterion

to abi de by, at | easofiomee, this asddifichtianswingsuell thas duging theexevitien of the
neasurenment, - and actual i zation neans enahling tp date at | east ope
variabl e of measur eri%ﬂﬁe?tedéBhg’f“fﬁuettféﬁﬁ WL %gﬁf{aaﬁp?f@tﬁ%a&hgn%ﬁ%ﬁm? g the
unit to al so inpl emefosd Gariable resides in the unit,

— and by producing;:

> the first object part of the protected software, said first object part
being such that during the execution of the protected software, at
least one portion of the first execution part takes also into account
that at least one variable or at least one copy of variable resides in
the unit,

> and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one

copy of chosen variable resides too in the unit,

-> and during the usage phase:



actualization neans, and nodifying the protected software: - by choosing
as software execution characteristic to nonitor, at |east one variabl e of
measur enent of the usage of at |east one functionality of a software, - by
choosing: D at |least one functionality of the protected software whose
usage is liable to be nonitored using a variable of neasurenent, at |east
one variabl e of neasurenent used to quéntify the usage of said
functionality, at |east one threshold associated to a chosen variabl e of
nmeasur enent cor r zstherpaesegea of thel unit eaddy timgfgportipn Shithe fitsh ekpaWigninayt and at
| east one net hod, of upgdat e of a'eﬁ osen varitabl.eblof .1 0. asurterretﬁt
dependi ng on t helMROSEHILHSTZ? YATiARRen HERY; ¢fyyariable residing e it so that | oaqt
one chosen portiQr :he . e e }

hodi i cation bei Fad ﬁ%g%&fﬁi?%%ﬁiﬁgﬁﬁlgpé%?ﬁﬂ BoriBaictay: 8}% totected

sof tware, the vagdifehdre isdonieslyrfanativinal,s actual i zed by neans of the second
execution part depending on the usage of said functionality, and at |east

one t hreshol de cr aebinrthe absenegcefthe uni, mcspifaof therequest b2 pergionos thesfitgt phase,

in the presence of the uni and i.n the ca ere at Jl.eas .3 hreshol d
crossing corresp8HfH %“P%ftéquﬁe@a@flaglﬁeorlaicr%%? oﬁ?aw@&eq}géﬁdﬁx%htﬂgégfrgé ,HO? o
informng the da?ﬁnﬁ%@fé@ﬁ%ﬂﬁﬂ saMBleg iR lcofrbotBN8d fiat AIAst ¥aidPoktih fwaEt i Oni ng
of the portion of the protected software, so that the functioning of the
prot ect ed sof t waexecutednoatidetlydandAthatr donsgquantly the riratected ndodiavaneis not he
process according to the_.invention conprises: -~ during the protection
phase: defi ni ng."mplﬁﬁlyg’tncf@%ét one variabl e of nmeasurenent, several

associ ated th Sto -an8her PréfeREE NmBARMEAD thEBFDEsS ClctHTRPN NHet O each
of said thr esﬁgﬁﬁgi,n% gom?nrmdf ?i;i ng thempr ot ect edérggftwar e: - by choosing in

t he sour ceinwéntidmecoprprisest ed software, at | east one chosen vari abl e of
measur enent_ tQ whi ch nust . be associ ated several thresholds corresponding to
di fferent T nfipanghe protseHPhaRe: 't ynctionality, - by choosing at |east two
threshol ds asgocijgifidet © the chosen variable of neasurement, - and by

nodi fyi ng at | east ong chosen portion of the source of the protected

sof tware, this nmedifaseadf dembrtarygfuncibdnst hutt-set diithesgt dfidependentifonctionsf t he
protected software, the crossings of the varjous, thresholds are taken into
account differ entl y,angy ssbahelementapcampgn %&?&@l??t eg“é’i‘et“,tar&ﬁﬂm&ﬁ??’ng t he

usage phase: said set of elementary commands being a sub-set of the set of
triggering commands,

e constructing the exploitation means enabling the unit to also execute the
elementary functions of said set, the execution of said elementary functions
being triggered by the execution in the data processing system, of the
elementary commands whose order has been renamed,

e and modifying the protected software:

—~ by modifying at least one chosen portion of the source of the protected
software, this modification being such that the splitting of at least one
chosen algorithmic processing into dependent functions uses only
elementary functions, '

— by producing:

» the first object part of the protected software, said first object part
being such that during the execution of the protected software, at
least one portion of the first execution part also executes the

elementary commands according to the chosen sequence,



11 in the presence of the unit: - in the case where the crossing of a
first threshold is detected, enjoining the protected software not to use
the corresponding functionality anynore, - and in the case where the
crossing of a second threshold is detected, making ineffective the
corresponding functionality and/or at |east one portion of the protected
software. According to a variant enbodinent, the process according to the

i nvention conprises: ~ during the protection phase: defining refilling
means enabling to credidhd athe| seeond oplaieshomaiacd thenerateried i ofivamialsPed by a

vari abl e of neasurenent with at |east. it | structing
the exploitation neans cgﬂ%nr}gl fhgvﬁxg?gm{aﬁg)gdﬁ?%st %aq{f%ﬁﬁog’ﬁea%ﬁeﬁt r?éﬁ:beeit‘é% i ng
means, and nmodi fying Ghh MaRheet Bsloa@td MRY &iit anddy 8 ieitecution ldfehe our ce
of the protected software, at |east one chosen variabl e of neasurenent
enabling to limt the psagaedsoftwdreappearsahé second dxeoniion padbdy niransibife t o be
credited with at | east qQne additional ysage, - and_ by nodifyi ng at_ | east
one chosen portion, thi"%l“?}béﬁefail@aﬁeﬁﬂtegéﬁgﬁleg’ﬁﬁm ﬁ%tlmﬁmﬁéefagmé% call ed
of refilling, at |east Qne.adfis ipggal usage of at |east one functionality
correspondi ng to a chosen varl abl'e bf neasurenent can be credited, ~ and
during theSphasedeingrthé uddgt phase: r eactual i zing at | east one chosen variable
of neasurenent and/or at |east one associated threshold, so as to allow at
| east one addfti émtak presaage afithe heit pugheaghdimp pr plemeatasy epmmand centginedant
enbodi nent, the process,.acc I Ng,. t l-nventd Q Lj Ses; ri t he
protection phase.n a 1pfm%'éf(?¢1icuﬁ%g9ﬁr-spa}éﬁ§% &m&%téé e@%’@%{g})gf] C eglrlt etgli%sti C
liable to be nonibeépending PlethemtBryo furitiohWay ehell IBIE so -thay daid Spditibh eisi on t o
abi de by, at |east one feature of software execution, and nodifying the
prot ect ed sof t waekecutedhgorpebsiang thats sonsaguenthy ethgt Pereciedhrsefars sisic to
noni tor at | east one, Bro&;imlcg 1?:I1 sof tware usage, - by choosing at |east one
feature of execuPP‘&%“’g}Y R4t | east one chosen profile of usage mnust
abide, - and Py %&iﬁ&b%s@bebeﬁ&tu@ﬂammmnh@wqhé@my@?&m@nuéﬁestof t he
protected software, this nodification being such that, during the execution
of the protect edesesfutinn mart, to drigges shel exgewtian ohap glementary dungiipnain| thehe

chosen features of. execut.ion,.~ a uri. p i resence
of the unit, and ungl, et ggg@b},ﬁ]gor @ﬂf‘fl %a%@g%cilg‘%t g%?‘?%ﬁgi chtﬁ? a\tggé%aggﬁé eature
of execution is pekicAbisiast kitecuteif Qbifbtly tahe tHad aopscenty, e SHteteeddof i t

and/ or nodi fying the functioning of the portion of the protected software,
so that the functspBwriegs aet eameplpfebtisastienadof t ware is nodi fi ed. According to

Cant enbadi . Lo . e
Gur g e pr GBI, AP gpfate BhoBthal HiCol PR be APy T e
i nstructi ofvemtich ¢dnayftisest 0 be executed in the

-> during the protection phase:
o defining:

— at least one software execution characteristic, liable to be monitored at
least in part in the unit,

— at least one criterion to abide by for at least one software execution
characteristic,

—  detection means to implement in the unit and enabling to detect that at
least one software execution characteristic does not abide by at least
one associated criterion,

— and coercion means to implement in the unit and enabling to inform
the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,



unit, - a set of instructions commands for said instructions set, said
instructions commands being |iable to be executed in the data processing
systemand to trigger in the unit the execution of the instructions, - as
profile of usage, the chaining of the instructions, - as feature of
execution, an expected chaining for the execution of the instructions, 13
- as detection neans, neans enabling t®& detect that the chaining of the

i nstructions does not correspond to the expected one, - and as coercion
means, means ena@instigeting thetxploitation nieans qpablingsthe nyitstipsseaminapiethent the nodi fy
t he functioning gf the portiop_ of protected software when the chai ning of
the instructi onsOdedOnIRgang ap 3@ﬁ6%@“¥5mFﬂ§’expected one, constructing the

expl oi tation a | . l.i ﬁai .to execute the instructions of

t he i nst ru_ctigﬁsgride@?&?ﬁggg}%éig%?%ﬁ?% slgel‘d instructions being triggered by
the execution in_t hBy @ﬁ&é’sﬁ% CRESING VNP ex&utibA Charastkfistid {o°Mdn# nds,
and nodifying the protected software: - by nodifying at | east one chosen

portion of the sour among tietsefimamn exctetion diarswertsticy libhle to bermioaitatedg t he

el ementary functions into instructions, hy specifying the chaining by which
nust abi de at | east b¥&hROHNE phisastpne, crietion o &b‘rdpﬁﬁ' hat feaghera ehessni n t he
unit, D and by tran§$f9‘;]§ge%? ct,dﬁ%n%bm}i@ﬁcy commands into instructions
comands corresponding to Be PASTTuct 1 ong used, ~ and during the usage
phase, in the presepgecitosingeind sobftet b thasgrowdrREesdftwars, dRinamtad t hat
the chaining of the Instructions executed in the unit does not correspond
to the expected onefurnctipas nfasg whieh dat alegstocanssi ghgseny ssaftwase executionor

nodi fyi ng the functipni .qf . or t i of the protected software, so that
t he functioning of fﬁaé‘a%?’a@gcl%g(gb‘ggjﬂ \%gfr}’g’i s nodified. According to a

variant enbodi ment, pRgodiyRELHIeRE 6RE Cho@ntporiidiof thY 85irke Bf ARPRbIeERY:
during the protection phase:” defining: - as instructions set, an

i nstructions set whee@ware, thisimodifisation beingusich that duwoing thei executien ef thes and
use at | east one operan ith the in tion of returni.n result. - for at
| east sone of the i RE‘%P%S& S8ﬁ¥'%rar2i %eégtwoﬁﬁ C?‘(gfﬁn‘s £hpamo ShaksSiitishic s

monitored by means of the second execution part, and the fact that a

criterion is not abided by leads to the data processing system being
informed and/or to a modification of the execution of the protected
software,

— and by producing the second object part of the protected software
containing the exploitation means also implementing the detection
means and the coercion means, said second object part being such that,
after upload to the unit and during the execution of the protected
software, at least one software execution characteristic is monitored
and the fact that a criterion is not abided by leads to the data processing
system being informed and/or to a modification of the execution of the
protected software,

- and during the usage phase:
¢ in the presence of the unit:

— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software are
abided by, enabling said portions of the protected software to work

nominally and consequently enabling the protected software to work



14 a part defining the functionality of the instruction, v and a part
defining the expected chaining for the execution of the instructions and
including bits fields corresponding to: 0 an identification field of the
instruction, 0 and for each operand of the instruction: * a flag field, *
and an expected identification field of the operand, - for each register
bel onging to the exploitation nmeans an¥l used by the instructions set, a
generated identification field in which is automatically nmenorized the
identification of theminally, i nstruction which has returned its result in
said register, - as detgction means ans _enabling, .during the.execution

of an instruction, fi iEAEHeahmenaT WA LY ey 19 i Jaqutored ¢

check the equal ity gf, fhe, ORRENEARR HFETAGCEE WApLiala SERIRERORE} NG ©o

the regi ster used by said opera and expect e entification tield of
the origin of said gpgédpd inforafig the datayrocassingeystan of dtoansl/ormaddifyinge t 0

modi fy the result of the instructions, if at |east one of the checked
equalities is fal setheAfunotiening of dhexpottinn ob ther protestedespfvaraest that dae process
according to the inyention c rises. .during.the { ecti on phase:

nodi fyi ng the prot e%‘f‘@ 0@859%@?0"90%9S8ﬁ8’8%1%81,°diﬁ%e 'he source of the
protect ed SOfM@Jr&ﬁ alo 4 SASEnOARLEMANE, | BBaproddsaNebordaiy tethditiventioat | east
one chosen al gorit ﬁic processing, - by nodifying at |east one chosen
portion ofcdniprissaur ce of the protected software, this nodification being
such that during the execution of the protected software, the functionality
of at |eas? ofWIRg{HsBIPIRHBIPAP¥hal branch is executed, by neans of the
second execut |on ihe: in the unit, - and by producing: the first object
part of the protected“software, said first object part 15 being such that
during the executdi onsgbfitvhe ¢xeontimt elchraciéristzrlmble tvebd mopitbredabivariablie at

| east one chosen conditional branch is e e&gﬁed i.n the ugivt D and t he

second object part of meaarpmeptnitheusage ctionalify O£ 2 SHWaY; ect part bei ng
such that, after upl gad. i nan i t CAl fial
protected software, 2 p(f)net%x?%& ?‘ﬁea%s%cg HQtegée%t{&?%rfﬂ%gﬁiﬂbé’&%gggg tgféu\;cﬁi ch the
functionality of at Jagiable offrasitement,conditional branch is executed, ~ and
during the usage phase: in the presence of the unit and each t.i

portion of the fir standxastunlizatiprymeans epakling fo update af deast OPFIé’aFlﬁﬁgt‘?fonal ity
of at |east one condjrional. branch in the unit, "so that said portionis
executed correctly ang that ’consequently, the protected software is

conpl etely fugct ic@fgtucting it éxpléitgiontnemsenablingthe unittto alsd iiplenpint theof t he
request by a portion of the first execution part to execute the

functional ity of agtuelimationimea®s, branch in the unit, not being able to
fulfill said request cokrkectl| .l east said portion is not

execut ed corréctlafaéﬂ%ﬁfyﬁtéﬁ&gg)ﬁ%g%ﬁ%% y,gxref he protected software is not
conpl etely functionapy chedsgigdadgoftware esecutior clearbaeristiento, mbhitorp rab dexss
according to the invention conprises, during the protection phase, .

nodi fyi ng. t he pr ot econedvasigbl r@saaﬂlr%petttrﬂfdgw&geiq{# LoRs fpchipnality,

prot ected software, al | east one series of chosen conditional branches, -
by nodi fying at |eas? ao?fg%%%%sen portion of the source of the protected

— by choosing:

> at least one functionality of the protected software whose usage is
liable to be monitored using a variable of measurement,

» at least one variable of measurement used to quantify the usage of
said functionality,

» at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,

> and at least one method of update of a chosen variable of



software, this nodification being such that during the execution of the
protected software, the overall functionality of at |east one chosen series
of conditional branches is executed, by nmeans of the second execution part,
in the unit, - and by producing: the first object part of the protected
software, said first object part being such that during the execution of
the protected software, the functional“&y of at | east one chosen series of

condi tional branches 16 is executed in the unit, a t{;e econd obj ect
part of the protected W‘K&P@{‘“ﬁ%? 10828 ‘@BF%%‘E“E)‘Q&WC %‘?ai‘gy’such t hat ,
f | oad h [ [ '

after upload to the g@'sbéycrgiﬁgif)ggé'a@%&stfeon%)(?ﬁgéﬂ ﬁgrt% b ﬁx\gﬁ%d@%&fhﬁ*%e

sof tware, appears t R cutrton par ans o e overall
functionality of at plfasisd ABRwEROSBI: Seddificatioh belngi suchnibat, bdwighekei s
executed. The process according to the invention thus enables to protect
usage of a sof t war e ekgcution g the proteeted i sofwar the yariable rof roeastirepent s -
presents the characteristic of containi part of t{}g sof tware i ng

ining a

executed. It fol | ondcuplizedby meaps ¢ Q‘?/é%sQnSrFXS?utl%p Arpending, op st i ng t o
work wi thout the pr {138 3f3ﬂ 'iEﬁﬁE |, 2h@ 9t 1Rdtlonk TRRSIFId bRosEiRE iE@akent he
part of the softvvarg&%?ldtfglglr?e ?tn t fey’processi nél and rrermriszli %é uni't during
t he execution, or elise aseduiit,deri ved version of the software will not be

conpl etely functional. Various other characteristics energe fromthe
descri pti o narbdwingthe usagediase ie the, presenee 9h ey aﬂﬁ? ggﬂﬂgr?esw &% &how, as

non-limting | S | | Legt of
the i nventi oniooR i BuofSRE SRk o Rephiling 15 ot Bhask Bhe ik W S
illustrating tbectedy inforsning nthe séutd arocessingf syastern bof vieirandfoe spedifyiug | thenot
protected and protected by the process in accordance with the inventjon.

Fi gures 20 t ofumetipningof the éo%n#éhﬁﬂ’é%tf’cwgrs? Waree 3% that s, functipnigg of

appar at us i npl.e I r; jn accordance with the invention.

Fi gures 30 ankeﬁﬂfg?@ﬁféﬁgﬁéﬁg‘%ﬁﬁﬁg&ks di agranms maki ng explicit the
general princisgberdafg tha yEraneembodimettptittapweessi advotding itothatinventiofi gur es
40 to 43 are diagrans illustrating the protection process according to the
i nvention FORPRIENti ng the principle of protection by variable. Figures 60
to 64 are dj a il i the protection process according to the

i nvention id}rrplqgﬂrrlg%ﬁerﬁé&t%%ﬁeﬂpé@g%i pl e of protection by elenmentary functions.
Figures 70 toe74 gefifingt agrans illustrating the protection process according
to the invention inplenenting the principle of protei:ti on bé det%g# on and
coerci on. Fi gur es- 80foF at lgast ane vapiable ahmenguremsntfevergl asgecipted tresholds: pr ocess
according to the inventi. 14ml j (el ol . j by par
renam ng. 17 Figur dé@&te‘:l){%)f%g&g}d i asgzr:%&rfg&:;r md&s{bregdfﬁfﬁg ﬁgﬁggrﬂc? eétion
process accor @i NGndnddifingthe piotested spftwarent i ng the principle of protection
by conditional branch. Figure 100 is a diagramillustrating the different
phases of i npl enent aby ehoosihgtinthessgwrescef the Pratected saftyrarept leastenechesen
illustrates an enbodj ne of e | J ow t i Rpl ' t he
construction stage OYar{aﬁLe polfo?Iéei%l&%‘nﬁ%ﬂadge%@&}aclgg?edz?r%cgg%%ia#dt %‘gvéifal
invention. Figure 12@rdshbMst cairespontirgredidifferentf limitpr ef cusdgermiofatthen uni t
used in the protection process in accordance with the invention. Figure 130
illustrates an enbodfumehienality,a system al l owi ng the inpl ementation of the

t ool Ki t t.h tect] i i
nvent 1 on. B gur & 146y Phapteraferet &b BRBREIdnRuRA BIGE el vhifhin gt e

i npl ementation of thgephpéM&dti on process according to the invention. Figure
150 illustrates an enbodi nent of a custom zation unit used in the
protecti on process i andbganddifyingvdttleasthene chosen iportion of the source of the

o,

protected software, this modification being such that, during the
execution of the protected software, the crossings of the various
thresholds are taken into account differently, by means of the second
execution part,

-> and during the usage phase:



In the rest of the description, the followng definitions wll be used: A
data processing system3 is a systemable to execute a program A

processing and nmenorizing unit is a unit able: - to accept data provided by
a data processing system3, - to return data to the>data processi ng system
3, - to store data at least partly in secret and to retain at |east a part

of said data even if the unit is switced off, - and to carry out

al gorithm c processing on said data, part or all of the result being
secret. A umtt ®thepigsenceebtheiwi: and menorizing unit inplenenting the

process according to the inventi.on. A bl an it 60.1s it .which does
not inplenent the ploRESaseKlgly feossing ﬂ€a #(lﬁ’ggﬁﬁh(?ﬂd lst&‘lﬁfécﬁ’,ﬂi THOWYLE 1 ecei ve
data transform ng i{hel BtfReced! Rbhw Ot Rb CaeUileO BhRadoldiht BActichaBtd! ank
unit 60 which has rglge veecfi‘epart o?redgta enabl i ng it‘,%ggfteg re?:eptai n of
suppl enent ary dat a, afiyendre, t ransfornmed into a unit 6. The upl oad of

information to a blank unit 60 or a pre-cystonm zed unit 66 18 corresponds
to a transfer of—i ntust imtheospse svherrothsl erafsing pf asecand thresheldds detestedzed uni t

66, and to a storage of said transferr i pf orgmat.ion.. The,transfer can
possi bly include a Hﬁ%ﬁ'&e‘n &"“ttw Qﬁ%f’%‘?%’g’toflglﬁlgf %nghty&n\% iaZlS‘Taé{,so%e
function or data copbaioned tidprblieieddbwaigcessing: system 3 will be

i ndi cated by an uppercase letter, while a variable, a function or data

cont ai ned i n Abmrdingtto6a wiatiantbembedimsat,cthebgrogess caoeendingetd ¢he @vention A
“"protected software", is a software which has been protected by at |east
one of t héPMES pl es of protection inplenented by the process in

accor dancesw fh bibtEtionPRase: A "vul nerabl e software”, is a software

whi ch hase_r%ot&lgjeﬂeglr}ﬁ%%%(ect egmby any principle of protection inplenmented by
the process i# adefiningnoafilling hmehms i enabling otn  credit t dte least e ondh esaftware
differentiation hetween a vulnerable software and a protected software is
not i nportant, ta@cpgpaﬂ‘ty %?WW&?ngyi% vaLaye o Am%*l“f%g“r"g ‘W@% agé?qs Qe
representations Q&Hﬁ&ﬁﬂl'ﬁgaéw the instant considered inits |life cycle: - a
source representation, - an object representation, - a distribution, - or a
dynami c repr esentaistratting thessxploitation prease alsa hllowingf the usib t¢ ivplemest the

under stood as a representation which after transformation, results in an
obj ect represent 5 2 MEA™SBur ce representation can offer different |evels,
from a concepf ual, fhskik ﬁ@g@te&&&ﬁ\@d{@ executable directly by a data
processi ng system or aigir}l cesSing and nenorizing unit. An object
representati on of abyahbosing ircthersesperodihd protected\seftwafe, atleagtoaachésenn whi ch

after transfer to a distribution and uplqad tq, a data progcessing system or
a processing and @ﬁ@pplzlprgjrmﬁswpn}?gﬁeg@ﬁ p-’cné‘ﬂ_.ctihq s %ﬂfﬁz?nq‘%Pa'i‘Wstance,
a binary code, an inharphihedutosteabR! fo be Arddisl Witk bt ¥ast 8nd aBiiSh&Al O
virtual support containing the object representation, said distribution

havi ng to be put at ushge,user's disposal to 19 enable themto use the

software. A dynam c representation corresponds to t execution_ of the
software from yna and b%/ mo?h ng at least one cho 1 rtﬁs modification beIng

osen portion,
such that during a phase called of refilling, at least one additional usage

of at least one functionality corresponding to a chosen variable of
measurement can be credited, |
-> and during the phase of refilling;: -

e reactualizing at least one chosen variable of measurement and/or at least
one associated threshold, so as to allow at least one additional usage of the
functionality.

According to a variant embodiment, the process according to the invention

comprises:

-> during the protection phase:



its distribution. A portion of a software corresponds to sone part of the
software and can, for instance correspond, to one or several consecutive or
not instructions, and/or one or several consecutive or not functional

bl ocks, and/or one or several functions, and/or one or several subprograns,
and/ or one or several nodules. A portion of a software can al so correspond
to all of said software. Figures 10 arld 11 illustrate the various
representations respectively of a vulnerable software 2v in the general
sense, and of* a qefisingst ed software 2p protected according to the process in
accordance wth the invention. Figure 10.i|lustrates various

representati ons of & SANWASF S¥cRliAb shafastensie IQ%LFe@rhWOH‘mrP&g“ profilg of ¢
cycle. The vul nerabé Waqgh%e 2v can thus appear under any of the

foll owi ng represent AL ONg: o8 source representation 2vs, an object
representation 2vo; gn@astirféridnitdtabiie by gt leSRiofle Sakire 0P sdftvodte GRECUBON S
comonly the formof a physical distribution nmediumsuch as a CDROM or the
formof filew diadmbdifiog therpootgttedsofbwarst k- (GSM I nternet, etc.), or a
dynam c representatjon 2ve corresponding,to the execution, of the vul nerable
sof tware 2v on a daPRchpasugssispiwateaxspitionhagacierisiie ihmopiier atlgast pne

classically incl Udeﬁroﬁ?é 0#6%%&@1% ?rocessor 4. Figure 11 illustrates
vari ous representattons of a profleg ‘ed software 2p appearing during its

life cycle. The probpeheskindht YastComkp femire! dilgkeaitiiRby WIHEH a@Maspbné he
follow ng representations: _a source representation 2ps including a first
source part intendedlcfsénptqf@eﬂfa‘@%g@mbé@ﬁﬁg system 3 and a second source
part intended for the, unit 6...part .of said,source parts.can co be
contained in conTT_DnaIF‘}I% s’,‘wglgﬂg%kﬁttég?s"r%ﬁr‘é@ém &P Qéf)hei ﬁ%‘?fﬁ%gﬁghé first
obj ect part 2pos i npepstes fseftwafes tHR! anddifAcARA Bﬁn%}’ﬁcﬁ!’fﬁfat,?lﬂddﬁg speond
obj ect part 2pou intended for the 20 unit 6, a distribution ZBQ

i ncluding: - a firsexefutionjobthe proteséed sofpuarectbatsarondnexecnidon parg mbigissect

part 2pos, said first distributko ar bei ng i ntended for the data
processi ng system 33%13@%?%%e%ﬁ?ﬁﬂ%%n?ﬁﬁﬁ%gﬁ%e the formof a physi cal
di stributipn a{fﬂdiuﬁﬁggh'\'/fﬁsagé phadelIREd Sresérles of teini, ahd irbthe @hsel whetbited

t hrough a network ( Internet, etc.), - and a second distribution part
2pdu havi ng tdetectest that gt legst prexfratuse ©f xecwion: ismot abidedity, dgformingitheh a

part of the seco ) p . ich . the
user has to f ?gﬂocg %@%%&%@1@%&%@%@?@53‘? éngﬁgﬁ%ﬁgﬁgﬁé?%ggto SO0 as

to obtain a whetprbtected sbftwaap) sorehitathe faictioning nef thet prokeettd Eefiwaresisance,
by downl oad through a network, or of at |east one unit 6 to which the
second obj ectmf d-2pou has been upl oaded,

According to a variant embodiment, the process according to the invention

comprises:
=  during the protection phase:
e  defining:

— an instructions set whose instructions are liable to be executed in the
unit,

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system and to trigger in the unit the execution of the
instructions, '

— as profile of usage, the chaining of the instructions,

~ as feature of execution, an expected chaining for the execution of the

instructions,



or a dynam c representation 2pe corresponding to the execution of the
protected software 2p. Said dynam c representation 2pe includes a first
execution part 2pes which is executed in the data processing system 3 and
an second execution part 2peu which is executed in the unit 6. In the case
where the differentiation between the different representations of the
protected software 2p is not inportanti3 the expressions first part of the
protected software and second ‘part of the protected software shall be used.
The inpl ement ati en aé deteetiq meass meend cudimetto detest thatdhe chaining ofdber dance
with the dynam c representatjon of f%gure 11, uses gn apparatus 1p

i ncluding a data pré@%‘%‘i‘?ﬁ’éd@%‘@@ﬁpg RNdQ : CHRCRd PPk 5 to a unit 6. The
data processing syst ecg]éxg’ gbesrci% Ig%s,tPﬁ@gnflgr%bgﬂggﬁﬂﬁénn%@ﬁ%ﬁ)%ée&ing; | east

one processor 4. “Thé&™ processing sys a conputer or part,
for instance, of var,Qus dHBOR tOSfiedife \the Eanctibhingofothe FibE of (pptdeted, Or
vehicles in the general sense. The link 5 can be realized in any possible
way, such as for insbfiwere whenethe ghainingof thelumsgrustions dogsait sofresponddo
optical link, a network Iin(li< or a direct electric connection to a circuit
of data processing \gg‘%f’@ﬁ?t& OB%:c. It should be observed that the unit 6 can
possi bly be physi : t ;NS LAt iIf @l t than
t he processorb4 8§€4t¢$ét“l(‘)éﬁg p é%ﬁxgﬂ%%%@sﬁlgﬁ%&ﬁﬂﬁ? ﬂthﬁilggigé%%cﬁ ee&%nit 6
can be consi der egnsiticiormzofith® astactiornsnset.cthatekemtibn of lseidpnstoesions bdingf t he
data processing system3 and the link 5.is internal to the integrated
circuit. Figures togeeres pthegaceutionin the dataprosessing systemyaH-the MSEPEPIanner |
vari ous enbodi ne he apparatus |p allowi ng the inplenentation of the
protection process In accordance with the invention. In the enbodi nent
illustrated i e fiagdned@ingithepixetaidcftwareppar atus | p i ncludes, as a data
processing system 3, a conputer and, as a unit 6, a chip card 7 and its
interface 8 commonl ybyompdifidng aflgast eagehosemportionpfithesource of thepretectas t o t he
unit 6 by a link 5. rineg t he execution of the protected software 2p, the
first execution parts° 8% which i s executed in the conputer 3 and the
second execution pari 2peanéfirifing the@l@aetitas flnctions ixtbimstaietions] and i ts
interface 8, nust both be functional so that the protected software 2p is
conpl etely functionat. WnspesHyiagitbeichaiing by yduchympst 34ids atyleagt spme ofie

protection apparatus Ip g#hg . Q9 AT | sense, including
various conponents 10 atcjilgp e Ettlgnsﬁle ngx?ie%%glggggg{r%g@ﬁby such a product
9. The protection apparaidiBy ltansforrhingethe elameiteryooeminands irdo dadtauctionsessi ng
system 3 enbedded in the product 9 and, on the other hang, aunit 6

associated with the protfmands aggrespondingto the igfruptionsiusedo ) et el y
functional yt Rl { f PadshceT thOMRitCheing avahbRglis Thus,
during theh)exg'g(lijt‘l ongo ggﬁ%g rggeré?tlglgegoftm(gre 2p, the fi rgt execut il%n part
2pes whi ch i s deteetadt thelt ithe theinmlgt of freo dmstsictionss xstcated3inathe vihit does avot!
execution part 2peu ich is exeguted .p the unit 6, nust,both be ..

functi onal . Sﬁpﬁeﬂ&@t&? Spee r@‘eﬂdngﬂg'dﬁl%ghet Aatpprgpessingqsystent of ity o
protect again 0% oZR6 FRAGRng! ST hORidhof heroRRRARbRWE, so that
functionaliti %ﬁgyﬁ#ﬁg{%ﬁce, t he gr oducg 9 can lfe)ﬁrgn i nstall atic(’)n,a a
system a nmachhefunctioning of thepireteeted sofimarsisingodifigrl.i ances, a phone, etc. In
the enbodinent illystrated i,n figurg 22 he protection a atus |I.

i ncl udes sever“’sﬁcoﬁ‘gﬁﬁl}?eq' yanant V@ﬁ‘l’&'&?’“ﬁaﬁ? °%§Sca§ﬁﬂf3’mgc§$%%%‘&“ﬁ8}lk. The
dat a procegg}ngﬁsésystem 3is a first conputer linked up by a Ilink 5 of
network type, “to a unit 6 constituted by a second conputer. For the

i npl ement at-p ordweingtthe€protectiohiphase: t he second conputer 6 is used as a.license

server for a protected software 2p. During the execution of the protected
software 2p, t%he deéfiipglexecution part 2pes which is 22 executed in the

first ter 3 and th d tion. 2 ich i d i
he: second computar - 85 IRIBELG 650 R sht ERGH ol e sdeic SERTHIGE '
software 2p is conpl %Jo?ﬂviﬁi‘x‘é‘glsité?é‘%d sk QY 1@sBoheCoRRARBwItR theliRerftion! ofCi t

nore precisely, the protection process in accordance with the invention. It
shoul d be observed t bettrmng/ateseltabl e software 2v, is considered as being
executed totally in a data processing system3. On the other hand, in the
case of the inpl enentf‘altatdwsgﬂif)f&e ﬁ@@é@%@&“@ﬁ?%@?’&ﬁrﬁﬁé&%ta processi ng
system 3 includes transfer neans 12 linked up by the link 5, to transfer
means 13 being part of the unit 6 enabling to establish comunication
between the first execution part 2pes and the second execution part 2peu of
the protected software 2p. It nust be considered that the transfer neans
12, 13 are of software and/or hardware nature and are capabl e of providing
and, possibly, optimzing the data conmmunication between the data

o . e ~ Y o A~ A~ o D 1




al ways considered as present, a unit 6 physically present but including
protection neans 14 not adapted, i.e. not allowng the correct

i npl enentation of the second execution part 2peu of the protected software
2p is considered as present, when it works correctly, and as m ssing when
it does not work correctly, and a unit 6 physically mssing is always
considered as mssing. In the case wheMe the unit 6 is constituted by a
chip card 7 and its interface 8, the transfer nmeans 13 are split into two
parts, one being on»t he parttdefihmmgdhsfimetionalidy of theinsbmetitnsi ng on the chip

card 7. In this enbodinent, th bsepnce of 't chip.card 7 is consjdered as
equi val ent to the aBseﬁE@ acﬁaﬂt nmgt?leg_xp?qecl;&?épm .?rdti‘,e e?‘ﬁ"“?‘ﬂ@ oglﬁé%nce of
the chip card 7 and/or ih c{ei e‘%lhqﬁau&nﬁ%@@f@rﬁggﬁggggﬁﬁgqgﬁ 14 are not

accessi bl e and do not ena executFPon of the s execution part

2peu of the protected of taEdentdRatin fiBldadT thoinktradtionhe protected software
2p is not conpletely functional. In accordance with the invention, the

protection process ai m® atandrfpt eachoperagd af pheiingtiystionof protection, call ed
by renamng a description of which is carried out in relation to figures
80 to 85. For the inplenentat?Ba8Bfld he principle of protection by

renam ng, are defined: a éetarfga%n g(%ggtgg?}%egfﬁige%pﬁo%gdg*e«@%ﬁc%egsaendent

functions are liable to be execute exetution part

2peu, in the unit 6 fpethResisicP b¥lohgink/t8NEé ekpleRitordRbiRemd Wxed 43! the
processing system 3 and the unit 6, said set of dependent functions can be

finite or infinite, ihstictions ofett rd ggamerated cidentifientionofieddii in dwhbiohd eist
functions, said tri ri onmands i N e.to execut.ed in the data
processi ng system 3%%&“%%’1“? iJearrs ttﬁ% lg?ﬂﬁcét,mq e g@?eiaﬁtjilg%ucﬁlon
correspondi ng dependgiith hayvetur@dSits rebdlt irfR@drelistegger i ng command, an order
corresponding at least in part to the infornmation transmtted by the first

execution part 2pes,ast dete¢tions swens] mcagutenablingarduringethe xeqution oof angger
t he execution of the corr.espondi dependent functi .sald order, havi ng
the formof at |east™ tgp ﬁﬁﬁ%pﬂergn‘gﬁl? etil?:}ﬁédﬁe?q %p%sgﬁﬁagodf’he_c net hod
of renaning of the qpélefSalfle o IS PericPattd idGisicativ fieldt sivresPstiding & i of

t he vul nerabl e software 2v,” such a nethod enabling to rename the orders so

as to obtain triggeregigter saethbyl saidi operandn ang theoexpeeted édratification Geldop eal
the identity of thet or r.esp(#ndj nq%tedeaendent functions, and restoring neans
20 designed to be us B OPATY 5aﬁﬁln T8 %ur i ng the usage phase and enabling to
restore the initial HHOYY codrEiof thédhs! MNANE EnsbIARY to HRIAY the réfudd 6f thd he
dependent function to execute. For the inplenentation of the principle of

protection by renaniingiructions,df atdeast aue pfithecheded leanalities énfaleans enabling to
means. 20, For AEG e naill T pgR, sRusHRGET Y Bfockls abdHink"f tET o1 N0
renan ng, @venfbs Gomprises:
-> during the protection phase:
e modifying the protected software: |

— by choosing, in the source of the protected software, at least one
conditional branch carried out in at least one chosen algorithmic
processing,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part, in the unit,

— and by producing:
> the first object part of the protected software, said first object part



chosen, in the source of the vulnerable software 2vs: at |east one

al gorithm c processing using at |east one operand and returning at | east
one result, and at |east one portion of the source of the vul nerable
software 2vs, containing at |east one chosen algorithm c processing. The
source of the vulnerable software 2vs is then nodified, so as to obtain the
source of the protected software 2ps. Phis nodification is such that, anong
others: during the execution of the protected software 2p, at |east one

portion of the first eheigsiehthgbguringthe exopution of theduptegicd softiarentheaiat a
processi ng system 3, takes. into account that the functi.onali.ty of af |east
one chosen al gorithm c%ﬂ}“ileaagbt}’ Hgaﬁclgaqg)?élgGﬁgﬁniclqnglﬁgnﬂrhr%n%,1s%W% t he
execution of the prot e&;ﬁguigftware 2p, the second execution part 2peu,
which is executed in the uni't 6, executes at |east the functionality of at

| east one chosen al gor iahdhthecsepond ebjscinpart of hehproteoted softivg oy, istidrsecond
processing is split so that during the ex%;ti on of the protected software

2p, each chosen al gori ©RI#FEP3St bAIBE §hciythat afisupleadito the upk and dyring te second

execution part 2peu, usj y e i chosen
al gorithm c processi ng%lkés]&ggﬂ%? %?en%t%gucﬁeénd@r#e’fa gﬁ‘%{t:&agﬁg e¥%f%x@%ﬁ&g
varying from1 to N naarlby meambof whidsthel finctivhality sExcleait dirpehivdemt
functions enabling the placing of one or several operands at the unit 6's

di sposal, - dependent fcapditippidranghigexsicutedi ch use the operands) and
execute in,conhi nati the functionality of the chosen algorithmc
pr ocessi ng-? u&%{%ﬁ@”ﬁ%@?&ﬁﬁs&), - and possibly, one or several dependent

functions enapl i fpmkReesBh@CoMBe it hitPedthi ima paitichE iRt HREARSEHAY SysStem
3's disposal of the result of the chosen algorithm c processing, ~during

t he execution of impesepitpexasutiog thef funelienadify of atdeast one dondiensl branchant 2peu
executes the dep nden{ ,f ctti o(gs fdn,. duritn(% t he fXequ i'(r)n of th%
protected soft wal¥ Uht SPHEEat AL RQEIoN’ 18 FAEPYRG COUGRAly, g1} g%’@ S0 ¥y ger i ng
comands with rem@teg{eq%ﬁwarqugmﬁ Rl Gltielofd], t he triggering comands is
chosen anong the set of sequences al Powi ng the execution of the protected

sof tware 2p. ¥heahd irstheabsengt iof thepanit arkpissspite of e 1eAuest by edostidit ofthe 2p,

executed in the data processi syst 3,eexecutes tri .i Ng.CO nds with
renaned orders t?‘éﬂs"fxg?‘ﬁ}%gpq’g%’af’%e u%p%lgr %(tgnf.htg (lfina} fg‘gﬁn gbfaﬂc d8ing in
the unit 6 the rqsdgiit, Mot BYingRBRStoXIfiID Sait @8URET WEredTH o tBEL atQéast Bgdor der s,

and then the execution by neans of the second execution part 2peu, of each
of the previousl| porishi iseaot| spesitech cofrgeidy jagdsthat) gonsequentlye rthouratectedhe

principle of protect)on. by ¢ SMANkA%uhdiGAL 1 ed out by
According to a variant embodiment, the process according to the invention
comprises, during the protection phase, modifying the protected software:

— by choosing, in the source of the protected software, at least one series
of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen
series of conditional branches is executed, by means of the second
execution part, in the unit,

— and by producing:

» the first object part of the protected software, said first object part
being such that during the execution of the protected software, the

functionality of at least one chosen series of conditional branches



renam ng the orders of the triggering conmands, so as to obtain triggering
commands with renaned orders whose execution in the data processing system
3, triggers in the unit 6, the execution of the dependent functions which
woul d have been triggered by the triggering conmands w th not-renaned
orders, w thout however the exam nati 0[1 of the protected software 2p
enabling to determne the identity of he execut ed dependent functions.
Figure 80 illustrates an_ex l.e..of execution of a vul nerable software 2v.
In this exanple, appear’%e’heﬁﬁ{éﬁénfq?eunégecuti on of the vul nerable software 2v
in the data processing afdl $h&€Rodnd dbjedt part loTithe ?fo‘f‘&téd’é*d%,sra séephgul ation
of Z E- F(X, Y) corresponding to the assignnent to a varl a%l e of the
result of an al gorithmobjegost parébeinggucle thag et eploby t@ tHewndt aminduringrtle usi ng
t he operands X and Y. 26 Figures 81 ancg 82 illustrate an exanpl e of
i npl enent ati on of the iCKSBRoNA thepratectedioftwarg.anpsarsdhy speopd exqeation
i npl enmentation of the i I i I t he.execution in
SR, it B vHRT R BRP rRchiNy ol Y e

the data processing sy n uti-on “par _
protected software 2p ahfsensetibCofdonditivnal bandHes idédebuted. appear: at tinme
instants t1, t2, the execution of the triggering commands CDl1, CD2
triggering i nThhereqess ascording tox Eeuinvsntioy thusagsables theretectonsagexafcat i on

The. 1 ansieape By EhEE WRs e eIl ISR BrgbR ol o °°
menor i zat i&nc&%ﬁﬁlgr £PRACH R YoRwary B lerEbutdd, LI FollGWP kot Ak OderiRANS 15

of the unit 6, said triggering commands CDl, CD2 being represénted
respect i vevepsipy ofithy software atiempiing Y9 worktwithay thenprogessingt ahdt roemdidingt he

execution of., the tri,ggeri 0 n CD3 40 CDN-1, tr.iqggering i.n the unit
& the. oxait iifodss \HIEEAE GO TR B St EPahinsth in 485 b hssing g
COr I esponGhnsfoflging \HeNduring el exesutich or @1dedMidl deriiddver§ibf 92 thd) Soffpargands

CD3 to CDN-1 being represented respectively, by TRIGfd3) to TRRGfdN-1).
The seri eswBknadsepmpiately fimatiospls fd3 to fdN-1 executed in combination is

al gori thm cal .equi val e functio V(o] recisel t he execution
of said tri ggé@f’ﬁ@s 8@%&&%&%@%& 3™ %r%g @%@cgﬁ Sﬁsﬁ?‘f’ﬂe‘“_ﬁ# tbeE{w df the
dependent refii€rideons the3appentiedt diapdainsh wisieh tdhows 0a adhSimitinghex4mpeE, zat i on

zones X, y and return _the result In_a nenorization zone z of the unit 6,
and at ti nembogdimgnis andiimplementations ehthsmsubjeet ofdbeinvantiobnmand CDN tri ggeri ng

the. dependent IR Pn ety o8 SHRAARC bideE ARRERE BEREMb e Woihc "

al gori t hm represatsticisng acwfivaire eshpedtiviele noEprotec#dtand hraecied bydhe pidRedsni t 6
to the data processing system3, so as to assign it to the variable Z said
command bR AGCordpReeIEith BIg IByentiqhy) . 1 n this exanple, to conpletely

i mpl enment t hegi hQn, d t i t he
T ggeri ng cortter 2 a2 isERe 38 bxAmp Rl Fious' difocdinbtes Bt kel G
and | N. Thimplerdentingcthe provessintaccorduse Witk thecineertidnusi ng t he met hod of
renam ng of the orders. In this manner O%Qe orders of the 27 triggering

commands cD1 Figuren3p agd 31 arg fupetionaf blecks djagsaras makingeexplisit4be genesak ai n
respectiv ( G : . -B(z). Figure 82 illustrates
t he conpl gérgnc:ﬁﬂ%?ogﬂngﬁ%ﬁsg%ﬁg&{%c? %{éﬁ%%‘?ﬁnﬁlﬁ('t his exanple, during the
execution in Figmrésd@tpddaesiiagrams yihistratidg tiafprofection prdtesd aecorliingno ARyt 2pes
of the protected software 2p, and in the presence of the unit 6, appear:

at tinme i ngvemtion implementingfhe pripeiple fprotectigpby vatighle.i ng commands with

renanmed order g, A f; ' h 1.6, the ren d orders
R(x), R(y) asﬁlvﬁe as t(f%a?%i \ﬁ‘Hdl‘aggétrﬂlg)er#gm%ﬁHQ%éroﬁﬁsfsta(’%orfbﬁlg%? Sori ng
by means Oﬁlvéﬁtﬁ)r{mﬂ@ﬁbmmgméﬁﬁnaﬁle &f prohetioe By BRtheAfAP fifictiong, €St or e the

orders i.e. the identity of the nenorization zones x, y, and then the

execution by Kigures @0 to M arediagramsilbasirating theprotetion progésstaceordingrte slondi ng
dependent functions .fdl, .fd2 which provide the transfer of the data X Y
fromthe dEventpmplemeRting é’mnélpé%’fwé’g%ﬂ%sv dsfeption @@ necti vel y X,

y located in i i ttﬂ"elﬁ I ks L i i
commands withr %@E%?ggﬁ&l%?m@%gbe' llgmrc E‘B&B&%ﬁ%sga&%"es éttiﬂ‘gel y by
QUT (R(x), in¥nticdimil&hentingthe privkiplé 6Epiotstion by phBrehemidy. | . the execution
of the triggering commands with renaned orders CDCR3 to CDCRN- 1,
transferring to the unit 6, the renaned orders R(fd3) to R(fdN1),
triggering in the unit 6 the restoring by neans of the restoring nmeans 20,
of the orders, i.e. fd3 to fdN-1, and then the execution by neans of the
second execution part 2peu, of the dependent functions fd3 to fdN-1, said
triggering conmands with renaned orders CDCR3 to CDCRN-1 bei ng represented
respectively by TRIG (R(fd3)) to TRIG (R(fdN-1)), and at tine instant tN,

o - o Py




the invention for which the two algorithm c proccesings chosen in figure 83
are renoted to the unit 6. According to such an exanple, during the
execution in the data processing system3 of the first execution part 2pes
of the protected software 2p and in the presence of the unit 6, appear, as
expl ai ned above, the execution of the triggering commands with renaned
orders CDCR1 to CDCRN corresponding tol7the determ nation of Z and the
execution of the triggering commands with renamed orders CDCR 1 to CDCR M
cor r espondi ngFigoresfy) tod2anerlingnamsrillustrating thepriotdction peacess, according todhe

tri [ d ith d.ord t t ted

congacut | JEFSHHoR RElsaE e G GLP oK D ARG LR b HERaned o der S

COCR 1t [ . ' In th
0, COGGM250W54 b b 18R RO SRl SORLA & LERERRbE Gy D L e

exanpl e, OW ng sequence 'I's thds carrie por
i nt er cal atthe sutselr of HGRvehtioRDCR2, portion of intercal ated code, CDCR 2,
CDCR 3, portion of intercalated code, CDCR 4, CDCR3, CDCR4, ..., CDCRN

CDCR M It shBigute #20 diustrates an embodimentiofg systemeallawing dhe irhplampniationn of

the first ti t 2 f th tected ft . the tri [
commands. TR FRGHEAP LA S ot PR D SRt B iy oSt em 3,
trigger in thpighps 426 illitrate@SdOemBEdif ent 0F al ﬁ@léhétbﬁxiihftioh%i@%eBQ§§9€q' ng

dependent functions and then their execution. Thus, it appears t in the
presence gfrotehtiorupiocess in geriotdauoe withitheé snventout ed correctly and that,

consequently,_fhe tected software 2p is conpletely functional. Figure 85
illustrates aﬁ‘gé‘iﬁﬁréﬁéﬁwatéﬁ By m tclats)?e%yﬁg?'bﬁﬁ%wﬁ/lgﬁﬁe HrBlementHoRof t war e
2p, when t i LS o RaSS| i i cution in
the data prane Bl Raking fapebPe el ey IR Eordhec Bith WifnFaic | 2
protect ed sof Figare 120 illustrates @nyenbodimentsifensysteth ellewingithe tmplefneatatiohgger i ng

conmmand vmxctgh renamed order can tri%ﬁﬁr .neither the restoring of the order
B

nor the e &?_PWWnPﬁ@ewgm “_H’@BEWHent function, because of the
absence of thpi il 1y ic}i[ﬂﬁa%@'a&ieeﬁﬂo&ﬁﬁérﬂrbf{&’ Ju%nﬂ%doﬁbhﬁﬁasgérlﬂ e
therefore be determned correctly. It therefore appears, that 1n the
absence ofprbteetiomprocess inacdordamice swith thedureptioby a portion of the first

execution par es of .t rotecte oft , to tri 2r the restoring
of an order a ﬁ%st8£g’8§§f"§'ﬁ’%8 ’é‘eg‘é@%‘ﬁ’ﬂ‘g%g’f’ﬁﬁefmi’ﬁﬁg%ﬁe unit 6 cannot
be fulfilled gorne é%ﬂg%?%t ol 3 {ERSIstenRhble BOEFdcRR: 4 execut ed
correctly and thzﬁ%gﬁoggqu n 37, tLe %ﬁsot ect gd s%%‘ct{\%/adr%mg%ﬁ's not

conpl et el y f usct iAoprabessibgand snémoriZing upit iswcinit ablef protecti on by renam ng,

the exam nation in the protected software 2p of .the triggering conmands
with renaned or de*rstﬂéﬁphéﬁta?%eélmbae%‘ﬁﬁwwg%t%gmi ty of the
dependent functions ' | he unit 6. It should be
observed that the réﬁg%ﬁ%g&ﬁﬁtﬁgdgéfgégéﬁggg#}%gd out during the

nmodi fi cation of the tyutodedatalae ledut partls ip sedretinddo ki rieast p pad@T@aid ng to
a variant of the principle of protection by renamng, is defined for at

| east one dependent datarvendttheamitisswitchad bpendent functi ons

commands wi th 1 eametitgpins Suhaltiintrs AL ERpE oy d FHE o L EPBELE e

al gorithm c processiggittsdifgsedgpendent functions, said algorithmc
processing is split into dependent functions which for at | east one of them
is replaced wet hAn udi$pleisiepro¢essingi and memomzingawait fimplementing tthe grasesk eepi ng
several occurrences qf the sanme dependent function. To this end, triggering
commands wi th reASFHE tﬂgtPeS YPUGHhdi £ ed to take |nto account ihe

repl acenent of d oo f i i Senst [ | t: e
famly. In ot &ergpmg%g%%tﬁqggé‘gﬁ?é%ﬁ?ﬁncu %ﬂgﬁg&ﬂ etﬂsrgérfbés ?%r?#c%g%ve

di fferent orders theihventics huewhich cdh fréeeivendats triigfermiing itaatorewds6.wi t h
renamed orders and, it is not possible, by examning the protected software

2p, to discovar tApre-eustoraized wai 66 is arllenkovrit 68 which hasaecaivasipartofidatd | v
equi val ent. Accordi t first preferred enmbodi,nent .,of, the vari.ant of the
o e o o ottt & frdiskindth S LbRmRARE 1t & wibFort B B mtiont

function, a fam |y algorithmcally equival ent dependent functions, by
concatenating a noise field to the information defining the functional part
of the dependent Thengload of inferrstitiretd & bldnk wirii 60 Gr aAwre@ustomdzédaurst 6€cond
preferred enbodi nent of the variant of the principle of protection by
renam ng, is defined for at |east one dependent function, a famly of

al gorithm cally equival ent dependent functions by using identification
fields. According to a preferred variant enbodi nent of the principle of
protection by renaming, is defined as nethod of renam ng of the orders a

ci phering nmethod enabling to cipher the orders to transformtheminto

o g, - B " o,
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32 located in the nenorization neans 15 of the unit 6, said transfer
command bei ng represented by OUT(vl, X) and corresponding in the end to the
assignment of the data X to the variable vl, at tine instant t2, the
execution of a transfer command triggering the transfer of the value of the
variable vl residing in the unit 6 to &?e data processing system3 so as to
assign it to the variable Y, said tranSter command bei ng represented by

IN(vl) and corresponding [n the end.t .assi gnment. of .t val ue of the
variable vl to tﬁgrr}elsgﬂl‘gsptoeaﬁanﬁgﬂafé‘?fo%'ggn%a? Eqsg];gﬁla ,un{th@eg&g&eyﬂ%n of a
transfer command ch§thQgRHI UMk 66)nk t8StFagel oft AR WahdfEr& ifenaRnl Gl V1
residing in the unit 6 to the data processing system3 so as to assign it
to the vari abl e Zransfer chntpoasislyéncledearelrahgb of thy infopmetemfoethaby | N(v1) and
corresponding in the end to the assignnent of the value of the variable vl
to the variable 2 viriablg,gdiestion opgatacoatpingddn the dats grocpssingaystem dwibl t he

prot ected software .2p. ak .l eas rj,abl e .resides. in_ t unit @. Thus,
when a portion ofbetl_ glc?tie?s xeBﬁ“tQ?aéﬁa’Sg%? ﬁféesgggnglﬂg,% cél&necer 5‘6 war e
2p inposes it, angnfahell NEtHRNARTWE K indittddtyla BwetdaSe ke of said
variable residing in the unit 6 is transferred to the data processing
system 3 to be ustedprotectedesoftivast’, Bxeseftware which hapbeeroprotdetediratelehsid
software 2p, so nuch so, that S?%d Eortior)(.is.exiscute &)orrectl and, t hat,

consequent |y, t h&tfr of dhe RFMCH ePEQfeqtion: dmplemented oY, e HRogess pgure 42
illustrates an e ; Lorm of inplenmentation of the invention
for which a copy&g@}?ﬁggvfwéﬁtggﬁgﬁ?tgg@des "in the unit 6. In this exanple,
during the executA ¢vuln¢rablosoftahr" [is acefisvang whichi leisndt béent grotetiedHy ssecut i on
part 2pes of the protected software 2p, d i.n the presence of the unit 6,
appear: at ti e Brisipknef pretectipp naglspgﬁ%%:'wmrﬁ@esaaﬁ acoprdagce futh, 819 abl o
V1 located in the,datig,Processing system3, as well as the execution of a
transfer command triggering the transfer of the data X fromthe data
processi ng syst erth 3hé cakdavhend idifiidrentidkionobetween i &) vilierabbsoftwatel aid neans 15
of the unit 6, said transfer command being represented by QUT(vl, X), at
tinme instant t2, nrwéctaégq’%\ﬁwsmn%flmpﬁg%ﬂwewm sofevayeris3sedk Vi to the
variable Y, 33 I i . e X j e
command tri gge’ri r%@%ﬁ{aﬁg%?ﬁgé&%ﬁ{é&%ﬁt%%?%sgﬁg & .%B{}% %%ﬁagt %/Jfﬂl%g?c{di ng in
the unit 6 to thdndtalife gyodeessing system 3 so as to affect it to the

vari able Z, said transfer conmmand, being represented by IN(vl). It should be
observed that durt ngf $NECEIRBESRNHIPNOf t he protected software 2p, at |east
one copy of a variabl e .esi Ln.the unit 6. Thus, when a portion of the
first execution ﬁart%@%ﬁ&ﬁﬁ?‘%&g&’g’t ected software 2p, inposes it, and in
the presence of t-he dfistribhtiohhe val ue of said copy of variable residing in
the unit 6 is transferred to the data processing system3 to be used by the
first execution partorZpdmagic repeespntationt ed software 2p, so nuch so that

said portion is executed correctl nd _that, cons enfly, the protected
software 2p i$ cdnpgiPBté Vpﬁﬁ?@ﬁ‘(@;&?.a ﬁ?‘S\YP‘ZS 11?3“’?4%%3%4& ﬁ%lésmaﬁsg%éme of
attenpt of executyggh Qe MAnMOAhSEIE Geslis HARR oBfbct WiREsehti®ioHN Al séurke
mssing. In this exanple, during thé execution in the data processing
system 3 of the fiepresentatinnrancfiepaiffereptlevels, from qeamceptualchbstraatueved t@p:  at
time instant t1, the executjon.of the transfer command OUT(v1l, X) cannot
rigger the. trandt Belaepebfioy B 4 R PriceufREpem ong iFessibe Sa0 count
the absence of thgeMBlifinBunitat time instant t2, the execution of the
transfer command I N(v1l) cannot trigger the transfer of the value of the
vari abl e vl t e th&ndabjactprrepresantatipns \oft @amsdfiwask i cogrespunds atee curievélheof

absence of the unit 6, and at . ti instant t3, the, execution_of the
transfer command nenmmtamwiecm F&g’g‘éﬁ"“stf?fetq » litribytion and,uplead de aodatehe

variable vl to t S| L akl. i.at.0 o) e
absence of the urr:ﬁﬁf) 9%;&&%@%@@%&88%%@;@ It“ﬁ%tléh?i%gtuﬁg’ %%‘g‘gen%%tcgﬁcat%e uni t
6, at least one rgmuRsfortilstandeQs bingiy &ddel A irfterbidtedecrlelétbon part 2pes to
use a variable or a copy of variable residing in the unit 6, cannot be

fulfilled correctAydistributiont isata physicals ai dvigoalt isupports cantaining dhe ecbject
correctly and that, consequent]y, the protected software 2p.is,not

conpl etely funct i¥REgsentp gf&rﬁ?&fi é’sgé’ué‘l?g‘ehvé?g fhe puhat the user’s dispogaldto

bet ween the data processing system3 and the unit 6 illustrated in the
previ ous exanples use only sinple assignnents but that the Man of art wl|
know how to conbine themw th other operations to obtain 34 conpl ex
operations such as for instance QUT(vl, 2 * X+ 3) or Z E- (5 * vl + v2).
Accordi ng to anot her advantageous characteristic of the invention, the
protection process ains at inplenenting a principle of protection called by

e o - -,




For the inplenentation of the principle of protection by elenentary
functions, is also chosen, in the source of the vul nerable software 2vs, at
| east one al gorithm c processing using at | east one operand and returning
at least one result. Is also chosen at |east one portion of the source of

t he vul nerabl e software 2vs containing at | east one chosen algorithmc
processi ng. At | east one chosen portiol® of the source of the vul nerable
software 2vs is then nodified, so as to obtain the source of the protected
sof tware 2ps. Themsabimtliemtoasd tha soBwerech t hat, anong others: during the
execution of the protected software 2p, aj |east one portion of the first
execution par? 2Pedynag FRISENHANSATEEP? Sttﬂﬁi%%ﬁaltm&%ﬁ%wﬁ 8 3,
takes into aCCO”ﬂEdszﬁJutiBHé functionality of at |east one chosen

al gorithm c processing i's executed in the unit 6, 35 during the
execution of §heApp&ieRloed soRWaNPERreRBonds® BRRGAR SP4BE Wbft@RrePAd! caRDeU,
which is executed in the unit 6, executes at |east the functionality of at
| east one chosenfal igstan¢eherdrespomds s ona@r severalhcankessitive aF got inshmctions,
processing is split, so that duri ng th execuéi on,.of &{ie‘f@rotﬁct ed software
2p, each chosen APYBF PRRHAT Eev5Fa) coBEeHEve OF ok fynetignal Rlogks, gud/gr ofg,@r 5o ond
execution part 2p&h)Yihding! AERRORE Yor lsbvizhl sﬂﬁérogpahﬁf Shd1Bt %‘ne ; el%lfosen

al gorithmc processing is split 1nto el enmentar unctrons fen (Wwth n
varying from1 t mdidulesnangoytion of as softvareocen ailsos eoregspbnaed | tendhtofr said
functions enabling the placing of one or several operands at the unit 6's
di sposal, - elené #5¢- f uncti ons, sonme of which use the operands) and in
conbi nati on, t fUNGH. | i : ¥ oten

processi ng, usi gg%godgg%eﬂaglg{sg?% ?ﬁ%rﬁhggig?%%ﬁgﬁgﬂo?&?g%%f oefl &ment ary
functi ons wailad&hblegoftivargidwin the gederallsenss and of a prdtéuteddofeedre 2pgposteétbdi C
processing at the data processing system 3's disposal by the unit 6, and a
sequence ofccpriingiodhe progess 18 dRspatnceeith Higdryenliging t he set of sequences
all owi ng the t e Jh: r p I egytion
part 2pes of Fﬁﬁgr%@é‘? 1:‘et(rjﬁ&és};ofv terl wgésgq‘ Sﬁﬁ%ﬁglg éx‘é‘(l:lﬁf&ggfe: rﬁéﬁ{%)édg?a

pr ocessi noappeatignidringekelife @sleeTherwnlierable sofiveanel 2v Gibhug wppdar andexrapiyng f rom
1to N, triggering in the unit 6, the execution by nmeans of the second
execut i on Pithe follpwing xepresepi3tgns:t he previously defined el ementary functions
fen. Figure 6Q illustralesanicyaypl € of execution of a vulnerable software
2v. In this exanple, appears, during the execution of the vulnerable

sof tware 2v iw tha obpichrapreremationPvasystem 3, at a certain tine instant, the
calculation of Z E- F(X, Y) corresponding to the assignnent to a variable Z

of the result *of aadistihyientdvdi Saist dissabuting ewphavecpoamoply ther fovex pb® F and
usi ng operands X . 4=l UL b R fel fation
of the invention pﬁggce\}/\ihflig “é“gﬂ‘aowﬁﬁlgtagf%?&@ng %:ﬁt(})lgefr?hlgﬁéflﬁgél}re 60
is remoted in thelistibited® thrbugh Hhetwerla (@GSN, Intethet)gtct)he execution in the data
processing system 3 of the first execution part 2pes of the protected
software 2p amd iof 2 lyngpics eapreseRiption 2 Veneerresponding 40 -the exgeution of the

{1 ggering | n ¢ haiirblE SR 3, oh 4Fafs BERRLA AR S Db B, o,

part 2peu, of theykieh cRsHGG iNduddssaERhsone/ptoteisopas fel, fe2 which provide
the transfer of data X, Y fromthe data processing system 3 to nenorization

zones respect iFigine 511 yllustiotes cvariqust meprasentationnitafon profested ssofwarh@pnit 6,

sai d el ement ary, conmands E1l E2 being, represented respectively b

OUT(x, X) . SRRSAPE SHFIng 08 it eyle, TS mrrlectit sqifvarR 28 o8 S APBERR YR 87 1 e

el ementary g ﬁS‘v‘@ing: chéhtdtfogd- | . triggering in the unit 6, the execution
by neans o? t he seco execution part 2peu, of the correspondi ng el enentary
functions fe3eto d edlirte remestntione2sainelurlimgra fitst ©BES pat GREdded foeithe
represented, respectively, by TRRGfe3) to TRIGfeN-1). The_series,_ of

el ement ary funct i 4% Pracessing ?Em3é¥%%§%??“ﬂﬁ°%ﬁﬂﬁﬁdz‘ﬁeﬁ#qe§m e unit 6,

| gori t hni cal | ] £ ' ti
o “a5i d 61 ement ar§A S ookt Ao chlf SR be PR S ELcRENn plel” CHOTL" O
el ementary functigghib&depRsdtdtion zitsu% @ﬁblﬁkﬁﬁ%hffﬁstcdvj@c@ Bhs 29fos tiftended for

menorization zones X,” y and return e result to a nenorization zone z of
the unit 6, and tht datanprocessingsystemd, 3 tiwka eecond objent wHrt 2 Hitewed farthe
command CFEN triggering in the unit 6, the execution by neans of the second
execution part 2peu, of the elenmentary function feN providing the transfer
of the result of the algorithm c processing, contained in the nenorization
zone z of the unit 6 to the data processing system3, so as to assign it to
the variable Z, said elenentary command CFEN being represented by IN(z). In
the illustrated exanple, the elenmentary commands 1 to N are executed

o o o, e Y T Y




processings are renoted in the unit 6 and at |east the result of one

al gorithm c processing is used by another algorithmc processing. In this
case, sone el enentary commands used for the transfer, can possibly be
removed. The second inprovenent ains at opting for a pertinent sequence of
t he 37 elenmentary commands anong the set of sequences allow ng the
execution of the protected software 2p20In this respect, it is preferable
to choose a sequence of the elenentary conmmands which tenporally

di ssoci ates the &r#ééuti on of the el ementary functions, by intercal ating

bet ween them portj ons of c%de executed in the data processing system 3 and
i ncl udi ng or hota'lﬁﬁgﬁpgﬂy BAHEREs used for the deternination of other

data. Fi 62 i . i e dj_ment .
e b hove. an e ARLGT s B0s L) eSS B0 BRrR ",
this exanple, appearfstddistribiitibh aex 2HUS iveiheO intériRd Vidk NBE alte prelekdiRge 2V,

in the data processing system 3, the execution of two algorithmc
processi ngs | eadi ng systetihd ahet svbadhn san cenmohonly daste Zhe oumhof haphygidal F (X,

Y) and Z2 E-F (X, Y.)., Figure,63 il]ustr n ex | e i ipl.ement ati on

of the process accord(ﬁ‘gt’ﬁ't}}'t’c0 mpeivm g PFG@@&%@ﬁ%ﬁ%OFﬁFS%ﬂW@ﬁm c

processi ng chosen ”twfohg%ﬁe%rﬁ(@s&ﬁm{e t,iefbp)t he unit 6. According to such
e ex

an exanple, during t ecution'in the data pfocessing system 3 of the

first execution partandpescodd disteibmiat gt Zpdwhdvingthe fagn:and i n the presence
of the unit 6, appear, as expl ai ned above,, the execution of the el enentary

commands CFELl to CFEN cr#telsp¥neme gra-epstomaized vt 96 4e iwhichre parhief thge

execution of the el ene wﬁgg ' ' [yl i t he
determ nation of Z'. As%%qﬁuébﬁra e SZP?E‘E’ aélb%%eﬁig?dyd%%%éﬁgg{%ﬁﬁgu%% CFEN
are not executed consediskitydinish theaqrtphization e uploading tsapyletefitaindstaCFE 1
to CFEM as well as other portions of code are intercalated. In the

exampl e, the fol | owi ng 9ctfuierRidaing uriy§, said spppjewentarycyata beingrabtainedf

intercal ated code, CFE J,. oy L i I ed code, CFE 2, CFE 3,
portion of intercalate Eg%@aﬁ@%%%%@h}n%%&k CFEN, CFEM It
shoul d be observed thater sfuitiledgt bicuix Gautwiaeh e sebshdosigeaganRpoalliayare 2p,

in the presence of the unit 6, each tine an el enentary command contai ned in
a portion of the first weeBd@l9aded:part 2pes of the protected software 2p

i nposes it, the r [ ' | [N e unit

6. Thus, it aEpeg’?sd,’ ﬁ?ﬁag{ﬁ gi %g{eﬁiéﬁ%&é{s?h\ée&g% gé(ﬁ@ﬂ‘tgn?({ Qlé?e%géc?%o{ﬁoorft?lgn i's
execut ed corr ect lprotacted tsbfttvarec aps Saide dimamictloprepantitiont 2pe Sadlodear £ fidgt | S
conpletely functional, Figure 64 illustrates an exanple of an 'attenpt of
execution of the SpeQtiontnagt 2pesgvhigh is\axesuted infheodate pEoogsing systan giangi ng. | n
this exanple, dur] t i i i ystem 3, of the
first execution ﬁg%gcé%gegg&éﬁ&t%r#e%ﬂoe{ae%@gggs?%‘%f%‘?? %,L&gttéevery time
instant, the &xéwmidas®@whefe the déffersmtivtivhybetwesinthel diffsderireprebahttions BE the
execution of the corresponding el enentary function, because of the absence
of the uniprogectedhsofmargeln & BRlsimpertant,: the sxprastpne fipst pahef thenpjotactace be
det er mi ned %ﬁfs? [ e absence of the unit
6, at leaﬁ%&g@%ﬂéﬁ&@bﬁ%ﬂiﬁ%ﬁﬁ%&% 0 pﬁgr%dlﬁrgisltbleerﬁgée&c]uti on part 2pes of

t he prot ect ed Thefiptententitiontad the p@gess dcberditgao thid iovertiondn aetardsmict aith
function in the unit 6 cannot be fulfilled correctly, so that at |east said
portion i stheodynareie repesemiatione of \figirg thaises @prappgtadef ILp, inchuding; atdaga ed

oftware 2p is_ ROt {4 r .her advant ageo
ihar acteri gp:cgssg?g %ﬁ%@?\@%‘%ﬁ 3{% %gfahlgﬂgskﬂ ae@ﬁ‘? §n€%$%c%§§&§?§ﬁ%g %%s%ﬁ/g is 29508
i mpl ement i Bf ady RypenshdPiRIvdes, PEIsRANY,0R, least! dne rbdksso¥ed. CFiid dta Pi6ke cion ,
a description of "which is carried out in relation to figures 70 to 74. For

t he i npl ensysten Bwan bt atcomppter ot be part,dor instanes; of variduy nikchines,idovicesy fixed
coercion, are fined: at | egst,opne software ecuiion characteristic
obr et BLmAgE PEGsaEt YRAQE infhe SPpehhentre THR HEk S kot Teaized i ABY
criterion i insteRet ] C. ] hStic,
det ecti on hg?ﬁgé%y%"f‘%f%&%t o ét%ﬁgl %’?@%R@g%iﬂiﬁg’ gt:{g&p}g%lgc >t hat

at | east ongetwbrkViiikeorex dieetit ictuetriceonnettion totd circlited datal probéssiag Bystéh 3, east
one associated criterion, and coercion neans 18 to inplenent in the unit 6

and enabl i ntg. Ttoshonldopenobsaeved hat the ynis Sseangpossiblyde hysigailvlocated irfsidet the
execution of a software, when at |east one criterion is not abided by. For
the inplenentation of the principle of protection by detection and
coercion, are also constructed exploitation neans enabling to transform a
blank unit 60 into a unit 6 inplenmenting at | east the detection neans 17
and the coercion neans 18. Figure 70 illustrates the means necessary to the
i npl enentation of this principle of protection by detection and coercion.

N " . o o — o L -



way, the state of the unit 6. For the inplenentation of the principle of
protection by detection and coercion, are also chosen: at |east one

sof tware execution characteristic to nonitor, anong the software execution
characteristics liable to be nonitored, at |east one criterion to abide by
for at | east one chosen software execution characteristic, in the source
of the vul nerable software 2vs, at |ea&dt one algorithm c processing for

whi ch at | east one software execution characteristic is to be nonitored,
and in theameuntegratedl cirewit Vhdmthe givbeessnyi4 vhthe & praxessingasyisteomd. hothis on
containing at |east on chosﬁn | gorithm c processing. At | east one chosen
portion ofcaientheditbiande cong Ted ADH BB PECEPE Y tiop 4o the prorspsokddithed, so

as to obtgjn  t .Thi,s nodification is
such t hat ARS8 BeE] ald e R STE AR bR S ™ arong ot her s
at | east one FigakdsO20 @ 23 ehdw rifitare NBRUatie aBdM Mol R@RingMtafiRer] Yafigggut ed in
the data processing system 3, takes into account that at |east one chosen

sof t war e embodimeants ofidha@ppaatisi Ip abowingothenimmplementdtiomtof | thagtrofectiqrar t i n
the unit 6, and the secon.%}I xecuti.on part 2peu, which is executed in the
unit 6, moPeEst @ ageordance, Wy ﬁ1%1?‘(‘?‘“’8“(:hosen sof tware execution

characteristifg.ge erﬂﬂ?ocﬁ)lf{ehf‘ﬂh&t?ﬁe@i&?ﬁgﬁfm,%e %ﬂ%?ec%ﬁta s i@fiﬁ&i@&e‘%, 2p,
protected by this principle of protecCtion by detectioh and cbercron, in the
presence af 4 Oata podesding sestethB)n asmphter bhd, or i it 6, £ chipaspd Mdindgits o al |

t he nonitaored execution characteristics of all the nodified portions of the

pr ot ect ed iBterfaces eommonlycallsd gard rpader sEhecomputer Bois linked pp o thsrunit by
protected s E-ﬁg ' Y, : h Egi pratect tware 2p
wor ks norriang 5% a ﬂ%/é?&;etc Gﬁéﬂagfh{? emo? te]ta% cri g‘r”i glgcfggtr%gﬁgtﬁ%}ﬁﬂ to a
moni t or ed 2p¥e oMiidhds exéanad incthe sbmputef 3aandahé ssvondlexédigion haitAplefdvisieh t War e
2p is not abided by, the data processing system3 is inforned of it and/or

t he funct ii®pAxsytedrin thechipraard apd its atepfpen Bapuy bodh bodunstionalise thasdhei ed, so
that the f JLoni fy L. Ssofitware 2p is nodified. Naturally,
in the abggﬂtg%tegg&ﬂﬁaergl}m1?%%1,915%%&?@&%{13%%{3 request by a portion of the

first executim@rhpamhbodiitht diustthdin figaet 24, the pravestor’sppatuSE tdifipd/Ri t 6
cannot be fulfilled correctly so that at |east said portion is not executed

correct | y papdnct ffain thensenrpiielnsanye,: ineluging yariels eynponents ) adaptadtiodbepl etel y
funct | Onalﬁmcgfc’)%gsé :&gsll%{rilgﬁ HPE0LRL b0t of Hie ProtBGidH Sordlarkd P SSHLER, BY

det ecti on "an
the one hand, a data processing system 3 embedded in the product 9 and, on the other

hand, a unit 6 associated with the product 9. So that the product 9 is completely
functional, the protected software 2p, must be completely functional. Thus, during
the execution of the protected software 2p, the first execution part 2pes which is
executed in the data processing system 3 and the second execution part 2peu which
is executed in the unit 6, must both be functional. Said protected software 2p enables
therefore indirectly, to protect against unauthorized usage, the product 9 or one of its
functionalities. For instance, the product 9 can be an installation, a system, a
machine, a toy, a piece of domestic appliances, a phone, etc.

In the émbodiment illustrated in figure 22, the protection apparatus 1p includes
several computers, as well as part of a communication network. The data processing
system 3 is a first computer linked up by a link 5 of network type, to a unit 6
constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server for a protected software 2p. During the

execution of the protected software 2p, the first execution part 2pes which is



two types of software execution characteristics are used preferentially.
The first type of software execution characteristic corresponds to a

vari abl e of nmeasurenent of the execution of a software and the second type
corresponds to a profile of usage of a software. Said two types of
characteristics can be used independently or in conbination. For the

| npl ementation of the principle of protiection by detection and coercion

usi ng, as executi.on,characteristi,c riabl.e of sur.e t qgf. .software
execut i on, “%&F e%é?ithg ?rsgfﬂm?%tglt r‘?e%d;‘itfz{atngoﬁldng’geﬁggﬁlg,p%ﬁthg%s It 1Bty to
MenDri ze alyechRad lin ME s&Bhi AbhPultt CRANRMLDBE MAGRDIELsA wtth%r&@&egs age of
at least one functionality of a software, in the detection ans 17, the
possi bi | i tgoftwarepist compiételydanctionsl. t hr eshol d associ ated to each vari abl e of

measurement, _and actualization nmeans enabling to update each variabl e of
nmeasur enent dEiganeii3@genghles He makggexpdicits mere preiselyn s piptactiopiresess dnj s

i t1 on tisornansoy i PrevalR L 1500 8 RaSb el SRR B 8 "
act ual i zat {HGidBRANE: bAhE efbcufed RAARNIn EVHM?ﬁ&k’fﬁﬁ@ spterh 8 G tRe bafdre

software 2vs: at |east one functionality of the vulnerable software 2v
whose usagkands if i thb| @s¢ ofbthe nimplementdtion i ofga eprotecied biadtvedre 2 stheedstat,  at
| east one vari abl e of asurenent used to antify th S of sajd

f unct i onal PIOSESSINgSYFEmSE TaAes fTaBiE Mpa0g Jddinked iRy Tedimcs tqupass

measur ene r ' it 6 Bnhb B @@@0 Antudiditioh tRRAldyt and
at | east %gﬁﬁe{ﬁegﬂgghﬁggg%eﬁrgk B{Eﬁ% va% |t§ab elg csﬁeasurlene%t depét-!}nt |eng on
t he usage fifst 2aechtionnpirt @peb idnd. thEhgecondrexecatiort Ipartv2pewenfilthe mwotettedr € 2vs
is then nodified, so as to obtain the source of the protected software 2ps,
this nodi f5E&FAPbei ng such that, during the execution of the protected
software 2, {NBuSe60 Bndatd i Iné Rithster 348! 1293 LisCor/ @Sstalte Suflfor
nmeasur enent depéndi hg on the usage of sali unctronality, and takes into
account athdréware futaret fuide areotapableosss prayiding aid) @ossibiydsptislizing) thd deta
execution of the protected software 2p, the varjiable of measurement is

updat ed depremmpRigatinn befwesn fhrdadp DEGEESInG SYStPEN3and jhe uniy 6, 5ald kapster
it . § ! .
thresho V\#nliac.r%rﬁs igqu‘e aﬁahgjé&ﬁrogpﬁgblg o Maddat L:He % g{sﬁéﬂgh téctéch?ofﬁ:?zﬁg 'ih)gn

nmeans 18 make "an pt e ecision to In ata processi

system 3 awHichris,! grefepably,yintlépengem demmn ithe sypeaoft lirddS aséd. [Haid trengferoneass ng
nmeans 16 enabling to nodify the functjqning of the portion of _the protected
sof tware 2h%s £b afhapet pag ¢ ﬁm\mqwtloawt H@%ﬁlm &rd e 26t [ggribed gnoze

modi i ed. precisely as they are well known by the Man of art. The first part of the protected

software 2p includes commands. During the execution of the protected software 2p,
the execution of said commands by the first execution part 2pes enables the
communication between the first execution part 2pes and the second execution part
2peu. In the rest of the description, said commands are represented by IN, OUT or
TRIG.

As illustrated in figure 31, to allow the implementation of the second execution
part 2peu of the protected software 2p, the unit 6 includes protection means 14. The
protection means 14 include memorization means 15 and processing means 16.

For the sake of simplification in the rest of the description, it is chosen to
consider, during the execution of the protected software 2p, the presence of the unit 6
or the absence of the unit 6. In actual fact, a unit 6 providing protection means 14 not
adapted to the execution of the second execution part 2peu of the protected software

2p is also considered as missing, each time the execution of the protected software



For the inplenentation of a first preferred variant enbodi nent of the
principle of protection by detection and coercion using, as characteristic,
a variabl e of neasurenent, are defined: for at |east one variable of
measur enent, several associated thresholds, and different coercion neans
corresponding to each of said thresholds. Are also chosen, in the source of
the vul nerabl e software 2vs: at |east?bne variable of neasurement used to
gquantify t e.usa%F of at least, 42 one functionality of the software and
to which miResS Y 8§§6€%§ﬂ§ﬁ“§@@bral t hreshol ds corresponding to different
limts of usage qf j ] Lik : . ds
IEnd wity Shyptafy SRRk bhd StpaiiRbtoRiet Bt (P ALNERGINED

associated to th measur enen e source o

software 2vs is teRedumtioR@F fieR¥cond@xasutich st Zetlt dffie HrOWCER Oftwabe2prigt ect ed
software 2ps, this nodification being such that, during the execution of
the protected sofalwayssonyiderechas pressohd execution part 2peu: actualizes the
vari abl e of neasurenent de&i‘gdi n% o& t he, yusage of .said fun‘!cjti onality, and
takes into ac®ourfuniyd physically presept butinglidingprgtection meany 4 8ot adaptach| ds. 1 n
ot her words, cl agsi e[ : i on O t war e
2p, when the fi ré’t% glﬁtlr‘l‘ens/%ﬂ%ﬂ?ésqg%r%%gs}ﬁ-@ t eﬁ&giéf%gﬁﬁ%?né&%ﬁgoﬁg{l{at
processi ng syst erppduafijtid plotgtddnofinadt 2ptis domsiddred ae pRBeriOWhépituserkgal d
functionality anynore, If the protected software 2p carries on using said
functionality, tfermsebipaed asnissingMhewiit dogsaobwerke¢ariecls crossed. In the
case where the seCﬁnd ttg;rl? sgle):l?l is cr 01% gercion nmeans 18 can make

d.__the.
the chosen fuflct i®3fdM™ CRSTRES %ﬁﬁysﬁ%%é&?ﬁiasﬁ?‘&“é‘ét ed software 2p
ineffective. MRtheldafe WHE HEuHiAS is‘libn@fihﬁemﬂﬂ}t) R PardEits MRrfaddB, the

embodi ment of the principle of protection by detection and coercion using,
as char act tansfer means Meare splitdntef tweepasts; one heing sndhel gftenfase & afd theiothemeans

bling t di t | east f1 f i onal it i d.hy.
variabl e oposEs conbneRh oerd 2y I Bis PRt he Bitenéd el ok fitg ™
const r uct egoR¥duréd hfdduivhldiRad Shel dHRERIEHH the Ginitid) It diel WoRds) th tHeGawd&iRCt i on

means 17, the coercion neans 18 and the actualization neans, the refilling
means. |s ef the diipsand, 7 and/ohits indenfare &fthe peoteationemedsis d 4saré mabirecedsible at

I t i,abl f t dt imt.th t {
funct i onal Fied dBfcf AR RRReEER o P creoh Sewiom et 206F o theluateb i it
at | east ogpswaidispl %‘ﬁhclﬂﬁﬂﬁtth@%ﬁot@&%ﬂ%@ﬁ@ﬁret As Yt SR faaddoMare 2vs is

then nodified, so"as to obtain the source of the protected software 2ps,
t hi s nodi f i catin eecdrdanag withcthe invgntion)the protectiohgrecess hinsscat dmplemfantingrag, at

| east one addi.tjonal usage t |east.one functi.onali corresponding to a
chosen var Pﬁﬁ?lgieo‘?qapﬁ%tﬁgtffg’e ﬁ'@ﬁﬁdq) a‘ﬁre%m&?%)gﬁtdgs&%p °ﬁ§¥Wb}égd? FAEEY QU™ duri ng
the phase gflatid folfiguies 80 foe8s.eact ual i zation of at |east one chosen variable
of measurenment and/or of at |east one associated threshold, so as to allow

at | east one &wuiheimplementatipn offthe paneiplerafasdinetiondy rgpamingnareidefined:n ot her
words, it is possible ri t-he phase,of refilli to credi ddi ti onal
usages 1)f :at I%easii sef it ?%ﬁ%@&&%ﬁ&?b?@%eed?%gﬁt togs t%&@g]fgtodﬂ?—%lr t he
i mpl ement ati on of exeb@ed by flePhsLoOfheNeRbRE ik &ltibY pdR %l fNHRNEhIEBSkEd ON

usi ng, as characteris{ic, a fpr%fp':ald:’e of sgﬁ‘;&; usage, IS defigz&as
criterion to abi cmoskiplyf tortransied gtween ocessingesystemoh an unit of
sof tware executi og.é@;sg 0 C"':F?"f n, . n the source .of .ihe vul ner abl e
software 2vs: at%SB4SP Gh{LPPRR ﬁg‘cgfmﬂg' t?‘lfr[ermﬂfnfuﬂ}e,’ and at |east one
feature of exgeut] Y aTH &’t"ﬂ}J SR R R CHDEEINP FHdkibhs 'df’ﬁgg@riﬁ%ﬁ

abi de. The sourceég%l ottf%\ﬁéggét}m%era '1e softwalre&gvgcﬁins t hen ﬁ%gll Ied, so as to
obtai n the sour cecopimands heing Hatile th befexeaned ipthe daty prooesingisysteindafidi ng
such that, during the exegijti Q&%fl t he prot Ect ed so(fggwgre é&#&@second
execution part Zp@lﬂ_lﬁmfd’_é SHNIED,|Lhe S B Oh CHTERPORERE BEPCR! NS, n
2peu i 5 excoutod HRAmRILmERRLE FPRHET e offs Stebrac e e BarThant bibaod:  y
the functioning ofnfddifatibh Hrsshiifed 84! #r ﬁrs@%xeélﬁiohhﬁaﬁ%%s,%eﬂﬁ 8dcongast
one feature of execution is not abided by. During the execution of the

prot ect ed sof t war exe2ptiorp patte2pead sbast foi trigger thei ¢gxeentiom of liee poresspondingf t he
unit 6: as long as all the features_of execution of al]l the nodified
portions of the pfencadentdungionysaid opderhavingthg form of atleast apsargymaent ®dr t i ons
of the protected software 2p work nomnally, so that said protected
software 2p works nomnally, and if at |east one feature of execution of a
portion of protected software 2p is not abided by, the data processing
system3 is informed of it and/or the functioning of the portion of the
protected software 2p is nodified, so that the functioning of the protected
software 2p is nodified. The nonitoring of different features of execution
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nonitoring of the execution chaining for at |east one part of the
instructions. For the inplenentation of the principle of protection by
detection and coercion using as feature of execution to abide by, the
nonitoring of the , execution chaining for at |east one part of the
instructions, are defined: an instructions set, whose instructions are
liable to be executed in the unit 6, # set of instructions commands for
said instructions, set, said instdr uctions commands are |liable to be executed
in the data proclR&HiggeriESommand, The execution of each of said instructions
commands in the da [0 i Y, i rs.4in.the it 6. the
execution of thechlg}@gpgﬁg?dﬁgrﬂp%sﬁ%i%_(r)c?]el,’ré nggigg%4 ire%nbgrrgge@s dﬁﬂ%,{g& ing to
detect that the ghwifiéafionadf heevilAsGhblCidfinge BReSubldla MEMOESHARENS Yot he
expected one, and coercion nmeans 18 enabling to informthe data processing
system 3 and/ or trenamecthé prdetsesosasdo wbtaim triggeting odmwmnds witk nentahedaisdérsi ng of
the instructions daoes not correspond to.the expected one. Are also
constructed expl Gpglg’cnig&ﬂ cﬂ%ﬂ]stﬁé F&BF‘%@C'&‘HG‘)‘E n%mg depgndentSunctions, ¢ he
instructions qf i i : BXREH . Ld jnstructions
being triggered t@ggtrﬁsg&iﬂ ecgétulﬁcr?;o ?%E?ﬁtgngata %#g%g%s%tggglygf‘gﬁ%utgget he

i nstructions comphsagtsandledatlingtoebmsenhe initidllvededfisBeherdenitied vider|ab gl €
software 2vs, at |east qgne algorithm c processing which nmust be renoted in
the unit 6 and f &0 restare fherdspendeat fingonio eecteast one part of the

i nstructions i i o Jhe Jdce hg vul ner ab sof tware 2vs
i s then nodi f;Fg’_{:l&l?esg‘ggfsm#%{agéx?%fn&? é-ﬁg: lgcoéol%f){ef :n y’ﬁ'lrnré‘.? L“r%e Softar e
2ps, this patrittedtexploitteor theank: Bndbiliak, toditnsfofmt 418128k emitt 600 t®fa i€ 6
protected software 2p: the second execution part 2peu executes at | east

t he funct i bnplementing atileast hiegestering yosnsHhi ¢ processing, the chosen

al gorithm c processi.ng is split dnato i ructions,. he_ chai ni ng by which
at | east somerF§¥ %ﬁ%émﬁlﬁ&epﬁgl? +‘ o(ffstﬂﬁlpsr{l&zé)lfaoo? RIQichen 'Eq’(e'iepa@%c&&i 8% n the
unit 6 is gseh,fihb sousdebitthewilhérable@ofouied Pyvy: part 2pes of the protected
software 2p executes instructions conmands which trigger the execution of

t he instructi @ns a leasthene alg@ithmiq pocessing wring ddeast eneioparandand tetirpings ect ed
sof tware 2p, prot ftetd by this principle, in the presence of the unit 6:

as long as the cﬁg er'ﬁ'fnodlecyf?s e instructions of all the nodified portions of
the protect ed esOfghuagteledst. orRX poifoRdof ihd REureRidf fhe CRIERMNE WRwake BYS,
expected one, said nodified portions of the protected software 2p work

nom nal |y, so thasontiting pirleast one chasen nlgorithmis pregesingioni nal ly, and if the

chai ni ng of t i nstructions, of tion of. the protected soffware 2
exelcult eg int e:fﬂ}slﬁcelﬂé’%&heég‘%ﬁgfab@eo?%g%fsﬁ sgso&méﬁ%ﬁ%@étsg&s 3%8?’%@1%& a
processi Ngs&itsd 61thd prstedted SuttRde 2ps.i Thid AtiddficatiBe isf WOk tal dnttthgfthdelie portion

of protected software 2p is nodified, so that the functioning of the

prot ect ed sof twarduring theexeoution efthe profeeted saftware 2pi atdeast opgpertianof theof

i npl ementation of. the pr.inci of praotection by detection and coergcion
using, as featur éifﬁtfexgg'é%(m?%{];?ﬁ’ gg‘fcg‘el_sﬁffe?“ltfé{)%&ﬂ? %‘%?PFRE‘"W& ﬁ@teg}(écuti on
chaining of a at thieaShtdaRodR! thaOfhelfafictidhalitisf 41085t ohd chéi@n GlsRitihss © t he
expected chaining is abided by. The first execution part 2pes of the

prot ect ed sof t warprocyssing isexgretgd imthenmiti®it a processi ng system 3, executes
instructions co nds Cli tri.ggering, in the.unit. 6 the executipn of the
instructions i*1 dl‘%@"el"ﬁu‘g‘ﬁB{LF’H&"?E?EWFI@H@W?&?P’Fl}?%&?951 XS RAhNns
set, at |east so f Wil isxks [ GREE. d - 1k he
functionality of eg’i nst rfacti odrf&%hid)ﬁ% part’ %%glgpgﬁglg%%%i@%bﬁ@ggipect ed
chai ning for the alestdncchosén algerithnsit puadessimg. I n this exanple, the

instructions commands Cl, are represented by TRIG i~ and the expected

chai ni ng for t*he aaghehesearplgarithmic propessieg iolit se that during ithexexecition of The
execution in the ynit 6., of the instruction iy giyves the result a and the
execution of the ﬁ?f?tﬁ%tﬁ?%&warﬁ pgie\z}glgc PR A tl?mg'pr%eésmﬁési FW?‘@n i n+s
uses as operand, i i Ugdis ﬁ)tngm' ic and
its execution gi v‘gejs]ﬁ%eﬁssr%e‘?zel t@e C?MT%I%@%%MR%?%QEE{&%?Q? E%e%ndgai gﬂgllishi ng of
the instructions Preferabilgdeach tchesennalgofithmicr propessity 150 splite inta pdepemdenone, it
results in a normal or nom nal] functigning of the protected software 2p.
Figure 72 il ust ripgdonsfde{ %Va&lngﬁfﬂ%géﬂ&twlﬁf the principle of 46
protection by detection and coercion using, as feature of execution to

abi de by, the nmonitoring of the execution chaining of at |east one part of
the instructions, in the case where the expected chaining is not abided by.
According to this exanple, the expected chaining for the execution of the
instructions is still i", i"+i and i"+2. However, the execution chaining is
nodi fied by the replacenent of the instruction i™ with the instruction i'",
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part PE defining the expected chaining for the execution of the

I nstructions. The part PF corresponds to the operation code known by the
Man of art. The part PE defining the expected chaining, includes bits
fields corresponding to: an identification field of the instruction ClI,
47 and for each operand k of the instruction, with k varying from1l to K
and K nunber of operands of the instruégtion: - a flag field CDk, indicating
whether or not it is appropriate to verify the origin of the operand k, -
and an expected rdePossibly ohp on sevieral depgnpenilunetinns speblingdhe plagingafiong t he
expected identity of the instrqﬁtitq Wm@h &1as generat ed the contents of

t he operand k. As ilora%\ieraétogaran s?iB‘hPﬁl £ M98 nstructions set includes V
regi sters bel ongi_ng > 2SS | | ' naned
R SWith v varyimg PR RECETRENGH. BF Mo e GECHA AT oRElRy
fields, namely: a fcombirationl thé ifahelionality kshoenclivseh ngdvithm@d pRicessitis)
enabling to store the result of the execution of the Instructions, and a
generated identifi c asingsaid; apegand(sh, enabl i ng to nmenorize the identity of

the instructi on whi ch,has .gener at ed thei ont n{ oﬁ t he fb nctjonal, field
Chv. Sai d gener atod AASRETEL SIS OF Sveni foBrudrn) Bmatiohs chablEE e PlaeREea wi t h
h - ¢ the Lo : : . _ : . h
Gonerated t he f unot Yoy bl 678t Bata fFocesding siferh B4 dfsptsnPOt e redlih 611, 10

Cl Qv is neither accdbschusen algorithmidipfocbding,oy any of the instructions and
I's solely used for the detection I ng the execution of an

ans 17 ri
i nstruction, fhedqERg ieéﬁcmgftgsp@é?%ﬂ ﬁﬂ%{"’aﬁ) Pdhe gecopd exerptionpast

fol |l owi ng operati : ' ‘fi:% read, if the flag field CDk
| nposes it; the ezﬁglzg)twecg&?éféénta%‘eﬁgghi on ing %I" Cl Pk and t he generated
identification fidatiflg Gledxecaticrespihedirotected softevarecZp,she depeientfanttighsoper and

k are both read, the equality of the two fields ClPk and Cl Gv is checked,
and if the equal i/ riggered by drizgesing gemupands Vithagpamadiodstsi der that t he

execution chaining,of t |.n crions s nQ i.ded by. The coercion neans
18 enabl e to nodi ﬁl/atﬁeéﬂrg%(gseuﬁ%H%%gﬁf’gsctogu}éﬂ%gﬁg c\?\‘ﬂ%ér{f PReIGe1%R8T h means
17 has informed tsbqieneds aldwing thelxbhRith ¢ffth fiok@teddofiNksiggl by. A preferred
enbodi ment is carried out by nodifying the functional part PF of the 48

i nstruction cdbe st axeeution pasti2pes qfithe pueleeted aeftwirg ap, preaittedsinbihe gatmt

| nvent | on, PRREEGVEE s AR ey PORRARN M RSP oty

pr ot ect i onreaa@me@ drdeys todhe dhitiepaed tripgariagin thedaR 6rthe tdstinglbywhészl ofshear ri ed
out in relation to figures 90 to 92. For the inplenentation of the
princi pl e tsstopingimeanscif 19f the wadars.oms thspahe xequion by means of the second

execution part 2peu, of each of the previously defined dependent functions fd,,.

In other words, the principle of protection by renaming is carried out by
renaming the orders of the triggering commands, so as to obtain triggering commands
with renamed orders whose execution in the data processing system 3, triggers in the
unit 6, the execution of the dependent functions which would have been triggered by
the triggering commands with not-renamed orders, without however the examination
of the protected software 2p enabling to determine the identity of the executed
dependent functions.

Figure 80 illustrates an example of execution of a vulnerable software 2v. In
this example, appears during the execution of the vulnerable software 2v in the data
processing system 3, at a certain time instant, the calculation of Z « F(X, Y)
corresponding to the assignment to a variable Z of the result of an algorithmic

processing represented by a function F and using the operands X and Y.



chosen in the source of the vulnerable software 2vs, at |east one

condi tional branch BC. |Is also chosen at |east one portion of the source of
t he vul nerabl e software 2vs containing at |east one chosen conditional
branch BC. At | east one chosen portion of the source of the vul nerable
software 2vs is then nodified, so as to obtain the source of the protected
software 2ps. This nodification is suckbthat, during the execution of the
protected software 2p, anmong others: at |east one portion of the first
execut i on par Fighpes$1 audd &hillusirats e exasaplerof implengntation of hesinventiopst em 3,
takes into ac%punt %@a{ the f nctioniall.it of at Iegs one choseﬁl .

condi tional bFf¥YER lusteafesc thee gastigl ¢ plementation of hthe; Myeriithnle Blscut i on
part 2peu,

. o e .
functi onal ?%’Xgﬂpg%l &élfi ng)eigeg%egﬁtel&{gh%@g# (lgdohléll@?slso a%rﬁg%%%; dﬁcﬁgs&laﬁ%ﬁ%lgnat t he
dat a procegst fsesdf Heprokced @bfivaeap atl i tRE PreSénce BF e Wit ®rppeabd! i ng the
first execution part 2pes, to carry on its execution at the chosen spot.
The first exeeut abtimpanstaitpés tnfthe execption of thedriggéningncamdpnde€Bg€BY i n t he
data processing system 3, execg( S condi.tignal br%ntﬁhes comands,
triggering in th&EERMNE &N thefmit XEEHtPR, Oy es Qrthe preond exerptian partt i on

part 2peu, of re | L] < hr whasey. f i IR
equi valent to the %‘Sﬁ%@ﬁgggﬁt{%@?fﬂégPEtd%E C gtsgﬁccondlﬁtli %ﬂ%g%h@?gﬁdg%%esﬂéc
Fi gure 90 il ust tahsfer efidatxX(R] feorn theedsta processigf sydtenuB nettrbhemoidtionr € 2v.

In this exanple, appears, .during_ the execution of the vul nerable software
2v in the data peoresdesnegtivgi¥xelloratnd in the memasization meany iy of the wnit@li t i onal

b h BC i ndi i . b :
on 115 executi on e ulebglilf sPHiioR Ryt Rifis plifndl RglBRLAY 7T
nmust be under st o@UTHRX)! OUTP/M),ti onal branch BC takes the decision to

carry on the execution of the software at spot Bl, B2 or B3. Figure 91
illustrates am exhtipledngthnts tploctwanthet exeautisn efiibe itriggening senimeandatGRito 49

t he conditi onal nch_chosen.tq, be re ed to t.he.unit 6 responds to

t he condi ti onal mﬁbhmlgé'.m?% % ﬁp% " taﬁglhée, eﬁ?ﬁ‘% thg’e&seé’gt %r?e$0r? he

data processing %X@&\ﬁﬁh?paﬁleieh,eofih@?dorﬁ&%ﬁdiﬂégodbp@ﬁdéntz’ﬁﬂﬁﬁioﬁi fd:"8 fagQt ect ed
. a

software 2p and in the presence of the unit appear: at tine instant t1,
t he execution of saiddriggeritig ¢ammandsrGRs o EPmubringBmrIesentedgespentivaly tishe uni t

6, th ti d i t. 2 Af T ted
condi ti onal - br anciRaSa) da A RAGHRaR T 18 EHEE L Aep Bl nu B ) 1 by anch
BC, said conditi @pédutdd #ebmbaiaiBAds GBEarithidally pivaiei tt6 thd uddtlow( RC) |

and at tine instant t2, the transfer fromthe unit 6 to the data processing
system 3, of the Mereoprenistlyn thenexscutigniofesaid triggesingcermmangsaleadpprthe t o

carry on its execution at the S ) sppt , B2.ar B3. It
shoul d be observgée?’ﬁ%l’fl it ?ﬁ“g"ﬁ [}ﬁeoq.gl%é(%g{j?ngﬁmo?ngg%%srﬁgéﬂI%é?“tvﬁ‘elgb PPt
execution part 2pRs cehtehfdCoP il ARhRAiZatibh Wones 2Py dME retofidtie fgal iRranches
commands executed in the data processing system 3 trigger the execution of

t he correspondi ngneneerizasionzene £ of heamib®.anches in the unit 6. Thus, it
appears, that in the presenc f,the unjt sgid porti.on is ex d
correctly and®t hdf" ﬁtgﬂgéeqd%sgﬂqy?‘"tﬁg S’F%?P@B‘% e%l goﬁ%ﬁ?ﬁg fﬁ%a@g%ﬁétel y
functional . Fi gungoeSsidg ih4Bd nfit 6SthaRxSMATHR Y Réard df Md KEBHA SfecBiGEprt ON Of
the protected software 2p, when the unit 6 i's mssing. In this exanple,

during the executZpen, ofithtehdepéndent funatinnsfdngprovidingthg transten of the resuléwécut i on
part 2pes of the profected software 2p; . at. tine instant t1, t execution

D he condi t 1 ondhe BlegrER RS SREnin e TeTgRaian Aotie ARkibs Rt of ¢ e
renoted conditio i I 1t uni t

6, and at tine ﬁ%%%@pgﬁﬁsgﬁqg%gé&?, g?atgﬁfe)h%lige%g%%?%s#or}fé;tii %)J}n&

enabl i ng the fir sdonanaelibéing rgpaesentdddsy IN(zrarry on at the chosen spot fails

taking into account the_ absence of the unit 6. It therefore appears that in
the absence oflntthis example togompletely ispplement e inygntignpage; ¢hoserh ps preers, i r st
execution part. 2pes to fri.gger .execut | o] r ed itiagnal
branch in eﬁﬁﬁi ?rggfneggrﬂfg ebgfgggp?élgow%gqsr é&ﬁy& sg’et Filggt%ﬂ%f& Iogatiﬁ sai d
portion is tx‘i‘#ﬁerﬁé%rﬁxﬁgnd‘so‘l‘mg bitd AN TR brdefORRANR SRt wh Ardihiehed.
software 2p TS 50 not conpletely functional. In the previous description
in relationsing fhegmethodo6f renadfing t dfetlwubjdecs. Inf thish enannems rthe corders nof’ thie
remoting in the unit 6, a conditional branch. Naturally, a preferred

enbodi mrent of the invention can be carried out by renoting in the unit 6, a
series of conditional branches whose overall functionality is equivalent to
all the functionalities of the conditional branches which have been
renoted. The execution of the overall functionality of said series of
renoted conditional branches |leads to the placing at the data processing

oy o o




princi ples of software protection have been nmade explicit generally
speaki ng i ndependently of one another. The protection process in accordance
with the invention, is inplenented by using the principle of protection by
renam ng, possibly conbined with one or several other principles of
protection. In the case where the principle of protection by renamng is
conpl enented by the inplementation of 28t | east another principle of
protection, the principle_of prQtection enam ng i s advant ageously

Do ermen HEEBE SABTRHS G (o BN S ofeli sty § 4% BRBE HaRD RO phiEn

principle . Of Ne) y me f tions and/ or the principle of
protecti or{g{?f%‘g%gﬁ*)pﬁgb’ %ﬁgﬁchﬁ(ﬂ%ﬂvﬁﬁ the principle of protection by
el ementary fumgui©r3e ilRsiPdtso theTpbRpRMY Gtiplenientdion e RMnventiH gd fhis i t s

urn e principle of protection etection and coercion and/ or e
t by the p pl f protect by det ect d d/ th

princi pl e exhbmpleyidering the dxgcutiondn theodath processing systen dhefitheHustexenatign e of
protection by detection and coercion is, hso i npl enented, it can be
Do orren REE 06 Of e pGp RBY SQHEATS 2P R bineihe Presige GE BRI, 2B 1 1 onal
branch. According, {.0 t eferred vari ikept . LRCI of
protection by'r e%tah]&ﬁgnﬁtég%oHblt’érrtgﬁt%{décgi;&? ﬁ"gb‘ggutﬁgg%fng g?‘“g{a%‘?‘géﬁhgn by

vari abl e and by tdhamed idhddr® CDOR,,CDICRY, ittinsiattirg whibetiity 6 the Gehaned
conpl emented by the principle of egl:Ot ection by detection and coercion,

conpl enent ed by ohderpRixciB{yeavivellr ag dee dats Xy Yetiggering dal the uaiich the 51 | n

t he case where a _principle of tection i pld e in_co nt ,to the
principle of pr of%gc’ﬂngn %Te%%gin%gfes#ﬁngpﬁl(g%&otsﬂ& glgrr.re ﬁaétggé %5 s to .
description nust ydsieb Ukeorddi8 ieathe iddtiRty d€ S MbmbtiSatidHineed, §,nadafiBAt at i on,
the follow ng nodifications: the notion of vul nerable software nust be

under st ood as sothenaxecutioh nky abéanst ofiethelssached pxeention padf 2pewt eftthen bei ng
descri bed. Thus, in the,casge ere.a principle of.protection has.al ready
been applied to Pﬂ'_EeS‘PB?‘?Pég iﬁ?@ s f‘%ﬁﬁg’}s ﬁ‘l‘e f‘i&ﬁ'ﬁ’g‘g‘sﬁ’rﬁ’ﬁldev_ F fensfst of

sof tware” nust beg,d PLKOVEHGH my&t&?xé&aﬂﬁg sterh B0 PMRADH A orSRflear e

protected by the principles) of protection already applied"; the notion of
prot ect ed sof t warespeativelyog yulutated tin the aensarization mepno 1% of dbk vaitvéy skidt he

principle of protecti.on bein escrijbed. Thus,.in as re,a

principle of prof3%8FBg ﬁ%&‘mglP&seaﬂvi‘bém |Ofrdsys Fﬁ?@&pm@ﬁbnbelﬂgot ect ed

software’ MSt beegriefiicdirpestivaly SOUP EE), 85 OUF (R, 1y on_‘new versi on
an i )

of the protected software"; t'he choi ces) made for the inplenentation
of the principl eabtinerinstentsit o hei,rthe dxscutidneef thedtiggering commandscwitht t he

1T eady appi & ed. reEed sSRers CtRs tCRRrRy-h o Tiaih 6 St Bitnedr
under st andi ng of o digs Emgﬁfaentﬁ@j,};mgéeddgeinﬁn@ﬁﬁ%itn@rd@{&ﬁ@%& hBarCgOr dance

with the invention. This protection process according to the’invention is
conposed, as showie mesteriny ewiane|2P, iof fhegordersi 0. fdhitosfdn-pfand theot thet i on
phase P during which a vulnerabl e software 2v .is 1 fied_t econe a
protected sof t wartgegion t.{yh’é‘ﬁ‘;msp‘?feﬁ‘eu%eﬁa%é SHeEop, pg'&?*l?ﬁj" o i"ﬁeh H?HFé‘ﬁg?tot ected
software 2p is ushghriohdfad%ot xS, UHROUiBFAAR bbmmahds With PERERACEdREs the
unit 6 and each time a portion of the fITst execution part 2pes executed in
t he data processiGRCRy <o CDERnapmses reépreseated neppestively byc TREGaR(fds)) ©
executed in the unit 6. so Shat said portion is executed correctly and

t hat, consequent IWQ@(@N& ected software 2p is conpletely functional)
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sai d request canngharh&l bidef ICDEHN tRADERLHhY to H irlies, the feranéd ofledl R(@y t i on
is not executed correctly and that consequently, the protected software 2p
i s not conpl et el yriggering inthe vnit ribie pretering Yy means ofirasfering means 20,j0f gher
during which is cr one addi tional us functionality

dited at, |eas age,,of
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split into two prgrbeiigthedidnsfehas dse febulirod thR2algdiithndic psdcessimg carhined pri or
protection sub-phase P1, takes place independently of the vul nerable
software 2v to prioithe memprizatien gone HAEthe it etp thgidataqrecrssige systemdp o
subphase P2 is dependent of the vul nerable software 2v to protect. It
shoul d be observed that the prior protection sub-phase Pl and the
subsequent protection sub-phase P2 can be carried out advantageously by two
di fferent persons or two different teans. For instance, the prior
protection sub-phase Pl can be carried out by a person or a conpany
provi di ng the devel opnment of software protection systens, while the
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6, a chip card reader 8 and the chip card 7 associated to the reader, - and
the transfer neans 12) 13 designed to be inplenented respectively in the
data processing system3 and in the unit 6, during the usage phase U and
capabl e of providing the transfer of data between the data 53 processing
system 3 and the unit 6, are defined: - a set of dependent functions,
whose dependent functions are liable t® be executed in a unit 6, - a set of
triggering commands for. said set of dependent, fupctions, iai'tg triggering
comuands bei ng Iiaéﬁpésﬁlglbtetoe&‘éc‘@ﬂé@ci » B3¢ tHEgeANS, crBand, yilgyenaRed and to
trigger the execution nsa . unit 6 & dent functions, - for each
triggering comar? ’erg:ﬁﬁ(gpagfmgéwgsse% eﬁﬁhﬁg& east in part to the

i nformation thnapsnihiteted &QMpld) thdlfigdeAh comfilands Hithr@indididérs UNbtNG, SO
as to trigger the execution of the correspondi ng dependent function in a
unit 6, saart exetetedhsccessivelye Iff shawldbeaobdereedt thah éwarigpmsiements ¢anebe
triggering command, - a nethod of renam ng of the orders enabling to renane
the orderseHecte& to obtain tri ggering commands with renanmed orders, - and
restoring neans desi, gk i ' [ 3 UL 1sage
phase U, and gnaﬁllqllcng&%toﬂkﬁgrg&%}l%ﬁt ﬁéw%gﬁﬁhggﬁakguﬁg io%\evtggaqeél gﬁ%@,’ﬂf rom
the renamed or derprocedifigd ard Hemétas toWiley @nithe dudlobie tdast thep résalts 8f ageor di ng
to the invention'inplenents a varjant of the principle of protection by
renaming, is al salghsithmicdprogessimg isaised tynenatkesalerrithmioq pocessing. dnfthisi | y of

dependent functions algori.thmcally egyi V. [ l.ggering
commands whose r eﬁ%‘?’rﬁﬂ'%S HHBFeLing rcgmgl??glg r%lﬁ{ %%Jgﬁ‘?i %%dr? Es[ +]sgg ?érgtge \%{%‘ g Efrgr’t he
protection processmnpesibldibedethévédne i nvention inplements a preferred
variant of the princCiple of protection by renam ng, are also defined: - as

met hod of renam rikheofecohd impryementaaivis Ak ppiiag fast & partingnicsqguencet plether der s,
- and as restori means 20 ans,.i npl enenti.ng a deciphering _nethod to
deci pher the rengﬁgée%g?@mﬁﬂ_ t“ﬂﬁ‘s% < r%rdF%earPa%tﬂl%t ﬁeto?ptq?l%uea‘é?)sendent
functions to execiioiihd theExdéifibn Bf the Protectétlsdffwirb et 38 ehivhiedmect, i€ is
protection process according to the invention inplenents the tgrl nci pl e of

protection by el eeferableytd chaost asequence of dhe Wigeeringicommandsewith renamedent ar y
functions, sub-set .of the.sef of. depen function - angd a set of
el enentary conman¥ e‘lsopvri‘écé’l l?gflagef 3P§§réﬁ1va i fe&‘ﬁ%lfdlogns‘? ? fe® aB§dndlh

functions, by intercalating, between them portions of code executed in the

data processing system 3 and including or not triggering commands with
renamed orders used of the determination of other data. Figures 83 and 84
illustrate the principle of such an embodiment.

Figure 83 shows an example of execution of a vulnerable software 2v. In this
example, appears, during the execution of the vulnerable software 2v, in the data
processing system 3, the execution of two algorithmic processings leading to the
determination of Zand Z’,suchas Z «— F (X, Y)and Z’ « F' X', Y").

Figure 84 illustrates an example of implementation of the process according to
the invention for which the two algorithmic proccesings chosen in figure 83 are
remoted to the unit 6. According to such an example, during the execution in the data
processing system 3 of the first execution part 2pes of the protected software 2p and
in the presence of the unit 6, appear, as explained above, the execution of the
triggering commands with renamed ordets CDCR; to CDCRy corresponding to the
determination of Z and the execution of the friggering commands with renamed

orders CDCR'; to CDCR'y corresponding to the determination of Z', As illustrated,



said set of elenentary conmands being a sub-set of the set of triggering
commands, and in the case where the protection process according to the
i nvention inplenents the principle of protection by detection and coercion,

are also defined: - at |east one software execution characteristic, liable
to be nonitored at least in part in tgg unit 6, - at least one criterion to
abi de by for at |east one software exécution characteristic, - detection
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and enabling to informthe data processing system 3 and/or nodify the
execut i on tof CRCR; tasewed] asvbiher portiorsof code aor intercalated.i [a thetexamplethdby, and
in the case _where the protection process _according to _the invention
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several associated thresholds, - and different coercigon neans correspondi ng
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of the principle lon”by detection an oercion using as
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to the invention inplenents the principle of protection by ection and
coer ci on uwiriableds cdmmt theecfofe bexdetertiined ¢carrexllyde by, the nonitoring of the

execution chajnjn are al so defiped; - an_nstructions set whose
Cnstructions Yriberbfosy pEpass, hatdn dhe,aBsencR Of 1B HRif b & least pre Jeaugst by a

I NStructi QRG60 TFRRY firdt YxeSfticth pdf 2pes bf BRSproficted SOfWare 2p, to trigger the

restoring of an order and the execution of a dependent function in the unit 6 cannot

be fulfilled correctly, so that at least said portion is not executed correctly and that,
consequently, the protected software 2p is not completely functional.

Thanks to this principle of protection by renaming, the examination in the
protected software 2p of the triggering commands with renamed orders does not
enable to determine the identity of the dependent functions which have to be
executed in the unit 6. It should be observed that the renaming of the orders is carried
out during the modification of the vulnerable 2v to a protected software 2p.

According to a variant of the principle of protection by renaming, is defined for

at least one dependent function, a family of dependent functions algorithmically



i nstructions commands being liable to be executed in the data processing
system3 and to trigger in the unit 6 the execution of the instructions, -

as profile of usage, the chaining of the instructions, - as feature of
execution, an expected chaining for the execution of the instructions, - as
detection nmeans 17, neans enabling to detect that the chaining of 56 the
instructions does not correspond to th¥ expected one, - and as coercion

means 18, means enabling to. inf gqrcmthe, dat a procesgi ng.system 3 and/or to
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detection and coercion using as feature of execution to abide by, the
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set, an instructions set whose_.at |east, so instructiaops rk. with
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set, a gersxaaligidgithieplotdciedadofivard 2p) @ dikédwet thadhie clepersdent fiumdHbnsCediled
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resul t i n @aplgoridynisally equivalentget ecti on neans 17, neans enabling, during
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Cl Qv corr gupetondytrendnhiag) Bodefined fus atl ldayt emi depepdem fanctivng a tfiumilg agfect ed
identification field ClPk of the origin ,of said operand, - and as coercion
means 18, algeniibmically) q%ﬂ’aie@t #ﬁﬁ“ﬂ?ﬁtﬂ%’&c‘r‘%gif c‘ét?ca:qli’étm&étnﬁ’l?&tﬁe@fﬂ? ﬁlef at

| east one it ' A '

or ot ect | oritrAGef MERRE (FsabhAthdeEof e pendelf rktiplflp EREABE WPthe,
cal | ed "coumsteucti on stage S12". During such a stage S12, are constructed
the transfer nmeans. 12, 13 and the explqQitation ans corresponding to the
definitions oﬁcﬁ?@%@i%ﬁ@!}&@%f?’aﬁ% eg%f.d“}?iﬁiﬂﬁghe? N?‘%mﬁd’ﬁéﬁ‘lroﬂ’&??% e age
Sl2, are %ﬁ&ﬁﬁg@&gg&h& b finedfor GR16dst bAd BGitnAbnt Afctidra AShEfily"EANS 12,

13 enabl i e uSage phase U, the transfer of data betweéen the
dat a pr ocealgorithnsyallysquialent| defrendemti fingtionsthyaisingridentificatiom fieldst he

expl oi tation ans.enabling the unit 6, during e usa as t

ol erent ¢ he ACBURIINg ficp RESred van, aRehedeRche e el BEPSRetiendy by
el enent ar yrbuield 08 detini SR EMcATB 8 Hamingeof BeS bfdéd laOipRéridgh fhethod
exploitati on neans al so enabling the unit 6, during the usage phase Uto

execut e t henablingtociphyr therordérs ts trefisfotre than b renasmshorders. Rememberrthat  and
when the p{hlenrcengmnI X goc];f tgcra %tr e(i'g IisO cr:]arlr)i%ddoeu e(fu}ilng rt].healglqas(e: Oo'?'rp%t(f.?:Qticl)nsP.a i:gtp this

preferred variant, the restoring means 20 are means implementing a deciphering

method enabling to decipher the renamed orders and thus to restore the identity of the
dependent functions to execute in the unit 6. Said restoring means are implemented
in the unit 6 and can be of software or hardware nature. Said restoring means 20 are
appealed to during the usage phase U each time a triggering command with renamed
order is executed in the data processing system 3 with the intention of triggering in
the unit 6, the execution of a dependent function.

According to another advantageous characteristic of the invention, the protection



i npl enented, the construction: - of the exploitation neans enabling the
unit 6, during the usage phase U to also inplenent the detection neans 17
and the coercion neans 18, - and possibly of the exploitation neans
enabling the unit 6, during the usage phase U to also inplenent the
actual i zation nmeans, - and possibly of_the exploitation nmeans enabling the
unit 6, during the usage phase Uto al Yo i npl emrent the refilling neans, -

and possibly of the explqitation neans.al enabling.the unit . during the
sage phackoefs il ot st MR StopRpHon b dul B aride > e
constructi &cﬂﬁf;ﬁ&nhﬁvaﬁa&giéaﬁié t TPRLion%o FRukes4 @143 ¢l assically, through
a program devel oprment unit and taking into account the definitions

i ntervened i nFohthedaiplemdnitativh oft thg @sinSible oSpritectionrbyt variabite s€ chdzen in t he
rest of the description in figure 110. During the prior protectjon

sub- phase fhe sontee afothet vulearatle seftwge 2uat lpasthens yaniable avhigh, dusinggbecal | ed
"pre-custom zation.sta S13: . ring, this.pre stom zat i st age. S13, at
| east a pa?’fecg o HE%‘H gﬂelé"f’@glenﬁogﬁgarigz_vaﬁépbﬁy; ﬂeglljnes gé%&r g}t %{‘Pﬁeo?if ﬁea_ns_
are upl oadgghvfe,ahudt@RSindeRtodd MRksetBE ?i&@s oMrfBrrhdifon, Af & (rjgw&lnmefneﬁ?,t ai ni ng
at | east one pre-customi zed unit 66. It should be observed that part of the
expl oi t at i necessagnts, the nempletecerstetionsef said sofpwarecsesmuch sethatitlietab8énceiaf no

| onger directly accessi.hl.e outside said gre-custom zgd.ynit 66. Th
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of the description in gure 120. In the case of a precustom zed Unhit 66,
const i t ut etéattyone chdsep vadaldle.7 and its reader 8, the precustom zation

concerns only the chip .card 7., During the or protection sub-phase Pi,
after the def Ahilgastere dhosgrpetipn &l?e BINET Bfglea‘fuﬁ’é‘?‘atﬁﬁéoﬁ\%@t}vﬁdﬂ st age

S12, a sta I . ' g sted a8l I i this

t ool s naki ﬁgd@gbgﬁgl%q?}gn%ée@%%@ﬁer?% ? ﬁg to ﬁ‘]éé?b’g ggﬁggﬁﬁ%dr?%tnect ed

sof t war e ofs satlh teteritg thepexetwtitini afithe pratedtedwofovar82ph att leadt one paftion of t 0

hel p choose or to choose ailtO tically in t,heeﬂnerabl e software 2v to
0)

protect: - thefEstaxsetionpart ghi ytediin fhedaty prncessiig system 3, tAkgendent
functions Lot i / j the:
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- and whenrestdes prthaonjilée of protection by variable is also inplenented, the
variables) liable to he renpted in fhe_ unit 6, - an en the principle of
protection byFéE_"é'ﬁéWt ﬁlr‘?t"?tﬁﬁé‘?ieéﬁg‘pfesogf’ﬁfupﬂ‘bIoér?eﬂﬁg%vggb]?@ a@%FY*th}ﬁ C
processi nofiad ekhBles difind® tRP bldouliBh Coff HRTRAIREIbI UBRWARN 2y BIHhARafy | N LE
unit 6, - and wheh the principle of protection by detection and coercion is
al so i npl epmeessihg sybteme3,eppéaron characteristics) to nonitor and, possibly,
the algorithm c processing(s) l|iable ,to be split intg instructjons

remot abl e in fhe 3fime gnstant, ty Wﬁei“r"s%%énﬁﬂti?ﬁp}ﬂ dat3 %plt(btté%t‘fa@ﬁb Vi,

condi tional br anq.gbrggen@émvl(_ X,

e at time instant t;, the assignment of the value of the variable V; to the

=1

variable Y, represented by Y « Vj,

e and at time instant t3, the assignment of the value of the variable V; to the

variable Z, represented by Z <« V1.

Figure 41 illustrates an example of a first form of implementation of the
invention for which the variable resides in the unit 6. In this example, during the
execution in the data processing system 3 of the first execution part 2pes of the
protected software 2p, and in presence of the unit 6, appear:

e at time instant t;, the execution of a transfer command triggering the

transfer of the data X from the data processing system 3 to the variable v,



i npl enented, the conditional branches) whose functionality is |iable to be
renoted in the unit 6, 59 and, possibly, to help generate protected
software or to automate the protection of software. These different tools
can be carried out independently or in conbination and each tool can have
various forms, such as for instance pr.g- processor, assenbl er, conpiler,
etc. The prior protection sub-phase Pi“is foll owed by a subsequent

protection sub phase . P2.which depend u v, to
R IR AL R B R R L
stages as well. {ghg, fibfelentdd@8¢ GOTHASRONGMd Golrespbhi@ink MR @B & of the
principle of prot ec%l on by renamng is called "creation stage S21". During
this creation stagénhitht of the datad toathe vadablelyt,i ng the definition stage Sl1

are used. Wth the aid of said choices and possibly of tools constructed
during the to®l sahtikienipstanhde tBesexepwiion, obt & tpptfers spmpand iggering: theit ed:

by choosing, at least o al gorithmc cessi ng whigh, durdng,th
execution of the Qlﬁﬁ%?fe?gﬁﬁeevag%ef 9@\/&\9evaf&i)?eu¥b§esgﬁr_'g érégt}e’ Bli"ulg 60&92?‘ nc%t%n_d
enabl es to obtai gm%te sh@a%t&ﬂ% 565K/ fo assibh #NRPfieNGardbld 88 Sfaid Mansteft i on of
t he source of th vu?n rabl e software 2vs contai ning at | east one chosen

al gorithm c procesmimgd beimg rpproshmtxdrioy ENGa) awkcarfespodipg in tetend todhe war e

2ps fromthe source of the vul perahle spftware 2vs,, hy di fying at | east
one chosen porti éﬁlg’ﬂnftnﬁ@?%l}’la og]tt)het‘f?gla&ﬂ“éqgm@ng t‘agre 2vs to obtain

at | east one podif} .Dard | f c e 2ps,
this nodificatiofi® g?ﬁgl%slb(k: tﬁ’a@%mﬁeg‘&ﬁnngf ?Exgﬁ%}i&eg%rﬁngﬁ& g‘?g%%ﬁék\g?%t eclto ed
software 2p a fi kghsfexef td edlupaf the?pasatils vexestidihgdn ithe uhit (it thepdaraessi ng
system 3 and a second execution part 2peu is executed in a unit 6, obtained
fromthe bl ank urecesingsysem d|seats tF apsign iy ity vatiable oL.ceid tepnstegcut i on
art 2peu executes at | t | i . e

gl gori 'Ito hm ¢ proc gg’fr’?&,deo-%%ﬁ %F%gér#&g%g‘igﬂ%g %d g{’%%&)ﬁ{'ﬁﬁgén %%o%@@?’%‘% is
split so that dukidighrhéift of¥RCHIIeT the viriublovabehd ediabfZWar e 2p, said

al gorithm c processing is executed, b%{e means of the second execution part

2peu, using Itehoulddemeluarver thatidusing the exesutign of thesprotested seBuiare s i t hni c
processi ng][eﬁt%réd%g{eargl@p% o ih JP‘\{I]\]S e %J;Grﬁli'@s eﬁ%ﬂﬁrﬁaﬁ‘iﬁg thd kY régéceil%oho the

sour ce of Sort SO tha e executron of the
protected safbpey 6f te proReted sbit@arrip) inpeses dndvid therpresenesloDthd ainit 6,
executed by the first execution part 2pes and triggers in the unit 6, the
rest ori ng, theyvalueapsaid vatigble sesiding jnythecunit 6 1§ trapgferredotathg datapracesping
execution, b ns._of e [ r ondi ng
dependent f’ﬁxeé?nsgﬂ,soe-usgé gitﬁes g‘%ﬁ gﬁegcéfig#tptaﬁ en/2 lthgfoggt:;er ntgec%gr?%gcﬁ’ 3{? Oivé ’tesliyD

renamed or gk sbhathaiieportion figeidsated eorettly anflithat, esnsequeantly) the preteeteglc ut i on
of the protected software 2p, .
software 2p is completely functional.

Figure 42 illustrates an example of a second form of implementation of the
invention for which a copy of the variable resides in the unit 6. In this example,
during the execution in the data processing system 3 of the first execution part 2pes -
of the protected software 2p, and in the presence of the unit 6, appear:

e at time instant t;, the assignment of the data X to the variable V located in
the data processing system 3, as well as the execution of a transfer
command triggering the transfer of the data X from the data processing
system 3 to the variable vy located in the memorization means 15 of the unit
6, said transfer command being represented by OUT(vy, X),

e at time instant t, the assignment of the value of the variable V; to the

variable Y,



and by producing: - a first object part 2pos of the protected software 2p,
fromthe source of the protected software 2ps, said first object part 2pos
bei ng such that during the execution of the protected software 2p, appears
a first execution part 2pes which is executed in the data processing system
3 and whose at | east a portion takes h@to account that the triggering
commands with renaned orders are executed according to the chosen sequence,

- and a second objgect,.part  2pou pof protec of contai ni ng
the expl oitat?on® ?atntér?‘e é%%t%Pg%é@%8}(€°§ﬁt1§étOfgaa%r?n%ﬁ(fﬁwgnﬁg%%gﬁﬂng h’eﬁ after
upl oad to the bl gilcriinift th6QaRRBbIOMET MiabRevexeld AR uding Briat eatLd
software 2p, appears the second execution part 2peu by neans of which the
orders are restopwdessing $y3end8psmasnto affectt it dosthar eriaklec df edid fransféhe

i mpl ementation of a varjant of the Bri nci pl e of protection by renam ng, the
prot ect ed sof t waganmpnd beipgteprasefed byJINE¥mdosi ng, in the source of the

prot ect ed sof r s.at | east ,one trigagertng nmand Wt h. rengned, or der,
and by nodi fyft\rglgmgfl %Fé’gﬁ“’%ﬁ@‘aéﬂ‘&% O%Ic%thonoqtctﬁﬁgr_og%c&%%%orltg\yar? %8’ B? ot ect ed
61 sof t warg,s2Rfe Ripy 8Ph AatiMkle Msideddn th it & BB OwREH 8 pofforP 8L e TRsEN
triggering corrrrandpvmth renamed order, with another renaned order,

tri ggeri nexecutimepatie2pesfafithe protectdd saftwaredp, iraposey it, Dud imthetpresencshetquent
protection, sub-phase P2, and when_at |l east. anot her inci pl e of, protection
P appl 1 odhf HukGaeraeias SEH OBy pharriAtls peidhiondts wikb B ustarad f e

"modi ficatj el “% I bfd i S22,
are used t ga{'gr;}%?s%ﬁ\lgl ngml %@e{/génegccﬁln t ﬂgg&?ﬂ;ﬂ%@&g&%@gﬁ%&% ng
sai d def i njoftiwans 2p)ds@pomaciblsy tlenl saidompsttianc tie dexdeuted gedrieetly oaids thatki ng

stage Sl14, the protected software 2{) (S rmo{ified to allow the
i npl enent AONSFAUSRLY, ke Profasted spRWars 2B isfonarietely Tunctiongl ng to one of the

arrangenent s ef 0k L hed LG p L

Var bl e 1o i REERa Ufitfiel i loxathFls bERABRLNE aaflon b IRE b e

choosi ng alofiweis 2p OwRen/thie ivaltl (isusidsinighIrathid eantple) deriog teesxeantinar intthei ¢
processi ng, which during the execution of the protected software 2p,

partial | y 43 prosessingesysteny 2ofghe fikt el PRt nagt 2 Pﬁg‘F@r‘?ﬁ‘,’t"'d RAWHE2PYi ng at

| east one chogen rtl t SQUL f_ot f@/@f 2ps, this
nodi fi cati on bei ﬁggéﬁtfcﬁrﬁfaﬁgttl’gﬁfi%gécﬁﬁ%&eofe@gttf%gﬁgﬁgﬁg%&%r ot ec(tgé’dﬂiof t war e

2p, at |east onecgrisatgyarthatasRr off theeddi Xne thopyridile oo taking tbabl e
resides in the unit 6, and by producing: - the first object part 2pos of
the protected sopeeqantthesbsenge of theupdt @hj ect part 2pos bei ng such that

during the executjan of th r . SO r a rtion of
the first exelut f‘tﬁ"b"a}’{s@ﬁé@ tﬁét%&&%foglogfn oﬁggsgecgu"n "".'%gfhalﬁqug‘g‘fmone
variable or at | edgder AR nafifyr of theavalablof the vardsisle ivp té ke datatprbeessingnd t he

second object part 2pou of the protected software 2p, said second object
part 2pou bei ng sydem,takingintoaccomtdhe absgnegef theprit 8, and during the

execution of the proiected f.twar . ap Sadpe jon part
2peu by means®of Pé . tmﬁtélgstf’%ﬁgx% 5’3&%?‘55%?@&%@&?@%&% copy
of chosen vari abliggghé @anifeO of the Raludrdft the .varhilsls vy te the idagi proBesting
protection by elenmentary functions is mBI enented, the 62 protected

&

software 2p is nspstéme takingintematicoyntrthe gbsanseief thomaitéhosen portion of the
source of the ot ect ed sof r.e S, this di f. catjion being su t hat the
ol tting of Kl Spniat HiLan BF 3beinch i o pak 828 ResecPalest huan:
functions Lssan PRkt filsEERRLASY pdrt BHEd fY\Sse a variable or a copy of variable residing

in the unit 6, cannot be fulfilled correctly, so that at least said portion is not executed

correctly and that, consequently, the protected software 2p is not completely
functional.

It should be observed that the data transfers between the data processing system
3 and the unit 6 illustrated in the previous examples use only simple assignments but

that the Man of art will know how to combine them with other operations to obtain



by producing: - the first object part 2pos of the protected software 2p,
said first object part 2pos being such that during the execution of the
protected software 2p, at |east one portion of the first execution part
2pes al so executes the el enmentary commands according to the chosen
sequence, - and the second object part  2pou of the protected software 2p
al so containing the exploitation neanéy'said second obj ect part 2pou being

such that, after upload to t unit 6 k e gxecutign of, the
prot ect ed @&Pﬁ%‘?@?ﬁé}?}“ 5@@5?& fé“%%?@ﬂ‘g(vg%c%‘éﬂ% T (gpeva 'Wh’reans of
whi ch are al sg.exgnteshdie aﬁbﬁ[@%&yﬁé ¥hdrbQEHidtRIT the YR tHRYpro@ed ' St
execution part 2pes. Wien the principle of protection by detection and
coer ci on iprotespl abme ndtefipplémentingoteptimapeodf westectitm icalletb diyf « eldmentayy

choosing at | east one software execution characteristic to nopnitor, anong
the sof t walbactiotera dessriptionaeizvhich isearded putiprelation todiguyes 60fc6d. by choosing

xecut 1 on chardcrerglmenatly o orffisf of st Dy RRERSbbIRR,

sof tware 2 deBd@entary functions for which at | east one chosen software
execution characteristic is to be nonitored, by nodifying at |east one
chosen portion of sthef slementeryofunctienymhpsx tlethentafy fmctiopsie lidblesto be

nodi fication being such that during the execution o; t he protected software

g
2p, at |east oneS¥arYtednbYmeans of the preond C3PTWiop Pars2pgihilk S iniph . addns of
t he second execut Shwleld ' [ [ abi ded
by leads to the hgét%gblg?%%ﬁ%atés@stemﬁ%ﬂ f%%g’%?%‘?%‘ﬁ]g%gﬁl tﬁ%ﬂgﬁ
nodi fication of ghe execution of the protected software 63 2p, and by

produci ng the second object part 2pou of the protected software 2p .
containing the efpd asetaficlmanta sommands fon 3 phejemgatage funetionsnsaidans 17

and the coercion NS, [ n j I hat ,
after upload to £ E‘g%,[nd# §%m§%§ﬂ?j%?@%gﬂ%tﬂgjtg%éc%?l&gﬁ&g?%ﬁﬁghtgg)ﬁ%gpg
software 2p, at kgpdah 30881 sofrigier ¢heseenutivnrin ahanni t6;of thé €oiréspohdingor ed
and the fact that a criterion is not abided by |leads to the data processing
system 3 bei ng i gleBrentady BWGHOMS-t 0 a nodification of the execution of the
rot ected sof 2D e i I,ﬁ.ﬂ;&- t] : LGl .

Br ot ection byi?ﬁﬁhgc I (l)er%E g{nt%}mglo%i;ﬁg n u1 1§gdf§£°tg tc'lzll’ ac gfrelh{sét?l h?g’ 2‘“%‘?{‘% e of
measur eendre @lsot dumssadtédexploieatipnlimeans, erfabing tootrastfereh 8 dldnkaundt Apints a

nodi fied: hy choosing as software execution characteristi¢, to nonitor, at

| east one WaiF i%aBble &7 cxecide clsraentanyr fynctions e execution Ofssaid plementary
f ti | 4 . SOf t. o (o ESERY- | f i i t f
tﬁgcplrgtn Zc eétl&sﬁc?f ?elwgge gg %ﬁo@gxﬁfggggﬂt@l }natt)lfe ed%tga]g(rgc%gﬁlgt %g‘%ﬂ tcjsgia&nfg )alt °

vari abl e oflementaty cmmands: at | east one variable of measurenment used to

guantify the usa&g.of sai d functjonal i,ti/F,r - at I,ea]?t one threshold |,
associ at ed t oFar txdwplementation) of the PRGNS A RIRECH) beelgBrBiaRytungtions) isy t of
usage of sgi t L = d‘"ﬁg -0f
chosen var?g Icgg% hrrgg?ué&éﬂ‘n?n?f g{épen FJSSEZ%]OWSC Eg%,gﬁgqg%ft Sc%i?%?éo?ltﬁ}h@

f unct i onal progessimgrubinpyatrieast bye operahd had s¢tunig attemse nnerastitds atsb dhbsgersour ce

of the protected software_2ps, this di fication_being such that, during
t he exec ut?to]ﬁa%f"nﬁi@“b?‘bf’%é\eei?“&?f? ev“i‘b?rglilﬁéoﬂ‘éfﬁeag‘fsecﬂa%&%k@ﬁ%nt is

actual i zed . execution part 2peu depending on the
usage of s%%cﬁ%g@ggﬁa |t8§,§&§n it | east one threshold crossing is taken

into account. AfQeéast bge chaxen portidt oDthedourcefofithid vylnedabler softwase 2ewis then
enbodi nent of the principle of protection by detection and coercion using,
as char act modifiadg so as taehtaim the gpurce of the protécted software 2ps. This modification

is such that, among others:

e during the execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed in the data processing system 3,
takes into account that the functionality of at least one chosen algorithmic

processing is executed in the unit 6,



64 measurenment, the protected software 2p is nodified: by choosing in the
source of the protected software 2ps, at |east one chosen vari abl e of
measurenent to which nust be associated several thresholds corresponding to
different limts of usage of the functionality, by choosing at |east two

t hreshol ds. associ ated to the chosen vayi abl e of neasurenent, and by

nodi fyi ng at | east one chosen portion of the source of the protected

sof tware 2ps, ot hiSs. il [ , ' dde ion of

t he protect ed‘sopﬁ\r@gé'%@%l @Bg@ggggﬁgtgag?ﬁ?ﬁig z\glr&i{do%got hrgghol sdrgre
taken into accouppeudiwHieh Brixeyutedin theanst 6fexehies sicload tlex fmatiomalitpaft 2peu.
For the inplenmentation of a second preferred variant enbodi nent of the
principl e of prottdeast one ehosereelgetithorc RERPCEHRE: ci on usi ng as characteristic,

a variable of measurement,. the protected softwar .S dified: y
choosing in the E‘H’Er i algﬂ‘ét%ﬁ”‘bP?&f’%sﬂP%@fstpm%%&“nggrtrﬁ?ee%etcug?féo hosen
vari abl e of neas ﬂﬂ&@ | L P} rare| / | ity and
whi ch nust be able %o Etgﬁ%rﬁgg?{égz ,%a%lheg(%sefn'elggst on{e% %g?j?'?l}cngﬁglﬁéu@gége’, and
by nmodi fying at beasdaneo€ thdezend eredution, parh2seuyosing dememarybfiinogorssich t hat

during a phase called of refilling, at _|east one additional uFage of at
| east one functi Brefembly, cash sbpwndalagrithinig Rracrsaingisy $okib| 1Bto, elegentarye rent

can be credited. ;For. the i .at | {nci ple of protection by
detection and cog}n@fl%s %gﬁﬂghﬁmgéggﬁeﬂosyﬁéaﬂ{ad%r ofile of software

usage, the protect egosbilyVéiecoriviml Bldhdntad fundtions eaglinpothesplacihy Wi e
execution characteristic to nonitor at |east one profile of software usage,

by choosing at | eastononesévetal operands at)the unit 61 dispodtli ch at | east one chosen
profil e of usage nust abide, . and by nodifyi at | east one hosen portion
of the source of Tt héie&%’mt@wc%‘ﬁmc swrﬂ%ﬁl S?Tgtg?f?pfﬁqngﬁ B A such

that, during the exeguifiiof! ekBGutd Ak efinddomdity V6¥ the?Rhodene afpBfittiflic
execution part 2peu abides by all the chosen features of execution. 65
processing, using said operand(s),

— and possibly one or several elementary functions enabling the placing
of the result of the chosen algorithmic processing at the data processing
systefn 3’s disposal by the unit 6,

e and a sequence of the elementary commands is chosen among the set of

sequences allowing the execution of the protected software 2p.

The first execution part 2pes of the protected softiware 2p, which is executed in
the data processing system 3, executes elementary commands CFE, (with n varying
from 1 to N), triggering in the unit 6, the execution by means of the second execution
part 2peu, of each of the previously defined elementary functions fe.

Figure 60 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable sofiware 2v in the data
processing system 3, at a certain time instant, the calculation of Z « F(X, Y)
corresponding to the assignment to a vatiable Z of the result of an algorithmic
processing represented by a function F and using operands X and Y.

Figure 61 illustrates an example of implementation of the invention for which
the algorithmic processing chosen in figure 60 is remoted in the unit 6. In this
example, during the execution in the data processing system 3 of the first execution

part 2pes of the protected software 2p and in the presence of the unit 6, appear:



For the inplenentation of the principle of protection by detection and
coercion. using as feature of execution to abide by, the nonitoring of the
execution chaining, the protected software 2p is nodified: by nodifying at
| east one chosen portion of the source of the protected software 2ps: - by
transform ng the elenentary functions3into instructions, - by specifying

t he chai ning by which nust abide at Iegst sone of the instructions during

their execution j.n. Uek ¢6.¢. - . 1T ofm he e n y
comuands i nt opi néstﬁ}%lglzq?%%gé 5‘6 %ﬁatﬁgs%g%@?{}oés%&%é&%@h%owgﬁuéﬁtbns used.
Wen the princi pbmgfmgg&i@cm e it CONfliet ERBAM o HNEBanksS of TRE & d, the
protected software 2p 'S nodified: by choosing, in the source of the

prot ect ed soft waexeclipen pat 2pens bf dixe counspiondinga¢lememanyh fiartione fe;pfié, i N at

| east one chosen al gorithm c progessi n?, by nodjfying at | east one chosen
portion of the swmcg@rwd% He trnsies of datacXs X fiom the, data processing systemad on

bei ng such that . LON,: tected software 2p, the
functionality of%ﬁ‘é‘ﬁgﬁ% ﬁgﬁ%ﬁ%st%gpee tlﬁ%?#;? ilgé;?g de‘@_r‘ﬁ%&‘ﬁ“}%‘z& %‘HS‘F%‘&S by
means of the secpndf aeamitid, RaidRhent@§ boniniandd CREY CFE, beAdefésdMiQfluci ng:
- the first object part 2pos of the protected software 2p, said first

obj ect part 2posrespactiyelybyfOUER, X)uOUK(ys X3 execution of the protected

software 2p, the functi onali'(tgg/ of at | east ogﬁlecegosen condi tional branch is
executed in the ripe gstants;t3d0 tyye e eXFEYLOH P erentaty semypands CHEt ect ed

sof tware 2p, sai defhi i t AP @UiHRGd C oad to
the unit 6 and dﬁ’r?ﬁgﬁg{]hg&%@% %1?2% of the Sdrxg?lgcﬂiﬁelgy }slgﬁlswgfg{e S,cagéppears
the second execuéieoutigapdrt 2pay of yhemarsspaddingelementaey funotionsofeato fey.,0f at

| east one chosen ¢ondjtional branch is executed. For the inplenmentation of
a preferred enbotfideslempntarye cpmmands) Lﬁ%“i phot EfEnan BRIng orenreseaiedl

branch, the prot ft i R eT A I in the
source of the pr%?%%ﬁgg&sg tV\Fllg{rlea?géﬁs,tgg?ﬁgg%f“%ngﬁ%e%glﬁgghog?gfg oisltgﬁy
condi tional branfildetons foy tarfegi;fexetgedin tarabinativieiscigsrithmiel it/ eqiivalent he
source of the protected software 2ps, this nodification being such that
during the executd dhe Jeneties By era agedisly,niice cxegytion hef §9idr glementary
functionality of Ser:] < eondelk i is
execut ed, by ma%%ﬁﬁ%a%g@gﬁggg%géﬁi%%p%¥ 8’2%% e}%ﬁnﬁ%&gﬁﬁ%éf and
by producing: - fejetoffegstwhibh asé thakcon2ptsofdthet hemprigdtivnt ches af, tyvane 2p,
said first object part 2pos being such that durjng the execution of the
prot ect ed sof t wafesumythe result fQ 3 memogizption zope zof thedait 6one chosen series of

condi tional byan (S8 d i ' 5 ﬁiﬁ%hh e | ect
part 2pou of the&%{ragE g%leeiégfség# ?’\‘A/aerng eé&lg&ltgfgfl gigc%lﬁ%go jeg?agl%‘g{i% bei ng
such that, aft er triggefiaglid thetulit 6, ttict ex@cuatish biymemng dfftBe socond Exentioh pafie
protected software 2p, appears the second execution part 2peu by neans of

whi ch the over al Ppewypfithe glementary, funtion fen prayiding thesteanstesrqfabe ggsult of

diti | b i . . o i Lect i
Socordi ng to t hettaeorfinEenkSgine Btk b BRI BELE 6% 20r MG BREC 0T

of a new sof t war 6 tyithd@ath presding Sgstéme3, Boiasto asvigryitrg thelvaridblé @) esigedi at e
protected pieces of software. In this way, the creation stage 521 and the
nodi fi cation st agemsntarysemmand SEErbeingfepssmated by IN(@)y so as to obtain

directly the prate f q_ 2 I sequent pratect i sub
phase P2, af tlglr ﬁi gﬁugs?rét;e? i %%3%@“3%%@%}%5%&3&5 0slgf %I\f/a?)ée‘:g%,a and
possi bl y afucedssivbly. FRHbuldbRlobetved Bae twid inpRvehads canbé effectediSt oni zat i on
stage S23" takes place. During this custom zation stage S23, the second

obj ect part 2wouTbenfitst nimprovernensx sbncerns ither easenwhere severaldelgorithmic | east

one blank unit . 60, with the intentiqgn of.optai,ni at Jeast _.one unit 6,
or a part of thepg%’emsoﬁfeeé‘?m?}ﬁ&th Ul i%}dya{jg?ﬂs it*\? ﬁﬁs‘#‘n@? one

expl oi tati on nea LighrHR! e dm% : 1 L.t 66, W th
the intention of Q%SP&I ni r%égﬁgﬁngg‘ssﬁkggﬁ%‘h ﬁgﬁgﬁﬁ%% %gacf‘léﬁégn%;ﬁlt 'S

cust onmi zati on i ntasefrabinenelemelthns commanke wsak fart theneansédr, cempossibite teni t 6.

It should be observed that part of said information, once transferred to a
removed.

—

e The second improvement aims at opting for a pertinent sequence of the



67 unit 6, is not directly accessible outside said unit 6. The transfer of
the custom zation infornmation to a blank unit 60 or a pre-custom zed unit
66 can be carried out through an adapted custom zation unit which is
described in the rest of the description in figure 150. In the case of a
unit 6, constituted by a chip card 7 aﬂp its reader 8, the custom zation
concerns only the chip card 7. For the i nplenentation of the protection

phase P, various technical s_ar SCLi isgly in relation
Fo i gur es. 110, 15i5meags fom AR afoR AESRE o7 ShnitRtS Bo g ielere Bl Tt o
a system 25 enabbmg: &&tdc’f@ﬁl STRire DPS 1t AR Lredpetd, WisShafBabRl fo UMGR 4 akes
into account the defihitions intervened during the definitions stage Sl1
and during whi chsequeneoos theuelerentaie comansitie whigatanfdtallyl dissomatpo slse bl v,

t he exploitation neans intended for the upit g Such a, sygtem 25 includes a
progr am devel opnERgcutian tofothe,glemsniary JHnGHANEH DK ibtegsalating. Betwgen HBemgr m of a

conput er - conpri si dlicts @?‘g%ﬂi%”&)&é%t'éd ix?tl?ecﬁlagggroc?%gdgr‘)%ﬁ{eﬂl $ aRd fldnfn or

keyboar d- nouse, N ng,  anong ot he ¢ OW ng progr ile
edi tors, assenmbl QbbeleREMBFYRARRAIS us€d G thedgermtiRdtRinRsfRiiR Jatad PGB S and
link editors. Figure 120 illustrates an enbodi ment of a pre-custom zation
unit 30 enabl i ng 62@nd 68 dhwtrate thepduciple gfsneh ahembodimsfiter means 13 and/ or

t he expl oitatigpons ans to at | east_.one bl ank unit with the intention of
obtaining a prEWE Oqlgpyé&nbmqa{np&?f%qc& IB‘i’é’Eﬁs}'_i“b}eﬁ‘? %F?i%)‘ﬁarﬁﬁi"t 3§ ncl udes
readi ng angggﬁﬂlé,' ﬂ%e%a&%ing]th@%@édtﬁ% b0 tifd Guﬂhéﬂaﬁl_é'éohu&feezﬁuﬁ{ﬂ{@%ﬁa a

SO to obt e

bl ank unit in a pre-customzed unit 66 to which t
transfer npmoessiny systthosd, tiveexecption tofttwonslgomthnic Ipaacesdiegsnleatingadetie The

precustom zation unit 30 can also incl si cal ,0pj.zati on neans 32
of the bl aﬁ%emmﬂ%mf\%%izoénd?@?tlﬁﬁﬁﬁ’éw%@ ﬁ%ﬁ on]r)r of a printer. In

th wher gy ' ! ' chi Cp der 8,
B

i |1 ustr at etheaivermtvadforewhichf tha tepsalgorifiimie nmbédssigg tohosar fry figute BReargaki ng
of the tools enabling to help generate protected software or to autonate
sof t war e presated inghe unjihAgcerdingdasuch am exampple, durigg dhe exeretiancndhedda unit

or wor kst at i i ' . i.Sidng a
cyst om un; Procissllh Sefs of NESE Becitibel Port 9pi8 ¥ @ oAU SinBEBR BT, ©
anong ot hefrs thet preséitke! OMitRguimt @ rappear, fas| explanddonlsoven sie shdcation of the

pre-processors, conpilers, interpretors, 68 debuggers and_ link editors.

Fi gure 140elementary semmands EFladp (N Gprresnopding ip Aae detemsmunafipn of Zapgh o

directly agpr . ed t } gﬂhﬂel‘ i 2V with

t he intent'f]%n%?ﬁ%%f 3?%%%%& tg(?: e g%ﬁl\f/\% go p. gu%?egj@%ﬂ%\?.ﬁr%f

i ncl udes adgemginatioelZ. dntlostrated, theoelemmsntasy admmandstCEB,; tvaGFENassnhotal | y

the formof a conmputer caonpri si n%a systlem unit, a screen., peripherals such
E;d\gx%ﬁTs'

as keyboar Exeenigdeconsarytively] inasmuch asmibis slesnentsry commands GESyy 1oy CEE

file edito I I e- CLSS [ s ah t :
debuggers gv'%g #%@ﬁgdﬁ%ﬁ%@ Ostv(\l/gl ﬁag{t%g%lﬁgaglr%b ;éneghl'?l félrﬁe %fgrelﬁ‘glrn e
protected gafuenéy & GHust carfied @uat EFEyf poetion pf diterchlated. cddeg ORE'{,5CFE,,
illustrates an enbodi ment of a custom zation unit 45 enabling to upload the
second obj Bertiopaek insereplated eade; LA 2,0 (& s, pprtiomof intsrcpiatad eede, (GREMws i on of
obt ai ni ng e one 'tC?EQr to upload a part of the second object part
2pou to at s e bre- castonzed unit 66 with the intention of obtaining
at |east one yfisHould bSabsresdstharidadhg dite exdcutictbof the lpistecied seftivaig 2peh
writing means 46 enabling to electrically custom ze, at |east one bl ank
unit 60 or thetpriesense of the wrib 6ceashdime anl elgmantap command coptadigddn g pertionast

one unit 6. the cl ose, of this custom zatio a . unit i.ncludesg the

i nf or mat i oﬁfﬁbﬁﬁﬁrve?‘&“}’hga’gx St P ntHISfprPLF@{éSr 6‘{%"&3{8 %d?np\%‘?seﬁQﬁﬂe The
custom zat | hh; &ﬁ#tﬁééﬂn' A eB¥S it te vnitSé. AR St b ifg7 for
at | east olﬁgﬁﬁ#{%&lg%v%lnc can f%twfr%staence, have theq;ﬂgf’nEo gfggrﬁi&?itugr. I n
the case wiigs preseri¢8iof the usit @ saitligontien ihgxeruteticprreattydand that) consqueshier 8,
t he custom zation generallipgoncer ns only the chip card 7. The protection

process ac & protegtadsoftware p éseanapletebnfupstional) enented with the fol | owi ng
i ts: _.It . | d t 1.oi ntl l,. i d
ronort 210 uniTBuES PRADRS AL AT exiiplf E oS olbmph B SEESHioR i B8 P Ba5 o

of the protected software 2p so that their joint use enables to execute the
protected software 2p, the absence of at |east one of said processing and
menorizing units preventing the usage of the protected software 2p. In the
sanme way, after the pre-custom zation stage S13 and during custom zation
stage S23, the part of the second object part. 2pou necessary to transform
the pre-custom zed unit 66 into a unit 6 can be contained in a 69

o o L ) A r—- o o v




- for each triggering command, an order corresponding at least in part to
the information transmtted fromthe data processing system (3) to a unit
(6), so as to trigger the execution of the correspondi ng dependent function
inaunit (6), said order having the formof at |east one argunent of the
triggering command, - a nethod of rena ing of the orders enabling to renane
the orders so as to obtain triggering commands with renaned orders, - and

restoring L gped Lo i iRl i i : i a
usage phasOniats 4 s3e BRE s g T8 R le, e e oxbctliof f
execute, f da?i‘?ﬁo@@ssfn%rb@%ﬂl_ 9r sfahe firgQ@LutGE parD 2pEPbPitedirbRBicdBdRiwars1abl i ng
to transformthe blank unit (60) into a unit (6) able to inplenent the
restori ng 2mpanevetRtine instargathe egecution ef eotedementdry wammagdgannot thggee iwosi ng,
at | east one algorithm c processi nrg whi cgmduri ng the eﬁec tion qf the

vul ner abl &X§gitioRenicthe seresnoading glementary fimstion,hesayse of dhe 3hsenee of theypt aj n

at | east O‘}g’ﬁﬁ ({é g5 :Y]&tsu&:t? g\%sléﬂ?g@és iaBle t?cqﬁﬂot?lgkﬁeif&% bd @éferﬂﬁn%}d"@or?e%ﬂ&? e of

t he vul ner r contai ning east one chosen

al gorithm c phQERsfId Sppearshihap D dieCibazgnce 60the amitod, 4t Neaspond fgued o4t war e
(2ps) fromthe source of tﬁe_ vul nerabl e software (2vs), by nodifying at

| east one miboenf gor fiisb axesution pag Apes ofthe pretected seftwpe2ns 4o trigges thevs) to

btain at | east dified porti f th T, ted
o tviar o (Xgaton ot Frerers Frcongh et wbd AR B8 e BB RE S Bt on
of the projqedsedaidPorieHf & hatdxeButbd lcdtrebiPaRd t, RRBiquerdfSthe ipfotgetegut ed in

the data processing system (3) and a second execution part (2peu) is
execut ed i|softvamn2p is(®)t completily fhcfiomah t he bl ank unit (60) after upload of

i nformation, t he, second, execution part eu ecutes at, | east .t he
functional i tyxﬁ?‘?rg‘t“gl?%&E‘?th_?fr?élv_ﬁmgeéwgghﬁrﬁﬁ;%gﬁ?# ‘&F%‘P 81:"8%@?91&6 PO UPBast one
chosen al g‘ﬂ‘Uf;ésQ Wifhs R $mpRmidibink S ﬁﬂﬁéiﬁle?@f bRASctidH! LAl B «R¥RetéA @RdOT t he
protected software (2p), said algorithmc processing is executed, by neans
of the seocmetiexsaddscriptiarof witpkeis)cartied ogt it eglatiotetotfiguxec?0 tdd. for at

| east one chogen_ al.goyrithmc processing, ttiggerin nds with.renanmed
orders are in %’g'ihﬁt“g‘ﬂfef’l?“faﬁ’é’né)ﬁﬁ%me‘flg{eh%{pﬁg%ftéﬂ &iﬁggﬁé‘%ﬂn& P so
that duringeybgn&ixecution of the protected software (2p), each triggering
command with renamed order is executed by the first execution part (2pes)
and triggers »n whleastrane spfyvare ¢recution charagjeridtic linblato befmomnitored ot lsastng
means (20), of the order and the execution, by neans of the second

execution part (ZpBYY NP WHE correspondi ng dependent function, and a

sequence of t9e bf IEAPIdnaOcHRAYRESatAE by FHRHP el Uik Ssobtvakd @RGP ¢ he
set of sequences allow ng the execution of the protected software (2p),
characteristic,

e detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
associated criterion,

e and coercion means 18 to implement in the unit 6 and enabling to inform
the data processing system 3 and/or modify the execution of a software,
when at least one criterion is not abided by.

For the implementation of the principle of protection by detection and coercion,

are also constructed exploitation means enabling to transform a blank unit 60 into a

unit 6 implementing at least the detection means 17 and the coercion means 18.
Figure 70 illustrates the means necessary to the implementation of this principle

of protection by detection and coercion. The unit 6 includes the detection means 17

and the coercion means 18 belonging to the processing means 16. The coercion




- and by producing: a first object part (2pos) of the protected software
(2p), fromthe source of the protected software (2ps), said first object
part (2pos) being such that during the execution of the protected software
72 (2p), appears a first execution part (2pes) which is executed in the
data processing system (3) and whose al | east a portion takes into account
that the triggering commands with renaned orders are executed according to
t he chose . j ( : t of.ect ed

sof tuar o (efS 18EEin AR RIE BRI SEhnsP bl EARMothal RS HRECRAEE" Lo
(2pou) beigyg such that, after upload to the blank unit (60) and during the
execution of the protected software (2p), appears the second execution part
(2peu) by neaMorofpredisely; thhedeteationsmzars 1dstssr sfommationh eomlyge fidentthe
functions are_execute and | oadi ng the, second object part (2pou) to the
bl ank uni tm(“éf?}',m\‘iﬁnishq?h%‘“ﬂ?ﬁ E&F‘i‘o‘ﬂeo CHINIZPHAT dngaRe féif’tnd((ﬁ) froghdh@uring a
usage pha i urd i chy, the.pr 0 2 jS.€ .ed: in
the pres e?@géégélnghéie% }tlﬂ( 6%}) af%d t&éa@hﬁﬁnﬁgong Io{f Y\%é’grrali n%@%\%%ﬁ%%&fl?ﬂ
renaned ordharactegigtiésaiFoeeachsoftwady éxeontion clidigctérististis gotas lddsOond@iteriéBPes)
inposes it, restoring in the unit (6), the identity of the correspondi ng
dependent tp@hideityn and executing it, so that said portion is executed

correctly and_that, conse I h ected.software. (2 is campletely
functional , dlé‘ntg‘e F?‘Fetvﬂée%%gtgiﬁ%tgésq h{ag'élp{?%ttonf g9 ftware °§‘8?‘ﬁb°("o‘ﬁgafal‘fgenrsgﬁuest by
a portion qes nbeahits By a€YRAGLSNOitBAH, the BERLtidPmeAnIPE InthbAf tIRXEStibAN of a
dependent function in the unit (6), not being able to fulfill said request

correct | y, meanst iaof it Spidacnercion angaos (18mare jadapted teawlifyedn ther appropyatend

that, consequent | e protected software (2p) is not conpletely
functi onal"."acllsﬁ?he #88&@?‘&’& rding to claim1, conprising: ~ during the

protection phpsethé Rhplenfé@tatiohd tﬁ@ﬁljiﬁ&ipl!eetﬁl?p}rot@&ﬁm%p&w&% dndtobicith, 2

famly of dependent functions algorithmcally equivalent, but triggered by
tri ggeri ncpre alsmghesenihose renaned orders are different, and nodifying the
protected software. (2p): 73 - by choosin in, t.he source of the protected
sof tware (2ps} aft |léa§&ongngot?wr5géﬁcn Ogo?ﬁﬁar‘fﬁer\ﬁil? htor HAHCE aﬁn&eg,&e and by
modi fying at | eagénwi8 ekE8Q#RN cAMatieABi @& lidbroRUAGRtREd,t he protect ed
software (2ps) by replacing at least the renanmed order of one chosen
triggering cosmanatleasttane rogiterinmdtocbitter by fartah leasidneeshosemsofiuiare edesution
triggering a depe dentt function of the sanme famly. 3 - Process according
to claim1l or 2,°¢ ﬁ_%f"i‘%’fcng: -~ during the protection phase (P): defining:
- as nmethod of r@N3Rd RBuRE &M theOVHIRERbIE sEfRRR! 2V d@%_&quoﬁeogggoﬁﬂaﬁic_t he
orders, - and as restoring nmeans (20), neans inplenenting a deci phering

met hod to deci pherocessing Erawirich ot leestsonensdftvans exepution ehataeteristimisito\beof t he
dependent functiogns.to execute in the unit (6). 4 - Process according to
one of the clai mPOPPRAs  conprising: ~ during the protection phase (P):
modi fyi ng theepr gh@Gh Sfle SSuttRbE the’ Riilnerable software 2vs, at least one portion

containing at least one chosen algorithmic processing.

At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected software 2p, among others:

e  at least one portion of the first execution part 2pes, which is executed in the
data processing system 3, takes into account that at least one chosen
software execution characteristic is to be monitored, at least in part in the
unit 6,

e and the second execution part 2peu, which is executed in the unit 6,

monitors at least in part, a chosen software execution characteristic.



- by choosing at |east one variable used in at | east one chosen algorithmc
processi ng, which during the execution of the protected software (2p),
partially defines the state of the protected software (2p), - by nodifying
at | east one chosen portion of the source of the protected software (2ps),
this nodification being such that duripg the execution of the protected
software (2p), at |east one chosen variable or at |east one copy of chosen

vari abl e resi o b ol int s MAGiadt i . objgct part
(3pos) of 't neDaiing e AEeutibptof i projoctiaisdfiest 2 drbBted YANIS drftbiplebP ) Po0
such that ghdtection by deteotidawhd @Beroion] Methp pedsedead tlsnidiver e (2p), at | east one
portion of the first execution part (2pes) takes also into account that at

| east one var?abhe long at allghsteridermn copsspohdingrtp adll ¢her eminitesedi exectitomni t

(6), and the second obj ect t. (2pow) .of the protected software (2p), 74
sai d second obj eEﬂarﬁ‘"é? St‘(’%Bg% ﬂlfe‘i“ﬂgl%gdwrtﬂ?{’éto, thg proytected spfbvare 2page uni t
(6) and during t tdan. Ofs. C S pears the
second executi onggig%%%p%@) n@?ﬁ@g?ﬁ%@&fgﬁ gi& eécgtsggﬁ)earecﬁﬁsgzﬁrﬁ

variable, or at hemasallg/we thatRsidyirorbrdenftwars qowerks @shfadly, 00 in the unit
(6), -~ and during the usage phase (U): in the presence of the unit (6)

each tine a port aodhibdt leass ong roftthe grtaria) emregpandin fre s )ymoniteoeb exdcntionsi ng a
i abl f i abl .esi dj int it (6), Lh id

bortion is execubltmeidta iportich o Prifried Solie e inot Bpigelbpdhe”

software (2p) isqg@QMmb&is@hy syHBM! 3 39 3hformBdGf inakd?6r ﬁ&&ﬁﬂfeﬁoﬁﬁ%t&%{é”' t

(6), in spite of the requeSt by a portion of the first execution part
(2pes) to use a yartioahiféhoprotectabsofivvare Apiisbiodifiesk; isditieg the fitetioning tof( 6) ,
not being able tg fulfill said request, correctly, so that at least said
portion i s not eﬂ?dﬁ?@ﬂteeé?‘?\%rﬂzyléﬁép‘?ﬁ%‘{', consequent|y the protected

sof tvare (29) Nafif, it HEPARESLYof MBSEAOR3l 1ot ondTORESAE BRHG e of

the clains 1 to 3, ‘conprising: during the protectio i ni ng:
- a set offist exsutian paft2yesiafithe psotbetedtsofifwateh2p detuse fthel apitngl eminof bect i ons,

- and a se el enentary co nds for said set of elepentary functions,
sai d set oéﬂglﬁeé]rrﬁ?ﬁ'%t oo figh Atideast spid ROTHQR. 8 ot sreguied carreetly and dhatr | ng
commands, o QaNIchi? o oftEd SRk iz fs At EEASIRNAALGRIL he unit (6) to

al so execu%e t he efer?gﬁctjary unct ieo sso sal'd set, tfﬁe execution of said
el enent ary f uRot thermplesmentptioniafdhe pantiplet dfepreteetoont by detectidrhanddaiescion,

Fenamed, | BIRSROUTGMIGR o SEHEEILUPE e BTl modi {31 ng. at
hi s modi 1§ cartonthelPeoL G SEetich, ardchRisls SHREUAIE R wREmolcad)
al gori t hm megsuozeendiafghe gxecutiop evfore softwanecandoths seesl type\coalesponds 40 \a
functions, profile of usage of a software. Said two types of characteristics can be used
independently or in combination.

For the implementation of the principle of protection by detection and coercion
using, as execution characteristic, a variable of measurement of software execution,
are defined: |

e in the memorization means 15, the possibility to memorize at least one

variable of measurement used to quantify the usage of at least one
functionality of a software,

e in the detection means 17, the possibility to monitor at legst one threshold

associated to each variable of measurement,

e and actualization means enabling to update each variable of measurement

depending on the usage of the functionality to which it is associated.



75 - by producing: ~ the first object part (2pos) of the protected software
(2p), said first object part (2pos) being such that during the execution of
the protected software (2p), at |east one portion of the first execution
part (2pes) al so executes the el enentary commands according to the chosen
sequence, D and the second object party;(2pou) of the protected software
(2p) also containing the exploitation neans, said second object part (2pou)
bei ng such thate apbt EdnstibiO@bxpRitahién URkdns( BipleRdnEng,i I aadnﬁom?cmé on of
the protected software (2p), appears the second execution part (2peu) by
means of wdetechiommeand Ebarehtbe voarcion ineant #8xthe actyalization beass.t ri ggered by the
first execution part (2pes), ~ and _during the usage phase (U: 1in the
presence of t4#E 4l ¢hogen, mythg sauree of thegulnivrahlesativaie véionmand contained in a

portion of the fijrst. exegution,.par 20es) 11 ses it. . executing. the

cor r espondi ng® el et 3?%/5"?%%}1&04%(‘ Yﬁl e{?metq’% are %%wpﬂ%ﬁusg%ﬁ ’ﬁqﬁbreii onis
execut ed correct {obheaibhitdied usit®h $AHHEGS teasufndift Ot ect ed software (2p) is
conpletely functional, and in the absence of the unit (6), in spite of the
request by a eor it leastadnet vaziabler sf meaarementnusedrto quapds) thet wsape iofgeid t he
execution of an f(i,iger,nen ary function in the unit (6), not being able to
fulfill said req gfo f%ectly, so that at |east said portion is not

o Soul £ 1808 WP RO IR bnd " LRI beo HeallibfichEl) 1S

not conpletely functional. IoCess according i ng:
during the prot egdrtesporti@s® A Ithit of dSdgderfRgid fundfonkBHSt one software
execution characteristic, liable to be nonitored at [east in part in the
unit (6), - at |enksatdeestceone andthed tof update ofy thervatiable cofs measeremeht war e
execution characteristic. - detection.mean 17) to inplenent in the unit
(6) and epab!ingagﬁmamgghégig?ﬁePﬁﬁ?dg?mﬁgig ‘one software execution
characteri stiphel@Rgcd ot theRiulirible 86fWARIvs A5 heASHOEIBY SR & toldtidiRne - and
coercion nmeans (18) to inplenment in the unit (6) and enabling to |n?orn1the

dat a pr ocewvicagfsthe peote¢ted seftwarsr 2pso dhis ymaedificagioncheing suchf that, dedhguwbee, when
at |least one criterion s, not_.abided constructing the exploitation
means enab Ry PR tmrp*e(c%e;&,soﬁgaﬁéﬁb.tﬁ%ﬁchﬂgﬁzfecpﬁgnzggbcti on neans (17) and
the coercion Jreagsudliks .the ¥aHabTR Bff thehrdriént LDEAGhE s Ble! WREE dr2da - by

choosing at |east one software execution characteristic to nonitor, anong
t he software exefuwetionalighar acteristics liable to be nonitored, - by

choosing at least pne criterio bi de, by, fqQr at. | east one chosen
sof t war e exec'utiﬂ?pot@ﬁ%ﬁlﬁkﬂ‘E’tcf’g‘iliaé?eagtweth?%%@gﬁ&*'ﬁgt he source of the
protected soffVgh& &&%,)duﬁ%%éﬁe@ﬁﬁoﬁ b hE ipedtecttd EoﬁWz!lr%S 'nggle afble o€

chosen software execution characteristic is to be noni ,
measurement is updated depending on the usage of said functionality, and when the

threshold is crossed, the detection mééﬁs 17 inform of it the coercion means 18
which make an adapted decision to inform the data processing system 3 and/or to
modify the processings catried out by the processing means 16 enabling to modify
the functioning of the portion of the protected software 2p, so that the functioning of
the protected software 2p is modified.

For the implementation of a first preferred variant embodiment of the principle
of protection by detection and coercion using, as characteristic, a variable of
measurement, are defined:

e for at least one variable of measurement, several associated thresholds,

e and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:

e  at least one variable of measurement used to quantify the usage of at least



- by nodifying at | east one chosen portion of the source of the protected
software (2ps), this nodification being such that during the execution of
the protected software (2p), at |east one chosen execution characteristic
is nonitored by neans of the second execution part (2peu), and the fact
that a criterion is not abided by leads to the data processing system (3)
being informed and/or to a nodification of the execution of the protected
software (2p), o@étflm@timm@epmwsotﬁ%éeﬁertg ARG lusPBd Sss()aP@H)seQJr j he
protected software (2p) containing the exploitation neans al so |rrp enmenti ng
t he detection rreﬁmesh()rﬂi)coﬁes;bohdhegwéuffarm lnmisnsf usdde) of ssidi finctoaalitespbj ect
part (2pou) being such that, after upload to the unit (6) and during the
execution of ¢ hearpi%ttleit,sté’tpglmshﬁ}dﬁ asspgigfed tatthe warisblepfaneasvnemene executi on

characteristig is m)nl eda t he, fact, t ha ion is i ded by
ead s to t el ok eUiraE S es) 24508 ik APl P b tie

nodi fi cati f i e (BB during
t he usage %ﬁf'ﬁége()f{tﬁg.p? &?ﬁt@? ﬁgﬂgfﬁeesed} Cgttg}gﬁ ?déieieﬁlnolao&?lg&ﬁh tglgt durm gglgal | the
criteria cexectimufdhaprotevtalisbfitvace 2mthe sscedd exantibn part 2par:act er| st| cs of

all the nodified portions of the protected software (2p) are abi ded by,
enabl i ng sai d® porethalives dhe reable nfcmeetrementydependingon thewrsere mrsaidl | y and
consequent |y enagl* {]ﬁn‘h protected software (2p) to work nomnally, - and
if at |east one e cfliteria corresponding to a nonitored execution
characteristie OhndtaReN int@iccOiint! HigfeRilye tHeQFoskRiploFMicSvaidns thr&shBREs, abi ded

by, informng the data processi ng system (3) of 1t and/or nodifying the
functi oni ng ol other pords, clussifaltyh during tthe exerution tofithe protgsied sofiwara2pt, he

Rccor df ng Vet s BBt F e Jhe shils jntbrit e debuimiarine g 3
conpri si ngen&oxmn%“ﬁlb NtotedRdPIoRERIFS 'ZBnncPchﬁ)S fsd Rid fuA@ionit)%nymodsS ¥hEvear e

execution characteristic liable to be nobnitored, a vari abl & of nmeasurenent
of the usa;geteofedasoﬁmm Rpreatrigsyorobsivg sait fmctgqnahtyashecsqcowi th:eshbtd whinlde by,

t | east hol d t ed h bI of
Rctual | zat PSP CHARE Th g1 oc Bhdie g g A Loy b AP aBe. dpfoercion
measur eNenheansC84d Hiakk Be tﬁ&eﬁmt&iohamyomeﬁee{v% R0 & hBroBitbq(6) to

al so inplenent the actualization neans, “and nodifying the protected
sof tware (WarGZtamaffmbw ng as software execut i on charact eristic to

it f at t
funct i onati tyFor e dopletigdation B o nestigrottsre vedsnt, SEHRURERE LS S8R | ¢ of
the prot echsi QBﬂﬁﬁit&t{oﬁFHy d@t&ﬁsn i 86ertion! usaiy & étﬁrataen@ﬁalatxﬁahagtew ng a

vari abl e gl% rreasur enment, ~ at | east one vari able of neasurenent used
to quanti fmeasueemmugareodefh‘@ddeﬁmm gary prabling tgtcrpdihgt legstconch seftwared

ieage of - spgidufiy FERISRY, 87 5 uplaolErOF HeBPBhe RIS Pt B afulpary ©

chosen varusqpé.e of measur errent dependi ng on the usage of said
functionality, - and by nodifying at |east one chosen portion of the source
of the protechsel alst capstaacteth sxploitatien fpeatsi implementing, g sddition Hat thedur i ng

< act ual | S0ty e R GcRtiaR ieHEL T8 £f b BB G Dle g e TRRRNEC ¢ e

usage of smieghsfunctionality, and at | east one threshold crossing is taken
into account, ~ and during the usage phase (U),in the presence of the unit
(6), and in tlsealsxaslaosmemethesoureegtg theratinaralele Koftware2ys,sit A@Stmermbledu ng to
at | east on | i mt of us&gelts et ect ed Htformn theg |ng

syst em ( 3) Oomepsurement Hseasalingt iy vee PLA aﬁ‘n?’??g f“et he
protect ed étﬂﬂvl‘iﬁh?nﬁs%% abRQobadtedites \ﬁlﬁﬂ&tlb&?bﬂga&ﬁu&ﬁ?uﬁ et ect ed sof twar e
(2p) is nodified. - Process according to claim?7, corrprl sing: during the
protecti on phdhe sbﬁ.ﬂé)a of the vulnerable software 2vs is then mod1ﬁed so as to obtain the

source of the protected software 2ps, this modification being such that, during a
phase called of refilling, at least one additional usage of at least one functionality

corresponding to a chosen variable of measurement can be credited.



defining: - for at |east one variable of neasurenent, several associ ated
thresholds, - and different coercion neans corresponding to each of said
threshol ds, and nodifying the protected software (2p): - by choosing in
the source of the protected software (2ps), at |east one chosen vari abl e of
measurenent to which nust be associateg several thresholds corresponding to
different limts of usage of the functionality, - by choosing at |east two

t hreshol ds asgogial : ' eq@f , y
nodi fyi ng at _.F-seast de(;ﬂ%tt’ gﬁ%ﬁ%%%?g\gqggﬂéﬂgéthgorﬁﬁgﬁ%ﬁﬁy at ]/%aglg?%?ect ed
sof twar e (chopen Vitisblaofinkishednienn ahdlon of aulehsttonatassodistédthrésheldexeasitbon of

the protected softvvare.égzig‘)Wi the crossings of the varigus _thresholds are
t aken i nt callgyeaiugast gng p 2l ysagpf thesgpstesponding Biaetinnality & gthenopts: t

(2peu), and.during the usa hase s . in th resence of.the unit (6): -
i ehe. cach e, ol JRSTREC B fatihe o oferb OBABIBE LG bl Bip o i ng
the prot ecgaehisli tﬁegr%?éctéﬂ%ft%é@ﬁ. the corresponding functionality
anynore, - ané I'n"the case where the crossing of a second threshold is

det ect ed, makFogthienmiplennniationtdi¢he prinaipleositirotgctiamby deteetion andaecuttcionat

| east one portion of the protected software (2p).. 9.- Process according to
clai m 7 orusng s sharpeterggic, aprqjﬁﬁ= phepitware psagcetsidedined ancrteripn to g‘ﬁé? P¥i ng
refilling | i Q ' e functionality

noni t or ed @%ﬁyg@gﬁg&#’ artrg‘%lgﬁéﬁeerr%%ttukﬁma‘ts%? at | east one additional usage,
constructing Ahealex phasehahitssonensS the solnatablevsiofigratdzvsuni t (6) to i npl enent

the refilling neans, and npdifying the. protected software (2p): - by
choosing in tme gbleptongprafe obpssgese mpnierht ware (2ps), at | east one chosen

vari abl e of neasur t enablin o Lim . f netiopal ity and
o e st pasan And A SR edri o Bretich dy MR BPRadont o o
by nodi fying at hgastmefaebieosen portion, this nodification being such that

during a phase called of refilling, at |east one additional usage of at
| east one fundhe souaice of thovyloerpblediofigare 2us isHbewmodifiada e es ¢ oblgistheenent

can be credited, .~ and, duri ng the,phase of refilling; reactualizi at
east one SHSERR e patscird D hnal 2Ba bl Dodliftayion bORy subf 3 Qi il 2

t hreshol d, e;&Rufién bPtR! prowcRl sbitwale 2j5)@hédétiohll eRedutivh ek 2plkutabiies bHQALL
functionality. 10 - Process according to claim®6, conprising: ~ during the

prot ect i onthgiehosen fepturesief execuigon. Inpsherowendsy the st itblhmontiprctbe Mast i ¢
lTable to e sen%gxllé %gcggutio% 82{1‘9 f2|p|e§ igfex%gﬁt%&%ﬁ Sh?Hform the data processing

system 3 and/or modify the functioning of the protected software 2p, in the case

where at least one feature of execution is not abided by.
During the executioﬁ of the protected software 2p, protected by this principle, in
the presence of the unit 6:

e as long as all the features of execution of all the modified portions of the
protected software 2p are abided by, said modified portions of the protected
softiware 2p work nominally, so that said protected software 2p works
nominally,

e and if at least one feature of execution of a portion of protected software 2p
is not abided by, the data processing system 3 is informed of it and/or the
functioning of the portion of the protected software 2p is modified, so that
the functioning of the protected software 2p is modified.

The monitoring of different features of execution can be considered, like for

instance the monitoring of the presence of instructions including a marker or the



- and as criterion to abide by, at |east one feature of software execution,
and nodifying the protected software (2p): - by choosing as software
execution characteristic to nonitor at |east one profile of software usage,
- by choosing at | east one feature of execution by which at |east one
chosen profile of usage nust abide, - gnd by nodifying at |east one chosen
portion of the source of the protected software (2ps), this nodification
bei ng suchnéritring 8 tenrgetdiRne kit tgehedsofiware (2p), the
second exec_utiongpart (2peu) abi degsﬁggpgﬁ%t%@Ejgﬁggﬁeeﬁiqg@gctuﬁﬁ%s of

execution, --Faatke woplemgntatien of thigeprptvasle of Wrotestidnhley AEtEERACRIoetdign UNi t
(6), and in.the ere it is d cted that at |east one feature of

| t
execut i on " _sasrfg%‘s‘%b‘? CWH ﬁ%?%&ﬁsﬁgtmﬁﬁoﬁm@gp@ﬁﬂie$Sb¢1gioay3m'mﬂng 3) of
it and/or mpgdiiéayd S fdiof O msirftidpg, 4t drgflﬁ?cﬁort ion of the protected

software (2p), so that the @unctlom ng e protected software (2p) is
modi fied. 11-e PrandstBuction®sel] witoskOnsthtiBhs fre HGBIERG bS eRSkutedindhy 1,29 <t he
protection phase (P): defining. - an i nstrugt i onsaggt&%%esd;mﬁﬁ P'iuugti ons
axe |liable t@® be sstefungumdtions hemumntls (f6) said iastartions sdtNsdid UdthiRAsnS OMands
for said instructions set .sl?li d instructions conmmands being liable to be
executed in the °8§F’é“16‘§&5%é‘§ ﬁdoéiﬁs?’@ﬁﬂ@)mémd@@ nrecessing systemh® Tind t  (6)

the execution ofexbfifionNst Eakht b = fi e of usage, . the chaining of
81 ° as feg?%?lem% ced%égd't” an?“dﬁr{ng’ﬂﬁﬁaeﬂr%ﬁ%ﬂ% ng for

-

t he instructions, 8
t he execution ofsystim Bnaigges iiwnhe uni®s6,deiee ekbAtiola Shdé 1bkres g

; N . . (24
enabling to det ectmt hat the chaining of the instructions does not
correspond to tHBUMCHRRt ed one, - and as coercion neans (18)) neans

enabl i ng to ignf Qgemtibe nsldk r I D¢ t 3),and/or_to nmodify the
functi oning of tqﬁe %%?t | ongcl)? °§§‘§f@c€’g%§§%f*ﬁé\?a‘f'8 chainging gfthe ingtructignsi ng of
the instructi onslodorst coaespondite rongetrdions, expected one, constructing the
expl oitati on nmeans al so enabl i ng the unit (6) to execute the instructions

of the instrdct i#BALostsion meane I8 anabling ¢¢ ivfoimd thestataiptdcessingoeyskan 13 | gger ed

by the execution,} rQcessi ng stem (3 of the instructions
comands, and %3%{ ;t{}ﬁag@?}gﬂger g’t?eé’z‘?lga %If)%ts\gﬁyvgx(e( Q’E‘fn the Gﬁalﬁﬂtﬁ of they at

| east one choseringtactionsdoet nbheorfapsidtothe bRfeciqiifect ed software (2ps): by
transformng the elenmentary functions into instructions, a by specifying

the chai ni ng“¥% 2ltRiconstiried expleitation meansiensbling tfe unit 6 to also execute the
instructions of the instructions set, the execution of said instructions being triggered

by the execution in the data processing system 3 of the instructions commands.

Is also chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is to be monitored.

The source of the vulnerable software 2vs is then modified, so as to obtain the
source of the vulnerable software 2ps, this modification being such that, during the
execution of the protected software 2p:

e the second execution part 2peu executes at least the functionality of the

chosen algorithmic processing,

¢ the chosen algorithmic processing is split into instructions,

¢ the chaining by which at least some of the instructions must abide during

their execution in the unit 6 is specified,

* and the first execution part 2pes of the protected software 2p executes

instructions commands which trigger the execution of the instructions in the



the instructions during their execution in the unit (6), v and by
transformng the elenentary commands into instructions comrands
corresponding to the instructions used, ~ and during the usage phase (N),
in the presence of the unit (6), in the case where it is detected that the
chaining of the instructions executedd4sn the unit (6) does not correspond
to the expected one, informng the data processing system (3) of it and/or
nodi fyi ng the fumdté.oni ng of the portion of the protected software (2p), so
that the functioning of the protected software (2p) is nodified. 12 -
Process accorldfg the egection o1 thequmisetedispfware X protectediby phispendipleniphase
(P): def itﬂ‘éﬁ%: -e\%g insttr Ictions set, an instructions set whose at | east
SOMe i nst ruck rons W‘Wt regi sters and use at | east one operand with the
intention of ¢ etiriRi I8 : .t he

i nstructions V\or%ilggg\?\ns fhﬁ °§§g§‘g°§rt2$&§f%‘gﬁns?gﬁﬂlﬂg‘i‘%"f’ﬁﬁﬁgpt%ﬁ‘emfﬂ?ﬁél}‘? onality
of the instructipmoteciddasottwargp; exbehiediinghé hﬁtwaﬁedsfﬁld‘sheitﬁé Repdcsg t he
execution of the instructjons and including bits fields corresponding to: O
an identificati o?hes paid gadifiadortipns ofithe pratected softwage 2p avoirb nomimaliypper and of

the instruction: * a.flaqg fi.el * and .an, expected identification
field (CPK) of ‘thﬁtesaabcﬁ)%?%ﬁ%’,ds?%%%’ r@é&j’ﬂ&?@ly’bel onging to the
expl oi tation JTeady iRk dafin@¥f thRSndtARtbNCHS £ ,i%ﬁtof )t/lﬁ: r@%&%{eﬁts ﬁyv%e

identification field (C1Gv) Tn which is autonati cal norize

i dentification op thesutedsn thersnit Gcloenotmuirsispdiaistortae exprettd dre, thesdakd . i n
said register, - as detection, means (17).. means _enabling, during the
execution of an PRSESSRESYRAM 3 bsrmg%fg’r?ﬁ(fé‘& %Fg?f the dhnstioming afytheipertion CDk)
imposes it, to cheekitdied e8Rdatd ¥nOls WhSigsde pdent i f.i cati field

(Cl Gv) correspondi Eg to the rggi S eis useéﬁﬁd;f gsogitt%aqo%gr iaﬁndﬁ,abrgl?{é ?tﬂéh%xpect ed
identification fpretedtedGbRiwpred®p ishmodifiedi n of said operand, - and as

coercion maar}‘s, &18) gﬁans enabling to nodi f?/ the result of the

i nst ruct i ons, Fighre;;71 dllustraies o an ¢ example 1Rf iwplemsntation; ef the principle of -
Process a | Al sl ng: .~.during the
br of ot o ShalsBby. As@bufind Boutiof diing, ot R SARENR: Y ghiad by (RS
choosi ng, monitohiagofuhe exeohtiom ehqining od tacad 1exst bmepat 6L1R)instictiofeSh the e

condi tional br nc?&%arri e gettJt. in at %fggst one chosen al gorithmc
pr ocessi n§aSe-WeKFe Xﬂ’f/?tﬁ‘g° tnngdst ‘_8 ¥hosen portion of the source of the
protected soffhafi@e txdadion bﬁk'tiltp@PQf &iegg?tee&d%pgﬁ:c%%éﬁklt\%do &{gt tj he

execution of the protected software ( t he east one
chosen compticessing bystena 3¢ exedcstes imstmuttohs dommeais Chfrigdesing daahslusix 6ehé i on

t (2 in t Al 6 . 3 -. d ) duci .~ the first obj t
Part ( 2poskesgtioniad Tof ietrubitisds pelangin 1o 592 uBcions 56, 1o spidapstpisrions 2pos)
bei ng sucRet hefeastohdoft the iRKREHEAs AR indiige Ppa ag{rhggg;ﬂé mﬁgnaﬁi[%géf the

functionallfy of at | east one chosen conditioha 1S execu in the
unit (6), the mstruction and a part enabling to verify the expected chaining for the execution

of the instructions. In this example, the instructions commands CI, are represented by
TRIG(}) and the expected chaining for the execution of the instructions is iy, ip+; and
ins2. The execution in the unit 6, of the instruction i, gives the result a and the
execution of the instruction iy« gives the result b. The instruction iy« uses as
operand, the results a and b of the instructions i, and iy« and its execution gives the
result c.

Taking into account that said chaining of the instructions executed in the unit 6
corresponds to the expected one, it results in a normal or nominal functioning of the

protected software 2p.

Figure 72 illustrates an example of implementation of the principle of



~ and the second object part (2pou) of the protected software (2p), said
second obj ect part (2pou) being such that, after upload to the unit (6) and
during the execution of the protected software (2p), appears the second
execution part (2peu) by neans of which the functionality of at |east one
chosen conditional branch is executed,Gand during the usage phase (in: in
the presence of the unit (6) and each‘%ine a portion of the first execution

part (2pe i S ik e i upctkional kty of. at | east one

Condi ¢ | ondtoEPRAY ditbetioR 8 ool Uk RERAGIF oF ociliof o aBiE5 buttie
correct |y naoidtotingtof thoBERAEN halnink NS #7104:2 0h8 Paft WrlHe kS 2ng i ﬁd@p' etely
functional, and in the absence of the unit (6) and in spite of € request
by a por t icas® where e expeated ehaining isowt phided(bgpes) to execute the
functionality Of[}ﬁ c?ngiaii onal lbr@lnch inthe unit (6), not being able to
fulfill said+EqIHRE 1@ Shiscexample, sthe expected chaining Sfar dhesxequéion; of ther

execut ed Go#A@ it RS , eqlted soft 2p)
not conpl et el yﬁééjsxigtgﬁgﬁgp% fij@}"%?gg‘g’gg&ég%tﬁg%gﬁ%aﬁ% fﬁT@m@{f@Sh}fl si ng,
during t héhereplmemennoptirsinstitionnigdivithi the ibshRcREPEC EE thas thd \MBARING2P) @ -
by choosing, in the source of the protected software (2ps), at least one
series of aEMalyaxecyiediisiilonbi Mdhenckhe exasptiomdf fhe imgtrattionalsgivesithechosen

b ng._ sucte Pl PRy Rt BACHB A ESv iRt o B Srtblln bofionev® ebliy o

overal | f gedtidafiag he/exebutidn bOMRS inARLOAGS S thS AL 1 b ranches
is executed, by rr%ans ofuthe secé?]d execut+?on pgﬂretgéo(lg%gﬁ[gﬁ Eéttgﬁghﬁtgit (6),

- and by @heoinstnetipn Fhdods neit castgspond pauthe egpot)l inbtrudtien o ogeneiagd theof t War e
(2p), sai {,rs 84 obj ec art 0s) being such that during the
execut i onQ%Pltt%ésef;raStoé’aahg oig%tWﬁ ‘?t?%g"” t%h%%FﬁﬁE‘P‘? pisans 17 inferm of fteast one
chosen sewieesoetdios aitdhd i9RMicPMdA %%cbﬁi@(ﬁfﬂgé ﬁﬂnfc{i{?nihg% | fhstrldtion? and

ed softwar {%4} Sar

the second object part (2pou) of the protect second
obj ect pali2, (Spay theetnegution: bf theainstraibtion iyplgbes the résaft ¢\nwhich @anaed duri ng

t he execut,ion qf.the tected software ( , .appears the second execution
part (2pediHisent fham & gltragﬁﬁfycﬂ?lt%e é‘PQPIO%B%]?\é’PS%‘ﬁHP‘F 'y gyesad resalsa’ one
chosen segifsetf fromN@btieaitlh & 8faC ' e < S cordi ng
to one of the clains 1 to 14, corrp{rh?gu%gofg’iqﬁslegtga%ﬁgtﬁir?%?%sc i%ﬁﬁlﬁhase (P

into a prinstruptien ketdan alsobie-differsnt fféh)c. | ndependent of the software to
protect and subsequent prot.ection.sub-phase (P2), dependent of the
software to E'P%P’élgﬁq‘sl ¢ e &)‘88 a’é’&'&%rog&rg“\}sg&%t}‘z@{isrﬁxfg%te‘&é‘hﬂiq BRiHG  during
the pri or dBésOAGCEdrRRpSHdtoPIlR Sepbdidd 101:1395'1ﬁ8diﬁ@4t§>h"&“@1e %@@fdnglr%bf’ﬂa% stage

(S11) during which are carried out all the definitions cess
accor di ngPratectedsaiwege 2p gamptbiersiforg beashtained.ne definitions stage (S 11),

The. oupl of ¢ nYSreR 22408 Tgiffibellests AR Fabed vitlent SmbOBmant St1he PEBREIS af ng. -
af ter t heprétdionUst détéctivhagd dosfoion u%ﬁ%ﬁ&féaﬁ&@ of @?&é:gfioﬁ’gc?hﬁggtsb MyfAt i ON

stage (S13), conprising uploading to a blank unit a part of
t he expl omogitpang mfathe exeoytiomcchaintingt ofoat déast one part of the instructions.

According to this preferred variant, is defined an instructions set whose at least some

instructions work with registers and use at least one operand with the intention of
returning a result.

- As illustrated in figure 73, are defined for at least some of the instructions
working with registers, a part PF defining the functionality of the instruction and a
part PE defining the expected chaining for the execution of the instructions. The part
PF corresponds to the operation code known by the Man of art. The part PE defining
the expected chaining, includes bits fields corresponding to:

¢ anidentification field of the instruction CII,



obtaining a pre-custom zed unit (66). 19 - Process according to claim 16 or
17, conprising, during the prior protection sub-phase (Pl), naking
intervene a tools naking stage (S14) during which are nmade t ool s enabling
to help generate protected software or to automate software protection. 20
- Process according to clains 15 and %§1 conprising splitting the
subsequent protection sub-phase (P2), I'nto: a creation stage (S21) during

whi ch the prqte hS c<dramthe vul nerahl.e software
(2v), possi gl ﬁ“ﬁ‘*ﬁi%‘%ﬁ“@%ﬁf‘%ﬁpéﬁ%’ééﬁ%@%@uwﬁ "%%Pﬂ“@rff"?fﬂj tBtr)‘J&t ed

sof twar e 85 ( A huinbeSipetBds of MRIn@nsidhoN zation stage (S23) during
whi ch: - the second object part (2pou) of the protected software (2p)
contai ni ng the exploflagfieldChgdndicatimgwhethetest rovitds aprapriated Revddfake Uni t
(60) with the intention of obtaining at |east one unit (6), - or a part of
the second obj ect pRfigin b Ppewndihe protected software (2p) possibly

t ai ni th | it ati .| | { t | t
b 6 cust oni 76 dnt e SRPRHE FrRe et R L5 in cnefaaioicative tome uni ¢
(6). 21 - Process aggpestedl identify &f thé [i’fs_tﬂa@ti@i'i‘qrh?&g}a?%gﬂérh%h% c&%r}ggggt he

creation stage (S21) and possibly during the no ication stage ),
usi ng at | east one thooperand kh hel p generate protected software or which

aut omat e sof tware protecLion. -. System for, the inplenmentation of the

process in aCAtdelH%tF?é%‘l R 75? ﬁhﬁ‘??trl’:‘f'%néé@e‘mlﬂé@ Vifegisigrs belonging tales a
program d hénk 16Y , I BEinkHBnfeg st t] tage (;S12),, to
carry out ﬁ%é?geﬁugﬁi??ructl gg’ ?)af%ﬂtrﬁéy%igﬁlgkt atl gn%"r’mlﬁgﬁls{' ?%?’2“ %mflapz%’he uni t
(6), taki Hor ¢acheegisteoRptar¢ Sefirbdftivoificldy) damelyer vened during the definitions

stage (S11). 23 - Systemfor the inplenentation of the process in
accor dance wit h acfuapctionad field, ¥y knawry by the, Manaef art andenahlisg ta store the

pre-custom zati QQSM#th§é’?"')ecgg?‘?gﬂh@g?%tﬁ}é’ﬁ%gad at least a part of the

exploitation nmeans to a one uni’t (60), with the intention of

obt ai ni ng at el eantl afeRtet idontifuution dield OIG, RiblAf to ntaéreS theidenfify _
i npl ementation of the process _in accordance with claim19, characterized in

that it incl udefdhginsgugtionahichohasegenetaipd theyeantents of ther fanctionatidieldhg t he

t ool s naki-ng st 14) i wWhi ch hel. ener at e .gr ot ect ed
software or whic Vé&? l(j)d4n%e{nee}ag‘§df ﬁgé%ﬁe]&ﬁl%t‘;‘ee&?kgﬁv 58t 9“@%}%1%&}9?653&?’?18‘
i mpl ement at i on ahe tcbateptsosRdre identificaionaficl o tHe BkRidHcR0CH which has
characterized in that it includes a program devel opnent unit used to create

or nodify a proteseeateddhe fupctienglfipld CF,. Said generated identification field CIG,
is neither accessible, nor modifiable by any of the instructions and is solely

used for the detection means 17.

During the execution of an instruction, the detection means 17 carry out for each

operand k the following operations:

e the flag field CDy is read,

e if the flag field CDy imposes it, the expected identification field CIP, and
the generated identification field CIG, corresponding to the register used by
the operand k are both read,

e the equality of the two fields CIPy and CIG, is checked,

o and if the equality is false, the detection means 17 consider that the
execution chaining of the instructions is not abided by.

The coercion means 18 enable to modify the result of the instructions when the

detection means 17 has informed them of an instructions chaining not abided by. A

preferred embodiment is carried out by modifying the functional part PF of the



26 - Systemfor the inplenentation of the process in accordance with claim
20, characterized in that it includes a custom zation unit (45) enabling to
upl oad: the second object part (2pou) to at |east one blank unit (60),
with the 86 intention of obtaining at | east one unit (6), or a part of

t he second object part (2pou) to at I%Qst one pre-custom zed unit (66),
with the intention of obtaining at | east one unit (6). 27 - Pre-custom zed

unit (66), d ' | [ } il ' VA in accordance
Wth ol ol mARhGEbRR i dical g kol A Pl RUERL R Lar . (2p)
and to prevemnccoidingoaitbtiel hdwdtdgsagechaedidribt oF redtvéntiohDAE prdte@y ai NS

the second object part (2pou) of the protected software (2p) upl oaded using

a cust oni PEACeEn aimy @t (wplemanting cd maimetde voft hrotdctiom @dled A8y « cBeditivhalini t s
(6), characterized in.tha he second, obj. ec art (2pou) of the protected
sof t war e ?%‘f{”.’@dﬁﬁcﬁ’é’&n gi“ft‘“‘f SEEE‘Fgrﬂugéﬂ%‘ﬁgﬂﬁPtﬁ H?)%‘ﬁ%ecordance Wi th
claim 26, is gy : ' . Rzl g, units so
Chat thel r 1 o il e By BB ERE B¢ 5™

Di stri but chosendh tife2sgmhirceodf the puiteestile dofiwhie2usgat( RSt ons banditibasl kagkH N t hat
it includes: _a first distribution part (2pds) containing the first object

part (2poBC-dnalsachpismeat least ape Roftionofithe sowice of thy Vnerpblesoftvaye 2vaind a

second di Lhut | oR u i m - of a blank unit (60), -
or of a p?’Belgté]%gﬁéoa(r%ﬁlezagg&%en‘i(@g%b%’fhﬁ}rﬁmggB%aggléh?e with claim?27, able after
upl oad of cusAtdeast 3hé BRosefi pRFIEA dfifie sbiirde oS MilfkiaBleGofwaRl dvs({f)hers OF Of
a unit (6) in accordance with claim28. 31 - Distribution set (2pd) of a

pr ot ect ed maglifiedsse ag tpobtaindhbe gourge obthel priotec®d sofiwares2pse Thisedodificatiai t he

first distribution, part. (2pds) h the formof a physical distribution

medi um alscﬂigi&;i’a?’o “%nﬁg?éﬁ)ge&l&%ﬂ' gftﬁs pf%ttc?ﬁeg]isoé‘?"i‘rggpgia@f’?gﬁ Bd through a

network. 32 -o Digfldasbotid ISH(‘jhi&@Bf ﬁl@ﬂﬂgthé?{ecﬁticﬂf &&@fﬁégw@ﬁhﬁ&@i&u&%ﬂ% i}?%cg”di ng
pdu),

to claim 30, characterized in that the second distribution part
havi ng the for mdata progessingrsystem(3 dkesdfitopceount thad thezfiadctioniality ¢ftb leagt Of

units (6), includes,at |east. o chi rd (7).,.33 - Processing and
NENDF i gi Z\g uni t WELheEnAOD: nq&r%%@s%éﬁ%ﬁdﬂgth%@lbgrt of ]

e and the second execution part 2peu, which is executed in the wunit 6,

executes at least the functionality of at least one chosen conditional branch
BC and puts at the data processing system 3’s disposal, a piece of
information enabling the first execution part 2pes, to carry on its execution

at the chosen spot.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes conditional branches commands, triggering in the unit
6, the execution by means of the second execution part 2peu, of remoted conditional
branches bc whose functionality is equivalent to the functionality of the chosen
conditional branches BC.

Figure 90 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable software 2v in the data
processing system 3 at a certain time instant, a conditional branch BC indicating to
the vulnerable software 2v the spot where to carry on its execution, i.e. one of the
three possible spots By, B; or Bs3. It must be understood that the conditional branch
BC takes the decision to carry on the execution of the software at spot By, B; or B;.

Figure 91 illustrates an example of implementation of the invention for which



87 the second object part (2pou) necessary to transforma pre-custom zed
unit (66) in accordance with claim?27 into a unit (6) in accordance with
claim28. 34 - Set of processing and menorizing units characterized in that
the processing and nenorizing units used jointly, contain the part of the
second obj ect part- (2pou) necessary tg transforma pre-custom zed unit
(66) in accordance with claim27 into unit (6) in accordance with claim

P v, A ool erdion Saon ¥ 0¥ rilore} (Yol o\ PoRR, et v
(@A Au. Aohdifiaival Aranbl BE Al Brid Sxhm eAdﬁHnétlﬁef e}é@utf&ﬂ i ¥heUath ﬁto@esAm% A
&L0. AN&% A aLL. A N . Aa. A; &9. A3r. Au

L. AY% AL. Aystém 3 AQ%eAﬁﬂOQ&@dﬂﬁmmeﬁpcsj ef fhd] pra]ec&llcsm]f’@m]reabcaidcﬁﬂ the] ca] ca] ¢
a] ca] ca] ca] ca] cal ca] c;aéJ] ca] ca] cal] ca] ca] ca] ca] ca] cRa] ca] ca] ca] cal] ca] cRa! $
872CI no D Dresence of the unit 6, appear:

e e ks
#$S&M 1 (9( ((Hikgdrimtihi th dnit 6; v dxettiBofl b me%npof(ﬁleXE&ngée% ‘fﬂ%}.] ah a] cal c

a] ca] ca] ca] cal] ca}fca] cal ca] ca] caU] cal] ca] ca] ca] ca] cal] ca] cal ca]
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e the notion of vulnerable software must be understood as software
vulnerable towards the principle of protection being described. Thus, in the
case where a principle of protection has already been applied to the
vulnerable software, the expression “vulnerable software” must be
interpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

e the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
a principle of protection has already been applied, the expression “protected
software” must be interpreted by the reader as the expression “new version
of the protected software’;

e and the choice(s) made for the implementation of the principle of protection
being described must take into account the choice(s) made for the
implementation of the principle(s) of protection already applied.

The rest of the description enables to have a better understanding of the
implementation of the protection process in accordance with the invention. This
protection process according to the invention is composed, as shown more precisely
in figure 100:

e first, of a protection phase P during which a vulnerable software 2v is

modified to become a protected software 2p,

e then, of a usage phase U during which the protected software 2p is used.
During this usage phase U:

— in the presence of the unit 6 and each time a portion of the first.
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the umit 6, so that said
portion is executed correctly and that, consequently, the protected

software 2p is completely functional,
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said request cannot be fulfilled correctly, so that at least said portlon is
not executed correctly. and that consequently, the protected software 2p
is not completely functional,

* and possibly of a phase of refilling R during which is credited at least one
additional usage of a functionality protected by the implementation of the
second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.

The protection phase P can be split into two protection sub-phases P; and P,.

The first one, called prior protection sub-phase P, takes place independently of the
vulnerable software 2v to protect. The second one, called subsequent protection sub-
phase P, is dependent of the vulnerable software 2v to protect. It should be observed
that the prior protection sub-phase P; and the subsequent protection sub-phase P, can

" be carried out advantageously by two different persons or two different teams. For
ihstance, the prior protection sub-phase Py can be carried out by a person or a
company providing the development of software protection systems, while the
subsequent protection sub-phase P, can be carried out by a person or a company
providing the development of software requiring to be protected. Naturally, it is clear
that the prior protection sub-phase Py and the subsequent protection sub-phase P, can
also be carried out by the same person or team.

The prior protection sub-phase Py is composed of several stages Syy, ..., Sy for

each of which various tasks or jobs are to be carried out,

The first stage of this prior protection sub-phase Py is called "definitions stage

S11". During this definitions stage S;:

e  are chosen:
—  the type of the unit 6. As an illustrative example, can be chosen as unit
6, a chip card reader 8 and the chip card 7 associated to the reader,
—  and the transfer means 12, 13 designed to be implemented respectively
in the data processing system 3 and in the unit 6, during the usage

phase U and capable of providing the transfer of data between the data
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s310%j & ()-'!13— aset of dependent functions, whose dependent functions are liable to

be executed in a unit 6,

—  a set of triggering commands for said set of dependent functions, said
triggering commands being liable to be executed in the data processing
system 3 and to trigger the execution in a unit 6, of the dependent
functions,

—  for each triggering command, an order corresponding at least in part to
the information transmitted from the data processing system 3 to a unit
6, so as to trigger the execution of the corresponding dependent
function in a unit 6, said order having the form of at least one argument
of the triggering command,

— amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

—  and restoring means 20 designed to be implemented in a unit 6 during a

usage phase U, and enabling to restore the dependent function to

execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also
defined for at least one dependent function, a family of dependent functions
algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

e and in the case where the protection process according to the invention
implements a preferred variant of the principle of protection by renaming,
are also defined:

— as method of renaming of the orders, a ciphering method to cipher the

orders,
— and as restoring means 20, means implementing a deciphering method
to decipher the renamed orders and thus restore the identity of the

dependent functions to execute in the unit 6.
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a set of elementary functions, sub-set of the set of dependent functions,

and a set of elementary commands for said set of elementary functions,
said set of elementary commands being a sub-set of the set of

triggering commands,

e and in the case where the protection process according to the invention

implements the principle of protection by detection and coercion, are also
defined:

at leasf one software execution characteristic, liable to be monitored at
least in part in the unit 6,

at least one criterion to abide by for at least one software execution
characteristic,

detection means 17 to implement in the unit 6 and enabling to detect
that at least one software execution characteristic does not abide by at
least one associated criterion,

and coercion means 18 to implement in the unit 6 and enabling to
inform the data processing system 3 and/or modify the execution of a

software, when at least one criterion is not abided by,

e and in the case where the protection process according to the invention

implements the principle of protection by detection and coercion using as

characteristic a variable of measurement of the software execution, are also
defined:

as software execution characteristic liable to be monitored, a variable
of measurément of the usage of a functionality of a software,

as criterion to abide by, at least one threshold associated to each
variable of measurement,

and actualization means enabling to update at least one variable of

measurement,

o and in the case where the protection process according to the invention also
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protection by detection and coercion using as characteristic a variable of

measurement of the software execution, are also defined:
—  for at least one variable of measurement, several associated thresholds,
~ and different coercion means corresponding to each of said thresholds,

» and in the case where the protection process according to the invention
implements a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined refilling means
enabling to add at least one additional usage to at least one software
functionality monitored by a variable of measurement,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
characteristic a profile of software usage, are also defined:

—  as software execution characteristic liable to be monitored, a profile of
software usage,
— and as criterion to abide by, at least one feature of software execution,

¢ and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

— an instructions set whose instructions are liable to be executed in the
unit 6,

~ a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system 3 and to trigger in the unit 6 the execution of the
instructions,

— asyprofile of usage, the chaining of the instructions,

- as feature of execution, an expected chaining for the execution of the

instructions,

—  as detection means 17, means enabling to detect that the chaining of
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correspond to the expected one,

e and in the case where the protection process according to the invention
implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature of execution to abide by, the
monitoring of the execution chaining, are also defined:

— as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

—  for at least some of the instructions working with registers:
> apart PF defining the functionality of the instruction,

» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
"~ 0 anidentification field of the instruction CII,
¢  and for each operand of the instruction:
*  aflag field CDy,
*  and an expected identification field CIPy of the operand,

—  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field CIG, in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,

— as detection means 17, means enabling, during the execution of an
instruction, for each operand, when the flag field CDy imposes it, to
check the equality of the generated identification field CIG,
corresponding to the register used by said operand, and the expected
identification field CIPy of the origin of said operand,

— and as coercion means 18, means enabling to modify the result of the

instructions, if at least one of the checked equalities is false.
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During this construction stage Sy,, are therefore carried out:

¢ the construction of the transfer means 12, 13 enabling, during the usage:
phase U, the transfer of data between the data pfocessing system 3 and the
unit 6,

e the construction of the exploitation means enabling the unit 6, during the
usage phase U to implement the restoring means,

e and when the principle of protection by elementary function is also
implemented, the construction of the exploitation means also enabling the
unit 6, during the usage phase U to execute the elementary functions of the
set of elementary functions,

e and when the principle of protection by detection and coercion is also
implemented, the construction:

— of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,

— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the actualization means,

— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the refilling means,

— and possibly of the exploitation means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set.

The construction of the exploitation means is carried out classically, through a

program development unit and taking into account the definitions intervened in the
definitions stages S11. Such a unit is described in the rest of the description in figure
110.

During the prior protection sub-phase Py, the construction stage Sy, can be

followed by a stage called "pre-customization stage Sy3". During this pre-

customization stage Si3, at least a part of the transfer means 13 and/or the
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accessible outside said pre-customized unit 66. The transfer of the exploitation means
to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre- .
customized unit 66, constituted by a chip card 7 and its reader 8, the pre-
customization concerns only the chip card 7.
During the prior protection sub-phase Py, aﬂey the definitions stage S;; and,
possibly after the construction stage Sy2, a stage called "tools making stage Si4" can
take place. During this tools making stage Si4 are made tools enabling to help
generate protected software or automate the protection of software. Such tools

enable:

e to help choose or to choose automatically in the vulnerable software 2v to
protect:

~ the algorithmic processing(s) liable to be split into dependent functions

remotable in the unit 6 and for which the orders of the triggering

commands can be renamed,

— the portion(s) liable to be modified,

—~ and when the principle of protection by variable is also implemented,
the variable(s) liable to be remoted in the unit 6,

~ and when the principle of protection by elementary functions is also
implemented, the algorithmic processing(s) liable to be split into
elementary functions remotable in the unit 6,

-~ and when the principle of protection by detection and coercion is also
implemented, the execution characteristic(s) to monitor and, possibly,
the algorithmic processing(s) liable to be split into instructions
remotable in the unit 6,

— and when the principle of protection by conditional branch is also
implemented, the conditional branch(es) whose functionality is liable

to be remoted in the unit 6,
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These different tools can be carried out independently or in combination and
each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase Py is followed by a subsequent protection sub-
phase P; which depends on the vulnerable software 2v to protect. This subsequent
protection sub-phase P, is composed of several stages as well. The first stage
corresponding to the implementation of the principle of protection by renaming is
called "creation stage Sz1". During this creation stage S, the choices made during
the definition stage S11 are used. With the aid of said choices and possibly of tools
constructed during the tools making stage Sq4, the protected software 2p is created:

e by choosing, at least one algorithmic processing .which, during the
execution of the vulnerable software 2v, uses at least one operand and
enables to obtain at least one result,

e by choosing at least one portion of the source of the vulnerable software 2vs
containing at least one chosen algorithmic processing,

e by producing a source of the protected software 2ps from the source of the
vulnerable software 2vs, by modifying at least one chosen portion of the
source of the vulnerable software 2vs to obtain at least one modified portion
of the source of the protected software 2ps, this modification being such
that:

—  during the execution of the protected software 2p a first execution part
2pes is executed in the data processing system 3 and a second
execution part 2peu is executed in a unit 6, obtained from the blank
unit 60 after upload of information,

~ the second execution part 2peu executes at least the functionality of at
least one chosen algorithmic processing,

— at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p, said algorithmic processing is

executed, by means of the second execution part 2peum, using
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with renamed orders are integrated to the source of the protected

software 2ps, so that during the execution of the protected software 2p,
each triggering command with renamed order is executed by the first
execution part 2pes and triggers in the unit 6, the restoring, by means
of the restoring means 20, of the order and the execution, by means of
the second execution part 2peu, of the corresponding dependent
function,

~ and a sequence of the triggering commands with renamed orders is

chosen among the set of sequences allowing the execution of the

protected software 2p,
e and by producing:

—  afirst object part 2pos of the protected sofiware 2p, from the source of
the protected software 2ps, said first object part 2pes being such that
during the execution of the protected software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that the triggering
commands with renamed orders are executed according to the chosen
sequence,

— and a second object part 2pou of the protected software 2p, containing
the exploitation means, said second object part 2pou being such that,
after upload to the blank unit 60 and during the execution of the
protected sofiware 2p, appears the second execution part 2peu by
means of which the orders are restored and the dependent functions are
executed.

For the implementation of a variant of the principle of protection by renaming,

the protected software 2p is modified:

e by choosing, in the source of the protected software 2ps at least one

triggering command with renamed order,

e and by modifying at least one chosen portion of the source of the protected
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During the subsequent protection sub-phase P, and when at least another
principle of protection is applied fn addition to the principle of protection. by
renaming, a "modification stage Sj," takes place. During this modification stage Sy,,
are used the definitions intervened in the definitions stage S;;. Using said definitions
and possibly tools constructed during the tools making stage Sy4, the protected
software 2p is modified to allow the implementation of the principles of protection
according to one of the.arrangements herebefore defined.

When the principle of protection by variable is implemented, the protected
software 2p is modified:

e by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 2p,
partially defines the state of the protected software 2p,

e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the

protected software 2p, at least one chosen variable or at least one copy of

chosen variable resides in the unit 6,
e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes
also into account that at least one variable or at least one copy of
variable resides in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which at least one chosen variable, or
at least one copy of chosen variable resides too in the unit 6.

When the principle of protection by elementary functions is implemented, the
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* by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes also
executes the ei_ementary commands according to the chosen sequence,

— and the second_ object part 2pou of the protected software 2p also
containing the exploitation means, said second object part 2pou being
such that, after upload to the unit 6 and during the execution of the
protected software 2p, appears the second execution part 2peu by
means of which are also executed the elementary functions triggered by
the first execution part 2pes.

When the principle of protection by detection and coercion is implemented, the

protected software 2p is modified:
* by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
e by choosing at least one criterion to abide by for at least one chosen

software execution characteristic,

e by choosing in the source of the protected sofiware 2ps, elementary
functions for which at least one chosen software execution characteristic is
to be monitored,

e by modifying at least one chosen portion of the source of the p;otected
software 2ps, this mpdiﬁcation being such that during the execution of the
protected software 2p, at least one chosen execution characteristic is
monitored by means of the second execution part 2peu, and the fact that a
criterion is not abided by leads to the data processing system 3 being

informed and/or to a modification of the execution of the protected software
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after upload to the unit 6 and during the execution of the protected software

2p, at least one software execution characteristic is monitored and the fact

that a criterion is not abided by leads to the data processing system 3 being

informed and/or to a modification of the execution of the protected software

2p.

For the implementation of the principle of protection by detection and coercion

using as characteristic a variable of measurement of the software execution, the

protected software 2p is modified:

e by choosing as software execution characteristic to monitor, at least one

variable of measurement of the usage of at least one functionality of a

software,

e by choosing:

—  at least one functionality of the protected software 2p whose usage is

liable to be monitored using a variable of measurement,

—  at least one variable of measurement used to quantify the usage of said

functionality,

— at least one threshold associated to a chosen variable of measurement.

corresponding to a limit of usage of said functionality,

— and at least one method of update of a chosen variable of measurement

depending on the usage of said functionality,

¢ and by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that, during the execution of the

protected software 2p, the variable of measurement is actualized by means

of the second execution part 2peu depénding on the usage of said

functionality, and at least one threshold crossing is taken into account.

For the implementation of a first preferred variant embodiment of the principle

of protection by detection and coercion using, as characteristic, a variable of
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software 2ps, this modification being such that, during the execution of the
protected software 2p, the crossings of the various thresholds are taken into
account differently, by means of the second execution part 2peu.

the implementation of a second preferred variant embodiment of the

principle of protection by detection and coercion using as characteristic, a variable of

measurement, the protected software 2p is modified:

by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

and by modifying at least one chosen portion, this modification being such
that during a phase called of refilling, at least one additional usage of at
least one functionality corresponding to a chosen vaﬁéble of measurement

can be credited.

For the implementation of the principle of protection by detection and coercion

using as

characteristic, a profile of sofiware usage, the protected software 2p is

modified:

by choosing as software execution characteristic to monitor at least one
profile of software usage,

by choosing at least one feature of execution by which at least one chosen
profile of usage must abide,

and by modifying at least one .chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peu abides by all the

chosen features of execution.
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— and by transforming the -elementary commands into instructions

commands corresponding to the instructions used.
When the principle of protection by conditional branch is implemented, the
protected software 2p is modified:
e by choosing, in the source of the protected software 2ps, at least one
conditional branch carried out in at least one chosen algorithmic processing,
e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part 2peu, in the unit
6,
¢ and by producing:

— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which the functionality of at least one
chosen conditional branch is executed.

For the implementation of a preferred embodiment of the principle of protection

by conditional branch, the protected software 2p is modified:
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software 2ps, this modification being such that during the execution of the

protected software 2p, the overall functionality of at least one chosen seties

of conditional branches is executed, by means of the second execution part

2peu, in the unit 6,

¢ and by producing:

~ the first object part 2pos' of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen series of
conditional branches is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second

execution part 2peu by means of which the overall functionality of at

least one chosen series of conditional branches is executed.

Naturally, the principles of protection according to the invention can be applied
directly during the development of a new software without requiring the prior
cai'rying' out of intermediate protected pieces of software. In this way, the creation
stage S;1 and the modification stage S,; can be carried out concomitantly so as to
obtain directly the protected software 2p.

During the subsequent protection sub-phase P,, after the creation stage Sy; of the
protected software 2p, and possibly after the modification stage S,, a stage called
"customization stage Sz3" takes place. During this customization stage Sjy;3, the
second object part 2pou containing the exploitation means is uploaded to at least one
blank unit.60, with the intention of obtaining at least one unit 6, or a part of the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least one unit 6.
The uploading of this customization information enables to make operational at least

one unit 6. It should be observed that part of said information, once transferred to a
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For the implementation of the protection phase P, various technical means are
described more precisely in relation to figures 110, 120, 130, 140 and 150.

Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage Sy, which takes into account the definitions intervened during the
definitions stage Sy; and during which are constructed the transfer means 12, 13 and
possibly, the exploitation means intended for the unit 6. Such a system 25 includes a

- program development unit or workstation which has classically the form of a
computer comprising a system unit, a screen, peripherals such as keyboard-mouse,
and including, among'bthers,'thé following programs: file editors, assemblers, pre-
processors, compilers, interpretors, debuggers and link editors.

Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to
upload at least in part the transfer means 13 and/or the exploitations means to at least
one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-
customization unit 30 includes reading and writing means 31 enabling to electrically
pre-customize, a blank unit 60 so as to obtain a pre-customized unit 66 to which the
transfer means 13 and/or the exploitations means have been uploaded. The pre-
customization unit 30 can also include physical customization means 32 of the blank
unit 60 which can for instance, have the form of a printer. In the case where the unit 6
is constituted by a chip card 7 and its reader 8, the pre-customization generally
coxicerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a
screen, peripherals such as keyboard-mouse, and including, among others, the

following programs: file editors, assemblers, pre-processors, compilers, interpretors,
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110% & () - Figure 140 illustrates an embodiment of a system- 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention éf
obtaining a protected software 2p. Such a system 40 includes a program development
unit or workstation which has classically the form of a computer comprising a system
unit, a screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors, as well as tools enabling to help generate protected
software or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upload the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object part 2pou to at
least one pre-customized unit 66 with the intention of obtaining at least one unit 6.
Said customization unit 45 includes reading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least one pre-customized unit
66, so as to obtain at least one unit 6. At the close of this customization, a unit 6
includes the information necessary to the execution of the protected software 2p. The
customization unit 45 can also include physical customization means 47 for at least
one unit 6 which can for:in'stance, have the form of a printer. In the case where a unit
6 is constituted by a chip card 7 and its reader 8, the customization generally
concerns only the chip card 7.

The protection process according to the invention can be implemented with the
following improvements:

e It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.

e In the same way, after the pre-customization stage Sy; and during
customization stage S»3, the part of the second object part 2pou necessary to

transform the pre-customized unit 66 into a unit 6 can be contained in a
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10% u& () - 10kk part of the second object part 2pou can be divided out between several
processing and memorizing units so that said part of the second object part

2pou is accessible only during the joint use of said processing and

memorizing units.
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CLAIMS
1 — Process to protect, using at least one blank unit (60) including at least
memorization means (15) and processing means (16), a vulnerable software (2v)
against its unauthorized usage, said vulnerable software (2v) working on a data
processing system (3), said protection process comprising:
~> During a protection phase (P):
e defining: '

— a set of dependent functions, whose dependent functions are liable to
be executed in a unit (6),

— a set of triggering commands for said set of dependenf functions, said
triggering commands being liable to be executed in the data processing
system (3) and to trigger the execution in a unit (6), of the dependent
functions,

—  for each triggering command, an order corresponding at least in part to
the information transmitted from the data processing system (3) to a
unit (6), so as to trigger the execution of the corresponding dependent
function in a unit (6), said order having the form of at least one
argument of the triggering command,

— amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

— and restoring means (20) designed to be implemented in a unit (6)
during a usage phase (U), and enabling to restore the dependent
function to execute, from the renamed order,

e constructing exploitation means enabling to transform the blank unit (60)

into a unit (6) able to implement the restoring means (20),
e creating a protected software (2p):
- by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software (2v), uses at least one operand

and enables to obtain at least one result,

— by choosing at least one portion of the source of the vulnerable
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~ by producing a source of the protected software (2ps) from the source
of the vuinerable software (2vs), by modifying at least one chosen
portion of the source of the vulnerable software (2vs) to obtain at least
one modified portion of the source of the protected software (2ps), this
modification being such that:

» during the execution of the protected software (2p) a first
execution part (2pes) is executed in the data processing system (3)
and a second execution part (2peu) is executed in a unit (6),
obtained from the blank unit (60) after upload of information,

> the second execution part (2peu) executes at least the functionality
of at least one chosen algorithmic processing,

> at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p), said algorithmic
processing is executed, by means of the second execution part
(2pen), using dependent functions, '

» for at least one chosen algorithmic processing, triggering
commands with renamed orders are integrated to the source of the
protected software (2ps), so that during the execution of the
protected Soﬁware (2p), each triggering command with renamed
order is executed by the first execution part (2pes) and triggers in
the unit (6), the restoring, by means of the restoring means (20), of
the order and the execution, by means of the second execution part
(2peu), of the corresponding dependent function,

» anda seqﬁence of the triggering commands with renamed orders is
chosen among the set of sequences allowing the execution of the
protected software (2p),

— and by producing:

» a first object part (2pos) of the protected software (2p), from the

source of the protected software (2ps), said first object part (2pos)

being such that during the execution of the protected software
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executed according to the chosen sequence,
> and a second object part (2pou) of the protected software 2p),
containing the exploitation means, said second object part (2pou)
being such that, after upload to the blank unit (60) and during the
execution of the protected software (2p), appears the second
execution part (2peu) by means of which the orders are restored
and the dependent functions are executed,

e and uploading the second object part (2pou) to the blank unit (60), with the

intention of obtaining the unit (6),

-> and during a usage phase (U) during which the protected software (2p) is
executed:

e in the presence of the unit (6) and each time a triggering command with
renamed order, contained in a portion of the first execution part (2pes)
imposes it, restoring in the unit (6), the identity of the corresponding
dependent function and executing it, so that said portion is executed
correctly and that, consequently, the protected software (2p) is completely
functional,

¢ and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to trigger the execution of a dependent function
in the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently, the protected
software (2p) is not completely functional.

2 - Process according to claim 1, comprising:

~> during the protection phase (P):
e defining for at least one dependent function, a family of dependent

functions algorithmically equivalent, but triggered by triggering commands

whose renamed orders are different,

o and modifying the protected software (2p):
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triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed

~ order, triggering a dependent function of the same family.
3 - Process according to claim 1 or 2, comprising:
-> during the protection phase (P):
o defining:

~ as method of renaming of the orders, a ciphering method to cipher the
orders,

— and as restoring means (20), means implementing a deciphering
method to decipher the renamed orders and thus restore the identity of
the dependent functions to execute in the unit (6).

4 - Process according to one of the claims 1 to 3, comprising:
> during the protection phase (P):
¢ modifying the protected software (2p):

— by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software (2p), partially defines the state of the protected software (2p),

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen variable or at least
one copy of chosen variable resides in the unit (6),

— and by producing:

» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), at least one portion of the first execution
part (2pes) takes also into account that at least one variable or at

least one copy of variable resides in the unit (6),

» and the second object part (2pou) of the protected software (2p),
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said second object part (2pou) being such that, after upload to the

unit (6) and during the execution of the protected software (2p),

appears the second execution part (2peu) by means of which at

least one chosen variable, or at least one copy of chosen variable

resides too in the unit (6),

= and during the usage phase (U):

e in the presence of the unit (6) each time a portion of the first execution part
(2pes) imposes it, using a variable or a copy of variable residing in the unit
(6), so that said portion is executed cotrectly and that, consequently, the
protected software (2p) is completely functional,

e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to use a variable or a copy of variable residing in
the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently the protected
software (2p) is not completely functional.

§ — Process according one of the claims 1 to 3, comprising:

-> during the protection phase (P):

e defining:

— aset of elementary functions, sub-set of the set of dependent functions,

— and a set of elementary commands for said set of elementary functions,
said set of elementary commands being a sub-set of the set of
triggering commands,

e constructing the exploitation means enabling the unit (6) to also execute the
elementary functions of said set, the execution of said elementary functions
being triggered by the execution in the data processing system (3), of the
elementary commands whose order has been renamed,

o and modifying the protected software (2p):

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that the splitting of at least
one chosen algorithmic processing into dependent functions uses only

elementary functions,
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— by producing:

» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), at least one portion of the first execution
part (2pes) also executes the elementary commands according to
the chosen sequence,

» and the second object part (2pou) of the protected software (2p)
also containing the exploitation means, said second object part
(2pou) being such that, after upload to the unit (6) and during the
execution of the protected software (2p), appears the second
execution part (2peu) by means of which are also execufed the
elementary functions triggered by the first execution part (2pes),

9 and during the usage phase (U):

e in the presence of the unit (6) and each time an elementary command
contained in a portion of the first execution part (2pes) imposes it,
executing the corresponding elementary function in the unit (6), so that said
portion is executed correctly and that, consequently, the protected software
(2p) is completely functional,

e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of an elementary
function in the unit (6), not being able to fulfill said request correctly, so
that at least said portion is not executed cotrectly and that, cdnsequently, the
protected software (2p) is not completely functional.

6 - Process according to claim 5, comprising:

> during the protection phase (P):

o  defining:

—  at least one software execution characteristic, liable to be monitored at
| least in part in the unit (6),
— at least one criterion to abide by for at least one software execution

characteristic,

— detection means (17) to implement in the unit (6) and enabling to



10b: 10%& ()-Wr wi [ M= 3 10 10-u-u 10-u-u 10-u-u!'# 10% u-u& ()-'#

10% u- u& ()-!4 @O0%u& ()-!=3 10%u& ()- 2?7<M= ! 110% (& ()--)!

1 10% (& ()--) '10%&' ()--)!3 10% (& ()-3 10% & ()-10% & ()- CuSl !

10% (& ()-F! 10% (& ()-F 109 ()-F10% & ()- 10(( 10(( 10((! !'10% (& ()--)
p I11zxJ<1 ! 10(( 10(('.& 10% (& ()-T' & 10% (& ()-T' 10% (& ()-!

10% (& ()- 109 & ()-!!! O#1H#2#3#6#=H#IT5S10%& () - 10%<& ()-&10%& ()- 10Z
10Z 10Z S109%Z& ()-&10%&&)- 10( (#d$$$$$; %_@T5 f10%& () - SSS10%& ()-!
10%<<& ()- 10%1& ()detect tipugt legst ong goftware)execution characteristic does not abide
WRE&&E& aBsT5, &S10%<& (,) - $109<& () -7 109%<& ()- !.

f 10%x<& () - 10%<&’ ()g%ﬁtgéﬁﬁg"‘te)a-ss‘?"(‘w ACHRRTS90 109%x8& () -

552 (L B sl T b o=
1GL0%<& () - inform the data processing system (3) and/or modify the execution of a
software, when at least one criterion is not abided by,
»  constructing the exploitation means enabling the unit (6), to also implement
the detection means (17) and the coercion means (18),
o and modifying the protected software (2p):
~ by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
~ by choosing in the source of the protected software (2ps), elementary
functions for which at least one chosen software execution
characteristic is to be monitored,
— by modifying at least one chosen portion of the source of the protected |
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen execution

characteristic is monitored by means of the second execution part
(2pen), and the fact that a criterion is not abided by leads to the data
processing system (3) being informed and/or to a modification of the
execution of the protected software (2p),

— and by producing the second object part (2pou) of the protected
software (2p) containing the exploitation means also implementing the
detection means (17) and the coercion means (18), said second object
part (2pou) being such that, after upload to the unit (6) and during the |
execution of the protected software (2p), at least onme software
execution characteristic is monitored and the fact that a criterion is not
abided by leads to the data processing system (3) being informed
and/or to a modification of the execution of the protected software
@p),
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— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software
(2p) are abided by, enabling said portions of the protected software
(2p) to work nominally and consequently enabling the protected
software (2p) to work nominally,

— and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected software (2p) is
not abided by, informing the data processing system (3) of it and/or -
modifying the functioning of the portion of the protected software (2p),
so that the funétioning of the protected software (2p) is modified.

7 - Process according to claim 6, to limit usage of a protected software (2p),

comprising:

=> during the protection phase (P):

defining:
— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

— as criterion to abide by, at least one threshold associated to each

variable of measurement,

— and actualization means enabling to update at least one variable of

measurement,
constructing the exploitation means enabling the unit (6) to also implement
the actualization means,
and modifying the protected software (2p):
- by choosing as software execution characteristic to monitor, at least

one variable of measurement of the usage of at least one functionality

of a software,
-~ by choosing:
» at least one functionality of the protected software (2p) whose

usage is liable to be monitored using a variable of measurement,
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measurement corresponding to a limit of usage of said
functionality,
> and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) dependiﬁg
on the usage of said functionality, and at least one threshold crossing is
taken into account,

- and during the usage phase (U), in the presence of the unit (6), and in the case
where at least one threshold crossing corresponding to at least one limit of usage
is detected, informing the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functioning
of the protected software (2p) is modified.

8 - Process according to claim 7, comprising:
- during the protection phase (P):
e  defining:
— for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds,
o and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality, |

— by choosing at least two thresholds associated to the chosen variable of

measurement,

- and by modifying at least one chosen portion of the source of the



100 100 S10%0& () - 810%0& ()- 7s10%& ()- f5S10%0& ()- 3MLOYOE () -
110%0% () - FFFF* GHEHI xY: / 100, 109& ()-s 109& ()-, 109%& ()-' s 109%& () -
109& ()-109%& ()- 100 I1JKK(LaB:/ 100 *S109%& ()- @ @.O0%& ()-!8% 109%& () -
Y@L0% ()-10%& ()-3 10% ()-(LALLLLMBM'?:/ 1006F 10%& ()- !91 109% ()-91
109 ()-1Y/ 109% ()- &3 S109& ()- ,,10%& ()- $MrM MMVMVNDC

100s9109%44& () - 109%4& ()- 10 10

B TR BRI
SS10%HH& () - &$!)  SSALUHIH &9 th&%&teé@&%ﬁ%é 3 oSS o the v§f§ous
thresholds are taken into account differently, by means of the second

execution part (2peu),

-> and during the usage phase (U):

e in the presence of the unit (6):

— in the case where the crossing of a first threshold is detected, enjoining
the protected software (2p) not to use the corresponding functionality
anymore,

~ and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding fundtionality and/or at least ohe
_portion of the protected software (2p).

9 - Process according to C_laim 7 or 8, comprising:

- during the protection phase (P):

o defining refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one
additional usage,

e  constructing the exploitation means also allowing the unit (6) to implement
the refilling means,

¢ and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one
additional usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

-=> and during the phase of refilling:
¢ reactualizing at least one chosen variable of measurement and/or at least

one associated threshold, so as to allow at least one additional usage of the
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o  defining:

—  as software execution characteristic liable to be monitored, a profile of
software usage,

— and as criterion to abide by, at least one feature of software execution,

¢ and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor at least one
profile of software usage,

— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,

-~ and by modifying at least one chosen portion of the source of the
.protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,

- and during the usage phase (U) in the presence of the unit (6), and in the case
where it is detected that at least one feature of execution . is not abided by,
informing the data processing system (3) of it'and/or modifying the functioning
of the portion of the protected software (2p), so that the functioning of the
protected software (2p) is modified.

11 - Process according to claim 10, comprising:

-  during the protection phase (P):

o  defining:

— an instructions set whose instructions are liable to be executed in the
unit (6),

- a .set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system (3) and to trigger in the unit (6) the execution of the
instructions,

- as profile of usage, the chaining of the instructions,
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the instructions does not correspond to the expected one,

— and as coercion means (18), means enabling to inform the data
processing system (3) and/or to modify the functioning of the portion
of protected software (2p) when the chaining of the instructions does
not correspond to the expected one,

e constructing the exploitation means also enabling the unit (6) to execute the
instructions of the instructions set, the execution of said instructions being

triggered by the execution in the data processing system (3), of the

instructions commands,
e and modifying the protected software (2p):
~ by modifying at least one chosen portion of the source of the protected
software (2ps):
» by transforming the elementary functions into instructions,
» by specifying the chaining by which must abide at least some of
the instructions during their execution in the unit (6),
» and by transforming the elementary commands into instructions
commands corresponding to the instructions used,
<> and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit (6) does
not correspond to the expected one, informing the ciata processing system (3) of
it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.
12 - Process according to claim 11, comprising:
- during the protection phase (P):
e  defining:
— as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of

returning a result,
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» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0 an identification field of the instruction (CII),
¢ and for each operand of the instruction:
* aflag field (CDy),
* and an expected identification field (CIPy) of the
operand,

— for each register belonging to the exploitation means and used by the
instructions set, a generated identification field (CIG,) in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,

— as detection means (17), means enabling, during the execution of an
instruction, for each operand, when the flag field (CDy) imposes it, to
check the equality of the generated identification field (CIGy)
corresponding to the register used by said operand, and the expected
identification field (CIPy) of the origin of said operand,

— and as coercion means (18), means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

13 - Process according to one of the claims 1to 12, comprising:
-> during the protection phase (P):
o modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps), at least one

conditional branch carried out in at least one chosen algorithmic

processing,

—~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the functionality of at least one chosen
conditional branch is executed, by means of the second execution part
(2pen), in the unit (6),
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» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen
conditional branch is executed in the unit (6),
> and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
functionality of at least one chosen conditional branch is executed,
-> and during the usage phase (U):
¢ in the presence of the unit (6) and each time a portion of the first execution
part (2pes) imposes it, executing the functionality of at least one conditional
branch in the unit (6), so that said portion is executed correctly and that,
consequently, the protected software (2p) is completely functional,
¢ and in the absence of the unit (6) and in spite of the request by a portion of
the first execution part (2pes) to execute the functionality of a conditional
branch in the unit (6), not being able to fulfill said request correctly, so that
at least said portion is not executed correctly and that consequently, the
protected software (2p) is not completely functional.
14 - Process according to claim 13, comprising, during the protection phase (P),
modifying the protected software (2p):
— by choosing, in the source of the protected software (2ps), at least one
series of chosen conditional branches,
~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the overall functionality of at least one
chosen series of conditional branches is executed, by means of the

second execution part (2peu), in the unit (6),

— and by producing:
» the first object part (2pos) of the protected software (2p), said first
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protected software (2p), the functionality of at least one chosen

series of conditional branches is executed in the unit (6),

» and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
overall functionality of at least one chosen series of conditional
branches is executed.

15 - Process according to one of the claims 1 to 14, comprising splitting the
protection phase (P) into a prior protection sub-phase (P1), independent of the
soﬂ:Ware to protect and a subsequent protection sub-phase (P2), dependent of the
software to protect.

16 - Process according to claim 15, comprising, during the prior protection.sub-
phase (P1), making intervene a definitions stége (S11) during which are carried out

all the definitions. |

17- Process according to claim 16, comprising, after the definitions stage (S11),
making intervene a construction stage (S12) during which are constructed the

_ exploitation means.

18 - Process according to claim 17, comprising, after the construction stage
(S12), making intervene a pre-customization stage (S13), comprising uploading to a
blank unit (60), at least a part of the exploitation means with the intention of
obtaining a pre-customized unit (66).

19 - Process according to claim 16 or 17, comprising, during the prior protection

| sub-phase (P1), making intervene a tools making stage (S14) during which are mé,de
tools enabling to help generate protected software or to automate software protectioh.

20 - Process according to claims 15 and 18, comprising splitting the subsequent
protection sub-phase (P2), into:

e a creation stage (S21) during which the protected software (2p) is created,

from the vulnerable software (2v),

e possibly, a modification stage (S22) during which the protected software
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pre-customized unit (66) with the intention of obtaining at least oné
unit (6).
21 - Process according to claims 19 and 20, comprising, during the creation
| éfage (S21) and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software protection.

22 - System for the implementation of the process in accordance with claim 17,
characterized in that it includes a program development unit, used, during the
construction stage (S12), to carry out the construction of the exploitation means
intended for the unit (6), taking into account the definitions intervened during the
definitions stage (S11).

23 - System for the implementation of the process in accordance with claim 18,
characterized in that it includes a pre-customization unit (30) enabling to upload at
least a part of the exploitation means to at least one blank unit (60), with the intention
of obtaining at least one pre-customized unit (66).

24 - System for the implementation of the process in accordance with claim 19,
characterized in that it includes a program development unit, used to carry out during
the tools making stage (S14), the making of tools which help generate protected
software or which automate software protection.

25 - System for the implementation of the process in accordance with claim 20
or 21, characterized in that it includes a program development unit used to create or
modify a protected software (2p).

26 - System for the implementation of the process in accordance with claim 20,

characterized in that it includes a customization unit (45) enabling to upload:

e the second object part (2pou) to at least one blank unit (60), with the
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intention of obtaining at least one unit (6),

e or a part of the second object part (2pou) to at least one pre-customized unit

(66), with the intention of obtaining at least one unit (6).

27 - Pre-customized unit (66), characterized in that it is obtained by the system-

in accordance with claim 23.

28 - Unit (6) enabling to execute a protected software. (2p) and to prevent its
unauthorized usage, characterized in that it contains the second object part (2pou) of
the protected software (2p) uploaded using a customization unit (45) in accordance
with claim 26.

29 - Set of units (6), characterized in that the second object part (2pou) of the
protected software (2p), uploaded using a customization unit (45) in accordance with
claim 26, is divided out between several processing and memorizing units so that
their joint use enables to execute the protected software (2p).

30 - Distribution set (2pd) of a protected software (2p), characterized in that it
includes:

e a first distribution part (2pds) containing the first object part (2pos) and

designed to work in a data processing system (3),
e and a second distribution part (2pdu) having the form:
— of a blank unit (60),
— or of a pre-customized unit (66) in accordance with claim 27, able after
“upload of customization information, to transform into a unit (6),
—  or of a unit (6) in accordance with claim 28.

31 - Distribution set (2pd) of a protected software (2p) according to claim 30,
characterized in that the first distribution part (2pds) has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
a network.

32 - Distribution set (2pd) of a protected software (2p) according to claim 30,
characterized in that the second distribution part (2pdu), having the form of blank
units (60), of pre-customized units (66) or of units (6), includes at least one chip card
.

33 - Processing and memorizing unit characterized in that it contains the part of
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the second object part (2pou) necessary to transform a pre-customized unit (66) in
accordance with claim 27 into a unit (6) in accordance with claim 28.

34 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part: (Zpouj
necessary to transform a pre-customized unit (66) in accordance with claim 27 into a

unit (6) in accordance with claim 28,



