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entirety; and U. S. Provisional Patent Application No. 60/204,439 filed My
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relates to a system and nmet hod which substitutes proxy transaction nunbers
for real credit card nunbers and other financial account identifiers

during electronic transactions. Further, by substituting proxy transaction
nunbers that can be used in BELAERPABPLIGAREINS, conventional credit
card nunbers, a custoner can conduct online transactions wthout ever
exposi ng a genlihiséApplieatian czimd theupriveity pdpreviousie filgsUePtovisidnat Paterges can be
applied to financial accounts other than credit cards (i.e., debit cards

and checkippiicaoa Mo 66)160,948 fitedadastet RONHIOawhich iCkseyGhestpotard biyr el ess
devices. 2. Description of the Prior Art Purchasing products from nmerchants

who of f er rgeRA& iahd chififel; 688 UOY ProvidiBndl %@hﬂgE)pudaﬁo@Nbammzm%@@ ﬁfiagg
segnent of the econony. Many consuners find it nore convenient 20t

browse theswapsi L&, @rT%ntﬂJggﬁgd@rr&gp%E? gﬁ%éﬂ?ﬁ,product sel ections and

pur chases €el’ecttonica ntravelin onal retail
establishnments that often offer less attractive pricing and nore limted
product sel ection. Bei ng BACKGROUNROERHRINYENTIONI s opportunity, many
traditional brick and nortar retailers now operate online sites where a 1

1. Field of the Invention

10 The present invention relates to a system and method which substitutes proxy
transaction numbers for real credit card numbers and other financial account identifiers
during electronic transactions. Further, by substituting proxy transaction numbers that can
be used in an identical manner to conventional credit card numbers, a customer can conduct
online transactions without ever exposing a genuine credit card number to misuse. As well,

15 charges can be applied to financial accounts other than credit cards (i.e., debit cards and

checking accounts), and transactions can be conducted via wireless devices.
2. Description of the Prior Art

Purchasing products from merchants who offer goods and services over the Internet
is a rapidly expanding segment of the economy. Many consumers find it more convenient
20 to browse the website of an online merchant and make product selections and purchases
electronically than traveling to traditional retail establishments that often offer less
attractive pricing and more limited product selection. Being quick to take advantage of this
opportunity, many traditional brick and mortar retailers now operate online sites where a
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WO 01/ 29637 PCT/ US00/ 41480 full selection of products and services is
offered to custoners. Moreover, many retail establishnments have been
created sw@oms3rel y for the purpose of selling products opé&tT/€00/41480
Conventionally, to purchase a product froman online retailer, a custoner
points web browsing software to an address where a retailer's online
"store" is located. The 5 custoner then browses the product selection

di spl ayedful seiegiomebproduectsang sgptieasns offeredvn aistonpro dvotesvehmyunyiesdil t o
purchase. The retailers' website then presents the custonmer with an order
f or m aski egatflshmetiite havesiconrercatd raciesivelg dorahs pupasensdistlling peoduedsioline. et . The
custoner fills out the order form including their credit card nunber and
submts the form ta the retailer's bsite for,, rocqssi ng. The retailer's
websi t e subni t SORYBUERLE: fo RIS & PRAGHEFOrR AR GRUNF BIFha CRiPBFR PaiRlp

aut hori zati on; and upon approval of the credit card ships the products or
servi ces BEpbrasingsofmarcigengddiesavherpa retdideressenliop estprei” éloeated. hheor der
form Many security risks arise as a result of the conventional nethod of
maki ngS purestesearshantmoweesphbpiodustetlactidn dispiéyedsit theovebsiteamiateterfies tvhich
transmtting a credit card nunber over the internet makes it possible for
anyone W pivdagas @r$ wish fomirdhateNorte reildls’ wobsite Sl preden® the Gis®er with@nCr edi t
card nunber. Those who intercept the credit card nunbers generally use

them to ngkRr ArHekkias f6raRé ustdmBUHhRNEdEA! SmeatRd Hatibh &1 CrBdi t card
account. This resultS in a loss for the onliné nmerchant who pays a "l oss

fee" and tomé}q'{ﬂs% ?Eh'é%h.ie\{ ?01;1? "cl&cﬂfé% gfeﬁggdﬁ%aﬁféﬂﬂn%g gﬁd s&ﬂg{spﬁg {)OIYI%P ? y

consuners ose credit card 1nforma niIs stolen ave a

(usual ly to . $50) for. fraudul ent arges applied 20 to, their account. The
possi bi | i Pdsthgfet?l%r gr“(':egf)lﬁ tf?ﬁ?mtcﬁsé% S[EI T Eiﬂsg‘ge%ﬁﬁflu%é@%fstﬂwgn fY refrain
maki ng online transact 'bons, %(g safeguard their credit card nunber. For this
reasoh?  BHPP§Hef Y taf sliqng &1 aythogigations apd gropappovalefiths credipcaidahiss ar e

concerned that even if their credit card nunber is not
the products or services offered to the customer at the address specified on the order form.

Many security risks arise as a result of the conventional method of making
purchases over a public network such as the Internet. First, transmitting a credit card
number over the internet makes it possible for anyone with access to the network to

15 intercept, i.e., steal, the credit card number. Those who intercept the credit card numbers
generally use them to make a series rapid, fraudulent charges against the credit card
account. This results in a loss for the online merchant who pays a “loss fee” and an
“administrative fee” for disputed purchases. Further, the consumers whose credit card
information is stolen may have a liability (usually up to $50) for fraudulent charges applied

20  to their account. The possibility of interception, therefore, causes many consumers to
refrain making online transactions, to safeguard their credit card number. For this reason,

online retailers lose potential customers.

Other consumers are concerned that even if their credit card number is not

intercepted en route to an online merchant, the online merchant’s website may be
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intercepted en route to an online nerchant, the online nerchant's website
may be 2 WO 01/29637 PCT/ USO0/ 41480 susceptible to penetration by

"hacker sWOH@%¥ eal credit card data froma merchant's wWEEVSWA4ARE ni suse
it. A security breach of this nature can be devastating to an online
retailer's reputation and can result in a dramatic decrease in the nunber
of consuners wh are wi.lling to nake purchases fromthat retailer's

Websi to.  SISEFRIRL (4 RRGeHALPR by chackpaounp Seaeradit FBH P38 AobR FCRAPLy ment pr i or
to shipping a product to a custoner,_ those people who prefer to purchase
usi ng debMePYKad mHsHEe €nA SRty prachefifhis natireeancbeflsvaniatngdo R gplRMI i ne
retailers. The lack of online retailers who accept forms of paynent other
t han cr edratailgnd reptatige and eatsrepwt ipraghmatia desraase mchenumbgr of gprsusserwho i n
Europe and ot her areas of the world where purchases are usually nmade using
debi t car a®,willihgabermks parchasesfrbm tha repidersedetsitet he United States where nost
consuners rely on credit cards. Aside fromthe inconvenience this presents
to potgntial cystoners, qnline .mercig@{lts Iose(gsal es when they are unable
to protess tranlSemABHERUSHS IGAHE 3 WLhorred [y A PIXBFY RRIOG 1O $WPRIBE 2 possess a
credit card. In U S Patent No. 5,883,810 to Franklin et. al., a system and
met hod i sPupEuette pedstomey, thepepeople whgprster ¢o pirehasg asigs delbif eards and cheedsi t car ds
by substituting proxy transaction nunbers for a custoner's credit account
nunber wher umalde tymekemirclmsescirom anBecitetagins, Thhdack of boligatetiersfwicsdccepqui r es
a custonmer to obtain a new credit card in the formof an electronic

commer ce €mfd of fdenedt Sthkr thanm Credid Al clegcatdh i€ ptablanitlty potental puthbsets f or mat
and cannot be used in traditional brick and nortar retail establishnents;

as descri ReRuropdnddiifdr QPR o2Pie RYRIWHSE Blir¥BSe fhte AGH MG madeQink deBik darfsinber .
Once a consuner has applied for and been granted an el ectronic conmerce

card, ypur 91%&?&&%, he oﬁﬁggd o REUANRE Stes St 568 coddifners rely on credit

cards. Aside from the inconvenience this presents to potential customers, online merchants
lose sales when they are unable to process transactions for otherwise able purchasers who

do not possess a credit card.

In U.S. Patent No. 5,883,810 to Franklin et. al., a system and method is described

15 which attempts to provide security for credit cards by substituting proxy transaction
numbers for a customer’s credit account number when making electronic transactions. The
‘810 patent first reqqires a customer to obtain a new credit card in the form of an electronic
commerce card. The electronic commerce card exists only in a digital format and cannot
be used in traditional brick and mortar retail establishments; as described, the customer

20  never receives an actual credit card number. Once a consumer has applied for and been
granted an electronic commerce card, purchases can be made from online retailers. The
‘810 patent discloses that to pay for goods and services using the electronic commerce
card, the purchaser sends a request for a proxy number to a central server. The central

server then generates the transaction number and associates it with the customer’s real
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"810 patent discloses that to pay for goods and services using the

el ectronic commerce card, the purchaser sends a request for a proxy nunber
to a cenWMAIVRe¥ver. The central server then generates tPHeI/PPMd40t i on
nunber and associates it with the custoner's real 3 WO 01/ 29637

PCT/ USO0/ 41480 credit card nunber. The proxy nunmber is then sent to the

custoner who.forwards it.to the r.chant. The nerchant ,uses the proxy
unber ¢ o COBRLRI ThnaiEeaThe B SUmPRS PR SFRHO DI EOReE YB T A YBLR & ¢ he
custoner card's issuing bank as though the proxy nunber were a real credit
card nunbdRercianifiegmemsbant gsa5 thepraxy Nemee: tgobwirka credin ga1d grtherradar epdilp
online transactions which avoids sending a custoner's actual credit card
nunmber overbmiighdrgescp et cusiomer gerd’ siesuing bapk e thoyah Hreayerst runzhsr wereoreab t he
probl em associ ated with securing credit card nunbers for those consuners
who al r eadyeditaagbmsnteredit cards they wish to use in online transactions.
To many consuners, applying for and obtaining an additional credit card is

undesirable. 1 reover, obtaining a credit card. that is useful for the

T e oxol us VRIS HIdwatt Sedht conbobi sortusting dalins Famecogs whith
particul arly burdensonme, due to the annual fees many credit card issuers
char ge t o avpigs sending @IStRmsT s erteak Gredit ¢asd numberover Bgintermgh gslopppot Pegiidey-  day
activities in conventional retail establishnents and only purchase products
from onl i e adeqiati sobrtion emthaprademgswniatedozith sscuritg Fhdit ¢8d Oupbgre far thosey
addresses the substitution of proxy transaction nunbers for credit card

account nuwohsinterd Whd aledady ipBssefecredineaedy theynaviishab xkeon(idSiradbgions.f Do mat .
Many debit cards have nineteen (19) digit account nunbers and the nunber

of digits hdhydosfigedtd, R 19@3%(1%&%@@&11 RaGaen4 BrddiRaldns idewdndd) t hat
created the account. e 10 patent, therefore, does not describe a

syst emyor ME&Q\%}I, c‘lm&iﬁitﬁg %%Ped?tc&mghgefhmr B8 HSited exclusive purpose of

conducting online transactions is particularly burdensome, due to the annual fees many
credit card issuers charge to those people who primarily use their credit cards for day-to-
day activities in conventional retail establishments and only purchase products from online

retailers on an occasional basis.

15 The ‘810 patent only addresses the substitution of proxy transaction numbers for
credit card account numbers that are in the conventional sixteen (16) digit format. Many
debit cards have nineteen (19) digit account numbers and the number of digits in a
checking account can vary based on the institution that created the account. The ‘810
patent, therefore, does not describe a system or method which can accommodate the needs
20  of those persons which wish to make online purchases using debit or checking account

numbers.

International patent publication WO 99/49424 to Flitcroft et al., describes a credit
card system which generates limited use credit card numbers to reduce the potential for the

interception of credit card numbers and their misuse. The system and method describe
4



20 of those persons which wi sh to nmake online purchases using debit or
checki ng account nunbers. International patent publication WO 99/49424 to
Flitcrof WOR128637  describes a credit card system whi ch gBREUSIEH480 i t ed
use credit card nunbers to reduce the potential for the interception of
credit card nunbers and thei r m suse. The system and net hod describe 4 WO

gener at s T RO e A et bG Kbt Sk QoS IR Sttt o

custoners to_use i ne transactions. It is.also descri bed how a person
| acking a W&’fsta“egis&qﬁ%‘??t RIR ChSESEOMSTHIQ, s 1Ry QRline EARSaFtons it Faleedeseribsd s e

in online transactions or be invoiced for charges which are incurred using
the |im t d@virskersnlaekinge eredih cardepepurchass liitpdruse fansaerirenuehiers Qluse sy ver
processi ng requirenents, WD 99/49424 discloses that it is preferable to
gener at e tomén¢ fransagtbns sebanmvbieed far whirgegyehish irhiesurraingifgahevimited heem t o
custoners for use at a later tine. Alternately, persons w thout credit

cards 6Soultgngu¢tiohacabets.shosrad te réued béntbsdtser prbdebsing fegeidérhedts, WO equal to
t he purchase amobunt of the disposable card. The disposable 10 credit cards

woul d of f %/@agmais&mséam%wg Bﬂ:fe'}‘alﬁé %ﬂ% dneldtdnink ll?rﬁtéﬁ|usé Rurhb&s RHGFRA3Rp&TOUNT
of the disposable card. This nethod owever, offers less security than a

conventi o @Eﬁgpd mts the risks to the custoner
to the fi ?@fﬁf ot?’e?lﬁ%gstﬁ{mé lP%I{}%ég g@eag&u he purchaser of a disposable

credit card would risk losing the entire unused bal ance on the disposable
%nbe as.. S oI e t.her ef ore,

card if the Creg
desirable to ha\clll[emg&égyg}eesmn%‘ﬁ Cﬁedcf I%aPHIC SheT ‘?gﬁoégblf F%?ﬂ@ﬁ%rtdfon
nunbers whi.ch can he.use pr oxi es for a tu credit rd nunber, for
Lot oner & WHLHFAG: DGIoFIRE 0 1 THECTERSARGA POHE GAePREIE Fesr Tk SSRIEE ng
credit cards, debit
credit cards would offer security by having a credit limit equal to the purchase amount of
the disposable card. This method, however, offers less security than a conventional credit
card which typically limits the risks to the customer to the first $50 of fraudulent purchases.

The purchaser of a disposable credit card would risk losing the entire unused balance on the

disposable card if the credit card number was stolen and misused.

15 It is, therefore, desirable to have a system and method which can generate
transaction numbers which can be used as proxies for actual credit card number, for
customers wishing to make online transactions using their preexisting credit cards, debit
cards, or other financial accounts. Such a system should be able to generate the proxy
transaction numbers while placing a minimum load on the central server, avoid the

20  transmission of the customer’s actual credit card number, and be able to process
authorization requests and settlements in a manner which is seamlessly integrated into the
current credit card system infrastructure and avoiding any participation on the part of

merchants.



cards, or other financial accounts. Such a system should be able to
generate the proxy transaction nunbers while placing a mninum | oad on the
central ¥Q0E29637avoi d the 20 transm ssion of the custoner PETASOUHNSKr edi t
card nunber, and be able to process authorization requests and settlenents
in a manner which is seamessly integrated into the current credit card

systeminfrastructure and avoi din | CJ I on the part of
merchants. 5 WD 01/ 29637 p&p@yﬁv@qﬁﬂ%ﬁ%ﬁm‘féﬂw | NVENTI ON The
present invention is directed toward a system and net hod whi ch generates

and substi t ut eg el &BRARTdNRADN NTRESfR té@irdaacsP_&l@xln A0 SR wIREE QetiatlUiHaer s.
The proxy nunbers are generated within a client user interface | ocated on

2 CuSt omers BuRAIPHARLCANCh BRI 0. uf cEAMLALC38R HERLAY TRERIAILLARAN

cross-referencrn custo I'nanci account.  Upo ation and
cross-referencin f.the proxy nunber,, notification i,s sent to.the client
user int erafﬁgfgferag?fio‘?’ﬁém(?é:ﬁ@td%ersl@?eﬁéﬁ 1°F?f8ﬁ!‘ % f RO SRS AR S (OBer i s
avail abl e and has Dbeen reserved for use the custoner, Jo create the
transact | GHEdFBEr for aetivaten andseraseieleasnsing ith § cudomy t nangl aqsomy chant

in place of an actual credit card nunber, the client user interface nust
create a Upanzstivatipatand srassrrefereneingof thhipodxyinmibgs motifiedtionds sengtorthé aldentr edi t
card. To do this, the client user interface nust create a 16 digit nunber

t hat cont aisasingerfBtd)by alie dzankl sedentindicatmigition thenprokenymberds available lasdimas The
BINis usually the first 2 to 7 digits of the credit card nunber. The

checksum diegh teskse@kopaysthkeRasthbimbal digit of the credit card nunmber. 15
Accordi ngly, the proxy nunber generated by the client user interface should

be fromabout 5 to 12 digits, to | eave space for the BIN and checksumif
the final transkcereaie thedrapeactipy npmber that the customer eventually sends to the

10  merchant, in place of an actual credit card number, the client user interface must create a
number that is in a format which is identical to a genuine credit card. To do this, the client
user interface must create a 16 digit number that contains a BIN, or bank identification
number, and a checksum. The BIN is usually the first 2 to 7 digits of the credit card
number. The checksum digit is always the final digit of the credit card number.

15 Accordingly, the proxy number generated by the client user interface should be from about
5 to 12 digits, to leave space for the BIN and checksum if the final transaction number is to
be recognized in place of a credit card number. The system can, of course, be used to
prepare transaction numbers which can be used as proxies for numbers other than credit
cards and can even be used to provide proxy data for personal information and non-

20  numerical sequences. Those skilled in the art will readily recognize the programming
changes necessitated by a desire to provide proxies for information and numbers other than
credit card data. For purposes of describing the invention, however, the specification will

describe the generation of transaction numbers to be used as proxies for conventional credit



be recognized in place of a credit card nunber. The system can, of course,
be used to prepare transaction nunbers which can be used as proxies for
nunbers $thH2%Han credit cards and can even be used to PFHUVSHEI#0oxy dat a
for personal information and non 20 nunerical sequences. Those skilled in
the art will readily recognize the progranm ng changes necessitated by a

card dat & ARGEFBEE LS ameEL e oy PR R bRoT ROMTs iR 8 ° ¢

specification w |l escrl e. the generatjon of t nsa t|on nu ers 1o be
used as prosysrEEthogs Og § xe rpéaw?ed B ﬂWf‘ﬁ‘f PAPHED  card

nunbers over the internet as an ongoi ng exanpl e mnth a non excl usi ve

summary of ot hey, BBleRRESacBbn HERbO hak BBed g%%médoay tRE BN 6 fisFbrvalted to a

conclusion of the witten description. transaction number has been

generated by fhe | céomg)nétgahgnl df : SR0RL 9&?%@5 Y sgﬁsc% 291, 10r GNP

onl i ne purchase ervi ces unawar e %1that t he
credit car nunbe e|v a prox ual di t .card, nunber,

G T T o ot e SR BlmBeretriTalh A i de el sadtcard urber,
net wor k routlng systens, such as those operated by VI SATM and

Mast er car dPIward He teagsacian numbef through quizey @aqdatca@rﬂsmwwemyk FHEN8y st em

recei ves authorization requests fromnerchants and eval uates the BIN
(speci fi cadybtgms.tsheh asthdseanpstatddalty WIS At andrMastercard®s packet swit ched
routing that is blind to individual credit card nunbers, as a whole, and
reads only the of ,the.entir rd nu Based.on the BIN,

I ortiof
[eads only Lhe LN RGN Ol LU SR GRLS MIOSTne RER S8R A5
request to the card is orrespo t he _BI each |ssuer has at | east
one, and Jgﬂ}gﬁﬁsgroﬁhmfcﬁﬁﬁ\téamﬁ Bﬁ?\#ﬂﬁﬁﬁ?ﬁ%‘ﬁgalg gﬁdﬁa’ﬁ BPYFHOR DEWOFK The
present invention contenplates the use of central servers 15 having thelr
own unifquessi Msketswitehes routieg bhakigibling & mdividist eradit eard pampers kasraotiliale, gnd

f orwar d
reads only the BIN portion of the entire card number.). Based on the BIN, the credit card

association network routers forward the authorization request to the card issuer
corresponding the BIN (each issuer has at least one, and usually many more, unique BIN
numbers associated with it.) The present invention contemplates the use of central servers
15 having their own unique BINs, so that the credit card association network routers forward
only proxy transaction numbers to the central servers. Non-proxy transaction numbers, i.e.,

real credit card numbers, are forwarded directly to the issuing bank or institution.

When the central server of the present invention receives a transaction number it
determines the real customer account from a cross-reference database and forwards the real
20  account number along with the transaction routing number (also synonymously referred to
as the network identification number, retrieval reference number and transaction-ID) to the
issuing bank’s authorization server. The issuing bank’s authorization server generates an
authorization response based on the customer’s real credit card number and forwards the

response back to the central server. The central server then substitutes the transaction

7



only proxy transaction nunbers to the central servers. Non-proxy
transaction nunbers, i.e., real credit card nunbers, are forwarded

di rect | yWO®1RH37i ssui ng bank or institution. Wen the ceRGTAVSEEI43Lr of the
present invention receives a transaction nunber it determ nes the real
custoner account froma cross reference database and forwards the real 20

account numb n transactjon r.outi n al so s nonynDust
o red iR Br. B8l bt 40 é‘ﬁ‘f‘?"r“f Bnbginf Grbins (e FR A oR SreBpBR oL
nunber and transaction-1D) to i ssui ng bank's authorization server. The

i ssui ng b&AK t%&ﬂ%?ﬁkzaéfiieém%@f 9@ Py Herfapdit @d asfocigtiemstvorkirwisr rB% ponse

based on the custoner's real credit card nunber and forwards the response
back to t kwsgeafercading dieyransactiprenyabar redeived forqutharigatienuwsh theyrapsactibe-ID
transaction 7 WO 01/ 29637 PCT/ US00/ 41480 nunber for the real credit card
account nunninbder, dredetted namet chsthethatithh cofrea praxy traasqpnins aumbeadk rdanéd® a

net wor k address specified by the credit card association network router. By

cr oss- f ef aiefitahighd RGuésistamsaeiorioaion IPRktah @S SHERMANE Shist@HENAE hddidlon W th
the transaction-ID nunber, the central server ensures that the correct

pr oxy traﬁﬁﬁgkﬁ&pmﬂMQQanb§ returned to a 5 nerchant who requests an

aut hori zation, 1n 1nstances where the custoner has nmultiple transaction
nunbers active. After an online purchase has been conpl eted, a nerchant
forwar ds t he t Adiesaiconioe purchatedias been ®atpl¢tedyanberciut forgyatds ehestednishationnt
phase, charges applied to transaction nunbers are cross-referenced with

real cust aumbersfor sttidmentiNDetiss b detderertiphuice Chdrfarappléd thQragsuctibmt t he
i ssui ng bank can properly generate statenents to send to cardhol ders. Since

the centr ahmsek YRS crids36RFenb& \Rrﬁﬁ tdal EdskIRS aQEbLﬁlhﬁurleérE@ﬁd §@ktiRfet WtrefoF €di t
card or financial account nunbers, it is possible for custoners to use

debi t ygard, ﬁﬁ?%”&sﬁm&%&lﬁ&g J}:écﬁfp]ér@geh rale W HAGRs Y RRE & rdbbMerd! 91 LS) OF

checki ng accounts to ron1o I ne

Since the central server places no restrictions on the format for actual credit card or
financial account numbers, it is possible for customers to use debit card accounts (which
typically includes nineteen (19) digits) or checking accounts to make purchases from online
merchants that only accept credit card as a valid form of payment. Further, customers

15 using wireless devices such as PDAs and cellular phones can purchase products from
online retailers by having a proxy number generated which will associate the charges

incurred thereon to their cellular or PDA online account.

Unlike prior art methods, the present system is not limited to the single use
transaction numbers as taught by Franklin et al. in U.S. 5,883,810, or the limited use
20 numbers taught in W0/9949424. The present system allows for the generation of
transaction numbers which must be used in accordance with rules applied by the central
server and the customer. This allows a customer to obtain, for example, a proxy transaction
number to be used for a long-term subscription. The advantage to the customer is that they

do not need to forward their actual credit card number to the subscription service and the

8



merchants that only accept credit card as a valid formof paynent. Further,
custoners 15 using w rel ess devices such as PDAs and cel |l ul ar phones can
purchasewm orkesds from online retailers by having a proxycousbedisgener at ed
which will associate the charges incurred thereon to their cellular or PDA
online account. Unlike prior art methods, the present systemis not limted
to the single use transaction nunbers as taught by Franklin et al. in U S.
5, 883, 810, cugtomehean pladetadimiy ob thexmunphen b€ bidlintgaaygles dimng\@hi@h4bar@es cafilbe pr esent
systemall ows for the generation of transaction nunbers which nust be used
i n accor dappbeds Mbreowdrer tlapubseiptiby, drivches entlinalservive uget byathd ptultaset|$¢ oner .
This allows a custoner to obtain, for exanple, a proxy transaction nunber

to be usedpehertatd byoTHickes NandUls sl bardhumbbe saFYRo Ag8ystem biesgiEsiper 1s
that they do not need to forward their actual credit card nunber to the

subscripti ﬁ?&xﬁ@ém‘é{l&hﬁn%ﬂﬁ%f&&ﬁi %é?lblg 12863 ch) gsgg/ éh&gq{aﬁh P10 thé ﬁﬁ}e? APheCan

place a limt on e nunbe ing cyc uring I ch charges can be

o001 e, NLSALPLned ol e bl P SR B B2

the purchaser, 1S penetra nber s

stored on the systemare stolen, the _proxy.transacti unber coul d not be
n sused so’® gort TSPRELEIC ROHGTS: PF fpr 2By Piher §regtimfoniymp ﬂ‘@ggyg\lfs‘t’*étﬁé'%er Qi thee
nost, if not all, transaction nunbers will be limted to use by a single
vendor, f oVstePadministraior it aftemtt 14 wie atrapsentins numbet which deesmos fabl witlin by t he
custoner or the systemadmnistrator. An attenpt to use a transaction
nunber whitbticritorsspeoifiefl at the wimetifiransaggion nimberi ganepeari Wilkubtdt attherizddrby of
transacti on nunber generation will not be authorized by the central

server. 1Qhd eenanbdelver. enbodi ment of the invention, transaction nunbers are
generated for use by custonmers who do not possess any credit card

accouritos. Thes? cusfoner.s have debi.t ) )
n another embodiment of the invention, transaction numbers are generated for use

by customers who do not possess any credit card accounts. These customers have debit
card accounts that require the use of a pin number to authorization purchases. Many
merchants, especially those who operate online, are not equipped to handle transactions

involving debit cards.

15 In order to provide a transaction number in place of a debit card account number the
central server must associate the transaction number with a debit card account number and
a debit card account pin number. When a merchant sends a request to authorization a
purchase based on a transaction number that is a proxy for a debit card account, the central
server cross-references the proxy number (which was used to generated the transaction

20 number within the client user interface and cross referenced to the actual financial account
by the central server at the time the proxy number was validated and reserved for use) to
the debit card account number and pin number and forwards the actual customer data to the
issuers authorization system. Provides that the customer has sufficient funds available to

cover the amount of the purchase, the bank authorization server sends a positive reply to

9



card accounts that require the use of a pin nunber to authorization

pur chases. Mn nmerchants, especially those who operate online, are not
equi ppedVOPIR83Al e transactions involving debit cards. 1BCTHSWMHISO t o
provi de a transaction nunber in place of a debit card account nunber the
central server nust associate the transaction nunber with a debit card
account n it _car cCOount. pin_nunber. en ner chant, sends
a request éogéﬁaﬁﬁgrrvf’rgoatﬁﬁég re%lenghnr gﬁté%né éescgeatr%lr?erge {hglﬁgowégﬂd%ﬁh%{fﬁg'g? %tfehat i's
a proxy for_a.depit card accqunt, the.central server cross-references the
o by, munBEP Oy SR R e SRR AN RE Ve BHEZEE | on 20 nunber v thi n
the client user interface and cross referenced to the actual financial

account by t hginc@BAliR!mEEHMEY Wi arle M8t &duiFbeti S pRI O X bt BRA irat@s ¥R ddat ed
and reserved for use) to the debit card account nunmber and pin nunber and

Pr ovi dos TPar T RETiSiey Rl afSle 1w bl mor R 488 B B RRMER TR B RO

Pr ovi des as s I ci ent S av cover

amount . of t he purchase,. t he hank thori zation.server sends, . sitive
feply 1o SUERBYAEORTS ipoulh R T Bl o it i Bherd B B P et Bt
invention. The central server then fqrwards ﬁ&g reply to the network
addr ess f PYURDPSERFIERteAHENSIATR FBILapcrBH Iptegriach fupd ere Rlacsdabthe tipgate onl i ne
mer chants who are not_ equipped to process debit card transactions do not
have debi elegisanic ransagiionaiccys v9ng e dranspctipisoivmbsneWhean clseranamfilgiiat el y
transferred from 5 customers accounts, issuers who provided proxy

t ransact i meeivedrbeths ifsomgdeabk tr matitdtioe during what indadied “settbemtent athe fiaids ateor y
debit account into which fund are placed at the tinme an electronic

t ransact i gansafadrffony SHenBmsitdry detsiagdco@itSo Merdpatic acvhan odtelwacamnce file is
received by the issuing bank or institution during what is called
"settlenment” the funds are transferred fromthe transitory debit account
to th0credit bBansthst embodiment i the igmention, transactions numbers are generated to

allow wireless device users to purchase goods and services from online merchants. For this
type of transaction, the central server uses a single master credit account number to
associated with all transaction numbers generated. In addition, the central server also
cross-references the transaction number with the wireless account number of the customer

15 who purchased goods or services using a transaction numbers.

By associating the transaction number with the customer’s wireless account
number, the wireless service provider can provide a detailed statement of charges 1o each

individual customer.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram illustrating an electronic transaction system.

10



10 I n anot her enbodi nent of the invention, transactions nunbers are
generated to allow wireless device users to purchase goods and services
from onl WROWRYhants. For this type of transaction, thePEENEPMI4&0er ver
uses a single master credit account nunber to associated with al
transacti on nunbers generated In addition, the central server also

Cross'referenc Qflst;{&’ing '118§1ra HEQ% TGRS Scl"‘exhc%r%%ﬁte%‘ 8””Es8ﬁe‘%”ber of

t he custoner &ho purc SET VT Cos Faigaé

nunbers. aSSOCI i t he tran i on nunber w t stoner S wirel ess
RoCount OGS et s et B OUTas ebur T‘&Pg chEERHier b
statenent of charges to _each individual custoner. 20 BRIEF DESCRI PTI ON OF

THE DRAW Naglectrpgig franspction sysiithgram i | | ustrating an el ectronic transaction
system 10 WD 01/29637 PCT/USOO/4148O Figure 2 is a diagramillustrating

a central SerVg*'rri%g@figkbl?!gtan%féwb'ﬁiﬂranﬁ%rgﬁr%ﬁ?f&'avﬁ%ytdgsylc@nd their

relation to a It card assocrlation net and nerchant conputer in an
el ectronic transaction system Figure 3 depicts an electronic transaction
systemSfor a wireless device. 5 DETAILED DESCRI PTI ON OF THE | NVENTI ON The
present invention is directed toward an el ectronic transaction systemin

whi ch proxy nunbers a i on nunbers and
sent to nerchants and EgpggggigéﬁggRbgégﬁibggﬁgfﬂﬁgggﬁggguring el ectronic
transactions. By only supplying a 10 transaction nunber to a nerchant over
publ i ¢ networ Kk, Thg pedde@Sniddfon I dfeBRl tov?ar8 U EROBSNIS trafsabici sygfeeﬁintw}ﬁa{ d

account, or other financial account nunber, is never exposed to

proxy numbers are generated, formatted as transaction numbers and sent to merchants and
processed as credit card numbers during electronic transactions. By only supplying a

10  transaction number to a merchant over public network, such as the internet, a customer’s
actual credit card account, or other financial account number, is never exposed to
interception which can lead to misuse and unauthorized charges being placed on the
customer’s account. To maximize the efficiency and overall acceptance of the disclosed
electronic transaction system, it is preferable that in all instances the merchant is unaware

15  that it is processing a transaction number and not a genuine credit card number. In this
manner, no participation on the part of the merchant, i.e., such as installing specialized
software or hardware, is necessary; and, therefore, the only requirement for successfully
conducting electronic transactions using transaction numbers according to the present

invention is for the customer to have the desire to shield a credit card from the exposure of

20  using that card in online transactions.

In order for a customer to use the electronic transaction system of the present
invention, a user account must first be established on a central server. With reference to

Figure 1, a customer uses the client computer 20 to connect to the internet 10. Using a web

11



i nterception which can |l ead to m suse and unaut hori zed charges bei ng pl aced
on the custoner's account. To nmaximze the efficiency and overall
accept anwe @f294é3ne di scl osed electronic transaction systepaT/iutooi43480

preferable that in all instances the nmerchant is unaware 15 that it is
processing a transaction nunber and not a genuine credit card nunber. In
this mnner, no participation on the part of the nerchant, i.e., such as

i nst al | i ngrosysecinsipiledeah the olientapmputer B tmeuseymérsontecte 8 sabyite apechted iher ef or e,
the only requirement for successfully conducting electronic transactions
usi ng tr ansguidtion withbetral sasen$@iviaghd atdriee opbesepiblicinewesik 10NTb Sefifr t he
custoner to have the desire to shield a credit card fromthe exposure of

20 using tagtheeagidmeiusiyl the elidrt 26mpGiet D Surrdnily Wadled ediMlisRediBhOREr tO use
the el ectronic transaction systemof the present invention, a user account

must firsheddgndsitikishsg vahk 8 ﬁ&ﬂhﬁ%astésaytga wieﬂvth@cernﬁ%ﬁ;emg 8o iR, Figure 1,

a custoner uses the client conputer 0 connect to the 1nternét 10. Using

a web 41 / 3 CI/ US 1480 r OWS i.pstalled an the client
corrput%r gbgosq%ﬁégrg}jé% glrr%oingecc(%ﬁ’ypg%e[ %engaﬁfgﬁvselr ?@ V%gé?qé‘frgé ngi‘L}raé@Hjc 85 on wi th
central serv rrré‘o via the internet or other onu lic network 10. To verify
that the FRUtBHBF CULOME qRFEatiog the gliepbeasanuist g Thgregsiraton sade can besenbl i shed
financial . account with the jssuing bank or institution associated with the
central s8pPPghe Spuing hankmripsiisytion te the qusiomsr immernwers: i tharegisgaicentadal ser ver
50 will require a registration code be input by the custoner operating the
client coppid be inrided ivea menthét statement, samtiby omil, trepreeidéd infang mtHehmahserui ng
bank or institution to the custonmer in many ways: the registration code
coul d be thacésseteidlly Bnsure¥ohithhe/ciSionied MENrecebRNhe RYistRlidn codt. Wit ged i n any
ot her manner that essentially ensures that the custonmer will receive the

regi s1g at b@fonsdgrabd¥eis] & hbem 10 Fudd DARE redRtAdP &R has ASviIIYBed Figure
2, the registration code has previously beéen

crossed referenced to the customer’s actual financial account established with the issuing

bank or institution.

For security reasons, the issuing bank or institution may deactivate registration
numbers after a short period of time so that unauthorized persons do not use the registration
15 codes to establish electronic transactions system accounts on the central server. Further,
the website operating in connection with the central server 50 may also require the
customer operating the client computer 20 to enter personal information submitted to the
issuing bank or instifution at the time the financial account was created. Such information
could include mother’s maiden name, date of birth, social security number, or other

20  information normally collected by financial institutions to verify the identify of a customer.

Once the website operating in connection with the central server 50 has verified that
the customer operating the client computer 20 has correctly entered a valid registration
code and answered any questions that verify the identity of the customer, software modules

are then downloaded from the central server 50 to the client computer 20 via the internet.

12



crossed referenced to the customer's actual financial account established
with the issuin bank or institution. For security reasons, the issuing
bank or WPH{20¢%i on nay deactivate registration nunbers BETEP0UA14500r t
period of time so that unauthorized persons do not use the registration 15
codes to establish electronic transactions system accounts on the central

. Fugther. the websit ting | i j.th th t
Server 50 THiyORe Petiiora ot Brog POEH BSARRRY PRGOS AL ET P M EOMAAGr 20

to enter personal information _submtted to fhe |ssuing bank or institution
at the ti S ShH 1 FBWE Al SREE Gl oL WEY Wihich dheluslss RUShARBIRRERE Heriecatipp
include nother's nmi den nanme, date of birth, social security nunber, or

ot her 20 iinfosnatan asd mayralsn beenepiptadoes desentfio Higredient compater 201 Adtamately,veri fy
the identify of a custoner. Once the website operating in connection with
t he cent r ahe gsanrsagion5Ointbasganeratdr 28cantihilagt clienhesec irs¢rfave 26 epe batomiginedhimtecd i ent
conputer 20 has correctly entered a valid registration code and answered

any quést isiiyse §dfatary @vnilyad 44 dveie Bpdrhty a9h singR VAR Fbgrafindd thetRedidul €S
are then downl oaded fromthe central server 50 to the client computer 20

via the i nbaipiet 2012 W 4R&3GoRErs h%%gfeﬂ@e_‘l\%’en e tﬁQEﬁé’iﬁ“&&ngﬁ%"ﬁE Sas

i ncl ude a proxy nunber generator 28 a client user interfac

hown in Fj i S ce 2o .
vori 11 cat 1 b e frer eIl 26 b pecl9 B el 28 cafl B RN AN MR " "
the ol i ontRfEBEL (A 8FPERUSSROREn BanGs TR A G o Be SO e

downl oad and even qgperate as a single software programon the client
comput er e BrewesTAl i fy the custoner's experience when using the client
conputer 20, the client user interface 26 and proxy nunber generator 28

can begseam esshy.e itlﬁet GRLAIELinfSfac@B6 %ﬁ)d:’igll%&v nhlﬁﬁer %eﬂeﬁﬂﬂ RY LA inRARY Hthe
runni ng within another program operatihg W thin The
client computer 22, the customer then uses a web browser 24 to reach a merchant’s
computer 32 via the internet. Referring back to Figure 1, the customer operating the client
computer 20 is now able to use the electronic transaction system 100 to purchase goods and
services from a merchant’s website operated at the merchant computer 30 over the internet
15 10 without having exposed a genuine credit card account number, or other financial
account number, to interception by unscrupulous persons who “eavesdrop” on

communications between merchants and customers on the internet to intercept credit card

account information and make unauthorized purchases.

Referring to Figure 2, a customer points the web browser 24 on the client computer
20 22 to a website operated on a merchant computer 32 which displays goods or services that
the customer wishes to purchase. To complete the transaction between the customer and
the merchant, the website operated at the merchant’s computer 32 submits a purchase and
order form to the customer via the web browser 24 on the client computer 22. In the

purchase and order form, personal information about the customer is requested such as a

13



web browser 24. 10 Once the client user interface 26 and proxy nunber
generator 28 are installed on the client conputer 22, the custoner then
uses a WP HZBNer 24 to reach a nerchant's conputer 32 REHUSM&1#84t er net .
Referring back to Figure 1, the custoner operating the client conputer 20
is now able to use the electronic transaction system 100 to purchase goods
and servigces froma nt. s wehsite erated.at 1.he r chant .conputer
30 over. ¢ fery Lo EESS ¥ phhs R PR G ey T AEREN £ car o
account nunher, or other financial ,_acgount nunper, to ipterception by
unscr upul Oﬂg’?%r’rge aﬁé‘t user et e 6 v au H’r‘?ﬂﬁﬂﬁ'crﬁi’?% tﬁ"e?’iﬂﬁ’é MHer chant s
and custoners on the internet to intercept credit card account information
and nmake HamiKE e hegupomentgmdhe merchanticagphist B2 gid wilbactiyate ke B9BY point s
the web browser 24 on the client conputer 20 22 to a website operated on a
mer chant coubet geneB@onfite nitdate Hesgesengtionlef oprose nuinbers Altemately hié thewdientmer

w shes to purchase. To conplete the transaction between the custoner and

t he neischaitr, infeffacadoddet aoRergizzdhabrdehrsubhary ffone tiephdrelianBompiieri t s a
purchase and order formto the customer via the web browser 24 on the

client compuitRlcudtdmer dntoiBualHiGRAShAEENOLHE InéPIaN6RE bsAN e frHdQd st i on
about the custoner is requested such as a 13 WO 01/29637 PCT/ US00/ 41480

. shi ppi.OG.:3 . A i: i :
prof er  od TRLARAERRRY et 1 ERGer MTIRE, BRERIER el B PLERYS Rcrldind
recogni ze the ordq bmtte

form to the custoper fromth r chant
computer SPBRA Wi b RPPEALE PREAeigatR bt ha a (den e nmReL, o
t he generation of pro nupnber. Alternately, jf the client 5 user
interface 28 Paﬁﬁ’?r‘ﬁ@t"epég@@ﬁgg EUSHRETAIPGEAINE HierflSHAAMRUET 2er SRR chant
computer 32, the custonmer can nmanual ly activate the client user interface
26 t o I9egicandyré clgetsrnae sansactions using the customer’s credit card account or other financial

account associated with the user account stored in the customer database 54 on the central

server 52.

Assuming the client user interface 26 has received proper authorization from the
customer using the client computer 22, the customer will then be asked to enter details
15  regarding the nature of the transaction they wish to make. Such details may include the
amount of the purchase, the identity of the merchant from which the purchase is to be
made, whether the purchase is to be recurring in nature (such as a magazine subscription),
etc. Inone embodirhent of the invention, this data is stored in the cache memory 25 of the
client computer 22 and forms a set of transaction number usage limitations. The client user
20  interface 26 then activates the proxy number generator 28 which generates a proxy number

for the electronic transaction.

The client user interface 26 forwards the transaction number usage limitations and
proxy number to the central server 52. The central server 52 forwards the proxy number to

the proxy number verifier and activator 57 to insure that the proposed proxy number is not
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generating a proxy nunmber. In either instance, once the client user
interface 26 is active the custonmer will be pronpted to enter

aut hent i W@t01@963d8at a such as a user identification nunber PGHESY4ESMord to
verify that the custoner operating the client conputer 22 is authorized to
10 conduct electronic transactions using the customer's credit card account

or other financial ccaun sociated with th ser account stored in the
cust oner d‘?ff’ 48 @S%Aﬁ%&e%g’aggﬁtpf%ﬁy ISy 3o ﬁﬁeaﬁgéﬁ B G user
interface 26 _has received proper authorizafion fromthe cystoner using the
client corfstfierandactyater Ysadbiespgnse i the sligt s iwariees AipdeeRng e 15
regarding the nature of the transaction they wish to nake. Such details may
i ncl ude t peoxarmunter bis helgr vprifieshansleactivaied prfbgn;bepsest intaneelaptrpain tansatierm whi ch
the purchase is to be nade, whether the purchase is to be recurring in

nat ur e ( sUkhe pasxyanurEgazériteer and saivaptriSGnggordsthe proxy nomberimbbaproenhumbert he
invention, this data is stored in the cache nenory 25 of the client

conput &r 2B S8k ArékySiimiRl rahABSRCEISIrefiieRer THS Ry nuffibkefrdrgigion The
client user 20 interface 26 then activates the proxy nunber generator 28

whi ch genegak ?éfeénﬁﬁé&d%m thd ftox} REmBeal HRMcRual EARIAG rARcial HaGount | €Nt

user interface 26 rwards the transaction nunber usage |limtations and

. | : ds th
DI OXY NUTHL 0 RS Blen SRS 3Pra DGR Um SEIN B FRp{ LV d L he

proxy nunber 10 0 er veri activ I'nsure that

t he proposed proxy nunber is no 14 WD, 01/ 29637 PCT/ US00/ 41480 . al ready in
Use. " Pr ovi BEHEG A0 to (HLCEBIrBLTTYRE B AR UGt I MABGOT FETORRE USAERATHIINSS nunber
verifier and activator 57 sends a response to the client user interface 26
i ndi cat i nglatabate Brigth peessraferamsrerpid thke Py mumbsytoaich they vare@orthd can
be used in an electronic transaction. The proxy nunber verifier and

activagpor 57 r %@E&%&&@w%ﬂﬁh&%ﬁ& th@pxto;@ n%géygeﬂm@ 'by the proxy

number generator 28 is available for use by the customer in an electronic transaction, the

client user interface 26 appends to the beginning of the proxy number a bank identification

number (“BIN”) and completes the generation of the transaction number by generating a

“checksum” and appending that to the end of the proxy number. Those skilled in the art
15 will appreciate that the generation and use of checksum digits in credit card numbers is

well known.

At this point, the transaction number has been created. Transaction numbers differ
from the proxy number by the inclusion of the BIN and checksum and generally contains
16 digits (when they are to be used as proxies for credit cards) and are in a format which is

20  indistinguishable, to a merchant, from a conventional credit card number.

Those skilled in the art will readily recognize that only minor programming changes
are necessary to generate transaction numbers to simulate the numerical format of other
types of numbers, such as social security numbers, telephone numbers, etc. As well, text

strings can be simulated in the same manner as credit cards numbers, so that anonymous

15



5 database 58 as a proxy nunber transaction cross-reference. The proxy
nunber transaction cross reference record includes the proxy nunber and
the act ulO¥{R¢Bner financial account number. Further, tﬁ@T%ISMé@tion
nunber usage limtations sent fromthe client user interface 26 to the
central server 52 are stored in the transaction nunber usage limtations
dat abase 5 1 -reference. . er to which they
correspon .u%%h&5%9%%%§§Eé%@gﬁsg%ﬁpﬁﬁﬁgﬁgg%&?%waﬁi§¥%F%§%Rhunber gener at ed
by the prox nunber nerator 28 i.s.avail.able far use by the custonmer in
o el et r iGN teine By 128 R ol aitioRred Bt A GRS 16 e
begi nni ng of the pro§y nunber a bank identification nunber ("BIN') and
conpl et es ORIN §EFASH-ERIFIERCETeqone Coiaipiag dhs BsHURBEyHaener ati ng a
"checksunmt and appending that to the end of the proxy nunber. Those skilled

in the art 15 %Aaenaggaswh@@h@r {h@%ﬁrvc\:g%% A8 g\ﬁi}]&?&}{?ﬂ%@?}gné@ﬁoﬂfw&ﬁg&h%m

digits in credit card nunbers Is point, t

transacti on_nu has been created. Transaction nunbers diff fromthe
ot oy Runt R o5 5 R R EoftE 24 B P RRZAERL AR RETRG eyttt e,
contains 16 digits (when they are to, be used as proxies for credit cards)
and are i i*&@s3Y ﬁaPm&fﬁ‘wﬂ qlfge bfoauf%ﬁtwﬁwﬁ?%%moe@w PRreaasi@pd REdSE formy om a
conventional credit card nunber. Those skilled in the art will readily
recogni ze RHAE climit ysariinientacs 26 gerapriiapeal brzangesred irte thecappropaiate field gether at e
transaction nunbers to sinulate the nunerical format of other types of
nunbers, swudér fasn by diealstomeur Thecustonizetten stiahepthedermtontbe nerchettocomfmtanel |,
text strings can be sinulated in the same nmanner as credit cards nunbers,
so that ardfprhithedfrodifssiag/ 29637 PCTI USOQ' 41480 data can be entered for
peopl e who wish to retain their privacy in electronic comunications,

whi |l e retaininq the ability to allow authorized persons and entjties to
10 n another embodiment of the invention, a server-based wallet can be used to fill in

the purchase and order form for the user when asked by the merchant. As previously
mentioned, certain websites are recognized by the client user interface 26 and some
information is automatically entered when these websites are used by the customer to make
purchases. To further enhance the user’s experience, the server may also recognize the

15  website where the customer wishes to make a purchase and intercept the purchase and
order form before it reaches the user’s web browser 24. The server-based wallet of the
present invention completes the purchase and order form for the user and returns it directly

to the merchant with a transaction number.

The Authorization Process

20 Having received a transaction number, the merchant computer 32 will attempt to
process the transaction number in the same manner it would process any conventional
credit card number. The merchant computer 32 forwards the transaction number to the
credit card association network (usually through an “acquirer” which is the bank or

institution used by the merchant to process credit card transactions). The credit card
16



obtain a cross-referenced record containing the person's genui ne data.
Dependi ng on whether the purchase and order formsubmtted fromthe

mer chant wam01ee6a7ut er 32 to the web browser 24 was recogni pedubyo4ilgd cli ent
user interface 26, the transaction nunber will either be automatically
inserted into the purchase and order form by the client user interface 26,
or is manually transferred into the appropriate field on the order form by
t he cust omesocialipe netwotks ey thetrewting dystemsfot bredit oand ttapsadiennepecdteahty maejoput er

32 for further processing. 10 In another enbodi nent of the invention, a

ser ver - baseditwatd @mpaaies bechus ddasteaChid dndi Visa, s gyaivateade Bidchueitee whichr m f or
t he user when asked by the nerchant. As previously nentioned, certain

websi t es aif appsidedtozid phy?tnhﬁlbeﬁ btk cleRustrth@ihas 6. A8ased 6n FRMBIN
information is automatically entered when these websites are used by the

cust oner tRmFRKthe REHICOAS ESocidiGor fOFWAAL th%%la{aa%at dglerggget%{){@@%%gﬁrs&ce, t he

server nmay al so recogni ze the 15 website ere t es to nakﬁ
a purchas inte t urc and order. formbefore it reaches the
iser s Swetiri b iRRA LREoPHIALGAR: ARGen PR for b Cimbes SBRES on
conpl etes t urchase and order. formfor the user and retuyrns it directly
to the mﬁc@ﬁﬁ“’%e{ O e} JLRPQUR IR e Ripfses s lmeﬁﬁa&yﬁe?r%ﬁl TSRS 20
Havi ng received a transaction nunber, the nmerchant conmputer 32 will attenpt
to proced¥mbeEs Whighars Proxiss fataameal crediticaw mumhersiapm genvine qiedit eprg pecownt any
conventional «credit card nunber. The nerchant conputer 32 forwards the
t ransact i owmbersb&asedoon the BIN mguiber efthe cradis oaidanéludedrie thwoautthofizstical degueshr ough
an "acquirer” which is the bank or institution used by the nerchant to

process crogdhd memhshticompaRedl, ansyredil bed asdiation agdoll64 NI DLNIAE 3y
PCT/ USC0/ 41480
10  transaction numbers received to the central server 52 for authorization processing. Further,
with each authorization request forwarded from the credit card association network 42 to
the central server 52 a retrieval reference number, i.e., transaction-ID or network
identification number, is included to identify the originator of the authorization request. In

the ongoing example discussed herein, the retrieval reference number will correspond to

15  the merchant computer 32.

Having received an authorization request, the central server 52 will remove the BIN
number and checksum from the transaction number received in the authorization request,
reducing the transaction number to the original proxy number. The central server will then
compare the proxy number to cross-referenced records stored in the proxy number database

20 58 to determine the actual financial account number for the customer using the transaction
number. Further, the central server 52 will compare the proxy number with the records
stored in the transaction number usage limitation database 53 to determine what transaction
number usage limitations were specified in the transaction number request originated by the

customer. If any data received by the central server 52 as part of the authorization request

17



association network, i.e., the routing systemfor credit card transactions
operated by major <credit card conpanies such as MasterCard and Visa, then
eval uat ewd 012987N nunber which was appended to the proxypawnusess1aso t he
client user interface 26. Based on the BIN nunber, the credit card

associ ation forwards the authorization request to the appropriate 5 server.
In the preferred enbodi nent of the present invention, transaction nunbers

i ncl ude dren fherinerpleant eempuien 32a doescop pieat the fimtitatiops sered &n ths tiatsand@essary t o
di stingui sh transaction nunbers which are proxies for actual credit card
nunbers f mumbgeunsage Bmitreotistdathast Scootirttransactibe nambBahsds the stbjectBIf Menunmber
of the credit card included in the authorization request by the nerchant
conput er 3Rthokibftiodrregliest, GRr@nRESO6leAvilDferRELND féjec‘ﬂi%n%s%bné‘e%&%r@l'aﬁﬂy tol0
transacti on nunbers received to the central server 52 for authorization

processi NGhe fidfchA@compWel B2 SRR 1 RHERQ b 4R hoRhdR g:?ﬁ%%ﬁe igsﬁfﬁ’%%gg d.fromthe

credit card association network 42 to the centr server retrieval

e er ece iR iy hodd MSAGHL T RLuARLIGE el a0l heRLEon umoer

is include nti e ori ator o e authori

t he ongoi ng _ex | e di scussed hergin e retrieval .reference nunmber wl|
correspo n&gfgn%gﬁeﬁégwgﬁ%mﬁcf ﬁ%‘ﬁ? @rée‘gﬁ?r 49995 AlpSErUEssito dhs HSIORSE WBeR zat i on
request, the central server 52 will renove the BIN nunber and checksum

from the tPSFTEHEESHapFRBRAY hasdeen derded. AT fapretask by dheissanedmnk ernestution.
reduci ng the transaction nunber to the original proxy nunmber. The central

server will th r : 0 : ced records
stored in the %?omfggﬂgﬁbbg&%%tlg tgétgor{fl Sf%%aé%@?%ﬁggdﬁlﬁgﬁacﬁvﬁ% e(i‘?sf nanci al
account n he tomer using the transactio unber. Further, the
central sgr e{et Q% e t@%?’r‘ﬁtﬁ%zﬁuﬁg r%‘ﬁ’c??({}o mﬂfbcé’f‘th’toﬂ&tal‘fglopé?:tmoceé%or ed in
t he tr@nsacti on nunber . usage limtati Bn (ﬁjat abase 53 to determ ne what
transdlti GNeD WURMRICE WhFE thy ¢rntrak sepyes hagdcterapngd thatdhe fransastionipabsnct i on
number request oqriginated by the custoner. If any data received by the
central sénbmted forputhesizatiqsrhas pat bagn werd within she guidglines specified by the

transaction number usage limitations. This is done prior to the central server 52 sending an
authorization reply to the merchant computer 32 and may be done for accounting purposes
or other reasons which the issuer decides are necessary to provide service to their

15 customers or in instances where the issuer determines that they must issue the authorization

rejections from their conventional authorization system.

The reasons why the central server 52 may send a rejection response to the
merchant computer 32 can include factors such as where the merchant computer that
requests the authorization response is not the merchant specified by the customer when the

20 transaction number request was generated. Also, the purchase amount specified in the
authorization request may exceed that which was specified by the customer at the time the
transaction number request was made. If, for example, the proxy transaction number was
intercepted by someone, other than the customer, who attempted to use it to purchase goods

and services from a merchant other than that specified by the customer, the attempt would
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17 WO 01/ 29637 PCT/ USOCQO 41480 fromthe nerchant conputer 32, does not neet
the limtations stored in the transaction nunber usage |imtations

dat abase V¥B0¥2963%t he transaction nunber that is the subj ecPCHUS§HE480

aut hori zation request, the central server will generate a rejection
response and forward it to the nerchant conputer 32. This indicates to the
mer chant that..the issuing bank or, 5.,institution wll nqt .honor e charges
For Cthe. r &8 qelsely b S BOs] pdine SRhvapti Sl nrdimieB 08 o B oy chon
will refuse to .deliver goods or services to the custonmer when the credit
card trandiSFIRVEHE heen denied, or rejected, by the issuing bank or
institution. Sonme issuing banks or institutions may, in an alternate

embodi ment, nevgRdnBt 858 receRAY I Be bhABSMLh rQeliTRonR tHe R EAE tOpBdsest to
their conventional authorization process, 10 even in instances where the

central s ] . i . 1 for
it hor i zati 5 hauBhB IRl Bolneifs AR AL I ARREL L b | 0
transacti on_nupper us limtations. This js done ior to the centra
servor 552 Gt st fersiol bRt pesspy el mAETRr ERAMEOBSHTLS 32 and
may be done for, accounting purposes —or other reasons which the issuer

deci des ar@nficHRYpberagd r&'@{t@éheswmreén%reﬂww% ISWEE BARE & or i n

i nstances where the issuer determ nes that they nust issue the

aut hor i zatipshitutiongsj eesputen 62 fwhere it isdiandled hy retauthesization progdssertéSo Fughert imm  The
reasons why the central server 52 may send a rejection response to the

mer chant conjpndten vdith sading tied auderizatdroreguestiohtha sswdt eomptifee 6 2ehe bl
conputer that requests the authorization response is not the merchant

speci fi ed sbyvet $25t61¢s WHEY its\Wacte m&ﬁoﬁosstar@ﬂ}?aﬁgi astefdIeice recHi® Sdlath@She
generated. Al so, the purchase amount specified in the authorization

requesh MaYriewd e88rehatuniiel shth\e@ﬁthaﬁsaqiokirgcheayanh% CHILQFRmudbef e tinme the

transacti on nunber request was made. |If, r exanpl e, the proxy transaction
nunber was o
When the authorization processor 65 in the issuer’s computer 62 has generated an

authorization response, the authorization response is sent to the central computer 52 where
the retrieval reference number is again cross-referenced with the correct transaction number
and is substituted for the actual customer financial account number in the authorization

15  response. The central server 52 then forwards the authorization response to the network
address specified within the retrieval reference number, i.c., the electronic address,
specified in the authorization request, so that it is received by the merchant computer 32.
By cross referencing the proxy transaction number in an authorization request with the
retrieval reference number of the merchant computer which generates the authorization

20  request, the central server 52 insures that the correct transaction number is associated with
the correct authorization response in instances where the customer has multiple transaction

numbers active at a given time.

In the situation where the actual financial account information stored in the

financial account database 59 relates to a debit card or other financial account the customer
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i ntercepted by soneone, other than the custoner, who attenpted to use it to
purchase goods and services froma nerchant other than that specified by

t he cust $#1/2%He attenpt would 18 WO 01/ 29637 PCT/ USO0/ RET/EZ§00/4348¢ oj | ed
by the safeguard i nposed by the transacti on nunber usage limtations of the
present invention. Wien the data received in the authorization request from
t he nmerchant ., conputer 32 ets the requirenents | sed by .the transaction
nunber us }é) ds Wliﬁ)ﬁ!‘gﬁsglﬁg ,baﬁ%r BEHP Otgersté%%’} acgusl g%ggtci“idui{ EENECRSAY AP yal
financi al accpunt in({%orrra ion for th custlorrer for the transaction nunber
and f or warBESER&eAURdSONF Siaifr SystoaelRancil peruntdRIRedifigiy HRObsompleting the
institution's conputer 62 where it is handled by the authorization
processor BHsacHgn.t lethis emppodigemit ohdeiivveniipr.ihedpettonis ransactionspstém atlown
request to the issuer conputer 62, the central server 52 stores withinits
cache nenoustobSrsawvittedgbatrcards or chakingscenenc® doadwnt dransabtiinsvgth didind O

retrieval reference nunber of the authorization request and the transaction
nunber .5  \Wigthdntkewladibtherwigeadlp AccRpOst e S EirdHR dnfhctdpablSoua of paiRER UL e, 62
has generated an authorization response, the authorization response is

sent to t Qﬂliﬁ@ﬂkfcﬁhntgg%lgfrdoﬁ?ot%@er@ebitta!agodn?st%ﬁ&é’?rle%&%gféﬁ&ggtaf}#g&%e I's

again cross-referenced with the correct transaction
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aut hori zat1on response. erver en 'f or wa
aut hori zat | response to the network ddress specified. within the
retrieval pfgqquetﬁggreﬁmvrep ipn gonterpplates, fhe yysp BE?H GAREedt accqyatiorwhieh i n t he
aut hori zat"éé)gl'nr equest, so that it is received by the nerchant conputer 32.
By cross r entPmghe sHstosmes s checking ercdabymeenpmbte tiapsfamedimmestiatelatipon
request with the retrieval reference nunber of the nerchant conputer which
gener dles complesion lebihie glaciroric 2@nsagtiom sThe funetiqpenfithatrarsgoryaleb acdonsuis es t hat
the correct transaction nunber is associated with

simply to store funds until the merchant’s acquiring bank or institution requests that the

funds be transferred during the settlement, or clearance, process.

At the end of each business day, in one embodiment of the invention, the funds are
transferred to a transitory credit account and, therefrom, disbursed to merchants during the

15 settlement process. The function of the transitory credit account is to act as an intermediary
account between the transitory debit account and a merchant’s actual credit account, since

it is not possible to transfer funds directly between a debit account and a credit account.

Provided that the merchant computer 32 receives a positive authorization response,
1.e., or an approval, from the central server 52, the merchant computer 32 releases the

20 goods or services for shipment to the customer.

The Settlement Process

The settlement process is the phase of the electronic transaction system wherein
funds are dispersed by the issuing bank or institution to a merchant via the merchant’s

acquirer, i.e., the bank or institution which handles the credit card transactions processed by
20



the correct authorization response in instances where the custoner has

mul tiple transaction nunbers active at a given tine. In the situation
wher e t hvaew29637 fi nanci al account information stored i n po®uUshi/nagci al
account database 59 relates to a debit card or other financial account the
custonmer 19 WO 01/29637 PCT/ US00/ 41480 holds with the issuing bank or
institution other than an actual credit card, it is necessary to transfer
the funds B&megshant,dn gheqopiiping exampie charcanirmg henk pssesigied mathythe perchant
conpleting the transaction. In this enbodi nent of the invention, the

el ect r oni ccompaites 3@ tprapares ys tleanandd les corgaigingraarentryiforeade bietlit cand dmnsiction
checki ng accounts to conduct transactions with online 5 nerchants who

ot her wi se mntessediciyahé merohdnticonmurs faactnisadng pirdddréndtoutionofSimeeagnt . Such
online merchants generally do not have debit accounts where they can

i medi at el yans@ioh WembEMRES irf dcapeihederpicth fHe PR sBntGHEEHOR bofaind § BINNRnde, debi t
card account. To overcone this problem the present invention contenpl ates
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custoner's I't account are transterre

conpl etion el.ectr.oni ransaction. Th unction of the.transitory
debi t acco%?ﬁ%r#eg %lg%hn%eltt%}%to FYS@S%gnﬁ‘aﬁ oy C@H&‘i“ﬁec{ ‘Ilféngrﬁéarné‘ﬁcg‘r‘?f"né‘mz?ﬁrdui fng bank
or institution r% ests.th t.E e funpds be trapsferred during the

set t | enent°dBfg| %?ﬁ?:cé?te‘gw& g?s“.‘erﬂ ant Gampigr 84 forwands theslepsanse didgto they one
enbodi ment of the invention, the funds are transferred to a transitory
credit accsnwtl sgrver 53 thequghtlmgard pssbeipderunetyorkeasarasilisofdg ¢emiyak seever 53
settlement process. The function of the transitory credit account is to act
as an i nt eremedidentified by dhantardassomaton feeworkaysitst wriguedddi, i.c.afoe allpracaicsl a
merchant's actual credit account, since it is not possible to transfer

funds idi r gquirposedmbt vertral serdehis Viewed by fiie rtlasiod st dende& QY B indef¥rAikhded t hat
the nerchant conputer 32 receives a positive authorization response,

issuer.

The central server 52 passes the clearance file and removes from each transaction

number the BIN and checksum digits. The remaining portion of the transaction number,
1.e., the proxy number, is cross referenced against the record stored in the proxy number

15 database 58 and financial account database 59. A new clearance file is created in which the
customer’s financial account number is substituted for the proxy number and includes the
rest of the transaction information from the clearance file. In a preferred embodiment of
the invention, a flag, or identifier, is placed in each record in the clearance file to identify to
the issuing computer that each of the listed transactions was conducted using a transaction

20  number. This can assist the issuing bank or institution’s customer service department to
quickly identify those situations in which an inquiry is received that is identified by a
transaction number. The clearance file is then forwarded to the issuer’s payment processor
63 and processed according to the issuing bank or institution’s conventional practices. To

further aid the customer service system, the clearance file may, as the flag, include the
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i.e., or an approval, fromthe central server 52, the nmerchant conputer 32
rel eases the 20 goods or services for shipnment to the custoner. The

Sett| emremto Hrexrss The settl enent process is the phase of ptheselagso oni c
transaction systemwherein funds are dispersed by the issuing bank or
institution to a nerchant via the nerchant's acquirer, i.e., the bank or
institution which handles the credit card transacti ons processed by 20 WO
01/ 29637 PeTiebogErE3mmben essneiptet ayith the trandaetiaroasta arossrrgfeestaapleatifiethe
acquiring bank associated with the nmerchant conputer 32 prepares a

" ¢l ear ance&irdeltk reaiavhiaieferenge aombet wijl Heamiqrab easvhalédit eaad dadsaedvmact i on
processed by the nerchant conputer for each issuing bank or institution.

Si nce eachrodess?d 53 ©hliR mBIARRS, thi§ EtHOA TCERE ELFACACING Avbid EhyRinas
i nvention contains a BIN nunber 5 unique to the central server that

verifies affciaGhuld/aisewheh trafachShhoiia eQ:t'd:sQ r&BeRdd rg%m%@&s{%?nerg?l ated
whi ch details only the transactions conducted using transaction ers.
The agqui ated with the ner han 32 forwards the
o1 ar ag e Trfd 8 ERSRRLE HERs e el A REPRRE ho MR L frmieio Bl G
network as a result of the central server 52 be| ng identified by the card
aSSOC|at|8W“ﬁéFﬁ§PWnﬁvﬁits unique BIN, i.e., for all practical 10 purposes
the central server is viewed by the card association network as an

i ndependent i THQIMbiddiy WA pAaSEr ¥RE whén RRISES rifiRned RUARCH file and
removes from each transaction nunber the BIN and checksumdigits. The

remai ni ng dgfgﬁ-]:lfn o] t%sa%ﬁ?n %eﬁé%ﬂﬁ g@u{%r 2 dJ actuatl fqﬁancu}l g@c&ﬁﬂ%ﬁn&f?ﬁ 0 ab ase

cross ref erence agal ns recor rox
58 and flna ci,al _account qﬁ B ew.c ranc ile.i,s created in
o ch-the MURE SRR e R Gnd e bt e R S Bl L he pr oxy
nunber, _and i %955
10 num er Patent No. 5,883,810, discloses the cross-referencing of transaction numbers
directly to actual financial account numbers without resolving how a transaction number

could be determined from a financial account number when multiple transaction numbers

are active.

The Adjustments Phase

15 After a transaction has been completed between a customer and an online merchant,
it is possible that either one of the parties involved may dispute or disagree with some
aspect of the transaction. In the case of a merchant who attempts to partially or fully cancel
a transaction, i.e., for example where the goods or services are unavailable for shipment
and money must be refunded to the customer, it is called a reversal. Under the present

20  invention, if a merchant attempts to fully or partially cancel a transaction they are likely to
send the retrieval reference number included in the original authorization request with the
transaction number via the card association network to the central server 52. Ifa
significant period of time has passed, the central server may have deactivated or reissued

the transaction number for reuse. In the preferred embodiment of the invention, however,
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rest of the transaction information fromthe clearance file. In a preferred
enbodi nent of the invention, a flag, or identifier, is placed in each
record iWMOPOH63T earance file to identify to the issuingPEdRHP/&M8¢ hat each
of the listed transactions was conducted using a transaction 20 nunber.
This can assist the issuing bank or institution's custoner service
departnent. to quickly identif ose situations in which an ipquiry is
recei ved HHffansactupyapmpey léaowﬁvusé et T BT oLl pomeRbs RS e i s
then forwarded to the issuer's paynent_ processor 63 and_ processed

accor di ng ofiginghdeagtigtipm (epetivation of¢iss aitqiithedirssauthnrization ofmiransadioni ces. To
further aid the custoner service system the clearance file may, as the
flag, i nchushberndes? the\WBnSHLtin® 8B8MbACTHALISIDItAtion8 Gpeaifetdrbyctha Fusterharagthee nunber
associated with the transaction as a cross-reference identifier. Since the
retrieval timeftR¢ entactivnmvdiberslrequested Bpepifey tha tiseedhsadtivg inumbar d té beukgdct i on
processed by online nerchants, this nmethod of cross referencing avoi ds any

anbi gust y mopinah ohQULisahd &Re WL RechirARSALHabIAB siBiBRRion )ar e cross-ref erenced
agai nst custoner's actual 5 financial account nunbers in instances where a

customer has nultiple transaction nunbers active at a given tine. This
ambi gui ty woul dopsurathpl apstemiessalwaphreceive wefwnls offeredrbymaarchantse thetpsefered
determ ne a transaction nunmber froma custonmer's actual financial account
nunmber whemboditiehi ¢fl the presens avtention allovizdosthexudibrianinivd vevetsalsin aiél ated to a
single financial account 10 nunmber. U. S. Patent No. 5,883,810, discloses

the crossifseineée Fukther, &fthd fradkaaedn Minbey iARRIdSd iflihe esletsal fequésthathl fi nanci al
account nunbers w thout resolving how a transacti on nunber could be

det er m ned &% QRlyebh BARAVALI, 2CHRYHBE rdATREI BRRGWTH dr biRichhRRSR&LLA D
nunbers are active. The Adjustnents Phase

10 occur using that transaction number. For example, in the situation where a customer orders
particular goods or services from a merchant and that merchant obtains an authorization for
a single use limited transaction number, the transaction number will be deactivated and can
not be authorized if another authorization request is received using that transaction number.
If the goods or services which the customer requested are unavailable, however, many

15  times the merchant will cancel the original order and attempt to authorize a second
transaction using the original transaction number (for substitute goods selected by the
customer.) Under the present system and method, if the merchant cancels the original
transaction, the original transaction number will be reactivated and authorized for one more
transaction. This feature of the present invention helps make the system and method taught

20  herein much more transparent to online merchants than prior art methods such as that
taught in U.S. Patent No. 5,883,810, to Franklin, et al. which does not contemplate or

disclose any method for handling charge back or reversal situations.

Another situation which may arise, the chargeback, is where the card holder has

disputed charges relating to a particular transaction number. This can arise where the
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15 After a transaction has been conpl eted between a custoner and an online

merchant, it is possible that either one of the parties involved may
di sput e WP 042%3dree with some aspect of the transacti on. PGHUSMEIBAse of a
mer chant who attenpts to partially or fully cancel a transaction, i.e.

for exanple where the goods or services are unavail able for shipnment and
noney nust be refunded t he cust.0 ,,1t is called a reversal. .Under the
bresent 26U MADEREgreerer dteRRyCARS Tt bep i by Py e B iy "cancel
transaction they are likely to s;n&i the retrieval, r%}‘qer.ence nunber

i ncl uded iWeYtArIZsAichngey hayf ORwYIPPAET BHDPiE 4eroupt. i pe tiR@Tismabictdel on nunber
via the card association network to the central server 52. If a

si gni f i canefefpaeq wembstr redevied haeh theiswberizatine regupst depm theonkine mgichpty e
deactivated or reissued the transaction nunber for reuse. In the preferred
enbodi mentprestnttsystempeemits waing thewegimal cl@and® f)d 1020684 tHe@FoxySDtvbet 484 int he
transaction nunber is not issued for reuse for a period of at |east six

nont hs 5f r ake dibgutedirarghdtiah. dBaerhhdadfidromuniste aCiebatrtdt@bPesendind illegsto tHee first
aut hori zation of a transaction nunber unless the transaction nunber usage

l'im tati ongNsieRd denfid ek ??pﬁ%%ﬁrs?&iﬁh%?thetﬂré?fy SlifbdraRd §RGhEQRuRUTDEr
is requested specify that the transaction nunber 1I's to be used 5 nore than
o s o el B8 138 0P R SO0 TROBHE: BUBSH R, hudBel Bshe ¢ hat

custoners ways recelve ere nerc prererre

enbodi nent, of the sent .ipveption allows for .the authorization of
Fover sar o pmsiepant 68 Eaiad PR BprBebk prasdts it heuded SO e uded i n
the reversal . request had . previously been deactivated, it may be
react i vat d¥fuing bapk swnsigptiohs geeting MAgddutssansacti on to 10 occur using that
transacti on nunber. For exanple, in the situation where a custoner orders
parti qgl arygoeUSTQhsaSfing! c€s froma nerchant and that merchant obtains an
aut hori zattom tfor—a srngle use limted transacti on nunber, the transaction
nunber will be deactivated and can

Figure 3 depicts a wireless device 70 connected to a wireless service provider 80.

The wireless service provider 80 allows the user of the wireless device 70 to connect to the
internet or other public network 12 and to browse the product selection of online merchants
through a server which may be operated by the merchant’s computer 34. Should the user

15  of the wireless device 70 decide to purchase a product offered at the merchant’s website on
the merchant computer 34 the electronic transaction system of the present invention can be
used with only slight modifications to the embodiment contemplated for use in

conventional credit card transaction.

To accommodate wireless communications, the wireless service provider 80
20  establishes a user account on the central server 90 with a master credit account. All
charges applied to transaction numbers used for transaction conducted via wireless device
are applied to the credit account of the wireless service provider 80. In this example of the
present system and method, once the user of the wireless device 70 has chosen goods or

services to purchase via the website operating on the merchant computer 34, the user of the
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not be authorized if another authorization request is received using that
transaction nunber. |If the goods or services which the custoner requested
are unaveigd@ahbesy however, many 15 tines the merchant w | | pceUs®is14g0e
original order and attenpt to authorize a second transaction using the
original transaction nunber (for substitute goods selected by the
custoner.) Under the 8{e$ent system and nethod, if the merchant cancels the
original Yirelgsdeviceal indigatesthigpgineleetronie meansghatribeybeish v purchpse peact i vat ed
and authorized for one nore transaction. This feature of the present

i nvent i on Haeiquar peddact. NWhely gie avebsitadopeedtingdnttheigietch2ef) cosipaien 3dnfarivards nige
transparent to online nmerchants than prior art nethods such as that taught

in US. PaiueeitasdNmd drd&83rnB dthe uder fof @ekvirélesselevizk 70 Wi tBE witeRSs $¥@¥ice
contenpl ate or disclose any nethod for handling charge back or reversal

si tuat i OnSprovia&tg¥ahe frfnid irt@Bepibt B HERYIréddss Savick PeovidlabeEIAGke 1S Where the

card hol der has disputed charges relating to a particular transaction
nunber .5 Thi ALF 88 Sk ttgéa - [ 296 qt[/ 1480 ..customer
has recei vggoogg{f}%ct |fve 1goodgl,l’ I ﬁ%‘%’?ﬂt\éﬁo%ﬁ%&p@gﬁc S&Hﬁgg(sr é%vd %dtbey €or
finds unauthorized charges ve been appl.ied to their_ accqupt.. Using the
ori gi nal %‘%@?séegrlwcerpgfvé%én g fﬂﬂmﬁ}er F%‘Bgﬁll%at’ \metftﬂ“? Hsefoﬁ”tﬁrﬂﬁf{jﬁozta? feral
request fromt g‘ﬁ nl i ne rr%{ chant, the present systempernts using the
ori gi nal SFRSF Ahobsqomplated. | Frseeh wHelesy Eansacligppiitiaigd by therpustomgausing et ed
transaction. The transaction nunber is regenerated by appending thereto the
BI N of t heVisdess dgyice 29.\tkg wipless jepvice provider feiquests afiragisactioh nusbeplreoxy number
and the checksum after the last digit of the proxy nunber to recreate the
16 digit tgeasrs@dbiy dire cenirhbleserves 80 al/assodiatedrvithithntvireElsact@menislbér, 0., t he
chargeback process is handled according to each issuing bank or
i nsti tlot i anstomexs sléphgnPhasied BE 8ther iHentWidreAmisted tPARSRGETfefhSe the transaction

number generated by the central server and the customer ordering the goods or services. In

an alternate embodiment of the invention, a proxy number is generated by the wireless

service provider and sent to the central server 90 to be cross referenced against the account

number of the user of the wireless device 70. In this embodiment the central server verifies

15 and activates the proxy number in the same manner as discussed in relation to conventional

credit card transactions. Once verified and activated, the central server 90 will cross

reference the proxy number to the account number of the user of the wireless device 70 and

respond to the wireless service provider 80 to indicate that the proposed proxy number has

been activated for use. The wireless service provider 80 will then generate a transaction

20 number by appending to the proxy number a BIN, prior to the first digits of the proxy
number, and by appending a checksum digit after the last digit of the proxy number. The

wireless service provider 80 then forwards the transaction number via the internet 12, or

other public network, to the merchant computer 34 for further processing.
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Figure 3 depicts a wirel ess device 70 connected to a wirel ess service
provider 80. The wireless service provider 80 allows the user of the
wi rel essWERRL28770 to connect to the internet or other pRET/USME#0rk 12
and to browse the product selection of online nerchants through a server
whi ch may be operat ed by the nerchant's corrput er 34. Should the user 15 of
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master credit account. Al charges applied to transacti on nunbers used for
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of the wireless service provider 80. In this exanple of the present system

and methodevieagenshétdnySeiini@ie BMemal be uagisfofl€rch Gareldds Bérvice pRseder €A% OF
services to purchase via the website operating on the nerchant conputer 34,

the user @fe AddEssitf oWMQoflreRI8R et ddaliM &%ﬂg&lonvﬂtﬁrﬂ}e?% ﬁl@‘é&tﬁﬁ Stoladi cates

t hrough el ectronitc neans that they wish to purchase a particular product.
When the ye r rvards. the
purchase an %%h{ ﬁer ? gﬁltrlr}ll%]%et ggﬁgaet{rgﬁc??&%%te ‘§mgr e#”’@g %gt\l/lilgle\@‘ocemr%l Fhe™

W rel ess rvice |der 80 the for ntercepted b el ess

servi ce p?@\ﬁcﬁevres &‘Eﬁm ?Waf}ﬂ'éreélug%’iﬁ’gi %r‘ffed&ffcaf ‘m}@ﬁ‘t‘{ BHe Et"ﬂetli‘?el evant
information for the cuystoner provi ded bﬁ the wirel ess service provi der;
and, in aR6iawetnwWHISHAl Wemnelfeﬁéerm? RTQVider 8P insupetituted forige gameetian server 90
to be conpl eted. For each wireless transaction initiated by the custoner
usi ng 1P he numberindkssaugearizadoryBquesh andithecdughpsizagonegeespisdoiviededrte theest s a

transaction nunber be
issuing bank or institution’s computer to be handled by their conventional authorization

process. Further, the central server 90 will cross-reference the transaction number received
in the authorization request with the retrieval reference number contained in the
authorization request, so that the central server 90 can properly route the authorization

15 reply when it is received from the issuer computer 62.

When the central server 90 receives the authorization reply from the issuer
computer 62, the account number of the wireless service provider 80 is substituted for with
the transaction number included with the authorization request. To obtain the original
transaction number, the central server cross references the retrieval reference number

20  included in the authorization response from the issuer computer 62 to obtain the correct
transaction number. The authorization response is then forwarded by the central server via
the card association network 44 to the merchant’s computer 34 containing the correct

transaction number.
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generated by the central server 90 and associated with the w rel ess account
nunber, e.g., 10 custoner's tel ephone nunber or other identifier, and used
to crossWOf1@P&¥ice t he transacti on nunber generated by tPET/U8M¥41480 server
and the custoner ordering the goods or services. In an alternate

enbodi mrent of the invention, a proxy nunber is generated by the wireless
service provid and .sent .to the central_ server 90 to. ross referenced
agai nst the ac %E Fﬁma‘?ff?ﬁﬁgﬁ"ed‘f“ ¢58 Medheyd fgpetions ing é‘la@éagg’cfg?/ PERE BNEL AS t hj s
enbodi nent the central server verifies 15 and activates the proxy nunber in
the same teREViHSlyfiesipsd eHowaverednaaddsipnabsteroinibn sqtderasnt PEcsssiis  car d
transactions. Once verified and activated, the central server 90 wll cross
r ef er ence ne¢rssauy oxardentmbHowitle wireessceninet providtrei0 tofprofeelyusiiect offiargdse

wirel ess device 70 and respond to the wirel ess service provider 80 to

i ndi cat e tihaikret be therapostahk pirekys devidee ahd applp elecaedds t@ttedndmlilyuse. The

W reless service provider 80 will then generate a transaction 20 nunber by
appendkng staendh@sddt B s WRRTesPseBlid pdiderf 80 & thdGser iof He wikdidsHeRte vh1e Pr oxy
nunber, and by appending a checksumdigit after the last digit of the proxy
nunber. The wireless service provider 80 then forwards the transaction
nunber vi a t he Thpeddinenal $tgp isgp cragterernigushii¢asansetidsnecificdor the witsleshant
conputer 34 for further processing. 25 WO 01/29637 PCT/ US00/ 41480 To

aut hor i ze stiveeetpravida 80 ibg nheusintrgl doeputar s Actenahe cantdabsereari9firedetsds khe t he

wi rel ess service provider 80, the merchant conputer 34 prepares an

aut hor i zatcleatinteGleast tha BIN abcinedddsith the teonttdl Gerv e 3 R6HAkE @bdi@bardet wor k 44
whi ch then routes the request to the central server 90 based on the BIN

incl uded igBokRBok ﬁ&%ﬁ@ﬁ, ﬁrﬂz dﬁm%ﬁeardnge Hhss gé%ateé bWefoRl RSemcifEMcR e

transactions, a unique may be used for each wreless service provider

ol . f f ! _ . ol
;ﬁ e é{aﬂ%cﬁ%ﬁﬁ.?ﬁﬁe‘i¥n e cldafine hfe LG Tty Prxeetqr\%§§935§>ﬂ§tlgnrr?e%&?<tahgn number

stoner accoun uring the authorizatil on process.
ser

According lststi?ua%ﬁlg t}tlelrg%rettﬂg agcglq}ltrni%llmber ot t%cre user of the wireless device 70 from which

the request for each transaction number was initiated. The unique clearance file is then
forwarded to the wireless service provider 80 and the information stored therein is used to

apply charges to the account of the user of the wireless device 70.

15  Person to Person Transactions

In many instances, people are conducting credit card transactions among individuals
in day-to-day commerce. In another embodiment of the present invention, a person to
person server is established that allows individuals to use transaction numbers to send

money to one another for such things as purchases made in online auctions.

20 When a person wishes to send money directly to another person, one way of
transferring funds between them can occur if the first person requests a transaction number
with a usage limitation specifying the amount of money they want to give to the second
person. By way of example, we assume that amount if $1000. The first person establishes

a transaction number usage Iimitation of $1000 for the transaction number they request.
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90 receives an authorization request fromthe credit card association
network 44, the account nunber of the wireless service provider 80 is
substi t Wygdihegz7t he transaction 10 nunber in the authori zpét/psoaseest, and
t he aut horization request is forwarded to the issuing bank or
institution's conputer to be handled by their conventional authorization
process. Further, the central server 90 will cross-reference the

t ransact i dire penstyeto peeoaiseeEr then geimratasiy tremsagtidn rombree (predtermaietyha plogy
retrieval reference nunber contained in the authorization request, so that
t he centr aum$ediyv géncdfled ByIthelcamenley s et @sdriittefbdemd if@mar &g t&ﬂlers@ia«le)’fdmen it
is received fromthe issuer conputer 62. \Wien the central server

recei ves thrdadhhRfil AR &Y Jr@é%Lﬁéeré&EHgt WEh RIUSEmer O BRHE: OF fifl#ncidl Qﬁcoﬁﬁﬁou nt
nunmber of the wireless service prOV| der 80 is substituted for wt e

transacti in the
Ly ansact U BUHRind DEIHARH il LB QUG AR b RINE Bhens [0, ARLAD
retrie aI rﬁ%er nce nunber 20 included in the authorization response from
the is ter 62 to obtain the correct transaction nunber. The
authorlzatlon response is then forwarded by the central server via the

card associ ati QRe fgd Perskn dén Fewah® tHeframaionSmesEPt Bk s&bnd Akt &Y diet he
correct transactlon nunmber. 26 WD 01/29637 PCT/ US00/ 41480 The renmi nder

of the w g (Iﬁlr;éggggoxf LRGLAs R SmbRI Hpégﬁpt"ﬂ@lsgé’onhnﬁrs%ﬁ% H?eflﬂé?r as that

preV|oust descr However, an a diti step in the settlenent process

neces r to aII rel.ess s i ce 0t
properl y rr%%/e (? S%eégiapreﬁcurcrr%&e a\% eﬁﬁescerreggrmtltﬁég\fn?FEW§§§§E§\}B%e 70
and apply the charges to,th tement sent fromthe_wrel ess
cervice piBUAARTD BRes il 2o Janger ?alﬁh%n%ﬁd X BRSSP PEFS OB ServeR SIiNeiR | onal

step iis to create_a unique clearance file specific for the wreless
10 conventional payment process or gift certificate, however, the present invention

contemplates that the first person’s credit card is not charged for the amount of money sent
to the second person until the second person actually uses the transaction number to obtain
goods or services. A benefit of the present invention is, also, that since the second person
receives an transaction number in the form which is indistinguishable from a conventional
15 credit card number, the transaction number can be used for any type of transaction where

the physical, plastic credit card is not required (such as for telephone orders, etc.)

In another embodiment of the invention, which also includes the first person having
a merchant’s credit account, allows the first person to send money to a second person by
issuing a reversal to the second person’s credit card. This is done by the second person
20 requesting the generation of a transaction number by the disclosed means and sending it to
the first person. The first person issues a reversal, as previously described. As a result of
the reversal, the second person’s credit card receives funds from the first person which can

be spent, used to satisfy the credit account’s current balance, or used to obtain cash.
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service provider 80 by the central conputer 90. When the central server 90
receives the <clearance file for the BIN associated with the central server
90 fromwWon1@e@dit card association network 44, the uni qQRET/US@Ma48ice file
is generated by cross referencing each 10 transacti on nunber in the
clearance file received fromthe card association network and substituting
therefore the accqunt nunber of the user, of .the w.reless device 70 from

whi ch the reqhuHY{8F PSR, YoM AULPERR AIMBLE et 67 BATGS: oFABSUN que
clearance file is _then forwarded to the wireless service provider 80 and

t he i nf or REMaBhCredibpequatoidsrsioipsovideterr shildisp Py cerperiatiens tp pravide theiount  of
the user of the wreless device 70. 15 Person to Person Transactions In
many i nst amebycegpeithtredidradaotdotstthatgreprodies fararsingle, amastec a¢oonst. dnting

i ndividuals in day-to-day conmmerce. |In another enbodi nent of the present

‘i nvent i on embodiatean multiple pesr $DM and pusswords &6 padvideshed utdrad alddw ehas user to
individuals to use transaction nunbers to send noney to one another for

such tBi ngsndste RUAKBAGSESUARS SeduBstO ARG 18 Uel JafRTred? VRN whidRGhS&tnW Shes
to send noney directly to another person, one way of transferring funds

bet ween tqﬁg@ﬂc@%sgg&we ukdr atcgkﬁxfn{.! Eth |61 S8haleH a&m%gggg&%‘;@&aﬂ&@er

with a usage tion specifying the anount of noney to give to

t he secon er.son. y._of ampl e, we assune that unt i f 0. The
st mor usREERS apked Weat] o8 ReRacth AT RS pRER e MecBFd8T000
for the transaction nugq§r t ey,re&ggg}u 27 WO 01/ 29637 PCT/U?S%{41480 The
person t o PR aSequpLRolderah thydives the dudividpal useraceouat Wat risated B this ¢ er nat el y
a proxy nunber is generated by the custoner's client user interface and

f or war ded Manerh pargRt coulds pecifyap mpaimgn totalaxipordituss, 2 dild cevidsmakest an enci ng
with the custoner's credit or financial account nunber and the transaction
nunbedi s epplryeatcdd give hicreditiverdao sh empidyse tat eant onlig be usedtfer fuacteses from

specified merchants. Such a system is far superior to current methods where an employer
may grant actual credit cards to their employees and have to face situations where

employees use them irresponsibly or for personal use.

Although online electronic transactions have been described throughout the

15  examples and description of the invention. Those skilled in the art will readily recognize
the similarity between online transactions and any other credit card based transaction that
occurs without the need for a physical credit card to be present, e.g., over the telephone.
The present system éan be applied to such situations and only requires the customer to use
their personal computer to obtain the transactions number. In the event that the person

20  wishes to use the transaction number offline, they simply supply the offline merchant with
the transaction number. The remainder of the credit card processing system functions as

previously described.
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5 software.) The first person then forwards the transaction nunber to the
second person as either paynent for goods or services or, nerely, as a

gi ft. Thwo9ee®d person can use the transaction nunber #CTAUBPWIA credit
card until the credit limt is met, at which tine the transaction nunber
will no | onger be authorized by the person to person server. Unlike a 10

conventi onal rocess qr qgift certifi oweve t he present

i nvention con?éﬂ‘&%ﬁg lntvﬂﬁfontq?‘?%g?andseﬁcrbt@?lsvg r§SQ:ng |Stpe‘8é? fFafesnot char ged
for the amount of noney sent tq the second person until the second person
actual |y BEesure 7@ tPFoo?ﬁisaFé?m%ﬁS HfrfePe wnslepod that thperpendd damydeitacd the
benefit of the present invention is, also, that since the second person
recei ves diclpsedrineantipnwithoutismitation o thefspedifiqfraniies, stephar siruchyedeseeibéde from
a conventional 15 credit card nunber, the transaction nunber can be used
for any type of transaction where t he physical, plastic credit card is not
requi red (such as for tel ephone orders, etc.) In another enbodi nent of the
i nvention, which also includes the first person having a nerchant's credit
account, allows the first person to send noney to a second person by
issuing a reversal to the second person's credit card. This is done by the
second person 20 requesting the generation of a transaction nunber by the
di scl osed neans and sending it to the first person. The first person

i ssues a reversal, as previously described. As a result of the reversal,

t he second person's credit card receives funds fromthe first person which
can be spent, used to satisfy the credit account's current bal ance, or
used to obtain cash. 28 WD 01/ 29637 PCT/ US00/ 41480 Finally, the present
system and nmet hod provides the ability for parents, or other primary credit
account holders to provide their children or corporations to provide their
enpl oyees with credit card accounts that are proxies for a single, naster
account. In this



enbodi ment, nultiple user 1D s and passwords are provided to a user to
allow that user to 5 generate transaction nunber requests relating to the
sanme cregydogmepunt which are each |inked to a separate pggfusees@st. Each
user can have transaction nunber usage limtations automatically applied
to each of their transaction nunber requests which were specified by the
mast er account hol der at the time t HeLARMISvi dual user account was creat ed.
In this nmanner, a parent could specify the maxi numtotal expenditures a
child cogkquﬁ%e or an 10 enployer could give a credit card to an enpl oyee
that can onl'y be used for purchases from specified nerchants. Such a
systemis far superior to current nethods where an enpl oyer nay grant
actual cieditAamstiksi foechriettingerpdioyadsraasdtib@ventppisingce situati ons where
enpl oyees use themirresponsibly or for personal use. Al though online

el ectronic transacti ons have been descri bed %hrog&hout &?e 15 exanpl es and
description ofSPERENE APERYI LT HisgHegk Mier dterfare spiEwale o [ Pedipalgrs 9f a
recognize the simlarity between online transactions and any other credit
card basegdif fyd suEbeion attipasactiosicur s wi t hout the need for a physical credit
card to be present, e.g., over the telephone. The present system can be
applied to su I j |y requir r touse their

per sonal conp%;%?abg%%@ﬁgﬁﬂﬂgﬁ%&$Pﬁ%gag##gﬁgm%gﬁggwihﬁﬂethe event that the
person 20 wi shes to use the transaction nunber offline, they sinply supply
the of fline ngmehiEng awahdactibheurhbavaach comprivesrhBIN, alprexy aombéerdad aof t he
credit card processing systemfunctions as previously described. 29 WO
01/ 29637 ciRecHdy 144480 Al though the invention has been described wth
respect to specific features, structure, and process elenents, it is to be
understood that the appended clains defined the disclosed invention

wi t hout |imi t@ausewting saifh dranseeldor pumbes 4¢ @ meschant iapiace of an agtual cradé cdwlscr i bed.

number.

2. The method of Claim 1 wherein said transaction number is in an identical format to a

conventional credit card number.

3. The method of Claim 1 wherein said transaction number has sixteen digits.

4. The method of Claim 1 wherein said customer financial account is a credit card.
5. The method of Claim 1 wherein said customer financial account is a debit card.
6. The method of Claim 5 wherein said debit card has greater than sixteen digits.
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30 WD 01/29637 PCT/USOQ 41480 CLAIMS W Caim 1. A nethod for conducting
credit card transactions conprising: generating a proxy nunber in a client
user intHFUEAYoftware to be used in place of a credit BaFYSHAH in a
transaction; associating said proxy nunber with a financial account nunber;
generating a.transacti .nu r_which.co ises a BIN,  a proxy .nunber and a
Chockeur S oitte TRt S | bhr AT AL Ao e paber o SEHaFCHghe | n
pl ace of an actual credit card nunber. 2. The nethod of Claim1 wherein
said transaction nunber is in an identical format to a conventional credit
card nunber. 3. The method of Caim1l wherein said transaction nunber has
sixteen digits. 4. The nmethod of Caim1l wherein said custoner financial
account & s a Theafithodof(daim Eiurthgecomnrising e step af asseciafieg Wihmaderd cust oner
financial account is a debit card. 6. The nethod of Claim5 wherein said
debi t cdmdndidsaicgrumawith at alividiad tcestomeli agicownt. 31 WO 01/ 29637 PCT/ US00/ 41480
7. The nethod of Caim1l1 wherein said financial account is a naster credit
card account. 8. The method of Caim7 further conprising the step of
associating said master financial account with an individual custoner
account. 9. The method of Caim8 wherein said individual custoner account
i's a W rel esShe method of Claim 8 wherein said individual customer account is a wireless

account number.

10. A method for authorizing a proxy transaction number used in an electronic transaction

comprising:

receiving at a central server an authorization request for a transaction number from a
card association network, wherein said authorization request includes a retrieval reference

number;
associating said transaction number with said retrieval reference number;
generating an authorization reply in response to said authorization request;

transmitting said authorization reply to an address identified by said retrieval

reference number.

11. A method of conducting an electronic transaction from a wireless device comprising:
generating a proxy number;

generating a transaction number comprising said proxy number, wherein said

transaction number has 16 digits
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account nunber. 10. A nmethod for authorizing a proxy transaction nunber
used in an electronic transaction conprising: receiving at a central
server aMO&QYRMBYi zation request for a transaction nunber BGISHY0H/41484r d
associ ati on_network, wherein said authorization request includes a

retrieval reference nunber;.assogi ati. said transacti on nupber with said
retrieval ref¥PEALRE %ﬂfﬁ{s@ﬁmogéw& fWh‘B‘q%C‘b?Eﬂ“h%raf’“z"éﬂP} %‘f{nnl?eéﬁrfml n response

to said authorization request; transmtting said authorization reply to an
addr ess Witgsss A¢Viedapd said retrieval reference nunber. 11. A method of
conducting an electronic transaction froma w rel ess device conprising:

generating a 3 -]_&lmf' [ o1 : mﬁ‘!ﬁ ng said
pr oxy nunber}r%v\%gl%lel n sal S&ﬁagr&g{gg?&g%%ﬁ%@%ﬁﬁhgg&l%ﬁ?i?glg%?% ér01/29637

PCT/ US0O0/ 41480 associ ating said transaction nunber with the custoner
account nunber of said wreless device; and transmtting said transaction
nunber to a merchant in place of a credit card number. 12. A method of

generati.ng a pro t ransacti on nunmber conprising: generating a proxy
transactlgon m@dﬂg%‘?’}‘?&%‘["g8;ﬂr‘?’fy\}éaf15?)°%[°8r{m8}%§f ?@?ﬁgﬂﬁendi ng to said proxy
nunber, prior to the first digit in said proxy nunber, a bank

identificati @endiatiHdes proRy tritaéticiMuntbér hiving BOmOAi@ th %en @pigs; appendi ng af ter
the last digit of said proxy transaction nunber a checksumdigit.

appending to said proxy number, prior to the first digit in said proxy number, a bank

identification number having from four to ten digits; and

appending after the last digit of said proxy transaction number a checksum digit.

13. A method of cross referencing a proxy transaction number to a customer financial

account comprising:
generating a proxy number having from five to ten digits;
creating a record in a cross reference database having first and second data fields;
inserting into said first data field said proxy transaction number; and
inserting into said second data field a customer’s actual financial account number,

wherein said first data field and said second data field have an unequal number of

digits and are related for cross referencing.

14. A method for controlling the usage of a proxy transaction number comprising:

generating a transaction number;
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13. A method of cross referencing a proxy transaction nunber to a custoner
financial account conprising: generating a proxy nunmber having fromfive
to ten dW§I0BI63Ereating a record in a cross reference datREHEWOHMBOINg first
and second data fields; inserting into said first data field said proxy
transacti on nunber; an ,inserting into said second data fLeLd a .customer's
actual fi nanEicAINEAIEEHIN AGRBACLON pirabssiusagedimitations fatabase having o lash sai d
second data field have an unequal nunber of digits and are related for
cross r enefelddprgeringpaidpragy Hensagtinn rwabersand; haying sk least 096 deje figldsfopxy
transacti on nunber conprising: generating a transaction nunber; 33 WO

01/ 2963 3toRQY A USARCUAMBONber usageilimytationecord in a transacti on nunber usage
limtations database having at |east one field for storing said proxy
transacti on nunbers and having at |east one date field for storing a
transaction nunber usage limtation. 15. The nethod according to Caim 14
wherein said transaction nunber usage limtation is a single use. 16. The
net hod af. ¢l Fhembhodheiwiifg $ACthithriangaedin edld frafbetions@gter uapetlititationi s a
specific nerchant identifier. 17. The nmethod of C aim 14 wherein said
transacq§@§n$ggg§r usage limtation is a maxi mum purchase anount. 18. A
nmet hod of authorizing a proxy transaction nunber conprising: receiving at
a central server a request to authorize a transaction nunber; retrieving
froma transacti on nunber usage |imtation database a record containing at

16.  The method of claim 14 wherein said transaction number usage limitation is a specific

merchant identifier.

17.  The method of Claim 14 wherein said transaction number usage limitation is a

maximum purchase amount.

18. A method of authorizing a proxy transaction number comprising:
receiving at a central server a request to authorize a transaction number;

retrieving from a transaction number usage limitation database a record containing at

least one transaction number usage limitation which refers to said transaction number;
comparing said transaction number usage limitation to said authorization request; and

determining whether said authorization request falls within the limitations contained

in the transaction number usage limitation.
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| east one transaction nunber usage |imtation which refers to said
transacti on nunber; conparing said transaction nunber usage limtation to
sai d autWerti12%B37on request; and determ ni ng whet her sai dPGUUSNOMHI488t | on
request falls within the limtations contained in the transaction nunber

usage lijmtation. .34 WO Q1/29637 P 00/ 41480 19.. The met hod accordi ng
o & ai o8 AR FiRPS ARG th Bk O CHEGAS T SRR RBFFUN | on r caponog
to a merchant jf said authorizatjon request does not neet said_ transaction
nunber GEHGEZ3tORrEsRERSS IO 2 Jpprchabif spd REdoHztORdPHgSE tPeEngl WEt§aiflur t her
conprising forwarding said authorization requests to an issuer's

aut hor i ZensasHornyynksnuggesrdinikpsionut hori zati on request neets said transaction
nunber usage limtation. 21. A nethod of substituting a transaction nunber
to be used in place of a debit card nunber conprising: generating a
transacti on nunber having a format identical to a conventional credit card
nunber; associating said transaction nunber with a custoner debit account
nunber @0d ddhk inetldaocortinBlithChaimbier furtserlvoiiptising femvatdihg said acthodsatihnber to
a nmerchant in connection with the purchase of goods and services;

recei Vi igqiesto 0 SfiksshelTs bethafiation spsidl Whier @l Ath6RLAUBE redudst nSdtshal OXY )
transacti on nunber; determ ni ng whether the anmount of funds avail able in

sai d Cu%faﬁ%fior@ﬁ%ﬁer%@z{&q lindefigYNt exceed the purchase anmount specified in
sai d authorization request;

21. A method of substituting a transaction number to be used in place of a debit card

number comprising:

generating a transaction number having a format identical to a conventional credit

card number;

associating said transaction number with a customer debit account number and debit

account PIN number;

submitting said transaction number to a merchant in connection with the purchase of

goods and services;

receiving from said merchant an authorization request for said proxy transaction

number;

determining whether the amount of funds available in said customer debit card

account exceed the purchase amount specified in said authorization request;

in the event where the funds available in said customer debit card account exceed said

purchase amount specified in said authorization request, performing the following:
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in the event where the funds available in said custoner debit card account

exceed said purchase anount specified in said authorization request,

per f or m N0 0H2963701 | owi ng: 35 WO 01/ 29637 PCT/ US00/ 41480 PCEMSOIE41480ng from

said custoner debit card account to a transitory debit account an anount of
n I i rch n ifi in i ri i on

xqﬁgs S q ua3 6t’tr0ansS ell'n%g%on(l: sa?g gus?gggr c}eblst %gr%l aclcc?ucrilt Ito a tsrz%{sﬂor%'uc}etgﬂ a!:czo?lgltl z?n

amount of money equal to said purchase amount specified in said authorization request.

36



