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;e3e:: 6T%h 4 - 1 METHOD AND APPARATUS FOR CONTRCOLLI NG A COWPUTI NG OR
ELECTRONI C DEVI CE FI ELD OF THE I NVENTION 5 The present invention relates to
a yrethod and apparatus for controlling a conputing or electronic device, so
that software applications can be provided to such a device or updated,
particularly where such devices are remat gl y | ocated. These devices can be
in the form for exanple, 10 of point of sale devices (such as those

referred to as cugha h e ' exhge pRI spQner

i nteraction. BACKG %ﬁbTéﬁfékﬁﬁﬂﬁl%Rﬁ1§b§?§§?¥?%ﬁa g%%?g%%ga o8
interaction devices (ClDs), such aBLBETRONEE-BEVECE"POS') terminals used in
paynment transaction processing must be | oaded with software to operate in
the required nanner. This sof tmare controls, for exanple, the presentation
of messages oRTEHRB OFDTHE INYENLION: he printing of nessages on receipts,
and interactivhe prébeﬁthmaireﬁysbﬁrrrelaseéveb anmébRodeghdr agpapakugati on
nmessage pr ot ogql ng g? enentatlog tygica#lx invong t he use OE
conpiled 25 p oﬁr§ﬁ1 5ds 88 g?ﬁﬁ rBfarfve ? Fﬁ?ﬁé sBPThEPe RBd ng of
machi ne i nstreacftwase Ehpiecabdghescanebeyprouidydekecauah di dewiby by t he
har dwar e of t n n [ [ hed, such
nodul es genernﬁf§¥§gke %%gﬁFulhﬂl ﬁ %glh?ghtﬁ&%¥FE? QPe §§é8381§
teIeconnunlca%P6ﬂ§°ﬂrnkaﬂPﬁgdﬁﬁlFﬁélFa§|§e 1PnEBEdfOFﬂadfPFoﬁEPmEﬂEB such
as PGS targm natspseﬁauafcahiemusblbast (EMéheHE YabBE fehakrual ¥oShgw data
comuni cation | inks, naklggﬁ |cular£ ractlcg reEIace sof t war e
in the O D t hFBELAMEE| LRERRABRFL Pl RVi-FRE “ﬂﬁ 35 pRLAGE Pﬁ hetempr
functionalityihbaracedqontes the physical replacenent of the CID, or the
transportation to and | oading on-site of replacenent software, which adds
to - 2 costs and the required |abour (particularly when the CD
network i s spPAGRGBOENDAOFaTHE ENWBNEEANcal area). This nmkes it

i mpracti gaj a@éaaeeabﬁaioeuhuahaes§ﬁée9§begoﬁhaeGhDeéswéhna§ bgaks Wsth

their POS networks) t
point- of sale (*POS”) terminals used in payment

transaction processing, must be loaded with software to
operate in the required manner. This software controls,
for example, the presentation of messages on the CID

20 display, the printing of messages on receipts, and
interactions with a host system or server in the required

application message protocol.

Such implementations typically involve the use of compiled

25 program codes comprising relatively large software modules
of machine instructions. These modules are typically
executed directly by the hardware of the CID. However, in
the event a new version is required, such modules
generally take too long to load into the CID wvia a

30 telecommunications link owing to their size. Indeed,
traditional CIDs such as POS terminals communicate with
host systems using relatively slow data communications
links, making it particularly impractical to replace
software in the CID through telecommunication lines. Any

35 change in the CID functionality thus requires the physical
replacement of the CID, or the transportation to and

loading on-site of replacement software, which adds to
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5 frequent changes to CID functionality, thereby limting the ability of
busi nesses to respond to new market conditions or offer new services and
products in response to new conditions. 10 In addition, a CID for credit
card paynents commonly includes functionality for custoner |oyalty rewards,
where a custoner may at the tinme of a payment transaction be given a
virtual or electronic coupon, or be permtted to use a previously given
el ectronic co t f t . i { e e I by
o oh the coLncrand tag rbBfi8q TpbBAL, PUAFBESTLRELFSundn e BER0Y
more, he or shetverki{esspread evepod laugengersraphialnaxeal.weThis) may
have to be noghkégditr QptalBibR1t hAR. c650E19X28P! BusiNEsabRT €BBALI eRRd rul e
m ght be nodified for 20 a limted i such that "for ghe nont h™ of August,
purchases of $1B0(8RhoRe BFP#QCV15h$gg°E5uBBﬁ RetworkshqhptMe8kal $20 cash
rebate fors pufeégaentabhirgés800o, CID €ah8tidraliti, athecabyf Biiivdhgor
cel ebration fg%linﬁ.gygr tgag Eeﬁiod. Sgchrg gzo cash_rebate §guld be
redeemabl e 25 ﬁa 3 Kbgequg t 53?Eﬁa 8sTPR ?ﬁ% SI?B“AﬂarF weeks and
woul d have tocbeditilengedrbeffer hbw sedeipesoandfprbdugBs itnupeapohsenay
not be practiggl oL@ ggngggggﬁsghis new rule in the CIDwth existing CID
software, for the reasons discussed above, owing to the short-termlife of
30 the change. In prior art approaches, one technique for providing soma
flexibiliftyy ifnth@dStbohs hocIDCEbdecpaadtetard payhbats! Eomabhlgr e, such
t hat changes in ieguirgnen s to sgne extent 35 caﬂ be gffected by
downl oadi ng r tPELEGEPY FUREFEOBROLKYE 5PTi ARBFRBEF ohCYRAFY nEPRRYAE} { BReFRose
paraneters. Farcestopee may ahetheatphe oft adpapmentwhearsabeiongber enent
- 3 istoch t he $ pop. .t . op,. such
an"approach wiTaRcapir LaT Bk eLakaBhEe ERuBaP By Be pBrl: ERLA P
i ndi cati ng t has@ew paevdouslyhgiugpr epectrenpdar anurer to @g6setather t han
the previjaus Sng2Qhe gﬁwensae_bEieeas rhe! PR18%2BY! GneLAVEna EBEPBAI ginal
Cl D software had nqQt been designed to handle the additional rule referring
to a bonus caifsredadori RxaRRLeexatfl &, cBPL3PEY PBFcBareAase0aBbve $300
and redeem Rgmbhe,$ﬂe 6ﬁibhéeEaE€iﬁéb0§| snotbegpeﬂeﬁaaglemablet In? t8e ﬁO
coupon in the_next.2 weeks, then it u not .passible . to effect the
Change by | usPoRbuAi BARRRG) oMETopale, B9, e eadf B8 Errn e el ERELC | o
Cl D sof t war e Roul éxbwpilegquthedaforemenhdonedoriideecnighticbecmbdpfdpefor
di scusse boyey ;.45 oLk ok e bygi with | arge
nunber s g¥ﬁCI%B1%%§Féﬁa&gﬁ%egﬂggﬁg?gFlegsgbgggsg$§¥glngﬂﬁgﬁgﬁ9ears i s that
t he popul at i oRUEFhapes eFpreal| pruwrPFecakprrSE Aanfy0dFPRRPBNPLHBJBRS and,
gre Iikelly tha&]:ci.ﬁﬁ!bna2_0$bg_ faaeni geBaby idbi:f ggeahagasuaag?rur sa_alol", to |
nsequently, software_i, ifterent _nodel s.and nmakes of . .| _comonly
ot be. conpat FERESIRE i Bem, E6RLs SRBESLEAr B BopFBEREA R LbEPHAPESFor
each new functhabhapetjodul t Epkb &ai §89, casbordbaget wotthd Heveerdeemable
char act erysti h yseach . ClkDs : ] (o]
practice:¥iatgﬁggﬁfgc?E%gfga%%%%kggugggfg égcﬁﬂalEgaféﬁlggcﬁEﬁcggggfing
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of applicati opepsogsadiscbesd ABbvelypwdahl yoi bheudhsrAPLeriolilfandlfi ng

| nput an% the change.

In prior art approaches, one technique for providing some
flexibility in the CID is to include parameters in the CID
software, such that changes in requirements to some extent
35 can be effected by downloading relatively small blocks of
information that merely alter those parameters. For
example, in the example cited above where the requirement



35 out put through the various CID interface devices, including keyboards,

di splay units, card acceptors, printers and host conmuni cation ports and
mpdens. The - 4 software developed to run in a particular C D can make
use of these APIs provided in the CID s SDK. However, each manufacturer
provides different SDKs with different APds, so CID applications nust
typically be custom sed accordi ng 5 to the specific CD nodel. Mdification

of the softwgre for o %R I ol n CID
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accommpdat e 20 di fferent d nodel’s. However, Wnen plicationTunction

| ayer nust b&heodi%d e ZaRAE AR AN & S |113)¢3F@tr1@(ﬁ’w°rfecfhec #8%ntire
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oes sot allqQw rtia war e no epl acenen urt her is
repl acenent :% &errft?pq;s é‘ﬁ}?%ﬂyy Li:hé"t NG OR8 AF M ussed
above) of physiraaiebters.ti Rpther,i rzdlqha;hwl :L&il Bhet @IIDerdoe&mrazIae wenflidvdree.
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owi ng both to e inplenentation o angesfor a give
requi rement PRV nes, each time for a dlfferent nodel of CID and to the
physicallyisMs to each D to load in the modified software, for new

functions to _be inplenented. 35 A further probl associ gted w th changi ng
user requi rerzf‘é‘r‘f’tté‘e‘&'nd’%lnﬁ’é’eﬁﬁ e RS 9% I &é‘“ﬁﬁ‘%%ﬁﬁr"&‘ large card and
ot her sim | anumer@nalf dADs Hhatadavie berts ipfdiEled Dvelr averal aat of
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ef ficiency. ExiSting techni gues managi ng, nul ti pl e applications on 10

PDSD i ncl ude sofEwRnA dith Aid ec”r?é“dMes:'tso makes of MR Y nt o
“directories'conibnliy IR RS g tibAG.i N nmmdﬂaeewwmﬁlneﬁeam Yo

Organi sation's s ifications for dnte [ ted CI cuj.t card 7816
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such as $80SesHiSfAd Sfhdy 39 sadt@ational and Mastercard Internati onal .

However, I n nmany types of | ower cost smart cards and ot her PDSDs | oadi ng of
applets is not a supported option.

It is a common practice that manufacturers of CIDs equip
each CID with a CID Operating System, and further provide
a software development kit (SDK) which facilitate the

30 development of application software for execution in the
CID. The SDK may include a set of Application Program
Interfaceas (APIs) incorporated in the CID Operating System
that facilitates the development of application programs.
These APIs typically includes APIs for handling input and

35 output through the various CID interface devices,
including keyboards, display units, card acceptors,
printers and host communication ports and modems. The



20 Such PDSDs (i.e. non-applet PDSDs) are typically used as secure data
st orage devices, and the nenory of such PDSDs can then be divided into
‘directories’ and "files' for use by different applications. Wen a first
application is no 25 |longer required, the nenory allocated to the first
application can be re-used by a second.apgplLication. However, typical

I npl ementations limt the flexibility of the files and directories and

nmakes it cu t shar t [ ers
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St andar ds 357G 2R HFALHPNS HARs i bpheaily ke piaseemisgd acgandbrd)  in

ordFr t osdetes Nt uﬁ@ébhﬂcam%nm??miamoasfiwmhi@ftﬂeeP%&h dwmn an

application geases Lo _be - e Lve . _expires t a

previ ousl y sf% e ?%efﬁ%tﬁfﬂbsr%:ﬁﬁeﬁ% *%é%.r AR Q]:&WIEéf]P\NENTI ON

5 Accordi ng apphid¢ation asptevané thet imalkes i ome dhectlre i GIDrapecifiia net hod

for controlly ac | oy ' I n tipg system
A s ekl DR EGhE N0k a0, " ML PRELD OB

and digital processor, conprising: ~Ohe or nore
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rior art applicatjons.of scripts have
P ng replaced, as co ventfbnal software does not allow for

partial software module replacement. Further, this

25 replacement is cumbersome and costly owing to the
necessity (discussed above) of physical visiting the
individual CIDs to replace the software.

The cost of implementing new requirements in CID therefore
30 increases, owing both to the implementation of software
changes for a given requirement many times, each time for
a different model of CID, and to the physical visits to
each CID to load in the modified software, for new
functions to be implemented.
35
A further problem associated with changing user

requirements and processing needs relates to the smart



_ 7 _ generally involved using scripts to nodify configuration and ot her
data i.n the target devices and peripherals, the configuration and ot her
data being part of some other primary application function (e. g. US.
Patents Nos. 5 6,256,635 and 6,041, 183). Sone prior art approaches enpl oy
scripts for the managenent of the downl cad af machi ne code software (e.g.
U S. Patent Nos. 6,167,567 and 5,931,909). 10 Preferably the script lines
i ncl ude one o r e c e [ Lcation
sof tvar e modey S0l “bEbER-Rind Fal®bRrhonlf, BRE2°HebEa3E, Hu0RRLE D
references, whBPHRBe) 158urheas, oeonhackeer, contagblase ewarhvorkedand t he

Qatg to use tﬁaéﬂ&@!é_BE?iﬁBQPEQrdEEeéﬁgﬁbeaﬁﬁﬁQ abvsabs EQEHHEQ tags is
i ndi cati ve of resggctlve aggglcat on nodule b
a

y neaﬂf of En |aéetnediary 20
respective i nt@FFage. kex 8 pERY Py ePAPReE cafTRhl nBAGKEE RBVAFR8r art
approach isnvoklestashapei wailhgteaahd! the bikecuspd att bheanpobherbéfce (such
as an APl) so,that_the 25 scri oin to the chine e exequt ed.
Preferably th%np?ﬁa?gﬁ??owlghtgiBgéti%é égi8g§%$$p?°?iﬁ§§g§sggn§8k% Fé by
means of at | Bestmobbiplesaprlipptionsi ofioxofonveniendel and 86fPcienenbl v
the programfor interpreting said script |lines conprises a virtual conputer
conprising machi ne code software. 35 Preferably the device gonB[ises a
cust omer i nt eE#éeEdRIdESOrbRiguey FOrnMaBagingcmudEiPhEl aPPlicgtioppeprr abl y

thefdeVLFQ iﬁPﬁQﬁrihEEuae uﬁéag§vs?hdnssfieh§ Qét&abﬁofﬁéép&réﬁgﬂﬁ-tﬁE{e
preferably vice is.oper e update,said scripts,ar sai rip

P hes by §enofBERoRAER! CATFBRCREAAE. Bafr SEATAB!ySPnEBORUBLPGIRSthRsEd on
versi on nunbeIntgrnaeiehulsstdnfaedsaorganidationt aespyctbipatiogsafour rent
version of a [geREELLYR SELLALOLaRhaORELR 1HB! #5367 bBL;bLNEE and a_
proposed version to be | oaded Into sai evi ce, an {o request said
updati ng onl yspecifidapiopsiedandr thenlpadingepft happriatd’ carr epftvarsi on.

More prefiey abhyahigsURHeb BPsBe™heseStRb! POEDE blbpot8PtAGETBRE1IAL Bf
partial replacenent, determned by 15 conparlng,any 3r392§ed new script or
script |ines gneh applets, such as those specified’ b
International and Mastercard International. However, in
many types of lower cost smart cards and other PDSDs,
loading of applets is not a supported option.
20
Such PDSDs (i.e. non-applet PDSDs) are typically used as
secure data storage devices, and the memory of such PDSDs
can then be divided into ‘directories’ and ‘files’ for use
by different applications. When a first application is no
25 1longer required, the memory allocated to the first
application can be re-used by a second application.
However, typical implementations limit the flexibility of
the files and directories and makes it cumbersome to
change and to share between authorised users effectively.
30 Prior art techniques require an ‘application directory’ to
be stored in the PDSD, so that it can be determined what
application data reside in which part of the PDSD memory.
The CID typically interrogates the ‘directory’ (such as
that defined in ISO 7816 of the International Standards
35 Organisation, or that disclosed U.S. Patent No.
6,449,684), in order to determine whether an application
is loaded in the PDSD. When an application ceases to be



current script or script lines to determne if a partial replacenent is
feasihle or if a full replacenent is required. 20 Preferably the device is
adapted for use with personal data storage devices and nenory usage within
sai d personal data storage devices is performed on a tinme linmted basis
i nvol ving: using a version nunber encodedg n each respective 25 personal
data storage device for tracking menory allocation within said respective

per sonal dat a.3kgraag.doL] £ 0RY-GRYLT OLLI RCLNS USELAL1JULELRLS Y8 of Ons

of said nenory a scat n-sard-respec ersona
dat a storage ube|EESEanebelnedenunbe PBBDdlfferent use over a perlod of
time, wherein said version nunber is autonmatically perfornmed and enbedded
in said script lines such that said gersonal data storage devices are

aut onat i cal | ySHMARZdOE5THEQANYFHTEENnew menory al | ocations by said script
lines. Pref ernbbysrahﬁgsebl at fhraesaegacbeoﬁsahbemﬂeawbur akhk¥e ig g

di ff del d A d
aspect of {hceFRYERER ““%%Fﬁﬁ%ﬁﬁ%@&%%wﬁ%é%&%é?w”

| oyal ty progretestraondkvideyiaenbaddgoanconerakinggsystemoapdcdigitaidg or

el ectronic deékBSgQSéEr' gﬁ ggg!ﬁ ;According to a third aspect of the
I nventi on, re 1's provi 8 od of inplenenting marketing program 10

i nvol ving a net hod of cBﬁ?Ybﬁ%ngsalﬁeﬁﬁvécedﬁhﬁb|ﬁ@eo?rémééﬁréﬁFéPEEV|ce
descri bed caboygenAeeapdBdnkOonel aur hirasBaeipef 1Lgah nvention, there is

provi ded a method of mplempnting a, Loyaliy and merkeling. oo
interpreting said script lines;
wherein each of said script lines includes a

regspective one of a plurality of command tags, said

15 resgpective command tag being indicative of a respective
one of a plurality of application software modules
regident in said device, whereby one or more of said
application software modules can be invoked by means of
said scripts so that said device can be operated according

20 to said scripts.

Thus, application software modules typically comprise
instructions to digital processor to carry out the desired
processing indicated by the respective script line, and

25 the program acts ag a virtual computer. While scripts as
such are known in the prior art for a number of
applications (see for example U.S. Patents Nos. 6,256,635,
6,167,567, 6,041,183, 6,275,868, 6,038,394 and 5,784,541),
no prior art application employs scripts for the purpose

30 of implementing the primary application itself, nor does
any implement a script interpreter and executor as a
virtual computer. The approach of the present invention
allows a minimum of overheads in interpretation of the
gcript, unlike prior art interpreters which interpret

35 scripts and generates machine code in real-time, the
machine code then being executed (cf. U.S. Patent No.

6,038,394). Other prior art applications of scripts have



15 programinvolving a nethod of controlling a renote conputing or

el ectroni c device descri bed above. According to a fifth aspect of the
invention, there is provided a nethod of inplenmenting paynent applications
at 20 a custoner interaction device involving a nethod of controlling a
remote conputing or electronic device as escri bed above, wherein said
renote conputing or electronic device conprises said custoner interaction

device. 25 A i i t : I VRIE RN &%yy .S s oVi ded
a met hod of %%pe?ﬁ%%tﬁ %ﬂflggr%i‘%}ﬁasf%'t a_ﬁéﬁrl catll ncan gg'ly]'la tlsﬁgr ogram

i nvol ving a @ch&FhsT & dm ithe Fargah devsaan iand Aerdrhenadf.c e ce
30 descri bed cal@iurAtGi@rlidfi@ lotier WdthebeARePar®ti Jf@dnyy J¥He, there

is provided a _nethod of .inplenentin combi ned nt application and

mar ket i ng pr @Mﬁﬁyn\?@%%%%t%%@% S St rlg'laqxi &r‘f"ﬂ%ﬂﬁ%@ ‘conput i ng
or el ectrdni &,256,635desct iQad13lddBAE).. Soni) pricaoratithapproacttedd | furt her
aspect of !t Ny iveNtd e d Y | che ol itheh B8 Whelac Rl 1O

conbi ned payneﬁ% pp |c§1|on, oyal ty program and mar Ket1 ng program

i nvol vi ng a madigdepfcagientaad] iwane o &.@vwil Scofahenty Nas .5 6|16t /50% @ntkvi ce
described abgveziAagy)ding to yet a further aspect of the invention, there
is provided a conputing or electronic device having an operating system and
digital processor, conprising: 10 one or nore scripts each conprising one
or Eorfe Sc_rijllirdﬂ:d’i%ﬂal'l:}ﬂ tﬂf@gﬁ?ﬂ‘ﬂftﬂﬂﬂﬁéﬁﬁfﬂdd& ot dafxse:rdnla ﬂe{ﬂﬁfe_ 'nc']scl&'é?l’ ein
each of said scrjpt lines inclu a respecti.vie qQne o urality .0
command t ags S AP £F &8 FATRL SR BT A 9h AT godutes
respecti ve ontheof imvakedd ity of application software nodul es resident in

sai d device, whereby one or nore of said application software nodul es can

be i nvoked by nmeans of said scripts so that said device can be operated
accordi ng 20 Bisyaithes @qyits can specify through references, whether

15 direct or indirect, the module to invoke and the data to

use to invoke the module.

Preferably each of said command tags is indicative of
respective application module by means of an intermediary

20 respective interface to gaid respective application
module.

No prior art approach involves associating each line of
script with an interface (such as an API) so that the

25 script points to the machine code to be executed.

Preferably the program for interpreting said script lines
is invokable by means of at least one of said application
software modules.

30
Preferably the program for interpreting said script lines
comprises a virtual computer comprising machine code

software.

35 Preferably the device comprises a customer interaction

device or a point-of-sale terminal.



The invention al so provides a systemfor generating scripts for use with
the nmethod of controlling a conputing or electronic device described above.
25 Preferably the systemal so includes a script admnistration nodul e
having a visual interface by means of which a user can input requirenents,
wherein said systemis operable on the_bgsis of said requirenents to 30
generate a script or scripts for interpretation and execution by neans of

i The | ; . s . :
Costi ho. oot DHSLSrANE e uLr 0 (57 o ld 0 UpdBBE Ny SURLEEL L |
or el ectronier dad¢eseietel | bimesboMore mprferakin thetdevipaite® provi ded

with a versigedbEd th PISEE EE s£Ed ts LIS £ Mo Cad i ORSFAOL €140ed BT Pr et
- 11 and execute said scripts in a virtual replica of said device, so that

errors in sadi S i FRERICHELRBRARRY: and corrected before the scripts are
| oaded i Bto said device. 5 Thus, the present invention provides a neans for

poriod of 1 RSESRIPED S v eiad o haten G e bfon BT b °

period of tine, an
functi onal i twhetebyesaibd ppperam t¢dan cdefrepmine Ry | conparing sndowrsent t hat

the PDSD and, i) 0 Ok tEsSOOEErd QVelp@ &t [6F | de Qbr aRBEL CALL A Changes.

Wth this invention, businesses are able to change CID functionallty by
downl oadi ng Hes ARY | DRTPPRRLE Heexgirn & Re al23dRf dkrEe c®ddini cati on

l'inks, sdch @svid@seadd @@r&@@efgw%@w%d@@iﬁgcaﬁpywmﬁ p&sdgnal s
t hrough use of ‘scrgPts' as scripts, can be kept to, small nodul es that do
not take tood $otfR %o‘%ﬁw%’édtliw%*cg,cwm‘ée%?b?ﬁdata communi cat i ons

links. 20 This all ows businesses to effect new functionality in ClDs

qui ckly and - BZIRY i oyl | hcurt [ oyi ng the
new functi onlggfér\tg%fﬁéﬁ\f\% c%h%maég%%@ﬁ%ﬁé%sré?a%%ﬁ% s%]a%%:gis, and t hus
enj oy a shorxeplagement omrkcparpinl oveplacenent, dpteyminedikn. 25

Fur t her 3 5t hi SorlgWeitid Odn@! hAYSoS&d | 1w 4&r DSt COFTRN-{19: a IndRkese@nd nodel s
of ClDs, thus saving businesses effori,in re-“ﬂglenen ing_different

versions of THFESRY BFoIPHI 9F FHPHOtERSS Ry dekeamine & B2 iRttt same 30
functional i tyyepldeenieiit t&rf@Pdsibléten 1P £af €1l fHép PayeNt I £SUI renent can
be downl oaded info ClDs of all nodels, thus reducing inplenentation effort.
For exanplefr?$%&ﬁ? onal POS software would require the software

nodi fications for new requirenents to be re-inplenented 35 for each node

oo 7He! LS S oy L L¢ S6T AR LA 58 SAQUL S UL ¢, 01
nmodel s of data storage devices and memory usage within said personal
data storage devices is performed on a time limited basis
involving:
using a version number encoded in each respective
25 personal data storage device for tracking memory
allocation within said respective personal data storage
device; and
controlling the use of multiple versions of said
memory allocation so that memory in said respective
30 personal data storage device can be redefined for
different use over a period of time,
wherein said version number is automatically
performed and embedded in said script lines such that said
personal data storage devices are automatically updated

35 from o0ld to new memory allocations by said script lines.

Preferably the script lines can be usable in a plurality



- 12 CDs inplenmented Wth the invention. Were the application in the CD
is designed to work with PDSDs, this invention allows the user to define
the 5 application data in the PDSD on a tine-limted basis, together with

t he corresponding application scripts to work with the application data.
Thus, a given area of nenory in the PDSDycan be allocated for use by a
first application during a given tine period, after which period 10 a
second appl i Gatqs aaded 4 ;gﬁ 1 Dt ARy AL f menory
is the PDSD.OCéPﬁlgEc ear%)g“ C1can cgonét iQ:nu |tncf§ io%l ;%eeyc%ﬂ% onegfla%p ication
after another, for the lifetine of the PDSD s use. 15 Further, the menory
areas in the S AuseddYa sdddnid aaagmdtcasﬂ Uhd G i I, tacdd Vid he same
as the nmenory areas_ used hy a second application initiated after the expiry
of the firstPEPHITh d?ﬁtgéﬁ% e AR SRR IDG it IHAL 1 PTRFAD | ess
menory, Bhi chvelwimsldidfethqBidf ddittrdl Wiy & Gfenittie dBmgueidgEgyry area
occupi ed by the first application. A first application may share nmenory

wi th ot her ae&;ﬁcitcracfrflo%sé)%)vdh%? n Bccoﬁfc"tﬂ e‘ﬁ‘ECT‘SFD1 ntinme. This invention
therefore facilitates the re-use of nmenory 25 in PDSDs for tine-limted
appli cati ong Ak SARES d Nk dd\ i Olo I Vdybdie DM AN {10
application scripts in the CID are coor di nat ed. erfE‘.!Igl DES% O\?G: THE
DRAW NG 30 B¥FHiAad thethrd iof i amepiing nafke ttingh MEPIRARr t ai ned, a

preferred enbadiIeiig Vi Ihe tivd ke dasfizdiing)a Waiindtfe @GHBURingVidh
reference to the acc.orrprffle%. dr?#}n in \Mg(fch' Figure 1 is a schematic

di agram of 2RI HE TS %‘%F’aﬁ%g’ % ipt Engine according to a
preferred enbodi nent of the present invention. - 13 DETAI LED DESCRI PTI ON
According t ferr ”R:Rﬂ‘ 101 [ i's
provi ded a %%%%ﬂo‘ﬁ%u%er r%lfeq?srﬁéécf'{ rcg:efagrgééir:%‘f%{w%r%{l ﬁ%‘%‘??ﬁ IS

sof twar e i murawided 3 met®d @ cimplarantying raaknyal taapdgarketinxanyl e,

Assenbl ¢5 L3ngpas, qellyassal meeksy O Nasn t¥ QA Bl £ G- driiiage) and
conpiled into nmachine instructions for direct interpretation and executed

by the cent IFA™BHGRE IHPIRFETWIG o ce dlegrri APWHRyi ne i s desi gned
to interpret scripts, each of which conprises lines of instructions
interpretable by the Script ine; each line of script causes the Script
Engine to i r%vcoci%réa"%r %s%o%%‘%@ TR fttr}'hect’irb‘ﬁerfrhlroonLIgﬁtl}iqf%nlﬁPl

i mpl ement ed previadsd e tethpdigef | mplametring faypent appl eHtiene dunction
| ncor pop gt €5, Fnifhdd LN SEESSIdY A LAY £3iRd 5e O D har dvare
to performa specific action, ch as reading datd fromthe keyboard or
displaying(ﬁﬂ3$4ﬂ4¥¥ﬂ9(ﬂsﬁﬁ@ﬂﬂ?nﬁqmputlng or electronic device as

described above, wherein said remote computing or

alectronic device comprises said customer interaction
device.

25
According to a sixth aspect of the invention, there is
provided a method of implementing a combined payment
application and loyalty program involving a method of
controlling a remote computing or electronic device

30 described above.

According to a further aspect of the invention, there is

provided a method of implementing a combined payment

application and marketing program involving a method of
35 controlling a remote computing or electronic device

described above.



20 Thus, the Script Engine conprises a main flow control programw th a set
of software functions that are invoked via a correspondi ng set of APIs.
Each APl corresponds to a software function and is invoked froma specific
script 25 conmand meking up a line of script. The lines of the scripts
indicate to the main flow control programg in a controlled sequence
according to the order of the lines of script, which APIs to invoke and
what data s e e t] I i nvoked,

t he 30 nachﬁﬁgégggfnﬁgﬁé 4 Leligefggﬁﬁﬁgr%g 3€€1?gx@§%rresggﬁhbﬁ to that
APl is execuﬂw-’%ylemrwmegn%umeth%rqﬁvamplmttwmﬁgmbme

required prqs@ﬁﬁéﬂa lepﬂéeeibﬂg 18§a1@ﬁ%f8§r§h|%ﬂ&rﬂ&\@k€tﬁﬁél Pog §§mA
script line t*@% h%g ng g@gs ﬁone |nd f at or Conmand Tag' Zﬂandlcatlng
to the Script ﬁY i BRE oTPREHR h%%k%dreﬁﬂ5§ compht Rd Tag
corresponds ébectrodilc davide, dasdribed| abevef script containing the
Command Tag includes data to be passed to the APl to effect the required
processi ng and/or action through execution of the machi ne code maki ng up

t he soft war eA¢eprding tosyetatefusther haspect APE . thauinventiesenbheng

appropriate {j “ﬁﬁo@idé&rap&o %ﬂézﬁ&rbi’te!‘ébEf&nEé“d&@ﬂéé%a@ri‘ﬁ gPafCcESSI ng
performed by the Cl D and ange the CID functionality by changi ng

| i nes of scr??ﬁ%atﬁﬁgh%ﬂ?tﬁﬂaﬁﬁ¢n@1$hEa NEEPF BT Cl EPEBF i 4RS! By

i npl ementoi ng a 10 propsiié Yoflahdo e lsSLipOd &ddls EothbE£DE10F Pomeéli 68 herarnd

Tags t hat provigeﬁ 2 sufficient set of functions, an entire application can
be speci fi ed®Fh ' ®he $8PPHt, thus enabling the script to be an "application
software’ in its own ragﬂm:ogﬂ’hhsfdns hmtexpoetsing sdbd seaqgipt bimes har dwar e

15 processor unit of . setef o %hépesé A&{ﬁ@nfln%;%n{@g%%ypa

conventional software program accor
enbodi ment, ¥Feseegtrivecpretof sachlunathtyieof naermand obags, afdidhe Scri pt

Engi ne i anaéggeasﬁe abﬁnaaadtagrﬂwﬁg ﬂﬁ@f@&@%euaftao{eapeeeyeatl onal
20 conputer. Flgu

sche i agr am of i ncor porating
Che  Soript EMOPBEoR PHREALNEUAT horbrt bedtioh o sratarhrdelofar vr o
i ncluding a :enidehtpincsasdngeuﬂéé 4whéﬂaﬂpnbaecesSma£enoy &) 6, flash
menory or Statif. i u I in.t o]
i spl 2y or crepfibEtABn BoRRkaPl hEBHLLSTBRY BL Libekla BF 28R Bs
reader, a negaedi ecsiptpeweaua:,saleodsvm:e eandbeeanerabedthecbrﬂeyg
keyboar@014 oy ggighsépfpgger cashier or teller enters transaction
details, a PIN pad 16 by neans of which the custoner's Persona
I'dentification Number or PIN can be entered, a printer 18 by neans of which
recei pts andrhéhehvent fefivhles ﬁﬁﬁvb&935apéir§téﬁl, fendganepavimgcati ons |ink

20 (typicall thr gh_a dial de Hogt . system 22. - 15 The CD
2 al so inclu%es go?taﬁfeuggn%%nengg |2% |na§a98§ﬁfeg%%%?ing g§§P5n190aded
in SRAM or féuseleehvepig, dandcehée@ewbedlnbevéace APls 26 through which
ot her application software in the CID 2 accesses and nmakes use 5 of the

har dwar e devi ces descri bed above. Software_in the CID 2 also includes
appl i cati on Beefarrklyother aEpteppprieat tBAdudes auerréBtcredit card paynent

software anda@henSstiRtibAIh6autef hiRifg3R. visual interface by means
of which a user can input requirements, wherein said
system is operable on the basis of said requirements to
30 generate a script or scripts for interpretation and
execution by means of said program.

The invention provides, in a further aspect, a system for
testing scripts adapted for use in the method of

35 controlling a computing or electronic device described
above, comprising a host computer provided with a version

of said program, said version being operable to interpret



10 Conputer nenory storage has to be set aside in the RAM 6 and SRAM or
flash nmenory 8 for a Script Store 32 where the scripts are kept, and a Data
Store 34 for transactional data storage. 15 In this enbodinent, the Scri pt
Engine 30 is inplenmented in the CID 2 in a conventional progranmm ng

| anguage such as C or Assenbl er Language,] and conpiled into machi ne code
which is then loaded into the CID 2. The Script Engi ne 30 is i npl emented in

t wo msunlay that is
|ndependent %ﬁeéé}%? zg{c} Cé)andé\é sleﬁeagl‘;lbﬁ%*%eic%l C gée:?d

conpri si ng s%ﬁ‘tme sokhathRrrer@sinsaid RiEED Fanide drkected Amd
(such as thesddGed MWD AE LS| fofpt Wit dletbatdd irs @dld)devdicdhe
Script Engine 30 includes an APl exposed to the O her Applications 28 on
the CID 2; this exposed APl is the neans by which the Other Applications 28
initiat e5exenuis‘,ortmé pPEs &t | Pivangice ;afbvmémsacmém ded tanagingnt to
the Scri pt | ne 30 vig t xppsed. API. for, i tional f Ocessi after or
during procgtsq'gal ng Ii')m:}fhes &%IE £ plflcalf oéf‘sé’ézj%re% y%? cf proceg%l?lg
steps start a/\nndrrim oX hbxmélpmmd:am dravesthis edoppdinated withedit card
paynent appld&ﬂééﬁbndﬁ?%‘fﬁ%u&étf&%ﬂ ?ché%énééréﬁ& UL 1O swipe

the credit card throu he nagnetic stripe rea PDSD "acceptor 12 to
initiate a pﬁ}aﬁqﬁngwmh%tmel cert%ﬁ%swmeﬂb%fent%a@#l? ARLHEID - 16
card, the payEotimpfdncdtt Wvdr . £. 106t Ghe (e {PPELcLPidn CeHades 28)
pronpts for the anount to be entered through the keyboard 14. After the
anount is entered, the paynent application passes the card and transaction
data 5 (vi z.wikh Ot Iotios al heemtiormntoud ineewle s cate dble ttdnecli‘nug@tc:ﬂmgl ne 30.

gglbﬁlengol Pn@h?%? e{ﬁ% é}? ﬁ‘énlfgna%ﬁa%g%w dﬁp di&\%a%m? 2‘%% W StCFlleIOt

data recei veaven &vi:es oy d«‘ﬂh@ eemmpnieationsrlindmpl such (a8 nehorle

instr ucasonscéﬁn&t@fmm Bl Erddibedat® Skt Nfod fed Ahtn£Ps dth§01§§'ﬁ' tled
to a di scount or glft etc, and 1 nstructions to dlsf’%?\;‘e or

col
print rel evdtfi® o‘?ﬁ a ‘i%"’*lﬁﬁ‘?ﬁera%r%ﬁ’ﬁp‘f%rciﬁe'?e HIRHEYremet #a from
t he host vi &Kwtdmﬁgﬁkew mlmlmmd&mtﬂﬁd &¢én onba t he

Script Engi ngy %9 & élrggm&%l %] ]% D2to the paynment application to
conpl ete the pay rre proces rfs typi cal I y contain | nstructions
such as: 20 Display You have t hr ee $10 coupons' Di splay "Press Enter to

continugy; Ofpj KeyPps Rithdesd}oud Nt e 8 SEuSEE] Bhal [E) T St b0PS

tells the CID2 to 25 vvalt oard I nput and place the result In the

data storageT@¥alniaiy FERtTiiegtiyely arethdeingpat caREi Reerred' | each
Script Line ﬂeldﬁpﬂoﬁﬂﬁg esh@fnbwtﬁsncﬁccmeti:tweexw avidLélangey Ha an 30
array in sequences each Scri Li is ref eé n% . a SC“IE% %I netNugber
The syntax 0O PY$% S%Y?’f)t % %’077%71?%%% 2219 PR %’fl%n hoted :b’i}

Tag, foll owetb hyaxket dand bowenfmsratwbnlmlémewﬁ@tudme action is to be
carried,gut. Each verb generally corresponds to an API. 35 Fol | ow ng each

verb in the script line are data to be passed to the API, as wel| as
condi tion hafidFERer s pelai® | BRerbien | ALl @us cSEHLP FRXEC J2@ | HPMpeR heO t akkn

makes and models of CIDs, thus saving businesses effort in

re-implementing different versions of software for
different models and makes of CIDs for the same

30 functionality. The same script written to cater for any
new requirement can be downloaded into CIDg of all models,
thus reducing implementation effort. For example,
traditional POS software would require the software
modifications for new requirements to be re-implemented

35 for each model of POS. Using this invention, the script
for new requirements would only have to be written once,
and the game script could be deployed to all models of



- 17 depending on the particular data results arising fromthe execution
of the API. For exanple, the condition handling specifiers could conprise a
|ist of possible data values in a specified nenory |ocation arising from

t he execution 5 of the function invoked through the API, and a |ist of
destination identifiers (Script Line Nunipers) indicative of the next |ine
of script to be executed, depending on the resulting value in the specified
nemory | ocat I i xanpl e illustrates this:

Keyboar d R ﬂ%%l%’%@é%%mgﬁé P‘R‘fé‘% 1’4?10 190, 240'. In this

exanpl e, the Script Engine 30 is programmed to invoke the Keyboard API

passing in tWigewsd gw@ra pEB4didd N NER®roTD oLt d Bl drted e@&lw&rﬁ h&@h@t a
fromthe 15 %D%‘g%)ar and the f ol lb%]\gr aﬁlﬁ%ment 1%4;{%9{%]”{)

characters t eptRf GHTSREIRR ‘i‘}? 14% ?I ovm ng this
(70", "15, “dPplicAtiom dH3 inechdePDIMW S A et 1dad €l nitcked i lmasis, Whil e t he
| ast five ar I 20 in
RESLLT 15 0 (oainey B Eneotle fld Al R Cro a0l 88 D
will continnwomrkevith othetamhcpatimnedmtemberﬂs@s.(tm@iwmamwﬁati on

Li ne Nunber)me:ﬁfsy'ﬁ{'&’he'ﬁnéﬁl%yﬁlw Al dEatdd £5r ludd Ny SECPNdgPOSSI Dl e

Data Conditions) ‘after the APl has, been | nvoked by the Script 25 Engine,

the Script EBRP ’r‘Pne@@‘é'éJcﬁ% %cﬁ’r‘fﬂnl‘H‘fEerRﬂr’b’e? 1 1®Etenovlidely Reriod

Desti natbon didecdhdrbespl dee 564 | gdn Lhd el dddedeint theter®ded cusd els have

the first n characters in the scrlpt Ii 'nd#gat 30 and
gi

! e O L £ o Lprmmod, Jaa,
t her eby |den?71?' A PR he e T CID T ORE T T MRS by
t he argunentmd@imimeilﬁﬂ wiirhl ¢mtamm:lumts=-qm abver angther, t fer nele

Script Line.qfg{Rd! %ﬁsﬁx &s of possible Script Lines in this
enbodi nment . ]3 f@t é | neNo, énﬂ%urmNo di spl ayData, onError The

D spl ay commnd |nstructs the Script Engine 30 to - 18 display the data

in the mENOIrEutEKed) Ofhd Qﬁ%rﬁ@fﬁchﬂé’aﬁllﬁi@'@h@aﬁlﬁsl@mém Bl s®| gyrg@t |ine and
col um nunbers ngdl cat ed %q‘ll i ne and c iPﬁ res ectively. The onError

argument corfFRsERLIPR egd et ihe ¢t ?ss%m rﬁﬁ'c‘é&? M8 * i ch
Script Line dieadscised Byga needcand capplhieactor xatit i atved depesari thle on t he

error condi tign Lpsul{ing ELOM XSSHELLG She el aucooiman s JILERT St Y

be empty (i.¢€ ri pt Line cont nore Scri pt
Li ne nunber snayywse mere fmaheqe RO s i Wrich rmamuxmuqle yipant,  thes

acconpapiped wofe | o8 tndhe Bo£ %h@%&ﬁorﬁ%ﬁé@é%ﬁ@& xgprwépf)ﬁdaag to one
Script Line. For, exapple, if_onError conl)rl ses ) 45, 60, 75, 9 t he

next Scri pt aaﬁ’?ljel‘f%th%nexe%uf’eﬁsﬁ‘sa%]ﬁ- ?Wﬂ‘%’bl%ﬁa’ﬁ@lmﬁ’%‘?{h’n‘gl% error

code of 0, tdchaexappbi&atigiis Limenivd | checwbrédtipeiertiiecode returned i s
1, the next Script Line will be 75 if the error code returned is 2, and the
next Script Line will be 90 if the error code returned is 3. 20 2. Keyboard
nunChar s, i rfputs\rbaventpon | eherefovat dgpkitatemOthe vatfuserof Wemeépy Li ne

Wi th th%sKeyﬂ‘PaﬁlS’sﬁQ”E@;ﬁdtirﬁéliﬁﬁiée&h Iéé’hﬁﬁ'ﬂ'é‘&d?’@néﬁré‘&c@ﬂ&t' nput

through the keyboard | ace t he ta In the nenory |ocation
i ndi cated bytB% ‘F‘F\%U‘P#\r’é&‘m%e’-’huﬁ)ﬁ%rPWDc%‘?aE][‘%r%PE%’-%%Ee‘HP #eripbfcat ed
by the inputignghd @rpuaeet codbfidtedai ts for a user input for the length
of time indicated in the argunment tineQut. The argument in dataType
indicates to the API the data should be nuneric only, or al phabetic

BRIEF DESCRIPTION OF THE DRAWING

30 In order that the invention may be more clearly
ascertained, a preferred embodiment will now be described,
by way of example, with reference to the accompany
drawing, in which;

Figure 1 is a schematic diagram of a CID system

35 incorporating a Script Engine according to a preferred
embodiment of the present invention.



30 only, or may be either. The onError argunent is as descri bed above. 3.
Chi pCard out put Area, outputlLength, inputArea, inputlLength, onError 35 The
Chi pCard command instructs the Script Engine 30 to output the data in the
menory | ocation indicated by outputArea to the PDSD acceptor 12 (where the
PDSD - 19 acceptor 12 is in the formyf a smart card reader and the
expected PDSD is a ChipCard), the nunber of bytes of data being indicated

by out putLe ' esigned to always return response data to
%ﬂ:ﬂﬁﬁ H?ﬁ:gi 2 ST B forf

any input a . case, the response data fromthe ChipCard is
pl aced in | ARAIFENT %9  tPrefemprd erbodinentpfofidthe rexedemt fromthe

Chi pCard i s fHv&edidn, | fipetd eN@tfrdVidde HPlvarchdPlibmsded? therSFLdPt
Engi ne 30. The onEr ré)r argunent 1s as described above. 10 4. Conpute
equation, reuITBeR, F ERIRSHBIGNES o htARR (IR 1R RA | IR o? por at es

pr o5oi on MASSetL LD 1 1 g Bl A L p e Lol 1 pe ovat Lot Com . 15
expressi on i aces e nesult o e, eval uation jn
the menory |aniiagds B ot Sfefl e ey SR P e
expressi on. Jt Gmplied corremhckine sindtr®etrigns By nbiBéct o pass t he
al gebrai ¢ e €SSl At £V R L Yo c RPN, fﬁ@é '

Eval uat or, V\Xﬁi{ch clca%]?i es I(i;lua'gy?c'?hée’gac%rrput aljflf)gtf]hésg%%:‘l*%%% n tféeﬂfl?%h%rf 1<:'ind

side of the %ﬁqﬁ‘e%%l?on “equation' and places the result in the nenory
| ocat i omospecified by the argunment in the left-hand side of the expression

in “equation.. 2 tiopal, argument resultSet, if present,, contains a |ist
of ong or rrglflbe p%“s&%‘feﬁ?%’s%??*ﬁ QRAIINRD §O ARFURTHY TFHARYSr 2% BN, For

each val ue iof twieiclesehnSeiséds Slinas oaf rixspond tiprSerinptedpiret AbId Sy i S

given in th sest ' ) G (S g i p ' r.1.hat the
Script Engi ﬁtet?eg_xecut%gﬁégﬁbr%%&%gtﬁxé%ﬁ% i%\%&é/%?u%y%})g%ﬁl tgati ng
t he expressi¥pgimprtexdnyrke 3 fcoyrespondigpiseftwarg, Burctionl theough

desti nagsonSal Asr A flndi0rddBin ddine [Haidifad et Ll ddigupression 35
evaluation is 3 - the next_ScriptlLine Nunber 1o be executed is_60. - 20
5. Print outﬁﬁﬂ%%’a,&b%tiﬁﬁfr_‘é?ﬁ{)rﬁu%@r?’brmc°rp°rates a specific
processing algorithm and/or causes the CID hardware to
perform a specific action, such as reading data from the
keyboard or displaying data on the display unit.
20
Thus, the Script Engine comprises a main flow control
pProgram with a set of software functions that are invoked
via a corresponding set of APIs. Each API corresponds to
a software function and is invoked from a specific script
25 command making up a line of script. The lines of the
scripts indicate to the main flow control program, in a
controlled sequence according to the order of the lines of
script, which APIs to invoke and what data should be
passed to the respective API. When an API is invoked, the
30 machine code making up the software function corresponding
to that API is executed by the CID computer hardware, thus
carrying out the required processing or effecting the
required CID hardware action.

35 A acript line typically comprises some indicator (a
‘Command Tag’) indicating to the Script Engine which API
should be invoked. Thus, each Command Tag corresponds to



The Print command causes the Script Engine 30 to pass the data in
outputArea to the print function, which prints the data on the printer 18.
The outputlength argunment is used 5 to let the print function know the
anount of data to be printed. The purpose of the onError argunent is as
descri bed above. 6. SendData out put Area,jgout putLength, inputArea, 10

i nput Lengt h, deatinationPort, tinmeOut, onError The SendData comrand causes

the Scr! pt .Fﬂ}gim ,t 9 rpci"%ﬁ}é rﬁ[l@t& '&ﬁ‘é&u‘“&d@{ﬁﬂ&ﬂa r-Eahedat'%o%m'nand Tag
communni cat i ons FUNCt on Tor transhi'sei on on the Corfmni catt ons port
identified BypalndedatmttoimasgedifnttherdPlohpafifanf the gunent 15 is
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is used to spe w | onag, ti_[]e d.a%a commninctgl_;[i oq%éfuncti on should wait
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returni ng arpearfaxmexbrizl ttilon. CIhearpiy pheethedr t thaoges ridre BXunent i s as

previously desfdd 4 : | 2 i nput Ar ea,
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t he PDSD ac tor .12 the swiping of _a magnetic siripe card through the
magnetic str E&f &haF r%’%fﬂé’r#\é%ra tﬁﬁbgfp’rce’s%‘?%gs%tf Qaé k’lé'ﬁ“bﬁf'cﬂﬁe' @Y board 14.
The ar gunentershierd Tagrel 4 ekt oori asad e |aqwssdd fhired hiad tdontsoripts, Ithus st of
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| ocati on mhe%%%%%?&%ei%ﬁ’é%?ﬁ%\?%ea%ypépgﬁ%/%ﬁwﬁ%éé]'géaxgéia eni]i'g ace
is stored, won xight. . This eieranakidons piacdde Auprastlhy ) wdwarem t he
event i $spl §0&0kddbd PRI FE 65 A hdth &MU hite B LS e Al | ghdPput Area

is kept 1n inputLength. The argunent tineOut 1s used to indicate how | ong
the wait formale diRM IRARLINAL spEWARS (REFCH Pmentne Sols AerRTDHed

above. fThus,a&&tsa:.«:‘éiiartg;;c Pto Bl & cerib ditilerite, cm%quma]grbﬂ@ w@ﬂ@l\g ahvw' de
range of APIg t erformany_ conputing, pr,0cess_or nciion, an e

Cor Paspondi ng R A S T prarh Ui S Tatp ' (B SRt i pt s
are stored ite tthee neniot yhardead nihecedgd® weit asf de conventBmabt Store 32
managed; By tdignpittd Pt Engine 30. This allows the Script Engine 30 to

retrieve the 15 script for interpretation when required, as well as to
update the script if new ones are received fromthe Host conmputer 22. Thus,

al t hough therfhit@ppligad i sehdmye e digy R MEeh USINOsy@tem| i nes of script
whi ch may nmeke it ir?racti al %o do oad over t.he sl chata 1g_:on’rmni cation
20 Iink avai PRITEPOER LS 1 hF ST BOgAPe s e THREEIEY oaded i n t he
CID prior to installation of the CIDin the field), it is practical to
repl acezgrral.f.hé)léﬁgsz of ’g%'?l Iols idlpgr%;m[e Sﬂéﬁ%d:&?é'l 141)e éﬁ{’ﬂﬂ ured in small
nodul es that can be repcl’ edéln VI ua?y W thout® the need to 25 repl ace
the entire PER%EIFirGrypit 4, random access memory (RAM) 6, flash
memory or Static RAM 8, a set of input/output (I/O) in the
form of LCD display or displays 10, a PDSD acceptor 12 (in
the form of a barcode reader, a magnetic stripe reader, a
30 smart card reader or the like), a keyboard 14 by which the
user, cashier or teller enters transaction details, a PIN
pad 16 by means of which the customer’s Persgonal
Identification Number or PIN can be entered, a printer 18
by means of which receipts and other information can be
35 printed, and a communications link 20 (typically through a
dial-out modem) to Host system 22.



Scripts can be witten to effect "housekeeping' actions, that is, the
receiving of new scripts fromthe host 22 and updating themin the Script
Store 32, storage and 30 retrieval of data in the transaction Data Store
34, exchanging data with the host system or systens 22, reading, verifying,
and aut henticating PDSDs such as magnetixs stripe, barcode or chip cards and
updati ng PDSDs, processing and conputing data, displaying data based on 35

rules encodeg, s "eihes s&ugtfn%@dgé'm&g% §CehihSndhid £001§81g4Pased On

rules in the script given con of the
Data Store SQIDl‘PPm'éhnséY@teIEnb‘Pﬂ‘ée@Ol%t%R@é %tﬁlemtmmrne& and

SUbsequent|ytﬁ@ﬂﬁe%@céhﬂntbffaéysiﬁszis thi-SudBPhychO0sehépn IS typically
used as a trans ctiop stor transaction | o According to this

embodi nent , %C?El%?sﬁ° FE@?ﬂeHn ERS st ID a2 cACERPERR ?ﬂﬂ1ﬂ?§??é??6n
Modul e (SAMof nm@rmﬁ-mlare déaeibestdeyctiived2abovet hespfitwase Dh the

generating Syt J0.bi 169 PASSCa0M USEL, LOPKL LOLONOBR OggRbLCal user

i nterface. prov screens by neans of
whi ch t he usapplpeations’ th& gueheoas Toedit acard hpayment r egfitwadef andt he

APl corr espogis NSet Pt Nen SPRTBEG: {@Qre a8)l, from this specification input,
the 15 SAM than generates the Script Lines which can be downl oaded into the

Scrlpt Engi ne for execution. Al Script Lines are devel oped in bl ocks or
modul eg'o. E@@:hpﬁeérpxhezﬁ@ﬂyletsﬁa@élﬁaagt@ BanHet Qélésrmtthénﬁmhes a
ver si on nunber n%%ﬁg tlng1 8 %e S nDdlfleg g w%ver5|on
nunber is as®Y o°¥ he A %rgc T RdefEREc t?ﬁ%t3 exe ke
nodul e i s unscuipysiaeatképed hydtaenstal@ton@dm4efdersrmmsauubenalThe SAM
al so includeg ?afH98££8Q by which the user defines 25 and manages the
0

menory area alTocationcand dat a types in the PDSDs on which the Script
Lines generated using the SAMare to operate. Each definition of the PDSD

nmenory asea gh! ks i efbb&ihéReKeeha@ssér tnﬁginaeﬁél.@a imptémbhgbaeash
version of the PDSD Data Deflnltlon 6%1 , has a, 30 ecific starting_date

from whi ch tT-F%ed%?Pn?ti-Bn i SORYPRELP %W%%r% BFURSAt ARAR %lss‘ét of
data el enentofleAsgetbDas, Latghagdat apdclompilée sntd ﬂa&mﬂéeﬁaﬂé 35

definition s eC|f|es 0. L o yte
of fsets froﬁg?he sf%r%ﬁﬁﬁsi%ﬁ%?g %%%? é% gﬁgt on)*gg %%5%5# P
type of dataisoamelkmgnted in- t¥8 maim 1@2ersona éndsthernGQMBonof bytes
used upshor { pi &ﬁ€£ a el h t start
and endzgat g?meg ﬂﬁ% B§EE&££? tﬂ%enlg g%&%%e%&§?ﬁ§%£bEﬁe EED
definition, %m@e%ut%ﬁﬂea FeﬁﬁFQh°§aFHDSSE?%+fi%hHaEﬂE'd%?@@r%ﬁénﬁennry

| ocation is gyptwabéecb@e HELtbMaREStHiLe 8PPthéativmodéE Eﬁ%isleper abl e

o ok ar o2 IR LARCBCAP nEPEaRavH R aRBF ST - ekel bt 7F hFaY haaRPBL Ber si on,
based on t hetheaCIBb2)ity
25
The Script Engine 30 includes an API exposed to the Other
Applications 28 on the CID 2; this exposed API is the
means by which the Other Applications 28 initiate
execution of the Script Engine 30. Transaction data is
30 sent to the Script Engine 30 via the exposed API for
additional procesgsing after or during processing by these
Other Applications 28. A typical processing steps start
with the Other Applications 28, in this case the credit
card payment application, in control of the CID 2,
35 instructing user to swipe the credit card through the
magnetic stripe reader PDSD acceptor 12 to initiate a

payment. When the card details have been read from the



10 of the locations as defined in the existing versions of PDDs. For
exanpl e, the SAM woul d prevent the user fromincluding an area of PDSD
menmory for use for a new data elenment if that area is already included as
part of an existing data elenment definition and the end date for that 15
the definition has not past. The SAM caniel so show the user avail abl e areas
of the PDSD nenory for a given period of time by checking the existing PDSD
versions for r o] dgngan a efinitions
that are vallgf‘ggrl)éﬁla ?%ghgg?|§ 1&E§Eg§§|0% Xng BQPEk§n§E§3?S|on has
been deflnedAPPhéCSANPBFISﬁé Pﬁem9§§rf96 @heaPE°§EF|§P kedensersdsed on the

sel ect ed PDDtneaaganthzhﬁeyssakalmq SChiERkri 8he0BAbLALNEE bAtBeeYd! kBeonly
during the period that at a el ements.it refers . to is valid accordlng to

t he PDD. Th|gagﬂﬁgFr3PREF§atﬁBBS8855?52EhFhgagﬂNFn$h§rEP5a§t&883 dasf al I ow
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el enment that ferpn isN o] unber
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prior art apbppéeneslmnér@830th5nﬁcyiatl893@h9n3ﬁonnﬁﬁtpepeﬁttappl|cat|ons

is based on BE%iBEEOEﬁtSQdEE'%S QEcEﬁ@D&KaWhEShdér@1%ﬁnéﬂ6ddu%hng
“directory’ I ndex' areas of the PDSD, such areas being set aside to

i ndi cate mhlEﬂcahHPﬁcHFPoﬁthAB§lngT%ﬁléﬁrFPFegaUr HfRFCRXBEPLE 0f the PDSD
menory. 1@chinppuaachastzbcdiong tbathecknNdhecsaft HumbeikOtbc8etefmine
relatively f| g and onge allogaﬁgd nnot be chagged eaS|Ié and

synchr oni sed™ HLEIBaﬁépFFcapib ed to_a,dispQupkoofnd g4F& SRRERP of
scripts u5|ngtbheaﬁANhnbhcuusébnsetecdisphayvandlom pudhér refletaatPDD t 0 be
associ at ed t t e e u tically
all ows the 3?%?atgg g&gkggrn@thgt : Q %én%gE?gFeZ%atgéyhgvaPB%gg of the
sane verS|onf§§mtﬁbesépéétEéanBSVeméﬁéﬁgﬁaﬁbeUPOEaéﬁmPBSDiRSSthﬁe ver si on

nunber encodgdriptiel. atkeond) thkOwsripe B8ginkO38Peekhynkheochihkes ber
handl i ng PDSEiPcontalnln gata recor ded 1Q acgording to ol der versions of

the PDD, suckhBPuFdl BefRgteRcBa¥Rert £RE SEPFanLFHe§°§BﬁéFStEHeby t he SAM
There are a paghentoprwegssthat this enbodi nent can handl e ol der versions

of the PDD: 15 (a) by ignoring old version data and overwiting the nmenory
| ocation with new data specified in the Script Lines generated by the SAM

(b) by savi n§hehécgliiptdatypicadlyr gevsetdnoAnssructipnst fucll Bs2 for

transm sgj onet @81 NPSIy SO A& L18YSd ega_@?co,%go,gé} {c) by altering the old
dat a accordlng t o 'sorfe processing rule encod in the Script Lines and

transferring®t RIERIPHaIBF I TERFRNER VCIVERYD S Ypecified in the new PDD
version. 25 Thaseybods RESUDE. aut omatical ly generated by the SAM duri ng
definition of a new version of the PDD. Upon such a conversion from an

ol der to a newer version, the PDSD is updated with the new PDD version
nunmber, whi cfhen&blied ofr ithesegereiptednaitrictionsevedl leeithieoIDf 2t e PDD

to 30 woy &¥ Wbl ¢t B8 PRSKe EQ&%d@?hggé uauS§ga@s”Q E%ﬁgtoﬁnp@ﬁgsdkﬁ
al l ocate used nenory areas o e rea Iocate for use by new
appllcat|0n59§§r&53 ﬂﬁ@ﬁ pamede REAYHMT-cat i ons are 35 introduced into the
C D 2. The Script Lines inplenenting new applications can be generated to
i nclude data tranifornatlo in the PRSD froELearIier vgrglons % t he
are made up o ¢cript Lines’, eac cript ne
being a series of bytes. Script Lines are arranged in an
30 array in sequence; each Script Line is referenced by a
Script Line Number. The syntax of the Script Line
comprises a ‘verb’ or action denoted by a Tag, followed by
the data or information with which the action is to be
carried out. Each verb generally corresponds to an API.
35 Following each verb in the script line are data to be
passed to the API, as well as condition handling

specifiers that indicate the next action to be taken



- 25 new version. The nenory can be allocated for Iimted periods of tine,
thus allowing themto be reused as and when required for new applications.
This technique for allocating nmenory allows PDSD nenory to be managed and 5
changed dynam cally w thout concerns that the CID applications will not be
able to cope with different versions ot PPSDs as applications change over
time. The inclusion of data definitions and data version 10 nanagenent

al gori t hs ggﬂgﬁsya%s e pAdedclhe. ATaTRORN o hbOEA0E ¥elH W O
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Scri pt Engi nef3¢henneké cipe2 orfagcencb@ddtedblen epcpcatpudogld&mehdgm oo

determ ne thghel Ee%ﬂ@.t%ﬁgs‘%ra'lﬁfe ':.h”%h@%&'e%& f&'el’:leﬂx%og%‘i%@ altohhe Script

Engi ne 30 are not the sane ae that the SCript Line nodile version that the
host 22 is notifying |t of, the Script Engine 30 automatically makes a

request 1@ thraehesh 1ewipgt %l’cra. ttqleL@N@L@a@lbhallth&htS@r ithiigli ne nmodul e
version. The g g own| Oi%ﬁ@@' tallns in ction tolﬁge iél’l ph ines to be
repl aced, ins&fYBgazd d. 1Thi% Or rofrd Wn 8ad 1*8dudé ¢ A% unber of
SCri pts to bé400v.vnl dadetdhmncé:ﬁampaenam Souw pta Baghnac Bi0c dls @relgralnmud

comuni catioRg Libdkfe 3R K ut 3 Q%ES%%lsgg_Pﬁnghn%hgoa %f“ﬂ‘i/g']% g@f{‘s%rlﬁpr at ed

in the SAM running on host e purpose ng the
Script Lines (éélﬁeﬂ'&!“@(!w rlgmattﬁ@ns(,tﬂ gpcewez@heAdmtm from itéve nodul e. This

Script Ewi nﬁewasrldm bha hest reATRWisly AFFLRENE 1l Qtﬁevh’hmlr GeL with all
t he virtual ui val ents of the CID devices_including disp af;;_ or displays,

keyboar d, pric pctersy toe 3¢5ePsr fremydhe kSYPPHrﬁéd 3?‘@ A% is used to
interpret andrgumente tHodloSeingt thiseq ‘joust as,t hesScrizpt aﬁﬂgl‘@e)3(irid1 t he

CID 2 woul d. sel, t hereb si.sted,in_de g.erroneous Script

Li nes and dev]e;f’opl ?’?’orl"IS %§8§15f°ﬁsnésw?‘&ﬁ' %:.ﬂ? 338 % *MEmote Cl Ds.
10 TYPI CAL Aaﬁgumﬂt@\lsrihltbeemanlmmoms Ldnhepdiumbegisar Ifpltheatviadme n,
for exanpj e, ;RCRERHH i%d g (Gl Rhe Ei38MBoskaXk! hatad digtdlon sgﬁtomer

relatio I p manageman ese areas the interaction
custoner at the Eepipt §nﬁ&e@ marlé SPREdNuee eXRGULdPBy At SCRABFgH iee of

scripts in t hamblel Bhat(than fie 40 diefitdtharAdni ?I‘.ﬁ.g;@nﬁﬂh%rpr Omshhm&rt\c;:\tﬁ, )
efficiently a m)telocatl u\g,g\g. 0 at onmyal.ca ns iC
may be Iim'té'g sﬁ'@é‘a‘ %ﬁé’[ﬁ' 208 uIL{% oFﬁﬁPl"% %P@@IS’ &3 e change
of CID softm@padltions) after the API has been invoked by the Script
25 Engine, the Script Engine will execute script line number
110, the second Destination Line Number.

The Script Line may be structured to always have the first
n characters in the script line indicate the Command Tag
30 and thereby identify the API that the Script Engine is to
invoke, followed by the arguments for the API, and
instructions on how to locate the next Script Line. The
following are examples of possible Script Lines in this
embodiment.
35
1. Display lineNo, columnNo, displayData, onError
The Display command instructs the Script Engine 30 to



Exanple 1 CID 2 has a paynent and |l oyalty application |oaded in which
custoners are awarded with 20~ di scount on every 3rd 25 transaction that
exceeds $50. As the shop's anniversary is in Septenber, retailer decides to
offer a special bonus to all custonmers whose birthday falls in Septenber.
30 The scripts are nodified and downl oadeg into the CID to check on each
custonmer's birthday during a payment transaction: on every paynent, t he

host replies ¥\/r*n_eg I es.
Script 35 thedrll!%h% sélg%gjdéila#%s t he appropri "hae{e massage | t e cust oner
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a

participate: if_custonmer s s no, script dose not check on customer'
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with Script Hngiieatihye a©bihicipBdeipt [oitte athes eSciip i ERfind imrukos
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rel ati onship S AR IE IO TR A ortf&e FEAHT ¥t sel ect ed
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trades done Q. %Pl | g1 AONG, dorilde $Gid Rip é&fm)enf‘@} dd\-S schene
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the Display API returns an error code of 0, the next

15 Script Line will be 60 if the error code returned is 1,
the next Script Line will be 75 if the error code returned
is 2, and the next Script Line will be 90 if the error

code returned is 3.

20 2. Keyboard numChars, inputArea, inputLength, dataType,
timeOut, onError
A Script Line with the Keyboard command instructs the
Script Engine 30 to accept input through the keyboard, and
to place the data in the memory location indicated by

25 inputArea. The number of characters to accept is
indicated by the inputlLength argument. The API waits for
a user input for the length of time indicated in the
argument timeOut. The argument in dataType indicates to
the API the data should be numeric only, or alphabetic

30 only, or may be either. The onError argument is as

described above.

3. ChipCard outputArea, outputLength, inputArea,
inputLength, onError

35 The ChipCard command instructs the Script Engine 30 to
output the data in the memory location indicated by
outputArea to the PDSD acceptor 12 (where the PDSD



30 A repl acenent script block is downl oaded into the CIDto effect this
change, such that the script algorithmnow nakes an additional check on the
PDSD data for the relevant transaction history information to determ ne the
35 custoner's entitlenent under the schene, and to update the PDSD with

I nformation of the current visit. - 2819Exanple 4 A Script Engine is
Integrated into e-wallets issued to custoners of the bank for use in PCs

over the Inter he ,S¢r i [ | s _used_t xecut.e ure _scripts
whi ch 5 havegﬁgghtﬁg.&?aﬁf’y&%ﬂ g%gd?gg#n“d#o%nfsﬁ‘gﬁedc%dt ﬁéggéroﬁn errand vi a

web pages whexperked PRSDhdsugefhipCeyd)untheonumbelr POSbytes ofiedater’'s PC
in order to ghiiget 1hudeaeed py2botbatrengtdnd eaipha-as aPeChdkbighbdr s
prices or other entitlenments. " OMng to ifs integration wwth the é-wallet,
10 scripts af@ AdWBY&8cXGLYTEnFeERAPEC.L8saptlDaRyYaipPyd ABSdeld &&dFect ed

é 0 thg_ PG Seahat,St%an rbepd»marr'ﬁla&hl ¥ rogl ehbedhapdada\gﬁboggaldeao irghe user
ependl ng on.t he page an t he ust o ctions .an roril e.

VoG 1 cati ontTREEAT = nan: 508 BETPRE PvBYERSN Otngone FEARIVELEREM cd by
;hose skil!edhanhEQCard.ibtpﬂacbd ﬁp dnﬁat&bngdp bhethboﬂ@:_hhdt this

i nvention is, gl b@ tt%?' t%n% E‘%F‘g.?)%r; b&@!k@r 3%@09?1%‘3%&.—9%%0% Qe wRY of

exanpl e her el nabove. method tor control 1 Aig a conputing
or el ectroni @8déepsiked agox®-operati ng system and digital processor, 5

conpri sijg: providing said device with one or nore scripts each conpri sing
one or nore script lines; providing said device wi,th a program for

i nt er preting%sai °§PPFﬁteﬂBﬁ§§°f0 %ﬁ@P&Fﬁeéacﬁe8F1§3F6°5§F%pt°PFFE?r

i ncl udes a r ehpeSeriptoBaginhed ipcorporatedl anoMmexpitesadon exaduatopecti ve
command tag bei %Qilorﬁdlt%%ttl Loadlad e3P EEL04S %”%1%&%&' “%@Jg'rtéés fon
application sSotftware modul es Fegiaent inosard dev C€, ereby onée Oor nore
of said 15 appkered: iotosdft,wand pdddess then riegulty oife thiey evadma tdfons dind

scripts 0 thak ﬁ@h@ﬁf\ib%%t%ﬂ ke eRREHALEHy2EH@r Q\izigalt_tﬂaaa! digeripts. 2. A

method as clainmed in Claim1, wherein said Script i nes 1 nclude one or

nor e ref er en@ETUPEDEALR tHepe*pxes8doro said application software nodul es
when i nvoked.

The Compute command causes the Script Engine 30 to pass
the algebraic expression contained in ‘equation’ to the

20 Expression Evaluator, which carries out the computation
specified in the right-hand side of the expression
‘equation’ and places the result in the memory location
specified by the argument in the left-hand side of the
expression in ‘equation’.

25
Optional argument resultSet, if present, containas a list
of one or more possible resulting values of evaluating the
expression. For each value in the resultSet list, a
corresponding Script Line Number is given in the

30 destinationSet list. The next Script Line Number that the
Script Engine executes is determined by the resulting
value of evaluating the expression. For example, if the
resultSet is '0,3,5,7’ and the destinationSet is
r45,60’90,105’, then - if the result of the expression

35 evaluation is 3 - the next ScriptLine Number to be
executed is 60.



3. Anethod as clainmed in either claim1l or 2, wherein each of said command
tags is indicative of respective 25 application nodule by neans of an
intermediary respective interface to said respective application nodule. 4.
A nmethod as clainmed in any one of the preceding clains, wherein said
program for interpreting said script 30 bpnes is invokable by neans of at

| east one of said application software nodules. 5. A method as clained in
any one of the p&g&g@lggt%h% iAo %T§EQL% thr%gkgglfor interpreting said
script 35 linés conprises irtda npu Cer cdnprls ng machi ne code

sof t war e. ThsOPréntAcmEFh@d gausles rhe Serdpy Gngioe Ble tor peedi de

clai nms, wher giqitaSaind o@%w%r@gmw %‘ﬁ% f,r%%t %ﬁetli@,her ¥l lcen g ga Qe tHe A
p0|nt Of sal e term nal as clainmed in any one O

precedi ng cl 8A%8 ORh&PS Pré-%tﬁrdé@l ceTll"se GH@P&EF'@WGI‘U&&SF@% d-ssé‘r‘iﬁs’t s or

sai d script Ebn&%t EheAprintodunstibnl Mhdw hel amdudt o©F dadaviteebes 10
operable to up gﬁ Sal% scripts or

nes renote
connunlcatloﬁ ¢ 9 TR REFRSECAS chanﬁbgﬁoflgFﬁPwﬁnﬁhéFeFﬁ sai d
updating i s Besedibedveboven nunbering whereby said programcan 15
deterntine by conparing a current version of a respective script or of one
or nore script lines and a proposed version to be | oaded into said device,

and to reque$t s&PBIDFFR CNFPYTAFeR; SNtPUSLEpISEd JBPYtdFeas newer than
Sahd PUFI@ntiﬂghﬁmﬁﬁgtﬁQ HQSEAFFQEB@?o&% CE@hE@ﬁt'”oﬁh%&FEQ whereln said
updating conpgl t er a fu acenent or .a partial replacenent,
determined b %ﬁ ﬁfnﬁ?ﬂﬁo§ 888,/ L0 SGript Engige tonpasg the
current scriﬂhtarlaCbumpdtmmea 2o thedehmanbbmmuhnacpaﬁbnalfh@ﬁh&@ﬁnent_is
feasi bl e or Egratggu iSRG RNt E§cL?:un1 cibds Aon%th d 5§I |¥pd in
any one of the prece ng clains, ] &eV|cg I's & ap

with 30 pers&h&ld@&ﬁaBGKGPa@@rGe@E@@meamd nﬂhﬁr?uﬁpugéewgth nrsum@nmersona

data stofsige 1gevise®s thS 1% ket tan cBminuf® chltibhgd fﬁﬁ%lt&ohnmbw Rere USI NG
a version nunber encoded in each respective personal data storage eV|ce

for tracki ng3MeHBty o35 datay £ ben theremi tEedy r A8¥e&ePHY FE&rPTotRe dat a

storage devi gecipiént is stored in the memory location specified by

inputArea, with the length of data received stored in the
memory location pointed to by inputLength argument. The
20 timeOut argument is used to specify how long the data
communications function should wait for a successful
transmiggion and receipt of data before giving up and
returning an error condition. The purpose of the onError
argument is as previously described.
25
7. WaitEvent eventType, eventOccurred, inputArea,
inputLength, timeOut, onError
The WaitEvent command allows the Script Engine 30 to fall
into a wait mode, waiting for specified events to occur.
30 These events include, for example, the insertion of a
amart card into the PDSD acceptor 12, the swiping of a
magnetic stripe card through the magnetic stripe card
reader, or the pressing of a key on the keyboard 14. The
argument eventType indicates the location that contains a
35 1list of types of events to wait for. The eventOccurred
argument indicates the location where the code indicating

the type of event that has taken place is stored, upon the



controlling the use of nultiple versions of said - 31 nenory allocation
so that nenory in said respective personal data storage device can be
redefined for different use over a period of tinme, wherein said version
nunber is automatically 5 performed and enbedded in said script |ines such
t hat said personal data storage devices gxe_autonatically updated fromold
to new nenory allocations by said script lines. 12. A nethod as clainmed in

any one of tQ%eR e&g&ﬁ_gx% # a%l ali min %rs%llrh%al (Aa%%rl | i es caerﬁtbelsusabl e
ent

in a plurality or fodel 5§61 ut| or elec ronic devicés. 13.
A net hod of PAplcededn dgpatiAceal tayldprt@ger mmbmrolo\fl bytes @fndalitaed igf

control ling 3nEeRRL@aC Qfép'ikfebﬁ;g 191r :.%b%‘i:&.re%@'t‘i—; dewhge a&%uﬁle?ﬂt”%‘i:de’bxﬁ:misone
of the precedln%OCIalnB I'nmpl ement i ng mar ket i ng progﬁﬁn1

i nvol ving a Wé€ &oofméc}ma:ta Ih|°ﬁ’g 13nr9er\=&eewear\=péﬂrngno:evepéc

devi ce aes cl gheednEr rdly adidtumehntCliadli @B Heseridedlaboireet hod of
I npl ementing a |oyalty and nmarketing programinvol ving a nethod of

controlling a renpte conputing or electronic device as clainmed in any one
of 25 cl ai nrs Thuise the BeriptmEnigdsheof3Oi mph-:ebentciomgtpapmldt t@pplxiocraldeoms at

a custoner i kel a%h o viAci,%si I%\éo%él B ner;gﬁp %ﬁnﬁ?@t %?_J é%e'?a% g enmote

conputing or el ect romc device as ains 1 to 12,
wher ei n sai d fuaesienco@ps ithe GP’@%’@PP@HF’@ G@W@éldcé'mr iasss Sexiigptcust omer

interacti®n g9%eCRanl theh W Rt enenting a conbi ned paynent 35
application and loyalty programinvol ving a nmethod of controlling a renote

conputing or electronic device as clained in any one of clains 1 to 12.
Scripts are stored in the memory area of the CID 2 get

aside as the Script Store 32 managed by the Script Engine
30. This allows the Script Engine 30 to retrieve the

15 script for interpretation when required, as well as to
update the script if new ones are received from the Host
computer 22. Thus, although the CID application may be
implemented using many lines of script which may make it
impractical to download over the slow data communication

20 1link available to the typical CID (and are hence typically
loaded in the CID prior to installation of the CID in the
field), it is practical to replace small blocks of the
script. The script can be structured in small modules
that can be replaced individually without the need to

25 replace the entire block of script.

Scripts can be written to effect ‘housekeeping’ actions,
that is, the receiving of new scripts from the host 22 and
updating them in the Script Store 32, storage and

30 retrieval of data in the transaction Data Store 34,
exchanging data with the host system or systems 22,
reading, verifying, and authenticating PDSDs such as
magnetic stripe, barcode or chip cards and updating PDSDs,
processing and computing data, displaying data based on

35 rules encoded in the scripts and printing receipts with

contents based on rules in the script.



- 32 18. A nethod of inplenmenting a conbined paynent application and

mar keti ng programinvol ving a nethod of controlling a renote conputing or
el ectronic device as 5 clained in any one of clains 1 to 12. 19. A nethod
of inplenenting a conbi ned paynent application, |oyalty program and

mar keti ng programinvol ving a method ot gentrolling a renote conputing or
10 electronic device as clained in any one of clains 1 to 12. 20. A

conmputi ng or pgle€&lhg %CE9§&5%§3%a§'n%}%QPgQQEQEOQQo%yihe”b%%%eg%gJtal

processor, conpr|S|n each CconprisSing “fore 15
script lines 34, pdogm: ﬁcwnpérﬁpeumng3§aﬁ¢ogeﬁlﬁathlwést whaer ien each of

sai d script th%%q'u@&'tlﬂe%e%tr el WS aeNByRhemm RRUr alnhy QlfenBQ:?TBnd tags,
sai d respect&ve cqQman %ggﬁﬁ%éag |nd|cat|ve of a respective 20 0ne of a
plurality of 856Fﬁ8&tﬂ§n NE8G a8 Pe§F&€ﬁP°tﬁ°§aP&°6@vP6é wher eby

one or N e tkranaadtdpnl logt.i on soft ware nodul es can be invoked by neans of
said scripts so that said device can be operated according to said scripts.
25 21. A systemfor generating scripts for use Wth the nethod of say one

of clains 7.Acgording? toAthist embadivleaitnedhierecliai mlad, proviideidng a scri pt

30 ad”‘n'Strﬁbenng@H!%cgﬁﬁknﬁdﬁlﬁh§%§ £l Bhe b AGS 0 Eﬁﬁ”imﬁﬁa@ﬁh&%d@ user

can input requirenments, wherein said systemis op &rabl asis of
sai d reqU|reﬁEnF?et9°§§néﬁ&¢@m92§cﬁpﬁttbﬁ ?@FPSF9 Péx Jenezpliagasicad pénd

execut i aro by Lanaas bafseaaloel lwse&r AMpu?d thFoufhS %S e ia%atle%%'eag scripts

adapt ed for ys t he f _an cl ai ns conprising a
host - gﬁﬁ%ﬁ&? p?& ¥3g95r§L8 ugers Wik Fo&F&nPfsgpa ver si on
bei ng operabberbensnbwrmbahsan¢ whdeht eheaudesC Bppd fiiesa thel Cdfimahdp! i ca

of sald devl #85s50ahlAknR" ALY kidrdasEohPihe A8 EoU2LERLEA120 o

corrected 5 the scripts ar
A A A Ah. AftheAEP?mAFdAFaAAfaAQSﬂanethhﬁ Apeeifisandonsfinpus, AkheAly. AOfy

. Af . Af. Afs A Bak EKeﬁAbeﬁe§%teAYtﬁE QH§1 W 1A883WPhich can be
#PC&4tySTA tnhb é Ugcaug U% cal cal] ca]caU]caU]ca]caU]ca]caU]ca
]caLﬂcaLﬂca URe&Pc %F FE&BFCEBF&&FC§8F05F8§P6&°# 11
Scrlpt Lines are developed in blocks or ‘modules’. Each
script module comprising a number of Script Lines has a
version number. Each time a script module is modified a
20 new version number is assigned to the modified script
module such that each script module is uniquely identified
by the script module version number.

The SAM also includes a function by which the user defines
25 and manages the memory area allocation and data types in
the PDSDs on which the Script Lines generated using the
SAM are to operate. Each definition of the PDSD memory
area allocation is tracked as a distinct version, such
that each version of the PDSD Data Definition (PDD), has a

30 specific starting date from which the definition is
effective.

Each PDD version contains a set of data element
definitions, such that each of the said data element

35 definition specifies the Starting Memory Location (SML,
typically in byte offsets from the starting memory address
location), a description of the type of data to be kept in
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manipulate data from PDSDs of the same version as the
selected PDD versgsion number. Each PDSD has the wversion
number encoded in it. The SAM allows the user to specify
the rules for handling PDSDs containing data recorded

10 according to older versions of the PDD, such rules being
encoded in the Script Lines generated by the SAM.

There are a number of ways that this embodiment can handle
older versions of the PDD:

15 (a) by ignoring old version data and overwriting the
memory location with new data specified in the Script
Lines generated by the SAM;

(b) by saving the old data in a transaction record in the
CID 2 for transmission to the host computer system 22; orx

20 (c) by altering the old data according to some processing
rule encoded in the Script Lines and transferring the old
data to new memory locations specified in the new PDD
version.

25 These rules can be automatically generated by the SAM
during definition of a new version of the PDD. TUpon such
a conversion from an older to a newer version, the PDSD is
updated with the new PDD versgion number, which enables
gcripts generated with the newer version of the PDD to

30 work with the PDSD.

This allows unused memory areas of PDSDs to be allocated
or used memory areas of PDSDs to be reallocated for use by
new applications as and when the new applications are

35 introduced into the CID 2. The Script Lines implementing
new applications can be generated to include data

transformation in the PDSD from earlier versions to the
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10 management algorithms within scripts to coordinate and
manage different versions of PDSDs with the application
gcripts provides an effective means of version control and
multi-application management such that the PDSD can be
used with various and changing application requirements

15 with a minimum of memory overheads in the PDSD, and allows
memory usage in the PDSD to be dynamically allocated and
reallocated on demand in a synchronised and coordinated
way .

20 It is also possible to manage Script Line module versions
in the CID 2, so that each CID is able to receive from the
host computer the correct Script Line module version that
it should receive. The Script Engine 30 in the CID 2 has
embedded in it a program logic to determine that if the

25 Script Line modules already loaded in the Script Engine 30
are not the same as that the Script Line module version
that the host 22 is notifying it of, the Script Engine 30
automatically makes a request to the host computer 22 to
download the latest Script Line module version. The

30 download contains instructions as to the Script Lines to
be replaced, inserted or removed. This form of download
reduces the number of scripts to be downloaded and thus
makes downloads practical over slow communications links.

35 A version of Script Engine 30 is also incorporated in the
SAM running on host computer 22, for the purpose of
validating the Script Lines generated from the Script
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would. The user is thereby assisted in detecting
erroneous Script Lines and developing error-free Script
Lines for download to remote CIDs.

10
TYPICAL APPLICATIONS
This embodiment is of particular application in, for
example, personalised marketing, customer loyalty and
general customer relationship management (CRM). In these

15 areas the interaction with a customer at the CID 2 is made
more effective and relevant through use of scripts in the
CID that can be modified and implemented promptly and
efficiently at remote locations through use of data
communications which may be limited in speed and which

20 would normally preclude remote change of CID software.

Example 1

CID 2 has a payment and loyalty application locaded in

which customers are awarded with 20% discount on every 3rd
25 transaction that exceeds $50.

As the shop’s anniversary is in September, retailer
decides to offer a special bonus to all customers whose
birthday falls in September.
30
The scripts are modified and downlocaded into the CID to
check on each customer’s birthday during a payment
transaction: on every payment, the host replies with a
‘flag’ that indicates whether customer qualifies. Script
35 then prints and displays the appropriate message if the
customer qualifies.
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not check on customer 8 birthday.

5

Example 2

A mobile phone with Java technology support is loaded with

Script Engine. The mobile phone allows a user to access a

bank’s services and enjoy various benefits according to

10 the customer’s overall relationship with bank.

A new scheme is introduced, which offers selected
customers special cash vouchers in the month of December

for any unit trust trades done over the mobile phone.

15
The script to implement this scheme is downloaded into the
mobile phone over the mobile telephone network, and is
automatically deactivated after December to make way for
new scripts implementing new schemes.

20

Example 3

The Script Engine running in the CID accesses each
customer’s PDSD to compute and offer to each customer
gifts and other forms of rewards based on the customer’s

25 profile and transaction history.

A new scheme is introduced, where customers who are
visiting the store for the second time in the week are
given a bonus.
30
A replacement script block is downloaded into the CID to
effect this change, such that the script algorithm now
makes an additional check on the PDSD data for the
relevant transaction history information to determine the
35 customer’s entitlement under the scheme, and to update the

PDSD with information of the current visit.
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entitlements. Owing to its integration with the e-wallet,
10 scripts are more secure and can access PDSD via PDSD

readers connected to the PC. Scripts can be dynamically

selected and downloaded to the user depending on the web

page and the customer actions and profile.

15 Modifications within the scope of the invention may be
readily effected by those skilled in the art. It is to be
understood, therefore, that this invention is not limited
to the particular embodiments described by way of example

hereinabove.
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device having an operating system and digital processor,
5 comprising:
providing said device with one or more scripts
each comprising one or more script lines;
providing said device with a program for
interpreting said script lines;

10 wherein each of said script lines includes a
respective one of a plurality of command tags, said
respective command tag being indicative of a respective
one of a plurality of application software modules
resident in said device, whereby one or more of said

15 application software modules can be invoked by means of
gsaid scripts so that said device can be operated according

to said scripts.

2. A method as claimed in claim 1, wherein said script
20 lines include one or more references to data to be passed

to said application software modules when invoked.

3. A method as claimed in either claim 1 or 2, wherein
each of said command tags is indicative of respective
25 application module by means of an intermediary respective

interface to said respective application module.

4. A method as claimed in any one of the preceding
claims, wherein said program for interpreting said script
30 lines is invokable by means of at least one of said

application software modules,

5. A method as claimed in any one of the preceding
claims, wherein said program for interpreting said script
35 1lines comprises a virtual computer comprising machine code

software.
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5 7. A method as claimed in any one of the preceding
claims, wherein said device is operable to update said
gcripts or said script lines.

8. A method as claimed in claim 7, said device is
10 operable to update said scripts or said script lines by

remote communication means.

9. A method as claimed in claim 7, wherein said updating
is based on version numbering whereby said program can

15 determine by comparing a current version of a respective
script or of one or more script lines and a proposed
version to be loaded into said device, and to request said
updating only if said proposed version is newer than said
current version.

20
10. A method as claimed in claim 9, wherein said updating
compriges either a full replacement or a partial
replacement, determined by comparing any proposed new
script or script lines with current script or script lines

25 to determine if a partial replacement is feasible or if a

full replacement is required.

11. A method as claimed in any one of the preceding
claims, wherein said device is adapted for use with

30 personal data storage devices and memory usage within said
personal data storage devices is performed on a time
limited basis involving:

using a version number encoded in each respective

personal data storage device for tracking memory

35 allocation within said respective personal data storage
device; and

controlling the use of multiple versions of said
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wherein said version number is automatically
5 performed and embedded in said script lines such that said
personal data storage devices are automatically updated

from old to new memory allocations by said script lines.

12. A method as claimed in any one of the preceding
10 claims, wherein said script lines can be usable in a
plurality of different models of computing or electronic

devices.

13. A method of implementing a loyalty program involving
15 a method of controlling a remote computing or electronic

device as claimed in any one of the preceding claims.

14. A method of implementing marketing program involving
a method of controlling a remote computing or electronic

20 device as claimed in any one of claims 1 to 12.

15. A method of implementing a loyalty and marketing

program involving a method of controlling a remote

computing or electronic device as claimed in any one of
25 eclaims 1 to 12.

16. A method of implementing payment applications at a
customer interaction device involving a method of
controlling a remote computing or electronic device as

30 c¢laimed in any one of claims 1 to 12, wherein said remote
computing or electronic device comprises said customer

interaction device.

17. A method of implementing a combined payment
35 application and loyalty program involving a method of
controlling a remote computing or electronic device as

claimed in any one of claims 1 to 12.
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5 claimed in any one of claims 1 to 12.

19. A method of implementing a combined payment
application, loyalty program and marketing program
involving a method of controlling a remote computing or

10 electronic device as claimed in any one of claims 1 to 12.

20. A computing or electronic device having an operating
gystem and digital processor, comprising:
one or more scripts each comprising one or more
15 script lines;
a program for interpreting said script lines;
wherein each of said script linesa includes a
respective one of a plurality of command tags, said
respective command tag being indicative of a respective
20 one of a plurality of application software modules
resident in said device, whereby one or more of said
application software modules can be invoked by means of
said scripts so that said device can be operated according
to said scripts.
25
21. A system for generating scripts for use with the
method of any one of claims 1 to 12.

22. A system as claimed in claim 21, including a script
30 administration module having a visual interface by means
of which a user can input requirements, wherein said
system is operable on the basis of said requirements to
generate a script or scripts for interpretation and
execution by means of said program.
35
23. A system for testing scripts adapted for use in the
method of any one of claims 1 to 12, compriging a host
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