Method and Apparatus for Consensus Verification
Cross-reference to related applications
[1] The present application is based on and claims priority to the Chinese Application No.
201710181068.8, filed March 24, 2017. the entire contents of which are incorporated herein by
reference.
Technical Field
[2] The present application relates to the field of computer technologies. and in particular. to
methods and apparatuses for consensus verification.
Background
[3] The blockchain technology can make data stored in a blockchain unchangeable and
decentralized. and thus has attracted attention since its emergence. Along with increasingly
in-depth research on the blockchain technology, a more secure data storage environment has been
realized with the blockchain technology. and moreover, the blockchain technology has been used
to achieve optimization of a variety of services. such as transaction services.
[4] At present, upon receiving a transaction request sent by a client, a blockchain node will store
the transaction request in itself. At the same time, the blockchain node will further broadcast the
transaction request to the other blockchain nodes in the consensus network, and the other
blockchain nodes will correspondingly store the received transaction request in themselves.
[5] In the consensus verification phase, a blockchain node first needs to obtain a plurality of
transaction requests from the transaction requests stored therein, and performs asymmetric
signature legality verification on these transaction requests. When it is determined that these
tfransaction requests pass the asymmetric signature legality verification, the blockchain node
packages these transaction requests into a pre-processed block and broadcasts it to other
blockchain nodes in the entire consensus network. Upon receiving the pre-processed block., the
other blockchain nodes first perform asymmetric signature legality verification on all the
transaction requests comprised in the pre-processed block, and when it is determined that these
transaction requests pass the asymmetric signature legality verification, perform consensus
verification on these transaction requests to determine whether it is necessary to store these
transaction requests in the form of a block in the blockchain.
[6] As shown in the above process, in the consensus verification phase. a blockchain node needs
to perform relatively complex processing on to-be-consensused transaction requests before it can
package these transaction requests into a pre-processed block and broadcast it to other blockchain
nodes in the consensus network. Other blockchain nodes also need to perform processes on the
pre-processed block before they can perform consensus verification on the transaction requests

comprised in the pre-processed block. According to the prior art, therefore, the process involved



in the consensus phase is relatively complicated. and the consensus process takes too much time,
which consequently lowers the efficiency of consensus verification in blockchain transactions.
Summary

[7] Embodiments of the present application provide exemplary systems and methods for
consensus verification to at least mitigate the low efficiency consensus verification in blockchain
transactions in prior art.

[8] According to one aspect. a method for consensus verification implementable by a first
blockchain node in a consensus network may comprise: receiving a transaction request from a
client, and performing a first security verification on the transaction request; in response to
determining that the transaction request passes the first security verification, storing the
transaction request, and broadcasting the transaction request to each of second blockchain nodes
in the consensus network, causing the each second blockchain node to store the transaction
request in response to the second blockchain node determining that the transaction request passes
a second security verification: performing pre-processing on at least one stored transaction
request in response to determining that a preset condition is satisfied, to obtain and store a
pre-processed block; and broadcasting the obtained pre-processed block to the second blockchain
nodes, causing the second blockchain nodes to perform consensus verification on the obtained
pre-processed block.

[9] According to another aspect, a method for consensus verification implementable by a second
blockchain node may comprise: receiving a transaction request broadcast by a first blockchain
node. and performing a second security verification on the transaction request: in response to
determining that the transaction request passes the second security verification. storing the
transaction request: and in response to receiving a pre-processed block broadcast by the first
blockchain node. performing consensus verification on the pre-processed block.

[10] Embodiments of the present application provide an apparatus for consensus verification.
comprising: a receiving module configured to receive a transaction request from a client. and
perform a first security verification on the transaction request: a storing module configured to
store. when determining that the transaction request passes the first security verification, the
transaction request. and broadcast the transaction request to each second blockchain node. such
that the each second blockchain node stores the transaction request when determining that the
transaction request passes a second security verification: a pre-processing module configured to
perform pre-processing on at least one stored transaction request when determining that a preset
condition is satisfied, to obtain and store a pre-processed block: a grabbing module configured to
grab. when carrving out consensus verification, a pre-processed block and broadcast it to all

second blockchain nodes in the consensus network. to perform consensus verification on the
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grabbed pre-processed block through all the second blockchain nodes.

[11] According to another aspect. an apparatus in a consensus network for consensus verification
may comprise a processor and a non-transitory computer-readable storage medium storing
instructions that, when executed by the processor. cause the apparatus to perform a method. The
method may comprise: receiving a transaction request from a client, and performing a first
security verification on the transaction request; in response to determining that the transaction
request passes the first security verification. storing the transaction request. and broadcasting the
transaction request to each second blockchain nodes in the consensus network. causing the each
second blockchain node to store the transaction request in response to the second blockchain
node determining that the transaction request passes a second security verification; performing
pre-processing on at least one stored transaction request in response to determining that a preset
condition is satisfied, to obtain and store a pre-processed block: and broadcasting the obtained
pre-processed block to the second blockchain nodes, causing the second blockchain nodes to
perform consensus verification on the obtained pre-processed block.

[12] According to another aspect. a first blockchain node in a consensus network may comprise a
plurality of the apparatuses and at least one transaction memory. The each apparatus may
comprise a processor and a non-transitory computer-readable storage medium storing instructions
that, when executed by the processor, cause the apparatus to perform a method. The method may
comprise; receiving a transaction request from a client, and performing a first security
verification on the transaction request: in response to determining that the transaction request
passes the first security verification, storing the transaction request. and broadcasting the
transaction request to each second blockchain nodes in the consensus network, causing the each
second blockchain node to store the transaction request in response to the second blockchain
node determining that the transaction request passes a second security verification; performing
pre-processing on at least one stored transaction request in response to determining that a preset
condition 1s satisfied. to obtain and store a pre-processed block: and broadcasting the obtained
pre-processed block to the second blockchain nodes. causing the second blockchain nodes to
perform consensus verification on the obtained pre-processed block.

[13] According to another aspect. an apparatus for consensus verification may comprise a
processor and a non-transitory computer-readable storage medium storing instructions that, when
executed by the processor. cause the apparatus to perform a method. The method may comprise:
receiving a transaction request broadcast by a first blockchain node. and performing a second
security verification on the transaction request; storing, in response to determining that the
transaction request passes the second security verification. the transaction request; and

performing consensus verification, in response to receiving a pre-processed block broadcast by
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the first blockchain node, on the pre-processed block.

[14] According to another aspect. a second blockchain node may comprise a plurality of the
apparatuses and at least one transaction memory. The each apparatus may comprise a processor
and a non-transitory computer-readable storage medium storing instructions that, when executed
by the processor, cause the apparatus to perform a method. The method may comprise: receiving
a transaction request broadcast by a first blockchain node. and performing a second security
verification on the transaction request: storing. in response to determining that the transaction
request passes the second security verification, the transaction request: and performing consensus
verification, in response to receiving a pre-processed block broadcast by the first blockchain node,
on the pre-processed block.

[15] Embodiments of the present application provide an apparatus for consensus verification,
comprising: a request receiving module configured to receive a transaction request broadcast by a
first blockchain node, and perform a second security verification on the transaction request; a
request storing module configured to store. when determining that the transaction request passes
the second security verification, the transaction request; a verifying module configured to
perform consensus verification, when receiving a pre-processed block broadcast by the first
blockchain node. on the pre-processed block.

[16] In some embodiments of the present disclosure, upon receiving a transaction request from a
client, a first blockchain node may perform a first security verification on the transaction request,
instead of waiting for the consensus verification phase to perform a first security verification on
the transaction request. which greatly simplifies the consensus verification. Moreover, before the
consensus verification phase, the first blockchain node can obtain at least one transaction request
from the transaction requests stored in itself. and process the obtained transaction requests to
obtain a pre-processed block. In this way. the first blockchain node can directly broadcast. in the
consensus verification phase. the previously obtained pre-processed block to all second
blockchain nodes in the consensus network, which greatly simplifies the process in the consensus
verification phase, shortens the time consumed in the consensus verification phase, and improves
the consensus efficiency for blockchain transactions.

Brief Description of the Drawings

[17] The accompanying drawings described herein are used to provide a further understanding of
the present disclosure. The illustrative embodiments and description thereof are merely
exemplary and do not limit the present disclosure. In the accompanying drawings:

[18]Fig. 1 is a schematic diagram of a consensus verification process according to an
embodiment of the present disclosure;

[19]Fig. 2 is a schematic diagram of a detailed process of asymmetric signature legality
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verification performed by the entire consensus network on a transaction request according to an
embodiment of the present disclosure

[20]Fig. 3 is a schematic diagram of determining a to-be-verified characteristic value according
to an embodiment of the present disclosure;

[21]Fig. 4 is a schematic diagram of a server cluster according to an embodiment of the present
disclosure:

[22]Fig. 5 is a schematic diagram of an apparatus for consensus verification according to an
embodiment of the present disclosure: and

[23]Fig. 6 is a schematic diagram of another apparatus for consensus verification according to an
embodiment of the present disclosure.

Detailed Description

[24] At present, a process in which a blockchain node performs transaction processing is
substantially as follows: a client sends a transaction request to a blockchain node, and the
blockchain node sends the received transaction request. in a broadcasting form. to other
blockchain nodes: and the other blockchain nodes store the received transaction request. The
blockchain node that sends the transaction request to the other blockchain nodes also stores the
transaction request in itself.

[25]In a consensus network formed by blockchain nodes. each blockchain node has right to
initiate a consensus request to other blockchain nodes. A blockchain node can sort transaction
requests stored in itself in an order to obtain a transaction request queue and generate a Hash
value for the transaction request queue. Subsequently. the blockchain node can package the
transaction request queue and the Hash value into a pre-processed block, and sends the
pre-processed block, in a broadcasting form. to other blockchain nodes for consensus
verification.

[26]In a consensus verification process. upon receiving the pre-processed block. the other
blockchain nodes perform security verification, such as asymmetric signature legality verification,
on all transaction requests comprised in the pre-processed block. For example. a blockchain node
may resolve all transaction requests comprised in the pre-processed block according to a public
key that it possesses. to verify whether each transaction request is a legal transaction request.
[27] Furthermore. whenever a blockchain node receives a transaction request from a client, the
blockchain node broadcasts the transaction request to other blockchain nodes. and therefore, each
blockchain node may generally store in itself transaction requests received by the entire
consensus network. On the basis of this, upon receiving the pre-processed block, the other
blockchain nodes will perform Hash integrity verification on all transaction requests in the

pre-processed block. Namely, a blockchain node can find transaction requests comprised in the



pre-processed block from the transaction requests stored in itself, and sort the found transaction
requests in a sequence that the transaction requests are arranged in the pre-processed block to
obtain a transaction request queue. Subsequently. the blockchain node can generate a Hash value
for the transaction request queue. and then compare the obtained Hash value with the Hash value
comprised in the pre-processed block to determine whether the transaction requests in the
pre-processed block have been altered.

[28] According to the security verification and Hash integrity verification performed on the
pre-processed block, each blockchain node will obtain its own verification result regarding
whether the pre-processed block is legal as a whole and broadcast the verification result obtained
by itsell. in a broadcasting form, to other blockchain nodes.

[29] According to the verification results sent by the other blockchain nodes and the verification
result obtained by itself regarding the pre-processed block. each blockchain node will obtain
comprehensive verification results by all blockchain nodes in the entire consensus network
regarding whether the pre-processed block passes, and broadcast the obtained comprehensive
verification result. in a broadcasting form again. to the other blockchain nodes.

[30] Upon receiving the mutually broadcast comprehensive verification results, each blockchain
node in the consensus network will further determine whether most of the comprehensive
verification results obtained by all blockchain nodes in the consensus network are that the
verification is passed. If yes, all transaction requests in the pre-processed block are stored in their
own blockchains in the block form: if no. it is determined that the transaction requests in the
pre-processed block do not pass the consensus verification,

[31] According to the process above. when a blockchain node performs consensus verification on
transaction requests according to the prior art. the consensus verification process is relatively
complicated. and the consensus verification process takes too much time. which leads to a low
transaction processing efficiency of blockchain transactions.

[32] To effectively solve the above problem, a first blockchain node as disclosed can perform
security verification and generate a pre-processed block prior to the consensus verification phase.
In other words. the first blockchain node can perform at least a part of the process involved in the
consensus verification phase of the prior art prior to the consensus verification phase, which
greatly simplifies the consensus verification process. shortens the time consumed in the
consensus verification phase, and improves the consensus verification efficiency for blockchain
transactions.

[33] The described embodiments herein are merely exemplary. All other embodiments obtainable
by a person skilled in the art without inventive effort and on the basis of the embodiments shall

be encompassed by the present disclosure.
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[34] Fig. 1 i1s a schematic diagram of a consensus verification process according to an
embodiment of the present disclosure. The consensus verification process may be implementable
by a first blockchain node and may comprise the following steps:

[35]S101: receiving a transaction request from a client, and performing a first security
verification on the transaction request.

[36] In some embodiments, in a transaction processing process, a user may send a transaction
request to a first blockchain node through a client installed in a terminal. For example. the user
fills corresponding transaction processing contents in an interface presented at the client, the
client generates a corresponding transaction request according to the transaction processing
contents filled by the user in the interface, and then sends the transaction request to the first
blockchain node via the terminal. The user may also fill corresponding transaction processing
contents in a user terminal held by his/her own, while the terminal generates a corresponding
transaction request according to the transaction processing contents filled by the user, and then
sends the transaction request to the first blockchain nodes in the consensus network. Here. the
terminal mentioned herein may be an apparatus like computer. tablet. smart phone, etc.

[37]In some embodiments, a consensus network comprises a plurality of blockchain nodes, while
the first blockchain node mentioned may refer to a blockchain node that receives a transaction
request from a client. The blockchain nodes other than the first blockchain nodes may be referred
to as second blockchain nodes. The first blockchain node and the second blockchain node are
relative concepts. A blockchain node that receives a transaction request from a client may be a
first blockchain node. while a blockchain node that receives the transaction request sent by the
first blockchain node in a broadcasting form may be referred to as a second blockchain node.
Since all blockchain nodes in a consensus network can receive a transaction request from a client,
all blockchain nodes are substantially first blockchain nodes or second blockchain nodes. The
difference between first blockchain node and second blockchain node may be dependent on from
where a transaction request is received.

[38] According to the prior art. when receiving a transaction request from a client, a first
blockchain node usually stores the transaction request directly in itself. In this process. the first
blockchain node does not perform any verification on the transaction request. On the other hand.,
a verification process is usually performed in the consensus verification phase. In a consensus
verification process, all blockchain nodes in the consensus network first perform security
verification, such as asymmetric signature legality verification, including RSA
(Rivest-Shamir-Adleman cryptosystem) and the like, on all transaction requests comprised in a
pre-processed block broadcast by the first blockchain node to verify whether the transaction

requests comprised in the pre-processed block are legal. Subsequently. all blockchain nodes in
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the consensus network will verify the content of each transaction request. The verification may
be carried out in the form of Hash integrity verification.

[39] When the above two verifications are completed, the blockchain nodes in the consensus
network will further perform consensus according to the verification results obtained after the
verifications are performed on the pre-processed block, and then decide whether the transaction
requests comprised in the pre-processed block can be written into the blockchain.

[40] As such. in a consensus verification process. a consensus network needs to have three phases.
including security verification. Hash integrity verification. and consensus of verification results,
on all transaction requests comprised in the above pre-processed block. Due to these three phases.
the consensus verification process according to the prior art takes too much time and
consequently lowers the efficiency of consensus verification on blockchain transactions.

[41] To effectively solve the above problem, in the present disclosure, the security verification in
the consensus verification can be performed prior to the consensus verification, thereby
simplifying the entire consensus verification process, improving the consensus verification
efficiency. and then improving the transaction processing efficiency for blockchain transactions.
[42] For example. upon receiving a transaction request from a client, a first blockchain node may
perform a first security verification on the transaction request. In one embodiment, the first
security verification may be asymmetric signature legality verification, while the asymmetric
signature legality verification herein may be implemented through an asymmetric encryption
algorithm, such as RSA encryption algorithm. Therefore. when the client sends the transaction
request to the first blockchain node. the client can encrypt the transaction request through a
private key held thereby. and the first blockchain node can. upon receiving the transaction request.
resolve the transaction request through a public key held thereby and verify the resolved content.
[43]In some embodiments. when the client sends the transaction request to the first blockchain
node. it may send the public key for resolving the transaction request in the transaction request.
Upon receiving the transaction request, the first blockchain node can resolve the transaction
request according to the public key comprised in the transaction request. The first blockchain
node can also acquire the public key from the client in advance. Correspondingly. when the client
sends the transaction request to the first blockchain node. the first blockchain node can resolve
the transaction request through the public key that is acquired in advance.

[44] In some embodiments, the first security verification described above refers to a security
verification performed by the first blockchain node on the above transaction request. and the
second security verification described later refers to a security verification performed by a second
blockchain node on the above transaction request. The verification manners adapted by the first

security verification and the second security verification may be the same verification manner,
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e.g.. asymmetric signature legality verification in both cases. Therefore, the first security
verification described herein and the second security verification described later may be used to
determine which blockchain node performs security verification on the above transaction request.
[45]S102: in response to determining that the transaction request passes the first security
verification, storing the transaction request, and broadcasting the transaction request to each
second blockchain nodes in a consensus network, causing the each second blockchain node to
store the transaction request in response to the second blockchain node determining that the
transaction request passes a second security verification. The consensus network may comprise
the first blockchain node and the second blockchain nodes.

[46] When determining that the transaction request passes the first security verification. the first
blockchain node can store the transaction request. When determining that the transaction request
does not pass the first security verification, the first blockchain node does not store the
transaction request and can send a prompt to the client that the transaction request fails in
acceptance. Upon receiving the prompt. the client can present it to the user. such that the user
re-edits the transaction request and sends it to the first blockchain node via the client.

[47] Moreover, upon receiving a transaction request from a client. the first blockchain node can
send the transaction request in a broadcasting form to all second blockchain nodes. The all
second blockchain nodes herein may be blockchain nodes in the consensus network other than
the first blockchain node. Upon receiving the transaction request, all second blockchain nodes
can perform the second security verification on the transaction request to decide whether to store
the transaction request. as shown in Fig. 2.

[48] Fig. 2 is a schematic diagram of a detailed process of security verification performed by the
entire consensus network on a transaction request according to an embodiment of the present
disclosure.

[49] With transaction transactions as an example. when a user needs to carry out a balance
transfer transaction, a transfer object can be selected in a client installed on a terminal. and a
transfer amount is input. According to the content input by the user. the client generates a
corresponding transaction request and sends the transaction request into a first blockchain node,
wherein the client can encrypt the transaction request with a private key held thereby and send
the encrypted transaction request into the first blockchain node.

[50] Upon receiving the transaction request from the client, the first blockchain node can decrypt
the transaction request (e.g., by performing a first security verification on the transaction request)
through the public key carried in the transaction request (the first blockchain node can acquire
the public key from the client in advance) to obtain account addresses of the transaction parties

involved in the transaction request. and then to verify whether the account addresses of the
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transaction parties are legal. When determining that the account addresses of the transaction
parties involved in the transaction request are both legal accounts. and that the amount in the
account of the transaction initiating party is greater than or equal to the transfer amount involved
in the transaction request. the first blockchain node determines that the transaction request passes
the first security verification and then stores the transaction request in a transaction memory
corresponding to the first blockchain node. The storage of the transaction request by the first
blockchain node in the transaction memory may be equivalent to accepting the transaction
request. If the first blockchain node determines that the transaction request does not pass the first
security verification, on the other hand. the first blockchain node refuses to accept the transaction
request. namely does not store the transaction request in a transaction memory corresponding to
itself.

[51] Moreover, upon receiving the transaction request, the first blockchain node can send the
transaction request in a broadcasting form to other blockchain nodes in the consensus network,
e.g.. all the second blockchain nodes. Upon receiving the transaction request. all second
blockchain nodes can perform the second security verification on the transaction request. When
determining that the transaction request passes the second security verification. each second
blockchain node stores the transaction request in a transaction memory corresponding to itself to
accept the transaction request: similarly, when determining that the transaction request does not
pass the second security verification, the second blockchain node does not accept the transaction
request.

[52]In some embodiments, all blockchain nodes and all transaction memories in the consensus
network can achieve data transmission via a preset piece of distributed middleware. For example.
when determining that the transaction request passes the first security verification. the first
blockchain node can send the transaction request to the distributed middleware. and the
distributed middleware can send. according to the node identifier of the first blockchain node. the
transaction request to the transaction memory corresponding to the first blockchain node for
storage.

[53]S103: performing pre-processing on at least one stored transaction request in response to
determining that a preset condition is satisfied, to obtain and store a pre-processed block.

[54] To simplify the process of consensus verification for blockchain transactions. shorten the
time consumed in consensus verification. and improve the consensus verification efliciency, the
first blockchain node performs pre-processing on transaction requests to obtain a pre-processed
block before performing consensus verification on transaction requests stored in itself. As a result,
the pre-processed block is directly broadcast. in the consensus verification process. to all second

blockchain nodes in the consensus network for consensus verification.
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[55]In one example. when determining that a preset condition is satisfied. the first blockchain
node can obtain at least one transaction request from the transaction memory corresponding to
itself, and perform consensus on these transaction requests through the entire consensus network
in a subsequent process.

[56] Herein, when determining that the current moment reaches a set time period for obtaining a
next transaction request, the first blockchain node determines that the request obtaining condition
is satisfied. obtains at least one transaction request from the transaction memory corresponding to
itself. and performs pre-processing on the obtained at least one transaction request. Moreover, the
above preset condition may also be other conditions. For example. when monitoring and
determining that a transaction request in the transaction memory reaches a set storage time, the
first blockchain node determines that the transaction request satisfies the preset condition.
Subsequently, the first blockchain node can perform pre-processing on all transaction requests
that satisfy the preset condition and obtain corresponding pre-processed blocks. The preset
condition herein may also be in other forms.

[57]In the process of obtaining transaction requests from a transaction memory, the first
blockchain node can obtain a plurality of transaction requests from the transaction memory
corresponding to itself according to transaction type priorities. For example, the first blockchain
node can set a transaction type as a boundary, and obtain all transaction requests with a
transaction type priority above the boundary from the fransaction memory.

[58] When performing consensus on transaction requests through a consensus network. the first
blockchain node can select a transaction and obtain all transaction requests corresponding to the
transaction from the transaction memory, wherein the first blockchain node can select
transactions randomly or in an order. Alternatively, the first blockchain node can obtain a
plurality of transaction requests from the transaction memory in a temporal order in which the
transaction requests enter the transaction memory. The first blockchain node can obtain
transaction requests by following other criteria, which will not be described in detail herein.

[59] After obtaining the transaction requests, the first blockchain node can determine, according
to a preset characteristic value determination rule. a sub-characteristic value corresponding to
each transaction request, respectivelv. For example. when the preset characteristic value
determination rule is a Hash algorithm, the first blockchain node can determine a sub-Hash value
corresponding to each transaction request. respectively. When the preset characteristic value
determination rule is a Message Digest Algorithm (MDS3). the first blockchain node can
determine a sub-MD3 value corresponding to each transaction request. respectively.

[60] After determining a sub-characteristic value corresponding to each transaction request. the

first blockchain node can determine, according to an order of the determined sub-characteristic
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values and transaction requests, a to-be-verified characteristic value uniquely corresponding to
the transaction requests.

[61]Here, the to-be-verified characteristic value may uniquely correspond to the transaction
requests as a whole. For example, when the content of one of the transaction requests changes,
the to-be-verified characteristic value will change accordingly. The order of the transaction
requests may be an order set by the first blockchain node, or may be determined according to the
order of the transaction requests in the transaction memory. An exemplary manner in which the
first blockchain node determines the to-be-verified characteristic value is shown in Fig. 3.

[62] Fig. 3 is a schematic diagram of determining a to-be-verified characteristic value according
to an embodiment of the present disclosure.

[63] As shown in Fig. 3, in some embodiments. the characteristic value determination rule used
by the first blockchain node includes a Hash algorithm. Assume that the first blockchain node
obtains four transaction requests from all the transaction requests stored in itself, and these four
transaction requests are arranged in an order shown in Fig. 3. After the first blockchain node
determines four sub-Hash values corresponding to these four transaction requests. respectively,
the four sub-Hash values (Hash1, Hash2, Hash3. Hash4) can be placed on four leaf nodes of an
Merkle tree sequentially from left to right according to the order of these four transaction
requests, and based on which non-leaf nodes (Hash5. Hash6) and the root node (Hash7) of the
Merkle tree can be determined. Subsequently. the first blockchain node can determine the root
node Hash7 of the Merkle tree to be a to-be-verified characteristic value uniquely corresponds to
these four transaction requests.

|64] The method to determine the to-be-verified characteristic value described above is not
unique, and the first blockchain node may also use other manners, as long as it ensures that the
to-be-verified characteristic value uniquely corresponds to all transaction requests in a certain
order.

|65] After determining the to-be-verified characteristic value uniquely corresponding to all
transaction requests (e.g.. the at least one transaction request obtained from the transaction
memory), the first blockchain node can package the to-be-verified characteristic value and all
transaction request identifiers (e.g.. for a transaction transaction. a transaction transaction
identifier could be a serial number of a transaction) corresponding to all the transaction requests
into a pre-processed block. wherein the first blockchain node can sort all the transaction request
identifiers in the above order of the transaction requests to obtain a transaction request identifier
queue and store the transaction request identifier queue in the pre-processed block.

[66] After determining the above pre-processed block. the first blockchain node can store the

pre-processed block into a transaction memory corresponding to itself. When the consensus
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verification phase begins. the first blockchain node can obtain the pre-processed block from the
transaction memory. and broadcast the pre-processed block to all second blockchain nodes in the
consensus network for consensus verification, wherein the first blockchain node can mix the
pre-processed block with all transaction requests for storage in the transaction memory
corresponding to itself, or can divide a designated memory region in the transaction memory and
store the pre-processed block in the designated memory region.

[67]S104: broadcasting the obtained pre-processed block to the second blockchain nodes,
causing the second blockchain nodes to perform consensus verification on the obtained
pre-processed block.

[68]In the consensus verification, the first blockchain node can obtain a pre-processed block
from the pre-processed blocks corresponding to the previous pre-processing of all transaction
requests and stored in itself, send, via broadcasting. the pre-processed block to other blockchain
nodes (e.g.. all second blockchain nodes) in the entire consensus network. and then perform
consensus verification on all the transaction requests corresponding to the pre-processed block
through the consensus network.

[69]In one example. the first blockchain node can broadcast the above pre-processed block to all
the second blockchain nodes in the consensus network. For each second blockchain node, on the
other hand, the second blockchain node can resolve the pre-processed block upon receiving the
pre-processed block from the first blockchain node, to determine transaction request identifiers of
all transaction requests comprised in the pre-processed block.

[70] The second blockchain nodes can further determine all transaction requests corresponding to
the transaction request identifiers from all transaction requests stored in themselves, and
determine. according to a preset characteristic value determination rule. a sub-characteristic value
corresponding to each transaction request. respectively. wherein the characteristic value
determination rule used by the second blockchain nodes may be the same as the one of the first
blockchain node.

[71] After determining a sub-characteristic value corresponding to each transaction request, the
second blockchain nodes can determine, according to an order of the transaction request
identifiers (e.g.. the order of all the transaction request identifiers in the transaction request
identifier queue) and all sub-characteristic values. a characteristic value uniquely corresponding
to all the transaction requests as a whole, and then compare the characteristic value with the
to-be-verified overall characteristic value in the pre-processed block. When these two
characteristic values are identical. it can be determined that the contents of these transaction
requests to be consensus-verified by the first blockchain node are not altered, namely it is

determined that these transaction requests pass the Hash integrity verification, wherein the
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second blockchain nodes can determine the order of all the transaction request identifiers
according to the order of all the transaction request identifiers comprised in the pre-processed
block.

[72] Each second blockchain node can perform the Hash integrity verification on the above
pre-processed block according to the above method, and obtain respective verification result
regarding the pre-processed block. Subsequently, each second blockchain node can send the
respectively obtained verification result in a broadcasting form to other blockchain nodes in the
consensus network. Upon receiving each mutually broadcast verification result, each blockchain
node in the consensus network can obtain, according to the received verification results and its
own verification result. a comprehensive verification result regarding whether the pre-processed
block passes verification by all blockchain nodes in the consensus network, and broadcast the
obtained comprehensive verification result to other blockchain nodes in the entire consensus
network again.

[73] Upon receiving the mutually broadcast comprehensive verification result, each blockchain
node in the consensus network can further determine whether most of the comprehensive
verification results obtained by all blockchain nodes in the entire consensus network are that the
verification is passed. If yes, the blockchain node writes transaction requests corresponding to the
transaction request identifiers comprised in the pre-processed block into a block for storage. and
further writes the block into the blockchain stored in itself according to the temporal order:; if no,
the blockchain node determines that the transaction requests corresponding to the pre-processed
block do not pass the consensus verification by the consensus network and refuses to write the
transaction requests into the blockchain,

[74] After the blockchain node (the blockchain node herein may be a first blockchain node or a
second blockchain node) stores all the transaction requests in the form of a block in the
blockchain. the storage space occupied by these transaction requests in their respective
transaction memories can be released. and these transaction requests are transferred to a database
for storing historical transaction requests.

[75] From the above method. it can be seen that, upon receiving a transaction request from a
client. a first blockchain node may perform a first security verification on the transaction request.
and after determining that the transaction request passes the first security verification. store the
transaction request. Subsequently, the first blockchain node may perform pre-processing on at
least one transaction request of its own to obtain a pre-processed block, and store the
pre-processed block. As a result. in the process of carrying out consensus verification. the first
blockchain node may directly obtain a pre-processed block obtained previously before the

consensus verification phase, and broadcast the pre-processed block to other blockchain nodes in
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the consensus network for consensus verification. which greatly simplifies the process in the
consensus verification phase. shortens the time consumed in the consensus verification phase,
and thus improves the consensus verification efficiency of blockchain nodes. and improves the
consensus verification efficiency for blockchain transactions.

[76]In some embodiments, to further improve the consensus verification efficiency for
blockchain transactions, all blockchain nodes in the consensus network (e.g.. the first blockchain
node and all second blockchain nodes) may also receive. store. verify, and pre-process the above
transaction requests via a server cluster. In other words. a blockchain node may consists of an
individual device in the prior art, but in the present disclosure. the blockchain node may comprise
aserver cluster. All servers in the server cluster may have the same hierarchy level, or may be
provided to particularly process designated tasks, while all servers in the server cluster share the
same node configuration. For example. all servers can share one node identity (ID), point to point
routing table, a node’s asymmetric public and private keys. and other node configuration. From
an external point of view, therefore. all actions and instructions sent by the servers in the server
cluster can be seen as from one blockchain node. A schematic diagram of a server cluster is
shown in the following figure.

[77]Fig. 4 is a schematic diagram of a server cluster according to an embodiment of the present
disclosure. Fig. 4 illustrates a server cluster architecture of a first blockchain node. There is a
device with routing capability in the server cluster. The device with routing capability is
responsible for distributing transaction requests from a user terminal to a server in the server
cluster. Here, the device with routing capability can distribute the transaction requests in a
random manner to a server in the server cluster, or can distribute the transaction requests in a
load balancing manner to servers in the server cluster. Therefore. the device with routing
capability may also be a load balancing device. Upon receiving the transaction request. the server
in the server cluster can perform a first security verification on the transaction request. and afler
determining that the transaction request passes the [irst security verification. store the transaction
request in a transaction memory corresponding to the first blockchain node. wherein the server
cluster of the first blockchain node can correspond to a transaction memory. The servers in the
server cluster can each correspond to a transaction memory. and at this moment. the first
blockchain node will correspond to a plurality of transaction memories.

|78] A server in the server cluster can obtain a plurality of transaction requests from the
transaction memory. and perform pre-processing on the transaction requests to obtain a
pre-processed block. Subsequently. the server can store the obtained pre-processed block in a
fransaction memory corresponding to the first blockchain node for use in subsequent consensus

verification. wherein the server may be a server selected previously by the load balancing device
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for receiving transaction requests from a client (or a server selected by the device with routing
capability). or may be a server re-selected from a plurality of servers comprised in the first
blockchain node.

[79]1In some embodiments, when a server in the server cluster obtains a plurality of transaction
requests from the above transaction memory, it can directly transfer these transaction requests
into the server for pre-processing. In this way, other servers in the server cluster will not be able
to obtain these transaction requests from the transaction memory. thereby avoiding the situation
in which these transaction requests are subject to repeated pre-processing by servers in the server
cluster.

[80]In the process that a server in the server cluster obtains these transaction requests. the server
can mark these transaction requests in a transaction memory. In this way, other servers in the
server cluster will not perform pre-processing on the transaction requests once they detect the
marked transaction requests in the transaction memory. Moreover, server in the server cluster
may also dispose the situation in which transaction requests are subject to repeated
pre-processing by servers in the server cluster in other manners.

[81]In the consensus verification, a server in the server cluster can obtain a pre-processed block
obtained from previous pre-processing of all transaction requests from a transaction memory
corresponding to the first blockchain node, and send the pre-processed block to other blockchain
nodes (e.g.. all second blockchain nodes) in the entire consensus network via a gateway. Upon
receiving the pre-processed block, the second blockchain nodes can distribute the pre-processed
block to one server in their own server clusters via respective load balancing devices (or a device
with routing capability), and perform consensus verification on the pre-processed block via the
Server.

[82] Here. the server that obtains the above pre-processed block from a transaction memory may
be any server in the server cluster. The server selection may be decided by a load balancing
device in a load balancing manner (or selected by a device with routing capability), or may be
decided by a designated server in the server cluster. Alternatively, each server in the server
cluster may be provided with a consensus period, and different servers have different consensus
periods. In other words, the consensus periods of different servers are staggered in time. For each
server in the server cluster, the server can automatically obtain a previously obtained
pre-processed block from a transaction memory corresponding to the first blockchain node every
time when a period (e.g.. a consensus period corresponding to itsell) is passed. and broadcast the
pre-processed block to all second blockchain nodes in the consensus network via a gateway.
Moreover. the work to obtain a pre-processed block may also be done by a designated server in

the server cluster. while other servers do not participate in the work to obtain a pre-processed
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block.

[83] As seen in the figures. in some embodiments. the server cluster may be equivalent to the first
blockchain node. Since the number of servers of the first blockchain node is changed from a
single server to a mode of a server cluster. the pressure on servers and the transaction processing
efficiency are both significantly improved, which provides an effective solution to increased
transaction pressure as a result of the subsequent increase of the users.

[84] In some embodiments. as shown in Fig. 4. a designated task can be completed by selecting a
server from a plurality of servers comprised in the first blockchain node via a device with routing
capability (or a load balancing device), and moreover, can be implemented in a form like gateway.
If a server is selected via a gateway, the gateway can select a server from the plurality of servers
comprised in the first blockchain node in a load balancing manner to complete a designated task.
Random selection or an alternative implementation can be used to select a server.

[85] After the server selected by the above device with routing capability (or a load balancing
device) receives a transaction request from a client, the device with routing capability can select,
once again. a server from a plurality of servers comprised in the first blockchain node for storing
the transaction request. send the transaction request to the server selected for storing the
transaction request via the server that receives the transaction request, and then store the
transaction request via the server. The first blockchain node can use the same manner when
performing pre-processing on a transaction request via a server selected by the device with
routing capability (or a load balancing device). Namely. after a selected server completes
pre-processing on a transaction request. the device with routing capability can re-determine a
server from the plurality of servers comprised in the first blockchain node. and notify the server
that completes pre-processing on the transaction request to send the obtained pre-processed block
to the re-determined server. to store the pre-processed block in a transaction memory comprised
in the first blockchain node via the re-determined server.

[86] As shown in Fig. 4, a server cluster of the first blockchain node is used as an example 1o
describe how the server cluster works in blockchain transactions. while server clusters of all the
second blockchain nodes in the consensus network may be the same as the server cluster
described above. and some processing processes are similar to those of the above server cluster
of the first blockchain node. which will not be repeated in detail herein.

[87] In some embodiments, the entire consensus network may be an alliance chain, while each
blockchain node may be a blockchain node in the alliance chain.

[88] The method for consensus verification according to some embodiments of the present
disclosure is described above. On the basis of the same concept. embodiments of the present

disclosure further provide two apparatuses for consensus verification as shown in Figs. 5 and 6.
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[89] Fig. 5 is a schematic diagram of an apparatus 500 for consensus verification according to an
embodiment of the present disclosure. The apparatus 500 may be in a consensus network (e.g.. as
a first blockchain node in a consensus network) and may be implemented as software. hardware.
or a combination of both. In one example, the apparatus 500 may comprise a memory and a
processor coupled together. The memory may be non-transitory and computer-readable. The
memory may store instructions that, when executed by the processor, cause the apparatus 500
to perform one or more steps described herein. In some embodiments, the instructions may be
implemented as various software modules. Such modules may comprise: a receiving module 501
configured to receive a transaction request from a terminal and perform a first security
verification on the transaction request; a storing module 502 configured to store, when
determining that the transaction request passes the first security verification, the transaction
request. and broadcast the transaction request to each second blockchain nodes in the consensus
network, such that the each second blockchain node stores the transaction request when
determining that the transaction request passes a second security verification; a pre-processing
module 503 configured to perform pre-processing on at least one stored transaction request when
determining that a preset condition is satisfied, to obtain and store a pre-processed block: an
obtaining module 504 configured to broadcast the obtained pre-processed block to the second
blockchain nodes, causing the second blockchain nodes to perform consensus verification on the
obtained pre-processed block.

[90] The first security verification comprises: asymmetric signature legality verification.

[91]In some embodiments. the storing module 502 may not store the transaction request, when
determining that the transaction request fails the first security verification.

[92] The pre-processing module 503 may determine that the preset condition is satisfied, when
monitoring that a set time period is passed.

[93] The pre-processing module 503 may determine. according to a preset characteristic value
determination rule. a to-be-verified characteristic value corresponding to the at least one
transaction request; and package all transaction request identifiers corresponding to the at least
one transaction request and the to-be-verified characteristic value into a pre-processed block.
[94] Fig. 6 is a schematic diagram of another apparatus 600 for consensus verification according
to an embodiment of the present disclosure. The apparatus 600 may be in a consensus network
(e.g.. as a second blockchain node in a consensus network) and may be implemented as software,
hardware. or a combination of both. In one example, the apparatus 600 may comprise a memory
and a processor coupled together. The memory may be non-transitory and computer-readable.
The memory may store instructions that, when executed by the processor, cause the apparatus

600 to perform one or more steps described herein. In some embodiments. the instructions may
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be implemented as various software modules. Such modules may comprise: a request receiving
module 601 configured to receive a transaction request broadcast by a first blockchain node and
perform a second security verification on the transaction request; a request storing module 602
configured to store, when determining that the transaction request passes the second security
verification, the transaction request; a verifying module 603 configured to perform consensus
verification, when receiving a pre-processed block broadcast by the first blockchain node, on the
pre-processed block.

[95] The second security verification comprises: asymmetric signature legality verification.

[96] In some embodiments, the request storing module 602 may not store the transaction request.
when determining that the transaction request fails the second security verification.

[97] The verifving module 603 may search, when receiving the pre-processed block broadcast by
the first blockchain node. all transaction requests stored in itself for transaction requests
corresponding to all the transaction request identifiers comprised in the pre-processed block, and
determine, according to a preset characteristic value determination rule, a characteristic value
corresponding to each transaction request: perform consensus verification, via the characteristic
value, on the to-be-verified characteristic value comprised in the pre-processed block.

[98] In some embodiments, upon receiving a transaction request from a client, a first blockchain
node may perform a first security verification on the transaction request. and after determining
that the transaction request passes the first security verification, store the transaction request in
itself. Subsequently. the first blockchain node may perform pre-processing on at least one
transaction request among all transaction requests stored in itself to obtain a pre-processed block.
and store the pre-processed block. As a result. in the process of carrying out consensus
verification. the first blockchain node may obtain a pre-processed block directly from all stored
pre-processed blocks. and broadcast the pre-processed block to other blockchain nodes in the
consensus network for consensus verification. which greatly simplifies the process in the
consensus verification phase, shortens the time consumed in consensus verification, and thus
improves the consensus verification efficiency for blockchain transactions.

[99]In the 1990s, an improvement to a technology could be differentiated into a hardware
improvement (e.g. an improvement to a circuit structure. such as a diode. a transistor. a switch.
and the like) or a software improvement (an improvement to a flow of a method). Along with the
technological development. however, many current improvements to method flows can be
deemed as direct improvements to hardware circuit structures. Designers can obtain a
corresponding hardware circuit structure by programming an improved method flow into a
hardware circuit. Therefore, an improvement to a method flow can be realized by hardware

implementation. For example, Programmable Logic Device (PLD) (e.g.. Field Programmable
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Gate Array (FPGA)) is such an integrated circuit that its logic functions are determined by a user
through programming the device. A designer can program to “integrate™ a digital system onto one
piece of PLD. without asking a chip manufacturer to design and manufacture a dedicated IC chip.
At present, this tvpe of programming has mostly been implemented through “logic compiler™
software, rather than manually manufacturing the IC chips. The logic compiler software is
similar to a software compiler used for program development and writing, while a particular
programming language is used for writing source codes prior to compiling. which is referred to
as a Hardware Description Language (HDL). There is not just one, but many types of HDL, such
as ABEL (Advanced Boolean Expression Language). AHDL (Altera Hardware Description
Language). Confluence, CUPL (Cornell University Programming Language). HDCal, JHDL
(Java Hardware Description Language), Lava, Lola, MyHDL, PALASM. RHDL (Ruby
Hardware Description Language). The most commonly used HDL includes VHDL
(Very-High-Speed Integrated Circuit Hardware Description Language) and Verilog. A person
skilled in the art would have known obtaining a hardware circuit to implement a logic method
flow by using the above HDLs to perform some logic programming on the method flow and
program it into an IC.

[100] A controller may be implemented in any proper manner. For example, a controller may
be in, for example. a form of a microprocessor or processor. as well as a computer readable
medium that stores computer readable program codes (e.g. software or firmware) capable of
being executed by the (micro) processor, a logic gate. a switch, an Application Specific
Integrated Circuit (ASIC). a programmable logic controller and an embedded microcontroller.
Examples of the controller include. but are not limited to. the following microcontrollers: ARC
625D, Atmel AT91SAM. Microchip PIC 18F26K20 and Silicone Labs C8051F320. A memory
controller may further be implemented as a part of a control logic of a memory. A person skilled
in the art should also be aware that. in addition to that a controller is implemented in a manner of
pure computer readable program codes. it is feasible to perform logic programming on steps of a
method to enable a controller to implement the same functions in a form of a logic gate. a switch,
an ASIC, a programmable logic controller and an embedded microcontroller. Therefore, such a
controller can be deemed as a hardware part. while devices comprised therein and configured to
carry out various functions may also be deemed as a structure inside the hardware part.
Alternatively, devices configured to carry out various functions may be deemed as both software
modules to implement a method and a structure inside a hardware part.

[101]  The svstem, apparatus, module or unit described in the above embodiments may be
implemented by a computer chip or entity or implemented by a product having a function. A

typical implementation device is a computer. For example. a computer may be a personal
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computer, a laptop computer. a cellular phone, a camera phone. a smart phone, a personal digital
assistant. a medium player. a navigation device. an email apparatus, a game console. a tablet
computer, a wearable device or a combination of any devices in these devices.

[102]  For convenience of description, the above apparatus is divided into various units
according to functions for description. Functions of the units may be implemented in one or
multiple pieces of software and/or hardware when implementing the present disclosure.

[103] A person skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method. a system. or a computer program product. Therefore,
the disclosed system may be implemented as a complete hardware embodiment. a complete
software embodiment, or an embodiment combing software and hardware for performing the
disclosed methods. Moreover, the disclosed system may be in the form of a computer program
product implemented on one or more computer usable storage media (including, but not limited
to, a magnetic disk memory, CD-ROM, an optical memory, and the like) comprising computer
usable program codes therein.

[104]  The disclosed system is described with reference to flowcharts and/or block diagrams of
the method. device (system) and computer program product according to the embodiments of the
present disclosure. It should be understood that a computer program instruction may be used to
implement each process and/or block in the flowcharts and/or block diagrams and a combination
of processes and/or blocks in the flowcharts and/or block diagrams. These computer program
instructions may be provided for a general-purpose computer, a special-purpose computer, an
embedded processor. or a processor of other programmable data processing devices to generate a
machine, so that the instructions executed by a computer or a processor of other programmable
data processing devices generate an apparatus for implementing a specified function in one or
more processes in the flowcharts and/or in one or more blocks in the block diagrams.

[105]  These computer program instructions may also be stored in a computer readable
memory that can instruct a computer or other programmable data processing devices to work in a
particular manner, such that the instructions stored in the computer readable memory generate a
manufactured article that includes an instruction apparatus. The instruction apparatus implements
one or more functions in one or more processes in the flowcharts and/or in one or more blocks in
the block diagrams.

[106]  These computer program instructions may also be loaded onto a computer or other
programmable data processing devices, such that a series of operational steps are performed on
the computer or other programmable devices. thereby generating computer-implemented
processing. Therefore. the instructions executed on the computer or other programmable devices

provide steps for implementing one or more functions in one or more processes in the flowcharts
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and/or in one or more blocks in the block diagrams.

[107]  Inatypical configuration, the computation device includes one or more Central
Processing Units (CPUs). input/output interfaces. network interfaces. and a memory.

[108]  The memory may include computer readable media, such as a volatile memory, a
Random Access Memory (RAM). and/or a non-volatile memory. e.g.. a Read-Only Memory
(ROM) or a flash RAM. The memory is an example of a computer readable medium.

[109] Computer readable media include permanent. volatile. mobile and immobile media.
which can implement information storage through any method or technology. The information
may be computer readable instructions, data structures. program modules or other data. Examples
of storage media of computers include, but are not limited to, Phase-change RAMs (PRAMSs),
Static RAMs (SRAMs). Dynamic RAMs (DRAMs). other types of Random Access Memories
(RAMs), Read-Only Memories (ROMs), Electrically Erasable Programmable Read-Only
Memories (EEPROMSs), flash memories or other memory technologies. Compact Disk
Read-Only Memories (CD-ROMs), Digital Versatile Discs (DVDs) or other optical memories,
casseltes, cassette and disk memories or other magnetic memory devices or any other
non-transmission media, which can be used for storing information accessible to a computation
device. According to the definitions herein, the computer readable media do not include
transitory media, such as modulated data signals and carriers.

[110] It should be further noted that the terms of “including”, “comprising™ or any other
variants thereof intend to encompass a non-exclusive inclusion, such that a process, method.
commodity or device comprising a series of elements not only comprises these elements. but also
comprises other elements that are not listed. or further comprises elements that are inherent to the
process. method. commodity or device. When there is no further restriction. elements defined by
the statement “comprising one... " does not exclude additional similar elements in a process.
method. commodity or device that comprises the defined elements.

[I11] A person skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method. a system. or a computer program product. Therefore,
the present disclosure may be implemented as a complete hardware embodiment, a complete
software embodiment, or an embodiment combing software and hardware. Moreover. the present
disclosure may be in the form of a computer program product implemented on one or more
computer usable storage media (including. but not limited to. a magnetic disk memory, CD-ROM.,
an optical memory, and the like) comprising computer usable program codes therein.

[112]  The present disclosure may be described in a regular context of a computer executable
instruction that is executed by a computer. such as a program module. In various embodiments.

the program module comprises a routine, a program, an object, a component, a data structure, and
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the like for executing a particular task or implementing a particular abstract data type. The
present disclosure may also be practiced in distributed computing environments. In these
distributed computing environments, remote processing devices connected via communication
networks carry out tasks. In the distributed computing environments, a program module can be
located in local and remote computer storage media, including storage devices.

[113]  The embodiments in this description are described in a progressive manner with each
embodiment focusing on differences from other embodiments. and the embodiments may be
mutually referenced for identical or similar parts thereof. For the system embodiment, the
description thereof is relatively simple as it 1s substantially similar to the method embodiment.
The description of the method embodiment may be referenced for related parts thereof.

[114]  The embodiments of the present disclosure are merely exemplary. and are not used to
limit the present disclosure. To a person skilled in the art, the disclosed embodiments can be
modified or changed in various ways. Any modification, equivalent substitution or improvement
made within the spirit and principle of the present disclosure shall be encompassed by the claims

of the present disclosure.
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Claims

1. A method comprising:
before a consensus verification phase begins:
performing, by a first blockchain node, an asymmetric signature legality verification on a
blockchain transaction;
in response to determining that the blockchain transaction passes the asymmetric signature
legality verification:
storing, by the first blockchain node, the blockchain transaction; and
broadcasting, by the first blockchain node, the blockchain transaction to each of a
plurality of second blockchain nodes;
generating, by the first blockchain node, a pre-processed data block comprising an
identifier of the blockchain transaction that has passed the asymmetric signature legality verification
and has been broadcast to the plurality of second blockchain nodes; and
during the consensus verification phase:
broadcasting, by the first blockchain node, the pre-processed data block to each of the

plurality of second blockchain nodes.

2. The method according to claim 1, wherein:

the first blockchain node further comprises a routing device; and

performing the asymmetric signature legality verification on the blockchain transaction
comprises selecting, by the routing device, a server according to load balancing and performing,

by the server, the asymmetric signature legality verification on the blockchain transaction

3. The method according to claim 2, wherein the routing device comprises a load-balancing

device.

4. The method according to claim 1, wherein:

the first blockchain node further comprises a gateway; and

performing the asymmetric signature legality verification on the blockchain transaction
comprises selecting, by the gateway, a server according to load balancing and performing, by the

server, the asymmetric signature legality verification on the blockchain transaction.
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5. The method according to claim 1, wherein performing the asymmetric signature legality
verification on the blockchain transaction comprises:

obtaining a public key of a public-private key pair of a user, wherein the blockchain
transaction is encrypted with a private key of the public-private key pair;

obtaining decrypted information of the blockchain transaction by decrypting the blockchain
transaction with the public key; and

verifying the decrypted information of the blockchain transaction.

6. The method according to claim 1, wherein generating the pre-processed data block
comprises:

determining a plurality of sub-hash values of a plurality of blockchain transactions according
to a hash algorithm, the plurality of blockchain transactions comprising the received blockchain
transaction;

generating a hash value according to an order of a queue of identifiers of the plurality of
blockchain transactions; and

packaging the generated hash value and the queue of the plurality of identifiers in the order

into the pre-processed data block.

7. The method according to claim 1, wherein:

before generating, by the first blockchain node, the pre-processed data block, the method
further comprises transferring the plurality of blockchain transactions from the memory to a
server, or marking the plurality of blockchain transactions in the memory; and

generating, by the first blockchain node, the pre-processed data block comprises generating,

by the server, the pre-processed data block.

8. A method comprising:
before a consensus verification phase begins:
receiving, by a second blockchain node, a blockchain transaction broadcast by a first
blockchain node;
performing, by the second blockchain node, an asymmetric signature legality verification
on the blockchain transaction; and
in response to the second blockchain node determining that the blockchain transaction

passes the asymmetric signature legality verification, storing, by the second blockchain node, the
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blockchain transaction; and
during the consensus verification phase:

receiving, by the second blockchain node, a pre-processed data block broadcast by the first
blockchain node, wherein the pre-processed data block comprises an identifier of the blockchain
transaction that has passed the asymmetric signature legality verification and has been stored at the
second blockchain node; and

performing, by the second blockchain node, consensus verification on the pre-processed
data block.

9. The method according to claim 8, wherein:

the second blockchain node further comprises a routing device; and

performing the asymmetric signature legality verification on the blockchain transaction
comprises selecting, by the routing device, a server according to load balancing and performing,
by the server, the asymmetric signature legality verification on the blockchain transaction

10. The method according to claim 9, wherein the routing device comprises a load-balancing

device.

11. The method according to claim 8, wherein:

the second blockchain node further comprises a gateway; and

performing the asymmetric signature legality verification on the blockchain transaction
comprises selecting, by the gateway, a server according to load balancing and performing, by the

server, the asymmetric signature legality verification on the blockchain transaction.

12. The method according to claim 8, wherein performing the asymmetric signature legality
verification on the blockchain transaction comprises:

obtaining a public key of a public-private key pair of a user, wherein the blockchain
transaction is encrypted with a private key of the public-private key pair;

obtaining decrypted information of the blockchain transaction by decrypting the blockchain
transaction with the public key; and

verifying the decrypted information of the blockchain transaction.

13. A non-transitory computer-readable storage medium storing instructions that, when
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executed by one or more processors, cause the one or more processors to perform the method of

any one of claims 1 to 12.

14. A system comprising one or more processors and one or more memories coupled to the one
or more processors and configured with instructions executable by the one or more processors to

cause the system to perform the method according to any one of claims 1 to 12.

15. A computer program product comprising program instructions, which when executed by
one or more processors cause the one or more processors to perform a method according to any of

claims 1 to 12.
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