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NETWORK AWARE APPLICATION DEPENDENT ADAPTIVE PROTOCOL 

SELECTION FOR IOT COMMUNICATIONS 

 

COPYRIGHT NOTICE 

 5 

A portion of the disclosure of this patent document contains material that is subject to 

copyright protection.  The copyright owner has no objection to the facsimile reproduction by 

anyone of the patent document or the patent disclosure, as it appears in the Patent and Trademark 

Office patent files or records, but otherwise reserves all copyright rights whatsoever.  The 

following notice applies to the software and data as described below and in the drawings that 10 

form a part of this document:  Copyright Intel, Inc., All Rights Reserved. 

 

TECHNICAL FIELD  

 Embodiments pertain to network communications. Some embodiments relate to adaptive 

selection of application-layer communication protocols.  Additional embodiments relate to the 15 

adaptive selection of application-layer communication protocols in an Internet of Things (IoT) 

environment. 

 

BACKGROUND 

Communication protocols define rules that allow two or more entities of a communication 20 

system to exchange information.  Communication protocols may define rules for message 

formats, address formats, address mappings, routing, detection of transmission errors, 

acknowledgements, timeouts, retries, flow controls, sequence controls, and the like. 

Communication protocols may be layered, with each layer fulfilling a subset of the tasks 

necessary for end-to-end communication.  For example, the Internet Engineering Task Force 25 

(IETF) has defined a suite of layers for communication across the Internet called the Internet 

protocol suite and encompasses many different layered protocols.  Other layer models exist 

including the Open Systems Interconnect (OSI) model.   

 

BRIEF DESCRIPTION OF THE DRAWINGS 30 

In the drawings, which are not necessarily drawn to scale, like numerals may describe 

similar components in different views.  Like numerals having different letter suffixes may 

represent different instances of similar components.  The drawings illustrate generally, by way of 

example, but not by way of limitation, various embodiments discussed in the present document. 

FIG. 1 is a schematic of a network according to some examples of the present disclosure.   35 
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FIG. 2 is a flowchart of a method of dynamically selecting an application-layer 

communications protocol for a message is shown according to some examples of the present 

disclosure.   

FIG. 3 is a flowchart of a method of dynamically selecting an application-layer 

communication protocol is shown according to some examples of the present disclosure.   5 

FIG. 4 is a block diagram illustrating an example of a machine upon which one or more 

embodiments may be implemented. 

 

DETAILED DESCRIPTION 

One emerging technology that utilizes communication protocols is the Internet of Things 10 

(IoT).  The IoT is a network of physical objects or “things” embedded within electronics, 

software, and sensors which enables these objects to collect and exchange data between 

themselves and between other computing devices.  Standards groups have begun the process of 

forming standards that specify procedures for device discovery, communications between 

devices, service discovery, security, and other procedures used in forming and maintaining IoT 15 

networks.  Example groups include the Open Interconnect Consortium (OIC), Internet Protocol 

for Smart Objects (IPSO) Alliance, and the Industrial Internet Consortium.   

In an example, the OIC standard specifies a series of functionalities necessary for OIC 

operation.  The OIC framework largely operates on the Session, Presentation, and Application 

protocol layers of the Open Systems Interconnect model and the Application layer of the IP 20 

model.  These standards utilize existing networking technologies for lower layers of the protocol 

stacks (e.g., the Physical, Data Link, Network, and Transport communication protocols of the 

OSI model).  The OIC framework provides for Identification and Addressing, Discovery, 

Resource Model, Device Management, Security, Messaging, and CRUDN.  CRUDN stands for 

Create, Retrieve, Update, Delete, and Notify – which specifies operations defined for 25 

manipulating OIC resources.  The standards specify a number of acceptable application-layer 

communications protocols to use with IoT networks.  Examples include Constrained Application 

Protocol (CoAP), and HyperText Transfer Protocol (HTTP).   

In sum, the IoT environment is likely to support a number of application-layer 

communications protocols such as: CoAP, HTTP, MQ Telemetry Transport (MQTT), MQTT for 30 

sensor networks (MQTT-SN), Advanced Message Queuing Protocol (AMQP), Extensible 

Messaging and Presence Protocol (XMPP), Real Time Transport Protocol (RTP), OPC Unified 

Architecture (OPC UA), and the like.  The choice of an appropriate application-layer 

communications protocol is currently left to the developers of IoT applications during 

development.  The chosen protocol is typically selected based upon the perceived use cases, 35 
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including an anticipated network environment.  However, not every device will be used within 

the use cases perceived at design time, and more importantly, not every network environment 

will match the developer’s anticipated network environment. Certain application-layer 

communications protocols and messaging pattern combinations may provide higher performance 

in terms of latency, reliability and bandwidth utilization in certain real-world network 5 

environments compared to other such combinations.  Thus, a one-size-fits-all selection of an 

application-layer communication protocol may lead to non-optimal results.   

Disclosed in some examples are methods, systems, and devices which perform automatic 

selection of an application-layer communication protocol based upon one or more 

communication characteristics of the sending application and one or more characteristics of the 10 

network connection between the sending device and the recipient device.  The selection of which 

protocol to use may be made on a message-by-message basis, periodically at various intervals 

(e.g., every predetermined time period), once upon application initialization, or the like.  By 

dynamically selecting an application-layer communications protocol, an application may 

leverage the advantages of a specific protocol given the communication characteristics of the 15 

application and characteristics of the network connection at that time. 

Adaptively selecting the application-layer communication protocols allows for a 

distributed network of devices that may react to both dynamic application requirements and 

network conditions.  Furthermore, this will significantly reduce network traffic generated and the 

cost of conveying information.  In one example implementation, by using adaptive application-20 

layer communications protocol selection, testing has shown transmission time for a gateway 

device to backhaul communication may be reduced by 80% over Long Term Evolution (LTE) 

networks and by 45% over 3G cellular networks based upon transmission of 0-10 Kbytes of data 

over MQTT, CoAP and OPC-UA.  The selection algorithm used in this test selects the protocol 

that minimizes transmission time for each message size.  The algorithm selects CoAP (or OPC 25 

UA, equally) for a payload size of 1 kb and OPC-UA for payload sizes 1-8 kb and MQTT (or 

OPC UA equally) for payloads from 8-10kb.  

One additional benefit of the protocol selection technique disclosed herein is that newly 

added protocols may be utilized by old applications.  Thus, taking advantage of new technology 

to assist old applications. 30 

Turning now to FIG. 1, a schematic of a network environment 1000 is shown according to 

some examples of the present disclosure.  Network environment 1000 may be an IoT network 

environment in various examples.  Device 1010 communicates with remote device 1020 over 

network 1030.  Device 1010 in various examples may be an IoT device, a desktop computer, a 

laptop computer, a smartphone, a server computer, or other computing device.  Device 1010 may 35 
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be coupled to network 1030 through wired or wireless means.  For example, device 1010 may 

utilize Wi-Fi (networks configured to operate according to an Institute for Electronics and 

Electrical Engineers (IEEE) 802.11 family of standards, cellular (e.g., 3G, 4G, and 5G 

networks), Ethernet, and the like.  Device 1010 may take the role of a client device, a server 

device, or both. 5 

Device 1010 may support one or more applications 1040.  Applications 1040 may be IoT 

applications, such as a sensor application, a thermostat application, a lighting application, and the 

like.   In other examples, applications 1040 may be end user applications such as an internet 

browser, an email application, a word processing application, a spreadsheet application, and the 

like. Applications 1040 send and receive data over network 1030 to one or more other remote 10 

devices, including remote device 1020 using one or more communication protocols, such as 

application-layer communication protocols.  Remote device 1020 may be the same as or 

different than device 1010 and may have the role of a client device, a server device, or both.  

Remote device 1020 in some examples may be an IoT device, a desktop computer, a laptop 

computer, a smartphone, a server computer, or other computing device.      15 

Device 1010 may include one or more application-layer communications protocol modules 

1050 which may implement one or more application-layer communication protocols.  Examples 

include CoAP, MQTT, OPC UA, HTTP, and the like.  In some examples, application-layer 

communications protocol modules 1050 may be implemented inside applications 1040.  

Application-layer communications protocol modules 1050 each implement a respective 20 

messaging protocol.  Messages sent from applications 1040 are received by one of application-

layer communications protocol modules 1050.  Application-layer communications protocol 

module 1050 corresponding to the desired application-layer communications protocol then 

constructs the message according to its corresponding protocol and sends it to lower-layers 

communication protocols module 1060.    25 

Device 1010 may include lower-layers communication protocols module 1060 which may 

implement layers of a communication protocol stack lower than the application-layer.  Example 

layers implemented may include one or more of the physical, data link, network, transport, 

session, internet, and presentation protocols.  Example protocols implemented include one or 

more of: Ethernet, Internet Protocol, Transport Control Protocol (TCP), protocols for the 802.11 30 

standard (e.g., PHY, Medium Access Control, Logical Link Control, and the like), and the like.  

Lower-layers communication protocols module 1060 may receive the message from application-

layer communications protocol modules 1050 and may encapsulate the data in one or more 

messages according to the various protocols implemented by lower-layers communication 

protocols module 1060 and transmit the message across network 1030 to one or more remote 35 
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devices (e.g., remote device 1020).  Similarly, for messages coming from remote device 1020, 

lower-layers communication protocols module 1060 may process the incoming message as 

appropriate for the protocols that lower-layers communication protocols module 1060 

implements and pass the application-layer message to the application-layer communications 

protocol module 1050 corresponding to the application-layer in the message.  Example 5 

processing may include adjusting flow control parameters, routing, processing and sending 

acknowledgments, and the like. 

Device 1010 may include a selection module 1070.  Selection module may dynamically 

select an appropriate application-layer communication protocol from the available application-

layer communication protocols.  Discovery module 1080 may engage in protocol discovery to 10 

discover the application-layer communication protocols supported by remote device 1020.  In 

some examples, discovery module 1080 may do this by sending an HTTP GET request message 

(formatted by an application-layer communication protocol module 1050) and passing this 

message to lower-layers communication protocols module 1060 for sending to remote device 

1020.  The response from remote device 1020 to device 1010 may be a list of available 15 

application-layer communication protocols.  The supported application-layer communication 

protocols of remote device 1020 may be stored in a data store 1120, indexed by a unique 

identifier of remote device 1020.  The protocol discovery may be repeated periodically to ensure 

that the list of supported protocols for the remote device 1020 is up-to-date.  For example, the 

protocol discovery may be performed periodically (e.g., after a predetermined period of time has 20 

elapsed since the last protocol discovery), after every communication session, once, before every 

message sent by device 1010 to remote device 1020, or the like. In some examples, periodically 

refreshing the supported protocols allows for the use of newer protocols as they become 

available.    

Discovery module 1080 determines which communication protocols are supported by 25 

device 1010.  This may be done by means of interprocess communication with the applications 

1040 or the application-layer communications protocol modules 1050.  In other examples, this 

may be accomplished by reading the information from data store 1120.  The application-layer 

communications protocol modules 1050 or applications 1040 may register supported application-

layer communication protocols with a registry in data store 1120. 30 

Discovery module 1080 may also communicate with applications 1040 to determine one or 

more communication characteristics of the applications 1040.  This may be done upon one or 

more of: receipt of a message from one of applications 1040, installation of an application 1040, 

installation of selection module 1070, and the like.  In some examples, once the communication 

characteristics of the application 1040 are determined they are stored in the data store 1120 and 35 
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used for subsequent messaging.  The communication characteristics of an application 1040, once 

stored, may be periodically updated (e.g., after a predetermined threshold of time has elapsed 

since the last update).   

Example communication characteristics include one or more of: one way latency tolerance, 

two way latency tolerance (e.g., Round Trip Time), packet loss tolerance, jitter tolerance, 5 

bandwidth requirements, whether an acknowledgement is required, bit-error rate tolerance, error 

rate tolerances, availability, whether the message needs to be delivered at least once, whether the 

message may only be delivered once, and the like.  These characteristics may be termed Quality 

of Service (QoS) characteristics. 

Network analysis module 1100 may determine one or more characteristics of the network 10 

connection between device 1010 and the recipient of the communication (e.g., a remote device 

such as remote device 1020).  Example network characteristics include one way latency, two 

way latency (e.g., Round Trip Time), packet loss, jitter, bandwidth, bit-error rate, error rate, 

availability, and the like. Network characteristics may be determined by sending one or more test 

packets across the network, or from analysis of past traffic received or sent to remote device 15 

1020.  For example, sending Internet Control Message Protocol (ICMP) echo request packets 

(e.g., pinging the remote device) may allow device 1010 to determine RTT, error rates, packet 

loss, and the like.  In some examples, characteristics such as jitter may be determined from 

analysis of the variability in connection latency over time. These network connection 

characteristics may be stored in data store 1120.  For characteristics that are calculated using 20 

measurements over time, like jitter, the historical values such as latency may be stored in data 

store 1120 and the characteristic may be periodically calculated by the discovery module 1080. 

Data store 1120 may comprise one or more data storage devices and may be managed by 

one or more relational databases.  The database may be searched, items added, deleted or moved 

using one or more commands issued to the relational databases.  Commands may be formatted 25 

according to one or more programming languages such as a Structured Query Language (SQL).  

Data store 1120 may store communication characteristics of one or more applications (e.g., 

applications 1040), network connection characteristics between the device and one or more 

remote devices over time, and the like.  For example, data store may store a historical database 

table which stores communication parameters of past transmissions such as [protocol, latency, 30 

application latency tolerance, whether an acknowledgement was required, payload size, and 

transmission time] for each message sent over a network connection to a particular remote 

device.  Each communication session with a different remote device may be stored in a separate 

table.  The application latency tolerance and acknowledgement requirements are communication 

characteristics of the application that sent the message.  An example historical database may look 35 



7 

 

like: 

  Application Characteristics  

Protocol Measured 

Network 

Latency 

(ms) 

Latency 

Tolerance 

(ms) 

Acknowledgement 

Required? 

Payload 

Size (kB) 

Actual 

Transmission 

Time (ms) 

CoAP 35 38 Acknowledgement 

not Required 

3 40 

MQTT 35 38 Acknowledgement 

not Required 

3 35 

OPC UA 35 38 Acknowledgement 

not Required 

3 15 

… … … … … … 

 

The fields in the historical database are from past messages with the above characteristics.  

For example, a 3kB message, with a measured network latency prior to transmission of 35ms, 

sent with CoAP had an actual transmission time of 40 ms.  The application that sent the message 5 

required a latency tolerance of 38 ms, and did not require an acknowledgement.  Note that the 

historical database captures real world messaging from multiple applications 1040 on the device.  

This allows each application on the device to benefit from the information gained from all past 

messages sent to a particular destination device regardless of the application which sent the 

message.   10 

While the tables of the historical databases have been described as specific to a particular 

destination device, in other examples, the historical database may be common to all destinations.  

This has the benefit of having more complete data, but may be less accurate as network 

conditions may vary substantially between different network routes to each different device.   

In yet additional examples, the historical database may aggregate historical data for 15 

different remote devices that have similar network locations in the same table.  For example, two 

different devices on the same domain, same subnet, local network, or the like may have their 

historical data stored together.  This provides additional data to determine selection of an 

appropriate application-layer communication protocol, but at the same time taking steps to 

minimize the variability between network conditions that occur between different devices. 20 

Whether or not two remote devices are similar enough to have network connection 

characteristics with the device stored in the same table may be determined, for example, based 

upon comparisons of the IP addresses of the remote devices. 
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Control module 1090 may utilize the one or more network connection characteristics and 

the one or more communication characteristics of the application sending the message to select 

an appropriate application messaging protocol using the historical database.  In various 

examples, selection module 1070 may select the messaging protocol that has the fastest 

transmission time while also meeting the minimum communication characteristics of the 5 

application.   

For example, selection module 1070 may use the historical database to select an optimal 

application-layer communication protocol for the current message.  Selection module 1070 first 

selects rows of the table that meet the minimum application characteristics of the application that 

is sending the message, matches the current measured latency of the network (or is within a 10 

predetermined threshold of the measured latency), and matches the payload size (or is within a 

predetermined threshold of the payload size).  Then, selection module 1070 picks the row that 

historically produced the lowest transmission time. The protocol in the protocol column of the 

selected row is selected as the application-layer communication protocol to use for this message. 

In various examples, this adaptive protocol selection may be implemented transparently to 15 

applications 1040.  For example, the applications 1040 may be designed to send messages using 

various protocols (e.g., HTTP) via application-layer communication protocol modules 1050.  

Selection module 1070 on the device may intercept this message prior to transmission, select the 

ideal protocol, remove the message contents and repackage the message using the selected 

protocol via application-layer communication protocol modules 1050.  Selection module 1070 20 

may also translate incoming messages from the selected protocol to the application’s native 

protocol upon receiving a response or other message from the remote device and then pass this 

incoming message to the application module.  Selection module 1070 may keep track of the 

original protocol of each message in data store 1120 and may retranslate any responses into the 

original protocol.  In other examples, applications 1040 may send the message contents to 25 

selection module 1070 directly who may then select the appropriate protocol, form the message 

using the application-layer communications protocol modules 1050 and send the message using 

the lower layers communication protocols module 1060.   

In other examples, the method disclosed herein may be implemented in the application 

itself and various services may be defined which may assist in this implementation.   For 30 

example, selection module 1070 may provide one or more library functions to the applications to 

assist in the selection of the appropriate application-layer communication protocol.  The 

application 1040 may then pass the message to the appropriate application-layer communication 

protocol module 1050 corresponding to the selected protocol.  

Turning now to FIG. 2, a flowchart of a method 2000 of dynamically selecting an 35 
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application-layer communications protocol for a message is shown according to some examples 

of the present disclosure.  This process may be performed on a message-by-message basis once 

an application 1040 has sent a message (e.g., a source application).  At operation 2010, the 

device (e.g., the discovery module 1080 of FIG. 1) may discover supported application-layer 

communication protocols on the remote device to which it is communicating.  In some examples, 5 

this may be accomplished by reading data saved in a cache, or a database such as data store 

1120.  The supported application-layer communication protocols may have already been 

determined and stored.  If no data is stored in data store 1120, the supported application-layer 

communication protocols may be determined by requesting the available message brokers (e.g., 

the available application-layer protocol modules on the remote device) from the remote device 10 

using an  application-layer communications protocols such as HTTP.  In these examples a 

Representational State Transfer (RESTful) query using an HTTP GET may be utilized to a 

known URL of the remote device to obtain the available application-layer communication 

protocols.  This information may then be saved to a data store (e.g., data store 1120 of FIG. 1.).  

The information may be saved using one or more database commands.  For example, if the 15 

database is a SQLite database, one or more commands to insert a row into a table that is indexed 

by remote device.   

At operation 2020, the device selects an appropriate application-layer communication 

protocol.  This operation will be further explained in the later discussion of FIG. 3.  Once the 

application-layer communications protocol is selected, the message is constructed according to 20 

the rules for message formats and construction specified by the selected application-layer 

communications protocol at operation 2030.  This may be performed by one of the application-

layer communication protocol modules 1050.  In some examples, this operation comprises 

obtaining the current message payload from the application that is sending the message.  The 

message payload may be obtained directly through the application.  For example, the application 25 

1040 may call a selection function provided by the selection module 1070 where a function 

parameter is the message. The selection module 1070 may then route the message to the 

appropriate application-layer protocol module 1050 that corresponds to the selected application-

layer protocol.  In other examples, the application 1040 may route the message to the selected 

application-layer protocol itself.  In this example, the selection module simply performs the 30 

selection and leaves it up to the application 1040 to route the message appropriately.   In still 

other examples, the message may be extracted from a message already encoded in a different 

application-layer communications protocol selected by the application (e.g., in cases in which the 

operation of the selection module is transparent to the end application).  The message payload 

may be constructed, formatted, and headers necessary may be added.  Example formats include 35 



10 

 

Comma Separated Values (CSV), JavaScript Object Notation (JSON), and Extensible Markup 

Language (XML).   

At operation 2040, the message may be dispatched to the remote device.  In some 

examples, this involves passing the message through lower-level communication protocols.  For 

example, by appending TCP/IP headers – as implemented by the lower-layers communication 5 

protocols module 1060 of FIG. 1. and finally transmitting it on a physical medium (e.g., a wire, 

through a wireless transmission, and the like).  For example, using the network interface device 

4020 from FIG. 4.  In some examples, this may require initiating a connection to the remote 

device (e.g., a TCP session, an application-layer connection, or the like).  Once the message is 

sent, the historical database may be updated with communication parameters of the transmission.  10 

For example, the historical database may have a row added that stores a tuple of [the selected 

protocol, the message transmission time, communication characteristics of the application, 

payload size, the characteristics of the network connection between the device and the 

remote device].  For example, the row may be inserted through the use of a SQLite statement.  

In some examples, the historical database may be data store 1120 of FIG. 1.    15 

Turning now to FIG. 3, a flowchart of a method 3000 of dynamically selecting an 

application-layer communication protocol is shown according to some examples of the present 

disclosure.  At operation 3010, the device may detect one or more characteristics of the network 

connection between the device and the recipient of the communication (e.g., the remote device).  

For example, this may be done by network analysis module 1100 of FIG. 1.  These 20 

characteristics may include one way latency, two way latency (e.g., Round Trip Time (RTT)), 

packet loss, jitter, bandwidth, bit-error rate, error rate, availability, and the like.  In some 

examples, this may be done by issuing a “ping” command, which issues an ICMP echo request 

to the remote device to test RTT.  The one or more network characteristics may be stored in a 

local database such as data store 1120 of FIG. 1.  For example, a row or column may be inserted 25 

in a table through the use of a SQLite statement. 

At operation 3020, the device (e.g., the discovery module 1080 of FIG. 1) may determine 

one or more communication characteristics of the application that is sending the message.  In 

some examples, this may involve a query (e.g., a SQLite query command) to the local database 

(e.g., data store 1120) or a cache, to retrieve previously stored communication characteristics of 30 

the application (previously stored through a previous communication with the application or the 

application may place the characteristics in the database).  If the local database does not contain 

information on the communication characteristics of the application, the device may query the 

application through an application programming interface (API).  For example, the selection 

module 1070 may query the application 1040 using an API implemented by both the selection 35 
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module 1070 and the application 1040.  In other examples, when the application 1040 is 

installed, this information may be written to a registry or other central store (e.g., data store 1120 

or some other data storage location).  In yet additional examples, the communication 

characteristics may be determined based upon an observation of the messaging history of the 

application.  For example, latency requirements may be determined through observing the 5 

application send retry requests and then inferring that the previous message did not arrive in time 

and so the latency requirement is less than the network latency to the destination at the time.  

Similarly, acknowledgement requirements may also be observed as acknowledgements 

sent/received by the application.  Payload size may be determined based upon the size of the 

messages sent by the application. 10 

Once the communication characteristics of the application are determined, they may be 

stored in a database (e.g., data store 1120).  Example communication characteristics include one 

or more of: one way latency tolerance, two way latency tolerance (e.g., Round Trip Time), 

packet loss tolerance, jitter tolerance, bandwidth requirements, whether an acknowledgement is 

required, bit-error rate tolerance, error rate tolerances, availability, whether the message needs to 15 

be delivered at least once, whether the message may only be delivered once, and the like. 

At operation 3030, the system (e.g., the control module 1090) may query a historical 

database to determine an optimal application-layer communications protocol.  For example, the 

selection module 1070 may use the historical database to select an optimal application-protocol 

for the current message.  The selection module 1070 selects rows of the table that meet the 20 

minimum application characteristics of the application that is sending the message, matches the 

current measured latency of the network (or is within a predetermined threshold of the measured 

latency), and matches the payload size (or is within a predetermined threshold of the payload 

size).  Then, the selection module 1070 picks the row that historically produced the lowest 

transmission time from those selected rows.  The application-layer communication protocol that 25 

is in the protocol column of the database is then selected as the optimal application-layer 

communication protocol. 

In some examples, if the number of rows selected by the device from the historical 

database that match the application’s communication characteristics is below a predetermined 

threshold, there may not be enough historical information to properly select an application-layer 30 

communications protocol.  In this situation, a protocol that meets the communication 

characteristics of the application may be selected randomly.   

It is to be understood that when this process is repeated at different times, the selected 

application-layer communication protocols may be different.  For example, one message sent by 

the application may be transmitted using a first selected application-layer communication 35 
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protocol and other messages sent at different times may be sent using other, different 

application-layer communication protocols as a result of new measurements of the characteristics 

of the network connection (e.g., the ping times to the remote device change) or as a result of 

changes to the communication characteristics of the applications. 

In some examples, the supported protocols of the remote device may change to incorporate 5 

new protocols.  Thus, applications written prior to the new protocol may dynamically benefit 

from this new protocol without a change in the code of the application.   

While the preceding described an IoT environment as a potential use case for the protocol 

selection of the present invention, other, non IoT use cases may be utilized, for example, devices 

in non IoT environments.  Furthermore, the preceding described the adaptive selection of 10 

application-layer communication protocols, however, one of ordinary skill in the art with the 

benefit of this disclosure will appreciate that other layers of a protocol stack may be adaptively 

selected. 

FIG. 4 illustrates a block diagram of an example machine 4000 upon which any one or 

more of the techniques (e.g., methodologies) discussed herein may perform.  In alternative 15 

embodiments, the machine 4000 may operate as a standalone device or may be connected (e.g., 

networked) to other machines.  In a networked deployment, the machine 4000 may operate in the 

capacity of a server machine, a client machine, or both in server-client network environments.  In 

an example, the machine 4000 may act as a peer machine in peer-to-peer (P2P) (or other 

distributed) network environment.  The machine 4000 may be a IoT device, personal computer 20 

(PC), a tablet PC, a set-top box (STB), a personal digital assistant (PDA), a mobile telephone, a 

smart phone, a web appliance, a network router, switch or bridge, or any machine capable of 

executing instructions (sequential or otherwise) that specify actions to be taken by that machine.  

Machine 4000 may implement the device 1010 of FIG. 1.  Further, while only a single machine 

is illustrated, the term “machine” shall also be taken to include any collection of machines that 25 

individually or jointly execute a set (or multiple sets) of instructions to perform any one or more 

of the methodologies discussed herein, such as cloud computing, software as a service (SaaS), 

other computer cluster configurations. 

Examples, as described herein, may include, or may operate on, logic or a number of 

components, modules, or mechanisms.  Modules are tangible entities (e.g., hardware) capable of 30 

performing specified operations and may be configured or arranged in a certain manner.  In an 

example, circuits may be arranged (e.g., internally or with respect to external entities such as 

other circuits) in a specified manner as a module.  In an example, the whole or part of one or 

more computer systems (e.g., a standalone, client or server computer system) or one or more 

hardware processors may be configured by firmware or software (e.g., instructions, an 35 
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application portion, or an application) as a module that operates to perform specified operations.  

In an example, the software may reside on a machine readable medium.  In an example, the 

software, when executed by the underlying hardware of the module, causes the hardware to 

perform the specified operations. 

Accordingly, the term “module” is understood to encompass a tangible entity, be that an 5 

entity that is physically constructed, specifically configured (e.g., hardwired), or temporarily 

(e.g., transitorily) configured (e.g., programmed) to operate in a specified manner or to perform 

part or all of any operation described herein.  Considering examples in which modules are 

temporarily configured, each of the modules need not be instantiated at any one moment in time.  

For example, where the modules comprise a general-purpose hardware processor (i.e., a 10 

computer processor) configured using software, the general-purpose hardware processor may be 

configured as respective different modules at different times. Software may accordingly 

configure a hardware processor, for example, to constitute a particular module at one instance of 

time and to constitute a different module at a different instance of time.   

Machine (e.g., computer system) 4000 may include a hardware processor 4002 (e.g., a 15 

central processing unit (CPU), a graphics processing unit (GPU), a hardware processor core, or 

any combination thereof), a main memory 4004 and a static memory 4006, some or all of which 

may communicate with each other via an interlink (e.g., bus) 4008.  The machine 4000 may 

further include a display unit 4010, an alphanumeric input device 4012 (e.g., a keyboard), and a 

user interface (UI) navigation device 4014 (e.g., a mouse).  In an example, the display unit 4010, 20 

input device 4012 and UI navigation device 4014 may be a touch screen display.  The machine 

4000 may additionally include a storage device (e.g., drive unit) 4016, a signal generation device 

4018 (e.g., a speaker), a network interface device 4020, and one or more sensors 4021, such as a 

global positioning system (GPS) sensor, compass, accelerometer, or other sensor.  The machine 

4000 may include an output controller 4028, such as a serial (e.g., universal serial bus (USB), 25 

parallel, or other wired or wireless (e.g., infrared(IR), near field communication (NFC), etc.) 

connection to communicate or control one or more peripheral devices (e.g., a printer, card reader, 

etc.). 

The storage device 4016 may include a machine readable medium 4022 on which is stored 

one or more sets of data structures or instructions 4024 (e.g., software) embodying or utilized by 30 

any one or more of the techniques or functions described herein.  The instructions 4024 may also 

reside, completely or at least partially, within the main memory 4004, within static memory 

4006, or within the hardware processor 4002 during execution thereof by the machine 4000.  In 

an example, one or any combination of the hardware processor 4002, the main memory 4004, the 

static memory 4006, or the storage device 4016 may constitute machine readable media.   35 
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While the machine readable medium 4022 is illustrated as a single medium, the term 

"machine readable medium" may include a single medium or multiple media (e.g., a centralized 

or distributed database, and/or associated caches and servers) configured to store the one or more 

instructions 4024.   

The term “machine readable medium” may include any medium that is capable of storing, 5 

encoding, or carrying instructions for execution by the machine 4000 and that cause the machine 

4000 to perform any one or more of the techniques of the present disclosure, or that is capable of 

storing, encoding or carrying data structures used by or associated with such instructions.  Non-

limiting machine readable medium examples may include solid-state memories, and optical and 

magnetic media.  Specific examples of machine readable media may include: non-volatile 10 

memory, such as semiconductor memory devices (e.g., Electrically Programmable Read-Only 

Memory (EPROM), Electrically Erasable Programmable Read-Only Memory (EEPROM)) and 

flash memory devices; magnetic disks, such as internal hard disks and removable disks; 

magneto-optical disks; Random Access Memory (RAM); Solid State Drives (SSD); and CD-

ROM and DVD-ROM disks.   In some examples, machine readable media may include non-15 

transitory machine readable media.  In some examples, machine readable media may include 

machine readable media that is not a transitory propagating signal.  

The instructions 4024 may further be transmitted or received over a communications 

network 4026 (e.g., a computer network) using a transmission medium via the network interface 

device 4020.  The Machine 4000 may communicate with one or more other machines utilizing 20 

any one of a number of transfer protocols (e.g., frame relay, internet protocol (IP), transmission 

control protocol (TCP), user datagram protocol (UDP), hypertext transfer protocol (HTTP), etc.).  

Example communication networks may include a local area network (LAN), a wide area 

network (WAN), a packet data network (e.g., the Internet), mobile telephone networks (e.g., 

cellular networks), Plain Old Telephone (POTS) networks, and wireless data networks (e.g., 25 

Institute of Electrical and Electronics Engineers (IEEE) 802.11 family of standards known as 

Wi-Fi®, IEEE 802.16 family of standards known as WiMax®), IEEE 802.15.4 family of 

standards, a Long Term Evolution (LTE) family of standards, a Universal Mobile 

Telecommunications System (UMTS) family of standards, peer-to-peer (P2P) networks, among 

others.  In an example, the network interface device 4020 may include one or more physical 30 

jacks (e.g., Ethernet, coaxial, or phone jacks) or one or more antennas to connect to the 

communications network 4026.  In an example, the network interface device 4020 may include a 

plurality of antennas to wirelessly communicate using at least one of single-input multiple-output 

(SIMO), multiple-input multiple-output (MIMO), or multiple-input single-output (MISO) 

techniques.  In some examples, the network interface device 4020 may wirelessly communicate 35 
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using Multiple User MIMO techniques.   

OTHER NOTES AND EXAMPLES 

Example 1 is a method for communicating with a remote device, the method comprising: 

using a computer processor and a network interface: discovering a set of supported application-

layer communications protocols of the remote device; selecting one of the set of supported 5 

application-layer communications protocols as a selected application-layer communications 

protocol for a message received from a source application, based upon a characteristic of a 

computer network used to communicate with the remote device and a communication 

characteristic of the source application of the message; constructing the message according to the 

selected application-layer communications protocol; and transmitting the message to the remote 10 

device over the computer network using the selected application-layer communications protocol 

and the network interface. 

In Example 2, the subject matter of Example 1 optionally includes: receiving a second 

message for transmission to the remote device from the source application; selecting one of the 

set of supported application-layer communications protocols as a second selected application-15 

layer communications protocol for the message based upon a new measurement of the 

characteristic of the computer network used to communicate with the remote device and the 

communication characteristic of the source application of the message; constructing the second 

message according to the second selected application-layer communications protocol; and 

transmitting the message to the remote device over the computer network, wherein the selected 20 

application-layer communications protocol used to construct and transmit the message is a 

different application-layer communications protocol than the second selected application-layer 

communications protocol used to construct the second message. 

In Example 3, the subject matter of any one or more of Examples 1–2 optionally include, 

wherein the selected application-layer communications protocol is one of: a HyperText Transfer 25 

Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ Telemetry Transport 

(MQTT) protocol, and an OPC Unified Architecture (UA) protocol. 

In Example 4, the subject matter of any one or more of Examples 1–3 optionally include, 

wherein discovering the set of supported application-layer communications protocols of the 

remote device comprises requesting available message brokers from the remote device using a 30 

Hypertext Transfer Protocol (HTTP) GET request. 

In Example 5, the subject matter of any one or more of Examples 1–4 optionally include, 

wherein selecting one of the set of supported application-layer communications protocols of the 

remote device as the selected application-layer communications protocol based upon the 

characteristic of the network used to communicate with the remote device and the 35 
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communication characteristic of the source application comprises: detecting the characteristic of 

the computer network; determining the communication characteristic of the source application; 

and selecting rows of a database matching the characteristic of the computer network and the 

communication characteristic of the source application; and selecting the application-layer 

communications protocol corresponding to a selected row that has a lowest transmission time. 5 

In Example 6, the subject matter of Example 5 optionally includes, wherein the 

characteristic of the computer network is one of: one way latency, two way latency, packet loss, 

jitter, bandwidth, bit-error rate, error rate, or availability. 

In Example 7, the subject matter of any one or more of Examples 5–6 optionally include, 

wherein the communication characteristic is one of: one-way latency tolerance, two-way latency 10 

tolerance, packet loss tolerance, jitter tolerance, bandwidth requirements, whether an 

acknowledgement is required, bit-error rate tolerance, error rate tolerances, availability, whether 

the message needs to be delivered at least once, or whether the message may only be delivered 

once. 

In Example 8, the subject matter of any one or more of Examples 5–7 optionally include, 15 

updating the database based upon a communication parameter of the transmitted message. 

Example 9 is a device comprising: a processor; a network interface; a non-transitory 

machine readable medium, comprising instructions, which when performed by the processor, 

cause the processor to: discover a set of supported application-layer communications protocols 

of a remote device; select one of the set of supported application-layer communications protocols 20 

as a selected application-layer communications protocol for a message received from a source 

application, based upon a characteristic of a computer network used to communicate with the 

remote device and a communication characteristic of the source application of the message; 

construct the message according to the selected application-layer communications protocol; and 

transmit the message to the remote device over the computer network using the selected 25 

application-layer communications protocol and the network interface. 

In Example 10, the subject matter of Example 9 optionally includes, wherein the 

instructions comprise instructions to cause the processor to: receive a second message for 

transmission to the remote device from the source application; select one of the set of supported 

application-layer communications protocols as a second selected application-layer 30 

communications protocol for the message based upon a new measurement of the characteristic of 

the computer network used to communicate with the remote device and the communication 

characteristic of the source application of the message; construct the second message according 

to the second selected application-layer communications protocol; and transmit the message to 

the remote device over the computer network, wherein the selected application-layer 35 
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communications protocol used to construct and transmit the message is a different application-

layer communications protocol than the second selected application-layer communications 

protocol used to construct the second message. 

In Example 11, the subject matter of any one or more of Examples 9–10 optionally 

include, wherein the selected application-layer communications protocol is one of: a HyperText 5 

Transfer Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ Telemetry 

Transport (MQTT) protocol, and an OPC Unified Architecture (UA) protocol. 

In Example 12, the subject matter of any one or more of Examples 9–11 optionally 

include, wherein the instructions that cause the processor to discover the set of supported 

application-layer communications protocols of the remote device comprises instructions to cause 10 

the processor to: request available message brokers from the remote device using a Hypertext 

Transfer Protocol (HTTP) GET request. 

In Example 13, the subject matter of any one or more of Examples 9–12 optionally 

include, wherein the instructions that cause the processor to select one of the set of supported 

application-layer communications protocols of the remote device as the selected application-15 

layer communications protocol based upon the characteristic of the network used to 

communicate with the remote device and the communication characteristic of the source 

application comprises the instructions to cause the processor to: detect the characteristic of the 

computer network; determine the communication characteristic of the source application; and 

select rows of a database matching the characteristic of the computer network and the 20 

communication characteristic of the source application; and select the application-layer 

communications protocol corresponding to a selected row that has a lowest transmission time. 

In Example 14, the subject matter of Example 13 optionally includes, wherein the 

characteristic of the computer network is one of: one way latency, two way latency, packet loss, 

jitter, bandwidth, bit-error rate, error rate, or availability. 25 

In Example 15, the subject matter of any one or more of Examples 13–14 optionally 

include, wherein the communication characteristic is one of: one-way latency tolerance, two-way 

latency tolerance, packet loss tolerance, jitter tolerance, bandwidth requirements, whether an 

acknowledgement is required, bit-error rate tolerance, error rate tolerances, availability, whether 

the message needs to be delivered at least once, or whether the message may only be delivered 30 

once. 

In Example 16, the subject matter of any one or more of Examples 13–15 optionally 

include, wherein the instructions comprise instructions to cause the processor to: update the 

database based upon a communication parameter of the transmitted message. 

Example 17 is a non-transitory machine readable medium, comprising instructions, which 35 
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when performed by the machine, cause the machine to: discover a set of supported application-

layer communications protocols of a remote device; select one of the set of supported 

application-layer communications protocols as a selected application-layer communications 

protocol for a message received from a source application, based upon a characteristic of a 

computer network used to communicate with the remote device and a communication 5 

characteristic of the source application of the message; construct the message according to the 

selected application-layer communications protocol; and transmit the message to the remote 

device over the computer network using the selected application-layer communications protocol. 

In Example 18, the subject matter of Example 17 optionally includes, wherein the 

instructions comprise instructions to cause the processor to: receive a second message for 10 

transmission to the remote device from the source application; select one of the set of supported 

application-layer communications protocols as a second selected application-layer 

communications protocol for the message based upon a new measurement of the characteristic of 

the computer network used to communicate with the remote device and the communication 

characteristic of the source application of the message; construct the second message according 15 

to the second selected application-layer communications protocol; and transmit the message to 

the remote device over the computer network, wherein the selected application-layer 

communications protocol used to construct and transmit the message is a different application-

layer communications protocol than the second selected application-layer communications 

protocol used to construct the second message. 20 

In Example 19, the subject matter of any one or more of Examples 17–18 optionally 

include, wherein the selected application-layer communications protocol is one of: a HyperText 

Transfer Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ Telemetry 

Transport (MQTT) protocol, and an OPC Unified Architecture (UA) protocol. 

In Example 20, the subject matter of any one or more of Examples 17–19 optionally 25 

include, wherein the instructions that cause the processor to discover the set of supported 

application-layer communications protocols of the remote device comprises instructions to cause 

the processor to: requesting available message brokers from the remote device using a Hypertext 

Transfer Protocol (HTTP) GET request. 

In Example 21, the subject matter of any one or more of Examples 17–20 optionally 30 

include, wherein the instructions that cause the processor to select one of the set of supported 

application-layer communications protocols of the remote device as the selected application-

layer communications protocol based upon the characteristic of the network used to 

communicate with the remote device and the communication characteristic of the source 

application comprises instructions to cause the processor to: detect the characteristic of the 35 
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computer network; determine the communication characteristic of the source application; and 

select rows of a database matching the characteristic of the computer network and the 

communication characteristic of the source application; and select the application-layer 

communications protocol corresponding to a selected row that has a lowest transmission time. 

In Example 22, the subject matter of Example 21 optionally includes, wherein the 5 

characteristic of the computer network is one of: one way latency, two way latency, packet loss, 

jitter, bandwidth, bit-error rate, error rate, or availability. 

In Example 23, the subject matter of any one or more of Examples 21–22 optionally 

include, wherein the communication characteristic is one of: one-way latency tolerance, two-way 

latency tolerance, packet loss tolerance, jitter tolerance, bandwidth requirements, whether an 10 

acknowledgement is required, bit-error rate tolerance, error rate tolerances, availability, whether 

the message needs to be delivered at least once, or whether the message may only be delivered 

once. 

In Example 24, the subject matter of any one or more of Examples 21–23 optionally 

include, wherein the instructions comprise instructions to cause the processor to: update the 15 

database based upon a communication parameter of the transmitted message. 

Example 25 is a device comprising: means to discover a set of supported application-layer 

communications protocols of a remote device; means to select one of the set of supported 

application-layer communications protocols as a selected application-layer communications 

protocol for a message received from a source application, based upon a characteristic of a 20 

computer network used to communicate with the remote device and a communication 

characteristic of the source application of the message; means to construct the message according 

to the selected application-layer communications protocol; and means to transmit the message to 

the remote device over the computer network using the selected application-layer 

communications protocol. 25 

In Example 26, the subject matter of Example 25 optionally includes: means to receive a 

second message for transmission to the remote device from the source application; means to 

select one of the set of supported application-layer communications protocols as a second 

selected application-layer communications protocol for the message based upon a new 

measurement of the characteristic of the computer network used to communicate with the remote 30 

device and the communication characteristic of the source application of the message; means to 

construct the second message according to the second selected application-layer communications 

protocol; and means to transmit the message to the remote device over the computer network, 

wherein the selected application-layer communications protocol used to construct and transmit 

the message is a different application-layer communications protocol than the second selected 35 



20 

 

application-layer communications protocol used to construct the second message. 

In Example 27, the subject matter of any one or more of Examples 25–26 optionally 

include, wherein the selected application-layer communications protocol is one of: a HyperText 

Transfer Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ Telemetry 

Transport (MQTT) protocol, and an OPC Unified Architecture (UA) protocol. 5 

In Example 28, the subject matter of any one or more of Examples 25–27 optionally 

include, wherein the means to discover the set of supported application-layer communications 

protocols of the remote device comprises means to request available message brokers from the 

remote device using a Hypertext Transfer Protocol (HTTP) GET request. 

In Example 29, the subject matter of any one or more of Examples 25–28 optionally 10 

include, wherein the means to select one of the set of supported application-layer 

communications protocols of the remote device as the selected application-layer communications 

protocol based upon the characteristic of the network used to communicate with the remote 

device and the communication characteristic of the source application comprises: means to 

detect the characteristic of the computer network; means to determine the communication 15 

characteristic of the source application; and means to select rows of a database matching the 

characteristic of the computer network and the communication characteristic of the source 

application; and means to select the application-layer communications protocol corresponding to 

a selected row that has a lowest transmission time. 

In Example 30, the subject matter of Example 29 optionally includes, wherein the 20 

characteristic of the computer network is one of: one way latency, two way latency, packet loss, 

jitter, bandwidth, bit-error rate, error rate, or availability. 

In Example 31, the subject matter of any one or more of Examples 29–30 optionally 

include, wherein the communication characteristic is one of: one-way latency tolerance, two-way 

latency tolerance, packet loss tolerance, jitter tolerance, bandwidth requirements, whether an 25 

acknowledgement is required, bit-error rate tolerance, error rate tolerances, availability, whether 

the message needs to be delivered at least once, or whether the message may only be delivered 

once. 

In Example 32, the subject matter of any one or more of Examples 29–31 optionally 

include means to update the database based upon a communication parameter of the transmitted 30 

message. 
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WHAT IS CLAIMED IS: 

 

1. A method for communicating with a remote device, the method comprising:  

 using a computer processor and a network interface: 

discovering a set of supported application-layer communications protocols of the remote 

device; 

 selecting one of the set of supported application-layer communications protocols as a 

selected application-layer communications protocol for a message received from a source 

application, based upon a characteristic of a computer network used to communicate with the 

remote device and a communication characteristic of the source application of the message, 

wherein the selecting comprises:  

detecting the characteristic of the computer network;  

determining the communication characteristic of the source application based on a 

previously-stored communication characteristic or messaging history of the source 

application, wherein the determining comprises determining the communication 

characteristic of the source application based on a query of the source application through 

an application programming interface if the previously-stored communication 

characteristic or messaging history of the source application is unavailable; and  

selecting rows of a database matching the characteristic of the computer network 

and the communication characteristic of the source application; and 

selecting the application-layer communications protocol corresponding to a 

selected row that has a lowest transmission time; 

 constructing the message according to the selected application-layer communications 

protocol; and 

 transmitting the message to the remote device over the computer network using the 

selected application-layer communications protocol and the network interface.  

 

2.  The method of claim 1, comprising:  

 receiving a second message for transmission to the remote device from the source 

application;   

 selecting one of the set of supported application-layer communications protocols as a 

second selected application-layer communications protocol for the message based upon a new 

measurement of the characteristic of the computer network used to communicate with the remote 

device and the communication characteristic of the source application of the message; 
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 constructing the second message according to the second selected application-layer 

communications protocol; and  

 transmitting the message to the remote device over the computer network, wherein the 

selected application-layer communications protocol used to construct and transmit the message is 

a different application-layer communications protocol than the second selected application-layer 

communications protocol used to construct the second message.  

 

3.  The method of claim 1, wherein the selected application-layer communications protocol is 

one of: a HyperText Transfer Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ 

Telemetry Transport (MQTT) protocol, and an OPC Unified Architecture (UA) protocol.  

 

4.  The method of claim 1, wherein discovering the set of supported application-layer 

communications protocols of the remote device comprises requesting available message brokers 

from the remote device using a Hypertext Transfer Protocol (HTTP) GET request.  

 

 

5.  The method of claim 1, wherein the characteristic of the computer network is one of: one way 

latency, two way latency, packet loss, jitter, bandwidth, bit-error rate, error rate, or availability. 

 

6.    The method of claim 1, wherein the communication characteristic is one of: one-way latency 

tolerance, two-way latency tolerance, packet loss tolerance, jitter tolerance, bandwidth 

requirements, whether an acknowledgement is required, bit-error rate tolerance, error rate 

tolerances, availability, whether the message needs to be delivered at least once, or whether the 

message may only be delivered once. 

 

7.  The method of claim 1, comprising, updating the database based upon a communication 

parameter of the transmitted message. 

 

8.  A device comprising:  

 a processor;  

 a network interface;  5 

 a non-transitory machine readable medium, comprising instructions, which when 

performed by the processor, cause the processor to: 

discover a set of supported application-layer communications protocols of a remote 

device; 
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 select one of the set of supported application-layer communications protocols as a 

selected application-layer communications protocol for a message received from a source 

application, based upon a characteristic of a computer network used to communicate with the 

remote device and a communication characteristic of the source application of the message; 

construct the message according to the selected application-layer communications 

protocol; and 

 transmit the message to the remote device over the computer network using the selected 

application-layer communications protocol and the network interface, 

wherein the instructions that cause the processor to select one of the set of supported application-

layer communications protocols of the remote device as the selected application-layer 

communications protocol based upon the characteristic of the network used to communicate with 

the remote device and the communication characteristic of the source application comprises the 

instructions to cause the processor to: 

detect the characteristic of the computer network;  

determine the communication characteristic of the source application based on a 

previously-stored communication characteristic or messaging history of the source 

application, wherein the determination comprises determining the communication 

characteristic of the source application based on a query of the source application through 

an application programming interface if the previously-stored communication 

characteristic or messaging history of the source application is unavailable; and  

select rows of a database matching the characteristic of the computer network and 

the communication characteristic of the source application; and 

select the application-layer communications protocol corresponding to a selected 

row that has a lowest transmission time.  

 

9.  The device of claim 8, wherein the instructions comprise instructions to cause the processor 

to:  

 receive a second message for transmission to the remote device from the source 

application;   

 select one of the set of supported application-layer communications protocols as a second 

selected application-layer communications protocol for the message based upon a new 

measurement of the characteristic of the computer network used to communicate with the remote 

device and the communication characteristic of the source application of the message; 

 construct the second message according to the second selected application-layer 

communications protocol; and  
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 transmit the message to the remote device over the computer network, wherein the 

selected application-layer communications protocol used to construct and transmit the message is 

a different application-layer communications protocol than the second selected application-layer 

communications protocol used to construct the second message.  

 

10.  The device of claim 8, wherein the selected application-layer communications protocol is 

one of: a HyperText Transfer Protocol (HTTP), a Constrained Application Protocol (CoAP), MQ 

Telemetry Transport (MQTT) protocol, and an OPC Unified Architecture (UA) protocol.  

 

11.  The device of claim 8, wherein the instructions that cause the processor to discover the set of 

supported application-layer communications protocols of the remote device comprises 

instructions to cause the processor to: request available message brokers from the remote device 

using a Hypertext Transfer Protocol (HTTP) GET request.  

 

12.  The device of claim 8, wherein the characteristic of the computer network is one of: one way 

latency, two way latency, packet loss, jitter, bandwidth, bit-error rate, error rate, or availability. 

 

13.    The device of claim 8, wherein the communication characteristic is one of: one-way 

latency tolerance, two-way latency tolerance, packet loss tolerance, jitter tolerance, bandwidth 

requirements, whether an acknowledgement is required, bit-error rate tolerance, error rate 

tolerances, availability, whether the message needs to be delivered at least once, or whether the 

message may only be delivered once. 

 

14.  The device of claim 8, wherein the instructions comprise instructions to cause the processor 

to: update the database based upon a communication parameter of the transmitted message.  

 

15.   A non-transitory machine readable medium, comprising instructions, which when 

performed by a processor, cause the processor to: 

discover a set of supported application-layer communications protocols of a remote 

device; 

 select one of the set of supported application-layer communications protocols as a 

selected application-layer communications protocol for a message received from a source 

application, based upon a characteristic of a computer network used to communicate with the 

remote device and a communication characteristic of the source application of the message; 
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 construct the message according to the selected application-layer communications 

protocol; and 

 transmit the message to the remote device over the computer network using the selected 

application-layer communications protocol, 

wherein the instructions which when performed by the machine, cause the machine to select one 

of the set of supported application-layer communications protocols of the remote device as the 

selected application-layer communications protocol based upon the characteristic of the network 

used to communicate with the remote device and the communication characteristic of the source 

application comprises the instructions to cause the machine to: 

detect the characteristic of the computer network;  

determine the communication characteristic of the source application based on a 

previously-stored communication characteristic or messaging history of the source 

application, wherein the determination comprises determining the communication 

characteristic of the source application based on a query of the source application through 

an application programming interface if the previously-stored communication 

characteristic or messaging history of the source application is unavailable; and  

select rows of a database matching the characteristic of the computer network and 

the communication characteristic of the source application; and 

select the application-layer communications protocol corresponding to a selected 

row that has a lowest transmission time.  

 

16.  The non-transitory machine readable medium of claim 15, wherein the instructions comprise 

instructions to cause the processor to:  

 receive a second message for transmission to the remote device from the source 

application;   

 select one of the set of supported application-layer communications protocols as a second 

selected application-layer communications protocol for the message based upon a new 

measurement of the characteristic of the computer network used to communicate with the remote 

device and the communication characteristic of the source application of the message; 

 construct the second message according to the second selected application-layer 

communications protocol; and  

 transmit the message to the remote device over the computer network, wherein the 

selected application-layer communications protocol used to construct and transmit the message is 

a different application-layer communications protocol than the second selected application-layer 

communications protocol used to construct the second message.  
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17.  The non-transitory machine readable medium of claim 15, wherein the selected application-

layer communications protocol is one of: a HyperText Transfer Protocol (HTTP), a Constrained 

Application Protocol (CoAP), MQ Telemetry Transport (MQTT) protocol, and an OPC Unified 

Architecture (UA) protocol.  

 

18.  The non-transitory machine readable medium of claim 15, wherein the instructions that 

cause the processor to discover the set of supported application-layer communications protocols 

of the remote device comprises instructions to cause the processor to: requesting available 

message brokers from the remote device using a Hypertext Transfer Protocol (HTTP) GET 

request.  

 

 


