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e claim: 

I. 	A computer-readable medium comprising computer-executable instructions that when 

execu d by a processor perform a method comprising: 

tr 	smitting electronic signals configured to display a ranking of plurality of user 

accounts th 	represent a threat to an organization, wherein the ranking is determined by 

monitoring val c. s of at least four controls for each of the plurality of user accounts over a first 

time period, where. n the controls are selected from the group consisting of: 

a quan ity of bandwidth utilized by a user account over a first network; 

blocked transmissions by a user account over the first network; 

blocked comrr1 nication through a targeted communication application; 

non-blocked co 	unication through the targeted communication 	application 

that violates at least one predefined ̀criterion; 

an association of at leas one security application with the user account, wherein 

if a at least one software application is ass ciated with the user account, then: 

monitoring illegal stor 	e attempts; and 

recording a filename assoc•. ted with illegal storage attempts; and 

determining if communications thro. gh  the first network are transmitted or 

received through an unauthorized protocol; 

comparing the values of the at least four controls o er the first time period with values 

of the at least four controls over a second time period; and 

transmitting electronic signals configured to display a 	anking of plurality of user 

accounts. 

2. The computer-readable medium of claim 1, wherein the blocked transmissions by the 

user account over the first network are classified into a category selected from the group 

consisting of: a security threat, an ethics threat, and combinations thereof. 

3. The computer-readable medium of claim 2, the 	computer-executable 	instructions 

further comprising: 

receiving 	a 	user 	input 	selecting 	a 	graphical 	representation 	of 	the 	locked 

communication through the first network; and 
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displaying whether the blocked communication was a security threat, an ethics threat or 

co 	binations thereof. 

4. he computer-readable medium of claim 1, wherein an account weight has been applied 

to at least .ne user account displayed, wherein the account weight is assigned to the at least one 

user account, if the user account is within a category selected from the group consisting of: 

granted . cess rights to a specific collection of data, exempt from having the at least 

one security application, the at least one security application is absent; access rights to at least 

one service has been a activated, and combinations thereof. 

5. The computer-rea$ able medium of claim 4, wherein the at least one user account are 

weighted according to the v• ues set forth in Table 2. 

6. The computer-readable , edium of claim 4, the instruction further comprising: 

receiving a user input provis ing a new account weight to be applied to at least one of 

the plurality of user accounts; and 

re-ranking a plurality of accounts 	,ing the new account weight. 

7. The computer-readable medium of cla 	2, the instruction further comprising: 

receiving a user input requesting the re-r. 	ing of the plurality of user accounts based 

upon one of the controls. 

8. The computer-readable medium of claim 4, the i ,structions further comprising: 

receiving a user input selecting a user account from 	e plurality of user accounts; and 

displaying the user accounts ranking for a plurality of .ontrols selected from the group 

consisting of: 

the quantity of bandwidth utilized by the user acco 	t over the first network, 

denied access attempts by the user account over the first network, b Irked communications 

through the targeted communication application, non-blocked commun ations through the 

targeted communication application that violates at least one predefined crite 'on, the presence 

of at least one security application with the user account, communications t 	ough the first 

network is transmitted or received through an unauthorized protocol, and combinains thereof. 

9. The computer-readable medium of claim 1, wherein the first time period is 	ss than 

about 3 days and the second time period is more than about 40 days. 



24 

I 	The computer-readable medium of claim 1, wherein a control weight has been applied 

to a least one control utilized in determining the threat rating, wherein the weight is assigned to 

the at east one user account if the user account is within a group selected from the groups 

consistin_ of: 

a sec rity threat, an ethics threat, blocked communication through the targeted 

communication .pplication, communication through the targeted communication application 

meeting the prede 	ed criterion, 	accessing the centralized store, an attempted illegal storage 

attempt, and combina ons thereof. 

11. The computer-reae.ble medium of claim 10, the instruction further comprising: 

receiving a user input .roviding a new control weight to be applied to at least one of the 

plurality of controls; and 

re-ranking a plurality of aces nts using the new control weight. 

12. The method of claim 10, further omprising: 

determining that an activity of one of the controls occurred during a first time frame 

during either the first time period or the secone time period; and 

applying a second weight to the activity th 	occurred during the time frame. 

13. The method of claim 10, further comprising: 

further weighting a control if incidence of as tivity for that control is above a 

predetermined threshold. 

14. The method of claim 13, wherein the predetermined th 	shold is based upon, the user 

account's average activity, average activity of other user accounts, 0 r combinations thereof. 

15. The method of claim 10, wherein the activities that occurred d 	ing the first time period 

arc weighted differently than the activities that occurred during the secone time period. 

16. The method of claim 15, wherein the activities that occurred during t 	first time period 

and the second time period are weighted according to the values set forth in Tab 	2. 

17. An apparatus comprising: 

a communications module configured to receive data from a plurality of app 	ations, 

the data relating to values of at least four controls for each of the plurality of user account 	• ver 

a first time period, wherein the controls are selected from the group consisting of: 
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a quantity of bandwidth utilized by a user account over a first network; 

blocked transmissions by a user account over the first network; 

blocked communication through a targeted communication application; 

non-blocked communication through the targeted communication 	application 

that violates .t least one predefined criterion; 

• ter-mining if any communications through the first network is transmitted or 

received through a 	unauthorized protocol; 

an application aetection module configured to determine an association of at least one 

security application with each of the user accounts; and 

a processor configured to calculate a predictive threat score for a plurality of user 

accounts that compares the val. es of the at least four controls over the first time period with 

values of the at least four controls ever a second time period; and 

18. The apparatus of claim 17, wh. ern the processor is further configured to determine that 

an activity of one of the controls occurr- I during a first time frame during either the first time 

period or the second time period; and 

applying a second weight to the activity 	at occurred during the time frame. 

19. The apparatus of claim 17, further comprisi • .. 

further weighting a control if incidence o 	activity for that control is above a 

predetermined threshold. 

20. The apparatus of claim 19, wherein the predetermine• threshold is based upon, the user 

account's average activity, average activity of other user accoun 	, or combinations thereof. 

21. The apparatus of claim 17, wherein the activities that oc• rred during the first time 

period are weighted differently than the activities that occurred during"., e second time period. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. 	A 	non-transitory 	computer-readable 	medium 	storing 	computer-executable 

instructions that when executed by a processor cause the processor to perform: 

calculating a ranking of a plurality of user accounts within an organization that 

represent a threat to the organization, wherein the ranking is determined by a predictive 

threat score for each user account of the plurality of user accounts, wherein the predictive 

threat score is based on a comparison of a first set of at least four values that are monitored 

over a first time period to a second set of at least four values that are monitored over a 

second time period, and wherein the values of the first set of values and the second set of 

values for each user account are selected from the group consisting of: 

a value corresponding to a quantity of bandwidth utilized by the user 

account over a network; 

a value corresponding to a number of blocked transmissions by the user 

account over the network; 

a value corresponding to a number of blocked communications through a 

targeted communication application, the targeted communication application allowing a 

first user to communicate directly with another individual; 

a value corresponding to a number of non-blocked communications through 

the targeted communication application that violates at least one predefined criterion; 

a value indicating whether at least one security application is associated 

with the user account; 

a value indicating an illegal storage attempt; and 

a value indicating whether a communication 	has been transmitted or 

received through the network via an unauthorized protocol; and 

transmitting electronic signals configured to display the ranking of the plurality of 

user accounts. 
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2. The computer-readable medium of claim 1, wherein the blocked transmissions by 

the user account over the network are classified into a category selected from the group 

consisting of: a security threat, an ethics threat, and combinations thereof. 

3. The computer-readable medium of claim 2, the 	computer-executable 	instructions 

further comprising: 

receiving 	a 	user 	input 	selecting 	a 	graphical 	representation 	of the 	blocked 

communication through the network; and 

displaying whether the blocked communication was a security threat, an ethics 

threat or combinations thereof. 

4. The computer-readable medium of claim 1, wherein an account weight has been 

applied to at least one user account displayed, wherein the account weight is assigned to 

the at least one user account, if the user account is within a category selected from the 

group consisting of: 

granted access rights to a specific collection of data, exempt from having the at 

least one security application, the at least one security application is absent; access rights to 

at least one service has been deactivated, and combinations thereof. 

5. The computer-readable medium of claim 4, wherein the at least one user account 

are weighted according to weights set forth in Table 2. 

6. The computer-readable medium of claim 4, the instruction further comprising: 

receiving a user input providing a new account weight to be applied to at least one 

of the plurality of user accounts; and 

re-ranking a plurality of accounts using the new account weight. 
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7. The computer-readable medium of claim 2, the instruction further comprising: 

receiving a user input requesting the re-ranking of the plurality of user accounts 

based upon one of the values the predictive threat score is based on. 

8. The computer-readable medium of claim 4, the instructions further comprising: 

receiving a user input selecting a user account from the plurality of user accounts; 

and 

displaying the ranking for a plurality of values selected from the group consisting 

of: 

a value corresponding to the quantity of bandwidth utilized by the user 

account over the network, a value corresponding to a number of denied access attempts by 

the user account over the network, a value corresponding to a number of blocked 

communications through the targeted communication application, a value corresponding to 

a number of non-blocked communications through the targeted communication application 

that violate at least one predefined criterion, a value indicating whether at least one 

security application 	is associated with the 	user account, a value indicating whether 

communications through the network are transmitted or received via an unauthorized 

protocol, and combinations thereof. 

9. The computer-readable medium of claim 1, wherein the first time period is less 

than about 3 days and the second time period is more than about 40 days. 

10. The computer-readable medium of claim 1, wherein a value weight has been 

applied to at least one value utilized in determining the predictive threat score, wherein the 

weight is assigned to the at least one user account if the user account is within a group 

selected from the groups consisting of: 

a security threat, an ethics threat, blocked communication through the targeted 

communication 	application, 	communication 	through 	the 	targeted 	communication 
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application meeting the predefined criterion, 	accessing the centralized store, an attempted 

illegal storage attempt, and combinations thereof. 

11. The computer-readable medium of claim 10, the instruction further comprising: 

receiving a user input providing a new value weight to be applied to at least one of 

the values; and 

re-ranking a plurality of accounts using the new value weight. 

12. The computer-readable medium of claim 10, further comprising: 

determining that an activity associated with one of the values occurred during a 

time frame of either the first time period or the second time period; and 

applying a second value weight to the activity that occurred during the time frame. 

13. The computer-readable medium of claim 10, further comprising: 

further weighting one of the values if incidence of activity associated with the value 

is above a predetermined threshold. 

14. The computer-readable medium of claim 13, wherein the predetermined threshold 

is based upon an average activity of one of the user accounts of the plurality of user 

accounts, an average activity of at least one of the other user accounts of the plurality of 

user accounts, or combinations thereof. 

15. The computer-readable medium of claim 10, wherein the activities that occurred 

during the first time period are weighted differently than the activities that occurred during 

the second time period. 
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16. The computer-readable medium of claim 15, wherein the activities that occurred 

during the first time period and the second time period are weighted according to weights 

set forth in Table 2. 

17. An apparatus comprising: 

a 	communications 	module 	configured 	to receive 	data 	from 	a plurality 	of 

applications, the data relating to a first set of at least four values and a second set of at least 

four values associated with each user account of a plurality of user accounts within an 

organization, wherein the first set of values are monitored over a first time period and the 

second set of values are monitored over a second time period, and wherein the values of 

the first set of values and the second set of values for each user account are selected from 

the group consisting of: 

a value corresponding to a quantity of bandwidth utilized by the user 

account over a network; 

a value corresponding to a number of blocked transmissions 	by the user 

account over the network; 

a value corresponding to a number of blocked communications through a 

targeted communication application, the targeted communication application allowing a 

first user to communicate directly with another individual; 

a value corresponding to a number of non-blocked communications through 

the targeted communication application that violate at least one predefined criterion; and 

a value indicating whether 	a communication has been transmitted or 

received through first network via an unauthorized protocol; 

an application detection module configured to determine whether at least one 

security application is associated with at least one of the user accounts; and 

a processor configured to respectively calculate a 	predictive threat score 	for 

eachuser account of the plurality of user accounts based on a comparison of the first set of 
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values to the second of values that are respectively associated with each user account of the 

plurality of user accounts. 

18. The apparatus of claim 17, wherein the processor is further configured to determine 

that an activity associated with one of the values occurred during a time frame of either the 

first time period or the second time period; and 

applying a second value weight to the activity that occurred during the time frame. 

19. The apparatus of claim 17, further comprising: 

further weighting one of the values if incidence of activity associated with the value 

is above a predetermined threshold. 

20. The apparatus of claim 19, wherein the predetermined threshold is based upon an 

average activity of one of the user accounts of the plurality of user accounts, an average 

activity of at least one of the other user accounts of the plurality of user accounts, or 

combinations thereof. 

21. The apparatus of claim 17, wherein the activities that occurred during the first time 

period are weighted differently than the activities that occurred during the second time 

period. 


