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QUEUING SYSTEM TO PREDICT PACKET LIFETIME
INA COMPUTING DEVICE

PRIORITY CLAIM

[0001] This application claims the benefit of U.S. Pat&pplication No. 16/020,842, filed June

27, 2018, the entire content of which is incorpedaterein by reference.

TECHNICAL FIELD
[0002] This disclosure generally relates to computing ckeviand, particularly, queuing in

networking devices.

BACKGROUND
[0003] A computer network is a collection of interconnelctetwork devices that can exchange
data and share resources. Example network dewickessle routers, switches, and other layer
two (L2) network devices that operate within lajo of the Open Systems Interconnection
(OSI) reference model, i.e., the data link layed &yer three (L3) network devices that operate
within layer three of the OSI reference model, tlee network layer. Network devices within
computer networks often include a control unit ghxatvides control plane functionality for the
network device and forwarding components for raytin switching data units.
[0004] A network switch of a computer network may use auguto help to provide bandwidth
matching between senders and receivers. Morefggadlg, the network switch receives packets
from a sender at a relatively fast rate. The ndtvwgaitch transmits a portion of the received
packets from the sender to a receiver at a relgtslew rate and stores a remaining portion of
the received packets in the queue. After transimgithe portion of the received packets, the
network switch transmits the packets stored ingineue to the receiver at the relatively slow
rate.

SUMMARY
[0005] In general, this disclosure describes techniquesrfproved queueing systems in
network devices. A network device, such as a rauta switch, may enqueue packets in one or

more queues prior to switching internally betweanket forwarding engines, or prior to
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transmitting the packets over the network. Packeta queue may be stored in a delay
bandwidth buffer, which may be implemented as afldymemory” that includes both local
memory (e.g., on chip memory) and external memeny.( High Bandwidth Memory (HBM)).
[0006] Accordingly, the techniques of the disclosure dégsca queueing system for a network
device that predicts packet “lifetime,” which isalreferred to herein as “predicted lifetime,” for
selecting between the local memory and external ongnLifetime is a prediction of the time a
packet expects to be resident in the delay bantvadtfer. In accordance with the described
techniques, a network device stores packets wishert” lifetime (e.g., packets written and read
quickly in time) in the local memory and storeslgets with a “long” lifetime (e.g., packets
written, but read much later in time compared tokess with a short lifetime) in the external
memory.

[0007] Techniques of the disclosure use lifetime to optarthe hybrid memory performance by
anticipating delay bandwidth buffer requirementshaf packets, and placing the packets in the
“best” memory for the packets’ predicted lifetiméor example, a network device may store
packets that enter and exit the delay bandwidtfebgfickly in local memory, and store packets
that “linger” in external memory. Techniques ddsed herein may predict queue latency by
measuring the queue length, also referred to haei®length” and the dequeue rate, also
referred to herein as “DQrate” (e.g., transmit yatiethe queue. The latency measure is the time
a packet is expected to be resident in the queuaddition, the technique may determine queue
congestion and move queues experiencing congdstiexternal memory before waiting for the
gueue length and latency to grow, which may helgvimd precious local memory usage.

[0008] In one example, this disclosure describes a matigddding: receiving, by processing
circuitry of a networking device, an incoming netkpacket to be processed, wherein the
network packet is held in a queue prior to proceggiletermining, by the processing circuitry, a
predicted lifetime of the network packet based aegueue rate for the queue; selecting, by the
processing circuitry, a first memory from a plutglf memories for the network packet based
on the predicted lifetime, wherein the pluralityroémories includes a local memory of the
processing circuitry and an external memory toptteeessing circuitry; and storing, by the
processing circuitry, the network packet at thetfinemory in response to selecting the first

memory from the plurality of memories.
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[0009] In another example, this disclosure describesaorking device including: a plurality

of memories comprising a local memory of processinguitry and an external memory to the
processing circuitry; and the processing circuttoynected to the plurality of memories. The
processing circuitry is configured to: receive mooming network packet to be processed,
wherein the network packet is held in a queue gagrocessing; determine a predicted lifetime
of the network packet based on a dequeue ratbéagueue; select a first memory from the
plurality of memories based on the predicted lifetj and store the network packet at the first
memory in response to selecting the first memargnfthe plurality of memories.

[0010] In another example, this disclosure describes atramsitory computer-readable medium
including instructions that, when executed, causegssing circuitry of a networking device to:
receive an incoming network packet to be processkdrein the network packet is held in a
gueue prior to processing; determine a predictetre of the network packet based on a
dequeue rate for the queue; select a first menrorg & plurality of memories for the network
packet based on the predicted lifetime, whereimptheality of memories includes a local
memory of the processing circuitry and an extem@imory to the processing circuitry; and store
the network packet at the first memory in respdnsgelecting the first memory from the
plurality of memories.

[0011] The details of one or more examples of the tectesai this disclosure are set forth in
the accompanying drawings and the description beldother features, objects, and advantages
of the techniques will be apparent from the desiompand drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS
[0012] FIG. 1 is a block diagram illustrating an exampdéwork in accordance with the
techniques of the disclosure.
[0013] FIG. 2 is a block diagram illustrating an exampater within the network of FIG. 1 in
accordance with the techniques of the disclosure.
[0014] FIG. 3 is a block diagram illustrating an exampgieger credit update engine within the
router of FIG. 2 in accordance with the techniqoiethe disclosure.
[0015] FIG. 4 is a block diagram illustrating an examplemory within the router of FIG. 2 in

accordance with the techniques of the disclosure.
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[0016] FIG. 5 is a conceptual diagram illustrating latemcgccordance with the techniques of
the disclosure.

[0017] FIG. 6 is a state diagram illustrating queue statesxcordance with the techniques of the
disclosure.

[0018] FIG. 7 is a block diagram illustrating an examplege latency manager within the
router of FIG. 2 in accordance with the techniqoiethe disclosure.

[0019] FIG. 8A is a conceptual diagram illustrating atfireove threshold in accordance with the
techniques of the disclosure.

[0020] FIG. 8B is a conceptual diagram illustrating a setmove threshold in accordance with
the techniques of the disclosure.

[0021] FIG. 9 is a block diagram illustrating a first ealsmmove threshold manager within the
router of FIG. 2 in accordance with the techniqoiethe disclosure.

[0022] FIG. 10 is a block diagram illustrating a secondragle move threshold manager within
the router of FIG. 2 in accordance with the tecbhagyof the disclosure.

[0023] FIG. 11 is a flowchart illustrating an example aggiegm in accordance with the
techniques of the disclosure.

[0024] Like reference characters refer to like elementsughout the figures and description.

DETAILED DESCRIPTION
[0025] FIG. 1 is a block diagram illustrating an exemplaygtem 102 in which network 104
includes routers 106A-106B (collectively, route@S) Devices 110A—-110N (collectively,
devices 110) connect to network 104 via routersith@3der to access resources provided by
network 104. Each of devices 110 may be an endasseputing device, such as a personal
computer, a laptop computer, a mobile telephometaork telephone, a television set-top box, a
video game system, a point-of-sale device, a paigtigital assistant, an intermediate network
device, a network appliance, a supercomputer, afraane computer, an industrial robot, or
another type of device capable of interfacing vaittd communicating over network 104.
[0026] Network 104 may include a plurality of network deag that facilitate the access of
content by devices 110. Each of the plurality efiwork devices may comprise one of a router, a
switch, a server, a database server, a hub, adikean intrusion detection/prevention (IDP)

device and/or any other type of networking equiphogrdevice that facilitates the transfer of
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data to and from devices 110. Network 104 includesers 106, which communicate using
various protocols, such as the Border Gateway Pobtnd the Internet Control Message
Protocol, in order to exchange routing, networkfigumation information, and other

information. The network may be a local area nekwWt_AN”), such as a token ring or

Ethernet network, a virtual local area network (‘AM\W”), or another type of network. The
network may comprise one or more wired or wireledss. For example, network 104 may be
an Ethernet network that comprises one or morerg¢heables. In another example, the
network may be a Wireless Fidelity (“Wi-Fi") netwothat uses wireless radio transmissions to
communicate information. In another example, nekwl®d4 may be a mobile network.

Although shown as a single network 104 in FIG.dtwork 104 may comprise any number of
interconnected networks, either public or privateyhich the various networks interconnect to
form one or more virtual networks.

[0027] Network 104 provides a variety of resources thay beaccessed by devices 110. In the
example of FIG. 1, network 104 includes contenteset 12 that stores or otherwise sources
content, which, as the term is used herein, reteasy data commonly transmitted and/or stored
within a network, such as web-based applicatianages, documents, web pages, video data,
audio data such as voice, web-based games, sai@sy other type of network-based content.
Network 104 may support multicast techniques toroup the delivery efficiency of data
transmitted with the network. Typically network4l@ill also connect to a variety of other types
of devices (e.qg., file servers, printers, teleplsp@ad e-mail and other application servers).
Network 104 is also shown coupled to public netwbtk (e.g., the Internet) via router 106B.
Public network 114 may include, for example, onenore client computing devices. Public
network 114 may provide access to web serversjcgioin servers, public databases, media
servers, end-user devices, and many other typestark resource devices and content.

[0028] Network 104 may transmit content to devices 116ugh router 106A using one or more
packet-based protocols, such as an Internet Pildii®)d Transmission Control Protocol (TCP).
In this respect, network 104 may support the trassion of data via discrete data units, often
referred to as “packets.” As a result, network bty be referred to as a “packet-based” or
“packet switched” network. While described in tHisclosure as transmitting, conveying, or

otherwise supporting packets, network 104 may tréindata according to any other discrete
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data unit defined by any other protocol, such eslledefined by the Asynchronous Transfer
Mode (ATM) protocol, or a datagram defined by theetUDatagram Protocol (UDP).

[0029] Network traffic delivered by network 104 may besslified according to a number of
categories. For instance, content server 112 mnesrs live video to one of devices 110 through
router 106A. Packets that transmit such video beaglassified as streaming multimedia
packets. Content server 112 may also send welspagae of devices 110 using HTTP
packets. As another example, information exchamhgewuters 106 may be categorized as
network management traffic. In addition to beitagsified by application, network traffic may
be classified by source or destination, user, palf@nd port (for TCP and UDP), among others
characteristics.

[0030] Various categories of network traffic may requireeatain level of network performance.
For example, streaming multimedia may require guaed bandwidth to provide an acceptable
user experience. As another example, network neamangt traffic should experience low delays
in order to maintain the efficiency of a networklso, internet service providers (ISPs) may
prioritize traffic for certain users over othersed on a service provider agreement. To meet
these requirements, network 104 includes mechartissigpport quality of service (QoS)
guarantees according to a number of predefined|@ahs.

[0031] Routers 106 receive, analyze, and classify padkedssign the packets to a suitable
priority level. In addition to classifying packetsuters 106 process the received and classified
packets according to their priority level. In thieinner, routers 106 implement aspects of the
QoS guarantees provided by network 104. In additiased on information received from other
devices in system 102, routers 106 determine tpeoapate route through the system for each
received packet and forwards the packet accordingly

[0032] Routers 106 may regulate a speed at which packetsamsmitted to prevent flooding on
the network. For example, routers 106 may incladeken bucket shaper that spends “tokens”
to dequeue a corresponding amount of bytes frooeaeand transmit them over the network,
and may not transmit packets if the token buckapshhas insufficient tokens to spend. In
other words, each token may correspond to a nuoftgytes that the token bucket shaper is
permitted to dequeue from the queue and transreit iine network. In this way, the token
bucket shaper acts to regulate the speed at whickeps are removed from the queue and

transmitted on the network.
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[0033] Routers 106 may use a Delay Bandwidth Buffer (DB8}he primary storage for
packets. The delay bandwidth buffer for networkices may include, for example, local
memory, such as, for example, On Chip Memory (O@~Y may be further increased using an
external memory, such as, for example, High BantwiMemory (HBM). The delay bandwidth
buffer provides buffering for bandwidth matchingween faster senders and slower receivers,
such as those using Transmission Control Protd@@Pj). However, as port speeds increase,
external memory bandwidth may no longer suppa@tftiti packet rate in all cases, e.g., it may
only provide half the line rate bandwidth. To canpate, a faster, but much smaller, on chip
memory may be included as part of the delay banitiviadffer, also referred to, for example, as
a “hybrid memory.” The hybrid memory may be capati line rate performance when packets
utilize the on chip memory, but may only be capatfla fraction of line rate when utilizing
external memory . When a sufficient number of gé€kitilize the on chip memory, e.g., more
than 50% in the case of external memory havinfjdidine rate performance, and the
remainder fits within the available external memdrgndwidth, line rate performance is
possible. If too many packets utilize the bandwicthnstrained external memory , such that it
becomes bandwidth oversubscribed, then performdegeades, possibly to the level of the
external memory bandwidth limitation.

[0034] Some network devices (e.g., routers) may seleetd®t local memory and external
memory using only a length of the queue, also reteto herein as queue length or simply
“Qlength.” However, while shallow queues (e.g.a®length) often have a shorter lifetime
(e.g., a duration the packet is stored in the quiws deep queues, queue length alone is not
always a good predictor of lifetime. For exampldirst packet stored in a deep queue with a
relatively fast dequeue rate may have a shoreiriie than a second packet stored in a shallow
gueue with a relatively slow dequeue rate. As ssaobh network devices may store the first
packet, with the relatively short lifetime, in extal memory and store the second packet, with
the relatively long lifetime, in local memory, whienay result in an undesirable reduction of
line rate performance of the network device.

[0035] Accordingly, rather than relying solely on a quéarggth, the techniques of the disclosure
describe a queueing system for a routers 106 thgtselect between local memory and external
memory using a predicted lifetime. Predicted iifet may refer to a time a packet expects to be

resident in the delay bandwidth buffer. Router§ dfay store packets with a “short” predicted
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lifetime (e.g., packets written and read quicklyime) in local memory and store packets with a
“long” predicted lifetime (e.g., packets writtenytiread much later in time compared to packets
with a short lifetime) in external memory. For exae, the queueing system for router 106A
may predict queue latency by measuring the quengtHeand the dequeue rate, also referred to
herein as “DQrate” (e.g., transmit rate) of thewpieThe latency measure may refer to the time
a packet is expected to be resident in the queue.

[0036] Routers 106 may each include a queueing systenmgcoedl to select between local
memory and external memory using a predicted iifetto help to avoid unnecessarily wasting
external memory bandwidth for packets that migheowise be better suited to use local
memory (e.g., packets having short lifetimes) cammg#o queueing systems that use only queue
length. In some examples, routers 106 may eadhde@ queueing system configured to select
between local memory and external memory usingdigted lifetime to help to avoid
unnecessarily wasting local memory capacity folkpecthat might be better suited for external
memory compared to queueing systems that use oelyeglength. In some examples, routers
106 may each include a queueing system configuredlect between local memory and
external memory using a predicted lifetime to Helpnaintain a quality of service by respecting
gueue priority and/or manage move thresholds inudgaly.

[0037] More specifically, for example, router 106A detemes a predicted lifetime for each
incoming network packet using a dequeue ratehignexample, router 106A stores the network
packet in local memory or external memory basetherpredicted lifetime of respective
network packets. Router 106A stores network packeith relatively long predicted lifetimes in
external memory and stores network packets withtivaly short predicted lifetimes in local
memory. In this way, router 106 is likely to st@a&ckets with a “short” lifetime (e.g., packets
written and read quickly in time) in local memorgnepared to packets with a “long” lifetime
(e.g., packets written, but read much later in tocompared to packets with a short lifetime).
[0038] Although the principles described herein are disedswith reference to routers 106,
other network devices, such as, for example, bulimited to, an Asynchronous Transfer Mode
(ATM) switch, a local area network (LAN) switch, arterface card, a gateway, a firewall, or
another device of system 102 may determine a pextidetime.

[0039] FIG. 2 is a block diagram illustrating an exampater within the network of FIG. 1 in

accordance with the techniques of the disclostmgeneral, router 206 may operate
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substantially similar to routers 106 of FIG. 1. ths example, router 206 includes interface
cards 230A—-230N (“IFCs 230") that receive packédsincoming links 232A-232N (“incoming
links 232") and send packets via outbound linksA232B4N (“outbound links 234”). IFCs 230
are typically coupled to links 232, 234 via a numtsieinterface ports. Router 206 also includes
a control unit 222 that determines routes of remgtipackets and forwards the packets
accordingly via IFCs 230, and hybrid memory 228ammunication with control unit 222.
[0040] Control unit 222 includes a routing engine 224 arghcket forwarding engine 226.
Routing engine 224 operates as the control planetder 206 and includes an operating system
(not shown) that provides a multi-tasking operatngironment for execution of a number of
concurrent processes. Routing engine 224, for plggraxecutes software instructions to
implement one or more control plane networking gecots 246. For example, protocols 246
may include one or more routing protocols, sucB@® 252, for exchanging routing
information with other routing devices and for upd@ routing information base (RIB) 242.
Protocols 246 may further include transport protecsuch as Multiprotocol Label Switching
(MPLS) protocol 250, and multicast management palt) such as Internet Group Management
Protocol (IGMP) 256. In other examples, proto@i1$ may include other routing, transport,
management, or communication protocols.

[0041] In some examples, routing engine 224 includes camdriiae interface (CLI) 240 to
permit an administrator to configure and/or managger 206. For example, the administrator
may, via CLI 240, access queue latency managetd®6édnfigure one or more parameters of
gueues 266A—-266N (“queues 266”). In another examplting engine 224 includes a
graphical user interface (GUI) instead of a Clu.alstill further example, routing engine
executes Simple Network Management Protocol (SMA#)to permit the administrator to
configure and/or control router 206 from a remeteninal.

[0042] Routing protocol daemon (RPD) 244 may execute B&Pa other routing protocols to
update RIB 242. RIB 242 describes a topology efabmputer network in which router 206
resides, and also includes routes through the ctenpetwork. RIB 242 describes various
routes within the computer network, and the appab@mext hops for each route, i.e., the
neighboring routing devices along each of the muRPD 244 analyzes information stored in
RIB 242 and generates forwarding information fotked forwarding engine 226, which stores

the forwarding information in forwarding informatidoase (FIB) 260.
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[0043] Hybrid memory 228 acts as storage for router 286 shown, hybrid memory 228 may
include local memory (e.g., on chip memory) ancemdl memory (e.g., High Bandwidth
Memory - HBM). In accordance with the techniquéthe disclosure, hybrid memory 228 may
store queues 266 for router 206. In some examip{dgsid memory 228 comprises random
access memory (RAM), read only memory (ROM), progreable read only memory (PROM),
erasable programmable read only memory (EPROMirel@cally erasable programmable read
only memory (EEPROM), flash memory, comprising ekable instructions for causing the one
or more processors to perform the actions attribtaghem.

[0044] Each of queues 266 of hybrid memory 228 may bestifi first-out (FIFO) data

structure for organization and temporary storaggadé. In the example of FIG. 2, queues 266
store one or more packets for router 206. In o@enple where router 206 includes more than
one packet forwarding engine, router 206 store®tieeor more packets in one or more queues
266 prior to switching internally between packetsfarding engines. In another example, router
206 stores the one or more packets in one or mggaas 266 prior to transmitting the packets
over the network.

[0045] Packet forwarding engine 226 operates as the d@te for router 206 and includes FIB
260, shaper credit update engine 262, move thréshahager 263, and queue latency manager
264. Packet forwarding engine 226, for examplecgsses packets forwarded and received by
router 206 via IFCs 230. For example, packet fodivey engine 226 may apply filters and
routing policies to outgoing packets and forwarel plackets to a next hop in the network. In
some examples, control unit 222 includes a plyralitpacket forwarding engines, each of which
are configured to operate similar to packet forwregangine 226 to provide packet forwarding
functions for different flows of network traffic.

[0046] FIB 260 may associate, for example, network destina for network traffic with

specific next hops and corresponding IFCs 230 duydipal output ports for output links 234.
FIB 260 may be a radix tree programmed into dedcédrwarding chips, a series of tables, a
complex database, a link list, a radix tree, alutega, a flat file, or various other data structures
In some examples, FIB 260 includes lookup strustuteookup structures may, given a key,
such as an address, provide one or more valuesontie examples, the one or more values may
be one or more next hops. A next hop may be imphted as microcode, which when executed,

performs one or more operations. One or more Ing$ may be “chained,” such that a set of
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chained next hops perform a set of operationsegpective different next hops when executed.
Examples of such operations may include applyirgg@mmore services to a packet, dropping a
packet, and/or forwarding a packet using an interéand/or interface identified by the one or
more next hops.

[0047] Queue latency manager 264 of packet forwardingneng26 may work with shaper
credit update engine 262 and move threshold marg&geto perform management functions for
gueues 266 in accordance with techniques of teidaure. For example, shaper credit update
engine 262 may implement token bucket shaper datetsres to determine dequeue rates for
gueues 266. In this example, queue latency maredgeregulates the flow of packets from a
respective one of queues 266, e.g., queue 2664 tistndequeue rates specified by shaper
credit update engine 262. Shaper credit updatmer2$?2 is described further with reference to
FIG. 3.

[0048] As port speeds increase, external memory bandwdihno longer support the full
packet rate in all cases, e.g., it may only providk the line rate bandwidth. To compensate, a
faster, but much smaller, local memory of hybridhmoey 228 may be included as part of the
delay bandwidth buffer, also referred to, for exéenps a hybrid memory. Hybrid memory 228
may be capable of line rate performance when pacekéize the local memory, but may only be
capable of a fraction of line rate when utilizingernal memory. When a sufficient number of
packets utilize the local memory, e.g., more thd% %n the case of external memory having half
of line rate performance, and the remainder fithivithe available external memory bandwidth,
line rate performance is possible. If too manyke#g utilize the bandwidth constrained external
memory, such that external memory becomes bandwidthsubscribed, then performance of
hybrid memory 228 may degrade, possibly to thellef/the external memory bandwidth
limitation.

[0049] To help to prevent oversubscription of external memqueue latency manager 264 may
include lifetime module 265. Lifetime module 26%ayrpredict a packet lifetime, for example,
using one or more of a dequeue rate, target &tendy, priority, congestion experienced, or
other information. Lifetime module 265 is descdiarther with reference to FIG. 7.

[0050] For example, queue latency manager 264 may iyitsdtire a packet in a local memory
of hybrid memory 228. Lifetime module 265 may pced packet lifetime. In this example,

move threshold manager 263 may determine a moesttold for hybrid memory 228. Move
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threshold manager 263 may determine a move threéstsodlescribed further with reference to
FIGS. 8-9. Queue latency manager 264 may use tive threshold and the predicted lifetime to
select which memory (e.g., local memory or extemamory) to store the packet. For example,
in response to determining that a predicted lifethor a packet is less than a move threshold,
gueue latency manager 264 may store the packetah inemory of hybrid memory 228. In this
example, in response to determining that a predlidietime for a packet is greater than the
move threshold, queue latency manager 264 may teneacket in external memory of hybrid
memory 228.

[0051] FIG. 3 is a block diagram illustrating an exampgieer credit update engine 262 of FIG.
2 in accordance with the techniques of the discklasin one example implementation, shaper
credit update engine 262 includes rate wheel 3@d0saheduler 372. Again, network devices
may include shaper credit update engine 262 tdatga speed at which packets are transmitted
to prevent flooding on the network. Moreover,tifitee module 265 may determine lifetime for a
packet based on a dequeue rate output by shapukr gpeate engine 262.

[0052] Rate wheel 370 provides credit updates to sche@ur Scheduler 372 may use credits
to determine when queue / node data structures3g8rimitted to transmit one or more bytes
enqueued by queue / node data structure 388.elaxthmple of FIG. 3, rate wheel 370 includes
rate instruction 374 and update rate 376. Rateuictson 374 provides rate updates for
“Guaranteed” (G) and “Maximum” (M) credit fields 870 credit adder 382 of scheduler 372. G
credits may be used to allocate a guaranteed anodbandwidth to queue / node data structure
388, unless the G rate for the network is oversuibsd. M credits may be used as a rate limit to
prevent queue / node data structure 388 from exugedspecified average transmit rate.

[0053] In addition, update rate 376 represents a ratdnathveredits are being updated by rate
wheel 370. Update rate 376 provides a normalizepiduing rate to queue / node data structure
388. In the example of FIG. 3, update rate 3tBasnverse of a rate update period for rate
wheel 370. In some examples, scheduler 372 appli@s-pass filter to smooth instantaneous
changes in the dequeuing rate. .

[0054] Scheduler 372 includes credit adder 382, crediatgpd392, rate updater 386, and
gueue/node data structure 388. Credit adder 382h&fduler 372, based on input from clip 380,
provides additional credits to rate updater 392agislUX 384, which in turn provides such
additional G / M credits 390 to queue / node datacture 388. Depending on the value of the

12
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current credits and clip 380, rate updater 392 adtyysome, all, or none of the creditsto G/ M
credits 390 of queue / node data structure 388edder 372 uses G / M credits 390 to
determine when queue / node data structure 38&msifted to transmit. In one example, when
G / M credits 390 for queue / node data struct@& &e non-negative, scheduler 372 may
dequeue or transmit packets from queue / nodestiateture 388. Upon dequeuing and
transmitting the packets from queue / node datecttre 388, credit updater 386 removes a
corresponding number of credits from G / M cre8&§€ for queue / node data structure 388.
Once G / M credits 390 for queue / node data sirac288 are negative, queue / node data
structure 388 becomes ineligible for dequeuingamdmitting subsequent packets. Upon
accumulating a non-negative value of G / M cre8@8, queue / node data structure 388 again
becomes permitted to dequeue or transmit packets.

[0055] FIG. 4 is a block diagram illustrating an exampyerd memory 228 within the router of
FIG. 2 in accordance with the techniques of theldgire. As shown, hybrid memory 228 may
include local memory 429 which is full bandwidthloreover, hybrid memory 228, also referred
to herein as “delay bandwidth buffer,” or simplyBB,” may further include external memory
427 to permit large delay bandwidth buffer requieats, such as, for example, delays as large as
100 milliseconds. For example, local memory 429 tmacontained in on chip memory, also
referred to as “On Chip Packet memory” or simphC®mem.” In this example, local memory
429 is at full bandwidth, meaning local memory 43B enqueue and dequeue at line rate.
Queue latency manager 264 may use external mer@@rywhich may be less than full
bandwidth. However, because local memory 429ladively small compared to external
memory 427, queue latency manager 264 may usernomalory 429 for only the shortest
“lifetime” packets. In comparison to local mema39, external memory 427 is relatively large.
As such, queue latency manager 264 may use exteerabry 427 for longer “lifetime” packets.
Local memory 429 may be, for example, about 1/100tless the size of external memory 427.
The delay bandwidth buffer is a function of memsige and transmit rate, and lower transmit
rates have larger delay bandwidth buffer.

[0056] FIG. 4 illustrates the organization of local memdB® and external memory 427 for the
delay bandwidth buffer. The delay bandwidth buffertion of external memory 427 has a
global or shared is packet memory use meter 484, raferred to as simply “shared Pmem use

meter” 404, which indicates the amount of extemamory 427 in use. As used herein, shared
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memory may refer to instances where memory is bgeadultiple queueing systems, which are
referred to herein as simply “Qsys.” Shared Pmismmeter” 404 memory may include
multiple fabric Qsys, which is illustrated as “sbdifabric use meter” 406, which may represent
fabric utilization” and multiple WAN Qsys, which ibustrated as “WAN Pmem use meter” 402,
which may represent wide-area-network (WAN) quegstesn utilization. The WAN Qsys may
be used to schedule packets for ports, e.g., 100GE.

[0057] Similarly, FIG. 4 illustrates a “Shared” use mdtmrWAN 408 and a shared use meter
for fabric 412, as well as the total combined usem410 for local memory 429. Shared WAN
OCPmem use meter 408 may further include multigleal or Individual OCPmem use meters,
one per WAN Qsys. In accordance with techniquesrileed herein, packets for queues with a
smaller lifetime (e.g., latency) may utilize locaémory 429 and those with larger lifetime may
utilize external memory 427.

[0058] FIG. 5 is a conceptual diagram illustrating latemcgccordance with the techniques of
the disclosure. Queue length 504, also referrdgbtein as “Qlength,” indicates a number of
packets in a queue. Dequeue rate 506, also rdferteerein as “DQrate,” indicates the rate of
packet travel through the queue. Lifetime mod@g éhay predict lifetime using dequeue rate
506 (and other factors) when assigning a “time &abr “lifetime” to a packet when making a
move decision. In cases where latency is not coafybe; or not yet reliable, e.g., an empty
gueue, lifetime module 265 may assign a predigfetimhe using predictors, such as prior
dequeue rate, target rate, priority, and congestqerienced (e.g., not transmitting at
configured rate).

[0059] FIG. 5 illustrates a shaded region 502 that isasgmtative of the types of packets that
are stored in local memory 429 of FIG. 4. As shpki. 5 illustrates dequeue rate along the
abscissa axis (e.g., horizontal axis) with dequateincreasing from right to left and queue
length along the ordinate axis (e.g., vertical awigh queue length increasing from bottom to
top.

[0060] Packets with “short” lifetime may utilize local meny 429 and packets with increasing
lifetime move to external memory 427. FIG. 5 ithases that deep queues (e.g., queue lengths
510) with a high dequeue rate (e.g., dequeue Ei2smay produce short lifetimes as well as
shallow queues (e.g., queue lengths 520) with lequéue rate (e.g., dequeue rates 522). While

there is room in local memory 429 (e.g., use matetsapproaching full) the predicted lifetime
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techniques described herein allow for packets shibrt lifetimes to remain in local memory
429. This preserves external memory 427 bandvadtbther longer lifetime packets, and
avoids oversubscribing the external memory 427 wadtti.

[0061] FIG. 6 is a state diagram illustrating queue statescordance with the techniques of the
disclosure. Lifetime module 265 may use sepaitginhe look-up tables (LUTSs) for each state
for a queue. In this example, the predicted hifetiLUTs comprises (4) separate LUTs that are
selected based on queue length (e.g., Qlength)edegate (e.g., DQrate), and queue
intermittency.

[0062] In intermittent or empty queue state 602 (e.g.degueue rate and no queue length), the
gueue may be empty or have a small amount of byidsno dequeue rate or small dequeue
rate. For example, lifetime module 265 may sdlg@ermittent queue state 602 from a plurality
of queue states for the queue when a sampled degatufor the queue does not exceed a
threshold dequeue rate and when a queue lengthdaueue does not exceed a threshold queue
length. Intermittent queue state 602 may indieatgieue that is empty and receiving bytes for
first time since last Queue Rate Update (QRU)etinfie module 265 may set thresholds to filter
out small transients. Intermittent queue stater®@$ be configured to have a bias toward
smaller latency to keep packets in local memory. 428 example, a predicted lifetime LUT for
intermittent queue state 602 may weigh factorsutput lower lifetimes compared to states 604-
608. Lifetime values can be generated using tlgetaate to differentiate between configured
high speed and low speed queues, so that highed spues receive a relative lower lifetime
(e.g., latency) value than lower speed queues.

[0063] In bursting glength queue state 604, the dequdaes@ or small in previous queue rate
update period, suggesting the queue may be burfstingempty to non-empty or is congested
and cannot transmit. For example, lifetime mod@@B may select an bursting queue state from
a plurality of queue states for the queue whemgpiad dequeue rate for the queue does not
exceed a threshold dequeue rate and when a quegih fer the queue exceeds a threshold
gueue length. In some examples, the queue maybmgfrom intermittent queue state 602 to
bursting queue state 604 as the glength exceeldsgtlg threshold. In bursting queue state 604,
when queue length grows beyond a point, e.g., twhree maximum transmission units
(MTUSs), lifetime module 265 may set the latencyatelatively large value to move packets

onto external memory 427. Moving packets ontorertiememory 427 may help to handle the
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congested queue case, but allows some amountrgubstfore transitioning to active queue state
608. In bursting queue state 604, if instead aigug non-congested, it will likely transition to
active queue state 608 in a next QRU period and halequeue rate. Lifetime may be assigned
values using target latency (Qlength / target rable)some example Qlength may be used to
generate lifetime values, assuming a transmissita r

[0064] In fluctuating queue state 606, also referred teineas “transient queue state,” the queue
is presently empty, or near empty, but transmisi@tie bytes at the dequeue rate during last
QRU period (e.g., lifetime module 265 may predn& humber of bytes by knowing the QRU
period). For example, lifetime module 265 may slleictuating queue state 606 from a
plurality of queue states for the queue when a sashmgiequeue rate for the queue exceeds a
threshold dequeue rate and when a queue lengthdaueue does not exceed a threshold queue
length. In fluctuating queue state 606, the quaag intermittently receive packets. In
fluctuating queue state 606, lifetime module 26% metermine the latency using the amount of
bytes sent (e.g., DQrate * QRU period) in prior Qp&tiod. In fluctuating queue state 606,
lifetime module 265 may remain in local memory 428il transitioning to either active queue
state 608 or queue length Region. Lifetime valnay be assigned using DQrate in some
example, in other examples when Q-Intermittenetsiadicating a queue that went empty to
non-empty, the queue may transition to intermittgrdue state 602 or bursting queue state 604.
[0065] In active queue state 608 (e.g., dequeue rate @aaedength), the queue has a
computable latency using dequeue rate and quegthleri-or example, lifetime module 265
may select active queue state 608 from a plurafigjueue states for the queue when a sampled
dequeue rate for the queue exceeds a threshol@degate and when a queue length for the
gueue exceeds a threshold queue length. In soamepdes, lifetime module 265 may transition
to bursting queue state 604 when queue length myem

[0066] The state diagram of FIG. 6 illustrates a transibetween four states as packets arrive
and depart and queues become non-empty and engity dgtermittent queue state 602 is
associated with a previously empty queue. Flustgajueue state 606 may be generally
associated with a queue transitioning to and fromptg. Bursting queue state 604 may be
generally associated with a queue transitioningnfeanpty to non-empty. Active queue state
608 may be generally associated with queues thvat danoderate queue length and are

transmitting due to having a dequeue rate.
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[0067] An empty queue usually enters at the intermittpreue state 602. Lifetime module 265
may transition to active queue state 608 or buysjureue state 604 depending on when a
dequeue occurs (that produces a dequeue ratetinigf module 265 may transition from active
gueue state 608 to fluctuating queue state 606 \gherg empty (e.g., dequeue transmitted all of
the bytes). Lifetime module 265 may transitiomirbursting queue state 604 to active queue
state 608 once dequeue occurs and dequeue raitaliscpd.

[0068] Example thresholds and lifetime select LUT thredbdre illustrated in Table 1.

Threshold and Lifetime Select LUT (Thresholds)
HiPri | Q-Int | Qlength Threshold Dgrate Threshold

HIGH
! ! (for increased Burst) LOW
HIGH
! 0 (for increased Burst) LOW
HIGH
0 1 LOW (force select regions
00 and 10)
0 0 LOW LOW

Table 1

[0069] In Table 1, a “Hi-Pri” value of ‘1’ represents aghipriority packet and a Hi-Pri value of
‘0’ represents a low or normal priority packet antQ-int” value of ‘1’ represents a queue
intermittent state has occurred and a Q-int vafu@’@epresents a queue intermittent state has
not occurred. In Table 1, for a high priority patlknd when a queue intermittent state has
occurred, lifetime module 265 selects a high Qlernlteshold (for increased burst) and a low
the DQrate threshold. Additionally, in Table 1r fohigh priority packet and when a queue
intermittent state has not occurred, lifetime med265 selects a high Qlength threshold (for
increased burst) and a low the DQrate thresholdditfonally, in Table 1, for a low priority
packet and when a queue intermittent state hagmeckuifetime module 265 selects a low
Qlength threshold and a high the DQrate threshBlat. instance, for a low priority packet and

when a queue intermittent state has occurredinitetmodule 265 force selects empty
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intermittent region (e.g., region 00) and burstiegion (e.g., region 10). Additionally, in Table
1, for a low priority packet and when a queue migent state has not occurred, lifetime module
265 selects a low Qlength threshold and a low tQedde threshold.

[0070] Example lifetime LUT inputs and lifetime LUT outpudre illustrated in Table 2.

Queue Regions

Lifetime LUT Input

Lifetime LUT Output

ACTIVE
Qlength and Dgrate
above Thresholds

Dgrate Latency

Latency computed from DQrate
and Qlength

QLENGTH
Qlength ONLY
above Threshold

Target Latency

Latency computed from Target
Rate and Qlength

Queue Length

Latency LUT using Qlength as Index
and SW defined “Maximum Rate”

DQRATE Latency LUT using DQrate as Index
Dgrate ONLY above DQrate and SW defined “Minimum
Threshold Qlength”
EMPTY Latency using Target Rate as Index

Qlength and Dgrate
below Thresholds

Target Rate

and SW defined “Threshold
Qlength”

Table 2

[0071] In Table 2, ACTIVE corresponds to active queuess&it8, QLENGTH corresponds to
bursting queue state 604, DQRATE corresponds tauating queue state 606, and EMPTY
corresponds to intermittent queue state 602. biel2, the LUT input in active queue state 608
is “Dgrate Latency” and lifetime module 265 computiee latency from DQrate and Qlength.
Additionally, in Table 2, the LUT input in burstirgueue state 604 is target latency and lifetime
module 265 computes the latency from a targetaiateQlength or the LUT input is Queue
length and the latency LUT uses Qlength as an iadexa software (SW) defined maximum
rate. Additionally, in Table 2, the LUT input itu€tuating queue state 606 is DQrate and
lifetime module 265 computes the latency using R€Qes an index and software defined

minimum Qlength. Additionally, in Table 2, the LUfput in intermittent queue state 602 is the
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target rate and lifetime module 265 computes ttentay using the target rate as an index and
software defined threshold Qlength.

[0072] Lifetime module 265 may be configured with sepatateue length and dequeue rate
thresholds that in combination select one of faugwe state LUTs. The thresholds may filter
small values of queue length and dequeue ratemaydscale based on queue priority (e.g.,
higher priority may have higher threshold and lomeority lower threshold so that high priority
can have a larger “burst tolerance” when queuengte or below Qlength threshold. For
example, when a queue is empty and packets amyastart filling the queue in a burst, lifetime
module 265 may use a fixed lifetime up to the Qtkrigreshold, which is set to a large value,
for example, but not limited to, 10 kilobytes (kByd then transition from EMPTY to
QLENGTH region using target latency or to ACTIVHEi@n using DQrate Latency when
DQrate is available. The fixed lifetime value canfieom a separate region in the lifetime LUT
selected by high priority. This allows high prigrio receive a burst using local memory, but if
the high priority is oversubscribed, e.g., too mtreiffic on a port, and the high priority queue
begins to build, and the high priority queue maged the Qlength threshold, then lifetime
module 265 may begin to shift high traffic for tpeority queue to external memory as the
Qlength grows, which may happen once in burstingugustate 604 or active queue state 608.
[0073] FIG. 7 is a block diagram illustrating an exampfietime module 265 within queue
latency manager 264 of the router of FIG. 2 in adaoce with the techniques of the disclosure.
Lifetime module 265 is configured to determine adicted lifetime of a packet received by the
router for use in determining whether to storegheket in a local memory or an external
memory. As shown, lifetime module 265 may recearget rate 702, sampled dequeue rate 704,
gueue length 706. Target rate 702 may be a predieted target rate. Sampled dequeue rate
704 may be a current sampled dequeue rate. Tiatgef02 may be used in place of sampled
dequeue rate 704 when sampled dequeue rate 764stable (e.g., is less than a threshold). As
shown, rate difference module 714 may receive ditation of target rate 702 and sampled
dequeue rate 704 and output a queue congestioniexged bit 712 indicating whether queue
congestion is experienced. Rate difference modidemay compare target rate 702 with
sampled dequeue rate 704 and when a large enoffigiedce is detected, set queue congestion

experienced bit 712. Queue congestion experiebited 2 may be set when sampled dequeue
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rate 704 is less than target rate 702. Lifetimelu® 265 may use queue length 706 for packets
received in a bursting queue state.

[0074] Initially, LUT module 718 may be configured to sala threshold dequeue rate based on
whether queue congestion is experienced. A colgestgion is used for queues that are
experiencing congestion, i.e., congestion expeeénut 712 is set. These queues are dropping
packets due to either external memory bandwidtlyestion, or have grown too large and are at
Qlength based drop threshold, e.g., Tail Drop orgited Random Early Detection (WRED),
and should therefore be biased to be moved toredteremory. These queues would have a
scaled larger lifetime, so they move to externatoey before other similar but uncongested
gueues. For example, LUT module 718 may be cordjto use a congestion LUT to select a
threshold queue length ‘n1’ when queue congestpemenced bit 712 is set to a logical high
value ‘1’. In this example, LUT module 718 maydmnfigured to use a non-congestion LUT to
select a threshold queue length ‘n2’ when queugestion experienced bit 712 is set to a logical
low value ‘0’. Similarly, LUT module 718 may berdtgured to use a congestion LUT to select
a threshold dequeue rate ‘m1’ when queue congestiparienced bit 712 is set to a logical high
value ‘1’. In this example, LUT module 718 maydmnfigured to use a non-congestion LUT to
select a threshold dequeue rate ‘m2’ when queugestion experienced bit 712 is set to a
logical low value ‘0’.

[0075] In some examples, LUT module 718 may be configtwesklect a threshold dequeue rate
based on whether the queue length 706 went engsid differently, in some examples, LUT
module 718 may force the threshold dequeue rateédmiax to select queue regions 00 (e.g.,
intermittent queue state) and 10 (e.g., burstirepgustate) based on queue intermittent 710. For
example, LUT module 718 may be configured to uBessaLUT to select a threshold queue
length ‘'n1’ when Q_went_empty 708 is set to a laghdgh value ‘1. In this example, LUT
module 718 may be configured to use a second LUsElect a threshold queue length ‘n2” when
Q_went_empty 708 is set to a logical low value ‘Similarly, LUT module 718 may be
configured to use a first LUT to select a thresta#dueue rate ‘m1’ when Q_went_empty 708 is
set to a logical high value ‘1’. In this examgl&JT module 718 may be configured to use a
second LUT to select a threshold dequeue rate vmh2n Q_went_empty 708 is set to a logical

low value ‘0.
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[0076] In some examples, LUT module 718 may be configtwesklect a threshold dequeue rate
based on a priority. Said differently, for exam@Ae/T module 718 may elevate threshold queue
length ‘n’ for increased burst tolerance basedtdotsigh priority. For example, LUT module
718 may be configured to use a first LUT to se&ttireshold queue length ‘n1’ for a first
priority. In this example, LUT module 718 may lmnfigured to use a second LUT to select a
threshold queue length ‘n2’ for a first prioritgimilarly, LUT module 718 may be configured to
use a first LUT to select a threshold dequeue‘natéfor a first priority. In this example, LUT
module 718 may be configured to use a second LUsElect a threshold dequeue rate ‘m2’ for a
second priority.

[0077] Lifetime module 265 may determine a queue state skiown, comparison module 724
compares queue length 706 to a threshold queuénléarig In this example, comparison module
724 outputs a logical high value ‘1’ when queuagtler706 exceeds the threshold queue length
‘n’. Similarly, comparison module 726 compares pblad dequeue rate 704 to a threshold
dequeue rate ‘m’.

[0078] In this example, comparison module 726 outputgedd high value ‘1’ when sampled
dequeue rate 704 exceeds the threshold dequeumiatim this way, lifetime module 265 may
determine a queue state using the outputs of casgmamodule 724 and comparison module
726. For example, lifetime module 265 may deteentire queue state as active queue state 608
when comparison module 724 outputs a logical hghes‘1’ and when comparison module 726
outputs a logical high value ‘1'.

[0079] In some examples, lifetime module 265 may deterrthirequeue state as bursting queue
state 604 when comparison module 724 outputs adbbigh value ‘1’ and when comparison
module 726 outputs a logical low value ‘0’. In smexamples, lifetime module 265 may
determine the queue state as fluctuating queue 60 when comparison module 724 outputs a
logical low value ‘0’ and when comparison modulé @tputs a logical high value ‘1’. In some
examples, lifetime module 265 may determine theugugtate as intermittent queue state 602
when comparison module 724 outputs a logical lolue/&’ and when comparison module 726
outputs a logical low value ‘0.

[0080] Target rate seed 733 may generate a target raiet salue to control multiplexer 720

based on the output of comparison module 724 amdukput of comparison module 726. For
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example, target rate seed 733 may generate a ldggtavalue ‘1’ when sampled dequeue rate
704 is not stable (e.g., during an intermittentwpstate).

[0081] Lifetime module 265 may select an input to be usedUT module 732 based on the
gueue state. LUT module 732 may be configureddp fioating point input formats to

lifetimes, clip and scale input ranges to lifetirmad/or provide non-linear lifetimes as necessary.
Lifetime module 265 may output a lifetime (e.gtp®55) value with range from 0 to a
maximum size of local memory. For example, mudtygr 730 may be configured to pass the
output of multiplexer 720 as an input to LUT modéB2 when intermittent queue state 602 and
fluctuating queue state 606 are selected. Latemayule 728 may be configured to output a
target latency to be used for packets for a queaehiursting queue state and/or emptying
gueues. As shown, multiplexer 730 may be configitoepass the output of latency module 728
as an input to LUT module 732 when active queute a8 is selected. In some examples,
multiplexer 730 may be configured to pass the dudpumnultiplexer 731 as an input to LUT
module 732 when bursting queue state 604 is seledier instance, multiplexer 730 may be
configured to pass the output of multiplexer 73hmsnput to LUT module 732 for a high
priority packet, which typically does not have gyt rate associated with the packet. In this
way, lifetime module 265 may help to move even tpgbrity packets to external memory when
oversubscribing a queue.

[0082] LUT module 732 may be configured to receive pnosielect information 735 from LUT
module 718. In some examples, priority selectrimf@tion 735 may indicate: ‘11’ for a high
priority packet, ‘10’ for queue intermittent, ‘Ofidr a normal or low priority packet, or ‘00’ for
gueue bandwidth congestion. LUT module 732 magddigured to receive queue threshold
region information 737 from LUT module 718. In seexamples, queue threshold region
information 737may indicate: ‘11’ for active stabégion (e.g., Qlength, DQrate), ‘10’ for
bursting region (e.g., Qlength, no DQrate), ‘01’ lat@ — emptying region (e.g., no Qlength,
DQrate), or ‘00’ for empty intermittent region (e.go Qlength, no DQrate). LUT module 732
may generate lifetime based on the priority salgormation 735.

[0083] Lifetime module 265 may determine a predictedihfiet based on a dequeue rate output
by multiplexer 720. For example, for active qustate 608, multiplexer 720 is configured to
output sampled dequeue rate 704 as the dequeudmdtas example, latency module 728

determines latency based on the sampled dequeu@Qétoutput by multiplexer 720 and queue
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length 706. LUT module 732 may determine a preditifetime by selecting a value of lifetime
for the latency output by latency module 728 frold & for active queue state 608.

[0084] For bursting queue state 604, multiplexer 720 idigared to output target rate 702 as
the dequeue rate. In this example, latency mof2@edetermines latency based on target rate
702 output by multiplexer 720 and queue length 708T module 732 may determine a
predicted lifetime by selecting a value of lifetifioe the latency output by latency module 728
from a LUT for bursting queue state 604.

[0085] In some examples, for bursting queue state 6@tirht module 265 may indicate queue
length is less than a queue length bypass (e.guegiength bypass is a control signal that selects
the glength for input to LUT module 732 rather thatency) value when LUT module 718
outputs a logical high value ‘1’at queue length By For example, when LUT module 718
outputs a logical high value ‘1’'at queue length &g multiplexer 731 outputs queue length 706
to LUT module 732, which may determine a predidiieime by selecting a value of lifetime

for queue length 706 from a LUT for bursting qustate 604. However, when LUT module

718 outputs a logical low value ‘0’at queue lenB#pass, multiplexer 731 outputs latency to
LUT module 732, which may determine a predicteetiliie by selecting a value of lifetime for
the latency output by latency module 728 from a lfoiTbursting queue state 604. Qlength
Bypass may be set by high priority as an inputWd Imodule 718 (e.g., one of static priority
classes). This allows lifetime module 265 to dse@length as an input to LUT module 732 and
a measure of lifetime at output of LUT module 7Far example, when creating the LUT that is
indexed by queue length, lifetime module 265 canmate lifetime values assuming a fixed
transmission rate, e.g., 400 Gbps. Because hightpgris just that, lifetime module 265 may
service high priority packets at the maximum rdtthe Qsys, which in this example is 400
Gbps. As the glength increases in magnitude ifistanhe also increases, because the rate is
fixed (e.g., Qlength/Rate = Lifetime).

[0086] For fluctuating queue state 606, multiplexer 72€osfigured to sampled dequeue rate
704 as the dequeue rate. In this example, LUT meod82 may determine a predicted lifetime
by selecting a value of lifetime for the sampledw=ue rate 704 output by multiplexer 720 from
a LUT for fluctuating queue state 606. For intdtemt queue state 602, multiplexer 720 is
configured to output target rate 702 as the dequaiee In this example, LUT module 732 may
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determine a predicted lifetime by selecting a valtigfetime for the output target rate 702
output by multiplexer 720 from a LUT for intermittequeue state 602.

[0087] FIG. 8A is a conceptual diagram illustrating atfireove threshold 802 in accordance
with the techniques of the disclosure. Move thoési802 may be used by a router along with a
predicted lifetime of a packet received by the eotid determine whether to store the packet in a
local memory or an external memory. In the exanoplelG. 8, lifetime regions 804 may each
be associated with a range of values. For exarif@gme region 804A may specify that
lifetimes that are less than 1 microsecond (psjabe stored in local memory 429 and lifetimes
that are not less than 1 microsecond (us) aredstorexternal memory 427.

[0088] In some examples, move threshold manager 263 mdifyrmmaove threshold 802 such
that additional or fewer regions of lifetime regso804 correspond to local memory 429. For
example, as use meters indicate that local menzZfystheavily used, move threshold manager
263 may reduce move threshold 802 such that fafetime regions 804 correspond to local
memory 429. In response, however, to use metdrsating that local memory 429 is lightly
used, move threshold manager 263 may increase thimshold 802 such that additional
lifetime regions 804 correspond to local memory.489this way, move threshold manager 263
may help to maximize a utilization of local memdi30.

[0089] FIG. 8B is a conceptual diagram illustrating a setmove threshold 812 in accordance
with the techniques of the disclosure. In the eplanof FIG. 8B, second move threshold 812
represents a move hysteresis that includes lifetegemn 804A and lifetime region 804B. Move
threshold manager 263 may scale second move thde®h® lower as local memory use meter
increase such that increasingly smaller latencyeeded to stay in local memory 429. In some
examples, move threshold manager 263 may scaledg@cove threshold 812 higher as local
memory use meter decreases such that larger lapaokets stay in local memory 429 when
room is available in local memory 429. In somernsgkes, move threshold manager 263 may
scale second move threshold 812 lower when quengibdth congestion occurs such that
congested queues are more likely to move to eXdteramory 427. In some examples, move
threshold manager 263 may scale second move thde8h® higher with increasing priority to
help to keep higher priority packets in local meyné29.

[0090] FIG. 9 is a block diagram illustrating a first exalenmove threshold manager 263 within

the router of FIG. 2 in accordance with the techea&of the disclosure. Move threshold
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manager 263 may determine a move threshold (eaye mireshold 802, second move threshold
812, etc.) that may be used, along with a prediltetime, to determine whether to store the
packet in a local memory or an external memory.stA@vn, move threshold manager 263 may
receive queue weight 902, queue priority 904, acBE region 906, local Chunk Pointer Queue
Weight (CPQW) 908 for local memory 429, sharedmsger 910 for local memory 429, shared
WAN use meter 912 for local memory 429, and queugestion experienced bit 914.

[0091] Queue weight 902 may be weight value set by an@idtrator. Queue weight 902 may
indicate weighted round robin (WRR) weights prongla pseudo priority for excess priority
gueues. Queue priority 904 may indicate a pridetel for a network packet. Queue priority
904 may indicate static priority classes assignesddftware that identify single and dual priority
gueues. In the example of FIG. 9, queue weighte@@PQueue priority 904 may form a static
configuration. Active GE region 906 may indicateagtive queue priority that indicates when
dual priority queue is in a guaranteed or an expéssity region. Active GE region 906 may be
updated each queue rate update and read on en@N@ue

[0092] Local CPQW 908 may be provided by a local chuckisriqueue WAN by looking at
each Chunk Pointer (CP) and seeing if a packetlicaddress in in On-chip-packet memory
(*OCPmem) or Packet Memory (Pmem). Chunk Pointeedg (CPQW) may be the part of the
Queuing System (Qsys) that keep pointers to packetsks (e.g., 256 bytes) stored in the DBB.
CPQW maintains a list of pointers per queue thmkt &ill of the chunks together in a Queue
(FIFO). Packets are divided into fixed size chyrsksred to the DBB, local memory, or external
memory, and pointers to these chunks are maintdip€ePQW.

[0093] Shared use meter 910 for local memory 429 may kexample of total combined use
meter 410 for local memory 429. Shared use mdi@m®ay be provided by a memory
allocation (MALLOC) block that keeps track of howiah local memory all WAN Qsys are
using. Shared WAN use meter 912 for local mem@§ dhay be an example of shared use
meter for WAN 408. Shared WAN use meter 912 magroeided by a memory allocation
block that keeps track of how much local memoryw@AN and fabric Qsys are using. Queue
congestion experienced bit 914 may be the outpratefdifference module 714. Queue
congestion experienced bit 914 may indicate thatiglbandwidth congestion is experienced

when DQrate is lower than a target rate. In soxaenples, the queue congestion experienced
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bit 914 shifts the move threshold lower so congestjueues are more likely to move to external
memory.

[0094] LUT module 916 may output a priority based on queagght 902, queue priority 904,
active GE region 906. Similarly, LUT module 918ywautput a WAN move use meter based on
local CPQW 908 for local memory 429, shared useent0 for local memory 429, and shared
WAN use meter 912 for local memory 429. LUT 920yrmatput a move upper flag 922 based
on a predicted lifetime (e.g., output by LUT modié82), the priority output by LUT module
916, the WAN move use meter output by LUT modul®,3hd queue congestion experienced
bit 914. LUT module 916 may implement a comparefion using lifetime, OCPmem use
meters, and priority as its index. In this exampleen the lifetime magnitude exceeds a logical
threshold implemented in LUT module 918, move uglagy 922 is set to indicate that the
lifetime magnitude exceeds a logical threshold enpnted in LUT module 918.

[0095] Similarly, LUT 920 may output a move lower flag Hdsed on a predicted lifetime

(e.g., output by LUT module 732), the priority outpy LUT module 916, the WAN move use
meter output by LUT module 918, and queue congestxperienced bit 914. LUT module 916
may implement a compare function using lifetime,Rd@&m use meters, and priority as its
index. In this example, when the lifetime magnéuslless than a logical threshold implemented
in LUT module 918, move lower flag 924 is set tdigate that the lifetime magnitude is less
than a logical threshold implemented in LUT modeds.

[0096] Move logic 926 may adjust (e.g., reduce or increaseve threshold 802 based on move
upper flag 922 and move lower flag 924. For exanplove logic 926 may increase move
threshold 802 when move upper flag 922 is set aoenower flag 924 is not set. In some
examples, move logic 926 may reduce move thresd@2dand or move threshold 812 when
move upper flag 922 is not set and move lower 924 is set. In the example of FIG. 9, move
logic 926 may provide optional hysteresis usind/ for moved bit 925 so that small changed
in lifetime do not result in packets being moved ant moved during transitions. Thresholds
may be set to a same value when no hysteresisiiede Moved bit 925 may be defined by the
following pseudo code.
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If (Mbit | (\Mbit && Move Upper))
Move to HBM
Mbit = 1

Else if (Move Lower)
Mbit = 0

[0097] In some examples, the output of move logic 926 beysed by external memory
manager, for example, but not limited to, determgnivhether to drop a network packet. The
LUT module 920 in FIG. 9 has 2 outputs, move ugiagr 922 and move lower flag 924. The
move upper flag 922 is an indication that a patketime has exceeded a value determined by
the Move LUT inputs and the packet is to move tiemal memory 427. This move lower flag
924 is an indication that the packet lifetime ifolaea threshold and is to stay in local memory
429. The move upper flag 922 sets a bit calleditvifdwr Moved bit, that indicates a packet is
stored to external memory 429. Move upper flag &8 the M-bit and move lower flag 924
clears the M-bit.

[0098] FIG. 10 is a block diagram illustrating a secondraple move threshold manager 263
within the router of FIG. 2 in accordance with teehniques of the disclosure. Move threshold
manager 263 may determine a move threshold (argshold 802 and or move threshold 812)
that may be used, along with a predicted lifetitnejetermine whether to store the packet in
local memory 429 or external memory 427. In thanegle of FIG. 10, LUT module 1016 may
receive queue weight 1002, queue priority 1004,antve GE region 1006. In this example,
LUT module 1018 may receive local Chunk Pointer @@u&/eight (CPQW) 1008 for local
memory 429, shared use meter 1010 for local med@®y and shared WAN use meter 1012 for
local memory 429. In this example, LUT module 1028y receive queue congestion
experienced bit 1014. Inputs 1002-1014 may betanbally similar to inputs 902-914 of FIG.
9. However, in the example of FIG. 10 move lod)2@ receives lifetime 1021.

[0099] In the example of FIG. 10, LUT module 1020 produtese upper threshold 1022. In
this example, move logic 1026 compares move uppeshold 1022 with lifetime 1021 for each
packet. Move threshold module 1020 produces mopeithreshold 1022 for each combination
of OCPmem use meter and priority index. Threshaldes generally increase in magnitude as
more local memory 429 is available, e.g., allowimgre packets to use local memory 429, and

generally decrease in value as less local memd@ysi@vailable, thereby helping to force more
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packets to use external memory 427. When lifeti@2l exceeds move upper threshold 1022,
gueue latency manager 264 moves the packet tonekxteemory 427.

[0100] Similarly, LUT module 1020 produces move lower #traeld 1024. In this example,
move logic 1026 compares move lower threshold Mi#4 lifetime 1021 for each packet.

Move threshold module 1020 produces move lowestiokl 1024 for each combination of
OCPmem use meter and priority index. Thresholdesbenerally increase in magnitude as
more local memory 429 is available, e.g., allowingre packets to use local memory 429, and
generally decrease in value as less local memdysi@vailable, thereby helping to force more
packets to use external memory 427. When lifeti@21 is below move lower threshold 1024,
move threshold manager 263 does not move the paEketexample, queue latency manager
264 keeps the packet in local to external memoi 42

[0101] FIG. 11 is a flowchart illustrating an example aggiegm in accordance with the
techniques of the disclosure. FIG. 11 is describithl respect to router 206 of FIG. 2 for
exemplary purposes only. Initially, IFC 230A reas an incoming network packet to be
processed (1002). In some examples, queue lateangger 264 initially stores the network
packet at local memory 429.

[0102] Shaper credit update engine 262 determines a deqat(1003). For example, shaper
credit update engine 262 determines a number ehmksed over a unit of time by a token
bucket shaper for the queue to dequeue one or paatests from the queue. In this example,
each of the tokens represents a given number esligtbe dequeued from the queue. In this
example, shaper credit update engine 262 deterrtiieesampled dequeue rate based on the
number of tokens used over the unit of time.

[0103] Lifetime module 265 selects a queue state (10B84).example, lifetime module 265
selects a queue state from a plurality of queuestar the queue. More specifically, for
example, lifetime module 265 selects an active gueate from the plurality of queue states for
the queue when sampled dequeue rate 704 excelasshdld dequeue rate and when queue
length 706 exceeds a threshold queue length. e sxamples, lifetime module 265 selects a
bursting queue state from the plurality of queagest for the queue when sampled dequeue rate
704 for the queue does not exceed a threshold deqage and when queue length 706 exceeds
a threshold queue length. In some examples,iifethodule 265 selects an intermittent queue

state from the plurality of queue states for theuguwhen sampled dequeue rate 704 for the
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gueue does not exceed a threshold dequeue ratehemdqueue length 706 for the queue does
not exceed a threshold queue length. In some draniffetime module 265 selects a transient
gueue state from the plurality of queue statesiferqueue when sampled dequeue rate 704
exceeds a threshold dequeue rate and when queagik 16 of the queue does not exceed a
threshold queue length.

[0104] Lifetime module 265 determines a predicted lifetioiche network packet based on the
dequeue rate and a LUT corresponding the queus (41@2D6). For example, lifetime module
265 determines the predicted lifetime comprisesgiailook-up table corresponding to the
selected queue state. More specially, for exantifgéime module 265 determines a latency for
the queue based on a queue length of the queubad@queue rate. For example, lifetime
module 265 determines the predicted lifetime usinegdetermined latency as an input into a
look-up table corresponding to the active queutstln some examples, lifetime module 265
determines the predicted lifetime using the deteeahilatency as an input into a look-up table
corresponding to the bursting queue state.

[0105] In some examples, lifetime module 265 determinegptiedicted lifetime using a
predetermined target dequeue rate as an inpuailttok-up table corresponding to the
intermittent queue state. In some examples, fiifetmodule 265 determines the predicted
lifetime using the sampled dequeue rate as an input look-up table corresponding to the
transient queue state. Lifetime module 265 magrd@he a queue congestion experienced bit
712 at the queue based on a difference of samplgaedie rate 704 and predetermined target
rate 702 for the queue and may determine the peztlifetime of the network packet based
further on the queue congestion experienced bit FI example, LUT module 732 may select
a LUT table corresponding to queue congestion vejusue congestion experienced bit 712
indicates that the sampled dequeue rate 704 isHasgredetermined target rate 702.

[0106] Move threshold manager 263 determines a move tbie$h007). For example, move
threshold manager 263 determines a move threslagleldoon at least one of a use meter for the
local memory or a priority for the queue. Queuenay manager 264 selects first memory from
a plurality of memories for the network packet lshse the predicted lifetime and move
threshold (1008). For example, queue latency mam2@y selects local memory 429 as the first
memory when the predicted lifetime does not ex¢bednove threshold. In some examples,

gueue latency manager 264 selects external men2draglthe first memory when the predicted
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lifetime exceeds the move threshold.

[0107] Queue latency manager 264 stores the network patket first memory (1010). For
example, queue latency manager 264 stores the riepaoket at local memory 429 when the
predicted lifetime does not exceed the move thildshim some examples, queue latency
manager 264 stores the network packet at exterealary 427 when the predicted lifetime
exceeds the move threshold. Packet forwardingher2@6 retrieves the network packet from
first memory (1012). IFC 230A transmits the netivpacket (1014).

[0108] The techniques described in this disclosure maynpéemented, at least in part, in
hardware, software, firmware or any combinationméb& For example, various aspects of the
described techniques may be implemented withinaomeore processors, including one or more
microprocessors, digital signal processors (DS&glication specific integrated circuits
(ASICs), field programmable gate arrays (FPGAshmy other equivalent integrated or discrete
logic circuitry, as well as any combinations of swomponents. The term “processor” or
“processing circuitry” may generally refer to arfytloe foregoing logic circuitry, alone or in
combination with other logic circuitry, or any othexjuivalent circuitry. A control unit
comprising hardware may also perform one or motd@techniques of this disclosure.

[0109] Such hardware, software, and firmware may be imetesd within the same device or
within separate devices to support the variousaifmers and functions described in this
disclosure. In addition, any of the describedsymtodules or components may be implemented
together or separately as discrete but interopedalgic devices. Depiction of different features
as modules or units is intended to highlight déferfunctional aspects and does not necessarily
imply that such modules or units must be realizeddparate hardware or software components.
Rather, functionality associated with one or moaaoies or units may be performed by
separate hardware or software components, or atedykvithin common or separate hardware or
software components.

[0110] The techniques described in this disclosure may laésembodied or encoded in a
computer-readable medium, such as a computer-risast@inage medium, containing
instructions. Instructions embedded or encodexladamputer-readable storage medium may
cause a programmable processor, or other procésgmrform the method, e.g., when the
instructions are executed. Computer readableggaraedia may include random access

memory (RAM), read only memory (ROM), programmatdad only memory (PROM), erasable
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programmable read only memory (EPROM), electrohjealasable programmable read only
memory (EEPROM), flash memory, a hard disk, a CDMR@ floppy disk, a cassette, magnetic
media, optical media, or other computer readabldiane

[0111] In addition to or as an alternative to the abolre,following examples are described.
The features described in any of the following egbas may be utilized with any of the other
examples described herein.

[0112] Example 1. A method comprising: receiving, by pssteg circuitry of a networking
device, an incoming network packet to be processbdrein the network packet is held in a
gueue prior to processing; determining, by the @semg circuitry, a predicted lifetime of the
network packet based on a dequeue rate for theeggelecting, by the processing circuitry, a
first memory from a plurality of memories for thetwork packet based on the predicted
lifetime, wherein the plurality of memories inclda local memory of the processing circuitry
and an external memory to the processing circugng storing, by the processing circuitry, the
network packet at the first memory in responseetecting the first memory from the plurality of
memories.

[0113] Example 2. The method of example 1, comprisinggcdglg, by the processing
circuitry, a queue state from a plurality of quetetes for the queue, wherein determining the
predicted lifetime comprises using a look-up tafmeresponding to the selected queue state.
[0114] Example 3. The method of example 2, wherein detengithe predicted lifetime of
the network packet comprises: determining a latéacthe queue based on a queue length of
the queue and the dequeue rate.

[0115] Example 4. The method of example 3, wherein thei€leg rate comprises a sampled
dequeue rate for the queue, wherein the selectedegstate is an active queue state, and wherein
selecting the queue state comprises: selectingdiiee queue state from the plurality of queue
states for the queue when the sampled dequeuexegeds a threshold dequeue rate and when
the queue length exceeds a threshold queue lengérgin determining the latency is in
response to selecting the active queue state, Artew determining the predicted lifetime
further comprises using the determined latencynagfut into a look-up table corresponding to
the active queue state.

[0116] Example 5. The method of example 3, wherein thei€leg rate comprises a

predetermined target dequeue rate for the queusreivhthe selected queue state is a bursting
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gueue state, and wherein selecting the queueciatprises: selecting the bursting queue state
from the plurality of queue states for the queuenva sampled dequeue rate for the queue does
not exceed a threshold dequeue rate and when e dength exceeds a threshold queue length,
wherein determining the latency is in responsestecsing the bursting queue state, and wherein
determining the predicted lifetime further compsisssing the determined latency as an input

into a look-up table corresponding to the burstingue state.

[0117] Example 6. The method of example 2, wherein theieleg rate comprises a
predetermined target dequeue rate for the queusreivhthe selected queue state is an
intermittent queue state, and wherein selectingjtieie state comprises: selecting the
intermittent queue state from the plurality of qeetates for the queue when a sampled dequeue
rate for the queue does not exceed a thresholdedegate and when a queue length for the
gueue does not exceed a threshold queue lengthewmlteetermining the predicted lifetime
comprises using the predetermined target dequégi@saan input into a look-up table
corresponding to the intermittent queue state.

[0118] Example 7. The method of example 2, wherein theieleg rate comprises a sampled
dequeue rate for the queue, wherein the selectedgegstate is a transient queue state, and
wherein selecting the queue state comprises: s&leitie transient queue state from the plurality
of queue states for the queue when the samplededeqate exceeds a threshold dequeue rate
and when a queue length of the queue does not@eacweshold queue length, wherein
determining the predicted lifetime comprises ushgysampled dequeue rate as an input into a
look-up table corresponding to the transient qustate.

[0119] Example 8. The method of any combination of exasfpld, wherein the dequeue

rate comprises a sampled dequeue rate for the gtieumethod further comprising:

determining, by the processing circuitry, a queniegestion experienced at the queue based on a
difference of the sampled dequeue rate and a medieied target dequeue rate for the queue,
wherein determining the predicted lifetime is fenthased on the queue congestion.

[0120] Example 9. The method of any combination of examfl®, wherein selecting the

first memory comprises: determining a move thregtased on at least one of a use meter for
the local memory or a priority for the queue; andhparing the move threshold with the

predicted lifetime.
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[0121] Example 10. The method of example 9, wherein salgthe first memory comprises:
selecting the local memory as the first memory witenpredicted lifetime does not exceed the
move threshold; and selecting the external memstha first memory when the predicted
lifetime exceeds the move threshold.

[0122] Example 11. The method of any combination of exasfl10, comprising: in

response to receiving the network packet, stobgghe processing circuitry, the network packet
in the local memory prior to selecting the firstmuay.

[0123] Example 12. The method of any combination of exasfil11, wherein the

networking device is a first networking device, thethod further comprising: retrieving, by the
processing circuitry, the network packet from tinst imemory; and transmitting, by the
processing circuitry, the retrieved network padket second networking device.

[0124] Example 13. The method of any combination of exasfl12, wherein the dequeue
rate comprises a sampled dequeue rate for the gireumethod further comprising: determining
by the processing circuitry, a number of tokengduseer a unit of time by a token bucket shaper
for the queue to dequeue one or more packets fnemueue, wherein each of the tokens
represents a given number of bytes to be dequeasdthe queue; and determining, by the
processing circuitry, the sampled dequeue ratedoaséhe number of tokens used over the unit
of time.

[0125] Example 14. A networking device comprising: a plityaof memories comprising a
local memory of processing circuitry and an externemory to the processing circuitry; and the
processing circuitry connected to the pluralitynegmories and configured to: receive an
incoming network packet to be processed, wheram#twork packet is held in a queue prior to
processing; determine a predicted lifetime of teework packet based on a dequeue rate for the
gueue; select a first memory from the pluralityredmories based on the predicted lifetime; and
store the network packet at the first memory ipoese to selecting the first memory from the
plurality of memories.

[0126] Example 15. The networking device of example 1Hengin the processing circuitry is
configured to: select a queue state from a plyralitqjueue states for the queue, wherein, to
determine the predicted lifetime, the processimgudiry is configured to use a look-up table

corresponding to the selected queue state.
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[0127] Example 16. The networking device of example lgengin, to determine the predicted
lifetime of the network packet, the processinguiry is configured to: determine a latency for
the queue based on a queue length of the queub@néqueue rate.

[0128] Example 17. The networking device of example litengin the dequeue rate

comprises a sampled dequeue rate for the queueemwtibe selected queue state is an active
gueue state, and wherein, to select the queue #tatprocessing circuitry is configured to:

select the active queue state from the pluralitguedue states for the queue when the sampled
dequeue rate exceeds a threshold dequeue ratehamdtine queue length exceeds a threshold
gueue length, wherein determining the latency i®gponse to selecting the active queue state
and wherein, to determine the predicted lifetirhe, processing circuitry is further configured to
use the determined latency as an input into a lgnkable corresponding to the active queue
state.

[0129] Example 18. The networking device of example litergin the dequeue rate

comprises a predetermined target dequeue ratbdagueue, wherein the selected queue state is
a bursting queue state, and wherein, to seleajukae state, the processing circuitry is
configured to: select the bursting queue state fiteerplurality of queue states for the queue
when a sampled dequeue rate for the queue doexcoetd a threshold dequeue rate and when
the queue length exceeds a threshold queue lengérgin determining the latency is in
response to selecting the bursting queue statevhackin, to determine the predicted lifetime,
the processing circuitry is further configured s®euhe determined latency as an input into a
look-up table corresponding to the bursting queates

[0130] Example 19. The networking device of example laengin the dequeue rate

comprises a predetermined target dequeue ratbdagueue, wherein the selected queue state is
an intermittent queue state, and wherein, to séhectjueue state, the processing circuitry is
configured to: select the intermittent queue st the plurality of queue states for the queue
when a sampled dequeue rate for the queue doexcetd a threshold dequeue rate and when a
gueue length for the queue does not exceed a thidegheue length, wherein, to determine the
predicted lifetime, the processing circuitry is figared to use the predetermined target dequeue
rate as an input into a look-up table corresponthrie intermittent queue state.

[0131] Example 20. The networking device of example laengin the dequeue rate

comprises a sampled dequeue rate for the queueewhke selected queue state is a transient

34



Docket No.: 2014-017SG01 / INP2854-SG

gueue state, and wherein, to select the queue #tatprocessing circuitry is configured to:
select the transient queue state from the plurafigueue states for the queue when the sampled
dequeue rate exceeds a threshold dequeue rateh@mdangueue length of the queue does not
exceed a threshold queue length, wherein, to deterthe predicted lifetime, the processing
circuitry is configured to use the sampled dequaie as an input into a look-up table
corresponding to the transient queue state.

[0132] Example 21. The networking device of any comboratf examples 14-20, wherein
the dequeue rate comprises a sampled dequeu@rabe fqueue and wherein the processing
circuitry is configured to: determine a queue catige experienced at the queue based on a
difference of the sampled dequeue rate and a medieied target dequeue rate for the queue,
wherein determining the predicted lifetime is fenrthased on the queue congestion.

[0133] Example 22. The networking device of any comboratf examples 14-21, wherein, to
select the first memory, the processing circuisrganfigured to: determine a move threshold
based on at least one of a use meter for the toeatory or a priority for the queue; and
compare the move threshold with the predictedififet

[0134] Example 23. The networking device of example 22, to select the first memory,
the processing circuitry is configured to: seléet lbcal memory as the first memory when the
predicted lifetime does not exceed the move thidslamd select the external memory as the
first memory when the predicted lifetime exceedsrtiove threshold.

[0135] Example 24. The networking device of any combimatbexamples 14-23, wherein
the processing circuitry is configured to: in resp® to receiving the network packet, store the
network packet in the local memory prior to selegtihe first memory.

[0136] Example 25. The networking device of any comboratf examples 14-24, wherein
the networking device is a first networking devasel wherein the processing circuitry is
configured to: retrieve the network packet from firdg memory; and transmit the retrieved
network packet to a second networking device.

[0137] Example 26. The networking device of any comboratf examples 14-25, wherein
the dequeue rate comprises a sampled dequeu@rabe fqueue and wherein the processing
circuitry is configured to: determine a numberakdns used over a unit of time by a token

bucket shaper for the queue to dequeue one or paaieets from the queue, wherein each of the
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tokens represents a given number of bytes to beedegl from the queue; and determine the
sampled dequeue rate based on the number of takedsover the unit of time.

[0138] Example 27. A non-transitory computer-readable mmedtomprising instructions that,
when executed, cause processing circuitry of aorking device to: receive an incoming
network packet to be processed, wherein the netpacket is held in a queue prior to
processing; determine a predicted lifetime of teevwork packet based on a dequeue rate for the
gueue; select a first memory from a plurality admrories for the network packet based on the
predicted lifetime, wherein the plurality of menesiincludes a local memory of the processing
circuitry and an external memory to the processinguitry; and store the network packet at the
first memory in response to selecting the first mgnfrom the plurality of memories.

[0139] Moreover, any of the specific features set forthmy of the examples described above
may be combined into beneficial examples of thewdesd techniques. That is, any of the
specific features are generally applicable toaineples of the invention. Various examples

have been described. These and other examplesthine the scope of the following claims.
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CLAIMS

What is claimed is:

1. A method comprising:

receiving, by processing circuitry of a networkishgyvice, an incoming network packet to
be processed, wherein the network packet is heddgueue prior to processing;

determining, by the processing circuitry, a preztidifetime of the network packet based
on a dequeue rate for the queue;

selecting, by the processing circuitry, a firstmeey from a plurality of memories for the
network packet based on the predicted lifetime,reinethe plurality of memories includes a
local memory of the processing circuitry and areexdl memory to the processing circuitry; and

storing, by the processing circuitry, the netwpacket at the first memory in response to

selecting the first memory from the plurality of meries.

2. The method of claim 1, comprising:
selecting, by the processing circuitry, a queagesrom a plurality of queue states for the
gueue, wherein determining the predicted lifetimmprises using a look-up table corresponding

to the selected queue state.

3. The method of claim 2, wherein determining thedpcted lifetime of the network packet
comprises:
determining a latency for the queue based on agjlemgth of the queue and the dequeue

rate.
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4, The method of claim 3, wherein the dequeueaaeprises a sampled dequeue rate for
the queue, wherein the selected queue state istiae gueue state, and wherein selecting the
gueue state comprises:

selecting the active queue state from the plyralitjueue states for the queue when the
sampled dequeue rate exceeds a threshold dequewndawhen the queue length exceeds a
threshold queue length, wherein determining theniag is in response to selecting the active
gueue state, and wherein determining the predldetone further comprises using the

determined latency as an input into a look-up tableesponding to the active queue state.

5. The method of claim 3, wherein the dequeueaaeprises a predetermined target
dequeue rate for the queue, wherein the selectedegstate is a bursting queue state, and
wherein selecting the queue state comprises:

selecting the bursting queue state from the ptyraf queue states for the queue when a
sampled dequeue rate for the queue does not eadbeeshold dequeue rate and when the
gueue length exceeds a threshold queue lengthemhdetermining the latency is in response to
selecting the bursting queue state, and wheregrm@ting the predicted lifetime further
comprises using the determined latency as an input look-up table corresponding to the

bursting queue state.

6. The method of claim 2, wherein the dequeueaateprises a predetermined target
dequeue rate for the queue, wherein the selectedeggtate is an intermittent queue state, and
wherein selecting the queue state comprises:

selecting the intermittent queue state from theghity of queue states for the queue
when a sampled dequeue rate for the queue doexcetd a threshold dequeue rate and when a
gueue length for the queue does not exceed a thidegheue length, wherein determining the
predicted lifetime comprises using the predeterchiaeget dequeue rate as an input into a look-

up table corresponding to the intermittent queagest
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7. The method of claim 2, wherein the dequeueaaeprises a sampled dequeue rate for
the queue, wherein the selected queue stateassiént queue state, and wherein selecting the
gueue state comprises:

selecting the transient queue state from the liyiaf queue states for the queue when
the sampled dequeue rate exceeds a threshold agecaieland when a queue length of the queue
does not exceed a threshold queue length, wheetgmndining the predicted lifetime comprises
using the sampled dequeue rate as an input irtokaup table corresponding to the transient
queue state.

8. The method of claim 1, wherein the dequeueaaeprises a sampled dequeue rate for
the queue, the method further comprising:

determining, by the processing circuitry, a queoiegestion experienced at the queue
based on a difference of the sampled dequeuemdta predetermined target dequeue rate for

the queue, wherein determining the predicted fifetis further based on the queue congestion.

9. The method of claim 1, wherein selecting th&t finemory comprises:
determining a move threshold based on at leasbbaeise meter for the local memory
or a priority for the queue; and

comparing the move threshold with the predictéstiine.

10.  The method of claim 9, wherein selecting th& fnemory comprises:

selecting the local memory as the first memorymiie predicted lifetime does not
exceed the move threshold; and

selecting the external memory as the first memdrgn the predicted lifetime exceeds

the move threshold.
11. The method of claim 1, comprising:

In response to receiving the network packet, stpiiby the processing circuitry, the

network packet in the local memory prior to selegtihe first memory.
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12.  The method of claim 1, wherein the networkiegide is a first networking device, the
method further comprising:
retrieving, by the processing circuitry, the netkvpacket from the first memory; and
transmitting, by the processing circuitry, theimted network packet to a second

networking device.

13. The method of claim 1, wherein the dequeueaateprises a sampled dequeue rate for
the queue, the method further comprising:
determining by the processing circuitry, a numifelokens used over a unit of time by a
token bucket shaper for the queue to dequeue omei@ packets from the queue, wherein each
of the tokens represents a given number of bytég equeued from the queue; and
determining, by the processing circuitry, the sEtdglequeue rate based on the number

of tokens used over the unit of time.

14. A networking device comprising:
a plurality of memories comprising a local memofyrocessing circuitry and an
external memory to the processing circuitry; and
the processing circuitry connected to the pluyaitmemories and configured to:
receive an incoming network packet to be processbdrein the network packet
is held in a queue prior to processing;
determine a predicted lifetime of the network padiased on a dequeue rate for
the queue;
select a first memory from the plurality of menssrbased on the predicted
lifetime; and
store the network packet at the first memory spomse to selecting the first

memory from the plurality of memories.
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15. The networking device of claim 14, wherein pnecessing circuitry is configured to:
select a queue state from a plurality of queust®r the queue, wherein, to determine
the predicted lifetime, the processing circuitrganfigured to use a look-up table corresponding

to the selected queue state.

16. The networking device of claim 15, whereingdétermine the predicted lifetime of the
network packet, the processing circuitry is confeglito:
determine a latency for the queue based on a dargth of the queue and the dequeue

rate.

17. The networking device of claim 16, wherein degueue rate comprises a sampled
dequeue rate for the queue, wherein the selectedegstate is an active queue state, and
wherein, to select the queue state, the processitgtry is configured to:

select the active queue state from the plurafityuzue states for the queue when the
sampled dequeue rate exceeds a threshold dequewndawhen the queue length exceeds a
threshold queue length, wherein determining thenia is in response to selecting the active
gueue state and wherein, to determine the predifttiche, the processing circuitry is further
configured to use the determined latency as artimpa a look-up table corresponding to the

active queue state.

18. The networking device of claim 16, wherein degueue rate comprises a predetermined
target dequeue rate for the queue, wherein thetsdlgueue state is a bursting queue state, and
wherein, to select the queue state, the processitgtry is configured to:

select the bursting queue state from the plurafityueue states for the queue when a
sampled dequeue rate for the queue does not eadbeeshold dequeue rate and when the
gueue length exceeds a threshold queue lengthemhggtermining the latency is in response to
selecting the bursting queue state and whereetermine the predicted lifetime, the
processing circuitry is further configured to ulse tetermined latency as an input into a look-up

table corresponding to the bursting queue state.
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19. The networking device of claim 15, wherein degueue rate comprises a predetermined
target dequeue rate for the queue, wherein thetedlgueue state is an intermittent queue state,
and wherein, to select the queue state, the priogesiscuitry is configured to:

select the intermittent queue state from the ptyraf queue states for the queue when a
sampled dequeue rate for the queue does not eadibeeshold dequeue rate and when a queue
length for the queue does not exceed a thresha@degiength, wherein, to determine the
predicted lifetime, the processing circuitry is figared to use the predetermined target dequeue

rate as an input into a look-up table corresponthrifpe intermittent queue state.

20. The networking device of claim 15, wherein degueue rate comprises a sampled
dequeue rate for the queue, wherein the selectedgegstate is a transient queue state, and
wherein, to select the queue state, the processitgtry is configured to:

select the transient queue state from the plyrafiueue states for the queue when the
sampled dequeue rate exceeds a threshold dequewndawhen a queue length of the queue
does not exceed a threshold queue length, whecetletermine the predicted lifetime, the
processing circuitry is configured to use the sadmglequeue rate as an input into a look-up

table corresponding to the transient queue state.

21. The networking device of claim 14, wherein degueue rate comprises a sampled
dequeue rate for the queue and wherein the praesscuitry is configured to:

determine a queue congestion experienced at #gedoased on a difference of the
sampled dequeue rate and a predetermined targetukegate for the queue, wherein

determining the predicted lifetime is further basedhe queue congestion.

22. The networking device of claim 14, whereinsétect the first memory, the processing
circuitry is configured to:

determine a move threshold based on at leastfomese meter for the local memory or a
priority for the queue; and

compare the move threshold with the predictedirife.
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23.  The networking device of claim 22, whereinsétect the first memory, the processing
circuitry is configured to:

select the local memory as the first memory winenpredicted lifetime does not exceed
the move threshold; and

select the external memory as the first memorynathe predicted lifetime exceeds the

move threshold.

24. The networking device of claim 14, wherein pinecessing circuitry is configured to:
in response to receiving the network packet, steeenetwork packet in the local memory

prior to selecting the first memory.

25. The networking device of claim 14, wherein tieéworking device is a first networking
device and wherein the processing circuitry is guréd to:
retrieve the network packet from the first memanyd

transmit the retrieved network packet to a secwetd/orking device.

26. The networking device of claim 14, wherein degueue rate comprises a sampled
dequeue rate for the queue and wherein the praxesscuitry is configured to:

determine a number of tokens used over a unitref by a token bucket shaper for the
gueue to dequeue one or more packets from the guéeeein each of the tokens represents a
given number of bytes to be dequeued from the quence

determine the sampled dequeue rate based on iieenwf tokens used over the unit of

time.
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27. A non-transitory computer-readable medium cosigy instructions that, when
executed, cause processing circuitry of a netwgrilievice to:

receive an incoming network packet to be processbdrein the network packet is held
in a queue prior to processing;

determine a predicted lifetime of the network padiased on a dequeue rate for the
queue;

select a first memory from a plurality of memorfesthe network packet based on the
predicted lifetime, wherein the plurality of menesiincludes a local memory of the processing
circuitry and an external memory to the processingpitry; and

store the network packet at the first memory spomse to selecting the first memory

from the plurality of memories.
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