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are routed through communications gateways, such as short message services (SMS)
gateways, over which the operator providing such payment and remittance services has
20 little control.

The present invention ensures secure payment transactions by accomplishing user
authentication and card verification without resorting to additional data encryption other
than that provided by the native cellular systems. The requirements for such additional en-
cryption capabilities are not easily achieved in mass-market cellular telephony devices as

25 aresult of limited device processing power available for cryptographic computations, com-
plex encryption key management and tedious hardware and software installation neces-
sary for enabling user mobile devices to protect data as desired. The problems have hin-
dered the commercialization of general mobile payment applications.

The present invention transforms the unique card number of a pre-paid card with a

30  user security code using a transformation function. The user security code and transforma-
tion function are secrets shared between the user and the service provider. The trans-
formed security code, which can easily be worked out or looked up by the user, is sent to
the payment operator or service provider via a mobile device. No application-level encryp-
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SUMMARY OF THE INVENTION

A method of remote user authentication and apparatus verification is provided. In

the method, a user has knowledge of a user security code (Cuser'), an apparatus one-time
passcode (Cotp') associated with an apparatus and a transformation function (f;') associ-

25  ated with the apparatus one-time passcode (OTP) or the user, and a service provider sys-
tem has system database for storing records of a plurality of valid user identifiers, a plural-
ity of valid user security codes (Cyser) One of which may match the user security code
Cuser, @ plurality of valid appliance one-time passcodes (Cotp) one of which may match the
apparatus one-time passcode Cotp', and a plurality of valid transformation functions (f;)

30 each of which is associated with at least one of the valid appliance one-time passcodes
Corp oOr at least one of the user identifiers, and the method begins with the user deriving a
transformed security code Ct' using the user security code Cyser, apparatus one-time

passcode Cotp' and the transformation function 7, followed by the user submitting the
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25 The transformation function f{ comprises a mapping function f,,' that uses the user
security code Cyser to convert K out of the total of | characters of the apparatus one-time
passcode Corp' to K transformed characters which are combined with the remaining (K — 1)
un-transformed characters of the apparatus one-time passcode Cotp' to form the trans-
formed security code Ct', and each of the valid transformation functions f; comprises a

30  mapping function f, which uses the valid user security code Cyser to convert K out of the
total of | characters of the corresponding valid apparatus one-time passcode Cotp to K
transformed characters which are combined with the remaining (K — 1) un-transformed
characters of the valid apparatus one-time passcode Cotp to form the possible trans-
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25  the valid apparatus one-time passcode Cotp by the corresponding characters of the valid
user security code Cyger.

The mapping function f, may derive each of the transformed characters in the
transformed security code Ct' using a mapping process in which the position of each of the
transformed characters in the character set S is the position value of the character to be

30 transformed offset by a value associated with the position value of the corresponding
character of the user security code Cser in the same character set S, and the mapping
function 7, may derive each of the transformed characters in the possible transformed se-
curity code p_Cr using a mapping process in which the position of each of the transformed
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The positions of the characters to be transformed in the apparatus one-time pass-
code Cotp' and valid apparatus one-time passcode Cotp may be selected by the user and
the service provider system may not have prior knowledge of the positions of the charac-

30 ters to be transformed. The verification process begins with the service provider system
retrieving sequentially or systematically the valid apparatus one-time passcodes Cotp and
their respective valid transformation functions f;stored in the system database, the process
further evaluates all the possible transformed security codes p_Cr+ for each of the valid ap-
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The service provider system may have prior knowledge of the positions of the char-
acters to be transformed in the apparatus one-time passcode Cotp' and the service pro-
30 vider system may have the positions of the characters to be transformed stored in the sys-
tem database. The positions of the characters to be transformed may be displayed, la-
belled, highlighted or marked on the apparatus for the user to derive the transformed secu-
rity code C+'. The verification process may begin with the service provider system retriev-
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being identical to the valid apparatus one-time passcode Cotp retrieved, then the verifica-

25  tion process terminating with a positive outcome, otherwise the service provider system
will retrieve the next valid apparatus one-time passcode Cotp, the corresponding valid
transformation function f;” and positions of transformed characters, and repeat the above-
the steps until the verification process has produced a positive outcome or all the valid ap-
paratus one-time passcodes Cotp stored in the system database have been retrieved for

30 examination in the verification process.

The apparatus may be a pre-paid stored value card carrying a unique apparatus

OTP which is a card security code printed under an opaque security seal that can be
scratched off by the user to reveal the apparatus OTP, and the security seal is designed
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invention. FIG 2illustrates the general data formats of the apparatus OTP
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e formed SBeatly CHOP Ko may B SUBMILEd 10 the Service Provider SyStam viaa telecom-
munications link including cellular link, mobile link and the Internet via emails, online web
access over the Internet, wireless application protocol (WAP) and general packet radio
service (GPRS), as well as short message services (SMS) and equivalent messaging ap-
plications.

25 A system for remote user authentication and apparatus verification is provided. The
system comprises an apparatus possessed by a user capable of displaying or generating
an apparatus one-time passcode (Cotp'), a user security code (Cuser') being a shared se-
cret between the user and a service provider system, a transformation function (f;') associ-
ated with the apparatus one-time passcode (OTP) or the user, the service provider system

30 has system database for storing records of a plurality of valid user identifiers, a plurality of
valid user security codes (Cyser) ONne of which may match the user security code Cyser', @
plurality of valid appliance one-time passcodes (Cotp) One of which may match the appa-
ratus one-time passcode Cotp', and a plurality of valid transformation functions (f;) each of



service provider systemof FIG 1. FIG 6illustrates a first enbodi nent of
the verification process flow inplenented by the nobil e
paynent swetemias3skl G 1 using the inverse transfornati @eaTABNO9/038e3 on of
FIG 5. FIG 7illustrates a second enbodi ment of the verification process
flow i npl enented by the nobile paynent systemof FIG 1. WO
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pparatus bePng a legitimate apparatus if the verification process yields a positive outcome
in which the submitted transformed security code Ct' can be mapped to one valid appara-

tus one-time passcode Cotp.
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BRIEF DESCRIPTION

Embodiments according to the present invention will now be described with refer-

ence to the following figures, in which like reference numerals denote like elements.

FIG. 1 illustrates a mobile payment system configured to implement the user au-
20 thentication and apparatus verification processes of the present invention.

FIG. 2 illustrates the general data formats of the apparatus OTP / card security

code, user security code and transformed security code of FIG. 1.

FIG. 3 illustrates an embodiment of the transformation function of FIG. 1 & FIG. 2.

FIG. 4 illustrates the pre-paid card capable of concealing additional confidential in-
25 formation including the mapping function of FIG. 3.

FIG.5 illustrates an embodiment of the inverse transformation function stored in the

service provider system of FIG. 1.
FIG. 6 illustrates a first embodiment of the verification process flow implemented by
the mobile payment system of FIG. 1 using the inverse transformation func-
30 tion of FIG. 5.
FIG. 7 illustrates a second embodiment of the verification process flow implemented

by the mobile payment system of FIG. 1.



20 the user can easily perform The user further submts a paynent request
conprising the transforned security code CI' 140 to the service provider
system 1680ovhw/1283560r her nobil e device (158) over a comcunBm@e/NaRod i nk 160
est abl i shed between the user nobile d@vice and the service provider system
165. The transformation function f' 150 is known to both the user and the
service provider. ft' 150 may be associated with one or a plurality of pre-
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170, and retri eeasinvestionr respondi ng valid user security code Cuser 172
fromthe database 170. The service provider system 165 further scans

t hrough 30each of the valid card security codes CoTp 176, which are the
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25  paid cards 110. ;' 150 may also be associated witK one or a plurality of users.

Upon receiving the transformed security code C+' 140, the service provider system
165 identifies the user, through verification against the valid user ID records 171 stored in
a user records database 170, and retrieves the corresponding valid user security code
Cuser 172 from the database 170. The service provider system 165 further scans through
30 each of the valid card security codes Cotp 176, which are the card numbers of all the is-
sued pre-paid cards 110 registered in a card records database 175, and retrieves the cor-
responding valid transformation functions ;177 from the card database 175. The retrieved

valid user security codes Cyser 172, valid card security codes Cotp 176 and the corre-



25identification nunber or caller ID which is typically the tel ephone
nunber of the user no- bile device, against all the user identification
nunbers WO 208gi2835¢red i n the user database 170 of the PeTuBHOI/PFI6ME der
system 165. The apparatus OTP orl CoTp' 120 is printed on the pre-paid
card 110 which may be made from materials that provide sufficient

mechani cal support. The security seal 115 and 30 the part of the pre-paid
card where the card_secyrity code i 120 d .any acconpanyin
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(158). The user identification may also be accomplished by matching the calling party
25  identification number or caller ID, which is typically the telephone number of the user mo-
bile device, against all the user identification numbers 171 registered in the user database
170 of the service provider system 165.
The apparatus OTP or Cotp' 120 is printed on the pre-paid card 110 which may be
made from materials that provide sufficient mechanical support. The security seal 115 and
30 the part of the pre-paid card where the card security code Cotp' 120 and any accompany-
ing confidential information, such as the transformation function ;' 150, must not allow suf-

ficient penetration of light, infra-red, x-ray or other electromagnetic sources such that the
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a regalus, elxpﬁyslatél,irébgeuaems androhditivhs, insnsticrsrat s othed iforeatian rek40 to
t he servi cewgrow der for user. aut hentlcatlon and card verification, and the

ser vild€dge e yee oh fsoeards Carsl ispRiedtd RIYIRSRIOVIdeEai d user aut hentication
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rough the appl i cat et erm ned transftor rrat unction 150
t o] aItap@fongtonlr@baganpﬂtet$ne¢esshw ﬁunm$|teacavfnpmrmta1$omwhearajmgoam te;edemde

enac rit ode CoTp', 6 120.and a user secur
oeels aygitie, g preadieraeed 51 Bimey afsorte iadratergil At Brogasspb chibfof °
t r ansheyi r@ﬂar%@ﬁé’céfst dn&@féé‘clﬁﬁ éﬁ@lcaﬁénseﬁ@é&%%n%dfd%tnhﬁf@éérﬁa)ér%éﬂ’brﬁ@%h' on
4. CT" =71t" (CoTP', Cuseri (gEq 4) The transformation function ft' 150 is
knowa sagship tewajﬁavaiwkt he servi ce pro- 2 5vider. ft' 150 may be

28500t 2t el e OSSR bl BB B el RS R

SecCuUnig ¥n eRsirdalc, oh'ﬁﬁe roeweé@mnidmétmvwrﬁdsﬁ@ pétweehhthefusehang atél senitelser

securdrg%dgggfss{er%o{r& The I|nk 160 may include but are not limited to any of the fixed-line,
wireless, mobile and cellular links supporting analogue or digital data transmission, which
may further comprise any of the circuit-switched, packet-switched communication and

20  point-to-point protocols. Thus, Ct' 140 may be submitted via emails, online web access
over the Internet, wireless application protocol (WAP) and general packet radio service
(GPRS), as well as short message services (SMS) and equivalent messaging applications.

FIG. 2 illustrates the general data formats of the apparatus OTP / card security
code, user security code and transformed security code of FIG. 1.

25 The apparatus OTP or card security code Cotp' 120 is a data string printed on a
pre-paid card 110 and concealed by the security seal 115. The user may scratch the secu-
rity seal off to review the printed data string. As shown in Equation 1 and depicted in FIG.

2, the Cotp' 120 is a data string comprising a total of | symbols or characters sg'.

Cotp' = Sc1' Sc2' Sc3'-- Scif

.. Sal ,where 1<i<I (Eq 1)
30 Each Cotp' 120 is typically randomly generated. The Cotp' 120 may be randomly
selected from a vast data set having all the possible combinations of characters s;/. The

probability of having two identical Cotp' 120 is sufficiently low, and this probability is de-



Cuser' 130. Since the user security code Cuseri 130 and the transformation
function ft' 150 are 30known only to the user who submts the paynent
request N6, 20WM83as the card security code CoTp' 120 i PCa/IBHOY/H31BIVed
one-time passcode (OTP), thus the presSent invention is effectively an

OTP- based two-factor authentication and verification schene. Furthernore,
the present invention is effectively an OTP based three-factor

t hent d ifica- 2010/123 /1B2009/ 051803 14t wh
he. GROKSEt WA DSANEDP f d1aspHEs LSBT Corade 0a MEJerd Burper SLPoraRe
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conpri sing the tel ephone nunber has been registered wth the service
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Sci , Suki Stn' E S (Egq 5 The nenbers of the character set S are
assi gnioteIif thchargrters fuvwhaeas Ghddony adatashiindeemerisingfa tetat®f Nbeharecanged
in a%&r%nsd' «ng or descending orders of their position 10val ues. The position
val ues "y be derived froma predeternined transformati on, se- quence or

| ookup talg g, thal, spi gyel .y .maps . eagh nempBerof 1S ke val ue indi eI,
directly or |nd|rectly, the positions of the menbers in S. The sequence nay

be based Wpon theuBeni hy . ofStnEnQSthh al,yhatset § < pardral s, and anfzadd) t he
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2. The transformati on function f uses the user securi é code Cuser'
130 t@y@ﬁhwaa@Uﬂ@réngtlor@mqt@st t'Fh? usgrgecurigheeds Cewes 130Mayhalse ded

s dyabof 15nE Bt 350 P, 86k Q308 et S ek gl

expr €5s8'd 30 meg et ¢creimged on a regular basis.

15 The user submits the transformed secured code Ct' 140 to the service provider for
user authentication and card verification, and the service provider proceeds to process
payment if said user authentication and card verification results are positive. In general,
C+' 140 is derived through the application of a predetermined transformation function £’
150 to all or typically parts of the one-time apparatus or card security code Cotp'120.

20  Given a card security code Cotp' 120 and a user security code Cyser' 130, the transforma-
tion function ;" 150 yields a unique transformed security code Ct' 140, as expressed
mathematically in Equation 4.

Cr' = f (Corp, Cuser) (Eq 4)
The transformation function ' 150 is known to both the user and the service pro-

25  vider. 150 may be associated with one or a plurality of pre-paid cards 110. £ 150 may
also be associated with one or a plurality of users. Deriving the transformed security code
C+' 140 requires the knowledge of both of the card and user security codes Cotp' 120 &
Cuser 130.

Since the user security code Cyser' 130 and the transformation function ;' 150 are

30  known only to the user who submits the payment request 158, whereas the card security
code Cotp' 120 is a short-lived one-time passcode (OTP), thus the present invention is ef-
fectively an OTP-based two-factor authentication and verification scheme. Furthermore,
the present invention is effectively an OTP based three-factor authentication and verifica-



ft' :Stniln=i=io = fm (SciiSuki(Eq 6) for a total of K characters at
predeterm ned or user selected positions i = i0, whereas fmis a mapping
function W& 2D102385B6n' | n=i = siel sewhere (i.e. i # io0) PCI/IBOI/PHIsIXi ons of
the K transformed characters stni 32014are either predeterm ned for each
card or randomy selected by the user. Any predeterm ned positions of the
transforned characters stni 320 are registered (179) in the server card

dat 175 f h 30 d - d d 110 det d
o5  RBTGRR es SbEH oo, TGP G HER oo Bt PO HD BrBE Sertice By and
are Wﬁ%%%rbﬁo&l@te%&n‘ytdév%héééIdentlflcaﬂ%% é’dlnﬁﬁﬁﬂgltﬁe tél@@n&fﬁ ﬁ’um-

security code Cow 120 has"twelve randomy generated characters = 12),
and toes haséxeesmereurster@dcywthatrtamlfvrcemwlder peoieiognycdiuthentication- ai@lrmtt ed WO

2010/ 1283 CT/ 182009/ 051803 ers hat e oM d by the

service pr Cel§ Preryro? Stﬂﬁaatp 8eter Tﬁehg% Sf”%ﬁ;a%qa&ehﬁ re-

clg;ar %@b@fﬁelfo(é% brén%htg fﬂ)e’(difglﬁg ﬂﬁéfcﬁéfmﬁéroébtfsle@mmélln@talpﬁéﬁbw suaipéised are
=io0 = & 5, then Equations 1, 2 & 3 beconme COTPI = Scl' S c2l S c3l

Seal SMEBHS SIIABEANCORPORSS CEonD ASsEee. 5%§IZQWB:H$E§1218UQJT5- SO S t2l
St3l Stdl Si51 St6l 7l St8l Stolstll’ 5t12° = Sc1' S c2l S c3l E@Aé S ¢5l
S c6l Sc715ScBf +Sw9f Bc10' Sc1l' 5c121 In a second examdFd,”)t he

card securfHeymegfir&eMhelathriaer et S%é@%bn@@ﬂ@iﬂﬁb@ﬁtl@ﬁ phiaey Wﬂﬁér‘éby all

characters, and the user security code Cuseri 130 is nmade up of nuner al s

10as éhgwb@rsmféi Enbe arrpneed tleascanginther aeseendingongess oh lrrrém?dmﬂ y
E: Il}e% gﬁ%[b%fsﬂ[? A(]Sené: Eﬁi{yﬁ&éj@ﬁv% E&ﬁﬁga éf}egjetgrlrﬂné‘d ﬁanéfotr%altiﬁn ,erS-i tions,
quence or lookup table that uniquely maps each member of S to a value indicating, directly
or indirectly, the positions of the members in S. The sequence may be based upon the or-
dering of English alphabets, numerals, and any of the character encoding schemes such
as ASCII (American Standard Code for Information Exchange), GB18030 and other Uni-
15 code schemes.
FIG. 3 illustrates an embodiment of the transformation function of FIG. 1 & FIG. 2.
The transformation function f{ 150 uses the user security code Cuser 130 to map K charac-
ters 305, out of the total | characters, of the card security code Cotp' 120 to a new set of
transformed characters denoted by s;,' 320. The transformation function f 150 is mathe-
20  matically expressed in Equation 6.
fi: ( Swln=iso = ' (Scili=io, Suk’) (Eq 6)
for a total of K characters at predetermined or user se-
lected positions i = i,, whereas 7 is a mapping function
< &K<I
25

\_Stnln=i = Sqi elsewhere (i.e. i # o)

The positions of the K transformed characters s, 320 are either predetermined for
each card or randomly selected by the user. Any predetermined positions of the trans-
formed characters sy,' 320 are registered (179) in the server card database 175 for each

30 issued pre-paid card 110. The predetermined positions may be marked or highlighted
clearly on the pre-paid card 110 and are concealed by the security seal 115.
As an example, the card security code Cotp' 120 has twelve randomly generated

characters (I = 12), and the user security code Cser 130 is made up of two user-selected



Equations 1, 2 & 3 becone Cow =A 15 F 3 A0 B 3 XDZOGG Cuser | =2 8 5
15CT"' = 5¢11 5 c2' S ¢31 5¢4' 5 c5 S c61 5¢7' 5¢8 5¢9 Scl0' 5cl1l1l 5cl2
5c13" 5cI™0 26w1B8356A 17 F 3 1 0 B 3 CDZOGG Where f,' (5pCINB2007/951803 (A, 8)
=1 and fm (X 5) =C ThelSmappi ng function fm 310 is known to
both the user and the service provider. 20The mappi ng function fm 310 uses
the user security code Cuseri 130 to transform each of the chosen

h t 30 ted card t F. 1120
Cr an P oraerchar 2 1 6 pRrEsE Y I Saliiseiasv e FRERETTE e dhs eEedseti on 1o
the WﬁHBH Qﬂ)sftlé‘h%tdf@ﬁ‘e eRS%cterh '305‘toWMéh”ﬂi‘é ﬁrgﬁsf@matlon function 'i‘5@|§ apSied

enbodi nent of the mapping function 310, 310 perforns sinple trans-
25f oraretii v @ik h, hean IitwatlojnStie Zr&M@@m the user manual ly, without
resorting Ao any_com ational tol,. A sipple yet effectlve

i npl enent atq8n |§°1e%?brsé%gfédS@nSCE&EFa?ﬁgdﬁﬁ% Sga Sgi1gls!2 pos(stn') = pos(sc,')+
pes(5ukl) (g, 8 suwhgpe pos (s') = the position value of s' in the character
set S WO 2010/ 128356PCT/ 1B2009/ 051803 16 As an example, if S = {1, 2,
3, 4, 5, &7 7, BSy B SO SuhSt §,t6 St7' Sts, StXStWSnZ}Smthen pos(5) =5 & pos(2) = 2,
and pos(5) + pas{?2) 7 £ar esp Qt puneral "7" in S.

Thergf oge) flg %‘5’ SC%)SC&g\Ih 8817 ng §1 Ae°Us®&!? can mentally work out "7"
as the transfsscord @dammetthe @Z@Sbyurﬁtgrdoderﬂ:&g 0@ hagtl Supndédmiyhgerterated

Co- %Ipk?ahn%rrr?ecrtlcecr:hgrg'c':tel#ss Iann(‘:]d tarlmg dsne(f’rs%gﬁrrlltty c%fde Cuser 130 is made up of 3 numerals

10 assigned by the service provider. Furthermore, the user has randomly chosen to transform
the characters at the 3", 6™ & 10" positions, then 1 =16, K=3and n=1i,=3, 6 & 10 and
Equations 1, 2 & 3 become

Core' =A15F3A0B3XDZ0GG
Cuser =285
15 Cr' =Sc1' Sc2' Sc3' Sca' Scs' Sc6' Sc7' Scs' Sco' Sc10' Sci1' Sc12' Sci3' Sci4' Scis'
=A17F3I0B3CDZ0GG
Where
fm(5,2)=7,fy (A,8)=land ;' (X,5)=C
The mapping function f;' 310 is known to both the user and the service provider.

20  The mapping function f,' 310 uses the user security code Cyser 130 to transform each of
the chosen characters 305 in the printed card security code Cotp' 120 to a transformed
character sy, 320 as in Equation 7. There is no restriction to the mapping function used.

S’ = I (Scf, Sux) (Eq7)
In a first embodiment of the mapping function 310, f,' 310 performs simple trans-

25  formation which can easily be handled by the user manually, without resorting to any com-
putational tool. A simple yet effective implementation is expressed in Equations 8a & 8b.

fm' © (" POS(Stn') = POS(Sci')+ POS(Sux) (Eq 8a)

where pos (S') = the position value of s' in the character set S

30 < pPOS(si,' )= pos(sw') — MaxPos (Eq 8b)
if pos(s,') is larger than the maximum position value of S de-

\_ noted by MaxPos.



5 In addition, pos(X) = 34 and pos(5) = 5. Thus pos(X) + pos(5) = 39 which
is larger than the maxi mum position value of MaxPos = 36. Therefore, pos(X)
+ pos(5) w02010/12856= 3 whi ch corresponds to the numeral PC3/1B2009/61803n
practice, the user can nentally work Wut "3" as the transforned character
320 by performng a count-up of the card character "X" usi ng an increnent
of 5, with the next character being |ooped back to "1" after counting up to

used as A5 FRBBFRGE gre an2i pri S0 780, 8 W0 BN e AABEF & e
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120 repl aced e user characters in user' 130 as shown in Equation 9.
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illustrates the pre paid card cagg e of conceal | nggaddl tional confidential
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| c may ta

transfornatlon e the user consi derab ort” to work out the
t r anshappieg futdioadt,e380.stn' 320 nentally. In this enbodi nent, the

i nformati ess for e us to eva e transf or ned char ters
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20. The information may be a map ng function 310 in the formof a | ookup
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posi t31gns 410 nmay be marked or highlighted cl early on the pre-paid card 110
and are conceal ed by the security seal 115. One of the advantages of
provi di ng theemegping foRctianefpBd0 paayibe ardirest sostitutien wite tae chosen card

characters in Cotp' 120 replaced by the user characters in Cyse' 130 as shown in Equation
9. This mapping function is very simple to use but it is more susceptible to replay attacks.
20 fm':  Sw =Su (Eq 9)
The mapping function f;' 310 or reminder information related to the mapping func-
tion may be printed on the pre-paid card 110 and concealed by the security seal 115.
FIG. 4 illustrates the pre-paid card capable of concealing additional confidential in-
formation including the mapping function of FIG. 3.

25 In a second embodiment of the mapping function 310, 7' 310 performs more com-
plex transformation which may take the user considerable effort to work out the trans-
formed characters si,' 320 mentally. In this embodiment, the information necessary for the
user to evaluate the transformed characters 320 may be printed on the pre-paid card 110,
and concealed by the same opaque security seal 115 used to protect the card security

30 number Cotp' 120. The information may be a mapping function 310 in the form of a lookup
table which allows the user to find the transformed characters s, 320 readily.



5di fferent mapping functions fin' 310 for different groups of pre-paid
cards 110. It also allows the use of a unique mapping function fin' 310 for
each i ndiwpaosl12g356- pai d card 110. This results in hi ghecThBuedoziBosecurity
as it is harder for an inposter to ex€cute an illegitimate attack w thout
prior knowl edge of the mapping function fin' 310 applicable to a particul ar
pre-paid card 110. 10ln order to assign a unique nmapping function fin' 310
appl i cabl 0 one. and |y on re-paid card, ,_each transfo d
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fin' 1300andare cenutarad byitd seckitpemallblitlo t he service provider and the user
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are o uge &l apgynigur MapRirthfungen g X10net paeh individualpretnaid parebet0.ofhis

el e Qi l¢q. | ; i i) : a
Fequi PR ) otfieygrsephii® { Rhdoot BP deksion o Mol in Rb RS

FI G ditaick mdtHouapeisr lamoveletdgdioftvd nmalbpirtefunstien §¢ 3t 0applicaietto @npdrtiogiar on
stored in the service provider systemof FIG 1. 25The user and card data
i ncl RIEH§d A% tHhsf or mation functions (CoTp 176, Cu"r 172 & ft 1 77) that

?6 e storeqniydhe (ﬁw &%5S{U%\C/Ehgﬁﬁin@ﬁ'@‘?‘g@”%’%53}£§§§p%%'é %gé%@Hﬁw BRe and

ormats as those ser| ossesse € user.
Thus pregaid carar t G eachittanstardesd Graraptet 86’ 3201 ntdyebey edniddnmly enapgescitol éachcodes
Cuser_ 172 store

o 1 SRR RLOE e RERGBREAE Sich Bt WRGD AEXBrSREc o ERLPHRE Poroved: the
Cyat em 165 ar o S pr o I B ot s 3 and 4 wi th the prime norarians
renoved, dNterepivedespeakingiteratemnppaingyunetichgizadl @itsa 12ndars fisedtion knowd
gglo/t%%@g,ggg%g ;:)Lr%%fjooe?/a%g]tﬁg%s%rsin the form of a lookup table printed on the pre-paid

card 110 and concealed with the security seal 115.

The mapping function f;' 310 in Equation 10 may be simplified to Equation 11 such
that the characters to be transformed s,/ in the one-time passcode Corp' 120 are dummy
and they are not used by the random mapping function. As such, the number of elements

20  in each said lookup table is minimized. Thus, the card area required to print the table is
minimized.

fm': sy =Random (su') (Egq 11)

FIG. 5 illustrates an embodiment of the inverse transformation function stored in the
service provider system of FIG. 1.

25 The user and card data including the transformation functions (Cotp 176, Cuser 172
& ;177) that are stored in the service provider system 165 have the same structures and
formats as those (Cotp' 120, Cuser' 130 & 1 150) possessed by the user. Thus, valid card
security codes Cotp 176 and the valid user security codes Cyser 172 stored in the system
user database 170 and card database 175 can be represented by Equations 1 and 2 with

30 the prime notations removed; the possible transformed security codes p_Ct derived by the
service provider system 165 are represented by Equations 3 and 4 with the prime nota-
tions removed, as represented mathematically in Equations 12 — 16 below:

CotP = Sc1 Se2 Sc3... S¢j --- Sal ,where 1<i<| (Eq 12)



Cuser = Sul Su2 Su3 Su4 Suk SuK, where 1k K(Egq 13) p_CT = Sti St2 St3
St4 Stn StN, where 1 < n < N(Eg 14) p CT = ft (COIP, Cuser)(Eq 15)

wi th 5sciwgQ 281ki283s6t n C S(Eq 16) The valid transf @cEaB20omos18e8Ct i ons
ft 177 may be associated with one or 8 plurality of the valid appliance
one-tinme passcodes CoTp 176. ft 177 may al so be associated wth one or a
plurality of the valid user identifiers 171. If a pre-paid card security

code CoTp' 120 is identical to a valid card securit% code CoTp 176, then
their resfeeti veSu SanSRGuhat Pan--flukc- 1 -0W&Rd F€<R50 and ft 171EQrS)

al ways identd cal .t ach other, _or ft' = f ft, 177 _yses a valid r
security ?ogiér msstértz%*?%}?"tb' Rap” RNchar act’é"ﬁjise,reou%_(57fS e total | éﬁgﬁzﬁ'}ters,

of a vali g Gy & £@CHHI CYseg0de CoTp 176 to a new set of transfornmggq 15)
characters denoted by stn. The transformation function ft 177 is

rrathé’Yiﬁ’tically expressed in Equation 17 below. ft: rstnln=i=io = fm
(Scili=io,Suk)( 173 for a total of K characters at predetermn ruser
S§I ected ﬁﬁ’Silét”i ’Esﬂ’éeié: io, whereas fmis a valid mapping functi ogggﬁ](?)K I

5t/ 71[ 7=i Treovatidsearegoendtiorefunttishd £)177heaypps idssotiatedf withenk draaplaf0ityet
characters stn are either predeterm ned for each 20card or random
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char - [ 1 fon -

" seudh o ' oPE VoL er idthiiiBes 171,978 KEE oBR] CardRdRRRFodfoch 128
mappiidentfoahtd a cralic}ici rratdfs%@bu?:f%mow% Oﬁep ndenthienaheit oesfman:siee eraapsfﬁﬂmctioh riurfm- .
Equatj ons ,8_- 10 . he inverse transformatign function ft-
T8 11678 e 10 BR 4l e e s TSROl AP GHREL o k3 F7 UseR SLYAld $Seis o
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user security code Cuser 172 retrieved from system user ase 1/0 and
t he rsecuiityembder Gosf bfteda sewsdtiof traod®rn@ed chédact@rsedguated blyes,c dihe teasari ty

d Tp. 55 dinth ificati 0 f det i ni
et nafmayPuREtaR i 70Tl elodfl areteed M SO BB Che val 1 d card
security godes {OnTp 126 gt@red 4 n the systemcard database 175. figq17)

178t heref ore[can be express%d as
15 for a total of K characters at predetermined or user selected
< positions i/ = i,, whereas f, is a valid mapping function and K < |
\~ Stn|n=i = Sy elsewhere (i.e. i # i)

The positions of the K transformed characters sy, are either predetermined for each

20  card or randomly selected by the user. Any predetermined positions of the transformed
characters sy, are registered in the server card database 175 for each issued pre-paid card
110.

There is no restriction to the valid mapping function f,, used, f;, may be identical to
those expressed in Equations 8 — 10 for 7' 310.

25 The inverse transformation function £’ 178 is the inverse of the transformation func-
tion f;177. £ 178 is used to evaluate the possible card security codes p_Cotp 550, given
the valid user security code Cyser 172 retrieved from system user database 170 and the
received transformed security code Ct' 140. The possible card security codes p_Cotp 550
are used in the verification process 180 for determining whether any one of p_Cotp 550 is

30 identical to any one of the valid card security codes Cotp 176 stored in the system card
database 175.

f," 178 therefore can be expressed as
Sci = i (Stn', Suk) (Eq 18)



= ftl (stni, suk)(Eg 18) WO 2010/128356PCT/ 1B2009/ 051803 19 where ft-1=
(ft'"11(Eq 19) Each ft1 178 perforns inverse transformati on on the

t ransf or a0 20fvanssskers stn' In=,=0 320 to derive sc/ 1/ =p050B200moi18es

possi bl e card security code p_CoTp 550. ftl 178 is expressed 5in Equation
20. -1.=fm1 (Stn'In=i=io, Suk) (Eq 20) for a total of K characters at

positions i =io0, and K1 Sci= Stnln=ielsewhere (i.e. i # io) 10where fnl
510 ivx%hthe i nverse of the mapping function fm 310 as shown in Equation 21.
fm/ YWPm)-/(Eq 21) FIG 6 illustrates a first enmbodi nent of the

verificatimn @rocess flow inplenented by the nobil e paynent syst ‘f’{E’hOIfQ FI G
1 using the inverse transformation function of FIG 5. Each transforned
security dabh fCT178 perferrbsirtveese bpnsfoematien onghe triaedftechedi dHaractefs si'poto 15
information for the service provider to performcard verification as well
as us¥0 QASKVRScoatIbhin HTREOEHILG CRRErSaCUER $RE Broews2¢-Ifowl B FPressad: st
egrboqu] %ti&f] zbhe verification process 180 (Fig. 1). The first
verification process flow 600 begins with step 610 when the service
provi der gy'stem, 65 Easfyeeelwed sthe user paynment request sent (YEg)20)rom
t he user nobi| e 20device. In step 610, the process 600 retrieves the user
identifier fromthe request mdara &igkof Kicharatigns\alippsitions / sep\aseKprbvi der
system 165 retrieve the user identifier fromthe caller line
i dentification nunber or the caller tel ephone nunber which is used directly
as the user ideptifier.gJhe cald&aindrel(gphong) nunber nmay serve as a pointer
to records that conprise the user identifier. The service provider system
165 odmrerfes StlAds tha invetssdofusemampide indtionrmaditl asshowes iv&quatios@. 1D 171
stored infs.yst_e user database 170. If the retrieved

e (] (Eq 21)

FIG. 6 illustrates a first embodiment of the verification process flow implemented by

the mobile payment system of FIG. 1 using the inverse transformation function of FIG. 5.
Each transformed security code C+1' 140 submitted by the user is embedded with sufficient
15 information for the service provider to perform card verification as well as user authentica-
tion. The first verification process flow 600 is a first embodiment of the verification process
180 (Fig. 1).
The first verification process flow 600 begins with step 610 when the service pro-
vider system 165 has received the user payment request sent (158) from the user mobile
20  device. In step 610, the process 600 retrieves the user identifier from the request mes-
sage. Alternatively, the service provider system 165 may retrieve the user identifier from
the caller line identification number or the caller telephone number which is used directly
as the user identifier. The caller telephone number may serve as a pointer to records that
comprise the user identifier. The service provider system 165 compares the retrieved user
25  identifier against the valid user ID 171 stored in system user database 170. If the retrieved
user identifier is invalid, then the process 600 terminates (not shown), otherwise the re-
trieved user identifier enables the service provider system 165 to look up the valid user se-
curity code Cyser 172, which is associated with the user, stored in the system user data-
base 175 in step 620. The process 600 proceeds to steps 630 and 640 in which the valid
30 card security code Corp 176 and the inverse transformation function ;' 178 of the first is-
sued card entry stored in the card records database 175 are respectively retrieved. The
first verification process 600 determines in step 650 whether the positions of the trans-

formed characters sy, (Equation 17) are predetermined, which may be indicated by any



user identifier is invalid, then the process 600 term nates (not shown),
otherwi se the retrieved user identifier enables the service provider system
165 to | owk 20p/2B3s6val i d user security code Cuser 172, whirah00%oaseoci at ed
with the user, stored in the system wer dat abase 175 in step 620. The
process 600 proceeds to steps 630 and 640 in which the valid 30card
security code CoTp 176 and the inverse transformation function ftl 178 of
the fjrst ued card entry stored s dat abase 175 are
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the computed card security code p_Cotp 550 against the valid card security code COTp 176
retrieved in step 630. If there is a positive match found in step 670, the first verification
process 600 ends in step 695 with the matched possible or valid card security code Cotp
30 176 being the card security code Cotp' 120 of the pre-paid card 110 possessed by the
user. If no positive match is found in step 690, the first verification process 600 loops back

to step 630 to retrieve the next valid card security code Cotp 176, followed by retrieving in



WO 2010/ 128356PCT/ 1B2009/ 051803 21 step 640 the correspondi ng i nverse
transformation function ftl 178 stored in the card records database 175.
The st epsw62010r83sagh 690 are repeated until either a p@srTuBweI/nHBEGh S
found or when all the valid card secwlity codes Com 176 stored have been
exam ned. 5The service provider system 165 advances to execute the
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stor Pbositive match has been identified. For the case of the transformed characters s;, having
predetermined positions, the service provider system 165 retrieves the stored positions of
the transformed characters 179, which are used in the inverse transformation function f;’

25 178 to compute one possible card security code p_Cotp 550. The verification process 600
then advances to compare the computed card security code p_Cotp 550 against all the
valid card security codes Corp 176. To evaluate the card security code Corp' 120 of the
pre-paid card 110 possessed by the user, the service provider system 165 would only
need to find a positive match between the computed card security code p_Cotp 550 and

30 the batch of valid card security codes Cotp 176. The verification process 600 ends regard-

less of whether a positive match has been identified.
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aid of a woi2el/e&msch i n- dex derived and registered i nPChaBRypOB/Iar d
records database 175 when the card seurity nunber records of any newy

i ssued pre-paid cards 110 are initially created in the database 175. There
is nolimtation to the algorithmused for the quick-search index pro-

ided that, th f the index hel i . th f i bl
br o~ pai o Pk MECEsalY 4SRE L3R ica o 208 U HRAGeRI Ok e EEP R GBS or |
sear Gl IgalitP c4M NP arCrerSOBY #rSSHe Watdhdsee! ARoVh 30athS AVddHETs BiyshRed fe-

scanning all card records and identifying cards having quick-search indices
t hat flecktratithie prepaid gardl bHEehas beae achdaird dedi it/ eas homaonesstorsevalael

transfor secur,ity code " .140. Each 1 ndex dpes nat ce rily t e
uni que y TBREAE N Ha SRl 0% ReSHE pard Rty BeRaRR R e on e B0y
ap enheyali@Bard $éWirityl Bods Ck1s€P6 Biny hélS¥arcabd vittathel fidlorl qUick-Beardhaard is
the sum of the position values of all the characters in the correspondi ng

one- td&’ﬁéj_%b@l@loﬁm’er_.egj'ﬁie@ddn@b@ BYSiRM pargl reeerdsi dpiplase I {hmaendharcard sees- hi'gh
e S0 PHABEF S 7 SERE newy ssiee S el 4155 o R et FERDES R ACHERE, ©

ication pro system of

FI G tadbastO1 15 tThere dgrnodinieation to iee wijorithrh naedffor thet quick-eachiingex ptol77
together with the valid user security codes Cuset 172 and the correspondi ng

: h .

val i of'qeg Bas iaur$e 9f BedBIeXhPSIASTQURg i[dOVaHtnNEBINRHOTRASEINS BER-RBke 170 &

5 . . A . ¢
Do By B B P B B o 1 son
agai reemplisbed et thedserviaa provideds ystéemriadyscandengall cantiorecafdbhand eleotitying

ificat] 700. begi ith st 10, wh h i id

A TR M URR, e S R S
mobi |@j\eRMr&esfolied 5&8urity @odé e $26 omakcH Ridekidersi it necesssiy tP0e LAldueBy €s
the user identifier fromthe request nessage. Alternatively, the service

pr ovirdepped /o @me 268 onhyonevaliccoardigesuniecodalentr 17@rIinfanoegmbadineit] e | i ne

identjfication.number or the_caller. telephgne nu r whi.ch i s 30 .used

1P 7 oS B MIORF adlarffaCRre- g BT RO PR Bl Bk fith VBies ST §he o o
POi Niclard Rerstif AhE SofrBgdomdINg bheairhd patseidd. e algolthm TN siimpee afievi der
system 165 conpares the retrieved user identifier against the valid user ID

171 deeficand i eiligl gpiputatinnehBHiseNCy0. 1f the retrieved user identifier is

invalid, thgnt j: ; =

20101 1283500CH SBHET BEbefdd SRRMBNEr B RlerRaM oroeds figlimpjerpented
enablbgsthe meolsiky payeremr systatarof $YGt ¢m 165 to | ook up the valid user security
code Cuser 172, which is associated with the user, stored in the system
dat abase 1785 gmeimend theyalichfrgpgiosmabion Jinsdiopad: h/d tegelher 4 theyaido in
whi ch il se i - t ction
ft 175onret Ly FoRs €88 Lg At (B8 REERpoddiRo TRty iR bR PAB (P 170

dat abetievedSroan the spgient datebgse 70 iBelEnlareTheed by timel semidef proatdeosypleotess

700 ernmfnes in step 750 et.her the positions of the transfor

har ABEOPIEYE 7 BuTAIFY 6hPews Dl s rshuil 5uek erChes iRk e ) by
Sorme f@tpéﬁrﬁﬁé#iﬁqrﬁagﬁhét {PRIrEYeivEd tRASFRRTRSRAAWEoFACT 1/L0r ds dat abase 175
regi stering said transfornmed characters positi'ons associated with each

gard. 10If aoxgoteriiesiion precesa 790ibeging withstep 4he hendbe seaviae peovddent |

Fr anoy oIl qEB e EeR G HRE iSRS R ert ket SRR e B PRRE BS e ¢
codesideCTn efsp PO, anMélseabed veNifi@aidpumrogedsPOP estrievethealiser sdéntifier frohethe

transforned characters stn. Al the possible transfornmed security codes
p_CT reareydnessadsadamaiivel Hie sevigedyorvies sygeBl had Nesredievsoldietyseh val ues
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30 used directly as the user identifier. The caller telephone number may serve as a pointer to
records that comprise the user identifier. The service provider system 165 compares the
retrieved user identifier against the valid user ID 171 stored in system user database 170.
If the retrieved user identifier is invalid, then the process 700 terminates (not shown), oth-



15transformation function ft 177 retrieved in step 740. Next, the second
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geners@p 730 to retrieve the next valid card security code Corp 176, followed by retrieving in

25  step 740 the corresponding valid transformation function f; 177 stored in the card records
database 175.

If it is found in step 750 that the exact positions (n = i,) of the transformed charac-
ters s, are predetermined, the process 700 retrieves in step 760 the stored positions of the
transformed characters 179, which are used in the valid transformation function f; 177 to

30 compute a possible transformed security code p_Ct. The second verification process 700
then advances to step 770 to compare the computed transformed security code p_Cr
against the received transformation security code Ct' 140. If there is a positive match
found in step 770, the process 700 ends in step 795 with the matched computed trans-



20mul ti-factor user authentication and OTP verification processes of the
present invention. It has generally been recognized that in general
mul ti-facworzosu2Besat i cati on usi ng one-ti ne passcodes (OPPx/IBrdoox&éBTI tted
OTP hel ps prevent replay attacks but 24t is not effective in preventing

phi shing and Man-in-the-M ddle attacks in which the OTP together with the
user credentials are intercepted, such as using a forged website, by an
imposter 25 for illegitimte use. It should be apparent .to those skilled
| n L RETaRd SR CREe B SsBRNG IR HANTRTESS SPEWAYICPIBE € A AP IteR USET SS) For m of
one- P HASREAFRSCARRNEL AL 80 BY tHapABsiR @fd 39DtIREEsSRPbY &R L8 cdn e

t okens, nobile teél ephony devices, conputers and other devices, with the
car d regenerated gsidg sheiswdcties trangfopaed seaurityraoglear derr, e valicditrgesferratien OTP.

The yser,. obt ains .an appl i.an onertime passcade CoTp' 0 f,ram an OIP
generdrctstol S it i R0 0 R R E RECuT R Cap i 2RISR sen
Vba tsbh 708SI$ ABIpt@ithveaiaRhSS fotirkRinkstey 790! thelsdtond veriigdtion prideBs 700 nobi | e
paynent operator. The user further evaluates a transforned security code

CT' laepy Relato $ap IP00Y refrigneftoe mexgvaligecard ecusocqdeduats bif. f9llawechby user

2010/ oAEBREARTR T BeabaIdiRg o Pefoh AR cR)7H, Rl Bl

code reusrelsidatadthses1#b.secret shared between the user and a service provider
system 865. The transformation function ft' | e operation which

the user cAie BEF Ia0RRAUSNHIOTHE TERERIGCLAII ElthaT B RO LS TBRIE e Buekalos
SOMPRLN o ARA BBy SRR . 08 AR b BRarga o provi der

system via hi's or 5her "'mobilTe or online application over a
comuni cathhensérivick (B60ides sydiemstEilatedivessiotedxecutecheragplicablerpaymente

licat] d th t i i t em 865. Upop,, .
eCeiFPFRA IS 9O E WAL AT o BB Eine THERVEh BauaRDt causebIpaL e

syst g¥eBantHct@bAilidA 88d _E:BFH Vér‘ﬁ‘foatibhra‘?é'%ﬁshﬁ@é.i Otrferividn 19 3eMRde ;Brb@idé@ls%g- user
ID records 171 stored in a user records database 170, and retrieves the

cor r éemotih rejectalthel pagmentnuest §58 0 magupsiate the applivablasystemaecords

%gt abhase oT’O' hTh% §ervi @ﬁgﬁrovi der system 865 further de- rives the valid
Tp 3(‘93‘8 Uﬂs‘i ﬁd" £ 8?8%( ¥i ned OTP al gorithm and predeterm ned paraneters

shared betameRucbEsdgiliserRAitfidRicaBON af@ daf® veaRsatiohhtheSRICB@EoMthe\isear
system 865 retrieves the corresponding transformation function 4177

( EquAYEHId 9370t 10 Aeeieseovadiiemahengisahase ek Pon States 19w s uBeaise tog- and
the 9@%’[ HaPBe BFeé)tg}gfaéﬁﬁ;fdaﬁé%gggﬁgai%gd L8t Bas hB:mbre ﬁx?éol &, fromthe

transfornation r transformation Tunction ft' 150 is

known to tH6. 8skustiztéoaendiie sreoninecapigatien configured t@ymplengsneh@yedend
di spl ayed by the user QTP generator. The valid transformation functions ft

197 _(Wg'Fitf?LCt)é‘?8‘S?rsaléth%tiWWQ%QTI%V%@PW% pb?fiﬁﬁsﬁérof&%?'@?le%@@aﬁ_"@?-e t he
orovi dor ' SoREE Renialy Beef ARodiRed LR YNGR RRSERIG adheh AT | o
ft' m.-tgeamaasemﬁew(@m), dhosebrpdiad O?E’rh&]ﬂfpgﬂ@@t epay altai:l_s patyit iseno_t
o A 5 2 LS TN G5 BT, .
Pr oViviigH the user crddéhtiaf Attt cdFtetdsusehs BShgrd fdhtgédi%ébgﬂéé,%y & ImpEster ved

CoTp 830, and the valid transformation function f are used by the
ger viferillpgivrate useyk sbavlgd® apparent toethore skiled dothecaridineti thg niesentineen-

tr andPrAe2BEYPRiap AT el temt Bf o ETER TR RS BRE R VIR 160
( FI Gsoftivardlapplicationeni itsians mabild telepHone tieticeat camptéfdan@beherwesissf ul i f

one of the derived transforned security codes and the received transforned
secumiththegehsd gesuriyegpdesalsed for pre-paid'card replaced by said generated OTP.

The user obtains an appliance one-time passcode Cotp' 820 from an OTP genera-
30 tor, which may be a hardware token, software application or sent via text messaging from
a service provider such as a bank, online or mobile payment operator. The user further
evaluates a transformed security code Ct' 140 (Equation 3) by transforming the Cotp' 820
(Equation 1) with a user security code Cyser' 130 (Equation 2) and a transformation function



If the inverse of the valid transformation function ftl 178 is avail able,
the service 30provider system 865 nmay alternatively use the received
transf or w0 28¢283s6y code CT' 140, the valid user securiPCy/IBmd®0d86er 172
retrieved fromthe user database 170 22nd said inverse transformation
function ftl1 178 retrieved fromthe database 875 to conpute the
correspondi ng possi bl e appliance security codes p_CoTp 550 for conparison
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and associated parameters shared between the user and the service provider.
The retrieved valid user security code Cyser 172, derived Cotp 830, and the valid
transformation function ;177 are used by the service provider system 865 to derive the
25  corresponding possible transformed security codes p_Ct for comparison against the re-
ceived transformed security code C+1' 140 in the verification process in step 180 (FIG. 7).
User authentication and card verification (180) are successful if one of the derived trans-
formed security codes and the received transformed security code are identical.
If the inverse of the valid transformation function £’ 178 is available, the service
30 provider system 865 may alternatively use the received transformed security code Ct' 140,
the valid user security code Cser 172 retrieved from the user database 170 and said in-
verse transformation function f;* 178 retrieved from the database 875 to compute the cor-

responding possible appliance security codes p_Cotp 550 for comparison against each of



30scope of the enbodi nents should be determ ned by the clainms and their
equi val ents, rather than by the exanples given. WO

2010/ 128356RCV 1283609/ 051803 27 CLAIMS 1. A nethod of r ecoiB200%/631803

aut henti cati on and apparatus verifica%i on, wherein a user has know edge of
a user security code (Cuseri), an apparatus one-tinme pass- 5code (CoTp')
associ ated with an apparatus and a transformation function (ft) associated
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and the nethod conprising the steps of said user deriving a transforned
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user security code Cuser associated with said user, 20said service provider
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sybmig, £ PLited security code CT', said valid apparatus one-tinme
pgssco%ggec?)%gﬁa gu\sal id transformation functions ft in a verification

process widreeservicei mrogider systepr 866 thay idgstifg theleser fromebevdieitie hesdaichs in
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process 858. The user identification may also be accomplished by matching the calling
party identification number or caller ID, which is typically the telephone number of the user

15 mobile device, against all the user identification numbers registered in the database 170 of
the service provider system 865.

The user may submit the transformed security code Ct' 140 to the service provider
via an electronic, online or telecommunication link 860 between the user and the service
provider. The link 860 may include but are not limited to any of the fixed-line, wireless,

20  mobile and cellular links supporting analogue or digital data transmission, which may fur-
ther comprise any of the circuit-switched, packet-switched communication and point-to-
point protocols. Thus, Ct' 140 may be submitted via emails, online web access over the
Internet, wireless application protocol (WAP) and general packet radio service (GPRS), as
well as short message services (SMS) and equivalent messaging applications.

25 Although the above description contains much specificity, these should not be con-
strued as limiting the scope of the embodiments but merely providing illustration of the
foreseeable embodiments. Especially the above stated advantages of the embodiments
should not be construed as limiting the scope of the embodiments but merely to explain
possible achievements if the described embodiments are put into practise. Thus, the

30 scope of the embodiments should be determined by the claims and their equivalents,
rather than by the examples given.



25said user being a legitimate user and said apparatus being a legitimte
apparatus if said verification process yields a positive outcone in which
sai d submvOted)/28masf orned security code CT' can be nappet/1Bmognasesal i d
apparatus one-tinme passcode CoTp. 2. ZThe nethod of claim 1, wherein 30each
of said apparatus one-tinme passcodes COIP' , user security code Cuseri,
trans- formed security code CT', valid apparatus one-tinme passcodes CoTp
and \ﬂé&%ser security codes Cuser being a data string conprising a

pl ur at’ f characters which belong to a character set S conprising one or
a plurality of character types including al phabets, nunbers, WO
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i 0 o HESR A BN OV S 2P AHENBaR & Tan T ER o RElORAPOF 8% m 1,
wher &jith said appafatds bhelihepaBsddie ordiadiyeer ft' being capabl e of wuniquely
mappi ng an apparatus one-tine passcode Cow and a user security code Cueer'’
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t 0 Kdneatiraé pagecoddwCast @r s lphstanessiesaid obeniedntifiérs, ahe¢ remaining (K - )
un-transfornmed characters of said apparatus one-tine passcode CoTp' to form

sai d t randf@MmRIBoL EENIINSINAHESIeRS O and 20each of said valid transformation
functions & 1S i N I; I | A user
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possite transforned security code p_CT, 25where | being the nunber of

characters in each of said apparatus one-tine pass- .
said service provider system retrieving and identifying a valid user security code

Cuser associated with said user,

20 said service provider system examining said valid user security code Cyser retrieved,
said submitted transformed security code C+', said valid apparatus one-time passcodes
Cotp and valid transformation functions f; in a verification process wherein said service
provider system determines whether said submitted transformed security code C+' can be
mapped to any one of said valid apparatus one-time passcodes Cotp, and

25 said user being a legitimate user and said apparatus being a legitimate apparatus if
said verification process yields a positive outcome in which said submitted transformed
security code Ct' can be mapped to one valid apparatus one-time passcode Cotp.

2. The method of claim 1, wherein

30 each of said apparatus one-time passcodes Cotp', user security code Cyser, trans-
formed security code Ct', valid apparatus one-time passcodes Cotp and valid user security
codes Cyser being a data string comprising a plurality of characters which belong to a char-
acter set S comprising one or a plurality of character types including alphabets, numbers,



code CoTp', valid apparatus one-tine passcode CoTp, transforned security
code CT' and possible transfornmed security codes p_CT, and K being the
nunber ofwonrangfessied characters and the nunber of char acrTaBmod/n518@ d user
security code Cuseri and valid user s8curity code Cuser, and | being

greater than or equal to K 30 5. The nethod of claim4, wherein t he
positions of said un- transforrred characters in the transfornmed security

' and i bl e trans nmed securi cod PCT re iden to . their
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respectively. 6. The nethod of clains , wherein 5the positions of said
t r andd@itupeldbtehtnaboniuely mapaiedchmagimber okl te @cwaliie ndieatingCitireathydorpiodsi bl e

transfo,[rI d secil rhtﬁ ﬁfde CT. ar identical to their respective positions
in sarda %%Pgﬁdg ® E RB)%%% e CoTp' and valid apparatus one-tine
pgsscode CoTp respectively. 107.The method of any of clains 1, 3 to 6,

wherein each of said valid transformation functions being an inverse
of sa-d ftlhenethaskelciaias1fwheredmd ft1 conprising an inverse mapping
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of | 15characters of said received transforned security code CI' and said K
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ghar agfig Sa%g%iatﬁébﬂertﬁﬁ@ pUECCdPOS{ AP vBRg Wbt Yo @R cSEi? Cifty [ 8 PYBEORE!
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char 4008/S" SEDBR 0 SREryRed 1 RO RiTEpR BRGSSEne- 11 e passcode. CaTp' by

the corr espondi ng characters of said user security code Cuser', and said

mappi ng function fmderiving each of said transfornmed characters in said
pos- 42 5silbleemethatsoiosiainis ocdr whgrelode PCT by repl aci ng the characters to

?g transfq rgef%ans]formafjon function f{ comprising a mapping function f,;' that uses said user
security code Cyser to convert K out of the total of | characters of said apparatus one-time
passcode Cotp' to K transformed characters which are combined with the remaining (K — 1)
un-transformed characters of said apparatus one-time passcode Cotp' to form said trans-
formed security code Ct', and

20 each of said valid transformation functions f; comprising a mapping function 7,
which uses said valid user security code Cyser to convert K out of the total of | characters of
said corresponding valid apparatus one-time passcode Cotp to K transformed characters
which are combined with the remaining (K — |) un-transformed characters of said valid ap-
paratus one-time passcode Cotp to form said possible transformed security code p_Cr,

25 where | being the number of characters in each of said apparatus one-time pass-
code Corp', valid apparatus one-time passcode Cortp, transformed security code Ct' and
possible transformed security codes p_Cr, and K being the number of transformed charac-
ters and the number of characters in said user security code Cyser' and valid user security
code Cyser, and | being greater than or equal to K.

30
5. The method of claim 4, wherein

the positions of said un-transformed characters in the transformed security code Ct'

and possible transformed security code p_Cr+ are identical to their respective positions in



val i d apparatus one-tinme passcode CoTp by the correspondi ng characters of
said valid user security code Cuser. 9. The nethod of any of clains 2, 4 to
6, wher eiwo20mai28356appi ng function fm deriving each of peaitB200y/e318630r ned
characters in said trans- fornmed secuity code CI' using a nmapping process
in which the position of each of said transforned characters in said
character set Sis the position value of the character to be WO

2010/ 128356PCT/ 1B2009/ 051803 30, transf orned of fset by, .a val ue gs oci at ed
it h SPHEIBRAPRIS G HTEPRTCORE Geor NI SRRt e baseads Lare
securdnytigdile Cuseri in said same character set S, and sai d mappi ng
function f,  deriving each of said transfornmed characters in said possible
transforned security code p_CT using a napping process in which the

posi tj on 5each pf. said jransfornmed characters in said character set Sis
t he posi tlolg}? r\pgﬁp‘g‘)@}cﬁ?lﬁg%ﬁ) 5 BgFe"?o be transfornmed of fset by a val ue
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by thpepthdlyi on val ue of the corresponding character of said user security
code Cuser' or valid user security code Cuser in said character set S.
1511. The nethod of claim9, wherein sai d mappi ng process being a

gﬁunt7 domhtérm%gﬁ)? d')pam]cé}aimg1 pg&il él \?ﬁer‘éfin each of said transforned

aracters I n sald character set e position value of the character
t o be tr arsichrofedidswdlid aansdrrbgtiaringteng being\vaal ingerse dffeaid §randsiemodec g
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are combined with the remaining (K — I) un-transformed characters of said received trans-
formed security code Ct' to recover said apparatus one-time passcode Cotp'.

8. The method of any of claims 4 to 6, wherein
20 said mapping function f,,' deriving each of said transformed characters in said trans-
formed security code Ct' by replacing the characters to be transformed in said apparatus
one-time passcode Cotp' by the corresponding characters of said user security code Cser,
and
said mapping function f,, deriving each of said transformed characters in said pos-
25  sible transformed security code p_Crt by replacing the characters to be transformed in said
valid apparatus one-time passcode Cotp by the corresponding characters of said valid

user security code Cyger.

9. The method of any of claims 2, 4 to 6, wherein
30 said mapping function f,,' deriving each of said transformed characters in said trans-
formed security code Ct' using a mapping process in which the position of each of said

transformed characters in said character set S is the position value of the character to be



total nunber of characters in said character set Sif said position value
Is less than the total nunber of characters in said character set S. 13.
The net howloahioangssef clains 4 to 6, wherein 30sai d mappiPag/1B2o0e/031808 f |

bei ng a random functi on mappi ng each ¥f sai d apparatus one-time passcode
Co-rp' characters to be transfornmed and the correspondi ng character of said
user security code Cuseri to the correspondi ng transforned character, and
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sel ected by said user, and said service provider system having no prior
know edge _of said positions of the characters 15to be transforned. 16. The
met hd‘g@-_of Theymsthad ef ¢laim 9, whegeing and 15 wherein said verification process
npri si NGt - - rlchi&vi ng
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corresponding valid transformation funhction tt retrieved and all possible
com

15 11. The method of claim 9, wherein
said mapping process being a count down process in which the position of each of
said transformed characters in said character set S is the position value of the character to
be transformed subtracted by the position value of the corresponding character of said

user security code Cyser' Or valid security code Cyser in said character set S.

20

12.  The method of any of claims 9 to 11, wherein
the position value of each of said transformed characters being subtracted by the

total number of characters in said character set S if said position value is greater than the
total number of characters in said character set S, and

25 the position value of each of said transformed characters being incremented by the
total number of characters in said character set S if said position value is less than the to-
tal number of characters in said character set S.
13.  The method of any of claims 4 to 6, wherein

30 said mapping function f,' being a random function mapping each of said apparatus

one-time passcode Corp' characters to be transformed and the corresponding character of

said user security code Cyser' t0 the corresponding transformed character, and



25bi nations of the positions of said characters to be transforned,
determ ni ng whet her any of said possible transforned security codes p_CT
eval u- atwo 2bm/mngssedentical to said transformed securit pyCeoBmogIz18&3ubM tt ed

by said user, and if one of said possible transfornmed security codes
PCT eval uated being identical to said transforned security code CT', then
said verification process termnating with a posi- 30 tive outcone,
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stored in said system database have been retrieved for examnation in said
verification process. 17. The nethod of clains 1, 7 or 15 wherein 5said

veri fli4cat ik MeGRRESt @8NP Bswherdime steps of sai d service provider
systemretrieving sequentially or systematically said valid apparatus

one-time pheHOBIICE iOPUIsaaTH eUEUES elesaid candamvaapring fensiioomdteiog Printest eons
ftl st { ' - (0 - ' at us
one- e P B SElL o IR ST o1 6 1B 108 BoLIADE SRR RIMEE ABREET, )
code t€FE agis ifunictivnl of eaghidf this possibleuchdricteaslim $ai8 eser dedurlty code QL€ and, if
corresponding valid transformation function ft-1 retrieved and all possible
combiaPRlcRle. B eqadheoifhginassibie sharagiels épRed@nsfMes- pe transf or nmed,

gt erm ni ng whether any of said possible apparatus one-tinme passcodes
p_CoTp evaluated being identical to said valid apparatus one-tinme passcode
Cow riétr i ehredmethod! d5arfy ofindaiols .83 th Posbketdie appar at us one-ti me passcodes

CoT | uat ed being iden- ti t ' i d t -1
assobde. G Pt HOEY BUINCI BkaSaT I PREEITEH B RCaA Bim e g Raseh o

POSi tdoye OULCARvalR] BSpIVaiRs Gfd-Hneepadse8deCRiL BRIngS Y EEBUWY daifl B5EF, &R t he
next valid apparatus one-tinme passcode Cow and the corresponding valid

t r ansiaig s@nvicerproMider sysiefrt haviag dorgsjss anomrdgenoiesid pogitions vé thencharastgirs|
igri f.i E)attironégr{n?%ﬁss has 20produced a positive outcone or all said valid

partg passcodes Cow stored in said system dat abase have been

retrieved for exam nation in said verification process. 18. The nethod of
any C%f6. ¢! 6'lllhrgsm:é’tho?a (gfoan6y’ of\,\c/:rllaeirmesI 1n 3 to 6 and 15 wherein
said verification process comprising the steps of
said service provider system retrieving sequentially or systematically said valid ap-
20  paratus one-time passcodes Cotp and their respective valid transformation functions f;
stored in said system database,
evaluating all the possible transformed security codes p_C+ for each of said valid
apparatus one-time passcodes Cotp retrieved using said valid user security code Cyser
identified, the corresponding valid transformation function f;retrieved and all possible com-
25  binations of the positions of said characters to be transformed,
determining whether any of said possible transformed security codes p_Cyevalu-
ated being identical to said transformed security code C+' submitted by said user, and
if one of said possible transformed security codes p_Cr evaluated being identical to
said transformed security code Ct', then said verification process terminating with a posi-
30 tive outcome, otherwise said service provider system will retrieve the next valid apparatus
one-time passcode Corp and the corresponding valid transformation function f,, and repeat

the above-said steps until said verification process has produced a positive outcome or all



sai d service provider system having prior know edge of said positions of
the charac- 2 5ters to be transfornmed in said apparatus one-tine passcode
Cow and wai2diges3ssce pro- vider system having sai d posiPCranmowhHsisése
characters to be transforned stored i3 said system dat abase. 19. The net hod
of claim 18, wherein 30said positions of the characters to be transforned
bei ng di spl ayed, |abelled, high- lighted or marked on said apparatus for

sal 0SSPtk odiite sol f Loanslontet seci . SOt €L st novo boen, ¢
and 18iricQed YoMbifinBti6RiflsyidrdriealidrPprdee8gess conprising the steps of

said service provider systemretrieving sequentially or systematically said
val i d apparatus one-tinme passcodes COIP, their respective valid

transwgr |onehﬁld;%#aﬁgi%ﬁ,?ggégwls?lu ons of transfornmed characters stored

in sai'd syste a{?'inng t he possible transforned security

cgde p_CT sa@f vedidatioh précsbsvedrhgrising #iasteps@ie- ti me passcodes Cow retri eved
using said valid user security code Cuset identified and the correspondi ng
val i d trars@ihsemiged?roviges systant fetrieving sgadentially or systematigally saichyaligl atet her

ai o PFaRE AR ARERRRRI Chliiud b Rppte VT BodT M FhR Ty 1

sai d gioredliiblsaid sywtehatatasasscuri ty code PCT eval uated being identical to
said transfornmed security code then said verification process

T
terminati ;?g’awett'ﬁga@”ﬁﬁgim%\?@'%ﬁ@%@@s rEMA RISSERARS Soroee Y BRer system
!l deRldd t?é(r?sf&r'?ﬁecf‘@ééur}leccbgeQPTpﬂéiﬂ?ﬁécf?%Lcl @gﬁﬁ%o@&&br iHQ@%ﬂed,

correspondi ng val1d transformti on ons oOf
t r anghe cordsporadiag valid fraasibrmepeafuridienabfl etsavet snepl possible samnbina-

verifijcation process has produced a ,positive outcone or all said valid

appaﬁ'&’f‘ﬁsOfgt?\%Bf’?'ﬁ@h%Qgg%'gcfé‘@r ¥ tQtt?ﬁ &an?‘fﬂrr’gﬁ d system dat abase have been

retri eved de@érmaNme WRdthePahy of 34l HtRkIdé ‘éé?b%aﬂ)ﬁé@i?&e padscolies prejfyed of

claims 1, 7, 18 of 19, wherein 20said verification process conprising the

st epgvaiuated being identical to said valid apparatus one-time passcode Corp retrieved, and

15 if one of said possible apparatus one-time passcodes p_Cotp evaluated being iden-
tical to said valid apparatus one-time passcode Cotp retrieved, then said verification proc-
ess terminating with a positive outcome, otherwise said service provider system will re-
trieve the next valid apparatus one-time passcode Cotp and the corresponding valid trans-
formation function f;7, and repeat the above-said steps until said verification process has

20  produced a positive outcome or all said valid apparatus one-time passcodes Cotp stored in

said system database have been retrieved for examination in said verification process.

18.  The method of any of claims 1, 3 to 6, wherein
said service provider system having prior knowledge of said positions of the charac-
25  ters to be transformed in said apparatus one-time passcode Cotp' and said service pro-
vider system having said positions of the characters to be transformed stored in said sys-
tem database.

19. The method of claim 18, wherein

30 said positions of the characters to be transformed being displayed, labelled, high-
lighted or marked on said apparatus for said user to derive said transformed security code
Cr'.



said service provider systemretrieving sequentially or systematically said
val id ap- paratus one-tinme passcodes CoTp, their respective valid

t ransf or msiDI201/283%6t i ons ft1 and positions of transfornedTaBznogeilees st ored
in said system dat abase, eval uati ng a&3possi bl e apparatus one-ti me passcode
p_CoTp for said submtted 25 transforned security code CT' using said
valid user security code Cuser identified and the corresponding valid

tran i on function ret ed far, e of said valid apparatus
one- t ”?5&@8&&%@%0%&8 iie:f?é? &@ﬁ‘pnbg g?n& BEreRi d possi bl e appar at us
one-tine %ﬁg&%aﬂo%]:@cé@ajé&n gﬁgg{@gtelggld@g identical to said valid

appar at us one-ti ne passcode rieved, and 30 if said possible
appar at us seitksenvioe m@ywwstprrcxﬁnpe\englsequemladleuoﬂ@ystﬂa@mthaély saigl ealidiapral i d

apparatus one-tinme _pass JR.retriev th sald v t|o r cess
e Lt BB U DaB3Esae BT b E e rBefive el Baf ot fon ik S AL CPe .,
Wil | do%itrolng\tﬂ tlfafh%fdl"ﬁ?@d Mﬁdré&e@@@t@?@d WSsHaeys ﬂeﬁ@dﬁ@‘b‘é@@de COTP, the
correspondl ng valid transformati on func- 2010/ 128356PCT/ 1B2009/ 051803

34 tion fevaluginggbe |pps§|b@ bansipemed sepwily cREedorier eapl of spidatalilipppa-
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outcone or a p ara us on I e pasSsSco m st 0 'n said

syst emddataoasspbadieghetia tww@fOrmeeudnffonctbmm@évem | n sal d verifi cat | on
process. 5 22. The nethod of any ims 1 to 21,

appar at us d@é@ﬁ'@j”@%ﬁ’@etﬁﬁf aa'gtm@@gﬁﬂﬁf%@?g S@QPF'W Q%jeaO_LFHT ﬁ@uﬁﬁ?ﬂat?ed'ﬂgls
opet '|di'@ntR%§Fcf§’é1ﬁ t%‘s%?nl)e%l &ty ﬁé%’&ttr" é%ﬁlﬁ@&ﬁrédﬁ fidetBfi@r an opaque
al 't y sal

security se at can be scrattc of f user to'reveal said
appar at us ifosesd tpbssibrmisamsfdeneaBdcu;rayd:oﬂj@sm@ﬁe\tayuaiedlbeln@ nigntiwngrssauﬂ for

one-time,use to preven user. to esea after the se
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wher &juficome, otherwise saftl SeRR! drooer @{/sthﬁNﬁlh@Erﬁﬁfbeché et 8lid sgPsraRId G k-

bei ng hi ghl'i ghted or marked on 15said pre-paid stored value card and

pri nttme paamodga@drpoﬁmq@mrmdmg/vai@bﬂransiqrmatm ection ﬁ@ﬂdmlt@mcqfau m 3

014 id.tr nsfor n function ft

L?. teapsligtmieh A ERrs i esraline AR el ST L Rple Vs licREO b Bosdss e

produced a positive outcome or all said valid apparatus one-time passcodes Cotp stored in

said system database have been retrieved for examination in said verification process.

21. The method of claims 1, 7, 18 or 19, wherein
20 said verification process comprising the steps of
said service provider system retrieving sequentially or systematically said valid ap-
paratus one-time passcodes Cote, their respective valid transformation functions £’ and
positions of transformed characters stored in said system database,
evaluating a possible apparatus one-time passcode p_Corp for said submitted
25  transformed security code Ct' using said valid user security code Cser identified and the
corresponding valid transformation function ;" retrieved for each of said valid apparatus
one-time passcodes Cortp,
determining whether said possible apparatus one-time passcode p_Cotp value
evaluated being identical to said valid apparatus one-time passcode Cotp retrieved, and
30 if said possible apparatus one-time passcode p_Cotp evaluated being identical to
said valid apparatus one-time passcode Corp retrieved, then said verification process ter-
minating with a positive outcome, otherwise said service provider system will retrieve the

next valid apparatus one-time passcode Cortp, the corresponding valid transformation func-



25. The nethod of any of clains 3 to 6, 8 to 14 and 22, wherein sai d
mappi ng function fin' being printed on said pre-paid stored val ue card
under saiwoOapruesssecurity seal. 2526. The net hod of anyPofi/iB2@d/nH8d3 t o 6,
8, 13, 15 to 17 and 20 to 21, wherei mn4 said valid apparatus one-tine
passcodes Com stored in said system dat abase being the card one-tine
passcodes or card nunbers of all the issued pre-paid stored val ue cards

3027.Th t hod qf
bor miion Tomenq prefioadel a%sf%w%@r?&?%r@o@nwwﬁqtﬁae abrus SR @RI
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28. The nethod of any of clains 1, 13 to , 27, wherein
sal d passcedemCont stored neaidsysiem d@tabese hanem@enﬁdtrl@aedgiordeWhmédnmm sai d
%ﬁrartfo 529. The nethod of any of clainms 3 to 6, 8 to 14 and 27,
V\/ner €& E#'Parﬁ)@%ﬁ?‘atl on function ft' being displayed on said OTP
generator. 30. The method of any of clains 3 to 6, 8 to 14 and 27, wherein
sai d mapping function fin' being displayed on said OIP generator. 31. The
met h@@. of Thgymethasi @fafﬁ/QWd@lmSS%tO vhewBerein sai d OTP generator can be

of any type| Qéecukdﬁgb&%%el aqg”gtér%%1ue58§r1d"@e{r§/ r%gélgl?qlf‘eés Fsé)rg’&’sd’ﬂ:?'sent

applications e ed on evi ces ‘and co

to sainte pa&rcotdermhches deard eectty cbbe pmtéwdn@ér angpafue bacurity Setiothat,
wher ei n ai d user security code user' being a secret shared between

sai d C@8e shratched Py §?@&§?F69|r%3' s9et arparAis eI mERassERw A0 B
18° 1 SeRBHfiefbeply FCURRRA Of PRLE38E 0préfeti BRI 1536 SeBPale ARl der

system cl al user tifie
bel ndnas heser brodient opercad, ilitied mundraoyed cal | i ng party i dentl fi catl on nunber,
or the user tel ephone nunber.
23. The method of claims 19 or 22, wherein
said positions of the characters to be transformed being highlighted or marked on

15 said pre-paid stored value card and printed under said opaque security seal.

24.  The method of any of claims 3 to 6, 8 to 14 and 22, wherein
said transformation function f;' being printed on said pre-paid stored value card un-
der said opaque security seal.
20
25. The method of any of claims 3 to 6, 8 to 14 and 22, wherein
said mapping function f;;' being printed on said pre-paid stored value card under

said opaque security seal.

25 26. The method of any of claims 1t0 6, 8, 13, 15to 17 and 20 to 21, wherein
said valid apparatus one-time passcodes Corp stored in said system database be-
ing the card one-time passcodes or card numbers of all the issued pre-paid stored value

cards.

30 27. The method of any of claims 1 to 21, wherein
said apparatus being a one-time passcode (OTP) generator with the generated

OTP values Cotp' known to said service provider system.



2534. The nethod of claim1l, wherein said transformed security code
CT'" being submitted to said service provider systemvia a

t el econmmiDeatviasssel i nk i ncl udi ng cel lul ar |ink, nobil ePCirnk2meosi8ése
Internet via emails, online web acces¥ over the Internet, wreless
application protocol (WAP) and general packet radio service (GPRS), as well
as short nessage services (SM5) and equi val ent 30nmessagi ng applications.

WO 2Q10/ 128356PCT/ 1B2009/ 051803_ 36 pay at possessed by a user
capatie. of T DEMGH M OGRABRE 1nd T ahd ldr M SFR27| HESRecode (OoTp' ),
a user seadid hysifaieol Retiardciohl Rb@raRsbRfled vt ahplaysabeaid ormer and a
service provider system a transformation function (ft) "associated with

sai d ggmesatat.us one-ti me passcode or said user, 5said service provider
system havi ng system dat abase for storing records of a plural- ity of valid
user identifiers, a plurality of valid user security codes (Cuser) one of

whi clpgray TR @BtHR 6F arBest S8ty 8ty 60808 18uFRI 27, vihdtewr al ity of valid
appl iance one-tine passcodes (CoTp) one of which rra}l/_&natch sai d appar at us

one-ti ne Fa¥ksEaasforuaton funeion fpbeingldisglaygd aisai O Rraggnara®ri on functi ons
(ft) each of which is associated with at |east one of said valid

10appl i ance one-ti ne passcodes Cow or at |east one of said user

i dent30Li erthe miéial of any of claiegd3 ts 61 8 derU\dniR A whieresf or ned security code
CT" using said user security code Cuseri 3 apparatus one-tine passcode Cow
and sai d tS2¥hSrRePRE UBRLEN frc OEHIY @'fsp'aéfgg@@isﬁ"g@w PBNSRIQM- appar at us or said
ger, said user further submtting said transfornmed security code CT' to
said service provider system said service provider systemretrieving a

val i 3115uslére method ofyargoolecl@ose?7 &s80cwhemih wi t h sai d user, said service

provi der sys exam ning said valid user secyrity co Cuser identified,
B56 submPi T St B s et any, B eciedng Harete T Wspar T ne- | me
passqyegyeheificRblidhlichd 661816 BRIrEBIId darEdPARd Ebrﬁ@tiﬁg‘b%ﬂlléeb,céﬁd on
process wherein said service provider system determ nes whether said
submQ@tRsent tonsdid usets sranileidgviesode CT' can be nmapped to any one of said

¥§I i d apparatus one- 20tine passcodes COTP, and said user being a
gitimate user and said apparatus being a legitinate apparatus if said

veri f3cat imoe medwrRssf aHyedbddaitPPsd Bil ve@herdigone in which said submtted
transforned security code CI' can be mapped to one valid apparatus one-tine
passcode @&Xpusenssecurity code Cuser' being a secret shared between said user and said

service provider system and said user security code Cser being set or chosen by said user

or assigned by said service provider system.
20

33. The method of claim 1, wherein

said user identifier being a user identification number, a calling party identification

number, or the user telephone number.

25 34. The method of claim 1, wherein
said transformed security code Ct' being submitted to said service provider system
via a telecommunications link including cellular link, mobile link and the Internet via emails,
online web access over the Internet, wireless application protocol (WAP) and general
packet radio service (GPRS), as well as short message services (SMS) and equivalent

30 messaging applications.

35. A system for remote user authentication and apparatus verification comprising
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an apparatus possessed by a user capable of displaying or generating an appara-
tus one-time passcode (Cortp'), a user security code (Cyser') being a shared secret between
said user and a service provider system, a transformation function (f;") associated with said
apparatus one-time passcode or said user,

said service provider system having system database for storing records of a plural-
ity of valid user identifiers, a plurality of valid user security codes (Cuser) One of which may
match said user security code Cyser', @ plurality of valid appliance one-time passcodes
(Cotp) ONne of which may match said apparatus one-time passcode Cotp', and a plurality of
valid transformation functions (f;) each of which is associated with at least one of said valid
appliance one-time passcodes Cotp or at least one of said user identifiers, wherein

said user deriving a transformed security code Ct' using said user security code
Cuser, apparatus one-time passcode Cotp' and said transformation function f;’ associated
with said apparatus or said user, said user further submitting said transformed security
code C+' to said service provider system, said service provider system retrieving a valid
user security code Cser associated with said user, said service provider system examining
said valid user security code Cser identified, said submitted transformed security code C+',
said valid apparatus one-time passcodes Cotp and valid transformation functions f;in a
verification process wherein said service provider system determines whether said submit-
ted transformed security code C+' can be mapped to any one of said valid apparatus one-
time passcodes Cotp, and said user being a legitimate user and said apparatus being a
legitimate apparatus if said verification process yields a positive outcome in which said
submitted transformed security code C+' can be mapped to one valid apparatus one-time

passcode Corp.



