1 INFORMATION PROCESSING DEVICE, INFORMATION
PROCESSING METHOD, PROGRAM AND COMMUNICATION SYTEM
BACKGROUND OF THE INVENTION 1. Field of the Invention [0001]
The present invention relates to an information processing device, an
information processing method, a prggram and a communication system.
2. Description of the Related Art [0002] Electronic money systems,
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developed that are equipped with these non-contact type IC chips and
are capable of communication with reader/writers. [0003] The IC cards

BAATK(SRUIEH 19 cgcumgly maraeeriser data that is necessary in order to
use a variety of services. A method is disclosed, for example in Japanese
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manage a user_data storage area have a hierarchical structure, and each
2. RefdoptiareafidhscRedpin® A)ey. Additionally, a method is disclosed in

2 10002]

Electronic money systems, security systems and so on
commonly use non-contact type IC cards equipped with reader/writers
and IC chips capable of non-contact communication. Further, in
recent years, mobile terminals are being developed that are equipped
with these non-contact type IC chips and are capable of
communication with reader/writers.

[0003]

The IC cards are required to securely manage user data
that is necessary in order to use a variety of services. A method is
disclosed, for example in Japanese Patent Application Publication No.
JP-A-2000-36014, in which, in order to prevent tampering with or
stealing of management information stored on the IC card in order to
manage user data, the management information is encrypted and
transmitted to the IC card. Further, a method is disclosed, for example,
in Japanese Patent Application Publication No. JP-A-2000-36021, in
which, in order to improve security, such as data confidentiality, area
definition areas and service definition areas used to manage a user
data storage area have a hierarchical structure, and each definition

area is locked with a key. Additionally, a method is disclosed in



Japanese Patent No. 3890602, in which, to control access to data in the
IC card, access authority is assigned to a plurality of area definition
blocks that define use of a user block. In addition, a method is disclosed,
for example, in Japanese Patent Application Publication No.
JP-A-10-020780 and in Japanese Patent Application Publication No.
JP-A-10-327142, in which a plurality of authentication keys and random
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Advanced Encr tlon Standard (AES) is being more commonly used.
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compatible with a plurality of encryption algorithms (encryption methods)
rariflasinglert®easdasanotscohrpatisicforith arphiradityzaitbaotyptbion between

rith S, the followin blems occur. [0007] For example, a service
th a{%f) nré1 corﬁ%%%y pro(\?lepf a{rs]erwce using an IC card cannot select an

encryption algorithm for use from a plurality of encryption algorithms, and

cannot use a %urallllﬁof encg tion algorithms concurrently. Further,
SUMNREYH3M ce providing companies who have

selegipg gifferent encryption algorithms cannot be provided on a single IC
card. 3 [0008]
In recent years, a plurality of encryption methods have

been proposed as encryption algorithms for the secure transmission of
data.  Particularly and most recently, to replace the generally
previously used standard encryption method Data Encryption
Standard (DES), a more reliable Advanced Encryption Standard {(AES)
is being more commonly used.

[0006]

However, the technologies disclosed in the above 5 patent
specifications do not assume a case in which a single IC card is
compatible with a plurality of encryption algorithms {encryption
methods). If a single IC card is not compatible with a plurality of
encryption algorithms, the following problems occur.

[0007]

For example, a service providing company providing a
service using an IC card cannot select an encryption algorithm for use
from a plurality of encryption algorithms, and cannot use a plurality of
encryption algorithms concurrently. Further, services from a plurality
of service providing companies who have selected different encryption

algorithms cannot be provided on a single IC card.



In addition, sometimes a given service providing company may wish to
switch from a currently used encryption algorithm to a new encryption
algorithm (switch from using DES to using AES, for example). In such a
case, using known technology, it is necessary to recover IC cards that are
compatible with the previous encrypton algorithm (DES) and distribute IC
cards that are compatible with the new encryption algorithm (AES). For
thisgg&a%n, it is not possible to smoothly switch the encryption algorithm
used'wi 1he IC card, resulting in large amounts of effort, time and cost
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methi@b0Based on the first management information corresponding to

To address this, the present invention allows a single
information processing device that is capable of non-contact
communication to be flexibly compatible with a plurality of encryption
methods.

[0010]

According to an embodiment of the present invention,
there is provided an information processing device including: a data
storage portion that has at least a first storage area storing first
management information corresponding to a first encryption method
and that is capable of storing user data used in a particular service
using non-contact communication and management information used
to manage the user data in different storage arcas for each of a
plurality of different encryption methods; an issuing information
receiver that receives issuing information that is encrypted using the
first encryption method from an issuing device that delivers the issuing
information to issue second management information corresponding to
a second encryption method; an issuing information decryption portion

that decrypts the received issuing information with the first encryption



the first encryption method that is stored in the first storage area of the
data storage portion; and a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the second encryption method
and stores the second management4nformation in a second storage area
in the data storage portion. [0011] The storage area of the data storage
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corresponding to the first encryption method. The first management
stordgrmatéenimai indiatte stioleast therfitstisection definition information,
and §§ first section definition information may include a first key used for
autt{ t?cﬁion to access the first section definition area and identification
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authentication'portion’ 5 that performs mutual authentication wi €
medssuipendericenyibrithation may include at least section definition
information that is stored in the section definition area, and area
definition information that is stored in the area definition area, and the
first storage area of the data storage portion may include at least a first
section definition area that stores first section definition information
corresponding to the first encryption method. The first management
information may include at least the first section definition information,
and the first section definition information may include a first key used
for authentication to access the first section definition area and
identification information for the first encryption method. The issuing
information, as the second management information, may be section
issuing information used to issue second section definition nformation
corresponding to the second encryption method, and the section
issuing information may include a second key used for authentication
to access a second section definition area, and identification

information for the second encryption method. The information

processing device may further include: a mutual authentication portion



first encryption method, using the first encryption method identification
information stored in the first section definition area. When the mutual
authentication performed by the mutual authentication portion is
successful, the issuing information receiver may receive the section
issuing information from the issuing gevice, the section issuing
information being encrypted with the first encryption method using the
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is the second storage area of the data storage portion.

[0012]

According to another embodiment of the present invention, there
is provided an information processing device that includes: a data
storage portion that has at least a first storage area storing first
management information corresponding to a first encryption method
and that is capable of storing user data used in a particular service
using non-contact communication and management information used
to manage the user data in different storage areas for each of a
plurality of different encryption methods; an issuing information
receiver that receives issuing information that is encrypted using the
first encryption method from an issuing device that delivers the issuing
information to issue second management information corresponding to
the first encryption method; an issuing information decryption portion

that decrypts the received issuing information with the first encryption



the first encryption method that is stored in the first storage area of the
data storage portion; and a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the first encryption method

and stores the second managementgnformation in a second storage area
in the data storage portion. [0013] The storage area of the data storage
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mdieb@ingrafirstkeynusee information processing device is compatible,
the section definition area belonging to the system definition area, and
at least one area definition area belonging to the section definition area.
The management information may include at least system definition
information that is stored in the system definition area, section
definition information that is stored in the section definition area, and
area definition information that is stored in the area definition area,
and the first storage area of the data storage portion includes at least a
first system definition area that stores a first system definition
information corresponding to a first non-contact communication
system and a first section definition area that stores first section
definition information corresponding to the first encryption method,
the first section definition area belonging to the first system definition
area. The first management information may include at least the first
system definition information and the first section definition

information, the first system definition information including a first

system code indicating the first non-contact communication system,



for authentication to access the first section definition area and
identification information for the first encryption method. The issuing
information, as the second management information, is system issuing
information to issue second system definition information corresponding
to a second non-contact communication system and second section
definition information that belongs to the second system definition
information and that corresponds, tq. the first encryption method, and the
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definition information and the second section
portion that performs mutual authentication with the issuing device
with the first encryption method, using the first encryption method
identification information stored in the first section definition area.
When the mutual authentication performed by the mutual
authentication portion is successful, the issuing information receiver
may receive the system issuing information encrypted with the first
encryption method using one of the first key and the authorization key
from the issuing device. The issuing information decryption portion
may use one of the first key stored in the first section definition area
and the authorization key stored in the key storage portion to decrypt
the received system issuing information with the first encryption
method, and the management information issuing portion, based on
the decrypted system issuing information, may issue the second
system definition information that includes the second system code

and the second section definition information that includes the second

key and the first encryption method identification information, and



definition information in the second system definition area and the second
section definition area respectively, the second system definition area
and the second section definition area being the second storage area of
the data storage portion. [0014] The first storage area and the second
storage area of the data storage pogion may respectively store the first
encryption method identification information and the second encryption
method identifjcation infoymation. The information prqcessing device may
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encr method specified by the authentication portion, and uses the
r{ nt information stored in the selected storage area to perform

mutual autleRtigaiiensdiithe serdicerpiovidesdeyicd wibrdbe eresypitothe
method specified in the authentication request. [0015] The information
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communication portion. Using the™ encryption processing portion, the
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from {he issuing device with 9 the first encr%/é)tion method.
particular service; and a mutual authentication portion that, when an
authentication request is received from the service provider device by
the communication portion, based on one of the first and the second
encryption method identification information stored in one of the first
and the second storage area, selects the storage area corresponding to
an encryption method specified by the authentication portion, and
uses the management information stored in the selected storage area
to perform mutual authentication with the service provider device with
the encryption method specified in the authentication request.

[0C015]

The information processing device may further include: a
communication portion that performs non-contact communication with
an external device; and an encryption processing portion compatible
with the plurality of encryption methods that encrypts and decrypts,
with one of the plurality of encryption methods, data communicated by
non-contact communication by the communication portion. Using the

encryption processing portion, the issuing decryption portion may

decrypt the issuing information received from the issuing device with



[0016] The first encryption method may be a single representative
encryption method that is selected from among the encryption methods
with which the encryption processing portion is compatible, and the first
encryption method may be more reliable than the second encryption
method. [0017] The information procgssing device may be one of an IC
card and a mobile terminal equipped with an IC card portion capable of
ngn-contact communication with an external device. [0018] According to

the, Bofer RHBBHMTEROMAE present invention, there is provided an

infov[@@qiglp processing method including the steps of: storing, by an
information processing device, first management information
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According to another embodiment of the present invention,
there is provided an information processing method including the steps
of: storing, by an information processing device, first management
information corresponding to a first encryption method in a first
storage area of a data storage portion that is capable of storing user
data used in a particular service using non-contact communication
and management information used to manage the user data in
different storage areas for each of a plurality of different encryption
methods; receiving, by the information processing device, issuing
information that is encrypted using the first encryption method from
an issuing device that delivers the issuing information to issue second
management information corresponding to a second encryption
method; decrypting, by the information processing device, the received
issuing information using the first encryption method, based on the
first management information corresponding to the first encryption
method stored in the first storage area of the data storage portion; and
issuing, by the information processing device, based on the decrypted

issuing information, the second management information



second management information in a second storage area of the data
storage portion. [0019] According to another embodiment of the present
invention, there is provided an information processing method including
the steps of storing, by an information processing device, first
management information correspon@ing to a first encryption method in a
first storage area of a data storage portion that is capable of storing user
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information that is encrypted using the first encryption method from
an issuing device that delivers the issuing information to issue second
management information corresponding to the first encryption method;
decrypting, by the information processing device, the received issuing
information using the first encryption method, based on the first
management information corresponding to the first encryption method
stored in the first storage area of the data storage portion; and issuing,
by the information processing device, based on the decrypted issuing
information, the second management information corresponding to the
first encryption method, and storing the second management
information in a second storage area of the data storage portion.

[0020]

According to another embodiment of the present invention, there
is provided a program that includes instructions that command a
computer to perform the steps ofi storing first management

information corresponding to a first encryption method in a first

storage area of a data storage portion that is capable of storing user



and management information used to manage the user data in different
storage areas for each of a plurality of different encryption methods;
receiving issuing information that is encrypted using the first encryption
method from an issuing device that delivers the issuing information to
issue second management informatjgn corresponding to a second
encryption method; decrypting the received issuing information using the
first enﬁry,ption method, based on the first management glformation .
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en@rpvited aprogramfttaninetudesinstucionsahtisbmivlancra Gompatanng
.o perform the steps of: storing first management_information .
BRSO e e Shy DR o LSl eSPoP S ipgto
a steragripodion-ihisiiscapable of stordegryseringatathsed tacjvadiculasuing

. service using non-contact communication and management information..
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mANUEalityof witierent SneRYRIRR BRI hed s sreseivindiisst ngcRferationdhiasd
is encrypted using the first encryption method from an issuing device that
stadetbvitstibve fistimgotisaentanencto tBsudadacs Her fsh BEEHEM AfehATRIbRE,
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Issuing information” using the first encryption method, based on the first

inforanagemebinfospatidirgoriesptindingtothe fiesteeyetptionnestbod, and
stored jn the first torag{e area of the data storage portion; and i suirr?é 12

SIHB A B heCaBy Pal AETGRhBHIAIRAT e S8t rihagdiment. 2°2

of the data storage portion.

[0021]

According to another embodiment of the present invention, there
is provided a program that includes instructions that command a
computer to perform the steps of: storing first management
information corresponding to a first encryption method in a first
storage area of a data storage portion that is capable of storing user
data used in a particular service using non-contact communication
and management information used to manage the user data in
different storage areas for each of a plurality of different encryption
methods; receiving issuing information that is encrypted using the first
encryption method from an issuing device that delivers the issuing
information to issue second management information corresponding to
the first encryption method; decrypting the received issuing
information using the first encryption method, based on the first
management information corresponding to the first encryption method

stored in the first storage area of the data storage portion; and issuing,



information corresponding to the first encryption method, and storing the
second management information in the second storage area of a data
storage portion. [0022] According to another embodiment of the present
invention, there is provided a communication system including: an issuing
device; and an information processigg device that is capable of
communication with the issuing device. The issuing device includes: an
issuing information encryption portign that encrypts with a first encryption

bassdiy ISiAgGRIR RGBT HIRE (HOSTRALLBnd MrafSgR e anagement

infiRrmation-cRHasRANGIng tarsRCERd easBRifonetheth 6ad aRdistdiRa g
information transmitter that transmits the issuing information encrypted

theyvrrapedirst eRagie M Eotie NP rifticiE srode ség e videaThE 2

d a‘}gfg%%t#)@éggﬁgis‘ing devicg inqludes: a data stor_age por'Fion that has at
east a first storage area storing first management information

corrg¥pAding to the first encryption method and that is capable of storing
user data ysed jn a particular service usjn n-contact communication
ARG BrRel RS CEE B R g i kP S ata ot pere

is plerede areasoeimact @ionlwialityraf gitfeienhenenpligiuingthttdscenand
iIssuing information receiver that recejves the issuina information

aneHA9HRALINh PROARISERIRIA MRS dif oA RRAG g denRe Riation
wilfsuing iiarmation Aece/plion ROl dRcHEls fhelieseled ssHding
information using the first encryption method, based on the first _
infrranatiemesndnfarittiopadiaes paradingrtoriietfirsv dhcrgpfioatnrstisayption
red in the first storage area of the,data stor pQrti n
e e B8 e ot tinas BoEaepeihd Gdfinpggment
infisstingonfaroreteppisding the seconcbmdnagemetionfommetiond; and an

. carresponding to the second encryption methqd and stores the second .
IS SH JRERAO T GARATBAHA T oo MR ESRAYS A SPINE o STarRgien

enPPHRBd with the first encryption method to the information
processing device. The information processing device includes: a data
storage portion that has at least a first storage area storing first
management information corresponding to the first encryption method
and that is capable of storing user data used in a particular service
using non-contact communication and management information used
to manage the user data in different storage areas for each of a
plurality of different encryption methods; an issuing information
receiver that receives the issuing information encrypted with the first
encryption method from the issuing device; an issuing information
decryption portion that decrypts the received issuing information using
the first encryption method, based on the {irst management
information corresponding to the first encryption method stored in the
first storage area of the data storage portion, and a management
information issuing portion that, based on the decrypted issuing
information, issues the second management information corresponding

to the second encryption method and stores the second management



[0023] According to another embodiment of the present invention, there is
provided a communication system including: an issuing device; and an
information processing device that is capable of communication with the
issuing device. The issuing device includes: an issuing information
encryption portion that encrypts with@ first encryption method issuing
information used to issue second management information corresponding
to the first encryption method; and an issuing information transmitter that

InfREmaHngtiHe RSGHRPAGHAERR™M SRR PhIRAHE thaRGEhBSieh-

met githe information processing device. The information processing

device includes: a data storage portion that has at least a first storage

area storingrerdiizmagemmentiaformaishmsméspotatngroseretfiggyention,
the%réctfx pt&%%@%%[‘adcé‘&%ﬁa}{i@a‘%%?ﬁ%('}%%%"{Hk@i&&ﬁ{ .aé%‘{é‘é%i'ﬁgdevice ;

particdlar service using non-contact communication and management
anihfanmafiomus&d ripmaragiifeluseredtta inidifferedilstofagerarrasifoation

. each of a plurality of different encryptian methods; an issuing information
Wil dhir ok FREeES e ool rIGHHARoM R p A U e st ssuing

infBREIYRLGN |ethod fiom e-issHinthdevisesAfpissuingHNiPrmadiosncryption
decryption portion that decrypts the received issuing information using the
mefedndsparematHearEden ogrdiréPmapsidemefEIRdrmiaagRgement

infBRHEIRORIINg R (e firstancrypyar method.sipred in the ficst Sigrage g an
area of the data storage portion; and a management information issuing

issportpntfatrizased enatherdéideptdthisstamgsinforhiatios sissugdsthiermation
second,management information corresponding to,the first encryption ..

RS ar Lo he KEtbn i AR Dot RatiSh 11 satpfgmation

préteraga @reavet eherdatasteraga worigroliOdhacdetding tedhedes: a data
embodiments of the present invention 14 described above, a single

St‘?ﬁﬁﬁ‘?néi%iﬁ%cgé%gh@éi/i(% thegst cﬁpgﬁ%t storage area storing first

management information corresponding to the first encryption method
and that is capable of storing user data used in a particular service
using non-contact communication and management information used
to manage the user data in different storage areas for each of a
plurality of different encryption methods; an issuing information
receiver that receives the issuing information encrypted with the first
encryption method from the issuing device; an issuing information
decryption portion that decrypts the received issuing information using
the first encryption method, based on the first management
information corresponding to the first encryption method stored in the
first storage area of the data storage portion; and a management
information issuing portion that, based on the decrypted issuing
information, issues the second management information corresponding
to the first encryption method and stores the second management
information in a second storage area of the data storage portion.
[0024]

According to the embodiments of the present invention



of non-contact communication can be flexibly compatible with a plurality

of encryption methods. BRIEF DESCRIPTION OF THE DRAWINGS

[0245] FIG. 1 is a schematic diagram showing a communication system
according to a first embodiment of the present invention; FIG. 2 is an
explanatory diagram showing encrygfjon algorithms with which an IC card
according to the present embodiment is compatible; FIG. 3 is a schematic
diagram showing the main portions.of the communication system
eSS mg Hhe brOBEA T GHGERALAE FIES PR DB G0 i g hcsamgble

of 3AEXRBRIEOf the sirHetHieRloaN Kasardpottion it peHOsAEble with a
non-contact communication according to the present embodiment; FIG. 5

Plysalifioek emsgrariieRomRidad ©xample of the structure of a control
portion and a memory of the IC card portion according to the present
embodiment; FIG. 6 is a block diagram showing functions of an issuing

BRIBWHCE EHORIETEOCO @ IAddd llingiy WAMN pr8sent embodiment for the

encr@] and decryption of issuing information. FIG. 7 is a pattern

diag[r owing a logical file structure portion of the memory of the IC

cardraceondingata¢he piasendiembadiriest e Sdsapatieitudliagi aystem
showing a specific example of the 5Iggical file structure according to the

acepEding dmBoldittertn PRE IS phIBMRIGHFEH ISHERHER: specific
exampie of tae; hietgsehical Augius-2h Qe Asinitiendpymationgdthms

_service definition information according to the present embodiment; 15
wigIGwitidha pattdfh diagehnrehowliigea spedific erannsidtofeindyicanttat is

COI%%J%%%';[hat is compatible with a single encryption

FIG. 3 is a schematic diagram showing the main portions of the
communication system according to the present embodiment;

FIG. 4 is a block diagram showing an example of the structure of
an IC card portion that performs mnon-contact communication
according to the present embodiment;

FIG. 5 is a block diagram showing an example of the structure of
a control portion and a memory of the IC card portion according to the
present embodiment;

FIG. 6 is a block diagram showing functions of an issuing device
and the IC card according to the present embodiment for the
encryption and decryption of issuing information.

FIG. 7 is a pattern diagram showing a logical file structure
portion of the memory of the IC card according to the present
embodiment;

FIG. 8 is a pattern diagram showing a specific example of the
logical file structure according to the present embodiment;

FIG. 9 is a pattern diagram showing a specific example of the
hierarchical structure of area definition information and service

definition information according to the present embodiment;



method; FIG. 11 is a pattern diagram showing a specific example of the a
logical file structure that is compatible with a single encryption method;
FIG. 12 is a sequence diagram showing an access sequence between
the IC card and a service providing company device reader/writer
according to the present embodimeRt; when the IC card is being used;
FIG. 13 is a flow chart showing an S 10 process in FIG. 12; FIG. 14is a

flow rt showing an $20 process in FIG. 12° FIG. 15 is a flow chart
ShORING ah 540 BrERSCTH e 2 R 08 108 Mo ERal GHNARbrA Of 2
logR4 proeess it ZhhiGid 7 dsmflewshartshpwing sin @80 pragsstion

in FIG. 12; FIG. 18 is a flow chart showing an S60 process in FIG. 12;
methedi 9 s a flow chart showing an S70 process in FIG. 12; FIG. 20 is an

explapatory diagram shewinth e st Rb SYSismriisswng RIMation. a

according to the present embodiment; FIG. 21 is a pattern diagram
logshalvifideprotiasstsrfor thetensryptivrpanibbechypiioneof siieglgstencryption
meigﬁgigg information by the issuing device and the IC card according to the
present embodiment; FIG. 22 is an explanatory diagram showing the
strugtie of 2sdetien issyinghicdordatioaracedrdingniy the presest sequence
embodiment; FIG. 23 is a patfern diagram showing processes for the

begrefbtidh andde G9pforPdidhePse SiEH S URGARIS RS BIPRAY  device
redeRying device andihadGcankapeerding taihp arasamnt esmhedi mentElGrd

24 s a pattern diagram showing a specific example of new 1 y issuing
is bysrshii@ethition information or section definition information in the logical

fe”r(re]bo |rft1lélrn§['? I%I?%‘g;lsé %%gqﬁé%@ﬁéﬂﬁlﬁgﬁ%%ﬁﬁfﬁ Lﬁ}e'nég ;of a
systends. 14’is a ﬂow chart showing an S20 process in PgIG. 12;

FIG. 15 is a flow chart showing an S30 process in FIG. 12;

FIG 16 is a flow chart showing an S40 process in FIG. 12;

FIG. 17 is a flow chart showing an 350 process in FIG. 12;

FIG. 18 is a flow chart showing an S60 process in FIG. 12;

FIG. 19 is a flow chart showing an S70 process in FIG. 12;

FIG. 20 is an explanatory diagram showing the structure of
system issuing information according to the present embodiment;

FIG. 21 is a pattern diagram showing processes for the
encryption and decryption of the system issuing information by the
issuing device and the IC card according to the present embodiment;

FIG. 22 is an explanatory diagram showing the structure of
section issuing information according to the present emboediment;

FIG. 23 is a pattern diagram showing processes for the
encryption and decryption of the section issuing information by the
issuing device and the IC card according to the present embodiment;
| FIG. 24 is a pattern diagram showing a specific example of new |

vy issuing system definition information or section definition

information in the logical file structure portion of the IC card according



issuing process by the issuing device reader/writer and the IC card
according to the present embodiment; FIG. 26 is a flow chart showing a
system issuing process of the IC card according to the present
embodiment; FIG. 27 is a sequence diagram showing the sequence of a
section issuing process by the issuing device reader/writer and the IC
card according to the present embodiment; and FIG. 28 is a flow chart
showing a section issuing process of the IC card according to the present
to HaspBtfiment. T BBABESCRIPTION OF THE PREFERRED

EMBQRIMEN § J00galHerginafiem g embodimetzofdhe system

~ present invention will be described in detail with reference to the
issappengedcesawingshe oestatirdenicspsefdanionw s tifdppRadle card

drawin ructural elem ve substantially the same function
ac%%%x\iggj‘% j[ri’éeaPer K een%igﬁ%g%ﬁé%%fne reference numerals, and
repaaied Bxplaratimwottesestimetoalelepstnts issemittgdp {0026} Rifsthe

embodiment A first embodiment of tk\:iq%esent invention will be explained
IC RS R ERENS BBRORT 4SOV IR nd features of

communicatien sysiemefite dhia il «B dwituehuaselltesatdof a section

_ (information processing device): FIG. 4 to FIG. 6 3. Logical file structure
iSSHTIE CRFGCERS. PiothiGissMing g6 UefC et e H @ ristoane, fye 1 Cscard

acé%%}l&getgr{ﬂg%gg@é}gpeq{l'ggamfjﬁ@r%ion: FIG. 20 to FIG. 23 6.

Overview of definition information issuing process: FIG. 24
FIG. 28 is a flow chart showing a section issuing process of the

IC card according to the present embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0025]

Hereinafter, preferred embodiments of the present
invention will be described in detail with reference to the appended
drawings. Note that, in this specification and the appended drawings,
structural elements that have substantially the same function and
structure are denoted with the same reference numerals, and repeated
explanation of these structural elements is omitted.

[0026]

First embodiment

A first embodiment of the present invention will be explained in
the order shown below.

1. Overall structure and features of communication system: FIG.
1 to FIG. 3

2. Structure of IC card (information processing device): FIG. 4 to
FIG. 6

3. Logical file structure of IC card: FIG. 7 to FIG. 11

4., Use of IC card: FIG. 12 to FIG. 19



7. System issuing process: FIG. 25 to FIG. 26 8. Section issuing process:
FIG. 27 to FIG. 28 9. Effects [0027] 1. Overall structure and features of
communication system: FIG. 1 to FIG. 3 First, an outline of a
communication system according to the first embodiment of the present
invention will be explained with refefgnce to FIG. 1. FIG. 1 is a schematic
diagram showing the communication system according to the present

embiodjment. 0025%? shown in FIG. 1, the communication sys

BN 16 R BRIt LB AN i es2hg®
FlGdenige (for example, a non-contact type IC card 1, a mobile terminal 2)

that is capable of non-contact communication with an external device; a

serfcPIHHTG LoRffmy-aBVIBEOs TR E AR HIBRARREGS S Fectét to
the seryieg proviingLomRaRYderics 38nsapingisvice 5 that
generates issuing information; and a reader/writer 6 that is connected to
the sbiefdeviss BijEORO) s idfbtmatibnprdéesgifg device is a device
equg)pgf?fe\/cv%th a non-contact type IC chip (not shown in the figures, and
herginafter reterred to as the "IC chip”) that is an electronic circuit for
perf@diig non-contact communication with an external device. The
external device is a device such as the service providing. company device
3 o the isskind H&TRD 5 HHALF UERipBEA wiRAHE fead AR A BRiFELon
sydeadeniter Gdamperferm non-contact communication. As 18 shown in
FIG. 1, the information processing device is a device capable of
nonftishtactBoriatlinieatbrit SLRMEEIHICAIKHAPEY SHeMoACCOREIRISige the

firdC %%%&d%@?tm(gp”ﬁlt@r@m&lt invention will be explained with

reference to FIG. 1. FIG. 1 is a schematic diagram showing the
communication system acéording to the present embodiment.
[0028]

As shown in FIG. 1, the communication system according
to the present embodiment includes: an information processing device
{for example, a non-contact type IC card 1, a mobile terminal 2) that is
capable of non-contact communication with an external device; a
service providing company device 3; a reader/writer 4 that is
connected to the service providing company device 3; an issuing device
5 that generates issuing information; and a reader/writer 6 that is
connected to the issuing device 5.

[0029]

The information processing device is a device equipped
with a non-contact type IC chip (not shown in the figures, and
hereinafter referred to as the “IC chip”) that is an electronic circuit for
performing non-contact communication with an external device. The
external device is a device such as the service providing company
device 3 or the issuing device 5 that is equipped with the reader/writer

4 or the reader/writer 6 to perform non-contact communication. As



[0030] The non-contact type IC card 1 (hereinafter referred to as the IC
card 1) includes, in the thin card coating, an antenna (not shown in the
figures) to perform non-contact communication with the reader/writer (the
reader/writer is a data reading device) of the external device and an IC
chip (not shown in the figures) contgiging an IC that performs
predetermined processing. The IC card 1 can perform non-contact
wireless communjcation with the reader/writer 4 of the servige providing

shegmgany Gevite B8 1R IPERESNIN RIRSCE DRSSt foyiERIse capable
of ABELIORealtisBRsaiRIg foead agd it dats i then fecandel simphbRYact

positioning the IC card 1 within the effective range of the electromagnetic
typedéesaehdratsdthy the belsdegrwtitedlaor the reader/writer 6 (in other
Woré:[%g Fassing the IC card 1 over the reader/writer 4 or the
reader/writer 6). Accordingly, the IC card 1 does not need to be inserted
into and exXttactedframribecte adee/ \idterdiol tieasadedtentecEardliso as

therefore easy to use, allowing.rapid .data reception and transmission. As
they LB oty B M Todth LAl D SR OB By MRG0t
shéaia thegardgsedamn bserrrHsed M anthidn e Geatnu Hivs Aonishitg ehe

high degree of convenience. [00311 Due to its convenjence, the IC card 1

read apinEHs |GlRardendeE i ETER eingfa Vit Bradifedarge) of the
exfIARPIE- WG G 18 USEY (N SIGSIRNIE TRORSY AYRILOR difining an

transport ticket barrier systems, in security systems stch as entrance to
1C bhiidings forrosrps wie forpérsahareonsiteg (PR ¢oCircand $ocem padlimm
noflSctionc.clearing systems, More speciicall. e I¢ carg iz tsed, OF e
examp e the” ?oﬁgwmg varlgty of applications fﬁ 0 (6‘5‘.’ Further, &
sefdi-anplidding tynepard/isdering develngedtie whicha single:=oné ajfthighe

IC card 1 can _combine a plurality of these functions, and the, variety of
i i Ry ’b?e 1o reag and write da%/a in the

issl:%%% gemiee 5. Therefore, it 1§ possi
IC card 1 simply by positioning the IC card 1 within the effective range
of the electromagnetic waves generated by the reader/writer 4 or the
reader/writer 6 (in other words, by passing the IC card 1 over the
reader/writer 4 or the reader/writer 6). Accordingly, the IC card 1
does not need to be inserted into and extracted from the reader/writer
4 or the reader/writer 6 and is therefore easy to use, allowing rapid
data reception and transmission. As it cannot easily be modified or
altered, safety is high, and by rewriting the data, the card itself can be
re-used time and time again, thus furnishing a high degree of
convenience.

[0031]

Due to its convenience, the IC card 1 is applied to IC card
systems delivering a variety of services. For example, the IC card 1 is
used in electronic money systems, public transport ticket barrier
systems, in security systems such as entrance to buildings or rooms or
for personal computer (PC) log in and so on, and in electronic clearing

systems. More specifically, the IC card 1 is used, for example, in the



IC card 1 is diversifying more and more. [0032] (1) Electronic money
cards, such as electronic money, points, coupons and so on, that store an
electronic value (data that has currency or a monetary value that
corresponds to currency). (2) Commuter passes or seat reservation tickets
for public transport, such as trains,@lses, or expressways etc., public
transport cards that store pre-paid type fare data etc. (3) Personal identity

cards, such as employee ID cards that are used to verify identity, or,used
follgwiag RS 1rh QG S RBHGARGMBES P hnd & fr%nﬁ”ﬂrﬁﬁb%@g, IR

typto &8 %&Cbé}?@ %e@sm#@aniﬂym@% Ahate Wsed Fstdenttyceadls can

and so on. (4) Various store and facility member cards, point cards,

corpbiporn qitddits of she®) Risatomes tieked crasaaetofd SigroRic the
c Eiglégtﬁ f?Sr gé%;% iﬁbﬁ%exﬁogg'&%ﬁtﬁf%}%?& sports arenas, amusement

arcades and so or. ectronic clearing cards used for electronic
trangdEBohs, including Internet shopping, the distribution of movie and

music, content, the buyi d selli f fi ial duct h .
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col@oninakzis apodableinfermatien proeessingrtevicalaguiphed Withhthehas
above-described IC chip, and is a mobile device, such as, for example, a
CUTHBIE RlchRepRe RRFiSRRe L al RSP R RE I A SHEFRWDA), a

morg'_ﬁj ggg}ﬁﬁﬂﬁ@e Leorapledmage/audia plgyeri ke solite public
terminal 2, in the same way as the above-described IC card 1, can
trapeyforrt, sorehontattzooms T RS opr 20X it Sy e 56 et Mwiteranit ugeswort

co SRS ST Sl T sonice o

(3) Personal identity cards, such as employee ID cards that are
used to verify identity, or used as keys to manage working hours, entry
and egress from buildings, log in to PCs etc., and student identity
cards, that are used as identity cards and so on.

(4) Various store and facility member cards, point cards, coupon
cards and so on.

(5) Electronic ticket cards that store electronic tickets for movie
theaters, concert venues, sports arenas, amusement arcades and so on.

(6) Electronic clearing cards used for electronic transactions,
including Internet shopping, the distribution of movie and music
content, the buying and selling of financial products such as
marketable securities/deposits and so on.

[0033]

In addition, the mobile terminal 2 is a portable information

processing device equipped with the above-described IC chip, and is a
mobile device, such as, for example, a mobile telephone, a wristwatch,
a personal digital assistant (PDA), a mobile game console, or a portable
image/audio player. The mobile terminal 2, in the same way as the

above-described IC card 1, can perform non-contact communication



that provides a specific service using an IC card. The service providing
company device 3 is, for example, a public transport automatic ticket
barrier, a cash register device provided at a store such as a convenience
store, a mobile terminal (for example, a PC or the like) that is used for
electronic transactions over the Integet and so on, an automotive
vending machine for a variety of products, public transport tickets or the

. like, a paint of sale (POS) terminal, a kiosk ferminal, a financial jnstitution
e MR A SR s R A e
compaypuglevice 3 is provided with the reader/writer 4 to perform

non-contact communication with the IC card 1 and the mabile terminal 2
and so on.TiHe FEAHKIWATOVIGE BRBRRMtod BT gitted stustevice

th e PIEGARVIIng COMPANKAEYICR 3,9 MaNOE A peratatg device habfah o

be connecte service providing company device 3 via a wired or
compelegsdonoedias, [(035kBinpdsitisningiie infonstion pudoessing ticket
device, such the above-described IC ¢ rddl or the m%bile ter

minal 2
bal\;\l;i’t in the €0 mlfr%last%ﬁ r;ﬁﬁeéfécgf the ?gia%d%r/wﬁereﬁ ot léese?\%gg as

copieyitingecaimpany feigk:Iciiormnadtidorreledingle saspeciic desviderahat
be communicated via non-contact communication between the IC card 1

is 3Hi thed YerAEE HASVRINGEHABAY deiter3 PR \WE Ctha e c8Pd W or2™
aulBeIBAbie8rng! M UBe CATENIRY Hgerbyerdesribed Yl Atansport
services. [0036] Further, the issuing device 5 generates issuing
tickebsneatithe thikssua mahﬁg@ﬁwgﬂi@éﬁﬁﬁhtﬁ@rﬁé@,irﬁaléi@?éigéeémalml, a
R e T oL
sefnformativndirogessingaeyicevite hanggemetddnfoithatioa isader/writer
4 3 PORR R AR AL O AAES L ahiS TSI YUY the
mobile terminal 2 and so on. The reader/writer 4 may be built into
and integrated into the service providing company device 3 or may be a
separate device that can be connected to the service providing
company device 3 via a wired or wireless connection.
10035]

By positioning the information processing device, such as
the above-described IC card 1 or the mobile terminal 2, within the
communication range of the reader/writer 4 of the service providing
company device 3, information relating to a specific service can be
communicated via non-contact communication between the IC card 1
and the service providing company device 3. In this way, the IC card 1
or the mobile terminal 2 user can enjoy the above-described variety of
services.

[0036]
Further, the issuing device 5 generates issuing information

to issue management data that is stored in a storage area in the

information processing device, such as the above-described IC card 1



services by the information processing device such as the IC card 1, and
the issuing information is information used to issue the management
information. The management information and the issuing information will
be described later in detail. The issuing device 5 encrypts the generated
issuing information using a predetergyned encryption method, and
delivers the issuing information that ias been encrypted (hereinafter
referred to as the "encrygted issuingﬂiﬁnformation") to an information

or jiae chiledremineh ds e clehies dhhdsRBES dHAmBRsqboLY the
inib0:AhieKe F-RboFdesgbRe funchigns. (e ssuingAeViESiBihation is
provided with the readé&r/writer 6 to perform non-contact communication
infwitm#tecC tarddnegheiswbie termndl 2y The abaderdestenBedayabety of
built intp and integrated jnto the issuing device 5 or may be a separate
S0 M L 0 COR LB E o OIS hee iy Card 1,
andirelBss qesnestiondfurtheritie issuingfdericaisdns eapabletof issue the
communication with the mobile terminal 2 via a network 7. [0038] In the
MAPESEATERIbIRHEMARNC cafdhd IR RS pledasataipn and the
isdiiRratiRn Hamdh el SR UROAEE R DY REHOHTHRY, NONTERNACkng device
communication with the reader/writer 6 of the issuing device 5. In this
5 wagryotexdmprendiesctielscwiard insoshippéaframingcardoredetermined
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the ssuing device 5, encrypted issuing information is delivered to the'|
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. terminal 2 js connected to the issuing device 5 via the nefwork 7, b
i AR o ST R BB e Tengutary ot by rd 1
or (BRROIRA I RCAYBal 2.

[0037]

To achieve the above-described functions, the issuing
device 5 is provided with the reader/writer 6 to perform non-contact
communication with the IC card 1 or the mobile terminal 2. The
reader/writer 6 may be built into and integrated into the issuing device
5 or may be a separate device that can be connected to the issuing
device 5 via a wired or wireless connection. Further, the issuing device
5 is capable of communication with the mobile terminal 2 via a
network 7.

[0038]

In the present embodiment, the IC card 1 acquires
encrypted issuing information from the issuing device 5 by performing
non-contact communication with the reader/writer 6 of the issuing
device 5. In this way, for example, when the IC card 1 is shipped from
a card manufacturing plant, by passing the IC card 1 over the
reader/writer 6 of the issuing device 5, encrypted issuing information
is delivered to the IC card 1 from the issuing device 5.

[0039]



encrypted issuing information from the issuing device 5. In this case, the
issuing device 5 is a server device that is capable of network
communication, and transmits the generated issuing information to the
mobile terminal 2 via the network 7. In this way, by the mobile terminal 2
accessing the issuing device 5 via ttbeznetwork 7 at a selected timing,
encrypted issuing information can bé"delivered to the mobile terminal 2
from the issuing device 5. Note that the network 7 is a communication
network m&eaAREBHAecHng tRABGInCIENIBEE AntPtHeoRmBBlEc@ rifndhe
isstloviRg;then to; commuRiaate witty eagh; ofer. AR MY e A WIteHR the
wirefess network. The network 7 may be, for éxample, the Internet, a
isstelegholte wetworkia publiceinoitlsuéh dsearsatbilite tomimicatiarequires
network, ar%kind .offlocal area r%etwo% éLANzlinclu inclg Ethernet thi
en rléfé?sfjere1 ralgllgr'r%%{‘rI?)r,ncﬂ)lfel 4 fehsEd ine néFﬁoﬁ?%uc Yas awide area “2°
thee¥ik-VARY i@ @ Rtesnalepraipcakwittialipivate eafwdile(IBfVREGvork
[0040) In this way, the issuing_device 5 that generates encrypted issuing

COTRIGITEEA hd FE!  SERBIAISr BYRBHAREMAE (s Siy Padaraiing to
thdiormationdedha d€ sayeh1iean hedpisaraied a3 ansiladevigerOf Gdbile

be formed of different devices. In order to generate the above-described
terentrgdted issairrpin®riftionsmIgndntivpted istuingmfogtansh tdktat a

sel%%@et%? BHE te %ﬁzwgtgdpfggﬁiﬁgiﬂ?gr%%@é% ia%q lﬁ%yd%%g@.gd to the

reason, It is pussi or example,Tor even general computer devices,
meivith asranpesddddrornmpateysthateinkftécacierdte dsaheiPGéttoork 7 is

perform a.process to  generate encrypted issuing information. Therefore,
2 GRIEERL e, TR HeVI S4ibh GRRIGRITE SRErSRA TRy e 5

anfeHBaHANL BBV E:25hithel eNCRIRIGH igsuingrinfesmasioninified eaderiwréeich
6 and transmit the encrypted issuing information to the IC card 1. In this

othgEead RIS 6D SEEIRTS Mslve tKand HseieEHerkviftérasoPe,

fmﬂ@(ample, the Internet, a telephone network, a public circuit such as
a satellite communication network, any kind of local area network
(LAN} including Ethernet (registered trademark), or a leased line
network, such as a wide area network {(WAN), or an internet protocol-
virtual private network (IP-VPN).

[0040]

In this way, the issuing device 5 that generates encrypted
issuing information, and the reader/writer 6 that transmits the
encrypted issuing information to the IC card 1 can be integrated as a
single device, or can be formed of different devices. In order to
generate the above-described encrypted issuing information, the
unencrypted issuing information text can be encrypted using a
predetermined authorization key. For this reason, it is possible, for
example, for even general computer devices, such as a personal
computer (hereinafter referred to as the “PC”} to perform a process to
generate encrypted issuing information. Therefore, the PC that is the

issuing device 5 can generate the encrypted issuing information, save



service providing company device 3 can be the same reader/writer. On
the other hand, the issuing device 5 that has functions to generate the
encrypted issuing information can be integrated with the reader/writer 6
that has functions to transmit the encrypted issuing information to the IC
card 1. In this case, the authorizatiogskey and the issuing information
saved securely in the reader/writer 6 are used to generate the encrypted
issuing information inside the reader/writer 6 and the encrg:cg[ed issuing

the feRERsA s SENEHSItBEPHBIAHRE rEa dAIRRABT AS RS TC At HBpATRIE
the! B OMRSRY B HUGHHIROf 15 RRIPIBHNIEATAR SYstemdascordingdRithese, the

present embodimentis briefly explained above. Next, features of the
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seriSlLERIAREd, Dol Na 05l g, gxpimialep iy dergiifes Nen
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information processing device is the mobile termipal 2 42] Th
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compatible with a plurality of encryption algorithms (encryption methods)
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and "management information” to manage the user data are store
thetoragy pted insitdrtpeitCorand tioactosdiy ththecprdseiwerrtioimert. the

The "management information™” 24 _includes, foy example, varioys data to
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to definitiorsipdormation,” "area 0 definition information,” "area definition
information" and "service
{0041]

The overall structure of the communication system
according to the present embodiment is briefly explained above. Next,
features of the communication system according to the present
embodiment will be briefly explained. Note that the following
explanation mainly describes the information processing device
capable of non-contact communication as the IC card 1, but the
explanation is the same in a case in which the information processing
device is the mobile terminal 2.

[0042]

The features of the communication system according to
the present embodiment include the logical file structure of the IC card
1 that is compatible with a plurality of encryption algorithms
(encryption methods) and the construction method of the logical file
structure. In other words, “user data” to use a specific service using
non-contact communication, and “management information” to
manage the user data are stored in a storage area inside the IC card 1

according to the present embodiment. The “management information”



definition information,” and has a hierarchical logical file structure (refer to
FIG. 7 to FIG. 9). The IC card 1 is compatible with a plurality of different
encryption methods (encryption algorithms), and the above- described
management information is divided logically into a different storage area
for each of a plurality of encryption glethods in the IC card 1 and stored in
the respective storage areas (the section definition area and its
subordinate definition areas, WhiCH will be ?ﬁ%aine later). .In order to

incdRSihdFharBEERET ot TotrdSp QiR RLRER JPtRE SUCh as
“syShGRYRieniNetnds iprthe tforard de dop risgeinginiimationnis i daliverada
from the issuing device 5 to the IC card 1. The "issuing information’ is, for
0 dsBnipien sizermasiang infersratidpfiaHdoRe 0 RALRY iInforfhatRFvise
laj - 10043 ISsying: infermnatiend
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"authorization key' saved securely in the IC card 1 to encrypt the
of b B ad i RO BPGLE A TS Bt thelgove-
desadthaizationdeymisa foigsampleoa isystemikeyloaisaediidkay different
"system issuing authorization key," or a "division authorization key" or the

stofRgetPbereplaifallafh ERHRIGY 1 ERGRP HAB RGPS e e 1€
cardNONARUQR KeY RIGYRNI:LYBPaB WA G Stealing1f heci§sW N kfinition
information delivered from the issuing device 5 to the IC card 1, and the
ardategdhyiisf hibiesdinginfoehiationoaarpasyeriisthinvitehc exipanee later).
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ption processing circtits (for example, processors) that ar
thecempagibtéonithma Hodityrof Hifdentantryptidre digenithngs ifidorexatnpté, is
delnEred 4 AED ) anese encryplion Processing SIS A 4N e “issuing
information” is, for example, “system issuing information” and “section
issuing information” to be explained later.
[0043] |

When issuing new management information in the IC card
1 (for example, when issuing the system definition information or the
section definition information), the issuing device 5 wuses the
“authorization key” saved securely in the IC card 1 to encrypt the
above-described issuing information and deliver it to the IC card 1.
The “authorization key” is, for example, a “system key,” an “area O
key,” a “system issuing authorization key,” or a “division authorization
key” or the like, to be explained later. Encrypting the issuing
information using the authorization key prevents tampering with or
stealing of the issuing information delivered from the issuing device 5
to the IC card 1, and the integrity of the issuing information can be
verified in the IC chip of the IC card 1.

[0044]

Further, the IC chip in the IC card 1 is equipped with



example of the encryption processing portion of the present invention.

From among the plurality of encryption algorithms with which the

encryption processing circuits are compatible, a single representative

encryption algorithm is set (the representative encryption algorithm is a

first encryption method). It is desirah]e for the set representative

encryption algorithm (the first encryption method, for example, AES) to be

a more reliable encryption algorithm than other encryption algorithms (a
CNGERBHARNEYPEOTSHIEN G Toi iSxalitple CHERIPIO04BT IPTBARY isHafdg are

cofiGRRUSERINCS ~picah 8 CHARPUAR A3 10 XA qlor
to'encrypt the issuing Information used to Issue the management
exinfgrhmatidB$hatid Aditpatiblecwitreanothsiencpypies sigritme(DE 8rforn

Xexarﬂ?le} (tﬁ(“)fr? exarlyl% the section.definitiop inforpﬁ_tt\ion and thte area 0.

HEHAion miormatior for DES]ANd SavéS the 8neryptéalissiing: vernton:

Frovtorenatioiyinthemsimesyitifter thatwhbenthedlgwartidhis passedvbyeh the
the reader/writer 6 of the issuing device 5, the issuing device 5 transmits
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When the IC card 1 receives the issuing information encrypted using the

a faptesanaiive anomptiondigokithin (ReEgpirben fole Iruingtdeoecserketive
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encryption algorithm (the first.encryption method, AES). | decryption
Al GRS e SECEAT] FeRPHOHAGB el AN S socton
definitionnformation or the area O definition 26 information for AES) that

Is compatible with the first encryption method and that is stored in a first
storage ared\#he AHE seifdH Eefiffids nformatisibaréacor Is@TRagREative

eng%ﬁ%agglgf}ﬁw tD@ES, for example} to encrypt the issuing
information used to issue the management information that is
compatible with another encryption algorithm (DES, for example) (for
example, the section definition information and the area 0 definition
information for DES) and saves the encrypted issuing information in a
memory. After that, when the IC card 1 is passed over the
reader/writer 6 of the issuing device 5, the issuing device 5 transmits
the encrypted issuing information to the IC card 1 by non-contact
communication using the representative encryption algorithm (AES).
When the IC card 1 receives the issuing information encrypted using
the representative encryption algorithm (AES) from the issuing device 3,
the IC card 1 uses an encryption processing circuit that is compatible
with the above-described AES encryption algorithm to decrypt the
issuing information received from the issuing device 5 using the
representative encryption algorithm (the first encryption method, AES).
In the decryption process, the IC card 1 uses the management

information {the section definition information or the area O definition



IC card 1. Further, based on the decrypted issuing information, the IC
card 1 issues management information that is compatible with a second
encryption method (for example, the section definition information or area
0 definition information for another encryption algorithm, such as DES),
and stores it in a second storage areg.in the data storage portion. [0046]
With this configuration, by using a highly reliable representative
encryption algorithm (the first encryption method, such as AES) to

inf@ﬁmgptcahdf@ranéaﬂﬁihéhﬁui&@ infsFRatidlof widthdhendgitiomeryption
me%i%)&'mﬂ{(ﬁthﬁl C?gds?gf;é ptign %hé)cd ’s%fgﬁaes Q%%%I#H‘é PBES section
management information of the other encryptiofi algorithm can be
deﬁa(st_imiyiisﬁ_meﬂéj;iqhedﬁ—:aamd méﬁé{eiwé,amia@mgeopergmmgnothe
el e S S e Bl 8 rc
cagdlditionssmeen deinthaspreliic seteeiththenlt catd cdnthtbrardrkis a
passed over the reader/writer 4 of the service providing company device_
scepRheAIRIY RtHYhe, WEihaE rdpFesentimRiencistiod eigithnsighigition

infShSRRIYPIAN method. AER) QLIS QRIELERFEYPYRR algprimg (g}f‘crgption

second encryption method, DES) with which the IC card 1 is compatible,
algheiiCroarst Cldestifits e aotisiotion dlgorithmespauitistidipgeearea in the
d £eadter/writer 4. Then, the IC card 1 and the reader/writer 4 can use the
ata’s I%ge n%ortlton. . L
specified~éncryption algorithm to perform mutual authentication, and
perfgpin-contact communication of user data and commands etc.
relating to the specific service. In this way, the single IC card, 1 can be_,

flexibly_cor’r‘f\ﬁjo"}tﬁblet?)’s witlPBLHRER P e_rEYypﬁ)tﬁ’l%oﬂthrhég o, Hah!e
asithdlS) to encrypt and transmit the issuing information of another
encryption algorithm (the second encryption method, such as DES),
the management information of the other encryption algorithm can be
securely issued by the IC card 1. Therefore, tampering with or stealing
of the issuing information can be prevented and the integrity of the
issuing information can be verified in the IC chip of the IC card 1.
[0047]
In addition, when using a specific service with the IC card
1, the IC card 1 is passed over the reader/writer 4 of the service
providing company device 3. When this is done, from the
representative encryption algorithm {the first encryption method, AES)
or the other encryption algorithm (the second encryption method, DES)
with which the IC card 1 is compatible, the IC card 1 identifies the
encryption algorithm specified by the reader/writer 4. Then, the IC
card 1 and the reader/writer 4 can use the specified encryption
algorithm to perform mutual authentication, and perform non-contact

communication of user data and commands etc. relating to the specific

service. In this way, the single IC card 1 can be flexibly compatible



possible to smoothly and securely switch the encryption method without
recalling the existing IC card 1 and re-distributing the new IC card 1. The
structure of the communication system according to the present
embodiment that has the above-described features will be described in
more detail below. [0048] Next, an azsfsumed situation for the
communication system according t0 the present embodiment will be
explained with reference to FIG. 2. FIG. 2 is an explanatory diagram

witdhewilg Rt P STy BAM SIEaF ARt Hm PR B WA I FETERHISSEAVHSS
or AHACERIHNG 1. JhG-Rresentembadipent. [R0421,8s showitinthéncryption
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wittlothe enerlipigrtalgesisms Al(Band Q. knitiercadistriticaiiog shstemw 1C
according to the present embodiment, it.is assumed that the hardware of
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Publication No. JP-A-2000-36014, technology is disclosed by which,

deggdhasanagerefAeiFdrifleoh to manage user data is saved on the IC

card[t%t@g anagement information is encrypted on the reader/writer side
and then transmitted to the IC card, in order to prevent tampering with or
stealing of Mexmanagasment édfarinatitnnHoweaver abis 28 1techhiotogyy stem
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to FIG. 2. TFIG. 2 is an explanatory diagram showing encryption
algorithms that are compatible with the IC cards 1A to 1D according to
the present embodiment.

[0049]

As shown in the example in FIG. 2, the IC card 1A is only
compatible with the encryption algorithm A, the IC card 1B is only
compatible with the encryption algorithm B, and the IC card 1C is only
compatible with the encryption algorithm C. In contrast, the IC card
1D is compatible with the plurality of all the encryption algorithms A,
B and C. In the communication system according to the present
embodiment, it is assumed that the hardware of the IC card 1 is
configured to be compatible with a plurality of encryption algorithms.

[0050]

In the above-mentioned Japanese Patent Application
Publication No. JP-A-2000-36014, technology is disclosed by which,
when management information to manage user data is saved on the IC
card, the management information is encrypted on the reader/writer
side and then transmitted to the IC card, in order to prevent tampering

with or stealing of the management information. However, this



In the present embodiment also, when the reader/writer 6 of the issuing
device 5 transmits issuing information to the IC card 1, the issuing
information is encrypted. However, in the present embodiment, it is
assumed that the IC card 1 is compatible with a plurality of encryption
algorithms, as with the IC card 1D shgwn in FIG. 2. In this case, there are
specific features to the way in which'the management information is set
and saved in the IC card 1. More specifically, one specific feature of the

techraglefembBamsantiahbee Wherpik 1G4l eRitRadRipatbE Ritiagle
spaltERIbaf enaryptian aleerhmeABand Gals eouRREd With hargdwaye

(encryption’ “‘processing circuits and the like), storage areas, which store
the [@abayement information (the section definition information and the

like to be lained later) in the IC card 1, are provide paratel :
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of {ihe Braiypiiafcriethadiraiaynbiz s isslettediefcrypticiomethode diitlvasd 1,
for example,.a comman key encryption methogd, such as DES, AES,
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ermfBsthedesUchastha Rivesty ShaminAdlemanL(RSA) Algekthahasldheith a
like. In terms of security, the reliability and the encryption processing load
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o TREeaina o e present 2, PrRodent P05 AN hOND A,
when the IC card 1 that is compatible with a plurality of encryption
algorithms A, B and C, is equipped with hardware (encryption
processing circuits and the like), storage areas, which store the
management information (the section definition information and the
like to be explained later) in the IC card 1, are provided separately for
each of the encryption algorithms.
[0052]

Here, the encryption algorithm (the encryption method)
may be a selected encryption method, such as for example, a common
key encryption method, such as DES, AES, Camellia or CLEFIA and
the like, or may be a public key encryption method, such as the Rivest
Shamir Adleman (RSA) algorithm and the like. In terms of security,
the reliability and the encryption processing load etc. of each of these
encryption methods is excellent.

[0033]

Next, the main portions of the communication system
according to the present embodiment will be briefly explained with
reference to FIG. 3. FIG. 3 is a schematic diagram showing the main

portions of the communication system according to the present



communication system are an IC card portion 8 that is mounted on an
information processing device such as the IC card 1 or the mobile
terminal 2, a controller 9 of the service providing company device 3 or the
issuing device 5 (host device) and the reader/writer 4 of the service
providing company device 3 or the r@gder/writer 6 of the issuing device 5.
[0055] The IC card portion 8 is equipped with an antenna to perform
non-contact communication with the reader/writer 4 or the reader/writer 6,
embofaaRtand a memory (refer to FIG. 4). The IC card portion 8 may
haveyg satected form, and may be, for example, the IC card 1 that has the
form of a card, or may be built into the mobile terminal 2 that is a watch, a
mobile telephonehsriie lide. TREAC cdrd PaftiomSihd heréansr/wiertdne

codlgieade %W:Eit%.rt@n’?%{r@ghfﬁﬁ .8&%@15!%&‘6&?.'83&18‘[ Wredounted on an
communication tsing a predetermined communication method such as
infUSOUEE 19002t sxithe lileriThesreddexhviiter 4Or thededdenfwilter gnobile

may be connected to the cantroller 9, .via a wired or a wireless .
oS oot 1 oD GDABRTA I EUTORHAfe e e SR ieios @ o
thdrasimits sResific TomoReAdsicichras eheadcosmmandefor exihplecderice
the IC card portion 8 via the reader/writer 4 or the reader/writer 6, In )
ProgidiE e B e 8 demmand iR redar d o B b Has iggdevice
stored in the memory and transmits the user data to the controller 9 via

" the reader/writer 4 or the reader/writer 6. [0057] In this way, the
comifaGbiBation system according to the 30 present embodiment is

e e R SR R ey o
pel€ominahdrandihe ceadadwriierideaidhe with the reader/writer 4 or the
reader/writer 6, an IC chip and a memory {refer to FIG. 4). The IC card
portion 8 may have a selected form, and may be, for example, the IC
card 1 that has the form of a card, or may be built into the mobile
terminal 2 that is a watch, a mobile telephone or the like. The IC card
portion 8 and the reader/writer 4 or the reader/writer 6 perform, for
example, wireless or wired communication using a predetermined
communication method such as “ISO/IEC 18092” or the like. The
reader/writer 4 or the reader/writer 6 may be connected to the
controller 9, via a wired or a wireless connection, for example.
[0056]

With this configuration, the controller 9 transmits specific
commands, such as a read command, for example, to the IC card
portion 8 via the reader/writer 4 or the reader/writer 6. In response to
the read command, the IC card portion 8 reads user data stored in the
memory and transmits the user data to the controller 9 via the
reader/writer 4 or the reader/writer 6.

[0057]

In this way, the communication system according to the



reader/writer 6 of the host device. By generating a radio frequency (RF)
magnetic field, the reader/writer 4 or the reader/writer 6 of the host device
transmits electric power to the IC card portion 8 of the IC card 1, and
modulates the RF magnetic field using commands and data etc. In this
way, data is transmitted by non-contact communication between the
reader/writer 4 or the reader/writer 6 and the IC card portion 8. This
non-contact communication is, for example, "symmetric communication”

PTafgRbeBRAIMEBIMAZIRERTEh S BahdlidtATts S¥iftiMetfardrich non-
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according to the present embodiment. [0059] . X i
does not use subcarriers. Further, for example, amplitude shift keying

(ASK) can be used as a modulation method and Manchester encoding
can be used as an encoding method. In addition, as an anti-collision
method to detect and avoid data collision, a time slot method can be
used, for example. In the present IC card system, the reader/writer 4
or the reader/writer 6 of the host device issues various commands to
the IC card portion 8 of the IC card 1, and the IC card portion 8
responds to the commands. Data communication relating to a specific
service is performed by repeating this transaction.

[0058]

2. Structure of IC card {information processing device): FIG.

4 to FIG. 6

Next, the structure of the IC card 1 (a specific example of the
information processing device of the present invention) that forms part
of the communication system will be explained. First, the structure of
the IC card portion 8 of the IC card 1 or the mobile terminal 2
according to the present embodiment will be explained with reference

to FIG. 4. FIG. 4 is a block diagram showing an example of the



As shown in FIG. 4, the IC card portion 8 includes an antenna 10 to
perform non-contact communication with a reader/writer, a transmitter 11,
a receiver 12, an encryption portion 13, a decryption portion 14, a control
portion 20 and a memory 30. Note that the antenna 10, the transmitter 11
and the receiver 12 are one examplg of a communication portion of the
present invention. The encryption portion 13 and the decryption portion

14 are one_example _of an encryption processing portipn of the present
Strﬂ’ﬁf&ﬂ‘?on?ﬁ'héhﬁ]e%rf%gs &t QQQm[%e &ﬁéug %65%}-&85 PO SRGAST

corke¥ BiRragR PAtian-af tierprasepreventiemhbaieasitol portion 20 and
the receiver 12 are one example of an issuing information receiving

por{@ﬂ58ﬁ the present invention. The control portion 20 and the decryption
portion 14 are gne examplepf an isgying infeupation desrynsion Radion of

the present invention. Also, the control portion 20 is one example of a
antentual althenticatigrefortion andra-coertagémemumformaisicgsuingth  a

portion of the present invention. [0060] The anienna 10 is ap anten
rea AT CoACE ORIt OR VoY AraBnSTHELY T BB 12
a demastitiepodamreceivedframdheseeider/@0terdion thecraadprAdriteNete

The decryption portion 14 decrypts the received data demodulated by the
thabdbigeraterTrd difbniborBEHBH e eAdrPRAIERE S HE WaRs té&vetéme

exdfgeaderivriterdhon thedaafe hurtrsd. dihereansmiter Linreadidates The
the transmission data encrypted by the encryption portion 13. The control
enguotitio20peotirals Kactrst thepdetoris iiPthe@ dar Ybréih 8nrexample
O b B eSS0 o1 b e oibEr e AR e
megneRypBoniposiene13nipdedety i paricrgt4p diréicontmotiporkiop 80orage
po?t?gr;[h%fm‘?}rlgo%resent invention. The control portion 20 and the
receiver 12 are one example of an issuing information receiving portion
of the present invention. The control portion 20 and the decryption
portion 14 are one example of an issuing information decryption
portion of the present invention. Also, the control portion 20 is one
example of a mutual authentication portion and a management
information issuing portion of the present invention.
10060]

The antenna 10 is an antenna to perform non-contact
communication with a reader/writer. The receiver 12 demodulates
data received from the reader/writer 4 or the reader/writer 6. The
decryption portion 14 decrypts the received data demodulated by the
receiver 12. The encryption portion 13 encrypts data to be transmitted
to the reader/writer 4 or the reader/writer 6. The transmitter 11
modulates the transmission data encrypted by the encryption portion
13. The control portion 20 controls each of the portions in the IC card

portion 8. The memory 30 is a memory to store data, such as user

data, management information and the like.



30 described above are, for example, formed of certain circuits and
mounted on a miniature IC chip. The antenna 10 is a coil antenna or the
like that is arranged along the outer edge of the IC card 1 and is
connected to the transmitter 11 and the receiver 12. [0062] The
transmitter 11 and the receiver 12 (§3 communication portion) are, for
example, formed of a modulator/ demodulator circuit, a front-end circuit
and @g@ﬁer restoration circuit etc. (not shown in the figures). The

moé Y demodulator circuit modulates and demodulates data using,

for examplehtherASKnmodulation: for meteTher payeitiestatatipniorcpibrtion
generates an induced electromotive force from the RF_magnetic field of

13HEeAREFVRHRR rRREHY f8m ke FOAHEPWRRSEL B ik ARAA JSIRWRERETY
30 Using ths-antenpacl GrandsartuEes e indigad: eleclomative-fereg@sand

the power source of the IC card portion 8. Further, using the antenna 10,
motha fednoersd Bliuitereilechamier Thaves tearsmitfédDg el antenna or

ind S telt atliedeadainion e odrmodiiates(hp catielpavesAng is
acquires the command or datafrom the reader/writer 4 or the

coie@deshiveitertt; arwhthentdetiversatheé ttamearnidar data to the control
portjgn ZO] In addition, the front-end circuit divides the carrier waves and

gen 9R<la clock to drive the IC card portion 8. Further, the front-end

circuit modpates e abaveredesciibed garaer wakes ireaesRidancewitthe
the command or data relating to the specific service generated by the
comBHIBIpREIIA 20 BATHEARhsmAEThe niSHulafCERERRIEr wa(i@'{‘fﬁfqu thef 2

S L it Ty Leston 14 T the oramyatgr
regireessing portioitaned @re fdmeéed ofluedicateth hatbwardiguntsas an The
moe&gg%i}p d%o_ ddaTator E'%E‘é@&%«%‘&{}’%{%@ and demodulates data using,
for example, the ASK modulation format. The power restoration circuit
generates an induced electromotive force from the RF magnetic field of
the carrier waves received from the reader/writer 4 or the
reader/writer 6 using the antenna 10, and captures the induced
electromotive force as the power source of the IC card portion 8.
Further, using the antenna 10, the front-end circuit receives carrier
waves transmitted by the reader/writer 4 or the reader/writer 6,
demodulates the carrier waves and acquires the command or data from
the reader/writer 4 or the reader/writer 6, and then delivers the
command or data to the control portion 20. In addition, the front-end
circuit divides the carrier waves and generates a clock to drive the IC
card portion 8. Further, the front-end circuit modulates the above-
described carrier waves in accordance with the command or data
relating to the specific service generated by the control portion 20 and
transmits the modulated carrier waves from the antenna 10 to the
reader/writer 4 or the reader/writer 6.

[0063]



processing functions. The encryption portion 13 and the decryption
portion 14 according to the present embodiment are processors that are
compatible with a plurality of different encryption algorithms (for example,
DES and AES). With these processors, the IC card portion 8 of the IC
card 1 or the mobile terminal 2 can gggform non-contact communication
with the reader/writer 4 or the reader/writer 6 using a plurality of

encryption ever, in order to perform communication using,
the encryptﬁif(l)i%é)ai%g %}iﬁ;{?vv%ﬁt Wﬁlpg t?% erﬁ?:(gyp%ondgor i%nar%) %e

fomcwlampnymmm precsupatibleritida neeelssary twsatneel of dedicated
haé Fg ment nformation that is compatlble with those enc (%ptlon
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prifessy Mﬁ@@cﬁwlalml%tﬁwfgﬁe pHeed 1108 ArRAIEINStion
memo%{gi)%o [0064] The control portion ZO%formed of an arithmetic %
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performing prescribed arithmetic processing. The control por n 20
eX@p@p&@eQESmmﬂd&E@)vvlthhgmﬁw gocertisstsrade: Mediardushraen 8

ory 30 and the ROM (npt shown in.th urea erforms
Ofptre%e m%e% a?nt‘ljﬂlme‘?fl IC procﬁésPsw?tg gelr?earlatgs arﬁggr%r{bo&ﬁﬁgl ct
cothedtansmissionviecehingeddadingrang wainthef albiisdswfinfomationg a
For example when the control }Eortlon 20 performs communication

Plygakifg o %B%Efm?,igé?w@ég\ﬁf e adefIRTHEY R rdftis A i s Rsdprm
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controls the processes to encrypt and decryptthe data by the
en&ﬁﬁp@@@g@ﬂﬁe@@d@y@ndntm é@mmgrarmw@@aypmrap@m@mmtme it

is @%}:QQ&% %OC%ngPé% g&@ﬁ’? 1%&“?1% th c?ﬁ Ph nOt the atible with
encryptiorr and decr ption p%ocessmg IS performe and not afl the
thrmeemdrypﬁidmrﬁgmadldacta(the section definition information and the
area O definition information to be explained later) in predetermined
storage areas in the memory 30.
[0064]

The control portion 20 is formed of an arithmetic
processing unit such as a microprocessor, a ROM, a RAM and so on,
and controls each of the portions in the IC card portion 8 at the same
time as performing prescribed arithmetic processing. The control
portion 20 operates in accordance with programs stored in storage
media, such as the memory 30 and the ROM (not shown in the figures)
and performs predetermined arithmetic processing, generates
commands, and controls the transmission, receiving, reading and
writing of all kinds of information. For example, when the control
portion 20 performs communication relating to a specific service with a
reader/writer, it reads and writes user data relating to the service in

the memory 30. The control portion 20 controls the processes to

encrypt and decrypt the data by the above-described encryption



is encrypted and decrypted. [0065] The memory 30 (the data storage
portion, the key storage portion) is, for example, a semiconductor
memory, such as a flash memory, an electrically erasable programmable
read-only memory (EEPROM) or a ferroelectric random access memory
(FeERAM). As shown in FIG. 5, the n3gmory 30 functions as a data storage
portion 32, and stores user data required to use a specific service by

po?%ﬁ%a&hc?%@%?ﬁ%rﬁiﬁeﬁo?%ﬂ‘ %Q@gﬁ'ﬂ“?ﬂéwﬁ%‘?‘{% Y3681 portion

manage the user data memory 30 additionally functions as a key
20starbge  pontion! 84 whet Securaly saveds e authoriyatiomkesmrdquied yoption

decrypt the aboye-described,encry issuing.infarmation. Note that th
Pt P Bt A R s AVt RS A e et
is %Lﬂﬁh-ﬂ!jt@a d@@@dhﬂjﬂg@,[m%] Next, the structure of the control

portion 20 and the memory 30 of the IC card portion 8 will be explained in
deta reference to FIG. 5. FIG. 5 is a block diagram showing an

example of e SiCHYIS Hdhg KON PQHIRA 20 gesiﬂe%m@{eqw%eirage

the IC card portion 8 according to the present embodiment. [0067] As
pogitsvm iBFIGT Sexveéenory Serinchids therdantc sorigespeiionss 2tHiash

has a logical file struct eportion:i%in which_management jnformation
e e o, Ch A B e e oy

(EibeRdead therkey Storagdguoriioni3sidbat saceraly stoeeading (FeRAM). As

above-described authorization key, The |ogical file structure portion 33 of
SR Fhibly 36 hHRS T URapa0 A LTSS AR R R o 52,

arfefidian aiges, AHlish-aFR ManagL MES  IFRBTRHOR 0188 @R e tact
logically layered in a hierarchical structure, and each type of the definition
CORTgIMAIATLIRBtofalinmanagement information used to manage the
user data. The memory 30 additionally functions as a key storage
portion 34 and securely saves the authorization key required to decrypt
the above-described encrypted issuing information. Note that the
memory 30 can be a storage device other than a semiconductor
memory, such as an HDD or the like.
[0066]

Next, the structure of the control portion 20 and the
memory 30 of the IC card portion 8 will be explained in detail with
reference to FIG. 5. FIG. 5 is a block diagram showing an example of
the structure of the control portion 20 and the memory 30 of the IC
card portion 8 according to the present embodiment.

[0067]

As shown in FIG. 5, the memory 30 includes the data
storage portion 32 that has a logical file structure portion 33 in which
management information and user data is stored in a hierarchical
structure., The memory 30 also includes the key storage portion 34
that securely stores the above-described authorization key. The logical

file structure portion 33 of the memory 30 has, for example, a logical



hierarchical format, as disclosed in the above-mentioned Japanese
Patent Application Publication No. JP-A-2000-36021. The logical file
structure will be described later (refer to FIG. 7 and FIG. 9 etc.). [0068] In
addition, as shown in FIG. 5, the control portion 20 includes a single
detection/ response portion 21 and aggjurality of encryption units 22A,
22B and so on (hereinafter sometimes referred to generically as the

"encryption units 22"). .Tlgﬁe e lon units 22 are ,established

B A S or B M e ARBKRON B0 (SHa bugH“a aARRGment

infatinatich thetelgye-deseriedenciyption gortienetddanih decryfdearchical
portion 14 (the encryption praocessing portion) of the IC card portion 8 are

SRR LI &b CaAMBIE it thetBRcApBH Yo cH R Hortbribriifg s in

hiEREFRHAN Biseampalible WIBLESIANEAE SR -gh iR eREYPiRbanese
units 22 are provided, namely, the DES encryption unit 22A and the AES
Padgery ghiphlinsitiers FlabEoptath Ypthd Rrtrypih 8022 inthrideginal file

s AyIeRteatn, ko aeneiaionotian23. amytAauihenicaign portion

, @& communication path encryption portion 25, a read/write"portion 26,
an isgirgRinformation decryption portion 27 and a management

information jssuing.portion 28. In this way, each of the encryption_units 22

is provided #8r gggr’l%b?lﬁ’leaesn itelh rﬁétﬁi@‘s r Sp‘gﬁé‘?iv(éﬁf‘/{)lé?ﬁd Rortion 20
inpluiakty of e fBctiRRakpotipRssybIse8 seatived WIpefima plurality of

communication using each of the encryption methods are provided as a
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decryption portion 14 (the encryption processing portion) of the IC card
portion 8 are compatible. For example, if the encryption processing
portion of the IC card portion 8 is compatible with DES and AES, two
of the encryption units 22 are provided, namely, the DES encryption
unit 22A and the AES encryption unit 228.
[0069]

Each of the encryption units 22 inchudes an authentication
key generation portion 23, a mutual authentication portion 24, a
communication path encryption portion 25, a read/write portion 26,
an issuing information decryption portion 27 and a management
information issuing portion 28. In this way, each of the encryption
units 22 i1s provided for each of the encryption methods respectively,
and a plurality of the functional portions 23 to 28 required to perform
communication using each of the encryption methods are provided as
a set. In this way, in a case in which the IC card 1D is compatible with

the plurality of encryption algorithms shown in FIG. 2, the

authentication key generation portion 23, the mutual authentication



each of the encryption algorithms. [0070] Note that a program to execute
the functions of each of the above-described portions 21 to 28 of the
control portion 20 is installed in the information processing device, such
as the IC card 1 or the like, and the processor that forms the control
portion 20 executes the program, th %embodying each of the portions 21
to 28. The program can be delivered to the information processing device
via a storage medium or a communication medium. However, it is not

POFHREY 16 thidB%arpieranBIRa A RIdi IS RE s Her ERBuitd Btc. fhe
reWdihWhedupetions obsadh of ihe padiarsahia d8dnay s nshilesbinibs o7

information processing device, such as the IC card 1 or the like, to
angnbodyreasia gt thergotidnsa tio R gisSachofIhstputiaits 21ctelfBestniiefor

cantrel. portion 20 will be.explained below. [0071] The detection/ response
eaﬁ%?téo?nt%% %g%r%r r\%&%n%} S?E%Ir%t?éns that are compatible with polling

comi@®idland the like as defined by "ISO/IEC 18092." When the

detection/ response portion 21 receives a polling command related to a
specific IC ﬁ%%%@%fmg’fﬁ%aﬁm@ B35, THE TS, if’@'cg‘, RE the

akﬂﬁf@@é@éﬁ&&ﬂéﬁ%ﬁﬁ%ﬂ§@@&%ﬁi@r Hraie caygieysigaTibieSRonse Hthsed
polling command, and returns the command response to the reader/writer

mAtbetHR e R RICE CTRENgetsction/ respbrae Herulin 2aTd drovidde like,

aﬁ&%@ﬂ?ﬁ&éé%&lu{ﬁw b BRYRHAn AYAEIIMS, 0021 38€ cxecutes the
authentication key generation portion 23 generates an authentication key

pmgressarihfos mutbeldgutieeticdtiod bbtwpentibe$C237ted28 pdFtien @ agoam

. aH&e,tgtta-?a(gleoli/.wr|ter 4 or ;&11% r%%gerlwrl{er 6. The authen.tlgatlon ke

y can be

generatee 61 %%a?’r?ple, usmg0 SMdtod QisEiodas in'the~e via"d storage
mabovenmantioresnlapatieseibatentApplicatitowever, it is not limited to
this example, and hardware (dedicated processors, circuits etc.) with
the functions of each of the portions 21 to 28 may be included in the
information processing device, such as the IC card 1 or the like, to
embody each of the portions 21 to 28. Each of the portions 21 to 28 of
the control portion 20 will be explained below.

[0071]

The detection/response portion 21 has, for example,
functions that are compatible with polling commands and the like as
defined by “ISO/IEC 18092.” When the detection/response portion 21
receives a polling command related to a specific IC card system from
the reader/writer 4 or the reader/writer 6, it generates a command
response for the IC card system in response to the polling command,
and returns the command response to the reader/writer 4 or the
reader/writer 6. The detection/response portion 21 is provided
commonly for the plurality of encryption algorithms.

[0072]
The authentication key generation portion 23 generates an

authentication key necessary for mutual authentication between the IC



Publication No. JP-A-10-327142, which will be briefly explained here. The
authentication key generation portion 23 generates the authentication key
using a service key of the storage area used by the service targeted for
use and a unique ID allocated to each of the IC card portions 8
(hereinafter referred to as the "card I8). When a plurality of services is
used simultaneously, a degenerate key is generated from a plurality of

service keys, and the authentication key is generated from the .,
Sl iR G S e e e L
alauibariication igperfermes astescrdigdibelewa190i63] Tbmmuhal method

.authentication portion 24 performs mutual authentication between the IC
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[0073}

The mutual authentication portion 24 performs mutual
authentication between the IC card portion 8 and the reader/writer 4
or the reader/writer 6. The mutual authentication can be performed,
for example, using the method disclosed in Japanese Patent
Application Publication No. JP-A-10-020780, or using the method
defined by “ISO/IEC 9798,” as briefly explained here. The mutual
authentication portion 24 of the IC card 1 uses the authentication key
generated by the above-described authentication key generation
portion 23 to decrypt random numbers received from the reader/writer
4 or the reader/writer 6, then re-encrypts and returns them. In the IC
card portion 8 also, the mutual authentication portion 24 generates
random numbers, encrypts them using the authentication key and
transmits them to the reader/writer 4 or the reader/writer 6. The
mutual authentication portion 24 then receives a response from the
reader/writer 4 or the reader/writer 6 and verifies whether the

response matches the transmitted random numbers. In this way, the



authentication process is performed using an encryption algorithm
specified from the reader/writer 4 or the reader/writer 6. Note that the
mutual authentication process will be explained in more detail later.
[0074] The communication path encryption portion 25 uses, for example,
a block encryption method as descriB8d in "NIST SP 800-38" to encrypt
the communication path between the IC card 1 and the reader/writer 4 or

redRRFeaderNTieRE. Marespealiicaliyealierdie shevRdeseHbsd MU can

authentication process, the communication path encryption portion 25
peokusa sesélonlkey thaniticrierntby Uuith therandgnviurtibersanungdilyhe
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service, the read/write portion 26 reads the user data from the definition
areal €5 T specific service in the data storage portion 32. When, for

example. {BQUESSFRENEHLECMAIE IFRISHMUET AQHIE o5 nses, for

reader/writer 6 to write user data for a specifiC servic ,(t)he read/write
exponide, 26 hidiels thecrgertidataniatbdde adefidtion beeh fior INESSH ERIB00-38”
service in the data storage portion 32. Further, the read/write portion 2
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system definition area, a section definition area etc.) of the data storage
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palBSURQ1YIOHBAIPR AL vl hesexplpinediialeridQ0 (Bl is generated using
the random numbers mutually verified by the above-described mutual
authentication as a communication path encryption key to encrypt the
communication path and transmit and receive all kinds of data.

[0073]

The read/write portion 26 writes all kinds of data into the
memory 30 or reads all kinds of data from the memory 30. For
example, when a request is received from the reader/writer 4 or the
reader/writer 6 to read user data for a specific service, the read/write
portion 26 reads the user data from the definition area for the specific
service in the data storage portion 32. When, for example, a request is
received from the reader/writer 4 or the reader/writer 6 to write user
data for a specific service, the read/write portion 26 writes the user
data into the definition area for the specific service in the data storage
portion 32. Further, the read/write portion 26 writes management
information {the system definition information, the section definition
information etc.) into predetermined storage areas (a system definition

area, a section definition area etc.) of the data storage portion 32, the



The issuing information decryption portion 27 decrypts issuing information
(encrypted issuing information) received by the IC card 1 from the issuing
device 5 using the authorization key stored in the memory 30, and
acquires the issuing information. The authorization key used in this
decryption process is, for example, e authorization key (the division
authorization key or the system issuing authorization key etc.) stored in

t ' . r r hQyizag e
e
thaBwfiliheedatplstoradd gp@tion 32. In addition, in the decryption process,
the I@r&?ﬁ information decryption portion 27 controls the decryption
port and uses the above- described authorization key to perform the
issuingdnimaiomn esiwtion Qreeessidd thettinie Ahalisstipgs issuing
information decryption portion 27 uses the authorization keé%?at is

infosmgdinme(amertretad presiRa sVEERATItIRh IS hE G LE card 1
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information using the representative encryption algorithm. Through the
meleoypidh prodessybirtsetissiprpuintarimisiomatonyptibhgpettidiozzaten
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information etc.). The management information issuing portion 28 then
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portion 27 controls the decryption portion 14 and uses the above-
described authorization key to perform the issuing information
decryption process. At that time, the issuing information decryption
portion 27 uses the authorization key that is compatible with the
representative encryption algorithm (the first encryption method, AES,
for example}, and decrypts the issuing information using the
representative encryption algorithm. Through the decryption process
by the issuing information decryption portion 27, the system issuing
information and the session issuing information can be securely
acquired from the issuing device 5.

[0077]

Based on the issuing information (the system issuing
information, the section issuing information} decrypted by the issuing
information decryption portion 27, the management information
issuing portion 28 issues new management information (the system
definition i.hformation, the section definition information etc.). The

management information issuing portion 28 then stores the issued



[0078] Here, encryption and decryption of the issuing information
according to the present embodiment will be explained with reference to
FIG. 6. FIG. 6 is a block diagram showing functions of the issuing device
5 and the IC card 1 according to the present embodiment for the
encryption and decryption of the issdiig information. [0079] As shown in
FIG. 6, the issuing device 5 includes an issuing information generation
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key-storage portion 54 and an ‘issuing information transmitter 56.
defteamwhilecthe e sardivindefiestian kstingtihfophetiodagssiléle9, the

abaove-described issuing, information decryption ion 27 and the
SO B HEE A BT R e [0080] The

issuiamirgprmation generation portion 50 of the issuing device 5
generates issuing information 60, sych as the syitem jssuing information

or the sectibF 8= GRGHRIATRIRIAAAGTREIHED PhiRG LRt Rtprmation
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in the IC card 1 that is compatible with a new IC card system. The section
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algorithm. The issuing information géneration portion 50 includes, as
enmypagemeantinfermabitionati fkihesi ssfdefintidarimfatmation (key, key
version, codes, identifiers etc.) stored in the logical file structure portion
33 o#qggc% card 1, and check code data used to verify integrity. The

issuing infopatien generatiendl gortian $9xdisdheelieveBlesetheates an
_ definition information based on user input or existing setup conditions,
issdngeiprataaationsarrcTAfpRamaTEon S0, an issuing information

encryption portion 52, an authorization key storage portion 54 and an
issuing information transmitter 56. Meanwhile, the IC card 1 includes
an issuing information receiver 29, the above-described issuing
information decryption portion 27 and the above-described
management information issuing portion 28.

[0080]

The issuing information generation portion 50 of the
issuing device 5 generates issuing information 60, such as the system
issuing information or the section issuing information and the like.
The system issuing information is information used to issue the system
definition information in the IC card 1 that is compatible with a new IC
card system. The section issuing information is information used to
issue the section definition information in the IC card 1 that is
compatible with a new encryption algorithm. The issuing information
generation portion 50 includes, as management information, all kinds
of definition information (key, key version, codes, identifiers etc.} stored
in the logical file structure portion 33 of the IC card 1, and check code

data used to verify integrity. The issuing information generation



[0081] The issuing information encryption portion 52 uses an
authorization key 62 that is securely stored in the authorization key
storage portion 54 to encrypt the issuing information 60 and generate
encrypted issuing information 64. The encryption process is performed
using a predetermined encryption alggrithm, for example, the
representative encryption algorithm (the first encryption method, AES, for

pAIIPISY EQ%'?&%%“%H‘J%QQ?“«Q”& PTRIen R HARSEY %Q%oe”%ézyi%teec? on
Issuing information 64, generated in the above-described way, {0 the
usnforimaticn @roerssingzdevinep seolndiibedC eardl kontheatasolite: issuing
._terminal 2, by either non-contact communication via the reader/writer 6
IEPHRATRERY 1, or via the network 7. [0082] The issuing information
receimg? of the IC card 1 receives the encrypted issuing information 64
transmitted from the issuing device 5. When the IC card 1 receives the

encrypted id3UindS B AHA BB H A HYSITIRTHt GO P theddstisgs an
an T8 YN COBIARLCOMIUNCRIAR. eSS RO O RAHRR FRREE ey
29 is formed of, for example, the anterina 10 and the receiver 12 and so
storagfeteiCocafdiptrtion@yad shevissniBlG igfathnedithe Mokiledegeieatkte
2 reCé-:-i es the encr)fgted i%suinginfofmation 64 f{om the issuin devife 5 q
CRADRERSTTSHK F, e TESGHG Thformatish YECERET 28 i fofhgd bF Aot ° e
usix@mpie, aneleratesmuriaatoptienicetdtir-whiah thismobitarigimjnathe
2 is normally equipped, [0083] The issuing information decryption portion

repFEREL AT S GIMITRIEBH g ibBdihR PR IRE MR mGH8E 1 ES;
foge&wﬁdé?e)themevgg%%’bﬁﬁmﬁ@mg ssHiRgIHEMEEPR Oh smits the

received from the issuing device 5, and thus acquires the issuing

eTigforpiatonse0iPhenfarm atithori24tiogeksraixid Sorébien abvancédaahded
w&}‘?% r%%omformation processing device, such as the IC card 1 or the

mobile terminal 2, by either non-contact communication via the
reader/writer 6 shown in FIG. 1, or via the network 7.
[0082]

The issuing information receiver 29 of the IC card 1
receives the encrypted issuing information 64 transmitted from the
issuing device 5. When the IC card 1 receives the encrypted issuing
information 64 from the reader/writer 6 of the issuing device 5 by non-
contact communication, the issuing information receiver 29 is formed
of, for example, the antenna 10 and the receiver 12 and so on of the IC
card portion 8, as shown in FIG. 3. When the mobile terminal 2
receives the encrypted issuing information 64 from the issuing device 5
via the network 7, the issuing information receiver 29 1s formed of, for
example, a network communication device with which the mobile
terminal 2 is normally equipped.

{0083]
The issuing information decryption portion 27 uses the

authorization key 62 stored in advance in the memory 30 to decrypt



of the IC card 1 and the key storage portion 54 of the issuing device S.
Further, based on the decrypted issuing information 60, the management
information issuing portion 28 of the IC card 1 creates the system
definition information, the section definition information and the area 0
definition information etc., which is nd@nagement information. The
information management issuing portion 28 uses the read/write portion 26

thi® 5%%%%%&?{8@&?%&@%%@3q&%m%@a%%&%ﬂaw%@et@waﬂbm

storage areas in the | tructure “portion 33. [0084] Here, the
thautksrizagiodekayet S showh hEKG a6quifirbe  ErpldmdinEhertmurimsizationO.

key 62" is a generic term. for the key used.to en t and decrypt the
TS R S RSU A5 T HSY st o PAton ke 5 RS eltbrpe oy 30
of BystBMkayd" thenareaOkkeystdhagsystamdssBinpauthonizationkeyvare 5.
the "division authorization key" and so on, [0085] The "system key" is a
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algorithm of the IC card system, and is included in section definition )
thinfeprattion definitihs |bgfeanfirdistructhre peiitmag ¢lafetipnrigiomation
086] The "area 0.key".is a key pecessary to acce h I
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definition information_130 in the logical file structure portion.33 (refer 43 to
repgy W%@@ﬂ@ﬂe‘a’@ﬁ%ﬁ%ﬁ%%‘%&ﬁ%ﬁﬁ%%&%ﬁ gidgguon and

user data to the relevant storage areas in the logical file structure
portion 33.

[0084]

Here, the authorization key 62 shown in FIG. 6 will be
explained. The “authorization key 62” is a generic term for the key
used to encrypt and decrypt the issuing information 60. The
authorization key 62 is, for example, the “system key,” the “area 0
key,” the “system issuing authorization key” or the “division
authorization key” and so on.

[0085]

The “system key” is a key necessary to access the definition
areas for each of the IC card systems on the IC card 1. The system key
is issued for each encryption algorithm of the IC card system, and is
included in section definition information 120 in the logical file
structure portion 33 (refer to FIG. 7).

[0086)]

The “area O key” is. a key necessary to access each IC card
system area O definition area. The area O key is issued for each
encryption algorithm for each IC card system, and is included in area O

definition information 130 in the logical file structure portion 33 (refer



authority to create a plurality of logic IC cards on the single physical IC
card 1. The authority to create the logic IC cards is held, for example, by
the company that supplies the basic technology for each type of IC card
system. [0088] The "system issuing authorization key" is a key that
indicates authority held by the issuergf the IC card 1, and is, for example,
a key that indicates user block allocation authority in relation to each of
totlﬁéc rd systems on the IC card 1. More specifically, for example,
when thé IC card 1 can be used at a specified convenience store, the
compaogtat manages the specified convenience store is the system
issuing authority. Further, when it is a mobile card, such as a mobile

telephone coRfainfiyHETCHAB YRS HEmolsile? tdiephbngtcaniliFaes
adRBSHiem issiing étgn%m#tm&g&r Rioegéd@*@rﬁﬂwgfn%@!m?@@al IC

blocks) in the IC card 1 are all the possession of the issuer, the issuer

caligls the Hithatify @ diiotatertsd aihb e oic USecbksbkdsnheldtidanerantple,
b}lq}ggrggz%%[ggg@}?a@%@%%ﬁféfsbé%%k%agé%gc?é%g%g{%% t%g'r[.gggl%] t-g]é)ee of IC

above-described system ‘key and area O key are orization keys
carelcegsaryto issue the section definition area and the section definition
inforgbaég%of the logical file structure portion 33. Meanwhile, the division
|

auth n key and the system issuing authorization key are the

authorizationikeysgjeeeasany deingeen sysiariogdefiniion %eaaar]&g"ethat
system definition information of the logical file structure portion 33. [0090]

ngacates Apiberatio ey dwis Berissseuriytihanicoesf 1, and s, for
PSS a0 ek SONA 5 Gl A Mo
to each of the IC card systems on the IC card 1. More specifically, for
example, when the IC card 1 can be used at a specified convenience
store, the company that manages the specified convenience store is the
system issuing authority. Further, when it is a mobile éard, such as a
mobile telephone containing the IC card portion 8, the mobile
telephone carrier is the system issuing authority. If the user blocks
{the number of allocated blocks) in the IC card 1 are all the possession
of the issuer, the issuer has the authority to allocate the number of
user blocks in relation to each IC card system (the number of blocks
allocated to area 0).
[0089]

The above-described system key and area 0 key are the
authorization keys necessary to issue the section definition area and
the section definition information of the logical file structure portion 33.
Meanwhile, the division authorization key and the system issuing
authorization key are the authorization keys necessary to issue the
system definition area and the system definition information of the
logical file structure portion 33.

[0090]



structure portion 33. In the present embodiment, for example, the
above-described "system key" and "area O key" are stored in the logical
file structure portion 33 of the data storage portion 32 in the IC card 1,
and the "system issuing authorization key" and the "division authorization
key" are stored in the key storage petdion 34. In the case of the IC card 1,
it is only necessary to have the division authorization key alone, and the

system issuing, ARHZBIATKPY S 0B NECERSANM: JEBIR 558, (He 1C card

division authorization key is stored separately from the logical file
1, stetarapestisto38dn thessetorageyaorage paraon $o1n theeldagpad file

Orgf ﬁthe ot?:)er gand \J%the %fls% of thEe nrpe%bllseté?rram‘?;lt% bOtﬂtheﬂ'gV;'éacin file
authorization key an the system Issuing authaorization
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portion 33. [0091] 3. Logical file structure of IC card: FIG. 7 tq FIG, 11
abﬂ&fdwfa%ﬁ% et T oA AR L dagica!

filstereddnihe papmery 39 of iR 186ardtbacsorigitntie RIegeMC card 1,
embodiment will be explained with reference to FIG. 7 to FIG. 11. FIG. 7
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att e notationmin FIG. 7 uses a "UML iagram. Further, FIG.
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strugture port 33 according to the present. embodlguent and FIG 9is
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information 150 according to the present embodiment. Note that in the
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explanation is the same for the mobile terminal 2.
2, both the division authorization key and the system issuing

authorization key are necessary, and both the keys are stored in the
logical file structure portion 33.

[0091]

3. Logical file structure of IC card: FIG. 7 to FIG. 11

Next, the logical file structure for management information and
user data stored in the memory 30 of the IC card 1 according to the
present embodiment will be explained with reference to FIG. 7 to FIG.
11. FIG. 7 is a pattern diagram showing the logical file structure
portion 33 of the memory 30 of the IC card 1 according to the present
embodiment. Note that the notation in FIG. 7 uses a “UML 2.0” class
diagram. Further, FIG. 8 is a pattern diagram showing a specific
example of the logical file structure portion 33 according to the present
embodiment, and FIG. 9 is a pattern diagram showing a specific
example of the hierarchical structure of the area definition information
130 and 140 and the service definition information 150 according to

the present embodiment. Note that in the following explanation, the



[0092] The data storage area 32 of the memory 30 has the logical file
structural portion 33 that stores user data and management information.
When the usage data of the IC card portion 8 that has a plurality of the
encryption units 22 that are different for each of the encryption algorithms
shown in FIG. 5 is grouped together4gs one, it is preferable to have the
data structure of the logical file structural portion 33 shown in FIG. 7.

exgig%ﬁ 'é? ﬁt}? %6'}1%'&107 31 '%}88%@&&%%' é&%?éé“&lﬂﬁ?%%?é &%iﬁ%’tﬂ%elc card

storage areas used to store user data dnd management information (all

pothtyp@sief tefiniibreintdriation) hhve expilerasthical strubtirearheniore the
deeﬁ%il the storage area of the data storage portion 32 is formed of the

mebUe tH8Mfofi-area that stores system definition information 110, the
sect'[@r@ggqinition area that stores the section definition information 120,

the area 0 definition area that stores the area 0 definition information 130,
an area defiiifoRaif & WRRSI0PES thaarat iR ARG RforM 4t Hi logical

fﬁéngﬁﬁs&aﬁ'ﬂega%ﬁ definition, IfIrRAtIQNSdR FiG:.Y) ot 88MiCR1agement
definition area that stores the service definition information 150 and a
infesenatitmare® tvat slores sasge datte. 060 herdéhicetthieeatohicdiyhiathiags a
order. In other words anagement. jnformation t na ser data has
PG R R o A e e o AR i AITR080e Hoeldnie Mine
enitfgptiatioalLbei themseshom definiFon irfasnatongisD isdewsatthanoard it is
subordinate tq the system definition informatign 110, the areaﬁ%:fdefinition
inﬁgﬂctural
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pdRfrmatonHZ0nthe gieq gefinition information 140 is lower 46 than and
subordinate to the area 0 definition information 130, and the service

definii@A Fformation 150 is the lowest level. [0094]

As shown in FIG. 7, in the logical file structure portion 33,
the storage areas used to store user data and management information
{(all the types of definition information) have a hierarchical structure.
In more detail, the storage area of the data storage portion 32 is formed
of the system definition area that stores system definition information
110, the section definition area that stores the section definition
information 120, the area O definition area that stores the area O
definition information 130, an area definition area that stores the area
definition information 140 (notated as the “area N definition
information” in FIG. 7}, a service definition area that stores the service
definition information 150 and a user data area that stores user data
160, organized hierarchically in that order. In other words,
management information to manage user data has a hierarchical
structure in which the highest level is the system definition
information 110, the section definition information 120 is lower than
and subordinate to the system definition information 110, the area O
definition information 130 is lower than and subordinate to the section

definition information 120, the area definition information 140 is lower



One, or two or more, of the section definition information 120 are
established subordinate to the system definition information 110 for each
encryption algorithm (the system/ section ratio is 1/more than one). A
single one of the area 0 definition information 130 is established
subordinate to the section definition ggormation 120 (the section/ area 0
ratio is 1/ 1). One, or two or more, of the area definition information 140

e SARRIRsieHhpidRAR e %ge%%gﬁﬁigi“?ﬂfé@fr%ﬁ@%ioqhéao 408 the
area O/area ratio is 1/more than one). One, or two or moré, of the Service

sedefimitibetfinftionaticio s drmebHblishie lsubesditatelto the area

definition jnformation 140 (the area/service ratio is I/ more than 1). One,
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ort ore, user data are established subordinate to the service

definition infarmatientke) dihenspe/icsiuser slatadatiadsilymere that-bation
The definition information are management information necessary to
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embodiment is that, subordinate to the system definition information
thamigradily oftheingletiondetihition inform@ticeflattiamd thécareation 130 is

inition information 130 are established,,divided for. each encrypti
e B s b N AR Bt 20 (the
se[05) {a) Sybtenmiddinition informeaternwbersysien: definiiemntiriormationion
0 is information to define JC. card systems with which the IC card 1 is

11
n Bie. HH RECardtR M‘éoﬁﬂéﬁw&ﬁ@ A& cracP definition
infSHBLIAalCD systera Rfihe, presept inysation Lihe systemdelinitiee or

information 110 includes a uniquely allocated system code for each IC
tWeaRr syEen, Wstheg $eraicarsiination tiafdsmative thabcanchesteblyshed

suzg%xl?ﬂﬂ'é%e'ca&a{fléyg}%@ ‘ -mﬁ}gatg{f&l}%%ﬁ%t%ngﬂw E]rs a1 rvice
quentially assigned to the IC card systems located in the 1C card 1.
ratio is 1/more than 1). One, or two or more, user data are established
subordinate to the service definition information 150 (the service/user
data ratio is 1/more than 1). The definition information are
management information necessary to define the definition area
{storage area) of each layer in the hierarchy. A feature of the logical file
structure portion 33 according to the present embodiment is that,
subordinate to the system definition information 110, a plurality of the
section definition information 120 and the area O definition information
130 are established, divided for each encryption algorithm. Each of
the definition information will be explained below.

[0095]

(a) System definition information

The system definition information 110 is information to define IC
card systems with which the IC card 1 is compatible. The IC card
system corresponds to the non-contact communication system of the

present invention. The system definition information 110 includes a

uniquely allocated system code for each IC card system, issuing ID



[0096] The system definition information 110 is defined for each IC card
system that is located in the IC card 1, and stored in different storage
areas (namely, the system definition areas). It is possible for the single IC
card 1 to have a plurality of the system definition information 110, and this
is equal to arranging a plurality of IogJ'L cards in the single IC card 1.
System numbers are sequentially assigned to the registration of the
n?fgﬁtem definjtion information 110 on the IC card 1. In other words, each

PRaRIPSfstah daiHfishahfmafr Tel iSHeR tasuld frikksrstem
adhaieh it AREW ISIEHy SHAPSIISASSINaP the SySRPAeiNTUxsigned to

information 110. As Shown in FIG. 8, the IC card system of system
th@eﬁhﬁ@ﬁdrﬁﬁﬁ%ﬁ@rﬂ%@@ﬂda@%@h@&%@agﬁstém number "0" has special

auth issue system definition information 110E for the IC card

syst the system number "1" or above. Using these system

numbers |tﬁ1@®$b$enodﬁﬁﬁﬁguishihémmm IC1 Caid sysfemadviitrtkech

| authority (th t M. and the other, IC card systems
R TR L Ath 1O SAF Ay 300 FETHo yBlath S5HE ot chderent
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serwce bema delivered by the IC card system. The reader/writer 4 or the
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used as the system code. If the reader/writer 4 or
C&réﬁsmnslélpomlcoﬁﬁnmdwal inclbslesetie Sysmbﬁcedamdqummﬁlly

B RS0 TS BRSSOt o o
thllfl fids oway, the f@iomh@ﬂ‘nﬁrcﬂﬁi&r,e@hihm@ﬂlé:(@he new system definition
information 110 is newly issued in the IC card 1, a new system
number is assigned to the system definition information 110. As
shown in FIG. 8, the IC card system of system definition information
110A assigned the system number “0” has special authority to issue
system definition information 110B for the IC card system with the
system number “1” or above. Using these system numbers, it is
possible to distinguish between the IC card system with the special
authority (the system number “0”) and the other IC card systems {the
system numbers “1” and above).
[0097]

The system code is a code that is uniquely assigned to
each IC card system, and indicates the service being delivered by the
IC card system. The reader/writer 4 or the reader/writer 6 uses the
system code to capture the IC card 1. For example, a polling command
as described by “ISO/IEC 18092” can be used as the system code. If
the reader/writer 4 or the reader/writer 6 transmits a polling
command that includes the system code and performs polling, when

the IC card 1 that has the system code is passed over the reader/writer



example, when a service providing company that delivers a service using
the IC card 1 changes the encryption algorithm from A to B and thento C,
the reader/writer 4 of the service providing company device 3 must be
compatible with all the encryption algorithms A to C. In this situation, by
using the IC card 1 with the above-d&8cribed data structure, the
reader/writer 4 or the reader/writer 6 can use the same polling command

4 4 eapteadliriheticeeardsid 1o A that at sempatible with the three
encr{ tion algorithms A to C. [0099] (b) Section definition information The
sectl®®@8linition information 120 is definition information that is a feature

of the 'PQiCﬂ%f”&FzEU%SE p?Hé?UféﬁcﬁGﬁﬁ’gdi?ﬂe'ﬂéé?Qa@%eSSBEained. For

embodiment. The section definition information 120 is information to
exdofiple the kaorygptisersigoritirmod atigpritimpavith Wisthdhbversaml sdsvice

compatible. The,section definifion information 120 stores identificatio
usfERAENE (R T RASEE LS8 SRIEHEn SfHores BE E9h pnd

thdristeoq\petiiblectadccentifier thab linticales/areepesyptionsypah pagry device
system key used to_access storage areas subordinate to the section

3 Wiiioh FOBHEHRIF F0NaRH 196 SPSIRTED FeRgBH o) he- In this

siteRARRIIOL Y PRIHERTIREISTE URIgHE VRIUR;tAL if ASSIGRAA ik SEMBREE Wata
each encryption algorithm and is, for example, a first encryption method

StAESIordRAAds Tderitier, 4 sedhirirendafiivn inetp(DESS fdre same

it S R T A

cosmpayptientyfie the 48r¢€ eardisicompeatiblghwith A/GDOT] For the system
key, [%Sg&rent value is used for each

(b} Section definition information

The section definition information 120 is definition information
that is a feature of the logical file structure portion 33 according to the
present embodiment. The section definition information 120 is
information to define the encryption algorithm or algorithms with
which the IC card 1 is compatible. The section definition information
120 stores identification information that indicates the encryption
methods with which the IC card 1 is compatible {an identifier that
indicates an encryption type), the system key used to access storage
areas subordinate to the section definition information 120, and the
system key version.

[0100]

The encryption type identifier is a unique value that is
assigned in advance to each encryption algorithm and is, for example,
a first encryption method (AES, for example) identifier, a second
encryption method (DES, for example) identifier and so on. By

including the encryption type identifier in the section definition

information 120, it is possible to determine which encryption type the



encryption algorithm. In the example shown in FIG. 8, a 128 bit key is
used as the key for the encryption algorithm A (AES, for example), and a
64 bit key is used as the key for the encryption algorithm B (DES, for
example). The system key version indicates the version of the system
key, and is updated as necessary. By@gaving the system key compatible
with a given encryption algorithm and its version, the IC card 1 can

ICD(%[.%{'T ﬂg%%%%@éc%;{% with the reader/writer 4 or the reader/writer

6 using that en ion algorithm. [0102] The section definition information
120 i®Iowdr than and subordinate to the system definition information

110, and is provided for each encryption. algorithm with which the IC card
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definition information 110, and the section definition information 120 is not
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the section definition information 120 established for each encryption
algoritht#280 [0103] The above-described section definition information

120 will b e’?ﬁg@ggﬂdﬁ ”&%&?nq?fé‘ﬂ l%%é?asttfgfﬁl nl@d: I3 f%vyelfs than and

possible to
subordinate to the system definition information 110, and is provided

for each encryption algorithm with which the IC card 1 is compatible.
In known art, as shown in FIG. 10 and FIG. 11, the area 0 definition
information 130 is established directly below the system definition
information 110, and the section definition information 120 is not
provided. In contrast, in the present embodiment, as shown in FIG. 8,‘
a plarality of the section definition imformation 120 can be established
for each encryption algorithm (encryption method} subordinate to a
single one of the system definition information 110, and the area O
definition information 130 is established subordinate to each of the
section definition information 120 in a one to one ratio. Further, in
known art, as shown in FIG. 10 and FIG. 11, the system definition
information 110 stores the system key and the system key version. In
contrast, in the present embodiment, as shown in FIG. 8, to set the
system key for each encryption type, the system key and the system
key version are stored in the section definition information 120

established for each encryption algorithm.



set a plurality of section definition information 120A, 120B (or 120C,
120D) that are compatible, respectively, with each of a plurality of
encryption algorithms such that they are subordinate to the system
definition information 1 10A (or 1108) relating to a given single IC card
system. For example, if the IC card lsig compatible with both the DES
and AES encryption methods, the DES section definition information
1201@:@%? AES section definition information 1208 can be located
within't ngle system definition area. This is equal to storing a plurality

of IC cards 1hat angosempaiivie with ecplurality foh BRGHY BRI algesthmso will

within a single logic IC card. Using this data structure with the section_
bejsrmiinastdimatins 100 dabaide AorsbYoNst tReFIEhd@r/itriemyesible to

se{S§ ?ﬁ?ﬁﬂl@r R eoMreRRh I GAPIHIB tRg:Go s D Ahat B8R Aor 120C,

plurality of encryption algorithms. For example, if the same system code
139Btbreldah tueesysemadefilttioresontiatibn WidtofehshCWamisplarabty of

and 1C that are campatible,respectively, with the engryption alggrithms
e gl G RS SR SRt A R B e
defith theneindryphianialgdritomg ¢y, Blom Gltengader/viterdsintiie 1C card
reader/writer 6 can captyre all the IC cards 1A to 1D using the saﬂ1e
SYSOfiiRy cBRintRRI™ fezﬁ r?ﬁlada%ﬁfch&msaﬁmﬂ@%bg%%% geth the DES

arsdCRIDHoBHMSIHAS (BRCBHR) algoritmes)with yhigk thedeeatddrmation

encryption processing portion is compatible, a specified single encryption

1%%h@ﬂdi§h§eﬂﬁr$p?§§éi§§é§@§9§i@ﬂ1 ﬁ@@fﬁgﬁ&é@@b;‘é&% @_’é@tibﬁ located
SR AR TS, v
plspedifig b iSinylesedenythtidnane thach jsarefdredtith a5 tHet'edpnesdneatiy Bion
R B SISEH R SEl 11 Ko Ann N rGR e 30 B it
tHubsieingte definiiapdnfoimationtofrespondingtortheler /writer 4 or the
reader/writer 6 can use the same polling command to capture the IC
card 1 that has a plurality of encryption algorithms. For example, if
the same system code is stored in the system definition information
110 of the IC cards 1A, 1B and 1C that are compatible, respectively,
with the encryption algorithms A, B and C shown in FIG. 2 and also
the IC card 1D that is compatible with the encryption algorithms A, B
and C, the reader/writer 4 or the reader/writer 6 can capture all the IC
cards 1A to 1D using the same polling command.
[0104]

In addition, from among the plurality of encryption
methods (encryption algorithms) with which the IC card 1 encryption
processing portion is compatible, a specified single encryption method
is used in processes {a system issuing process or a section issuing
process) to issue management information using issuing information
that will be explained later. In the explanation below, the specified

single encryption method is referred to as the “representative



representative encryption method are referred to as the "representative
section." Further, from among the above-described plurality of encryption
methods, one, or two or more, encryption methods apart from the
representative encryption method are generically referred to as
"non-representative encryption methddls" and the section definition
information 120 and the subordinate definition information corresponding

erferifjaRRNHeResanGt ve preyRtionvaciReds e eigsedioRp Beentative

"non-representative section." For example, in FIG. 8, the encryption

enggorith Algyo Il zesi ey sertine defeéinatieiamenipiion! 20 and
thintRomhBrd;the 0hea ananBPn AMMATRGHANLOrAIRRY Do the

key>, <algo_C:256 bit key>) are the non-representative encrypt
represous: tive sectipntdefinitiothinfbanativic1 264, thesstoticirelsfiitonative

information_12 the area 0 definition information 130A .and. the,area.
S¢ ngﬁ)r?ition in c%lrrr%gﬁgh 1%618 cgrrné%%%nd%a toaﬁ%v% er%’ﬁ@)ﬁ IgB}Mﬁ?J‘% of

enat§ freoiepresentatie seeliar. The sectionrdefiniion iitlomatiembi@Bapart
the section definition information 120D, the area 0 definition information

fropgo BN sn GHRECS R BIEHIHGR RGP A6 HLSh B CoREYsHEHHY thfsared to
aseneBien Algetithms 8 and -G A thsandepresrMativesseatind J040%ion

. (c) Area O definition information, area definition information, service _
1n EARRBAINforkRdtionaSsborditate fuberdibsetedestyibattisectiomiormation

definition informati 20Q.is the single area 0 definition information 130.
i IR e S R T O
refaghet layerssactidmdefirdoesaformationc2ioin. & dhertexanapdéipin FIG. 8,

o o SR /or I GH L KBS Thisal 8 SeREsfcive
erpfgmeRtionh30R tha@readefniian inferpaiipml4dara daismeationda ¢
(%giegfcijrl%t:%%ra}raei‘? 1?;{:':;[/@% sjg{gag_eca}rgegg Obfit!,h}?egrg;:%argelﬂllg non-representative
encryption methods. The section definition information 1204, the
section definition information 120C, the area 0 definition information
130A and the area O definition information 130C corresponding to the
encryption algorithm A are the representative section. The section
definition information 120B, the section definition information 120D,
the area O definition information 130B and the area O definition
information 130D corresponding to the encryption algorithms B and C
are the non-representative section.

[0105]

(c) Area O definition information, area definition

information, service definition information

Subordinate to the above-described section definition
information 120 is the single area O definition information 130. In
other words, the area O definition information 130 corresponds to the

higher layer section definition information 120 in a one to one ratio.

Further, subordinate to the area 0 definition information 130 is one, or



addition, subordinate to each of the area definition information 140 is one,
or two or more, of the service definition information 150. The service
definition information 150 is information to define the storage area used
for a service in each area. The data structure used for the area O
definition information 130, the area dgfinition information 140 and the
service definition information 150 is the data structure disclosed, for

example, in Japanese Patent lication .Publication No -A-2000-3602
5 51 GBICFRe on aeto S BTG 55 e e K dren TSR ©
donfatiaationfand dritstmBof theihttrarchicabisifuciure, inSosauaiéathe0 are
_ highest folder. The area definition information 140 apart from the area 0

nfpmRidATnterAetios 156 Rirstekt st arsaNcasmitidiitforraation: o
adREG; e saamndydheraierense gl AdZin M G driie R0 is

definition information 130 and the area definifuqn |nformation_140 store a
orstarpidéwtifierraneiosn,enll IdentiffevittadnticHtehdtopeatidie idevanthe

Sear?ged%ﬁﬂl ?o%rel?n(g}e Sa{ 1@1991 gg)eg ?ﬁf‘g?r?}'%flﬁ%%{t‘??ocﬁ% ‘meﬂeﬁe storage
lerarchical structure Is determine y ine identification codes. In

aradditiend the aregedvdedinitionn dhformatioTha0 dudhtherareadefitian for the
informatign 140 store a key, the key version angéinumber_of allocated

arsp LRI RO SIBIeG A I aleio HeFiAESH IffOTHEHOR {REPEmffken 140

arfeqidefintiencinforaiation A4Q4s A kanRRCeISAY 18 acresyii@argducture
definition area defined by the area 0 definition information 130 and the

digréesediiip e Npmiphation Japanssa fiata of RPdatdipBodkdlicaidon No.
f e area blocks allocated to the area definition area.
IEAATg 02

e same way, the service definition information 150 stores a
start i[dédifler and an end identifier (identification codes) that indicate the

scope of the Bervice Jenion alea, e BIoraas Ae3hE K8¥a type of area
definition information, and in terms of the hierarchical structure, it is
equal to the highest folder. The area definition information 140 apart
from the area O definition information 130 is notated as the area N
definition information on FIG. 7. As shown by the reference numeral
132 in FIG. 7, the area 0 definition information 130 and the area
definition information 140 store a start identifier and an end identifier
that indicate the scope of the relevant area definition area {the storage
area} as identification codes. The hierarchical structure is determined
by the identification codes. In addition, the area 0 definition
information 130 and the area definition information 140 store a key,
the key version and a number of allocated blocks. The key stored in
the area O definition information 130 and the area definition
information 140 is a key necessary to access the area definition area
defined by the area O definition information 130 and the area definition
information 140. The number of allocated blocks is the number of
storage area blocks allocated to the area definition area.

[0107]



a key version and a number of allocated blocks. One, or two or more, of
the user data 160, which are used in the relevant service, are stored
subordinate to the service definition area. The method of access to the
user data 160 is managed by the service definition information 150
identification code. Seen from the ugg data 160, a plurality of the service
definition information 150 can be linked, and it is therefore possible to

define a plygality, of @&ﬁ?ésv@?ehqﬂ% WirRgard dR,2 GYEN 0 ARG 150

user data 160. For example, it is possible to perform access management
stimeuehsavaydieatiliseratadazoarehd neleoh biditerithden tpeecfonming odgtsjiathat
.__authentication, but r data cannpt be. written without performing mutual
i A e Yt A o G SRR SR s
a Kerakerdicsomadiawvhichakewsfesidieg tanobistting. ofisel datewandr more,
some of which are cyclic services etc._ which are a kind of history

of {ih & 8 ar 1 Ce NiRE BefffibR B hatorF 1SS BE MY R sGestored
sUBSHIRAWReR YREGEARRSEIvGS: aNd dafinesithe APREHbtSEEIACKS the

that can be used by each service and so on. [0108] FIG. 9 shows a_
ussgedifittexXdrfple oithsaged (ilefibfticierinfoentigioniiizn thidergmtion 150

_ iton inf : h . A :
o S B e P L e8] e
seinfamatidim 20 with filrenencypil@Otypen<algoliAli8 bitrabyit timttlserefore

subordinate tq the system definjtion information 110 with the system code
PR S5 Ot T ERYS, ToOSFAS SHONIPRRFIEUS i it & rven

orféebinition infermnaiien 1KOA Bérang 1498 beleag i tiplares Pdelinkioncess
information 130. Two service definition information 150A-and 150B
M HBRET 6 e lBr SR GEH Rt inFB A atitie 1 40 fa fid Briecs ERALe Aetiritibhout

peipif&fm?ﬁignﬁ%&ﬂﬁe@ﬁ%enﬂcaﬁon, but user data cannot be written

without performing mutual authentication” and the like. There are a
variety of services that use the IC card 1, some of which allow reading
and writing of user data, and some of which are cyclic services etc.
which are a kind of history management. The service definition
information 150 defines the access method when using each service
and defines the number of user blocks that can be used by each
service and so on.
[0108]

FIG. 9 shows a specific example of the area 0 definition
information 130, the area definition information 140 and the service
definition information 150. Note that, FIG. 9 shows the hierarchical
structure below the section definition information 120 with the
encryption type <algo_A:128 bit key> that is subordinate to the system
definition information 110 with the system code “Ox0001,” as shown in
FIG. 8.

[0109]

As shown in FIG. 9, two area definition information 140A



to the area definition information 140B. In addition, a plurality of user data
160A to 160C belong to the service definition information 150A. In this
way, the area 0 definition information 130, the area definition information
140, the service definition information 150 and the user data 160 have the
hierarchical structure in the above-deggcribed order. With this structure,
the area definition area can be set for each service providing company

a service definition area e.set for each servic livered by .
e e A e (e A A A ar D pervice
defEeitdataifooatitydes ofl Seaicedovishg  tempanytandseryieeioddhieition

single IC card 1. [01101 Here, specific examples of the above-descriped
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information 110 is issued for each IC card system, and the section
datefinifion infort Ao rbebors iseuditfocediss efrtyplismalgdaimaation 150A.

(eperyption method), Further, t. r finition in ation IS 4
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in$erceidefirtidon itiermeationd si:isrissuadifefrachiservidd WHelivdred dyuser

the service proyiding. company. [0111) First busjness type A first busines
el B AL ARG SRS SOCB B o by enhtEg orer-
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storage areas corresponding to a single IC card system (a transport ticket
priey hifeRspotdmR BY it s Inpiyicsseciial ittt sy aread (e sekifon, cach

seg'géeo,’c%ﬁ%q]%g sgtyice defliiignareas), b sbosdinate {0 the SYSeMwing

inition area are all used by the service delivered by the service
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cUOmane Gket RAel U2 MBI card 1.

10110j

Here, specific examples of the above-described definition

information 110 to 150 that match the business type using the IC card
1 will be explained. As described above, the system definition
information 110 is issued for each IC card system, and the section
definition information 120 is issued for each encryption algorithm
{(encryption method). Further, the area definition information 140 is
issued for each service providing company that uses the IC card 1, and
the service definition information 150 is issued for each service
delivered by the service providing company.

[0111]

First business type

A first business type is a case in which a single service providing
company {a railway corporation, for example) exclusively holds all the
system definition area storage areas corresponding to a single IC card

system {a transport ticket IC card system) as its own. In this case, the

storage areas (the section, area 0, area and service definition areas)



the service providing company's service providing company device 3 is
only compatible, for example, with the former encryption algorithm A
(DES, for example), and the IC card 1, as shown in FIG. 8, is compatible
with two encryption algorithms, both former and new (DES and AES, for
example). In this case, initially, the Dz section definition information
120B subordinate to the system definition information 11 OA is used, and

se qf the areal service definition areas is continued, as befqre, usin .
ST 1D B KaTh s TR T Bree th Hsfitiogy, the Service
ddnierreatiey 120Bdsdeletadivmibe siaipaipraie giea Szsef thedGsaitned

1, and only the AES section definition information 120A remains. After
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encryption ‘method is switched™ in this way, it is not assumed that two of
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therefqre completely swijtched. [01121 (2) Second bysiness type A _
a@c&%ugmes@@a&@ casd inWichavhin X 4 1 %rﬁé‘;%teﬁﬁ?ﬂon
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and 0 and the plurality of service providing companie
thsh@IEthecsmgle |@tardibrnitifisrcaséianisi 2$¥dme ditlat ed pfovalityloé data

AR masen SRR 08 0 ST
information 120A remains. After that, the AES section definition
information 120A is used to continue the service with the area/service
definition areas using AES. When the encryption method is switched
in this way, it is not assumed that two of the section definition
information 120 compatible with the two encryption methods A and B
are simultaneously existent in a single one of the IC card 1. The first
business type 1s a case in which a single encryption method is selected
from two options and the encryption algorithm is therefore completely
switched.

[0112]

(2) Second business type

A second business type is a case in which, within a same [C card
system, the area definition areas are divided in units of service
providing company. In the second business type, a service providing
company o that issues the IC card 1 (the issuer) can loan a plurality of
the area definition areas in the IC card 1 to other service providing

companies P, y and 0 and the plurality of service providing companies



IC card 1. For example, when the service providing companies 0 and y
use the new encryption method A (AES) and the service providing
company 0 uses the old encryption method B (DES), the AES section
definition information 120A and the DES section definition information
120B, which are subordinate to the $y8tem definition information 110A,
exist simultaneously, as shown in FIG. 8. With this structure, the single IC

B, Gpuhl eR e shatedshy-sernices H5ing g,plrality of encyuption HRES that a
[0113] The logical file structure portion 33 of the IC card 1D that is

plesadpatipletivittstasiplurditfyrotienciygiommethod$2A, @antbGoadtoglingthe
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card 1B that is only compatible with the single encryption algorithm B.
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erdiig thbangrgeHon type identifiers are not stored. 57 [0115] 4. Use of IC
card: FIG. 12 to FIG. 19 Next, the process for using the IC card 1

acco?@ﬂﬂb‘% the present

The logical file structure portion 33 of the IC card 1D that
is compatible with the plurality of encryption methods A, B and C
according to the present embodiment is explained above. Here,
examples of logical file structure portions of the IC card 1 that is only
compatible with a single encryption algorithm will be explained with
reference to FIG. 10 and FIG. 11. FIG. 10 is an example of a logical file
structure portion of the known IC card 1A that is only compatible with
the single encryption algorithm A. FIG. 11 is an example of a logical
file structure portion of the known IC card 1B that is only compatible
with the single encryption algorithm B.

[0114]

As shown in FIG. 10 and FIG. 11, the IC card 1 that is only
compatible with the single encryption algorithm A or B does not require
the section definition information 120 shown in FIG. 7 and FIG. 8. The
system key and the key version, which are stored in the section
definition information 120 shown in FIG. 7 and FIG. 8, are stored in
the system definition information 110 in the example shown in FIG. 10

and FIG. 11 and the encryption type identifiers are not stored.



embodiment will be explained with reference to FIG. 12 to FIG. 19. FIG.
12 is a sequence diagram showing an access sequence between the IC
card 1 and the reader/writer 4 of the service providing company device 3
according to the present embodiment, when the IC card 1 is being used.
FIG. 13 to FIG. 19 are flow charts regpectively showing processes S10,
S20, 530, S40, S50, S60 and S70 with respect to FIG. 12.[0116] Use of

the lﬁ%ﬂ% 1 refers to the process in which, by passing the IC card 1
withi ommunication range of the reader/writer 4 of the service

providing campriysfavice3dtRIE. cardcLiIME the service providing
com%any device 3 can transmit and, receive predetermined data, and a

specieeiCeRERfdiverel B EsH Udin GG IeBRERTLBRMUMEGISRSCrt
erfiedhelGrardd isusethap Ritiaieed-dn spars ARtrilizeieywrRiten the FIG.

reader/writer 4 has captured the IC card 1 using polling (step S1 to step S
1210y, theaeudegwitineramdthewdngaia RpeRRnsAeRFaUIsENEEatiche 1C

and.encrypt a communication. pat e 0 . : :
e e Rk e e
3 andcatarelatinthio the sseviem{stelir560t0 wleprSTRY. [01LArMotels being

specifically, as shown jn FIG. 12, first the reader/writer 4, in arder to .
usﬁgtureﬁhé'lclé%r&(’l,ﬁ tindGushy tratShhitS A oRinG ey { Showing
preRecifies & systemEode (00001 S8nissBolling dhe 10 &alith 1rtsipRRikBYIG.

placing the IC card 1 that is compatible with the IC card system with the
1Z%bove system code within the communication range of the reader/writer

4, thjdg1 rd 1 receives 58 the above polling request and transmits a

polling response to the reader/writer 4 (step S10). [0118]

Use of the IC card 1 refers to the process in which, by

passing the IC card 1 within the communication range of the
reader/writer 4 of the service providing company device 3, the IC card
1 and the service providing company device 3 can transmit and receive
predetermined data, and a specific service is delivered to a user using
non-contact communication. When the IC card 1 is used, as explained
in more detail below, after the reader/writer 4 has captured the IC card
1 using polling (step S1 to step 810}, the reader/writer 4 and the IC
card 1 perform mutual authentication and encrypt a communication
path (step S20 to step S50). After that, the reader/writer 4 and the IC
card 1 exchange predetermined commands and data relating to the
service (step S60 to step S70).
[0117]

More specifically, as shown in FIG. 12, first the
reader/writer 4, in order to capture the IC card 1, continuously
transmits a polling request that specifies a system code “Ox0001,” thus
polling the IC card 1 (step S1). By placing the IC card 1 that is
compatible with the IC card system with the above system code within

the communication range of the reader/writer 4, the IC card 1 receives



Next, when the reader/writer 4 receives the polling response from the IC
card 1, it creates an authentication message 1 request and transmits the
request to the IC card 1 (step S20). The authentication message 1
request specifies an identifier for the encryption algorithm A to be used,
and a service identification code "1@&#". When the IC card 1 receives the
authentication message 1 request from the reader/writer 4, it creates an

th@UHIRRHCE BHiHl%S? e$t'ESRANSEA M@d%t%[ﬁ OB HHR to the
reader/writer 4 (step S30). [0119] Further, when reader/writer 4
readegivesitive adtentiadfbn message 1 response from the IC card 1, it
creaté authentication message 2 request using the encryption
algorithm A and transmits the request to the IC card 1 (step S40). When
the IC cardNkxecewés:the Guthenticidiohamassage Zmessfrdﬁmethqaolling

reader/writer 4, jt creates an authentication message 2 re onse and
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data read request from the memory 30. Then, the 59 IC card 1 encrypts
the réhbi&er data using the above-described session key and transmits

the encrypted, pges.dafa i thedqaderdyyiteri @ {feRaAlks the

authentication message 1 response from the IC card 1, it creates an
authentication message 2 request using the encryption algorithm A
and transmits the request to the IC card 1 (step S40). When the IC
card 1 receives the authentication message 2 request from the
reader/writer 4, it creates an authentication message 2 response and
transmits the response to the reader/writer 4 (step S50). As a result,
mutual authentication between the reader/writer 4 and the IC card 1
1s completed, and a session key is generated to encrypt the
communication path between the reader/writer 4 and the IC card 1.
(0120}

After that, the reader/writer 4 uses the above-described
session key to encrypt a predetermined command necessary to use the
service {a data read request, for example} and transmits the request to
the IC card 1 (step 860). When the IC card 1 receives the data read
request from the reader/writer 4, it uses the above-described session
key to decrypt the encrypted data read request, and reads the user

data specified in the data read request from the memory 30. Then, the



[0121] Next, the above-described processes step S10 to step S70 of FIG.
12 will be explained in more detail with reference to FIG. 13 to FIG. 19.
[0122] First, the IC card 1 polling response process (the process at step
S10in FIG. 12) will be explained with reference to FIG. 13. [0123] As
shown in FIG. 13, when the IC card gds passed over the reader/writer 4
of the service providing company device 3, the IC card 1 receives a polling
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- the logical file structure portion 33 (step S 12). The IC card 1 stores the
4 r%l inition information 110 for one, or two or more IC card systems
with syhigh the IC card 1 is compatible in the logical file structure portion
33, and the system definition information 110 includes the system codes

indicating tREEKS,card alysusnitcsonihedasraeessr plise abbydo step 570
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corresponding to the system code does not exist, the process performs

Fléh é@or termination and does not respond to the reader/writer 4 (step
S14). On the other hand, if the system definition information 110
corre@r}%ing to the system code does exist, the IC card 1 is compatible

with the IC ggrdisystemonitivthe spaeHicdssysiemscodechshisrapeottss
order to respond to the polling 60 request from the reader/writer 4, the IC
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a pol @wg]sponse (step S 13). The logic card identification information is
information’ that

As shown in FIG. 13, when the IC card 1 is passed over the
reader/writer 4 of the service providing company device 3, the IC card
1 receives a polling request from the reader/writer 4 (step S11). Next,
the IC card 1 determines whether or not the system definition
information 110 that stores the system code “Ox0001” specified by the
polling request exists in the logical file structure portion 33 (step S12).
The IC card 1 stores the system definition information 110 for one, or
two or more IC card systems with which the IC card 1 is compatible in
the logical file structure portion 33, and the system definition
information 110 includes the system codes indicating the IC card
systems.

[0124]

As a result of the above determination process, if the
system definition information 110 corresponding to the system code
does not exist, the process performs an error termination and does not
respond to the reader/writer 4 (step S14). On the other hand, if the
system definition information 110 corresponding to the system code
does exist, the IC card 1 is compatible with the IC card system with the

specified system code. In this case, in order to respond to the polling



includes the system number contained in the system definition
information 110 of the specified system code, and the IC card 1
identification information (card ID). In addition, at step S 13, the IC card 1
also returns to the reader/writer 4, as the polling response, identification
information that indicates the encrypgion type of the IC card system with
which the IC card 1 is compatible (hereinafter referred to as the
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identifier that is contained in the section definition information 120
subordinate to the system definition information 110 for the above-
described specified system code, and can thus determine the
encryption type with which the IC card 1 is compatible.

[0125]

Next, the authentication message 1 request process by the
reader/writer 4 (the process at step S20 in FIG. 12) will be explained
with reference to FIG. 14.

[0126]

As shown in FIG. 14, first, the reader/writer 4 receives the
above-described polling response from the IC card 1 {including the
logic card identification information and the encryption type ID) (step
S21). Next, the reader/writer 4, based on the encryption type 1D
contained in the polling response, specifies the encryption type to be
used in a subséquent authentication process (step S22). For example,
when the IC card 1 is only compatible with a single encryption

algorithm (DES, for example), the reader/writer 4 specifies the DES



example), the reader/writer 4 selects the encryption type in accordance
with appropriate selection conditions, such as selecting the encryption
type with which the reader/writer 4 itself is compatible, or selecting the
more reliable encryption type. [0127] Note that the example here
describes a case in which the readegAwnriter 4 determines the encryption
type with which the IC card 1 is compatible by the IC card 1 returning the
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However, the method for the reader/writer 4 to determine the
encryption type is not limited to this example, and may be, for example,
method (1) or method (2) described below.

[0128]

(1) An IC code that is unique to the IC chip on the IC card
1 is included in the polling response, and the reader/writer 4 can use
the IC code to determine which encryption type the responding IC card
1 is compatible with.

[0129]

(2) Alternatively, when the reader/writer 4 has been
switched from an old encryption method (DES) to a new encryption
method (AES), when it can be determined that all the IC cards 1 have
been switched to AES, it is not necessary to determine the encryption
type. However, it is not realistic to completely switch over the
encryption method of all of the IC cards 1 relating to an existing
specific service. Here, an option request may be added to the polling
request from the reader/writer 4, such that, if the IC card 1 uses the

old encryption method, it does not reply to the option request but if the



based on the presence or lack of response to the option request. [0130]
Returning to FIG. 14, next, the reader/writer 4 creates the authentication
message 1 request using the encryption algorithm specified at step S22
(step S23) and transmits the authentication message 1 request to the IC
card 1 (step S24). The authenticatiom2nessage 1 request includes a first
set of random numbers that are encrypted by the above-described
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request at step S23, the reader/writer 4 generates the first set of
random numbers and also creates the authentication key to perform
mutual authentication, and uses the authentication key to encrypt the
first set of random numbers.

0131]

As described above, the authentication key is generated
from a service key used in the service targeted for use and from the
card ID of the IC card 1. Using the authentication key, it is possible to
identify the service and the card to be used. When using a plurality of
services simultaneously, a degenerate key is created from a plurality of
the service keys, and the authentication key is generated from the
degenerate key and the card ID. For example, sometimes, when the
single IC card 1 is passed over the reader/writer 4, as well as reducing
the remaining balance (value) on the card for the transport ticket
service and electronic money service, a history management service is
used to write a usage history of the value (when, where and how much
was used etc.) onto the card. When a plurality of services is used in

this way, the degenerate key is generated as a key that combines a



request specifies the encryption algorithm to be used in the subsequent
authentication process (the identifier indicating the encryption type of the
specified encryption algorithm), and also specifies the service to be used
(the identification code for the specified service). In the example shown in
FIG. 12, the authentication message6 request includes the identifier
<algo_A> that identifies the specified encryption algorithm A, and the

pligeNtifcaian cQdey1Q08:fhat identifies the specified service. Note that a
plurality of services to be "used simultaneously can be specified using the

authéAtiéaion message 1 request. By receiving the authentication
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S32). In addition, the IC card 1 determines whether or not the logical file
uﬁmmm%ﬂ@y&%@@ specified using the authentication

message 1 request. By receiving the authentication message 1 request,
the IC card 1 can ascertain the encryption type to be used in the
subsequent processing, and the service to be used.

[0133]

Next, an authentication message 1 response process by
the IC card 1 (the process at step S30 in FIG. 12) will be explained with
reference to FIG. 15.

[0134]

As shown in FIG. 15, first, the IC card 1 receives the
authentication message 1 request from the reader/writer 4 (step S31).
When the authentication message 1 request is received, the IC card 1
extracts, from the authentication message 1 request, the identifier for
the encryption type specified by the reader/writer 4, and the
identification code for the service specified by the reader/writer 4.

[0135]

Next, by matching the encryption type identifier contained

in the section definition information 120 in the logical file structure

portion 33 with the identifier of the specified encryption type, the IC



card 1 itself includes the service definition information 150 of the
identification code for the specified service (step S33). When the IC card
1 is compatible with the specified encryption type and the service
definition information 150 of the service code for the specified service is
contained in the logical file structure§#brtion 33, the process advances to
step S34. In any other case, the process performs an error termination
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authentication portion 24 creates the authentication message 1 response
regipgnse {step S34). More specifically, the authentication key
generation portion 23 of the IC card 1, in the same way as the
reader/writer 4, creates the authentication key to perform mutual
authentication using the service key used for the service specified by
the reader/writer 4 (the service definition information 150 key), and
the card ID of the IC card 1. When a plurality of services are being
used simultaneously, a degenerate key is generated from a plurality of
the service keys, and the authentication key is generated from the
degenerate key and the card ID. Then, the mutual authentication
portion 24 uses the above-described generated authentication key
generated with the above-described specified encryption algorithm to
decrypt the first set of random numbers contained in the
authentication message 1 request received from the reader/writer 4,
and then once more encrypts the first set of random numbers using
the authentication key. In addition, the mutual authentication portion

24 of the IC card 1 newly generates a second set of random numbers,

and encrypts the second set of random numbers using the above-



contains the first set of random numbers encrypted with the above-
described authentication key, and the second set of random numbers
encrypted with the above-described authentication key, and returns the
authentication message 1 response to the reader/writer 4 (step S35).
[0137] After that, as the IC card 1 in#@8nal status, the mutual
authentication portion 24 of the IC card 1 stores the logic card
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receives a reset command from the reader/writer 4, the stored specified
the préfcisartRAtBE STAGIMBEB RS Befetedt WHSR SREAGINGA deltied
livered between the IC card 1 and the reader/writer 4, the IC card 1
receives a reset command from the reader/writer 4 to reset already stored
contéht.3[139] Next, an authentication message 2 request process by

e readeugie f (heRBEEST AP SIOR LG 2 b oD
augadervatiend jisstieceivestiicabpvadescrbat authenisationmessage
id%r{’?i?ﬁ:%rgisoen(ggeforsﬁggéglgtgjgeciﬁed by the reader/writer 4 {the system
number and the card ID) and the identification codes for the
encryption type and the service in a storage portion such as the
memory 30 {step S36). Hereinafter, the logic card identification
information and the encryption type and service identification codes
are referred to as “current authentication information.” The current
authentication mformation is identification information indicating the
encryption type and the service specified by the reader/writer 4.

[0138]

Note that, for example, when the power source to the IC
card 1 is interrupted, or when the IC card 1 receives a reset command
from the reader/writer 4, the stored specified current authentication
information is deleted. When changing a service delivered between the
IC card 1 and the reader/writer 4, the IC card 1 receives a reset
command from the reader/writer 4 to reset already stored content.

[0139]

Next, an authentication message 2 request process by the
reader/writer 4 (the process at step S40 in FIG. 12) will be explained
with reference to FIG. 16.



first set of random numbers and the encrypted second set of random
numbers) from the IC card 1 (step S41). Next, the reader/writer 4
determines whether or not the received authentication message 1
response is normal (step S42). If it is normal, the process advances to
step S43, and if it is not normal, the pBocess performs an error

termination (step S45). In the process to determine whether or not the
datagigiagsmal, the reader/writer 4 decrypts the first set of random
numLers that were re-encrypted by the IC card 1, and if the decrypted
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normal.
[0141]

Next, at step S43, the reader/writer 4, based on the
authentication message 1 response, creates data to be contained in the
authentication message 2 request (step S43). More specifically, the
reader/writer 4 uses the above-described authentication key generated
at step S23 with the above-described specified encryption algorithm to
decrypt the second set of random mnumbers contained in the
authentication message 1 response received from the IC card 1, and
then once more encrypts the second set of random numbers using the
authentication key. Then, the reader/writer 4 creates the
authentication message 2 request that contains the re-encrypted
second set of random numbers. Next, the reader/writer 4 transmits
the created authentication message 2 request to the IC card 1 along
with the above-described specified logic card identification information
and the encryption type (step S44).

[0142]



[0143] As shown in FIG. 17, the IC card 1 first receives the above-
described authentication message 2 request (including the re- encrypted
second set of random numbers) from the reader/writer 4, along with the
specified logic card identification information and the encryption type
(step S51). [0144] Next, the IC card &&etermines whether or not the
above- described specified logic card identification information and the
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is normal (step S53). If, as a result of these determinations, the logic card
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authentication message 2 request is normal, the IC card 1 decrypts the
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matches the second set of random numbers initially generated by the IC
engafpliohdxdata ssepeteriined to be normal. [0145] Next, at step S54, the

mutyal au entication portion 24 of the IC card 1 creates an

auth n%ica lon message 2 response using the 68 encryption type

specified byNihe readerviietid](stepSdhckhe adthentication thesspoed2
response is a message notifyirl}[%the, reader/writer 4 that mutual

deéﬁfﬁ@ﬁﬂc%%ﬁf?é&ﬂ%l@t@?ﬁ% @ﬂ%@ca‘tmn information and the

encryption type are the same as the logic card identification
mnformation and the encryption type in the current authentication
information stored at the above-described step S36 (step S52). In
addition, the IC card 1 determines whether or not the received
authentication message 2 request is normal (step S53). If, as a result
of these determinations, the logic card identification information and
the encryption type are the same, and the authentication message 2
request is normal, the process advances to step 854, and if there is an
abnormality, the process performs an error termination (step S58). In
the process to determine whether or not the authentication message 2
request is normal, the IC card 1 decrypts the second set of random
numbers that were re-encrypted by the reader/writer 4 and if the
decrypted second set of random numbers matches the second set of
random numbers initially generated by the IC card 1, the data is
determined to be normal.
[0145]
Next, at step 554, the mutual authentication portion 24 of

the IC card 1 creates an authentication message 2 response using the



the IC card 1 internal status, the mutual authentication portion 24 stores
information indicating that mutual authentication with the reader/writer 4 is
complete in a storage portion, such as the memory 30 (step S55). [0146]
Next, the communication path encryption portion 25 of the I1C card 1
stores the key (the session key) genégted during the above- described
mutual authentication from step S20 to step S53 as a communication
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communication. After that, the IC card T uses the session key to encrypt
3Qnstamhemibation message 2 response created at step S54, and then
transpg%gLe response to the reader/writer 4 (step S57). [0147] Next, a
data read request process by the reader/writer 4 (the process at step S60
in FIG. 12) Witthie eéxplaimachwiticeferancetio diGy1Riddla8F68nABS of the
shown ip FIG. 18, the reader/writer 4 first receives the apove-described
LG ishtlo SHOHFAREBE? O ORES Ok B, RERGHA L e 861, Reskove-
ddBerieaderhutiter4 daierpingsavhgtherannqiithe serpived guthenysationy a

message 2 response can be decrypted using o
communication path encryption key, performs communication path

encryption in accordance with the above-described specified encryption
type and performs data communication with the reader/writer 4 {(step
S56). Here, the session key is generated from the first set of random
numbers and the second set of random numbers that are mutually
checked between the reader/writer 4 and the IC card 1 through the
above-described mutual authentication. Also, the communication path
encryption key is the key used to encrypt data transmitted and
received (on the communication path) between the reader/writer 4 and
the IC card 1 by non-contact communication. After that, the IC card 1
uses the session key to encrypt the authentication message 2 response
created at step S54, and then transmits the response to the
reader/writer 4 (step S57).

[0147]

Next, a data read request process by the reader/writer 4

(the process at step S60 in FIG. 12} will be explained with reference to
FIG. 18.

[0148]



the above-described session key (step S62). As a result, if the response
can be decrypted, the process advances to step S63. If the response
cannot be decrypted, the reader/writer 4 creates error information as a
read request (step S65). [0149] Next at step 563, the reader/writer 4
creates a data read request (step S63). The data read request is a
command that requests user data stored in the IC card 1 relating to a

specific seryice to,Re rEaghdruitRerBe saare!/ whit 44888 (heceives the
above-described session key to encrypt the data read request created at
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It the data read request can be decrypted, the process advances to step
573,[@dd#lit cannot be decrypted, the process performs an error
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S73). Further, the IC card 1, based on the current authentication
usgksimisieesed the IC card 1 relating to a specific service to be read.
Further, the reader/writer 4 uses the above-described session key to
encrypt the data read request created at step S63, and transmits the
encrypted request to the IC card 1 (step S64). On the other hand, if it
is determined at step 862 that the response cannot be decrypted, the
reader/writer 4 transmits the error information created at the above-
described step S65 as the data read request (step 564).

[0150]

Next, a data read process by the IC card 1 (the process at

step 870 in FIG. 12) will be explained with reference to FIG. 19.
[0151]

As shown in FIG. 19, the IC card 1 first receives the above-
described data read request from the reader/writer 4 (step S71). Next,
the IC card 1 determines whether or not the received data read request
can be decrypted using the above-described session key {(step 572). As
a result, if the data read request can be decrypted, the process
advances to step S73, and if it cannot be decrypted, the process
performs an error termination (step S76).

[0152]



at the above-described step S36, reads user data from the logical file
structure portion 33 and creates a data read response that contains the
user data (step S74). The destination for the read user data is determined
by a value specified by the service identification code contained in the
current authentication information. Afi@r that, the IC card 1 encrypts the
created data read response using the above- described session key and

transmits it f-theaieadgy/witsr vhistepcasa) 1 QdrBlihbadrrrsSlescribed

sequence between the IC card 1 and the reader/writer 4 when the IC card
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de?ﬁg\lfc & £d AU 15000 CRARAIDIE WL es@flf@%%ﬂ%ﬂ%&her,

nin FIG. 10, and access to the IC card 1D that is co e with
ththéCenearyptiorbatgdrittmis & cB e Cesdvem cBiB 8 is foerformed asimgd

the same seguence as descrjhed aboye and shown in FIG, 12. [0154)..
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example, the reader/writer 4 is already compatible with the encryption

thgginhAaia GBSl theeudertinetiopdendhemadoiscridate is
de\feﬁﬁ{yn%fc?awp@&ﬁl@'%/g@m@d gxappes dbisassumed i thatserme

users use the IC card 1A that is only compatible with the encryption
cogltporthehin, thisileworiel et ¢lREChSIOT taker B iR is AihRr dbmpatibtelC

with.the encryption algorithm B. Meanwhile, som r IC.card
e Ao Al RN ISR MR Mt
desneiipiib neaigriithive B shdwraindaE sSitEvethin rdadechvertase} fistaphs75).
polling response (step S 13) from the IC card 1 that is passed over the
read /}z\ﬁé’lr 4, the reader/writer 4 can acquire the encryption type with

which the IG-gard dissspgathied Wethee@RaNBlen &yRE thaliisiheirg
reg?i%?"/ I\Qfggzglf: 28\?\71:?;1?%1'5 I%Jarga%cl:l) Eh?st Ilised is explained above with
reference to FIG. 12 to FIG. 19. Access to the IC card 1A that is only
compatible with the encryption algorithm A shown in FIG. 10, and
access to the IC card 1D that is compatible with the encryption
algorithms A, B and C shown in FIG. 8 is performed using the same
sequence as described above and shown in FIG. 12.

[0154]

Moreover, when a service providing company switches the
encryption algorithm, such as updating the encryption algorithm from
B to A, for example, the reader/writer 4 is already compatible with the
encryption algorithms A and B, while the user’s IC card 1 is compatible
with a variety of encryption algorithms. For example, it is assumed
that some users use the IC card 1A that is only compatible with the
encryption algorithm A, while some users use the IC card 1B that i1s
only compatible with the encryption algorithm B. Meanwhile, some

users use the IC card 1D that is compatible with both the encryption
algorithm A and the encryption algorithm B shown in FIG. 8 Even in



compatible with both the encryption algorithms A and B). In this way, In
the authentication process etc. from step S20 onwards, the reader/writer
4 can determine whether to use either the encryption algorithm A or the
encryption algorithm B to transmit data. [01551 In the above way, in the
present embodiment, when using thg1lC card 1, the encryption type with
which the IC card 1 is compatible is notified from the IC card 1 to the

sUGRIEENEEC 4 AN dNSolE R dRRE DR [ERASH/ WIS 4 REHOM card 1
encryption, in accordance with the encryption type, for the mutual

thatitisepéisatidnoproddss reasl cofmmiinic dtidipataeiseryptivie prbcess arghiire

rocesses. using the service, Accordingly, it.is, possible to assign t
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enapdeach SeswichalFds éxdmpleswdthithel€ casd bthakidCampatitle Wikt is
both the representative encryption algorithm A (AES) and the non- .
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in QR YREBI-AlgRHIFhCarBedssetbiaRaHa Jaia commupisatign. For
that reason, the IC card 1 can use the DES encryption algontﬁm to

repebwWidEra topamuiitationnsity isdheadermataider thseeviesy®tinat

' 0 tj i LYRIQE o nwhile, the
A e R e, A to
perfdth data communication with the reader/writer 4 of a service A that is

compatible ithpthe ncryption algorithm A (AES). The.IC card 1 can .
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relation to IC card systems. 72 [0156] 5. Structure and encryption of

copiriplisidrmrishet somohe Rie cosbio tHecigsangnnverieition 80d
th@'(?@rctgrﬁlq"@@%qj@&f@rmﬂter 4 perform encryption, in

accordance with the encryption type, for the mutual authentication
process, the communication path encryption process and processes
using the service. Accordingly, it is possible to assign the preferable
use of different encryption methods for each of the IC cards 1 and each
service. For example, with the IC card 1 that is compatible with both
the representative encryption algorithm A (AES) and the non-
representative encryption algorithm B (DES), either the AES or the
DES encryption algorithm can be used to perform data communication.
For that reason, the IC card 1 can use the DES encryption algorithm to
perform data communication with the reader/writer 4 for a service B
that is only compatible with the encryption algorithm B (DES]).
Meanwhile, the IC card 1 can also use the more reliable AES
encryption algorithm to perform data communication with the
reader/writer 4 of a service A that is compatible with the encryption
algorithm A (AES). The IC card 1 can therefore flexibly be compatible
with a plurality of encryption algorithms and can also perform smooth

switching of encryption algorithms in relation to IC card systems.



present embodiment will be explained in more detail with reference to
FIG. 20 to FIG. 23. [0157] As explained above, the issuing device 5
delivers the issuing information 60 to the IC card 1 in order for the IC card
1 to issue definition information. The issuing information 60 is, for
example, the system issuing informatin or the section issuing
information. The system issuing information is information used to issue
the ngwdE card system definition information in the IC card 1. For
example, in the example of the logical file structure portion 33 shown in
FIG. 8, the 8yStemessumgiicrpranaiienntdrinationd betprenador thd G-
Qéégtgfg}Q?%wition information 110B, the section definition information
120 the area 0 definition information 130C corresponding to the
new Nex@rtheysemi By Qnidnemeathen Ehdr¢her sediidh. i§§uEnginfomgatiobhe

is infor%o%used to isﬁ:ije the efiniti(a)n informaéio iorr on ingnto "
PTRERE R SH A Grim St GRB AT d ™ S ek EMple Th HE Sxampie
Fiof the lagiegdfile structure portion 33 shown in FIG. 8, the section issuing

information is information used to issue the section definition information
1208%hei%the area 0 definition information 130B that correspond to the

new encryplign-aigariig B,and [hat g sHbe'dinAte 19 haeisinge

system definition information 110A. [0158] 1. System issuing information
isFirstzan ipreratioronitbélgivéh oy stdm selindmrehadonarg 1 to
._according.to the present embadiment, and a process, 10 encrypt and 73
S e et e TR L
exklGpld) ahd BiGtcth. iskmidg isforexplanatorythngeart shdwsngrike
. structure of the system issuing.information 70 according to the present
InRRRHARNt A SYE1ER PRtEREdE m%ﬁawih?glaalé&@géé@ﬁﬁﬁ% to

issue the new IC card system definition information in the IC card 1.
For example, in the example of the logical file structure portion 33
shown in FIG. 8, the system issuing information is information used to
issue the system definition information 110B, the section definition
information 120C and the area 0 definition information 130C
corresponding to the new IC card system B. On the other hand, the
section issuing information is information used to issue the definition
information corresponding to new encryption algorithms in the IC card
1. For example, in the example of the logical file structure portion 33
shown in FIG. 8, the section issuing information is information used to
issue the section definition information 120B and the area 0 definition
information 130B that correspond to the new encryption algorithm B
and that are subordinate to the existing system definition information
110A.

[0158]

I. System issuing information
First, an explanation will be given of system issuing information

70 according to the present embodiment, and a process to encrypt and



encryption and decryption of the system issuing information 70 by the
issuing device 5 and the IC card 1 according to the present embodiment.
[0159] As shown in FIG. 20, the system issuing information 70 includes
the following setting items: the system definition information 110 for the
IC card system newly issued in the I@3xard 1; the representative section
section definition information 120 that belongs to the system definition

CHQE@{%@H%?@“&FH%% Agefition ie %&%ﬁ?%ﬁ%ﬂﬁ'%%&%w

the section nition information 120. M ically, the system
toigding (hfona dtidh. 701indRiGe 2D es systerpkay aersjodjdessysdmkiyg the
the syste de, a first padding, a first check cade, an area Q ke
ST A0 et K 0 HEAD I G BreArt o cotat R HBrGsent
erpbddingeand RigRCONdisheg cede. dintedhatdhewing plederiessite the:

key contained in the area 0 definition information 130 shown in FIG. 8.
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1581281 dR618I09e PieR) RYQCAIg T 19 16, Ra.0 delution.apea. [0160] In

addition, the system issuing information 70 is encrypted in two layers
erpbip@imertipes of authorization key, a first authorization key 72 and a
seco %Lé}i:orization key 74 (these correspond to the authorization key
62 shown'in FIG. 6). At that time, given the scope of the encrypted
information Azs tyhevwesyatéiGsinglinfesmationi8Ai g dradypeaBieysrem

. issuing information, 70B exist. In the type A system jssuing information
g G i I‘E’éﬁ&%?/%(%}%ib‘}‘?,% e%&m@&%&m@ﬁ%%@m

1 terfirstipadding And jRedrsheheckisededars eneneted singdhe first
reauthorizatip‘? key 72. Additipnalgl, the encrypted information, the area 0

REG SRPSRIY ehecsfeerodesivRedalimtssrnvinlockacdionalétPiohing bedargs
tot@ﬁégﬁg@glﬁ%%t?&q H€ormation 1 10; and the area 0 definition
information 130 that belongs to the section definition information 120.
More specifically, the system issuing information 70 includes the
system key version, the system key, the system code, a first padding, a
first check code, an area 0 key version, an area 0 key, the number of
area O allocated blocks, a second padding, and a second check code.
Note that the area O key refers to the key contained in the area 0
definition information 130 shown in FIG. 8. The number of area 0
allocated blocks refers to the number of blocks (the size of the storage
area} allocated to the area O definition area,

[0160]

In addition, the system issuing information 70 is encrypted in
two layers using two types of authorization key, a first authorization
key 72 and a second authorization key 74 (these correspond to the
authorization key 62 shown in FIG. 6). At that time, given the scope of
the encrypted information, a type A system issuing information 70A
and a type B system issuing information 70B exist. In the type A

system issuing information 70A, first, the system key version, the



second check code are then encrypted using the second authorization
key 74. Meanwhile, in the type B system issuing information 70B, the
system key version, the system key, the system code, the area 0 key
version, the area 0 key, the first padding and the first check code are
encrypted using the first authorization4ey 72. In addition, the encrypted
information, the number of blocks allocated to the area O, the second

sy@@él@'i'l@e?[“ﬁ'ﬂ@%?@ﬁ&ﬁdc@&%%ktﬁ%dﬁzﬂep@&ai%%%é%@Qt@%é@ﬁ%e
authorization key 74. [01611 Here, the first authorization key 72 is the
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the reference numeral 74 in FIG. 24, to be explained later. Also, the
SYrdrasbATativEsietdh SshBls B dERY dERRifidR intBrAndonthgoarea O key

vesQiEesPand %%é?dﬁ%e@?%ﬁ%‘?ﬁ%@@&@d&%%ﬁ%&%¥%‘%@@rcXHI%BR aBabade
(the first encryption method, for example, AES) and the definition
erigfyipiatdonssngdiainfirs tauhhesetivnatefision2nfémediditiaz0tihe the
resent embodiment, the "area 0.key of the representative , section of t
e e R B S 8 o PSS SRR SRR
theystemrigspingdiferamatiohZGtarcthe K eakd dodiehiledthe cisystenyissiing
authorization key" is used as.the second authorization 75 key 74 in the
ULy MGSEiRG ?c}llﬁ%&mﬁafﬁjf&rktﬁ% fibbile terminal 2. The reason for

_this _if(ﬁ)@iqtined below. [0162] In the process of encrypting the system

Seuing Here, the first authorization key 72 is the “division
authorization key” that indicates the division authorization of the
system in the IC card 1. The second authorization key 74 is a “key for
the representative section area O definition information 130 belonging
to the system number O system definition information 110” (hereinafter
referred to as an “area 0 key of the representative section of the system
number 07), or the “system issuing authorization key.” The “system 0
representative section area 0 key” is, for example, the key indicated by
the reference numeral 74 in FIG. 24, to be explained later. Also, the
representative section is the section definition information 120
corresponding to the above-described representative encryption
method (the first encryption method, for example, AES) and the
definition information subordinate to the section definition information
120. In the present embodiment, the “area 0 key of the representative
section of the system number 0” is used as the second authorization
key 74 in the system issuing information 70 for the IC card 1, while the

“system issuing authorization key” is used as the second authorization



information 70, the owner of the "division authorization key" 72 is
sometimes different from the owner of the "area 0 key of the
representative section of the system number 0" or the "system issuing
authorization key" 74. For that reason, transmission and reception of the
system issuing information 70 occurg between the two owners. In this
type of case, it is necessary for each of the respective owners to be in

keﬁfé&eﬁ He0d FRE- Y RANAALOThIEYS: 44 SR (AP 1A3] Bk asshamaim.

. 21, the issuing device 5 is divided into the "division authorization key
ThewresrsdinstessUing ideskid B e dalessystem 0 representative section

area gfgé] or "system issuing authorization key" owner second issuing
device 5B, and the system issuing information 70 is encrypted in two

layers. [0164] Ascshowre#rs i 1R2irthe sy stbm sgstg irfeormation 70 is

: ted by the issuing device 5A and the issuing device 513, ysing. th
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The IC card 1 decrypts the encrypted system issuing information 75 using
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above-described first and second check codes. [0165] More specifically,
thiirsty sherfirstsssnipgrdevive BASdS deeUistmitorization ey g thes. In
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in(plepsS86n iNeXttlieeasatandzssiinok eleyize BMdses.the second
authorizatign key 74 (the "area 0 key of the representative section of the
syst 1Qthber 0" or the "system issuing authorization key") to further

encrypt the QQVSIDRARREIYRIEERYSEEM the issuing device 5 is divided
into the “division authorization key owner” first issuing device 5A and
the “system O representative section area 0 key” or “system issuing
authorization key” owner second 1ssuing device 5B, and the system
issuing information 70 is encrypted in two layers.
[0164]

As shown in FIG. 21, the system issuing information 70 is
encrypted by the issuing device 5A and the issuing device 5B, using
the authorization key 72 and the authorization key 74, respectively.
Encrypted system issuing information 75 is delivered to the IC card 1.
The IC card 1 decrypts the encrypted system issuing information 75
using the authorization keys 72 and 74 that are securely stored in the
IC card 1, and checks the integrity of the system issuing information
70 using the above-described first and second check codes.

[0165]

More specifically, first, the first issuing device 5A uses the

first authorization key 72 (the division authorization key) to encrypt the

system issuing information 70 and generates provisional encrypted



issuing information 73 and generate the encrypted system issuing
information 75 (step S81). Note that in both steps of the two layer
encryption (step S80 and step S81), the system 0 representative
encryption type encryption algorithm (namely the representative
encryption method) is used. Note alsthat the system O refers to the IC
card system corresponding to the system definition information 120
sysssigriedtitesystormiiiaeer 8 ik tbp KBCardNeiQ] 6hkAdditntals Uing
accordance with the above, a two layer. decryption process is Berformed
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information decryption portion 27 uses the first authorization key 72 (the
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and thus acquires the original’system issuing information 70 (step S83).
asAighathithe, systissuingrirfornthiionlde dfyptionl pbrtion 27 uses the first
chec (i%jfﬁ (already 77 decrypted) that is contained in the decrypted
system’issuing information 70 to check the integrity of the system issuing
information A€Q1if@d6H211y, in accordance with the above, a two layer

decryption process is performed in the IC card 1. In other words, first,
the IC card 1 issuing information decryption portion 27 uses the
second authorization key 74 (the “area 0 key of the representative
section of the system number 0” or the “system issuing authorization
key”) that is securely stored in the memory 30, to decrypt the
encrypted system issuing information 75, and thus acquires the
provisional encrypted system issuing information 73 (step S82). At
that time, the issuing information decryption portion 27 uses the
second check code {already decrypted) that is contained in the
provisional encrypted system issuing information 73 to check the
integrity of the provisional encrypted system issuing information 73.
Next, the issuing information decryption portion 27 uses the first
authorization key 72 {the division authorization key) that is securely
stored in the memory 30 to further decrypt the provisional encrypted
system issuing information 73, and thus acquires the original system
issuing information 70 {step S83). At that time, the issuing

information decryption portion 27 uses the first check code (already



Note that in both the steps of the two layer decryption process (step S82
and step S83), the representative encryption type encryption algorithm
(namely the representative encryption method) is used. Also, the integrity
checks on the system issuing information 70 and the encrypted system
issuing information 75 are, for examplé, achieved by "CBC-MAC" using
the above-described first and second check codes. [0168] As explained
deabopecdithhieterencataibks 20 dndddE2iedisingtthe twouimpes of

. encryption authorization keys 72 and 74 to._ perform two layer encryption.
mn E’&é&%ﬁ t8f‘ﬁ?&%@sﬁ%ﬁﬁ%&‘%ﬁﬁ&ﬁ%Fﬁ%ﬁﬁ%ﬂ%%&%gﬁfbéﬁmmn

7owith a variety of IC card system business types (for example, when the
owner of the authorization key 72 is different to the owner of the
authd?iz&tfon key 74 and so on). Examples of the business type will now

be explainel, (01491 For XABIE. 1 & o0mahBysiess Pg. 1S I 6ard

system owned by the IC car e service providing ¢ any
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in the IC card 1. Jn thi he authority to determine th berof . .
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ticket card system of a given railway 78 corporation is the IC card system
chgith tredsyistem number 0 (hereinafter referred to as the "system 0"), and

the rﬁ} corporation is the IC card 1 issuer, the "issuer,"” the "system 0

administrator” and the "area O key owner" are the same entity (namely

the railway As explained above with reference to FIG. 20 and FIG. 21,

using the two types of encryption authorization keys 72 and 74 to
perform two layer encryption and decryption of the system issuing
information 70 allows compatibility with a variety of IC card system
business types (for example, when the owner of the authorization key
72 is different to the owner of the authorization key 74 and so on).
Examples of the business type will now be explained.

[0169]

For example, in a normal business type, the IC card
system owned by the IC card 1 issuer (the service providing company
that issues the IC card 1) is the IC card system with the system
number 0 in the IC card 1. In this case, the authority to determine the
number of storage area blocks allocated to a newly issued system is
the authority of the issuer, and it is therefore not problematic for the
above-described authorization key 74 to be the “area 0 key of the
representative section of the system number 0.” This is because a
“system O administrator” and the “area 0 key owner” are the same. For

example, when a transport ticket card system of a given railway



corporation). [0170] On the other hand, in a case where the
above-described IC card portion 8 is packaged in the mobile terminal 2, a
variety of service providing companies jointly use the mobile terminal 2,
and there are cases where the system 0 authority is held by an operator
of a common area. In this case, by J§ng the authority of the common
area operator in the system 0 to issue the area definition area and the
cosporigeotefmition Bleenialr epsteservitd pioyiding@ompamb@ach service
providing conz}pany can respecfively delivgr each service, However, the
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is exampleathe MrkietelerhongscriFierheselara e QuRenkiBeor” and
system 0 area 0 key (’t?he common area operator) and the owner of the

they <Epa i9skifti GHMITItR (e Capaencpa difete ptpit dbestaibtass this,
COW&}QE "area 0 key owner" and the "system 0 administrator” are
fferent, It is problematic to use the above-described second
authiiizabipn key 74 as the "area 0 key of the representative section of

the system number 0. Here, it is.necessary for the second authorizatio
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information 80 according to the present embodiment, and a process to
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deémbdsimenta for each service providing company, each service
providing company can respectively deliver each service. However, the
authority to newly issue a system in the mobile terminal 2 is held by,
for example, the mobile telephone carrier. Therefore, the owner of the
system O area O key {the common area operator) and the owner of the
system issuing authority (the carrier) are different. In cases such as
this, where the “area 0 key owner” and the “system 0 administrator”
are different, it is problematic to use the above-described second
authorization key 74 as the “area O key of the representative section of
the system number 0.” Here, it is necessary for the second
authorization key 74 to be the “system authorization key.”

[0171]

II. Section issuing information

Next, an explanation will be given of section issuing information
80 according to the present embodiment, and a process to encrypt and
check the integrity of the section issuing information 80, with reference
to FIG. 22 and FIG. 23. FIG. 22 is an explanatory diagram showing the

structure of the section issuing information 80 according to the



[0172] As shown in FIG. 22, the section issuing information 80 includes
the following setting items: the section definition information 120 to be
newly issued in the IC card 1 and the area 0 definition information 130
that belongs to the section definition information 120. More specifically,
the section issuing information 80 iné¢®ides the encryption type identifier,
the system key version, the system key, the area O key version, the area

proden arppddngeathiricherk sodepntaniebbrahecerim Naie that
the encryption type identifier is identification information indicating the
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number of blocks allocated to the area O are the same as explain
emdfedénunto FIG. 20. [0173] In addition, the section issuing information 80
is eiﬁwﬁd in two layers using a third authorization key 82 and a fourth
authorization key 84 (these correspond to the authorization key 62 shown

in FIG. 6). Meretspecifigalifidn U shetigrcissuirigdoformatienrdatithe 80

. encryption type identifier, the system key version, the system key, the .
ing EQ@M@%&%&@&F@&@ ke dpadmng An et iRt

1 enyRied iR teihird auhedzation key @e Maddiinihgon

. encrypted information and the fourth check code are then encrypted
infpyimpiietold® Hutiopcktimskey e seTrgrHaedinkaaniia Emszaroh20.
Is:the Tkey. represeniative section.ar initi
e T LTS, e AR e o
ertbeypxistingy e ddrehsiStemt Hargestdifokeggistiation (haremafterndteyredhe
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folpgisteationtargR!. Note that the encryption type identifier is

identification information indicating the encryption method (encryption

algorithm) with which the newly issued section definition information

120 is compatible. The area O key and the number of blocks allocated

to the area 0 are the same as explained with reference to ¥IG. 20.
{0173]

In addition, the section issuing information 80 is
encrypted in two layers using a third authorization key 82 and a fourth
authorization key 84 (these correspond fo the authorization key 62
shown in FIG. 6). More specifically, in the section issuing information
80, the encryption type identifier, the system key version, the system
key, the area O key version, the area 0 key, the padding and the third
check code are encrypted using the third authorization key 82. In
addition, the encrypted information and the fourth check code are then
encrypted using the fourth authorization key 84.

[0174]
Here, the third authorization key 82 is the “key for the

representative section area 0 definition information 130 belonging to



system" mentioned here is, for example, the key indicated by the
reference numerals 82A and 82B shown in FIG. 24, to be explained later.
Also, the fourth authorization key 84 is the "system key for the
representative section section definition information 120 belonging to the
system definition information 110 for&fie above-described registration
system (hereinafter referred to as the "system key of the representative
theegHaRof NgiseaieD esialionlargel sysiemxidha o leisialia stem
system representative section system key" mentioned here s, for™
taggeepliotis ejintieatdacsyinelterereiee ol riistBaA rasis aign
ElG A DML A8 AONIT G B e ST S 0B aoe 804
S e e tre by b FeScian e (b SS90 Sthe
“aseAh0rization Heys&2randi84 tard sncigpted shetimpissuirigpinfamgation
85 is then delivered,to the IC.card 1. The IC card 1 .degcrypts the
Sy Sl RO ARG R Bl uEhiG K50 EOCALE 85 82
refiidBdethai e sRC @Rl stofegimtbndwrard ticanmcherks tednegedy

of the section issuina}information 80 using the above-described check
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key) to encrypt the section issuing information 80 (step S90). In
thadgigoemnisieissiingdeviesaises therdartiilze thiorivatidnskeyted (the

_system. key of the representative section of the sectiqn registration et
r T e e A PE oA R Aot B b F e e
repsingiite thisdsautiorizafionkeyBZoantegaitetate thea anaryied 8€6tionhe
._Issuing information 85 (step S91), Note that both steps of the two layer
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is Fepreseniaiiue eReRIOTHRG BREMPUPR reference numerals 84A and
84B in FIG. 24.
[0175]

H

As shown in FIG. 23, the section issuing information 80 is
encrypted in two layers by the issuing device 5, using the two
authorization keys 82 and 84, and encrypted section issuing
information 85 is then delivered to the IC card 1. The IC card 1
decrypts the encrypted section issuing information 85 using the
authorization keys 82 and 84 that are securely stored in the IC card 1,
and checks the integrity of the section issuing information 80 using the
above-described check codes.

[0176]

More specifically, first, the issuing device 5 uses the third
authorization key 82 {the registration system representative section
area O key) to encrypt the section issuing information 80 (step S90). In
addition,'the issuing device 5 uses the fourth authorization key 84 {the
system key of the representative section of the section registration

target system) to further encrypt the section issuing information 80



algorithm for the registration system (namely, the representative
encryption method). [0177] Additionally, in accordance with the above, a
two layer decryption process is performed in the IC card 1. In other
words, first, the issuing information decryption portion 27 of the IC card 1
uses the fourth authorization key 84gthe system key of the representative
section of the section registration target system) that is securely stored in

: ryat r iapnissuing inf tign. 85

e B Y B oE e e
engseptied ferrtiochackidngda tdtready idecBipied) th86is)coMatredint theh

encrypted sectign issuing information 85 to check integrity of
SRt SR GG T MO BN GRS SR Pl ke
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of the representative section of the section re%istration target system) that
algosiire P d HRtHE RIEOROPY SETB fiinkas vethgpteneceaptae
er@é}%gﬁ@g ﬁﬁsgggg'&s_suing information 85, and thus acquires the original

section issuing information 80 (step S93). At that time, the issuing
infordfkidnl decryption portion 27 uses the third check code (already

decrypted) that,is.contained in the decrypted tion.issuing information
30 10 chock T T o e S S SR N b K 768 Kot
ddbayintibaliptbesiefs pliifertwe dnjerttedyptan] grodess (stepxotiandirst,

step S93), the system 0 representative encryption type encryption
th&@%ﬁkﬁﬁ&h%fﬂ@@%ﬂ&%ﬁ%%@ﬁﬁﬁ%@tm Bn%ﬁﬁ@t%d"ﬁg%e’dses the

fofls, Heriienti shacks 8n IR SeGiea issuing informaliondo, andJbe
decrypted encrypted section issuing information 85 are, for example,
sostHevel Bie"eRUMATEIKIff iR tabave veembthalrdanecatril stored

inct}?gﬁr?&%%% 30, to decrypt the encrypted section issuing information
85 (step S92). At that time, the issuing information decryption portion
277 uses the fourth check code (already decrypted) that is contained in
the encrypted section issuing information 85 to check the integrity of
the encrypted section issuing information 85. Next, the issuing
information decryption portion 27 uses the third authorization key 82
(the area O key of the representative section of the section registration
target system] that is securely stored in the memory 30 to further
decrypt the decrypted encrypted section issuing information 85, and
thus acquires the original section issuing information 80 (step S93). At
that time, the issuing information decryption portion 27 uses the third
check code {already decrypted) that is contained in the decrypted
section issuing information 80 to check the integrity of the section
issuing information 80.
[0178]

Note that in both the steps of the two layer decryption

process (step S92 and step S93), the system O representative

encryption type encryption algorithm (namely the representative



[0179] In this way, the system issuing information 70 or the section
issuing information 80 are encrypted and decrypted using the
authorization keys 72 and 73 or the authorization keys 82 and 83, in
accordance with the registration system representative section encryption
algorithm (namely, the representativ@2ncryption method). [0180] 6.
Overview of definition information issuing process: FIG. 24 Next, the key

en@ﬂﬁﬁi%e&l@cﬂ,@&m@t&Q@cﬁh%‘1%6?_%H'%@HEE&H%”&%%”&A”&‘H@@&Q{M
60, and a definition information issuing process by the IC card 1
issiguegdinépronhé pre8énaerhibbdivientipticbecaxpianed wittieferesointg
- FIG, 24. FIG:24 is attern diagram_showing_a ifj ample of
o R e O  Har e (TG VA oo the
abdefinifiesciritesthatiarl 1208 and-1R b ecidhwthgical file structure portion
33 o{%&lj card 1 according to the present embodiment. [0181] 1.
Issui f9 ystem definition information First, an example will be

explained, ag shoWR Iy FiGe 24:d0-mhigh theo inearehh insyeadhs raw
system definition information 110B based on the above-described system
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integrity of the system issuing information 70. In the decryption and
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72 (tje@18ey authorization key) and the "area O key of the

6. Overview of definition information issuing process: FIG.
24
Next, the key that is used to decrypt and check the integrity of
the issuing information 60, and a definition information issuing
process by the IC card 1 according to the present embodiment will be
explained with reference to FIG. 24. FIG. 24 is a pattern diagram
showing a specific example of newly issuing the system definition
information 110B or the section definition information 1208 and 120D
in the logical file structure portion 33 of the IC card 1 according to the
present embodiment.
[0181]
[. Issuing of system definition information
First, an example will be explained, as shown in FIG. 24, in
which the IC card 1 issues the new system definition information 110B
based on the above-described system issuing information 70 shown in
FIG. 20 and the existing system definition information 110A.
[0182]
The IC card 1 decrypts the encrypted system issuing

information 75 acquired from the issuing device 5, and acquires the



representative section of the system number 0" or the "system issuing
authorization key" 74 (the second authorization key) shown in FIG. 24.
This system key 84A is a "key contained in the area 0 definition
information 130A belonging to the section definition information 120A for
the representative section of the exigtifig system definition information 1
10A (system number 0)." The keys 82A and 84A are the keys for the

syeferketagoritfnAatiiahis the Aystemdh rapresentatieh &nesyation
. method (AES, for example). [0183] After the decryg}ttqion and integrity
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definition information 120C and the area 0 definition information 130C,

keyaged( gretiie iy stethoiggaingrinkaymatioh 7oc dadaediskens ehithaof them
in_the corresponding_ definition areas, respectively. The values of each of
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70, and values calculated hy the management glformation issuing portion
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and the system key version for the section definition information 120C,
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issuing informatio out any change. On
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card 1. The syste %%b of the system definition information 11 OB is
Ny ;t]t?l% %‘%&%‘Qg@ a?é(]j eﬁ@f@%@l‘meer +1." In the example shown
in thgdiggas, the system number of the existing system definition

information 11 OA is "0" and i i
After the decryption and integrity check process, the IC

card 1 management information issuing portion 28 newly creates the
system definition information 110B, the section definition information
120C and the area 0 definition information 130C, based on the system
issuing information 70, and registers each of them in the
corresponding definition areas, respectively. The values of each of the
definition information 1108, 120C and 130C items include those set
without change as the values contained in the system issuing
information 70, and values calculated by the management information
1ssuing portion 28 based on the internal status of the IC card 1.

[0184]

For example, the system code for the system definition
information 110B, the system key and the system key version for the
section definition information 120C, and the area O key and area 0 key
version for the area 0 definition information 130 are registered as the
values contained in the system issuing information 70 without any

change. On the other hand, the following items are calculated based



the system number of the system definition information 110B is therefore
set as "I." Also, the service definition information 120C encryption type
identifier is set as the representative encryption type identifier. The
number of blocks allocated to the area 0 definition information 130C must
be a value that does not exceed the 8dimber of blocks allocated to the
area 0 for the system number 0, and therefore, from the number of blocks

ondfiocaiedia e preaddpriResyeiam numper &dhanybener blogks

allocated is less than the number of blocks allocated to the area O
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information 70. |

[0183!]

As explained above, the system definition information
120B, the section definition information 120C and the area O definition
information 130C are issued with regard to the new IC card system
with the system number 1, based on the system number O system
representative section definition information 110A, 120A and 130A,
and on the system issuing information 70 acquired from the issuing
device 3.

[0186]
I1. Issuing section definition information
Next, an example will be explained, as shown in FIG. 24, in
which the IC card 1 issues the section definition information 120B and
the area O definition information 130B corresponding to a new non-
representative encryption type (the encryption algorithm B} in the
registration system, based on the above-described section issuing

information 80 shown in FIG. 22 and the section definition information



information 85 acquired from the issuing device 5 and acquires the
section issuing information 80. At the same time, it checks the integrity of
the section issuing information 80. In this decryption and integrity check
process, the IC card 1 uses the "system O representative section system
key 84A" and the "system O represé?rﬁative section area 0 key 82A"
shown in FIG. 24. The system 84A is the "system key contained in the
1 2@presenthtversectiofedactionm definitioatiofornatiaAncb2fdsbelodgiggtto the
the existing system definition information 110A." Also, the area Q. ke EZA
X|SHRE SRR KB LERER T I B84 (LRSrRYTR RS ALY 308 A
belongigrio the section definition information 120A." The keys 82A and
84A are keys for the representative encryption method encryption
algorithm ATIMEK: ¢6rdxhipey pol $BE AT ratedecrestisinasg WMiegrity
infISEk RIACRES AR e gt h MADgEME Ao aEeHing AAUqn 28
creates the sectioh definition information 120B and the area 0 definition
seirtfiormation g dBfccunaspondihg A4 tHeersmo hirepresehtatize €ncryption
._algarithm, based gn the section issuing information 8Q, .and registers
RSl 3 ChlS RN BN Ak e sy g and
inkaiuRs eheaehebtke sefintinh infadmatiord 208 angkia®Bitems include
those set without change as the values_contained in the section issuing

TERRPRHASH SO3 AR ViR S EX itdred B tHaCmaKEHEMEt
reSHOSMAUAR ISYIPE ROEA, IS Rasesor thedqiarnalsieius of t%&%ﬁ@n
. [0189] 86 For example, the encryption type identifier, the system key

84ddnisthbsysistekekesrsiontiontd kechon aptiarprtiforrRtRmoIRegcion
o R A 5 0 A S R LM con
information 110A.” Also, the area O key 82A is the “area O key
contained in the area 0 definition information 130A belonging to the
section definition information 120A.” The keys 82A and 84A are keys
for the representative encryption method encryption algorithm A (AES,
for example).

[0188]

After the decryption and integrity check process, the IC
card 1 management information issuing portion 28 creates the section
definition information 1208 and the area O definition information 130B
corresponding to the new non-representative encryption algorithm,
based on the section issuing information 80, and registers each of
them in the corresponding definition areas, respectively. The values of
each of the definition information 120B and 130B items include those
set without change as the values contained in the section issuing
information 80, and also values calculated by the management
information issuing portion 28 based on the internal status of the IC

card 1.

[0189]



issuing information 80 without any change. On the other hand, the
number of blocks allocated to the area 0 definition information 130B is
calculated based on the internal status of the IC card 1. The number of
newly created blocks allocated to the section area 0O is set as a value
calculated by deleting the number ofgglocated blocks consumed by the
newly created section definition information 120B and the area 0

definition i r
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above described way, the. section, definition information 120D and th
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130C for the representative section, and the section issuing information

regueeTSAIITE BetiirrarssA<er BaaiafimibansbRintien ajondmébe
reﬁé%ﬂ@&@%@éaﬁgﬁ%ﬁc’@ {ofe[Ation dA9s the same value. In the

above explanation, an example is shown in which common allocated
blocks are held between the sections, but an allocated blocks item may
be added within the section issuing information 80, and the system
may be set up such that the number of allocated blocks is not shared
between the sections.

[0190]

In the above-described way, the section definition
information 120B and the area 0 definition information 130B
corresponding to the new encryption algorithm B are issued, based on
the registration system representative section definition information
120A and 130A, and the section issuing information 80 acquired from
the issuing device 5. Further, even when the system with the system
number 1 is the registration system, by performing the process in the
above-described way, the section definition information 120D and the
area O definition information 130D corresponding to the new

encryption algorithm C are issued, based the definition information



and service definition information 150 will be explained. When issuing a
new area, the issuing device 5 encrypts area issuing information that
includes the setup values of the area definition information 140 for the
registration area using a registration area new area key and transmits the
area issuing information to the IC cagl71. By using the same new area
key to encrypt the area issuing information, the IC card 1 checks the

1 3Pe9LRyOf & 8@&5%“%% jaqrmatan. H%&?oﬁa%éﬁ’%}é’e%fc%%si‘si%%%g
new service, the issuing device 5 encrypts service issuing information
infhatiatiode8 @he setup values of the service definition information 150 for
the ﬁ@r tion service using a registration service new area key, and
i

tran e service issuing information to the IC card 1. By decrypting

the service igsuiggLiftieraasionsusinedhf:sameo resiaiiRnseIvice new
area key, the IC card 1 checks the integrity of the service issuing
inforl&tion2 TR s fexdrmEnamse akariciniipmdsipgmation 140
arfielaian.igormation 1R AN thesesipp Aeitanpiptmatiag 20,06 ine
authorization keys held by the owners with the issuing authority are used
a eEhengst thedsssininfdariaton 70andthedssaiipinfogiafiornddiosiripat
.t resentative section e tion method. (AES, for _example).
B R B T St B T ke e
regedinititninfermatiom g0 rihid segisisatianeservice area Repenidanaysmits
area key is ysed.to.encrypt the area issuing information,or the service

S AfifRg IHBHRKBHORIRAIME (St dimdreprelstipsame new

ar@ACRAYION SYREAEEn dos @Bl set M tha 88 renesqatatlyisectiofe ks
the selected encryption type (AES or DES, for example) defined by the

theastszasristichenterndser 1D infomratipg . nby dre $avI6nge xawben
isga%‘?g [Q]rge%lr@e%?égﬂﬁélfmfﬁ%cﬁg%@ & ggc‘%}%{:sl RePlce issuing
information that includes the setup values of the service definition
information 150 for the registration service using a registration service
new area key, and transmits the service issuing information to the IC
card 1. By decrypting the service issuing information using the same
registration service new area key, the IC card 1 checks the integrity of
the service issuing information.

[0192]

As explained above, when issuing the system definition
information 110 and the section definition information 120, the
authorization keys held by the owners with the issuing authority are
used to encrypt the issuing information 70 and the issuing information
80 using the representative section encryption method (AES, for
example). In contrast, when issuing the area definition information
140 or the service definition information 150, the registration service
area or service new area key is used to encrypt the area issuing
information or the service issuing information. At this time, regardless

of the representative encryption type (AES, for example) set by the



Next, a system issuing process to newly issue the system definition
information 110 will be explained with reference to FIG. 25. FIG. 25is a
sequence diagram showing the sequence of the system issuing process
by the reader/writer 6 of the issuing device 5 and the IC card 1 according
to the present embodiment. Note th&8-1G. 25 is an example of the
system issuing process for the system with the system code "OXEE02" in

re s fhdQ3O Ho 8 ShO IR K2 128 R dheptyste Ry issynE PocessSfirer
after the reader/writer 6 of the issuing device 5 has captured the IC card 1
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S120 to step S150). Next, the reader/writer 6 transmits the encrypted
systédril 83ling information 75 to the IC card 1 (step S160). When this is

done, the IC card 1 decrypts the encrypt ystem issuing information 75
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completion post- processing or performs error response processing (step
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the system issuing sequence.in FIG. 25 are substantial e 8
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detailed explanation is therefore omitted here. However, of the system

syRln ¢ RequaTte depd B 10H10%8160 shown in FIG. 25, the point at

whiclythe4C card 1 communicates with the reader/writer 6 of the

As shown in FIG. 25, in the system issuing process, first,
after the reader/writer 6 of the issuing device 5 has captured the IC
card 1 by polling (step S101 to step S110), the reader/writer 6 and the
IC card 1 perform mutual authentication and encrypt the
communication path (step S120 to step S150). Next, the reader/writer
6 transmits the encrypted system issuing information 75 to the IC card
1 (step S160). When this is done, the IC card 1 decrypts the encrypted
system issuing information 75 and acquires the system issuing
information 70. Based on the acquired system issuing information 70,
the IC card 1 performs the system issuing process and transmits a
system issuing response {an issuing complete or an error notification)
to the reader/writer 6 (step S170}. In accordance with the response,
the reader/writer 6 performs system issuing completion post-
processing or performs error response processing (step S190).

[0195]
Note that each of the steps S101 to step S160 shown in

the system issuing sequence in FIG. 25 are substantially the same as



issuing device 5, the point at which the system code "OxFFFF" is also
added to the authentication message 1 request and transmitted at step
S120, and the point at which the encrypted system issuing information 75
is transmitted at step S 160 are different from the steps S 1 to S60 of the
access sequence shown in FIG. 12 ®91G. 19. [0196] Using the sequence
shown in FIG. 25, it is possible to securely perform, using the

thECPIESETHAtVE SBENR aNcyBHOB-etherh H e feulakadihentisaliomormed

process, the communication path encryption process and the integrity
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system isSuing information t card 1 can issue definition
issnforgatigo¢thecsystem SddfihitioBidrmhatiom1 10 B] theXectioa definition

informatiqn, 120 d th 0 definition inf ion, 130C) relating t
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(step S170in FIG. 25) by the IC card 1 according to the present
adglpddairHeptminsa B dhs SSREE detamWitl RRdtdiaa il et step

s 136, 205 I R HawngaRs: LU AHOGESR M NS P8 Gon
1 according to'the present embodiment. [0198] 90 As shown'in FIG. 26,
7%He issuingnitfodnatishee i) 29eoflifie tCndaitbinrébeivés pveSenteypeld of
system issuing information 75 f the,readeriwriter 6 of the issuing
B Heh ST SO TS kol 10 i Gnove.desorbed
sess|or &6y to determine whether or not the encrypted system issuing

information 75 recejved at step 5171 can be decr)éoted (step 5172?. The
session keﬂ?‘t’ﬁg the sequence shown in FIG. 25, 1t'1s possible to

securely perform, using the representative section encryption method,
the mutual authentication process, the communication path
encryption process and the integrity check process on the system
issuing information 70 between the IC card 1 and the reader/writer 6.
As a result, based on the securely acquired system issuing information
70, the IC card 1 can issue definition information (the system
definition information 110B, the section definition information 120B
and the area O definition information 130C) relating to the new IC card
systern, and register the definition information in the logical file
structure portion 33.

[0197]

Next, the system issuing process (step S170 in FIG. 25) by
the IC card 1 according to the present embodiment will be explained in
more detail with reference to FIG. 26. FIG. 26 is a flow chart showing
the system issuing process by the IC card 1 according to the present
embodiment.

[0198]



communication path encryption key generated from the set of random
numbers used in the mutual authentication and communication path
encryption process at step S 120 to step S 160 in FIG. 25. [0199] In
addition, the IC card 1 determines whether or not the logic card
identification information indicates thg(system 0 system. In other words, it
determines whether or not the system number included in the logic card

identification i@{ERALIGR 11’ ,é%?@@i’é%% 1agis-Rasbidenifigaions of
information is information that includes the system number contained in
theh &G peterh Idetietivesinlor matonited fay shensjsteineoddepastiedbihe
reader/writer 6 at st 1 nd the.lIC gard 1. ifilcatiqn, nforgpaii
e e R, D B it e R e e e
[Cinfarthdtionds ttansihitted flesp thie {Cseard dn tedha veddenwriter 6vasther

polling response. The determjnation process performed at step, S 173
T REVAHE FREEYEIS RITE proRis BARGBEHSmA] GSY SehAtioheP
s irformalion iR e deysteny NtharHbak Hiessy stemiQ. 10€00]

Additionally, the IC card 1 determines whether or not the_ IC card 1
COFTFrafit etion iBake sBEHBR LMK YRciRpratehEme BHesttiehigpsom

d&%%.&%ﬁ%%ﬁ?%ﬂv sectiondpieR it ibcd NS SR SEAIANRNEon path

section definition information 120 corresponding to the encryption method
erthay g icurrpntiydseing asven By Mete dap 3 Hd ithéTeaddpiwriter 6 to
perfﬁgﬂgg munication. The section storing the 91 representative
encr ype is the section definition information 120A that stores the

identifier indigadigitherefiegentaiing enteyptionnbpevitbeostenanption
method, AES, for examp_le%. The determination process performed at step

logieroaprb AR theadiete R (MY Prodsbs BisRg Bergimher [&ingsirn. 1n
ot A (ERFARCRIIYE. SREIRIIOR LYPR LBFTBAM IgpLthmm @hesseenticluded

encryption method,
in the logic card identification information is “0” (step S173). The logic
card identification information is information that includes the system
number contained in the system definition information 110 for the
system code specified by the reader/writer 6 at step S101, and the IC
card 1 identification information (card ID) and so on. At step S110, the
logic card identification information is transmitted from the IC card 1
to the reader/writer 6 as the polling response. The determination
process performed at step S173 prevents the system issuing process
being performed using definition information for an IC card system
other than the system O.
[0200]

Additionally, the IC card 1 determines whether or not the
IC card 1 current section is the section storing the representative
encryption type (the representative section) (step S174). The current
section is the section definition information 120 corresponding to the

encryption method that is currently being used by the IC card 1 and

the reader/writer 6 to perform communication. The section storing the



DES, for example). [0201] Moreover, the IC card 1 determines whether or
not the mutual authentication between the reader/writer 6 and the IC card
1 using the representative section system key and the area 0 key is
complete (step S175). By doing this, the reliability of the encryption
method keys (the system key and th@1area 0 key) stored in the section
definition information 120A and the area 0 definition information 130A for

rephedentasprialiverspelion sanlae eneckeskisndibeMRat I afthe system

issuing information 70 can be checked using these keys and the )
12%@3%%%6@%@%%@&%@[@2@% TR GRS Rl GR Cry ption
tySONHioRs &t doe ARRNEHesCHbed, AIBRS ﬁﬂr@é&n?éﬁéﬁ.a‘ﬁ%' fulfilled, the
process advances to step S176. On the other hand, when at least one of
detesrdatertmmagonasitditiodsris erdfu btk IHE Hrovessrasdvincey soestep
5181, and the IC card 1 creates.errar inf%mation as the s€¥%§m issuing
€. 110
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ecryption

enpeyiiio?y 9hibedEreatibh fellpwithe ¢rier shawilieddSRldo deeript,

the encrypted system issuing information 75 with the representative
crypt ee)é'ncryption algorithm A, using the authorization keys 72
and [Zﬂggcﬂed in the memory 30, and then to check the integrity of the
system issuing information 70 thus acquired (step S176). In this
- decryption dbomy ettty cheakdroclessrnaneseslockagnpihaot the
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authorization key" 74 corresponding to the representative encrypfion type
ussgsticase ire secaidvauthotizationdteyn7kegratitie Haivisien O key is

N T R LA
mégelegaNthe system key and the area O key) stored in the section
definition information 120A and the area O definition information 130A
for the representative section can be checked, and the integrity of the
system issuing information 70 can be checked using these keys and
the representative encryption method.

[0202]

When the determination conditions at the above-described
steps S172 to S175 are all fulfilled, the process advances to step S176.
On the other hand, when at least one of the determination conditions
is not fulfilled, the process advances to step S181, and the IC card 1
creates error information as the system issuing response (step S181).

[0203]

Next, the issuing information decryption portion 27 of the
IC card 1 follows the order shown in FIG. 21 to decrypt the encrypted
system issuing information 75 with the representative encryption type
encryptidn algorithm A, using the authorization keys 72 and 74 stored
in the memory 30, and then to check the integrity of the system
issuing information 70 thus acquired (step S176). In this decryption



checking the integrity of the system issuing information 70 prevents
tampering with or stealing of the system issuing information 70, and
restricts the issuing of invalid systems. [0204] After that, the management
information issuing portion 28 of the IC card 1 determines whether or not
the system definition information 118§with the same system code as the
system code specified in the system issuing information 70 exists in the

arlORLIIS SHeeportion S step. 51 67 Lurhar, et card 4y o
management information 1ssuing portion etermines‘whether or not
seibgaruotbere gfyattecatadhibeksidedin eddysiret systaym i ngean O efiziticon

information 130 has a sufficient value to allocate the number of area 0
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described step S177 and step S178 are fulfilled, the process advances to
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card 1 creates efror information as the System issuing réspo
clstgindopeaiNest] theohtiragestent isformmetiontissuiatporfion28waintse
¢ IC card 1 cr?}tﬁs the s stemﬁj?{inition information 11QB, the 93 tion
AFeRRTtoR Rt %iéﬁei‘%‘é@ ShARSHEPEET0 LTS RS rRAHSR 130 Ry
rekieitegistiationdingasd Bysiei, iasedwn the values of each item

specified in the above-described system issuing information 70 and on
the int# R4l status of the IC card 1 (step S 179). Then, the management

information j§suing-RATGN: 43 seQisierR e Sreatesi sHNLon: opBHAYSA 28

110B, 120C and 130C to the relevant
of the IC card 1 determines whether or not the system definition
information 110 with the same system code as the system code
specified in the system issuing information 70 exists in the logical file
structure portion 33 (step S177). Further, the IC card 1 management
information issuing portion 28 determines whether or not the number
of allocated blocks defined by the system O area O definition
information 130 has a sufficient value to allocate the number of area 0
allocated blocks specified in the system issuing information 70 {step
S178).

[0205]

When the two determination conditions at the above-
described step S177 and step S178 are fulfilled, the process advances
to step S179. On the other hand, when at least one of the
determination conditions is not fulfilled, the process advances to step
S181 and the IC card 1 creates error information as the system issuing
response (step S181).

{0206]
Next, the management information issuing portion 28 of

the IC card 1 creates the system definition information 110B, the



storage areas (the system definition area, the section definition area, the
area 0 definition area) in the logical file structure portion 33. For example,
the system number is set as the last issued system number plus one. In
this way, the new system definition information etc. is issued based on
the system issuing information 70. [0£07] When the system issuing
process is performed at step 5179, the IC card 1 creates the system

sel3HR %é?i%%%%?ﬁﬂ?&ﬂﬁ?é‘%%%s 10, YR 1SN % DEQRRSS

complete, and, after encryptlng]’[ e system issuing response using the
infhoneiiesctibed dessibr keyjdtantimitd the sartyyteckne Spmss? tothiee
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infheMatiescribeth gessionkaytasihe Syste dSIWRJCeERPASE (8D S179).
transmits the encrypted response to the reader/writer 6 (step S180).
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shown in FIG. 24) is explained above. In the system issuing process,
stomagakaetiefiicakys tand dnbmyption ef tke tomanaticatide ipathdetaessn
thi'&E2qpraler0 and he 1 GaId L 'I%a‘i%ﬂorg{%d A3NI S i0n 33 For

representative encryptiontype encry%tlon algorithm Hﬁe Irst'encryption
exmeibbs) tandsadditionallyn decrgpiionaanthintegtitissheck ofshamsystenber

issuing information 70 is performed, 94 also using the representative .
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AES encryption algorithm or the like, new IC card system definition

infort®2fdAl can be safely issued in the IC card 1 that is compatible with a

plurality of geryRUANLENIRAs-1d9a3% process is performed at step

S179, the IC card 1 creates the system issuing response that indicates
that the system issuing process is complete, and, after encrypting the
system issuing response using the above-described session key,
transmits the encrypted response to the reader/writer 6 (step S180).
On the other hand, when error information is created at step S181, the
IC card 1 encrypts the error information with the above-described
session key as the system issuing response, and transmits the
encrypted response to the reader/writer 6 (step S180).

[0208]

The system issuing process according to the present
embodiment (for example, the systemn issuing process for the system
code “OxEE02” shown in FIG. 24) is explained above. In the system
issuing process, mutual authentication and encryption of the
communication path between the reader/writer 6 and the IC card 1 is
performed using the representative encryption type encryption
algorithm (the first encryption method), and additionally, decryption

and integrity check of the system issuing information 70 is performed,



8. Section issuing process: FIG. 27 and FIG. 28 Next, a section issuing
process to newly issue the section definition information 120 and so on
corresponding to an encryption method apart from the representative
encryption method will be explained with reference to FIG. 27. FIG. 27 is
a sequence diagram showing the séfuence of the section issuing
process by the reader/writer 6 of the issuing device 5 and the IC card 1

al @SeitiRa 1 HeeRresath aMDedrIeptNOE hiabhiley glidnamigxamie, of
adding and registering the encryption algorithm <algo_C> section to the
Theredarg,Syxeaiims glgfgtéﬁpa‘éwmt@ﬁzﬁﬁ&ﬂfaﬁm@msmﬁimﬁ@mn
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in the section issuing process, first, after the reader/writer 6 0
negslihgatel/kestenasictiptitod thefdCredidil bsrpditinepeiopiSe0tdastepe
5210), reader/writer 6 and the 1C card,l perform mutual
e e B e T ARG o ey 2 e
S250pAent, the reader/writer 6 transmits the encrypted section issuing
information 85 to the IC card 1 (step S260). When this is done, the IC
card 1 decrypRahEUhdRFHtRE Qs diing forRtiBh8s 2hd acquires

the sqgtien isswagi{ormatien S0pRasad ordhe,aeayired Section dSsiigion
information 80, the IC card 1 performs the section issuing process and
defiantiensinleasidiresiidg @Bforseqandesunspesaisiaidoram enoryption
ifigati (o] reader/writer 6.(s 280). In ordance with,the .
S b S G PRI el it e
expbstnpcbeessing:trrperteris EiGr regporepratedsing (stqnG290)liagram
[0211] Note that each of the steps 5201 to S26Q shown in the sectio
SHEAAG seHGerteTAES 27 bre SSbsREFHA this ShEashheSteps & rofhe

re280rivihR abeverdescibediaccens krRIBeARR Refformethrd 1 according to
the present embodiment. Note that FIG. 27 is an example of adding
and registering the encryption algorithm <algo_C> section to the IC
card system (the system definition information 110B) with the system
code “OxEE02” in the above-described FIG. 24.

[0210]

As shown in FIG. 27, in the section issuing process, first,
after the reader/writer 6 of the issuihg device 5 has captured the IC
card 1 by polling (step S201 to step $5210), the reader/writer 6 and the
IC card 1 perform mutual authentication and encrypt the
communication path (step S220 to step S250). Next, the reader/writer
6 transmits the encrypted section issuing information 85 to the IC card
1 {step S260). When this is done, the IC card 1 decrypts the encrypted
section issuing information 85 and acquires the section issuing
information 80. Based on the acquired section issuing information 80,
the IC card 1 performs the section issuing process and transmits a
section issuing response (an issuing complete or an error notiﬁcation)

to the reader/writer 6 (step S280). In accordance with the response,



when the IC card 1 is used, as shown in FIG. 12 to FIG. 19, and a
detailed explanation is therefore omitted here. However, of the section
issuing sequence steps 5201 to S260 shown in FIG. 27, the point at
which the IC card 1 communicates with the reader/writer 6 of the issuing
device 5, the point at which the systegs code "OXFFFF" is also added to
the authentication message 1 request and transmitted at step S220, and

thibeReiat R@é*?e?ﬂﬁ%&%éﬁ%ﬂ?@s@ﬁ%@d@i%@éﬂ% Qe
transmitted at step S260 are different from the steps S1 to S60 of the

pracesssraequaroe shnw e indF| G spoteskE | Gra 4812 [ disim Bit0sequence

shoggégtgﬂ& 27, it is possible to securely perform, using the

repr Ive section encryption method (the first encryption method,

AES, for examplek the-auhual taudhanheaton prasesh theleommimigagon
path encryption process and the integrity check process on the section
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the IC card 1 can issue the definition information (the section definition
whrforitioh c2odahdsthisedeao dbfinmomminfotmdtibholBIB) idlatnittéthe

nen-_representative,encryption meth the second encrypti .
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1 according to the present embodiment. [0214] As shown in FIG. 28, the
aqekidnipinfsrmatibantcatismmepsage 1 request and transmitted at step

S220, and the point at which the encrypted section issuing information
85 is transmitted at step S260 are different from the steps S1 to S60 of
the access sequence shown in FIG. 12 to FIG. 19.

[0212]

Using the sequence shown in FIG. 27, it is possible to
securely perform, using the representative section encryption method
(the first encryption method, AES, for example}, the mutual
authentication process, the communication path encryption process
and the integrity check process on the section issuing information 80
between the IC card 1 and the reader/writer 6. As a result, based on
the securely acquired section issuing information 80, the IC card 1 can
issue the definition information (the section definition information 120
and the area 0 definition information 130D) relating to the new non-
representative encryption method (the second encryption method, DES,
for example}, and register the definition information in the logical file
structure portion 33.

10213]
Next, the section issuing process (step S270 in FIG. 27} by



the IC card 1 receives the encrypted section issuing information 85 from
the reader/writer 6 of the issuing device 5 (step S271). Next, the IC card 1
uses the above-described session key to determine whether or not the
encrypted section issuing information 85 received at step S271 can be
decrypted (step 5272). The session K8y is the communication path
encryption key generated from the set of random numbers used in the

th@l?@@a%“‘ie%%%&ia‘i‘rg‘?o% ication PALR REIYPURNIPERCERS BY SISP in
S220 to step S260 in FIG. 27. [0215] Additionally, the IC card 1
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taring.the representative encryption pea%t e representative section
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ernbrrdspanding to the encryption method that is currently being used by
the | rd.1 and the reader/ writer 6 to perform communication. The
secti ﬁing the representative encryption type is the section definition

information Al?QAJRe] stores:theddentifietindicaling I JERIESERLAINE 20 of
encryption type (the first encryption method, AES, for example). The
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encryption method keys (the system key and the area 0 key) stored in the
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encryption process at step S220 to step 8260 in FIG. 27.
[0215]

Additionally, the IC card 1 determines whether or not the
1C card 1 current section is the section storing the representative
encryption type (the representative section) (step S273). The current
section is the section definition information 120 corresponding to the
encryption method that is currently being used by the IC card 1 and
the reader/writer 6 to perform communication. The section storing the
representative encryption type is the section definition information
120A that stores the identifier indicating the representative encryption
type (the first encryption method, AES, for example). The
determination process performed at step S273 prevents the section
issuing process being performed using the non-representative
encryption type encryption algorithm (the second encryption method,
DES, for example).

[0216]



the integrity of the section issuing information 80 can be checked using
these keys and the representative encryption method. [0217) When the
three determination conditions at the above- described steps 8272 to
S274 are all fulfilled, the process advances to step 8275. On the other
hand, when at least one of the deter@imation conditions is not fulfilled, the
process advances to step 8281, and the IC card 1 creates error

information g a sectiomyissiing JesnopseLsien G261 [0218] Next. the

issuing information decryption portion 27 of the IC card 1 follows the
mordetlshotire intiigios hrﬁ&cqrptﬂmwwdypl@drlcect@amwh@ IC card 1

infor tlon 85WIt ere entatlve encryption t encryptign .
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thus acquired (ste 5275) In this decryption and mtegrlty check process
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restri I@;ﬁ)hﬁ issuing of invalid sections. [0219] After that, the management
infor issuing portion 28 of the IC card 1 checks the correctness of

the system opHeHSIBR 82/&)-dMerespesiinalbondientne Systemerde-

stored in the system definition information 110B for the current section is
degsuippd stgps seeiedby274 are all fulfilled, the process advances to

step S275. On the other hand, when at Ieast one of the determination
conditions is not fulfilled, the process advances to step $S281, and the

IC card 1 creates error information as a section issuing response (step
5281).

[0218] |

Next, the issuing information decryption portion 27 of the
IC card 1 follows the order shown in FIG. 23 to decrypt the encrypted
section issuing information 85 with the representative encryption type
encryption algorithm A, using the authorization keys 82 and 84 stored
in the memory 30, and then to check the integrity of the section
1ssuing information 80 thus acquired (step S275). In this decryption
and integrity check process, a “registration system representative
section system key 84B” specified by the reader/writer 6 is used as the
fourth authorization key 84, and an “area 0 key for the representative
section of the section registration target system 82B” specified by the
reader/writer 6 is used as the third authorization key 82 (refer to FIG.
24). At step S2753, decrypting and checking the integrity of the section

issuing information 80 prevents tampering with or stealing of the



the reader/writer 6 at step 8220, the management information issuing
portion 28 checks whether or not the system definition information 110
that has the same system code as the system code specified in the
section issuing information 80 exists in the logical file structure portion 33.
On the other hand, when the systemggpde stored in the system definition
information 110B for the current section is not the system code

" FEE,": t ipformation issui rti C that
S e Lt L e P e
sesysieny code specified in the section issuing information 80 are the same.
[022?%%@@(, the management information issuing portion 28 of the IC

ster

card mines whether or not the IC card 1 is compatible with the
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information 80 (step S277). For this, for example, the specified encryption
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representative section area 0, the section cannot be added and
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system definition information 110B for the current section is not the
system code “OxFFFF,” the management information issuing portion 28
checks that the system code stored in the system definition
information 1108 and the system code specified in the section issuing
information 80 are the same.

[0220]

Next, the management information issuing portion 28 of
the IC card 1 determines whether or not the IC card 1 is compatible
with the encryption type encryption method specified in the section
1ssuing information 80 (step S277). For this, for example, the specified
encryption type identifier is compared with the encryption method
identifiers with which the IC card 1 is compatible that are stored in the
IC card 1. Determining compatibility in this way prevents the pointiess
issuing of the section definition information 120 for an encryption
method with which the IC card 1 is not compatible.

[0221]
Further, the management information issuing portion 28

of the IC card 1 determines whether or not the free space for the



described steps 5276 to 5278 are fulfilled, the process advances to step
8279. On the other hand, when at least one of the determination
conditions is not fulfilled, the process advances to step 5281 and the IC
card 1 creates error information as the section issuing response (step
8281). [0223] Next, the IC card 1 ma#fagement information issuing portion
28 creates the section definition information 120D and the area 0
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and m@m?tem key are registered as the values specified in the section
issuing information 80 without change. In this way, the section definition
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Issuing information 80. [0224] 100 Further,’ w issuing the section, the
steprBR&Sof alittid blothsalocale dvoctheabiiea Stintiveaktistrdtorrsystemon
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of blocks allocated to the area O in the system is the same in all of the
(S%?rEaS@%é}init_ion information 130, and this is because any unallocated

[0223]

Next, the IC card 1 management information issuing
portion 28 creates the section definition information 120D and the area
0 definition information 130D belonging to the registration section,
based on the values of each item specified in the above-described
section issuing information 80 and on the internal status of the IC card
I (step S279). The management information issuing portion 28 then
registers the created definition information 120D and 130D to the
relevant storage areas (the section definition area, the area O definition
area) that are subordinate to the system definition area in the logical
file structure portion 33. For example, the section definition
information 120D encryption type identifier and the system key are
registered as the values specified in the section issuing information 80
without change. In this way, the section definition information and so
on for the new encryption type is issued subordinate to the existing
system definition information 110B, based on the section issuing
information 80.

[0224]



remaining blocks are shared by all the sections within the system. [0225]
When the section issuing process is performed at the above-described
step S279, the IC card 1 creates the section issuing response that
indicates that the section issuing process is complete, and, after
encrypting the section issuing respot®@ using the above- described
session key, transmits the encrypted response to the reader/writer 6 (step

S280). On fg other angsaiﬁg%@é%@ iondscreaindat sieppasd

the IC card 1 encrypts the error information with’the above-described
bleeksiatléeytas the Sectionaissun ghe sparse adnhtigrsimits therenorypidetr

nse to the. reader/writer. 6 (step S280). [0 he, section issuin
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"OXEEO02" shown in FIG. 24) is explained above. In the section issuing
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representative encryption type encryption algorithm (the first encryption
arpiethegfiatitraddiforaltiaedpticmanthistegrigehesk etiewediiorated
issuing information 80 is, performed, also using the representative
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reliable AE%Y ncryption algorithm or, the like, definition information for a
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Note that, in the above-described issuing process sequence shown in

repponss i AiGndgakes thedrdhe et iRewyemossisings complete,

and, after encrypting the section issuing response using the above-
described session key, transmits the encrypted response to the
reader/writer 6 (step S280). On the other hand, when error
information is created at step 5281, the IC card 1 encrypts the error
information with the above-described session key as the section
issuing response, and transmits the encrypted response to the
reader/writer 6 {step S280).

[0226]

The section issuing process according to the present
embodiment (for example, the encryption algorithm C section issuing
process for the system code “OxEE02” shown in FIG. 24} is explained
above. In the section issuing process, mutual authentication and
encryption of the communication path between the reader/writer 6 and
the IC card 1 is performed using the representative encryption type
encryption algorithm (the first encryption method}, and additionaﬂy,
decryption and integrity check of the section issuing mformation 80 is
performed, also using the representative encryption type encryption

algorithm. Therefore, by setting the representative encryption type



information 70 or the section issuing information 80, by performing
non-contact communication with the reader/writer 6 of the issuing device
5 and then issues the system or the section. This issuing process
sequence may be performed, for example, by passing the IC card 1 over
the reader/writer 6 of the issuing deVi& 5 when the IC card 1 is shipped
from a factory. Alternatively, the above-described issuing process

ersagpence mayhetpertosnied byghassiat Abed GEF ¢dcByretithe algorithm or
er/writer 6, of the issuing device 5 or the reader/writer 4 of the service
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the Issuing process sequence may be performed by passing the mobile
phiighibal? eneryméiceanetineids: 6 or the reader/writer 4. Alternatively, the
issui[ggzﬁﬂcess sequence may be performed by using an issuing
application’ installed in the mobile terminal 2 for the mobile terminal 2 to
access, vidibe riétstoria7izeremote-idsuinglseiviesihiatidsphecisssisgquence
device 5._[0229] For le, when a user downlgads the issuing . .
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operator) authorization key is used to issue areas for the area/ s
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above lescnfied 1SSt
camewl Siysigripaed section giatiortne Aebiledarmipakie above-described

issuing process sequence maybe performed by passing the IC card 1
over the reader/writer 6 of the issuing device 5 or the reader/writer 4
of the service providing company device 3 located in a specific location,
after the IC card 1 has been distributed.

10228]

When the mobile terminal 2 is used, the issuing process
sequence may be performed by passing the mobile terminal 2 over the
reader/writer 6 or the reader/writer 4. Alternatively, the issuing
process sequence may be performed by using an issuing application
installed in the mobile terminal 2 for the mobile terminal 2 to access,
via the network 7, a remote issuing server that is the issuing device 5.

[0229]

For example, when a user downloads the issuing
application to the mobile terminal 2 from a server and activates the
issuing application, a message querying “Initialize card?” appears on
the screen of the mobile terminal 2. If the user selects “yes” in

response to this query, the mobile terminal 2 is connected to the



[0230] Even when the mobile terminal 2 communicates in this way with
the issuing device 5 via the network 7, by replacing the reader/writer 6
shown in FIG. 25 or FIG. 26 with the remote issuing server as the issuing
device 5, the issuing process can be performed in the same way as the
above-described sequence. [0231] Wihen either the above-described IC
card 1 or the mobile terminal 2 is used, in both cases, for example the

re Ao zggaﬁfeg rd |p,%18%% Fl% 74 ﬁa ?H% §ér%%% %%rt%‘?-
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the serwceﬁgrowdlng company device 3 and the issuing device 5
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explained in detail above. [0233] 103 In the present embodiment, the IC
2.card 1 is equipped with hardware (encryption processing circuits and the

“ke)tﬁﬁh compatible with a plurality of encryption methods. Then, by

esta INg a hierarchical structure for the definition information in the
logical file sEueturepentitne3d obihe 1€ sdrgal, Zhﬁ)seﬁitonz@h@ﬂ‘wnwmms

informatiqn 120 set for each encryption metho added,
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re@tie sastion glefiniian infenpatio é?@“ﬁlpr%t%tWﬁ?éWemote issuing
server as the issuing device 5, the issuing process can be performed in
the same way as the above-described sequence.

[0231]

. When either the above-described IC card 1 or the mobile
terminal 2 is used, in both cases, for example, the above-described
authorization keys 72, 74, 82 and 84 are securely stored in advance in
the IC chip, before shipment from a factory. By doing this, even after
the IC card 1 or the mobile terminal 2 has been distributed, systems
and sections can be additionally issued by using the internally stored
authorization keys 72, 74, 82 and 84.

[0232]
9, Effects
The communication system formed by the 1C card 1 (or the
mobile terminal 2), the service providing company device 3 and the
issuing device 5 according to the present embodiment, the use of the
IC card 1 in the system, and the methods of issuing management
information are explained in detail above.

[0233]



key corresponding to each encryption method, and the identifier for that
encryption method. Then, the single representative encryption method is
specified from among the plurality of encryption methods with which the
IC card 1 is compatible. [0234] In addition, the issuing device 5 transmits
the system issuing information 70 dtdBe section issuing information 80,
encrypted using the representative encryption method, to the IC card 1.

The IC carghl @RChHlS e SYHBATMSH O IEoraten 10:9rdhgipR:Rvith

issuing information 80 using the representative encryption method and
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and registers the definition informatjon.in the IC card, 1. [0235] With this
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encryption method can be added, changed and deleted as appropriate.
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120 for the AES encryption algorithm is issued, the IC card 1 becomes a
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information.120 for,both the DES, and AES encryption a%c!)rithms are.
R R R o i o B 0 B ATt RGP tion

ISsue IS compatipie wi

metictyDior pdgofitihisoi 2a6loHeth whenristiting lee cegticn defiaitiond s
Wii{]ﬁovrvr%?ctziﬁnt Ifllg:OI’C tggrréjultuigl géjr@ggg%a}gf)n with the reader/writer 6, the
[0234]

In addition, the issuing device 5 transmits the system
issuing information 70 or the section issuing information 80, encrypted
using the representative encryption method, to the IC card 1. The IC
card 1 decrypts the system issuing information 70 or the section
issuing information 80 using the representative encryption method and
checks the integrity of the issuing information. Then, based on the
system issuing information 70 or the section issuing information 80,
the IC card 1 issues the system definition information 110 for the new
IC card system, or the section definition information 120 for the new
encryption method, and registers the definition information in the IC
card 1.

[0235]

With this configuration, in the IC card 1 that is compatible
with a plurality of encryption methods, definition information
corresponding to a selected encryption method can be added, changed
and deleted as appropriate. For example, in the IC card 1 thatis

compatible with both the DES and AES encryption algorithms, if only



communication path encryption, and packaging of the DES issuing
information are all performed using the representative encryption method
(AES, for example) until initialization of the definition information, such as
the keys. However, if the section definition information 120 for another
encryption method (DES, for exampigpis issued, subsequent issuing of
the area definition information 140 and the service definition information

JC G f usi -encrynt
g A A o
is nssthod, uded Whemrid suibgothim ey sietie diefirtiidiRB remativp tied edgbe thm

secti efinition infQrmation 120 can be. different to the rypti
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with the selected encryption method or methods. [0238] Further, if a more
i %Bﬁ%%ﬁo&ﬁwm?ﬁn&]ﬁﬂﬁg}%‘éﬂ another encryption
met %@S, for example) is selected as the representative encryption
method, the DES section definition information 120 issuing process can
be performddigiorevisafeipsiging tHecARS tepiorgisiion tadgotitiarmathen 120,

if the AES. encryption algorithm is the representative encryption
B O S T e YR e weaker
coreliabiliticafite REL encryptitmrglgerithraclo2gR]drodtier WErEs swithrie
. present embodiment, afn area, corresponding to a new |C card system
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inSeeeriEy (HED a8 the KCys.  However, if the Section definiton.
information 120 for another encryption method (DES, for example) is
issued, subsequent issuing of the area definition information 140 and
the service definition information 150, or use of the IC card 1 can be
performed using the DES encryption algorithm.

[0237]

In this way, in the present embodiment, the encryption
method used when issuing the system definition information 110 or
the section definition information 120 can be different to the
encryption method used when using the IC card 1. Moreover, the
encryption methods can be freely selected, as long as the IC card 1 is
compatible with the selected encryption method or methods.

[0238]

Further, if a more reliable encryption algorithm (AES, for
example) than another encryption method (DES, for example} is
selected as the representative encryption method, the DES section
definition information 120 issuing process can be performed more
safely using the AES encryption algorithm. In this way, if the AES
encryption algorithm is the representative encryption type, the AES



representative encryption method key). The section and the system can
only be created using the representative encryption method (AES). In
order to create the non-representative section (DES), which is less
reliable than AES, it is necessary to perform mutual authentication with
the AES encryption algorithm and u$@&he AES key to package the DES
definition information (in other words, it is necessary to generate the

en2eCiRbIsUBS- infermalion 8pdhsteiorer Yhld (heRES RQCHBNIE, of the
issued, processes can be performed safely using the AES key. The key

DEsriaisletPiichepeerabad section issuing information 80 is the DES key,
but zﬁ@%éyption method used to encrypt the section issuing information
80 is the AES encryption algorithm. [0240] Also, when issuing a new

system in dulerttoecausedhewdticaiet e bendormphtidlevitit aarewriG

d system, t t be issued without using t
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“sheshegnneninissuedrftshdhelirgpreseative seelippicartgsronding to

the AES encryption algorithm is created, and therefore, when i i
(hetaeqtEnty!ashd Sacibhs strdiginaks withe srsrtrddrshs derigah/file
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algorithm, and in this way, the AES encryption algorithm can compensate
refoetmlolier raliabiitionthecDES! deryplidncafpotithm a0b tfo241stEor
the ahoye-explained reasons, as the single IC card 1 is .compatible. wi
ca D S L T S I e A B TR RE VAR
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e used from among.the plurality of encryption algorithms with which the
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Dggcr e%‘[l:%r’gicr)nne tig()fgirggr‘gion (in other words, it is necessary to generate
the section issuing information 80). Therefore, until the DES section is
issued, processes can be performed safely using the AES key. The key
contained in the packaged section issuing information 80 is the DES
key, but the encryption method used to encrypt the section issuing
information 80 is the AES encryption algorithm.

[0240]

Also, when issuing a new system in order to cause the IC
card 1 to be compatible with a new IC card system, the new system
cannot be issued without using the representative encryption method
(AES) key. Moreover, when a system has been newly issued, first, the
representative section corresponding to the AES encryption algorithm
is created, and therefore, when subsequently issuing sections
subordinate to the system, AES is certainly used. As a result, a system
can only be issued using the AES encryption algorithm, and in this
way, the AES encryption algorithm can compensate for the lower

reliability of the DES encryption algorithm.



be delivered using the single IC card 1. [02421 Moreover, if a given

service providing company switches the encryption method currently

being used, if the IC card 1 that is compatible with a plurality of encryption
methods is being used, it is possible to switch the encryption method
without recalling the IC card 1. For #gg reason, the encryption method
used by the IC card 1 can be switched smoothly, and the effort, time and
cost g@ggiﬁsd for the switchover operation can be reduced. [0243] In
addition, by deciding the representative encryption method, it is possible

to reduce tiotypes abavihenzdtioncdkbysassaasinathehisstinglpiiCess;dol is

clarify.authority, and to simplify operatian. After newly creating the system
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information 110. Also, as the issuing information Is encr;%ed by the
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information can be prevented. [0244] 107 The present application
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baefelrreedlighagdibe sindgesionda those skilled in the art that various
modifications, combinations, sub-combinations and alterations may occur
dep figlon design requirements and other factors insofar as they are

within the sgppg-githe anpendad slaims-0nReiaaul alSRIB e et tches
the encryption method currently being used, if the IC card 1 that is
compatible with a plurality of encryption methods is being used, it is
possible to switch the encryption method without recalling the IC card
1. For this reason, the encryption method used by the IC card 1 can
be switched smoothly, and the effort, time and cost required for the
switchover operation can be reduced.

[0243]

In addition, by deciding the representative encryption
method, it is possible to reduce the types of authorization keys used in
the issuing process, to clarify authority, and to simplify operation.
After newly creating the system definition information 110, the
encryption methods used can be increased at the discretion of the
holders of authority below the system definition information 110. Also,
as the issuing information is encrypted by the issuing device 5, and the
IC card 1 decrypts and checks the integrity of the issuing information,
tampering with and stealing of the issuing information can be
prevented.

[0244]



108 WHAT IS CLAIMED IS: 1. An information processing device,
comprising: a data storage portion that is capable of storing user data
used in a particular service using non-contact communication and
management information used to manage the user data in different
storage areas for each of a pluralityt 0¥ different encryption methods and
that has at least a first storage area storing first management information
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that receives issuing information that is encrypted Using the first
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secon encﬁ)/p lon~method; an 1ssuing inforrhation decryption portion that

whilgeripisethdreéneivesosstidgbinfeafeatiarayith the first encryption method,
based on the first management information, corresponding to the first

enchysttif RAJEASE st &Y itRagirttilisrate hefot thehaarious
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based on the decrypted issuing information, issues the second
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n the data storage portion. 2. The information processing device

thaeedrding to claim 1, wherein the storage area of the data storage portion
has a hierarchical structure formed of a section definition area that is
established for at least each of the plurality of encryption methods with
which the information processing device is compatible, and of at least one
area definition area that belongs to the section definition area, 109



the management information includes at least section definition
information that is stored in the section definition area, and area definition
information that is stored in the area definition area, the first storage area
of the data storage portion includes at least a first section definition area
that stores first section definition infop®ation corresponding to the first
encryption method, the first management information includes at least the

w il atr gectqm§iefiRiqr information, the first section definition information
includes a first key used for authentication to access the first section

1. definitibrranediendridentifivag cleinfermatiorpiosihe:first encryption
methagddgtlae |Ss,tsou11£§ information, as the seco}g%rg n%gementlnforg tion
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further comprises: a mutual authentication portion that performs mutual
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method;

an issuing information decryption portion that decrypts the
received issuing information with the first encryption method, based on
the first management information corresponding to the first encryption
method that is stored in the first storage area of the data storage
portion; and

a management information issuing portion that, based on the
décrypted issuing information, issues the second management
information corresponding to the second encryption method and stores
the second management information in a second storage area in the

data storage portion.

2. The information processing device according to claim 1, wherein

the storage area of the data storage portion has a hierarchical
structure formed of a section definition area that is established for at
least each of the plurality of encryption methods with which the
information processing device is compatible, and of at least one area

definition area that belongs to the section definition area,



the management information issuing portion, based on the decrypted
section issuing information, issues the second section definition
information that includes the second key and the second encryption
method identification information, and stores the second section definition
information in the second section defipgtion area that is the second
storage area of the data storage portion. 3. The information processing
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storage area of the data” storage portion respectively store the first
infmengdtion nibtodsidewtifichtion fermatidnand ¢fieseconderweryptioh area
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service; and a mutual authentication portion that, when an authentication
a HgabsPROfARBIVEG B HMe SRAcetPrRViddrdesicbty thgction definition
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encryption method identification information stored in one of the first and

the séwontirstoragermreansuiéctntiorstatine dreeledrespontiagtothn first
se8&%@(8&i8§n%%h°?n?8edﬁ d_by the authentication portion, and uses the

matlon, , .
management IRformation stored in the selected storage area to perform

mutudl adihenteatizmwibithé saiviedprovderrdeniceiditt dhéenckptianed
method specified in the authentication request. 4. The information

for SRR 8VICR alCordfif§ 3 cidif 3FGHhEFCRpritiigrigion area and

id sAmmRicAionBeHIan dhatdeiosms foBrkaRiBEL £ AMPHBIgation with an
external device; and 111 an encryption processing portion compatible

with thé priTaifEordnERptisMmathbas frscsit s agaraeaiypriowmmtion,
is %ﬂgﬁtﬁssuing information used to issue second section definition
information corresponding to the second encryption method,
the section issuing information includes a second key used for
authentication to access a second section definition area, and
identification information for the second encryption method, and
the information processing device further comprises:

a mutual authentication portion that performs mutual
authentication with the issuing device with the first encryption method,
using the first encryption method identification information stored in
the first section definition area, wherein

when the mutual authentication performed by the mutual
authentication portion is successful, the issuing information receiver
receives the section issuing information from the issuing device, the
section issuing information being encrypted with the first encryption
method using the first key,

the decryption portion uses the first key stored in the first
section definition area to decrypt the received section issuing

information with the first encryption method, and



plurality of encryption methods, data communicated by non-contact
communication by the communication portion; wherein the issuing
information decryption portion, using the encryption processing portion,
decrypts the issuing information received from the issuing device with the
first encryption method. 5. The inforfiidtion processing device according to
claim 4, wherein the first encryption method is a single representative

encrypiionnaethraibat isiselestedibamamengthe ARMPIIR MRIheds the

with which the encryption processing portion is compatible, and the first
de@ﬁmf@ﬁbn%&m isssieragelinbrematione stgsitPeridgptiseenshoiceon
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information processing device is one of an IC card an mobile termina
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with an.external device. 7. An information progcessing deyice, .comprising;
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information used to manage the user data in different storage areas for

each of a plurality of different encryption methods and that has at least a

3.M8leSInRgRAea BF NG Uish Baragement, ingrmagqn sorresnending o a

first encryption method; an issuing information receiver that receives
issuitlgcinfoshasioragatdseaneptethasserthedirstengypioremethde: data

s gInan [ssuing, device that delvers he issuinanigrmation o estie g
second ‘management information corresponding to the first’éncryption

iderafifieditld? am@suingioformatian deécrypigrepediorethatydadnpts thethod
i information with the first encryption method, based on

. ,recejved jssuin
1dﬂ{ét‘f€’r§flﬂf§ﬁdﬁg%8?ﬁlﬂﬂ8vrﬁé’t%n corresponding to the first encryption
methgchthatdsratores ip thedistaiaga-araa-ehihedatpsfeeage portion;
and a communication portion that performs non-contact
communication with a service provider device that delivers the
particular service; and
a mutual authentication portion that, when an
authentication request is received from the service provider device by
the communication portion, based on one of the first and the second
encryption method identification information stored in one of the first
and the second storage area, selects the storage area corresponding to
an encryption method specified by the authentication portion, and
uses the management information stored in the selected storage area

to perform mutual authentication with the service provider device with

the encryption method specified in the authentication request.

4. The information processing device according to claim 3, further
comprising:
a communication portion that performs non-contact

communication with an external device; and



a management information issuing portion that, based on the decrypted
issuing information, issues the second management information
corresponding to the first encryption method and stores the second
management information in a second storage area in the data storage
portion. 8. The information processifddidevice according to claim 7,
wherein the storage area of the data storage portion has a hierarchical

structyre [ e ohabieaekai Bys s siniien M eB RSWRISHBE plurality of
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~ that is stored in the section definition area, and area definition information

isyHang deviss Wie e dlastismeryriéantRectiediorage area of the data
storage portion includes at least a first system definition area that stores a
first system definition information corresponding to a first non-contact
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6. The information processing device according to claim 5, wherein
the information processing device is one of an IC card and a
mobile terminal equipped with an IC card portion capable of non-

contact communication with an external device.

7. An information processing device, comprising:

a data storage portion that is capable of storing user data used
in a particular service using non-contact communication and
management information used to manage the user data in different
storage areas for each of a plurality of different encryption methods
and that has at least a first storage area storing first management
information corresponding to a first encryption method;

an issuing information receiver that receives issuing information
that is encrypted using the first encryption method from an issuing
device that delivers the issuing information to issue second

management information corresponding to the first encryption method;



first section definition information includes a first key used for
authentication to access the first section definition area and identification
information for the first encryption method, the issuing information, as the
second management information, is system issuing information to issue
second system definition informaticii 2orresponding to a second
non-contact communication system and second section definition

informatipnthatbelongsia e saeepssystemdefiiiontnforamatipnaad the
that corresponds to the first encryption method, the system issuingb
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INformation receiver receives the system issuing information encrypte
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d uthgrization keg 114 from the issuing device, the issuing information

gc?y%{l%%eﬁ%?tri 17 Uses one of the first key stored in the first section
definition area and the authorization key stored in the key storage portion

to decrypt the received system issuing information with the first
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based @ndfifiage area of the data storage portion has a hierarchical

structure formed of at least a system definition area established
corresponding to each of a non-contact communication system with
which the information processing device is compatible, at least one
section definition area for each of the plurality of encryption methods
with which the information processing device is compatible, the section
definition area belonging to the system definition area, and at least one
area definition area belonging to the section definition area,

the management information includes at least system definition
information that is stored in the system definition area, section
definition infbrmation that is stored in the section definition area, and
area definition information that is stored in the area definition area,

the first storage area of the data storage portion includes at least
a first system definition area that stores a first system definition
information corresponding to a first non-contact communication
system and a first section definition area that stores a [irst section
definition information corresponding to the first encryption method,

the first section definition arca belonging to the first system definition



decrypted system issuing information, issues the second system

definition information that includes the second system code and the

second section definition information that includes the second key and

the first encryption method identification information, and stores the

second system definition informatiort gdhd the second section definition

information in the second system definition area and the second section
ardgfinition area respectively, the second system definition area and the

second section definition area being the second storage area of the data
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inforntafori{le G5 1Eh &I ML e AR e M b0 RSy @ Bt forstem
cotRcihefianiwality of giferaplepeRIGN MRINRAS LGeNING ¥t and the
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corresponding to a second encryption method; decrypting, by the
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storage area of the data
second system definition information and that corresponds to the first

encryption method,
the system issuing information includes a second system code
indicating the second non-contact communication system and a
second key used for authentication to access a second section
definition area, and
the information processing device further comprises:
a key storage portion that stores an authorization key to
newly issue the system definition information; and
a mutual authentication portion that performs mutual
authentication with the issuing device with the first encryption method,
using the first encryption method identification information stored in
the first section definition area, wherein
when the mutual authentication performed by the mutual
authentication portion is successful, the issuing information receiver
receives the system iséuing information encrypted with the first

encryption method using one of the first key and the authorization key



storage portion. 10. An information processing method, comprising the
steps of: storing, by an information processing device, first management
information corresponding to a first encryption method in a first storage
area of a data storage portion that is capable of storing user data used in
a particular service using non-contat{4ommunication and management
information used to manage the user data in different storage areas for

rrachelid QiRliyQfdifferent encryption methods; receiving, by the
information processing device, issuing information that is encrypted using
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communication and management information used to manage the user
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and the second section definition area being the second storage area of

the data storage portion.

9. An information processing method, comprising the steps of:

storing, by an information processing device, first management
information corresponding to a first encryption method in a first
storage area of a data storage portion that is capable of storing user
data used in a particular service using non-contact communication
and management information used to manage the user data in
different storage areas for each of a plurality of different encryption
methods;

receiving, by the information processing device, issuing
information that is encrypted using the first encryption method from
an issuing device that delivers the issuing information to issue second
management information corresponding to a second encryption

method;

decrypting, by the information processing device, the received



receiving issuing information that is encrypted using the first encryption
method from an issuing device that delivers the issuing information to
issue second management information corresponding to a second
encryption method; decrypting the received issuing information using the
first encryption method, based on thé&8irst management information
corresponding to the first encryption method stored in the first storage

isANBAOT 18,981 RIS ROTHRE; ARG ISSWRgphRzed e tRidesRRigdon the
issuing information, the second management information corresponding
firgd thessergpaentryplormaetivdcorie SEsHHgLtHE Secthe faphgapserption

mdPSMIGRR 7,SRE00E S10rBAe ArGAN! Hﬁﬂ%%%%&%&%@‘gﬂré%n’* and
program that comprises instructions that command a compttef to perform
the dtepsing,stbgingtirstinfanagenment priocmstiog cdrespyndiagad aofirstthe

encryption method jn a first storage area of a data storage portian that is.
GBI ol G JBL G U TV (aRR e AURE TBRG maplormation
coSARpcPmBIURiCcalinn aeddnanagemeptinformatiobusednimanagagthehe

user data in different storage areas for each of a plurality of different
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corresponding to the first encryption method; decrypting the received
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storage area of a data storage portion that is capable of storing user
data used in a particular service using non-contact communication
and management information used to manage the user data in
different storage areas for each of a plurality of different encryption
methods;

receiving, by the information processing device, issuing
information that is encrypted using the first encryption method from
an issuing device that delivers the issuing information to issue second
management information corresponding to the first encryption method;

decrypting, by the information processing device, the received
issuing information using the first encryption method, based on the
first management information corresponding to the first encryption
method stored in the first storage area of the data storage portion; and

issuing, by the information processing device, based on the
decrypted issuing information, the second management information
corresponding to the first encryption method, and storing the second
management information in a second storage area of the data storage

portion.



and storing the second management information in a second storage
area of the data storage portion. 13. A communication system,
comprising: an issuing device; and an information processing device that
is capable of communication with the issuing device; wherein the issuing
device includes an issuing informatidh&encryption portion that encrypts
with a first encryption method issuing information used to issue second
management information corresponding to a second encryption method,
and an issuing information transmitter that transmits the issuing
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encryption method from an issuing device that delivers the issuing
information to issue second management information corresponding to
a second encryption method;

decrypting the received issuing information using the first
encryption method, based on the first management information
corresponding to the first encryption method stored in the first storage
area of the data storage portion; and

issuing, based on the decrypted issuing information, the second
management information corresponding to the second encryption
method, and storing the second management information in a second

storage area of the data storage portion.

12. A program that comprises instructions that command a computer
to perform the steps of:

storing first management information corresponding to a first
encryption method in a first storage area of a data storage portion that
is capable of storing user data used in a particular service using non-
contact communication and management information used to manage
the user data in different storage areas for each of a plurality of

different encryption methods;



based on the decrypted issuing information, issues the second
management information corresponding to the second encryption method
and stores the second management information in a second storage area
of the data storage portion. 14. A communication system, comprising: an
issuing device; and an information prbéessing device that is capable of
communication with the issuing device; wherein the issuing device
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area of the data storage portion.

13. A communication system, comprising:
an issuing device; and
an information processing device that is capable of
communication with the issuing device; wherein
the issuing device includes
an issuing information encryption portion that
encrypts with a first encryption method issuing information used to
issue second management information corresponding to a second
encryption method, and
an issuing information transmitter that transmits
the issuing information encrypted with the first encryption method to
the information processing device, and
the information processing device includes
a data storage portion that has at least a first
storage area storing first management information corresponding to
the first encryption method and that is capable of storing user data

used in a particular service using non-contact communication and



storage portion, and a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the first encryption method
and stores the second management information in a second storage area
of the data storage portion. 118
management information used to manage the user data in different
storage areas for each of a plurality of different encryption methods,
an issuing information receiver that receives the
issuing information encrypted with the first encryption method from
the issuing device,
an issuing information decryption portion that
decrypts the received issuing information using the first encryption
method, based on the first management information corresponding to
the first encryption method stored in the first storage area of the data
storage portion, and
a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the second encryption
method and stores the second management information in a second

storage area of the data storage portion.

14. A communication system, comprising:
an issuing device; and
an information processing device that is capable of
communication with the issuing device; wherein |
the issuing device includes
an issuing information encryption portion that
encrypts with a first encryption method issuing information used to
issue second management information corresponding to the first
encryption method,
an issuing information transmitter that transmits
the issuing information encrypted with the first encryption method to
the information processing device, and
the information processing device includes

a data storage portion that has at least a first
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storage area storing first management information corresponding to
the first encryption method and that is capable of storing user data
used in a particular service using non-contact communication and
management information used to manage the user data in different
storage areas for each of a plurality of different encryption methods,

an issuing information receiver that receives the
issuing information encrypted with the first encryption method from
the issuing device,

an issuing information decryption portion that
decrypts the received issuing information using the first encryption
method, based on the first management information corresponding to
the first encryption method stored in the first storage area of the data
storage portion, and

a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the first encryption method
and stores the second management information in a second storage

area of the data storage portion.



