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Field Wol]

CATI ON SYSTEM AND ACCESS MANAGEMENT

The present invention rel ates
systemthat enabl es conputers connected to
net wor ks (LANs) to make conmuni cation with

each other beyond a wi de area network (WAN). Background Art [0002]
Conventionally, a renote maintenance system which perforns, froma
renote | ocation, nonitoring and nmai nt enance for an el ectronic

instrunment installed at home, offi ﬁ | i ke, has been put into
practical use. By using the reno @%ﬁéﬁm §1ce system a serviceman

at a mainte I Nt r

el ectronic mmm@&ﬁ©ﬁgwm%ﬁ@%mm% oni c
instrunment is installed. There is rémy hat t he mai ntenance
conpany can reduce cost by using %ﬁgﬂﬁ mai nt enance system Even
in the case where a trouble occurs in the electronic instrunment, the
servi ceman can operate the electronic instrunent renotely, thus

qui ckly s men 1tEeJ](irouble that has occurred. In this way, there is
a nerit al'§h Tflig? {8er of the electronic instrument that uses the
renot e rrai[&t)(?ﬂance system

The present invention relates to a relay communication system that
enables computers connected to two different local area networks (LANSs) to

make communication with each other beyond a wide area network (WAN),

Background Art
[0002]

Conventionally, a remote maintenance system, which performs, from
a remote location, monitoring and maintenance for an electronic instrument
installed at home, office or the like, has been put into practical use. By
using the remote maintenance system, a serviceman at a maintenance
company can perform maintenance work for the electronic instrument
without visiting the place where the electronic instrument is installed.
There is a merit that the maintenance company can reduce cost by using the
remote maintenance system. Even in the case where a trouble occurs in
the electronic instrument, the serviceman can operate the electronic
instrument remotely, thus quickly solving the trouble that has occurred. In

this way, there is a merit also for a user of the electronic instrument that

uses the remote maintenance system.



Prior Art Docunent Patent Docunment Wos] [ Pat ent Docunent 1]
Japanese Patent Laid-Open Publication No. 2003-223521 Sunmary of the
I nvention Problens to be Solved by the Invention [00041 Pat ent
Docunent 1 above di scl oses a technique for nonitoring, froma renote
| ocation, an operation control device that controls an air

condi tioner. The mai ntenance conpany of the air conditioner purchases
a recording nedium in which nonitoring software, a password for

accessingt he operation.control device, and the |ike are recorded,
fromthe W&nggeti{ﬂ%‘fﬂew the air conditioner in order to acquire

(rjrg\r/\: Lg'rl n%aggﬁtal)ggmﬁg\n air conditioner fromthe operation control

[0003]
[Patent Document 1] Japanese Patent Laid-Open Publication No.

2003-223521

Summary of the Invention
Problems to be Solved by the Invention
[0004]

Patent Document 1 above discloses a technique for monitoring, from
a remote location, an operation control device that controls an air
conditioner. The maintenance company of the air conditioner purchases a
recording medium, in which monitoring software, a password for accessing
the operation control device, and the like are recorded, from the
manufacturer of the air conditioner in order to acquire monitoring data of
the air conditioner from the operation control device.

[0005]

The maintenance company accesses the operation control device by
using the password recorded in the recording medium, and acquires the
monitoring data from the operation control device by using the monitoring
software. In the case where abnormalities are found in the operation
control device when analyzing the monitoring data, the maintenance
company performs remote maintenance for the operation control device.
[oo06]

However, timing at which an access right to the operation control

2



[ 00051 The mai nt enance conpany accesses the operation control
device by using the password recorded in the recordi ng nedium and
acquires the nonitoring data fromthe operation control device by

using the nmonitoring software. In the case where abnormalities are
found in the operation control device when anal yzing the nonitoring
data, the mai ntenance conpany perforns renote mai ntenance for the

operation control device. [00061 However, timng at which an access

ight to the. ti trol. .devi be set. f he . mai nt
company | STITBBPAE: FHe EHE NIRRT CHOTHITN SIS, CoBalF TR Chas es

th | ' E in_th wh th i_nt .
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ill | | th ti trol, deyi b [ t

paLswor d_FRESPHGE Pip TG PReBru e ot aaPIAcsd et o B it case

Cont ol | GAUF CEETE SABRIRINE SEREY B ST Ae Rl auen: AP AEERRr  party

other than the éer.vi ﬁeman access t‘he‘%ﬁer at?pi'ep'n cantrol .device.
Fur t her morf8™PhE° VIt RY ditHifc e dtATp AR LSt ol PRIHRE BSADT Fal i ti es
that h din th ti trol, devi til th

moni or i ng dat al{EeRTRd Yo te CoPRETFDFL" A RIGBE EHBRRY PRI Ly

qui ckly deal w chthe ahnor na |gagvslce o'rfat:logave occurred in

th
oper at | on 2LEHEPOIEAEEOR Y o AT PRePRR that
Srosent | AT BA Y SHhOLTRALAS Brhrtan s thpides tf Chetatiod cohli

control li % conmuni cati on between the electronic instrunent as a

mai nt enand®'t%4rget and a conputer that perforns the renote

el nt enance. Ive%rlll.%tﬁe%nms'g,l tﬂenxgafnggnaﬁic%%logl?any cannot confirm the

abnormalities that have occurred in the operation control device, until the
monitoring data is analyzed. Therefore, it has been difficult to quickly deal
with the abnormalities which have occurred in the operation control device.
[0007]

In this connection, in consideration of the foregoing problems, it is
an object of the present invention to provide a technigue capable of easily
controlling communication between the electronic instrument as a

maintenance target and a computer that performs the remote maintenance.

Means for Solving the Problems
[0008]

A description is made below of a plurality of aspects as means for
solving the problems, These aspects can be arbitrarily combined with one
another according to needs.

A relay communication system according to an aspect of the present



[ 00081 A description is nade below of a plurality of aspects as
means for solving the problens. These aspects can be arbitrarily
conbi ned with one another according to needs. A relay conmunication
system according to an aspect of the present invention includes: a
first relay apparatus; a second relay apparatus; and an access
managenent apparatus. The access nmanagenent apparatus includes: an
access permssion unit; and a notification unit. The access
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by using tarfn%alria utsl T&lg rﬁ%‘Lt relay apparatus includes: a communication session

establishment unit that establishes a communication session with the

second relay apparatus when having received the access permission. Each

of the first relay apparatus and the second relay apparatus includes: a relay

communication unit that relays, by using the communication session,

communication between a first communication terminal connected to a first

LAN on the first relay apparatus side and a second communication terminal

connected to a second LAN on the second relay apparatus side.

[0009]

The access management apparatus may further include: a list
transmission unit that transmits the list to the first relay apparatus, and
the first relay apparatus may further include: a selection unit that selects

the second relay apparatus as an access request destination by using the

list.



The first relay apparatus may further include: an access status
notification unit that notifies the access managenent apparatus of an
access status with respect to the second relay apparatus, and the
access managenent apparatus may further include: an access recording
unit that records a change of the access status based on the notice
fromthe access status notification unit. Each of the first
rel ay apparatus, the second relay apparatus and the access nmanagenent
apparatus[gﬁﬁﬁfurther include: a relay server information sharing
unit that Shares anong each other a relay server information. The
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rel ay app ay._exchange network addresses thereof with each
ot her aft%?%{u%}(’r; (e

to
he

uurrnﬁu%‘si on i s established. I n exchangi ng
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of the first relay apparatus and the second relay apparatus, and including
activation/registration information of client terminals connected to the first
relay apparatus and the second relay apparatus.
The first relay apparatus may further include: a display unit that
displays the relay server information.
The communication session may be a routing session that serves as
a media session that performs routing control for a communication packet fo
be transferred between the first relay apparatus and the second relay
apparatus.
In the routing session, the first relay apparatus and the second relay
apparatus may exchange network addresses thereof with each other after
the routing session is established.

In exchanging the network addresses, the first relay apparatus and

the second relay apparatus respectively may permit accesses to all



[ 0011] An access nanagenent apparatus accordi ng to anot her
aspect of the present invention is an apparatus capable of perform ng
comuni cation with a first relay apparatus and a second rel ay
apparatus, including: a list transm ssion unit; an access perm ssion
unit; and a notification unit. The list transm ssion unit holds a

| i st of apparatuses accessible by the first relay apparatus, and
transmts the list to the first relay apparatus. Wen having

ived, .f he first t toth
Second r el HsRRARE Y R s BRE AR LA e FORBI (edurbifirfes. whet her
tt it th i rst | t t th d I
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anothor - adEREYIA ceclb e RO ALt T S SRR Gl oy
R R e A o P
pernissiogﬂgﬁﬂté a notification unit; and a session information
[

acquisiti . The access perm ssion unit holds a |ist of

t ible by the first t d wh hav]
oot ved {1 om L AE 4P BrBPEGEE A R L pRRERESt Radle it dne

second rel ay apparatus,.determ nes whether,or .not, to permt the first
Fol ay appdREIl B BHTbISAT AP VAL CPHANS O RF PR SOBIRRCBHOR he
list. In a.case.where the first relay a atus is permtt.ed t

acoess { haVEb et FeREPRAAS AR 2 setR e er e S A iBg: § Bk ¢ he
second relay apparatus that there is an ac,g&;tfrqgkﬁgf first &ﬁlay
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erm ssi on. t he second.rel aratus. . The sessi.on.i nfor i an
e o1t dist dransruigsign aat Bofd A B BppBtatpats SEASB bl ot ey o,
information regardi ng,a conmupi cat.i.on, sessji on establi she et ween t he
firet el APPABRICARE AT S ikt i ThaFaSt SR AR R S SNDER ¢ he
access perm ssion..The_ first relay. apparatus includes: a
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comruni cati on session Wi th the second rel ay apparatus. when havi n
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first co ni cation.term nal conpected to.,a first LAN on the. first
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a second LAN on.the second relay . a r at sj.de. The cess
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[oo12]
A relay communication system according to another aspect of the
present invention includes: a first relay apparatus; a second relay

apparatus; and an access management apparatus. The access
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The first relay apparatus may further include: an establishnment
notification unit that transmts an establishnment notice of the
conmmuni cation session to the access nmanagenent apparatus, and the

di sconnection instruction unit may instruct the first relay apparatus
to di sconnect the conmunication session in a case where a tine that
has el apsed since the establishment notice was received reaches a

predeterm ned tine or nore. [0014] An access nanagenent
appar atus_according to still ct..of i : o D¥ention
e an appAratteedn aP et pathBhen B Rt R AR
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rel ay app%r atn;!i%vggg r%mcéagﬂee S]fll'gzling el ffi'sf &éﬁgﬁ &MJ %F&LEQ %nf a{crcg%suirg,ﬁl.lgér{]t c}o the

appar at us he“$eco ay appar a

d i whet h i i i i
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€SS perm ssion e second rel ay

Th . e . pen . .
The fi v seoperay Sapsar et ol 8 B Hb s SRy BB el O
| cati ! Cabli sk ¢ . 2
and the. soREASA A s BaPL i AT Ay aTSArE S ehd B B ARRSLAKS
wh it det ined th [ ' '
cati s o5 BB UABCL AR AFEe el Er 0h vp Bt e Py 2B s B D o,
the di ti . ruction.unit . . . ‘
B T R T
th d I, w1:0.0015 e A : unleat i
o e e P AR B Bhmoioh b BY ARG 2 on
i ncl udes: fi I t us:; :
acoess maagBrEnees fidaRER Rt Al 8RR By B A oo BB
i ncl udes: | i st hal di i b i.fl ' U Lo d
nstruct i dnedies BhrirTed b M B A8 MRl 20T on" TSt ae a
list of ap(i%ar at use

The. speci ROEIRFORCIAECaneePrreLpRest Bl pif bl (8 atedon
From the FEPORupisaeg® Rapurap e e R LR B a0 £ T es
ol ay appdParied CRRARREPPURE Fho sk IRy BFETR I ShE% SRR
communi catFoRLELeY GNP RLT IR PHNER A Uk C el Rk SR, By
ocond 1o PR HRa PR R B TR R O S S ccess
R ot OB b BOE s Bh 5D A SR R EPRR L5, 5, Poc0n,
using the gpop%{;'&sc&&é %ﬂdsaesse%gr?ﬁ' bon%%%gailt%% jce(%zr{linal connected to a second
LAN on the second relay apparatus side. The access management
apparatus further includes: a disconnection instruction unit that, in a case

where it has been determined that the communication session satisfies a

predetermined condition based on the session information, transmits a

7



bet ween a commruni cation term nal connected to a LAN on the first
rel ay apparatus side and a conmunication term nal connected to a LAN
on the second relay apparatus side. [0016] The access
managenent apparatus may further include: a confirmation unit that
confirms whether or not the second relay apparatus specified by the
specification unit is in a state of being capable of accessing the
first relay apparatus. [0017] The second rel ay apparatus my
further include: .a notjficati unit that notifi.es . th cces
managerentUSEPaY SIS IS A SN SR B SRR eariPB° Fa e Bltieen
the first relay apparatus gnd, the second relay apparatus, and the
access naﬁﬁﬁ%ﬁéﬁ?oggé%ﬁgpaglﬁEVWﬂEW9ﬁ§§'include: a recording unit

t hat recorﬁﬁx he change of the communication status based on the
notice fré e notification unit. [0018] An access nanagenent

t ing. t till t h t .of. t.h t, ti
E" e appar at s BAREH IO “PRPPOIHRY RN AT G B0 AL prreL
I .and d I i ncl udp ng: li st
oo P S G B e PRSP o PR P PE R, ot o
access instruction.unit..The List holdi ng uni b hol ds. a 1E_)ter E%SSi on
list as aCPW“%Fa%%S?%%%@s*h@aapcﬁ% SBPIERIRUNAINFRHE ARFERe o) ay
tus.,.Th ificati. jt ifi tk d I
D B b el et AU SRSSh R B R Mo
det ined inf ti f the first I tus. ,Th
AR N Y ST TN fyr Y
ified t he. ifi ' it is. i t bei bl f
R e DR R R e S
apparatus is,in theéistate of being capable of accessing the first

rel ay app&rafUermiRd UReSE P st ruction unit notifies the first relay

appar at us @5@] there is an access fromthe second rel ay appar at us,
and II’IStI‘L!I the second relay apparatus to access the first relay

apparat us. An access management apparatus according to still another aspect

of the present invention is an apparatus capable of performing
communication with a first relay apparatus and a second relay apparatus,
including: an access permission unit; a notification unit; a session
information acquisition unit; and a disconnection instruction unit. The
access permission unit holds a list of apparatuses accessible by the first
relay apparatus and when having received from the first relay apparatus an
access request to the second relay apparatus, and determines whether or not
to permit the first relay apparatus to access the second relay apparatus
based on the list. In a case where the first relay apparatus is permitted to
access the second relay apparatus, the notification unit notifies the second
relay apparatus that there is an access from the first relay apparatus, and
notifies the first relay apparatus of an access permission to the second relay

apparatus. The session information acquisition unit acquires, from the



Ef fects of the Invention [00191 (1) I'n the relay comunication
system according to the one aspect of the present invention, the
access nmanagenent apparatus permts the first relay apparatus to
access the second relay apparatus based on the list of the
apparatuses accessible by the first relay apparatus. Based on the
access perm ssion of the access managenent apparatus, the first relay
appar at us establishes the conmmuni cati on session between the first

e e L R
LSt o o BB A NG SO0 L SRR (0 ey,
P ot U2 B AR RDeES B BIER B pRRRY I, o el SHPRE BB T

appar at us APPERS y appara t he
apparat usqg, 1.8 0k gh%%%%ec%%a bERLRoR LS TRL oS LadNEL R b

appar at us e recerved I'Tst 158y “appar at us

TreC T of RohdiioR 16583 oh SV SRl SRR DAL LR, ekl gc%%ne&é spfhiRe’ Of

the first us c¢an easi confir uses

accessi bl e t%/ tltangm%’gsl [ 31%0 %e%%oﬁ‘ RR&L Qét&lcﬁi 01{ t%%zc%ghmumc thI-‘[ Q?SSH]I{ 1?0

rel ay appara us no Ifl es dCCEess mmnagenent ara us o

e AT O o VS o v, s o

rranagerrent[g\?fqaarat us records the access status of the first relay
appar at us respect to the second relay apparatus. In such a way,

Socond rel ay appaPi i mSIEER UG o EalE BbAPRAIALN AR of N°

the present invention includes:® a first relay apparatus; a second relay

apparatus; and an access management apparatus. The access
management apparatus includes: a list holding unit: a specification unit;
and an access instruction unit. The list holding unit holds a permission list
as a list of apparatuses capable of accessing the first relay apparatus. The
specification unit specifies the second relay apparatus based on the
permission list when having received predetermined information from the
first relay apparatus. The access instruction unit notifies the first relay
apparatus that there is an access from the second relay apparatus, and
instructs the second relay apparatus to access the first relay apparatus.
The second relay apparatus includes: a communication session
establishment unit that establishes a communication session between the
first relay apparatus and the second relay apparatus based on the
instruction from the access instruction unit. Each of the first relay
apparatus and the second relay apparatus includes: a relay commmunication

unit that relays, by using the communication session, communication



[ 00221 (2) I'n the relay comunication system according to the
anot her aspect of the present invention, the first relay apparatus
acquires the access perm ssion to the second rel ay apparatus through
t he access managenent unit fromthe access nmanagenent apparatus, and
est abl i shes the conmuni cati on session between the first relay
apparatus and the second relay apparatus. At a tinme of determning
that the conmunication session satisfies a predeterm ned condition,

the access,.FRpa0s B ARRALAL Yoinlinst Ediﬁfe%tetdht% J%AN ofk @ﬁ@ﬂ pRRERRAL US

to di sconnect the comunication session. In such a way, e accCess

Wanagerrent%ggaiim.ts&@e £30 2 oMM MichI6n ?@gﬁﬂ%}ﬁ/&]ﬂﬁ% égti&da ﬂhﬁ?&? E{?&;i on

of the co nication session in a uni

time of deLgiy ﬁl@aﬁé\%ﬁtﬁ‘s piggdet ermined tinme has el apsed since the
establ i shment noti‘ce s recel ved, the access managenent appar at us
instructs @@%fl rst relay apparatus or the second relay apparatus to
di sconnect e communi cation session. In such a way, the

conmmuni cati on S%@'a@ﬁbsﬁ?ﬁaz@fg&ﬁﬁrﬁl%ﬁg Qﬁ&ﬁ%ﬁq ¥‘i‘ lxﬂi a f| xed tine,

and accordingly, the ri an 1| access 0 the second LAN

using the cﬁﬂmgtﬁﬁtdn%‘ﬂfﬁ%ﬁhﬁfhlg%egﬁezl aw%t?%e g&ffﬂa% %ala@ég In

the relay comuni cation systemaccording to aspect
of the presentiel YRt isBReinbikidiEnfas en Qlstiiav

ot edet of mRed P AP i g P e Sl BB 5T 8 s M LGRIY ol acpessing
nmanagenmenty, es the second relay apparatus based on
the perm Ssﬁgﬁé‘f{?etléﬂfa EL %n the instruction fromthe access
nmanagenentpgppar at us, the second rel ay apparatus establishes the
conmuni catl on ‘sessi on between the first relay apparatus and the

second rel ay ap%ﬁ%&bﬁ?}}d 1@%3?%5%@&@%@&&&8&%& %’ ﬁoﬁﬁé{at?o% uhr

exanple i nformati ates an-operation o conmuni cati on

LR el SRADAGHRL. U A0Eed AadBehbft hhi Ak RELAY RRBA LIS i de. and

t he nce, 1 n response ni cation

t | i th
cgﬂunﬂ?cat it gﬁ:@%&ﬂsﬁ(ﬁgs b oeh ilet k8 BpBYaRRRHEHISORNE, o oy
appar at us 681 B8, CONIS Qhligfle abQU¢ R anagement apparatus may further

include: a recording unit that records the change of the communication

status based on the notice from the notification unit.
foo1s]

An access management apparatus according to still another aspect
of the present invention is an apparatus capable of performing
communication with a first relay apparatus and a second relay apparatus,
including: a list holding unit; a specification unit; a confirmation unit; and
an access instruction unit. The list holding unit holds a permission list as
a list of apparatuses capable of accessing the first relay apparatus. The
specification unit specifies the second relay apparatus based on the
permission list when having received a predetermined information from the

first relay apparatus. The confirmation unit confirms whether or not the
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The access managenent apparatus confirnms whether or not the second
rel ay apparatus specified based on the permssion list is in a state
of being capable of accessing the first relay apparatus. In such a
way, the access managenent apparatus can instruct the apparatus that
can surely access the first relay apparatus to access the first relay
apparatus. [0026] The second rel ay apparatus notifies the
access nanagenent apparatus of the change of the communi cation status

between tRecdid Riay a%ﬁ?éﬁ&ﬁﬂ@ﬁ&%?ﬁﬁgggfﬁﬁﬁﬁ@ﬂ1ﬁﬁ£g%mﬂf£@%%&ﬁs- The

access nmnagenent “apparatus Tecor | change o
commun ozl ek S AECA RSSO R SSART e
L1 2 PPSEAISM 30RO 45 B BRLE A SO AR QLESP, A1
v 2 SOt R AR 6. LR, Oy LN EPTRLAIAGD S1otom,
|73, IR 1) Bk P L SALYGL LR B0 LS 10,5 @
SOt ARk 3B G5 s LB Goufihs = V1o
Effects of the Invention
[0019]

(1) In the relay communication system according to the one aspect of
the present invention, the access management apparatus permits the first
relay apparatus to access the second relay apparatus based on the list of the
apparatuses accessible by the first relay apparatus. Based on the access
permission of the access management apparatus, the first relay apparatus
establishes the communication session between the first relay apparatus
and the second relay apparatus. In such a way, the access management
apparatus can control the communication between the first relay apparatus
and the second relay apparatus, and accordingly, an illegal access to the
second LAN on the second relay apparatus side can be prevented.

[0020]

The access management apparatus transmits, to the first relay
apparatus, the list of the apparatuses to which access rights are set for the
first relay apparatus. Based on the received list, the fivst relay apparatus
determines the access request destination. In such a way, a user of the

first relay apparatus can easily confirm the apparatuses accessible by the
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systemat a tine of being used for renote maintenance. FIG 6 is a
vi ew showi ng a configuration of a relay server. FIG 7 is a
vi ew showi ng a configuration of an access nmanagenent apparatus. FIG
8 is a table showi ng an access pernmission list. FIG 9 is a chart
showing a flow of the renote maintenance. FIG 10 is a table show ng
a selection list. FIG 11 is a view showing the relay server
information in a table format. FIG 12 is a table show ng access

record i nfQLIRNLOYy paratus.
[0021]

The first relay apparatus notifies the access management apparatus
of the change of the access status to the second relay apparatus. Based on
the notice coming from the first relay apparatus, the access management
apparatus records the access status of the first relay apparatus with respect
to the second relay apparatus. In such a way, the communication status
between the first relay apparatus and the second relay apparatus can be
grasped with ease.

[0022]

(2) In the relay communication system according to the ancther
aspect of the present invention, the first relay apparatus acquires the access
permission to the second relay apparatus through the access management
unit from the access management apparatus, and establishes the
communication session between the first relay apparatus and the second
relay apparatus, At a time of determining that the communication session
satisfies a predetermined condition, the access management apparatus
instructs the first relay apparatus to disconnect the communication session.
In such a way, the access management apparatus can control the
establishment and disconnection of the communication session in a unified
way.

[0023]

At a time of determining that a predetermined time has elapsed

sinece the establishment notice was received, the access management

apparatus instructs the first relay apparatus or the second relay apparatus

12



FIG 13 is a view show ng anot her configuration exanple of the relay
conmuni cati on system FIG 14 is a view showing a configuration
of an access nmnagenent apparatus. FIG 15 is a chart showng a flow
of renpte maintenance. FIG 16 is a table show ng access record
information. FIG 17 is a chart showing a flow of renote naintenance.
FIG 18 is a table show ng access record informati on. Best Modes for
Carrying out the Invention [0028] A description will be nade

R et L T T AR
conmmuni cat, ARy $¥8485% session can be surely disconnected within a fixed time, and
accordingly, the risk of an illegal access to the second LAN using the
communication session can be lowered.
[0024]

(8) In the relay communication system according to the still another
aspect of the present invention, in the case of having received
predetermined information from the first relay apparatus, the access
management apparatus specifies the second relay apparatus based on the
permission list. Based on the instruction from the access management
apparatus, the second relay apparatus establishes the communication
session between the first relay apparatus and the second relay apparatus.
Such predetermined information may be, for example, information that
indicates an operation of the communication terminal connected to the LAN
on the first relay apparatus side, and the like. Hence, in response to the
status of the communication terminal connected to the LAN on the first
relay apparatus side, the communication between the first relay apparatus
and the second relay apparatus can be controlled.

[0025]

The access management apparatus confirms whether or not the
second relay apparatus specified based on the permission list is in a state of
being capable of accessing the first relay apparatus. In such a way, the
access management apparatus can instruct the apparatus that can surely
access the first relay apparatus to access the first relay apparatus.

[0026]

13



A description will be nade of an outline of a relay comrunication
system according to this enbodinent. FIG 1 is a view show ng a basic
configuration of the relay conmuni cation system The relay
comuni cation systemshown in FIG 1 is conposed of LANs 1 and 2 and
a WAN 100. The WAN 100 is a wi de area network, for exanple, such as
the Internet. [0030] A relay server 10 and a client term nal
11 are connected to the LAN 1. A relay server 20 and a client
termnal 21 are ﬁonnected to the kAN .A session initiatign protocol
I\ ERT R

(SIP) server 101°F &SRS PRE2 BAFLTEITEAES M rhe ¢l ent
t inals 11 and 2 t inal h.as..

ol ny. acr FEPAEAGS QR i AT BT, BRCGEH R (B LR oley
termnal 11 and the .client termnal 21. TheyS|IP server 101 relays
communi cafPBATHE ARG RESPH IR L BPUERL D arr £ BRIGEERRNE, 20. 1n
e D S PR R85 TS B U B on

prot ocol s ot he The rel ay

. than t.he SIP.nmay be used [0032 R

servers 16339?8&% gﬁﬂhﬁ%%@l?lg%yta@lpﬁf%&ss gﬂsﬁ‘#ﬂaévfycg}westi tute a
relay group capable of, co i cat j;on.t herebet wee an I

i nf or mat i (‘J’ﬁmrné Cidgn Pﬁ?r%“gg?{]‘?%el”p S Wt??}a?ﬁé’p?b%yﬁ a&a&%‘%.sg%néi rel ay
server 10 hol ds re‘lﬁéwep info na%%on 51, relay server information
52 and cl if&ffY TRRT i o?’r?ﬁ‘??%ﬁ” ®85fhe relay server 20 hol ds the
relay group information 51, the relay server information 52 and
client termnal information 54. The client termnals 11 and 21 hold
t he rel ay 4o iqf%rnatigné%l and the relay server information 52.

[ 00331 ieldljescription of the LHAZHBES ng the relay group information 51.

The rel ay gﬁgﬂp information 51 includes upper information 511. The
upper inf& ion 511 corresponds to a group tag.

FIG. 1 is a view showing a basic configuration of a relay
communication system.

FIG. 2 is a view showing details of relay group information.

FIG. 3 is a view showing details of relay server information.

FIG. 4A is a view showing details of client terminal information.

FIG. 4B is a view showing details of client terminal information.

FIG. 5 is a view showing a configuration of the relay communication
system at a time of being used for remote maintenance.

FIQG. 6 is a view showing a configuration of a relay servex.

FIG. 7 is a view showing a configuration of an access managerment
apparatus.

FIG. 8 is a table showing an access permission list.

FIG. 91is a chart showing a flow of the remote maintenance.

FIG. 10 is a table showing a selection list.

FIG. 11 is a view showing the relay server information in a table

14



[ 0034] The upper information 511 is information regarding the

relay group. "id" is an identification information of the relay
group, in which "groupA" is set. "lastnod" indicates a | atest update
time of the relay group information 51. "nane" is a nane of the relay
group. [0035] Lower information 512 is information regarding
the relay servers located at a | ower |evel below the relay group. The
| ower information 512 is incorporated as site tags in the upper

informati%S 1. "id" indicates an identification infornmati on of the
relay serv&™?" | n the respective site tags, there are set:

"rs-1@bc. net" the. identifjcation informatiqn of .t he relay server
10, and "rs- 2@@@Gnﬂ%e”s %ga%ﬁéh?’ﬁ’é’rﬁ "ilqcla‘(c‘?’a]ﬁcgﬁf %’ﬁ?w%‘i‘?-on of the relay
server 20. Int case where .a new relay server is added t he rel ay
group, a site tgg(}cg?’rse%ﬁ’(?ﬁ"d?l?%"% W@ﬁ%e‘?ﬁnflgfl’é%/tl%?w&es&&%aed to
the | ower informati on 512.
relay communication system.
FIG. 14 is a view showing a configuration of an access management
apparatus.
FIG. 15 is a chart showing a flow of remote maintenance.
FIG. 16 is a table showing access record information.

FIG. 17 is a chart showing a flow of remote maintenance.

FIG. 18 is a table showing access record information.

Best Modes for Carrying out the Invention
[0028]

A description will be made below of embodiments of the present

invention while referring to the drawings.

[0029]

1. First Embodiment

{Basic configuration of relay communication system}

A description will be made of an outline of a relay communication
system according to this embodiment. FIG. 1is a view showing a basic
configuration of the relay communication system. The relay
communication system shown in FIG. 1 is composed of LANs 1 and 2and a
WAN 100. The WAN 100 is a wide area network, for example, such as the
Internet.

[0030]
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[ 00361 FIG 3 is a view show ng the relay server information
52. The relay server information 52 is information regarding the
relay servers and the client termnals, which constitute the rel ay
group. The relay server information 52 includes upper information
521-1 and 521-2. The upper information 521-1 and. 521-2 correspond to
the site tags. [0031 The upper information 521-1 and 521-2 are
information regarding the relay servers, which are | ocated at an

eapect | vel .~ fde Jvf%iﬁ%r“i’%%ﬁd-t Q@g%fQ%%%%%Lifﬁ%?%éo%n?%?ﬁﬁit@s%ﬂ

|1 the 1 eilay ABTe feve® o8 Bt Aicdrntie  ATRE hpifut i e AN °
= h

3211 | ne HRSEORGRS R BRIAT] ﬁf%ﬁi‘%qsﬁh SRR p Pror T 1892 1

i's |nforr’r§w§ﬂ regarding the client termnal 11 |ocated at a | ower
| evel bel e reI ay server 10. The | ower informati on 522-1

e L P SO S,
T Tt of S0 oot o o te g o
client terminal 11 and the client terminal 21. The SIP server 101 relays
communication between the relay sexver 10 and the relay server 20. In
this embodiment, the SIP is used as the communication protocol between
the relay server 10 and the relay server 20; however, protocols other than
the SIP may be used.
[0032]

The relay servers 10 and 20 and the client terminals 11 and 21
constitute a relay group capable of communication therebetween, and hold
information required for participation in the relay group. The relay server
10 holds relay group information 51, relay server information 52 and client
terminal information 53. The relay server 20 holds the relay group
information 51, the relay server information 52 and client terminal
information 54. The client terminals 11 and 21 hold the relay group
information 51 and the relay server information 52.

[0033]

FIG. 2 is a view showing the relay group information 51. The relay
group information 51 includes upper information 511. The upper
information 511 corresponds to a group tag.

[0034]
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[ 0039] In each of the |ower information 522-1 and 522-2,
"div", "id" and "nanme" indicate a nanme of an installed division,
identification information and nane of the respective client
termnals. "group” indicates the identification information of a
relay group to which the client term nal belongs. "site" indicates
the identification information of the rel ay server as a | og-on
destination of the client termnal. [0040] "site=

‘rs-1@bc. net" i i i ent
terminal 11 has sohes BibfEstREsiLY %iﬂéle‘@%ﬂé@?a%%aﬁ’%h@% Phe

rel ay serwvep . | . ML, At he
client terﬁ‘lf r%g%nﬁg?#‘ga&gr’%% re 6%/912%1? \Z/fé%a%,a%[oﬁ \/\,h&?1 %E%ﬁit‘hltg
client ter na 45 ; t r el . he
field of “Brt eﬁas?ﬂ%ﬂ%lr a&iﬁﬁaﬂrﬁﬁ’;’@%ﬁﬁrﬁﬁzeyﬁﬁeﬁéﬁg %ﬁgﬁ%ér%&f%‘r?%%?ﬂ
term nal client termnal 11. 0041
The nunber%llof suc nod agogé%gégv\%&%g{fernatr on) included in tLe Si ]te
t ag (upperobﬁ ormation) is changed dependi ng on the nunber of client
termnal s conrqect ed to the relay server. For exanpl e in the case

where a new cli t% ek § nfgrml; orl%ﬁqgfﬂ&far Qubﬂ 1aglshds wgg a

node tag (I ower corresp on |ent term nal

s s gkl ﬁfl%r%l.?%‘fsin*qﬁé*%]tr iy o YL T g e

53, inf or @Eﬁc%@%%%,ggd gé QlQe tt%‘s ﬁ[ﬂh%g%pptef"i a%‘ag%ﬁ Eflsi Selrd" 1nrﬁbé.’tes annOde

addr", "nane" a ass 1 NS i vi Si on nane,

|t ernet ﬁ}gﬁﬁﬁ%ﬂéﬂ foto %?%é&? LT Rty B0 O 16ty BoepkPlivebits @%%S
client tert%]e agml t: “ Fq) ?Irht ’f 5&%&[ ‘Bi%ni;ﬁ%&.’ﬁ&’i?iﬁtg{}nﬁﬁoﬁ %?ﬂfé fe?%%

t er m nal abc es a

expi r ati o'k gx%ﬂ ﬂ? a.gxfd @%%@% b%@f’ %se{Hé'lﬂgx{m%c}at v%rfe){r%{f‘% méﬂ?ﬂ GRS o fayPO" €

nunber to used I'én ermn ient term nal

11 PerT ol R fRR NIGHE Aed AT BLAIAY BRey 1 addi8 GIhERLIaL SR

11 is not on"to the re ay server

are bl ank. a site tag corresponding to the new relay server is added fo the lower

information 512.
[0036]

FIG. 3 is a view showing the relay server informaftion 52. The relay
server information 52 is information regarding the relay servers and the
client terminals, which constitute the relay group. The relay server
information 52 includes upper information 521-1 and 521-2. The upper
information 521-1 and 521-2 correspond to the site tags.

[0037]

The upper information 521-1 and 521-2 are information regarding
the relay servers, which are located at an upper level, and correspond to the
relay servers 10 and 20, respectively. “id”, “name” and “stat” indicate the

identification information, name and start state of the respective relay
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[ 0043] FIG 43 is a view showi ng the client term nal
information 54 corresponding to the client termnal 21. The
information regarding the client termnal 21 is recorded in the
client termnal information 54 in a simlar way to the client
termnal information 53. The identification information of the client
termnal 21 is "cl-21@s-2.abc.net". [0044] The relay group
information 51 is updated when the nunber of relay servers which

constitute the rela roup i s changed, .The relay, servey .i nf ormation
S s Upasetranol the SURY RgtTEL SIRIGHL. CRGR £aF vy PG O ti XseF at i on
state of a rel ag server, and a lLog-on state of a client termnal are
changed, &R¥LaS 8¢t a9 OWABT active™ "For exanple, in the case where the
client termnal 11 has |ogged off fromthe relay server 10, the relay
server 10 %8l es the rel ay server information 52 held by the rel ay
server 10, and ;ransmts n dat

information 52 t&¢tHwESF &t Vng P@éﬁlg]gfrjc i gﬁg%v%in&é{:@%ﬁi&%%ﬁér ays the
Lhe t ol oy s e SoORRAUORGIRTT Bt lear e et ag e LR reraiagl 11
hf or | dreeed ana 1o lehyPIuTbEre A TR 1(bn B louHE FHEBREER | he
Cont 1 15827 LIRS thd RGP GUIE HCOIOTHE 8 PG S 5op (ot

operation state of each caqnputer, and the |ike. .[] 0046 . .The
client terf %%at}%@lr?@ti gﬁ asgmilay e, éﬂ%uﬁg%‘&r\%’?@ﬁﬁtﬂ#ﬁ@jélzéw F¥ers
10 and 20 relay data .destined tqg the client fermnals 11 and . A
case i s cdR¥EHEHREMAatigRPE2idRs dpuyation v dmatie lseeweﬁnalaﬁ, in

whi ch the identification i rmati on. of the ient termnal 11 is
desi gnat e&o%‘teéf"?ﬁ AYRT g‘é’ﬁg%&ﬁ‘éfst@‘ieﬁﬁpiyoﬁ??v?rrﬁn the relay server 20.
The rel ay server 10 specifies the IP address of the client term nal
11 based O8%e i dentification

In each of the lower information 522-1 and 522-2, “div”, “id” and
“name” indicate a name of an installed division, identification information
and name of the respective client terminals. “group” indicates the
identification information of a relay group to which the client terminal
belongs. “site” indicates the identification information of the relay server
as a log-on desfination of the client terminal.

[0040]

If “site= ‘rs-1@abc.net” is set in the lower information 522-1, then
the client terminal 11 has logged on to the relay server 10. In this case, the
relay server 20 and the client terminal 21 can communicate with the client
terminal 11 through the relay server 10. Meanwhile, if the client terminal
11 is not logged on to the relay server 10, then the field of “site” is blank,
Thus the relay server 20 and the client ferminal 21 cannot communicate

with the client terminal 11.
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information of the client termnal 11, which is designated as the
transm ssi on destination, and based on the client term nal

I nformation 53. The relay server 10 relays the received data to the
client termnal 11 by using the specified IF address. [00471
{Configuration of renote nai ntenance systent A description is
made in detail of a renote nai ntenance systemusing the
above-nentioned relay comruni cation system FIG 5 is a view show ng
a configurggdgn of the renote maintenance system The renote

mai nt enance system shown in FIG 5 has a configuration in which a LAN

?RB?CQSY\AO% ggd'?ﬁ]élg%xa 1681%?%%}?%9%%%5(5ervé%@0f a%loggglﬁé1?§§%ﬁf%o481
T LAN 1 i nel 1@
of et he LAI%IM:% tlag @éqgg&g{%ﬁgﬁ%@gﬁ &téégﬁgﬁl 'S h{? xﬁ%%}ég{gfncg%% -es_sl_o

Lor minal 1T ERD SRR RE RN F ek e 4 o

term nal a genera server 12 may

file servef,, aie\%%ﬁﬁfn‘é?%]%cﬁ{ne’b&?l tJ'oi 58 ,1-9%{5»1 s%gvegfgﬂx%ﬁ% B (RrAs! of

t he renot e mal nt enance. general serv es not fufiction as

the relay ;3RL¥akioR cdh8afthdtid td &l hd¥Rblient terminal is added to the site

tag.

[0042]

FIG. 44 is a view showing the client terminal information §3. In
the client terminal information 53, information regarding the client
terminal 11 is set. “div”, “node addr”, “name” and “pass” indicate an
installed division name, an internet protocol (IP) address, name and
password of the client terminal 11. "id” indicates the identification
information of the client terminal 11. The identification information of the
client terminal 11 i “cl-11@rs-1.abc.net”. “expr” indicates a log-on
expiration period of the client terminal 11. “port’ indicates a port number
to be used by the client terminal 11 when the client terminal 11 performs
communication in the relay group. If the client terminal 11 is not logged on
to the relay sexrver 10, then “expr” and “port” are blank.

[0043]

FIG. 4B is a view showing the client terminal information 54
corresponding to the client terminal 21. The information regarding the
client terminal 21 is recorded in the client terminal information 54 in a
similar way to the client terminal information 53. The identification

information of the client terminal 21 is “cl-21@rs-2.abe.net”.
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[ 00491 The LANs 2 and 3 are networks to be used by a

mai nt enance conpany that perforns the renote nmai ntenance for the LAN
1. [00501 The LAN 2 may be constructed at a mai ntenance center, in
which a serviceman of the maintenance conpany is al ways stationed.
Net wor k address of the LAN 2 is "192.168.2.0/24". To the LAN 2, there
are connected: the relay server 20, the client termnal 21, and a
general termnal 22. The general termnal 22 is a conputer that does
not functhﬁg%&s the relay server or the client termnal, in a simlar

way to th eral server 12. The servicenman performs the renote

mai nt enance for_the general server 12 V\:hl h i.s connected.to LAN
1, by using the F%FG&?Y%‘P%W Q@nat[l%ﬁ]ls up atedvq—lp.@m %&1\1“@11?%1‘ oille‘fa
constructed at a_call center thaf receives d the |ike

fr om user §eTVIRES WHRG %&F%@@@Prﬁiﬁ’ FEANP 38 F}éam li[‘g‘@l BY1SPEVET To t he
LAN 3, there are caonnected; an_access, manage %t? arat us 30, and a
client teiPraptign 521pawgatedswh %ﬁé@@ﬁgﬁ’c%&’ﬁ’p a?(grPEBcﬁ“? ons as a
relay serve; and in addition, manages access %ﬁ to the relay
server 10CBARHOMetatg &t relay ReTYEY apd Pe?f@it%o enfcfepginal are

managenent, apparatus 30 is capabl e of communication, which is nmade
t hrough t KRaNged: 808 50 h the rel ay servers 10 and 20 and the client
term nal s 01014:53nd 21. [00521

For example, in the case where the client terminal 11 has logged off
from the relay server 10, the relay server 10 updates the relay server
information 52 held by the relay server 10, and transmits an update notice
of the relay server information 52 to the relay sexrver 20. The relay server
20 relays the update notice to the client terminal 21. Based on the update
notice, the relay server 20 and the client terminal 21 update the relay server
information 52. In this way, by referring to the relay group information 51
and the relay server information 52, each user of the relay servers 10 and 20
and the client terminals 11 and 21 can confirm, in real time, the
configuration of the relay group, the operation state of each computer, and
the like.

[0046]

The client terminal information 53 and 54 are used when the relay
servers 10 and 20 relay data destined to the client terminals 11 and 21. A
case is considered, where the relay server 10 has received data, in which the
identification information of the client ferminal 11 is designated as a
transmission destination, from the relay server 20. The relay server 10

specifies the IP address of the client terminal 11 based on the identification
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In the case where the serviceman perforns the renote maintenance for
the general server 12 by using the relay server 20, a routing session
is established between the relay server 10 and the relay server 20.

[ 0053] The routing session is a nmedia session for performng
routing control for a communi cation packet to be transferred between
the LAN 1 and the LAN 2. The general server 12 does not function as
the relay server or the client termnal, and accordingly i's not

regi stered in the rel erver infarm nce, Iy, t he

rel ay ser VBIOTBE" @aﬁﬁﬁﬁg@g‘?ﬂﬁﬁ’?r’@%@% F"&‘“ﬁh’é %%Fé’@&? §§ r 12 that is
connected to the L wever r out sessi o

enabl 65t HEIURAPORETRA B G LA AR DG G E R e e ar S8 Pler
12. [0054 In order to establi uth (Sess t he

‘el ay ser %%%Fgf'elai@ﬁ? @&SW%&@&?%?% B Gt Bl Ty
server 10 thro t h ess. managenent apparatus 30. After acquiring
t he accesélsﬁégﬂ}ges‘?qeﬁﬁleag%ﬁ@l?%q ay server 10, the relay server 20
establ i Shi@ i,ge routi ng session between the relay server 10 and the
relay ser 0 In this way, the access nmanagenent apparatus 30

s SRR Dl e B LT
20) to the LA ekexb a3 T ma B AP0 0 08mdle LBl nS Sl §istent 0 2NC
using the above-mentioned relay communication system. FIG. §is a view
showing a configuration of the remote maintenance system. The remote
maintenance system shown in FIG. 5 has a configuration in which a LAN 3
is newly added to the LANs 1 and 2 shown in FIG. 1. Ia FIG, 5, indication
of the WAN 100 and the SIP server 101 is omitted.
[0048]
The LAN 1 is a user network to be used by the user. Network
address of the LAN 11s “172.16.0.0/12” (12 at the end is a subnet mask).
To the LAN 1, there are connected the relay server 10, the chient terminal 11,
and a general server 12. The general server 12 may be a file server, a Web
server, or the like, which serves as a target of the remote maintenance.
The general sexver 12 does not function as the relay server or the client
terminal.
[0049]
The LANs 2 and 3 are networks to be used by a maintenance
company that performs the remote maintenance for the LAN 1.

[0050]

The LAN 2 may be constructed at a maintenance center, in which a
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FIG 6 is a view showing a configuration of each of the relay servers
10 and 20. In FIG 6, nunbers in parentheses are reference nunerals

related to the relay server 20. [00561 The relay server 10
(20) includes: a control unit 101 (201), a database storage unit 102
(202), and an interface unit 103 (203). [0057] The control

unit 101 (201) perforns overall control for the relay server 10 (20).
The control unit 101 (201) includes: a routing session establishnent

A N O T R ST N
betveeh | gk 8 SELKS a3 REL e kBt Ky B Tyt
commun <2\ S0, REFSELTGRG AR SR Ak ARAIT L ANE i (e
oL or e Sh ey 7, B YA 29 Ebpplavaseint ik orh o0
SR R TR A N
A B o
relay seryven ol QER0h 1 ¥ dohnBed 35 4hd BAN i AP heink R Hiay
server 20.
[0051]
The LAN 3 is constructed at a call center that receives inguiries and
the like from users. Network address of the LAN 3 is “192.168.3.0/24". To
the LAN 3, there are connected: an access management apparatus 30, and a
client terminal 31. The access management apparatus 30 functions as a
relay server, and in addition, manages an access right to the relay server 10
and the client terminal 11. Therefore, the access management apparatus
30 is capable of communication, which is made through the WAN 100, with
the relay servers 10 and 20 and the client terminals 11 and 21.
[0052]
In the case where the serviceman performs the remote maintenance
for the general server 12 by using the relay server 20, a routing session is
established between the relay server 10 and the relay server 20.
[0053]
The routing session is a media session for performing routing control
for a communication packet to be transferred between the LAN 1 and the

LAN 2. The general sexrver 12 does not function as the relay server or the
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The interface unit 103 (203) perfornms communication within the LAN 1
(2) by using a private |IP address. The interface unit 103 (203)
performs comruni cation, which is nmade through the WAN 100, by using a
gl obal IF address. [0060] {Configuration of access nanagenent

appar at us 30} FIG 7 is a view showing a configuration of the
access managenent apparatus 30. The access nmanagenent apparatus 30

I ncludes: a control unit 301, a database storage unit 302, and an

interf it.303. 100G61] T t it 301 f 'l

cont rol 1 61enhisTPeRal sarer el et ctfirear PR S Fdflaes. an
access per.n'tos‘si QN cot i rmation ]rn#t& 3(%4 and ag access, recordi.ng unit
305. The ABEBTEHSE ni"SBUSH R FORY GHVET SB£20FA" FBUBERYE Y o an

est. f t I 20 fJ t t th
el sy ser JEL Hbe BERHA SBE dL4ERF BrierRE Ay AN 2O ARE Mbess
recordi ng uni us, ,of ihe acceigtfromthe rglﬁ%

t. 305 records, a st
server 20 456 qfﬁge FRHRe §%¥¥P§‘rer¥g’&es{%§f &y server 20 to communicat

the general server 12.
[0054]

In order to establish the routing session, the relay server 20 must
acquire an access permission from the relay server 10 through the access
management apparatus 30. After acquiring the access permission to the
relay server 10, the relay server 20 establishes the routing session between
the relay server 10 and the relay server 20. In this way, the access
management apparatus 30 manages access to the relay server 10 and the
client terminal 11, which are connected to the LAN 1, thereby restricting
unnecessary access to the LAN 1.

[0055]
{Configurations of relay servers 10 and 20}

FIG. 6 is a view showing a configuration of each of the relay servers
10 and 20. In FIG. 6, numbers in parentheses are reference numerals
related to the relay server 20.

[0056]

The relay server 10 (20) includes: a control unit 101 (201), a

database storage unit 102 (202), and an interface unit 103 (203).
[0057]
The control unit 101 (201) performs overall control for the relay

server 10 (20). The control unit 101 (201) includes: a routing session
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The dat abase storage unit 302 stores therein: the relay group
information 61, the relay server information 62, client term nal

i nformati on 65, an access perm ssion |ist 66, and access record
information 67. In the client termnal information 65, information
regarding the client termnal 31 is recorded. The access perni ssion
list 66 is a |list of apparatuses whose accesses are permtted by the
relay server 10 and the client termnal 11, which are connected to

the LAN 1. The access record information 67 is_infornmatian at
records acglabligement ango}%&péﬂam%ﬁ repEng Céﬁtrﬁh‘énﬁéoggzgér vgr}]leZO t hat
is accessing the relay server 10. %006%& _'Lge interface unit
303 per f orerting AeAsianceatrblshmer: Wit AOA (L0d astablishgn 4he BIHHRE $28F108n
made through the WAN 100 in a simiJar way to the interface unit_ 103
of the rebaiwessy therrelay squenl) apdiae deleymerer 2 ndihe RRIRESARHEE

syst ent ) A description is nmade of qperations of the renpte
mai nt enandait @aﬁm{gﬂm@ therautingemigl ioh e samnERAEEN PRGERTS
operates the relay server 20 to performthe renote nai ntenance for
t he gener &ptwegn/iie haN 1 ppdha LAN 2 using thewroudme seg@ifter , an

adm ni strﬁt or of the access managenent apparatus 30 creates the

access pe @9%%i on 1ist 66. The access permssion list 66 is stored in

t he dat abase storage unit 302. ) i
The database storage unit 102 (202) stores therein! relay group

information 61, relay server information 62, and client terminal information
63 (64). In a similar way to FIG. 3, in the relay group information 61, the
identification information of the relay servers 10 and 20 and the access
management apparatus 30 is recorded. In the client terminal information
63 (64), the information regarding the client terminal 11 (21) is recorded.
The relay server information 62 will be described latex

[0059]

The interface unit 103 (203) performs communication within the
LAN 1 (2) by using a private IP address. The interface unit 103 (203)
performs communication, which is made through the WAN 100, by using a
global IP address.

[0060]
{Configuration of access management apparatus 30}

FIG. 7 is a view showing a configuration of the access management
apparatus 30. The access management apparatus 30 includes: a control
unit 301, a database storage unit 302, and an interface unit 303.

[oo61]

The control unit 301 performs overall control for the relay server 30.
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[ 00661 FIG 8 is a view showi ng the access perm ssion |ist 66.
The access permssion list 66 is information in which identification
informati on of access target apparatuses and identification

i nformation of apparatuses permtted to access the access target
apparatuses are associated with each other. The relay servers and the
client termnals are set in the access perm ssion list 66, and not
the general server 12 and the general termnal 22. In FIG 8,
"rs-3@bc.net" is_identification information of the access nanagenent
appar at us 138 congml 3ng 30 Bingbrdasedn apepsp permissiaragindnatiosr it BBA of
the client termnal 31. [00671 For exanpl e, apparatuses in

whi ch t he aadcarsseaepgytreordinghmnit 8Py Bieg gecesa peyraission capiirmption amaly
server 20, the client termnals 21 and 31, and the access nanagenent
appar at us 38¢, in respRnse Woan atdess :wrIUESt vEm et seypart Wwaliz®snanages
t he apparatuses, which can access the relay server 10 and the client
termi nal Mhethar ar ool fheawlatasarser by pernitg acerss drame sbe plpwisewies R0} i st
66. Sinply by changing the access perm ssion |list 66, the apparatuses
whi ch can Bhscassgss tesordingynited Qerecotsamatathe ok thecancesseiromariab releycan
be changed with ease. [0068] FIG 9 is a chart showng a flow of the
renot e naisateataiile therrelayesergehty-al server 12. As an initial state,
the relay server 10 is in a state of accepting access fromthe access
rranagerrent[()@@ﬂar atus 30 and denying accesses fromthe relay server 20
and the client terminals 21 and 31. [00691 . Based on the
operation by thd&hsslajipkasemtoragganitpay shses/ rergn: thejpdley §reUe access
managenent. apparatus 30 to transmit a selection list 68 (Step Si).
The sel ectinfamation &8 the relayissrvesfinfamajionddd shisnhtpangnpleipformatiital s
which permt the access fromthe relay server 20. The access
nmanagenentbfappacaessreamission tist 66, Fndbagceprreserbiyonsaiipe §7onln tha 66,
informati on corresponding to the relay server 20, and_creates the

sel ect i on dliest teguinghinfewnation 6, infermagon segardingnihetdignt taminpb3l

access managenent aerar atus 30 to the relay server 20.
is recorded. The access permission list 66 is a list of apparatuses whose

accesses are permitted by the relay server 10 and the client terminal 11,
which are connected to the LAN 1. The access record information 67 is
information that records a change of a communication state of the relay
server 20 that is accessing the relay server 10.
[0063]

The interface unit 803 performs communication made within the
LAN 3 and communication made through the WAN 100 in a similar way to
the interface unit 103 of the relay server 10.
[0064]
{Operations of remote maintenance system}

A description is made of operations of the remote maintenance
system when the serviceman at the maintenance center operates the relay

server 20 to perform the remote maintenance for the general server 12.
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[ 00701 FIG 10 is a table showing the selection list 68. In
the selection list 68, the relay server 10 and the client termnal 11
are set as the apparatuses which permt the access fromthe rel ay
server 20. The serviceman displays the selection Iist 68 on a nonitor
of the relay server 20, and confirns that the access right to the

relay server 10 is set in the relay server 20. [0071] Next ,
with reference to the relay server information 62, the servicenman
confirnms the relay server 10 is in operation. FIG 11 is a view
show ng t lay server information 62 in a table format. Actually,

the relay server inforyation 62 s desc in an exXtensi bl e Marku
Languagey(Xl\/L) b T PO g0 a sy SRelot OF th, Pesh e Fre B82ont of ar Lo
FIG 3). g %L FI G 11 | eft- 3%%500 ms of the.relay
server i nfBPHER 6&06?93&%%%%@@5% RPORISEIPRGH &Cﬁ%ﬁﬁrpéé’ﬁ‘b%or’co

the site refer,to Fl In the u |Hfornat|on 621, only

t he i dent ﬁ‘?gégg‘? 61}91?41’f1b}}f?a‘grt8§;%enﬁob% Egﬁﬁstate of the relay
servers a\r@ 654]0\/\“' Ri ght -si de columms of the relay server information
62 are | oWt8!nf or mat i on 622, and correspond to the node tags (refer

|t gf glr rcjat |32)n andIFﬂggé ggnmggi’éé‘?;ﬁé’t’%l gfa%‘fz‘%é p@ﬁ’%"ﬁ‘tﬂ he]él?tnf??élal Ieg%t@g%ovm
20T commmid G T SR AT RSN,
server 10 is in operation. The r at e rel server
20, 'and | ASTICEERE REP RGPS BB E B S EbER na? ﬁaeﬂa?%é%sessi on
between %&éﬁ&é" tosgfgc\égsf thleoac%ggs %agget %pa 8 lgsré\s/earle associated with each

other. The relay servers and the client terminals are set in the access

permission list 66, and not the general server 12 and the general terminal

22. In FIG. 8, “rs-3@abc.net” is identification information of the access

management apparatus 30. “cl-31@rs-3.abc.net” is identification

information of the client terminal 31.

[0067]

For example, apparatuses in which the access right to the relay

server 10 is set are the relay server 20, the client terminals 21 and 31, and

the access management apparatus 30. In this way, the access management

apparatus 30 manages the apparatuses, which can access the relay server

10 and the client terminal 11, in a unified manner by using the access

permission list 66. Simply by changing the access permission list 66, the

apparatuses which can access the relay server 10 and the client terminal 11

can be changed with ease.

[0088]

FIG. 8 is a chart showing a flow of the remote maintenance for the
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[ 0074] FIG 9 is referred to again. Based on such an
instruction to establish the routing session, the relay server 20
transmts, to the access nmanagenent apparatus 30, an access request
with respect to the relay server 10 (Step S2). As nentioned above,
the relay server 10 is in a state of not permtting the access from
the relay server 20. Therefore, before requesting the relay server 10
to establish the routing session, the relay server 20 acquires,

t hrough the access managenent apparatus 30, a perm ssion to access
the rel ay gsaexadsen@r 120028 ]anmnitialdats thenelgs serier dPpainasateel
receives the access request fromthe relay server 20, based on which
t he accessicgrntingsadcess omf theraceessrmanigerson amerafuss30 sid ReRENSr ence
to the access pernmission list 66, that the access right to the relay
server 10 aicecases fiom thearelast sgpver end2be cliprt @@@é@@l»‘i%ér%ﬁds?sl-on
confirmation unit 304 transmts, to the relay server 10, a perm ssion
request tdﬁ@@ﬁiuest perm ssion of the access to the relay server 10 by
the relay server 20 (Step 52.1). The access recording unit 305
creates a new aBessdon sbeppenafioorhyatheereremppoti@irelay sexveird@s 12 is
a table showi ng the access record information 67. The access record

i nf or mat i oRqBIsEE $hé adasesmtansgeisat appatts SAo syt greategbonlist 8
relay server 20 with respect to the relay server 10. In the access
record i nf(Gtaradilon Tae,seldetive list 88rieadisted relanserwenendicbent waminals
information of the relay server 20 as an access request source, and

t he i dent iwhichtpeomit fhiecroness foemahe rhlayraeregr Abr viRre a@esismanagesents
destination. In a first row of update time, "13: 45:23" is recorded,
which is tapparaivs 3lhexiradie fhondbs aneasapenmassiapbslr &4, asfozmatiesei ved
the access request. In a first row of connection state, "standby for
access" i sorespoudiog tathe nelagsarrer @0, aha cpeader i sjedsionSigBs2 The
information is not recorded in second row and third row of the update
time and tdetectiondiztt68ds temmrettefdiona the access management apparatus 30 to

the relay server 20.
[0070]

FIG. 10 is a table showing the selection list 68. In the selection list
68, the relay server 10 and the client terminal 11 are set as the apparatuses
which permit the access from the relay sexver 20. The serviceman displays
the selection list 68 on a monitor of the relay server 20, and confirms that
the access right to the relay server 10 is set in the relay server 20.

[oo71]

Next, with reference to the relay server information 62, the
serviceman confirms that the relay server 10 is in operation. FIG. 1lisa
view showing the relay server information 62 in a table format. Actually,
the relay server information 62 is described in an eXtensible Markup
Language (XML) format like the relay server information 52 (refer to FIG.

3).

27



When havi ng received the perm ssion request, the relay server 10
transmts, to the access managenent apparatus 30, an OK response to
the perm ssion request. The relay server 10 shifts to a state of
accepting access comng fromthe relay server 20. Wen having
received the OK response conming fromthe relay server 10, the access
managenent apparatus 30 transmts, to the relay server 20, an XK
response corresponding to the access request (Step S2). Note that,
when t he Ecceﬁs managenent apparatus 30 can confirmthat the access
right to t®&%elay server 10 has been set with reference to the
access permssion_list 66, the access _nanagenent apparatus 30 may
transmt, to the Féfail,deltwede ondumpg of the yalapsper seferaabondlrget o
the access request (Step S2). In this _case, in Step S2.1, the access
managenenftPaphHatmation 6ahyantbeqrrgspond tp dhagite éa%@e% tp f&E- Pher® i s
an access comng fromthe relay _server 20. [00781 ) In response
to the redbe BPPeY idparedaom B8 banlyrindiis ﬁéﬁftcag@paa@f%ﬁse,ar@foneﬁ%mw
response corresponding to the access request_. (Step 52€ the rel ay
server 20 statarf shexelapepsrragra shownut Might silesqobwpnnypbtheipiangerver
session establishment unit 204 transm ts an_establishnment request of
the routi apfosmagionP2 aretlawey mfpymadpy 8221904 srgpsponyt to Ahe @pde Ba8Si vi ng
a respons con%gﬁ f%§n1the relay server 10, the_routing session
establ i shrigsier WnFiC.24 {7 Hheslaves infprmetiond 3% enbitheyderiifeationn (st ep
54). In such a way, the routing session is established between the
rel ay serveformatignandlezion daptivafipaofshe clotrigesmynalp gog shown. The
routi ng sessiqQn establishnment unit 204 transnmits, to the access
managenmentlO@pPar at us 30, a session establishnment notice indicating
that the routing session has been established (Step S5.1). Based on
the session est A0th sefarance tothe selay serves dufosmasion o Higrlaned osdbe
updates the access record information 67. In the access record

i nf or mat i GROBIOL, the saEicsmesmenismsdhat bee rplanserver 48 1s ingperabionp 7 j g
recorded as a receiving time of the session establishpent notice. In
t he secondhecwrvicemaa apsrwies the reley seever e a5 apstracta dhapelag wewreri s

recor ded. . ) )
20 to establish a rouiing session between the relay server 10 and the velay

sexver 20.
[0074]

FIG. 9 is referred to again. Based on such an instruction to
establish the routing session, the relay server 20 transmits, to the access
management apparatus 30, an access request with respect to the relay
server 10 (Step §2). As mentioned above, the relay server 10 is in a state of
not permitting the access from the relay server 20. Therefore, before
requesting the relay server 10 to establish the routing session, the relay
server 20 acquires, through the access management apparatus 30, a
permission to access the relay server 10,

[0075]

The access management apparatus 30 receives the access request
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[ 00801 Next, the relay servers 10 and 20 exchange the network
addresses of the LANs 1 and 2 as routing targets with each other. The
relay server 10 transmts the network address of the LAN 1 to the

rel ay server 20. The relay server 20 transmts the network address of
the LAN 2 to the relay server 10. In such a way, communication
between the relay server 20 and the general server 12 is enabled

t hrough the routing session. By using the relay server 20, the

servi ceman can, start the renpte nmaintenance for the general, server
12. [0081from the Tealﬁﬁﬁe’é&@ér?@b asechen whih @w&ﬁewaﬂﬂg@% rnfizpaion
server 20 and_inputs a co,nltéro command for the en,erall server. 12. The
rel ay ser @it 2 eondhiess wHth oiet C&é?it}éﬁaﬁ%?ERB?“gﬁ‘sm i Gonhatdher of
command is enclosed. As a transmni ssjon desti n:i\ti on of _fhe

conmuni caticeAPSFiEIde the pelayderey Mipsel g Bepplag pervhe zée NERGPCEEF ver
12 is set. As _a . transm ssion source of the cogwu j cati on packet, IP
addr ess " Popmissgop codirmgtiquni 04 ransyis, e Pé'gi?é(tsfarWJ% &l ay
server 20 transmits the created comuni cation packet to the rela
server 10 PERMASRP FHesh iR THIge8LREIYASIOR | t#l%ﬁ&;?ﬁ%&%ﬁ@rre 3 ST 10
that such _a transm ssion_destinatjon | P address qf the, ni.cation
packet r ed¥ hedelay WugH %@1&5% %Ny db&ACERFSaBra™ %ﬂ%%ﬁ crepdes a
network address of the LAN 1. The relay server 10 transnmits the

recei ved dihaefesatecerd prlexeaties S'he general server 12. The general
server 12 Berforms processing related to the control command. [00821
The genera[ 08 ver 12 sends out a comuni cation packet (hereinafter,
referred to as a_"response communi cation packet!) that encg| os,tle,}s1
response i nf or méLfeh2ivatakleshaving thapsraptrachet lfprmatdon 67. The
transm ssion destination of the response conmuni cation packet, IP
addr ess " Fgoessggegrdagforgratigneby &g Eforaesten ﬁz@ riegorglg@an gegess status of
transm ssi gn source of the_response ﬁo nicatiaon p ckﬁt, | P addr ess
"172. 16. Chexelayrsepyar Honaharesyeshtathg pelay sgayer Jlppgda|the access r¢Gorg e
case where the relay server 10 has recejved the response

conmmuni catlﬂ&%'n%ﬁééq{b%/’?s RES RERRSCPSedo 5 Wenhificgtigp sipppripel theat the
| P address of the transm ssion destination (reL}ay seryer. 20) of the

response CEHBUPAIEEY POAS SRGEELSSISARRErONEE: eadthe 1R akio8ddr ess of

the LAN 2. _ L. .
information of the relay server 10 as an access destination. In a first row of

update time, “13: 45: 23” is recorded, which is the time when the access
management apparatus 30 received the access request. In a first row of
connection state, “standby for access” is recorded. At the stage of the
processing of Step 82.1, information is not recorded in second row and third
row of the update time and the connection state.

[0077]

When having received the permission request, the relay server 10
transmits, to the access management apparatus 30, an OK response to the
permission request. The relay server 10 shifts to a state of accepting access
coming from the relay server 20. When having received the OK response

coming from the relay server 10, the access management apparatus 30
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In a simlar way, the routing control unit 105 confirns that the IP
address of the transm ssion source (general server 12) of the
response communi cati on packet corresponds to the network address of
the LAN 1. By confirm ng these points, the routing control unit 105
determnes that it is possible to route the received response

comuni cati on packet. The response comruni cati on packet for which
such routing is determned to be possible is transferred to the relay

server 20 tm&ggé] th e &-ﬁa&iseﬂwé%% bADEK hBseb crbondif€to the

conmuni cat1 on between the"relay server 20 and the general server 12

i's perfor %(%ssl[rgglgeiyct(ﬁtep 52). TR& & Ehay wIBhMBE S cddisMNthLRntant perform

routing contro e communi cat1 on packets comng fromall of the

conmuni cat#gargt%@o Zco e@ﬁnﬁfmﬂe LckDGighfRS ihOfelhPGeilvBN18 halhe

conmmuni catron term na re 1nclude not only the relay servers and

the cli entbeEﬁrsgﬁlg?%ﬁﬁfél’éhcé"{éﬂqeaédceﬁ pérﬂﬁséi@ﬁ'ﬂsﬂrﬁgftﬂe%'cé%i ng the

general server the general termnal 22. Is to say, the

client terﬂ%ﬁ&t%a&%sm%@tr&ﬁﬂnﬁ'th%%e%%;@%%(ﬁﬁﬂél@l@ of

performng c nication with the general server 1 y using the

routing S%ﬂ%&ﬁe cEHl%%ﬁélﬂﬁﬁg +4 B LERBY fodIRENRBFAOS. .Hf?ﬁié‘éa&?ﬂ?r al

server 12 y be performed by using the client”termnal 21 and the

gener al t%ft@%@@'.l, Ao ab Q8 na%ement-a%a{'aﬁs_@)éo%ﬁ!i%%Fﬁﬁlﬁlea%@af&r%:y

exchange pe tted termnal Information, in whic e commuri cation
termnal s g *eltﬁel%fis%ﬂa{tgﬁgs% Qut e tE ALY RS gppeci fied, with

each other. For exanple, e relay server 20"issues a notice on the
identificagppeg i nformation and | P address of the relay server 20 as
the permtted termnal information. The relay server 10 issues a

notice on the n 1 e%ﬁ?ﬁé 7 ﬂ‘i’éjfe%%%;n?fro%e%@%&haﬁ&ééﬁénﬁ%ﬁ%aﬁd&e

permtted termn nt or mat 1 on. a result, only a comunication

packet in dé@gigff}hé 0% fe%geﬂses&we%&goa@n@w thB 8 HREGERhest 851RTSH 201 €

desi gnat e e transm ssion Source and the transm ssion

destinat i Cl@ldrg?érg% 56 ahg seésrtEB’liQ}ilng%hé‘ Joltheg Eéz’ééid;l\ﬂhg TRSSuSRy S£Q§?n

client term and the general "term nal ™ 22, ich are not related

to ther er&%&ﬁ&%\%ﬂﬂﬁﬂﬁ 90k fefaﬁsﬁﬁtggﬂggﬁhongﬁﬁgéﬁf rdchrest %Pﬁll{étrouting

comuni cate w comunicatiron termnals in the LA

Accor di ngl eS8 GHERE Ye19) cbRRr 1ANSLe 88). PeABINARGShe a response coming
from the relay server 10, the routing session establishment unit 204
transmits an ACK to the relay server 10 (Step 84). In such a way, the
routing session is established between the relay server 10 and the relay
server 20 (Step S5).

[0079]

The routing session establishment unit 204 transmits, to the access
management apparatus 30, a session establishment nofice indicating that
the routing session has been established (Step $5.1). Based on the session
establishment notice, the aceess recording unit 305 updates the access
record information 67. In the access record information 67, in the second

row of the update time, “18: 45: 27" is recorded as a receiving time of the
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[00861 In the case where the renpte mai ntenance is conpleted, the
serviceman instructs the relay server 20 to di sconnect the routing
session. The relay server 20 transmts a disconnection request of the
routing session to the relay server 10 (Step 56). After receiving an
K response to the disconnection request fromthe relay server 10,
the relay server 20 disconnects the routing session. After such

di sconnection of the routing session, the relay server 10 returns to

L R BACESE A LIS BB E BR ok P v 2o

transmts a dlsconne%ﬁ not i ceof the routing session to the access
managenment SSHPRIISEHE f’%tléﬁe% §}. The access recording unit 305
updat es tES cess record information 67 based on the di sconnection
notice. 9 access recording information 67, in the third row of

t he update tine

di sconnect i on n%ﬁ%ghel%%a?ﬁé”féﬁgrlhec r ?xcﬁl’ﬁ@gﬁéi ‘%g‘é&’%ﬁf B@é’?%}etsg
G e W,
tSﬁ}e v:g Lo "?#%’HS% h%ﬁgfw@g ﬁéﬁ@ﬁ@ﬁé%ﬁgﬁ% b%la§(§’el‘19f‘i Q(SBUC ; way,
cormuni cat? ﬂﬁﬂ‘f%ﬁﬁrﬁﬁgﬁﬁéftﬁ@ 1Bk & ‘gl%aﬁgf ﬁweﬁ?@t £ Sao 20.

[ 0089] e cce na%errent a tus 3 ds th
comuni catsfab‘ﬁal at ol SPFO MY RHe ?’inﬁ%u’%ﬁ wegp eég eﬁ‘ﬂ% QGtptbst s

2223 ?gﬁeis ihta %g%%re%r@%{v% At \éggbleg througql tlr;[el r%%tlvnwéesgsélgg. rﬁ? tuls{]rgg the
relay server 20, the serviceman can start the remote maintenance for the
general server 12.

[0081]

For example, the serviceman operates the relay server 20 and inputs
a control command for the general sexver 12. The relay server 20 creates a
communication packet in which the control command is enclosed. Asa
transmission destination of the communication packet, IP address
“172.16.0.12” of the general server 12 is set. As a transmission source of
the communication packet, IP address “192.168.2.20” of the relay server 20
is set, The relay sexver 20 transmits the created communication packet to
the relay server 10 through the routing session. The relay server 10
confirms that such a transmission destination IP address of the
communication packet received through the routing session corresponds to
the network address of the LAN 1. The relay server 10 transmits the

recelved communication packet to the general server 12, The general

server 12 performs processing related to the control command.
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Therefore, the access status of the relay server 20 with respect to
the relay server 10 can be grasped with ease. [0090] In the
above- descri bed enbodi nent, the description has been made of the
exanpl e where the access nanagenent apparatus 30 functions as the
relay server; however, the present invention is not limted to this.
For exanple, the client termnal 31 may include the access perm ssion
confirmation unit 304 and the access recording unit 305. In this
case, the_client termnal 31 processes the access request comng from
t he relay[ er 20, and in addition, perforns the creation and
update of the access record informati on 67, and the Iu@g To the LAN
3, arel ay ser vERe EPRRIPLPERVET LRECRIT Ayt & EOETIQHIURESSE ey be
connected ., in pl ce of t he access managenent appar at 3 0091]

In the ab8¥ze ¥sderre %aﬁﬁéh%swﬁ%cqa%@&w PAe D5 made of

t he exanpl e mhere the ro [ session |s stabll h d hetween the

rel ay ser 9efloges @ﬁﬁoqsﬁén F%i’%l@e CoOptLok GTETER t?‘Fﬂe‘ﬂﬁre

i nvention is not ted to t 0092] , .the
routing sé%%‘?S&HS%S} rEB%tlﬁ%’&l%‘bP @@é&%ﬁ%ﬁ%@ﬁl@%mﬁwwasﬁ%tﬁaégfeéﬁd

th | t t hi th I tt | 21
L1 anem £ 19 1Tha 2AR ebUe THRBBRMBAED 1Bl aftie SOTSEFOIT BEEe Phfest

with respect to the relay, serv e cp 0 erm na
connect ed "BEPONRR CPRRIINIEHOTHRRS @F#%E ﬁ@l@éﬁﬁ ﬁé i r?gﬁﬁ%g?%erl he
general server 12 by using the routing session established between
the rel aysepeyde 1s set.

{0083}

In the case where the relay server 10 has received the response
communication packet, the routing control unit 105 confirms that the IP
address of the transmission destination (relay server 20) of the response
communieation packet corresponds to the network address of the LAN 2.
In a similar way, the routing control unit 105 confirms that the IP address of
the transmission source (general server 12) of the response communication
packet corresponds to the network address of the LAN 1. By confirming
these points, the routing control unit 105 determines that if is possible to
route the received response communication packet. The response
communication packet for which such routing is determined to be possible is
transferred to the relay server 20 through the routing session. Insucha
way, the communication between the relay server 20 and the general server
12 is performed.
[0084]

The relay servers 10 and 20 can perform routing control for the

communication packets coming from all of the communication terminals
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10 and the client termnal 21. [0093] Mor eover, a case shown in
FIG 13 is considered, where the LAN 1 and a LAN 5 are connected to
each other through a general -purpose router 13, and the client
termnal 11 and a general server 14 are connected to the LAN 5. In
such a network configuration, the routing session my be established
between the relay server 20 and the client termnal 11. In such a
way, the communication term nals connected to the LAN 2 can perform

U, S B
sessi on, ARG BBRAEN LTI RRLRBCEo DA LPar 1 pl B IF gl ehb0
Communi catPoRI Mgy eBerrLEihet AR d ke SR 2 e
Appar at USOTHEIRE THerahg AR OERE g T Ei o heetoe PRI Htts &
'It: Ih((ai sigogrge%@%td?ir?ﬁsimrﬁ: (’g}erg OE% fge HE e. &ﬁﬁé%n%?orﬁg&gegi%land
descri pt | SRTVTOGZRPY 5 HooUBU Tereive ans hunesenmahmnd 18 sege!
iga:)?di - w}?l%/lgdl 2fzg)r t he second enbodinent, FIG 7, FIG 9 and FIG

[0085]

The relay servers 10 and 20 may exchange permitted terminal
information, in which the communication terminals capable of using the
routing session are specified, with each other. For example, the relay
server 20 issues a notice on the identification information and IP address of
the relay server 20 as the permitted terminal information. The relay
server 10 issues a notice on the name and IP address of the general server
12 as the permitted terminal information. As a resulf, only a
communication packet in which the relay server 20 and the general server
12 are designated as the transmission source and the transmission
destination may be transferred by using the routing session. The client
terminal 21 and the general terminal 22, which are not related to the
remote maintenance for the general server 12, cannot communicate with the
cormmmunication terminals in the LAN 1. Accordingly, security of the LAN 1
can be enhanced.

[o08é]

In the case where the remote maintenance is completed, the
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enbodi nent are not used, and FIG 14, FIG 15 and FIG 16, which
correspond to FIG 7, FIG 9 and FIG 12, respectively, are used
instead. {Configuration of access nmanagenent apparatus 30}

FIG 14 is a view showi ng a configuration of an access nanagenent
apparatus 30. The access nmanagenent apparatus 30 includes: a control
unit 1301, the database storage unit 302, and the interface unit 303.
{00961 The control -unit 1301 perforns overall control for the
rel ay server .30. The_ cont nit ] Ssi on
Cont 1 rmat PTG Tt an o BT e a0 oA eanres i p AR AR s
1305. The rm on _co flrnatlon uni .10 an
2ccess T odHESE BRT TR st ERbUGE %q&??%%f e FFRR RS o
relay ser

conmuni ca¥‘? e éﬁgf%%lﬁeiéﬁgég%%% R%f%eq%é%ra {esgg %%Sths essi on
e o B RO T

Lo § nanage uni't 1305

i ncl udes t t ti 306

record o ShPRReTEe 1 ine B e b RO RS R 1 nce
t he rout t hed

uni t ‘i’ii,o'a” RET B delRseFRnat) LREs b Sl B QAR PR BRI 10"

sessi on. access ecordlng unit 1307 records a status of the rel ay
server 201 e%?éY‘ﬂ ‘he relay server 10. {00981 The dat abase

st orage u&@@sﬁoz stores therein: the relay group information 61, the
relay ser nformation 62, the client term nal

After the disconnection of the routing session, the relay server 20
transmits a disconnection notice of the routing session to the access
management apparatus 30 (Step S6.1). The access recording unit 305
updates the access record information 67 based on the disconnection notice.
In the access recording information 67, in the third row of the update time,
“14: 18: 52" is recorded as a receipt time of the disconnection notice. In the
third row of the connection state, “session is disconnected” is recorded.
[0088]

As described above, when establishing the routing session with the
relay server 10, the relay server 20 acquires the access permission from the
relay server 10 through the access management apparatus 30. Insucha
way, the access management apparatus 30 is capable of controlling the
communication between the relay server 10 and the relay server 20.

[0089]

The access management apparatus 30 records the communication

status from the time when the relay server 20 requests the access to the

relay server 10 to the time when the routing session is disconnected.
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i nformati on 65, the access perm ssion |list 66, and the access record
information 67. In the client term nal information 65, information
regarding the client termnal 31 is recorded. The access perm ssion
list 66 is a |ist of apparatuses whose accesses are pernmtted by the
relay server 10 and the client term nal 11, which are connected to
the LAN 1. The access record information 67 is information that
records the change of the communication state of the relay server 20

that is aﬁﬁ&g@fow 0%k RL Qg 38Tt o 10ay LORAT0 with rospBlEsd Dl ACe

unit 303 orns conmuni cati on rrade e LAN

cormunlcat 100|na5|mlar way to the
%Iwn@ﬁ Mo § DAYEN

i nterface Unit rel ay server 10. [0100] {Operations of
renot e msu a?%ance syst ent A description is nade of operations
of the rembte naintenance system when the servicenman at the

mi ntenance centgl, QRELAL ek LARYIBEHY The Fag) Fﬁ{}ﬁ%%entﬂﬁd
renot e mai nt enance e general server % ?’I
call centalrint B8 AR Dhald Aledlccfls ha2GRESS Cﬁ;@gﬁﬂﬁr@ﬁfﬂﬁ&e% ak e 30

creates thé access permssion S permssion list 6

I's stored 1Jefb.yt &%V&@&lﬁ%%&l, thohagdent RiJenBof is b2 Bfdited to this. For

example, the client terminal 31 may include the access permissior_l
confirmation unit 304 and the access recording unit 305. In this case, the
client terminal 31 processes the access request coming from the relay server
20, and in addition, performs the creation and update of the access record
information 67, and the like. To the LAN 8, a relay server similar to the
relay servers 10 and 20 may be connected in place of the access
management apparatus 30.

[0091]

In the above-described embodiment, the description has been made
of the example where the routing session is established between the relay
server 10 and the relay server 20; however, the present invention is not
limited to this.

[0092]

For example, the routing session may be established between the
relay server 10 and the client terminal 21, In this case, the client terminal
21 transmits, to the access management apparatus 30, the access request
with respect to the relay server 10. The communication terminals
connected to the LAN 2 can perform the remote maintenance for the general

server 12 by using the routing session established between the relay server
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FIG 8 is a view showi ng the access perm ssion |list 66. The access
permssion list 66 is the information in which the identification
informati on of the access target apparatuses and the identification
information of the apparatuses permtted to access the access target
apparatuses are associated with each other. The relay servers and the
client termnals are set in the access perm ssion list 66, and not
the general server 12 and the general termnal 22. In FIG 8,
"rs-3@bc.net" is the identification informati on of the access
nanagenenﬂoéﬁﬁﬁﬁgﬂ§§n§§¢nm@ﬂi§l@is-3.abc.net" is the identification
information of the client term nal 31. [0103] For exanple, the
appar at us %09ﬂ whi ch the access right to the relay server 10 is set

‘are the relay server 20, the_client rmhnals 21 and_31, an

access manageneMoragysarhedss showvn in Eﬁsla/ﬂéﬁ‘jn%‘é@re;@ ghsze ﬁ]%gég:i nt
apparatus 30 nages the apparatuses,. which can access the rel a
server 1098 LASY & Fre MInegii WAach PthemihRaeh A Pet uiere eI ng
the access pernmission list 66.. . Sinply b hangi t he acces

per mi ssi o3 B thy Fh?rﬁeteé‘ﬁb%eﬁaltl&’gga ﬁﬁ?éﬁf é%‘{%éggééf% C?IFFéecF“éfE@th?er ver
10 and th ient termnal 1 .be chan 04]

I ca ed with ease. [0
FIG 15 i T@ha&? Sgﬁ%w%walj'kfl grappe. ﬁ@m@wﬁ%%@r or the

general server, 12, As an jinitjal stat the re)ay server. 10 is in a

state of &é@i&k&%ﬁ@bm%th@r% E%V%g%élégﬁﬁﬁé R TARA) { 8 S98h and

denyi ng accesseg fromthe relay server 20 agd tﬂe gg}irrgnt termnals 21
a tg &he L

and 31. [G1U8% thaSeRBHILHEOD FarHnatiroppests RanPREOFRY ay
20 ts th t t 30 to t 1t
server 20 fequests the access mrnagerent appaatus 30,10, trpngrit a

[0094]

In this way, the relay servers and the client terminals function as
relay apparatuses which, by using the routing session, relay communication
packets transferred between the communication terminal that performs the
remote maintenance and the communication terminal that serves as the
maintenance target. The access management apparatus 30 manages the
access between two relay apparatuses, and thereby preventing illegal access
to the communication terminal (general server 12) that serves as the
maintenance target.

[0095]
2. Second Embodiment

A description is made below of a second embodiment of the present
invention. For the second embodiment, FIGS. 1 to 6, FIG. 8, FIG. 10, FIG.
11 and FIQ. 13 are used similarly to the first embodiment, and the
description ([0028] to [0059)]) related to these drawings is also shared.
However, for the second embodiment, FIG. 7, FIG. 9 and FIG. 12 of the first
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(Step Si). The selection list 68 is a list of relay servers and
client termnals which permt the access fromthe relay server 20.
The access managenent apparatus 30 extracts, fromthe access

perm ssion list 66, the information corresponding to the relay server
20, and creates the selection |ist 68. The selection list 68 is
transmtted fromthe access nanagenent apparatus 30 to the rel ay
server 20. [01061 FIG 10 is a table showi ng the sel ection

list 68. In.,t ti | i,st t th i ent
termnal PEUREeES satrigetntad bsos (o B8 KR TheMiBhecs from
th I 0. ' i.spl .h | ecti i st 68
the. moni 1 GPBH G Bl SR g0t Girth COMPERRE™ RET P hanstbss
right to Eee ]%ellg%. seryver 10 is set itn t he reI@é server 20. [01071
Next, wit ACPRABVEROR HAHE PIRAFIEP A A5t i on 62, the

o 5 Vi ow show FBCT he eFiE SFURE | BT IGh 6o ROER B et
format. Actually, tohe el ay server, infarmation 6g 1s described in the
ext ensi bl GPRAFRYD Pang PEGRCTRE F PG, FHRAT T WOMARE ch o
| nformati Cl)lrll‘lif? %3(%,%118 rda%a%algle %;tor%éé uk?t% and the interface unit 308.

[0096]

The control unit 1301 performs overall control for the relay server 30.

The control unit 1301 includes: an access permission confirmation unit 1304

and a communication session management unit 1305. The access

permission confirmation unit 1304, in response to an access request from

the relay server 20, confirms whether or not the relay server 10 permits

access from the relay sexver 20, The communication session management

unit 1305 manages a routing session to be established between the relay

server 10 and the relay server 20.

[0097]

The communication session management unit 1305 includes: a
disconnection instruction unit 1306 and an access recording unit 1307. In
the case where a fixed time has elapsed since the routing session was
established, the disconnection instruction unit 1308 instructs the relay
gerver 20 to disconnect the routing session. The access recording unit 1307
records a status of the relay server 20 accessing the relay server 10.

{0098]
The database storage unit 302 stores therein: the relay group

information 61, the relay server information 62, the client terminal
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In FIG 11, the left-side colums of the relay server information 62
are the upper information 621, and correspond to the site tags (refer
to FIG 3). In the upper information 621, only the identification
information and operation state of the relay servers are shown. The
right-side colums of the relay server information 62 are the | ower
information 622, and correspond to the node tags (refer to FIG 3).
In the lower information 622, only the identification information and
| og- on dest i f i : ' S . 91

Win et or e g, thfubs Bk e B SRS e o e
moni tor, 'iﬂ@ﬁﬁx%%ﬁéh%eﬁ.'a'in%ﬂé'@:liéﬂiﬁte&ﬂl?ﬁaltiﬁfqrhﬂt?&h §c’§ri¥§:8mla@io S 1n
operati on. e servicenman operates the relay server , and instructs

the relay ré%édﬁﬁ%%@l% %1%11%%&1%9111&? %6}3 Eg&lé%ﬁl:g %é&gf%ﬁrﬁ%omﬁ}: g8l ay

server 107a relay server is referred

to again. ti%ﬁslﬁg of’@p@éi%@u@e@ Zd'g)ﬁ&?s%ra‘dﬁéés%‘aﬁe?%& gl @;tﬁeﬂ%la{fé&%&glo

sessi on, e rela erver transmts, t he access management

appar at us a%%sth@r&li@ﬁ%e%aaiggg%%}%%ta@e F&%&%ﬁéd {ooth%gﬁé}ﬁ‘%ﬂ.ayrlﬁee{c\é%s 10

(Step 52). ment| one relay server S in’a state of

not perm Liiag ;b AG-AGEESE SAMLLNRidhAY SRENEtn 2 horheehor o before

requesting e relay server to esta e routing session, the

relay ser V6hdluaeabl Lot of BONILy L0GoR90%RS: IPNAIRIRDth AR Bbrde: 30

the perm ssion to access there serv
10.

[0099]

The interface unit 303 performs communication made within the
LAN 3 and communication made through the WAN 100 in a similar way to
the interface unit 103 of the relay server 10.

[0100]
{Operations of remote maintenance system}

A description is made of operations of the remote maintenance
system when the serviceman at the maintenance center operates the relay
server 20 to perform the remote maintenance for the general server 12.
[0101]

At the call center, the administrator of the access management
apparatus 30 creates the access permission list 66, The access permission
list 66 is stored in the database storage unit 302,

[0102]

FIG. 8 is a view showing the access permission list 66. The access

permission list 66 is the information in which the identification information

of the access target apparatuses and the identification information of the
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[0111] The access managenent apparatus 30 receives the access
request fromthe relay server 20, based on which the access

perm ssion confirmation unit 304 confirnms, with reference to the
access permssion list 66, that the access right to the relay server
10 is set in the relay server 20. The access permn ssion confirmation
unit 304 transmts, to the relay server 10, a perm ssion request to
request the perm ssion of the access to the relay server 10 by the

rel ay Ser\é%ﬁ)ag&u(g(?% ﬁ%nﬁ%ﬁe@m a-l::b@ss%ﬁ[@%ﬁ@e;{s%ﬁpéeqiaﬂgl%lf%%esl@l%7 creates a

new access recor ornati on 67. 16 is a table

showi ng t Q%S%@%E%%E%QE otHE:Or TRE -&'%g%/@ere]@%n@%ﬁ@%ﬁez’iﬁfé@fn%ais are

i nformati on Is the Information t records the access status of

the relay SELY Ble & ]ls%ﬁﬂiggieﬁgﬁt%@, allz@ns@hﬁay%pg%mt ert: 19 Bnd B

access record I nfornat ere are recor e Identification

| nf or mat | R0k (BN Y. S8 Y85, B0.33ddME RECRTRe adMSRarRAU C8, and

the identitication ormation of the relay server 10 as the access

destinat i Q%QFC tfhn dFRE abOWs %%%Jét%ﬁ%eéﬁgaabgaﬂtﬁg 30, 18- Arrsaabd fot”

recor ded, I's the tinme ccess managenent apparatus 30

recei ved: e, A6LESAEAINSHrmbBod kS Hi GG conect  on state,

"standby for access” I's recorde At the stage of the processing of
Step S2. 1,[0itl@§]ornati on is not recorded in second rowto fourth row of
the update tire and the connection state. [0113] When havi ng

recei ved the pempyl, %ﬂﬂgw ‘%ﬂé‘tﬁgéa%a%ﬁgesriﬁl@Hicﬁ%hg%cejsggf%}ﬁ@é Bhd Selad O

t he access nmanagenent appara , an OK response e perm ssion

request. E@ﬁ%eioa% s%%yeeiéhe%@ggé%% 50 ﬁleﬁﬂz%h@téahﬁa%eﬁ]m 38CLEES

comng fromthe relay server n having receive e K response

com ng_ 11 Gk Rt ok thaNa M R apblza tABAC AR i WARIEIBRLesRRA LR E0

transmts, to ay serv response corresponding to

the acces %gé)%%fﬁi%t sd @?ﬁ%‘%ﬁ{e t gatdial ngr&ah@%cfbﬁctﬁﬁ %fl@?@@g@ép nt

appar at us can confi e access right to the relay server 10

has been sgf,y4 E}ﬁb élfélﬁrtgﬂﬁﬁxa%gl%ggt}%%ﬁéd %ér%&?jﬁ%ﬂé% $he 8&esd he

access nanagenent apparatus transmt, ay server 20,
e O { CSRBRRIERILORT G080 ING ALFORLERIESL L ngEE)
notify t heaﬂp%&é’%s@@ WHEeh can access the relay server 10 and the client terminal 11
can be changed with ease.
[0104]

FIG. 15 is a chart showing a flow of the remote maintenance for the
general server 12. As an initial state, the relay sexrver 10 is in a state of
accepting access from the access management apparatus 30 and denying
accesses from the relay server 20 and the client terminals 21 and 31.

[0105]

Based on the operation by the serviceman, the relay server 20
requests the access management apparatus 30 to transmit a selection list 68
(Step S1). The selection list 68 is a list of relay servers and client terminals

which permit the access from the relay server 20. The access management
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42 10 that there is an access comng fromthe relay server 20.
[01141 In response to the receipt, fromthe access nmanagenent
apparatus 30, of the OK response corresponding to the access request
(Step 52), the relay server 20 starts establishing the routing
session. The routing session establishnent unit 204 transmts an
establishment request of the routing session to the relay server 10
(Step S3). After receiving a response conming fromthe relay server

10 Che T Qb 39802 ARk EONEAL, DihisdOh RAROES iaiindi {0

the rel ay rver ep '54). Tn such a way, the routing session is

establ i Shg?rll%@ﬁ%ﬁ&ﬂ%_tc@ﬁlé R sSR%Y 9D, ﬂx@dé%@téé“t%e%%h%ﬁoﬁ‘ﬁs‘(%@ 2@ng St ep

S5). [011 he routi’g session establishnment unit

transmtsq.f0hNeAREES aﬁ@&@&@ﬂ“fﬁﬁn mﬁaéc%gyﬁla%‘a eﬁeﬁ@%ﬁ)zﬁ‘&ms 30 to

est abl i shment notice indicating t e routing session has been

est abl i sheg, Qggg ﬁéﬁ%k} The access managenent apparatus 30 receives
the session establishnment notice, in response to which the
dlsconnecqb ]lnstructlon unit 1306 starts to neasure a tinme (session
duration tine) that has el apsed fromthe receipt of the session

establishment NetHeso iE238Me okl ARSIIOAIENADY. SRR shiBLiGFlist N

access recording unit updates” the access record information

In the acegess any doival AbMAL 8 ot tdinkils) SPEANCL AW ﬁbﬁf‘a’dﬁ@g@té

time, "13: 4 I's recorded as t e recelrving tine of e session

est abl i Shfm%h{gs%gl}lgf@g dgheéggefr&ﬁct g%ra%e%ertﬂ? Gﬂ{ar@e%ieeﬂaatcagﬁays

"session is €s I's recor
the selection list 68 on the monitor of the relay server 20, and confirms that

the access right to the relay sexver 10 is set in the relay server 20.
[0107]

Next, with reference to the relay server information 62, the
serviceman confirms that the relay server 10 is in operation. FIG.1lisa
view showing the relay server information 62 in the table format. Actually,
the relay server information 62 is described in the eXtensible Markup
Language (XML) format like the relay server information 52 (refer to FIG.
3).

[0108]

In FIG. 11, the left-side columns of the relay server information 62
are the upper information 621, and correspond to the site tags (refer to FIG.
3). Inthe upper information 621, only the identification information and
operation state of the relay servers are shown. The right-side columns of
the relay server information 62 are the lower information 622, and
correspond to the node tags (refer to FIG. 8). In the lower information 622,

only the identification information and log-on destination of the client
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[0110 Next, the relay servers 10 and 20 exchange the network
addresses of the LANs 1 and 2 as the routing targets with each other.
The relay server 10 transmts the network address of the LAN 1 to the
rel ay server 20. The relay server 20 transmts the network address of
the LAN 2 to the relay server 10. In such a way, communication
between the relay server 20 and the general server 12 is enabled

t hrough the routing session. By using the relay server 20, the

servi cena 1d&, renote mai ntenance for the general server
12. [0117%8%{]1&%3@0? exanpl e, the servicenman operates the rel ay

server 20 rgf§yji nputs the control command for the general server 12.
The relay server 20 creates a conmuni cati on packet in which the

Communi cation pipafoetARSn S a0ag BT My P PR Alndpe)
packet, tRATEIA Y Sel R BR R SR ey B DS 0RP T REPRR L
The rel ay 6/ 48020t BB L D06 LB SO QIIUALCALE 90 DAGK Lk Lhe

rel ay server rougn the routi ng session. server

confirms that etggc %@%ﬂ@éﬁ@é&;ﬁ%é ﬁ@%.‘h@ﬂe Lﬁagqgﬁ%ﬁo%dtﬁ% relay

conmuni cat'1on recel roug e routing session corresponds
to the netyork qaddress of the LAN 1. The relay server 10 transmits
the recei ved comuni cati on packet to the general server 12. The

gener al sq8¥ﬁ§ 12 perforns the processing related to the control
command. [ 1 The general server 12 sends out a

conmuni cation pag .e&ﬁwﬁfg;;l@afts Qaid. S TR{LADn RicASrfinsLRTABASE

conmuni cati on packet™)
establish the routing session, the relay server 20 transmits, to the access

management apparatus 30, an access request with respect to the relay
server 10 (Step 82). As mentioned above, the relay server 10 is in a state of
not permitting the access from the relay server 20. Therefore, before
requesting the relay server 10 to establish the routing session, the relay
server 20 acquires, through the access management apparatus 30, the
permission to access the relay server 10,

[0111]

The access management apparatus 30 receives the access request
from the relay server 20, based on which the access permission confirmation
unit 304 confirms, with reference to the access permission list 66, that the
access right to the relay server 10 is set in the relay server 20. The access
permission confirmation unit 304 transmits, to the relay server 10, a
permission request to request the permission of the access to the relay
server 10 by the relay server 20 (Step S2.1). The access recording unit

1307 creates a new access record information 67.
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encl oses the response information to the control command therein. As
the transm ssion destination of the response conmuni cati on packet,
the I P address "192. 168. 2. 20" of the relay server 20 is set. As the
transm ssion source of the response comuni cati on packet, the IF
address "172. 16.0.12" of the general server 12 is set. [01191

In the case where the relay server 10 has received the response
communi cati on packet, the routing control unit 105 confirns that the
| F addresqpopfg]t he transm ssion destination (relay server 20) of the
response conmuni cati on packet corresponds to the network address of

the LAN 2. In aps@miéa o vele shbBRinPtHd N@esOmtcsal inftinkatl@bsT.onThe s
that the I P address of the transm ssion source (general server 12) of

the respongesRaEHA iGBrh RACKR! theGhf@ eRANES Ha réfedo cidicdksaddr ess
of the LAN 1. By confirm ng these points, the routing control unit

105 det er rgcaQE IfRAE rélhy st DB VItB rbSpdcoYs tnd NBay eackyed. rBsfiaNse
communi cati on packet. %r'he response communi cati on packet for which the

routing i Sucédsabhiragefdren 2ePOFThblealesrcbt@Ral g WdntiGcdthien r el ay
server 20 through the routing session. In such a way, the

comuni catih@nhRioMesith helafylepyerSHY ¥€the2ibcasihdyiestofNeédlandeheer 12
is performed. [0120] The relay servers 10 and 20 can perform

routing capthfticdipin fier LAV Bf Sl vediy RAGKELS a6 @He Bereks QBatAdtind. t he
communi cation term nals connected to the LAN 1 or the LAN 2. The

comuni catinofit Qi the hpEatd figdydes:not 2enigrebhaledetvichsietieiinand
the client termnals, but also all of the termnals including the

general sepNek tHa@ats iagenenthpb St 80 rédebivedtirt adessst@qasy. The
client termnal 21 and the genera? termnal 22 are al so capabl e of
per f or m ng, HEEIRR Sfahk @Bn#bdiibnt S8ty en@haby SaF AREsst 2s BaeordddIg At the
stage of the processing of Step 82.1, information is not recorded in second
row to fourth row of the update time and the connection state.
[0118]

When having received the permission request, the relay server 10
transmits, to the access management apparatus 30, an OK response to the
permission request. The relay server 10 shifts to a state of accepting access
coming from the relay server 20. When having received the OK response
coming from the relay server 10, the access management apparatus 30
transmits, to the relay server 20, the OK response corresponding to the
access request (Step 82). Note that, when the access management
apparatus 30 can confirm that the access right to the relay server 10 has
been set with reference to the access permission list 86, the access
management apparatus 30 may transmit, to the relay server 20, the OK

response corresponding to the access request (Step $2). In this case, in

Step S2.1, the access management apparatus 30 may notify the relay sexver
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the routing session. Therefore, the renpote nmaintenance for the
general server 12 may be performed by using the client termnal 21
and the general termnal 22. [0121] Though not shown in FIG
15, in the case where the servicenman conpl etes the renote maintenance
and instructs the disconnection of the routing session, the rel ay
servers 10 and 20 di sconnect the routing session. The relay server 20
transmts a di sconnection conpletion notice of the routing session to

the acoessMARGRITRL ARPRBEANUSIAD £l Rl Laplotils o8l sconnect [ on of

the routing session w scribed later.” [012 There may
be a case @@gge, t hough the serviceman conpl etes the renote
mai nt enance for the general server 12, the serviceman does not

instruct the rekfi‘¥e%%§1¥é3{oﬂ%1te ol SEQRNBE bR Iﬁ%%e@@ezﬁ laP8kus! N

such a case, the acCess nmanagenent apparatus 30 1 nstructs the rel ay

server 20 4o of’hfeC@R'}%E oﬁs@%eﬁ%‘égbﬂ‘cﬂn €5 $hO8ccekd Hilest (Steg 82), the
y, aft

Speci fi cal er recelving the session establishnent notice, the

di sconnectbon, RS HPLiaQ éegfe%mislﬁﬂétmao%ﬁgssésaﬁn.s _e%'b%uﬂﬂg%&és@

time. In the“case ere %h I sconnection 1 nstruction unit 1306 does

not recei \é%tatﬂh%hﬁieﬁl‘%gi&arﬁﬁgﬁéfl AR SR & LA RSt hER: fe{q?t%k@ mh%%amngelr ver

20, and the session tion tinme exceeds a tine t (tor exanple,

ore hout) BEESELs U 1 SRS UIASEAR kel kit
i nstructi op,Rfnk DElal QU9 05 85 bARidPsddifon” kM FE SR unit 204
transmits an ACK to the relay server 10 (Step S4). In such a way, the
routing session is established between the relay server 10 and the relay
server 20 (Step S5).
[0115]

The routing session establishment unit 204 transmits, to the access
management apparatus 30, a session establishment notice indicating that
the routing session has been established (Step $5.1). The access
management apparatus 30 receives the session establishment notice, in
response t0 which the disconnection instruction unit 1306 starts to measure
a time (session duration time) that has elapsed from the receipt of the
session establishment notice. Based on the session establishment notice,
the access recording unit 1307 updates the access record information 67.

In the access record information 67, in the second row of the update time,
“13: 45: 27" is recorded as the receiving time of the session establishment
notice. In the second row of the connection stats, “session is established” is

recorded.

[0116]
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20 (Step S6). In Step 86, the access managenent apparatus 30 may

| ssue the disconnection instruction of the routing session to the
relay server 10. In this case, the relay server 10 operates in a
simlar way to the relay server 20 described as follows. [0124] The
access recording unit 1307 updates the access record information 67
based on the disconnection instruction. In the access recording

i nformation 67, in the third row of the update tinme, "14: 45: 27" is

recorded as a tiggy %@@elfag%emeigqora@ﬂzm&dh%géuﬁéh@tﬁvdrﬁ dduieRds b
the rel ay server 20 e third row of the connection state,

"session g8 E%W?tahe@ AStHNSUEMG 8 Hreth Svifle6& IR er. [ Ofd]elay server | N

response to the disconnection instruction, the relay server 20

transm t S 1 tgéﬁéiﬂﬂg'??é h@ﬁvcﬁ%%%ssogf thQMthﬂo%e§§ﬁ§|s‘éFvé1%d heryeel ay
server Step S6.1 After the relay server 20 receives, fromthe

rel ay ser Velay Rrv@ DK ahEKPANEE nBrbilea di36OPNGEITLAN I £IRSkIay he
routing SeSSI on 1s disconnected. After the disconnection of the

routing sessjeng. the sﬁ@llx ﬁ%vadgf' Eé’lﬁhlﬁﬁciﬁcﬁ{‘%ﬁm}e%n the kRS REFEID and

managenent apparat us 30, sconnection conpletion notice as a

response tt%eg)%@f}eﬁ'l%&%?%@ﬁé 8hahlRg thaidHoMhef otk s 26K €SBy RBNACERENT

appar at us he relay server 10 returns to a state of deny| ng

access fromN@,v&! Y tAEE¥RAcotan bAT 28kt the remote maintenance for the
general server 12.
[0117]

For example, the serviceman operates the relay server 20 and inputs
the control command for the general server 12, The relay server 20 creates
a communication packet in which the control command is enclosed. As the
transmission destination of the communication packet, the IP address
“172.16,0.12” of the general server 12 is set. As the transmission source of
the communication packet, the IP address “192.168.2.20” of the relay server
20 is set. The relay server 20 transmits the created communication packet
to the relay server 10 through the routing session. The relay server 10
confirms that the transmission destination IP address of the communication
packet received through the routing session corresponds to the network
address of the LAN 1, The relay server 10 transmits the received
communication packet to the general server 12. The general server 12
performs the processing related to the control command.

[0118]
The general sexver 12 sends out a communication packet

(hereinafter, referred to as a “response communication packet”) that
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Based on the di sconnection conpletion notice, the access recording
unit 1307 updates the access record information 67. In a fourth row
of the wupdate tine, "14: 45: 29" is recorded as a receipt tine of

t he di sconnection conpletion notice. In a fourth row of the
connection state, "session is disconnected” is recorded. [0127]

As described above, in the case where a fixed tine has el apsed since
the routing session was established, the access management apparatus

30 forces ghhRstLlaVres FENR inflintRidH BSARRRBEErol Bin iR tﬂgleaﬁssm Rhe I N
such a way, the routing session is prevented frombeing left in the

establ | sneghaligion BBERAtiEn bPUILLAREIN BLDALIAABNINELSCEN ceman can

be prevented fromillegally accessing the comruni cation term nal

connect ed jlyard 3@ 1bMNed 2 Y Jt3he el hRefRYIHNNG s8€S ALthe hBALBIssion
As nentioned above, there may be a case where, before the session

duration fsbﬁfceedf%ﬁs?ésptohge EbABddifition $AHket AhbIIPG RS ‘AN21 $6.0.12”
di sconnect ed based on the di sconnection instruction fromthe

servi cemanye ¢ o iH:81 Qél%ér 19@@Sétel ay server 20 spontaneously transmts
t he dlsconnectlon conpletion notice to the access nmanagenent

appar at us [gfyg]The di sconnection instruction unit 1306 stops measuring
t he session duratl on tinme when the access nmanagenent apparatus 30

receives the digg i |, di ng
ini t 1307 Updat o0 e 1 e e o e

di sconnecgbﬁl@n&a@t@ﬁ?g Ottty dkd] &@3€108 brifomeihomp

corresponding to t row of the update tinme and the connection

Thor AL ar e
communication packet corresponds to the network address of the LAN 2.
In a similar way, the routing control unit 105 confirms that the IP address of
the transmission source (general server 12) of the response communication
packet corresponds to the network address of the LAN 1. By confirming
these points, the routing control unit 105 determines that it is possible to
route the received response communication packet. The response
communication packet for which the routing is determined to be possible is
transferred to the relay server 20 through the routing session. Insucha
way, the communication between the relay server 20 and the general server
121s performed..
[0120]

The relay servers 10 and 20 can perform routing control for the

comrunication packets coming from all of the communication terminals
connected to the LAN 1 or the LAN 2. The communication terminals here

include not only the relay servers and the client terminals, but also all of the

terminals including the general server 12 and the general terminal 22.
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relay server 10, the relay server 20 acquires the access perni ssion
fromrelay server 10 through the access managenent apparatus 30. In
such a way, the access nmanagenent apparatus 30 is capabl e of
controlling the comuni cati on between the relay server 10 and the
relay server 20. [01301 The access managenent apparatus 30
measures the session duration tinme after receiving the session
establ i shnment notice, and instructs the relay server 20 to di sconnect

the routiRg, 3658} o, %@ﬁiéxﬂ%ﬁﬁﬁﬂl% A e egﬂ%rﬁﬁfcﬂﬁﬁg.saﬂe@s& i me
limt. In such a wdy, the routing session can be surely di sconnected.
01311 = i i . Rt J: has
Q1311 o ogpal kb bR B e eh A TR Bhored BEAPIATARLIRE
transmts thQ‘éoQﬂiﬁg%‘é&%ﬁ{.' %ér%&é,%ﬁ%'r Hm’cé)nfa' e&%hﬁdf&%ﬁ&%&nﬁ%me“
the session duratTon tine exceeds the tine I'imt; however, the

present i%g il%iag bd Yerfol Hebigf &é?n%@ﬁécliéiﬁ%%ﬁfaiszl@d@ﬂﬁ%@fem]]
appar at us may transmt the di'sconhection instruction to the relay
server 20i.f.[,g5Re@nse to an instruction fromthe adm nistrator of the
access managenent apparatus 30. [01321 In the above-descri bed
embodi nentrgq$f1e description has been made of the exanple where the
access nanagenent apparatus 30 functions as the relay server;

however, the pr%gp&g%@}’rg@%ﬁ’ Eggf‘? , il 188 e hielbdl iRy sdilcofb@NP! €,

the client termn I nc e access perm ssion confirmation

uni t 1304 c@ﬁﬂﬂéﬂég tﬁé’M%e@%h&@né&&%ﬂi‘ixﬁ%@%ﬁ%ﬂ&ﬁwﬂﬁe0&519§f tid) this

case, the clrent termn processes the access request
routing session, the relay servers 10 and 20 disconnect the routing session.

The relay server 20 transmits a disconnection completion notice of the
routing session to the access management apparatus 30. Details of the
disconnection of the routing session will be described later.

[0122]

There may be a case where, though the serviceman completes the
remote maintenance for the general server 12, the serviceman does not
instruct the relay server 20 to disconnect the routing session. Insuch a
case, the access management apparatus 30 instructs the relay server 20 to
disconnect the routing session.

[0123]

Specifically, after receiving the session establishment notice, the
disconnection instruction unit 1306 measures the session duration time. In
the case where the disconnection instruction unit 1806 does not receive the
disconnection completion notice from the relay server 20, and the session
duration time exceeds a time limit (for example, one hour) preset in the

disconnection instruction unit 1306, the disconnection instruction unit 1306
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coming fromthe relay server 20. The disconnection instruction of the
routing session and the processing regarding the access record
information 67 are also perfornmed by the client termnal 31. To the
LAN 3, a relay server simlar to the relay servers 10 and 20 may be
connected in place of the access managenent apparatus 30. [0133]

In the above-descri bed enbodi nent, the description has been nmade of
the exanpl e where the routing session is established between the

relay servededQ B9 nnReL6E€LANERIONESS tRO 1ol@MB ¥&sior HEHR@ B8 Nerver
invention is not limted to this. [0134] For exanple, the

routing sepsices, S8y 121§ Figh 8ol tinectefeWRBBehBE: a@&m&&wg{f{lﬂ@s@@d

the client term nal I'n this case, the client term nal

transm t s pb QidcBEnAELRSRHROAR BB Me ARRAIAIMSI08 00 thESelagGBSR T 1BYUEST
with respect to the relay server 10. The ‘conmunication termnals

connect ed 14,qhi 8 sk A 2GR s 8 90 B?éﬁ%ﬁ SMPLRn MR RhEPeREErdIfF sdiler
general server 12 by using the routing session established between

the rel ay ®geiatefind@88didhe client termnal 21. [0135]
Moreover, a case shown in FIG 13 is considered, where the LAN 1 and

a LAN 5 aqglggnnected to each other through the general -purpose
router 13, and the client termnal 11 and the general server 14 are

connected to t hgpbAbhas rlaéblﬁikfé‘uﬁ‘itrl%bWﬁﬁlaMe%E@gsilﬁEbrdt he routing

session may be established between the relay server 20 and the client
termnal  Lle, b RMCEY Bad8@Vn fHEG1ISQIMBL SRS dRLM 1RkBe goRRgCted to

the LAN 2 can performthe renote mai ntenance for the general server
14 ConneCtr@E]orrdﬂlé 80 1ANi G 67, in the third row of the update time, “14: 45! 27" is
recorded as a time when the disconnection instruction is issued to the relay
server 20. In the third row of the connection state, “session disconnection
is instructed” is recorded.
[0125]
In response to the disconnection instruction, the relay server 20
transmits a disconnection request of the routing session to the relay server
10 (Step 856.1). After the relay server 20 receives, from the relay sexrver 10,
an OX response to the disconnection request, the routing session is
disconnected. After the disconnection of the routing session, the relay
server 20 transmits, to the access management apparatus 30, a
disconnection completion notice as a response to the disconnection
instruction from the access management apparatus 30. The relay server 10
returns to a state of denying access from the relay server 20.
[0126]

Based on the disconnection completion notice, the access recording

unit 1307 updates the access record information 67. In a fourth row of the
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[ 0136] In this way, the relay servers and the client termnals
function as the relay apparatuses which, by using the routing
session, relay conmmuni cation packets transferred between the

comuni cation term nal that perforns the renote maintenance and, the
conmmruni cation termnal that serves as the mmintenance target. The
access managenent apparatus 30 rmanages the access between two rel ay
appar at uses, and thereby preventing illegal access to the

comuni ca garaté £, nf%lgag?ge{saﬂec&%&% alfoeeifdim 8 BF MRSdi@SorRetion

mai nt enancé target. I'n the above-described enbodi nent,

t he descripti.Qn: n rpede 3 e td imt is
fixed; homc/g\améj(r?%ht go%%gsé[nt |ﬁ\g%ln%%%%%@%%tﬁewgggat 8&]5[8?1@5%.5 The

time lim tcﬁs&%@é&%ﬂ’”&@eﬁ&rd‘e& the access destinations of the relay
server 20 may be set. For exanple, the tine limt my be set at one

hour when [hhe;rel ay server 10 accesses the relay server 20, and the
time limt nay be set at 30 m nutes when the relay server 10 accesses

the client ter mA@gigséélPeci 3R 5 E}%e;r{jﬂsgg%}(%_@%cﬁmrﬁme has elagded since

description is ma ow of at I ment of the present

i nvent i On'tgggbuﬁpg rs%g'é'l&gw‘i% [iEREd, the @ecest rhSndhentd®aphhratd 0l G

13 are used sim y to the first enbodi nent, and the description

([0028] t ﬁloircgg BB ko1t s@hRY 20%o SR AnEANNET10E sBhd6h SNRF &lLHPWRYET .

for the t
the routing session is prevented from being left in the established state.

Hence, a third party other than the serviceman can be prevented from
illegally accessing the communication terminal connected to the LAN 1, by
using the routing session.

[0128]

As mentioned above, there may be a case where, before the session
duration time exceeds the time limit, the routing session is disconnected
based on the disconnection instruction from the serviceman. In this case,
the relay server 20 spontaneously transmits the disconnection completion
notice to the access management apparatus 30, The disconnection
instruction unit 1306 stops measuring the session duration time when the
access management apparatus 30 receives the disconnection completion
notice. The access recording unit 1307 updates the access record
information 67 based on the disconnection completion notice, In this case,
the information corresponding to the third row of the update time and the
connection state in the access record information 67 is not recorded.

[0129]

As described above, when establishing the routing session with the
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enbodi ment, FIG 17 and FIG 18 are used instead, which correspond to
FIG 9 and FIG 11, respectively. {Operations of renote maintenance
syst ent A description is nade of operations of the renote

mai nt enance system when the servi cenan at the naintenance center
operates the relay server 20 to performthe renote mai ntenance for

t he general server 12. [01391 At the call center, the

adm ni strator of the access nanagenent apparatus 30 creates the

access pepdhssbRRr10sthdfblad Bervas 00 e qRRENTISShRBsd p&imibfoh Frazhored in
t he dat abase” storage unit 302. [01401 FI G is a view show ng

the access.|nerBiwsi10NhrbSth & acthes AGGEESmBRE AhSHkons §0.5tInbuchsa t he
information in which the 1dentification information of the access

target appakatiesatefNdahhforhe®nipidraald Smid afpablmdf @ntefliddthe
apparatuses permtted to access the access target apparatuses are

associ at edohtithieAsdh BihRen thBScla®! RYvEEIIV&ES tladsbla SerGbt 201
termnals are set in the access perm ssion list 66, and not the

general segvgy 12 and the general termnal 22. In FIG 8,
"rs-3@bc.net” is the identification information of the access

managenent appargg H@ce%@mirpa%eﬁib@c%pgaﬁé%ﬁs BOtmedsurbthd sheBiohf i cati on
information of the client termnal "31. [01411 For exanple, the

appar at Usﬁﬁréﬁomiﬁé‘aﬁ&eréﬁﬁ%%ﬂﬁé Sk ol 41811 SHRh . 1 RT0M Eandl hekSucEet
are the relay server 20, the client termnals 21 and 31, and the

access NMARRYSARD seARR I UE sl nettithebatinkesdife wAEaSSE sERAGISTENT
appar atus 30 nanages the apparatuses, which can access the rel ay
server duration time exceeds the time limit. In such a way, the routing session
can be surely disconnected.
[0181]

In the above-described embodiment, the description has been made
of the example where the access management apparatus 30 transmits the
disconnection instruction to the relay server 20 when the session duration
time exceeds the time limit; however, the present invention is not limited to
this. The access management apparatus 30 may transmit the
disconnection instruction to the relay server 20 in response to an instruction
from the administrator of the access management apparatus 30.

[0132]

In the above-described embodiment, the description has been made
of the example where the access management apparatus 30 functions as the
relay server; however, the present invention is not limited to this. For
example, the client terminal 31 may include the access permission

confirmation unit 1304 and the communication session management unit

1305. In this case, the client terminal 31 processes the access request
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10 and the client terminal 11, in the unified manner by using the
access permssion list 66. Sinply by changing the access perni ssion
list 66, the apparatuses which can access the relay server 10 and the
client termnal 11 can be changed with ease. [01421 FIG 17 is
a chart showing a flow of the renote maintenance for the general
server 12. As an initial state, the relay server 10 is in a state of
accepting access fromthe access nmanagenent apparatus 30 and denyi ng
accesses frof Er 38 oPHe HBofhAcRREL thehibAGh 8t &k and 31.
[01431 C&%%éfﬁgn{reegli/a%%%é\%rl%g' m)n?tor(s} t he opleréti ons of the
general s - Codfid e QLEL Rchi fGmonsy al
server 12?51%(1%121?%és%r%%@%%ﬁ%%e%%ﬁ%n% I ngfgl(y ei ssues1 gnl elr ror .

Qr SurLencarak it LAieAEEeReIIBIABRIEI A0PTL YT AT (28RS ). 11
Step 51, the'relay server My transmt the error occurrence notice
based on AB-QAAANROR, Be AllaPd0RES16 3h8120%hal BE LA ched HE1AEE LAY
server 10 may transmit, to t'he access nmanagenent apparatus 30, a

mai nt enan giestsqt he renote mai ntenance for the
gener al sce\trﬁ?/%%&rf%.rﬂﬁ;%%%m&%pbg I%Stohe case where the access
managemnent aratus 30 receives the error occurrence notice or the
mai nt enance Start request, the access instruction unit 304 specifies

the apparatus t Aaknpabial afchBeq EMUG IR Bhe ABSHHIM nddocdcignal

server 12. As shown 1n Fl gene server I'sS connected to

the LAN LofIRELElabR whestthedduthe S6467 % BRLILSNOR L (B0 elbbe

access instruction uni specities the relay server

can acces ) e .38 p t he
et o e A HRETES sdther 20 hOGeRAPBle Y tene Aol
perm’ssiorli h@&t§§h-priorities of the apparatuses which performthe
renote maihtenanceé for the access target apparatus are set. Based on
t he prior%bggﬂ in the access permssion |list 66, the relay server 20
is specified ds the apparatus that perforns the renote mai ntenance.

For example, the routing session may be established between the

relay server 10 and the client terminal 21. In this case, the client terminal
21 transmits, to the access management apparatus 30, the access request
with respect to the relay server 10, The communication terminals
connected to the LAN 2 can perform the remote maintenance for the general
server 12 by using the routing session established between the relay server
10 and the client terminal 21.

[0135]

Moreover, a case shown in FIG. 13 is considered, where the LAN 1
and a LAN 5 are connected to each other through the general-purpose
router 13, and the client terminal 11 and the general server 14 are
connected to the LAN 5. In such a network configuration, the routing
session may be established between the relay server 20 and the client

terminal 11. In such a way, the communication terminals connected to the
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[ 01451 Next, with reference to the relay server information
62, the access instruction unit 304 confirns that the relay servers
10 and 20 are in operation. FIG 11 is a view showi ng the rel ay
server information 62 in the table format. Actually, the relay server
information 62 is described in the eXtensible Markup Language (XM.)
format like the relay server information 52 (refer to FIG 3). [01461
In FIG 11, the left-side colums of the relay server information 62

are the SPRA] %ic?hgfeg%&jnoﬁquﬁmt@%iﬁ?%%%?@g&r}%fet ehbfaSbhRtags. (refer

to FIG 3). upper 1 nformation entiftication

i nformati t tate of the relay servers are shown. The
right-si dg%@g%g@e%%%‘%gfel ay server information 62 are the | ower

i nformati 2, and correspond to the node tags (refer to FIG 3).
In the lower Tnformation 622, only the identification informtion and

| 0g-on desti nat f:?{h'ggvoa%;,;gnéaﬁ%il&%]eﬁgfﬂm}% At 3890 a14 Adhfibn as

FIG 17 is refefted e access managenent apparatus 30
transmts f. i ; to confirm
whet her (’%Irlé %%%Ptgﬁé%%}ég%e%é%ér@%ﬁi an ﬁgﬁﬁﬁg Slg elBIr%glr%D%t%}e mai nt enance
for the Y=\ [ 1e) .

confi rma'? ?%%%E%gr%?ﬂétér g%glefegié%&v%%%n ?EBP%%&&g%ﬂ?ﬂ{é&%ﬁﬁ or, a

message thal, é&ﬁﬁé@é e 8 e LA Qb a%x'g:l:hé%gﬂ mﬂaﬁmgsi or nt he

general serve € ‘servi ceman opera the relay server and

| nStruct s ehlieedbbas BRY ¥8tnilah DADH © TG EHOh n HRLALARGR a0l K

response corresponal ng e con mat1 on request

fromthe g8l @k 2R et 2dh GetiEe 065 3 ARRRTRRLS, ARRRLIAT 30

preventing illegal access to the communication terminal (general server 12)
that serves as the maintenance target.
[0137]

In the above-described embodiment, the description has been made
of the example where the time limit is fixed; however, the present invention
is not limited to this. The time limits corresponding to the access
destinations of the relay server 20 may be set. For example, the time limit
may be set at one hour when the relay server 10 accesses the relay sexver 20,
and the time limit may be set at 30 minutes when the relay server 10
accesses the client terminal 21,

[0138]
3. Third Embodiment

A description is made below of a third embodiment of the present
invention. For the third embodiment, FIGS. 1 to 8, FIG. 11 and FIG. 13
are used similarly to the first embodiment, and the description ([0028] to

[0063]) related to these drawings is also shared. However, for the third
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Si mul taneously with the transmssion (Step Si.].) of the confirmation
request, the access recording unit 305 creates a new access record

I nformation 67. [0149] FIG 18 is a table show ng the access
record information 67. In the access record information 67 shown in
FIG 18, the identification information of the relay server 20 is
recorded as the access request source, and the identification

I nformation of the relay server 10 is registered as the access

destinatigq bo'dF]}nén{ IFT8S 17QWa0kTd. he aRkdake 1£ét€§d whith Bprespnd i

recor ded, he transm ssion time of the confirnmation request.

In a fi rst&g}oyaq{dﬁ@ é‘“ﬁ%ﬂﬁ““ ystate, "confirmation request is

transmtte I'S recor e"stage of Step 51.1, information is

not recor H et Lo
COI’II’IEC'[IOS]Q %#E&E%ggg%%% ﬂl%ﬁeh\,&%&fgm} e update time an e

en"having received an OK response

to the confirma d%@m]lﬁﬁ&i’?g m(sﬁ&%?oﬁé‘a%])onsto?%l@%?&% rh Sk EdLON uni t

304 issues to the relay server 10, as a response to the error

ocur 0Bk 0% S it RS B4 2
tate of EARATI0NG REFEFSURATe i AT DE1E $h0heSRIME] 2Pver 31511
fo139]

At the call center, the administrator of the access management
apparatus 30 creates the access permission list 66. The access permission
list 66 is stored in the database storage unit 302,

[0140]

FIG. 8 is a view showing the access permission list 66. The access
permission list 66 is the information in which the identification information
of the access target apparatuses and the identification information of the
apparatuses permitted to access the access target apparatuses are
associated with each other. The relay servers and the client terminals are
set in the access permission list 66, and not the general server 12 and the
general terminal 22. In FIG, 8, “rs-3@abc.net” is the identification
information of the access management apparatus 30. “cl-31@rs-3.abc.net”
is the identification information of the client terminal 31.

[0141]

For example, the apparatuses in which the access right to the relay
server 10 is set are the relay server 20, the client terminals 21 and 31, and
the access management apparatus 30. In this way, the access management

apparatus 80 manages the apparatuses, which can access the relay server
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Next, the access instruction unit 304 transmts, to the relay server
20, an access start request to instruct the relay server 20 to access
the relay server 10 (Step 82). In the access record information 67,
in the second tow of the update tinme, "13: 45: 23" is recorded, which
is the transm ssion tine of the access start request. "access is
instructed" is recorded in the second row of the connection state.

[ 0152] In response to the receipt of the access start request,

the rel ay 186i\Methe2Bica} 8rhBingbi AL itRE LRSRdAE an@t b GsARSHefRcesEhe
routi ng session establishnent unit 204 transmts an establishnent

request OfebAftAULdE. SR RIp® bl ChhASinkehaesRE Yefmilidnh@meS2hd ) -

After receiving an K response %’o the establishiment request of the

routing S%.ﬁﬁhﬂftugésoﬂhiéﬂ%a'heic%é’ss%@iﬁa&l&wéﬂ‘ﬁo AU EhOEiGRSE Al 11
establishment unit 204 transmts an ACK to the relay server 10 (Step

S3). The g% S8h¥&] wi ddsensmts, to the relay server 10, an K
response to the acCess start request (Step S2). [0153] Wth

such procegsid)g of Steps S2.1 and S3, the routing session is
establ i shed between the relay server 10 and the relay server 20 (Step

84). The routi ngz@?ﬁi&@cm%b%m%mm%@ﬂmhf Hi$Mchincd Rrithe

access nmanagenent apparatus 30, the session establishnment notice

i ndi cati ng.hBall bRRrMOUT IR SEISLDRRASHD88Ry @8 HARI 0SB 8 a(sPhRibB84. 1) .
The access recording unit 305 updates the access record information

67 based %@céﬁﬁ‘xgsc@c%%]soﬂoﬁxsﬁlﬁbickéiﬁ%ﬂﬁa@?ﬁé&eapﬂa@aﬁiﬁ(ﬁﬁg@aingiﬁggfdi ]

i nformation In the third row of the update tine,

recor ded ag.ddags HEELING ey kdBePB0 bR tRESBEAMBSEARLIZARNE1 NOt i ce.
In the third row of the connection state, "session is established" is

recorded. [§Pid4] Next, the relay servers 10 and 20 exchange
the network addresses of the LANs 1 and 2 as the routing targets with

each other. TherpehakyS@LVET 101 ohiBRsd spekBfoRELNDRIeRdNas syl 14 he
LAN 1 to the relay sefver 20. The relay server 20 transmts the

net wor Kk aqdnggs$ad whife hAbdrbeclREn BE 2¥nsGi ¥6Fvet A2, {Hy SUENsAVURY
the communi cati on between the relay server 20 and the general server

L2 oL, e MG sthate B8 02 g 0 ) oo
server 12.management apparatus 30 (Step S1). In Step S1, the relay server 10 may
transmit the error occurrence notice based on an operation by an
administrator of the LAN 1. The relay server 10 may transmit, to the
access management apparatus 30, a maintenance start request to request
the remote maintenance for the general server 12.
[0144]

In the case where the access management apparatus 30 receives the
error occurrsnce notice or the maintenance start request, the access
instruction unit 304 specifies the apparatus that performs the remote
maintenance for the general server 12. As shown in FIG. b, the general

server 12 is connected to the LAN 1. Therefore, based on the access

permission list 66, the access instruction unit 304 specifies the relay server
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[ 0155] For exanpl e, the servicenman operates the relay server
20 and inputs the control command for the general server 12. The
relay server 20 creates the conmunication packet in which the contro
command is enclosed. As the transm ssion destination of the

conmmuni cati on packet, the I P address "172.16.0.12" of the general
server 12 is set. As the transm ssion source of the comunication
packet, the I P address "192.168.2.20" of the relay server 20 is set.
The rel ay spewigsh &b héRBSthd Slifee1etLa0 etk (erepparenisi that pasfsahs the t he
relay server 10 through the routing session. The relay server 10
confirms trBafoté hihtcasns.s STieruedesdti shatvinoin 1.8 dhi €lss agdess he

communi cati on packet received through the routing session corresponds
to the netye@hkssiAdUEL66, Piorities 4fANe bppdheuted altidesartirml thd feanesi t s

t he received conmuni cati on packet to the general server 12. The

gener al sehx@ftedndeebi fHdEeckBCtRESCOHRIrAtNY Rleaeced Bosddhen gant r ol
comand. L01561 The general server 12 sends out a comrunication
packet (hep@iridd @rthelREedsrRanticsi@s ligt £6,63p08EE woverll Babpecified as
packet") that encloses the response information to the control
command t hgeeipparfssthe: b&Enshs S5 Mmaeshimasiareof the response
communi cati on packet, the I P address "192.168. 2. 20" of the relay
server 20 ps4slet. As the transm ssion source of the response

conmmuni cation packet, the IF address "172. 16.0.12" of the general
server 12 is setNextO#fhleference to thetiBiyCageevitdirendthen 62|ty sgedseer 10
has received the response communi cation packet, the routing control
unit 105 GaBfriubilsn bhed 30h@nffrnadhae$he odlay Rervierans pindloaredast i nati on
(relay server 20) of the response communication packet corresponds to
t he networdgeasldsessris, 11he alAbwZkhobiingtisd ralhpkemay infol@ations2rig the
control unit 105 confirns that the | F address of the transm ssion
sour ce (geRBlcforsaky eActhdllyofhel fabay @spONEEneRMBINGE & Hestripagkethe
corresponds to the network address of the LAN 1. By confirm ng these

poi nts, theXtbAbibidBIeRAH TAheuALE (OD) deteiylikethd Ry &drves possi bl e
to route the received response comrmuni cati on packet. The response

conmuni catijn@rnpaskes2 (@feMai Iliay.tdhe routing is determned to be
possible is transferred to the relay server 20 through the routing

session. I[p1ggch a way, the comunication between the relay server 20
and the general server 12 is perforned.

In FIG. 11, the left-side columns of the relay server information 62
are the upper information 621, and correspond to the site tags (vefer to FIG.
3). Inthe upper information 621, only the identification information and
operation state of the relay sexvers are shown. The right-side columns of
the relay server information 62 are the lower information 622, and
correspond to the node tags (refer to FIG. 3). In the lower information 622,
only the identification information and log-on destination of the client
terminals are shown.

[0147]
FIG. 17 is referred to again. The access management apparatus 30

transmits, to the relay server 20, a confirmation request to confirm whether
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[ 01581 The relay servers 10 and 20 can performrouting control
for the conmuni cation packets comng fromall of the comunication
term nals connected to the LAN 1 or the LAN 2. The communi cati on
termnals here include not only the relay servers and the client
termnals, but also all of the term nals including the general server
12 and the general termnal 22. That is to say, the client term nal
21 and the general termnal 22 are also capable of performng

comuni capj QB Md ﬁlé}h%#&@f‘% 3hn $ANYMRS thbAeRiotH S 418 tde1ck G thag
session. Therefore, the renote mai ntenance for the general server 12

nmay be pegé@émgelmél qgl(sgaptgm):l I Whbn hek g ceibd aN6l coiferrgened al
term nal he relay servers 10 and 20 nay exchange

the perm Eécﬁﬂas% ahLel8Rly s!eﬁ?{lélf PREIsEhys] 6n WY Enitds LORERHPeCRRE ON
termnal s capable of Using the routing session are specified, with

each ot heggeq s ShPdHRkBsioh B?tﬁ@fﬂoﬁ%%aﬁl&e@&de%yﬁﬁe gerlt@h] &2venid.he
identifi catl on information and | P address of the relay server 20 as

the perni titgdel-@kithAalopbRites BRd 18y sdier 26| aNd Seitvess $e ey esrvar
notice on the nanme and | P address of the general server 12 as the

perm ttedohepHadle tHY 1%%5 iMintdaRe AUIOK r88hdhsk RErmeapandihgas i on
packet in which the relay server 20 and the general server 12 are

desi gnat e@h@%aﬁfﬁ%éﬂi&ﬂﬁéﬂf@%t Q8O GCe BAGN fIR 1l ANSITVES RO the
destination may be transterred by using the routing session. The

client teppiddimbdaanthdiigpaengialo.termnal 22, which are not rel ated
to the renote nai ntenance Tpor t he general server 12, cannot

comuni cafjg; sd]t h the comunication termnals in the LAN 1.
Accor di ngly, the security of the LAN 1 can be enhanced. [ol eo]

Simultaneously with the transmission (Step S1.1) of the
confirmation request, the access recording unit 305 creates a new access
record information 67,

[0149]

FIG. 18 is a table showing the access record information 67. Inthe
access record information 67 shown in FIG. 18, the identification
information of the relay server 20 is recorded as the access request source,
and the identification information of the relay server 10 is registered as the
access destination. In a first row of the update time, “18: 45: 18” 1s
recorded, which is the transmission time of the confirmation request. Ina
first row of the connection state, “confirmation request is transmitted” is
recorded. At the stage of Step S1.1, information is not recorded in second
to fourth rows of the update time and the connection state.

[0150]
When having received an OK response to the confirmation request

(Step S1.1), the access instruction unit 304 issues to the relay server 10, as a
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In the case where the renote maintenance is conpleted, the servicenan
instructs the relay server 20 to di sconnect the routing session. The
relay server 20 transmts a disconnection request of the routing
session to the relay server 10 (Step S5). After receiving an K
response to the disconnection request fromthe relay server 10, the
relay server 20 disconnects the routing session. After the

di sconnection of the routing session, the relay server 10 returns to

the stat e of,H80Ys Bk AGE6LEGukFINT: tn!a@icé Ry SOry %mé’@m&%ﬁﬂéthat
After the dlsconnectlon of the routing session, the relay server 20

transmts g, gélaggafb%stz'oq sfta%ing%@fac&és% r UL IBGySRSWLOM 4Nk RE adCCeSS

managenent apparatus 30 (Step The access recording unit 305

updat es t Q@atefo?%&gm(‘g%eegsgo%ﬁgtf#oqﬂ t8d 1885 geeRR gohe di sconnecti on

notice. In the accéss recor rnformation 67, Iin the fourth row of
the updat gyfdqre, "14: 18: 52" is recorded as the receipt tine of the
d| sconnectl on notice. In the fourth row of the connection state,

"session is di S%Qﬁ‘%ﬁ%%ﬁcesb% G HEAnit[RU6R4 nsmits, to tAS I%Z%L@d

above, when having recel ved € error occurrence notice e access

managenentnapRak.all gt 1@%@&3&“1:!) SPsthild the '1@15éy5££xyé¥202% fAReds Ve relay

apparatus that accesses t relay server 10, based on the access

perm ssi 0Rel 3t 068te TQQ) ! Ghthe SREBredBaShRfhd 1l 7, SRk E s IBhALERANCE

for the general ser y using the routing session established

based on toggh@ﬁg&a:% t?fa@r‘tmr 2EULPtis b D rHE Sy HRY s %K@tlaﬁg&% Sppagenent

appar at us n control the conmuni cation between the re ay server

10 and t herggl %5@@'5_%%1&13@@@900@19&&9 i o sftﬂ?ct&{”%%%éo‘%g%g}xﬁﬁ %c?%%e

general server nce i S possi e to quick

error that, hag:RceMtiedohntifae general server 12. [01631 The

access nmanagenent apparatus 30 transmits the confirnmati on request to
the rel ay [gpgaer 20 specified based on the access permission |ist 66.
In such a may, t he access nanagenent apparatus 30 can instruct an

apparat us, whi Ct'n F%’%@%& Bl YhePRREDS of e hEHY 518 YEfuedd thb PBGGESR NE

relay server
20 starts establishing the routing session. The routing session

establishment unit 204 transmits an establishment request of the routing
session to the relay server 10 (Step 82.1). After receiving an OK response
to the establishment request of the routing session from the relay server 10,
the routing session establishment unit 204 transmits an ACK to the relay
server 10 (Step 83). The relay server 20 transmits, to the relay server 10,
an OK response to the access start request (Step S2).

[0153]

With such processing of Steps S2.1 and 83, the routing session is
established between the relay server 10 and the relay server 20 (Step S4).
The routing session establishment unit 204 transmits, to the access
management apparatus 30, the session establishment notice indicating that

the routing session has been established (Step S4.1). The access recording
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The access managenent apparatus 30 records the communication status
of the relay server 20 fromthe tine when the confirmation request is
transmtted to the relay server 20 to the tine when the routing
session is disconnected. Therefore, the communication status of the
relay server 20 can be grasped with ease. [01651 In the
above-descri bed enbodi nent, the description has been nmade of the
exanpl e where the access nanagenent apparatus 30 functions as the

relay servgit SOPMRYLREs th8cRECHRBE IATYANEIIOR 67DaR6d ohitht Eedid0 this.
For exanple, the client termnal 31 may include the access

instructi gelikhm3Afnatiek.t e e GRESs86RUAhREMHdn 8030 the thibd $oRase,
the client termnal 31 perforns the transm ssion (Step S1.1) of the

confi rmat LPhd |ENASHimé,Ne 3t ARNSMiS $bRRIdShE thdeRing HighcasraBes start
request, the update of the access record information 67, and the

i ke, TO LBeidAbbiablishiehPHoBRL Vah Bk Mhialokdf thBeokelcaynsesteers 10
and 20 may be connected in place of the access managenent apparat us

30. [0166%geggion is eg{hbqllgﬁe@bl@\i@cd}gggrl bed enbodi nent, the description
has been nade of the exanple where the routing session is established

between t g 44l ay server 10 and the relay server 20; however, the

present invention is not limted to this. [01671 For exarrpl e,
the routing sesyeQn tHBk‘elf& s@ﬁ@rblmseﬁﬂdzcb@ﬁem@%@em@néﬁ@k SR Y Ses 4P
and the client termnal In this case, the access managenent

appar at us {BOTIANEELES ééﬂﬁlequnwgm 58 WiBUUEH othet. em&lmﬁ% ageet he

access start request (Step 52) to the client term nal
comuni catigQRasKhits PR SeGMROLI®REsd & thBe. AMN 2 1BaReRY deo¥dR d0N€ TRt €

mai nt enance for the general server 12 by using the routing session
est abl i shed)heleWram(d HEnsRIRKKS &eVRbridl Qi dads bhgeCLARMY td ffeels) 21.
server 10. In such a way, the communication between the relay server 20
and the general server 12 is enabled through the routing session. By using
the relay server 20, the serviceman can start the remote maintenance for
the general server 12,
[0155]

For example, the serviceman operates the relay server 20 and inputs
the control command for the general server 12. The relay server 20 creates
the communication packet in which the control command is enclosed. As
the transmission destination of the communication packet, the 1P address
“172.16.0.12” of the general server 12 is set. As the transmission source of
the communication packet, the IP address “192.168.2.20” of the relay server
20 is set. The relay server 20 transmits the created communication packet
to the relay server 10 through the routing session. The relay server 10

confirms that the transmission destination IP address of the communication

packet received through the routing session corresponds to the network
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[01681 Mor eover, a case shown in FIG 13 is considered, where
the LAN 1 and a LAN 5 are connected to each other through the
general - purpose router 13, and the client termnal 11 and the general
server 14 are connected to the LAN 5. In such a network
configuration, the routing session may be established between the
relay server 20 and the client termnal 11. In such a way, the
comuni cation termnals connected to the LAN 2 can performthe renote

mai nt enang@afas of Bk 9anen al TRELYRY sbiveeoneahadith@ht heeelAN 5. [01691
In this way, the relay servers and the client termnals function as

the rel ay .3PRAGREMISS pUbEE Ro tRY gbi8dBY=d:iRer QUL TRE g8RESI 98bvet gAY
communi cati on packets transferred between the comuni cation term nal

that perf 5%1-15@%&gamfe@siﬁgireta%@@e&aq@&ﬂmidl%ﬁa%%mi cation terninal
that servés as the I ntenance target. The access nanagenent

appar at us [gflsgfenages the access between two relay apparatuses, and
thereby preventing illegal access to the comunication term nal

(general serverhe)chball sR¥AS RHdL BE: HRHAERAARSS0A PhEk:. The
description has been nmade above of the enbodi nents of the present

i nventi oni, BOWRMEL:, pdiBReRtESER “rbiYRRE Ol $niBfod bAlleRd thatthe
above-described embodiments, and i's nodifiable in various ways wthin

the scope Wil RRUihORAEAIIAHMBN S SR dohtro? kot il @388k, | A¥eRki on.
In particular, 1t is possible to arbitrarily conbine the plurality of

embodi ment;s, desctifel slifatibh 9f SReFdhbae RRmARMARA fdckat, itRB IRXaNDI es
thereof with one another according to needs. Explanation of Synbols

[01701 1, RdrésslAbo. 168.2.20” of the relay server 20 is set. As the transmission

source of the response communication packet, the IP address “172. 16.0.12”
of the general server 12 is set.
[0157]

In the case where the relay server 10 has received the response
communication packet, the routing control unit 105 confirms that the IP
address of the transmission destination (relay server 20) of the response
communication packet corresponds to the network address of the LAN 2.

In a similar way, the routing control unit 105 confirms that the IP address of
the transmission source (general server 12) of the response communication
packet corresponds to the network address of the LAN 1. By confirming
these points, the routing control unit 105 determines that it is possible to
route the received response communication packet. The response
communication packet for which the routing is determined to be possible is
transferred to the relay server 20 through the routing session. In such a
way, the communication between the relay server 20 and the general server

12 is performed.
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10, 20 RELAY SERVER 11, 21, 31CLIENT TERM NAL 12 GENERAL SERVER 22
GENERAL TERM NAL 30 ACCESS MANAGEMENT APPARATUS 100 WAN 63 101, 201,

[0158]

The relay servers 10 and 20 can perform routing control for the
communication packets coming from all of the communication terminals
connected to the LAN 1 or the LAN 2. The communication terminals here
clude not only the relay servers and the client terminals, but also all of the
terminals including the general server 12 and the general terminal 22,
That is to say, the client terminal 21 and the general terminal 22 are also
capable of performing communication with the general server 12 by using
the routing session. Therefore, the remote maintenance for the general
server 12 may be performed by using the client terminal 21 and the general
terminal 22,

[0159]

The relay servers 10 and 20 may exchange the permitted terminal
information, in which the communication terminals capable of using the
routing session are specified, with each other. For example, the relay
server 20 issues a notice on the identification information and IP address of
the relay server 20 as the permitted terminal information. The relay
server 10 issues a notice on the name and IP address of the general server
12 as the permitted terminal information. As a result, only the
communication packet in which the relay server 20 and the general server
12 are designated as the transmission source and the transmission
destination may be transferred by using the routing session. The client
terminal 21 and the general terminal 22, which are not related to the
remote maintenance for the general server 12, cannot communicate with the

communication terminals in the LAN 1. Accordingly, the security of the
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301 CONTRCOL UNI'T 102, 202, 302 DATABASE STORACE UNI'T 104, 204

LAN 1 can be enhanced.
[0160]

In the case where the remote maintenance is completed, the
serviceman instructs the relay server 20 to disconnect the routing session.
The relay server 20 transmits a disconnection request of the routing session
to the relay server 10 (Step SB). After receiving an OK response to the
disconnection request from the relay server 10, the relay server 20
disconnects the routing session. After the disconnection of the routing
session, the relay server 10 returns to the state of denying access from the
relay server 20.

[0161]

After the disconnection of the routing session, the relay sexrver 20
transmits a disconnection notice of the routing session to the access
management apparatus 30 (Step $5.1). The access recording unit 305
updates the access record information 67 based on the disconnection notice.
In the access recording information 67, in the fourth row of the update time,
“14: 18: 52” is recorded as the receipt time of the disconnection notice. In
the fourth row of the connection state, “session is disconnected” is recorded.
[0162]

As described above, when having received the error occurrence
notice, the access management apparatus 30 specifies the relay server 20 as
the apparatus that accesses the relay server 10, based on the access
permission list 66. The relay server 20 starts the remote maintenance for
the general server 12 by using the routing session established based on the

access start request, In this way, the access management apparatus 30
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ROUTI NG SESSI ON ESTABLI SHVENT UNI T 105, 205 ROUTI NG CONTROL UNI T 304
ACCESS PERM SS| ON CONFI RVATI ON UNI T 305 ACCESS RECORDI NG UNI' T

can control the communication between the relay server 10 and the relay
server 20 according to the operation state of the general server 12. IHence,
it is possible to quickly deal with the error that has occurred in the general
server 12.

[0163]

The access management apparatus 30 transmits the confirmation
reguest to the relay server 20 specified based on the access permission list
66. In such a way, the access management apparatus 30 can instruct an
apparatus, which can surely access the relay server 10, to access the relay
server 10.

[0164]

The access management apparatus 30 records the communication
status of the relay server 20 from the time when the confirmation request is
transmitted to the relay server 20 to the time when the routing session is
disconnected. Therefore, the communication status of the relay server 20
can be grasped with ease.

[0165]

In the above-described embodiment, the description has been made
of the example where the access management apparatus 30 functions as the
relay server; however, the present invention is not limited fo this. For
example, the client terminal 31 may include the access instruction unit 304
and the access recording unit 305, In this case, the client terminal 31
performs the transmission (Step $1.1) of the confirmation request, the
transmission (Step S2) of the access start request, the update of the access

record information 67, and the like. To the L.AN 3, a relay server similar to
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CLAIMS 1. Arelay comunication systemconprising: a first rel ay

appar at us;
appar at us,

an access

fromthe first
appar at us,

apparatus
a notific
appar at us
t he secon

relay app
perm ssi o

a second relay apparatus; and an access nanagenent
wherei n the access managenent apparatus includes:

perm ssion unit configured. to hold a |ist of apparatuses
accessible by the first relay apparatus and, when having received

and determ ne whether or not to permt the first relay

a%@r&ﬁﬁ%?ﬁe%%%?%ﬁﬁ‘fﬁ)&nfﬁglb@ﬁoﬁﬂ@&@@EH%&&@Z)‘??%%Q({&EQ? list;

rst relay
ég; H’Qntttagg #&ug @ess the second relay apparatus, notify

I Onh case

y app us t at there is an access fromthe first

iéféé} and notify the first relay apparatus of an access
0

t he second rel ay appar at us,
In the above-described embodiment, the description has been made

of the example where the routing session is established between the relay
server 10 and the relay server 20; however, the present invention is not
limited to this.

[0167]

For example, the routing session may be established between the
relay server 10 and the client terminal 21. In this case, the access
management apparatus 30 transmits the confirmation request (Step S1.1)
and the access start request (Step S2) to the client terminal 21. The
communication terminals connected to the LAN 2 can perform the remote
maintenance for the general server 12 by using the routing session
established between the relay server 10 and the client terminal 21,

[0168]

Moreover, a case shown in FIG. 13 is considered, where the LAN 1
and a LAN 5 are connected to each other through the general-purpose
router 13, and the client terminal 11 and the general server 14 are
connected to the LAN 5. In such a network configuration, the routing
session may be established between the relay server 20 and the client
terminal 11. In such a way, the communication terminals connected to the
LAN 2 can perform the remote maintenance for the general server 14
connected to the LAN b.

[0169]
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and



the first relay apparatus includes: a conmuni cati on session
establishment unit configured to establish a conmuni cation session
with the second rel ay apparatus when having received the access
perm ssion, and each of the first relay apparatus and the
second rel ay apparatus includes: a relay commrunication unit
configured to relay, by using the conmunication session,

comuni cation between a first conmunication termnal connected to a

first LAN on the, {iitStay 8hVelAPRASRLLENE HRC UL Br B850 Gunction as

conmuni cation term nal “connected to a second LAN on tﬁe second rel ay

appar at us g, ﬁglagé%’ aﬁ\ﬁsé?%ﬁ(&ﬁ%@ﬂéﬁ‘ﬁ%ﬁﬁé ?%tﬁ%éf%ﬁ%bﬁ?fe@é ing to claim

1, whereint SS nmanagenent “appar at u I ncl udes: a

st tr ansghsol latifh baORRS MR @nESARSI TG doltindhiBheib thlifintd 1 St

rel ay apparatus,
that performs the remote maintenance and the communication terminal

that serves as the maintenance target. The access management apparatus
30 manages the access between two relay apparatuses, and thereby
preventing illegal access to the communication terminal (general server 12)
that serves as the maintenance target.

The description has been made above of the embodiments of the
present invention; however, the present invention is not limited to the
above-described embodiments, and is modifiable in various ways within the
scope without departing from the spirit of the present invention. In
particular, it is possible to arbitrarily combine the plurality of embodiments
described in this specification and modification examples thereof with one

another according to needs.

Explanation of Symbols

[0170]

1,2,3 LAN

10,20 RELAY SERVER

11, 21, 31 CLIENT TERMINAL

12 GENERAL SERVER

22 GENERAL TERMINAL

30 ACCESS MANAGEMENT APPARATUS
100 WAN
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the first relay apparatus further includes: a selection unit
configured to select the second relay apparatus as an access request
destination by using the list. 3. The relay conmunication system
according to either one of clains 1 and 2, wherein the first rel ay
apparatus further includes: an access status notification unit
configured to notify the access nmanagenent apparatus of an access
status with respect to the second rel ay apparatus, and the access

management; @ppa| s &o Litpgi-pdes: an access recording
unit configufed’'to record a change of the access status based on the

notice fragpt by WSBA@EX@?@ BeHAGRIGRPrUNi t. 4. The relay

conmmuni cati oh system according to any one of clains 1 to 3, wherein
each of t fhret rel %mﬁ} foseeand ey aRgar atus and the
access naﬁggé%%%t apﬁgpggﬁgﬂ%ﬁrt gP§?n§Iu%g§S a rgp%y server 66

105, 205 ROUTING CONTROL UNIT

304 ACCESS PERMISSION CONFIRMATION UNIT

305  ACCESS RECORDING UNIT
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i nformation sharing unit configured to share anong each other a rel ay
server information, the relay server information includes activation
information of the first relay apparatus and the second rel ay
apparatus, and activation/registration information of client
termnals connected to the first relay apparatus and the second rel ay
apparatus. 5. The relay conmuni cati on system according to claim 4,
wherein the first relay apparatus further includes: a display unit
configured to display the relay serygimgformation. 6. The rel ay
comuni cati on system according to any one of clains 1 to 5, wherein

t he communi cation session is a routing session that serves as a nedia
session that perforns routing control for a communication packet

transferred bet \pﬁ%@as; ﬁhﬁ&tfo%'%ﬁté?ﬂ@%ﬁﬂéﬁlé&md the second rel ay
7.

appar at us. The r'el ay communi cation sySstemaccording to claimbé,

wherein, in the,rgut gélgy%gﬁgi.{&ﬂs; the first relay apparatus and the
second rel ay apparatus exchange network addresses thereof with each

other after thears%lééﬂd‘ﬂeléfaﬁb%thé ablished. 8. The relay
conmruni cation system accordihg to claim7, wherein, in exchanging the

network addressgg,seh ﬁgﬁﬁéerﬁgﬂ%ﬁggﬁ{@t us and the second rel ay

apparatus respectively pernit accesses to all terminals connected to

the respective iointhloebesint kisikot ke aRARERIHE: and the second

an access permission unit configured to hold a list of apparatuses
accessible by the first relay apparatus and, when having received from the
first relay apparatus an access request to the second relay apparatus, and
determine whether or not to permit the first relay apparatus to access the
second relay apparatus based on the list; and

a notification unit configured to, in a case where the first relay
apparatus is permitted to access the second relay apparatus, notify the
second relay apparatus that there is an access from the first relay apparatus,
and notify the first relay apparatus of an access permission to the second
relay apparatus,

the first relay apparatus includes:

a communication session establishment unit configured to establish
g communication session with the second relay apparatus when having
received the access permission, and

each of the first relay apparatus and the second relay apparatus
includes:

a relay communication unit configured to relay, by using the

communication session, communication between a first communication
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apparatus are connected. 9. The relay conmunication system accordi ng
to claim?7, wherein, in exchanging the network addresses, the first
rel ay apparatus and the second rel ay apparatus respectively permt
accesses to a part of termnals connected to the respective LANs to
which the first relay apparatus and the second relay apparatus are
connected. 10. An access managenent apparatus capabl e of performng
communi cation with a first relay apparatus and a second rel ay

appar at us fs%lfn&? i LShMted to a firsttLANn ﬁHeaﬁ&%%%&%PHPﬁzs%P&H dgped to

hold a |ist of apparatuses accessible by the tirst relay apparatus

and {1 anS Whdorkieiitich o 1 13 oSN APRIEERUSTAN on the soBfnBCCess

perm ssion unit configure aving received fromthe first
rel ay app@é\%ﬁ a0,3LGE8%s request to the second relay apparatus,
determ ne ther or not to permt the first relay apparatus to
access the second rel ay apparatus based on the list; and a
notification unit configured to, in a case where the first relay

apparatus o s perifh e dthAfhRafoh FsBAFANEISEAY cpRRALA US, not | Ty

the second rel ay appatatus that thefe Is an access fromthe first

el ay appar at uS y afluiak by i ddchte s hi: ARRANANS 8 aCCeSS

perm ssion to the secon el'ay apparat us. relay communi cation

system conpri si 0gis: 68 1sBikdiba ik Sl RROREA B smit the list to the fivst

relay apparatus, and
the first relay apparatus further includes:
a selection unit configured to select the second relay apparatus as an

access request destination by using the list.

3. The relay communication system according to either one of claims 1
and 2,

wherein the first relay apparatus further includes:

an access status notification unit configured to notify the access
management apparatus of an access status with respect to the second relay
apparatus, and

the access management apparatus further includes:

an access recording unit configured to record a change of the access

status based on the notice from the access status notification unit,

4. The relay communication system according to any one of claims 1 to
3, wherein each of the first relay apparatus, the second relay apparatus and

the access management apparatus further includes: a relay server
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a second relay apparatus; and an access nmanagenent apparatus, wherein
t he access managenent apparatus i ncl udes: an access perm ssion
unit configured to hold a |list of apparatuses accessible by the first
rel ay apparatus and, when having received fromthe first rel ay
apparatus an access request to the second rel ay apparatus, determ ne
whet her or not to permt the first relay apparatus to access the
second rel ay apparatus based on the list; a notification unit

confi gur e%qqhakien%gaﬁi WekSntihRel ikh §ﬁa1re]?inﬁ&ﬁ§‘9@<ﬂf G ail*;élef?y’er mtted

to access the second relFay apparatus, notify the second rel ay

appar at us oLk shRehG iR, A ATEPSSEF AITbENSHibh iXIuds AknaBRar atus, and

notify the tirst ay apparat'us of an access permssion to the

second rekay, BeRh ¥hs ﬁm%%aryowaﬁ@t@s%ﬁ% 54ehRY TBlaly G pAGAsShkd ON

unit configured to acquire, e first relay apparatis, a session

| nformat i %ti{rgﬂé’ﬁ/gé%gtrgﬁgﬂ trf%@g%%ﬁtom cB6sSleamifsikabhhahed tbetaean the

first relay apparat second rel ay apparatus based on the

access. peLpl Sl ilratlituld fdlscbMPYelapaBhAtdlas] ncl uces: a

comuni cat o ssion establishnment unit configured to establish the
conmmuni cation session with the second relay apparatus when havi ng
recei ved the access perm ssion, each of the first relay

appar at us zand t B¢, SECONM LT E1A¥a ABR YIS abd3EdiNgRS claim 4, wherein the
first relay apparatus further includes: a display unit configured to display

the relay server information.

6. The relay communication system according to any one of claims 1 to
5, wherein the communication session is a routing session that serves as a
media session that performs routing control for a communication packet
transferred between the first relay apparatus and the second relay

apparatus.

1. The relay communication system according to claim 6, wherein, in
the routing session, the first relay apparatus and the second relay
apparatus exchange network addresses thersof with each other after the

routing session is established.

8. The relay communication system according to claim 7, wherein, in
exchanging the network addresses, the first relay apparatus and the second
relay apparatus respectively permit accesses to all terminals connected to

the respective LANSs to which the first relay apparatus and the second relay
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a relay comuni cation unit configured to relay, by using the
comuni cati on session, conmuni cation between a first comunication
termnal connected to a first LAN on the first relay apparatus side
and a second comruni cation term nal connected to a second LAN on the
second rel ay apparatus side, and the access managenent apparatus
further includes: a di sconnection instruction unit configured
to, in a case where it has been determ ned that the comrunication
sessi on $§%b§£&ﬁ§ﬂﬁﬂ%ﬁ¥§ﬁ£inined condi tion based on the session
informationy transmt a disconnection instruction of the
communi cation session to the first relay apparatus or the second
relay apparatus. 12. The relay comruni cation system according to
claim 1l gaher einfe gy Tobfrithudi 8h ¥ QPRBLALUSIGIHE LB Bla ik P IASIn, in
an establishnment notification unit ton |gureé o transmt an
est abl | ShaRMaIOhL € Bltot % ARAUIRL O/ 81951:0Batduk HBAARE 83dnd
us, an I sconnecti

managenment  appar a t he Instruction unit

| NSTIUCLS 2L ddoathiddsSodYedRRA Mty taece@gﬁ%;ﬁe]gﬁt difigri i cati on

session in a‘c at has e since t

est abl i shappf . R0 b6 Ehe"R3pbRHR] MENstEIRNER tRe BE&IRIS edntd Jf e

nor e.

second relay apparatus are connected.

10. An access management apparatus capable of performing
communication with a first relay apparatus and a second relay apparatus,
comprising:

a list transmission unit configured to hold a list of apparatuses
accessible by the first relay apparatus and transmit the list to the first relay
apparatus;

an access permission unit configured to, when having received from
the first relay apparatus an access request to the second relay apparatus,
determine whether or not to permit the first relay apparatus to access the
second relay apparatus based on the list; and

a notification unit configured to, in a case where the first relay
apparatus is permitted to access the second relay apparatus, notify the
second relay apparatus that there is an access from the first relay apparatus,
and notify the first relay apparatus of an access permission to the second

relay apparatus.

11, A relay communication system comprising:
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13. The relay comruni cati on system according to either one of clains
11 and 12, wherein each of the first relay apparatus, the second
rel ay apparatus and the access managenent apparatus further includes:
a relay server information sharing unit configured to share anong
each other a 70 relay server information, the relay server
information includes activation information of the first relay
apparatus and the second relay apparatus, and activation/registration
information of glfirentelieupbiakas;connected to the first relay
apparatus and the second relay apparatus. 14. The rel ay

communi cati on Sy sb@&MIAGEHF hpidat®s;@ndl M 13, wherein the first relay
apparatus further includes: a display unit configured to display the

relay server ingeraggdskManaghPentPphaedid, communi cation system
according to any one of clains 11 to 14, wherein the comunication

session is a I OWhefdn RS Tl dla SeiMR Pt raudBdEladsessi on that
performs routing control for a comuni cation packet transferred

between the firgh ak@ds8ypeaPRaidt URitabdiikhR RGN arlﬁ!t@yagﬁmﬁ;aééés- _
16. The relay comruni cation system according to claim 15, wherein, in

the routi Rgecs8R3s BY thé Mot Jelsf apPdAYusRRANWhS hatithot:Re:i66E aRth 18l ay
appar at us exchange network addresses thereof with each other after

the routi ngsSRI8Y aPphi@s kaklcb&Redquest fo thE 8edddlday ] HOMPHFHERL | ON
system according to claim 16, wheréin, in exchanging the network

addr esses,detdi@nihk lethet 8Y nsPRASAIHE tRNHrsttiBBysAGRRdt{LhatcaRRABat US
respectively permt accesses to all termnals connected to the

respect i veebdNsrelfy Whp £fathBaddd st tHeLhidty apparatus and the second
rel ay apparatus are connect ed.

a notification unit configured to, in a case where the first relay
apparatus is permitted to access the second relay apparatus, notify the
second relay apparatus that there is an access from the first relay apparatus,
and notify the first relay apparatus of an access permission to the second
relay apparatus; and

a session information acquisition unit configured to acquire, from
the first relay apparatus, a session information regarding a communication
session established between the first relay apparatus and the second relay
apparatus based on the access permission,

the first relay apparatus includes:

a communication session establishment unit configured to establish
the communication session with the second relay apparatus when having
received the access permission,

each of the first relay apparatus and the second relay apparatus
includes:

a relay communication unit configured to relay, by using the
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18. The relay comruni cati on system according to claim 16, wherein, in
exchangi ng the network addresses, the first relay apparatus and the
second rel ay apparatus respectively permt accesses to a part of

term nals connected to the respective LANs to which the first relay
apparatus and the second relay apparatus are connected. 19. An
access managenent apparatus capabl e of perform ng comrunication with
a first relay apparatus and the second rel ay apparatus, conprising:

an access cpeimusishion eedstior; eofinguities:tis0 bisrddnaa firtcoefm apieatiak uses
accessible by the first relay apparatus and, when having received

fromthe fterminal ebmycctpper atfivst BANa@CHesHirRGoRSagparihie sécondla rel ay
appar atus, and determ ne whether or not to permt the first rel ay

appar at us seeorRteess uhhatisacendindlcayneppdtah uscdiRsBANGL thesdebsd ;
a notification unit configured to, in a case where the first rel ay
appar at us relmypeplirktu@Gkide saglcess the second rel ay apparatus, notify
the second relay apparatus that there is an access fromthe first

rel ay appar at usthaaetesoinahygehent bppdrated dyrthppalchides: of an access
perm ssion to the second rel ay appar at us; a session

i nf or mati on acquidiscohaectioii fnseartiogutgtcdfiacadics 6n f camviliee fit hsd
rel ay apparatus, a session information regarding a communi cation

sessi on edkahldesdradnbétheethet denhiinibtioalsaysiappatisidisa prdfletdieninegond
rel ay apparatus based on the access perm ssion; and a di sconnection

i nstructi eonditich leeeilicguhedetson infoRmatiss, waesRil 4 di@snrettioneen
determ ned that the communi cati on session satisfies a predeterm ned

condi ti on ith&seactianol fie daasunktatioheessitn enthd AARSBldy HpdirsR@neski on
instruction of the comruni cation session to the first relay apparatus

or the secetuhd sllayapppatas.us.

12. The relay communication system according to claim 11,

wherein the first relay apparatus further includes:

an establishment notification unit configured to transmit an
establishment notice of the communication session to the access
management apparatus, and

the disconnection instruction unit instructs the first relay apparatus
to disconnect the communication session in a case where a time that has
elapsed since the establishment notice was received reaches a

predetermined time or more.

13. The relay communication system according to either one of claims 11
and 12, wherein each of the first relay apparatus, the second relay
apparatus and the access management apparatus further includes: a relay

server information sharing unit configured to share among each other a
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20. A rel ay communi cation systemconprising: a first relay apparatus;
a second relay apparatus; and an access nmanagenent apparatus, wherein

t he access nanagenent apparatus incl udes: a list holding unit
configured to hold a permission |list as a |list of apparatuses capable
of accessing the first relay apparatus; a specification unit

configured to specify the second rel ay apparatus based on the
perm ssion |ist when having received a predeterm ned information from

the first bplay, AAPRFGISoAR e relay serd? iﬁfo‘fﬁl%.%iohﬂﬁﬁfﬁlﬁ% b ORI

configured to notify the first relay apparatus that there Is an

access froprdhe 2Rt FeLek1APRAS ALY aAD¢hé eééoﬁacfuaglf%ﬁ%gﬁ&? ah@! ay
apparatus to access the first relay apparatus, the second relay
appar at us gJofi¢hHe8Bepistration information of client terminals connected to the first

relay apparatus and the second relay apparatus.

14. The relay communication system according to claim 13, wherein the
first relay apparatus further includes: a display unit configured to display

the relay server information.

15. The relay communication system according to any one of claims 11
to 14, wherein the communication session is a routing session that serves as
a media session that performs routing confrol for a communication packet
transferred between the first relay apparatus and the second relay

apparatus,

16. The relay communication system according to claim 15, wherein, in
the routing session, the first relay apparatus and the second relay
apparatus exchange network addresses thereof with each other after the

routing session is established.

17. The relay communication system according to claim 16, wherein, in
exchanging the network addresses, the first relay apparatus and the second
relay apparatus respectively permit accesses to all terminals connected to

the respective LANSs to which the first velay apparatus and the second relay

apparatus are connected.
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a comruni cati on session establishnment unit configured to establish a
conmuni cati on session between the first relay apparatus and the
second rel ay apparatus based on the instruction fromthe access

i nstruction unit, and each of the first relay apparatus and
the second relay apparatus includes: 73 a relay

comuni cation unit configured to relay, by using the comunication
session, communi cati on between a communi cation term nal connected to
a LAN on the first relay apparatus side and a comruni cation term nal
connected to a LAN on the second relay apparatus side. 21. The relay

conmuni catligon s{akeslagceeirdifation @leiem 28bordREHBIchilNEs, 36l6a8H, in
managenent apparatus further includes: a confirmation unit

conf i gur edxtiRa @Ak ithemetedfedddabsdee] tHelTerss eslapdiphatlays apdahatsdsond
specified by the specification unit is in a state of being capable of
accessi ng reh§ dppashtustlesyeRNRYF PéiSit accesses to a part of terminals

connected to the respective LANSs to which the first relay apparatus and the

second relay apparatus are connected.

19. An access management apparatus capable of pexrforming
communication with a first relay apparatus and the second relay apparatus,
comprising:

an access permission unit configured to hold a list of apparatuses
accessible by the first relay apparatus and, when having received from the
first relay apparatus an access request to the second relay apparatus, and
determine whether or not to permit the first relay apparatus to access the
second relay apparatus based on the list;

a notification unit configured to, in a case where the first relay
apparatus is permitted to access the second relay apparatus, notify the
second relay apparatus that there is an access from the first relay apparatus,
and notify the first relay apparatus of an access permission to the second
relay apparatus;

a session information acquisition unit configured to acquire, from
the first relay apparatus, a session information regarding a communication
session established between the first relay apparatus and the second relay
apparatus based on the access permission; and

a disconnection instruction unit configured to, in a case where it has
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22. The relay conmunication system according to either one of clains
20 and 21, wherein the second relay apparatus further includes:

a notification unit configured to notify the access nanagenent
apparatus of a change of a communi cation status between the first
rel ay apparatus and the second relay apparatus, and the access
managenent apparatus further includes: a recording unit configured to
record the change of the conmunication status based on the notice

fromthe mebhfdetaininnd yhat theZsdmntigicatba e snnmuaticids Opredipsdredined
according to any one of clainms 20 to 22, wherein each of the first

rel ay appapafition baredvechndesdbaynfoppatiohlisaanditf Hdieeneasionanagenent
apparatus further includes: a relay server information sharing unit
confi gur edn§@ustian ef fiEheneasizatbieksson &b eve fidkt relay apparatus or the

second relay apparatus.

20. A relay communication system comprising:

a first relay apparatus;

a second relay apparatus; and

an access management apparatus,

wherein the access management apparatus includes:

a list holding unit configured to hold a permission list as a list of
apparatuses capable of accessing the first relay apparatus;

a specification unit configured to specify the second relay apparatus
bhased on the permission list when having received a predetermined
information from the first velay apparatus; and

an access instruction unit configured to notify the first relay
apparatus that there is an access from the second relay apparatus, and
instruct the second relay apparatus to access the first relay apparatus,

the second relay apparatus includes:

a communication session establishment unit configured to establish
a communication session between the first relay apparatus and the second
relay apparatus based on the instruction from the access instruction unit,
and

each of the first relay apparatus and the second relay apparatus

includes:
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server information, the relay server information includes activation
information of the first relay apparatus and the second rel ay
apparatus, and activation/registration information of client
termnals connected to the first relay apparatus and the second rel ay
apparatus. 24. The relay comrunication system according to claim 23,
wherein the second relay apparatus further includes: a display unit
configured to display the relay server information. 25. The relay

conmmuni cati on sy sélefcaseigicagot andyndigeraf tocteddyybyBingothdd, wherein
t he conmuni cation session is a routing session that serves as a nedia

sessi on t Bahnpetibaidvs sdseltnl, Bemeniicdtiod bétwket ot Aldatdnatkéial
transferred between the first relay apparatus and the second rel ay

appar at us con@Zéeted frea LANIYn cBOMS ©34Y 8pp SStesidacedr dedigmtdicitdinm 25,
wherein, in the routing session, the first relay apparatus and the

second r ekaymnipbas@idéte EHCHAAGE 0N ehyeEdondddlBsgRmrhhey @8, Wi th each
other after the routing session is established. 27. The rel ay

comuni cati on system according to claim 26, wherein, in exchanging
the network addresses, the first relay apparatus and the second rel ay

appar at us 21espetChe velay cogfihicati 68 $§&8nd gccatdinkes Blaial Z0,connected to
the respective LANs to which the first relay apparatus and the second

rel ay appar at Uswikfeif 9RB @etedd maiagenddht appardiRldyribortaglidat i on
system according to claim26, wherein, in exchanging the network

addresses, the fichsfirhetioy vappaidusedicddtant abotlthy@liy the pedoatus
respectively permt accesses to a part of termnals connected to the

respect i veelaANg pa®attfdi splcified Wyl thetspeelfiaytian pattakus aangtd dfhesmeond
rel ay apparatus are connected. 29. An access nanagenent apparatus

capabl e ofcaFgmmwathmmﬁurﬂlﬁﬁiéi_@ﬁ a‘p@)gfatas,f irst relay apparatus and
a second rel ay apparatus, conprising:
22, The relay communication system according to either one of claims 20
and 21,

wherein the second relay apparatus further includes:

a notification unit configured to notify the access management
apparatus of a change of a communication status between the first relay
apparatus and the second relay apparatus, and

the access management apparatus further includes:

a recording unit configured to record the change of the

communication status based on the notice from the notification unit.

23. The relay communication system according to any one of claims 20
to 22, wherein each of the first relay apparatus, the second relay apparatus
and the access management apparatus further includes: a relay server

information sharing unit configured to share among each other a relay
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a list holding unit configured to hold a permssion list as a |list of
appar atuses capabl e of accessing the first relay apparatus; a
specification unit configured to specify the second rel ay apparatus
based on the perm ssion |ist when having received a predeterm ned
information fromthe first relay apparatus; a confirmation
unit configured to confirmwhether or not the second relay apparatus
specified by the specification unit is in a state of being capabl e of

accessi ng seheerfinfainatelmyhapgay atter infdmation inclafdefge®agidmst ructi on
unit configured to, in a case where the second relay apparatus is in
t he st at e iaforbeitivy dahalfiret pilapeppasitagahiiehé se®hdnelayampransl id
notify the first relay apparatus that there is an access fromthe

second r elaayivatipafragivtratiandnforsiationt offclient enatidalsaloayieétpPab ahsl Srdto
access the first relay apparatus.
relay apparatus and the second relay apparatus.

24, The relay communication system according to claim 23, wherein the
second relay apparatus further includes: a display unit configured to display

the relay server information.

25, The relay communication system according to any one of claims 20
to 24, wherein the communication session is a routing session that serves as
a media session that performs routing control for a communication packet
transferred between the first relay apparatus and the second relay

apparatus.

26, The relay communication system according to claim 25, wherein, in
the routing session, the first relay apparatus and the second relay
apparatus exchange network addresses thereof with each other after the

routing session is established.

27, The relay communication system according to claim 26, wherein, in
exchanging the network addresses, the first relay apparatus and the second
relay apparatus respectively permit accesses to all terminals connected to

the respective LANs to which the first relay apparatus and the second relay

apparatus ave connected.
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28. The relay communication system according to claim 26, wherein, in
exchanging the network addresses, the first relay apparatus and the second
relay apparatus respectively permit accesses to a part of terminals
connected to the respective LANs to which the first relay apparatus and the

second relay apparatus are connected.

29. An access management apparatus capable of performing
communication with a first relay apparatus and a second relay apparatus,
comprising:

a list holding unit configured to hold a permission list as a list of
apparatuses capable of accessing the first relay apparatus;

a specification unit configured to specify the second relay apparatus
based on the permission list when having received a predetermined
information from the fixst relay apparatus;

a confirmation unit configured to confirm whether or not the second
relay apparatus specified by the specification unit is in a state of being
capable of accessing the first relay apparatus; and

an access instruction unit configured to, in a case where the second
relay apparatus is in the state of being capable of accessing the first relay
apparatus, notify the first relay apparatus that there is an access from the
second relay apparatus, and instruct the second relay apparatus to access

the first relay apparatus.
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