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COVMUNI CATI ON SECURI TY CROSS- REFERENCE TO RELATED PATENT APPLI CATI ONS 5
Thi s applwoatioon7cl ains priority to U S. patent applicati ecTnusssoh@? 361, 091
and 10/361,067 filed on February 7, 2003 and application nos. 10/093, 553,
10/ 094, 211, and 10/094,266 all filed on March 8, 2002, which applications
are all hereby incorporated herein in their entirety. BACKGROUND 10 The
present invention is directed to systens and net hods for enhancing security
associated with el ectronic conmuni cations. Mre specifically, wthout
limitation, the present invention relateslto conputer-based systens and
nmet hods for assessing security risks associated with electronic

comruni cat i ons transhYSTEMSANP METHORHFQRIENHBANCINGIOLECTRONIRer , t he
present invention in sone enbodCOMMENIEARIGN SECIRITIUL er - based 15 systens
and net hods for assessing security risks associated with electronic
comuni cat i ons t r ansnCROSH REFERENCECFORELAAEDONSTENT MPPKIGHTIONST r espondi ng

to a range.of thre n niet net
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on the Internet provi L.hfor forns. one. Wi th

conput er con neclp@)g?%ggg‘lhﬁfgg ﬂPg/F 3@:\@ 3@‘5@&?‘? 5?‘1’%"5?%?6%{]%?3}' f"ﬁ??o(?geéit pool
of informati omerelhia thodf cxtiredt.i on avallable via the Internet enconpasses

information available via a variety o gﬁ¥§§ﬁ' f appllcatlon | ayer
i nformati on servers such as SMIP (SI transfer protocol), POP3

(Post Oficg Protocghy re%HE&thEQn%&%@)osy%hﬁandﬂaﬁ’ods&m@hmmg sdduanst er
Protocol, RFC 2616) and FTP (file transfer protocol, RFC 1123 One of the

most wi de spr edéSogBicH thGiechprc FAmMENIFaveRy MeTE sPecHirally prkoytiinafagien. th 5 vi a
the VWorld W de V&b (4 RGdNERKtes I @mPER-62RE k)%'%e%lschfnd %eﬁfé@ﬁ%& as@éssfang echAfput ers

30 connect ed to the Internet; the conputers in this subset run pertext
Transfer Prot odisks gspariad widh glegtronic papmepications jransmisiedrayFr asomupuicyhansand

modi fications tn@tv’&‘-ﬂj@‘unﬁé{‘?the present invention in some embodiments relates to computer-based
15 systems and methods for assessing security risks assocjated with electronic
communications transmitted over a communications network and for responding to a
range of threats to messaging systems.
The Internet is a global network of connected computer networks. Over the last
several years, the Internet has grown in significant measure. A large number of
20  computers on the Internet provide information in various forms. Anyone with a
computer connected to the Internet can potentially tap into this vast pool of
information.
The information available via the Internet encompasses information available
via a variety of types of application layer information servers such as SMTP (simple
25  mail transfer protocol), POP3 (Post Office Protocol), GOPHER (RFC 1436), WAIS,
HTTP (Hypertext Transfer Protocol, RFC 2616) and FTP (file transfer protocol, RFC
1123).
One of the most wide spread method of providing information over the Internet
is via the World Wide Web (the Web). The Web consists of a subset of the computers
30 connected to the Internet; the computers in this subset run Hypertext Transfer Protocol

(HTTP) servers (Web servers). Several extensions and modifications to HTTP have



WO 03/ 077071 PCT/ US03/ 07042 2 been proposed including, for exanple, an
extension framework (RFC 2774) and authentication (RFC 2617). Infornmation
on the | nwermamt7ocean be accessed through the wuse of a Uni framrmusResmur ce
Identifier (URI, RFC 2396). A URl uniquely specifies the location of a
particul ar piece of information on the Internet. A URl will typically be 5
conposed of several conponents. The first conponent typically designates
the protocol by which the address piece of information is accessed (e.g.,
HTTP, GOPHER, etc.). Thi S first conponent is separated fromthe remnai nder
of the URI by a colon (' ). The remai ndér of the URI wi || depend upon the
prot ocol conponent. Typi cal the remai nder Si ter on the
Internet by nabS™ PEAPORSH ‘Pqﬁlqﬂ%ﬁ@rﬂxa“&@evﬁélei‘te‘éséon §a:spe0| ;TP%

desi gnation of yfih&itAeaIRPO 2617)! hforrREeIsICRe Mﬁerhéteatdﬁsacgmédadroogmqhat er.

For instance, a typical URl for an HITP rﬁfﬁﬁ%&ﬁg Q‘ﬂ{i{l ) st

htt p: // waw. ser Yssrof & dnifarm Respurcs 1dens ign(UB1 ¥ ﬂ)m’iqgef' srecified i col

W, Ser Ver . CoOMdegidnh# a%%lcﬂshaﬁlé‘dé of G 86N Gle Inftathdt! MREM@@M@ bat m
designates the location of the resource on the desi orrput er. The

term URl i n&l uersmposes ‘?fGPYﬁ“Ré@@Bﬁ“@é‘Si\ﬁH%%rs(‘IS'RPR"E?“‘ PR ﬁlﬂﬁ?f@g"a s as

defined accordi I%Q)CBIOD lﬁﬂ-:é%ddr%lﬁle%@{)ﬁ’lﬁfoﬁnh%tls dcaéseEd1Rlgl, T TPNGOPEIEROT m of
Wb pages; coI ectiv e server and the information hosted re, Seferred
o%‘é‘go S

to as a Vb sitte.). Bhis f@npﬁmmnt insappeted fpmuppremaigecof heURRRY ng the
Hypertext Markyp, Lanauags tﬂ%llﬁl&:&)%ﬁ{n ik %’to%pc&ﬁﬁoggﬁtng?plb'ﬁltynﬂe

eXt ensi bl e Mar Kup Language e published specifications
for these Iangmgmﬁiead@gnmemgummeednwInteﬁlefrlé’ﬁ@éleh@rhéfllﬁnugl Rihas well as a

speci 1 cat igns ate. axal Labl.g o ARG WP fle WLSigedehnDBISAEL ARG, | Lo VeD

site (htt ages 1n ormatting | anguages may

i ncl ude |inks forinahivera W]balplﬁgefer@d{%emmmmte or another. As will
be known to those s in 25t es nmay be generated
dynamically by a se R,Pe)r[ WEY SPEeGM ‘flzcérzlre%oél?%eg' y of elements into a
fornmatted page wheieQitplivihé pRR®bI, 9Sivorrieacan Bahe ddsigeated cambxte;@nd/ers and

i nformati on seryvers of other ests for }hh%es %ﬁmatl on from

Internet cl i effid/digpesoyee-Rpy ‘%ﬁ?@esﬁges OIE‘{}i(?frl\gg C{R]ESP érs of

conputers qgnneghfgter (Thtab&miiﬁhlhﬂélede@elmfbmlRmmsNhhbs(URN@)maludmgn. Advanced

clients such as Netscape's Navigat or gl
URN’s as defined according to RFC 21 1.

Web servers host information in the form of Web pages; collectively the server
and the information hosted are referred to as a Web site. A significant number of Web
pages are encoded using the Hypertext Markup Language (HTML) although other

20  encodings using eXtensible Markup Language (XML) or XHTML. The published
specifications for these languages are incorporated by reference herein; such
specifications are available from the World Wide Web Consortium and its Web site
(http://www.w3c.org). Web pages in these formatting languages may include links to
other Web pages on the same Web site or another. As will be known to those skilled in

25  the art, Web pages may be generated dynamically by a server by integrating a variety of
elements into a formatted page prior to transmission to a Web client. Web servers, and
information servers of other types, await requests for the information from Internet
clients.

Client software has evolved that allows users of computers connected to the

30 Internet to access this information. Advanced clients such as Netscape's Navigator and



WO 03/ 077071 PCT/ US03/07042 3 Mcrosoft's Internet Explorer allow users to
access software provided via a variety of information servers in a unified
client emwornmwnt. Typically, such client software is recarusesio1oe as
browser software. Electronic mail (e-mail) is another w de spread
application using the Internet. 5 A variety of protocols are often used
for e-mail transm ssion, delivery and processing including SMIP and

POP3/ MAPI (Messagi ng Application Progranmm ng Interface) as discussed
above. These protocols refer, respectively, to standards for communicating
e- mai | rressages bet ween servers and for server-client conmunication rel ated
to e-mail e SRAdSSL s IRESE: BIRTACALS ufeéretodﬁtespecwaeé%%ﬂaea/ﬁuvaﬁbtpafrtl cul ar
RFC s (Request 10 Corment pronul gat ed | nt er net

Engi neeri ng Taiiormatiereserverstie a Ghified cﬁmno@mr@nmm EmlF%b’dquhCW@@Wf‘hﬁd 822,
and the POP3 p n RFC 1939. MAPI is a protocol devel oped
by M crosoft (f\ﬁ?%:r%gg%?g&%\g&iw}ﬁ%r%mnd WA) for allow ng higher |evel
comuni cation and dflgamnicandiloe-niol ismabtherwidea bireadzapplidation isimrg the Fverngr ovi ded
Em 8382 }\Ahgr Eg;?t Rét?tgn‘)roloboltsh oft%xfl ﬁ{eﬂ?& e-rq?ipHﬁlsmlsglon%ﬂler?QRd B%CJSBHEd 15
(http://nmsdn. nimrudm@fSM”KRmidIRdi’BIM&ﬂ)) (Mdssngufgdocbpﬂmmmn Plrd@ammmglmemﬁaco):ul has
evol ved as an Jterg él vea.tho POP3 %)3 S € ia dtvanced i-n .gracti ons
berween o mar | dprtlpbovt dgiemiot Hhir PR o el e PR AR
2060. Since the-maﬂﬁﬁaidgév’beﬂf/eehbﬁﬁﬁs Sﬁcﬂﬂibd@dﬁki‘,clxMﬂbbrﬂMSnlﬁﬂEﬁlSelhna&E) email ved in
the field 20 of e- mag_L | eadi n ghe devel o ment of g{gé sta dards

i ncl udi ng enhalEERERt S"GFP proé‘(‘f& afeoq‘F ‘I']e‘b'iﬁf)quté‘f? yin Pgsiculap, Tous

enhancenentig hayenRHe) pt@xﬂul'gﬁltedl bethSMITF (Iﬁk@edmgd&eﬁ@msngoice) me swmr ution
of extended SMIP. Exanpl es ext ensj ons

869 th
defines a franBRicRlif S?fméif‘b]ﬁ%q Agl %‘}ﬁiégzgil\ﬂﬁﬁ’“{eeplq}) 3&55&3&1 I‘%@%‘P%ﬂ R5&£1 meants at

wher eby a serw&ﬁhﬁﬂnam*&&em&a du?mc%m%‘(mrasaﬁoaa) SR ® WA)
extensions it supForts and in 891 that defines _an extension to the

SMIP servi ce, faifa @wnahng@@e@hccsmrmwpomd qreanizgiien foy maiicapableapgliqationr y
status notifi Cgﬁh ﬁnﬁld 4 BRh t@wsdpr%caqn@fe@éréﬁe & f&%API &ncse@ainal ons,

(b) whet her su ot i |cat|ons should return the contents of the nessage,
and (c) addfti dwmedghiMitropafis puline refereprs m@vﬁir(h@d//mmﬂtﬂ%lc@s@swﬂﬂbbravl)aIIP ows the

sender to identjfiy, bR Wr&sﬁdl ms%l(v@a § rarh &R b isop’é)ﬁut R p¥Rsmbssued,

and the transaction’ in e origl na message was sent
advanced interactions between e-mail servers and clients. This protocol is described in

RFC 2060.
Since the inception of these standards, various needs have evolved in the field
20  of e-mail leading to the development of further standards including enhancements or
additional protocols. For instance, various enhancements have evolved to the SMTP
standards leading to the evolution of extended SMTP. Examples of extensions may be
seen in (1) RFC 1869 that defines a framework for extending the SMTP service by
defining a means whereby a server SMTP can inform a client SMTP as to the service
25  extensions it supports and in (2) RFC 1891 that defines an extension to the SMTP
service, which allows an SMTP client to specify (a) that delivery status notifications
(DSNss) should be generated under certain conditions, (b) whether such notifications
should return the contents of the message, and (c) additional information, to be returned
with a DSN, that allows the sender to identify both the recipient(s) for which the DSN

30  was issued, and the transaction in which the original message was sent.



WO 03/ 077071 PCT/ US03/ 07042 4 Both HTTP and SMIP conmuni cate in a standard
configuration communi cate nessages over an open (unencrypted) channel. To
enhance swousjoty7of transm ssions various technol ogi cal adrarsogotvave been
i npl enented. For both these protocols, two approaches have evol ved:
channel encryption and nessage encryption. Channel 5 encryption provides
for establishing a secure channel where any anount of data can be
comuni cat ed using an established encryption. Message encryption provides
for establishing encryption of individual nessages, which are then
forwarded over a particular channel. These approaches can be conbi ned
lleading to two |eveggy ﬁfITP%H@SMﬁtP'cgﬂlmugﬁgte%ahﬁﬁiafd@ﬂﬂé&lraﬁ&%%&nnﬂﬂ@a@ne at
the nessage level. 10 For HITP, a particular form of nessage |evel
encryption hasmb@egﬁsamsptléuela(sm@crmeéhdaﬂ@lr“é(P erthaege seenriy ofSraqysionsh e
specifics of tOArF)uP{egﬁn% %lcapmalggﬁg\ga%gn lngble!ﬂl: edZ%pbotm-EE I\#rﬁ/%&ﬁyt@oand
responses support comunication of data according to

(Ml tipur pose iipplr@pmmamvmvatcammwpmraamlan@sa(gRﬁ@ryp.thA Sbowel ty
enhanced rsion af th|

(Secure/ M tl%nlj:gy‘gggn prf%‘ t?éesl&%%%nﬂ%x&%gh%ﬁgn rer ?‘gr{ Ogg%&tj????argé\ anced
version al so camnrpurﬁwadexsfngmnastaMnbxsiwneryptﬁonrrMssqge eh@ymionqmmﬂ@pfmon
Specific details af .S/MNME.can.. nd at RF d 2633: additional
details surroufift ﬁ&h ﬁgseé'cg'ipng &hlﬁévg? fereRe ECh arejﬂ\%%’ll?fgre gach oF't her RFC s
i ncl udi ng w t hpatticdlarRhdnagiL theﬁl-iﬁpﬂ)ﬁdh@s caaaaazomaﬁadueaaﬁ@ﬁn@p 188B4f 3058,
3114, 3125-6, 3183, 3185, g %?ll :?iﬁ 3274, 3278, 3369-70 and 3394
(further 20 defUFPLoRPnE attPeFaNeg Vﬁ)é‘“ﬂé’{}"e?téfber@?ﬁfagfa\?ﬁe e found at the

| ETF' s S/ Mid/E Char teyr HITP®p48&«ar form of message level encryption has been adopted as a
http://ww.ietf.org/htm charters/smrre charter

F han | |
encryption, e aFtP%ﬂaHjefﬁSFB‘ﬂ)Wé‘ﬁ 5 %W%T@é&fféﬁmre'ﬁf%l&ﬁ% be foéﬁ‘?{“gu'{ch e e\égl_

(Secure Socket p¢qay @IDTPREQIQS Rd re SR IBIYpBE cOMmiMitat R o URR acboRtingd tRe  f ound
at http://wp. netscage con eng_@ssl 3/ssl-toc. htm . This channel encryption 25

mechani smis c Iipyenpse frerumedal Bignsiope sadard fREG). A srcytigeahanced ough

use of https: vérgglhshhlfsmméaﬁﬁrﬁpleménaﬁwrefaﬁma% SANME) &echrs/ Mﬂl'fnﬁiftg@éé as
backward conpat i wth SSL 1's TLS (Transport Layer Securlté full
Hls

descri pti ohS of Intdrnes MadlrExteasioptindlisispcurirohazed vergigpplse eavdirovida

surroundi ng usﬁw?sixre%i@ g{?%?féeél g?@?g’i gpéé 8&?3?158? can@:@‘otﬁld'a'ﬂﬁi:éd' ng

wi thout limtation urt etalls on
03/ 077071 PCT/ 283030 26882 additional details surrounding use of S/MIME are defined in a varlety

of other RFC’s including without limitation RFC 2312, 2632, 2634, 2785-6, 2984,
3058, 3114, 3125-6, 3183, 3185, 3211, 3217-8, 3274, 3278, 3369-70 and 3394 (further

20  details on current S/MIME development can be found at the IETF’s S/MIME Charter
home page http://www.ietf.org/html.charters/smime-charter.html).

For channel level encryption, early development by Netscape Communications .
led to the SSL (Secure Socket Layer) protocol; documentation for version 3.0 can be
found at http://wp.netscape.com/eng/ss13/ssl-toc.html. This channel encryption

25 mechanism is commonly used and URLs indicate use of this protocol through use of
https: rather than http:. A newer technology that is intended as backward compatible
with SSL is TLS (Transport Layer Security); a full description of this can be found in
RFC 2246. Additional details surrounding use of TLS are defined in a variety of other
RFC’s including without limitation RFC 2712, 2817-8 and 3268 (further details on



5 current TLS devel opnent can be found at the IETF' s TLS Charter hone page
http://ww. ietf.org/htm .charters/sm nme-charter.htm). For SMIP, simlar

t echnol ogwesshzmel been applied. For nessage | evel encryptipem/UsSezoiogus forns
of public key encryption technol ogy have been used. One of 5 the nost
preval ently used public key encryption technologies is referred to as PGP
(PRETTY GOOD PRI VACY). S/IM ME can al so be used in conjunction with SMIP
del i vered nessages. As with HTTP, SSL or TLS can be used as a channel |evel
encryption nechanism Further, both channgl and one or nore fornms of
nmessage encryption can be used in connection with secure SMIP delivery. 10

The various staparfiss dhveneatarBoNnRhIBIEVTISCRRBORMEfhbY Tef er ence

herein for all purposes e standards referred to by RFC s are avail abl e
to the public htm¥wwytiet pre/hmharers/smme-therterditmDeved fromits Veb site

(http://wwv ietf. Orﬁ!rrsfvPTﬁ‘%lH?quRE&FBﬁ)&éQﬁ fﬂeﬁﬁjl}%hgﬁ %Qhﬁss%ggle()@t I nt ended

to be limted to the speci ot ed I n above t are intended
to include extewsiptins vanchsfewisof puldictkap pesryptiogtechnolégydnvebesn osesl. £nd/obr

revisions ngy g [y, 008 39&1&9%?%?1%3”&@%}1%%& Qbei 94&@&1‘{ WeepRFC s. A

host of e-mail Server an ave eveloped 1n order to
foster e-nmmil GWWGQODJH’RIW&QYN SEMIME eamadso, bel-_‘usmainlcosiemxien wathfSIMUER e

| nol udes such g1 0dyel B SSITTASEd, SECYEN S 2108800 RYghanae,

Lot us Notes Sef1 oupW sen Yased servers refer
to a nunber of encayptiah mectanism. sFeﬂhee,rlmth ﬂrangal ned dne o amedfoupoof mdseagsendnai |

program develo ed for the U eratin | arge nunber of e-mail
clients have at¥ Bypb‘8‘éﬁa"§§\}‘é%ﬁéﬁrpnteﬁtéqn ”é(ﬁ] %ﬁ%ﬁgﬁ/@deﬁfﬁyretrl eve and vi ew
e-mai | nmess@ges fr OTHeavafiGls\@hdar@xdisgabsed pbd ufelerebi Glcotperatdd Wreffehte Qut | 0ok,

M crosoft Qutl ook Express, Netscape Messenger n Eudor dition,
sone e- mai | sePV%‘Pé"r ay PuBPORssi ITh%gg s refpredgpp ﬁ%g& ote Wafﬁ ém\ﬁE%p@’i‘Fver

al llow a Vb br gyv&@h teQERF ind&n 38 réridwRH ko 1|tseWEb del (M- A RewhBT Brgatangar d.  As
the Internet has becone nore widely used, it has al so created new risks for

corporations. Biweribd HP‘OEQJWEP@?‘“%%W bylipifedinchepeciinBEtavader s and
the potential ndigh GTHPRE HdileE@NEdeMR :AARANAIAIAH eicfl.| Enar e a very

real and serious threat. WO 03/077071 PCT/ US03/ 07042
15  extensions and/or revisions may or may not be encompassed by current and/or future
RFC’s.

A host of e-mail server and client products have been developed in order to
foster e-mail communication over the Internet. E-mail server software includes such
products as sendmail-based servers, Microsoft Exchange, Lotus Notes Server, and

20  Novell GroupWise; sendmail-based servers refer to a number of variations of servers
originally based upon the sendmail program developed for the UNIX operating
systems. A large.number of e-mail clients have also been developed that allow a user
to retrieve and view e-mail messages from a server; example products include
Microsoft Outlook, Microsoft Outlook Express, Netscape Messenger, and Eudora. In

25  addition, some e-mail servers, or e-mail servers in conjunction with a Web server,
allow a Web browser to act as an e-mail client using the HTTP standard.

As the Internet has become more widely used, it has also created new risks for
corporations. Breaches of computer security by hackers and intruders and the potential

for compromising sensitive corporate information are a very real and serious threat.



Organi zati ons have depl oyed sone or all of the follow ng security
technologies to protect their networks fromlinternet attacks: Firewalls
have beerwoOeplowed at t he perimeter of corporate networksPCFusesedohs act
as gat ekeepers and allow only authorized users to access a conpany network.
5 Firewalls play an inportant role in controlling traffic into networks and
are an inportant first step to provide Internet security. Intrusion
detection systens (IDS) are being depl oyed throughout corporate networks.
Wiile the firewall acts as a gatekeeper, kDS act |ike a video canera. |IDS
nonitor network traffic for suspicious patterns of activity, and issue

al erts when t hatoda @k 'h?{\‘etdépl'o§edds%t'n%%}§ﬂjof th%ll@@ﬁ%“s%du‘f@)‘ ¥chiRgledto Your
net work 24 hours a day in order to identify intruders within a cor porate

or ot her | ocal pietecihibeik netprke fiam| Ingmgt atpekst echnol ogi es have hel ped
corporations to pr Ofrifehanil nﬁf'e'i)eerm%éfg?%ﬁ tﬁsgtgngﬁfeﬁgpco%%té n&RORE Bk&valls

informati on assets. However, as u devi ces has becone
wi despread, hasdtes gattiaeperaandptied onlydutiprzed wsers i dcedshg corhpany npiviod: 15

of -attack fgonﬂas%g 4§ éoqtahnkﬁw%mgﬁm 't&ﬁwl @%etw% MRSk Jpul nerabl e

appl ications are require a ways- open’ connecti on
with the Int erhmortsantdhsta&pmprovidc\lhtmﬂaedurltyAs aresult, intruders are

| aunchi ng sophlstl ks t i t hese
| aunching Sopht =t clSd Pl 2RRRATS (AL IE RSP R PR e Lhese
measure in 20 ﬁﬂbek@lWhﬂ‘ﬁ;}thé t‘ie:wfallmm afa gzrtekfeépec, IDS aaﬂdemuzhdeofcamemdeat e
conput er networks, cones to appl.i cati

comuni cat i ons MSBEH "§§V°\é@f¥§f‘ ¥°r‘h§§s§éfb%‘§ pétﬁa Bcnvt“é(qzﬁ]@éstsge %{lﬁr YhdbHses,
corporati ong ohdiRity @l de@étee. rIDBQ)Y@GSle)OmSﬂﬂﬂ yan@efveeewﬁoxfrsr »ayah ordeptaanyone
or anywhere ins de or outmge t he co s is.done by opening a port,

or hoie in theldently gpders wi V‘p’i“(?&?qr?e g‘*t”%“?%‘?’oré mai | and port 80 for

Veb), to allow the Ravaliand gbs etmboldgkes hh_\lert@l/[ﬁh t&rpatidilio profedt théik ze traffic
fl ow ng through this port. This is simlar to deploying a security guard

at a conpany' s“@WPWéﬁ%d@éﬂld thain OFRARIE HESTBRECR#FERts- I%‘B’Y@é’e’l pxpseof hess, | ceman to

enter the buil diyQs hmeb&aém@fpr&amaek&;ma tdaend areSRWhER ﬁ?ﬂﬂelr mass the
perimeter security, and conprom se the serviced |Internet i on.

03/ 077071 BTT/ efsa@ﬁbﬁremzhe retyristo Mtegras pprligatipng.y Phecrgpst wlp@ﬁblaampllg@r%r
access architeglyffe miY rteamferh drect, “always-open” connection with the Internet such as web

and e-mail. As a result, intruders are launching sophisticated attacks that target security
holes within these applications.
Many corporations have installed a network firewall, as one measure in
20  controlling the flow of traffic in and out of corporate computer networks, but when it
comes to Internet application communications such as e-mail messages and Web
requests and responses, corporations often allow employees to send and receive from or
to anyone or anywhere inside or outside the company. This is done by opening a port,
or hole in their firewall (typically, port 25 for e-mail and port 80 for Web), to allow the
25 flow of traffic. Firewalls do not scrutinize traffic flowing through this port. This is
similar to deploying a security guard at a company’s entrance but allowing anyone who
looks like a serviceman to enter the building. An intruder can pretend to be a
serviceman, bypass the perimeter security, and compromise the serviced Internet

application.



corporation's |ocal network 190, a variety of conputer systens may reside.
These systens typically include application servers 120 such as Wb
servers awd omar7l servers, user workstations running | oeatr/udos/emis 130
such as e-mail readers and Wb 5 browsers, and data storage devices 110
such as dat abases and network connected di sks. These systens communi cate
wi th each other via a |local communi cation network such as Ethernet 150.
Firewal | system 140 resi des between the | ocal conmunication network and

I nternet 160. Connected to the Internet 160 are a host of external servers
170 and external clients 180. 10 Local clients 130 can access application
servers 120 and shangd: 8aids hBlcatfiol d0serdr Bedelear teatbreC QA CAL T ON
network. External clients 180°Can access external application servers 170
via the | nter nerpar8®n’sllocal pewarkcl98, aagiely of coropuier systepemay regider These | ocal
client 130 re I ext er nal
client 180 orqg;'%gl?({@r na?ﬁlscgau(rasgébh?a}%ﬁrsgg%rf;?&ygégéﬁbggvéﬁggf%&ggerver 120,
el ectroni ¢ 15 sommuniec worksagonsmunrieg lagab clognts 130suqirasegnal reddsrs aad J¥aben
application, server. fl th I, tem
140, The seburibyeert aRohaE sl [RIPPREPLRRE i vk EEBE BUE
server, it is Thest e,tstemlcymemwatémthtem dthurlviaduelocaﬂ oommmxcattloaseta/oﬂmunln:h pad

|t ot on. - TR ARl FOR AT A Bk eRen i b o g o

proj ections, cm\tv@mahdmtaeéumescommdmheme@mnmaraaostbeqaémzrratters, and
oper ati onal docunent i nd oi%ohacker attack on servers can cause

i nreasur abl e ¥HE'S #ﬁé‘ﬁgf"&fﬁ‘@ gLt o a business. In the 1980's, viruses

wer e spreagy nai nly [yalfdienpy30ian kedetLpplidatioh Qsﬁlv?éfs 520 dndtsRiredmuetseg: Mor | d,
appl i cations such as e-mail serve as a tran%l gr easily and 25 wi dely
spreadi ng vi r udade legal gpraaunicplign getwork. [Exigenal glipnts |8 Ci“h@”‘f’%@ﬁﬁﬁ“ﬁhe expl oi t ed

by —di stribut egybemionker0érs PRI Mib &R HibiReDo0al] MGKRIES whére ARSI RRePadRda. Once
the "I Love You" virus is received, the recipient's Mcrosoft CQutl ook

sends emmils cleealyliony 130 requieas acqess leya exeimal ervet b ahersom e4Brbss book. The

"l Love You" VélfeH§18'0QIr§ﬁEﬁ&nQi‘slﬂlvhxoﬁ§ rélfu1re§&@¥§étt@£ RociMstEM 28, §Q@ohict | M of
its release. Trojan horses, such a de use this WD 03/077071

PCT/ US03/ 0704 2congnupigasionsd e aqgr@pwe prroemalgfat egivererpplicafien seryirfligyelrogety
Troj an horses aaq\p?@%g&egoﬁg gmrg%ﬁgggtelnogb_ productivity due to down tine and
at a.

the | oss of cruci o
The security risks do not stop there. After taking over the mail server, it is

relatively easy for the intruder to use it as a launch pad to compromise other business
servers and steal critical business information. This information may include financial
20 data, sales projections, customer pipelines, contract negotiations, legal matters, and
operational documents. This kind of hacker attack on servers can cause immeasurable
and irreparable losses to a business.
In the 1980’s, viruses were spread mainly by floppy diskettes. In today’s
interconnected world, applications such as e-mail serve as a transport for easily and
25  widely spreading viruses. Viruses such as “I Love You” use the technique exploited by
distributed Denial of Service (DDoS) attackers to mass propagate. Once the “I Love
You” virus is received, the recipient’s Microsoft Outlook sends emails carrying viruses
to everyone in the Outlook address book. The “I Love You” virus infected millions of

computers within a short time of its release. Trojan horses, such as Code Red use this



The N nda worm si nul taneously attacked both email and web applications. It
propagated itself by creating and sending infectious email nessages,

i nfecti ngwb onpat ers over the network and striking vul nerattesodbmapsof t
1S Wb servers, deployed on Exchange nail servers to provide web mail.
Most e-mail and Web requests and responses are sent in plain text today,
making it just as exposed as a postcard. This includes the e-mail nessage,
its header, and its attachnments, or in a Wb context, a user nanme and
password and/ or cookie 10 information in gn HITP request. In addition, when
you dial into an Internet Service Provider (I1SP) to send or receive e-nai
messages, the Useleli cﬁ@%;ﬂ% ‘ﬂ@rtﬁknﬁél%sal\gﬂxses%%atﬁéjﬁh Mr?és@aﬁ &%le Which can
be snooped, copleJ altere Thi's can done wi't hout |eaving a trace,
maki ng it |rrposngmlf1t@ttcmt rodnativitiedusde d@wmsa@ethhhﬁs ofecayridd 9atdr omi sed. 15 As
the Internet has b f@ﬁ reat Yyst foubl es
for users. In part?@%@ﬁm “ﬁ)gwggn@d%n%ﬁg%tédﬁg r%%lé?\%@‘ﬁ%a?ﬁlch uzliatlo users
has i ncr easedpapaguediicef by creatinghed sepdi@pinfeaions engplnessages, mfs@dlgl nthis
speci ficatiogn, ref ers 1o Lcation I I f h ei t her
unsolicited orconclff ?55 QT éh§ rﬁxvor%)s rsgcl:l?"% ‘éuﬁ\)'fe.r ab%?gf“?% ﬁgwegéerr{é&%ddl tional
security r|sksdqﬁm&édnEydMngemmEknamgbmaakkon$nmﬂ20 E-nall spanm ng
consumes corporate resources i npacts. productivit nor e,
spamTers use a corp %{tefrBﬂF%“dg\{/\}% rr?ﬁ?elﬁsé‘%c}%é?oélsﬁsg?e sﬁﬂ%"tphabnrtle’z‘tre} Yemai |

relay, making iakiappgast a@@cpbiedmhepm&agleus ifcloduithieg:- ﬁlaﬂ)mekdagd, itcbeager, at i on.
E-mai |l and VEb use, .such q1 ﬂ and recelvgggplnag rlate messages
and Wb pages, M5 EALERgNEOY ‘PQS’P? PFELn # BT BBPD PSS ions are
25 increasipgl mféraﬁh&gmlahtﬁumleqmstf @i addidAQvhdhafoaSisdIRib a@Inté&he’ilBéichedue to
e-mail their enployees have sent or received. Regulatory re U|r§nents

such as the HeBiovier dSbxta send opgrceiye pmaglymessages. Kt?d‘é?lﬁpé*ﬁfi PESYOIAGEE 459 PAA)

and the G amm Leaghsbh Itéxexvlmtcaﬁ beeHobatldl Efpied! brtdBiel alrhik Bt b déhé QtRgutCr eat e
liabilities for conpani es where confi dential patient WO 03/077071

PCT/ US03/ 070421ea9ng>atre¢q, aaking Hfimpersibledn keryy Whehenagaeseageinds i | and/ or Wb

servers or bfky ons including e-mails, VWb pages and HITP requests.
Using the " aI vvays open” port, a hacker can easily reach an appropriate
I nternet 15 As the Internet has become more widely used, it has also created new troubles

for users. In particular, the amount of “spam” received by individual users has

increased dramatically in the recent past. Spam, as used in this specification, refers to

any communication receipt of which is either unsolicited or not desired by its recipient.
The following are additional security risks caused by Internet applications:

20 e E-mail spamming consumes corporate resources and impacts productivity.
Furthermore, spammers use a corporation’s own mail servers for unauthorized
email relay, making it appear as if the message is coming from that corporation.

¢ E-mail and Web abuse, such as sending and receiving inappropriate messages
and Web pages, are creating liabilities for corporations. Corporations are

25 increasingly facing litigation for sexual harassment or slander due to e-mail
their employees have sent or received.

e Regulatory requirements such as the Health Insurance Portability and
Accountability Act (HIPAA) and the Gramm-Leach-Bliley Act (regulating

financial institutions) create liabilities for companies where confidential patient



application server, exploit its vulnerabilities, and take over the server.
This provides 5 hackers easy access to information available to the server,
of ten i ncwodBfgrosensi ti ve and confidential infornmation. Paa/tsgyomas and
met hods according to the present invention provide enhanced security for
conmmuni cations involved wth such Internet applications requiring an

"al ways- open" connection. Anti-spam systens in use today include fail-open
systens in which all incoming 10 nessages are filtered for spam In these
systens, a nmessage is considered not to beg spamuntil sone form of

exam nation proves otherwi se. A nessage is determned to be spam based on
an identification tRefdk HHE&maEOEMa) B SpoledIHEhafll MBA/ENWeB Hvdrfie t0 i nvest
significant resources in efforts to reguce the nunber of legitimte
nessages that ar e oemsuinigalionsiinctpding espaits, Wehoagss and HITEB reqyestany

m scl assification g Wolal g ’

desi gned to be pre?@&ggg?l&%%? %n ?*{e’g’s%?‘?‘:&a%‘géﬁggéag?" ip\g?%ﬁg%‘lé&?ﬁtch
approach requi applicaionsavert exploititsivolnetapilitips andigks avef thg serygto rhismagvideis s
desirabl e SUCH fort LAY alcdssA0arbohRRoP hyaiHE tothd Rhver, JHORIRIANE SEHiNRARGY LWO
approaches Tor creating such a Plellst, In a deskt op environment, an
end- user can i egpfid¢ntiahinfordatess TAO syseenls and methodsdricordingse the Prasent apprtmch can
becone a burden en .operat ed =S ral ..l '

gat eway of an BPARrY AR R abs Rl eag R i lea MR Bt lotad RE |
entries to thereghirihghi ‘Glw@s-opac’essmction.| n t hat case, however, the full
effect of whiteli stliﬂg? i S not achi ev%d.. Tlhg {)resent r§%n\éent }19 ﬂllrﬁrc)(r)%%es upon
these systems by i‘MEFPARFYEMEPIE RIPHRFIuds jURRCLSYSiSIS T PSR Al KO it i on
for whitel igti pgss2geswhifll@reddetiptimnn thesd yg@engra mesdagefsiconsidebad mona-beser s or
adm ni strators. The gr esent jnvention also allows, a whitelist ﬁ%ﬁitoﬁm to be

strengt hened b{PAEHIHEIMESSER HiFXBHRHEN PrPYRS SMFRYISG > MEpYias 1s dpety Cuse

t oday enpl oy asgami Has&dl %8 GdcnM GO tddhniieC DpRrafRcRicidySlems RERINGe tof S
l egitimacy. A common exanple of this type of system tglse,s, a chal l enge and
30 response. SHF slgaifieanbipsoiress peligrs trgducedheymbshPLIRRHBRS nesiagey Batang

itsel f sends a,MQiQpARkkpaTTRERABEObLanylRisQRfficiiTRtrONgiB&SAGR tO the

sender. The sender nust respond to verify that it is a |egitimte sender.
I f the sendier Herfnmest sysiunsip designpd tohgdesdispeset neat taslapelyinagssagestinever |
Spanmers can cglﬁglt_e tools to respond to the confirmati on nessages. Sone -

One such approach requires a user to explicitly list users from whom email is
desirable. Such a list is one type of “whitelist”. There are currently two approaches for
creating such a whitelist. In a desktop environment, an end-user can import an address

20  book as the whitelist. This approach can become a burden when operated at a more
central location such as the gateway of an organization. Therefore, some organizations
only add a few entries to the whitelist as necessary. In that case, however, the full
effect of whitelisting is not achieved. The present invention improves upon these
systems by including a system that allows a more effective solution for whitelisting

25  while requiring reduced manual effort by end-users or administrators. The present
invention also allows a whitelist system to be strengthened by authenticating sender
information.

Other systems in use today employ a fail-closed system in which a sender must
prove its legitimacy. A common example of this type of system uses a challenge and

30 response. Such a system blocks all messages from unknown senders and itself sends a



confirmati on nessages are nore advanced in an effort to require that a
human send the 5 response. The present invention is an inprovenent upon

t hese syswems/7Mhe present invention can reference informpatmwses/proeyi ded by
users to determ ne who should be whitelisted rather than rely on the
sender's confirmation. The systens and nethods according to the present

i nvention provide enhanced accuracy in the automated processing of

el ectroni ¢ conmuni cations. 10 U. S. Patent No. 6,052,709, the disclosure of
which is incorporated herein by this refgrence, assigned to Bright Light
Technol ogi es di scl oses a systemfor collecting spam nessages so that rul es

can be creat edcafigmsRMimdseigs & 8 Ehder] MBe M6 MSEFLsSnALE Mrifly Rfat Hekas t he
steps of data collection, rule creation, and distribution of rules to

clients. The WedimagsendesyHihopender gspands.dbe tepdes ispdded @iheawhiteitthod of dat a

col I ection for HREYEr SpaiB e QEESeatdRoR XS 8Bl to (KB LOFHmhQSn BEReL NSorhe!| €S
based on input data are disclosed. Nor does it disclose a systematic

approach to gepenfiamiting magsagss arEmordwsivansedin anigéort & wavigstbe apsagrenddhe i ni t ed
to spam thr ﬁat s, ORler@Lh DR QG Eis by B@){Q\terﬂeﬂmﬂop ltt%%zys@ems.e@ﬂe ggenment

center of the present irvention I's operative on a Ssaging threats

i ncl udi ng, but invertiohican teéukerico inferpatipn povided byasensto deferajizegho shauldbsi on
att errpt s, etc. w-tll_lrt]cﬁ'ség rz'{tperr tn r%gggl%@mer’gg&tf%a@f . t'l'lﬂ? g)R;'Ee%%se ’AE n{cﬂx\()ﬁpt on
al so incl udes Novel approaches’to the process of ru creat | on.

Addi tional |y, adeerdprgas @rtprésmvamteniion proyidosnhgnced atchmcy irstheagbmatehe art by

providing a nnreﬂ%enerﬁ;&:ediandnﬁgg&yhsdata col l ecti on approach. The data
col l ection sysP@ ofe P é PESSRTMUAVERon i ncl udes nodul es t hat process
i nput intoldata thas. Basmtbe. 668709y tht daclbsureofortdett is invopocteidsreinlyethpr esent

i nvention can also use .25 feedback fro lication |ayer_.security servers
as i nput to t hETEIcE dngedii R dagk Jechnpfies disclosdt a i (o eellsRingsPR%| .
10/ 154, 137 ( publeisa@dsis® a2 chlRODERednYl sent tdWRrvétss ahodistiesadlsyséthch i s

i ncor porated herein this reference, disc|oses

by a systemfor essage
filtering. Themgludes thisdepsof dita polleriiqniilsyeaHomead disaibutign g%er“ éf%g‘tgﬂtéd to a
dat abase by US@hSdifioskd8ysaySik Aftctddto @ PRiticMat methdtPofailcdNE tidh tbr Fpdnnods  of
the present 30 invention do not rely on the users; rather the nmessagi ng

security syt eﬁ?@@)lgf‘éaNomthOW?‘b?‘i?/OPGI?PtUS(IS‘%‘m@O“ ipputdatasandisdesedy

det erm ne spanm\ysidagitidfientd { §ysR R afpRabNtpeSadHpdulch RurfhRmIRE nd he
results to a database. The system of the present 1 nvention can add known

spam nmessages diggosgd systensisring e sessram tergatpprdediealows opa pyge f Bputudee s to t he

dat abase to threat management center of the present invention is operative on all messaging threats

including, but not limited to, spam, virus, worms, Trojans, intrusion attempts, etc. The

20 threat management center of the present invention also includes novel approaches to the
process of rule creation. Additionally, the present invention improves on the state of
the art by providing a more generalized and useful data collection approach. The data
collection system of the present invention includes modules that process input into data
that can be used by the rule creation process. The present invention can also use

25 feedback from application layer security servers as input to the rule creation process.

U.S. Patent Application Serial No. 10/154,137 (publication 2002/0199095 A1),

the disclosure of which is incorporated herein by this reference, discloses a system for
message filtering. The disclosed system allows spam messages to be forwarded to a

database by users of the system. In contrast, the systems and methods of the present

30 invention do not rely on the users; rather the messaging security system(s) can



retrain the system Systens known in the art require the forwardi ng of
entire nessages 5 to the databases. In the present invention, individual
messagi ngworo3appli cati on | ayer security systens can extr &cu/usesoionyf ul
features from spam nessages, threatening nessages and/or

non- spam non-t hreat eni ng nessages and forward only relevant features to a
dat abase. U.S. Patent No. 6,161,130, the disclosure of which is

i ncorporated herein by this 10 reference, discloses a technique for
detecting "junk” email. The disclosed sysfiemis operative only on spam and
not the entire class of nessaging security threats. The inputs for the

di scl osed systgRmifiRally d&éﬁﬁxe%?ﬁ%ﬁx@id&ﬁmc%%&n@ésl and T¥nToAatEne
di scl oses text anal ysi's based features such as the tokens in a nessage.

This patent diesdtssxedataiyseedirisyriam phihe piesmt Bwentioscameddiksayn spAmt  does not
further di scl ogganghs §OEYs xﬁécl?s@f?ie&’?n;&%%\ésse&%ﬁdeg 8P uli®s piRAdLMasckbe system

of the present Invention can classity d on not only the text analysis
but al so ot herrefraiathersysienf Syveesdgewn indd attirgsyie the formedinggfentirp resssaghe
present inventi i.nc L . 1SALULE o SXEdREdHoR yEPr  NON-
text based feaiog&e%%fgﬁg'agﬁ?ﬁ%ﬁ El}é‘ﬁ%\%ﬂ%&%ﬁ?}l{ ;?/r% sygt Ems I{??'}ve ogeg%

devel oped t o pieowityeyspawrcan oxtrapOmgpeang it dramues fom spam wéssages.dbreattmif®r mat i on.

Such systens are typically designed for.a ri f rs and
Cheref ore. addr Bestal? aiPo i SERYANFOrtaol pobrel Bl VISP P
current peer-tfeapeero sysibasess do not have a central entity. The system of

the present inventi perate n.a.set aof trusted peers; therefore,
trust management &ggd%ﬁ%¥ﬁBé£§§§?§§§%ﬁ“ﬁ9“T% ‘ﬁ?%?éHFmPﬁWEH®F%H{)ﬁﬁFther

a central i ped Rferdndé,iclosBRRAGDARLE fod Yot @ing Cpmk démdl. €fhetdiscRadd sysémnigmat i on
anong nmultiple trusteq ap Iigﬁtio% | ayer, securit .systenshconngﬁ%cating in
a peer - t 0- peer “RFEINE PRIY PR &pam Yy got the garre plass of mesyaging sequiify fhiedlsy LB§ can
process nore rigghts fdrMR dikicdeEsysBARELimilddl sparfiRli@fon-dpam eckhail. r THisIpasht | DS
(intrusion detection system nore scalable. In addition, current systens
only exchange $ipplosgsiesipnalyes pased feplucs sughas dhedokensin a3pessagey THSPREY each

ot her of attacksi@bs WhidehnddRMddrRdANBRAionY bk Bods A6t AR diioBOwN¥PR3/ 077071
PCT/ US03/ 07042 12 detection nethod could be m suse or anomaly detection,

the data ek&hatigeuhqvsthessiopn bpereaterbtietsdernof Be Rresent BYvaRion AN clavsily 8yssdem of
the present :Ne”?lrﬁﬂ}éb{?l el Sftah DS TRE BheHERGHe8bt m&&ggg@Aaﬁﬂoxﬁhﬁqﬁe traffic

patterns as S Specific threat 1 nformation. .
system of the present invention can include fully automated feature extraction for non-

text based features.
In addition, known security systems have been developed to provide peer-to-
20  peer communication of threat information. Such systems are typically designed for a
ring of untrusted peers and therefore address trust management between the peers.
Additionally, current peer-to-peer systems do not have a central entity. The system of
the present invention operates between a set of trusted peers; therefore, trust
management need not be addressed by the present invention. Further, a centralized
25  threat management system coordinates threat information among multiple trusted
application layer security systems communicating in a peer-to-peer manner. Therefore,
the threat notification system can process more real-time data exchange. This makes
the distributed IDS (intrusion detection system) more scalable.
In addition, current systems only exchange intrusion alerts. These systems can

30 only notify each other of attacks of which they are aware. While the underlying



non-limting exanple, if anomaly detection is used, the system of the
present invention 5 can exchange the underlying statistics instead of

wai ting fwooslerogt ati stics to indicate an attack. Exchan@ed/tsvz0iogti cs can
i nclude information about the frequency of certain attacks. Therefore,
even if other systens already have a signature for a certain attack, the
system of the present invention will notify them of an outbreak of this
attack. Additionally, traffic patterns can be exchanged anong peers and
that information can 10 be further procesged by the other peers to infer a
gl obal view of traffic patterns. This information exchange can be simlar
to routing proyQR&abs meldl cdlid nRaE b ARGIRIY BebdoR! théidatDé@R@ged s@yahe t he
net wor k topol ogy. WO 03/077071 PCT/ US03/ 07042 13 SUMVARY % pr esent
invention is dg qteseadeaagiagkonfpymations The sy sreat ¢fdlispressat lgéf'@u%dla@lbme%myreof
eLectron ¢ COMBiBl,PakiMilon a%oatxglff?@gm%w L VEPAp GOl iRiAN ALy TOT e
of the followng conponents a centra |zeJ reat managenent center

t hat can col | emdn-lithitisgexanpile ifamomaly detectivg isusedithe systemsof ghedyresentgoventioes f or
nmessagi ng sgecuyj t Lfication
yst om  hats | o eke K B Buoefling oBEEe b RaPH BANETRIRAN Blndigh g

hi er ar chi cal nﬁ&xslagExv@ax;gad btb@stiks @msncémetihfatmdaiooak@lt thedrequenicy ef Geotam as cl ose
as possible to th u |n notlfl at i pat h
towards the soﬁhﬁg %%6 ree r'elr?re E%S msmﬁ%n B%cco#%%u%%?;§§%mH”&%§%nt

i nvention for ﬂnesmmef thebxesehrmmmxoﬁmmmmfyaietrmf adehtbmek gf tsh;sattam or as an

overal l environ up ting a vari of features i ng. secur

del i very, incl ﬁg% '5‘?@3}53%‘?192'&%‘?’3‘:@[ l?f’reé‘ek(%gfél)amoé‘g pg’i’%?@rﬁﬁr‘%%@%%&] C%’hd one
or nore i n{@rf BCRBhErPravaSe®by M btheLFHRTILO irdértal oAl View WO irkffic paweis. Thisch

el ectronic conmunications are transmtted and receive The SDS stores 15

data needed t oiMTBNIQNEXChABEGIEAT be SHNILAY G TOHSIRE RIRIFQlH RS AW gach QR dde,
for exanple, pEERIVERLIGIRARWGE &pbRB$., data associated with such

conmmuni cations, information related to known security risks, configuration
data regardi ng secure delivery nechanisns, recipient secure delivery
preferences, information related to corporate policy with respect to
comuni cations for one or nore applications (e.g., corporate e 20 mail
policy, Wb access guidelines, nessage interrogation paraneters, and
whitelists) and predeterm ned responses to the identification of

particul ar security risks, situations



or anomalies. The SDS may include nultiple physical and/or |ogical data
stores for storing the various types of information. Data storage and
retri evalwbugetioonal ity may be provided 25 by either thepsyatsesnpapcessor
or data storage processors associated with the data store. The system
processor is in communication with the SDS via any suitable communication
channel (s); the system processor is in communication with the one or nore
interfaces via the sanme, or differing, comrunication channel (s). The system
processor may include one or nore processiyng el enents that provide

el ectronic WD 03/077071 PCT/US03/07042 14 communi cation reception,

transm ssion, interrogation, analysis qangirether functionality. In a

t hreat management center, the SDS nmay further include one or nore sets of
threat management gBlpsesandnysntiohis disgctedyp aysiamssang imethods fog secare dabivay 6f ngl y,
one 5 preferr .ege&mnﬁacgmmmq&&ﬁnk tgﬁw%gh%@dregﬁﬁnaua@ade%} WhoRfordiieePs t hat
may, in certain enbod nents, be eXecute y the environnment sunmmarized
above and nor efdllgiving coopgranish bk dsatrdizedihrdgemgnagement gentershys garegollestdlraatabl e

instructiong i : i l.e.. j . . ehy jabl e
o L hend, gl o B A S B RERL A G LB
sour ces can i no-pedebased men@gin§miﬁipattoy sgdra lbas B ©pemuvetHerveegh med@gingf or nat i on

data fromone or nore application and/.or network |l ayer s jty systens.
The received t AFERY S?’Sﬁ?fgﬁ?ﬁ%‘f' Srierachist MesEEng LY gacf}}(as (S)tﬁrlngga}%!‘oggsm Feat ur es
are extracted tsmmuditionedt®dad pussble to thée eoured bysandihheaFichsmt w gsteiny
conjunction with confi rﬁlti on data such as goals are used to produce
rules. In som°%ﬁ8ﬁﬁf%@ﬂ¢§é,ei%§§e rul es are tested agai nst one or nore

sets of tegp data an@refarsaandddiagal Bsdrdinhe haprsant inkéntibnfférer eqire goal s; i f
one or nore tests fail, the r.ul(gji are refined unti| the tests succeed

within an accePfHInE SPEMNCRen daliygy sysianh of g WOVERH CPHERMSPLHBREIREA t 0 one

or nore appli ¢afetyddt thaANES inS1AGME bdcMreS¥BtcR Baclidea ByseintddtLslofe SBSY, a pushback
met hod includes a variety of steps that may, in certain enbodi nents, be

execut ed by t h&/SERVRTPESSIAEARd QUeAREIOTS B TATSS Reong il MART BN HGHiPRE NGBS bed

bel ow or be st gy ednRf FRHPHUL BSmBNRCHbALIE rhsiddaGhi RRSIvED PR st&Bs any
sui tabl e conbi nati on of conputer-readable nedia. A comrunication is

recei ved. A5 t Patentedprd ofirovidedse desired watemifrrctionddity andanppcifclyemiRigraBr!lf-on i s
generated. In ?eggﬁecﬁ%%ﬁﬁunications, data associated with such communications, information
related to known security risks, configuration data regarding secure delivery
mechanisms, recipient secure delivery preferences, information related to corporate
policy with respect to communications for one or more applications (e.g., corporate e-
20  mail policy, Web access guidelines, message interrogation parameters, and whitelists)
and predetermined responses to the identification of particular security risks, situations
or anomalies.
The SDS may include multiple physical and/or logical data stores for storing the
various types of information. Data storage and retrieval functionality may be provided
25 by either the system processor or data storage processors associated with the data store.
The system processor is in communication with the SDS via any suitable
communication channel(s); the system processor is in communication with the one or
more interfaces via the same, or differing, communication channel(s). The system

processor may include one or more processing elements that provide electronic



t he generation occurs through application of one or nore tests to the

recei ved comunication, wherein each of the one or nore tests eval uates

t he receiwed3@srocomuni cation for a particular security rips/uSOnomEher

i nstance, a manual entry of a threat profile via a provided interface
serves to generate the threat profile. The threat profile is conpared with
configuration information. Typically, configuration information can

i nclude threat types of interest and wei ghts associated therewith. In sone
enbodi ments, the conparison is acconplishgd by cal culating a threat val ue
from30 the threat profile and determ ning whether the threat val ue
satisfies a pregah&lichioR ol 3ARdidn, Ridhddaldd, adfifa andlor bikecat condi tion.
If the conparison indicates the received comruni cation represents a

threat, one orfusgfamaliynput er addresses in a back path of the received
communi cation  are fdemtidrfsbenRitkehidf A T5S Ay RABEANUBA bichP mdtNeRf hr eat
profile is outputted. In sone enboc?l ments, 1dentified address al ong the
back path are @reahmanagemers@oalGansydrone pomere spraghiestdataohecordingly. opgif or mat i on.
I n ot her enbod] [ j : : i shing
confi gurat irT%n r%%g'% %‘%‘ﬁ‘“?@é‘?&@?‘%@ﬁ%&‘gﬁ“ ?rg?rgét)?ﬁ&é%? llﬁ% J;Illggé\’ls"’,?é%l\rﬁglr ein
confi guration émbaglimets, baexcoutpd bysths et tiropaenttsymeriedd abayveandgrorafidlywei ght s
associ at ed t hegew.t h. Accordi nal r o) i j st usage
i ncl udes a varclieg%begfb e@f" eoﬁi)ggt?%d%{f]%&@ée&e Q%cﬁ{aégr??gg%a%&gg{)no%}%h{l glll)’ be

execut ed by t haiiteble combingitn of computérzesiablb media. dhctaninfoembtidnl iy redeised frdgyad

bel ow or be stored as corrcpu'terh execut ablz i nstrulcti ogs itnb asrggl/ ar.Qn any
suitabl e conbi HEtY GPTHIOUESISEP U SR el g sferpal sepuricy databasehand freal ' ™ an
el ect r oni c1@OoMdHnaasH Qifa filbrfi 664 @Andre apliction@ndvai net@ork /8T Sedurit@Pténtat i on
server is recejved. The source of the electronic c nicati on may be any
15 appropri at e [RsTEesivrd thisat IRfQERation is reqyca t“%?“aﬂvcajg%%b FPYE 2ent er nal  or

external appl i gatabed fromehd/Rlluce@fead inforiaBor; Bk fediufes ap@dnj @didrowithe recei ved
el ectroni c conmuni cation to evaluate the received electronic. co ni cati on

for a particul gnfigwagen 43R el ks goalsaregysed (rRspquep ruless G soamesanbpdinentsy ese

recei ved el ect fpldiafe €QTRMINGAInk BFmb s&ds OF R6t dARSAE cotppited dpamst theSdnieny. The
stored risk profile is conpared agai nst data accunul ated from previ ously 20

recei ved el&ct diffareat gl apceimasp iests fibidheaplas e refined nerH thadests @eescded
el ectroni ¢ CORTRRIiaG3LdeHblk ShaPIHPORUHRY SThd dulel B th&iGbphgate & QBRI BE fidlel ON 1S

determ ned to be anomalous, an anonuly indicator signal is output. The
out put anonal yapphiditoatayer ssegitabystems.

One preferred threat pushback method includes a variety of steps that may, in

certain embodiments, be executed by the environment summarized above and more

20  fully described below or be stored as computer executable instructions in and/or on any
suitable combination of computer-readable media. A communication is received. A
threat profile associated with the received communication is generated. In some cases,
the generation occurs through application of one or more tests to the received
communication, wherein each of the one or more tests evaluates the received

25  communication for a particular security risk. In other instance, a manual entry of a
threat profile via a provided interface serves to generate the threat profile. The threat
profile is compared with configuration information. Typically, configuration
information can include threat types of interest and weights associated therewith. In
some embodiments, the comparison is accomplished by calculating a threat value from

30 the threat profile and determining whether the threat value satisfies a predetermined



may, in sonme enbodi nents, notify an application server adm ni strator of the
detected anonmaly by an appropriate notification mechanism(e.g., pager,
e-mail, ewo.0p/oomn7trigger 25 some corrective measure such @sTtarsas/oiong down
the application server totally, or partially (e.g., deny access to all
comuni cations froma particular source). Sonme enbodi nents may provide
support for communicating information based wupon the stored risk profile
to a threat notification systemto a further security appliance or further
security appliances. Wthout limtation, dl%“Ch security appliances can

i nclude 30 threat managerrent cent ers and ot her application |ayer security
systers. Such YO,POTLRTS JRCHh ST OTRAR. 1hS. SAUIBRERL AR Lp kgL mat i on
sonme enbodi rrendh&,at aimoorahagte d@mamtrladdresseeml arbatk pmlcufrthﬂmceldezlbcsmamumcanoxrral y

i ndi cator signal n _sone e an. el e tronlc
comuni cati on YF i‘c{é]ﬂt‘fafgecﬁi ¢ IBﬁQ”B?F’QIbﬁ%?Pl"R%" thgs@gg%‘rgﬁrenm g i Ou%Dr!

received. One or mifi soh€&hbodiAghts)tdeapitd addretsaldrizahe ek pathdre zmtheﬁﬂida&m c
communi cation to conpare . the sender's address in,the receiived el ectronic
communi cat i I?r&?r&ﬂgfg%‘@été@ ‘géﬁFﬁl ?‘féﬂ“‘i“ﬁ“ oﬁ\e‘)tﬁﬁf emgp m\‘iﬂ?’ta&‘f‘tg‘? ﬁ?ﬁ

enbodi nent s Wafyroﬂh&ﬂo%u&p@§t£b1amﬂgbéﬂfrgu}aabn ARRMAGeT e dfh Shé &gndrb&ueartecel ved
el ectroni ¢ conmuni cation, which al so be appli cabl use |n net wor k

10 | evel secur s whetein GpRfigrasian PR P AT Re A té?ﬁﬁ(?élf%?ﬁ‘ gnd wejghis
recei ved comupk&lddQRerbwith. Nt errogated by a plurality of int errogatl on
engi nes where each such interrogation engine is of a particular ty
designed to test tHecedinglinPrarPisicd Bethad opwhitctigiysage ‘%‘é‘éﬂ?ﬁ?t"@"eﬂ %ﬁétCPEach

recei ved C%“mﬂﬂhﬁﬁ%' 9ﬂ:eh§m 'e%salﬁle%tb%@x&wea b§ el @Fir@fment NrEhd-RERLBRE
engi nes of difft he ordering and sel ection of interrogation 15

engi ne types f@ldmmefumtdhscrlb@bb%ﬂotmm BsHOMPWST PrggutableinsaipiorsiBodi nent s,
be confi gurabQ orwgI %}ﬁé’ﬁtaﬁl ﬁz{tﬁmtopgo u‘fle@-rréaragblgﬂngellr%&ﬂ on nay .be

fixed. Associat ed W eac lPerro atl nengine is a queue of indices for
conmmuni cat i onserimdingenesy an Qlaatwdlcb:pmtrmlewpmdlmtb@ro arptrignpangafréman engi ne. Waen

a comuni cati on 11<|:a ion secr9er\{se r%ée%wed Iﬁle %ul%e oq g%ryecﬁ’gl%c ggrﬁ%uﬁl@atloggrfa)g(?em;f hl ndex

for the 20 re@EIVedmmin ueue assocl
i nt errogat i%n aﬁpr®riatpamémmudraxtemypmemtsarde;t gprapniec uluymhlkm ematnarapcpgampmn

engi ne orderin UpQn co on oflt e assesspent ¢ 1ccorr?m£n?ca?1 r\{%
communi cat i on %§Vefh g ?‘ftng%}?geég péeﬁ{;l 0 i TS éggeﬁféd‘ ©
evaluate the received electromc communication for a particular security risk. A risk
profile associated with the received electronic communication is stored based upon this
testing. The stored risk profile is compared against data accumulated from previously
20 received electronic communications to determine whether the received electronic
communication is anomalous. If the received communication is determined to be
anomalous, an anomaly indicator signal is output. The output anomaly indicator signal
may, in some embodiments, notify an application server administrator of the detected
anomaly by an appropriate notification mechanism (e.g., pager, e-mail, etc.) or trigger
25  some corrective measure such as shutting down the application server totally, or
partially (e.g., deny access to all communications from a particular source).
Some embodiments may provide support for communicating information based
upon the stored risk profile to a threat notification system to a further security appliance
or further security appliances. Without limitation, such security appliances can include

30 threat management centers and other application layer security systems. Such



wi th the assigned queue, the index is assigned to a new queue associ ated
with an interrogation engine of the next type as determ ned by the

i nt err ogawioa/oeregi ne 25 ordering. The assi gnnent process @omiuSosiem4anti |

t he received conmuni cati on has been assessed by an interrogation engi ne of
each type as determned by the interrogation engine selection. If the
communi cati on successfully passes an interrogation engine of each type,
the conmunication is forwarded to its appropriate destination. In sone
enbodi ments, if the communication fails apy particular engine, a warning

i ndi cator 30 signal may be output; in sone such enbodi nents, the

communi cat i on (G RERe G WAAMAEIOELinBEH SIS 0484 Ly iy ded wi th or
wi thout an indication of 1ts failure to i1ts appropriate &sti na ion, to an
appl i cati on adimilicatet sigitabr Inzsnuié embixtiinents, lanorsayrdeteqtivn deedonot gccut g dogssanem can
use a selected_ s re.deliver ani for forwarding of the nessage to
its destinatioﬁpggﬁgﬁmgﬁgﬁ¥ ag%gﬁggﬁvmégk occur as an 5 i ndependent .
st andal one syst em rlegomé embpdiroeres, of eledtepnicommungatiorodireated toor drigingdng
managenent gea ures di]ﬁ‘cussed abO\ée or bel ow, OF gg){{ Eorlg Wé}-ehiieefn
integrated ~ en PP SR FEA SeﬁY%\‘/ﬁra‘fer\‘ée 5 ﬁ%?rlgPreé?sls,caB l?Pleghoscusg%d eat ures.
The present i nsedtiohierzomatunjeatian tdeoseeeithe saamaddens inahe se¢ivadabtrbyic Securi ng
a communi cation Iink.&cha%gel-la er, %ecurit%&)or bé.securing t he data sent
(message 10 | aSASMWHAPR faAddresses foniqingd 0 ape orfpprebielists: | oyer security can

be provided separ atSneé enfbodinitn@AHYialkdtsiyspdrt aPANRURF Sipedack &b edtgdierent s of
the present invention can provide a channel-|ayer security using SSL or
TLS. One pref elFAPISHSHANAEAPMBRICHIRE, WY 2lsq tigabis fonise duprivearkd/ or

receive el get r Q| GeuRyAMIisALIoRRSe¥A! BHlRE emBSiiRemORacH deflideing exanpl e,
e-mai |l and Wb request's and responses. In addition, or alternatively, 15

the present i ntREHRYTGRtER I intemeEateddy 8lyrdity plidtegogation LRgIReS wiTereqasl tucBni ¢

conmmuni cati on ;jieh, R e.hglﬁé Rk a Bﬁﬁ&ﬁ&que delibfh o RRAOKE cHRAEAGHDn 1@1d Voi ce
usi ng applicable protocols. Accordingly, one preferred nmethod of secure

del i very i ncl uphsticulargeauriptnskoEadtregeéved sammppigatianys intariogated bbssaieneint s, be
executed by th i 1 . FEVIERY x%‘g%' | bed

bel ow or be st@?eggégzg{soggo H%Stozlrw@é%ﬁ?g%l eg;éﬁdse{l?%gﬁ%%gml;w 12% ang§or on any
sui t abl e cbtibi engiriedypes foraispith wceivasapaimumicrrelisanayAm seine embodiinents, be

communt . on g8k ARUE ELRRALLRR B lgbaka L on 1 rade as
such Associated with each interrogation engine is a queue of indices for
communications to be evaluated by the particular interrogation engine. When a
communication is received, it is stored and assigned an index. The index for the
20  receive communication is placed in a queue associated with an interrogation of a
particular type as determined by the interrogation engine ordering. Upon completion of
the assessment of the received communication by the interrogation engine associated
with the assigned queue, the index is assigned to a new queue associated with an
interrogation engine of the next type as determined by the interrogation engine
25 ordering. The assignment process continues until the received communication has been
assessed by an interrogation engine of each type as determined by the interrogation
engine selection. If the communication successfully passes an interrogation engine of
each type, the communication is forwarded to its appropriate destination. In some
embodiments, if the communication fails any particular engine, a warning indicator

30  signal may be output; in some such embodiments, the communication may then be



enbodi ments, a configured default may require secure delivery. In other
enbodi nents, no determ nation need be made as secure delivery is assuned.
Secur e dewpwafoy7oof the 25 communication to a predetern nedCrasopdm®mt is
attenpted. The attenpt uses a secure delivery nechanism selected froma
group of one or nore avail able delivery nechanisns. In sone enbodi nents,

if the first attenpt fails, a second delivery nechanismis chosen and an
attenpt to deliver via this second nmechani smoccurs. In sonme such

enbodi nents, repeated attenpts to deliveryby different nechanisnms may 30
occur until successful delivery or until exhaustion of available

rechani sis. VOHAZNOTHoREHoAIMAZRAR of 18rulthe SOMPpBRAGE WEIFh BidhSioNg L S
queui ng approach, the assignnment of an index a received conmuni cation
to a gqueue formaﬁmhﬁmeﬂﬂ@g@ﬁﬁﬁﬁf%ﬁ@Fh@hof a partlcular type may involve an
eval uation of the gqULLENLbRRRS Elﬁ%z @rrllca aeétw sebt€ aBRfehyl hthfism
interrogation engine type. If a t hr eZh exi sts, a new’instance of an
i nterrogat i on Bor émgindingof the m@sm¢ tq mﬂeatmatnglpesm’ayecu@ dgbmme@ QRFHITRS aF

associ at ed S? AHEAL stanBne %)J?Ef%?&a&ﬁxfmé{ Qo%e o?ﬁlsu QMW&%&QH may then

be assigne He gqueue asso he |n ogatlon engl ne

i nstance. | n smmgemhmﬂemtchscusshéauwadr lmtcrvnsmsrrtahworlqwduesn agegoatédat ed with
the particul ar &X qﬁ redlstrl g gﬁmngmqueues including the
one associ at edW" BW“? éﬂﬁl“@FﬁPgT n %H“Fne hstance prior to the 10

assignnment of the |’lnﬁq>xesa3$ﬁemaineﬂn ptotvhlefsd:IErermﬂnyunlcmﬁm seedces bysecniis@d i on to

th S nbodi e || lar ti
Such 85 & det SRR ORCTh b A Pediay Shetese SR PRl S (e

| oad acr oss0 quRY&Sedusity) AChinypidlagd ahdinedshgdiaydr o¢tutiyGian de prodlided sepbrateiact i vity
threshold is net, shutdown exces |nt gatipg i nst ances. of that t%pe and
&‘{1@ e

di sassoci at i ngdP C%@P‘I‘tb’ea??’ﬁﬁp’ie s of the presenpinvention o3 PRkt down

instances. Al t@fafadi et &curfly mle,es&mwrhﬂ Offe prétbREd avdingshe 6MNEE pesenof each
particular type may be configured in which case dynam c instance creation

may or may not inYeigR can ssnd ad/ies deceivg elepERN GoRTIRITIRBHPRS IAGYIiBkBHBRI NG dynani c

i nstance creat ji@fling @%:th ) BRIl 5nd Web rE?I ekt Gh’ch% EpodSt8 U eh dMAMioh Sl mbdvelp, any
appropriate aIIoca§|on approach inclu 20 eval uation or seria

cycling thkougte qmwva@@a@mme@é aoﬁfwe@a‘@wthenf%mﬁ sbrlequonicEAmMyBIcaigist ance
of the parti Cuéu@fx al Mptgntqr?e?éar%@sdﬁleg a9 T s SIERO dh I RiMeSsing APPTRhMe PRERSEI On may

occur through a process out
Accordingly, one preferred method of secure delivery includes a variety of steps

that may, in certain embodiments, be executed by the environment summarized above
and more fully described below or be stored as computer executable instructions in
20  and/or on any suitable combination of computer-readable media. An electronic
communication is received. In some embodiments, a determination is made as to
whether the received communication requires secure delivery; in some such
embodiments, a configured default may require secure delivery. In other embodiments,
no determination need be made as secure delivery is assumed. Secure delivery of the
25  communication to a predetermined recipient is attempted. The attempt uses a secure
delivery mechanism selected from a group of one or more available delivery
mechanisms. In some embodiments, if the first attempt fails, a second delivery
mechanism is chosen and an attempt to deliver via this second mechanism occurs. In
some such embodiments, repeated attempts to deliver by different mechanisms may

30  occur until successful delivery or until exhaustion of available mechanisms.



as follows. In such a process, data associated with a received

comuni cation is collected. The data may be accunul ated froma variety of
source suwlo B®7forom t he 25 conmuni cation itself and from tog/usasynmaz of its
transm ssion and receipt. The data may be collected in any appropriate
manner such as the multiple queue interrogation approach summari zed above
and di scussed in greater detail below Alternatively, the data collection
may result froma parallel testing process where a variety of test is
individually applied to the received conmgnication in parallel. In other
enbodi nents, 30 a single conbined anal ysis such as via neural network may
be applied to WO 03[41Qg$92$bMémgQHQﬂgeulrgg%p§ioﬁbﬂ Tth%rh@Q oht 61l ifdelk dat a
associated with the recelved conmunication across nultiple dinmensions. The
col | ect ed dat afor 8 rechized eamamynieation & aipies for preinjgReeHiON engiac paapartjcadpr type
communi cat | on £ephG3E0PeAMluABPdRhY curkifoRNRINS ki qitubd fof WRipGALLN: De based
upon the 5 co ect ed dafa associ at ed e received nication in
conj uncti on w interregatmblengihetype olfmiinpshaldiload existst 2 nevs instapee dagunt@rpg@tilqm
period represe .Qusly .recei ved
comuni cat i %nsg‘;g%%e"?ghﬁ%g%ﬁgﬁﬁggmﬁ ﬂ?‘% ﬁ)él %p‘%fg%@%d&d] atﬁ%nlggeg‘f(iun%d F%ft]re\d/ or
confi gur abl e amderafoy the uécesed ccnmsmri@tiemmh%mrbt sssigneditoytbé gueuerasgodiged onbi ned
with the datac ection; for i nce,,.a_ neur th 10

col l ect the dafv h‘&é?f&”%%a“ gf“ﬁ"t‘%enc?e aPved™ @odr'nn%g'ﬁlt%[\g% |oér)1é£§°r??19§nal yze it.
The adaptive coreansuss@iatedrviththeparogedritge nedrve ualistéiatiatdciah éd qoarsuni cat i on
patterns over a given time period. resented h ated data_associ ated
with previ ous1“<7'l%fh€§ cvoé‘aa?@ﬁ‘?ﬁﬁ%?’”&féﬁﬁd‘ﬁg.mtﬁ%@ﬂ%ﬁ%% a6 PATHREF be based
upon defingg aBidh@EN GO Mgk albEiasPaith HHelne®ly rbéeiwaremaivhdidmotg, anal ysis

can be conbined with 15 the data col | ect.i for instance, a neural network
coul d both col 14%¥¢ PR Fahodimentsypay-Also e“&;farpyt?fé‘tP%'E%‘iafi‘féﬂneééﬁ‘ﬁ%’ﬁ?cat| on and

anal yze it. Fi 8adrnhatibd thda RGBT Yudu iAiRE eoslumé thl 16:R%8REE qletesiBen I ecei ved
communi cation, an_ indicator signal is generated. The generated signal may

provide a war niYAgokisteEpgatiap ngipeand o AnpreiiHitsthreshld isgpets %hrl@aw €XSfHe ot her

appropriat e acidReatldn iReiNBesal? AP hiEdaSsocalify drtidhifRhHy ifdiiduegener at ed
may provide a general ized indicatiron of an anomaly; in other enbodi nents,

the indicaldr megeigedvitiguidonintinséiigss- data as to a specific anomaly, or
anomal i es, detect edAltelermR'Q?, ;J ﬂeﬁ%ﬁmﬁ%@%t%&%n é?l@ﬁﬁeé’\@fr e'ﬂ&lpgarticular type

may be configured in which case dynamic instance creation may or may not occur. In
fixed instance embodiments not supporting dynamic instance creation, assignment to a
particular queue may result from any appropriate allocation approach including load

20  evaluation or serial cycling through queues associated with each interrogation engine
instance of the particular type desired.

In some embodiments, anomaly detection may occur through a process outlined
as follows. In such a process, data associated with a received communication is
collected. The data may be accumulated from a variety of source such as from the

25  communication itself and from the manner of its transmission and receipt. The data
may be collected in any appropriate manner such as the multiple queue interrogation
approach summarized above and discussed in greater detail below. Alternatively, the
data collection may result from a parallel testing process where a variety of test is
individually applied to the received communication in parallel. In other embodiments,

30 asingle combined analysis such as via neural network may be applied to



and/or actions resulting fromthe signal may be dependent upon the
additional data. Data collected fromrecei ved communi cati ons can be

anal yzed wo datmrm ne 25 whet her the recei ved comuni cat iPem/ise3/oTo4bne or
nore whitelists. The analysis is typically based upon the collected data
associated with the received comunication in conjunction with reference
to one or nore whitelists. If no match to a whitelist is found, the
comuni cation can be subject to a certain level of interrogation. If a
match to the whitelist is found, the congunication can either bypass any
message 30 interrogation or it can be subject to a different |evel of
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particul arly point é'ale@é%PtWﬁCQIW@UIaﬁﬂéhﬂ%TOESUQﬂ can e estaplishgd emmpnieatiger st ood
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FIG 1 depicts, g, hYRicERE PEh®Rlni@libn REFARR-SRY! T ONMENt.

Finally, if an anomaly is detected with respect to the received communication,
an indicator signal is generated. The generated signal may provide a warning to an
application administrator or trigger some other appropriate action. In some

20 embodiments, the indicator signal generated may provide a generalized indication of an
anomaly; in other embodiments, the indicator may provide additional data as to a
specific anomaly, or anomalies, detected. In the latter embodiments, any warning
and/or actions resulting from the signal may be dependent upon the additional data.

Data collected from received communications can be analyzed to determine

25  whether the received communication is on one or more whitelists. The analysis is
typically based upon the collected data associated with the received communication in
conjunction with reference to one or more whitelists. If no match to a whitelist is
found, the communication can be subject to a certain level of interrogation. If a match
to the whitelist is found, the communication can either bypass any message

30 interrogation or it can be subject to a different level of interrogation. In one preferred



FIG 2 depicts a hardware diagramfor an environnent using one preferred
enbodi nent according to the present invention. 25 FIG 3 is a |ogical block
di agr am oWotoh@7monponents in a typical enbodi nent of thePoTases07042
invention. FIG 4 is a flow chart of an exenplary anonaly detection process
according to the present invention. FIG 5 is a sanple anonaly detection
configuration interface screen. WD 03/077071 PCT/US03/07042 21 FIG 6 is a
bock di agram depicting the architecture of an exenplary enbodinment of a
security enhancenent system according to jghe present invention. FIG 7 is
a bl ock diagram depicting the architecture of an exenplary enbodi nent of a

1 oK, assessrentARRRARGH ARERIC DRI it Ren@IRIRLa BHPRL LARCHBier S

mul ti pl e queues to manage Ication o Ity o
assessnent s t oadaptivegumiage thteymigntini ar ab inessagd-in@srog8itng B rrmatgh folaowhitshstr t

depicting the process of acc Lng.risk o i a,l i.ved

conmuni cati on 135?“5‘9’ tﬁ geg’fg%ehc?ﬁg%:%]‘g?egl %@8%@%3“& slg%g%feég g&i(ﬂ)nﬁ&&% 881&31\{12’ H flow
chart of an exehipliatrein boomated amltar opdasitassimaruttpnobe@ssnuniéitiacclmraeng t o t he
present i nvsenti on.

I 10 is a fl art .of. an. exenpl.ar itelist
ranagerrent br oteted tegimiofs ot Lo PEktiiof SRR Bibel 1% 0°L 11 ow
chart of an exe&mphéidationitads sddeditol aovhi@lisic Basdeatiradomladdgest alrdalde apfeae vaat
invention. 15 FI.G 12 depicts an overvje f information flaw through one
preforred  enbbiiint CONGEIE TEHF ERSHE B e dEmiar i b B megihegpised 13
depicts a bl Oclg)oﬂitlﬂﬂfe&maﬁéﬁn ddagesd Presdice. MPdragh@iies) ta uSRB cBiint (mblyBE mattfifgl; one
preferred enbodi nent according_ to the present invention. F 14 depicts an

| G
exenpl ary Thr e¥fh pywgs seuet epdetlsst slHlg vstes ob therddessPr usage ohihe addiesst

accordi ng {@® therpEesepriodBr@Ati on. FI G 15 depicts conponents of a typical
i ndi vi dual Messaging Security System (or application |ayer security

system) according tAditiealsdungses oftheinensian Wil bg set fprihdn gart inghe daserintiont an
exenpl ary secuygicH&lbwE ¥d B REEHE bRe6A6SE i e description, or may be learned by
practice of the invention. The advantages of the invention will be realized and attained
by means of the elements and combinations particularly pointed out in the appended
15  claims. Itis to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are not
restrictive of the invention, as claimed.
BRIEF DESCRIPTION OF THE DRAWINGS
The accompanying drawings, which are incorporated in and constitute a part of
20 this specification, illustrate embodiments of the invention and together with the
description, serve to explain the principles of the invention.
FIG. 1 depicts a typical prior art access environment.
FIG. 2 depicts a hardware diagram for an environment using one preferred
embodiment according to the present invention.
25 FIG. 3 is a logical block diagram of the components in a typical embodiment of
the present invention.
FIG. 4 is a flow chart of an exemplary anomaly detection process according to
the present invention.

FIG. 5 is a sample anomaly detection configuration interface screen.



the present invention. 25 FIG 17 is a flow chart of a further exenplary
secure delivery process according to the present invention. DETAILED
DESCRI PTIWi oBetopl ary enbodi nents. of the present inventi ®CTAISS3/NOM2
described in detail. Referring to the drawi ngs, |ike nunbers indicate |ike
parts throughout the views. As 30 used in the description herein and

t hroughout the clains that follow, the nmeaning of WO 03/077071

PCT/ US03/ 07042 22 "a," "an," and "the" includes plural reference unless
the context clearly dictates otherw se. Al so, as used in the description
herein and throughout the clains that follow the neaning of "in" includes

"in" and "on" unl esyd, lg8s £ORKaran &idiMg HHe GlRlESure BF HEE fry Finally, as
used in the description Sherei nHagrld ﬁ?r oluéhout theurgl ai nBX\é’{n%a{y 5 follow, the

meani ngs of " apmbodiment obs secinify leplpacasanhsystea aserifing éq iho eresend inypRijainct i ve
and may be used i ntggchangaahl d’iaé}gﬂn% ot ‘?%ééﬁ ié&xre“df%ﬂ"ekéfnoﬁé&t ates

ot herwi se. Ranges nmay be expressed herei rom "about” one’particul ar
val ue, and/or embodimadnof 4 riskassdsemenp approach hevording taghe pr¢rent inveohomusizgnge i s

expressed, another, e i, men incl m,t he I val ue
and/or to the ouﬁlglre qggl?egit%ﬁ’fl}g‘rge it/l{églaﬁglgcgé?lfm‘g t?‘aprl +r§'ﬁ ty%gﬁ%%%és\g}g‘!f”ﬁsg% far e
expressed as appticed cvatmunitatiody use of the antecedent "about," it wll be

understood that th riicul ar val ue for anot her epbodi nent, It will be
Further under st ood A=tA PHarC iRk Rl SpPRndE bk BERRE TR, pubald
si gni ficant bowith b Feceibditdndurticatibh esingthb erchiesedpoddpictedin FIGrdependent | y of

t he ot her endpoi nt. hit gct f Typi cal Acc. Envi t 15 FIG 12
depi cts an ovg(r)i/ineﬁ@(éi'%ef ﬁg‘ﬁgﬁ%b af‘Igé‘?xf{@‘lf{gg%wﬁglga}soé‘ﬁg‘?\gf%%mgceshsi ng

various aspect agbrdido tHerpeatntimragsrent architecture of the present
invention. At the Message Securi t¥ Syster?é)gNB_S .(e.g., 1205), statistics
can be collected bd&y 18 a flowehartof ap exemplany whitelist maageme Bracesst i sti cs can

be processed Ig&aﬂdidétgm@pesgmdﬁ%hﬁmm MBS, or they can be processed by an
external processor._ An S is an exanple of an 20 application |ayer

security system sudfGadl jia fiRvashartnd on exemplagy infsErogptiaB ProsepCRILiNg P the an be
sent fromone QL APimSed¥em Dack to the Threat Management Center (TM) 1210.
In some enbodi nents, information can be shared anbng MSSs in the network.
In some enbddi ment KIGa 1} depiets pn gveptiewsSafomgtiopdavatheough one preferred o- peer
system 1215.  ¢jpodiment of the threat management architecture.
FIG. 13 depicts a block diagram of the Threat Management Center (TMC)
using one preferred embodiment according to the present invention.
FIG. 14 depicts an exemplary Threat Pushback System using one preferred
20  embodiment according to the present invention.
FIG. 15 depicts components of a typical individual Messaging Security System
(or application layer security system) according to the present invention.
FIG. 16 is a flow chart of an exemplary secure delivery process according to
the present invention.
25 FIG. 17 is a flow chart of a further exemplary secure delivery process according
to the present invention.
DETAILED DESCRIPTION
Exemplary embodiments of the present invention are now described in detail.
Referring to the drawings, like numbers indicate like parts throughout the views. As

30  used in the description herein and throughout the claims that follow, the meaning of



In a preferred enbodi nent, information gathered and/ or conputed statistics
can be sent 25 froma MSS 1205 to the threat notification and pushback
system 1220.03/0Appi i cati on Layer Security System FI G 15 depiraisss/amwgsage

fl ow t hrough an exenplary Message Interrogation Engine (ME) 4035,
described in greater detail herein below. The ME can use rules and
policies to performinterrogation. Input fromthe TMC can be added to the
set of 30 rules and policies 4005. The ME produces a set of statistics
4010 based on its WD 03/077071 PCT/ US03/ 35042 23 recorded history. The
statistics processing nodule (SPM 4025 can process this information and

prepare it for«digpriRithOnincRS birdl rdBkAleTRidsOfhe EaMle R BleaBPdicAdsk to the
TMC for analysis 4030. Information can be sent to and from peers 4015 as

part of the ~ pelberwisgs ddsor #srused intstdepdription bareisyad dwqueheit herdaime al s al so
pushed to to"":il’oﬁéw,ttﬂgm%%ﬁ%cﬁ S Yiis t‘iﬂeaﬁd‘ro‘ﬁahgggéﬁllfleb& xSk G MARGD. The

n
SPM 4010 can so recelve 1nput fromthe peer-based threat notification
syst em and t heothdrwisat FimaBhbauded &yibe dencriBimddregmaridithrougliout e glasdhainal ysi s,

t he SPM 40 C r s POl Cl for. . ve M E.
I 2 depi ot ooy BEERAGoF e oB o DRULEL 63 MR R M 8GR O s
10 conpar ed wi 4nd nkdyGhe uled infeechage@sy udess ithearonment clessly distasssitemeisand et hods

according to the pyesent i.nvention may ipclude har dwar Vi 0
connected to the | otar®® %@'rﬁ%ﬁﬁ?rgsasf“?%e e’ﬁéf&ﬁ?‘kggoﬁghongga%?wgrr%g © %W%ond

| ogi cal | y i nt eraposeshdiet paeaculirivelue f Whenalch agyisk énexpélsedwchotheeethimalithers er ver s
120 and clients 130..  All application related. electronic commyni.cations
attenpting to 'Eﬁlf‘%is fegm ﬁhéag‘gpat“ﬁélhlrﬁgé‘fa Qi the QT pdcyE v 18?%1 ]%ﬁ%’rough
the firewald syBdnomlubétreakgredsedidsgploRiniafiend)by Giat ehed@iccadent?hbodt,Otit will
application | evel securi

ty assessment and/or anomal y. detectj .qn. rdwar e
devi ce 210 ne@d“ﬂﬁ‘ismﬁﬁthﬁﬁwg P‘?‘fﬁ?q?‘ff Vg@ﬁi?@f@n?tﬁgﬁggg%g‘ﬁph t‘!‘i’éﬁﬁ\ﬂéﬁ‘ Tel enent s
nmanagi ng the | @figfstood @IHFHB eRdolne BT et SM@Hiekranded brelsipatfRBMdotH iR el iRinho e and
systens according to the present invention could be incorporated into a

standard fi r evfh¢r eagraimpang Anslepgndeilyraf thexgher fpdPoithown) with equal facility.

I n envi ronrrentAﬁqﬁte&h}.g(;fz‘;ﬂq,i@,lj\uegmmimﬁ,yﬁgn@m the hardware device 210
may still provide applicati’on | evel security assessnent and/or anomaly

det ecti on. IFor convdbi Bhdepicisrm ousaaiop drigfoimption ey thyapgh onelgavir®megoi ng
di scussi on makl?s%ng various aspect of the threat management architecture of the present invention. At
the Message Security System (MSS) (e.g., 1205), statistics can be collected based on
traffic and threat patterns. The statistics can be processed locally by an individual
MSS, or they can be processed by an external processor. An MSS is an example of an
20  application layer security system such as hardware device 210. Detailed information
can be sent from one or more MSS back to the Threat Management Center (TMC)
1210. In some embodiments, information can be shared among MSSs in the network.
In some embodiments, a plurality of MSSs may operate as a peer-to-peer system 1215.
In a preferred embodiment, information gathered and/or computed statistics can be sent
25  from a MSS 1205 to the threat notification and pushback system 1220.
Application Layer Security System
FIG. 15 depicts message flow through an exemplary Message Interrogation
Engine (MIE) 4035, described in greater detail herein below. The MIE can use rules
and policies to perform interrogation. Input from the TMC can be added to the set of

30 rules and policies 4005. The MIE produces a set of statistics 4010 based on its



reference to hardware device 210; however, those skilled in the art wll
understand that 25 the hardware and/or software used to inplenent the
systens awo mmttiets according to the present invention naycrasosie’osn ot her
appropri ate network managenent hardware and software el enments. Moreover,
har dwar e device 210 is depicted as a single elenent. |In various

enbodi nents, a nultiplicity of actual hardware devices may be used.
Mul ti pl e devices that provide security enhancenent for application servers
of a 30 particular type such as e-nail VWb may be used where

comuni cati ons of the WO 03/077071 PCT/U§83/07042 24 particular type are

2\ ocat ed among.hey LA BhEAREES3e YRR ARDIIRE) o5 Al hoGal i St al eoy

such as (1) serral assi nication to each device
sequenti al | y oimfqr@ption adt;)l'anpamste‘ootllmtabhtwnertan:mfdvmtlosgefrtlwaspm backa® theal ancer

t hat i t d t

bur den. A s ngrYCaBUHBLRbSE 1hRsh e B heabR BE Rt srgziéibeﬂsaﬂ%}‘th%e

appl i cati ](c)n sepeeebaswnﬁeax nmrﬁcaamhydem Diformyion 3ralsy ppmamrt?tz)lteaverdbamseutce
t of a sSi i on e odi.nme r

dovi ce. 310" irayuits e PuBRBunhiRk st dead: s SET b0 o s e R FOmOPe 20

si Zﬁs The hal’ﬁl%ﬁbiﬁeﬁiﬁl\{éa@ﬁot%ﬁhcﬁ@@st&ﬂgﬁgﬂlfeltlﬁbﬁt@dsh\bhcﬂ(hystélﬁd Baskd b u@orrponent s
such as power supplies, processors an i sk arrays for hi bility
and scal abi | i tS‘/‘StO“MT'\é‘dH%’#%Fhé SEM/E(HQ °2'1®rei‘1‘ﬁ§)e‘i’ 5&&}8 P§§_9*|‘@§} P%SIPQP@?at ors
for enhanced pgggkor mance of encrypted nessages. The hardware device 210

wll include a system grocessor potentially including nmultiple proceSS| ng
el enents where eactFlfrdeepics 'h@P@P@?ﬁh@"%&aoﬁ@%ﬂ%B’Ftpé‘?ie‘?}l"é"enuon

I ntel -conpgji blg, F&%ﬁﬁﬁf} PliRd Jc@és%n@fo‘ﬁ%@ﬁ@@g\s&&énﬁ%n@tmétlﬁﬁ§Ecc@ﬂf?ngl:fgl\m UM
[11 or 15 CELE Intel Corp., Santa Clara | ass processor

al ternative pr@ee@sm mvention maygndideradBRAARE degis ZM) eonpesfed tortke lopd| o Al t o,
CA) could be usgd,ifc m&wo&@paﬂasrﬁﬁ@rﬁ 16812 ROGRC @gﬁ&%ﬁ@atb% weRf I i ty

enhancenent func ona urther escr | ow, nma e di stri but ed
across nul ti pl Brepubspssi h@aekléwdm@ Serdeel?toeﬂnmchqm&)h?’Qsalmpwaémrﬂlaﬂrﬁay refer

to (L) @ Process i nth A brR ik Rl fouyOhie AREABRLARIARG! Ul 2

pi eces, of har vvare lece o dwar e er (1) or
(2) as thé&s comdtendk tholightbe fxfélwelllsmtaimmoaurdmmedeo the bardoatediemiay 81 Gafor SDS t hat

S?g:c gr :, 28' g?ﬂg O%ﬁ x}g#[o%tle%('ﬁpse%@ é\%n?ﬁrs%erﬁrz}gd/gr z?n%pnglg/r&éte%n(g)nr ?d\%r evrllées‘ZIOI n one
need not be physically separate from existing hardware elements managing the local
communications network. For instance, the methods and systems according to the
present invention could be incorporated into a standard firewall system 140 or router

20  (not shown) with equal facility. In environment not utilizing a firewall system, the
hardware device 210 may still provide application level security assessment and/or
anomaly detection.

For convenience and exemplary purposes only, the foregoing discussion makes
reference to hardware device 210; however, those skilled in the art will understand that

25  the hardware and/or software used to implement the systems and methods according to
the present invention may reside in other appropriate network management hardware
and software elements. Moreover, hardware device 210 is depicted as a single element.
In various embodiments, a multiplicity of actual hardware devices may be used.

Multiple devices that provide security enhancement for application servers of a

30 particular type such as e-mail or Web may be used where communications of the



include RAM as part of the primary storage; the anount of RAM m ght range
from25 128 MB to 4 GB al though these anmpbunts could vary and represent
over | appiwg w3®e7osuch as where security enhancenent accor dCTgD&010AE
present invention is integrated into a firewall system The prinmary
storage may in sone enbodi nents include other forns of nenory such as
cache nenory, registers, non-volatile nenory (e.g., FLASH ROM EPROV
etc.), etc. WD 03/077071 PCT/US03/ 07042 25 The SDS may al so incl ude
secondary storage including single, nultiple and/or varied servers and
storage elenments. For exanple, the SDS may use internal storage devices
connected to the.system pr r. Iln e i [ i ocessi ng
el enent suppor At z\rtt)@F af a@%é%%aﬁﬁq%ng%nﬂ@ﬁgggﬂééfb gﬁgta ?%ggﬁt{m;ﬂ,og%g ocal
hard di sk dri verakegpaychae (Maedks atsippnmeeabandssigns a comageicatontth eacBldByicand a di sk
operating system executi . on such a singl rocessin | ement act as
a data server Sre&%eéﬁ*‘e‘?%‘b‘ (gﬁ‘aa g‘g Mg %fjiq“nkar w&é‘?ﬂ‘%@g&(ﬁfgvﬁrg !Oa?P 361\7\51(167 thyt2 gﬁ%ncfer st ood
by those skil | gtbniudiki@ontd thé Baticettagddipbi arrent deévitk burntah.i ARinglesiedice may he
security enhancenent processes and systens according,to the present 10
vent i o' iy BEMROGHIERIGESS By Ss EURlF BRBeaTA S e iR e PVt T o ce
serving as S%ﬂﬁﬁ@%ﬂe%ﬁ&h@@&e&@fty foh e sipRSapplithiidretvef pat ed data stores
accessi ble through a unified managenent system whic toget?‘gr serve as
the SDS; or nultiplld OP%%?%‘HB%’thaH’g‘tﬂée deé‘tcﬁﬁé%mi“hh‘? yragiaauted dgldased) e

through di spar gt FBRARSEITEHL 215 ¥Sdse The hatdhvE a8k 310 ca® BB nBERedWENt S be
collectively viewed as the SDS. The various storage el enents 15 that

conpri se the piesident comperfintssuehgsgoner upRliespmogesspryd diskarrayy for higk at ed, or

di stri but egy acfQ55iRy Ul s@fabil®, FHe\Haraard RERE b RNRay ilBRSESHYTLSCt Ure of the
secondary storage of "the systemdata store may vary significantly in

di fferent enbowceterntoss for pnhgaed patforaniksdif remyRicd matsagsase(s) are used to
store and mani pul atﬁ]ethgﬁi\&‘il?et@e;vick Ql@@ﬁﬁnéh’&m ‘S@E&%‘S@DEB%%?%&Q”%‘CW{“

rel ati onal 20 dat abase nmanagenent systens, s ite Plains,
NY), SQL ServemultipM processirfg elenRathmired; eavtiproceAsi@ESSMEM reaydsshpportRédiaond, WA),

LS 07 1, B Pl O S AL o0 2 o

(Sybase | nt5, CEDERONI(Idt& Cogh)SantmeCiarheCAseahs processon elernaine piotdss@s wathi ety  of

storage devi Cez?s/élitrla§PARC (Sun Microsystems, Palo Alto, CA) could be used in other
embodiments. In some embodiments, security enhancement functionality, as further
described below, may be distributed across multiple processing elements. The term
processing element may refer to (1) a process running on a particular piece, or across

20 particular pieces, of hardware, (2) a particular piece of hardware, or either (1) or (2) as
the context allows.

The hardware device 210 would have an SDS that could include a variety of
primary and secondary storage elements. In one preferred embodiment, the SDS would
include RAM as part of the primary storage; the amount of RAM might range from

25 128 MB to 4 GB although these amounts could vary and represent overlapping use such
as where security enhancement according to the present invention is integrated into a
firewall system. The primary storage may in some embodiments include other forms of

memory such as cache memory, registers, non-volatile memory (e.g., FLASH, ROM,

EPROM, etc.), etc.



25 servers that may include one or nore standard nagnetic and/ or opti cal

di sk drives using any appropriate interface including, without limtation,
| DE and SgBl03/0fm7s0nme  enbodi nents, a tape library such a®CERELy0®4X80
(Exabyte Corporation, Boulder, CO, a storage attached network (SAN)

sol ution such as available from (EMC, Inc., Hopkinton, MA), a network
attached storage (NAS) solution such as a NetApp Filer 30 740 ( Network
Appl i ances, Sunnyval e, CA), or conbinations thereof nay be used. In WO

03/ 077071 PCT/ US03/07042 26 other enbodijgents, the data store may use

dat abase systens with other architectures such as object-oriented,

spatial, object-rel qu%l

i npl enent ati ons suc ’ﬂ% as Jls ggé%?é@?égts%a% ldﬁﬁgm rrlnéltltlﬁﬂérz{é of such
ar chi t ect ur es. vadigd lersigrs emdwsi@mgeeelqmmoécbh@@nmthgwsdm}auss @ﬁml§t0®agqer t han
database 5 MBNAQKIERluBYed & SUER PRefol AR BRIEnd %&e%@fép\ég&s%

procedur e and/ Or process e retrieval serv
and/ or processelefrenttsingorts allhef tBOScunity etlsx@ceanenc fumti anality onlocd] handyhs(kfdnseuc h

approaches in an|2|n its secondary s e, ar.chite t re. The hardware
o 0o D30 twoula” Rtvssdfle bR sronies of oS il 580 et Hote OBty .
W NDOWS 2000 oén A&N@@A@Y@ﬂ&)@&mg&len(dm B0 hi 3 ddfeskiven ekceivib@ aerviGagari s

(Sun M crosyst ms, Palo Alto, CA), or LINUX (or other UNI X variant). In one
preferred enmbo PSS he har dwar e devi ce 210 i ncl udes a pre-| oaded, pre-

configured, and hargenest dEesto0®BY Moba Wil $i mghbﬁSJEdleldlfwﬂerEhﬁ@BﬁEbr( Fr eeBSD,
Inc., http://ww.freebsd. org ?1 In this enbodi nent, &‘PUNl X kernel has been
vastly reducebsed @ thesecarityeg %ﬁ“@ég@ﬁ?ﬁs%ﬂanﬁébé?fen&&% 80 NIRREEIED net wor k

services, and RP¥nuba xﬁalyrb@%gmﬂ,l/ bt phykiBaly segrefidd \wmyhgmgnefd@vw@@mﬁg dsy
enhancerrent processi ng. The operating system code has been si gnl ficantly

nodi fied to el sesprianesteragafer thy S Iﬁélrﬂalslwliﬁﬁié@a storss pecheRitiy thigyeh 2 upidied

har dwar e/ oper a DL | he2 BRYOR th@5Bs S& mifipls Rt bR BRY be
i ncluded to su%%@te tﬁes?%%elgl reléitptggeéess for tt he pur posep of %g‘?lf |tgur ation,

nmoni t ori ng andstores indpiisdtuallngccesaible theugledispaire mapigamertpysiens, baichryiiged 20
via an Internef, | MJiRhd &rbegsﬁeéace& Me%@gs%e FPBei*ﬁgm,ouéﬂﬁAm gPllepipche HTTP

Server (Apache Software Foundati on,” Fores an | Planet Web Server
(i Planet B c:orhmowr@mhgphxsml architegure of theeiRcmpebeenirallydecatadpoint ai n Vi ew,

CA) or ot her The e-mail services nay be
supported via antng%?iugcrx\ﬁl?i %Fd'? clroga;t Rednond, WA), sendnail or

ot her suitabl e e-nelhe zsdm\zcanre oSthEmecondary storage of the system data store may vary

significantly in different embodiments. In several embodiments, database(s) are used
to store and manipulate the data; in some such embodiments, one or more relational

20  database management systems, such as DB2 (IBM, White Plains, NY), SQL Server
(Microsoft, Redmond, WA), ACCESS (Microsoft, Redmond, WA), ORACLE 8i
(Oracle Corp., Redwood Shores, CA), Ingres (Computer Associates, Islandia, NY),
MySQL (MySQL AB, Sweden) or Adaptive Server Enterprise (Sybase Inc.,
Emeryville, CA), may be used in connection with a variety of storage devices/file

25  servers that may include one or more standard magnetic and/or optical disk drives using
any appropriate interface including, without limitation, IDE and SCSI. In some
embodiments, a tape library such as Exabyte X80 (Exabyte Corporation, Boulder, CO),
a storage attached network (SAN) solution such as available from (EMC, Inc.,
Hopkinton, MA), a network attached storage (NAS) solution such as a NetApp Filer

30 740 (Network Appliances, Sunnyvale, CA), or combinations thereof may be used. In



25 enbodi nents may include one or nore automated voice response (AVR)
systens that are in addition to, or instead of, the aforenentioned access
servers. Boak/HOanm7AVR system coul d support a purely voi ceCaltspsame2 dri ven
interface to the environment with hard copy output delivered

el ectronically to suitable hard copy output device (e.g., printer,
facsimle, etc.), and forward as necessary through regular nmail, courier,
inter 30 office mail, facsimle or other suitable forwardi ng approach. In

one preferred WO 03/077071 PCT/ US03/ 070424 27 enbodi nent, an Apache server
variant provides an interface for renotely configuring the hardware device

210. Confi gur a&th&%mbﬁ@iﬂlek@%@@ata aB/ v, g SsE B \GsERE Wi offePYrcHRLurddST NY

sonme form of renote access device or tware. I'n one preferred enbodi nent,
SNWP i s used twcbemm@@rpeeruwdﬁmtlaln@bji:cttmlatmel i bigrasehical ar Bavussodreer r ed
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retri eve |nformat comrands to} romtha ﬁardware device 210. Such a
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Depending upon the hardware/operating system platform, appropriate server

software may be included to support the desired access for the purpose of
configuration, monitoring and/or reporting. Web server functionality may be provided

20  via an Internet Information Server (Microsoft, Redmond, WA), an Apache HTTP
Server (Apache Software Foundation, Forest Hill, MD), an iPlanet Web Server (iPlanet
E-Commerce Solutions - A Sun - Netscape Alliance, Mountain View, CA) or other
suitable Web server platform. The e-mail services may be supported via an Exchange
Server (Microsoft, Redmond, WA), sendmail or other suitable e-mail server. Some

25 embodiments may include one or more automated voice response (AVR) systems that
are in addition to, or instead of, the aforementioned access servers. Such an AVR
system could support a purely voice/telephone driven interface to the environment with
hard copy output delivered electronically to suitable hard copy output device (e.g.,
printer, facsimile, etc.), and forward as necessary through regular mail, courier, inter-

30 office mail, facsimile or other suitable forwarding approach. In one preferred



25 and denial of service. Application specific IDS 330 provides real-tine
nmonitoring of activities specific to the application server. This may al so
retri eve wofepmati on fromnultiple |ayers including the aoplisoabioen | ayer,
network | ayer and operating systemlayer. This conplinments a network

i ntrusion detection system by adding an additional |ayer of 30 application
specific I DS nonitoring. WO 03/077071 PCT/ US03/ 07042 28 Application
specific anti-virus protection and anti-spam protection 340 provi des

support for screening application speci flzg comuni cations for associ ated
viruses and/or spam Policy managenent 350 all ows definition of corporate
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what application specrfic® conmunications are sent, copled or ocKed.
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The application security syste rocesses. i.ncom ng conmmuni cati ons, gnd
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indirect attack. Electronic comunications attenpting to enter or |eave a

| ocal comuni PAANGHEY clicat HARIRE BN HWTPEHE BHRETR alsey CRdwEasonYeRYFM i on for
assessrrentﬂ.o Theok&sidh behAfandiBMireR% ASessment can determine if that nmessage
! ek I2E.

wi Il be delivered to its intended recipient. An inconing or outgoing
communi cat i on,Apphidatign baemElgetroni¢dGammuniggtionSeewnitydiphapcementecurity system

2, PRSPl OISR Ry 1120
may be an HTTRnhangeresit system asspuingdo the pGERHERentipu dde owerall enplysissieporting FTP
and monitoring functionality is represented by block 310, and anomaly detection is
15 represented by block 370.
Blocks 320-360 represent different assessments that may be applied to
electronic communications. These blocks are representative of assessments that may be
performed and do not constitute an exhaustive representation of all possible
assessments for all possible application server types. The terms “test” and “testing”
20  may be used interchangeably with the terms “assess”, “assessment” or “assessing’ as
appropriate in the description herein and in the claims that follow.
¢ Application specific firewall 320 provides functionality to protect against
application-specific attacks. For instance in the context of e-mail, this assessment
could protect against attacks directed towards Extended SMTP, buffer overflow,
25 and denial of service.
e Application specific IDS 330 provides real-time monitoring of activities specific to
the application server. This may also retrieve information from multiple layers
including the application layer, network layer and operating system layer. This
compliments a network intrusion detection system by adding an additional layer of

30 application specific IDS monitoring.



25 command or response, telnet or WAIS interactions, or other suitable
Internet application communication. The automated whitelist generation of
the presewDoBnv®nti on all ows the system to autonaticallyPcrasosorand/ or
maintain one or nore whitelists based on the outbound email traffic. In
sone enbodi nents, the system can nonitor outbound, and/or inbound, 30 enuil
traffic and thereby determne the legitimate enmail addresses to add to the
WO 03/ 077071 PCT/ US03/ 07042 29 whitelist. The software can use a set of
metrics to decide which outbound addressgeg are actually legitinmate
addresses. A data collection process occurs that applies one or nore
assessnent stratggiies: ta.t ecel AL 634 ] | 4 queue
interrogati on.ap'§ éggthongB%chmglﬁgrg%g%g%ge ang‘hggéalcn? bteegn%nm(g)er{r%‘?(:l&bel ow
provi des t he datsappwt foestréening applisationmpedific gommuraeasions for esspaiatedeyiiieehi ment .
Al ternatively, tathgloggsa%ssrrents may be perfornmed on each received nessage
in parallel. A separa‘fe'processi ng el enent of the system processor woul d
be responsi bl @ fRicapahagemgnt8a0 hllavesdesisinion bf ¢ovpdrite poledmiwitdesprgdsthge. | n
ot her errbogi nment s, 'ng:t,tligﬁ'l e. ri.sk agseﬁsmsn S, be.dperfofr.rred on the 10
recei ved cdmmuniREFHGUGH 2R RHOP ANEEHE I MO 7 W%aéﬂ‘ﬁ?tbgcsﬂecéﬁ%h as a neural
network. The aphninaiida@bnsafe eRCtopRaise SRodkdll Executibeataciansss®@nts in the

aggregate, generates one or nore risk profil]es associated with the
recei ved communi SORMBHFAIGHOMPORIAL, PHi§H Jourcst of Viysesand/ar warHis, based upon

the assessnment ofueltRatl®E&tneeintRIMPPELEH quarintied DERFEey gt tdthe SDS. The
coll ected data may be used to performthreat analysis or forensics. 15 This

processi ng may tapRECaEPRsEvesOf @ient MMaik Bassagrs o ORPPtom crR Beblorked Of ved and

forwarded.;gl N ongpRHET 8k BidssaERREH BERlegatBdioldfEpaR ho@$ ELFSMERIWorkBY be
configurably ena& ed or disabled by an application adm nistrator. An

appropri ate confdoggastien-on interface system may be provi ded as di scussed
above in order t k1 - [ LOR: - Leation

adni ni strator.’ A’gp]g%gﬁr%lle&%éfog\%{apgﬁ)wéc%%%egggggﬂﬁ%ég@gt eicgtt?%r ed risk
profil e associ at@thmuridationshisecurady, poteethllydeneragingdiardward avcelerdaon foo det er mi ne
whether it is anomalous in |ight of data associated with previously
recei ved conmmuni BACTBHS® 1 n one preferred enbodinent, the anomaly

det ecti on 19r ocess SFhepplicaied sahoyeasyaad peesses ibashingicabehanitations and

appears to network intruders as the actual application servers. This prevents the actual
enterprise application server from a direct or indirect attack.

Electronic communications attempting to enter or leave a local communications
network can be routed through present invention for assessment. The results of that

20 assessment can determine if that message will be delivered to its intended recipient.

An incoming or outgoing communication, and attachments thereto, are received
by a security system according to the present invention. The communication in one
preferred embodiment is an e-mail message. In other embodiments, the communication
may be an HTTP request or response, a GOPHER request or response, an FTP

25  command or response, telnet or WAIS interactions, or other suitable Internet
application communication.

The automated whitelist generation of the present invention allows the system
to automatically create and/or maintain one or more whitelists based on the outbound
email traffic. In some embodiments, the system can monitor outbound, and/or inbound,

30 email traffic and thereby determine the legitimate email addresses to add to the



25 Dbel ow supports this detection functionality. Anomaly detection in sone
enbodi nents nmay be perforned sinultaneously with assessnent. For instance,
an enbodi wen/omrng a neural network to perform sinultaneousrsassmgsnent of
a received conmunication for multiple risks may further analyze the

recei ved conmmuni cation for anomalies; in such an enbodinent, the data
associated with the previously received comruni cations may 30 be encoded
as weighting factors in the neural network. WO 03/077071 PCT/ US03/07042 30
I n some enbodi ments, the thresholds for yarious types of anomalies may be
dynanlcally deternlned based upon the data associated with previously
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In one preferred embodiment, particular assessments may be configurably
enabled or disabled by an application administrator. An appropriate configuration
interface system may be provided as discussed above in order to facilitate configuration
20 by the application administrator.
An anomaly detection process analyzes the stored risk profile associated with
the received communication in order to determine whether it is anomalous in light of
data associated with previously received communications. In one preferred
embodiment, the anomaly detection process summarized above and described in detail
25  below supports this detection functionality. Anomaly detection in some embodiments
may be performed simultaneously with assessment. For instance, an embodiment using
a neural network to perform simultaneous assessment of a received communication for
multiple risks may further analyze the received communication for anomalies; in such

an embodiment, the data associated with the previously received communications may

30 be encoded as weighting factors in the neural network.



25 The outputted signal may trigger a further response in sone enbodi nents;
alternatively, the outputted signal may be the response. In one preferred
enbodi nenwp o3to®7out putted signal may be a notification t@®@CanEsoan7mApr e
designated recipient via one or nore respective, specified delivery
platform For instance, the notification could be in the formof an e-nail
nessage, a page, a facsimle, an SNWP (Sinple Network 30 Managenent
Protocol) alert, an SM5 (Short Message Systen) nmessage, a WAP WO 03/077071
PCT/ US03/ 07042 31 (Wrel ess Applicationzfprotocol) alert, OPSEC (Operations
Security) warning a voice phone call or other suitable nessage.
Alternatively, sucl, a.RQhiobifrhisofe GoUhHdORr virdud §REEsE AA¥mhiRe nybput t ed
signal. Using SNMP allows interfacing wth networkK | evel security using a
manager 5 andyeajeinally dgterminadrpised wrenlter data assoviatesk Wighpreyigesly geqivyedw t hr ough a
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signal. Such corrective nmeasyures could include refusing  ,acceptance of
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nunbers of i neBemaly e indbvidusdly; which Hay beseueaisden by prplisation IMMAANY e by
internal appligaidpfioaervers. In one preferred embodi ment, an interface may
be provided that allows an application admnistrator to selectively
configure 1a desir eth erepfersed earhedimes teatasetl niskipsofile asspeigjed with thesponse with
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detected the configured respons curs.
communications of the same type. This newly aggregate data set is then used in

analysis of subsequently received communications of that type.
If an anomaly is detected, an anomaly indicator signal is output. The outputted

20  signal may include data identifying the anomaly detected and the communication in
which the anomaly was detected. Various types of anomalies are discussed below with
respect to e-mail application security. These types of anomalies may be detected using
the specific detection approach discussed below or any of the aforementioned
alternative anomaly detection approaches.

25 The outputted signal may trigger a further response in some embodiments;
alternatively, the outputted signal may be the response. In one preferred embodiment,
the outputted signal may be a notification to one or more designated recipient via one
or more respective, specified delivery platform. For instance, the notification could be
in the form of an e-mail message, a page, a facsimile, an SNMP (Simple Network

30 Management Protocol) alert, an SMS (Short Message System) message, a WAP



25 Finally, if an anomaly is detected with respect to a received

communi cation, the communication nay or may not be forwarded to the

i nt ended wesBiomari on. Whet her conmmuni cations determ ned treTHES0aNARI Ous
are forwarded or not may, in certain enbodinments, be configurable with
respect to all anomaly types. Alternatively, forwarding of anomal ous
communi cations could be configurable with respect to 30 individual anomaly
types. In sone such enbodi nents, a default forwarding setting WO 03/077071
PCT/ US03/ 07042 32 coul d be avail able w gh respect to any individual
anomaly types not specifically configured. Secure Conmunication Delivery
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acceptance of further communications from the source of the received communication,

quarantining the communication, stripping the communication so that it can be safely
handled by the application server, and/or throttling excessive numbers of incoming

20  connections per second to levels manageable by internal application servers.

In one preferred embodiment, an interface may be provided that allows an
application administrator to selectively configure a desired response and associated this
configured response with a particular anomaly type such that when an anomaly of that
type is detected the configured response occurs.

25 Finally, if an anomaly is detected with respect to a received communication, the
communication may or may not be forwarded to the intended destination. Whether
communications determined to be anomalous are forwarded or not may, in certain
embodiments, be configurable with respect to all anomaly types. Alternatively,
forwarding of anomalous communications could be configurable with respect to

30 individual anomaly types. In some such embodiments, a default forwarding setting



25 delivery is perfornmed if no secure delivery nechanismis available or if
all avail able secure delivery nmechanisns have failed. In one preferred
enbodi nenwp whe7odel i very nechani sm can include a base ne@carisssnzazr one or
nore security options. The base nmechanismis preferably instant nessaging,
SMIP, HTTP, or FTP. One skilled in the art will recognize that 30 other
commonl y used delivery nechani sns can be used as appropriate. Delivery WO
03/ 077071 PCT/ US03/ 07042 33 mechani snms can al so include a security option.
These options can preferably include SMBP notification with HITP
presentnent, S/M M, PGP, TLS, SSL and conbi nations thereof; however,
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chosen for use with the received communication 5010. This mechanism is chosen

based upon a prioritization of available delivery mechanisms. An attempt is made to
deliver the message according to the selected mechanism 5015. If the attempt is
20  successful 5020, the process is complete 5025. In some embodiments, the selection and
delivery attempt process can be repeated with an additional selected delivery
mechanism upon failure of the attempt to deliver. In some such embodiments,
repetition can continue until successful delivery of the communication occurs or all
available delivery mechanisms have been attempted. In some embodiments, insecure
25  delivery is performed if no secure delivery mechanism is available or if all available
secure delivery mechanisms have failed.
In one preferred embodiment, the delivery mechanism can include a base
mechanism and one or more security options. The base mechanism is preferably
instant messaging, SMTP, HTTP, or FTP. One skilled in the art will recognize that

30  other commonly used delivery mechanisms can be used as appropriate. Delivery



25 delivery of communications to that recipient. In one preferred

enbodi nent, each delivery nechani sm can be associated with a rating. The
rati ng cawoms/bmsed upon various criteria including delivecyeshshmuency,
delivery cost, delivery security and conbi nations thereof. In the
alternative, or in addition, an adm nistrator can be provided with an 30
interface for designating a prioritization of the plurality of delivery
mechani sms. The WO 03/ 077071 PCT/ US03/ 07042 34 designated prioritization
information can then be received fromthegsprovided interface. A
configuration specified by an adm nistrator can, for exanple, be used to

specify a def@é&h&mmg Ghla sb%@mderas&fungﬂdpwﬁ I ¥neRP herﬁﬂb émgaréf@raﬁ?”??clude

enbodi nent s, termnation is nade conmuni cati on
requires securséd"alémtlf@nyon WiteHTEY piesentment, YMIMECBEB, Hel, SObayd can be

deter mined i1 IRl e HENR0ASE AT HeSaH 000l SUFESechnolory

conmuni cati on coniruni cat ron reci pl ent I'gurati ata-or
conbi nat i on ofaskoown bypthese. skilltlén hontt enitld bé applied. cdetivaryi meshamsmsecean ubgeanpar sed

for indicigi ”ggr%%%l!ﬁé‘%egsege%bél Pirg%nonﬁeec% e, A%hhntEr. %vel@ﬁ%@@ﬁ%e\%ﬁﬂue,

conmuni cati"on speci as requi'ring secure I very based
upon the parsiog coﬂibmaquarcsflthegwoaim @mepmfobdmrmd dhyamﬂplblydﬂg/etyrmcomamsmnre
filtering rules atlon erin nltules can be

based on contcéﬂi’e S ez%’ﬁ?‘?é gﬁe Cogﬁl?ué‘é% 101 seogfcﬁi ae%rf deter@lmegtr% nb8i ci a one

skilled in thealeflt cosfiduhtioh ®F Qi @i oRSthErpehl opr| ate. In sone enbodl ment s,
the parsing may be limted to a ader orti @f t he conmmuni. CZ on such
8 seectigp Pk TR sl

as the header port MiFIGHNGRHSCENPRCUYGRAECHIRIED, dst or

response. e deReRind€ch FATIMABieGArO1iveH nkehMRAGIahl @ Pridstizali@nsfisuétng secure
delivery if one or nore predeterm ned keywords are parsed fromthe

recei ved conmIRFCRaRisHh, T‘theieﬂ'%'“ﬁé%.‘d‘é? PrigEzagm cap Hki%cfmbﬁfl“?eﬁtsé’ﬂﬁirt ion, the

source or r e%oﬁé&{éhtl}%uﬁ N 2 PIABNINE 3d1dcABn prRBest SudhS6 th the cABbLES BdfAL Secur e
delivery. For instances, al | messaged to a particular recipient or froma

particul ar souriogtizasign hapeeriabychesks warkabdity aisparticylar AelivgrydBedhirtsaeiniticer v
Further, configuakfiRa b?%@de?dﬁh@n%ﬁ@ﬂh@xy arfthoSd MR fiSd S@hQWvailBle from a

conmmuni cation source, could serve to designate a particular communication
for secur e15delmﬂﬁbmysm'lﬂ16 p’f@mwm@mrmw can be configured to use or

attenpt to use any i, GO kOGRS ALtk R healfishBNRI ARG security

for a conmuni cat i on
based upon a rating associated with each delivery mechanism. The prioritization of the

delivery mechanisms can be retrieved based upon the recipient or the communication
source. Additionally, in some embodiments, the communication source can be

20  provided with an interface for designating a prioritization of the plurality of delivery
mechanisms. That prioritization information can then be received from the provided
interface. In addition, or instead, an interface can be provided to recipients that allow
the recipient to specify a default prioritization of delivery mechanism. This
configuration information is received from the provided interface and used for secure

25  delivery of communications to that recipient.

In one preferred embodiment, each delivery mechanism can be associated with
arating. The rating can be based upon various criteria including delivery efficiency,
delivery cost, delivery security and combinations thereof.

In the alternative, or in addition, an administrator can be provided with an

30 interface for designating a prioritization of the plurality of delivery mechanisms. The



25 delivered. Recipients and domai ns can be associated in a database with a
variety of secure delivery nechanisns. The delivery mechani sns can be
prioritiz«oa®7descri bed above. A prioritized order can PeTusesiowased upon
the delivery nechanism the base nechanismof the delivery mechanism the
security option or options of the delivery nechanisns or a conbination of
these factors. In one preferred enbodinent, the 30 prioritized order is
based upon security options associated with the delivery WO 03/077071

PCT/ US03/ 07042 35 mechanism from highes4q preference to | owest: S/ M M,
PGP, SWM (Secure Wb Mail) with password and random URL, TLS or SSL, SWWM

wi th random UglsizreR8 prisitzati@Finfmhdth cah thewibk keckiEd@éth 2 prévadedahtediceat i ve
orders of priori %/ can be used. Such alternative order can inclJude all,

sone, or noneAdgfonfipwratieaspecafieddlyiap afminiates rins FRs cxamRleG e Ysedig sRecY f one

preferred embae o BaRATHAIR hithh¥ish! 0cess with a defaul t
prioritization based upon security options of PG, S/MME, TLS or SSL, SVWM

(With or without lisemeambodmentsatdetsmination s madeas lgabededhein FIG 17. A
communi cat Lon ] ecel . [ : AekiiveS danHeChani sm
occurs acc%r df:!?\xgmf] {é)lg%ﬁ)ﬁ%qfr%g?u({f %CF %@&a&?‘ tg r%{u}rglpﬁﬁ?g%t% l|1 o?k%‘}é%rs ea(r:1 E;rg ity
options as degetetngited in astmpe of $0Fs basddlEpon SeMEUNicativg SEUSS cCoMmYBICAIO nat i on

of avail abl e seque AehbShidn ABEORNLHFBNARGHIR, o SUBRIRRSE btk oot e

sel ection as folTo I plent capabl e recei ving a
communi cat i on Tus tegenP@Rhe c@ssayetion val begrosey fiir iimgir?a n8itadrg d desisofor use t hi s

mechani smto encr . the_commni.cation. and fo . A

communi cat i on S‘fcé)‘r%/cﬁl!ver%‘cpbel ATV SO Bw%i an [h\gﬁ kgfr;elfsﬁlefl Eg‘%@égf'%%éﬁﬁc i s not

ﬁif’ﬁ gl g/ ﬁaf‘ (I\)/EGBeli\ieSy ﬂsarg?i lf[ﬁfi i }ﬁﬂ;ingf dhe ghreingiaznotiequbmdd@yappl@g{wné math ion
nmessage, | evel encr i,on~ . S0, use this,nechanismto

encrypt the c&ﬂ%ﬁ&?%i“ﬂﬁ Q¥ fF‘{?F‘(ﬁ&Fameé‘C%‘w& Qlﬂ'f Qﬁefg@rﬂﬁﬁﬁf%‘é}ei%ﬁa&‘} t he

recipient in gb@eheot@bhmdhldatce, redfihtadeohédvhdifa aneskildvatbeahlveuld s t he

reci pi ent capabl e of receLV|gg a comuni cation usin %gh_ar TLS, channel

| evel encrypt I§AFNZ] SEBYPPTHC- 3 ORI empoimenty UiRITHE 182&’ Epigg;to g feader

conmuni cat i on ;6hRARBEIhe RAAMLAENRE JudhnR teHEBAR b6r@bA 6ant SMTP8-mia@Ghd3ba@Bt i N

step 5150.

15  oran HTTP request or response. The received communication can be specified as
requiring secure delivery if one or more predetermined keywords are parsed from the
received communication, or the header thereof. Instead, or in addition, the source or
recipient of the communication can be used to determine secure delivery. For
instances, all messaged to a particular recipient or from a particular source could be

20  designated as requiring secure delivery. Further, configuration data submitted by an
administrator, or from a communication source, could serve to designate a particular
communication for secure delivery.

The present invention can be configured to use or attempt to use any
combination of message-level and channel-level security for a communication to be

25  delivered. Recipients and domains can be associated in a database with a variety of
secure delivery mechanisms. The delivery mechanisms can be prioritized as described
above. A prioritized order can be used based upon the delivery mechanism, the base '
mechanism of the delivery mechanism, the security option or options of the delivery

mechanisms or a combination of these factors. In one preferred embodiment, the

30 prioritized order is based upon security options associated with the delivery



[5135] If PGP, S/M ME and SSL/ TLS do not apply, is the recipient capable of
recei ving a communi cation via SWW? [5140] If so, copy the conmunication to
t he SWM swowsm7and generate a notification for delivery taTiuses/hmended
reci pient via step 5150. In sone enbodinents, the notification could be
subject to nessage |evel and/or channel |evel encryption. WO 03/077071
PCT/ US03/ 07042 36 [5145] If no secure delivery nechanismis avail abl e,
deliver the conmunication via an insecure nechanism [5150] The

communi cation is securely delivered. In me enbodi nents, a | oop back can
occur upon failure of delivery in step 150. The | oop back woul d | ead back
to the next avaijl abl e.mechani r 0 f & rvlnst ance,

i f PGP was deﬁgf%%ﬁgdﬁ? %‘%@gg@gfggﬁﬁ%em E)O{}t% Stdgﬁl\lykeér] ;?TG é?Wé\g?SetcErg Wéfb(r)lop back
woul d re- ent eMdilheithpassess! aat ratiep URI]L TLS@r §8L SWMheitiasaadéra BIRL. tQneof

SSM M. 5 In sugh, alternatives.. the decision.to pro t e t stepis
based upon suélélg%dsmét?e ar(f%'}ulrﬁcroéh%? 3tezﬂfe\r/ngﬁ‘§e ?rﬁesrf 8§W°g$f&8rb%iutrs1&a Irtion tg,
avai | abi ity afterhdize paiet ¢cahiihcddeadicsonie! yr noaPbdf thérseciire dalivhiry imechanivms i n
alternativ eﬁ}‘ol\%ii nments, the insecure delivery step can be totally renoved
or substitadtedS§ ##9V% | oop back to step 5105 and continue checking for

avai | abl e secure dpldn¥greferrddehdodis@nt, WEdcute deleery protessingth aidefagddi tion, a :

constraint could 10 be place on such a | qop bac at e .only
occurred a fi REGFitTaHBERISHEuROp ﬁi%‘“&’roPt‘B’?fc‘ﬁ dg/fm_%fééggi %&R"g&f‘&’od. The
present i nveni} @ihGBseP RRhdHtiBation IR RSN ALPivte®in FIG! 17. TA 68H&GAiEatidh N, Ot her
net wor ki ng adm ni strati on nmethods and systens as di scussed _herei n above and

bel ow. The f &C°Eyof HPOc Seipesiosof 8 sepuredslivesy BSERNISMAFEYE perRTdRETOHR
i ncorporatgd hpbiiddeRul pRsSYatidmof sSBUFR dptins LUeFicleBHPiiEIRSAD£ 8113, 58x5, can be
configured separately or in conbination. Secure Wb Mail (SWW) SWM service
can send a nothd $3at Aolstammigheeofiayailablesequss dakiveryimashanimsRecyry a  secure web
page to accesg,an &fivdliftthe @&ﬁ@lgﬁsfo 1 the provided link is followed,

the recipient’s browser can establish a secure connection with a server

cont ai ni ng t hé516] or i gj Indlie rawpisatgapablEd rereynggecoaminicaten dsing RGRved

securely. The user acceégssg%lévgp%m%ﬁgrﬁge t hrough the browser connectjon
can al so be secured by| appropriate

[5110] If so, use this mechanism to encrypt the communication and forward the

encrypted communication to the recipient in step 5150.

[5115] If the recipient is not capable of PGP, is the recipient capable of

receiving a communication using S/MIME message level encryption?

[5120] If so, use this mechanism to encrypt the communication and forward the

encrypted communication to the recipient in step 5150.

[5125] If PGP and S/MIME are unavailable, is the recipient capable of

receiving a communication using SSL or TLS channel level encryption?

[5130] If so, use this mechanism to encrypt the communication channel and
forward the communication to the recipient in step 5150.

[5135] If PGP, S/MIME and SSL/TLS do not apply, is the recipient capable of

receiving a communication via SWM?

[5140] If so, copy the communication to the SWM server and generate a
notification for delivery to the intended recipient via step 5150. In some
embodiments, the notification could be subject to message level and/or

channel level encryption.
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25 In one preferred emwoadiSomonos2 an
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aut henticati ¢

at a

o+ avtHhent-cat-aon—by—ust-Ag—a-Hserrarefpasswora—or—securel D
L IRBE hani s e CQBWRHNKASTS SRehiely d5iverRd: prelsg:'?ai nvention ¢

an  be

Containi ng ho. br BSEF SPRRRTeT 1o SoRF LR Ben IOt OV AY BAEPo

containing t

ssage

nor e

processi ng el aMNtThe 1ddpack whilo a8 SidkJo e BRI 5iladRmdBaridh bit@ftheldhe Syst em

processor of the present inventiqn, o t hey can b arately proyided
with a communi®hfaledh Formstapes HECH YareisieTned e Q?&Eﬁﬁlb?e@‘é’%gﬂ&d R either

case the receigspbaSiORBUR rLeHdr@iR précesR k@ 5113 th eenidie Hailabilitg ob BASEME,
invention, or sone storage associated with the separately provided 15

processi ngd el &hish altermgiives, frederisian ixprogeed PG IGE SEM S basArBrR LSESSHH can be

used in sone eRROM RN ink@addE NG iR h&itidieo UBkilabIRYBNVBE parBtis’seiipdi ment s
can generate the URL I ndependently of the copy |ocation. The SWM provi des

for secure prepton feaddiddn, pihia altesaative etibedimauin teeinpesire delivesygeP eaddeopri at e

encryption us it(ﬂ%%ﬁxﬁ?eg]v x :s@o\émuteﬁ '&ﬁ{h%%é(ﬂhcfc fo %é’l_s 1?; '5@{ %ntiﬁ& ReMidFor PGP,

etc.) and/or c encryption (e.qg., . I'n one” preferred
enbodi ment, S8tailzblanemaire debivarly meplmmispisjuotil ape is/fesnds én addiion.caceonitrajntgptliion f or

' encrypb; ol Bulld GEOG0 AR Phibpe P SEHedbR, - frdl R NALE FRNE 0T 1o
invention; i noeddict fon,fixedtimepgicdad, the system processor can obtain such
keys froman appr Oﬁlﬁé f)artcseen iE’%\r/eeljtignr (i:aal?llaéerate independently of, or in concert with, other
networking administration methods and systems as discussed herein above and below.
The following components of the present invention can be incorporated into the present
15 invention. Once incorporated, they can be configured separately or in combination.
Secure Web Mail (SWM)
SWM service can send a notification message to a recipient with a link to a
secure web page to access an original message. When the provided link is followed,
the recipient’s browser can establish a secure connection with a server containing the
20  original message. The message can then be viewed securely. The user access to the
message through the browser connection can also be secured by appropriate
authentication means. As non-limiting examples, the authentication for the user access
may be based on a random URL, username/password combination, SecurelD, or
combinations thereof.
25 In one preferred embodiment, an administrative interface for the recipient can
be provided to configure the maintenance of read and unread messages. As a non-

limiting example, the system can be configured to delete message once it is viewed.



25 trusted and aut henticated) key server. Server-based PGP Enbodi nents

i ncl udi ng server-based PGP can be programmed or adapted to send and/or
recei ve swowafimased PGP nessages. Server-based PGP can b@Coasds/nToe42
environments where it is desired to provide confidentiality, authentication
and 30 assurances of nessage integrity. This functionality can be

i npl emented using a PGP WO 03/077071 PCT/ US03/ 07042 38 toolkit such as PGP
Freeware (Massachusetts Institute of Technol ogy; Canbridge, M) or

provi ded by Network Associ ates Technol ogyy Inc. (Santa Clara, CA). One
preferred enbodi nent can include a configuration interface to adm ni ster

the domai ns and/ or pdsELE rdchaint 6B MSEAR (8 BLAdH Vel 62 EWM TRAAEBESiMSEag t he
PGP/MME 5 format. The administration interface can also provide facility

for public-keyberganeigiedrentka Yk creaied hving it THer eppreplerthe VRlenti on can be
configured to _@@Q%&&gm@/msggﬁé%%f@§m& ES AR @! T f&¥entTRAGE f Or

t hose recipien or € donai ns a are specified to require PGP/ M ME
message- | evel cenegenepté ane-myihwith siei WRs ensldsed m inrich pr ¢-yailsarbsused &y use in
encrypti on caily g JValafe L ACRLL Yl bl Ll BDRcREed i Befigent 10

i nvention; i n addition, I nst ead, e system processor can obtain such
keys from an eappdmenisate piopide haditidylalauthens¢agidn byrdsizg &t isernaimepasswprdeary
server. Incomn ssgges |.n on referred odi t
invention, if ¥ %’é%ea& f'té%bono?]ec 9 rrgri"hesmg? e'&ﬁ%ﬁ%ﬁ%ﬁé‘a ﬁ%g'setsngg%g{élgﬁ%gne

mat ched i n t heedahfafidsioperf@m aei qaitenticadon bkdoraidisplaging thelbesR(ERP corgainingi St |
then the message, can Qe decrypted using the correspondi ng public key.

Aut hent i cat i or"POFiE '8knder “can al so performed. Outgoing Messages In a
pref erred wrbodi mermhe SWM cireécQit€on 6r Rde Bandk Procedsing RlemehgoThgge MTESSage

can al so be checked against a PGP user list. If a ci pient or. destination
donain 20 mat GHERESHNE eMeHAR b PRl ihe 1ySiSRyFitonersog of (e PRIFTBIRSTIORO) | of

then a new capgah&atdpaniehAproigedwRinh eshmmGhif@ioh nek BXeRéd dvém bad et . The new
comuni cation can be created using the original filename with a g%p

extension, or YHABPresEIsPa D Bither gase HYy TERSHEE REPBHNICHIN &t capiedde SR DS pr ocess
conpliant W t hyt hesAPRLaRich Sorhé Ab1agOdssockAdl Wied ihY Sdpafaltfy FoGiEYP ed

conmuni cat i on.
15  processing elements. The location of the copy of the communication can be used in
some embodiments to generate the URL; however, other embodiments can generate the
\ URL independently of the copy location.
The SWM provides for secure presentment of the received communication
through appropriate encryption using message level encryption (e.g., S-HTTP,

20 S/MIME, PGP, etc.) and/or channel level encryption (e.g., SSL or TLS). In one
preferred embodiment, SSL channel level encryption serves as the security option for
providing secure presentment. The various public and private keys for use in
encryption can be available locally within the SDS of the present invention; in addition,
or instead, the system processor can obtain such keys from an appropriate (preferably

25  trusted and authenticated) key server.

Server-based PGP

Embodiments including server-based PGP can be programmed or adapted to
send and/or receive server-based PGP messages. Server-based PGP can be used in
environments where it is desired to provide confidentiality, authentication and

30  assurances of message integrity. This functionality can be implemented using a PGP



25 Server-based S/M ME (Secure/ Mul ti purpose Internet Mail Extensions) Sone

preferred enbodi nents of the present invention can include the ability to

send and wedgiovm@7ser ver - based S/ M ME nessages. S/ M ME can Poa/ussga7oun

bol ster privacy, integrity and provide authentication. The present

i nvention can generate an S/ M ME nessage from an original nessage

reci pients and/ or domains that are WO 03/077071 PCT/ US03/07042 39

specified to require the SSMMe format. This feature can be configurably

turned on or off. Server-based S/M M fugctionality can be inpl enented
using an SSMME toolkit. Some preferred enbodi ments can include a

configuration b@lﬁ(ﬁ%\ﬁ&%@ﬁe@@ hﬂMﬁEa@ﬁus@@Jﬁktﬂ&e%ﬂﬂe&ﬁ&B@ Aibrig@n receive
and/ or send nessages using format. An interface can al so be

provi ded for pM#) PCP@@*QCW%I@@WSSG@MWECHWW!1“0 (Sprfe QJapi@Ads public and
private keys for usg.ih. f@n?éd iR 1%0%‘6%11@%}&10%9&%&\4 to Yrtifis@r t he SDS

of the present invention; addi t1on, I nst the system processor
can obt ai n sucthe Hepging mmraﬁﬁraffbptm@pS&r)étaedlévleeefl‘@rraﬁlsggeﬁ nsing e PGRAMIME

aut hent | cated) o, e S8Rl cggar[mf@gﬁgeé@my;lfoppmng.sﬁgssage can be

checked to see | rsin orma r the
desti ned dommi marmgexaenré&siagemm"lfhﬂwsseat imemtien cszbetChefI@teM tvigenesatga | i st,

then the ”Efssﬁﬂéli/é/ﬁl(\)/ﬁflgr ee%do 3 Qi lﬂfnessg%erf%rs&g dﬂeﬁgﬁﬁt‘é& hSd&%XmMg

Aut henticatio er c ssages A
reci pi ent of aare epecified ItrgreqmﬁleﬁHMIME IMSagheweeﬁca@abmsThet\haouﬁlmibhEandser

list. If the recipient_or the destination in.requir port

S/ M WE encr ypt FOHE Kephish vss HEwHR G BgLbec e vl et EE sBS of HBRE ki ne
format. Theo newventibvh; NEa&(Qtl(Sﬁ?SﬁlagalCK; (8 sitent poadsest cds bbgintstieh I@Y$ Gomah
filenane with a sm ne exé or . ot her WEI tabl e nam ng convention. The
present i nvent $PABFPPEALS (PTRisFRD e‘F‘iStF@ra“‘“’fﬁhegf‘ﬁﬁt ke #L€%ge to its intended
reci pi ents. SSildming Mbssggg® preferred enbodi ments, nessages can be

delivered using a secure 25 communication channel enploying SSL/TLS or
ot her appropriate dBepg pretergg grapodiment of the present invention, if the'recipient or domain

of an incoming message can be matched in the database to a recipient or domain on a
15 PGP user list, then the message can be decrypted using the corresponding public key.
Authentication of the sender can also performed.
Outgoing Messages
In a preferred embodiment, the recipients and domains of an outgoing message
can also be checked against a PGP user list. If a recipient or destination domain
20  matches a recipient of domain appearing in the PGP user list, then a new
communication can be created using the PGP/MIME format. The new communication
can be created using the original filename with a .pgp extension, or other suitable
naming convention. After creation, a process compliant with the appropriate protocol
can deliver the encrypted communication.
25  Server-based S/MIME (Secure/Multipurpose Internet Mail Extensions)
Some preferred embodiments of the present invention can include the ability to
send and receive server-based S/MIME messages. S/MIME can be used to bolster
privacy, integrity and provide authentication. The present invention can generate an

S/MIME message from an original message recipients and/or domains that are



protocol. A recipient of an outgoing nmessage can be checked agai nst the
SSL/TLS user list. If the recipient or the destination domain requires or
supports wioasnetosi evel encryption, then the nessage can peTdesosnmied usi ng
such a channel. The various public and private keys for use in encryption
can be available locally within the SDS of the WO 03/077071 PCT/ US03/ 07042
40 present invention; in addition, or instead, the system processor can
obtain such keys froman appropriate (preferably trusted and

aut henti cat ed) key server. Threat I\/anagegﬁnt Center A TMC system can reside
on a conputer system in communication with one or 5 nore application
and/ or networ secur I i tion
for the TMC in ksg‘ll' dto & u're khe%/ﬁ?l\gféggr%;} Aghﬁ%ﬂgtﬁ% caF%g ﬁrab gﬁ%gﬁﬁch can
be simlar mqffapam ty to those descri bed herein above vvlth respect to the

application layer gecur Typica ni an occur
via a conputer ?ﬁﬂ?kf"’éﬁ%iﬁ(@m&“i"ﬁ@é‘?’ ﬁ%‘l%lﬂlg%en\?étre et g’“@@ﬁ syst ens
can connect taodnantMnJWcmmexﬁBMheﬁmhaﬂullﬁiemmnﬁgmchtimg ndenfaeto connection
and dial -u access The, TMC. i ncl Hdes at lea '

one n
system and at?dmigger domains Jpd Pigrs thieces reqedv °&ff‘§‘ Fa(%\? Wr@ %ﬁﬁghr gl e

creation proCessndtNARMEXRIBPARI0 bEWrovided ToPubRORE) Maaghfert of @E BBhAIGN about
nmessages, messaging systens, attacks, vulnerabilities, threats associated

with them or BHyaseus@ublicandpryate bevs Soreise i qrrwatiqneap ke avyailablefocallyi g fi nd

rel evant to thyiggt @ RPISYotitife présBn@fhfidl th addRRARRGstdaA, th@@si@h{fprﬁ&k’so?—' so be
provi ded by one or nore application | ayer security systens he fi nal

out put of the carpitaingach keyhfrpmap garieptialy @siyplly Hﬁstfquqd@iuéemfca@fl) k3n be used
to protectjpagaLlst threats, both known and unknown by application |ayer
security systens. These ruI es and/or policies 2010 can be used by one ore
nmore appl i cat iloeorhingdMessagesiri ty systens. 20 In one preferred enbodi nent,

rule and policy cr ?fi‘)tlh%xt ?Beg Eggcﬁ%@kédhg s28F it ¥in SIMINB Fortnal. qff tion

that is received. FOr et T OR can be recei ved fromone or nore S or any
ot her threat irncfimcntabr mndmmct@nmmﬁagnﬁsmemtcxbmnmbmoe ttht/MIMETlm The

out put 2010 Of IA\}en-[lvc &3 %et?g%efgyp eaﬁlgﬁgqlegﬁrrgsgne ni%fu%ﬂgkg)gl&ﬁl){e A?RBL)' cation

Programm ng | n{s ace pi ct ed 1nthe 25

exenpl ary Errbomthmandectad-‘dlﬁbebagfomé ski | | ed inthe art will realize that

mul tiple APIs (ﬁat l\ionfigured to performthe functions desired. In sone
tfaeqing |

embodi nent s, GKrfee
A recipient of an outgoing message can be checked against the S/MIME user

list. If the recipient or the destination domain requires or supports S/MIME encryption,
then a new message can be created based on the S/MIME format. The new S/MIME
20  message can be created using the original filename with a .smime extension, or other
suitable naming convention. The present invention can then deliver the S'MIME
message to its intended recipients.
SSL/TLS
In some preferred embodiments, messages can be delivered using a secure
25  communication channel employing SSL/TLS or other appropriate secure channel
protocol. A recipient of an outgoing message can be checked against the SSL/TLS user
list. If the recipient or the destination domain requires or supports channel-level
encryption, then the message can be delivered using such a channel. The various public

and private keys for use in encryption can be available locally within the SDS of the



be nodified as often as necessary or desired to account for any changes in
threat and/or traffic patterns. The APl can be programred or adapted to
use proprwetany7oformats based on nessage interrogati on systrarse3/Hm4pl ace on
application | ayer security servers as 30 well as standard intrusion
detection rule formats. WO 03/077071 PCT/US03/ 07042 41 In sone

enbodi nents, the output of the Rules and Policy APl can be in a natural

| anguage. | n other enbodiments the output can be in a rules expression

| anguage including but not limted to regglar expressions, intrusion
detection information format such as IDMEF, mail filtering | anguages such
as SIEVE, 5 pr L r ne

o0, B S 5, DB Ao ) SR G350, 05Ty s P R e,

nat ur al | angudfgen ensppuiprie@iipiotsrabbeidusted ans phthénticated) kenseavhsi ni strator or user
how to config t he suggested rul es and olicies. The API
can be used tgfl?rﬁ%tﬁgenygten%ﬂ%'g set of rules generated bypt he TMC. 10 As
a non-limting exampTM(C sygem cmres:siagen se@upxitd:ryysgtsirecrmlmumaadlewnhmer<progati on
engines th use rleta n.suc rule to

bl ock inco ngmorﬁggéﬁo ST R hnetfwm[k l?ygéfecurlté Syséﬁr?sac%ﬁﬁ%%agé\u’%% speci fi ed
as: Attachnentcokfigiréttonrior tRuTHIC infludesatsy¢n pfdamm and alsﬁstdm tlate koo tvhich
threat.exe Acti e As an rule to bl ock
i nconi ng msssacﬁgge W“t‘q%r 5Caﬂ"“ﬁ‘r%g’tthosﬁdﬁcgge%ll?ﬁ‘i'%@?ovgH’“ﬁﬁgﬁ%“z t%@%t em can be
speci fied as: ddpiidatibPRidraedunigy fystems. Tafcdly| @€ téruniEirioh cii edcor vidubj ect
Data: Threat Title Action: Drop nessage D fferent enbodi mnents can use

di fferent type@Mpiter patwarksspgh "ﬁé‘?ef Igtemch FOUPYSr-<Ang AT MOy HEBREANSPICT Per i ng.

I'f a Rul esjandnLoMcCya bRbr RQhoniéng indhiRthg diB& cBvletrichwhd Reliug ¥cdetseat i on

nodul e 2020 nust be p Hr nred or adapted to conmmunicate with the API.
includes at least one input, a processing system, and at least one

output. FIG. 13 depicts a flow chart of a rule creation process in an exemplary TMC.
Input 2005 can be information about messages, messaging systems, attacks,
vulnerabilities, threats associated with them, or any other information one skilled in the

15  art would find relevant to threat analysis. In addition, feedback to the TMC may also
be provided by one or more application layer security systems. The final output of the
TMC 2010 can includes rules and/or policies that can be used to protect against threats,
both known and unknown by application layer security systems. These rules and/or
policies 2010 can be used by one ore more application layer security systems.

20 In one preferred embodiment, rule and policy creation can be based on the set of
threat information that is received. Information can be received from one or more
MSSs or any other threat information source configured to communicate with a TMC.

The output 2010 of the TMC can be influenced by a Rules and Policy
Application Programming Interface (API) 2015. While only one API is depicted in the

25 exemplary embodiment of FIG. 13, one skilled in the art will realize that multiple APIs
can be configured to perform the functions desired. In some embodiments, the API can
be modified as often as necessary or desired to account for any changes in threat and/or
traffic patterns. The API can be programmed or adapted to use proprietary formats
based on message interrogation systems in place on application layer security servers as

30  well as standard intrusion detection rule formats.



The out put 2010 of the TMC can be influenced by goals 2025. The goals 2025
can be gl obal goals, goals for individual nessaging security servers, or
goal s forwoimgrwrdual users. As non-limting exanpl es, somPeTNSS3/emdbndi ment s
can have nore 30 conservative threat managenent policies. Sone enbodi nents
can be configured to use WD 03/077071 PCT/ US03/ 07042 42 rules that are
automatically put in place while other enbodi nents can be configured to
use rules to be approved by a local administrator. In sone situations it
may be desirable to use rules that discggd objectionable content while in
other situations it may be desirable to quarantine that content. In other
situations, a high n i a threat
before an action |Zn %0 m%%lm ?,8 {g‘légl&t bqfﬁle@h&%db{)ll@é%g%ggggﬁ e gl obal
goal s or diff enaendl layg@dgs imthe:ileﬁibedlments N‘B$$tpuﬁ®na>emlomrdlevsrnxpnewgmexarrpl e,

the goal may he a cer ess val ue and curacy val ue.
For exarrpl e, q%’g%go?l'“‘%‘é‘h“%%utao@gw\/et%% f%glagwfeé?no?shg’frﬁggﬁag‘%tg|U§§ 95% g

ef f ecti veness iafldthf%n $dmacach aalDMEB maS i reride laggiagessuc s SIEVEOne

enmbodi nent as anot he oal , t stemcan allo nor e

or ot her et | (ORI B ILIOTRT PHnas oA 2aF SHHEn A5 AR US i s

non- limting aﬂsx@m{t@ , At AnéEmRAE xMhpl& Patital BAGHEBYtpINan beumltd e)(iﬁi‘m ned
a

Rat her than owi ng. only a binary decision, the ﬂgtgsent i nventi on can
classify nessé@é%a‘?"i‘f“’dir?tf’re?ré‘ﬁ?r how4p eopifieptedhq ysigm Witlsiih sigsestshvles a'ﬂfgr sonal
emai |, chain Igjitigrs, adult | anguage porn, web 15 pr oduct offerl ngs,

nemsletters mailing lists, etc.) In sone enbodlne an individual user,
admini strator or oftheAPEeaAntbsed tﬁl&‘ﬁﬁrﬁv‘?ﬁ‘e@ﬁﬁﬁ%&‘éf‘flﬁseﬁfnﬁfé@fd by &K TG st er

pref erenceg Com&'lﬂﬁtlﬁg%hﬁi %m&ﬂé’ssﬂge sE&%%%y‘é%ﬂ@ﬁlcﬁfdeﬁ%ﬁc%ﬁﬁon The system
can then enforce that policy for that entity. This can be useful in the

t hreat pus hba@lnglgy%tb@,trme pr@pmfﬁw rdemm%emyehwsm agalpickleck ingpEngs 14, 20
| nputs to Rul %&%%ei&itﬁ&yth LEAL Qi cRlal Stk bhGHUAR, but are not limted to
the follow ng

non- spam nessage from archives such as
SpamAr chi ve. orfg;achrsertFllteapg)Rtlbd spam spamidentified by the individual
nmessagi ng SeCLb’lrec S¥r§o%rr115 i nformati on about m scl assified nessages,
i nformation fron.d STUE of known 25 spam such as Distributed Checksum
Cl eari ngholsse Attntchrpedt/thmr,axhyol ite.com anti- spam dcc) and Razor

(http://razor. . SQur c&op n%(sasageet )
As a non-limiting example, a rule to block incoming messages with a “Threat
Title” subject in such a system can be specified as:
Mail Monitoring Rule:
20  Direction: Both
Field: Subject
Data: Threat Title
Action: Drop message
Different embodiments can use different types of rules for performing different
25  types of filtering. If a Rules and Policy API 2015 is used, the Rule and Policy Creation
module 2020 must be programmed or adapted to communicate with the APL
The output 2010 of the TMC can be influenced by goals 2025. The goals 2025
can be global goals, goals for individual messaging security servers, or goals for
individual users. As non-limiting examples, some MSS embodiments can have more

30 conservative threat management policies. Some embodiments can be configured to use



2. Virus information fromvirus signatures, or other sources of virus
information such as virus alert newsletters, and/or virus alert databases.
The syst ewogan7wse this information to devel op virus i nf @cratSosorobef or e
signatures are available. This 30 information can be obtained from
anti-virus vendors Sophos and McAfee, for WO 03/077071 PCT/ US03/ 07042 43
exanple. This information can be retrieved via HITP, FTP, SMIP, by direct
dat abase access, or other appropriate neans. In sonme enbodi nents, the
systemcan create rules to block virus qgtbreaks before virus signatures
are available as well as for deploynents that do not have other anti-virus

systens depl oygds that a3e adt&mtuﬁnpﬁmllm&@éermlle%er Shb&dihetoEmBreicontiguadd e
extracted fromvulnerability alerts fromsources such as bugtraq, CERT,

sof t war e venddsarulesge he appreved byi jcaladainistraigro fhepmesHuations ity BF oj ect s such
as the FBl | nfqa(@fdo u%:' rufdk PGE dijQH %b?%tl%ble%ﬂ&wmﬁtlﬁ othJMtuht{Un@ftmy' on can

al so be received fromdistributed | usion detection systens or it can be
manual |y ent erhedesisablegeqearantioe thakcosient dmothansipyetidnsrahighep of lopar ednfidensad

feature extr ag i @GE0H A Pﬁ'u‘%‘f)béf&g% ac&o\é@?ta@é?l%ﬁ%r&ﬁirablé“ Th goziﬁﬁﬁ?zso‘c Spam

messages, the Input can include spam nessages t are store
proprietary fcambt globalgbalasr dferewspodils fa diffdrent dESHat As wnpixlimiing exéwplaat |,

f orwar ded Sparﬂleoéoflﬁt% e z?g'ertaf%seff%an% és‘é‘%@ﬂ?m 2 @i ?Jﬁ'ré{: vglfue SpGm messages,

or other source pam nmessages can be accesse l'ocal " st orage or
fromrenote 15xmhﬂemam tbgy gpemtoah@k)stesuhht specifids 196 Yoredfecti vendss @nd 9D9%HT TP,
SCP, FTP, POP, for IﬁP an individual nessage, relevant features
can incl ude hé‘ﬁ‘ag?cg OF Srpf"& ﬁtec%ﬂqd nessage contents. Each type of feature
can be extroact ed amsoedmiddiagnappraapheradoal, et efredlloecbne sbmdtenBarts, can

use regul ar e SSi on cont ent tc topls to arse nessages and

ot st ont o BSS SR ofPe R PR SWENnator Hizeienae FBEOR R Pt APo0
expr essi on usapnifiRg exa@pleSilthd@EEH Him, sphinnFeloCbdWélEGefinb® Rthe e feat ures
that are extracted. As a non-limting exanple, for extracting

S
subj ects, a r@davingionlyeybinaydecision, e Prosed nVSHign c&s&alﬁfsefégleémfseleldlf?qf s. To

extract inforn@epetes @%%s@ésk eMSRFsEnal eail, @BAN Ickdods! £Hult Fadgudye, poiRdvebhat
only observes nessa eaders. Simlarly di ff er ent pre- filters can be used

to extractldi foredueirf gfferlyp%gevoﬁiet@@nméwﬂg fi§tyefn sspgymbadingpigean indvidegleni zer
pre-filter cangproyhidguRer d}%thepﬁpﬁﬁlehu&%ﬂﬂbﬁﬁum;ﬂiﬁ%@er SRlddlsps can be

words, phrases, n-granms, or other features one skilled inthe art would
find usef ul . Tpmeferences concerning receipt of any of these types of content. The system can then

enforce that policy for that entity. This can be useful in the threat pushback system

further described below and depicted in FIG. 14.

20 Inputs to Rule and Policy creation 2020 can include, but are not limited to the
following:

1. Spam and non-spam messages from archives such as SpamArchive.org, user
reported spam, spam identified by the individual messaging security systems,
information about misclassified messages, information from databases of known

25 spam such as Distributed Checksum Clearinghouse (http://www.rhyolite.com/anti-
spam/dcc) and Razor (http://razor.sourceforge.net)

2. Virus information from virus signatures, or other sources of virus information such
as virus alert newsletters, and/or virus alert databases. The system can use this
information to develop virus information before signatures are available. This

30 information can be obtained from anti-virus vendors Sophos and McAfee, for



prefilter can be sensitive to certain types of words including ignoring
certain email address and domain nanmes. The prefilter can al so cause the

f eat ures wo oBocw31 on email addresses, URLs, phone nunber $CTAISO3/0W0E2
03/077071 PCT/ US03/ 07042 44 The system can include an anonym zati on nodul e
that assures that sensitive features are not extracted and exposed. As a
non-limting exanple, the anonym zation nodule can determ ne the
identification of the spamvictimand the donain and prevent exposure of
that information. 5 For virus alerts, inpyt can be email nessages that
explain the presence and properties of a new virus or worm The input
parser can be confi arse ese fHY
rel evant propert| eg]%(?f lSt’ofr(')lgn n%"#ﬁ eremeve fﬁi@"i@% g| ncf@d&e\ ut are not
limted to, the didbachiesns, onativer mpproquemeamum swotie dnbhodanentsn the Systam can
addresses. The in ars ferent format

fil
or pre-filters 1‘6%‘“6?“‘??5!5%&8?1? ‘f’é‘rsgmbgeé%ﬁ]eé%rg VBYS SFRHES AT ﬂgb Aél I Ealr”g%t i Leffl

the virus alert fopd&synean tllmedbnotmwasmmaaaivlrmmemhdmdwepages to access
ot her information. The infor rrai_l]on can be i

arsed f rel.ev n Rroperties.
I'n other erbodi mEfpson infpematign; This infprmagion %%‘rq’er?ﬁgw‘iteﬁ’tofré‘?‘%&‘fmer ‘éé‘h{j) with a
dat abase that st@éRSouretzRudhitl BugRg) QBR‘Prsoﬁwa&%ndMoﬁ@%&ieh)&ro@d&tsﬁl’ dat a
based on such information into the s 15 The rul e creation system 2020

m
can reside on a @f%lﬂ%p"ss%rﬂ@rﬂr@?“ﬁiﬂcgr"ﬂhéFBH‘@@Q%%%’ UBET SOYFESAN nul ti pl e

systems. Threat jR{QnR! TADinfGMaléh LR U6 86 rdcaival fréARMbERA iftRkidhand t he
rel evant features extracted. The systemcan utilize a diversity of

al gorithns to dedesgchpmeysteRs of Bicwbamparrually entaed Bhgesr reduce the feature
set. In sqge enbo%gg)%{eﬁl caﬁ%@x@o&rﬁﬁﬁh%@rsf %Cﬁwfeﬁtu%trgﬁloﬂ%é&ﬁdlﬁé fdnpitt h an

i nterrogation system 20t can determne the appropriate
type of rule typeomdacusce. |In thegass of spivouissegassthe mphican H\Cbldéawnb'@e-“émﬁessed

using a plural Op® r SR feature
sets can be red’ttﬁ)‘/lr dgtoarléﬁd;&zﬁp?g% n@%@%@%ﬁgwéﬁ 8g%d§fcr egtq}e In sone
enbodi nent's, rfesnalt tfarwtarded|spsn crespathaerd agamatiachmensiaghtchivedf spsmt messages,

interr Ogat I on Séﬁ]tCIegrBnga e??a?\é% T%éjsge gl\@an%g JDQseg Iﬁ'%qu&'i gtéllaééag[g?ﬁltl \ﬁ?CLtye for

a particular Sage ese aties can eterm ne e i nput
fromthe shst emragelkiag @fumsoel,s stidhers ebuy abt nsited ay HIF Pa 8RS P@ﬁeIMst:irr ed

ggﬁ?g egr‘ fll-ﬁ\év :@éﬁ all;é)éﬁn B@ &18@?8%%%3%395 fé\flaréusress’ cag?n%lu%t tPleaders l‘lgl fahdt ©
message contents. Each type of feature can be extracted and stored as appropriate.
One preferred embodiment can use regular expression content matching tools to
parse messages and extract features. A prefilter can be used that defines the regular
20  expression used for content matching. This determines the type of features that are
extracted. As a non-limiting example, for extracting message subjects, a regex filter
can be used that only examines subject lines. To extract information about all headers,
a regex filter can be used that only observes message headers. Similarly different pre-
filters can be used to extract different types of content from the body. A normal
25  tokenizer pre-filter can provide normal content features. These features can be words,
phrases, n-grams, or other features one skilled in the art would find useful. The
prefilter can be sensitive to certain types of words including ignoring certain email
address and domain names. The prefilter can also cause the features to focus on email

addresses, URLs, phone numbers, etc.



adapted to determ ne an aggregate threat |ikelihood based on automatically
adj usted weights, or confidence values for each rule and interrogation
system owoaBlern7r el evant WO 03/ 077071 PCT/ US03/ 07042 45 pcafusosretosnn. | n
one preferred enbodi nent, the rule creation system 2020 can include a
schedul er that |ooks for new threat information. The systemfirst creates a
set of candidate rule sets 3030. Before these are distributed, the system
can use goal -based testing 2035 to determne the validity of 5 these

rul es. Sone enbodi nents of the present imygention can test the rules and
policies. The test data 2045 may include threatening and non-threatening

data. The system Cafe USGm tAGndifRlan AR A miSkiSn MRdHb BaP¥Bired MhSEaMARI L1 Ves
and negatives of the systemas well as” general system performance. The

goal s 2040 usefatpgs ancwbeextireted andrexpesad af soneskiuitiag exannle tha anprynipaiopest i ng.
Addi tional gogySayd 'dlé%rﬁ'iﬂe H\E.ti?e?ggcagglﬂ)i{ ilsrlafy viih b ABAGRLN R Frevendtn be

specified for testing. speci al's are not net, the system can
aut omat i cal | y exgpsust oftthee irfferatatioe set s, t he wei ghts of individual features,

the weights of each |.n ' . VA
par amet er s%t 0 reac %Jg{ Hg}sg%egﬁg’g%%%@ﬁyﬁagméegr@%esc@&teﬁ ﬁ%‘ﬁ‘gf‘? éﬁ%@%ﬁé@ed, t he
rul e sets can prepeajEpody ecv amg ativermi Bt mgutt fasedasde corfftguiEidrie parseRbesaback

System Many systens kn in the art only .address s tons of an attack in
the | ocal en\}P?sﬁar%?ﬂd?a/g%élglnaél? rﬁ%ﬁ"f K}rioﬁén%ﬁcﬁéﬁ‘ﬁﬁrg%s%igyepf‘??ggle?o%arnti ci pate in
t he networ k ofindfussS but afOonte ligibd i, the attxhmbntiame pr §pey) tukijety Bids) and froan
determ ne the squrce of a threat and .pu t he_t hreat. back towar t he
source. Once t¥Eressdr lée‘B?“tzRarls?{rné‘H{Leigé‘J%Hg{}@f‘?ﬁt frsgat ‘fehémﬁbﬁeﬁgf %rﬁiqﬁtﬁﬁ send
messages um t her ietditRidat §curd@t bEVirs MRS MAItdrAativblg, dht @irdy 4161y parddr tdiwtRdh
pushback system can reside on a conputer tg%stqem as Qr as. a

.Ie { part. of ,
conpl i ment "~ t o, SOHMRURiAHPLYith WRD PageRiotaccesho POE&‘tqan%%lVg‘?m‘é%‘H‘Lﬁaf‘tbﬁ system’

or a TMC. A tpspks 8dr rlVadVRoFer6RNTin StHERIbBAintets, thé GirlsH@EfarREmBP adfacty st em
i ncludes a system processor and a systemdata store, which can be simlar

in capacity t dlitepbswithadepbasethastorpisueh nfarmaten eiatuserrayjaauallyeniedata

application | ayeld HEAH inFofmINSH ifidRhe sl¥@cal |y, the communication can occur
via a conputer network such as the |Internet; however, one or nore other

mechani sm tan be udédrilneteaifinsystern 28Xk cap ssiteoniasingleriistenar mufiikccess. FI G
14 depicts an ﬁéc%gg% &lruh BR %&tippé@gpﬂgkTI%r&ﬁtilﬁg?maE\%)c&nWe%@auc@d’\Brae

canonical form and the relevant features extracted. The system can utilize a diversity
of algorithms to determine the relevant features and/or reduce the feature set. In some
embodiments, each located feature can be associated with an interrogation system on
20  the MSS. The TMC can determine the appropriate type of rule to create. In some
embodiments, a feature can be expressed using a plurality of interrogation systems. In
some embodiments, feature sets can be reduced and efficient types of rules can created.
In some embodiments, resultant rules can have a given weight and certain
interrogation systems may have some weight in the overall threat value for a particular
25 message. These values can be determined based on the input from the system.
Therefore, these values can be adjusted when desired based on new threats, feedback
from the MSSs, and other appropriate sources. The MSSs can be programmed or
adapted to determine an aggregate threat likelihood based on automatically adjusted

weights, or confidence values for each rule and interrogation system, or other relevant



nodul es 3030, 3035 are depicted. Once a threat is detected |ocally 3005,
the threat 30 infornmation can be passed to a Threat Notification Mdule
(TNM 30200 03l0270TNM WO 03/ 077071 PCT/ US03/ 07042 46 can pREI/SH03/bmoent
notification 3040 including information about the threat to the Threat

Det ecti on Modul e of another system 3025. In a preferred enbodi nent, the TNM
of a MSS can pass information to another MSS. In still another enbodi nent,
any TMN at any location in the network such as within, or connected to,
client applications/systens, 5 applicatiygn |ayer security systens and/or

t hreat managenent centers can pass information to its parent in the network
hi erarchy. Th of s the
part ci pat i ng MeERh P B B e e O e
nodul e 3015 pmdyﬂahn@dnodmﬂmhmnwdmhokmeapmnd to the threat notification
information. 10 In ferr S ent

i nvention can be g‘?}%gyfs%m fxr&? éjrea St S g{oqgar%dld#eurﬁéet%é%@gq.O%ﬁé@?he@é §ie

appl i cati on- Iayﬂmbméyﬂhsgﬂaﬂﬂhﬂde@em&mﬁﬂmmum@ﬂnéadd&ynﬂmph@wamngof|f an
under | yi ng netgork | ayer pushback systemis operational, the system can
utilize sore %unctlonallty to determine the path to a threat.

Addi tional ly, the tSbmeambodiinehts 6ftht presehy Bivertiof @in Watie miles and pudickauTioe of

the attack. As a_ 1 on-1i i example, ip the c

det er mi ne t he €HH®R 20& mi"h‘@g&%‘i @%ﬂtem“gg%‘@é‘@‘etnﬁéﬁﬂ'gg g tﬁ‘ug{’ %gte’é‘)?%ﬁ?ed The
system can detrs @tiRraROW OBV falk BB Rive\BRAGRESivESST tﬁ&sy&tﬁ:ﬂﬁds &all afor ged
headers can be identified and ignored. This process i ncl ude, | ookups to

ext ernal dat at#88@al sygleR P&é"‘i"@@?"st%é@“’b? APpsedfgr W@\?r?ﬂﬁ‘r%é?“sa sadifehasas ARI N

or databasgs Qfip3 RaAE &R L SeddRidnll g%ﬁlssgaﬁmaglm naﬂxmewspﬂer@ﬂnaa&é gaker may
be able to forge the path information that is shown in the conmunication,

t he system carfapbesnesidied frs tesiing. |I§me@flpﬁg@wlwe pefAnat gheies€PsaRe the correct

path. This Ca%ut%%a%ﬁ;ﬁ rﬁ? u'ststn@ﬁeaMet sy wggbm'opﬁfdi\@(ﬁaplfeatﬁfé@ |th&@£1§ﬂ§' of evel
i nformati on net wor ormation, or | nformati on from exter nal Syst ens such

as |P tracebaeh DiesIogation spsiein,and eny othes selevaabpakaTeRTs fayeanhehesgoals) €Ce n t he
art. At the ZEIPeaPo?}el:&ﬂ&h [%acﬁ‘%\?eld’ ﬁé‘gné‘.ljefts%lﬁ%é afffdvel gu?!?ikt%bh%d HRNIES SO

identifying information t erm nat e can provi e t he
pat h i nf orrﬁatl'l’jrreatd’ltshbaak(ﬁyslfem:atl on sender nodule. The path determ nation

modul e can include \g, B ferildoflih 08 R SRITRHLS FRBrofhs P RE Balii dhé R4 ON

subnodul e.
environment. Besides notifying other systems that participate in the network of MSSs,

some embodiments of the present invention can determine the source of a threat and
push the threat back towards the source. Once the source of a threat is determined, the
20  system can send messages up the network to other systems in the hierarchy.
A threat pushback system can reside on a computer system as part of, or as a
compliment to, an application client, an application layer security system or a TMC. A
typical hardware configuration for the threat pushback system includes a system
processor and a system data store, which can be similar in capacity to those described
25  herein above with respect to the application layer security systems. Typically, the
communication can occur via a computer network such as the Internet; however, one or
more other mechanism can be used including direct connection and dial-up access.
FIG. 14 depicts an exemplary threat pushback system. Two threat aware
modules 3030, 3035 are depicted. Once a threat is detected locally 3005, the threat
30 information can be passed to a Threat Notification Module (TNM) 3020. The TNM



I n one enbodi ment, the path extraction subnodul e can parse the identifying
30 information and provide that as the path information. That information,
however, Wa3MD00B/ 077071 PCT/ US03/ 07042 47 not verifi edpramtiSopoiod2 be

i naccurate. In another preferred enbodi nent, the path verification nodule
can process the extracted path information to determne the valid path
information. As a non-limting exanple, the path extraction subnodul e can
read message information such as the headers. The Return-Path or Received
headers can 5 provide information regardiggg the path of email servers that
a message travel ed. The "FROM header can be used to identify the email
addr ess of the f MSHfed: O

i ndi cate the efai qu%hd?;gggnﬁéfyﬁ%’tsémsﬁw @:&u&%gﬂdéeﬁ%%@%%%&ggﬁtheader can be
used to indi calbeecttlhel\/ﬂmmloﬁmmthdn@mmﬁﬁ%oﬂnth@fcﬁséﬁ@b@dlmathW Thabefet s and
message feat urge Yo BCinHERMtidi6 hHAhAG14d an M SRA%1 bilbaitfledark ARARGE Ul
contents of the |on|n ormation 1s contact I nformation
provi ded for tdi@ldioamm mehre mumrkalschasMapinyommandctedd@rcégyapldw@ms/sw%’@ﬁstaI
address, inf tion | be used.

Qt her i nf orSnat qpﬁﬁcalg%%xer sf‘bun%seYS%f?s flp(garniﬁrea[tlﬂanag "t?enlirlgérllc‘{ilgga ‘ri)g&but not
limted to themfdﬂnﬁdﬂrt@&§p@éntﬁlhﬂieIﬂetWAﬂd’ﬂieramby’meCti on, can al so be used. 15
Several verificatiqn t hods. can be used rm,ne i ormat
authenticity. As ghﬁgﬁeqtf‘ﬂﬁ'fﬁaﬂ‘b" %@?'é’ﬁ%lcén {’eh%%"[ A Zeflﬁcemsasgo /R e H% ed
headers are eagkks.f Sdesmbodtnents dmﬁrehrdelamaaiteespmemduls 30tﬁeprag'ammdpat h or
Recei ved headers. The goal of the vent| on is to determne the

| ongest possi bPedargdiantspenddq e, thieg! 'IS’HE TR of the present

i nvention, jonly thQnhﬁﬁeﬂ@@ﬂﬁbdl%nﬁﬁ@dyﬁdnﬂﬁﬁhé blle&:nhﬁladﬁfonl’cﬁpbeesents t he
actual 20 server that contacted the victims server. Each I§$ i ved header

cont ai ns Recei Regrammes a1 aapteRiupciion abihe ppplisrtaRIpYsH. S PUMGR @Bn be

verified wth adil§'de lafﬂieoﬁf hdrReMing ﬁ&@émaayeApﬁsﬁB&ﬂ(@%mﬁ'&dfp@fatlbﬁ‘t’er se
records, as we as ot % propriate ~sources khown to one skilled in the

art. These hosths system ¢ uct:lh?ﬁcm o ifafunstiongliiy o deserayne the Btk to afheept yp
addr esses | i st Ad cﬁﬁ&nahg ggag?ﬁgtﬁ’lgi:{{oﬁ% stdrh S4rSdete e RISDRRE 8f AP 2R, Ak a25

these |ists can provi tional infornmati on about the | ast accurate
Recei ved héfadenan-linfitidg exaompdd, inythe tise ofdpainntogieterrpine thesauae aftde attaskn be

verified aglalnpri\%sr%ae%gag &l rs[t be hﬁ?rﬁ&%' §he E'fste?r?ca'n ra&ttgﬁ}}éllﬁe ﬁg@hﬂnf @f‘th@éeso give

addi ti onal ast accurate ved header. O her
details of thebadireaddresrusad Bagebedddrocande identifi¢icand agrieredAdrhs process

may include lookups to external databases such as registries of IP and ASN numbers
such as ARIN or databases of spam sources such as spamhaus.

20 Because an attacker may be able to forge the path information that is shown in
the communication, the system can process the available information to determine the
correct path. This can be accomplished with any combination of application level
information, network information, or information from external systems such as IP
traceback systems, and other resources known to one skilled in the art. At the

25  application level, an attacker may be able to forge some identifying information. The
path determination module can provide the path information to the notification sender
module. The path determination module can include a path extraction submodule and a
path verification submodule.

In one embodiment, the path extraction submodule can parse the identifying

30 information and provide that as the path information. That information, however, has



non-limting exanple, the date information and server version information
can be used. WD 03/077071 PCT/ US03/07042 48 Once the system determ nes

t hat a puwblmaokionessage needs to be forwarded in a parti eatrarsosioToezti on,
the system can determ ne what information needs to be included in the
pushback nessage. The threat notification of the present invention includes
additional detailed information about the threat in addition to the IP
address of the 5 source. Detailed threat information can allow systens to
make | ocal decisions about howto react 440 a threat. As a non-linmting
exanpl e, the above described threat classification systemcan be used to
process Spam e f 0 C t through
Phe threat puakbadnaye Sui ShialEe e FitlP refhrs O ARERCh BER' | 2

cat egory of thsreeatatﬁ)ndwdnlbeun preteavmatexmwdqmmenﬂosndti@s to Qdtermireghe vilidg system
can be confi gur bl oc cert ort| Q ni cati

or gani zat i onalP ﬁb‘&fﬂmat}fﬁ‘rhﬁ m g§l5§m88u hapﬂggx ?%Hon Su% g‘?‘%ﬁ |r8%cpt

bl ock certai n mabfeifomstioh sn&hamhmsamg;esrhe RedutiEPag pr mlvad)heakiemmed to,

f raudul ent ssa@ The syste oan%ur ed such that a ani zation

o v L P o ke BRG T PG el SRt Amyiies agied R 2

desktop | evel “FRONINEHaYérdbinbe used laemlffy gne léﬁlaﬂ heir&sy of @Bsémdeh| THekM¥EMS| et t er s
and mailing | ists in addl tion. This al defi nh‘%l on fg{lecbl ocked

material as clGM{ BFCRR] bengeieanbe “b%‘é%f Cé‘e%li‘ﬁ Q"@"lr?gfiressr‘efd ommon

definition of 4pAM” RFC8L1NMB&): chibeOlsBRid ifdicAdie UbHhif dF ﬁostlﬁm%tl@t her
paraneters, the presence of a 20 threat, as well as identify the source,

and/ or provi deseaderaPtheheadigre and messias featweyamste usehmgluging thsrMesragerldand | £y
the sourcey t hge 5&&:@5%&50& tlﬁéﬁﬂé’s’s%d CaR forlaB§dnUf@rhdtRnlid&Rtdct MforRhtdnhe

source such as 1ts I P address or hostnane, path information, entire
determined pawbvidasifor hraraceiver saefasta repls Emyil adsisesh, 4 PR brarposiabardeesh obe

provided S0 tNghnPhier M %ﬁlf%rﬁﬁﬂorpﬂr IRk BARRRRA iRtk AGRLoR and/ or

verification e systemo resent 25 invention can also indicate the
traffic that t90de$lelienhlmé1d attmnbledlagbwrreahmg@d t ithet IPtaddressraf ¢hei neyagk on t he
path can deterggnne%n&p%a zﬁgoaﬁ Lgeérom stored information. This systens and
nmet hods of the preserit ThVenton are an enhanced form of reverse pat h

f or war di ngl5 used i 1Sevapaltverificasiys tetieds MADLE B4ed 77 GtdrmPETI0BO A A0 D Rnticity.

As a non-limiting example, most of the above-mentioned headers are easily forged, so a
more reliable source is the Return-Path or Received headers. The goal of the present
invention is to determine the longest possible authentic path. In one embodiment of the
present invention, only the last header is used since this header represents the actual |

20  server that contacted the victim’s server. Each Received header contains Received
from and Received by information. These fields can be verified with DNS for
appropriate MX records, A records, and/or reverse records, as well as other appropriate
sources known to one skilled in the art. These hosts can be checked against open relay
lists, dial-up addresses lists and known spam sources lists. The presence on any of

25  these lists can provide additional information about the last accurate Received header.
Additionally, the chain of received headers can be verified against each other.
Inconsistencies in this chain can also give additional information about the last accurate
Received header. Other details of these headers can be used to verify the path. Asa

non-limiting example, the date information and server version information can be used.



49 \Witelisting In one enbodi nent, the system can be configured so that
comuni cations nmatched to a whitelist entry may be subject to either no
i nt err ogawin@A/00M71 ess rigorous interrogation. Once a whi PeTEsH3/hmg2 at

| east one entry, the incom ng nmessage 5 interrogation systemcan utilize it
in connection with the interrogation of a nessage. FIG 10 depicts
operations that can be perforned on a whitelist to add an entry. Once an
out goi ng address passes any exclusion conditions 1005 descri bed above, it
can be added to a whitelist. The whitelisgt can be stored on the SDS. The
systemfirst checks to see if the address is already present on the |ist
1010. LT present. idige S feifhined halt PR 85K thdsthe@ Aedd BY'bel (B RIAERIH Q1
1015. Before new information is updated, the systém can check for
sufficient spagetidqular tiestighshelysiem can deserfriinecwleat inferpatien negdnietbe inplugded bl e,

addi i onal Spagiey ik L ASALECT AT, 1030 prebdn e A RESel S 1O T ound

in a whitelist, an rnitial “record can or ress. Before a
new addr ess i saddiidoadethidedsinfomatoniabout Hi@4breattih eddityont tothedBraddiassaif theor

suf ficient 5spas%ercgn the SDS 1020. 15 If sufficient space is not avail abl e,
addi ti onal spac% I's allocated fromthe SDS 1035. In nmany enbodi nents,
explicit space all @madiledhreaemdbrmatiornea ilow aystats to nake il degisions abald ocat i on

occurs as a result of an jnformation update 101 r an add entry 1040. The
CorL] a1 F ecor drup o BiliBnd® Adar Dot bRk AR Huebe e St Ry o0t ho

internal emailclasidefBa sysdhe cais ue@io pRtkssispaR mebkagede Iifonmition tasemingne used
and/or any 20 other characterjstics ope skilled in the art would find

rel evant or usSQF'BIaFtaqkrf‘e‘ftﬁ@oEé‘s‘he é?feaéﬂ‘sg%ﬁ?Fyséﬁﬁ‘d?aé‘égdi‘%d’t‘f%f@atﬁ’f‘r_eady present
on a whitejlg Steontdiingine cRBRRBS HREt AdDeRAfRIVEN ch@sQEmktitNr each instance of
that emai| address being used as an out bound address or the system can

mai ntain a single rde&RCEVINGsY¥t FRRscBligtgediablask serfgin prraons fmary of

i nformation i nohhabnicibds%t ad Sedntdlinghl INVEIOFIRERABredfTs thith D& higst ances of
use. The 25 systemcan store records in a nunber of other ways using

di fferent dat dnformaianue block qemain caisgericd of spatn messgganclydingr but egiisyiedtat i ons
o e 8 TR0 g L1 R0 2
records inlda Meticks wtledsaban lettpgs apd adwh-langyige fy thedesiprelevelhan ifdividoali ng
cormand can b ecaH%Srﬁigﬁl% tpéJ;)Jsgmelo g%%@?é\)?s?ett\gg aQﬁ%QﬁZ]Q?&ts E’Qc{d%%%ﬂé%gws 50
a common definition for blocked material as close to the source as possible while not
requiring a common definition of spam.
The threat information can indicate, among other parameters, the presence of a
20 threat, as well as identify the source, and/or provide detailed threat and/or response
information. To identify the source, the information provided can include the identity
of the source such as its IP address or hostname, path information, entire determined
path information. Additionally, path information can be provided so that other hosts
can perform independent own extraction and/or verification. The system of the present
25 invention can also indicate the traffic that is determined to be a threat so that the
receivers on the path can determine the details from stored information. This systems

and methods of the present invention are an enhanced form of reverse path forwarding

used in routing systems.



conprising the external and internal email addresses, date of |ast update,
and an occurrence counter. create table ct whitelist (out_enail address

var char ( 28B)03n0t07nul |, - External email address 5 in_emiPCaditossm42
varchar (255) not null, - Internal email address |astupdatetine datetine,
Last update of this address curr_count integer, - Address occurrence

counter Maintaining the Wiitelist 10 In sonme enbodi nents, the system can
allow unlimted storage. In other enbodinents, the storage avail able for
the list can be limted. In still other sgnbodinments, the systemcan allow
for managenent of the size of the list. A nunber of caching techniques can
be used, incl uﬁ“]gl % not limted to first in first out and | east

recently used er techni ques can include an accounting of the nunber of
internal 15 users tlhate enehpdiment thersestom tchobiebnéigeed ssthaticommupicatéanap can
occur in real - d Skis he art
w Il recognize %tghe d(I)oawB éehs\f/)éai{rtr?%{m)}%efg Ab ?Ctg? e'nnnlg&llgtr%egﬁgad’?gchlﬁa?sgrtéé)gm}gn

pr ocedur es canntaafogtmed Oocerm\mhi@dastaaammzmt omteniry) theciocomgiog messagd t h t he
present invent.ion Xxa St using a
Rhiteli st ocdPEaerPhefis iandbBA ssafkefn R bediafedll HRHR ¥ e o
nore rel evant par ameGersdepictsioparationd tmmlpeﬁ“bmmd oa@5vHate st t@midpmready.agai nst
one or nmore whitelists 910, In some enb(gdl mantg hlg)og\r/gl te{) dsﬁ% checked
at each i ncom PRFC&RRMECHE dddiis PASTH apY SrCHSign cndiintio $HEO¥o AT i son
incl udes ori gidRaidicdto@rwitelis2dUkesHSst chh bé h@reﬁbﬁﬂié&llmlmfsyﬂem\ﬂtste| ist 910
reveals no 25 match, then the nessage is subject to

i nt errogat i on gk tagseikihe adgss s glreadypagser @arhedist LALY- é‘?ﬂi?ﬁ??tngﬁé‘ﬂf?flé’e

criteria that l%)@ﬁe& Réth ARPhevSRIbEhEOHE101 9. B&%f@ne@rmﬁ)hhﬁfontxm tea s di scussed
her ei nabove. a nessage passes normal interrogation i.e. it is

det er mi ned notsystemisan ehegk{s sutficientspage if e SDS 1903 elfé“ﬁf'ﬁkﬁétrSPP‘ieR%P?thood of

bei ng spam or ;@aﬁz{yieeaaa.mdarsps@ens PfocREE BBRLEASDS 10305 1f & LR heCloRient for
delivery 920. If 30 the check against a whitelist 910 reveals a match, the

system can be le@n‘fh"ghﬁfe"@ inigal\vggoniyan b7 eddedforihatsddesy Bafore snevadseess & t he
message in a Va%ﬁéc?lto% \ﬂfuel"ﬁ%m, ki s9di€n ePadb R burrlibg space § M SBY 1880.

15  If sufficient space is not available, additional space is allocated from the SDS 1035. In

many embodiments, explicit space allocation need not occur rather implicit space
allocation occurs as a result of an information update 1015 or an add entry 1040.
The initial record for an outbound address can include the email address, the
internal email address, the message sent time, usage count, last time used and/or any
20  other characteristics one skilled in the art would find relevant or useful. In the case of
an email address that is already present on a whitelist, the system can use a separate
record for each instance of that email address being used as an outbound address or the
system can maintain a single record for each outbound address with a summary of
information in that entry, including information describing instances of use. The
25  system can store records in a number of other ways using different data structures. The
records may include other representations of data in addition to the email address,
including by not limited to a hash of the email address.
In a preferred embodiment, the system can store records in a MySQL database.

As a non-limiting example, the following command can be used to build a database



programmed or arranged to bypass 925 any nessage interrogati on and deliver
the nessage to its intended recipient 920. In an alternative enbodi nent,
t he syst ewoaam7te1 programred or arranged to process the PeEISEg&01032 ng
adaptive nmessage interrogation 5 930. If adaptive nessage interrogation 930
determ nes a nessage is not spam it can forward the nessage for delivery
920. I n sone enbodi nents, both options 925, 930 are selectively avail able.
The decision whether to pass whitelisted comunications through adaptive
nmessage interrogation 930 or to bypass ggy nmessage i nterrogation 925 can
be made per 10 depl oynent or can be based on the details of the whiteli st
entry. For ins f. f t d address
can bypass 92501()?[‘:}1&::i §P % (t)Hgg[ja?t§ ?gﬁﬁ&géﬁ%ﬁg@@ a&ﬁ%?gggghﬁgﬁége%g&??%%uﬁess
frequent |y usegcawnpoecmdteaddr esses can be subjected to adaptive nessage

i nterrogation f . sage goes through normal or adaptive

i nterrogation C\?\Aga?%ta{)lﬁéz‘%f@gsfi st 15 information, the interrogation nodul e
can utilize theunkmiiklddsss | nfapchag2dQmotmullef f ect- Bxiteenal eyp addreisor | evel of

interrogation.. In so referred odi nents, the adapti.ve , nessage

i nt errogati®on ‘Ba‘ﬂ“%'%%ﬁﬁ% tipl&° aggﬁgoﬁ’fmﬁt rust ,'qatgn?ﬁ‘g?%lei}ddﬁésscri bed bel ow
and in FIG listugdaeciinber endwgdiment s, the adaptliaveupdss sadés ddddesy r ogat i on
can set a confidence indicator indicative of the confidence the
interrogator HYZ$MMts 20 cWEEHcterization. MSLEMIRE OFHIENCE SR
delivered to te intended recipient can be either quarantined or deleted.
In an alternative enpbodi nent, nessages determ ned to be spam can be

i ndi cated as SYaintaping the,Wdutelistng f or war ded to the intended recipient.

Addi tional |y, each RWnRosKbdaASHd, B AR SanclowliAkSd &bRge. anGaRf | dence
value. 25 According to the confidence value associated with a given

i nconi ng emai |emhedingeats, the siopagppyidlable Sy shsdist eanrpedimnitedp fnegtillcther o vari abl e

level s of int eerrﬁ%gﬁﬁéng[‘the%ﬁtém@an MOF S & GREACHE B Bhe of (RERA AGuABESAgES
associated with I ower confidence values are subjected to nore aggressive

spam i nt er r ogaficaghingriechniguendan ge peedsingluding butaef hmised toirstin firsgprs pndlepdti dence

| | [ 2 ' | : 3/ 077071
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credits tolof fusets tranyepprsesthe veboundaddrekst bist ¢lomup gimessuiliasendttiom of he
confidence val plé(r:’xbdically. Additionally, one skilled in the art will recognize that a wide variety of
list management techniques and procedures can be used to manage a whitelist in
connection with the present invention.
Whitelist Usage
20 An example of a system using a whitelist according to the present invention is
shown in FIG. 9. One or more relevant parameters of inbound communication 905 are
compared against one or more whitelists 910. In some embodiments, the whitelist is
checked at each incoming email message. In a preferred embodiment, the comparison
includes origination email addresses. If the check against a whitelist 910 reveals no
25  match, then the message is subject to normal message interrogation 915. Normal
message interrogation can employ analysis criteria that are the most sensitive to spam
or other threats as discussed hereinabove. If a message passes normal interrogation
915, i.e. it is determined not to be spam or a threat (or to have a lower likelihood of
being spam or a threat), it can be presented to its intended recipient for delivery 920. If

30 the check against a whitelist 910 reveals a match, the system can be configured to



One preferred enbodi nent of the systemallows sone or all external enail
recipients to be whitelisted 935. Sone enbodi nents can have a netric that
descri beswomsbhm7nunber of outgoing nessages to a parti culpam/Esomoio4addr ess.
When the netric reaches a certain.threshold, the enmail address can be
whitelisted. OQther enbodinents can include the ability to track addresses
over tinme. In those enbodinents, if the netric exceeds a certain value for
a particular outbound enail address during a particular tinme, then that
entry can be whitelisted. 10 The paranetegys described above may be
configurable by an application adm nistrator through an appropriate

[t er face.  SONESIBRILIELS TRYLSYBPOLL: 1 SELmPARATELRI Sullibfay b

overridden by app mnis uration enbodi nment s,
the threshold p‘mgramhad acztreﬂngaiabbmusaﬁszameesragamtdmgaton amd delber ttiynam cally

det erm ned based on t he ass th us| e

communi cat i onsmesiﬂ & H%Pfe\?g‘?‘{fec‘gﬂﬁ“&% “f‘g'éline S/ebeén\%o e\t nhcf Yo Sterg%a L
application aqﬂa)gimmwbparrramgecablpmaessmt&fmeg;ngammgladnfpnmméssagd ﬁtembgmes hol ds
wi th respect % :[Fna?g‘avl dual addresses. 9§ nent s, thretshol ds by
defaul t may be Qy HARRILE MEssage Mi<ogatnm 53 éefglﬁ‘?é&?sf%%tﬁtgﬁ I AP EA by an
appl i cati on adwiwird the atelsa CW\Qah@gagmor a threat is detected, instead of,
or in addition to, anotlg

i cation nore response ajgres coul d
be triggered. Such ?&W@?@@%éﬂ?@%“%‘éﬁ?% 93‘? i’f&lsﬂa‘é“’Flé(faﬁ%‘tagE Eept ance
of further corgaEigiof dnk@BStolph@MHiBRst&RWhrRunRhtidRehroegridfiEle mREgENi cat i on,
quarantini ng the conmuni cation, stripping the comunication so that it can

be forwarded tiBeirpgationPaherds byRass HIYaPRSSIsa HUFTENER N BOreRR ByMadeReEsi ve nunber s

of ~incom pg C&gewﬁbﬁattm HabQBnGRE dlid of R Whtslist émry ok fRfah&eat ed
Whitelist One I1Ssue with whitelists is that attackers or spamers can

pretend to serdessagesfamanore frogrewty vsed p@b@mdad@p@ﬁebyw&Sh@P@q)&wen bypass
filtering and dt%ﬂt eﬁ%fa@mxfegs%egssaﬁeg From Jest ﬁt@chtthsxd sa%afmtd%détte@éam%gker to

forge the sender ormat 1 on on nessag overconme this imtation of
whitelists, tsebjsysd md@ﬁtlmmmgesmogatwnéﬁﬂt on all ows the 30

et ot B g A B s DB PSS R0,
whi t el i st Bystieformationpthe ireasrhlgdncmambdulmh ynbwttlwwhntcdat 1etbrmstmmde efeat e be
whi telisted. Stugehan%/o[:r) ecx)fgleqlillgtgrrgg% glélgrge Igrkc] rrlecli lér%Locp iments, e Jd%tg/ed
message interrogation can use multiple levels of trust, as further described below and in
FIG. 11. In other embodiments, the adaptive message interrogation can set a
confidence indicator indicative of the confidence the interrogator has in its
20  characterization.
Messages that are not delivered to the intended recipient can be either
quarantined or deleted. In an alternative embodiment, messages determined to be spam
can be indicated as spam or a threat and forwarded to the intended recipient.
Additionally, each outbound email address can be assigned a confidence value.
25  According to the confidence value associated with a given incoming email address,
incoming messages can be subjected to variable levels of interrogation. In one
preferred embodiment, incoming messages associated with lower confidence values are

subjected to more aggressive spam interrogation and incoming messages associated

with higher confidence values are subjected to less aggressive spam interrogation. In



senders being whitelisted. However, in many environnments, the percentage of
nmessages that are authenticated is | ow, thereby reducing the effectiveness
of 5 whi twbistrregt Some enbodi ments of the present inventipem/usasioait ow bot h
aut henti cated and unauthenticated senders to be whitelisted. In these
enbodi nents, a higher trust value is given to nessages from authenticated
senders. SM ME and PGP offer nechanismfor providing authentication. One
such enbodi ment is depicted in FIG 11. As a non-limting exanple, when 10
a nessage 1105 is received froma sender sgn a whitelist 1115 an associ ated
| evel of trust is retrieved or calculated 1135. In sone enbodi nents, the

trust level valye e#n%ocﬁmf:rﬁ%,g@arﬁes\éféﬁ%g? ﬁezgl%f'e&)‘?% Weliifl b %ﬁﬁe ti i sghéJe entry

that sinply requires re odi nent s, | evel
val ue can be cs@hmldbtad:t@dpaﬁxts@amiicgyhhecbnﬁdmmoﬁaluar| ous characteristics of

t he_ entry; in some %Bfeéﬂm%%%%gp?ti’oég Vyem%[s]ows s%% o?ﬁll %&t@ttn'alc 1ly 15

defined, defaulted conpu system

or dynanicalhmnmemﬁugunabkbmaﬂMHtSamsembahﬁﬂmkenﬂhveanmnmshmdamnbﬂ

conpared t hr eshol | evel 1140, An t ve a trust

| evel that %rreéﬁ'%"‘ﬂ?b"&% QEpIng essieey i Pﬂ%/tg‘\?glf e‘f‘ﬂt %@ﬁ&?d 5‘8?13’5 §§s nmessage

interrogation r&aichQs aekthia ucresrmmntheahmma@dr&daain ldi)ﬂhlféﬁ%tedlaﬂﬁheﬁerﬁb’odﬁﬁents

sufficient trust vel be processed with | east, sonme i nterrogation
b Jo: il

20 1125. I\/Essef’@%é“c U hehilingt tapk adresses OV giimer Jp those GRpqdimenty, e ges ¢ hat

pass i nterrogadii®@xcdddda cerddin PRuSIRE h patiedarttbolied dridipfideds dembRi ent 1145.
In such an enbodi nent, nessages not associated with a whitelist entry are

subj ected to IWHFEPFB@&ﬂW@ﬁh%ﬁH“XﬁFﬂﬁé&‘%P%%%SS|ng 1150. Sone enbodi nents

of the pregent invaRtpAom&ER dBdckisd 4B hhy'sd cdnﬁ%ﬁhbl& B{ e iPliatiog> 1130 to be
configured by an adm ni strator, other user of e system or other_ conputer

systens. Excl wslmnstratqrdrmwm@pprs)prlanmtegﬁg@ﬁﬁSiomeéatmé@tee@tmwum'cﬁwng to

present invent a list of
nown out bound " AThEE Bag hEbVepidih BEUMRCARAAGARAAL TMADE, 2 sad as
the Iist of trustednsarderbodindisete thresholdfencheraeteiizatinr OPAOTY @ viyeat

PCT/ US03/ 0704 aef‘q%iogﬁé’dg?ﬁpr&tehﬂg}@ﬁ Las%ﬁfo% {;é’da‘?zf’&s&‘{a‘%éd/wﬂ%mu@ message

recipient tot usted send I ncom ng exanpl e,
whil e a uskr megeiwdoomaunedpaseAltgnaively, an interface may be provided to an

application administrator to allow configuration of particular thresholds with respect to
individual addresses. In some embodiments, thresholds by default may be dynamically
derived unless specifically configured by an application administrator.
When spam or a threat is detected, instead of, or in addition to, a notification,
20  one or more response measures could be triggered. Such responsive measures could
include refusing acceptance of further communications from the source of the received
communication, quarantining the communication, stripping the communication so that
it can be forwarded to its intended recipient, and/or throttling excessive numbers of
incoming communications from certain sources.
25  Authenticated Whitelist
One issue with whitelists is that attackers or spammers can pretend to send
messages from whitelisted addresses and therefore bypass filtering and anti-spam tools.
It is relatively easy for an attacker to forge the sender information on messages. To
overcome this limitation of whitelists, the system of the present invention allows the

30  authentication of the sender information. There are several methods for integrating



newsgroup, that does not indicate that nessages fromthis newsgroup shoul d
necessarily bypass mail filtering. To further illustrate, a user may send
an unsubswoil@7®7essage to a newsletter or in response t®@Ca/EPHIMMESSAge.
Thus, there can be situations in which unconditional whitelist addition is
not advi sable. The system of the present invention allows certain

excl usion conditions to be entered and applied. These exclusion conditions
can include rule sets, heuristics, artificial intelligence, decision
trees, or any conbination thereof. The ca@pditions can be set by 10 and
adm ni strator or other user of the system Miltiple Queue Approach to

| nterr 0gat i on ghackh ffkdieRlof agfgw DIAALL00 WohD hBIGRERC Qufdrfenrda @

mul ti pl e queue approa applying a plurality ris
assessnent s t ceadersane by atitdotedu Side proceduisasdess thy likelihpagdof forgeded i n an
unpr ocessed MagsRac &l QNGeRa0: BRILL ii0RaonliPSimehl. HRercl Rl 3gvanced
processi ng and adm KISt Ar! on. ssages cone N Tromah extefnal  source
740 and are plmsseges thatdie sutisnGeaedsis bw, Thereby sddocieg #E@ffestivenas n& physi cal
control over the he sage does

.nessage until. the d_of f. rocess, or i.f
ot pass | e erBGlTE, sae Pobadmblf e REpRint FelbRESE ol o] sy EGRATC 5
t o t he nmessagemntdnduit@nGéabidacndes tb de whinelisted. pathssetehbodiglensackhigled tufte 20
queues 771B, 781B-784B, 791B in the queuing |ayer an he
i nterrogation YABfid HED 9 FEASASLF IR FHRANC @gsﬁ“‘?e\ﬁ/%tsé\éﬁg%lancfﬁépgﬁfrual nessage

itself to provhéltBanist adrplividihgyaudiedtiggbh.or mance enhancenents as the index is
significantly smaller than the nessa eﬁgﬁ&l {J‘ Bot h the queues and the
i'nt" ba

i nterrogation engi P9 sphembedimentis depicie c%atll?“flﬁ’é‘tlnégxa&lﬂ%gge%ssage

i n the unpfocessfehdaIendfectived GohdQehdr BiLk (vRltidNsALLl5 AR SsBfalkcl & velBESSage.
Any suitable index allocation approach used to assign an index to a

X al may be u
recei ved messdfetis surieEARLSAWIATdOH 35 Flysomp smbpliments,i et W VR9lupés fassi gned
by i ncrementigg)d il d@ehedSd iR hitPist iy RlaBMmBHbduifeS fid¢8d In other
comuni cation beginning wth sone fixed index such as 0 for the first
recei ved conmmenibodiments; the estilgvdbvaluesan be girulptedras gevcighted sim afivaeiisst art i ng

] Usos/ 07042 st EHEEL e LR SR SIon AR AP VARG ol B R Lpon
char act er i Kt i afindd, téfeulted selmeor eoveuidmby iagser icopthencompatsr sysism af
communi cat i on ’dy%zimqi%algff co%{‘:ié&réﬁﬂé.’ Tl?att fssociated level of trust can be compared to a threshold
level 1140. Any communications that have a trust level that meets or exceeds the trust
level threshold can bypass message interrogation 1120 while communications that do
not have a trust sufficient trust level will be processed with at least some interrogation
20  1125. Messages that bypass interrogation 1120 as well as messages that pass
interrogation 1125 can be delivered to the intended recipient 1145. In such an
embodiment, messages not associated with a whitelist entry are subjected to
interrogation and further processing 1150.
Some embodiments of the present invention can allow the trust level threshold
25 1130 to be configured by an administrator, other user of the system or other computer
systems.
Exclusions from Whitelist
The spam/threat detection according to present invention examines every
outbound message and maintains a list of known outbound email addresses. The

30 resulting list can then be used as the list of trusted senders. However, it may not be



Thi s approach provi des i ndependent processing of nmessages by utilizing a
mul ti-threaded, multi-process nethodol ogy, thereby providing a scal able
mechani smvD®3/0570pr ocess hi gh vol unes of nessages by util i 2CAgisa3/ 7042

mul ti-threaded, multi-process approach. By processing nessages

i ndependent |y, the queuing |ayer 720 decides the nost efficient neans of
processing by either placing an index to the nessage on an existing queue
or creating a new queue and placing the index to the nessage on that queue.
In 10 the event that a new queue is creaggd a new instance of the

particul ar |nterrogat|on englne type will be created that will be acting

on the new queagelsa RIEIAR GO @g{g%mbe& d%&pagsﬁec 40 e libobr frlted

scalabilit |stra|on |cat|on m ni strator can, in one
preferred enbosdndmmo; incomihg gurleFomampiegwmw a usprumddesend i mgsRgew a o be used

by the syst emnaegvpgrtﬂgpr %}\;yﬁ)%angt m@cgame ﬁ'lfu This zhge frgm%%s F&?sg{gﬁgfsﬁ qugapabi ity of

dynam cal |y drop g specl queues for
per f ormance antécashﬂlylb)q;bxsahmkjﬁitqnmg pﬂiséstheﬁaozhraupueusr may séndchntuosudsquibet i cul ar
i nterrogation engi ne g rocesses _can

C? s f sle. nEe oguieo S and S ge 'hpus tp anLbe ituations

exi st . pr i BTy %‘b‘ﬂﬁ"f étf’ﬁ?fﬁ DRYFE 10 SRAYMr&¥eEan Bt 55 e gquete for
perform ng c orih ehichfunt dnditions) ,whitalise addidgereisl ngraldvicablee rfhersgeens of :he@fedenm suse
prevention, etc. | oosel ed ste allo for roprletary

appl i cati on- sdBYﬁ“f‘?‘bgﬁ’B’ﬁIc?ré"é‘{?’%?ﬁggpﬁo‘b‘i O“étﬁ?in@eoe“ %ﬁiﬂlg,aﬁ %unctional ity.
This design provi dq&ey*efeecla&l@ﬂidnuﬁomhmhfde&ulérw§agfnsnm @xﬁﬂfl@@ﬂtl on
Application-specific engines act on the nessage via the |ndex

to
message in t henteligpcedsision Ress Qg camBng! dhereSmp P%f‘?“ﬁﬁ“’eﬁ)?ﬁ“é’i‘itset by

i nt errogat jn. and adMiirdos b G Akkr BF thi BRtdpieues provides for retrieving
nmessage details via an appropriate interface such as a Wb, e-nmail and/or

t el ephone basé\i“l“ﬂ%@!’%é‘@}gﬁl@ﬁp Jnterrgpationof EleckionicCommypisationsy faci | it at e

access and managengy IQ%rén@@to%@V%%ﬁlﬁﬂe R Plirsichal Hovidbsi b %pg}lﬁgal on of
the queues allows the admnistrator to sel'ect nessage queue or (ot her

t han the syst erwralkity 2fifisk) assassraanss to girecsi veth eorpapeation. of the systemto 30 best
Cont i guration. o OBTI70US " BLAR S T BBl St el M5 O Ro R o e
charts depiskt iSR§, tﬁ@@dvﬁncedwomsmg pideduiresiation gYlessages come wsfoem an ejterkal
associ ated w tsrc])ur%e h&¢ zﬁld\ﬁ?edplgc%m trﬂilscs?otrti, M. ’I’%s s?otrg 93(?:9&&&3%&%&2\ &)%xjopn I's
over the message until the end of the process or if a message does not pass interrogation
criteria and is, therefore, quarantined.
An index to the message in the store 730 is used to pass through each of the
20  queues 771B, 781B-784B, 791B in the queuing layer 720 and to the interrogation
engines 771A, 781A-784A, 791A instead of the actual message itself to provide
scalability and performance enhancements as the index is significantly smaller than the
message itself.
Both the queues and the interrogation engines use the index to point back to the
25  actual message in the unprocessed message store 730 to perform actions on the
message. Any suitable index allocation approach may be used to assign an index to a
received message, or communication. For instances, indices may be assigned by
incrementing the index assigned to the previously received communication beginning
with some fixed index such as O for the first received communication; the index could

30  be reset to the fixed starting point after a sufficiently large index has been assigned. In



made if the start-up of the process is being initiated; if so, steps 805
and 807 are perfornmed to read appropriate configuration files fromthe SDS
t o det er mivoasthm®7t ype, 5 nunmber and ordering of interrogatrcarusesigiones and
the appropriate queues and instances are created. |If not, the process
waits at step 810 for receipt of a conmunication. Upon receipt at step 812,
the communication is stored in a portion of the SDS referred to as the
unprocessed nessage store. The communication is assigned at step 815 an
index used to uniquely identify it in thggunprocessed nessage store, and
this 10 index is placed in the first queue based upon the ordering
constraints. T rocessing t rs. t Lt ei pt of
comuni cati on Sgglgﬁ ?%%rengmls%até%‘g%gglﬁ% ??SSSB%% 5‘% ﬁaesg(ﬁfir%% %g@%%rgs'sgﬂ?fﬁﬁ{hl S
process, and wkdeived ooamguieationpuchsyaype ofi coremwiiicaivstged ofafrivaheta emai nder of
the flow chart wth, each received.c nication. Ln .pents,

nul tiple inst ancestinglDS aBPrS?)C%ﬂ%Vl%éf/m%géng pgch}@gkgggsg% bqulvgﬁ |¥l g receipt

of conmmuni cat imw&-threaded aniti-@rdzedinnrinidslogy, hieretgpeovwidingh salabiermachamist ton My
trigger a load evaluyation ta determ ne. .if additional in erro‘%ation engi nes
and associ at ecP"Eﬁﬁ%ﬁEé‘ vl of myssages yjubifigipe 2 piltsthrrageds EEPIERS s, a

separate procepproddy performthis load analysis on a periodic basis and/or

at the direction of an application adm nistrator., 2? Thf id{]d X ves

through the queue BYPTeFaEsing Massiees indepghdently.phe queping fayga {20 ef)‘ges ‘Fg@"“

I nterrogation e@ﬁ@érﬂ%e&%%??fq%&s@ﬁlg%%hhérBﬁcﬂ?@h’ﬁgd@;&todﬁé REKhgash dnexitigp 825.

This increnmental novenent is depicted as_ [ oopi n%i‘ bet ween steps 820 and 825
t

until ready fcueus giceappgmRgvbaeus and tcinggheitdeciqthcgnessage mithat gugr§- or

eval uati omat ft ERnERA-a W YuecQSTAEE 3tk @ BnsEABE bIHEFarfENE SntbifoddRYE t hrough
the queue at step 820. If the 25 comrunication is ready, the index is

provi ded to teagiappipeptill be @eited batrwil ke peingendhenewaueusst ep 830 in FIG 8B.
The interrogation [ 0 SHT [ mg ‘ Riskrktdnl Ndex
in step 830. Upon@g%?%ﬂeo%g%f&?ﬁ{)%?? ggat I or}g;?&rgsg%?aep %gd M?ﬁels{r ron-

i nt errogat i on Teapplestien adgunistritglcaprivbid pefagebambodaEnhiconfigurethe edginaled
communi cati on based I I on. 0 1 107042 57
| f additional |um%§rr?%§§'{%f E)Orr:% dé?%ﬁ{ t(rl)]g%%ceﬁr? Jfl(s tsayégﬁ ' g’égy&n}lﬁsgﬁ)ﬁé é{f{? %61?6 t he
conmmuni catlison dapabgitaofdynamgaliyidoppifigor wding apciivamewss ot typenaHquedenf@r r ogat i on

E Kr’)gulgﬂ tS }"eg npg Prna:@é%zgn b }n?rgstr%ggrg {)\Pl’%"s%s.vﬁgcp q&etu%ﬁ)s t?e%Qo g%ar&i@tﬁar' ndex noves
interrogation engine where multiple queues and multiple processes can exist.

Proprietary application-specific engines can act on each queue for performing
content filtering, rules-based policy enforcement, and misuse prevention, etc. A

20 loosely coupled system allows for proprietary application-specific applications to be
added enhancing functionality.

This design provides the adaptive method for message interrogation.
Application-specific engines act on the message via the index to the message in the
unprocessed message store for completing content interrogation.

25 Administration of the queues provides for retrieving message details via an
appropriate interface such as a Web, e-mail and/or telephone based interface system as
discussed above in order to facilitate access and management by the application
administrator. Administration of the queues allows the administrator to select message

queue order (other than the system default) to customize the behavior of the system to

30  best meet the needs of the administrator’s particular network and system configuration.



If no nore interrogations are required (step 840), a further check is nmade

to 5 determne if the communi cati on passed interrogation by all appropriate
engi nes awodBmP707850. |If the comuni cation passed all int@cmagas/iHmms, then

it is forwarded to its destination in step 855 and processing with respect
to this conmuni cation ends at step 870. If the conmmunication failed one or
nore interrogation as determned at step 10 850, failure processing occurs
at step 860. Upon conpletion of appropriate failure processing, processing
with respect to this communication ends ag step 870. Failure processing nmay
involve a variety of notification and/or corrective neasures. Such

noui Tications, andige SRTISLL Ke, TRASHLASIIN: bRL HRINARE: ARl goussed

above and in further to ano cti1on.
Anonmal y Det ectassess ivkasgsmtelivathArecrirey cmanmmt:atmn mnsrcp:g& adggmdiatign iso an

Gepi ct ol i n FRCIoRg e Sy LR PERSifee T el LR R of e SO ©
col l ection of pdefbidnedac rag apﬁhmamﬁohﬁgtram fﬂesg‘romthE(SDSeoeletvemnathe type,

commnlcatlon directed to or_originating from,an appl.ication er. One or
more tests “ar SUIBHY ‘?‘@d’“ﬁ"ﬂ“g REMIe, B@%ﬁ‘\?&&“@%‘?ﬁ?ﬂﬂ h@é‘?ﬁ"ﬁﬁ Flate diedes 4 § " For e
tests may COFdi@é‘rBﬂEtﬂ If ot} l!h8ptbaéds OUdBs itls&b 826 e sBIPpNda dbnftunkagen.above. The

col l ection engine in one preferr enbodi nent. as depi.ct ed ses
the multiple queue %bf@&@ha‘dfegéigéwown%\ﬁév mf‘ﬁf"é'obgﬂh%ggar

col l ection engi:fafed &ns/eCthpioRESssH Beskfoelstthe NHIREomsnuR X @i idhiighed fetept han
restrictive with respect to collection engines usable within the context of

this anomaly d&fapindsyusdsesuguelyideniidyjten Bg upprogssesd ngessagp glogeatnddhis | on

engi ne i ncjodegqQnepiated TR firdt Bk B8RH uPGh th@Bﬁl’eﬁﬁ?cdﬂgtrzﬂlﬂ@ or nore
interrogation engine types in an interrogation |ayer 610. Associated wth

each interrogati onTéagroessing Hat peurs aggieR wgawaayvérrecamof%onaﬁum@ag@ one 30
I ndi ces queue %ﬁ%% mg%na&%&yﬁw&%{a&e <G B[R 0cesO TR C@hiQReal ti ng

i nterrogation 71 PCT/ USO3 58 by an interrogation engi ne of
t he associ at ecspawme nevgCuhvessst ofithe semainder of theflavgchagtydh eggtoreceivid t he

|t err 02t 1 o0 oAt R BaERhLEE HUABERIMIE oA oaTete

communi cation “1'S receiv ore
i ndex i s gifeuaimultunedsly awaiting receipt of communications.

In some embodiments, the receipt of a communication may trigger a load
evaluation to determine if additional interrogation engines and associated queues
should be initiated. In other embodiments, a separate process may perform this load
analysis on a periodic basis and/or at the direction of an application administrator.

20 The index moves through the queue 820 until it is ready to be interrogated by
the interrogation engine associated with the queue as determined in step 825. This
incremental movement is depicted as looping between steps 820 and 825 until ready for
interrogation. If the communication is not ready for evaluation at step 825, the
communication continues moves to move through the queue at step 820. If the

25 communication is ready, the index is provided to the appropriate interrogation engine at
step 830 in FIG. 8B.

The interrogation engine processes the communication based upon its index in
step 830. Upon completion of interrogation in step 8335, the interrogation creates a new

risk profile associated with the received communication based upon the interrogation.



gqueui ng | ayer for processing through the collection engine. 5 2. Analysis
Engi ne The data col |l ected by the previous conponent is analyzed for unusual
activity wioystomm7anonal y detection engi ne 640. The anal ysipeTisohamerl on
data accumul ated from analysis of previously received comuni cati ons over
a period of tinme. A set of predefined heuristics my be used to detect
anonal i es using dynamcally derived or 10 predeterm ned thresholds. A

vari ety of anomaly types may be defined generally for all types of

I nternet application comunications whil gsothers may be defined for only
particul ar application types such as e-mail or Wb. The data associ ated
wWth previously r S iguration data
630 are stored in ?ﬁ%dé%%apgﬁw Itlgﬁst:*‘rg%nognaqi}gé)@{(ggﬁéﬁg%%ﬁglganal ysi s

engi ne wil | detomobuniayions phet sct @eue o5 af instance df fegiekt igetrogition APAMN Yeonal y
types. The set,Qf jnterest nma bl e at
Fn i e or dbPt Reeeer s B 6 sRtos Bl noles WRph R AMRY ° g
t he set approach aIIFn@ﬁﬁféﬁhtyrrbgapes mdqaimﬁf(ktgmﬁfﬁl)jmrthwfcmcrkﬁsmmtoare set
wi thin the Sis epgine. In sone su differ of
anonal i es 3"6‘1‘“&‘E&‘&F%’E?’"B‘@%’é’ﬂ&?ﬁﬁ‘fﬂﬁ?gﬁg‘ft% b?' Vpé ]ap RPPTEST rﬁ’%%n c%tteslEe

recei ved. In 2gbocthbgbm@bhxeatmhpﬁsseuin iR rre ghviods, mmmss fcﬁwmﬂadtpltsypes are
read froma configuration %g or inter ctivel(}/ configured at run,

the anal ysis effgiifion aisich ﬁaP?l\Bm%"éfm P EesReFt (9 s P "%tbor?aelngsi‘ﬁ gs may
be of interestgmith respect to only sel ect ed types of comrunicati on.
Finally, in some enbodi nents, (including sone set or :gs\rHei urabl e ones) an

i nterface such as déﬁ’ércp‘l‘}é’&“‘éb‘tﬂ?é“'ﬁ&f“ﬁér BV REREREAUPT AR EL B P guration
25 of the ?(310”E’dOYfatllliféep?o&gsn{grﬁc@ﬁr@§ttste%r830p@g@ﬁ@nﬂﬂ&oﬂﬁﬁgﬁir@ﬁrﬂf& fafhae ewi t h

while the analysis engine i's executin e thresholds for various types
of anonalies WC%EHQWMSMIWIW rgeenod Wéﬂ’mnﬂﬂi‘é"éﬂo‘h‘ﬁ@ﬁaﬂ‘@ &9t a associ at ed

Wi th previously r eqiied GOEMIEAR N varih! A ORdNS] shaid Rodttigé f ace may

be provided to an application a ni strator to all ow 30 configuration of
particul ar t hr msisetess Swihtrietifientipesatndfop corrediive mepshreamayrinclpde (hogssas | n WO

03/ 07707, PCT/ SO G147 o %, AN FANBEL IS Seark Sk SR 2ul t may e

dynami cal | y defTve Pess specifircally configured by an application
adm ni stratdr. Ammlnmmn@ch@ cally detected based upon a specific tine

period. Such a The Anomaly Detection process according to an exemplary embodiment of the

3
present invention uses three components as depicted in FIG. 6:
1. Collection Enginc
This is where the actual collection of data occurs. The collection engine
20 receives a communication directed to or originating from an application server. One or
more tests are applied to the reccived communication. These one or more tests may
correspond to the various risk assessments discussed above.
The collection engine in one preferred embodiment as depicted in FIG. 6 uses
the multipie queue approach discussed above; however, this particular collection engine
25  architecture is intended as exemplary rather than restrictive with respect to collection
engines usable within the context of this anomaly detection process.
As depicted in FIG. 6, the collection engine includes one or more interrogation
engines of one or more interrogation engire types in an interrogation layer 610.
Associated with each interrogation engine type in a queuing layer 620 is at least one

30  indices queue containing the indices of received communication awaiting interrogation



time period could be a particular fixed period (e.g., prior nonth, prior
day, prior year, 5 since security device's |ast reboot, etc.) and apply to
al |l anomewy wywpms1 Alternatively, the tinme period for all pamarsady7iosypes, or
each anomaly type individually, may be configurable by an application

adm ni strator through an appropriate interface such as those di scussed
above. Sone enbodi nents may support a fixed period default for all anomaly
types, or each anomaly type individually, which may be overridden by 10
application adm nistrator configuration. sgn one preferred enbodi ment, as
depicted in FIG 6, information fromthe risk profiles 642, 644, 646
generated by tﬁ}%nf?ﬂle&f}ﬂib@amg%{wﬂfﬂ% dssoclaRARA:E ColbdiRelly e geltignS@r 620

t hreshol ds for "anomal y" types of interest. Based upon these conparisons, a
det er mi nat i on dnd theduterregation laxpret 1A derm the collseléan caging o Arfeifi Yed cPBAupigation

anomal ous, - andg f.q;day ?tgrediilpth\g{r?g)s &%Xssﬁﬁ@?@nﬁeﬁ YRR Jindek §s GRITAEAL I ON 1S

anomal ous. I n one préferred I ment, stored risk profile associated
Wi th the receiweadg byenfonprocassingithraighggreotestienengineh dat a associ ated with

previ ously Srec;iA\{lgl sis BQN ni cations of the same type. This newl y aggregate
data set i s thén used | anal ysis of subsequently received conmuni cati ons
of that type. 20 I {Thadatandiestey by shege¢vimis edmpenentinarabyzgd fordineseloctiviygnal s

output. The outputted ,signal my inglsdde tifyi ly type
det ect ed and MH%‘BWM %getcﬁ%nnengl}/ﬂr? o i J(Iilﬁe %"%@Elghgob%g‘{aydnv\%? 8'%'@@ tggms;ﬁch as
al ert data 65nalysis bbprjévibg/sne&cmeda:nmmhice@onsava agpescdisftane. b kawf wi t h

respect to e-mai| _application security. These types of ano i €S y be
det ect ed usi ngpr?‘lr‘?gngﬁg’(‘,‘f'ft}cé "Hé?’gb‘feldé‘ﬁX%{f)clF’bomle%\%é%@%ﬂ‘Cﬁiér)fa%evr\}v%? SEHZS any
of the af orengRticenatheatireshoias.i X eaapordnymdltiges My badefiedghesallyFor Act i on
Engi ne Based on the_anal ysis, .this conpgnent .talﬁgs a oLec('k{s)i o((;nf of what sort
of action necdResPbINENgtAPRfisatin Lo BpnsyVhilg othepsay b 4eTasd /85 OW er t i ng
the admi ni str at.eiculdf apghatidAngtis Bethlal B bl or bl Vit Wata Aksodihted tvith pgivioaslG60
performs this task by providing any 30 appropriate noé@fi cati Qns}]ﬁ or
initiating anyreeshysdspmmanicaiqns pedIHPRPrIAE CPRIHTatigRdesa PeY 91§ s1Pred i | } 07042

60 The outputted sigRal JfBYontdly §P&tha tlelnhiY§E en@RPOINR i mBOTEeRBEOI MENt S;
alternatively, the outputted signal nay be the response. In one preferred

enbodi ment 15~ t fiem e largritseted keewihatomatniyiss: Aheist P intesast BRY bosebH€oBPIGor e
designated r CCHhiRe %nﬁétﬂalﬂ@ﬁ run time, or during execution in certain embodiments. In

embodiments using the set approach all anomaly types and configuration information
are set within the analysis engine. In some such embodiments, different sets of
anomalies may be of interest depending upon the type of communication received. In
20  configurable at run time embodiments, anomaly types are read from a configuration file
or interactively configured at run time of the analysis engine. As with the set approach,
certain anomaly types may be of interest with respect to only selected types of
communication. Finally, in some embodiments (including some set or configurable
ones), an interface such as described above may be provided allowing reconfiguration
25  of the anomaly types of interest and parameters associated therewith while the analysis
engine is executing.
The thresholds for various types of anomalies may be dynamically determined
based upon the data associated with previously received communications.
Alternatively, an interface may be provided to an application administrator to allow

30 configuration of particular thresholds with respect to individual anomaly types. In



or nore respective, specified delivery platform For instance, the
notification could be 5in the formof an e-nmail nessage, a page, a
facsi m | evoan/oBNM al ert, an SMS nessage, a WAP alert, OPSE@Semoming a
voi ce phone call or other suitable nmessage. Alternatively, such a
notification could be triggered by the outputted signal. Instead of or in
addition to a notification, one or nore corrective neasures could be
triggered by the outputted signal. Such corrective nmeasures coul d include
refusing 10 acceptance of further co ications fromthe source of the
recei ved conmuni cati on, quarantining thé comunication, stripping the
communi cation so that. it can b af handl . J.cation server
and/ or thrott%?ﬁﬁ"@?@g§§§¢§mﬁﬁﬁ%§)§%%¥“PH¥gg?ﬁ%nﬂ%gkﬁggﬁgghggﬁer second to
| evel s managegltificdly configiredly anppplicadér aimisisrar@r s. 1 n one preferred

enbodi ment, an interface nmay be provided that allows. a f.cation
admi ni strator to <HOBE{IPSAL é’pE?BlrlPFiied‘?ngjeb sedapy %?e?g@ﬁ%n%spéggﬁgﬂ zgggoci ate
this confi gusiRepdrRARENABe Wiphitic@aaiet periddae.ga paiorhgnth,yppier daycpridriyedr, when an
anomaly of that type is detected the caonf

_ ] _d igurﬁf response thcurts. FIG 4
depi cts a ¥ otincetiagurity devices {ast ehpotLoand gPRIE L% q%wagrt&eés §0a0el ng t o
one pr ef er r edye ghR MG or A alddRIPH BSEMecad M BRaIyApe iRdiCidpilDG @agbst arts in
step 410 by 20 initializing various _constraints of the ﬁlgf%%fe)ezﬁif%ncl udi ng

the types of eanfgwrbledy an ppRiispism@dmyniyiraion theenghap ARPTOR{IALG ¥s for

whi ch prior data disut0a BiovE O8shOEhSsbimentivhsy JuBbtt iMkédprioRyethar oo | gur ed
interactively at 1tnitiation. In addition to instead aof, the

or
interactive camwhiahuypssi areachymeniaby ypeyindivigually, whish myybaOYSHIIADYr nat i on may

be | oaded,from. - 2SS conti nues at step 420 where anonal
oAt ' RLAGED _ p y
definiti og%l i‘p@%}ﬁ’ﬁ?ﬁ)}gﬁm@m}r?%a@ ?e. g., Incom ng nessages that have the

same attachment wilnlohepafeb®d ginhediment stdepivtad in FIGA6 dafosmatiandtampihe rigk ¢ hen

made as to whet her read | i S: 3k O desuiRased
Upon the read EHE: S BB A IFE TR ddpine R FRIEA A AR LRIRISCE o
thread i s reqthgskélds fonendnhilygges o« imgus. Based ppocibessicngpirisons,8p 450. | n step

440, WD 03/ 077071, PCT/ US03/ 07042 61 the_pr spegicf i ed
period of ti nB'HEFRIRN ISP AP gY e(t)heé{heeﬁecﬁgf)&)?&(;ﬁrrﬁlgg!c:ﬁqﬁ)ﬁsf%@{?ﬁﬁ]dn r egar di ng
an anomal y5 Ogs;éh Ph QS sindgabftyfe) ehervemntuhicetioh is amomshaes i n step 450,

| nformation needed, Lo evalyate (e, ARQUBLS sk plofld didkikd ifihgpp oprfate

received communication is aggregated with data associated with previously received
communications of the same type. This newly aggregate data set is then used in
analysis of subsequently received communications of that type.

20 If an anomaly is detected, an anomaly indicator signal is output. The outputted
signal may include data identifying the anomaly type detected and the communication
in which the anomaly was detected such as alert data 650. Various types of anomalies
are discussed below with respect to e-mail application security. These types of
anomalies may be detected using the specific detection approach discussed below or

25  any of the aforementioned alternative anomaly detection approaches.

3. Action Engine

Based on the analysis, this component takes a decision of what sort of action
needs to be triggered. Generally the action involves alerting the administrator of the
ongoing unusual activity. An alert engine 660 performs this task by providing any

30  appropriate notifications and/or initiating any appropriate corrective actions.



5 if needed, and analyzed in step 460. A determination in step 470 occurs
to detect an anomaly. In one preferred enbodi nent, this step uses

pr edet er woaed/ottwreshol d val ues to nmake the determ nati onPCITUISN3/07042
predeterm ned threshol d values could be provided interactively or via a
configuration file. If an anomaly is not detected, the process stops. 10
If an anomaly is detected, an anomaly indicator signal is output at step
480 which may result in a notification. The possible results of anonmaly
detection are discussed in nore detail gbove with respect to the Action
Engi ne. The types of anonmalies may varyégependi ng upon the type and nature

of the particular, application server. The fol f L j provi des
exenpl ary defi ni jtiT(SIFIEEtp'_‘L@%ngn%n%%P%% am?}lrg'}erereééo(r?rlé\él ]Iqqf)lgle? ﬁg&g%p f’gati on
context in qugsihevely, Aeaugluitabsigialinh@be therespasat Incab prefaredieabediownt, be

defined with respect to qther appl.jcation server A . . man
potential andhaf p‘ftﬁfﬂé%“ﬁf“ﬁyﬁfé'rnggﬁcai“ﬂ“ Pn& OREiere &seg/lgﬁ%?% re%ﬁlgﬁtevéﬁg ySi syi s
based on the geidrerbglidatpcaind ddweanlafoml Eer insancagheradtiftegtidrameld ben t he
historic audited data, In sonme enbodi msn}s,, gn a .cation 1 ni.strator
can be 20 Yr dPithsdarmet 1 cRalt RESPEE 828 1CTM F’d’ﬂwgf%’aaé’fsﬁ\ﬂg e?sﬁéeés with
respect to dif{arpeiid, OPRECBIihY PeSice floe cdll diolier Slambla neasige.e screen for
such an interface. The interface functiognality mag/ be Er.ovi ded via a Wb

server runni niltesmativply, ek petficationeoyiddhednggereddyitheoutputsd pigpals i ¢ apl e

interface platforfasdk SGHIsGHoRRAMPR it dloR B BF BbRICoRECIRERREdUIRIbUIdL he
threshol d value for the analysis for each 25 anomaly is derived from an

anomal y act i obe triggsiresl byTtheouipitied signdlr Suehcerasibgamegsurss coplddnclyderefysipg om t hi s

tabl e. Thg angl ysis. ijﬁﬂflérfcgﬁﬁmhi@%oﬁmtﬁ@idﬂ&e‘éﬁHﬁk@eiv@@%@tﬁ@xﬂée&i@ﬁ, and
hands over to the action nodul e. Enunerated below with respect to e-mail

are anomal i eguaohtiviag thewsmimppiestion] strifging kg eemIpBIAILOA SR thabit siicheed®ly. The
point of ool g, hpb e 0RIR oGy R ISR POBs ey g PSP
whi ch the nmessagasiony pegsaeatdto ldets hiagmblieds sntersalapplicaton seryerfe SDS.  The
eriod Trom the S4B pPRedukrRbetbslRIRgRE e BRFRALT o8 PG
Based on t1fie agpvfion aiiminbitrewhol sdlectivelyt abfigurah desired espramseant assbeiate this
configured response with a particular anomaly type such that when an anomaly of that
type is detected the configured response occurs.
FIG. 4 depicts a flow chart in a typical anomaly detection process according to
one preferred embodiment of the present invention. The process starts in step 410 by
20 initializing various constraints of the process including the types of anomalies,
thresholds for these types and time periods for which prior data is to be considered.
This information may be configured interactively at initiation. In addition to, or instead
of, the interactive configuration, previously stored configuration information may be
loaded from the SDS.
25 The process continues at step 420 where anomaly definitional information is
read (e.g., Incoming messages that have the same attachment within a 15 minute
interval.). A determination is then made as to whether a new thread is needed; this

determination is based upon the read the anomaly details (step not shown). In step 430,

if a new thread is required, the thread is spun for processing in step 450. In step 440,



5 2. Messages from sane Address (MAIL FROVM - The point of collection for
this anomaly is SMIPUSMIPI S service. SMIPUSMIPI S has infornmation about

t he addr ewe ogM¥loz1 FROV) from whi ch the nmessages ori gi nat e PCThEso03/d@ier m ned
address is stored in the SDS. The criterion for this anomaly is that the
nunber of message for the given period with the sane MAIL FROM 10 address
shoul d be greater than the threshold. Based on the |evel of threshold,
suitable alert is generated. 3. Messages having sanme Size - The point of
collection for this anomaly is SMIPI SI\/[EIi’I S service. SMIPI/SMIPI S has

i nformati on about the size of the nessages. The size of the nessage is
stored in the SDS. This size denotes the. 15 size of. ody and
does not incItﬂﬁ%ro‘fersfégg‘?pﬁgordlfsl’?cﬁ@edrp@ﬁ Pfgtfmerlﬁe ore gty g‘%?%ﬁgﬁgzr?ﬂ? E?alsa anomal y
is that the nuftbgiticdfregRBsO@eanbmalyt he gi ven period wth a sanme size should

be greater than the threshol d, Based on the level of _threshold itable
alert is generat edncg proggssiag ghte H%‘V/ﬂﬁﬁ‘qé:a?@eg‘fﬁﬁj"bﬁp 4503 orB'SWﬁﬂeS?e%

col l ection fap cldthdte MBARGhNy isFetridktd HIRPAPPMPRAS IGafiotis ¢ the SHBPHGARLE has
i nformation about the subject Iine of the nessa e.‘iige sub%ﬁ?ct | ine

i nformation fibpecderh apdanshiged insteprdhP o defgrmippfiondbep $ALOCPISIRISEHaY or thi s

anomaly i s thgbmhRe iNUREfeRdd FsoARER:, A sh@ses F@&&é}nﬂﬁditmdsm&idﬁldche sane
subj ect line should be greater than the threshold. Based on the |level of

threshol d, submat thegeerminitiongab perdeermined treshoidwlics cond be Agvidate
Attachment - iﬁ}éﬁﬁ%’él)ﬂgr \%&a gcgllfilgﬁr‘:\llibrpfi‘lef ﬁfantanbrﬁal?ﬁ%héfedtéi_, tHehfocMsVE Ri pper

Queue. The M pper eue parses the actual "nessage into the
constituent Mtdf#s. parts and stores the information in the SDS. A part of

this infoyjmation is t . t fi yil Lo EQhgg hi s
anomal y i {sdmt hat tlﬁzén %uﬂ%%r@%{zﬁr@égggg gﬁ@%&gfg\?gﬁk %gt?i od_Stvmpt h same
attachment nawkicMBap 8%sQ7iRQ7ADLRGTOWSDRY BROUR resels eflroanalydetegifaagrer t han t he

e R AL SRyl o] 5 penerates
this anomaly is tIhe tjyedvEf Mompkias nidyeuasy. depénaing] upbn fRiepyreran@neatue gbtheses the 5
?(r:]t ual mess agpeartiicrma? ai[)p i((a:at?o%r]sg;[vie:}. l’ﬁ]rétfol‘\c/)lwl\x/nEg cPlgiclilgsslonapr}gviéés%&gl%pltaxt}edehgiftigﬁsrmt hon
15 of anomalies where e-mail is the application context in question. Anomalies similar, or
identical, to these can be defined with respect to other application server types.
There are many potential anomaly types of interest in an e-mail system. The
analysis is based on the collected data and dynamic rules for normality based on the
historic audited data. In some embodiments, an application administrator can be
20  provided with an interface for configuring predefined rules with respect to different
anomaly types. FIG. 5 provides a sample screen for such an interface. The interface
functionality may be provided via a Web server running on the security enhancement
device or other suitable interface platform as discussed above.
In one preferred embodiment, the threshold value for the analysis for each
25  anomaly is derived from an anomaly action table. The action for each anomaly is also
taken from this table. The analysis identifies that some thing unusual has occurred and
hands over to the action module. Enumerated below with respect to e-mail are
anomalies of various types.

1. Messages from same IP Address — The point of collection for this anomaly is

30 SMTPI/SMTPIS service. SMTPI/SMTPIS has information about the IP address



the SDS. A part of this information is the attachnment file extension. The
criterion for this anomaly is that the nunber of nmessage for the given
peri od wwohi3samel ext ensi on shoul d be greater than the threshmshsio7oBased on
the Il evel of threshold, suitable alert is generated. 10 7. Messages having
Viruses - This anonmaly will be detected only if any of the anti-virus
queues are enabl ed. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each

i ndividual MM parts of the nessage. The scan details are stored in the
SDS. A part of this information is the Virus name. The criterion for this

anonmaly is that theg 15 n er of nessage for.t i.ven peri e ted with
viruses shoul d be fg?"e‘é\fhécyl%)%rﬂ%sﬁa%e e ‘H@%sﬁ%el Ig.agéggéfj&%rﬁgfﬂggsg\g/'eltrg%f
t hreshol d, suit abl @itaddrfor this agemey &tteal the imbbesfamgyerge fienthengjveigreiod/i r us -

This anomaly will Dbe detect nly if any of the anti-Vvirus queyes are
enabl ed. The poi ntg?ﬁ‘%leosf‘ﬁng ?cglﬁes%/ﬂ‘ro“{dﬁhesgreé‘%fmp)}heitérefl}?éc{‘%éf"?giops'i’er us Queue.
The anti-virus QueldeelSEMREhIIOrsuRdYe Mérk Isgeter@ed. €ach i ndi vi dual 20 M ME
parts of the message. The scan detail s are enterﬁ,ﬂ?into the SDS, A part of

this inforiatiorf i Hetshees o EmianidressiidAL FR@M 5 BPinggficelechighigr $if s ¢ hat
the nunber of nesgRERIYIOSMIPESHTPENsePREd. FMPERYISMTES hab inforfafich abolius shoul d
be greater than the threshold. Based on the |evel of_ threshold, suitable

alert is generat edic agdsess Al FREMydragwhish theraessages ariginates The an anonal y

table in one prefejdiGfhined TRENs TBIMred i (ROSBS ' Bheddri@PAl fodftis ahamaly tmeg! for
storing this information in the SDS. SI No. Field Nane Data Ty e Renmarks

anm type int Pri mathg nweber ofpeesage for de given pasiodwith the samedidHaFR@M  The | st
IS 1ven Inpgnext Se%fdke%?sho%b@%e@%g ﬁl?lljrtl'gqueg‘l{§®3bgs%gég theq4ve§5f tN%sh d,el d Nane
: ar Name of the

Dat a Type Remarks anm nanme “varc nomaly (Tag tor the U
to display) suitable alert is generated.

3. Messages having same Size — The point of collection for this anomaly is
SMTPI/SMTPIS service. SMTPI/SMTPIS has information about the size of the
messages. The size of the message is stored in the SDS. This size denotes the

15 size of the message body and does not include the size of the headers. The
criterion for this anomaly is that the number of message for the given period
with a same size should be greater than the threshold. Based on the level of
threshold, suitable alert is generated.

4. Messages having same Subject — The point of collection for this anomaly is

20 SMTPISMTPIS service. SMTPI/SMTPIS has information about the subject
line of the message. The subject line information for the message is stored in
the SDS. The criterion for this anomaly is that the number of message for the
given period with the same subject line should be greater than the threshold.
Based on the level of threshold, suitable alert is generated.

25 5. Messages having same Attachment — The point of collection for this anomaly is
the MIME Ripper Queue. The MIME Ripper Queue parses the actual message
into the constituent MIME parts and stores the information in the SDS. A part
of this information is the attachment file name. The criterion for this anomaly is

that the number of message for the given period with same attachment name



3 can-display tinyint Anonaly is displayable or not in U. 0 - Do not
display 1 - Display 4 is-enabled tinyint Specifies if the anomaly 1is
enabl ed oworwew7®7t Disabled 1 - Enabled 5. anmperiod i ntPCTiUse3/hiTe4mi nut es.
This tine specifies the period for the anomaly check. The table bel ow
depicts the fields in an anomaly action table in one preferred embodi nent
using a relational database nodel for storing this information in the SDS
SI No. Field Nanme Data Type Remarks anmtype int Foreign key from anomaly
table. 2. anmthresh int This val ue specisfies the threshold for a
particular action to be taken. 3 alert-type int This is foreign key from

aert_type table. Jhudpe WBhPnEPREY rés%&dtl%ﬁ?ctl 4P 1881 FifidholOsfbEent to

the alert manager ecte 5 Throughout this
appl i cation, varlamﬁtp@hkmnatlons may have been referenced The

di scl osures of %helgﬁég S é\%:?%%a%g,?htéa&ntlenﬂixte rﬁ‘}e &ll@&foﬁ%’r th‘S

i ncor porated by 'S app €Y7 on to nore fully
descri be the st at enohmalyliethaMIMERippériQieud. HTis Mmempponmeetpansq:ﬁsthe 10 The

cTo0d Tl et e o Bl AT O T G R
devi ations may be ®EDS. A part of this information is the attachment file extension. The
criterion for this anomaly is that the number of message for the given period
with same extension should be greater than the threshold. Based on the level of
threshold, suitable alert is generated.

10 7. Messages having Viruses — This anomaly will be detected only if any of the
anti-virus queues are enabled. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each individual
MIME parts of the message. The scan details are stored in the SDS. A part of
this information is the virus name. The criterion for this anomaly is that the

15 number of message for the given period detected with viruses should be greater
than the threshold. Based on the level of threshold, suitable alert is generated.

8. Messages having same Virus — This anomaly will be detected only if any of the
anti-virus queues are enabled. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each individual

20 MIME parts of the message. The scan details are entered into the SDS. A part
of this information is the virus name. The criterion for this anomaly is that the
number of message for the given period detected with same virus should be
greater than the threshold. Based on the level of threshold, suitable alert is
generated.

25 The table below depicts the fields in an anomaly table in one preferred

embodiment using a relational database model for storing this information in the SDS.

S1 No. | Field Name Data Type Remarks

1. |anm_type int Primary key. Unique
identifier for all

anomalies. The list is
given in next section.




WO 03/ 077071 PCT/US03/ 07042 65 fromthe specific enbodi nents disclosed in
this specification wthout departing from the invention. Accordingly, the
scope of wbesjomeention is to be determ ned by the clai nspPoelusesomueher than
being limted to the specifically described enbodi nents above. 5 WO

03/ 077071 PCT/US03/07042 66 What is claimed is: 1. An application |ayer
security system the systemconprising: a) at | east one application server
system communi cation interface conmunicatively coupling the security
systemto one or nore application server ,systens; b) a systemdata store
capabl e of storing an el ectronic comuni %tl on and accurrul ated data

associ at ed w Hh—reeeived—electron-c—cormr oF e —a—system

processor in (EShNQmitF(‘:‘ﬁl\f]iBEﬁ‘l“"\Mth t he syste ag.f(’tri:ay%etorglt he at |east one
application ser vgr S¥af_aah&omuni cati on T NGERACE, W@k oF thd\Bncnilaly €M
processor conpri es oné or nore processi ng el enent s |airgs i @eQiMot he System

processor: i) |receilves an el ectronic comuni cation dlcﬁﬁ,@‘;ﬁd to or froma

selected app T W SEYET SYySten 1) €S oNg Dlonl iy & df 0] the
recei ved el ect rvg'd cor na?/catl on, wherei Hweach of tggg?oggqnorsﬁ ari tests

eval uates the|receijved el ectronic communjcation forla r seclrity
risk; iii) stores ijn the systemdata store a risk pro1 'E?s ﬁ S CI ated wWth
t he received retectiront mmtcattomr—b 1 re
tests; iv) deterti nes énhb"ﬁer an anomal y =>F<x|‘)g?s W t h*i%éjﬁe HT[e a"?’ﬁaﬁy
received el ectronid conmunication based ppon the stiqf % proflle and
accunmul ated data associated with received el ect ron| Fﬁ}, catl ons from
t he syst em data—stere—and—v—outputs—antahoraly—i %Cs ﬂmi4f an
anomal y i s deter # redmt peraxi st . int | ‘me in'minutes. Th

time specifies the perlod
for the anomaly check.

The table below depicts the fields in an anomaly action table in one preferred

embodiment using a relational database model for storing this information in the SDS.

2 SINo. | Field Name DataType | Remarks
1. |anm_type int Foreign key from
anomaly table.
> | anm_thresh int This value specifies the

threshold for a particular
action to be taken.

3. [ alert_type int This is foreign key from
alert_type table. This
value specifies the type
of alert to be sent to the
alert manager when this
anomaly is detected.

5
Throughout this application, various publications may have been referenced.
The disclosures of these publications in their entireties are hereby incorporated by
reference into this application in order to more fully describe the state of the art to
which this invention pertains.
10 The embodiments described above are given as illustrative examples only. It

will be readily appreciated by those skilled in the art that many deviations may be made



2. The systemof claim1l, wherein the received el ectronic communication
conprises an e-mail conmuni cation, an HTTP communi cati on, an FTP

conmuni cavoms/p7m71 WAI' S conmruni cation, a tel net communi cat iPom/usn3/ero@pher
comuni cation. 3. The systemof claim2, wherein the received electronic
communi cation is an e-mail communication. WO 03/077071 PCT/US03/ 07042 67
4. The systemof claim1l, wherein each of the one or nore tests applied by
the system processor conprises intrusion detection, virus detection, spam
detection or policy violation detection,.5. The systemof claim1l, wherein
t he system processor applies a pIuraIity of tests. 6. The systen1of claim
5, wherein th roc ch of .t he I Lests in
a parallel fa? |ofr?1IE Ry 1fﬁ”en Sy S eﬁ?’g oéﬁ a?ﬁ\ lCeart'e’f’nl &dgﬁ?% rocessor
appl i es each affie invemtiph. uAedordxygly;fthe stcepdcﬁthel’lnﬁmﬂelqﬂembé aéteﬁraﬁdﬂlb@mhe 8. The

Ghta Store cagmien et if Peft BOR P e B AR ERPr O ool 1) o queue

data store capsdlee of storlng a plurality of index queues, and wherein the
systen1prosessor applies the plurality of tests in a sequential fashion
by: 1) storing the received el ectronic communication in the nessage data
store; 2) assigning a selected index to the stored electronic

comuni cation; 3) executing a plurality of testing engines, wherein each of
the testing engines has a test type and has an index queue in the queue
data store associated with it, wherein at any given tinme at |east two of
the executing testing engines have differing test types, and wherein each
of the testing engines: (a) nonitors its associated i ndex queue for a

pl aced index; (b) retrieves the el ectronic comunication associated with
the placed index fromthe nessage data store; and (c) tests the retrieved
el ectroni c communi cati on against a set of one or nore criteria; and



4) placing the selected index into the index queue associated wth a first
testing engine, wherein the first testing engine has a first test type; and
5) pl aci nyotose7®el ect ed i ndex into the index queue associ aceases/ot4n second
testing engine, after the first testing engine perforns its test upon the
stored el ectronic conmuni cati on associated with the sel ected i ndex, WO

03/ 077071 PCT/US03/ 07042 68 wherein the second testing engi ne has a second
test type that differs fromthe first test type. 9. The system of claim8,
wherein the test type of each executing sest engine is intrusion
detection, virus detection, spamdetection or policy violation detection.

10. The system.of .cl ai mdl,. wherein the system processor applies each of the
one or nore tm—%on configuration information stored in the system

data store. 1l.Anldpplicyish Byeckeitpiysiei, thafsgnean comprsingyst em pr ocessor
determ nes whether an anomgly.exists further based . configuration
X Pt ESK e SRR UGR SeT sy e oy {HRdee

i nformation stor e systemof claim11,

wherein the confi giondhinativdly Gsuptihg B s€QNTTsyses taoemalmore dppliegionaerveral y
threshold informati on, anomaly tinme period information or anonmaly response
information. 13. THé&C®§stem of claim 1, wherein the system processor

further derives WngsRfemMtEtord BapaBIk Yf §ibiiBshiddsotit eominisicapaundl at ed dat a
associated with recéived el ectronic, comunications in the system data

store. 14. The systenngpted daf Asseciatgshwith reqekvprhelesiopis FRIPYBIaLYs: et er ni nes

whet her an anorgl yRxiSirscebddr inldonfhRinfdaibiv il thd spstdm Gdta SORIEAU Yheldy pag Of
interest; 2) for each of the anomaly types of interest in_ the determ ned

set, (a) acquiri ngonsraeplnatipyeaves xR SOMMEcHE Wieriaes Srieinhe Vst ¢ he

respective anonaly bnd G3%dre hlacR&hE cHRBRs AsCHRBHiA R yfaha
associated with re%gg?é\%goégg’?@gste?o%i% co?rir)ru%i ca%?ons 1§romthe1 systyem dat a

store; (b) conpariprgeassdrormation in the stored risk profile against at

least one of the 16)‘ ¢ gééie:ir\'géjanoéi'&trgﬁic B G ARRTR dred il GR FofiSa seRBEd

application server system;

ii) applies one or more tests to the received electronic communication, wherein
each of the one or more tests evaluates the received electronic
communication for a particular security risk;

iii) stores in the system data store a risk profile associated with the received
electronic communication based upon the applied one or more tests;

iv) determines whether an anomaly exists with respect to the received electronic
communication based upon the stored risk profile and accumulated data
associated with received electronic communications from the system data
store; and

v) outputs an anomaly indicator signal if an anomaly is determined to exist.

2. The system of claim 1, wherein the received electronic communication comprises
an e-mail communication, an HTTP communication, an FTP communication, a
WAIS communication, a telnet communication or a Gopher communication.

3. The system of claim 2, wherein the received electronic communication is an e-mail

communication.



(c) determ ning whether an anomaly of the respective anomaly type exists
W th respect to the received el ectronic conmuni cati on based upon the
conpari somo 09031 077071 PCT/ US03/ 07042 69 15. The syst emcofusesd/atom 14,
wherein the system processor determ nes the set of anomaly types of
interest by reading configuration information fromthe system data store.
16. The system of claim 14, wherein the system processor determ nes the set
of anomaly types of interest based upon the received el ectronic

comuni cation. 17. The systemof claim %4, wherein the system processor
acquires the one or nore anomaly threshol'ds by deriving at Ieast one

anomaly threshol fh/ S ol aa.fgf,wi@a%ﬁ of AL Brf 3L RLE ol hIRGSLYAC

el ectroni c comuni cAt 1 ONs stemor claim

derivation of t hﬁo@a‘ssdre@ﬁpnsematrasimmdtgcﬁom tvires vdcdon, spehudeth@ronbap@ctyupon a
predeterm ned ti e 19. The system of claim 14, wherein the system
processor acqui r‘ggag?"4eé°§§?n one anomaly threshold of the one or nore
anomal y thr es hsol T Hsteh @aclhing! oﬂnfdngthéajzs!t@nproi:ersi@rapmtdsalpleraimyrbttbas.syst em
data store. he syst of _.claim wherein the gnomaly .indicator_signa
conpri ses a r?ot l?eisé{sa‘%/ Q&‘(%?/é‘i}&?'f eé’(fteé’?j?ﬁof‘ﬁsy?&@lff eacfff thﬁ?éuralifﬁ’gm of
cl aim 20, wherelﬁmghﬁqﬁﬂﬂkﬂhgﬁ&ion conprises an e-mail nessage, a page, a

facsimle, an _telephone cal]l,_an SMS nessage, a WAP al er r. an SNVP
alert. 22. Thd shstsunsmel gpm ST HE SR P‘H%es%aﬁ%lfe?e?cﬁicﬁ?é@tpé‘fm'é‘wﬁal

further conpriseggafa@pRNBAI¥ashiRe and wherein the notification conveyed to
the adm nistrator conprises the anomaly type. 23. The system of claiml,
wher ei n t he arfonEiesystermiot eligr 7.syhgrean mééYﬂfr"? @fé%s‘%Fﬁca?iBﬁﬁny type. 24. The

system of claiml,; 1V‘"l%é%kz@eh'&'t@st%yeséaﬁiﬂlé&s%rﬁ%%§@ﬂct%§d’%%ﬂn@xxéakn&@%&| system
and one or nore application server ;lzstems he system of claim 24,

further conprisi ngiia afqueendald staro aspable ohitpiong 4 Muralityaf endex anavasiiaedt i vel y
coupling the syst e PhlQint tEEesyfsﬁe{n%eLs&Xpﬁ)qi@%e mgirli?)’ & téslf'sein%%\?&lﬁmial

fashion by:

1) storing the received electronic communication in the message data store;

2) assigning a selected index to the stored electronic communication;

3) executing a plurality of testing engines, wherein each of the testing
engines has a test type and has an index queue in the queue data store
associated with it, wherein at any given time at least two of the
executing testing engines have differing test types, and wherein each of
the testing engines:

(a) monitors its associated index queue for a placed index;

(b) retrieves the electronic communication associated with the placed
index from the message data store; and

(c) tests the retrieved electronic communication against a set of one or
more criteria; and

4) placing the selected index into the index queue associated with a first
testing engine, wherein the first testing engine has a first test type; and

5) placing the selected index into the index queue associated with a second
testing engine, after the first testing engine performs its test upon the

stored electronic communication associated with the selected index,



processor receives the el ectronic communication directed to the sel ected
application server systemvia the firewall comunication interface. WO
03/ 077071wB@301BOB/ 07042 70 26. The system of claim 1, wereraisn3/otoe2 system
processor further forwards the received electronic comrunication to a
destination indicated by the received electronic communication. 27. The
systemof claim1l, wherein the system processor further aggregates the
stored risk profile with the accunul ated data associated with received

el ectronic conmunications and stores agggegated accunul ated data in the
system data store. 28. The systemof claim1l, wherein the system processor

further stores the recejved }hﬁqlsc%%é,\%gén ieﬁgi{HHH&iaCs%HnQ%& Bpt b @weisem dat a

hergin
store. 29. The system ot "“t1'a e system processor further
determ nes tests to agpnythedirdt kest typeei ved conmuni cation. 30. The system of

claim 29, wherein the systemprocesspr termn : . |ied based
upon confi gur at i-lg'ﬁ sYsrﬁef"&%ﬁ‘ﬂ?llnoqq ngerV‘ége fe%q¥rf$e°m§§/cg‘tse é%ﬁgl?ilg% Eae?tsét?'glrn ggp?,l' The
sys]t_emdof bcI aidmiztajsidMneh t’eﬁlii(?l, bi_hs @msﬁ@?h?hhodmamomiﬁiie{ﬁbhém d_m@tion-o be
applie ased upon characterj stics e recei ved, el ectroni

communi cat i on.lo-élg‘? SYm 8 ?‘M’&%‘erél%‘ﬁﬁ?yﬁen\/mg‘feéﬁoﬁa‘fprklgs esz’lf/:}s]to g{rﬁﬁe%'r‘%%ressor
further provi desn@8 tdsidtb@det @apén configuridiinGhforati stonddsih tatsgsteramh@is©re.
configuration information, recei vegbtﬁonfl uration, inf.or nv@{?kon fromthe

i nterface and!btBrs¥sismaf slaigel WoarEHIRE SYSIFRRTPESS AFGTHEES O t he system

data store. 33. ;fBRas¥%ris@Hutler bdsad Bpoa2on i tRh Mnfbiatisl StbraiPthe SEsssor
applies the one or nore tests based upon the stored configuration

i nformation. 34.damporgyst em of claim 32, wherein the system processor

det erm nes wh QTR V1, ShéSinshdasnedurdfsintorRafinQofgrise Bhorguly at i on
i nformation. gg'.hﬂ{fzﬁgﬁ%r?/stgm of ‘clai m 34, wg?ar ei nnt he st orgg configuration

i nf or mati on conpypesemomalyshrashpld ipfeamaticananemaly i eesiod prformatigh Aeanopily
anonmaly tine perri Ognie%f%ﬂﬁito. on or anonaly response information. 36. The
systemof claim 5?, wherei'n the system processor provides the interface to
the adm ni st datThe systemaf Wéim kevhewmin the systenmpriofessns fwrther degiyeqeREORER%E voi ce

recognition s ysz}ngmagrthr%‘&o%o%ﬁé AQEmafaled Qhea associated with received electronic
communications in the system data store.
14. The system of claim 1, wherein the system processor determines whether an
anomaly exists by:
1) determining a set of anomaly types of interest;
2) for each of the anomaly types of interest in the determined set,

(a) acquiring one or more anomaly thresholds associated with the
respective anomaly type based at least in part upon accumulated data
associated with received electronic communications from the system
data store;

(b) comparing information in the stored risk profile against at least one
of the acquired one or more anomaly thresholds; and

(¢) determining whether an anomaly of the respective anomaly type
exists with respect to the received electronic communication based

upon the comparison.



37. The system of claim 32, wherein the system processor further popul ates
the interface with default values prior to providing it to the
adm ni st rekpas/o7 03/ 077071 PCT/ US03/ 07042 71 38. The sy®cerusos/omkai m 1,
wherein the system processor further takes a corrective neasure responsive
to the anomaly indicator signal. 39. The system of claim 38, wherein the
corrective neasure conprises conveying a notification to an adm nistrator,
refusi ng acceptance of further conmunications fromthe source of the
received comunication, quarantine of thggreceived comunication,
stripping the received conmunication of identified content, or throttling

excessi Ve nuThet Qe AePB AL URRILOTTNE oAEE geafmnésgge% Sor manageabl e

by internal application sérvers erein the
notificati on corgpringlbgyms obinteedst bymesd agennfigurapegieformaticadminaihe eystem

t el ephone cal |, aaapa§ nmessage, a WAP alert or SNWP alert. 41. The system
of claim1, V\/nerel K tHe one or nore application server systens conprise
e-mail server léyﬂte@»ync;m‘n&éﬂamerwexmreyshcemteni?ﬁ&esmr daermsnes tthersst oft el net
server systens, GOP ver S

server s stens. .42. The
system of cl ai maﬂﬁfmg&ﬂ@ﬁéf’ 1n eﬁeéy%ﬁ%ﬂ&sﬁmﬁlﬁrrgceé"ﬁale UG O"EB?'{}‘@PO%yst ems are
e- mail serven7sHetsesEm oﬂﬁammmhh gt@d\ tﬁ@fysemkdﬁga@ﬂﬁéd th@bhemwd n{oa;yer_ _
communi cation security, t npri si recei vi ng
an el ectronic C(ﬂ‘?ﬁﬁﬂ'iyé'érﬁ?hﬁﬁ gE P‘é‘b“[‘%‘a‘? Stgme P%é%@ﬁ@@?@&i 'Q‘f)pl i cation
server system wiedRilfted Ba 5m:yoadlt;e+e@awmcﬁoﬁa@mmhﬁaaﬂdam is an
application Iayer communi cat i on; ying one or nore tests to the

recei ved el ectlPoriesYeeARtslrEat’ HhereWH ‘Eﬁifwa“%'étfﬁledlﬁ leptong AROMAY ore tests

eval uates the rQﬁx%bﬁb@djls%xﬂﬁﬁBd?,@d&poﬁcarﬁﬂéﬂ%leﬁﬁﬁb&ﬂme &iodd particular security
risk; c) determ ning whether an anomaly exists with respect to the recel ved

el ectronic cdfmhsisydem ohclpaski Wipsin thhysERrecsesopraubes ankag opedramalund d)
outputting an anpimloyg s to%o%ez% hl | ireSHBIRRY Bld¥hg 'csnﬁ%%ﬁﬁ{om ned to

exi st. 44. The nethod of Cﬁgl m 4 ein the fecei ved ectronic
communi cat i on confergios frcmnthesmm d%fommnl cation, an HTTP communi cation, an

FTP communi Cat2b.0ﬂ1e s?stem of claim 1, wherein the anomaly indicator signal comprises a
notification conveyed to an administrator.

21. The system of claim 20, wherein the notification comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or an SNMP
alert.

22. The system of claim 20, wherein the anomaly indicator signal further comprises an
anomaly type and wherein the notification conveyed to the administrator comprises
the anomaly type.

23. The system of claim 1, wherein the anomaly indicator signal comprises an anomaly
type.

24. The system of claim 1, wherein the system is disposed between a firewall system
and one or more application server systems.

25. The system of claim 24, further comprising a firewall communication interface
communicatively coupling the system to the firewall system, wherein the system
processor receives the electronic communication directed to the selected application

server system via the firewall communication interface.



WAI' S communi cation, a telnet comunication or a Gopher comrunication. WO
03/ 077071 PCT/US03/ 07042 72 45. The nethod of claim 44, wherein the

recei ved wbasirmni c comuni cation is an e- mail comuni caPCerusoéio4The

met hod of claim43, wherein the step of applying one or nore tests
conprises applying one or nore of an intrusion detection test, a virus
detection test, a spam detection test or a policy violation test. 47. The
nmet hod of claim43, wherein the step of applying one or nore tests
conprises sequentially applying a plurajty of tests. 48. The method of
claimd47, wherein the step of applylng one or nore tests conprises for

each of the p&é" !élf'# em of ctlaef? Swﬂg{eeQEAéﬂd tsd;'gce&lb?ﬁthgf forwakdsIRe RELiLd¥9 a test

to perform hlé se e recelved electronic
communi cat i on, andtromct cdmrﬁmﬁq:nmbn ranigdeatimatisk ingicated by theasestved plseiranite per f or med
test. 49. The nethod of.claim48, and further conprising the step of

recei ving confi GOPRUPEAION nf or mati on and wherein the step of selecting a

test conpri seg7.gbk eystdnilof daiiels vhbraetle syspmprodessor Brbenaggregated thgstomtli on
i nformation. 50., The _netho m 48, wher |n t he.s SheR.08 of .selecting a

test conprises <iKBefil, 'tlég‘ef“é%‘fnug’éegﬁmd‘ﬁ%’ﬁ'a HIPICELEG TS Wi th t he

recei ved el ect r @BinfusRBIBHS bfid§tbredaggiekated h@uﬁimatbﬁdiatafm deaysrerd 3ata stock. f ur t her
conprising the step of receivj ng conFl uratl on and ?\%erei n the

Ry gLrRLop. and,
step of det er A$-riihg §YsiR My WARKS RS SYSRMArecepsor Tyt 8PS BEEEH " UYpon t he

recei ved confi guyieatrbRO corith@fifmboh Athe Sdtemldi@a i®Ehod of claim 51, wherein the
recei ved confi %él' ration information conprises anonaly pe anonal y
th 4e¥ﬁ“E'HEF e

response i nf of9relihe systensaf claimel, MbeIsHIdhR§YSEMATpResTOT f%‘ﬁ‘ﬂr &®Hbri si ng
the step of recgigylw(gthgq&ggga@gnqqumgﬁgg associated with received

conmuni cation and wherein the step of determ ning whether an anonaly
exi sts conpri §@<Thdeystam afclaimoifavpereinibasiyeied MOPEBPHYRSTBYNCP I‘eéh‘PbFﬁ%Plﬁeécel ved

accunul ated dat g, ]'@156%4] od Qcﬁxflgﬁlnnﬁrgmﬁjnn%&' sBretin S E@MalaReoré eCel ved

configuration in tion rises anomaly threshold information
or anomaly ti @k "lihersysnfdn phdlaimad; wbwemsl@e sySta precessotidessrmancs tast @de appligdt ur t her

conprising the hitd 3 upon LGERIHR o2& YEPNEY &8ctronic communication.

32. The system of claim 1, wherein the system processor further provides an interface
via which an administrator enters configuration information, receives configuration
information from the interface and stores the received configuration information in
the system data store.

33. The system of claim 32, wherein the system processor applies the one or more tests
based upon the stored configuration information.

34. The system of claim 32, wherein the system processor determines whether an
anomaly exists based upon the stored configuration information.

35. The system of claim 34, wherein the stored configuration information comprises
anomaly types, anomaly threshold information, anomaly time period information or
anomaly response information.

36. The system of claim 32, wherein the system processor provides the interface to the
administrator via a Web server, an e-mail server, an automated voice recognition
system or an SMS message server.

37. The system of claim 32, wherein the system processor further populates the

interface with default values prior to providing it to the administrator.



data associated with received conmuni cati on and wherein the step of

determ ning WO 03/077071 PCT/ US03/ 07042 73 whether an anonaly exists is
further baeedoupon the received accunul ated data associ ared/vsnitronecei ved
comuni cations. 56. The nethod of claim 43, and further conprising the step
of taking a corrective neasure responsive to the anomaly indicator signal.
57. Conputer readable storage nedia storing instructions that upon
execution by a system processor cause the system processor to provide
application |ayer security, the nmedia hgving stored instruction that cause
the system processor to performthe steps conprising of: a) receiving an
el ect roni ¢ cogmigl 6ald ok i AChAd bl bhaMBsSehRflasicaRRbheal on  server
system wherein & reteiVed electroni ¢ ¢o nication is an application

| ayer communi catrieasure teypanpipé (o thejaronslyondipaserssignast s t o t he recei ved

el ectronic co i cation, whepei .eac . eval uat es
the received & ?Fyﬁﬁﬁ gfc%aﬁlrnn?r%i vég‘:[rflgﬁ‘e% géaélpglae?s{ﬁl?ecﬁ{mr éssgcc?hfe?%n% ri sk,

t her eby gener at nogficatiot @asitadmimstiaios kefosiog adceptarss of fuathertominaunicatkensel ect r oni ¢
conmuni cat i on; det er m ni whet her an .anomal y_exi s ' r.espect to the
recei ved el ect rg)ﬁf"ctge WRGRA IEAEGeDT 6%@'38"’&“3’83’ ?l%retmg e#@%ﬁ&%ﬁeg ri sk
profile; and d) codinpbichidhgstappinerdcyivédeinaminidation gfidéntifitd aontab@mal y i s
determned to exist, 58. The madi(g,of ¢l aim 5?. wher ej ndtt eejsnstructi ons
causi ng the systEpiliEsEEsssiys nyrpoers f dRgoang GemnecridnS BEERECRN L8RS cat i on
conpri se instr uGtinReable dY sitétdaltapRlicad&i ®verspr ocessor to receive an e- il
conmuni cati on, an TP comruni cati on, an -gTP, comruni cat i og, a WAl S

conmuni cat i on40-dhe gyt olcdHmAT WhgrFiB thedioticagp AYPPISE{ HhGMIRE AEPBES %59, The
media of clal M Hige WARLRIIR, df\EcpiUht EAE b SIS ricitize NOWWPQIGY GSMNIPLageSSOF {0
recei ve the el ectronic conmmuni cati on conprise ingtructions causing the

system proce4kdhe systaneelglaim lawhereipghg one o WRHFIYAN SBHET SY¥Sredi a of

claims7, wher elBnbfit d R e ARsCRMD biltderlsDllerhy PIORMEAGESARRIAR  aPPI Y
one or nore tests conprise Instructlions causi H%Sqtehe system processor to

apply one or noermensystams,iGRFHER eamves syseeans ¥ ADservensysiem§s det ection test,

a spam det ect 42"he system of claim 41, wherein the one or more application server systems are €-

mail server systems.

43. A method for enhancing application layer communication security, the method
comprising the steps of:

a) receiving an electronic communication directed to or from a selected application
server system, wherein the received electronic communication is an application
layer communication;

b) applying one or more tests to the received electronic communication, wherein
each of the one or more tests evaluates the received electronic communication
for a particular security risk;

¢) determining whether an anomaly exists with respect to the received electronic
communication based upon the applied one or more tests; and

d) outputting an anomaly indicator signal if an anomaly is determined to exist.

44. The method of claim 43, wherein the received electronic communication comprises

an e-mail communication, an HTTP communication, an FTP communication, a

WAIS communication, a telnet communication or a Gopher communication.



test or a policy violation test. WO 03/077071 PCT/US03/07042 74 61. The
medi a of claim57, wherein the instructions causing the system processor to
appl y oneworosmomel t ests conprise instructions causi ng thepgydaisesnppuancessor
to apply a plurality of tests. 62. The nedia of claim®61l, wherein the
instructions causing the system processor to apply a plurality of tests

conprise instructions causing the systemprocessor to: i) select a test to
perform ii) performthe selected test on the received el ectronic
communi cation; and iii) outputting a rigk profile based upon the perforned

test. 63. The nedia of claim57, wherein the instructions causing the

system processor.to  determn . X : kd
instruction cgﬁéﬁ"%&f "'E"ﬁ§°§‘§/‘§¥“e‘r%‘f W@?‘%@?@%‘%&‘%&@%’Xﬂg?%‘?ﬁ&ﬁ'ﬁgﬁggéée?‘eegf anonal y
types of i nteresiajl commuhoatiamach of the anomaly types of interest in the

determ ned se acquyi .one, or  nor nonal r ' d wth
the respecti v%é' Té%ﬁﬁ&g§of§$&%2)vvli‘8r8mnﬁ§?seeq il Bglﬂrlrtg?iog%%g?ﬁ%&%? &Pg%egt one
{Ih sk Er ?)L ile agagmy%qg aiie drawat opameintrasion deecaampasty edrus detectionrtest.a sparonal y
reshol ds; an eterm ne whet her an anomaly of the respective anonal
type exists W ldﬁt)e?tlé’é‘;ﬁ"e‘&?r"t‘%?“f%é‘op@f?’é?e@ted el ectroni ¢ communi cati on basedy

upon the CcoONPAring aethol 4f cldiie43yRdeRinahe QépoMipplying wheoemoretidses domptisesct i ons
causing the system processor to o_utgéjt t he anomal y indi cator signal
conpri se i nst r uétquepieily apRlying 2 PHEAILY et 0 convey a notification to an

adm ni st at or 48 WigLRiHdd bP@aiRPd7, WheRid (BOsEGPSMDPISRE oAdloemorgRdsts IRPHRGE, a
page, a facsimle, an tel ephone call, an SMS mess?ge, a WAP alert or an

SNVP al ert. 65. faysaghhefithecpivmabty of g5t pedrming e sERs;

em the system

conprising: a) re_cigzi yélé}gng‘ggyggo efforh£Cei Vi ng an application |ayer
el ectroni c comuni cation; bée storing neans for storing an electronic
communi cati on and idcpafamingats shectd easeuibe rreiedglecopis cempwgicat@edoni ¢

conmuni cat i ons; iii) outputting a risk profile based upon the performed test.

49. The method of claim 48, and further comprising the step of receiving configuration
information and wherein the step of selecting a test comprises selecting a test based
upon the received configuration information.

50. The method of claim 48, wherein the step of selecting a test comprises selecting a
test based upon a type associated with the received electronic communication.

51. The method of claim 43, and further comprising the step of receiving configuration
information and wherein the step of determining whether an anomaly exists is
further based upon the received configuration information.

52. The method of claim 51, wherein the received configuration information comprises
anomaly types or anomaly response information.

53. The method of claim 52, and further comprising the step of receiving accumulated
data associated with received communication and wherein the step of determining
whether an anomaly exists comprises deriving anomaly threshold information from
the received accumulated data.

54. The method of claim 52, wherein the received configuration information further
comprises anomaly threshold information or anomaly time period information.

55. The method of claim 43, and further comprising the step of receiving accumulated

data associated with received communication and wherein the step of determining



WO 03/ 077071 PCT/ US03/07042 75 c) assessnent neans for applying one or
nore tests to the received electronic comunication, wherein each of the
one or noOWe iB®%131 eval uates the received electronic conmearamsbs/ondt or a
particul ar security risk, and for storing a risk profile in the storing
means, wherein the risk profile was generated from applying the one or
nore tests to the received el ectronic comruni cation; d) anomaly determ ni ng
means for determ ning whether an anomaly exists with respect to the

recei ved communi cation based upon the rigk profile and accunulated data
associated with the received el ectronic comunications in the storing
nmeans; and e) out neans tin gnal if an
anonal y was deté@ﬁ?h@ﬁ“@@a f%gﬁ1%8&%ﬂ1m§m§ﬁgf$9g%%égﬁﬂ%Pﬁgﬁﬁgéﬁg 66. A
security systemaktiaicdiwgthiregdid oommiinieativasmuni cati on transmtted over a

communi cation_n wor , ,the s e onprisin ni_c interface
comuni cat i veP§ Oﬂé’ flﬁgyg%g&ﬁ\%cgmpggﬂ%ﬁ% s& t(;5 ?%EH éltc\{;)\%éclgoe a
system dat a StOrr&aﬁﬁmspcﬁismtouh&aﬁmimsmagaodagral store capabl e of stor| ng a

conmmuni cation;_and ii) eue data, store capable of storin |urality of
i ndex queues; r@“&’}“eéreé‘ﬁig‘bj ﬁ?%%%@"e@%ﬁ?f"?gd"%@ﬁ?rﬂﬁ t}baétf‘?%hex\ﬁf'glﬁnpﬁ

comruni cation i r&&ﬁéxﬁ %F&es@&%ahié&he @Yt%ﬁl%déesbﬁtoqir@idh apphieitieh myedsecigitgt em
processor conpriSes one or nore, praocessing Eemants and vvher?éﬂn t.he system

processor: i) ré%‘?’%éhﬁ“'}f:’oﬁ%i“&‘é‘ﬁ‘%‘hﬁ“é‘“ieh‘ DSRRIPERIY P RtR Face:
i) stores the rgoelypslisgotage in the message data store; i||) assi gns a
sel ected index to the stored conmuni cation; iv) executes a lit

i nterrogation erii TeeaiVin g e leG PN iSO RIMNICARN diregfed fr I deam difles &écaﬁ

test type and has &Eve'r g&g?eﬁn QHERS: hdrebll PR HEnic dahRAusicalicR 1@&5@911@&1@5’ W t h
or” t he

it, and wherein eac _interrogation engines: 1) nonitors its
associ at ed i ndex gagereofmonungatgdnaced i ndex; 2) retrieves the comrunication

associated with bt) hz?ppRJir?gC&\q, o BEX el RMhd REeivddRER RO GhAuitAIR; wherein

each of the one or more tests evaluates the received electronic communication
for a particular security risk, thereby generating at least one risk profile
associated with the electronic communication;

¢) determining whether an anomaly exists with respect to the received electronic
communication based upon the at least one risk profile; and

d) outputting an anomaly indicator signal if an anomaly is determined to exist.

58. The media of claim 57, wherein the instructions causing the system processor to
receive the electronic communication comprise instructions causing the system
processor to receive an e-mail communication, an HTTP communication, an FTP
communication, a WAIS communication, a telnet communication or a Gopher
communication.

59. The media of claim 57, wherein the instructions causing the system processor to
receive the electronic communication comprise instructions causing the system
processor to receive an e-mail communication.

60. The media of claim 57, wherein the instructions causing the system processor to
apply one or more tests comprise instructions causing the system processor to apply
one or more of an intrusion detection test, a virus detection test, a spam detection

test or a policy violation test.



WO 03/ 077071 PCT/US03/ 07042 76 3) assesses the retrieved communi cation
against a set of one or nore criteria related to the interrogation

engi ne' s weas/twpe; and 4) outputs an assessnent i ndi cat oPCirndbyetosng
results of assessing the retrieved conmmunication with respect to the set
of one or nore criteria; and v) places the selected index into the index
queue associated with a first interrogation engine, wherein the first
interrogation engine has a first test type; and vi) responsive to the
assessnent indicator output by the firsto i nterrogation engine, places the
selected index into the index queue associated wwth a second interrogation

engine, wheregn Tﬂ@ﬁ‘ﬁéﬁ?@@l%n{ M Whér%g‘géé ﬂ%&ﬂ%ﬁuﬁﬁ?th@sys&%@ﬁg&ﬁ&% type

that differs from IFst test t e systemof claim66, wherein
the recei ved corppiybuatringme EONPONEEE izstruetions P4using grersysiem REQCOHOT LQIPY TP

comuni cation, an, FTP ¢ nication, a WAILS conmmuni cation, a telnet
conmuni cati on o?pglr%%ﬂgtgg%ommni cation. 68. The system of claim67,

wher ei n t he ré&Xxahy eddiaoftinini Glawhenein the mstrietings dausinthersysteonprioeassoré®. The

system of claim 68§, erein. the system processor i L ected i ndex
by retrieving ﬁpf§¥ é\\aﬂéﬂ’@f&tﬁséss Oﬂﬁ’&ﬁe "3 C§°'ésn°8“%"r‘&a‘r%‘§é%§%?’} %@gﬁsg&éﬁ a fixed
amount. 70. The syipt @Bcof tesd taperfdtm;, wherein the system processor assigns

the sel ected index, based upon the received c nication.. 71.  The system

of claim 66, wher éi)np‘i"ﬁ’é‘“ﬁﬁ‘%gﬁeﬂfsb‘?" tﬁﬁfeé?‘yggeg%&r%'c§%rB{nH31§at}:°8rr?)nrl&l ses one

or nore further imi%ﬁtﬁgaﬁg@ﬂsm@ile@&eeaﬁh thepérfigmed teytpe di ffering from any

i nterrogati on@gq_gi ne that previous|ly assessed the C@mmni cation associ ated
t

with the sel 8 meAid ok claimy® WHOFTEITN HEr W POr PP LE G PIESIE i ve to an

assessnent i ndige@hRihe AHER4an B¥orddly EX§tSESRSRE] SnRAG fRsinPtiRGeSethhe
selected index in an index queue associated with an interrogation engine

havi ng a type diPfdcesspinig: from any interrogation engine that previously

assessed the comupi galion. ASSAGhBRSY el B inkh@r sel ect ed i ndex. WO
03/ 077071 PCT/ US03/ 07042 9 e ,
ii) for each of the anomaly types of interest in the determined set,

1) acquire one or more anomaly thresholds associated with the respective
anomaly type;

2) compare information in the at least one risk profile against at least one
of the acquired one or more anomaly thresholds; and

3) determine whether an anomaly of the respective anomaly type exists
with respect to the received electronic communication based upon the
comparison.

64. The media of claim 57, wherein the instructions causing the system processor to
output the anomaly indicator signal comprise instructions causing the system to
convey a notification to an administrator, wherein the notification comprises an e-
mail message, a page, a facsimile, an telephone call, an SMS message, a WAP alert
or an SNMP alert.

65. An application layer security system, the system comprising:

a) receiving means for receiving an application layer electronic communication;
b) storing means for storing an electronic communication and accumulated data

associated with received electronic communications;



77 72. The system of claim®66, wherein each of the plurality of
interrogation engines conprises intrusion detection, virus detection, spam
det ecti orwonspolorcy vi ol ation detection. 73. The system eCTalsas/omoés,
wherein the system processor adds an interrogation engine to the plurality
of interrogation engi nes based upon the received communi cation. 74. The
system of cl aim 66, wherein the system processor adds an interrogation
engine to the plurality of interrogation engi nes based upon | oadi ng of
existing interrogation engines in the pjsurality of interrogation engines.
75. The system of claim 66, wherein the assessnent indicator output by each

interrogation engine conpri S“?%”?‘RQS"?‘E ohE¥EhoRIRAGH HeGebeWel Blebfsnid ved

communi cat i on RSP 0t fefrogation engine's test type. 76.
The system of cl aidenbfunicati@r ehereinfrechasfskEsenemn moraigditeemabiates thegeaciisd each
interrogation engine is output. only if the inter L& R P8 Sk
assessnent of the el'?‘é‘B‘é‘F\?%'%‘Bﬁ?ﬁ?#%é‘tﬂ%‘ﬁ“W%ﬁsétggiglg%'{l&)t (ﬁt egsgt of one or
nore criteria det gfsfilB@sthe ktbaig tbmsveleediv éd rish profite wastgeosraneéfom a t hr eshol d

risk level. 77. The system of claim76, wherein.the. i ndi cat or
signal conprises @#PPHYEthG QGO B’r?rectSW/@Jgﬁref%vegneleﬁg?ﬁl]%?éﬁ?‘g{'{g&m’78. The

system of cl ai Mgy ZanoM§ dBlefinihidg nitahd fob Eaérimdiing @h@hdrae anamalgexist Withessage, a
page, a facsimle, an tel ephone call, an SF?/S massage. a VﬁP alert or SNWP
alert. 79. The syietnsshtethectcsivad sommipieatiop kase popdtic tshrgtileapdi ¢ at or
further conprises j.RenbiRELELP3EdiA0 RNIYING ecsivE@8lEctionteofmtunidagons in the
interrogation engine outputting the assessnent indicator and wherein the

notification conveljwthgimeeansidnddni ni strator conprises the interrogation

engine's test t Bépeourgl;ﬁl(t) meIrQEfoxsc)ﬁ%uﬁmgQﬂ:g afbAAl Pifiatorighf iifhntdn6mealy Skaem

processor deleteS anm I nterrogation ngine fromthe plurality of

i nterrogation engideeglnmgmw_bhtm@a@m Y dYPrERING Y- i nt errogation engines
in the plural gy, &%aéit?%%téh?%@ﬂt% G SteTomGhbnicditsh BshRey 8feral ai m 66,
wherein the system data’ store urtg er conprises a configuration data store
capabl e of st oricopnuoihiiqunesrdrionhe syftompampasing:82. The system of cl ai m 81,

based Upon dat a "ot RIRGTeyor PR oA ek I e O 07 7071
PCT/ US03/ 07042 communication network;
b) a system data store comprising:
i) amessage data store capable of storing a communication; and
ii) a queue data store capable of storing a plurality of index queues; and
c) a system processor in communication with the communication interface and the
system data store, wherein the system processor comprises one or more

processing elements and wherein the system processor:

i) receives a communication via the communication interface;

ii) stores the received message in the message data store;

iii) assigns a selected index to the stored communication;

iv) executes a plurality of interrogation engines, wherein each of the
interrogation engines has a test type and has an index queue in the queue
data store associated with it, and wherein each of the interrogation engines:
1) monitors its associated index queue for a placed index;

2) retrieves the communication associated with the placed index from the

message data store;



78 83. The system of claim81, wherein the system processor further
provides an interface via which an adm nistrator enters configuration

i nf or mat iwoD,03/08me1 ves configuration information from thePpPcmusos/eme2 and
stores the received configuration information in the systemdata store.

84. The system of claim 83, wherein the system processor further popul ates
the interface with one or nore default values prior to providing it to the
adm nistrator. 85. The system of claim83, wherein the system processor
provides the interface to the adm nistrajpr via a Wb server, an e-nail
server, an automated voice recognition systemor an SMS nessage server.

86. The system of cl g m gl WSt AlRALAGNEARRABEAGSSEA) oflikhgE det er mi nes
the first interrogafion englne based upon configuration information stored
in the configuration dateias¢lardto BFintcTiogatopsngine ofesctlypd: #and1, wherein the
syst em processor furt?er determ nes t.h e ] J i ne based
upon configuration i At SRS 28RS S(I)nreé‘{ "lglﬁat rh@&@%gﬁ?%sgﬁgfa?%éﬁg at'?ggst ore. 88.
The system of cl ai m 81, rettib@ideiomniunizatonstieneppecite siecet éfione hemomdstitgrini nes t he
plurality of interrogatiqn engi nes based upon configuration information
stored in the confi guraé’gi on data store. 89. The system of claim 66,
further conpri si ngvyapfacésanedelecedniasrinath omdek guene hesoeiated emmarfirgat i vel y
coupling the systemto a firewall syste fWherei n F.he syst.em ft{)¥t(%g:tessor
recei ves the communi &XETRFAN SPEtIseVerein s first RFRRARLETIRH hehe P §e. g0,
The system of clai m @fe; {dart her conprising a firewall communication
interface comunicatively coupling the systemto a firewall s

. ) stem
wherein the recei vEY TESBRFiMGAP S AFEHMSAG 1IgTIFRIPTUtRYE By, fhg f’éﬁé‘f‘%‘?ﬁga%‘?{hect ed to

the communi cations NehyRg ?lacw thdseRec A SideR itd M8 iMRH GRS aboet@tedalithta0 t he
comuni cations network. 91. The system of claim 66, wherein the received

comuni cation is diréeesondintesrogationeagiac srRiiE S2FORd IMTRSRIARFIENG B3SiBons

netvork. 92. The systemyle oAl Mdfrethshttdtisfig el ved communi cati on
originates froma system cohnected to the comuni'cati ons network. WD

03/ 077071 PCTAUIIR/sgstem 2f clFign 66, wherein the received communication comprises an e-mail

communication, an HTTP communication, an FTP communication, a WAIS
communication, a telnet communication or a Gopher communication.

68. The system of claim 67, wherein the received communication is an e-mail
communication.

69. The system of claim 66, wherein the system processor assigns the selected index by
retrieving a previously assigned index and incrementing it by a fixed amount.

70. The system of claim 66, wherein the system processor assigns the selected index
based upon the received communication.

71. The system of claim 66, wherein the plurality of interrogation engines comprises
one or more further interrogation engines each having a type differing from any
interrogation engine that previously assessed the communication associated with
the selected index and wherein the system processor, responsive to an assessment
indicator output by an interrogation engine, places the selected index in an index
queue associated with an interrogation engine having a type differing from any
interrogation engine that previously assessed the communication associated with

the selected index.



93. The system of claim 66, wherein the system processor further forwards
the received comunication to its destination. 94. The system of claim 93,
wher ei n twe o3gstem processor further determ nes the comeorashs/oNis
destinati on based upon the comuni cation. 95. The system of cl ai m 66,
wherein the system processor further outputs an overall indicator signal
responsive to one or nore assessnent indicators respectively output from
the plurality of interrogation engines. 96. The system of claim66, wherein
the system processor further takes a corrective neasure responsive to one
or nore assessnent indicators respectively output from the plurality of

interrogation.engines. 97, .T " f {00 : Iti negOrrective
neasur e comﬁzsgge %'Bﬁgleéicﬁlbmga %ﬁﬁ%fg? ! {glag%uga hz)ﬁOfaﬁé\%lﬁgigdsu? rr1 g%%r,, r ef usi ng
accept ance of f conigiBes @ausiuNdenationomBus detestior, lipans defeasion of palisy viokxien ved
conmuni cat i on, ﬁwar,anti ne of the received comunication, stripping the
recei ved conmmunf¢HEti©®Bn of identified content, or throttli ng excessive

nunbers of i MEOThAgseaIGTRElH GO SvIRein e syatin pocessoragdsd iaterrbgalion snginyy t he

comruni cation network. 98. A nethod for jnterrogation of j cation
transmitted ovelo the PYFRRIRTABIFTRUOT N5 ,Se‘?ﬁ%o" ?rr%%v%docr(r)%w% g%&{fhe st eps

g; 1 a) recei V'}4r.‘@ht?sﬁfémdﬂﬂéiaglﬂ%b,%&d%ﬁfhé @ysftdrﬂﬁrdo@&S@dSr addcamimendgaion engimeet wor K;
assigning a sel écted index to the receiv C ni cation:. uting a
plurality of i ntothe ByEHinG MAGPHEN engHes B?Sﬁg %%ﬁ%“&%*ﬁﬁ%‘?%&g%ﬁgn

engi nes has a t eglindYPfhe NHalltAST iABTbEABHK ehpidde associated with it, and

wherein each of the mterr_og;pau on engi nes perforns the it ef?fﬁ conpri si ng
of : i) nonit ofs. Abe pystenbefsiim b euhersip e agsgesment iPHICAOLQURKAY Fifllex: i)

assessing the c LGat | o ' eékeivedleommagdcatoh a set
9 w&&{én [ﬁe%@&&%@& Ak Widl Bssbbige® Wi este el

of one or nore la related to the interrogation engine's type; and
iii) outputtingwath respsess ine interragaiqnangne Sist WREi ng results of assessing the

Commn Gt 5 e by ppastao (i et o
sel ect ed i ndex iimémogatien éngihess cuumw enla sfthe ingarwgatigniengige s apsggsment the

received communication with respect to the set of one or more criteria determines

that the received communication meets a threshold risk level.

77. The system of claim 76, wherein the assessment indicator signal comprises a
notification conveyed to an administrator.

78. The system of claim 77, wherein the notification comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or SNMP alert.

79. The system of claim 77, wherein the assessment indicator further comprises the
interrogation engine’s test type for the interrogation engine outputting the
assessment indicator and wherein the notification conveyed to the administrator
comprises the interrogation engine’s test type.

80. The system of claim 66, wherein the system processor deletes an interrogation
engine from the plurality of interrogation engines based upon loading of existing
interrogation engines in the plurality of interrogation engines.

81. The system of claim 66, wherein the system data store further comprises a
configuration data store capable of storing configuration information.

82. The system of claim 81, wherein the system processor further updates configuration

information based upon data accumulated from received communications.



interrogation engine, wherein the first interrogation engines has a first
test type; and e) responsive to the assessment indicator output by the
first intwomegathion engi ne, placing the selected index i rCco/ushgoiomex
queue associated with a second interrogation engine, wherein the second
interrogation engine has a second test type that differs fromthe first
test type. 99. The nethod of claim98, wherein the received conmunication
conprises an e-mail conmunication, an HITP communi cation, an FTP

comuni cation, a WAIS conmuni cation, a-gelnet communication or a Gopher
comuni cation. 100. The method of claim99, wherein the received

communi cation,j s, an e-nai| . i i L 98,
wherein the prurl NeGTOR ol BPraa B B pbkessd IEUIFRRARCEIn lfuls C
further interrogatwhish andinidsraenehehavifigraion ynfernatiod, eedeivgs cdnfigumaery

i nterrogation engi ne.that previgusl ssessed t ' ' ..associ at ed
with the sel ect OWH%&&%{H%QT'H?&W&%%%%F ?‘sﬁrﬁcﬁ“@ ﬁégng[ég%%?ﬂg{’rg@f‘%@&t he

sel ected index th2 sidterh Aat€@Xtofpueue associ ated with a subsequent interrogation

engi ne havin type differi fraoam.any interrogation engin hat

previ ously as%egg"eégieﬂ‘e"f CL\HH#E’%IV hezsip B si%%gfoﬁ?sé‘%%\l}\ﬁﬂfeﬁ p?%‘gatgsép‘%ct ed i ndex
responsive to amh@h@WRABA or rhétel deratipvalewy ipEiui o Pyovidding intoethe adpainisoaoengi ne

t hat previ ous%%/ assessed the comunication. 102. The, net hod of claim 98,
wherei n each &% Thagysmatslaim $3orhersip hesytieh poressyrovades thejpisHacede hent ¢ usi on

det ection, Virugyd&i@sbl AR a WRARNIELREInhaReMEr, PPhitéMatyd Pbidd debdgnitidat ect i on.
103. The nethod of claim 98, and further conprising the step of adding an

i Eterrogapi 03 emyslafeonay MR MBIsagetCIey of i nterrogati on engi nes based upon
the receivedgg lefiPdf Blim 81 Ofherdith oREss&r fadther Q&ernngh theifidsher
S&g?g%@lgﬁ%af'édiln here e'??&é]ﬁ rogéss : thdfi

conprising the st [ | an interrogation engine to the plurality of

i nterrogation eirgérasstidreensine OpeA upeernFigurason igfermationgtorsstistheogat i on engi nes

in the plurality, {gu*a%ﬁeagg%ltei on engi nes. WD 03/077071 PCT/ US03/ 07042 81
cl arm 98,

105. The nethod 0 wherein the assessnent indicator output by
each 87. The system of claim 81, wherein the system processor further determines the

second interrogation engine based upon configuration information stored in the
configuration data store.

88. The system of claim 81, wherein the system processor further determines the
plurality of interrogation engines based upon configuration information stored in
the configuration data store.

89. The system of claim 66, further comprising a firewall communication interface
communicatively coupling the system to a firewall system, wherein the system
processor receives the communication via the firewall communication interface.

90. The system of claim 66, further comprising a firewall communication interface
communicatively coupling the system to a firewall system, wherein the received
communication originates from a system connected to the communications network
with a destination address external to the communications network.

91. The system of claim 66, wherein the received communication is directed to a
system connected to the communications network.

92. The system of claim 66, wherein the received communication originates from a

system connected to the communications network.



interrogation engine is output only if the interrogation engine's
assessnent of the received comrunication with respect to the set of one or
nore critwoioaotwrer m nes that the received comuni cati onpogAtsss/eroshr eshol d
risk level. 106. The nethod of claim 105, wherein the assessnent indicator
signal conprises a notification conveyed to an adm nistrator. 107. The

met hod of claim 98, and further conprising the step of deleting an
interrogation engine fromthe plurality of interrogation engi nes based upon
| oadi ng of existing interrogation engi in the plurality of
interrogation engines. 108. The nethod of claim 98, and further conprising

e eosrnt i nataRg sPusPhE S o wn DEATM G bR IRRRSHY Firhk ORFrindERved

assessment i ndicators T espec |ve out 0 Ity of
i nterrogation emgmnﬁmcadcﬁﬂo 1t§'best1mﬁtohod of claim 108, wherein the corrective

measure conpri conveyij notification ' ref usi ng
accept ance of b?ﬁ?‘? ﬁwe‘%ﬁﬁy%m %afvﬁ%rﬁlg (g sy gﬁmtpﬁ%esssgﬁ@%gé J(;%er?e%'h%s?ﬁé'%el ved
conmmuni cati on, @umhRRichi®:’ Q(iesﬁl’mﬁoﬂi Bmedu;ﬁ;dthecmmnmmaabm on stripping the
recei ved conngn:#atl on é i.de ied content, or té Lp exce si ve
numbers of i néuMfigYLEHALTMS s %’F‘“éléecséfﬂﬁmtpbocﬁ%fﬂ%\d‘é BB PYI LY or the
comruni cati on nNehdEtd- sngiaiﬂesp@ﬁmiﬁkbehe 6ﬁﬁ&abisessﬁfe@ﬂ’ iagjeatom i specsively bimgut

instructions that upon executgl on b stem processor cause the system
processor to mt@t”%@‘@&l”éaléye AFTAS S?F ®Stransmitted over a conmuni cation

network, the BBdig shiadh Bgclﬁhp(f@eWhér@x%&ﬁé%%tbﬂ?réo@ﬁbr fueeraikes AoBacsivem
processor to perforn1the steps conpri si ng rece|V|ng a communi cati on

transmitted overmasyeRIDOTISYALS of %Wf@ssm%}‘ Scéi(’@srﬁeﬂﬁc%"eg'e‘f‘%‘f 88Mj ndex to

the received comunGatiPherfdzafdfiagikfg @ plurality of interrogation
engi nes, wherein eac%% th ee |gﬁt errggatl on engines has a test type and has

an i ndex queu&7.a8soritern eficlpiim 36, Whereiaribe coFestiveancagie POTBPTiSEheonYeHiRe & ogat i on
engi nes perforng, | H?ah%ﬁ dp aﬁlﬁe}ﬁm&ﬁ rnrgfuglfn abok %‘&%ﬁﬂégcdrﬁrﬁmﬁ&%@ﬁ at ed

i ndex queue for a ace asse sin e conmuni cati on associ at ed
with the placed frqmd&w sawged ofghe meeiwad commupicatian; quanansing pf therdceivedke| ated to t he

i nterrogation engi g & fPS:ANduR OB UEAAEI e 11)

outputtlng an assessnen catl ng resul assessing t
throttling excessive numbers of incoming connections per second to manageable

levels for the communication network.

98. A method for interrogation of a communication transmitted over a communication
network, the method comprising the steps of:

a) receiving a communication transmitted over a communication network;

b) assigning a selected index to the received communication;

c) executing a plurality of interrogation engines, wherein each of the interrogation
engines has a test type and has an index queue associated with it, and wherein
each of the interrogation engines performs the steps comprising of:

i) monitoring its associated index queue for a placed index;

ii) assessing the communication associated with the placed index against a set
of one or more criteria related to the interrogation engine’s type; and

iii) outputting an assessment indicator indicating results of assessing the
communication associated with the placed index with respect to the set of

one or more criteria;



communi cation associated with the placed index with respect to the set of
one or nore criteria; d) placing the selected index into the index queue
associ at esowsmtvoar first interrogati on engi ne, wherein thecfriussi/o7o42
interrogation engines has a first test type; and e) responsive to the
assessnent indicator output by the first interrogation engine, placing the
sel ected index into the index queue associated with a second interrogation
engi ne, wherein the second interrogation engi ne has a second test type
that differs fromthe first test type. Ighl- The nedia of claim 110, wherein
the instructions causing the system processor to receive the comunication
conprise instrugtions causing.,the system proce r .. : i ye an e-nmail
communi cat i on. %i??ac”\*}géﬁﬁf |C§d(‘) e’(‘:f'ﬁ? &ﬁei'ﬁfgf 9 u%r%gslo%&{e%‘e&["gﬁﬁlrrﬁl ity of

i nterrogation engiif@fogatioNprigieshana tor fimminerrbgativh enginesthey 7 hgatestdyreengi nes
each having a type gi ffering fromany interrogation engine that previously
assessed the conmfiffcati on associated with the selected index and further
conpri si ng i Nst gYGEigansvetd U 3@ sdnktat ingicatorantiut bg ersfust itterrpgatiboenginehe st ep
of placing the selected index in an index queue asso i%ed wi th a
subsequent i nter r dy¥ineghe @#‘gfﬁﬁé"%mt%@eém{egﬂlée“&iafSP&’Piefig” PSR Ady
interrogation engipRrbifibn B, AHSEN RERESRIGReirbRICMEMEIRI a8k sednd@siOCi at ed
with the selected index responsive to an assessnent indicator output by an
i nterrogation engtb’Weth@Wéftfeff)g@Vi‘WﬁFve%%éssed t he conmmuni cation. 113. The
medi a of clai g9 30 meMag ofEIRinfRE IhkinttherebdivdabhnintnRhtion YoRiprie@ahicamaiengi nes
conprises intrusion detection, virus detection, spam detection or policy
viol ati on det ecpmownicdtion, aﬂ@%&?@“‘b‘f““é%&‘ﬂrﬁ@f@{““&‘ﬁﬂa?%?Mlsconpri sing

instructions caugingnfhfonSy RieMRonfhAE&ESPEr 4 Gophef {mRididd@ost ep of adding an
interrogation engine to the pﬁ urality of interrogation engines based upon

| oadi ng of exi@i rikheimdtierdafghaim 89 veiseriimihs récaivedheommynigasipn fsyangsmail

i nterrogation engi n%sicat\l/(\)g 03/ 077071 PCT/ US03/07042 83 115. The nedi a of
claim 110, wher &FnAE* 48 sessment i ndicator output by each interrogation
engi ne i s out polt. OTheyméthod dfelaimO&rwiwgan ihoplusaliyy ofdntcrragasion sngivas of t he

comprises one or more further interrogation engines each having a type differing
from any interrogation engine that previously assessed the communication
associated with the selected index and further comprising the step of placing the
selected index in an index queue associated with a subsequent interrogation engine
having a type differing from any interrogation engine that previously assessed the
communication associated with the selected index responsive to an assessment
indicator output by an interrogation engine that previously assessed the
communication.

102. The method of claim 98, wherein each of the plurality of interrogation engines
comprises intrusion detection, virus detection, spam detection or policy violation
detection.

103. The method of claim 98, and further comprising the step of adding an
interrogation engine to the plurality of interrogation engines based upon the
received communication.

104. The method of claim 98, and further comprising the step of adding an
interrogation engine to the plurality of interrogation engines based upon loading of

existing interrogation engines in the plurality of interrogation engines.



recei ved communi cation with respect to the set of one or nore criteria
determ nes that the received conmmunication neets a threshold risk |evel.
116. The wedBa7®f1 cl ai m 110, and further conprising instreCTIUSNF0WaLISI NQ
the system processor to performthe step of deleting an interrogation
engine fromthe plurality of interrogation engines based upon |oading of
existing interrogation engines in the plurality of interrogation engines.
117. The nedia of claim 110, and further conprising instructions causing
the system processor to performthe steg of taking a corrective nmeasure
{ﬁSpOPSI VF_ to one or nore assessment indicators respectively output from
the plurality %I terr tol OF I LU for
interrogati onlg' aﬂbeorﬂﬁﬁ I%féfaiﬂgg@,ﬂgﬂgﬂcﬁrﬁ]ﬁ&e%gesgssg@gﬁﬁgﬁtgém?%gfﬁhon net wor k,
: he syst emdcorrprihtsirdsg;tioxaéngmdebuxpmgpnlyé’atrhs iftarogntémeingina’g assegsoeninfiteeat i on
ransmtted over a. comuni.cation.network: b Il rin
recei ved comTunirﬁ“&f‘iegﬁorﬁww’&ﬁﬁpl)”ﬂ%l‘lrﬁp\jé/\gé? fhf’ﬁcfé’i&%qdﬁgrgjég;@&gﬁa eczlaés?ésrfngér??nentg :
_m??ns for t assi gnhflthere@pled corttunivalion nicetsa thkshobidiskdemelini cat i on; d)
i nterrogati on_engi ne mapa nt ans for executes | ural i f
i nterrogati onlo%ngT?%?‘E?/ﬁ‘&‘ R 1§§C °gtn ?’ﬁ@ssfﬁf"g?tr%‘%}% Por ginctg%r?ggesﬁas a
test type and hagpiifidhtioh BélR¥yequemeadniinish@oqueue data store associated with
it, and wherein each of the i.ntgrro at.i on er}gi nes: ?1}) noni.tors its

Bq & e%fd[:{‘lr

associ at ed i nd®&% qliamethest ofglaip J€ Andityrthsy comprispng t 1&8hmuni cat i on

associ ated Wi t h jhigophigs &hide X e DATAITEE infERESMOR eflihad batedrupon Bhdiagsesses
the retrieved comuni cation against a set of one or nmore criteria related
to the interrogaficsntitgigicresasion argines yhbe PRFHILYRY 1fSITPEROT NgReF/ US03/ 07042

84 4.) out put s 1g§l apRERSHENSS Jlmi%?&ngrfuﬂt&gh&ﬁﬂrisﬂ@ theSsis dfSal@hg AREGIeNg t he
retrieved comruni cation wth respect to the set of one or nore criteria;

and e) index pl auewwAresRENsivS td oNe q5IMess #FeESETRRNt iBIOrTESRERELY UPY o ex

queue the plurality of interrogation engines.

109. The method of claim 108, wherein the corrective measure comprises conveying
a notification to an administrator, refusing acceptance of further communications
from the source of the received communication, quarantine of the received
communication, stripping the received communication of identified content, or
throttling excessive numbers of incoming connections per second to manageable
levels for the communication network.

110. Computer readable storage media storing instructions that upon execution by a
system processor cause the system processor to interrogate a communication
transmitted over a communication network, the media having stored instruction that
cause the system processor to perform the steps comprising of:

a) receiving a communication transmitted over a communication network;

b) assigning a selected index to the received communication;

c) executing a plurality of interrogation engines, wherein each of the interrogation
engines has a test type and has an index queue associated with it, and wherein
each of the interrogation engines performs the steps comprising of:

i) monitoring its associated index queue for a placed index;
ii) assessing the communication associated with the placed index against a set

of one or more criteria related to the interrogation engine’s type; and



associated wth an interrogation engi ne, wherein the index placenent neans
pl aces the selected index into the index queue of a first interrogation
engi ne rweponsiove to assignment of the sel ected i ndex by PChaisosiomx2

assi gnnment nmeans and wherein the index placenent neans places the sel ected
index into the index queue associated wth an interrogation engi ne having
a type differing fromany interrogation engine that previously assessed

t he conmuni cation associated wth the selected index responsive to an
assessnent indicator output by an intergpgation engine that previously
assessed the communi cation. 119. A system for detecting an anomal ous
conmmuni cation trans. ove 14 stem
conprising: a) an lln:)?f)%ﬁp?t%n a%%sﬁgfmgnqwcglogslsfcg%ﬁ%&ﬁ&%ﬁgs sg%ngut%%/catl ons
network; b) a systencetainanisitonassosipad with afe Maced indgx with zespess teahaaseddf wi t h
communi cations transmtted over. the conmunications network and information
associated with one©°BfoBYE P& onses to be initiated if an anomaly is
detected; c) a siySpledThdihecassarinddx ino el Adexajuewenssictatedtwith 4 fisier f ace and t he

data store, wherein the system proce conpri ses _one .or OCESSI n
el enents and wher BISFOBHON SR TN YL B%g’éﬂ‘“g’g}éémogfngﬁs *};%5830 Sltg%{) Bh engi %e

that: 1) receives ggcomunication via the |nterface and 2) generates data

associated with the recei ved communi cati on a@ b‘ﬁﬂ 9 one Oor nore tests
to the received eéo‘i??ﬂﬂ‘i?‘(‘,‘%lfqtB‘T’laSS‘?SF')‘e‘ﬁﬂPdéfi‘I%r% wt Byl Hestinferosaiop SR818S whet her

an anomaly exists Nhdify h8308%dd ih@xliltS theliBERiquest f35uTkbdl wigl 4 @Bordased upon
the data generated by x%he collection engine and data associated with

previously recei veleEOArHARICEEIN OYISTeTt BerfeCorbInGTopHion G481 hgs@second 5t wo

03/ 077071 PCT/ USO3|, ﬁgglﬁgdlﬂgéﬁlo&ﬂ the ARt @&R%;Q” engine that initiates a
pr edet er m ned respg romthe system ta store if an anomaly was

detected by t thél.anBheymedia eﬁ'@mmell(),l\zl@relﬂ'ﬂﬁ IRS{rye RS eFusing AherAyiem PrefR®Pei n t he
recei ved com‘runltg ?eig‘Lr%Q th%%%Huﬁf%?mﬂﬂoﬁl n%kiéru%%ﬂ!‘é%s th&é’ysteﬁarbrb‘ﬂ;ﬂ%r to

conmuni cat i on, commruni cati on, conmunli cat i on, t el net
communi cati on orrecan\@caphenaibmmnnuﬁl@aoﬂ.on.

112. The media of claim 110, wherein the plurality of interrogation engines
comprises one or more further interrogation engines each having a type differing
from any interrogation engine that previously assessed the communication
associated with the selected index and further comprising instructions causing the
system processor to perform the step of placing the selected index in an index queue
associated with a subsequent interrogation engine having a type differing from any
interrogation engine that previously assessed the communication associated with
the selected index responsive to an assessment indicator output by an interrogation
engine that previously assessed the communication.

113. The media of claim 110, wherein each of the plurality of interrogation engines
comprises intrusion detection, virus detection, spam detection or policy violation
detection.

114. The media of claim 110, and further comprising instructions causing the system
processor to perform the step of adding an interrogation engine to the plurality of
interrogation engines based upon loading of existing interrogation engines in the

plurality of interrogation engines.



121. The system of claim 120, wherein the received comunication is an
e-mail communi cation. 122. The systemof claim 119, wherein each of the
one or nowe ose3w31 applied by the collection engine conpriPEEASHINOIUSI ON
detection, virus detection, spamdetection or policy violation detection.
123. The system of claim 119, wherein the collection engine applies a
plurality of tests. 124. The system of claim 123, wherein the collection
engi ne applies each of the plurality of tests in a parallel fashion. 125.
The system of claim 123, wherein the colggction engine applies each of the
plurality of tests in a sequential fashion. 126. The system of claim 119,

wherein the. SYf emlah gy hifnd10r it PALLAUALh ARk ALY panand uherein

the coll ection engine applies ea one Oor nore t
configuration i mlitcnrmtmmengmeos edputnnb'héthsysetrmgamatmgmb@ra@essmﬂt of Thee system

of claim 119, wherein the an J. e . dete ly
exi sts further bgcg’évggﬁoné?]]m(‘:'(c)anl‘l‘olxgvﬁtr%é?slp gcﬁ?ﬂ i get O?%"?eoér?}'g rggrggﬁfdw[qﬁg{égyst em
data store. 128 thaTIrl& rsqe&teénmmﬁumbzﬁ:omnibﬁti,ath#eﬂmkimkﬂéml configuration

information c nomal. pe nomal v. threshal d i nf or e

anonal'y t1 e SR oba et et AR B BRET s ERSRERToR SPRRE MR 0. The
system of cl ai mpidcessome;kﬂbﬂm maaae@aedeyesimg af i@riogatidirénpiae frdar thy/glaratiie or
nore anomaly thresholds fromt ccu;lngcl gt ed_data associated with received

communi cat i ons % H{EPSAYRN CBRID aée 4PGP daging ofifresmgAntERREa AN IEes G ne

detects whet henpafipBPmRIseRdh Sh&indsUr t her based upon the derived one or
nore anomaly threshol ds. V\% 03/077071 PCT/US03/ 07042, 86 130. The system
of claim 119, !ither Brermedieofcinim 1 49.and fstharcomprising instipetionsrausing thesysiemy

exists by: 1) dgfRefoPiodrfrms@b stef oﬁmﬁgh yor&aeaeesm@@fsufen&s%@ss\tmo dne bor each
of the anomaly types of interest in the determ ned set, (a) acquiring one

or nore anomal y Maie asersmeR indicpinss f&ﬁR?él"Wil)t putpy{érom the plurality of interrogation

engines.
118. A security system for interrogation of a communication transmitted over a
communication network, the system comprising:

a) receiving means for receiving a communication transmitted over a
communication network;

b) storing means for storing a received communication and a plurality of index
queues;

¢) assignment means for assigning a selected index to a stored communication;

d) interrogation engine management means for executes a plurality of interrogation
engines, wherein each of the interrogation engines has a test type and has an
index queue in the queue data store associated with it, and wherein each of the
interrogation engines:

1) monitors its associated index queue for a placed index;

2) retrieves the communication associated with the placed index from the
message data store;

3) assesses the retrieved communication against a set of one or more

criteria related to the interrogation engine’s test type; and



respective anomaly type based at | east in part upon accunul ated data
associated with recei ved comuni cations fromthe systemdata store; (b)
conpari ngvonBerwet i on in the stored risk profile agai nst &cTilusest70ene of
the acquired one or nore anonaly thresholds; and (c) determ ni ng whether an
anomaly of the respective anomaly type exists with respect to the received
communi cati on based upon the conparison. 131. The system of cl ai m 130,
wherein the systemdata store stores configuration information and wherein
the anal ysis engi ne determ nes the set q@f anonaly types of interest by
readi ng configuration information fromthe systemdata store. 132. The
system of cl ai m 130,, wher ej he_anal ysi s _engi r.m . set of
anonaly types of int%r%lg[]ﬁ“ﬁ g"s%aeesﬁrﬂ%"ﬁ"{ Cél%fé"c%g:?@@%gg%%?%%gg%{n%@% 133. The
system of claim 130, weeiesedicdnimeurdcisiby sith rapet tvahast uf oresr atord @aiaia; one of
the one or nore anomal% It hreshol ds by deriving the at | east one anonaly
threshold fromthe ac | at ed data associated with previously received
comuni cati ons. e)l llex placensynsin€ans@dr pldcaigthel eRcredgleima indéx gene vati on of the
at | east one anomaly . thr eﬁhold is further based upo al‘?‘Er edeterm ned tine
period. 135. The &S8¢iaiRd yfthap Ljigrogagrn %‘é?’e”l’}}‘?ret"h@eé'ygi‘g YBEE™ERYr e stores

configuration inbpedsahd RRecRBthdok@ieind ifdae qadualoy s fifst BRGioReAGARInE €S at
| east one of the one or nore anonaly threshold bé readi ng configuration
i nfor mati on from fHROTSYE{RSIgAMENtOS die selecterbindenhy the WdersgignRenyineans 9,

wherein the acti og,PWEIrRR uR ihdixiplREAEh(IBAEHIREMNR Mt £RRONRR thSinBdsed upon
an anonmaly type associated with an anomaly detected by the analysis

engi ne. 137. The §yeiieaspopipted Walhgn Infgrogakay eaugine hpdng type difterigg lemany ni t i at ed

predetermned re : i J i ' :
adm ni strator, re?rgm gnV\D %1 3@?8‘%%# ?%%é%tgg%ﬁéﬁ&gédtggégesg?ﬁge of

further comuni camitbthe stleotad index respangiee tof antassesymentindisator ewpyhbiasat i on,
guar anti ne of the; i Leat) on i hD] received
O s o o TR L LS.

I ng excessive nunbers of
i ncom ng cord@ct Aoystepdor dcectman apomaloay@aimidagoeiransmiBR.ovditee syst em of

claim 137, wher gl 0 [RS8 eRibR MY St oRiphilifg.€d Predeterm ned

a) an interface coupling the system with the communications network;

b) a system data store capable of storing data associated with communications
transmitted over the communications network and information associated with
one or more responses to be initiated if an anomaly is detected;

c) asystem processor in communication with the interface and the data store,
wherein the system processor comprises one or more processing elements and
wherein the system processor executes:

i) a collection engine that:
1) receives a communication via the interface; and
2) generates data associated with the received communication by applying
one or more tests to the received communication;
ii) an analysis engine that detects whether an anomaly exists with respect to the
received communication based upon the data generated by the collection
engine and data associated with previously received communications from

the system data store; and



response conprises conveying a notification to an adm nistrator and wherein
the notification conprises an e-mail nessage, a page, a facsimle, an

t el ephonewoaBh77oan SMS nessage, a WAP alert or SNWVP al er PCTABH3/07DlE System
of claim 119, wherein the system processor further aggregates the data
generated by the collection engine with the accunul ated data associ at ed
with previously received comruni cati ons and stores aggregated accumnul at ed
data in the systemdata store. 140. The system of claim 119, wherein the
system processor further provides an inggerface via which an administrator
enters configuration information, receives configuration information from

the interface and stores. the . i j ' ' ff%]ﬂmgg mdn the
syst em dat a store.'lliﬁlif’&?ﬁgﬁ%'éeg‘t%geﬁ]}{@ eéé;?@{e%&%éd&%gﬁﬁ%n t he c)gf}:l ection
engi ne appl i es the odaaetorenbareanoimabyt washlasetdd bythe andlpsisengimed confi gurati on

i nformati on. . 4he syst of aim.l wher.ei I . i ne

det ects whet hiﬁganﬁeas% |°$mé">?i‘ éfds ngrgggg’éurﬁgeﬁ%tdﬁg&s ugiracé@&géonﬁl lSeus‘r%gtg i on
information. 143nailldotnsunidacion, ah HITRicomiMRicatidnearceF TP ¢dnematicationl adMALS gur at i on
information conprises anorrall%ééaa/ es,. anorral%ﬁ threshol d informtion,

anomaly time perrPBRUNCALQS) Af uricaign ptA PRRASLEURMPNUEANO e j on. 144, The

system of cl aijm. 14Phe $pr8MES Blainh €205 Wt thY REGERITomMiuBkat@sis lle-niaflt er f ace to
the adm nistrator via a Wb server, an e-nail server, a automated voice

recogni tion sySPERYBICAUN- SV nessage server. 145. The system of clai m 140,

wherein the sysi ey Qs Elafnl 1) @heRRRELBSAEe diteor miod R agitiedby hedef aul t
values prior to providing it to the admnistrator. 146. A nmethod for

det ecting an andRBEHOR CRBIRPAIPESASIHRISIOR dREPH WEISSGiertiop, s Pt on
network, the method GoHRs &ltbod.Ne steps of 1 WO 03/ 077071 PCT/ US03/ 07042
88 a) receiving a comunication transmtted over a communi cation network;
b) appl yi ng ohd3.or Throtystemenf claing 1%, mereindhy cablgctioneneing applicod Plugligedfer at e
data associated g th the received comunication; c) acquiring data

associ ated with one or nore previ ously received comrunications;
124.  The system of claim 123, wherein the collection engine applies each of the

plurality of tests in a parallel fashion.

125. The system of claim 123, wherein the collection engine applies each of the
plurality of tests in a sequential fashion.

126. The system of claim 119, wherein the system data store stores configuration
information and wherein the collection engine applies each of the one or more tests
based upon configuration information stored in the system data store.

127. The system of claim 119, wherein the analysis engine detects whether an
anomaly exists further based upon configuration information stored in the system
data store.

128.  The system of claim 127, wherein the configuration information comprises
anomaly types, anomaly threshold information, anomaly time period information or
anomaly response information.

129. The system of claim 119, wherein the analysis engine further derives one or
more anomaly thresholds from the accumulated data associated with received
communications in the system data store and wherein the analysis engine detects
whether an anomaly exists further based upon the derived one or more anomaly

thresholds.



d) detecting whether an anomaly exists with respect to the received

communi cati on based upon the generated data and acquired data; and e)
initiati nyoaspraaet ermi ned response if an anomaly was det ecramo3/d#f2 The
met hod of claim 146, wherein the received communi cati on conprises an e-
mai | communi cation, an HTTP comuni cation, an FTP communi cation, a WAI S
communi cation, a telnet communication.or a Gopher conmmunication. 148. The
met hod of claim 147, wherein the received communication is an e-mail
comuni cation. 149. The nethod of claim %46, wherein each of the one or
nore tests applied by the collection engine conprises intrusion detection,

virus detectiqao SRAMABLERGIAN 195, wilhif B alfi A B dUELE Ghix@ian150. The

nmet hod of claim erein the step of applying one or nore tests
conpri ses appl yi sgmalysxistsdiyi t y of tests 151. The nethod of claim 146, and

further conprising t'[]li ge&]egglvﬁé% A6k t %glamgpegfof int@dse anonely threshol ds

fromthe acquired da et ecting whether an
anomal y exists furthe) foases ofldeavomaly typheofinteresin thesletghpineksest s upon the

derived one or nore anogg FXCH]EI‘II{\%]O%F ﬁe%%re a%gl%allx;g gshgﬁg Qggmgttad GhitedD 146,

wherein the step of det ran ex|I sts conprises: a)
determ ning a set of anorméspedny@ammmﬂy iypd ersedit; lealst)mpant ummﬂacmulath@dzamonal y
types of interest in the determn re Sf%nomal y

t hreshol ds associ ated wit ﬁssf’ﬂgte?é’étgé%cﬂvﬁ‘écgnérﬂﬁ'ﬁrﬁ’ltﬂ?"stn@o% eaS¥ cf"n%? Peast in

part upon the acquired @gatémpsiQenfaintdionid te stored risk pﬂﬂiﬁle&xgpiha\alt tasloye
recei ved communi cati ons; 03/ 077{?71 PCT/ USO3/“§)Z2 &9 i{) comparing
information in the stored©F NERCPITEE PPeOrsF pramaly thyeshal ﬁ?fis of the

acquired one or nore an@ﬁfabﬁénﬁlhirngm@iheﬁan aABallyiof )hed&b&ftma aﬁd"t@ly\ty@é her an
anonal y of the respective anonal pe exists with respe recei ved
communi cati on based upon Ph‘é‘s%‘ﬂ?ﬁ%ﬁngé‘Nhei@Swedl"F%“W‘c‘?%‘H“ g‘fseé}‘%‘? 952,
wherein the step of deterginbiiiod set of anomaly types of interest

conprises reading a configuration file.
131, The system of claim 130, wherein the system data store stores configuration

information and wherein the analysis engine determines the set of anomaly types of
interest by reading configuration information from the system data store.

132.  The system of claim 130, wherein the analysis engine determines the set of
anomaly types of interest based upon the received communication.

133.  The system of claim 130, wherein the analysis engine acquires at least one of
the one or more anomaly thresholds by deriving the at least one anomaly threshold
from the accumulated data associated with previously received communications.

134.  The system of claim 133, wherein the derivation of the at least one anomaly
threshold is further based upon a predetermined time period.

135. The system of claim 130, wherein the system data store stores configuration
information and wherein the analysis engine acquires at least one of the one or more
anomaly threshold by reading configuration information from the system data store.

136. The system of claim 119, wherein the action engine’s initiated predetermined
response is based upon an anomaly type associated with an anomaly detected by the
analysis engine.

137. The system of claim 119, wherein the action engine’s initiated predetermined

response comprises conveying a notification to an administrator, refusing



154. The nethod of claim 152, wherein the step of determ ning a set of
anomaly types of interest determ nes the set based upon the received
conmuni cavomr/n7m36. The met hod of claim 152, wherein the scemsos/omenuiring
one or nore anomaly thresholds conprises the step of deriving at |east one
anomaly threshold fromthe acquired data associated with one or nore
previously received conmuni cations. 156. The nethod of claim 146, wherein
the initiated predeterm ned response is based upon an anomaly type
associated with a detected anonaly. 157. ghthe nethod of claim 146, wherein
the initiated predeterm ned response conprises conveying a notification to

an admi ni strator accééférgg ioPﬂmﬂE&%Hx%rﬂﬂ%‘ﬁti&J‘s fro];ﬁj{hé BekceC R MMEUB Rl ons from the

source of the recel communi cation, quarantine of the received
comuni cati on, stompmicugion,maneting of g recsived npromunioaiions stiipring the reseivedont ent ,

or throttling excessive nu 0f m L: o]
manageabl e | evel go.mT%'gc.a"?ﬁgP @érftﬁ%g Cl())'ﬂgng’l & mo@g'%@%gggﬁun t rseaﬁ[?]él%??n ed
predet er mi ned r espmBd@ns poREONE BSMEApbigilaglsa notification to an

adm ni strator d erein the .natificatign conprises. -nmai | _mressage, a
page, a facsi nﬁ@e, \qgﬁ S’Eséelnéﬁcg%@qég ‘Vl,'ereéﬁ8@%10":%5@395&19%6%5 é"é‘g}% tclor SNVP
alert. 159. Conpiésgdnsd @nthriéscodtayimgenotifichitidn 8¢ @r ddadnistrsdrrand whereim thdhrat upon
execution by a s%sten1processor cayse t he s%%%%ﬁhfro§ess9r %o detect an
anomal ous  conmuRTEERHULFOMPENS A £ BEFEECHE ATSLRYS AR SRR R Phe

medi a having st gvBUndshugtrdwaPQleri fiESNMPWIBR. t he system processor to perform
the steps conpriskgg of : g? receiving  a connunicatio% transmtted over a
communi cat i on 8t wdmg sysige eflaimAd 21 Wiseen the§uyn prpsessegguiher pHe8AS Pone or

more tests to thgd g&RlawatbyREBHBAhSR: With SRS A PatélPdata asifad witied Wi th
the received communication; c) acquiring data associated with one or nore

previ ousl y recei pedioudyreaeiMedeommpmications and steres pegiesprdrarammuiedditmiihe exi st s
with respect to the seeiyed communication based upon the generated data

and acquired datd; an e) Initiating a predeterm ned response if an
anomal y was det4€ct dde system of claim 119, wherein the system processor further provides an

interface via which an administrator enters configuration information, receives
configuration information from the interface and stores the received configuration
information in the system data store.

141.  The system of claim 140, wherein the collection engine applies the one or more
tests based upon the stored configuration information.

142.  The system of claim 140, wherein the analysis engine detects whether an
anomaly exists based upon the stored configuration information.

143.  The system of claim 142, wherein the stored configuration information
comprises anomaly types, anomaly threshold information, anomaly time period
information or anomaly response information.

144. The system of claim 140, wherein the system processor provides the interface to
the administrator via a Web server, an e-mail server, a automated voice recognition
system or an SMS message server.

145.  The system of claim 140, wherein the system processor further populates the
interface with default values prior to providing it to the administrator.

146. A method for detecting an anomalous communication transmitted over a

communication network, the method comprising the steps of:



160. The nedia of claim 159, wherein the instructions causing the system
processor to receive the conmunication conprise instructions causing the
system prwoasmor7t o receive an e-nail conmuni cation. 161PCThesosremisn of
claim 159, wherein the instructions causing the system processor to apply
one or nore tests conprise instructions causing the system processor to
apply one or nore of an intrusion detection test, a virus detection test, a
spam detection test or a policy violation test. 162. The nedia of claim
159, wherein the instructions causing thggsystem processor to detect

whet her an anomaly exists conprise instructions causing the system
processor to perfof e{vk@tasctoﬁﬁ tenicind &@k.ﬂgwﬁ’Eber%)coﬁlﬁiuﬁ{cmd?ﬂdag;vcii‘k;,set of
anonaly types of ‘interest; f'or each of ‘the anonaly types of interest in
t he determ ned st applyingouriormang tests éo the reveived eomomerisatiph feegeherridsladssoci at ed

Wi th the respective sogiQtOeHEv‘vlitX tﬁe%@@ei@ﬁ%&ﬂmﬁﬂi At%?l?t in part upon the acquired
Ho“6ke "or nore preV|ousfy

data associated wif recei ved communi cations; ii)
conpari ng i nf or n®t acquiring dahleasstcaredavithi ahk opmofei freviaghiressivedt | east one of
the acquired one or nore anomaly thresholds; and iii) determ ning whether

an anomaly of the FEEPUREFHPESanomaly type exists with respect to the
recei ved comuni @aidewetingadrthetifiomoinbly ex3speth sspact td 6id.reckhved nedi a of claim

159, wherein the initiated, predeternined resppnse ,is ba _upon an anomal y
type associ at ed mﬁfﬂmgmﬂﬁﬁg@ﬁﬂﬂﬁéﬁﬂh@Fﬁ?wfgﬁﬁg*ﬁgdﬁgHWSgggaéwgin1159,

wher ei n the initéatadagadeideterhinedresRanonsCanoaRlpwisskiceanveyi ng a
notification to_an _adm ni strat.or usi ng acceptance of WO 03/.077071

re g
PCT/ US03/ 070424791 Themethed OEEJWHJH%%{E?YB‘H dherrpegiyed qamEYRicARon SPMPHSEES ARE G v ed

comuni cation, Omail 8éthmBicatdh, daErTEGRINYRRLa6EKTAH FTP @biMiinic&ion] HPWAIF t he
recei ved conmmuni cation of identified content, or throttling excessive

nunbers of incon?(h@n%‘%ﬁ‘f@@tai%‘ﬁ%‘CB@F‘“QQ&‘BW(Wf‘@oPH%[ﬁ&@'é‘é‘Bicé“‘?“eveI s. 165. A

system for detggti Age. fudAFBhRH F17CQMRIHEAbNEdicbARRMchdRs V& al _
comuni cati ons network, the system conprising: a) storing neans for storing

dat a associ at ed edmumenationi cati ons transnmitted over
149. The method of claim 146, wherein each of the one or more tests applied by the

collection engine comprises intrusion detection, virus detection, spam detection or
policy violation detection.

150. The method of claim 146, wherein the step of applying one or more tests
comprises applying a plurality of tests.

151. The method of claim 146, and further comprising the step of deriving one or
more anomaly thresholds from the acquired data and wherein the step of detecting
whether an anomaly exists further bases detecting whether an anomaly exists upon
the derived one or more anomaly thresholds.

152. The method of claim 146, wherein the step of detecting whether an anomaly
exists comprises:

a) determining a set of anomaly types of interest;
b) for each of the anomaly types of interest in the determined set,
i) acquiring one or more anomaly thresholds associated with the respective
anomaly type based at least in part upon the acquired data associated with

one or more previously received communications;



t he conmuni cations network and informati on associated with one or nore
responses to be initiated if an anomaly is detected; b) collection neans
for receiwbngozoconuni cation transmtted over a conmuni @aTUSNF070e1 Wor K
and for generating data associated with the received conmunication by
applying one or nore tests to the received conmunication; c) anal ysis neans
for detecting whether an anonmaly exists with respect to the received
comuni cati on based upon the data generated by the collection neans and
data associated with previously receivedggonmunications fromthe storing
nmeans; and d) action means for initiating a predeternned response fromthe

storing neans if ?12 c%ﬂ]g)ner%xnmﬁat%%hﬁ gxte%%rg%nsﬁ('ﬁ?ofﬁ@ ¥l & ISBERE of hB6. A

management system tin stributing threat detection rules to
application |ayer seczmqmtejd 0By ot IBOE aanainyshelm @mirprl sing: a) a

communi cation int erfg&g ada v?h%thepan 11 aa,a(%qqpurg pcg@t;\;eodgomﬁ,\e@?ax&&%nm

managenment system AW one appli i on T"ayer secu system b) a
syst em dat a store cormspesntowecmeivedcWennMabsﬂedna@ethetcamgx wherein the

system dat a st IS ca O? or thr eat

rranage_rrent_go rﬁ?& FH fﬁlf"@a b?f?iﬁétfe)sé o?getarmrrﬁmgagéso?gl?é brocessor in

\(/:\zmmnl CaLI on w tybeiéfema@mmpﬁm reQﬂmg ateifigaesionfitt. the system data store,
erein the syste roc o] S one or rocessi.ng elements and

the one or nore4 pr Ei‘r?a E?l sw "r“é‘“ﬂ?eoséerpac’gﬁé "mgwgéa%‘pc’(fé@m?%y WO

03/ 077071 PCT/ US%é@JfQﬁ‘t@restQ@tehﬂlnés&ﬁ@te‘(Basb@ﬁlﬁﬂxtthd REt@Qvebimdiunicatsn. one or nore

sources; ii) reduce the received threat |nform%t| on.into a canoni cal form

iii) extract flat urlhs meshoehof faint Bduwhereinhesiap qf AFBHTRE NG QT MOPANGBARr at e a

rule set of one Qi"resnaa@c&wrﬁ@stmwélﬁ& deﬁﬁﬁgau%ﬂoﬂemo@m rtlﬁr@:ih@ﬁl frdne@ieur es and
a goal set of one or nore threat nmanagenent goals int system dat a

store; and v) tragasied dathssesirsgtheene oy F@f%E?V'?WIYdFCQ‘EQ%Wé‘CB‘FO“P he
plurality of al%! i Gk 'rr%ﬂmd of claim 146, wherein the initiated predetermined response is based

upon an anomaly type associated with a detected anomaly.

157. The method of claim 146, wherein the initiated predetermined response
comprises conveying a notification to an administrator, refusing acceptance of
further communications from the source of the received communication, quarantine
of the received communication, stripping the received communication of identified
content, or throttling excessive numbers of incoming connections per second to
manageable levels.

158. The method of claim 157, wherein the initiated predetermined response
comprises conveying a notification to an administrator and wherein the notification
comprises an e-mail message, a page, a facsimile, an telephone call, an SMS
message, a WAP alert or SNMP alert.

159. Computer readable storage media storing instructions that upon execution by a
system processor cause the system processor to detect an anomalous
communication transmitted over a communication network, the media having
stored instruction that cause the system processor to perform the steps comprising
of:

a) receiving a communication transmitted over a communication network;



| ayer security systens. 167. The system of claim 166, wherein the system
data store is further capable of storing one or nore sets of test data,
wher ei n twe o3ystem processor is further progranmed or adaprasod/eroeyal uate
the generated rule set against one or nore sets of test data in the system
data store and to refine the rule set if the evaluation of the rule set
fails to satisfy a predeterm ned confidence |evel. 168. The systemof claim
167, wherein the system processor evaluates the generated rule set against
one or nore sets of test data based uponghhe goal set used to generate the
rule set. 169. The systen1of claim 168, wherein the second goal set

conprises one or IP yxgv GG ¢ ﬁ@ts Y RE r gllvg&éo%lil{l&%ﬁ Fbegegélgﬂér&aﬁf

ef fecti veness va curacy I ency val ues and fal se
positive val ues. 1Z&oc12ﬁ|adewaysheemeofedcbmmmxa;ﬁim, wher ein the system processor

eval uates the gener ol ohe Ll Sy Blse Bl FAR 0 fedRip Of test data

based upon a sectnd“YyHle one or als Prom the system data
store that differscémmimichibngoal set used to generate the rule set. 171

The system of cl |m 170, ein the secon ri,ses one or nore
val ues of a type%s gFté‘étt“éd"vyf'l‘]’ﬁ‘SH'lW@mdpc?ﬂﬂftsd”f“hgﬁpg%ﬁ?vhgﬁ%ngveeal ues, accuracy

val ues, effici encyommubiefioandsddaipsethp @eietdtedidaviednd@squitkd data;ldnd syst em of
cl ai m 166, wherein the goal set CO({TFI’I ses._one or nore attributes selected

fromthe group cOndtiditingg perdeermineq fespansssifan, anomaly Wty val ues,

efficiency val ygs andnfcaladecReisy, \kﬁeﬁéﬁx'th@lﬁstrm&%@s—iﬂé}ﬁésﬁﬁﬁM8&31097042
93 173. The system of claim 166, wher ei n the goal set conprises one or nore

undesi rabl e mess BgeceiNFIBBCOMPETGHiAN eorpRfise HEUIPRETAUSIA% e SYUETR PIogess 1O

sel ected from t%@ lggﬁp@mgge&h%h,&g,ogf busi ness email, personal email,
chain letters, T | anguage, orn, web product offerl ngs, nevvsletters

mai ling |ists,16fr oJTangledmf ﬁ'@lﬂah . yihergisthe ingpugtionsirausinasthe pysism RIPEESIAr 173,
wher ei n associ at E)dap}é\fg F%?I?\Brel{%»gsgﬁ%h{ggp% fastlie %g:gusﬂgytﬂgsys&: ¥4 to

corresponding to a ity or the message type. 175. The
system of cl ai m by onnmmmrmoftdnentwweimemqnd%mm detegiiontiest: ajspasyr ammed or

adapted to sel eCdetectl%n ge%faér a p% 1C)t 5:81%&{‘r%st.5y3t em data store.

162. The media of claim 159, wherein the instructions causing the system processor
to detect whether an anomaly exists comprise instructions causing the system
processor to perform the steps comprising of:

a) determining a set of anomaly types of interest;
b) for each of the anomaly types of interest in the determined set,

i) acquiring one or more anomaly thresholds associated with the respective
anomaly type based at least in part upon the acquired data associated with
one or more previously received communications;

ii) comparing information in the stored risk profile against at least one of the
acquired one or more anomaly thresholds; and

iii) determining whether an anomaly of the respective anomaly type exists with
respect to the received communication based upon the comparison.

163.  The media of claim 159, wherein the initiated predetermined response is based
upon an anomaly type associated with a detected anomaly.

164. The media of claim 159, wherein the initiated predetermined response

comprises conveying a notification to an administrator, refusing acceptance of



176. The system of claim 175, wherein the system processor's progranm ng or
adaptation to select the goal set includes progranm ng or adaptation to

sel ect thwoogozio7set based at | east in part upon a sel ect edTapps/imat i on

| ayer security systemfrom the plurality of application |ayer security
systens. 177. The system of claim 176, wherein the system processor
transmts the generated rule set to at |east the selected application

| ayer security system 178. The system of claim 166, wherein the system
processor receives threat information figgm a sel ected application |ayer
security systemvia the communication interface. 179. The systemof claim

166, wherein Fhefu?%grtc%mnpl{n%ﬁg&@q{on{)tﬁg SV ESH Y BRhved B MufRLdA g dafRERA Spam
dat abase, a virus itnformation database, an intrusion 1nformation database
or conbi nati ons bftbe eoéived®@nmifietisy strigpmg thegtczived t@gmupipatioaiohidentifiedy st em
processor receives further threat . infornmatki l'ication
| ayer security s?ﬁ&w lrgno\rllglémflﬁ]é eQ%S%reunﬁﬁm%gfsiotcf)h"%?%][[%%%%g.ﬁ&lfg)% E%nggyst em of
cl aim 166, wher emandgesblsiestélem processor extracts features that each

correspond to interrogation type avajlable on at .0 t he
plurality of @gm ir}b%?'tsfegﬁf%f %@eecfmggrbﬂ‘?m“ u%?%?‘@%‘?a%fgb.g@h%e@@gf%m of claim
166, wherei n t hec&iyshmoatRhORBSGR] thesisteacdomptisiagur es by appl yi ng one or

nore regul ar expression filters. . 03/077071 .PCT/ US03/ 07042 9 83. The
system of claim i%éfor‘ﬂﬁ@}eé‘?srfort‘1"1%"'é%iaéﬁﬁoﬁﬂaﬁgé‘gtgc??"‘i"‘é‘"%??%é?"sﬂp edjrl%vﬁ?red or

adapted to recei ve yi confifificaliR nethoBSarnAfoRRitidaissapiaied @athi oae ohorgr anmi ng
interface. 184. The system of claim 183, wherein the system processor

generates the rul e resgpnsepipdednitiyehif pmanomaly is4e€ctBtie rul es and policy

appl i cation progpaRBiQgoh HefisfaGeeeividdBPeonfiniBdafon! rhidmidganAagi g t hr eat
i nformation, the nmethod conpri si ng@;gg steps_ of: a) receivi nge t hr eat
\:]

i nformati on from oXeMENigAtQRS Befiye | gepsraiingrdapastosiated g tidhe ©e5i%sdst i ng of

appl i cation |ayer b 'o?%?t ing SRADD HEE IR the réceWell USmmUuRERTABL | ON
dat abases, and int r%ggll}{@nfc%{t}lfo r?gpl?glﬁ dat abases; b) errec‘l?ugi ng rtnhe reocei ved

t hreat i nformati on analyss meanafierdeteatingfvgiether an anomaly exists with respect to the
received communication based upon the data generated by the collection means

and data associated with previously received communications from the storing
means; and

d) action means for initiating a predetermined response from the storing means if
an anomaly was detected by the analysis means.

166. A management system for generating and distributing threat detection rules to

application layer security systems, the system comprising:

a) a communication interface adapted to allow communication between the
management system and at least one application layer security system;

b) a system data store comprising one or more data storage elements, wherein the
system data store is capable of storing:
i) one or more sets of threat management goals; and
ii) threat information; and

c) a system processor in communication with the communication interface and the
system data store, wherein the system processor comprises one or more
processing elements and the one or more processing elements are programmed

or adapted to:



c) extracting features fromthe reduced threat information by applying one
or nore reqgular expressions; d) selecting a goal set of one or nore threat
managenernwogseat®m7based at |east in part upon a sel ected appluseatioen | ayer
security systemfromthe plurality of application |ayer security systens,
wherein the goal set conprises one or nore values of a type selected from
the group of effectiveness val ues, accuracy values, efficiency values and
fal se positive values; e) generating a candidate rule set of one or nore
threat rules based upon the extracted fegtures and the goal set; f)
testing the candidate rul e set against one or nore sets of test data; Q)

refining the candidate rul v he rule set fails to.
satisfy a predet erﬁl et vectgrr? tlhfé)llr?];r:ué"qmeve %e%gﬂoh‘?s%%fcg%sm tting the

candi date or refineaqg feduhcxe thaaa’ecdmdamrezitemfstmamneuaqnpbamamlchrrm ayer security
system 186. A mana ste dlstrlbutlng t hr eat
detection rules to g)agg tcfﬁ%(‘i'rg%%'g@&rg(g ﬁapﬁﬁg the system
conprising: a) conﬁupg@a;mtearrumamfoﬁ@érm@emrvathgestm@latpoh nfe@umdd)n from
one Oor nore sources electe grou onsistin cation

| ayer security syste am“@ﬁ%ﬂ?ﬂﬁfﬁﬁ& @? ’ &U?tWﬂﬁﬁ?ﬂgg ﬂ? b%bases and
i ntrusion informati ons¥emQR{aQiofé 4dd PCT/ USO3/ 07042 95 databases and for
transmtting a generated rule set to at |east one ?@8 h? p é yer
security system b)V)r GnsmydbregenerrisH e st &0 3L dast qup of By R plpRatation
information received Ryertsh@rigosytms.cati on neans into a canonlcal form ii)
extracting features fromthe reduced threat information bé]applyln one or

more regul ar eXr esHiessem pfqlgimskOewkareip the syvem daestors s SHECHAPARF &7 ¢ hr eat
management goal s ?@gﬁgaﬁa&r nlo?@s%ts dfffest OR% nyhuﬁgnh@sy%@hﬁ%ads&mhsat ion |ayer

security system the plurality of ‘applicati'on |'ayer security systems,
wherein the goal pegramgesdmriadapieddpevabrate the ganeasidupls sejfagainityppeo@PEseed from

the group of eff %F{eg V&GS ﬁw\é%téﬁ? data store and to refine the rule set if the evaluation of the

rule set fails to satisfy a predetermined confidence level.

168. The system of claim 167, wherein the system processor evaluates the generated
rule set against one or more sets of test data based upon the goal set used to
generate the rule set.

169. The system of claim 168, wherein the second goal set comprises one or more
values of a type selected from the group of effectiveness values, accuracy values,
efficiency values and false positive values.

170. The system of claim 167, wherein the system processor evaluates the generated
rule set against one or more sets of test data based upon a second goal set of one or
more goals from the system data store that differs from the goal set used to generate
the rule set.

171.  The system of claim 170, wherein the second goal set comprises one or more
values of a type selected from the group of effectiveness values, accu,racy values,
efficiency values and false positive values.

172. The system of claim 166, wherein the goal set comprises one or more attributes
selected from the group consisting of effectiveness values, accuracy values,

efficiency values and false positive values.



accuracy values, efficiency values and fal se positive values; iv)
generating a candidate rule set of one or nore threat rules based upon the
ext ract edvb@anwmes and the goal set; v) testing the candi g#araspim4set

agai nst one or nore sets of test data; vi) refining the candidate rule set
if the evaluation of the rule set fails to satisfy a predeterm ned
confidence level; and vii) providing the candidate or refined rule set to
t he conmuni cation nmeans. 187. An application |ayer security system the
system conprising: a) at |east one appliagation server system comunication
interface comunicatively coupling the security systemto a comunication

netvork al| w9 SR B A Hic DnAN iR/l Cochighieis ABBL el | on- | ayer

security systenms an reat management system a system data store
capabl e of st ori mudesimabld wessagsriyRss.corenimeash updsirahheimessaga i s sdertegdrom

associ ated with Eh%%%cu %gnsﬁit@gE)F}Qlﬁ]n%ssce%muﬁ%r%ggli Sk, cfﬁﬂﬂeﬁérs,@dﬁyﬁﬂ%%t one

processor in comu t1o e systeée ta store and the at
appl i cati on ser veornsyst podwoofferimigs aewslettdrs maklingdists, Tieimsiwormb endsyigisesm

processor conp{4,ses-one. or [.e ocessing el 1 - i system
processor: WO B’é‘/o ‘}lﬁﬂ‘c‘t%&%% em@%o?l?tg?gvér}éi%e/%gg g%\wrgf’lgg[% rsstélg(?c
conmmuni cat i on di type iedval@ ctrefpoadimgtodbet bthdesapilityctar themessage epesyst em
ii) applies ong%jor re tesip%t OIC{Ghe recei ved el ectroni g onmuni cateidon,
wherein each bP-t HRCSHEEDP! APl §Oa8parei g systema £T9CRiSOH 18 LML OB PREY oni ¢

communi cati on f obr &lapRd td Rlekethe &L bt iffoyh thé Slstemi daitd statores in the system
data store a risk profile aéaociﬁsed with the received electronic

communi cat i on b%sedhgsEem AECIABH PeWhsHB thySYSIEP BTCESPLS PraFi™™ing o oyt put s

i nformation basegddpp®ion tdWRlest 1 £6h1 kdt Site1udeOprofremininforsagitbnap pldct thei on
| ayer security system a threat managenent center, a threat, pushback

system or a conbigpiisetdasedibleatsin parigpon Fpelectsdappligagen layeh sseurly SYSRREF R n t he
recei ved el ect romecpllg.glﬁ'ggml;pﬁgdtgg layE PP SRR}, - mai | communi cation, an
[ an FTP

HTTP conmmuni cati on,

177. The system of claim 176, wherein the system processor transmits the generated
rule set to at least the selected application layer security system.

178. The system of claim 166, wherein the system processor receives threat
information from a selected application layer security system via the
communication interface.

179. The system of claim 166, wherein the system processor receives threat
information from a spam database, a virus information database, an intrusion
information database or combinations thereof.

180. The system of claim 179, wherein the system processor receives further threat
information from a selected application layer security system via the
communication interface.

181. The system of claim 166, wherein the system processor extracts features that
each correspond to an interrogation type available on at least one of the plurality of
application layer security systems.

182. The system of claim 166, wherein the system processor extracts features by

applying one or more regular expression filters.



conmmuni cation, a WAI'S comuni cation, a telnet conmunication or a Gopher
communi cation. 189. The system of claim 188, wherein the received

el ect roniwoaommeni cati on is an e-mail conmmuni cati on. 190PCThsosy®¥EmM Of

cl aim 187, wherein each of the one or nore tests applied by the system
processor conprises intrusion detection, virus detection, spam detection or
policy violation detection. 191. The system of claim 187, wherein the
system processor applies a plurality of tests. 192. The systemof claim
191, wherein the system processor appliesyyeach of the plurality of tests
in a parallel fashion. 193. The system of claim 191, wherein the system

processor appl jg&s . rallt. f I : I shi on.
194. The syst e1r781%(’)f eg%tal?’%qéeam\%ﬁedpé?iﬁér%l g%ssfllgst?@rt%%pcrhgggssZ‘gﬁﬁgg%??gg{ egach of
the one or noreot akpedbasedvag deastonea fulegpand pbliay dpplicatiompiogramgting ed i n t he
system data store., .195. The system of claim 187, wherein the system
processor out put ém‘f'ﬁ‘(ge'i nformation in the formof an e-mail nessage, a page,
a facsinmle, arsdtelrehonenofdlhim B3, Shdsein nesysiga praceiddPzeabmices thorulanetSVNP
alert. WO 03/077071 PCT/ 80?1/ 07042 | 97 19?. Thﬁ%ﬁ%stem of cl anit 187,
wherein the syst BAsePPBYLLE BB IRIES PO BPHEOB Rrosfanmying pielaee.
managenent cenisst axehethod Forarmagitg tpat inf@inateh, @yenth®lcompribiyig ty Stepsof: a

t hreat pushback s%stem,or a copbi nation thereof. 197. eé’he stem of claim
187, wherein t he3bAgcedfingifreat plarmationdim aap §5ymqre SOULses selghie °(5’3:§’§§59”p

conprise anonaly debfldn@df app¥itatiohNSebist@Msientd, siaf dadabasedfieviRkn an
application |ayer securi ty@géstem can broadcast a nessage to at | east one

ot her application |ipfpepatigadatapasys: aykingpgiomigtormation databpsesy of cl ai m 187, and

further conprisi BY Bucipith@ecdiHdaRka TROARRITR o a SHDhRAD foier €i n the
centralized threat nmanagenent system coordi nates threat information anong

nul tipl e nodes. EDEXUFHmgIgasires iy the reduagdithreat infosnalion by ApRlYHE 9P eEPPTEN
| ayer security systy £ﬂl£r%x€ress§c¥nk’,5t ed application |layer security system

d) selecting a goal set of one or more threat management goals based at least in
part upon a selected application layer security system from the plurality of
application layer security systems, wherein the goal set comprises one or more
values of a type selected from the group of effectiveness values, accuracy
values, efficiency values and false positive values;

e) generating a candidate rule set of one or more threat rules based upon the
extracted features and the goal set;

f) testing the candidate rule set against one or more sets of test data;

g) refining the candidate rule set if the evaluation of the rule set fails to satisfy a
predetermined confidence level; and

h) transmitting the candidate or refined rule set to at least one application layer
security system.

186. A management system for generating and distributing threat detection rules to
application layer security systems, the system comprising:

a) communication means for receiving threat information from one or more
sources selected from the group consisting of application layer security systems,

spam databases, a virus information databases, and intrusion information



201. The system of claim 187, wherein the system processor outputs
information conprising threat statistics. 202. The system of claim 201,
wherein twWe oBhrmat statistics include information about twPhg/Usogauwency of
certain threat types. 203. The system of claim 187, wherein the system
processor outputs information conprising information corresponding to a
specific identified threat, one or nore whitelists, traffic pattern data,
or conbi nations thereof. 204. A nethod for identifying a back trail for an
el ectroni c comuni cations, the nethod cegprising the steps of: a)
receiving an el ectronic communi cation conprising a destination address; b)
i dentifying one or ynore addr f co ' i om a
source to the destdflﬁg%sfsoaﬁ]ge{ggfaglgrg?tmcg)a %ﬁ%{%‘%{z‘f%%ﬁé‘%ﬁ?ﬁ@f’? @hg?é@t | east
one of the identifiladr scompysytensyst em addresses; and d) outputting one or
nore conputer syéieqladdr?sses agaLyzed to be authentic. 205. The net hod
of claim 204, whét &VFRsTIEPRES Vel el ect ronic comunication conprises a
header that includes febgifjabiitiaformdtiondeless bpmd commusicatidnhmeass @p ©f WO
03/ 077071 PCT/U803/07042,ﬁi i dentifying one or nore addresses conprises
the steps of parsing A r for conputer system addresses. 206. The
met hod of cl ai m 20%;) sagéiRigTedidies fBéi heQtdudebihyeat ifhbrbidhesytappiying cnenpr i ses
identifying inconsistencies in the header. 207. The nmethod of claim 206,
wherein the step of |iBeRIFEUA APTESSIOBRsi st encies conprises identifying

i nconsi stenci es i n jfadeRelifyf PoARdet Sone DE MRS thietl Bafemédnd bONINMEE Dt leabiai el ve
frominformation, recipient i1nformation or conbi nations, thereof, 208. The

method of clai m 205, Mfeien Astiersedpalicagpn lNen syrisySYAGIHENR frERY2It8Rbr i ses
identifying inconsistgngi@s, Bg&%&ﬂlt)t! gﬁtehﬁ?\dﬁ'ﬁ?@in hﬂe%ﬁlfs@f cdmiphigssBAE bPN

associated with the conmmuni cation, content of the communication, or
combi nati ons t her eof . mp@Yalughef artpnerrslicied fremghggroumof affsetiveness vplaesst ep of

anal yzing aut hent i ci t y, GOIDLBES rANR) YALAUN KRG talug] each of the
identified conmputer system addresses.
iv) generating a candidate rule set of one or more threat rules based upon the
extracted features and the goal set;
v) testing the candidate rule set against one or more sets of test data;
vi) refining the candidate rule set if the evaluation of the rule set fails to satisfy
a predetermined confidence level; and
vii) providing the candidate or refined rule set to the communication means.
187.  An application layer security system, the system comprising:

a) at least one application server system communication interface
communicatively coupling the security system to a communication network
allowing communication with one or more other application-layer security
systems and a threat management system,

b) a system data store capable of storing an electronic communication and
accumulated data associated with received electronic communications; and

¢) asystem processor in communication with the system data store and the at least
one application server system communication interface, wherein the system

processor comprises one or more processing elements and wherein the system

processor:



210. The nethod of claim 204, wherein the step of analyzing authenticity
conpri ses accessing an external database of address verification

i nf or mat iw0.0381M71 The net hod of claim 210, wherein the exterrnasb3/database
conprises | P addresses or ASN nunbers of known originators of spam 212.
The nethod of claim 210, wherein the address verification information
conprises | P addresses, ASN nunbers, host nanes, domain nanes, e-nmai
addresses or conbinations thereof. 213. The method of claim?204, wherein
the step of analyzing authenticity conprigges performng a DNS | ookup based
upon the at |east one identified conmputer system addresses. 214. The

nmet hod of claim 204, wherein e step of .a ¥4 et kG conpri ses
assigning a confi ddhd& 654N e{eg[roenécc O%é?unfcﬁ{e}ala%“ﬁcggg?%ne |El éeinc:télﬁfi ed
conput er system addrsphesion 2ber sfdiam;net hod of cl aim 214, wherein the step

of assigning a confjdence level tao .each of .the at | Jd .f1ed
conput er system add‘:) e‘g’gﬁ‘? WERpPPEIEHE g?edﬁ‘fehvﬁ gaeleg%%'{ﬁ‘??o}gmngrg&luggg{netey each
of the identified conguk 6f the ysd @imael @5 seMates\B B3N @A 2@E¢tkoRCT/ US03/ 07042

99 216. The nmet hod of claim 214, wherein the step of analyzing authenticity
further conprises cofPFHPYTHEFIPHEET 3 PEHGHUFEREIY Titkence evel with a

predet er m ned t hr esipodisles inde/systtmalatiBidaO i s préfidiasiocidd withakiexketeitede step of
outputting further conprises outputting the confi qegce | evel associ at ed
with each conputer sydedienisggmawaicatnabasedagon e spplisd ps &r MIFESSHE et hod

of claim 204, and fiyy §figifis mBIFREGSH BAAUPEn BRI risR PrdTHE to d\@con@onput er
system addresses not” anal yzed to be authentic. 219. A system for

i dentifying a back t ramplicqtion laypr SSPWHY XS 2 dBFATIINREEMEBfENter. gdhredly st em

conprising: a) a integiacel apkant 64 dofbhafién hb€oSyst em wi th a conmuni cati on
network; b) a systemdata store capable of storing one or nore electronic

communi cat i ons188. dafthe systesw of elaiadl & hehaseip th@,f“f“@bﬁﬂf SAFQING Qﬂ?}‘ﬂ‘ﬁﬁ‘&“@‘? .
conbi nati ons thegeg rise?ﬂpe-g‘%niéll@oﬁ%ﬁﬁigmogéﬁ%ﬁﬁoéonhﬂurﬁ&mﬁhqfﬁ" on with the

interface and the systemd store and conprising one or nore processing
el enent's, wher ei porhinenicatimnor WiAd$ @ommunication, a telnet communication or a Gopher

communication.

189. The system of claim 188, wherein the received electronic communication is an
e-mail communication.

190. The system of claim 187, wherein each of the one or more tests applied by the
system processor comprises intrusion detection, virus detection, spam detection or
policy violation detection.

191. The system of claim 187, wherein the system processor applies a plurality of
tests.

192.  The system of claim 191, wherein the system processor applies each of the
plurality of tests in a parallel fashion.

193.  The system of claim 191, wherein the system processor applies each of the
plurality of tests in a sequential fashion.

194.  The system of claim 187, wherein the system processor applies each of the one
or more tests based upon configuration information stored in the system data store.

195.  The system of claim 187, wherein the system processor outputs the information
in the form of an e-mail message, a page, a facsimile, an telephone call, an SMS

message, a WAP alert or an SMNP alert.



processi ng el enents are programmed or adapted to: i) receive an
communi cation via the interface, wherein the received comrunication

conpri seswe obpamer having a destination address; i) stopeTiUseso@eei ved
comuni cation in the systemdata store; iii) parse the header of the

recei ved conmmuni cation for one or nore addresses of conputer systens in a
path between a source and the destination address; iv) performa plurality

of tests on each of the one or nore addresses to assign a confidence val ue
to each address; v) deternine whether eagh address is valid by conparing
its assigned confidence value to a predeterm ned threshold in the system

data store; an Vi) Qut put ddr ess. . det 1 L stem
) ’Hh ﬂ% ot rn:ﬁgﬁonsy

of claim 219, l\clvgﬁ'er i ﬁs¥she2n 8%/@%@91827\%&%%‘%8}6%6% p {bggsé(\éc u't'gl(tjsér el(gls0 et er mi ned

valid with a firsta thredt @atagemen? 2énter Thdtosysetarhapplicatian laye 2&uripisesteinm t he

system processor s further programed .or adapted to output each address
not det er ni ned vﬁ'l’?a&%ﬁhi’?fﬁéysg“é‘égh‘hcqgﬁ”é‘?a ‘8?8??“"’8\0 03/ 077071 PCT/ US03/ 07042
100 222. A systogm e sist@nbf Jiyinni@7 aviieack tHerfoat br hore tesrs applisittryaind gystem

conmmuni cation, the s stem,conBrilsidn%: .a) interface neans for receiving
communi cati ons t PRAESHYCEBATHRAP™TRY SEEMHATnI cati on network; b) storage means

for storing atjdgeasthe@pRenRbf dAIME 8T SGIRIIE 6 SEPIBALIdN et @Gty dtemn caassoci at ed
therewith, confiqguration data or conbinations thereof; c) identification

means for identi PiPRARIsEBEssage (Qdiadierte CBRhIRRTIEAON LAYCLITEHY SYSIFS e addr esses

along a path bgjoweefh3ysQHbE&aiRf 188, Ml FENEEELRFTEMAR Akl @iteR Rdnagd ment
destination of the received comrunication; d) verification neans for

verifying each asksteas svhewimihe eangalizsg threps magegsment sYsem §ROTAASH®TEbnr i si ng
means for assignj iSRS BplYfbdée, to each address and means for
conparing the confidence value assigned to each address with a

predet er m ned 208r eSThe|syistém of Hlaimsk83r wlepecinezphapplipatonelnyersepysityfsystedut put t i ng

verified addressgﬁste(g@% ica%m%lesrec&%aggglne media storing instruction that
y as %em '

upon execution b
201. The system of claim 187, wherein the system processor outputs information

comprising threat statistics.

202. The system of claim 201, wherein the threat statistics include information about
the frequency of certain threat types.

203. The system of claim 187, wherein the system processor outputs information
comprising information corresponding to a specific identified threat, one or more
whitelists, traffic pattern data, or combinations thereof.

204. A method for identifying a back trail for an electronic communications, the
method comprising the steps of:

a) receiving an electronic communication comprising a destination address;
b) identifying one or more addresses of computer systems in a path from a source
to the destination address;
c) analyzing authenticity of at least one of the identified computer system
addresses; and
d) outputting one or more computer system addresses analyzed to be authentic.
205. The method of claim 204, wherein the received electronic communication

comprises a header that includes the destination address and wherein the step of



processor cause the system processor to identify a back trail for an

el ectronic comunication by performng the steps conprising of: a)

recei vi ngven3ooomuni cation via the interface, wherein thePCceasiyens2
conmruni cation conprises a header having a destination address; b) storing
the received communication in the systemdata store; c) parsing the header
of the received comruni cation for one or nore addresses of conputer
systens in a path between a source and the destination address; d)
performng a plurality of tests on each qfg the one or nore addresses to
assign a confidence value to each address; e) determ ni ng whet her each
address is valid:.hy.. I i i - i :

pr edet er mi ned th}%}s{%tgﬁ’g% ?%b{}ﬂgﬂetgégr?%% (g)g-tﬁ)gmés%? g{g&@gﬁgarﬁggﬂ&? Bﬁe{ ?)rrlg each
addr ess det er m neomma¢risgster® 2ddreséest hr eat push- back systemw thin, or in
conmuni cati on w.t h,an | i catl I r urd A :
managenent cen éSr (;rrhe%eﬁgogﬁk?@h ?((Sjshw(':’?ri}élz’r{{'?&%%%flamsﬁglzzli{%%ﬁlgggr?gpilésqnﬁ)glfseSV\D
03/ 077071 PCT/ US@3hify i IncoiHdiera)es amthe healef. ace communi cati vely coupling the

t t i.cati t ; . .a.St. f
SYoring an el Rl orie AL Gt Fo B G Ser LR R P RRARL 0 ¢

one or nore rececyasrisel @EATANE hcotsidNdizs hadatedfdrmativd, E)vea varyish em processor
i n comruni cati on,r\évith the s%stem.d ta store and the .i nterfgtce wherein the
syst em pr ocessor THOM3iPE &ecelyf rogyin %“%rﬁ&’@@f'ﬂé’m@f"é’ﬁ’éﬁ?@ BA Sher ei n t he
Syst em processor thekeof.l €Cei ves a conmuni cation via the interface; ii)
generates a threat profile associated with the recei.ved conmnuni cati on;

iii) stores in?Qne ﬁ?é‘feéffﬂdd)éflé}"%g% wherg thetien ofangly1ing aupenypint gqmprises

associ ated W th jdeherRGRionaste cRIBNeERihe Blidef, Yrins@ afRfioh A& ogieRe Wahed
threat profile with threat configuration information;  v) if the conparison

i ndi cates the redwiopaenupsATRIFAET BHhe eppEtsation or RerBRinations fhegrof-er ni nes one
or nore conput &fy adffERHRR Jf Blafin DGE KWhPRIMNNOdtef SEnAIGER] ¥ARrEORTRGM RS ON;

and analyzing authenticity of each of the identified computer system addresses.

210. The method of claim 204, wherein the step of analyzing authenticity comprises
accessing an external database of address verification information.

211. The method of claim 210, wherein the external database comprises IP addresses
or ASN numbers of known originators of spam.

212. The method of claim 210, wherein the address verification information
comprises IP addresses, ASN numbers, host names, domain names, e-mail
addresses or combinations thereof.

213. The method of claim 204, wherein the step of analyzing authenticity comprises
performing a DNS lookup based upon the at least one identified computer system
addresses.

214. The method of claim 204, wherein the step of analyzing authenticity comprises
assigning a confidence level to each of the at least one identified computer system
addresses.

215. The method of claim 214, wherein the step of assigning a confidence level to
each of the at least one identified computer system addresses comprises assigning a

confidence level to each of the identified computer system addresses.



2) outputs information based upon the stored threat profile to one or nore
upstream conputers associated with one or nore of the determ ned

addr essesw0232b770The system of claim 224, wherein the syst eqrsSose®sDr
generates the threat profile by applying one or nore tests to the received
communi cation, wherein each of the one or nore tests eval uates the

recei ved communi cation for a particular security risk. 226. The system of
cl ai m 225, wherein the system processor generates the threat profile by
further determ ning whether an anomaly expsts with respect to the received
comuni cati on based upon the applied one or nore tests and accumul at ed
dat a associ at Wi i f store.
Jata ass Systgﬂqsof 'the LRARY YE A GPITR DGR RO qunm;r/zg@gegg%rpsénﬁﬁ%; brovi des
an interface focommtiseddidmparing thhnsigned wmésc;nccdﬁyei w;lsa priadasermineglgareshold
information fr t i I hte guration

i nformation mﬁ?het@ygfé d g?lglm El{l‘bre lélstlgeasqe@lség%ﬁ{pﬁgméchrgIl%%/%gﬂﬂ‘héseat type
information. WO 88p@indihid coEeniB08/c0A0etedWith 2B compiersystaddiésscl ai m 227,
wherein the system rocessor. provides an interface for identifying threat
types conprisi ng Bt Sﬁ%i“ﬁ@ 4¢emai |, personal email, chain letters, adult

| anguage, pOFFBISV\BH“hEthmTof@Ihfnelomgﬁifuﬂmbleptﬁmgsthesmjabidsu;pdttingts Wor s,
virus, server attack or conbé ations tg/erqe 2{5 The system of claim 227,
wherei n the syst SRHGEEELDA ‘B?Sé‘?fi"&b@a 7ed tbg ARREALIC 31| owi ng i denti fication
of threat typegoand §RRf fol Bhfpig @back tAlifeMin sk&&ORIE dbBRufititions aieh
identified threat type. 230. The system of claim 224, wherein the system
processor conpar SSEHOMERBLat ed threat profile with threat configuration

information by cg) qUh@iridAdabddb Bk téaldddn with@Rbih@nichiamatervsief i 1 e and
determ ni ng whether the threat val ue satisfies a predeterm ned threat

condi tion. 231. Wha sysiemdaistoreqapibis of3PringQBs & THOWE ﬁ@cg%"t EAMPRHRHESo ¢

cal culates the thregf assY)@JaH:@ tR¥e i Ednﬁghlﬂgoxy\@a'tzg&tc%mﬁﬁﬁf?&isaﬁe@edﬁ dnl threat
types in the configuration data and reat type val ues associated with the

respective threat) Ryspeempraspsseia C@‘hméallcatwwlihlt ingerfgcqeddheatysiaR datanei ght ed
sum based upon the g g Mdec%ﬁ\gnmé g n?d?gprkmsﬁﬂé elb¥Bfis, wherein the one or more

processing elements are programmed or adapted to:
i) receive an communication via the interface, wherein the received
communication comprises a header having a destination address;
ii) store the received communication in the system data store;
iii) parse the header of the received communication for one or more addresses
of computer systems in a path between a source and the destination address;
iv) perform a plurality of tests on each of the one or more addresses to assign a
confidence value to each address;
v) determine whether each address is valid by comparing its assigned
confidence value to a predetermined threshold in the system data store; and
vi) output each address determined valid.
220. The system of claim 219, wherein the system processor outputs each address
determined valid with a first indicator.
221. The system of claim 220, wherein the system processor is further programmed

or adapted to output each address not determined valid with a second indicator.



val ues. 232. The system of claim 231, wherein the system processor

calcul ates the threat value by selecting threat types for retrieval of

wei ght s awo msabwes based upon the predeterm ned threat ceaditsonnro4233. The
system of claim 224, wherein the system processor determ nes one or nore
back path conputer addresses by at |east parsing a header associated with
the received communication for conputer system addresses to identify
conput er addresses. 234. The system of claim 233, wherein the system
processor determ nes one or nore back p?&p conput er addresses by at | east
anal yzing authenticity of at least one of the identified conputer system

addresses. 235,,The éfﬁét%@?ér}p@‘éergﬁ% iRk Enog&gra 1SS %tr&ﬂ@ combRBIRhARESSOr 1S

further prograived term ne dresses 1 nto upstream
conput ers by ref gxsefcenipoisiag: dat abase of securl ty WO 03/ 077071

PCT/ US03/ 07042 03 236. The systemof clai.m2 the system
processor out puté i‘?f?‘%‘?cﬁgfef"b%oyrﬁ&eé Bgﬁod"brﬁu‘f'ﬁaélo f(r)ar“gcri‘%{ ﬁrog%t profile to one
or nore upstream t he@afunidRivagRM; conputers, one or m)re upstream
application layer securit Sn‘yst ens OE conbi nat i ons % ¢

system of claim E)Zﬁtor‘"\‘ﬁﬁé'f%i‘ Of Hring AL {eafh 08¢ SLBRESFeCl ﬁﬂf"gu?’ﬁq‘ 101“?1’3? i on to
one or nore upstreasydosiaih tHevathPEfiQlirafid datd difcémbinhiy@iB Sheramfte or nore t hreat
source identifiers, one or nore threat details, mor e response

details or conbfhadsngficationglearsor demifying, o@ﬁﬁ‘ﬁfﬁegfo‘ewi“ﬁ?t%?“ fherein the

system processor oyfgblhdirdssdiBhipatA te@veeRNCoudée dTAITEceliRE bERATRICAIBRAWLEr S one
or nore source identifiers, wherein each source identifier is an e-mail

address, a donmin malegtinagorefdhe Reaived CORMUPICAR ess or  conbi nati ons
thereof. 239. Thg) syg &ﬁbmne&rls%mea%@ng é’éf@ﬁﬁcfdr&s ﬁﬁﬁt‘fheﬂ%ftﬁeeldbrdﬁia&ﬁénl er

i ncl udes an assom ate confi dence value. . The system of cl aim 224,
wher ei n the syst emmgancensepoising meprs for @swgmmgratcmﬁden@cv@b«ed@ ¢agh pddress and

standardi zed thr eatméam % Q@rﬁﬁa(mg e RbRERhce value assigned to each address with a

predetermined threshold in the storage means; and
e) means for outputting verified addresses.

223. Computer readable media storing instruction that upon execution by a system
processor cause the system processor to identify a back trail for an electronic
communication by performing the steps comprising of:

a) receiving an communication via the interface, wherein the received
communication comprises a header having a destination address;

b) storing the received communication in the system data store;

c) parsing the header of the received communication for one or more addresses of
computer systems in a path between a source and the destination address;

d) performing a plurality of tests on each of the one or more addresses to assign a
confidence value to each address;

e) determining whether each address is valid by comparing its assigned confidence
value to a predetermined threshold in the system data store; and

f) outputting each address determined valid.

224. A threat push-back system within, or in communication with, an application
layer security system, a threat management center or an application client, the

system comprising;:



241. The system of clai m 240, wherein the system processor outputs
information according to a protocol selected fromthe group consisting of
SNWVP, | ntwolBomo7Det ecti on Message Exchange Format (1 DVEFPCTArsd3/0muz usi on
Det ecti on Exchange Protocol (I1DXP). 242. The system of claim 224, wherein
the system processor is further programmed or adapted to output a threat
notification if the conparison indicates the received conmunication
represent a threat. 243. The system of claim 242, wherein the system
processor outputs the threat notificatiog to one or nore conputer systens.
244. The system of claim 242, wherein the system processor outputs the

threat notificatyon.as - M. ], . g@ﬁ' LdiSn n@Work:

t el ephone call, 5nagﬁ%ﬁaﬁg%@‘g@?lédg%%&%%gg?ﬂe%%sgﬁ%béa e{r"'gwgr%ngongf nati ons
t hereof . WO 03/ 0%)7 @ 8stdACTAtUSOR/ cAFBlof siobidg 2 Blectibne copsnumipatén aidai m 224,
wherein the systemprocessor. is furthe rogramed. qr ed to take a
corrective measur eaFcfun}uﬁlZedCdé%g‘SﬂClSa&H ”Y’h'dﬁ?g rélgretrﬁc(éj"wreggg%(g conmmuni cat i on
represents a threacomadficatibhe agyst em of cl ai m 245, wherein the corrective

measure conprises conveyin a.notificatjion.to one or re users, refusing
accept ance of f uét Aey S“‘d%ﬂﬁ‘f’g?‘ff?fd? F?fﬂ’%’”mf:ar"(?m“f‘ﬁt)?éhes%ﬁt?'@ém%t?rﬁﬁmﬁé%ei ved
comuni cati on, quak@éddceeviRfeil the systir proeekssrRBTipIdes dhd Gmors prdcpgeingg t he

recei ved comuni cation of identified content, or throttling excessive
nunbers of i nconi n§leEEMAARY VBN e SYSIBRPFRFCISE™ | evel s  manageabl e by

internal applicati@n 3&iWehsomAfidicatidA&isSHs nedfaed; cl ai m 246, wherein the
corrective measure conprises conveying a notification to one Qr nore users

and wherein each ndd|&peaes dHrEbpgstijesswociapdavithihs recqiyrdoogununicalicfhe g

facsimle, an tel ephofGeGakle sy@bm MR stRSHE geheratediYRadrSHiIE assBbiardMithal ert .
248. A conputer inplenented tf){r eat push-back nethod, the nmethod conprising

the steps of: a) probs @reivedaemminigatieiie for establishing configuration
| nformation fegar di\ofiitres e o fied MEAArofilRAR AR iR hBHAR0ON
information conprises threat types of Interest and weights associ at ed
therewi t h; v) if the comparison indicates the received communication represent a threat,
1) determines one or more computer addresses in a back path of the
received communication; and
2) outputs information based upon the stored threat profile to one or more
upstream computers associated with one or more of the determined
addresses.
225. The system of claim 224, wherein the system processor generates the threat
profile by applying one or more tests to the received communication, wherein each
of the one or more tests evaluates the received communication for a particular
security risk.
226. The system of claim 225, wherein the system processor generates the threat
profile by further determining whether an anomaly exists with respect to the
received communication based upon the applied one or more tests and accumulated
data associated with received communications from the system data store.
227. The system of claim 224, wherein the system processor further provides an
interface for identifying threat types, receives threat type information from the
provided interface and updates threat configuration information in the system data

store based upon the received threat type information.



b) receiving a communication; c) generating a threat profile associated
with the received communi cation by applying one or nore tests to the

recei ved wompmmiocat i on, wherein each of the one or nore PestBIBVAkLAL €S

t he received conmuni cation for a particular security risk; d) conmparing
the generated threat profile with the configuration information by
calculating a threat value fromthe threat profile and determ ni ng whet her
the threat value satisfies a predeterm ned threat condition; and e) if the
conparison indicates the received comunigation represents a threat, i)
determ ning one or nore conputer addresses in a back path of the received

communi cat i on; 0 qﬁégis%’g{& Jﬁl%bggﬂggr{ﬁgezpﬂig s sl'é?#gliowss@ WddsAf ifddttgent i ci ty

of at |east one of erm ne uter sSystem addresses; iii) taking a
corrective measufoejdenfifyingitimeatigpes oom@csinigod busiessieroaib penseriab email, e eyi ng a
notification to e or re user ref usi p f_f. 0

conmuni cati ons f@g‘?ﬁs’taﬂgl@gﬁa&g’ Bt ﬁg p?oglé%i%\f/%ﬁg%%b%%?ggt?%ﬁﬁé gﬁ%r anti ne

of the received wonmsninsaieran attak ror gpnbigptivhethereefei ved conmuni cati on of

identified co nt,. or throttl.i excessj,ve nunmbers of in 10 necti ons
per second t on%tzgvel’rge ﬁ%ﬁ?gb‘éf;%?‘@r}%;f YHEeY k’ﬁlsyséeﬁxbpﬁog%sts g rrlovs“ge%\%flg?r?a\%ger ei n
each notificati osllowanycyificRionufitiaes (yypas sndnspedificEes alxeweighqageiated for

facsimle, an tel eﬁhone,ca |, an SM5 nmessage, a WAP alert or SNWP alert;
and iv) out put ti iGN PS8R ased upon the stored threat profile to one

or nore upstrgem apekystat bWhim@Pe! wikes!the systéy SiotEssor@dmptres e fgenckedeat
managenent system or conbi nations thereof, wherei irllgea(:h upstream
appl i cation | ayethreasprefjlej with thirat copfigration RfQtma{ign by SHeHRUNG AHIEH, Yalie

associated W th gpg o Bl fofifind BRerdfify WhilRs tRAffc@SRAR saisfi8s a CoMput er
readabl e nedia storing instructions that upon execution by a system

processor cause pméet@yémeéﬁhrs?tde@&_ém to identify and push-back threat
i nformation upstrqaEyQfen?r difGH0fiiRekih (e QRter? YroR &k bralbunts iHagne4eps

conprising of:
value by retrieving weights associate with threat types in the configuration data and
threat type values associated with the respective threat types from the threat profile
and generating a weighted sum based upon the retrieved weights and threat type
values.

232. The system of claim 231, wherein the system processor calculates the threat
value by selecting threat types for retrieval of weights and values based upon the
predetermined threat condition.

233. The system of claim 224, wherein the system processor determines one or more
back path computer addresses by at least parsing a header associated with the
received communication for computer system addresses to identify computer
addresses.

234. The system of claim 233, wherein the system processor determines one or more
back path computer addresses by at least analyzing authenticity of at least one of
the identified computer system addresses.

235. The system of claim 224, wherein the system processor is further programmed

or adapted to map determined addresses into upstream computers by reference to a

database of security.



a) providing an interface for establishing configuration information

regarding one or nore threat types, wherein configuration informtion

conpri seswoheato7t ypes of interest and wei ghts associ at eecrhesoguiosh; b)

receiving a communication; c) generating a threat profile associated with

t he received communi cation by applying one or nore tests to the received

comuni cation, wherein each of the one or nore tests evaluates the

recei ved conmuni cation for a particular security risk; d) conparing the

generated threat profile with the configyyation information by calculating
a threat value fromthe threat profile ané@deternining whet her the threat

I tisf det '
va e 1S o5 Bigt o R o PR Rl Poc i MU leoh

comuni cati on r epased qmtnsheestd;rhd et pmfxledebm orinmire gps¢raam gireatapagemapiut er
addresses in a back

ath of the receive anal yzin
aut henticity of ‘éotmq"geé%ton%%rem%f u?sﬁr “‘B@P%Fﬁ%‘ mweégér%ght p“%#s%em aédregses
iii) outgutthg amﬁmﬁﬁ?hsmakuficatlon to one or nDre users, wherein each
outputted thr not i |ca ri ses an mai | ness
facg imle, an? Jgﬁé’ﬁéﬁ“b “1?“”“;24 %’%Q‘Sé&é‘am BroGiReP rcﬁ“@’?& '"tangggngﬁlNP
alert; and iv) Obﬂeﬂiﬂrﬁdré\%str&fr@édiﬁidt&ﬂorﬁb&ﬁreﬁbwm@dht tybes, sieadsratbré thisaat profile
to one or nore upstreamapplication |ayer secur|tx tem, one or nore
t hr eat nanagenen?““%&@?@ﬁ?$dwe86WBFHQ?W6H?”§ﬁ@?BUT wﬁ%@?@*ﬁmﬁﬁéﬂ upst r eam
application | ayefomsigfiiehd thyresfyst em or threat nanagenent systen1|s
associated with one or nore of the determ ned addresses. é&mA\threat

push- back syst%h wilhpsystenpef ql%m@éﬁwwh@r%fheéww Processer oypRyfs;! B9 ayer

security system ,a dhfgal sﬂ@ﬂ@gﬁﬂﬁﬂérs 6RWrShor@Soupdd i@Rkies akieddin 8dchent , the
system conpri sing: a) con I guration neans for establlshlng configuration

i nf or mati on regaﬂwﬂmgmmnémbﬁﬂnﬁﬁwéa@ﬁ?%aﬁd@?%@%“”hﬁé?%ﬂﬁ“@@ﬁﬂ? &6 Pbn
information comprisas. il fakot Yyres of interest and wei ghts associated

therewi t h;
239. The system of claim 238, wherein each source identifier includes an associated

confidence value.

240. The system of claim 224, wherein the system processor outputs information
according to a standardized threat information protocol.

241. The system of claim 240, wherein the system processor outputs information
according to a protocol selected from the group consisting of SNMP, Intrusion
Detection Message Exchange Format (IDMEF), and Intrusion Detection Exchange
Protocol (IDXP).

242. The system of claim 224, wherein the system processor is further programmed
or adapted to output a threat notification if the comparison indicates the received
communication represent a threat.

243.  The system of claim 242, wherein the system processor outputs the threat
notification to one or more computer systems.

244. The system of claim 242, wherein the system processor outputs the threat
notification as an e-mail message, a page, a facsimile, an telephone call, an SMS

message, a WAP alert, an SNMP alert or combinations thereof.



b) receiving nmeans for receiving an el ectronic conmunication; c) neans for
generating a threat profile associated with the received comrunication by
appl yi ng woaspronbre tests to the recei ved comuni cati on, PCrRusngd4each of
the one or nore tests evaluates the received communication for a
particular security risk; d) neans for conparing the generated threat
profile with the configuration information by calculating a threat val ue
fromthe threat profile and determ ning whether the threat val ue satisfies
a predeterm ned threat condition; and e)gack path identification neans for
determ ning one or nore conputer addresses in a back path of the received

conmuni cation;, MO Ggf Q{s?e(yc]'f &ﬁ{%&%e@&g fie %&QZ p?&es@&libﬁﬁﬁlgﬁ?&r%m@@ans for

aut henticating at l'east one o e one or nbre conputer addresses fromthe
back path identi 6islaptedm hsarrorregive meapue if theanempararon dsiqates thedeceivelor mat i on

based upon the sggr]ggniéat%gp%mggmuh?a 0 one or nore upstream application
| ayer security sys"f'em one or "hore threat managenent system or

conbi nat i ons t24ér edhe sysear ofi dnimRdh, wipstin decorrentipé NE2BUTEOIPMIPAYRSICOBEYING| t v
system or threat enent system i s assSQCi i f the
det er ni ned addr egg‘g@?&%ﬂ’d{ogw ér{rr\s%?\rg o ret‘%sg&lg%%tcgpq%%%%e@ tﬁé\/}goﬁrlénélg}&%tz?ngv\her ei n
t he corrective nEasukiesouz®BPIhE sesivedonayumigitian,Rpbraftireal there¢eovedne or nore
users, refusing acceptance of .further. comuni cati ons f tp‘%ﬁ% rce of

the received confRIFPEHEAIGR, STPRINgBGEFeYed sPmpaicauong v%eél[iggarr?%m ¢ation,

stripping the reggoiRg exdsivaunbaisiod hcomingdemiccfions gecstdmend Jevels throttling
excessi ve nunbers of incomn corlmecti ons per second to | evels nanageabl e
by internal appl MeB&EHie bxig PPIGHINSFN"Sach notificati on conveyed

conprises an €4y IThEBFtRUE! cldm 2389%heréin R EBHEDtIVE meadurd @ngpidarenging, an
SM5 nessage, a WAP alert or SNMP alert. 251. A m{iﬁem,f or defecting an
unsol i cited conmRPHIAIGHOLPS AHPTEUEIS BRAgheLein 835 1EHPR BHePTREY Wk, t he

system conpri si Ngriides@Be, iaphgd, b ALSinfRURI tbIBShdnb 8al ¥S SPI® tiéskdke! W AP alert
comuni cati ons network; "b) a system data store capable of storing data

associ ated w th eofhMRialest i ons

248. A computer implemented threat push-back method, the method comprising the
steps of:

a) providing an interface for establishing configuration information regarding one
or more threat types, wherein configuration information comprises threat types
of interest and weights associated therewith;

b) receiving a communication;

c) generating a threat profile associated with the received communication by
applying one or more tests to the received communication, wherein each of the
one or more tests evaluates the received communication for a particular security
risk;

d) comparing the generated threat profile with the configuration information by
calculating a threat value from the threat profile and determining whether the
threat value satisfies a predetermined threat condition; and

e) if the comparison indicates the received communication represents a threat,

i) determining one or more computer addresses in a back path of the received

communication;



transmtted over the communi cations network and one or nore whitelists; c¢)
a system processor in comrunication with the interface and the system data
store, wwoeBn7tohe system processor conprises one Or norePRTAISESEI0MY

el ements and wherein the system processor: i) receive a comrunication via
the interface; ii) conpares the conmunication to at | east one whitelist;
and iii) nodifies at | east one whitelist based on the comrunication. 252.
The system of claim 251, wherein the system processor is progranmed or
adapted to nodify the at |east one whitelgst by updating the at |east one
whitelist wth data derived fromthe received conmmuni cati on. WO 03/077071

PCT/ US03/ 07042 103 2:§1§t zmg%ulﬁyﬁfcﬁ%p{i léakt%gb?éédetm:ﬁﬁ&! ddmiphRr S¥@HEem

processor is furthe apted to nodify the at |east one
whitelist by updati ngaddhﬂesea:t | east one whitelist wth data derived from

| nbound or out bounq%tmggwﬁéchwm&rsaiefJvﬁerg,ﬂ?ﬁe%né tivé HtasuFEonpiisdsem of

claim 253, wherein stem processor no I es | east one
whitelist by updati ngeanheying a hagifisaticoneonsir tnairg s&erwetflkﬁ“txe@@@ppd@ﬁi ofdurtifer om

o s hor e et eSS R b Ll ld oF RAELSIAT ouimical I o BUARET O

claim 251, wherein thé rocessor I's o nodify
the at | east one whi tmthesﬂecdayedaaddmmgncambnesttlppmg the tréveived c¢rmasmczmneof

whitelist correspondi a tination addr.ess assogi.at ed
recei ved communi cati gg"“f'fgémgﬁ'ﬁ orthgtflg\%ex?esgive " %&I’Wm"’eﬁ 0"?%é9'§yst em
processor is further w@@badnmdvelsc:ﬁmﬂglabtee@ ihternalsppligutian sovirs, ddaed | evel to

recei ved communi cati ons emof claim i GESaWnerel n the system

257 é/ é
processor is further WB@?%&?H%?P COBY YSHSPIRIECY B § B & 88A%tuhi cation with

an indication of its gedihilélanelepheadall, anXMS mEksags U W APkt o SRMP al&,
wherein the comuni cation is transmtted or received over the Internet.
259. The system of cl#9m 258, wherein the comunication is an e-nail

comuni cation. 260.iy)ThRpdisd lﬁmincﬁlbase Sl the WoRJIhrBatlphsTil€ Ry BHY BE Mdkel ON

conprises an e-mail = conmuni cati on, TP comuni cation, an FTP

communi cation, a WAl Sipstream application layer security system, one or more threat management
system, or combinations thereof, wherein each upstream application layer
security system or threat management system is associated with one or more
of the determined addresses.

249. Computer readable media storing instructions that upon execution by a system
processor cause the system processor to identify and push-back threat information
upstream of an identified threat by performing the steps comprising of:

a) providing an interface for establishing configuration information regarding one
or more threat types, wherein configuration information comprises threat types
of interest and weights associated therewith;

b) receiving a communication;

c) generating a threat profile associated with the received communication by
applying one or more tests to the received communication, wherein each of the
one or more tests evaluates the received communication for a particular security
risk;

d) comparing the generated threat profile with the configuration information by
calculating a threat value from the threat profile and determining whether the

threat value satisfies a predetermined threat condition; and



communi cation, a telnet comunication or a Gopher comuni cation. 261. The
system of claim 251, wherein the system processor is further programmed pr
adapt ed twomsoviode an interface for nodifying the at | eastcansosniosel i st.
262. The system of claim 261, wherein the system processor is further
programmed or adapted to receive information fromthe provided interface
and apply changes to at |east one whitelist based on information received
fromthe interface. 263. The system of claim 261, wherein the interface
provides for manual editing of the at |ggst one whitelist. WO 03/077071
PCT/ US03/ 07042 109 264. The system of claim 251, wherein the system
processor is furpigf,pp a"i]igaﬁqiiicz%s RIRRLE dothndlRiGGS fRprefiatd Mfeabi | 1 ty of
a received communi catron by applying one or nore tests. 265. The system of
cl ai m 264, wher ei n ir ededrmgdngBTPIMCEEMPAST atidressasiime back patheof thefersiveder abl e
are quarantined, discagrded. ar .forwarded. 266. The system of claim 264,
wherein the system processor IS further programmed or adapted to forward

t he recei ved conmurii) caialyeing hatherdieity ofort Jeastfone df the deteratirgdreomgiter systelne
deliverabl e. 267. Thqﬁgystenlof claim 264, wherein the system processor
appl i es each of the off§™*6f nore tests in a parallel fashion. 268. The
system of cl ai m 264ij) sutaitsign thizet dyifiteion oy aees sore &pE) wisscieaath afputtee one
or nore tests in a sqﬂuentL?l fashi on. 269. ahe syst em of ck&%gg%p4,
wherein the system daPeaEioficaton SPRrSes At ¢ Jap SRS 4Pk AHEETEF Thd wher ei n
the system processor @Rphdnesalgas BMS méssehe CNW AR alérgloeart SSMP alddaasd upon
configuration information stored jn the s s%en1d ta storg. 270. The system
of clai m 264, vvheréY)no‘tt%t"é%}E{Oé‘H‘f“ﬁP(96@3%%/“ & S1QPHtRTeY Profly {ALBF SBIPI% v by
calculating an |evel @fsubdgdplicatibnlaydN@cEM 52BN bnebxhore 2hiéat makigetieit t he
system processor determnes deliverability by conparing the | evel of trust
to a threshol d | evel .syste, orgogmbaydens thessof yhersin oash upsisamapplicaHen Y&t em

processor determ nes wagiDefsidnPor tBhd Y gndnEHRIHEH a S EEREA VAR bhOST rhate t her
based upon configuration information stored in the systemdata store.
of the determined addresses.

250. A threat push-back system within, or in communication with, an application
layer security system, a threat management center or an application client, the
system comprising:

a) configuration means for establishing configuration information regarding one or
more threat types, wherein configuration information comprises threat types of
interest and weights associated therewith;

b) receiving means for receiving an electronic communication;

¢) means for generating a threat profile associated with the received
communication by applying one or more tests to the received communication,
wherein each of the one or more tests evaluates the received communication for
a particular security risk;

d) means for comparing the generated threat profile with the configuration
information by calculating a threat value from the threat profile and determining
whether the threat value satisfies a predetermined threat condition; and

e) back path identification means for determining one or more computer addresses

in a back path of the received communication;



273. The system of claim 272, wherein the configuration information
conprises communication types, confidence information, tinme period

i nf or mat iwo0,0307707Cconbi nati ons thereof. 274. The system of PCiraiSns/@64

wherein the system processor is further progranmed or adapted to sel ect
the one or nore tests to determne deliverability. 275. The systemof claim
274, wherein the system processor selects the one or nore tests based upon
comuni cation type, configuration information, or conbinations thereof. WO
03/ 077071 PCT/ US03/07042 110 276. The sygiem of claim 274, wherein the
system processor is further programmed or adapted to conpare a received

cormuni cation t Og)t gﬁthg&nchﬁcﬂ\%eﬁg ?or%{:rﬁicgt% aR st o\‘}@@f" tﬁé Bnel S6ncRd Sdriiter

processor sel ect nor e upon t conparison. 277.
The system of cl ai rdd@€skes findre thei bnctclpethsqe@tlémtlpn mcwsw | s further progranmed

or adapt ed {0 COPY by AL SR (EBOTTHGAL) BB St Abreh SERE pRAR o

whitelist and to® &rm mation o erability
based upon the conpaébsaore upﬁrkﬁm aAplmtlblomyefr(secudats'stbmnglem mensibrdati t ed
conmuni cation transmtted over a conmuni. cat% i(c'hu%ﬂ? t hod
conpri sing the st epnpgemenysySEmy, ProRymaHo, ace y nodi fyi ng
at | east one whi telappltcatx&aﬂlayde@ajthmstan oautrmumhgemmumtmtisi osocofeda t ype
selected fromthe group consistin mai | comruni cation, an HTTP
communi cation, an PP °“EBHWBW|°§§1° ‘gﬁrmﬁ‘ deessesiAfdni cat i on, a tel net

communi cati on anﬁi) %e@ﬁ%ﬁfakm@@@ﬁﬁéﬂh@@-hﬂeﬁﬁ&re Gher8inQhd fiijrebﬂil\e m&asaeved out bound
comuni cation; and d) nodifying the at | east one whiteli addi n

modi fyi ng an entry CBWP'E”{‘FéC%‘%"ey‘F‘%%?“ fiFAHORRIONG O PR UFRIE L “ﬂ%%cﬁpt’b‘ﬁggf nati on

of the received outfeHipEomMRHPABLERh AR s0dréd of thE RecB®é@ndinicatian,m 278, and
further conprising the steps of: a) receiving an_i nbound comuni cati on; b)

conmparing the rece|%@G“Wﬂ?%dﬁde@ﬁﬁﬁrﬁ?ip’@%‘%wntS(‘J“HH%? the recei¥ed  one whitelist:
c) selecting a pl urghificRon o fthifi&V@hteh€ 8t SroRfiagekcBRivg nuitiBsrs dpSoci at ed

wth the incoming connections per second to levels manageable by internal application
servers, wherein each notification conveyed comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or SNMP
alert.
251. A system for detecting an unsolicited communication transmitted over a
communications network, the system comprising:

a) an interface coupling the system with the communications network;

b) asystem data store capable of storing data associated with communications
transmitted over the communications network and one or more whitelists;

c) asystem processor in communication with the interface and the system data
store, wherein the system processor comprises one or more processing elements
and wherein the system processor:

i) receive a communication via the interface;
ii) compares the communication to at least one whitelist; and
iii) modifies at least one whitelist based on the communication.
252.  The system of claim 251, wherein the system processor is programmed or
adapted to modify the at least one whitelist by updating the at least one whitelist

with data derived from the received communication.



recei ved i nbound comruni cation, configuration information, the whilelist
conpari son or conbinations thereof; d) determning deliverability of the
recei ved wolmswrn@7conmuni cati on by applying the sel ected plcarmb3/omwsnf trust
| evel tests; e) assigning a confidence |level to the conmunication based
upon the determ ned deliverability; and f) quarantining, discarding, or
forwardi ng the received conmuni cati on based on the assigned confidence

| evel . WD 03/077071 PCT/US03/07042 111 280. A system for detecting an
unsol icited commnication transmtted ovgjg a comrunications network, the
system conprising: a) means for receiving an el ectroni c conmuni cation; b)

direction det 1 Nat | . \ 0] | k i oni c
comuni cat i onezlgér| i ﬁh%%ﬁmg{?mg}b géhﬁﬁ‘%ﬁﬂ“wg g1 érg%égﬁ%ﬁ Ft?:éaéﬁ) ?Oogﬁdn?rrﬁég{ls for
updating at | easdradapgednbinicglify she do e dneipbiteliat by updatingeshie atdeastone o teling

determ ned to be gutbound t he direction ,deterni L OR: by addi ng
an entry or upda‘f"ﬁh@"q’a °r V)%‘i?grf)f"ﬁ?g Oé"ﬁ{ ?r;/oufbr? u{‘%%or%‘ﬁmn}aggé'frg@lﬁgg @ﬂﬁst elist based
upon the recei2fed Thespdricattclaim 253 whett)n the systeni pratdssor neidifjes shetat Bastwpans f or
di sposing of a received cqmunj cati on determ t Q be i.nbaund he
direction deternVH ‘Fﬁﬁ‘WﬁﬁH@t ﬁm??‘@Sﬁﬁﬁgﬁhgﬂﬁﬂ%a83859$ﬁﬂl?ﬁ‘%g%ﬁi

comruni cati on t codiltRn@torhMasitatidn eaffiph@drmst; 1) selecting a plurality of
trust level tests based on a trﬁgg associ %t ed with the. recei ved i nbound
T

communi cat i on,2¢onf Pgtstem iflal feghthe SYSEeMRFOFESPQr ds ProgTamBst PSon or

combi nati ons t hefggpbd td thbdifydRSatglsi the vhelit bl eduney drenel 1 Ge titigast one
communi cati on based upon the determ ned deliverability;, and jv

quar anti ni ng, di kil GeFesPepding o pedestinafion idrespasspaiaeH Y‘!B‘i‘"rfhﬁrﬁ?cé‘é(?% on based
on the assigned canfifienss | evel . 281. Conputer readable nedia storing
instruction that upon execution by a system processor cause the system
processor to 236ondh¢ systemyof i r2é¥,e~ hgrejihthe systest Progeseat is (WHBeT DFREEaN ey

out bound communi &%ﬁbﬁ&l t@ﬁss‘?ﬁ{ { UnBidte (D8 151D FedVMhinidalOnsOf -

257. The system of claim 256, wherein the system processor is further programmed
or adapted to forward a communication with an indication of its confidence level.

258. The system of claim 251, wherein the communication is transmitted or received
over the Internet.

259. The system of claim 258, wherein the communication is an e-mail
communication.

260. The system of claim 251, wherein the communication comprises an e-mail
communication, an HTTP communication, an FTP communication, a WAIS
communication, a telnet communication or a Gopher communication.

261. The system of claim 251, wherein the system processor is further programmed
pr adapted to provide an interface for modifying the at least one whitelist.

262. The system of claim 261, wherein the system processor is further programmed
or adapted to receive information from the provided interface and apply changes to
at least one whitelist based on information received from the interface.

263. The system of claim 261, wherein the interface provides for manual editing of

the at least one whitelist.



a) providing an interface for manually nodifying at | east one whitelist; b)
recei ving an out bound conmuni cation of a type selected fromthe group

consi st i rgoaB/oam7e- mai | communi cati on, an HTTP communi cat ipemjusaso i
conmuni cation, a WAI'S comuni cation, a telnet conmmunication and a Gopher
comuni cation; c¢) storing the received outbound communication; and WO

03/ 077071 PCT/US03/07042 112 d) nodifying the at | east one whitelist by
adding or nodifying an entry on the at |east one white |ist based upon a
destination of the received outbound cojgguni cation. 282. A nmethod for
secure delivery of electronic conmunications conprising the steps of: a)

receiving an el.ectronic, co ni ign froma. co I 1 r
delivery to a%;g%'edgﬁ%f‘y e crmemcggi’ewn Frel eé’ésfeén(:%gékog% gﬁﬁﬁ?ﬁ%ﬁn&g dgmi sm
from anong a pl usraldiftyd fdedmhiny daliyerabitinesfiasamivel) asmohunipgiondy ppplpmg bz at i on
of the plurality of deljvery mechanisns; and c) attenpting to deliver the
el ectroni c conmuiRYE{GSH to the predeternined recipient via the selected
dﬁl ivery rr?cg;mié.s mThQBﬁtedeifelﬁlﬁ’ﬁQthdvlﬁfeircﬂeaéimd%ﬁlmmfcdtidnsIdblhﬁ‘ninmmrbbi si ng
the step o etermning the plurali of del ivery mechani sns. 284. The
met hod of cl ai m¥saliveadls ?ﬂ““f‘ﬁ‘@ﬁg‘tlQ‘ﬁc“éﬁsyddgrtf&“ﬁﬁ"b'ﬁdngyt he plurality

conpri ses the 2%bepThE sydRhPSI¥alth D64, tWiRreM tHE 8Ysteny proasss isfafthertph@rammed
comuni cati on source, the predeterm ned recipi a de,gault conf.ie%urati on

ient,
or conbi nati ons Oftaqaptedip forygel lh?ﬁéelﬁﬂ%wmb‘fcag?'h{]oﬁfi‘é%{yl Hovap deterup
conprising the s{8R Jefivetblddrioritizing the determned plurality of
delivery mechani snms. 286. The nmethod of claim 285, wherein the step of
prioritizing t268 ddbhesysiemeef clagndphivhereitBapysteanrrosseor apRljss s1chof ths g zi ng

t he determ ned p&rﬂﬁ@rl:itetsbé iPApRMIIPOMoR rating associated with each delivery
mechani smin the determ ned Ellﬁrgr ality. 287. The method of claim 286,

wher ei n t he r &6BngThe systegeef clao 364 vdereineihe systaseprogaseat applics gichipd thgronep
consi sting of de&j r}{grgyesgfig !1 Seiqﬁ&(fi){l’ fadgd very cost, delivery security and

269. The system of claim 264, wherein the system data store stores configuration
information and wherein the system processor applies each of the one or more tests
based upon configuration information stored in the system data store.

270. The system of claim 264, wherein the system processor determines
deliverability by calculating an level of trust.

271.  The system of claim 270, wherein the system processor determines
deliverability by comparing the level of trust to a threshold level.

272. The system of claim 264, wherein the system processor determines whether to
deliver a received communication further based upon configuration information
stored in the system data store.

273.  The system of claim 272, wherein the configuration information comprises
communication types, confidence information, time period information, or
combinations thereof.

274. The system of claim 264, wherein the system processor is further programmed
or adapted to select the one or more tests to determine deliverability.

275. The system of claim 274, wherein the system processor selects the one or more
tests based upon communication type, configuration information, or combinations

thereof.



conbi nati ons thereof. 288. The nmethod of claim?282, wherein each of the
plurality of delivery nmechanisns conprises (a) a base nechani sm sel ected
from t he womap7monsi sting of instant nessaging, SMIP, HTPEI/tmnsio®IP and
(b) at |east one security option and wherein the prioritization of
delivery mechani snms i s based upon the at | east one security option

associ ated with each delivery nmechanism WD 03/077071 PCT/US03/ 07042 113
289. The nethod of claim 288, wherein the prioritization places delivery
mechani sns including S'MME as a securityygpption first, delivery nmechani sms
i ncluding PGP as a security option but not S/M M second, and delivery

mechani sns i nc),udi 1.5 o - . [ ' i B&P nor
S/'M ME t hi rd. CiZEO q‘gﬁséysﬁee ﬁocg'%gfﬁ%’l@}er?ﬁ%géé,s)g%ﬁg%h%ﬁ{g%u{:ogﬂ r{;%?mng the step
of d) retrievi ngortadeptedtoicompare aa¢deiyad odmmingcatibn teethé atleast onpedvhiiteistyndrechani sm

based upon the predetermned recipient.. 291. Th ai m 290,
wher ei n each del WS"@?'?%@%&rﬁipg%eﬁgssegﬁgsé}%esogg|°5 eq tgg?%%?%dg&%oﬂ Sherein the
step of retrieviggnpaligonpri oritization conprises the steps of: 1)
identifying delLvery nmechani sns ailable for deliver f the receiyed
communi cat i on 2325 eaxa%ﬁ'"t #ﬁ%‘?‘&%ﬂ@}%‘%@a SRS Bﬁogﬁf?%%ﬁléthﬁr)pr%r%rrnf’ i zi ng
the identified dedddygédoToRipasiasetiveasaaimufiaitioh kethe atleagonasisetistandéd wit h
each identified delivery nmechanism, 292. The nethqd of claim 291, wherein
the rating assoctCBYPlnPYRISHE eterElTalien 9fJ—%?fﬁlﬂhﬁy%‘ﬁq%élp%g?&oi%ﬂﬁo%
criterion sel egged Af haHdbd R dAEQMB af ORBliSitddREmAfund@kdn\RInYmited bieiaency,
delivery cost, delivery securi t?g’stand conbi nations thereof. 293. The net hod

of claim 282, anePmynidpsipnHEkinpehadcarmngthey e i evi ng t he
prioritization of, miﬂgﬁhf&fycqur HElubNEhbdiRRs RMSremRaagdidpon the
comruni cation source. 4. The nethod of claim282, and further conprising
the steps of d) preseitinggniondoundgommminicationef adyie el fiemgthe giovRr f ace for

desi gnati ng a1 Okl bOfh S Bimmliehlahrife AR KRR bRl Ss and

e) receiving the prroritrzation from rovi ded interface.

communication, a WAIS communication, a telnet communication and a Gopher
communication;

c) storing the received outbound communication; and

d) modifying the at least one whitelist by adding or modifying an entry on the at
least one white list based upon a destination of the received outbound
communication.

279. The method of claim 278, and further comprising the steps of:

a) receiving an inbound communication;

b) comparing the received inbound communication to the at least one whitelist;

c) selecting a plurality of trust level tests based on a type associated with the
received inbound communication, configuration information, the whilelist
comparison or combinations thereof;

d) determining deliverability of the received inbound communication by applying
the selected plurality of trust level tests;

e) assigning a confidence level to the communication based upon the determined
deliverability; and

f) quarantining, discarding, or forwarding the received communication based on

the assigned confidence level.



295. The nethod of claim 282, and further conprising the steps of d)
providing an admnistrator with an interface for designating a

prioriti asoioem7of1 the plurality of delivery nmechani sns amrdTA)S03/€Del Vi Ng
the prioritization fromthe provided interface. 296. The nethod of claim
282, and further conprising the step of d) if delivery fails, attenpting
to redeliver the electronic communication to the predeterm ned recipient

by the steps conprising of: WO 03/077071 PCT/US03/07042 114 1) selecting a
further delivery mechanismfrom anmong the Flurality of delivery nmechani sns
based upon the prlorltlzatlon of the plurality of delivery nmechanisns; and

2) aLtempting g del LUgh k& ELBELT 006 R TINAL SRl huhlRfoRr ot or m ned

reci pient via 1T ve an sm he met hod of claim 296,
and if the recei mdm(mmmmmwr@nhesysebmwnmnmd to require secure

delivery, further, co Ihe st ing step d) until the
recei ved comuni &k t"i‘egﬁ {ogreggn&gég tF%?waceF?‘K’/uélr edg%r until exhaustion of all
avai |l abl e del i veby dﬁfe&xmrale&ﬁﬁmntibntﬂmmfouﬂaémrtngﬁng FI: reddieedradchiode of cl ai m
282, wherein each of the, Iural ity of d I|very mechani snms conpri ses a base
mechani sm and at | E3EMUBIGAUQLE P '8510(56{‘ dand wherein each base mechanism

is selected fromy Rehi@li@wpdIRasdnShéangfod Lpdating arlbastesesalgictigbasailiPon a HTTP,
and FTP. 299. The nmethod of claim 298, V\ﬁl ﬁl n %ach Sl\/g' del.ivery mechani sm
inthe plurality |T?F€lvﬁélé%’“'§“§‘é‘lflﬁ’f‘ldf‘§"’aﬁ?q‘8 e oubawdhy e GFRclite gr oup

consi sting of S/'M MgsermiRi#dn nldais bysdldindnél eﬁﬁ/ﬁ'_’bﬂ tgﬂhdnigﬂﬁl dxﬂﬂﬁ%@ftry isf.at The

met hod of claim 298, wherein one or nore S liver ani sns are SMIP
notification mechardfashencariirelitbised Hpanhe seeived qopmypiGaten: &d HTTP

present ment i ncl H}j'cegmﬁx'ﬂpcat%n Woﬁu@rﬂﬁézﬁﬁ%%p@ﬂﬁg SNSrescVeRCoRthuhicaint he
group consisting of TLS, SSL and conbi nations thereof.

301. The net hod of dcteanmﬁ@we lmﬁ@bmthadéQ%'@éﬂetéﬂ‘nlﬂﬁ@“W Botification
mechani sns i ncl ude ; &%&ﬂﬁg thﬁ(?&:gi]ké %‘lb&ﬂtﬁ'cgﬂnﬁﬁﬁ%dan%a\Metaﬁ OQ@Lvhuafsy of

the SMIP notificat erern t er security option is selected
fromthe group con8isldctiog oplu@liy dfEustiee) temtSise@Sﬁ_a Emd agsoeiniedh with thes
thereof . received inbound communication, configuration information, the whilelist
comparison or combinations thereof;
iii) assigning a confidence level to the communication based upon the
determined deliverability; and
iv) quarantining, discarding, or forwarding the received communication based
on the assigned confidence level.

281.  Computer readable media storing instruction that upon execution by a system
processor cause the system processor to automatically generate a whitelist based
upon received outbound communication by performing the steps comprising of:

a) providing an interface for manually modifying at least one whitelist;

b) receiving an outbound communication of a type selected from the group
consisting of an e-mail communication, an HTTP communication, an FTP
communication, a WAIS communication, a telnet communication and a Gopher
communication;

c) storing the received outbound communication; and



302. The method of claim300, where the HITP presentnent security option
further 1includes one or nore user authentication requirenents. 303. The
met hod ofwoloaomo208, wherein each HTTP delivery nechani smpcm/ushgo7opt ural ity
includes a security option selected fromthe group consisting of S/M ME,
HTTP-S, TLS, SSL and conbi nations thereof. WO 03/077071 PCT/US03/07042 115
304. The nethod of claim 298, wherein each FTP delivery nechanismin the
plurality includes a security option selected fromthe group consisting of
TLS and SSL. 305. The nethod of claim 298, wherein each of the plurality
of delivery nechanisns enploys a nessage |evel encryption technique. 306.

The met hod of cla m 298. [ . | Hi fin A&y oMY at
mechani sns  enpl sm0<'§11%8'F|1é\r‘l}qrafg'lli ﬁﬁge}\?g‘fa&/g'ﬁéé%g/ t 8&‘4%%?1{%8%1] 309’1.0 Thea met hod
of claim 306, wher étast @achitefisttbhsedppon aléstiyatioh ofithe iraceivgd awtbémadi sns  furt her

enpl oys a nessage | evel egcrypti on techni que. 308. The nethod of claim 282,

and further conpri $PRPUPKE %t ep of d) deternining whether the received

comruni cat i on 282QUiA msthed for ke utbalelivey yf deddronkepmimonisitems cishprissngthe) occur
if the received cow_ni cation is determned to require secure delivery.
309. The nethod ¥FPSQ'ai m 308, and if the received communication is

determned to rgQuédeRirgmuleetréiat totdminicdtioh fidRra wanminicatiogsdulve fat eps of e)
provi ding the comunication qsour.ce with an interface for designating a
prioritization of tdgaverpiogPEgdetepmiged BFEIPISPEr y nechani sms and f) recei vi ng

the prioritizatigy sfie@ifelliBlivepy M¥érd@mi frineirhaze: pladity of BaiveBthatatéme! ai m
308, wherein determ ning whet her the receive conmuni cation requires

d )
secure delivery copieddigen a prordizgppn ofthe plyralipy pEdeliyeryaechanisans; apg

communi cat i on f ogy ipelfi b BeliveAht BEcRorferuntQliorS @M Sreddt@hinear y; and ii)
speci fying the received comuni cation as requiring secure delivery based
upon the parsing. 3acipientivia theselpsid gelivenampshaniom. wherein the step of

specifying t heZSrB.ecelihg &fLthod of claim 282, and further comprising the step of d) determining the
plurality of delivery mechanisms.

284. The method of claim 283, wherein the step of determining the plurality
comprises the step of determining the plurality based upon the communication
source, the predetermined recipient, a default configuration or combinations
thereof.

285. The method of claim 283, and further comprising the step of €) prioritizing the
determined plurality of delivery mechanisms.

286. The method of claim 285, wherein the step of prioritizing the determined
plurality comprises the step of prioritizing the determined plurality based upon a
rating associated with each delivery mechanism in the determined plurality.

287. The method of claim 286, wherein the rating is based upon a criterion selected
from the group consisting of delivery efficiency, delivery cost, delivery security and
combinations thereof.

288. The method of claim 282, wherein each of the plurality of delivery mechanisms
comprises (a) a base mechanism selected from the group consisting of instant
messaging, SMTP, HTTP, and FTP and (b) at least one security option and wherein
the prioritization of delivery mechanisms is based upon the at least one security

option associated with each delivery mechanism.



comuni cation as requiring secure delivery based upon the parsing conprises
specifying the received communication as requiring secure delivery if one
or nore woadetmrm ned keywords are parsed fromthe recei yed/usosronom: cati on
312. The method of claim 310, wherein the parsing step is performed only on
a header portion within the received comunication and wherein the step of
WO 03/077071 PCT/ US03/ 07042 116 specifying the received conmuni cation as
requiring secure delivery based upon the parsing conprises specifying the
recei ved conmuni cation as requiring secugg delivery if one or nore
predet erm ned keywords are parsed fromthe header. 313. The nethod of claim

310, wherein (38 SHRPrlnoR8F AhiRfhasnEnd &R e r}gf&mm BHpRCSAklaay for i ndicia

indicating a deSire secure delivery rises e step of applying one
or nmore filteringechahiems tnoluding SVMIME\aed sa;onmmtl@raﬁlideeh@mﬂmeChh@Sfﬁ%t hod of

ol ai m 313, wher ef  ga¢ BBl L 0E A% ALn HE) SARALLOE Mepylgy 2 —content

filtering rule n rorng a source terYng rule or a
reci pi ent fiItermagmﬁwmenw&ﬁﬁgTtmanssLhodwmﬁnqkmnul@08mﬂwhéﬁémnrdeternln|ng
whet her the rece$%§gﬂb%?rn muni cati on requires secure delivery conprises

t he step of spect ""e received communication as requiring secure
delivery basec9gporhanmemdl ofelhiat iszznandsmﬂharbb;ephdmg thaﬂsta;doﬁ d)irettievaogthe 316.

The net hod of claim 315, in.th onfl atlo C ne or ,nore
filtering rules. P‘l‘fﬁ‘r”éf“ﬁ’“ég@ﬁ U&ll‘fyloﬁid VP ﬂ“%g@e‘gﬁ eeﬁre‘?crt%"}eﬂe gr oup
consisting of a Q@@kﬁnt filtering rule, an attachnent f||ter|ng rule, a

source filterin rule, a comrunjcatijon, Si ,iIterin .rule, a recipient
filtering rul é%ndTéd msthed of elai 290, pesgin eaé‘ldf’ 1very E‘Vg?“gmullﬂs IR ABOFEF

del i vering el ectrgpi gnmﬁewmmtep%mnévh@t {RiizateRAEBmpAtcR Bie sips 8f: Syst em
data store capable of storing at |east one el ectronic comunication and

configuration data asBotdeniifymedeliverampshapiams axpilahle fsdekery ofticisstiyedns: b)

an interface to a commplaliiofioR8heRlod ebrodiRRAdTedifiEn Al e s
conmuni cation with one or nore client app lcations; c) a syst em processor

i n communi cation w t i)t beorgizénedhe identified deJiveryanerhapigms based upon the rating
associated with each identified delivery mechanism.

292. The method of claim 291, wherein the rating associated with each delivery
mechanism is based upon a criterion selected from the group consisting of delivery
efficiency, delivery cost, delivery security and combinations thereof.

293. The method of claim 282, and further comprising the step of d) retrieving the
prioritization of the plurality of delivery mechanism based upon the communication
source.

294. The method of claim 282, and further comprising the steps of d) providing the
communication source with an interface for designating a prioritization of the .
plurality of delivery mechanisms and e) receiving the prioritization from the
provided interface.

295. The method of claim 282, and further comprising the steps of d) providing an
administrator with an interface for designating a prioritization of the plurality of
delivery mechanisms and e) receiving the prioritization from the provided interface.

296. The method of claim 282, and further comprising the step of d) if delivery fails,
attempting to redeliver the electronic communication to the predetermined recipient

by the steps comprising of:



interface, wherein the system processor conprises one or nore processing
el ements and wherein the one or nore processing el enents are programed or
adapt ed two osp7mecei ve an el ectroni c conmuni cation from apPcorususiomat i on
source for delivery to a predeterm ned recipient via-the interface; WO
03/077071 PCT/US03/07042 117 ii) store the received conmunication; iii)
determ ne whet her the received comruni cation requires secure delivery
based upon the received communi cation, the predeterm ned recipient, the
communi cation source, default configuratipp data or conbinations thereof;
and iv) if the received communication is determ ned to require secure

oY o et et P oKL ALY achlo LRI £ ARGMEEE pRARRFOLDON L1

comuni cati on source, m ned- reci pl ent, t configuration
or conbi nati ons t her eof deliMagrmadcharésmasdbasdd wpoe thel puiostizatipn of the gluralieefy
mechani snms conpri ses a ﬁégp qg%ﬂ%ﬁ&%”hqu at |l east one security. option
and, wherein each base cRANTEM ¥ &%ct ed from t he group consi sting of

i nstant nessagi ng, SMjPattefipliRg tddERyerahgke | &MbRic comrivhicatinito thewpredateHTingd
present nent and wherein_each securit 9 tions . is a channel |evel
encryption, a message IEWEW”EH&&VH%V%% %P@Q”“%éﬁﬁﬁﬂation t her eof ; 2)
prioritize theodel iThemetivaoneBnSIN, ardl if the r@deivediborhyuricatian iscdetbemined to
corresponding to nost secure to_|l east secure concurrent with, or .
subsequent to, dEABFGIERITRGEHYEE: Bi"E‘F%ﬁqnf%?S‘é‘\g tl}feifqp\;)g F{/‘e R MFR feuntibthes o) ot

a delivery mechapicsifed ¢t @itanén i Becchdsknigldefiverddl or dedill exBiugtiomafaiani snms based
upon the prioritization; 4) attenpt to deliver the electronic conmunication

to the predet er ntyidlable delivepy masehanjims inpke RIWpRYt ed del i very mechani sm usi ng

the interface fjg a T @pidd of Ahif 26C e/halein%mg tﬁ&@wﬂéywaélwaryhﬂédmﬂani he

system and a second conmuni cati on networKk; if delivery fails, attenpt

to redeliver thecemprises bbise meehenismi andaf ls#st pey seppsity option and wherein each base
mechanism is selected from the group consisting of instant messaging, SMTP,

HTTP, and FTP.

299. The method of claim 298, wherein each SMTP delivery mechanism in the
plurality includes a security option selected from the group consisting of S/MIME,
PGP, TLS, SSL and combinations thereof.

300. The method of claim 298, wherein one or more SMTP delivery mechanisms are
SMTP notification mechanisms and wherein the security option is HTTP
presentment including one or more encryption options selected from the group
consisting of S/MIME, HTTP-S, TLS, SSL and combinations thereof.

301. The method of claim 300, wherein a subset of the SMTP notification
mechanisms include a further security option associated with delivery of the SMTP
notification, wherein the further security option is selected from the group
consisting of SMIME, PGP, TLS, SSL and combinations thereof.

302. The method of claim 300, where the HTTP presentment security option further
includes one or more user authentication requirements.

303. The method of claim 298, wherein each HTTP delivery mechanism in the
plurality includes a security option selected from the group consisting of S/MIME,
HTTP-S, TLS, SSL and combinations thereof.



predeterm ned recipient by at least: (a) selecting a further delivery
mechani sm from anong the plurality of delivery nechani sns based upon the
prioritizaoioen7oilthe plurality of delivery mechani snms; WOTABOET00Y 1

PCT/ US03/ 07042 118 (b) attenpting to deliver the electronic conmuni cation
to the predetermned recipient via the further delivery nmechani sm and
(c) repeating (a) and (b) until exhaustion of delivery nechanisns in the
plurality. 318. A systemfor securely delivering el ectronic conmunications,
the system conprising: a) interface meaps for allow ng conmunication

bet ween the system and one or nore client applications; b) storage neans

for Provi dingdat a 156 RS oPARAPAS y RULTICEaRD dlval Hictniher i ONe

comuni cat i on and coﬁmegura I'on data associ ate ity of

del i very nmechanplansily iadludasarsscuirioy opties sélaitetigfraan the igmupiconsistiog of TS et er f ace
means and storin he comunication in the storage neans; d) determ ning
nmeans for deter i'ng whet her a received conmunication requires secure
del i very based3gsporTht hthod @€ tiiel298) Whttin@adh afthe pliveligyrof deiverynmevhanisms

reci pient, the communicati on source, .defg]%JI_t configuration data or

combi nations t he/PRIgYs 2 Esssas IPYFLERFTYRUGR Echique- iy deternmining a plurality of

del i very nechagyes Mernpaseéidd bpoRint DIB, wheBiNead et lthepluraltylot deliveRem@edsher ni ned
recipient, a default configuration or comnpinations thereof, wherein each
of the pluralitycBrloyes $hpnps) levRFRRRIAECHRIHDr | ses a base mechani sm and at

| east one secufgrt Y TR ARBEiBEY, Ghéreaadh (i?@ﬁ%)lﬁ'iﬁﬁ?&iﬂid&meiﬁmé@nhﬁﬁhﬁd from
the group consisting of instant nessaging, SMIP, HTTP, FTP, and SMIP

notification witRrRTEMPlpYsaTesselse e LamarmbRY 83Ri%each security options is a
fﬂgpgg} ; llevel QRCT YRE hthod ofcHES 8898nd @M&r cERBANRL ho SePbf & deRRinfat | on
whether the received communication requires secure delivery and wherein steps b)
and c) occur if the received communication is determined to require secure
delivery.

309. The method of claim 308, and if the received communication is determined to
require secure delivery, further comprising the steps of €) providing the
communication source with an interface for designating a prioritization of the
plurality of delivery mechanisms and f) receiving the prioritization from the
provided interface.

310. The method of claim 308, wherein determining whether the received
communication requires secure delivery comprises the steps of:

i) parsing the received communication for indicia indicating a desire for secure
delivery; and

i) specifying the received communication as requiring secure delivery based
upon the parsing.

311. The method of claim 310, wherein the step of specifying the received
communication as requiring secure delivery based upon the parsing comprises
specifying the received communication as requiring secure delivery if one or more
predetermined keywords are parsed from the received communication.

312. The method of claim 310, wherein the parsing step is performed only on a

header portion within the received communication and wherein the step of



ii) concurrent with, or subsequent to, determning the plurality of
delivery mechanisns, prioritizing the delivery nmechanisns in the plurality
in an orwernsoonrespondi ng to nbst secure to | east securepCWDSO8407¥071
PCT/ US03/ 07042 119 iii) selecting a delivery mechani smfrom anong the
plurality of delivery nechanisnms based upon the prioritization; iv)
attenpting to deliver the electronic comrunication to the predeterm ned
recipient via the selected delivery nmechanism and v) if delivery fails,
attenpting to redeliver the electronic ceopgmunication to the predeterm ned
reci pient by the steps conprising of: 1) selecting a further delivery

mechani sm from agnng..th luradl andeld : AL By Hen the
prioritization oggpﬁghﬁﬁﬁggl§ty&%'nﬂggwggé%§&%ég%§higgs; Zﬁggéfgﬁ%ting to
del i ver the el ecpareng compitruspeabtingthe teoeivdtecopmauiédatioasreqiiringsetyst ent vi a
the further deliyer [ e ' &nﬂj 4ntdl exhaustion
of delivery nec héeﬁllvérr)fsq??ltr}ac?r@% %r?%?%ﬁ]hegipﬁ&%‘g? éi)rﬂ t erg%]]él%lp%/dgﬁy nmeans
conpri ses encr3jpt i dhe medred of dninp3 Wy ivtieroig tichawpreflparsing vl recavedlsage | evel or

hannel and | evel ion. 319, Co | j
'l ugi ng | nat r ot rBRECTRATe i @Bl ety R el PR BB er

conpri sing olne Obf dPplyengune OEmBIcTY e heritu3ls the attsved bemmndcaion. nor e
processing elenents to securely deliver. electronic messages by performnng
Stops conpri sitg oftheATPEEEF g anharBCHOHitE BTN CRT B Rt
comuni cati on sogfet fikringdele] MM nefiUrRgedie asonee fitadignilent 4 b)

det erm ni ng whet her the received communi cation requires secure delivery
based upon the F&HE™NEEEHSANENI cation, the predeternined recipient, the

conmuni cati on HGUr e niafRAWr L1amOB6E, JHEBhIRRrARNR vHetRPIRrARviONS  t her eof ;
and c) if the received conmunication is determned to require secure

delivery, i) det@PRINFHIGNICITETEFYTE JelyerysorpuessyhestePsPSHEPB Y d upon t he
communi cati on SOW.Ge.q {AEnREEHE! & 086k 86k BEIRREy bade bR Y chnfiRRibaur at i on
specified by an administrator.
316. The mcthod of cluim 315, wherein the configuration comprises one or more
filtering rules, wherein each such rule is of a type selected from the group
cousisting of a content filiering rule, an attachment filtering rule, a source filtering
rule, a communication size filtering rule, a recipient filtering rule and combinations
thercof.
317. A system for securcly dulivering electronic communications, the system
comprising:
a) asystein data store capable-of storing at least one electronic communication and
. configuration data associated with a plurality of delivery mechanisms;
b) an interface to a'communication nctwork that supports the system’s
~communication with one or more client applications;
c) a system processor in communication with the system data store and the
interface, wherein the systetn Processor cOmprises one or more processing
* elements and whercin the one or more processing elements are programmied or
adapted to: -
1) - receive an electrenic cominunication from a communication source for

delivery to a predatermined reeipicnt via.the interface;



or conbi nations thereof, wherein each of the plurality of delivery
mechani sns conpri ses a base nechani sm and at | east one security option and
wher ei n ewoh3bz®el nechanismis selected fromthe group comsratsosgioef WO

03/ 077071 PCT/US03/07042 120 instant messagi ng, SMIP, HTTP, FTP, and SMIP
notification with HTTP presentnent and wherein each security options is a
channel | evel encryption, a nessage |level encryption or a conbination

thereof; ii) concurrent with, or subsequent to, determining the plurality
of delivery mechanisnms, prioritizing the-elivery nechanisnms in the
plurality in an order corresponding to nost secure to |east secure; iii)

sel ecting a deliver z &%ﬁﬂ%Q&éﬂkéEQH%@ﬂBﬂﬂ the plurality of delivery
n

nmechani sms based up e prioritization; 1v) attenpting to deliver the
el ectroni ¢ conmuni di#tdeenmine whadepthe thetiseddomaninicatien fsfeiras sequze dahizerye| ect ed

del [very. mechani sm_ a0 bl 1 SelEEI LR n b ST Hd0eT ERLer ¢ he

el ectroni ¢ comuni cat rernrned I pi ent e steps
conprising of: 1) sel®@ainungagor smtclaectefmhﬁlcmvfmuyatmdhtam mﬁlnmmaﬁmqgf t he
plurality of deliver dmschanisms based upon the prioritization of the
plurality of deliver%'nechanisns; and 2) attenpting to deliver the

el ectroni ¢ conmuni ¢atif the réceivta&eormhezdettien is deetmined ©i rpquartseairaddliveryf ur t her

del i very nechanis
mechani st int hempl 3‘ gflqvt% me .:P[;‘:iuralltyg!)fﬁglg3 ery %eclﬂz%léms l?a)égcﬁlxjpsotnl on of delivery

communication source, the predetermined recipient, a default

confi guration or combinations thereof, wherein each of the plurality of
delivery mechanisms comprises a base mechanism and at least one
security option and wherein each base mechanism is selected from the
group cdnsisting of instant messaging, SMTP, HTTP, FTP, and SMTP
notification with HTTP presentment and wherein each security options
is a channel level encryption, a message level encryption or a
combination thereof;

2) prioritize the delivery mechanisms in the plurality in an order
corresponding to most secure to least secure concurrent with, or
subsequent to, determining the plurality of delivery mechanisms;

3) select a delivery mechanism from among the plurality of delivery
mechamsms based upon the prioritization;

4) attempt to deliver the clectronic communication to the predetermined
recipient via the selected delivery mechanism using the interface or a
second interface allowing communication between the system and a
second communication network; v

5) if delivery.fails, attempt to redeliver the electronic communication to the
predetermined recipient by at least:

(a) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of

delivery mechanisms;
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(b) attempting to deliver the electronic communication to the
predetermined recipient via the further delivery mechanism; and

(c) repeating (a) and (b) until exhaustion of delivery mechanisms in the
plurality.

A system for securely delivering electronic communications, the system

comprising:

a)

b)

c)

d)

e)

interface means for allowing communication between the system and one or

more client applications;

storage means for providing data storage capacity sufficient to store at least one

communication and configuration data associated with a plurality of delivery

mechanisms;

means for receiving a communication via interface means and storing the

communication in the storage means;

determining means for determining whether a received communication requires

secure delivery based upon the received communication, the predetermined

recipient, the communication source, default configuration data or combinations
thereof;

delivery means for:

i) determining a plurality of delivery mechanisms based upon the
communication source, the predetermined recipient, a default configuration
or combinations thereof, wherein each of the plurality of delivery
mechanisms comprises a base mechanism and at least one security option
and wherein each base mechanism is selected from the group consisting of
instant messaging, SMTP, HTTP, FTP, and SMTP notification with HTTP
presentment and wherein each security options is a channel level encryption,
a message level encryption or a combination thereof;,

ii) concurrent with, or subsequent to, determining the plurality of delivery
mechanisms, prioritizing the delivery mechanisms in the plurality in an

order corresponding to most secure to least secure;
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iii) selecting a delivery mechanism from among the plurality of delivery
mechanisms based upon the prioritization;

iv) attempting to deliver the electronic communication to the predetermined
recipient via the selected delivery mechanism; and

v) if delivery fails, attempting to redeliver the electronic communication to the
predetermined recipient by the steps comprising of:

1) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of
delivery mechanisms;

2) attempting to deliver the electronic communication to the predetermined
recipient via the further delivery mechanism; and

3) repeating 1) and 2) until exhaustion of delivery mechanisms in the
plurality.

f) wherein the delivery means comprises encryption means for providing channel
level, message level or channel and message level encryption.

319. Computer readable media including instructions that upon execution by a
system processor comprising one or more processing elements cause the one or
more processing elements to securely deliver electronic messages by performing
steps comprising of:

a) receiving an electronic communication from a communication source for
delivery to a predetermined recipient;

b) determining whether the received communication requires secure delivery based
upon the received communication, the predetermined recipient, the
communication source, default configuration data or combinations thereof; and

c) if the received communication is determined to require secure delivery,

i) determining a plurality of delivery mechanisms based upon the
communication source, the predetermined recipient, a default configuration
or combinations thereof, wherein each of the plurality of delivery
mechanisms comprises a base mechanism and at least one security option

and wherein each base mechanism is selected from the group consisting of
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instant messaging, SMTP, HTTP, FTP, and SMTP notification with HTTP

presentment and wherein each security options is a channel level encryption,

a message level encryption or a combination thereof;

ii) concurrent with, or subsequent to, determining the plurality of delivery
mechanisms, prioritizing the delivery mechanisms in the plurality in an
order corresponding to most secure to least secure;

iii) selecting a delivery mechanism from among the plurality of delivery
mechanisms based upon the prioritization;

iv) attempting to deliver the electronic communication to the predetermined
recipient via the selected delivery mechanism; and

v) if delivery fails, attempting to redeliver the electronic communication to the
predetermined recipient by the steps comprising of:

1) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of
delivery mechanisms; and

2) attempting to deliver the electronic communication to the predetermined
recipient via the further delivery mechanism; and

vi) repeating step v) until exhaustion of delivery mechanisms in the plurality.



