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Judgnent System Unaut horized Operation Judgnent

Met hod and Unaut hori zed Operation Judgnment Program

BACKGROUND OF THE I NVENTION Field of the Invention:

[0001] This invention relates to an

unaut hori zed- oper ati on-j udgnent system

unaut hori zed- oper ati on-j udgment net hod and

unaut hori zed- operati on -judgnment program for

determ ni ng whet her an operation received by a

conputer is an unauthorized operation. Description of
TIThe JRelTEg dHVENTION [ 0002] Vari ous techni ques have been

royi ded for preventing d ue nau hori ze ,
gpel}r@mmf igedn Oesrraauf)@? Jgaw%astyﬁam holi hor (768" boerat ion
JUBERBHSME{HRA Pid UhEEﬂ{o'PTPEéd’BPL?Fﬂfl%H Mgﬁerﬂo'l’?b'ér%?n

unaut hori zed access a ne from a conputer, and
the like. For exanple, nethods of verifying
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F|m$dnﬁttp@$$Maﬂﬂoho prevent unaut hori zed operation by
[gﬁ aut hori zed person having an ID and password, or by
0 ”hird party who has inproperly obtained an ID and
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probl ens pi cal dﬂm gnent has been perfornmed on a
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opera ion as ru en conp

coapeteat i ore uemdihoedzdiy operadriput er agai nst these rul es
to determ ne the possibility that an operation is an
unaut hori zed operation. For exanple, a technique has

Degeeiptdonalfoskel Resegeddarent docunment 1) in which in the
ﬁ e of data that is transnmitted over a network,
[@ -determ ned rules for the access right,

T @YSBUS S ¥n PQUESCRave YBBn Yrovided for preventing damage due to
unauthorized operation of a computer such as unauthorized acquisition of
information stored on a computer, unauthorized access to a network from
a computer, and the like. For example. methods of verifying authorization
for operation using an ID and password are widely used, however, in this
kind of method it is not possible to prevent unauthorized operation by an
authorized person having an ID and password, or by a third party who has
improper|y obtained an |D and password.

[0003]

In order to handle these kinds of problems, typically judgment has
been performed on a rule basis by registering operation patterns for which
there is a high possibility that the operation is an unauthorized operation
as rules, then comparing operations received by a computer against these
rules to determine the possibility that an operation is an unauthorized
operation. For example, a technique has been disclosed (see patent



docunment being transmtted and the |like are

referenced, and when it is detected that there is a

possibility that the operation is unauthorized,

conmuni cation i s stopped. wever, in judgnent on a

rule basis, problens exist in that in the case of an

operation for an unauthorized intention, as long as

the operation is within the range of the rules, it is
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€s are create romusers' use of a network and
unaut hori zed access of the network is detected, and a

mpﬁﬁhnique (see patent docunent 3) has been discl osed
whi ch the contents of everyday operations are
r egitetref@e, fnetods raper aksoobednognedntadcanphi @, nahieigs that

operatiopn is determned .t (4 ; ;
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2)t hes dase difscbosednputvdich profiles are created from users use of a
network and unautharized access of the network is detected, and a technique
(see patent document 3) has been disclosed in which the contents of everyday
operations are registered from an operation log of a computer, and an
operation is determined to be an unauthorized operation when the operation
does not correspond to these.
Patent document 1: Japanese Patent Application Laid-open No. 2002-232451
Patent document 2: Japanese Patent Application Laid-open No. 2002-135248

Patent document 3: Japanese Patent Application Laid-open No. 2002-258972

[0005]
in both of the inventions disclosed in the aforementioned patent
document 2 and patent document 3, operation patterns of the computer are




at a business that is used for business purposes, a
plurality of accounts are set up on one conputer, and

use of that conputer is shared anong a plurality of
users, so it is preferablesthat profiles to be used as
the criteria for deterniﬁsng unaut hori zed use be set

in user units. However, the follow ng problems exist

in the nethod of using profiles in user units. [0006]
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is unauthorized, it is not possible to determine from just a user profile
that the operation is an unauthorized operation.

[0007]

Also, in the case of creating profiles in user units, when a new user
account is setup on a specified computer, in order to create a highly
reliable profile for the new user. it is necessary to accumulate an
operation log for that user, and during that time, there is a problem in
that it is not possible to perform effective judgment.

[0008]
In order to handle these problems, it is preferable that profiles for
determining unauthorized operation be set not only in user units, but also




aspects. In order to performjudgnent it is necessary

that profiles be created efficiently in both conputer

units and user units as the conmputer receives various

operations. SUMVARY OF THE | NVENTI ON [00091 Taki ng

into consideration the af & ementioned problens, the

object of the present invention |s to provide an

unaut hori zed- oper ati on-j udgnent stem
setinautdmpuitzedmoperast weht, | andrtdat | memt andnerformed from both
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oth conputer units and user units. [00101 In order
re¢ei ves| VA ipuwe WRESREPBAL i oned probl ens, this invention
is an unauthorized-operation- Judgnent system for
deternmi ni ng whether an operation received by a
SUMMARYUO e rTHE S INMENTIH3Nt hor i zed operation, and conpri ses:

[0@§poperation recei ving nmeans for receiving instruction
a for executing the operation; a first
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gﬁ@ﬂ&e O%"dogﬁ?lﬁ] oY Fa 1B B3k SreReiiEDrbhRles in both

e’ins I on ata and creating a
coﬂﬁ@nﬂdu@rmﬁahéLmekanﬂdsto the operation executed by
the user; a second profile-storage neans for storing,
according to user, the second profiles <created by the
[op¢grnd profile- creatlon means; and a score-cal cul ation
means for conparing e |nstrL%A|on ata wi.t h. at

| eakit 58 50 o¥al Ve AT OrETETIPBER P A (4TS fW&'wBF qn is an
unaﬁtﬁ&r‘i&@ @ggﬂ%nofudéﬂleﬁﬁe syeeand faf of ddtekgirsingr agrether an

culating a score for determn

minet hmr rtehel\(ﬂderta!tlbrmmﬁuhﬁf Un aait WPiW'éﬁ@rg?¢r@ﬁ'o% and
comprises: an operation-receiving means for receiving instruction data for

executing the operation; a first profile-creation means for creating a
first profile from the instruction data related to the operation for which
instruction data was received by the computer; a first profile-storage
means for storing the first profile that was created by the first
profile-creation means; a second profile-creation means for identifying
the user that executed the operation by the instruction data, and creating
a second profile related to the operation executed by the user; a second
orof i le-storage means for storing according to user, the second profiles
created by the second profile-creationmeans; and a score-calculation means
for comparing the instruction data with at least one profile that is stored
in the first profile-storage means or in the second profile-storage means,
and calculating a score for determining whether the operation is an
unauthorized operation.




[00113 In this invention, profiles are created from
operations received by a conputer based on conputer
units and user units respectively, then stored, and
by conparing newy received operations with the
corresponding profiles to determ ne whether the
operation is an unauthorizeg- operation, it is not
only possible to determ ne whether the operation is
pecul i ar based on the wuser, but is also possible to
@ erm ne whether operation is peculiar for that

[0 ﬁputer Therefore, this invention can handl e the
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W&y ing hose are per orned when
the user is Iogged in. [0013] Also this invention can
mﬁg rise: a first |og-data-storage neans for storing
gpdata of the conputer; and a second
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op3 SR IR FEERTHiedl O that §99d8ded in to the computer. When
creating profiles in computer units, profiles can be created for just
operations that are performed when the user is not logged in, or profiles
can be created for all operations, including those that are performed when
the user is logged in.

[0013]

Also this invention can comprise: a first log-data-storage means for
storing log data of the computer; and a second log-data-storage means for
storing log data according to users of the computer; wherein the first
profile-creation means references the first log-data-storage means when
creating the first profile; and the second profiie-creation means
references the second log-data-storage means when creating the second
profile.



Profiles in conputer units and profiles in user units
defi ne operation tendencies of the conputer and user
respectively, so when creating profiles it is
possible to use log data, which is a history of past
operations. [00151 Moreover, this invention can
conprise a |login-detection neans for executing a
process for detecting whether a certain user is |ogged
into the conputer; wherein when the | ogin-detection
ns detects that a certain wuser is logged in, the
[UQE@ond profile-creation neans creates a second
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[D&ﬁﬂle the conputer is in operation. [00161 Wth this
d of construction, even when the operation to be
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executing the operation by the instruction data is
identified as a 7 first-time user operating the

[0ddbjput er for the first tine;, and a third
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are
for creating a profile is not performed, it is possible to record a state

that a certain user is using the computer at the instant that it is detected
that the user is logged in, or to record a state that the computer is in
operation in the case that it is not detected that a user is logged in,
as an operation log The operation log that is recorded in this way can
be used when analyzing from the operating time the operation tendencies
of the user or computer, and creating profiles.

[0017]

Furthermore, the invention can also comprise: a third
profile-creation means for creating a thirdprofile related to an operation
executed by a user that is identified as a first-time user, when the user
executing the operation by the instruction data is identified as a



third prof i le-creat ion neans; wherein the

score-calcu lat ion neans uses at |east one profile

that is stored in the third prof i |e-storage neans

instead of the second profile-storage neans to

det ermi ne whet her the oper]ati on is an unauthorized

operation. The invention can al so conprise: an

operation-record-storage neans for storing, according
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user profile for the second tlne and nore until an
[ﬁﬂgﬁuate user profile can be created. |In addition to
[ very first time, it is possible to set rules for

the|Rthe case of a first-time user that is using a computer for the first
time and for which a user profile has not vet been created, it is possible
to perform general unauthorized-operation judement from profiles for the
computer being operated, however, with this kind of construction, by
further performing a comparison with the general operation tendencies of
the first-time user, it is possible to perform even more accurate
unauthorized-operation judgment. Users that can be treated as first-time
users can be limited to users that are using the computer for the very first
time, or it is also possible to use a general first-time user profile for
the second time and more until an adequate user profile can be created.
In addition to the very first time, it is possible to set rules for the



period that the first-time user profile can be used,

such as specifying a nunber of |ogins, specifying the

operation tinme (for exanple, a total of 99 login

hours), specifying the nunber of operation days (for

exanple, a period of 10 days starting fromthe first

operation), etc. [00191 Also, in this invention, the
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operation, when the score exceeds a reference value.

[0021]

In this way, it is possible to calculate a score by calculating the
deviation between instruction data for a received operation and a profile
of general operation tendencies, and determining whether or not the
operation is an unauthorized operation can be performed according to
whether or not the score value exceeds a specified reference value. When
it is determined that an operation is an unauthorized operation, it is
possible to stop that operation, display a warning screen on the computer,
or sound an warning alarm. It is also possibie tonotify the administrator
via a network that an unauthorized operation has occurred



[00221 The present invention can also be realized as

a unauthor i zed-operat ion-judgnment nethod that uses

the respect i ve forms of construction of the

unaut hori zed- Wer ati on-j udgnent system expl ai ned

above. The invention could also be rea | i zed as an

unaut hori zed- oper ati on-j udggent programthat uses the

respective forms of construction of the

unauthorized oper ation-judgnent system The Procedure
the af orenment i oned unaut hori zed- oper ati on-j udgnent

[0 and unaut hori zed- operati on-j udgnent

Prq%a”%rfefsﬁﬁﬁ depoasiing oncahet heso the realized as a
unaut hori zed-operat ion judgnent i s Performed usi
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er creates a I rst
theelnaubhbmeedmeopblmatJuﬂsmﬁﬂ)t ismnerformas Wi apraht ke that is

S F3 FEFL Ospbp B GERR B ] oLy i i ot

thaheirsebyortede i c ampther commrterf thadsis enneetedt hit a network
executed the operation by the instruction data,
creates a second Prof i le related to the operation

[0gxgcut ed by the user and stores the profile in a
second profile-storage wunit; and a ste mﬂere
corﬂmumrérerwﬁgar ad it sk unaLthey b2edo AP &fAt 40Ny iuFemeqt m%ﬁgd of the

|ngEﬁﬁ|% il hHEﬁtHo?|f%d15§9rdtqﬂﬁl¥ﬁdﬁh6 { ethod for determining

e-storage uni secon rofil e- st or age
whether, ararmdecaaﬂmnl recesved By areonotertds @mmlrrﬁuﬁbor Waediaperation,

an R ot el 00 LOP AR B VL kR o ot o
exeByRNtheBpéat/ibn; a step whereby the computer creates a first profile
related to the operation for which instruction data was received by the
computer, and stores the first profile in a first profile-storage unit;
a step whereby the computer identifies the user that executed the operation
by the instruction data, creates a second profile related to the operation
executed by the user and stores the profile in a second profile-storaee
unit; and a step whereby the computer compares the instruction data with
at least one profile that is stored in the first profile-storage unit or
in the second profile-storage unit, and calculates a score for determining
whether the operation is an unauthorized operation.

[0024]
A second unauthorized-operation—judgment method of the invention is



an unaut hori zed- operati on-judgnent nethod for

determ ning whether an operation received by a
conmputer i s an unauthorized operation, and
conprising: a step whereby, t he conputer receives
instruction data for eer ting the operation; a step
whereby the conputer creates a first profile related
to the operation for which the instruction data is
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t tryct dat
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tht!\’nmts'ﬁ?ﬁcttAllhﬁ d#tﬁf %He@'ﬁes S §é‘cdnrdab'idfqile2rfhd a 0o rtat th?enoperatlon

first unaut orl% oper at i on- Judpqe
exmtﬁgdabﬁ dhetmn mndnserss ithe pro ile to a second profile-storage
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deberfnin$ig whethdre thelodeestiohoid he wpaithoricedf arerahiarh
i nstruction data was received by the conputer, and

storing the first profile in a first profile-storage
[ogyy)t: a step of identifying the user that executed

the operation by the instruction data, creating a

seddso praofflrétrmr@uéhprtiaedmedspbw@ruuﬂarr@ubc@trearaay of the
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touthguentsat Kt T opahaeh dﬂsp{yagh@%#am Has 1RFovedrhy PRRE computer,
and storing the first profile in a first profile-storage unit; a step of

identifying the user that executed the operation by the instruction data,
creating a second profile related to the operation executed by the user
and storing the profile in a second profile-storage unit; and a step of
comparing the instruction data with at least one profile that is stored
in the first profile-storage unit or in the second profile-storage unit,
and calculating a score for determining whether the operation is an
unauthorized operation.

[0026]
Moreover, a second unauthorized-operation-judgment program of the



I ( invention is an unauthorized-operation-judgnent
program for determ ning whether an operation received
by a conputer is an unauthorized operation, and
causes the conputer to execute: a step of receiving
instruction data for execuﬂing the operation; a step
of creating a first profile related to the operation
for which the instruction data is received by the
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erefdre e to cope wth cases in
i saan anhindhoirzeetl vperatpenfornms an unaut hori zed operati on
on a different conputer or in which a new user for
whi ch a user profile has not yet been created perforns

Effectugfutrpol hnZeed jg@peration, so it is possible to
arjatly i ncrease the security of a conputer against
[0#/Eut hori zed operation. BRI EF DESCRI PTI ON OF THE

DRAME NG, i ﬁwe?ﬂ i, ateg&we?qvﬁhomm@ A OY6'ddtevh Afe whether

t he unaut hori ze oper ati on ment system of the
ori mteat benu.! i #f @pepaf IsmatSaIaOclltﬂﬂlltgglf léﬁﬂsWhUthfﬂr riscomputer
thgpbl%dhﬁ%qe 95 pe'??orm the determination on a rule basis, it is also
possible to perform judement from peculiar operation based not only on the
user, but also from peculiar operation of the computer. Therefore, it is
possible to cope with cases in which an authorized user performs an
unauthorized operation on a different computer or in which a new user for
which a user profile has not yet been created performs an unauthorized
operation, so it is possible to greatly increase the security of a computer

against unauthorized operation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a drawing showing an overview of the unauthorized operation
judgment system of the invention.

FIG 2 is a block diagram showing a first embodiment of the
unauthorized operation judgment system of the invention.




unaut hori zed operation judgnent system of the

invention. I, FIG 3 is a block diagramshowi ng a

second enbodi ment of the unauthorized operation

judgnment system of the invention. FIG 4 is a block

di agram show ng the constpuction of the unauthorized
operation judgnent systemof the invention. FIG 5 is

a drawing showing a first pattern for creating node

pref6l e3 igng bbeok miekiimesshowindea useaondoembediment of the

operatign judgoent. stem of, the .inventi FIG 6 1is
un%ﬁgpaweﬂgoém "%Jﬁgé@@ nﬁlysptgf"t%fr r‘lnPolr V%bgig{ni ng node

prefgl 8sis fBfockSETagPamshbeimgbihet domstngutt bowf Zéd unauthorized

operation judgnent systemof the invention. FIG 7 is
oper attli owddenendhows ted ehehel bwebt ! ¥he unaut hori zed

%EE?;@J E%%&Jd @9@%&‘@&&&3&%& Ek/gg)él rl"{\/‘éwtsé @ating node o rofiles
and NYENTH @i | 60038 1herhuaaptharézed dnerodnmydanent sysden of the

_invention wll be explained in detail below using the
INgendkPhgs. In the expl anation bel ow, determining

ungytheriiszedr aiasahowingw sedonld dad temi hdryceoadling nede peafiles
an exanpl e of

: a conmputer, that is connected t
anghatsker koA doe iy the mngupgorjlagé QpELa wgwy@gm&p?aﬁstem of the
in gﬁqq Ii]ment of the invention, and the invention is not
imited by this enbodinent, and coul d just as we

i | be ..
appllGed i9 aaf kowsharleshowiag the Tikuqof ébegngvm'a&ﬁaerat'on
: t 0] El 1.s a draw ng show ng an
Ju@%&igﬁtg& &ﬁgﬁﬁng‘l‘fﬁgﬁnzed operation judgnment system
of the invention. FIG 2 and FIG 3 are bl ock diagrans
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[oppglention. FIG 4 is a block diagram show ng the
construction of the unauthorized operatiqn [udgnent. .
syshtheraréf er tedeembad Byants of l&qegnvgngwa wj|lcla%e6éxgﬂglned in detail

beSEA ML OB TBRPEHAWTREY ShIW NGed dixbiffation below. determining
unauthorized operationwill bemainly explained for an example of a computer
that is connected to a network, however. this is just one example of an
embodiment of the invention, and the invention is not limited by this
embodiment, and could just as well be applied to a computer that is used
as a stand alone computer,

[0029]

FIG. 1 is a drawing showing an overview of the unauthorized operation
judement system of the invention. FIG. 2 and FIG 3 are block diagrams
that respectively show a first and second embodiment of the unauthorized
operation judgment system of the invention. FIG 4 is a block diagram
showing the construction of the unauthorized operation judgment system of
the invention. FIG 5and FIG. 6 are drawings respectively showing a first
and second pattern for creating node profiles and user profiles by the
unauthorized operation judegment system of the invention. FIG 7 is a




and second pattern for creating node profiles and user
profiles by the wunauthorized operation judgnment
systemof the invention. FIG 7 is a /3 flowchart
showi ng the flow of the unauthorized operation
judgnent system of the iffvention. [0030] An overview
of the unauthorized operation judgment system of the

invention will be explained using FIG 1. In the
flewaWteSMmmg tihe Flo®. of Thetunautinenizedopeeat ioperudgnemt system

ystem of the invention is installed in a
¥ﬁgqﬁq%Qf(ﬁ is connected to a network. The client
PCis used by a plurality of users, and accounts are
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[0032]

After aprofile is created for an operation executed by a user, next,
judgment is performed to determine whether that operation is an unusual
operation. Judgment is executed by referencing the node profiles stored
in the node-profile-state table, and the user profile for the corresponding
user that is stored in the user-profile-state table and performing
deviation calculation between that operation and a normal operation pattern.
Depending on the contents of the operation, the tables that are referenced
can be for both node profiles and user profiles, or can be for just one
or the other.

[0033]
The results of the deviation calculation are calculated as a score
value that indicates the possibility that the operation may be an




val ue that indicates the possibility that the

operation nmay be an /y unauthorized operation. By

setting a fixed reference value for the score val ue,

it is possible to designate that a preset action be

executed when the score ﬁﬁlue exceeds the reference

value and there is a high possibility that the

operation is an unauthorized operation, such as
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[0035]

The unauthorized operation judement system of the invention shown in
FIG. 2 is installed in the processing apparatus 210 of a user terminal 20,
and it determines whether or not an operation received by the user terminal
20 is an unauthorized operation. The function of the unauthorized
operation judgment system is executed by a learning program 10 and
unauthorized operation judgment program 11 that are stored in the HDD 214
of the processing apparatus 210. It is possible to use another kind of memory
medium that can store the programs, such as a flash memory or the like
instead of the HDD 214 of the processing apparatus 210.

[0036]



[00361 /s First, after the power has been turned ONto
the user termnal 20, various basic prograns that are
stored in ROM 213 are activated in order to perform

har dware control, such as input and output contro

and the operatlon systefof the conputer is read from
the HDD 214 and activated. Also, together with this,

the | earning program 10 and unaut hori zed operation
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also monitor data that is sent to a network by the processing apparatus
210, and execute a learning and unauthorized operation judgment process
for data that is sent or received over a network

[0038]

The learning pracess compares a received operation with log data that
is stored in a log-data—storage unit 14, analyzes the tendency of the
operation, creates profiles from the analysis results and stores a profile
fortheentireoperationthatdoesnotidentifytheuseroftheuserterminal
20 in a node-profile-storage unit 12, and stores a profile that identifies
the user in a user-profile-storage unit 13. The unauthorized operation
judement process references the node-profile-storage unit 12 for general
judgment of the user terminal 20, and references the user-profile-storage



judgnment process references the node-profil e-storage
unit 12 for general judgnent of the user term nal 20,
and references the user-profile-storage Re unit 13 for
judgnment of an i ndi vi due} user. [00391 In this way,
t he node-profil e-storag bnit 12 and
user-profile-storage unit 13 that store profiles to be
used in unauthorized operation judgnent can be
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[0040]

The relationship between each of the functions of the unauthorized
operation judgment system of the invention will be explained using FIG
4 First, when the user terminal 20 executes an operation, the
data-learningunit 100 receives the data for executing that operation. The
data-learning unit 100 references the log-data-storage unit 14 and creates
a profile which will become the basis of the peculiar operation judement.

(0041]

When that operation is performed without logging into the user account,
such as when turning ON or OFF the power supply, the data-learning unit
100 references general log data for the user terminal 20 in the



such as when turning ON or OFF the power supply, the
data-learning unit 100 references general |og data

for the user terminal 20 in the IT | og-data-storage

unit 14 that does not identify the user, then creates

a general profile for the/'l]ser term naI 20 that does

not identify the user and stores the profile in the
node-profile-storage unit 12. [00421 On the other
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as a key. For an operation for which the user has been identified, when
that operation is received by the same computer, it is aiso possible to
create a general profile for the user terminal 20 that does not identify
the user, and store it in the node-profile-storage unit 12.

(0043]

Next, a peculiar-operation—judgment wunit 110 vreferences the
corresponding profile to determine whether there is a possibility that the
data for executing the operation is for an unauthorized operation. When
the operation is an operation that does not identify the user, the profiles
stored in the node-profile-storage unit 12 are referenced. and when the
operation is an operation that identifies the user, the profile stored in



the operation is an operation that does not identify

the user, the profiles stored in the
node-profile-storage unit 12 are referenced, and when

the operation is an operﬁtlon that identifies the

user, the profile stored i 1? the

user-profile-storage unit 13 corresponding to that

user is referenced, and judgnent is performed to
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gnate to execute a process to interrupt that
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is an unauthorized operation when the score is greater than the reference
value, and then designate to execute a process to interrupt that operation.

[0046]

The data-learning unit 100, peculiar-operation-judgment unit 110 and
score—calculation unit 111 described above are not physically separated,
but are included as a program for executing each of the processes in the
learning program 10 or unauthorized-operation-judement program 11 that are
stored in the HDD 214, and they are read in order by the CPU 211 that executes
computation using the RAM 212 as a work area.

[0047]
Also, in the explanation above, peculiar-operation judegment is




[0047] Also, in the explanation above,
pecul i ar-operation judgment is Ic performed after an
operation is received and | earni ng has been perforned,
however, processing |s n limted to this order, and
it is also possi bl e gérforn1learning for the
operation after the operatlon has been received and
pecul i ar-operation judgnment has been performed, and
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the operation of the user 1 logging in is taken to be
an event,

[0049]

In the first pattern shown in FIG 5 after the power to the computer
has been turned ON and the operation system has been started up, the
unauthorized-operation-judgment system of this invention is started.
Here, the operation of turning ON the power to the computer is taken to
be an event, and a profile related to the start-up time of the computer
is created. however, at this time, the user is not logged in and cannot
be identified, so a general profile related to that computer is created
as a node profile.

(0050]

Next, when the user 1 that started the computer logs in to his/her
own account, the operation of the user 1 logging in is taken to be an event,
and a profile related to that user 1 is created. It is possible to take
various operations that are performed while the user 1 is logged in, such




and a profile related to that user 1 is created. It is

possible to take various operations that are

performed while the user 1 is logged in, such 7A as

starting up applications or operations, accessing a

network, printing and the?like as events, and from

these events as well, profiles related to the user 1

are created. Wien the user 1 logs out, it is also
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second pattern shown in FIG 6, user profiles are
created for each user for operations received in the
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identify the profiies that correspond to each of the users, it is possible
to use a user |D or the like that is received at the time of login.

[0053]

In the second pattern shown in FIG. 6, user profiles are created for
each user for operations received in the state in which the user is
identified, and a node profile, which does not identify users, is created
for the computer as well. Even when the operation is an operation for which
the user is identified. since that computer received the operation, all
operations that are received after turning ON that computer until the
computer is turned OFF can be the object of a node profile.

[0054)



[0054] 21 Al'so, even when operations that becone the
object of creating a profile are not yet executed, it

is possible to use the fact that the state of the

conmput er being turned ON, or that the state of an
identified user being logged in is continuing for
creating a profile. In order to do that, it s

possi ble to activate a program for perform ng a
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unauthorlzed —-operation judgment at the same time for all operations by each
of the respective users.

[0056]

The flow of the unauthorized-operation-judgment system of this
invention will be explained using the flowchart shown in FIG 7. The flow
explained below is just an example of the processing flow of the
unauthorized-operation judement system of this invention, and the
invention is not limited to the order of creating profiles and calculating
scores, whether or nat to create node profiles for operations by identified
users, etc., as described in the example of flow below.

[0057]



[0057] 21. Fi rst, after the power to the conputer is

turned ON and the wunauthori zed-operation-judgnment

systemis started up, a node profile is <created for

the operation of starting the conmputer (S01). The

created node profile is gjored in the node-file-state

table (S02). [00581 Next, when starting up the

coq?uter t he operation related to turni ng the power
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commererpi ©fsitoppet df86)t abl e that corresponds to that
user, deviation calculation is executed (S11), and a

score is calculated (S12). The calcul ated score is
[gop9fpared with a preset reference value (S13), and when

the score is %reater than the reference value there is
a Hinghhg@sBeminend.y when the score is less than the reference value,

the operation is received and continues as is. When login for a certain
user is received (S07), the user 1D for the logged-in user is identified
(S08). A user profile is created for the user that performed the login
(S09), and the created user profile is stored in a user-profile-state table
that corresponds to the user ID of that user (S10).

[0060]

Next, when that user logs in, the operation of the login of that user
is compared with a user profile related to login that is stored in the
user-profile-state table that corresponds to that user, deviation
calculation is executed (S$11), and a score is calculated (S12}). The
calculated score is compared with a preset reference value (§13), and when
the score is greater than the reference value there is a high possibility
that the operation is an unauthorized operation, and processing is executed



that the operation is an unauthorized operation, and
processing is executed j.3 to stop the operation, or
nore specifically, the process of receiving the login
is stopped (S14). [00611 On the other hand, when the
score is less than the reference value, the operation
is received and continues as is. The |ogged-in user
executes processing such as various applications, and
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Iatlon ca IS execu a Score
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apg‘l:bqa&p 'sg&‘:etaﬁciﬁtbﬁarﬁ&i ﬁgrﬁ%\‘éﬁgﬁbg @Jal u%nﬁﬁ’erlr@ﬁ?‘éeré it Is
allsbqusE%Ed hgl hdrv tbhatthet h@nog@pﬁraatai tirati $s ased as the work area
unaut hori zed oper at a_ proces or stoppi.ng the
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interruptlng the application is executed (S21). On

t he ot her hand, when the score is less than the
[0062ker ence val ue, monitoring of witing to the | DE

conjd,puest i6P1iat YRTIdR T a¥EReration related to the start up

of an application or the !ike performed by that user is compared with a
user profile related to startup of an application that is stored in the
user-profile-state table corresponding to that user, deviation calculation
is executed (S18), and a score is calculated (S19). The calculated score
is compared with a preset reference value (S20), and when the score is
greater than the reference value there is a high possibility that the
operation is an unauthorized operation, and a process for stopping the
operation, or more specifically, a process of interrupting the application
is executed {S21). On the other hand, when the score is less than the
reference value, monitoring of writing to the IDE continues (S15).

WHAT 1S CLAIMED IS:
1. An unauthorized—operation-judement system for determining whether



1. An unaut hori zed-operation-judgnent system for
determ ning whether 1)y an operation received by a
conmputer i s an unauthorized operation, and
conprising: an operation-receiving nmeans for receiving
instruction data for exggiting said operation; a
first profile-creation neans for creating a first
profile fromsaid instruction data related to the
anopeeraattiionn fageiwed dly anstmpuder ois dat anaegthor rzedeopeththgn, and
.conputer; a first profile-storage neans for
COQ? ﬁ'ﬂﬁ said first profile that was created by said
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eaiti ARE PAPH! ke Bl ||§r§,lfqr in sal (%Ifgt pro?nle storage means
or in said second profile-storage means, and calculating a score for

determining whether said operation is an unauthorized operation.

2. The unauthorized-operation-judegment system of claim 1 further
comprising:

afirst log-data-storage means for storing log data of said computer;
and

a second log-data-storage means for storing log data according to user
of said computer; wherein

said first oprofile-creation means references said first
log-data-storage means when creating said first profile; and

said second oprofile-creation means references said second
log-data-storage means when creating said second profile.

3. The unauthorized-operation—-judgment system of claim 1 further
comprising:



3. The unaut hori zed- operati on-judgnent system of claim

1 further conprising: 25 a | ogin-detection neans for
executing a process for detecting whether a certain

user is logged into said conputer; wherein when said

| ogi n-detection neans detex{s that a certain user is

| ogged in, said second profile-creation neans creates

a second proflle related to said user. 4. The
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7. The unauthorized-operation-judement system of claim 1 further
comprising:

a third profile-creation means for creating a third profile related
to an operation executed by a user that is identified as a first-time user
when the user executing said operation by said instruction data is
identified as a first-time user operating said computer for the first time;
and

a third profile-storage means for storing third profiles that are
created by said third profile-creation means; wherein

said score-calculation means uses at least one profile that is stored
insaid third profile-storage means instead of said second profile-storage
means to determine whether said operation is an unauthorized operation.
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9. The unauthorized-operation-judegment system of any one of the claims
1 to 8 wherein

said score calculation means calculates a score by calculating the
deviation between said instruction data and data that is stored in said
profiles.

10. The unauthorized-operation-judement system of any one of the
claims 1 to 8 further comprising:

an operation-stopping means for executing a process for stopping said
operation when said score value exceeds a reference value.

11. The unauthorized-operation-judgment system of any one of the
claims 1 to 8 further comprising:
a warning-process means for executing a process for displaying a



war ni ng on the operation screen of said conputer, or

generating a warning alarmon said conputer, when

said score exceeds a reference value. 12. The

unaut hori zed- oper ati on-j udgnent system of any one of

the claims 1 to 8 furtherjconprising: a

war ni ng-notification-transm ssion neans for sending a
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a step whereby said computer identifies the user that executed said
operation by said instruction data, creates a second profile related to
the operation executed by said user and stores said profile in a second
profile-storage unit; and

a step whereby said computer compares said instruction data with at
least one profile that is stored in said first profile-storage unit or in
said second profile-storage unit, and calculates a score for determining

whether said operation is an unauthorized operation.

14 An unauthorized-operation—judement method for determining
whether an operation received by a computer is an unauthorized operation,
and comprising:

a step whereby said computer receives instruction data for executing
said operation;



a step whereby said conputer creates a first profile
related to the operation for which said instruction

data is received by said conputer, and sends said

profile to a first profile-storage unit; a step

wher eby said conputer identjfies the user that
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a step of identifying the user that executed said operation by said
instruction data, c¢reating a second profile related to the operation
executed by said user and storing said profile in a second profile-storage
unit; and

a step of comparing said instruction data with at least one profile
that is stored in said first profile-storage unit or in said second
profile-storage unit, and calculating a score for determining whether said
operation is an unauthorized operation

16. An unauthorized-operation-judement program for determining
whether an operation received by a computer is an unauthorized operation,
and causes said computer to execute:

a step of receiving instruction data for executing said operation;



7- 9 a step of creating a first profile related to the
operation for which said instruction data is received
by said conmputer, and sending said profile to a first
profile-storage unit; a st of identifying the user
that executed said operatioh by said instruction
data, creating a second profile related to the
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pro e to a secon tor age unl t; and
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executed by said user, and sending said profile to a second profile-storage
unit; and
a step of obtaining at least one profile from said first
profile-storage unit or said second profile-storage unit, comparing said
instruction data with said profile(s), and calculating a score for

determining whether said operation is an unauthorized operation.



