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BACKGROUND OF THE INVENTION (1) Field of the Invention The presen
i-nvention relates to a USB conpound device, including a USB portable data
storage device and a USB bionetrics processing unit. In particular, the
USB portabl e data storage device is accessed with bionetrics (Fingerprint)
technology to ensure data and information storage within the device is
secured with personal bionetrics information. In addition, the bionetric
unit can be securely accessed by PC or USB On-the-Go host to perform
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BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a USB compound device, including a USB
portable data storage device and a USB biomefrics processing unit. In particular, the
USB portable data storage device is accessed with biometrics (Fingerprint) technology
to ensure data and information storage within the device is secured with personal
biometrics information. In addition, the biometric unit can be s_c;;ar;ly“acbessed byPC
6r USB On-the-Go host to perform various biometrics functionalities at the control of

application software running in the PC or USB On-the-Go host.

(2) Description of the Prior Aﬁ

| Conventional devices employ a sensoring device for sensing biometric
characteristics such that the device is connected via USB to a system and that biometric
-_identification is required to launch the function of the said system. US 6,125,192 issued
to Vance C Bjorn et al on 26 September 2000 discloses a fingerprint sensor that is

connected to a digital system via USB such that access of the digital system requires




connected to a digital systemvia USB such that access of the digital
systemrequires 2 5 MAY 2005 2 fingerprint authentication. Slznﬁl AYZB%
6, 353,472 issued to Richard V Bault on 5 March 2002 di scl oses a device for
t he aut hentication of a person by his fingerprints prior to an

aut hori zation for an operation, and phat the connection of this device to
the node of operation can be perfornmed via USB interface. None of the
above prior art have suggested the use of fingerprint authentication on a
portabl e hard di sk which can be Ilinked to a conputer platformvia USB such
that fingerprint authentication is required to access information stored
in the said disk. In additign, the bionmetrics processing unit of the
conput diNIERItE (ﬁqW%’&WaB@"-acgﬁ%‘?é'M' &l &:3%d-#(2 ssuasetausiichasdt Vi Bawk ono? m
various functions including authorization of door and conputer access,
scanni fdaish 2008 glisqlesesta devigg éor the putieintigatinondofa peisonibydds fingerprints prior
identification tools. US. Pat. No. 4,210,899 issued to Swonger et al. on 1
Jul y 198@nchutborizationfar an ppecdions end thatghé icogregiidnnef thisadievices toothermbdag
with a central processing station for a secure access application, such as

adm t t iofigperatyns oin be perfaroald vin OSBPinRHadengNaae &F She taboRre gsrap WHIE have
termnal. U S. Pat. No. 4,525,859 issued to Bow es on 25 June 1985
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uses the mnutiae of the fingerprints, that i's, the branches and endings
of the hkéW&S R'cofpuidrdsi&fornt Gia USB such that fingerprint authentication is required to
access information stored in the said disk. In addition, the biometrics processing unit of
| the computer platform can be accessed externally by the USB host to perform various

functions including authorization of door and computer access, scanning of fingerprint

image, e-banking and other fingerprint identification tools.

U.S. Pat. No. 4,210,899 issued to Swonger et al. on 1 July 1980 discloses an

optical scanning fingerprint reader cooperating with a central processing station for a
'secure access application, such as admitting a person to a location orproviding access
to a computer terminal. U.S. Pat. No. 4,525,859 issued to Bowlés on 25 June 1985
similarly discloses a video camera for capturing a fingerprint image and uses the
minutiae of the fingerprints, that is, the branches and endings of the fingerprint ridges, to

~ determine a match with a database of reference fingerprints. Unfortunately, one
shortcoming of this technique is that stained fingers may affect optical sensing or an
optical sensor may be deceived by presentation of a photograph or printed image of a

fingerprint rather than a true live fingerprint. Optical sensors may be bulky and




determne a match with a database of reference fingerprints. Unfortunately,

one shortcoming of this technique is that stained fingers n‘@ygaﬁé@@ftﬂ}q5
optical sensing or an optical sensor nmay be deceived by preSentation of a

phot ograph or printed image of a fingerprint rather than a true live
fingerprint. Optical sensors may be Bulky and 2 5 MAY 2005 3 susceptible
to shock, vibration and surface contam nation. Additionally, an optical
fingerprint sensor nay be unreliable in service in addition to being bul ky
and relatively expensive due to optics and noving parts. It is therefore
an object of the present invention to provide a bionetrics paraneters
protected US interf%%e portable data storage device wth USB accessible
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met hods for accurately sensing a fingerprint, and which sensor is conpact,
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di sadvant ages of conventional optical sensors are overcone in the present
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Pat ent No. 96688 issued to Ritronics Conponents Singapore Pte Ltd (SQ

- di scl odmeertiohi fonplovides apbiohrticd phiGithgtord phitectdatiaSBtintarieedpoitalde ddtwever ,

conpared to the present invention, the prior art device does not allowits

bi onet Isterage RIeQRESHItHN U SN hEcdsBiDRE iREFSSS Bibriktfies bloteB¥or Aikd 145B fin@8fprint
sensor and related methods for accurately sensing a fingerprint, and which sensor is
compact, reliable and relatively inexpensive. Accordingly, the many shortcomings and
disadvantages of conventional optical sensors are overcome in the present invention

with the use of capacitive or electric field sensors.

Singapore Patent No. 96688 issued to Ritronics Components Singapore Pte Lid
(SG) discloses a biometrics protected USB portabie data storage device. However,
compared to the present invention, the prior art device does nof allow its biomefrics

processing unit to be accessed directly by its USB host.

W/O 03/003283 A1 discloses a portable device having biometrics-based
authentication capabilities. However, enrollment of such device requires that
administration software be installed in the PC host. In addition, access to the non-
volatile memory of the portable device can be achieved using a password as an

alternative to the biometric authentication.




W O 03/003283 Al discloses a portable device having bionetrics-based

aut hentication capabilities. However, enrollnment of such devﬁpg @ﬁ@ygzﬁﬂﬁ
that adm nistration software be installed in the PC host. | d ,
access to the non- volatile nmenory of the portable device can be achi eved
using a password as an alternative to the bionmetric authentication. 2 5
MAY 2005 4 SUMVARY OF THE | NVENTI ON Enbodi nents of the invention provide a
USB devi ce which includes a bionetrics processing unit and a bionetrics

paramnmeters protected USB portable data storage device. The information
storage within the device is secured with personal fingerprint bio-data by

the bionmetrics fingerprint pw@ﬂlﬁgowlnglgglzﬂg%oﬁane bi onetrics

fingerprint processing unit can be accesse ost devices to perform
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b p ost) and the
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fingerprint processing unit can be accessed by USB host devices to perform various
biometrics (fingerprint) functionalities. In addition, the communication path between

any computer platform (with USB host) and the device is via a USB client/host interface.

Embodiments of the present invention provide a portable data storage, wherein,

the biometric processing unit can be securely accessed by USB fingerprint biodata,
. only the person with the authorized fingerprints can activate the function of the storage
device. In addition, the device also can be served as a biometric (Fingerprint)
processing unit for USB host devices including PC host and USB On-the-Go devices,
independently from the data storage functionality host to perform various biometrics
functionalities at the control of application software running in the PC or USB On-the-Go
host. Such biometrics functionalities include fingerprint scanning, fingerprint bio-data
generation and encryption, comparison of fingerprint bio-data and storing of fingerprint
bio-data. The device acts as a portable hard disk with a biometrics processing unit
which can be connected via USB interface onto USB host. The USB host can then
access and retrieve data stored in the storage device or store data into the storage

device. As the data in the device is protected by a personal.




processing unit for USB host devices including PC host and USB On-t he- Go

devi ces, independently fromthe data storage functionality ho t t

various bionmetrics functionalities at the control of appllcatlon so mare
running in the PC or USB On-the-Go host. Such bionetrics functionalities
i ncl ude fingerprint scanning, fingerprint bio-data generation and
-encryption, conparison of fingerprint bio-data and storing of fingerprint
bi o-data. The device acts as a portable hard disk with a bionmetrics
processing unit which can be connected gia USB interface onto USB host.
The USB host can then access and retrieve data stored in the storage
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accessi bl e bionetrics processor conprising: an enbedded flngerprlnt

bi omet r i @thgrdiealedi ng unit and sensor, wherein the

In accordance with -an aspect of the invention, there is provided a portable data
storage device with USB accessible biometrics processor comprising:

an embedded fingerprint biometrics processing unit and sensor, wherein the
fingerprint biometrics processing unit is accessible externally by USB host and
internally within the device;

a plurality of non-volatile solid state read/write memories for data and
information storage;

a processor unif for interfacing with the embedded fingerprint system, a USB
host and the non-volatile sofid state read/write memories;

a data encryption or a data protection scheme for data and information safe-
keeping within the non-volatile solid state read/write memories; and

an enrollment scheme for biometric fingerprint enrollment.

An embodiment of the invention uses a data encryption scheme. In the present
invention, the 56-bit Blowfish encryption is used to encrypt the data within the device.

However, any encryption can be used to encrypt the data within the device.




fingerprint bionetrics processing unit is accessible externally by USB host
and internally within the device; a plurality of non-volatil eZSJj)IMA\EQM
read/ wite nenories for data and information storage; a processor unit for
interfacing with the enbedded fingerprint system a USB host and the
non-vol atile solid state read/wite nenories; a data encryption or a data
protection schene for data and i nformati on safe- keeping within the

non-vol atile solid state read/ wite menories; and an enrol |l ment schene for
bi ometric fingerprint enrollnment. An enbgdi nent of the invention uses a
data encryption schenme. In the present invention, the 56-bit Bl owfish

encryption is ﬁ%ﬁdﬂéﬁ%ﬁf WPithE RvERiGh Wskl! & (6 BN sCHARY EThedtita

encryption can be used to encrypt the data wthin 'the device. 25 MAY 2005
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broken. In the present invention, the epoxy is used to physically bound the memories to

the printed circuits board.

Another embodiment provides a Biometrics parameters protected USB interface
portable data storage device with USB accessible interface Biometrics processor,
wherein the fingerprint biometrics processing is not only used to protect the data access
to and from the portable data storage, but can also be accessed by USB host without
compromising to the security of data within the device. This additional inventive step

--enables many biometrics related application to be developed on top of the device. Such

applications include but not limited to secured PC access control, door access control,




the printed circuits board. Another enbodi nment provides a Bionetrics
paraneters protected USB i nterface portable data storage derc@ N@Eflzggﬁ
accessible interface Bionmetrics processor, wherein the fingerprin

bi onetrics processing is not only used to protect the data access to and
fromthe portable data storage, but gan al so be accessed by USB host

W thout conpromising to the security of data within the device. This
additional inventive step enables many bionetrics related application to
be devel oped on top of the device. Such applications include but not
limted to secured PC access control, door access control, 25 MAY 2005 7
secure internet banking, secure access to auto teller machine, secure

e-ti ck&ErHE Infaiget banking ciacors agsessuionade dellergnaghine e R4Irg &-ligksting ke hi n
the device itself. The present disclosure provides a bionetrics paraneters
pr ot ectiwmsasi®nsioisuch acecysestcap|eyed desteredrithin tha/devicaisels an easy to use
portable mniature data storage device with high storage capacity. The
device is small in size and is capable of storing huge files such as
accounting data files, CAD files, huge presentation files, nultinedia

files. AnotMNae erdwent naigtiopneyigtevides bh opRintatfies Pedraneiéss ppstettedt e$BISB

interface portable data storage device, which does not require the

i nstal iabiace portasid dhtat éBkdgdNdevice as is an easy to use portable miniature data
storage device with high storage capacity. The device is small in size and is capable of

storing huge files such as accounting data files, CAD files, huge presentation files,

mulfimedia files.

‘Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which does not require the installation of administration

software for fingerprint enrollment, authentication and verification.

Ancther embodiment provides a biometrics parameters protected USB interface
portable data storage device, wherein the authorization access to the data storage is

'only by authorized fingerprint and not by password or token.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device which is user friendly, just plugged it into any computer
platform via the USB interface unit, and provide the authorized fingerprint and data can

be accessed on the computer platform.




software for fingerprint enrollnment, authentication and verification.

Anot her enbodi nent provides a bionetrics paraneters protect edZJ MAYeZBQEe
portabl e data storage device, wherein the authorization access to the data
storage is only by authorized fingerprint and not by password or token.
Anot her enbodi ment provides a bionetgics paraneters protected USB interface
portabl e data storage device which is user friendly, just plugged it into
any conputer platformvia the USB interface unit, and provide the

aut hori zed fingerprint and data can be accessed on the conputer platform
2 5 MAY 2005 8 Another enbodi nent provides a fast nethod of accessing the
data stored in the bionetric paraneters protected USB i nterface portable
data storage device. This can be seen fromits short bionetrics
verification and system access tine of not nore than 1 second. Also the
typi cal bi oreiother=relpodinient ptovidasea fast medthoth oé acbessirlg thecdatd spared indles .

Anot her enbodi nent provides a bionetric paraneters protected USB i nterface
por t ablgordétfrie Fdramagss qeviceRdDBBhnfetaceiRtdbhn dattOstofRfeSdéVice. aThigoss f or
authority access right. Another enbodi nent provides a bionetrics

par ameiRr spah RS Gs hoHPomBirRS Vafification and system access time of not more than 1
second. Also the typical biometrics enrollment time is not more than 1 second per

user.

Another embodiment provides a biometric paramefers protected USB interface
portable data storage device which not more than 10 users are assigned for authority

access right.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which includes a set of master user fingerprint bio-data
and another set of normal user fingerprint bio-data. The master user is able to erase the
fingerprint bio-data of both the master and the normal user, while the normal user is

only able to erase his own fingerprint bio-data.

BRIEF DESCRIPTION OF THE DRAWINGS




portabl e data storage device, which includes a set of master usgr
fingerprint bio-data and another set of nornmal user fingerpri nfﬁ)lM»%tzﬁﬂﬁ
The master user is able to erase the fingerprint bio-data of both the
master and the normal user, while the normal user is only able to erase
his own fingerprint bio-data. BRI EF ESCRI PTI ON OF THE DRAW NGS 2 5 MAY
2005 9 At best one enbodi nent of the present invention will now be
described with reference to the acconpanying drawings, in which: FIG 1 is
a schematic view of the bionetrics paraneters protected USB interface
portabl e data storage device; and FIG 2 is a System Functional Bl ock

D agram of the device of FIG 1. DETAILED DESCRI PTI ON OF THE | NVENTI ON
FIG 1 showd\tabgsbrangppebgdinaert of Higepiasent inveptionwill mave Msr descsibgd ygth
interface unit 14, a fingerprint sensor 12 and a casing 10. Wth reference
t o FI Greferendecto thascegmpanying Hravdsgsain wihishdded fi ngerprint bionetrics
processing unit 20, a USB Hub 16, a bionetrics access switch 38, a
fingerprint FGr6lid amchematit oiievd 6f tharbiowetks Earametdrs pistecteid ISR dnterface
mcro-controller) unit 32, a data processing unit 34 and a plurality of

non- VvQ@jopfabletdt@lstotagd dbdicéemf wite nmemory 40. In the enbodi nent
illustrated, the fingerprint

FIG. 2 is a System Functional Block Diagram, of the device of FIG. 1.
DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 shows a portable data storage device 100 which comprises a USB
interface unit 14, a fingerprint sensor 12 and a casing 10. With reference to FIG. 1, the

- casing 10 encloses an embedded fingerprint biométrics processing unit 20, a USB Hub
16, a biometrics access switch 38, a fingerprint enrollment switch 36, an access control
decision (a micro-controller) unit 32, a data processing unit 34 and a plurality of non-
volatile solid state read/write memory 40. In the embodiment illustrated, the fingerprint
sensor 12 is connected to the fingerprint biometric processing unit 20. The biometrics
processing unit 20 is connected to the access conirol decision (a micro-controller) unit

32, which is connected to the data processing unit 34.

Referring again to FIGS. 2, when in application, the user of the device can switch
the biometrics access switch 38 to either data storage or biometrics access before

plugging the device onto the USB host.




sensor 12 is connected to the fingerprint bionmetric processing unit 20. The
bi onetrics processing unit 20 is connected to the access contZ Y'Eﬂ@ﬁ
(a mcro-controller) unit 32, which is connected to the data processinig
unit 34. Referring again to FIGS. 2, when in application, the user of the
device can switch the bionetrics ac¢gss switch 38 to either data storage
or bionetrics access before plugging the device onto the USB host. 2 5 MAY
2005 10 If the selection is to access the data storage within the device
100, the user of the data storage device 100 places his finger onto the
fingerprint sensor 12 (which acts as a reader). The sensor 12 scans the
user's fingerprint and the fingerprint bio-data is sent to the enbedded
fingerprint bionetrics processing unit 20. The enbedded fingerprint

bi ometrics processing unit 20 verifies the fingerprint bio-data with

enrol | ed Dbifdhaaedeationtis hackcpesss thaudata storagedwilinia the clevise HPD, dhe mser pht i on
Key in a bio-data storage unit within the mcro-controller 32. |If the
verifi tied data steragesdevices $0Qplaceh disufimyer omtd thebfingbepiiidsensoedd (whichhatslat a
in the non-volatile solid-state read/ wite nmenory 40 or have his

fi nger pgianteadder)s CReensoesdane tHenisk's Fhgemring afd ¢ fifgarprint bie-data is
mcro-controller 32 instructs the data processing unit 34 to retrieve the
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_fingerprint biometrics processing unit 20 verifies the fingerprint bio-data with enrolled
bio-data that had previously stored and secured as an Encryption Key in a bio-data
storage unit within the micro-controller 32. If the verification is unsuccessful, the user
will be denied access to the data in the non-volatile solid-state read/write memory 40 or
have his fingerprint re-scanned. When the verification is successful, the micro-controller
32 instructs the data processing unit 34 to retrieve the information stored in the non-
volatile solid state read/write memory 40 and sends the information to.the USB host or
to store the information from USB host on to the non-volatile solid state read/write

memory 40. The information that is stored in the non-volatile solid-state read/write

memory 40 can be encrypted by the encryption software running in the USB host.

The user has fo enroll his fingerprint bio-data into the embedded fingerprint
biometrics processing unit 20. In the first enroliment, the user will have his fingerprint
scanned by the fingerprint sensor 12, and the fingerprint bio-data will be processed by
the biometrics processing unit 20 and then stored in the access control unit 32. The

user must have his fingerprint scanned 3 times per finger to ensure an accurate reading




to store the information from USB host on to the non-vol atil e_saljd. st
read/ wite nenory 40. The information that is stored in the aog mgtfﬂﬁ
solid-state read/wite nenory 40 can be encrypted by the encryption
software running in the USB host. The user has to enroll his fingerprint

bi o-data into the enbedded fingerprinmt bionetrics processing unit 20. In
the first enrollnment, the user wll have his fingerprint scanned by the
fingerprint sensor 12, and the fingerprint bio-data will be processed by
the bionmetrics processing unit 20 and then stored in the access control
unit 32. The user nust have his fingerprint scanned 3 tinmes per finger to
ensure accurate rea Y 2005 11 of the fi ngerprl nt bi o-data by
t he bi o‘i?sfg%fw aﬁﬁg%frﬁeh@ewm'% E“@%?%\@Q $pB 20dbetabeing stefed date
control unit 32 U to a maxi nrum of 10 users can be enrolled. After the
first Jbsrachsseﬁ%m'élalt i Uit araxingem ot users caabe eacdlleds to the

information stored in the device, he will have to be re-enrolled. Before he
can be enrolled, the first user must have his fingerprint authenticated
first, and if it is successful, the subsequent users can have their

fingerprint After- thet firseruset lie cenrdllead, rif emotidrnisdr wanhtecks favs ddaessaoethas t he
first user. The enrolled fingerprints are further classified into 2

cat egorinfsmatiomssiéred ihi theeddVitd)t Be ANl RRER bbi RSB BefdRehbi dait bWo
fingerprints enrolled are naster
enrolled, the first user must have his fingerprint authenticated first, and if it is successful,
the subsequent users can have their fingerprint bio-data enrolled. Their enroliment

process is the same as the first user.

The "enrolled fingerprints are further classified into 2 categories — master
fingerprints and normal fingerprints. The first two fingerprints enrolled are master
fingerprints. The master fingerprints have the right to completely erase the device
fingerprint bio-data. The enroliment switch 36 is used to differentiate among master re-

enrollment, normal re-enroliment and normal device operation.

In accordance with the present invention, the typical biometrics verification and
system access time of the portable data storage device is not-more than 1 second, and
the biometrics enroliment time is not more than 1 second per user, and not more than

10 users are assigned for authority access right.



fingerprints. The nmaster fingerprints have the right to conpletel ar
the device fingerprint bio-data. The enrollnent switch 36 i sﬁjgeﬁﬁ iﬁgﬁ

differentiate anong master re- enrollnment, normal re-enrollment and nornal
devi ce operation. In accordance with the present invention, the typical

bi onetrics verification and system ggcess tinme of the portable data
storage device is not nore than 1 second, and the bionetrics enroll nent
time is not nore than 1 second per user, and not nore than 10 users are
assigned for authority access right. 2 5 MAY 2005 12 If the bionetrics
access switch 38 is set to allow the access of the enbedded fingerprint
bi onetrics E{]&%gg_si ng.unit 20 by the USB host, the access control decision
(a mcro-c PEISfriGepECess titah 88 it ket sliew e @ccess Bk emberdded
enbedded fingerprint biometrics processing unit 20 with the USB host. In
Lhe pr GEGRTPTING bIHRSTENS PEOCPESIRE SBH20 EoierldSE S65, e 80asSOBUPLREIFBNE her
with the device. The software enployed in this nethod includes the PC
access nigra-centrallen it 32xenaliles the BSEheonnectiambétweeni the @nbiedded Hingerpeing t he
present invention provides the platformfor further software devel opnent
and it biemetpics pnbgesaipgl uritedd avithdth@QIB Hosh Ui thed presartinvellich, taoPUSBcess t he

Go host. In addition, the non-volatile solid-state read/ wite nenory 40 is
physi cabhtfolpssesbed frvvidedasyethar iV 8idl dONYS| TR sbfvaralenffioyEINBY thigtO.
method includes the PC access confrol as well as the data encryption functionality.
However, the present invention provides the platform for further software development
and it is not only applicable to PC host but also available to USB-On-the Go host. In

addition, the non-volatile solid-state read/write memory 40 is physically protected by

epoxy to prevent physical removal of memory 40.

It is @ common general knowledge that with the advanced of semiconductor and
firmware technology, combination of the above processing units including fingerprint
biometrics processing unit 20, a USB Hub 16, an access control decision {(a micro-

controller) unit 32 and a data processing unit 34 to one or two physical units is possible.

While the present invention has been described by means of specific

- embodiment, it will be understood that modifications may be made without departing
from the spirit of the invention. The scope of the invention is not to be considered as
limited .by the description of the invention set forth in the specification, but rather as

defined by the foliowing claims.




It is a coomon general know edge that with the advanced of s Eﬁiﬁgﬁpéﬁb
and firmvare technol ogy, conbination of the above processingf1 [ 5

i ncluding fingerprint bionetrics processing unit 20, a USB Hub 16, an
access control decision (a mcro- contigller) unit 32 and a data processing
unit 34 to one or two physical units is¥possible. Wiile the present

I nvention has been described by neans of specific enbodinent, it wll be
understood that nodifications my be made w thout departing fromthe
spirit of the invention. The scope of the invention is not to be considered

as Iirﬁt.ﬁq Wsthe description of the invention set forth in the

specifica R ,- but rather as defined by the followng clains. 2 5 MAY 2005
13 CLAIM5 1. A portable data storage device with USB accessi bl e bionetrics
processor!- corfhMosiehle date slerrardgvice WiEh J1$B taasessiRler Plogatiics: pragessPluni t
and sensor, wherein the fingerprint bionetrics processing unit is

accessi bl®@mgXEEghal |y by USB host and internally within the device; a
plurality of non-volatile solid state read/wite nenories for data and

i nf or mati on stasr ambedded fingerprint biometrics processing unit and sensor, wherein the

fingerprint biometrics processing unit is accessible externally by USB host and
internally within the device;

a plurality of non-volatile solid state read/write memories for data and
information storage;

a processor unit for interfacing with the embedded fingerprint system, a USB
host and the non-volatile solid state read/write memories;

a data encryption or a data protection scheme for data and information safe-
keeping within the non-volatile solid state read/write memories; and

an enroliment scheme for biometric fingerprint enroliment.

2. The portable data storage device of claim 1, wherein user’s fingerprint bio-data
include master fingerprint bio-data and normal user fingerprint bio-data, and the
master user is able to erase the bio-data of both the master and the normal user,

while the normal user is only able to erase his own bio-data.

3. The portable data storage device of claim 1 or 2, wherein the authorization

access to the data storage is only by authorized fingerprints.
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encryption or a data protection schene for data and information safe-
keeping within the non-volatile solid ate read/wite nenories; and an
enrol Il ment schene for bionetric fi ngerg int enrollnment. 2. The portable
data storage device of claiml, wherein user's fingerprint bio-data

i nclude master fingerprint bio-data and normal user fingerprint bio-data,
and the master user is able to erase the bio-data of both the nmaster and
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5. The portable data storage device of any one of the preceding claims, wherein
bio-data for authentication of any unauthorized access to the non-volatile solid state

read/write memories is stored within the device.

6. The portable data storage device of claim 5, wherein the bio-data is

inaccessible by the USB host.

7. The portable data storage device of any one of the preceding claims, wherein
an enroliment switch is used to differentiate fingerprint enroliment and normal device

authentication operation.

8. The portable data storage device of any one of the preceding claims, wherein
the memories of the nonvolatile solid stage read/write memories are magneto-

resistive random access memories commonly (MRAM).
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USB host. 7. The portable data storage device of any one of the preceding
clainms, wherein an enrollnment switch i,g used to differentiate fingerprint
enrol I ment and normal device authentication operation. 8 The portable
data storage device of any one of the preceding clains, wherein the
menories of the nonvolatile solid stage read/wite nenories are nagneto-
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ACCESSI BLE BI OVETRI CS PROCESSOR A bionetric paraneters protected US

i nterface portable data storage device which integrates ge? y @Bﬂﬂﬁ
~interface with bionetric (Fingerprint) technologies to ens ata and
informati on storage within the device are secured with personal bionetrics
i nformati on. The bionetric processinggunit is securely accessed by USB

host to performvarious bionetrics functionalities at the control of
application software running in the PC or USB On-the-Go host. The

bi ometrics functionalities include fingerprint scanning, fingerprint

bi o-data generati on and encryption, conparison of fingerprint bio-data and
storing of fingerprint bio-data. The stor&'1 acts as a portable hard disk
that can only be accessed by the ARD th the authorized fingerprint

bi o- data and at the sanme tinme the USB accessi bl e bionetrics processing

uni t of th@\EOMETRI‘@SVPAR]AMETERSFFRUFECTE[DQHSB“IN?ERFA@E0“
software operating in PC host and USB On-the-Go devices (FIG S

suggested gr AR CB'SRTA STORAGE DEVICE WITH USB INTERFACE

ACCESSIBLE BIOMETRICS PROCESSOR

A biometric parameters protected USB interface portable data storage device
which integrates generic USB interface with biometric (Fingerprint) technologies to
ensure data and information storage within the device are secured with personal
biometrics information. The biometric processing unit is securely accessed by USB
host to perform various biometrics functionalities at the control of application software
running in the PC or USB On-the-Go host. The biometrics functionalities include
fingerprint scanning, fingerprint bio-data generation and encryption, comparison of
fingerprint bio-data and storing of fingerprint bio-data. The storage ac_ts as a portable
hard disk that can only be accessed by the ﬁser(s) with the authorized fingerbrint bio-
data and at the same time the USB accessible biometrics processing unit of the device
offers unlimited application for the application software operating in PC host and USB

On-the-Go devices

(FIG. 1 is suggested for publication)




