2 1 APR 2004 | NFORVATI ON AND CONTROL CONSOLE FOR USE WTH A NETWORKZ 1 APR 2004
GATEWAY | NTERFACE FI ELD OF THE | NVENTI ON The present invention rel ates
generally to a network gateway interface and, nore-particularly, to an

i nformati on and control console for use with a network gateway interface.
5 BACKGROUND OF THE I NVENTION In order for a conputer to function properly
in a network environnent, the conputer nust be appropriately configured.
Anong other things, this configuration process establishes the protocol
and ot her paraneters by which the conputer transmts and receives data. In
one common exanple, a plurality of 10 conputers are networked to create a

| ocal area network (LAN). In the LAN, each conputer nust be appropriately
configured in order to exchange data over the network. Since npost networks
are custom zed to neet a unique set of requirenents, conputers that are
part of different networks are generally configured in different manners
in order to appropriately communicate with their 15 respective networks.
Whi | e desktop conmputers generally remain a part of the sane network for a
subst anti al perloﬂg @ qﬂgﬁl ssi stants
(PDAs), cell phon ]? M‘tﬁrﬁg W@g@gmgi %S rﬁgﬁ" q%wﬂgcﬁlt abl e
conputers") are specifical § sport such,
portabl e conputers are 20 connected to different netmorks at dlfferent

ti mes dependi ng upon the location of the conputer. In a common exanple in
whi ch the portable conputer serEEﬂJhELéHi_éHEEB$E£ﬁ$ desktop conputer, the
portabl e conputer confl qur e

network, i.e., the RPLEEYY gguﬁgp&ga§9H@%&MBﬁ%%ﬁ@ﬁﬁggé§$&m aergﬁgﬁgiee
travel s, hoveygje parficulafly@hanfoafmidreandmyitrbbcansolecfot et with a detwoek ent
netmorks t hat connunlcate in different manners. In this regard, the

enpl oyee may eatewegintetfeceport abl e conputer to the network maintained by an
airport, a hotel, a cellular tel ephone network operator or any other |ocale

in order
5 BACKGROUND OF THE INVENTION

In order for a computer to function properly in a network environment, the

computer must be appropriately configured. Among other things, this
configuration process establishes the protocol and other parameters by which the
computer transmits and receives data. In one common example, a plurality of

10 computers are networked to create a local area network (LAN). In the LAN, each
computer must be appropriately configured in order to exchange data over the
network. Since most networks are customized to meet a unique set of
requirements, computers that are part of different networks are generally
configured in different manners in order to appropriately communicate with their

15 respective networks.

While desktop computers generally remain a part of the same network for a
substantial period of time, laptops, handhelds, personal digital assistants (PDAs),
cellphones or other portable computers (collectively "portable computers") are
specifically designed to be transportable. As such, portable computers are

20 connected to different networks at different times depending upon the location of
the computer. In a common example in which the portablc. computer Serves as an
employee’s desktop computer, the portable computer is configured to

communicate with their employer’s network, i.e., the enterprise network. When
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5 to access the enterprise network, the Internet or some other on-I ireAPR 2004
service. The portable conputer is also commonly brought to the enpl oyee's
resi dence where it is used to access various networks, such as, the
enterprise network, a home network, the Internet and the like. Since these
ot her networks are configured sonmewhat differently, however, the portable

conput er nust .al so.be reconfjqured jn 1 rder r r Qyni cate with
t hese ot her ng}e\/ﬁﬁmg”e’%?@aﬁ%‘?vef’ﬁh%m%%bﬁ? F%Plgt? i @ﬁwagc%%[}e?orned by the
user each ti ng;fdiait nefforROiHabBimaRIRItR différentandmess. de thie regad, ftlher ent
network. As w il be apparent, this repeated reconfiguration of the

portabl e conpemployes maytconngoy thepariable; commgarde theRgtworkimaistaingddy 3% one t o
. Th fi ti
capabi | i 165 SRBHATEes CPRIEERME Rk (PR RO Wkalein opder

technol ogy (179 ade@ss thY entbpride nefidiledh® Intkitiei @chofifeadther dhalimndervipp| Toat | ons
No. 08/816,174 entitled "Nonadic Router”, filed on March &:F%H 1997, .in the

nane of i nvenportablShomputer is aigo commenly brasighbin thaemRinyer's ZERcqphere It
09/ 458, 602 entitl "Systens an 0 . My henti cating
and Accountin§ %g?%a%ﬁ%a&o?sg%gvﬁ%%%? h%ltft%glF %%ﬁb?gag%tmrk Usi ng

a Gateway | nt gefasiR the Intbaet £ the iRebSIncO thesd 8@i8r neétworksheze penfiguéd | nvent or s
Pagan, et. al., a Universal Subscriber Gateway (USG deyice ha

b
devel oped by somawhst differentipthowexer, sheepoptablefgaputd| 5 AP Fr:?‘}?é‘%_ggﬁ%ﬁgﬁee
of the pgﬁ’zgnfo {%ﬁﬁ%@g@@& cTrgxﬁ}uglch{ee\Q{tﬁ tftke B@EPE%O}IQ‘?%%:?&H&'M lons are

expressl erence as | y setforth herein. The
gat eway i nt er LagRgaativeR petformed bytherdseiceach tinveatbat the pofieble sempatabiscr i ber to

a nunber of networks or gther online serﬂaces. For exan%%r t he gat eway
i nterface cancesnestedds adiffercatmgfwork- tAewWill be appesnt thisden pri se network,

or other net : 'ﬂo’?ﬁ |6 is hét hitd 9Mle COnsRHiNgG, Mt BS @
gat ewnay, thevg%wuﬁbgr?&ae e aBlt%?r?éilcaﬁy é’%?‘? to a 30 hos%, i n order
that it may cefsapronatoeerirs. iThéwrecoefigumatiompriocéduramateren be beyond ghe

transparent both to.the user/subscriber. an he new net. ..nce the
gat eway 19 nt ercPRRRIHESOTMAYHSEISAr &R V‘oiﬂﬁ’ﬂt%dﬁ?ﬁcqlﬂé’yﬁrsselﬁ?&g&ﬁgg, t he host

can comuni cat |8 o 1APR 2004 the new network, such as the network at
a hotel, at héﬁ%wog%gyz(%ﬁjor%‘grt, or any other location, in ordEr t? access
ot her networks, suchs desctibed bnbaitpd StatesRatens Applieations fisx 08/816,174 entitled

"Nomadic Router", filed on March 12, 1997, in the name of inventors Short et. al.,
and U.S. Patent Application No. 09/458,602 entitled "Systems and Methods for

20 Authorizing, Authenticating and Accounting Users Having Transparent Computer
Access to a Network Using a Gateway Interface", filed on December 08, 1999, in
the name of inventors Pagan, et. al., a Universal Subscriber Gateway (USG) device
has been developed by Nomadix, Inc. of Westlake Village, California, the assignee
of the present invention. The contents of both of these applications are expressly

25 incorporated by reference as if fully setforth herein. The gateway interface serves
as an interface connecting the user/subscriber to a number of networks or other
online services. For example, the gateway interface can serve as a gateway to the
Internet, the enterprise network, or other networks and/or on-line services. In
addition to serving as a gateway, the gateway interface automatically adapts to a

30 host, in order that it may communicate with the new network in a manner that is
transparent both to the user/subscriber and the new network. Once the gateway

interface has appropriately adapted to the user's host, the host can communicate via

22



online services, such as the internet. The transient user/subscribergapgd
nore specifically the renote or laptop 5 user, benefits frombeing able to
access a myriad of conputer networks without having to undergo the

ti me-consunmng and all-too-often daunting task of reconfiguring their host

I n accordance with network specific configurations. From another

perspective, the network service provider benefits from avoidi "Qp-site”
visits and/ or'S‘Fé’EWrﬂeé‘é(?rksﬂﬁb@?l‘hec‘gqq”grkf;&hqﬁeﬂ&gg}e’ e arl?%lr} hgﬂ%‘g ?c{ger
properly re 1Q oo iQuider fg{ﬁc&@][oﬂﬁli’ Bt PR Yh@ as thé ehteipyist askvcek, orloiger

gateway interface I's capable of providing nore efficient network access
and networ k nenlirtesseanicss, sushtahthe inweretsubscri ber and the network operator. A

t i nterf | I i nst | i | di t ib
B oadband net wor k. be Bednent deerFen anf aRs e kb B e SUBRER) 7T

15 instances e WRBRsSrdis BEink 3b 3D 463 niirial of ebMPuebhewotksavithiut e
network access and |evels of "service in the npst cost-effective nanner.

Cor r espondi nghaving treundgegoatheyinientonsiming 2adrillioetofign daunting tagdsok he

capability to be able to offer. the .userlsubscriber . | £ f t
service, routTs%gn ‘%fHH’gt}g?’FLﬁﬁ ip AGCOTIATEF St ne yorlk\ﬁgf/mg?g%(@#%?tg%mt %?a&{r}ermte
user in a hot ghotREVderPREMRL HEMEWEKI seivice previder bendfitsshihif arbidiigoiontsite” t he
duration of their hotéel stay while the user in an airport nay desire a

networ k subscwisits andfof ehnierd suppost adls fiom theaiser Whg svaabls to prererly e r

schedul ed, fli ght. departs.. Additi onal . | | evel
of servi bg%‘bf&%‘gﬁﬁé’ﬁm}ﬁ&ﬁm%%éewn‘é“sgfﬁ%ﬁ ?@eﬂ%ézgg@ﬁ% Erﬁﬁ%%gét: raB}elower
dat a transf er of ploRfding MoFe €bfidivnt Betwbfieactssrand wleseork heaintehandego #ecessi ng a

network for the purpose of 25 view ng text nmay desire a | ower bandw dth
servi ce | evel usdrisubsepibesandibe pefyrk PRYRYF- needs, however, anot her

user/subscri ber whq i kng - WL St ey 0ssrRibiepe oadi ng
files may desire a(}hﬁ‘% ‘ggf%z%ga\r}mgéfﬂ&ggrw cgﬁtﬁfel\lllﬁg‘(’:la%tﬁe 5f transferring
data at hi ghebrsudegstbnetddik ddceszahdtycan bh eailve¢diortke sser'y needsprlowadyr benefits

frombeing able to offer 30 various service,. rouyting and billing options
to the ud2r/ simssacehiie remotesiseids Fﬂ@cer%"é‘l"(‘ﬂﬂ?:gel&g aslgirt?%ﬁ‘ﬁ"?préeé‘agrka%aesgri ci ng

B ki L S
2004 1 -gat-eway interface administrator desires the capability to be able to of?cr the
user/subscriber numerous different service, routing, and billing rate options. By
way of example, the remote user in a hotel environment may desire a network
20 subscription for the duration of their hotel stay while the user in an airport may
desire a network subscription for the duration of their layover or until their
scheduled flight departs. Additionally, a user may desire a certain level of service
based on bandwidth concerns and the need for higher or lower data transfer rates.
For example, the user/subscriber who is accessing a network for the purpose of
25 viewing text may desire a lower bandwidth service level that meets their particular
needs, however, another user/subscriber who is accessing a network for the
purpose of downloading files may desire a higher bandwidth service level capable
of transferring data at higher speeds.
Additionally, the network service provider benefits from being able to offer
30 various service, routing and billing options to the user/subscriber. By offering
service at varying speeds and pricing scales, the network service provider is able to

minimize network congestion, i.e. not all user/subscribers are tied to one high
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4 speed (and high cost) service. Lessening network traffic is beneficfdlAPR 2004
-for attracting new subscribers and insuring that pre-existing subscribers
O%T_Q@b@zsssaﬁ USFrop-isTOFT OfRban economi ¢ st andptsd k44, 11 di f f er enTTHt e®i08814/i1d8002854 1

qual ity and usage based pricing will pronote the use and depl oynent of

br oadband network access and enhance t revenue nodels of the network

service providers. See for exanple, "Billing Users and Pricing for TCP"

9272 | EEE Journal. on Sel ected Areas of Comrunications 13 (1995) Sept. No.

7, pages 1162-,11/5. . E I alsy. ' gﬁsﬁfﬁi lnfe i or

i nd!ov?duaﬁpeﬁél&a’%‘ggiﬁﬁﬁgtb SF&ECSFUCLF %%ﬂc%f’l ons, ?ﬁbaﬁggﬁﬁgﬁﬁﬁ%r is no

| onger ti gewlsanstriberl apddheurhiy thitigeesizdng subshrbers famanastauagioe | evel of
service quality. Flat rate pricing and single |evel gervige ality
consunes Framgenccerpmicstandpaint g W“H%‘P&W"G@B '8y é‘ﬁ?ﬁsﬁ%&f% heavy users,
and hi nders it he ..di ' ' ] r oo et wor k
access. ABBF‘PS&HQIH@’,%%F%@%%%P??{I%)%G%?83??1033 gi ﬂ?‘g?\t I at ggqggrvi ce

qual i ty apfhiigads leesmt pod«i nfiheartvek savixmrevdiys. Seefrdxagpithese

f d d dd Lcall h ; Kk i on.
e s o s ey ke T s SRS slest Sedlgbyer ¢ sessi on
quality o o%?rﬁﬁﬁsﬁda@ﬁgﬁggéq)%i%@?ﬁﬁage@ 1162117 9,3 anekiien k

1795,
envi ronme see rnet Acces_s: VWhat We Learn From | NDEX",
| NDEX pr ojdesckibespilling ¢89s fik Gndlridapl TCP $essions9in such applications, the

docunrent e PRTIPEIIHEY SLE AT SR e E Mealis et S BBy | (1%

herein. | RejePdP¥erdick 4RhlityA Foat- irlgpdavikie bivehiekviogquality comsuems it s
even nore advantageous fto provjde these service and billi options
dynani cal Irgsoutees) reqines light ngbvork 85S¢ FubEidizedhedliu HERES: 2pd Fe, billing

rates, seryice.routi s ' | cb&@s aAddiuenaly,sRssi on is on
goi ng. Thidéssﬁﬁl&'agégIo?g‘\r/lvdﬁéaa[}ggrofgﬁagcr| Q{eeF\V?fgﬂge billed at }(r)ne rate while
downl oadi REilithes privide differeniinediseivice qualitysandhisegs PAgeAPRENE CabBE - ef f ect i ve

he. dynanieBbRRRE Y RPViLHIEmER fe e a3 Hefpanp K PR Brongd b 02, Y
change senyiEsndrufl SessibnbFbT & ipre détaileddisdussion ofitiemeedita prowidet t he
differentiated quality of service and billing schemes to the broadband network
envirorment se¢ "Providing Intemet Access; What We Leam From INDEX",
INDEX project report #99-010W, April 16, 1999,
(bttp://www.INDEX Berkeley.edu/reports/99-010W), R. J. Edell et.al. That
document is herein expressly incorporated by reference as if setforth fully herein.
In today’s fast paced computing and networking environment it is even

' more advantageous to provide these service and billing options dynamically,
allowing the usex/subscriber to change, for example, billing rates, service routing
or bandwidth capacity while a network session is on going. This would allow the
user/subscriber to be billed at one rate while downloading the data-intensive file
while choosing a more cost-effective billing structure for the less data-intensive
activities. Additionally, the dynamic nature of this process would allow the
user/subscriber to change service levels or billing rates wirhout the need to exit the
network and initiate & new log-on procedure. In effect, the user/subscriber benefits
from having a more efficient and less time-conswming means of altering service
levels and billing structure.
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network and initiate a new |l og-on procedure. In effect, the user/substtippR2004
. benefits fromhaving a nore efficient and | ess tine-consum ng nmeans XLE
_H e i Cq gulapfel S d billing structurg.«/REPLACEVENE. _ 0028541
O?O%E.zgggoggﬁ%l qlmﬁ AggP‘Lde'rB@; make the user/suggé#fﬁe'r consgrrﬁﬁg&ﬁ%é t hat
these diverse service and billing options exist the gateway interface
adm ni strator needs to be able to provﬁﬂ%/the user/subscriber with
real -time information pertaining to the network session(s) that the user
currently has on-gqing. The, gate adm ni strat or REPLACE PAGE 21 APR
2004 woul d beneﬁqmﬁﬁﬁ‘%‘éi‘hﬁmﬂ\é\ggsﬁﬁ ifrWFta’ét?X e gﬁﬁé‘ﬁﬁ BFM¥Ser with
constant of_ .} ' : : ghivEKatsessdosbeurrent |y
on- goi ng, %ﬁgb%ﬁ@%ﬁ?éﬁgﬁﬂﬁoqﬁﬁﬁggﬁgg@gﬁg gF&?ﬁgabandmﬁé?h_cur?ggtly bei ng
used, the dbleteeproeidetiy esr/sitstriberwath teakbumedsfoshasionaqertamingiothet her
information related to the current network sessigp. ée&g%this manner, the
user / subs dFGTHRTK session(Lthatthe hsgT qurep MY e &nd " 78K&the appropriate
adj ust ment goli@idddrdi I 1 i ng structure and/or service levels related to the
network sessions that he or she currently has on going. The user/subscri ber
may choose to stop or shutdown connections (and thus billing) to those
networ ks not currently being utilized. The user/subscriber nmay nonitor the
duration of the 10 network session and determ ne that a | onger subscription
is necessary or the user may observe the bandwi dth currently used and
determ ne that the current application warrants an increase or decrease in
bandwi dth. The ability to provide this real-tinme information to the user
is especially inmportant in light of the fact that the typical, infrequent
gateway interface user will be unfamliar with billing and 15 service
structure and, particularly, the capability to change these features on-the
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fly. Fromthe perspective of the network service provider, the abi 'it?“tﬁ’PR'ZﬂUfa

offer flexible service quality, routing options and billing plans
ultimately can lead to |l ess overall network congestion. The current
br oadband standard of flat rate billing and 20 one-di nensi onal service and

routing options force the network service provider in to effectively
transmtting all ,network data a X1 mu andw . . | t he
congestion vvi‘F‘P\‘?lﬁ beR ‘tré’ﬂ}\/g?lﬁ‘,g_ak’ﬁfre[g?é?‘(}‘?gc@eﬁfgésﬁhgﬁﬁb:%}s(déﬁlscgﬁ o accommmdat e
mor e user/ subgerinResnt 448 Qlelatlre_a\té 3R dchas® sessRirseulenty bepsing the daratiphef

effective network. The ability to | essen congestion i s even Sgtglre appar ent
At haye

i f the networtho@sessons, the lmndwidie cumenilydieirg usedethg supmber akbyte
capability to nake changes,to the . servij. ' ' i ng
structure whi e&“ﬂ?@“?@ [ AEe rrsnagﬁgé%‘{%%'.t& M151(5351’1@'1[:& #%ﬂr%vﬁﬂﬁe%&ﬁdf fering

di f f er entsi at e} Hidahdrinér, the SRENIKEribEMHAS tiROcapability ol mowjtdriaad nedely k ser vi ce
provi der may be able to increase the vol une of user/subfegg]‘igbﬂrs essi ng

acc

the network. @prépRiCaustBlemsrRhedRINASUNRVENAIAN SERECT Felated $QRE on
conprises an informati.on and contr t i ihsetiBergRayt hr ough
a gateway i nt RFVHSSHAUS %&ﬁéev\%rysthlenpg‘rg ce sleoél é;bgl?)%ib?}ée g%%ﬁsgﬂgé ar e)xnt ly

connect i ng t hgydssetd aupsestiviiiv eonidttiong (Endthtsbiilusg)wo thmsenetvrosksedd 5 to
reconfigure the user's host conputer, The information a@:‘j’{]‘_gontr | console
allows the gacwvenflydemgntiizeds dhe usarisubscriberiaey BopjPt e sufiog st %lel SP)

and/ or plicatiaon seryvi r.ovi SONL R deBadsartyl gFehd Wepr mat i on
to the ﬁgerlg%é’gffegélppaﬁﬁg&en 18g%%t%ﬁ$egg€?sgégﬁ?rg tﬁe Sgﬂgr in the

i nformati on apgy ¢b9dve te tRadSAltE coryntlyaused end dgtemhing ¢hat tifeottmeent on r el at ed

to the current network 10 session, the current |pcation, of, .t.he .''S host,
user - speci f i cappliratipe wapzpats an ARCSeasq Of ?Frﬁffset"i‘\garf‘f”}?ghl‘T i '&B?tgﬁg‘ég?ber
can then act %S RS %gﬁ&ﬁﬁ;%fzﬂscrqyéh@%e LigBY indpsian aelighefinefaor tast of a

current network™ sessi on. Irtironally, t intormation and control console
can provide f g typicel, iFftéquentaratevaydstrace nser withie vpfamilipowEh olipe 8t i at e

links. In many instances, the i.nfor i on ..Drovi L pks. t 0
i nf or mat idn mASTVEE 59%‘6‘?-’!%‘7:%{:PW‘E“W%H&?R%@@%@%%itgéseg%]awﬁ%\%\fﬁ%w for
t he user-specif.jc data can be provided by the network service provider

(i.e. user profiles in the network database) or through direct us I nput s.
From the perspective of the network service provider, the ability to o?frer

flexible service quality, routing options and billing plans ultimately can lead to less
overall network congestion. The current broadband standard of flat rate billing and

20 one-dimensional service and routing options force the network service provider in
to effectively transmitting all network data at maximum bandwidth. By lessening
the congestion within the network, the service provider is able to accommodate
more user/subscribers and provide those user/subscribers with a more effective
network. The ability to lessen congestion is even more apparent if the network

25 service provider can offer the user/subscriber the capability to make changes to the
service quality, routing and billing structure while the network session is on going.
Additionally, by offering differentiated quality of service, routing and billing the

network service provider may be able to increase the volume of user/subscribers

accessing the network.




The information and control consol e provides the gateway adm ni stratz'c;re‘PR 2004
the ISP and/or the ASP the capability to provide the user wwth limtless
forms of 20 information and networki ng options. For exanple, the gateway
adm ni strator can provide the user with network session nonitoring
information, or it can provide for marketl ng capab| lities through
advertising nediumor it can REAYVEGR afhyni strator with a
means to poll or survey users==Hie+sSP SP~can provide the user
with user-specific ﬁ}férﬁ&teﬁﬂnq&m&tdoﬂ%rﬁéﬂmﬁﬁwﬁﬁamnmgd coritoml msodmthgasor
various service delivery platforns hese exanpl es of the .t

i nformation tadefinisteradrtheughaigetevandntetaes: dhe &aieugy antgefgce s g&agbe @houl d not
be construed as The i nfor I ned

cont 1 gur ed by et ETectih b Lt AP B3P Bl RS S Bu

user/ subser i bgg ¢ @nAEMEitHEuRr'IhER copuRt.y ThE infordaionani sontrd@onselone

enbodi nent of the invention an informtion and control,c Ied/| S provided
to a user/subsaéllowsehegmqbwauga@‘nﬁéﬁrﬂ@(r%h%é‘§§¥f’6h5°r‘liﬁ%1’7°r’(f‘3?fg@)385 ghd control

consol e may include, i nformat i { GhEBhfoRhatidh togBPONse to -6
21 APP 2004 cﬁprwp&wgﬁceﬁroylﬁg%nﬂ Itgg%vtl Ileggti@way adm ni strator or the

subscr i ber/ usgser/ddbscrifeny The sifamedion }irbhﬂded\fdlhe'aserom thetinforingtipn and ded f or
in the informati on and control console will be ser- ﬁu(gc'f'ect d%grk
assenbl ed fr orrontret cqnselimassbe weerraRamfiodniRTEHIR & ats 1G e Lufep

3:2” :33 ;: Bgﬁrﬁ %?Ig%%cmcr})? 1dfi 5'%% (ﬁghrts%gt bSerRpOMEE pEbIIOtype t he

ein orna | on and contfol consol e may 1 ncl ude

moni toring ofinfdimatieh vpthe 1ikes hemserfsabidribgr sur thery aﬁgmtth@dm eFovadasder i ber,
user-tailored advertisenents_ a

nf t h
srer Lol et SUCrt e e o e Sy o L el
appl i cation s ew#rﬁ’ﬁﬁlgfl Q44 dtr IcHns%T@f&ﬁeﬂ’roﬁH@Q&' 1ﬂﬁﬁ&naﬁ6n bhfccpdsae ent

i nvention the intornmation an contro 10 consol e may incl ude network
moni t ori ng at t inifétaiation shrohglaapproptéate links. g many ingfanctsy the FderMalions)

currently in-use, jdentify e duratlo SThEWadiENt |y
in- use, ]iSdentP‘P?’} leﬂéﬁg%ﬁ‘% TR RRY %,usg{}ngFb%(nﬁ orklgﬂsg}a‘mfllc
network sessi of qodu GG id Yid\Get-Bfecid dRNE tided bbﬁl\eemetweﬂmemcb and/ or
sent for a spec I'c network session. It is to be under 8 %WH‘&
skilled in thepaviderdi. &@mhpmﬁlqshnﬁlqmmwwwé@%‘ iregt pSETABRYLT -y bl e
useful information t[%'e%gtjongat}o% atng tontrol console provides the gateway administrator,

the ISP and/or the ASP the capability to provide the user with limitless forms of

20 information and networking options. For example, the gateway administrator can
provide the user with network session monitoring information, or it can provide for
marketing capabilities through advertising medium or it can provide the gateway
administrator with a means to poll or survey users. The ISP and/or the ASP can
provide the user with user-specific targeted marketing and advertising information

25 or various service delivery platforms. These examples of the types of information
that an information and control console may provide should not be construed as
limiting. The information and control console may be configured by the gateway
administrator, network provider or user/subscriber to provide a wide variety of
information.

30 In one embodiment of the invention an information and control console is
provided to a user/subscriber during a network session. The information and

control console may include information and links to information in response 1o
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current network session coul d be displayed to the user/subscriber in 21 APR 2004
mul titude of conbinations as defined by the user/subscriber and/or the
gateway adm nistrator. The gateway admi nistrator will have the capability

to dynam cally change the information supplied in the information and

control consol e based on many factors, 20 including the |ocation of the

user/subscriber,_the . praofjile of,the user/subscri : ndi 1 11 ng
scheme and seFWft%‘r?té‘g'e??th‘f HWLPY Q?foga%’e\?éye%zl |S%ﬁ{r nggtsﬁte)gbglrb gg’g%t? it
i nvention a nRidaQGndishces ANd BEskmation tieaieproiiiat ifwdintthe imforatation land sentrol

predefined information during an ongoi ng__net wor ki ng ?\%;Si on. The net hod
conprises of tomsobt wpkbeowseespesific dain aspembigshfrem wer pefiles ke s to a

user's host through a gate I Nt er.f t. h I{}gmq f ;
transparently i‘}'ﬁﬁgﬁe@ﬂ? 80 %ﬂb%f usleﬁ%sgﬁg?rhlgsé%qg??ierrenti)tﬂ)%fqh %tgzlbffbgg}eg o
networks. s n jangessitadipgia thfitformatien a1 cnay! cotselefmaeinbsle gramtoddg

access to the host the gateway_ interface communi atrigs W th ﬂat abases
associ at ed wi ofithemetyorkenssion, palingfsureying he UasTFRE PR SYFALYE ¢ data. The

user-speci 11 ¢ Jolfsdidnd O MASHRSH of Ytk LA RL Bl fitie@By the gateway

host - | ocati on- user-specitic network nonitoring information
or the like. TRirsnivefbr, SiResdtivbk ptatvider snd/drethe ap@itation sereine grovadasr mat i on

and control consol e packets at the gateway interf.acgl_,ﬁ.\l/_\‘gi ch..are %hoenn 0zent
to the -7 21 APR 2d04ngiber ersbediment ofithe presetiRys AR DA EBHEPST 2RG AT

ot tor QP ¢ naone Ry e o R O e e e i 11
conpri se dat a defRérkisgsticids) currefitly @l-adepitientfyang ﬂsdwgioprqupp@quﬁggiqglﬁ osen
User dasi T o5 FEEBRy o1 vaydeTERE T ARG TEa e Sa kPR he
BRa Nes. i gur B e A R Bl et om LDt | ncl udes a
gateway i nt erfopaspéodfic nettvorkasdssiah] It is tribé gndersigods by thnse siilled épHS A EPs t o
onl i ne. saivi ceshichaibengon iy Bar | GEEFEHE APy dRIARR tGolhe R dET
i nformation angd PRkt &R58ALESId DelispiaRddafeuset/fibsadbes ibadiulttde of t he
present invention. Figure 8 is a flowhart diagramof a net Hod | Ol or.
comuni cat i ng ¢ambinations as defined by the user/subscriber and/or the gateway administr
The gateway administrator will have the capability to dynamically change the
information supplied in the information and control console based on many factors,
20 including the location of the user/subscriber, the profile of the user/subscriber and
the chosen billing scheme and service level.
In yet another embodiment of the present invention a method is provided
for communicating to a network user predefined information during an ongoing
networking session. The method comprises of the steps of establishing computer
25 network access to a user's host through a gateway interface that has the capacity to
transparently configure a host to meet the requirements of available networks. In
one embodiment, after the gateway interface has granted access to the host the
gateway interface communicates with databases associated with the gateway
interface to determine user-specific data. The user-specific data may include user-
30 profiled information, host-location-related data, user-specific network monitoring
information or the like. This user-specific data is then used to create information

and control console packets at the gateway interface, which are then sent to the
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networ k user data during an ongoi ng network session, in accordance vviﬂmam 2004
15 enbodi nent of the present invention. DETAILED DESCRI PTI ON OF THE

PREFERRED EMBODI MENTS The present invention now will be described nore

fully hereinafter with reference to the acconpanyi ng drawi ngs, in which
preferred enbodi nents of the invention are shown. This invention may,

however, be enbodied in many different 20 forns ﬁlnd shmﬁ c{g}gﬁ%}dbe
construed as lisersthest. tThetihformationiandseantrok eansplsrRagk e rearh ey , these

enbodi nents are provided so that thi LScl Y] 1ghheand
conpl ete, and &fP rPteflﬁf‘j’Waté% 9 hgi éoé%%%gg?%ﬁ%"%bgg{gﬁgyﬂ&?hose skilled

in the art. LjkemAdiaidcontbBlonklet ilecahprimndasa thiat typisiabinis refeddetorsi ng now
to Figure 1, the conputer network system 10 that includes g} l25 L&%ﬁiﬁo\lx\@y
interface 12 iuserqpofileetheichossndullingisehprag thephoseniravies Ryah He 196q
systemtypically includes a plural]i Afbnidedtned pe@mentiethe onput er
net wor k ysté’?#’f“}hB}?r‘ﬁgréﬁsgesg%ﬁcégﬁgtg}éggﬁieggg% er rqetwo?kg or other online
services. For a@@@dﬂd&ini&ﬁﬂoﬁ&sﬁs&ﬂ%@mﬁ&rpl ugged into ports-that are

| ocated in di fgl‘erent roonms of a hotel or a nulti-dwelling residence.

Al ternatively, the hosts can be plugged into 30 ports in an airport, an
arena, or the like. The c EhERERIETTON Y THE DRAWERSGS -8 2 1 APR 2004
gateway interface that pr cess polnt between the plurality
of conputers and tigundr is @isockalidgramsof@rcootpugsr systemrthatdpelyqescasgatanit

commonly, the gateway interface is |aocated near the :jvely
| ow position iinterface fasmaptamaticallnsonfigurigg ope PF MQLt Wlf(uhgt?}t& 8%@%%?&%/\/@

interfacgqoll ; A 1 R8BI ot bhiind/sirticesesi dence,
ai rport, elgt C. )mggﬁ%\%?,g’ﬁgﬁ%&g‘g?gﬁ% Interface can be |ocated at hi gher
position in the oveFutes2etMareilustratictsnferasiounexamples of iPOIMANRH apr esence

PoP) within a Network erating Cent.er . | hough t he
éat es/vay i nt erf%@%&@sﬂggp‘ﬁﬁ?‘?f ey %ﬁbﬁg%q%cﬁ%ﬁﬁhgﬁﬁéﬁgﬂm 1t(:ishi gns,

the gateway int e”aﬁf‘%&é’@is@ﬁﬂwcﬂaﬂ% oF aGAEhbO fdrasonmamthicatimgrtory devi ce
10 in which software s stored that defines the operational characteristics

of the gatewayetwatlendeadeta daring an angaing petwosk seFaI0BWERNACLICARGEIKE B2 be
enbedded within _ anot herf etm%.deevii%e, such as the access controller or a
router, ofd t hee@bpaentof A RIESFEAPYRUPhe functioning of the gateway

interface can be stored on a PCMCI A
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention now will be described more fully hereinafter with

reference to the accompanying drawings, in which preferred embodiments of the
invention are shown. This invention may, however, be embodied in many different
20 forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.
Referring now to Figure 1, the computer network system 10 that includes a
25 gateway interface 12 is depicted in block diagram form. The computer network
system typically includes a plurality of hosts 14 that access the computer network
system in order to gain access to other networks or other online services. For
example, the hosts can be plugged into ports that are located in different rooms of a
hotel or a multi-dwelling residence. Alternatively, the hosts can be plugged into

30 ports in an airport, an arena, or the like. The computer network system includes a
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card that can be inserted into the conputer in order to autonatically 71 APR 2004
reconfigure 15 the conputer to comrunicate with a different conputer

system The conputer network system 10 al so typically includes an access
controller 16 positioned between the hosts 14 and the gateway interface 12

for nmultiplexing the si gnal s received fromthe plurality of conmputers onto

alink to the at ewa erface endin ich the
hosts are co dn h@roé{&%?%pa@oaﬁfrsgl HR%‘*‘%”%S"“%%@“%%Wm |l er can

be configur eci:o'rrﬂ::u@érgBﬁf%tvanaﬁd“ﬁ@{vﬁrks@roﬂﬁxaﬂﬁheseﬁlb& ddoawrmmrﬂy,dhé er can
be a digital scriber |line access nodule (DSLAM  for gnal transmtted

via regul ar t@t@yﬂmn’eerfamtsslocaicti:m therasts at@nalamb'é?\@ﬁaw& TS itted via
coaxi al cabl es, ess Ss, p it ed via
a wirel ess netiis °°é1'%5é’BF ﬁ% t@ h&ﬁ%ﬁ(%yé%gg‘%%ﬁwﬁé‘@%% tch or
the likes As @k $8teb HRYN-init resigbice, d;rpdrhetcgorlﬂmﬁ/@rer a6 pataway ypertae lcgn

I ncl udes one or nore routers 18 and servers (not shown.in qu, ﬁ ) of

a plurality dbe boatpduamhlahcxvmsk@nzoﬂmowﬂbvetwmlﬁ FRICREE SPceRs B33 e the
co ter m h t t
o have x° driseite Sty diRl Gpanlil CpbRLOR0C) Nk, aiR B DYRLET

arranged i n SANRodh the gét@fwﬁfﬂirﬁ@fa&e&:&hlberphysicaibchmbadw(hmpnumdlﬁpmny rout e
traffic to and fromthe various 5etworks or .ot her i ne, servi ceé%vél nthis

regard, t he gfaskinny thegasewaciatarfase Saneally 1nelindes 4 gqpérg r 4044
g[e); Se;g 4 zt %&ﬁﬁﬁﬁéjﬁ% is &toreﬁi%& 'de ﬁ&satﬁll:' Egrahbfm%hm%ct%ﬁsﬁg%ffﬂ@4 wi t h t he

ot her I'ne service providers, such as
i nternet ser V%ﬁ@w@f ANreiReS Amﬁmdelypﬂn gatevaglibeciacdenn be eebedded ythinThe
gateway interface 12 is_ s eC|f|calléwdes%?gned tgeﬁada pt tto € softw
conf i gur at i onansitheretwerk detise)ygh &s cpRZOLsH Oh 2TREEL ShhtT St frwars wor k

system 10 5 {1}%11( Sefﬂf]eg}[aﬁéﬁl})%m C%?f th2 daR¥a8 Hhtelflcd @ besisied bhaPGMGlA he

conmput er netwo typl utef network that enploys dynamc
host confi gur mmtmmwmbnwmhemmputﬁemarderw aematicaliygeconfigited t o

the conputer that is |o ng ont ter t hr ough

comuni cht i onthf oAV t gg f@%&%ﬂ%‘g&ﬁaé‘éf%%COﬂR@g’%ge?’\% ce can be provided
by an external DHORys@b¥BhteRfieiork Sysich 10lspreppicaldinbbndanari fcesst er nal  DHCP
server located in unison"wth the gateway interface. Upon O%ﬂl;l gg&thelr

web browser ocostrdliEr b pesitivteshipativeen the hasts d4 ang lﬁheo%?‘?‘i"%m?é

multiplexing the signals received from the plurality of computers onto a link to the
gateway interface. Depending upon the medium by which the hosts are connected
20 to the access controller, the access controller can be configured in different
manners. For example, the access controller can be a digital subscriber line access
module (DSLAM) for signals transmitted via regular telephone lines, a cable head
end for signals transmitted via coaxial cables, a wireless access point (WAP) for
signals transmitted via a wireless network, a cable modem termination system
25 (CMPS), a switch or the like. As also shown in Figure 1, the computer system
typically includes one or more routers 18 and/or servers (not shown in Figure 1) of
a plurality of computer networks 20 or other online services 22. While the
computer system is depicted to have a single router, the computer system can have
a plurality of routers, switches, bridges, or the like that are arranged in some
30 hierarchical fashion in order to appropriately route traffic to and from the various
networks or other online services. In this regard, the gateway interface typically
establishes a link with one or more routers. The routers, in turn, establish links
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gateway interface will direct the subscriber to enter some formof an{ APR A0k
i dentifier such as their ID and password. In an alternate enbodi nent of

the device, it is anticipated that the gateway interface will be able to
automatically detect this 15 information upon connection of the conputer to
the network or any attenpt to log in. The gateway interface then

determnes if _the,subscri ' Lt : 3 Udieas system

the | evel of a¢ e@%s%wngfg?%ﬂﬁgﬁ%t%?so r%;ﬁé%r\?)flg{gésjg?gmé ?ogklld\?ﬂreé subscriber is
entitled accongimgt fepvidd prividess) basedtipon theftubkailieratelectiand  Accounti ng

AAA) procedure. For a nore detail ed discussgjon of e rocedure see
{J. S. ) Pgt ent prl i cdthe@ateresy 1@"811“8!%1,21?&13%&%?&5@?‘%& a‘%ﬁ\"ﬁ@%‘? i on llilo
09/458, 602, bot Hfbgje%gééénrfé‘ééaeﬂﬁgt}@h%ségga%mé%&%%é SorhEtetwork system 10 he

assi gnee of t 178 i nvention and have Deen previously incaorporated by
ref erencesas iif aseinherthht it tiahspabent e the sibscAber andrthe compiecretverka [adbabase

of subscriber records, may be renote to the t eway i nterf. K the AAA
dat abase 25 ndypisd cpmpYieh gFRYask that emplays dmﬁ%&gﬁt cg}fpgg aﬁ‘%?]% P‘ﬁ%él?sli ng the

gat evay i Nt er {efp) SRSUTLAT LilbestilB:sHRAGS RS thacr et RUERganichted and

has aut hori zati'on, ‘the  gateway Interface typically presents new
subscri bers widohpateh asevgrRgecogh comhnuicatigrawsh thergatewaydinterfece sTha RS ot her

t hings, the online services o, other co ne rks : sible
via the gat end§rieh ‘@beSd’é‘."_"Flﬂ{ _5366‘? W&W,amﬁtﬁ% e‘?‘é‘é’é%%@i’é@% %@%ﬁ?t he
gat eway gt er ;a6 ¢ ﬁh@ﬂi QU B8 0 LI REdRrwitie BR gdicvaytifierfact. r@pdn opeaingnet er s

or settings that w govern the access provided to the particylar
subscri ber. Asheinsieh brdwseyat ethapwiselatiemMEingto GECESHAN PBAPE STVIACE t he

paranmeters or -10 21 APR 2004 .ot her setti.n | ' : rvice
accordi ng to tSFYAYIRITIAEY MY dHﬁ“Bﬁ*?%%@F" beg%oré’/rg?rg%ﬂfg@hgﬁg%?s&}lﬁgﬁﬁﬁ

paranmeters or Qthgr 115ehd pRdwokdaln a4 diterra€d @nbodiinest oftthe dendee, #tdsli ti onal
resources of the conmputer network systemw || cone at

) ) a C sé such that
t he gateway admﬁuimtadah@tﬁhmgatbwéhaﬂq@OFW@llwt?@lfrtpl%?o“%{‘“ﬁ?& gtectdis £ o
their seryice.. 5 For. exanpl e .Su ' ' ﬁ@ﬁﬁ)tfté‘lﬁg
transfer rate g?org%ngﬂug? ﬁ%@galé}ﬁég%gw%ﬁggﬁogp%ﬁe}%omuter et wor k
and pay a COrr&sPhediaivay ihiegfaes thep detemines iftthesubspabir ivehtitled 1o aecessthe hone
page also permts the subscriber to sel ec({é tttﬁe cConput et n%%{cﬁ 20 or
ot her online seompaessysten, tha levelof aasst andien thndesll spryiogy [ lich the exanpl e,

subscriber is entitled according to an Authentication, Authorization and
Accounting (AAA) procedure. For a more detailed discussion of the AAA

20 procedure see U.S. Patent Application No. 08/816,174 and U.S. Patent Application
No. 09/458,602, both applications have been assigned to Nomadix, L.L.C., the
assignee of the present invention and have been previously incorporated by
reference as if setforth fully herein. An AAA server, whichisa database of
subscriber records, may be remote to the gateway interface or the AAA database

25 may be incorporated into the physical embodiment housing the gateway interface.
Assuming that the subscriber has been authenticated and has authorization, the
gateway interface typically presents new subscribers with a home page or control
panel that identifies, among other things, the online services or other computer
networks that are accessible via the gateway interface. In addition, the home page

30 presented by the gateway interface can provide information regarding the current
parameters or settings that will govern the access provided to the particular

subscriber. As such, the gateway administrator can readily alter the parameters or
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10 the subscriber can access the enterprise network on which the conﬁdtﬁ'rR 2004
Is typically resident. Alternatively, the subscriber can access the

internet or other on-line services. Once the subscriber elects to access a
conputer network or other online service, the gateway interface

establishes an appropriate link via one or nore routers 18 to the desired

t t Kk .onl.i ' 15 Th ft ' q
Communt cal o { 90t Py PR HePCle B AeEn Il b Faftene ey,

service 22. “i*g@(rﬂﬂ?i, chénged PP Hetpatdihdiers 6P BTR¢A betthgsahat willpogattiniimytiling er f ace
12 generally perforns a packet translation functiaon that is transparent to

t he user/ subsedditienal acedutdes ofithewwomipiter netyeirk systepa vall coms at 8 GPHotHeR thatar £ i ¢

fromthe conpyter 12 to the co ne ' /i ce,
the gateway i ﬁl"eﬂaf%’i"é( MHﬁggtogB?ulﬁ %ﬂgeeél\é%{lpﬁc?%c%g%gcﬁgt foggln%%gsﬁ lrr:é(;m t he
user/ subser i bgp, exsiGle, aSsubb@iteeHiag @l inereasecthe aassfen ratenal vetpel sigwals on

specific paranmeters, to neet the criteria of the network to V\ﬂllﬁh t he
user/ subscri bere tremsmittesoassess dhe comper netwerk andepay HQFEsRYPIUEREMEIT: | udes an

attribute that w Ll direct.all .pncomng packets fromthe accessed network
to be routed PHF%Jijﬁg"t?@"*S‘é?Ae%aW‘“ 5 interface. In contrast, the inbound
traffic fromthe cqmewoie pagt wRb pemiitothbaubscriber toselsetrthe cemphiar n¢tworlout ed
t hrough the gateway interface, undergoes . ansjgéi on fung{gi Qn_a ethe

at
gat eway i nt er 8®sothsr ppline %eﬁ‘éc‘?ﬁé&@ﬂ%thﬁﬁ@sﬁ’?‘gﬁe‘?"ls S8 AHESE et 8
user/subsgri ber' s;host ' g?ﬁ@ . i¢H @R TbAipufe i R@ly t hat
t akes p?@ce gfe St“ﬁémzozf{ %@éﬁ@%}%r ac@qugh'?%dr%g%g?%mnt to tﬁig hoéﬁwvmih
appears to sepgkidunt. Alefratedlypethd atlscrberaanlagedss ta inteneg ot ethsren-Bbeput er

o7 ovi ded by LispasesOReR SpabRRIbeRERrE (hAdLsts s P0G IOk S NG ¢
Ry sV, BRYAGS iBlerBCeAARNL ad AR ladnk oARIITO06 and

previ ously incorpof eference as if setforth herein. By inplenenting
t he gateway i nbetefsak8toabe desiied cempati netyvode oneminetsi®i¢tser / subscri ber and

the conputer net k or, other .onlLine service 3 Lher will
el i ni nat d°t he ne\é\?}hte(‘ieqf@f’ %F?bdﬂ?‘écffﬁ‘éﬁmﬁ%'ﬁcaﬁe;ﬁ%ﬁﬁ%ﬁggs?ﬁg subsequent

networks. 5 | tS HRRMTR0tor Othek BRIIRY &F6EBE 22 NIeaidento, suppart gas evay
interface inplenents an information and contrql copsole. %1

ce the.
user/ subscri beronimasnicyjitnthg gateyaydntetfaghk gener P EHS APack el F&Bg\ﬁ“?‘h e
gateway inter fi%%gtic;[nht%at is transparent to the user/subscriber and the network. In this regard,

for outbound traffic from the computer 12 to the computer network or other on-line

20 service, the gateway interface changes attributes within the packet coming from the
user/subscriber, such as the source address, checksum, and application specific
parameters, to meet the criteria of the network to which the user/subscriber has
accessed. In addition, the outgoing packet includes an attribute that will direct all
incoming packets from the accessed network to be routed through the gateway

25 interface. In contrast, the inbound traffic from the computer network or other
online service that is routed through the gateway interface, undergoes a translation
function at the gateway interface so that the packets are properly formatted for the
user/subscriber's host. In this manner, the packet translation process that takes
place at the gateway interface is transparent to the host, which appears to send and

30 receive data directly from the accessed computer network. Additional information
regarding the translation function is provided by United States Patent Application
No. 08/816,714, assigned to Nomadix L.L.C, the assignee of the present invention
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I nformati on and control console is comuni cated to the host conputer % briPR 200k
the gateway interface and provides the user/subscriber with informtion.

The 10 information that is provided to the user/subscriber in the

i nformati on and control console may include information of various types,
forns and content. The information that is provided for in the information

and control console nay be static ipformati ' i ion. The
i nf or mati on pABYPEYIPYS lpwoqaw&yﬁfqr%eg‘ﬁ Sggﬁ{ﬂ? gg{aggnlgﬁr@}en%gﬁ@ego user

specific, i ehoRAGY fiudfaco RferiRdiad) BébaseLRREOILbscritlenatdie
user-specific nodel t'he data nmay be based on information,_  found |t§ net wor k

dat abases or icofputerhetsvoriponethereehling serviceuthsryserbssnbseill plgpinals ey e t he

net wor k dat abases may i ncl ude .user .profiles t DERRoRssenbl ed by
querying the &§ t°o‘ie’°6’§'ﬂg‘6r§ Tl ?%éQHB?%?%gstugéu‘%JbE%ﬁgg Vi sﬁkgd by the
user. Addgt i onal | y,1nhe einBb@miERE bOMe RFauitdackrtion, tha gateway irtenfamt | on and

control 20 console may be network nonitoring information, for. rr%hlréeti ng
pur poses or aripleménts aminfreiatiah ked eentebsensoltatOnesaheuseHMscabrhi M st r at or

or user/subscriber dee appropri at e, Wit hi tHt&ffacddBh&et i ng, the
i nf or mati on arﬁf’l‘"@gr?f’?fﬁg%(b%rﬁg%lIggrﬁﬁ';?w?ﬂr(\%\fh&gd“ﬁ a%gg?%% ng tailored to the
speci fi ¢ need§uRfimhfién MiEEnHaPssisblRas corifmtnRated ab dwehosi crnemfterdeomdil d be
capabl e of tai Pori ng the information based upobn t he . @)urrent ocation of

the user's hosgatewaysntepfaos andsproyides e ysey sHbpir1beg 3p rmaeR nt'&t r at or
concerns .or the,.like. i cal l. LS. | hSi it fiesnttdl t he
lﬁn ad&f%%’ﬁﬁ?%%g% r1ProYﬁié:d {Or}{’l uée%?fsgﬁézﬁ%bﬁﬂ thSinPérabtid dnd @6ntr

i nformati sol'é’1n e formof links to other avail abl e
networks, | nt esgagble mdydisiclud@infornestion of vaiios tapesnforme ard peplp@s Ib6i | i ties. In

this 30 fashion, the gateway adm nistrator can offer th / riber
access to ot heinformation thas isiavided @qrd’ééhe\/bf“f%{}mfﬁ'é&c@%f’f g%%ggr@%g?&havi ng
to register for,_or. frgﬁ-ggnﬁnﬁé{%g:rﬂ@timﬂnatmd@esiﬂeoimﬂm net wor ks
or services. tl(blg?og-v?/g@&?%ga 1APR 2004 adm nistrator can act as a broker
for these ot hejnfsigtationaad aomira eonsobemaphe usertshesifipsite spcafic prgateway

educed Tt es. miercr APt Hat IR S SDETIPY BOCE e Ore TR e PEEY o BomBion,
surveys or |inkgng3, h@tw%‘r'ﬁ UM Bast PoihtiBoh Provitkidanaie asmisnbstibet dioror
networ k provider wt
example, the network databases may include user profiles that have been
assembled by querying the user or by logging the networks and sites visited by the
user. Additionally, the information provided for in the information and control
20 console may be network monitoring information, for marketing purposes or any
other conceivable purpose that the gateway administrator or user/subscriber deems
appropriate.
Within the realm of marketing, the information and control console may
include advertising tailored to the specific needs of the user/subscriber. The
25 gateway interface would be capable of tailoring the information based upon the
current location of the user's host, user profiles in the network, gateway
administrator concerns or the like. Typically, this information is provided for in
the information and control console in the form of links to other available
networks, Internet sites, intranets or similar networking possibilities. In this
30 fashion, the gateway administrator can offer the user/subscriber access to other

networks and services without the user/subscriber having to register for or be

approved for a subscription to these other networks or services. The gateway
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beneficial statistical data. As an ancillary benefit, the user/subscrﬂBEAPRzmm
who responds to the surveys may be rewarded with network access credit or
upgraded quality. Additionally, the gateway adm nistrator can offer

addi tional services to the user/subscriber by way of the information and
control console or links to these 10 services nmay be offered on the

i nformati on and control consol e. These,services net wor k
service provi ﬂ@ﬂlf’éﬁt@t‘?fcﬁanlaﬁrﬁstaé?fq‘?f ﬁ@%%?\l}}?rc%estw rglfelﬁfs(;agggc&%“% Elgd’ net wor k
connection. Far. SXARRLLihe dsdHRublcriBRY siiRSlehf abeeso td thesd Mutwutksrahd sasives ber
in-room food serviFfce or a nulti-unit dwelling may want to offer house

cl eani ng ser 4i educelTatEee i nformati on and control console may al so conprise

network monitoring information related to th

net work sessi on. B&I’ME’/‘%”B@WO %Pﬁ?oéls%’)lﬁfn(‘)a rr%%%%gw%a“%%" e(?rq@?ﬁr ent
bi 11719 4 T UCHYIEGERLE prdVie e e thfidetatof omeitwikeprbiler ith
user/subscri ber has chosen, the bandw dth bei ng provjded to the user, the
bytes of i nfobemdfioial staisticahdata. deran ageillan bengdl the ueersPbSCEREr WP st at us of

net wor k connection(s nd the duration of ISiE L

connect i on(s) resppn Ssl)‘)t C BEVETdBts %Be&ar eﬁi ‘%’ﬂ%ggwgﬁ% ?%Sdg]frﬁa?ﬁgu%grr?dﬁdo whi ch
this inventi gkl AtgRiohiI, tkd datewncainvaltatonsad uffer additiorad samicestodhe ng t o
the current netwdrk session could be displayed to the user/subscriber in a
nul titude of wmbaaibeohsmyo@@iqlﬁmyoﬂﬁégmﬁm&?f é‘}ksg?l ¢ the

gat eway mnistrator. .25 Jhe 1, ] isble. td¥Gices
capabil i ?6 t o SEPHEHRA W@Ofgqﬁ%%g@h}%h@m?%p%?hn%&t%%%%gﬁ%%ﬂeegﬁ?é ﬁet he

i nformati on angrsQNby Me neBNGRIservigdvider aranyt limitedtosthe semvides trlaigd thide
llocation of the user/subscriber, the profile of the user,subscribes and
the chosen bi IterwerksonaesionnFoserample 4 hajghma “Fﬁ? Bﬁeﬁfa?ﬁ%‘ﬁe%%’%%ﬁ“ &d in
the information anc.SoNARL of @AM GnftieRiRiTRky Wit td<ifer Sutsecetip { O

return to the lf:.;ﬁ":)?)lpow sioning page to adjust  any nunmber of specific
paranmeters, sughvige the billing schenme, the routing, the | evel of service

and/ or other user-related paraneters qr the -13 . r may be
able to ddjust the Hhg Q@ageﬂéﬂécwq%?ﬁ??%@wgéélc%?nrg%g% ing directly

to the infor ”%l)f?igorﬁ{ktdiﬁ?&&% igﬁ rSRBS R B sTHAG dMhOGUTRNt pervank sessionr By vagnsol e
may be inplenmented w an object- oriented pr o%r_ anmm ng Ianégua%? such as
Java devel opedofikafiple iscinfisysgtiemsiay include, current billing structure data, the

category/level of service that the user/subscriber has chosen, the bandwidth being
provided to the user, the bytes of information currently sent or received, the current
20 status of network connection(s) and the duration of the existing network
connection(s). It is to be understood, by those skilled in the art to which this
invention relates that all conceivable useful information relating to the current
network session could be displayed to the user/subscriber in a multitude of
combinations as defined by the user/subscriber and/or the gateway administrator.
25 The gateway administrator will have the capability to dynamically change the
information supplied in the information and control console based on many factors,
including the location of the user/subscriber, the profile of the user subscriber and
the chosen billing scheme and service level. The information provided in the
information and control console may prompt the user/subscriber to return to the
30 provisioning page to adjust any number of specific parameters, such as the billing

scheme, the routing, the level of service and/or other user-related parameters or the
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5 I ncorporated of Mountain View, California. The code that defines the

I nformation and control console is enbodied within the gateway interface,
while the display nonitor and the driver are located with the host
conputer's that are in comunication with the gateway interface. The

obj ect oriented programm ng |anguage that is used shoul d be capabl e of

creating executable content (i.e. .self 10 i ‘ 11GRt, Lhat can be
easi |y distri BT SRV 9GS q@&s&&gﬁxlﬁl&g Séhﬁ\ﬁe?%ﬁﬁgﬁ?l@gwyo%%ggmgri ent ed

programi ng | gRauRAs tiAklmshaaen aaPatitel bnsold. eat i ng speci al  pr ogr ans,
typically referred to as applets that can be incqrp&rate i.n web pages to
make them i nt er act The informatisinand soatmeliconsala ay b5 BPLEn it 8PIEEt of ¢ he
i nformation and control consal es. oy hatMichRyabasen obj ect
15 oriented pPYEHS %&WH@?&“&“\%&’%@%&?@%@% 2 corrpati_gl e web
browser be | fRAIRNESdf MounBieVRVEICaifisniaTHefvode tfab defines dre fetmation r ol

console. It is al'so possible to inplenent the informti qn. d colnt r ol
consol e usi ngand pentrol persglenimenthgdied vy thag the, salqyiay IBE“%L“,’ qﬁiﬁ%@'@? 't hese
| anguages may a0k, De,q ABlAE LR IRYIASyH thelde Al sl i ties that
| anguages, sulifPPRE" %v@ étf i Ni

provi de. e gateway adm nistrator or the
user/ subscri bepmifamidative withthe gitewupinterfiwer The gbijent orjented pragmminEon and

control console is invoked by the gateway. interface t hat . J.t pears on
the nonitor ofangyagethatis é‘%%will?el?e. Ca?@‘%g? 8£F’i39m?31%xe°6'§ﬁ%\/\%§/l%fnrl{lgf ?Ezce will
be confi gyred ] Bt | | D06 ARk e PiRebuph Metvddrkingonsol e to the
user/subg{?:lri b(ﬁhg%@ﬁgﬁé}ﬁgﬁﬁgﬁ?éﬁ%g#} tine afterl%?he usern@has gaj ned 25
access to a nehvisknans.Tieoljedwridetd pyogrammieg langyess showld be capable o

Additionally, the information and control .consol |
automatically CF‘FP“F‘S§B‘?§I‘1"§§“E%&“1EPF§H§§1 G T tegﬁapﬁﬁigﬁ?&%}]%xﬁlgﬁﬁég t%dei ng,

I nvoki ng t he iiﬂwaﬁrrﬁ%s%xﬁé]&th&ﬂmtéﬁbﬁ@%%@ ihventios fienpeletsatakithe form
S |

user/ subscri ber" nent subscription expiration. Thetb"bnf or mat { on_and

control consoldf theipfahmtonendesrdral censokasd Igmoulshenangdigatfye chesen object-
user/subscri ber, The user/subscriber. ¢ | tion
%§| cS¥iepie RW@G%‘P“P%?%&%U‘?O‘?E I 23kt GLohpUbbIE R Hrﬂ&l@ér%

and contr etwork session or the pop- up

control can beuiHidHi&e® iffersie! fidatn te infamatiswapbesitiol eorfsote. thhis alpat eway
-14 2 1 APR 2004 admi nister to configure the inLor rm@i on a%ge control
consol e so t haossibledaimplsmens the dafognatiorpnd goatrgseansole YSUEOUEr can be

rewarded (e.g. pr%gr%in}ni'li?lg ﬂngﬁgge%,sﬁlchiagﬁmﬂ ﬂ?wever, these languages may not be
able to provide all the dynamic capabilities that languages, such as Java provide.
20 The gateway administrator or the user/subscriber may have control over
how frequently an information and control console is invoked by the gateway
interface so that it appears on the monitor of the user/subscriber. Typically the
gateway interface will be configured to invoke an initial information and control
console to the user/subscriber's host a short period of time after the user has gained
25 access to a network service provided by the gateway administrator. Additionally,
the information and control console may be invoked automatically in response to
predetermined conditions. An example being, invoking the information and
control console in response to the user/subscriber's imminent subscription
expiration. The information and control console may also be generated and
30 controlled by the user/subscriber. The user/subscriber can choose to have the
information and control console visual throughout the network session or the pop-

up control can be minimized or deleted. It is also possible for the gateway
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like) for mmintaining a visible pop-up control throughout the net wor kL 1 APR 200k

session. The information and control console is configured to send

heart beat packets 5 back to the gateway interface at predeterm ned
specified intervals to |l et the gateway know that the user/subscriber stil
has an active, information and control console in use or at the user's

di sposal. If the gateway interface does n receive 3% h %ﬁhbeat romthe

host after a mmw@rtmca@ﬁgtﬁémedafwaﬁ%égé Fnig! CPNSQ @ Rgiee user
h del eted t | nf ' | | [ ' d
ontrol 10 coleed of e BuBRALEALIR 1o GRRRYE s Hadiithal IcBiMRA¢ Gi1hE D

control 10 co erw se e i nstance where a heartbeat
i's not recei VRkk)fYr maliaigiigandyiblenfoprippamtral throughopt deteietyark sesdioni me

Cont rol consal e 1 o bheogeRonscoRTGOTSOIT i SO e KPR gackels
“heartbeals” {Qg gﬁ%@é\ﬁﬁwhﬁ'ﬁﬁ&%ﬁﬁ% clibteARined sfediffed Mfetids tol1Bfhe t he

user/ subscri ber as’ ready actess to the user-related information 15
provi ded by t hgeiay khowmthainhangr/cabstribdr stitifas e actitee infermationiand comteel wi | |

al so have the capability to |locate the information and control console
anywher e wi t hFPPSOteNa Use Qﬁéttfg%“%‘gé"wsﬁhip ‘E}Bﬁﬁ%&%"é?’ ’%ﬂ? eodr%.es BVt cal
enbodi ment of pLfifheal ALA'HERR RGN EpfEAliENfincd PTG 6f G, ibRilMMiuie At e an

infinite nunber of ways to suit elther the user or the gateway
adni ni st r at or usérhias delated|thbe informatimnahd soutegl cposalopothe igfoapatiansand coauel on,

U's') “catl al | SopolaRatierstss e -8 bhinsPare e AT e By S
provi ded. Addigd %@abéwimérﬁ%e laRECS pREbeANIABE tifRHerol, the patelvay irmyrfire will

configured by the user or gateway administrator such that the qutlining
panel and backesadmine¥ updated informstion and contzolspnsaleito thagser! shhserilsg v ¢ he

| i nki ng buttogs and ot her |_ng or e |\l Qiifi BE abiRR fRlire | T
shoul d be not g%‘?%&ttg?ﬁsen%égesecn%%%{[%{ﬁt E}lct age‘lyéﬁfﬁlggnr%{:?on ang cont_role

consol e wil| ewtYhd§sedCltiseabat Bways Has oeadyhecaa tetmyusentedatédiporifatiphe
user/subscriber is accessing a network grovi ded_servi c% br oadband

| nt er net 1accesovidedpy the infarmotienand, eHiRecoROE: e 5P S ,§‘E”rsbzl§{g g"lﬂ?glls? t he
e D et e L
control consoltke Welablearéesithadomghtyr henitom cElievehysithleembpdimenrtyofithe er f ace
58889 nizes t h%}mfomgtigr? gnméjéoﬁtr%ﬁ gc\)/rins% edca%%re\g&ﬁﬁgc? i a%ei%ﬁmqtia %%%L&dof\éa@s ol APR
suit either the user or the gateway administrator. For example, the panel size,
20 color, graphics; location, form of read out (digital vs. analog), Janguage, scales
(e.g. metric vs. U.S.) can all be varied, as well as the rate at which information is
provided. Additionally, the information and control console may be configured by
the user or gateway administrator such that the outlining panel and background of
the console are transparent and, thus, only the linking buttons and other
25 information are visible on the monitor.
It should be noted that in most embodiments the information and control
console will only be actively sent from the gateway interface if the user/subscriber
is accessing a network provided service, such as broadband Internet access, that is
provided by the gateway administrator. If the user chooses to stop using the
30 network service, such as broadband Internet access, they can close the application
and the information and control console will correspondingly be inactive. The

pateway interface recognizes that the network provided service has been disabled
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and stops sending information and control console packets to the host. 7 WP 2004
the user/subscriber re-activating the network provided service, the

gateway interface wll recognize the need to send a new i nfornati on and
control console and begin recognizing "heartbeats" com ng fromthe

I nformati on and control console. 5 However, it also possible to configure

the gateway interface to send infornation

and cont.r ol o] ets to
the user/subsend seps samdmesinfasmaton st ganirob eqnsgleRag Ct%% trlllg \E/}\%'rk g‘e}rqf\;/%(ce or

currently invgl V%ﬂb%c?ig?r {}Q&c\m?{gﬂ%ge SR Brovidid sefitd, fie gatavdiynigterfate

i nf or mati on afidf ' con conso ckets the host nust be in networking
conmuni cat i on wiil trécdighize gl masd o serider ieac mfornGitioh god eentpol copsolg dfsgint i ons

of various exanples,of informtion and contr.ol .. I LONdG ng for
net wor k sessi 6FFOSBIZING “PsadReals, COMRY 'r%‘ﬁﬁgﬁﬁlf%?na}lr%g{aﬁgggﬁgoglcges{gog%e shown by

way of exanpl eidifovet, ititd gés%‘ib‘lé“l% bRfikere She gREWSPREr Ace to senflonfomnation. t hat
the information and control consol es may contain. These informati.on and
control consolagd canteoitcppsalepicketsds thei usershbstriber 3vho e BOY GUErepily PEHRUIRE 35 q/ or

service |level plan, The gateway,adm nistrataqr . t Hfe may
choose to of f SRR SBTVICH 4T Yfre %@é"’@?&f‘} %Bagr? 0 Qéslsgir?)\?ll \gg{: é{)@?ﬁ%@ The

information apd £ABLEQ afdQeRRbECINESE patiets the hesimhust be iheetworking ubscri ber ' s
conputer may be tallored to reflect the user data that is pertinent to the

chosen and avaictmiphrecdsion| withytheigatehas éntexféeor service levels. 20 Figure 2
shows an informati and.caontrql .consol Mgg@ ¢ h M sationtind @dhtreint
2@5@1&5 Er%qea.fe g%mrﬁtoﬁ)%a@gus an FJSQ& i

chosen cdfnecti on apsed tine counter 54, a

current char genafes phodidisiHo aetwaltk 8ddsion dataarTiiesd myforimation and gontri e
attribute fields in this information and c¢control. console areeéiﬁgi cally
used i f the gatosselgs agshbwh by My csmpletaHustalsRe YIS JEFSPEATE | | i ng

pl an based on .t Ogm%ﬁgg#ggih%fi}‘%ﬁhﬁg&Q@Odrﬁ%[cégbﬁghﬁyd@,gmnmeséeferred to

as a "pay- per- I'ng exanpl e, the gateway

adni ni strat or @foetiehakd eperadtonslesaye spicaly associtad wityz specifgtbillmgper

m nute for 200 Kbps bandwi dth, $0.20 per nminute for i dt h and
$0. 35 perlsni nuans/ergeraelergldae erﬂ‘ﬁ‘FgYaéf Bgfgﬁﬂ{ﬁﬁﬁttoﬁ?r ﬁn?%[cﬁg&ggggﬂbg‘ﬁ% ses
200 Kpbs at $0 | RE ek Billin dridddr seRfi@ dpiohaTharninfocoatiorn] 30
console will i@%ﬁ?ﬁ/"%&ﬂk‘éﬁgﬂas tehe curgr ent bandw dt h al ogﬁg w th the

el apsed tine idbéontlobcasele thasvilidemenidaibe s sescr e SLORBSEL AR or k and

A g O lged tp ggﬂé:cg%{eﬂgﬁ;g@&?ﬁ@%‘ﬁ%npn%ﬁﬂoi RE SR and fvAilaBle billing
methods and/or service levels.

20 Figure 2 shows an information and control console 50, that includes the
current chosen connection speed (i.e. bandwidth) 52, an elapsed time counter 54, a
current charges accrued counter 56 and a start/stop button 58. The attribute fields
in this information and control console are typically used if the gateway
administrator or network operators offer a billing plan based on the bandwidth that

25 the user selects, commonly referred to as a “pay-per-use” method of billing. For
example, the gateway administrator or network operators may structure billing at
$0.10 per minute for 200 Kbps bandwidth, $0.20 per minute for 400 Kbps
bandwidth and $0.35 per minute for 800 Kbps per minute bandwidth. If the user
chooses 200 Kpbs at $0.10 per minute, then the initial information and control

30 console will identify 200 Kpbs as the current bandwidth along with the elapsed
time that the user has been connected to the accessed network and a running total

of the charges that have been incurred. If the user/ subscriber desires to change the
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-16 2 1 APR 2004 bandwi dth setting, they can click-on the box contai ni‘znbﬁpR 2004
the current bandw dth and are re-directed to a service provisioning screen
to choose an alternative billing nethod. The start/stop buttons 58 all ow

the user the benefit of stopping the charges 5 to an account (i.e.
tenporarily disabling the network) w thout closing the user's web browser.

A user/subscriber can activate the stoP butt on and %g re-dli regﬁa#h b(gck to
the honme pagebandwidthisattingathey can elifk-9iethghex copguing e cuaeuthap mh
ability to nonentati| i -networ. ' dthg bellagges is a
cost - effecti'ﬂ‘fgr?%?r %?q%%?%?ﬁiﬁ)%&lg rl\gﬁsgrﬁgﬁ%a‘?%\%gey@%%ﬂi strat og or

net wor k oper afzethod0 standpoint the nonentary network stoppage neans the

user will be directed back to the O{ta| or h e. E re-directing the
user back to the po’ﬁ'b%1$taﬁ45tm°n§)§€é I?Wéheg%&eé%%% i ‘ﬁ’lpg{go efﬁarﬁ%st wor k
operator Jds p{?g%/,{ Sedude _e,qgﬁﬁg}atﬁggi {liﬁaéﬁlfl?lg thE B&MRHK)WREhouE Elosing iCiideper Wit h

updat ed i'nf or | on pertaini note location (i.e. the hotel, the
ai rport etc.)webbeswiehe Auser/sulaetibersan activetethe atopi bytton gnd be wotikedshnect i on

the user may activate the start button t i nf or ¥ . trol

consol e andych%ﬁkg‘ééh%\b‘l’mc REsf Of Roﬁ‘@LPa.geTﬂ:Eo@tqg? P?%ftggl%%bh?r{%%@g%lgﬁﬁe

| mpl erent ed ap, e dhSERRLRIIOHhIE (hE lddkSRavd 3R Hing tRigarisaebsor k
t of the brl

operator and noD Ing plans and service plans will provide for
the option of effpctbedntm ofnethorsngr Fran tie gatewaradminisTrier af Re{WRTk prerator

information and c¢control console. 20 Additionally, L |

control Ebnsoft@n ntctgﬁ]g}qxg@t%{y {lfiﬁbéi}fﬁf 5P agﬂslﬁ%ﬁ\'fvr1>é ﬂﬂ%ﬁ% 381 L gé H%Eétg(? b?‘ﬂ‘gt
alerts the usgffip bDEmd Patle. Bybrehfifdkting tRrusksbazhao thetpprtaberphianee
Additional information and control” console fields are grogi ded in.the form

of click-on bpagoths ggvwayedministratar emiewprksenerter is peoyided he gBPUBIISACt he
pop-up 25 panel. By.wa f. ex I 4 b3k Rmbtdr OVi de
for links to QrcsﬁﬁtﬁbﬁPg?Puh%ﬁ@m;%%é?lBgat érrlf';{{i/‘e: stlﬁjgg)\é@?ll tﬁebl nternet, an

I nternet sear ¢hca@iBAiEE tRekbtal, theesimottictq). owhee thehoredgsargeto rErestbligf or di nary

skill inthe art will note that the additional fields within the -u
panel may5 encosprerk connection gheyusss MaY RrEYate thesfart hytignon 'g% f'\%%‘%uogr?g' gP- P

|t or mat | on gD aye e BB AR PlacBr Y TRE SR ot e ation

implemented at the discretion of the gateway administrator or network operator
and most of the billing plans and service plans will provide for the option of
presenting the start/stop button feature within the information and control console.

20 Additionally, the information and control console may comprise a timer {not
shown in Figures 2 -6) that alerts the user/subscriber that a subscription is about to
expire.

Additional information and control console fields are provided in the form

of click-on buttons 60 located, in this instance, near the bottom of the pop-up

25 panel. By way of example the buttons shown in Figure 2 provide for links to a
corporate home page, a travel site on the Internet, an Internet search engine and a
network provider home page. Those of ordinary skill in the art will note that the
additional fields within the pop-up panel may encompass infinite possibilities for
links, services and information. Additionally, the buttons or any other field within

30 the information and control console may include other types of information

options, such as advertising fields or user-specific links or fields based upon data

found in the user's profile or inputted by the user/subscriber.
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options, such as advertising fields or user-specific links or fields basddR 2004
upon data found in the user's profile or inputted by the user/subscriber.

-17 21 APR 2004 Figure 3 depicts an information and control console 70

having the additional attribute fields of billing zone 72 and rate factor

74. The gateway adm nistrator or network operators may choose to charge a

prem um for access__ during peak . usage.periods, Thes hi e POr zones,
will typically be H@ur%éemg%wtaﬁénén% drfopfrgl %’é@‘?‘S%t}ﬁgQ‘g%"g of the week

i e kd : - | 6t , i h
(i.e. wee 2 2y BhiSHa 3&%@%%%@}&%?}32%15 boneSIPRRl rBteTREOPTA TBEgRewlay i ng t he

9amto 5pm perio rate factor of 1.25, while network
usage during adeifamdrer datwgk vpedtornmapehise te ghaige a preaiam PRAIEFS of 1. 0.

Thus, the information and contr console will inc Vel ne

that the user AUTRGPFAKISALZCRATIOMN 1RFSHR Se%ﬁzoggs’m“él'lwpggélpﬁoeé)drégtng@? g\(t:ltﬁgr

that is 19 ti ﬁgurts?n H‘Eﬁia?%%cfda%s B tHel Witk 4 RO\ BveckBgy viasiy wedkend dipgr Kerl | have
|

been made aware o ing zones and rate factors when th@a1 initigl service
provi si oni ng sgample neteork peazsaturiod tehPdm ép Spre peoed B8y Be dilkid at asge J3desss.

Figure 4 illustrates, an infaqrmatiagn.an nt c | des
the current @htd3Vh %P@WP@H“%E%P@% g’f,%%@h{oren lS)c %r@%’gg%té@@géﬁggéﬁmer

84, and currenf., 15 ICOMRG HeNnfRRetobshd dihgroRédrsblutidl ifitledeltheibillinpi s
i nfor mati on ang. F

control console are typically used if the e%at e\/\tlal%/ .
admi ni strat or zone that thenkeréubscaibor surpdnitlyroscupies, ps WEH as fiedatea<le8hist he
quantity_ of datg that is.t sferred, typi - Achde a8 yed
dat a, c0|1r8mnl )’leaé? gprsgamﬁgiaggn%zarﬁ %t%?d&%%rﬁbgg%lg hEI | :eieng. ESr exanpl e,
the gateway aMia'F%ﬁ@ta@a 1RE fARbraavHen AReiniia) servity privisioning scretmmwge 20

user/subscribers the flat rate of $1.00 per negabyte of data transmitted.
If the user/ quéscotediduringtheilpgonagd PHHAGBIACAS- bandwi dth setting, they can

click-on the box capl sl Sy sRloP Aol oadamLaEdutgabed Lo 2

service provisioni creen ernative bandw dth. The
start/stop butduprat da@irassiared dounteF B8R uEredt chapgesakemed eounigr Sdpand GHTING thi s

contr ol ddnsol@nogoRaPesity GHEs ARG EELs Bk U B OLEBRE ey
COMSEL 1 PSR SHAR L pate f  pes acsabion
oper at or s of f gglambinietl lon ke @iaatitbefsiath that 1§ t@p@fgmd,éypiézglgq both sedadce (. e,
received data, commonly referred to as a "bitmeter" method of billing. For
example, the gateway administrator or network operator may choose to charge
20 user/subscribers the flat rate of $1.00 per megabyte of data transmitted. 1f the
user/subscriber desires to change the bandwidth setting, they can click-on the box
containing the current bandwidth and are re-directed to a service provisioning
screen to choose an alternative bandwidth. The start/stop buttons, not shown in
Figure 4, may also be implemented in this information and control console.
25 Figure 5 shows an information and control console 90 that includes a time
remaining counter 92 and a current connection speed 94. The attribute fields in
this information and control console are typically used if the gateway administrator
or network operators offer a billing plan based on a specific level of service (i.e.
desired bandwidth) for a specific period of time, commonly referred to as an
30 "expiration time" method of billing. In this billing and service scheme, the

user/subscriber may choose different pricing schemes based on the level of service

(i.e. desired bandwidth) and the duration of their subscription. For example, the
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desired bandwi dth) for a specific period of time, commonly referred t%1£ERZMh
an 30 "expiration tinme" nmethod of billing. In this billing and service
schenme, the user/subscriber may choose different pricing schenmes based on
the level of service (i.e. desired bandw dth) and the duration of their
subscription. For exanple the -18 21 APR 2004 user nay be offered a 1, 2,

{0 Kb B oo B4 14 AR5 TBhY S b B iR £ rg0, O

of the subscripfheg 4@0 0?'9@0&(% %8 bafwidfi IF &R, usbﬂsmﬁb@dﬁﬂﬁs“@umnlgﬂﬂtd i ck-on
the box containing’the remai time or current bandwi dth, be { -directed

to a 5 servi celumnon io§ ﬂmmuhg;rsmloeen tlmidvqi Wéé@'élcanlt may depepublede slickson) an

of fering a hi | evel. of service ggﬁﬁﬁ k4. The
start/stop bu%!é‘i’@‘%nﬁlmﬁgfhe’ie%r&% Veoé gﬁp&ﬁoaﬁ ttﬁ%%g)%%?r at?on tinme"
met hod begausgedhg proMisiehinRistREn AAE chébss B altérmatetsericedhlamoffenng a:hghcre 6
illustrates an information and control console 100 that | ncl ugﬂ@ﬂgt

current connedevebof speieel ou@lpngar wnmmmgaeapéd iThe startfsion buis
tart/ st but t. 06. Th "
start/stop ggriglb Wlefﬁ b the ? Jtp?rF {nﬁ LiflR hl%tﬁda' 351&5% W BRbEHbtRADas

control consol e gateway adm ni strator or network

oper at or offerasspgmﬂblnmertﬁum@n based on pre-purchasing a desired anount of
network "credit

In this type of b||||ngshenethe S bscri,ber wil|l
be of fered vari ous Higtraiilesiratgstandptormatieman dg tl"i @rolqs’%{d rﬁBd%Spem fied

costs per.m nute of use, Iiurh%rbf 194 and'a QGlkt/st net wor k
access, f18r ef&FFSP oggcactw&@ﬁ*:&ﬁﬁp wrkﬁiuse t ﬁ of annet\/vorsk@ﬁaccess
will then all Mﬂbhqo&S%ehm&hetﬁ&mshhéubmfdmadﬁDhamﬂ comteolconsdedeon. I f the

user chooses a sl ow connectlon speed . they wl | de ete.th | f
networ k accesdypisally usedf the eatevay AoRRETEO %Wor%ﬁﬁégllgﬁgglﬁged

By 20 clicki ngqaggq Iﬁlﬁ‘sr gﬁﬂiﬁ{&sﬂ% {}Q&E{nb%\ Jiir@twhriditebn". t kethisnfe sfat i on and

control conso er Wil be re-directed to the service
provi si oni ng pﬁgmgtsohemdnﬂmgxseﬂshxbsctrdwdmﬂlbh offeredciempbrndaidthiophaes. & | ower

connection speed. -The .start/sLo tton Iso 'S
i nf or mat ilén grﬂf‘@ﬁﬁiﬂsdledéﬁ}ﬁg?ﬂ‘é ‘Pﬁ?‘?gsl?eﬁfrﬂp ? d: contrmhgjﬁgdo eetalhs not
limted to SUpmh(ydk“%fln&fu%waédegﬁ fo@éafrﬁ.a'lc%liﬁb(l @fﬁd’ﬂ@otkSBEI'Ehdﬁock ber' s

billing and service plans Is al so possible to _confi
i nf ormati on anukteork acotssovitisherealiaw theaisate qhﬁ?%?r‘ﬁﬁ??-‘%ﬁ’r”‘f‘&‘a‘ffql%wmecmn

If the user chooses a slow connection speed they will deplete their "block” of
network access more slowly than if they choose a higher connection speed. By
20 clicking-on the bandwidth connection field within the information and control
console the user/subscriber will be re-directed to the service provisioning page to
change the bandwidth to accommodate a higher or lower connection speed. The
start/stop button may also be implemented in this information and control console.
The information and control console is not limited to supplying information
25 related to the user/subscriber’s billing and service plans. It is also possible to
configure the information and control console to include information that is
customized to the user/subscriber or the location/site from which the user is
remotely located. For example, the user may be located at a hotel for the purpose
of attending a specific convention or conference either in the hotel or within the
30 immediate vicinity of the hotel. The gateway interface may have "learned" this
information about the user/subscriber through an initial log-on profile inquiry or

the gateway administer may have inputted this information into a database. The
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7.1 APR 2004

custom zed to the user/subscriber or the |location/site fromwhich the user
Is renptely |located. For exanple, the user may be | ocated at a hotel for
t he purpose of attending a specific convention or conference either in the
hotel or within the 30 imrediate vicinity of the hotel. The gateway
interface may have "learned” this information about the user/subscriber

through an initjal lL.og-.0on profile ifnqui . WHARHA RiAgt er nay
have i nputted g@{ﬁvgayixwggﬁ%%ng ¥ RS 5%%{-%&0(%& %%%&%APR 700& gat eway
interface can gaffBhg d¥i0édnl store AhO kdiHEVedRtaMTbin extdrhal dasabasespdbe gatewapA

dat abase or it can store and retrieve data from external databases. The

gateway i nt erftatfacecan bsconfanied (o gogrize hesgprosilesRd SR CUIJRIZEIRE ang to
custom ze the. jnformati r I ' el
scenario, the ‘P#?FIBFW %@@ﬁggaﬂ%ggfﬁta%?ﬁ%ﬁgo etﬂgnggk?éncg%oé ﬂgaln;iwgﬁlap gir1

conventi o8 or HarbekrENRAssle ndydadudoi fisk &t doyvdrtienivoceferenpe sarvicher exanpl e
of location specific information and control console data, the user
subscri ber mayffased nihediolelaccessi ng the gateway interface while |ocated

| n a speci fi ¢ ai 1 papl b Adlyle dfocHMEYRYiIhBHhaGhH dd donkel eqmblegur ed so

10 that it is capablne 0 prowplng ready "access to information related to
that specific dasd, tiRouser fubsoiitealmayi beeremiotdly nomssingitheateavayiinigrfaes Whde cur r ent

flights scheduled to depart._and arrive_that ternin t r i rvices
offered in t hdpcalphisy g srecilis aispay termipgl; The gajepyay 1??&%13 r‘?ﬂklf%ee"%l %ﬁg?eﬁgsto i on
and cont ngl - Cafgal & dBAbiE BEbIIRIISG tehi adRks toliffofindfibn faed fol thaddpgtic

I nformati'on a r tefmnal”specific retail services 15 available to the
user/ subscr i besirpofustminalz at.informatiehpertaiiog tathesmrreptihehisisplpduled to

i nformati on and control, cponsole i,s. not lLimted ek inal

adni ni strat or $fPaREEd AEINGIRR tEHLPeh g}e.ret’?ﬂéewﬁcsegf’ﬁ‘sgﬁ‘%gg%éﬁ rraoytegfusng "be
able to custoniizerd i iR Wb b diRh dnd cBHEV ddasble maytifidude bnkrfdri on and
control console. The user/subscriber custom zation m% be._20 acconpli shed

] Vi
ei ther dir ect | tenbinat specifedtightonfarmpetiomand/ertermmal spgeiiisaetall gedae r ol

ot or mat | b arEABHE RS TRY coponce To data found in the o
user-specific prof Cutomizhtioh@f FRiLfImandwdompriding the infSenaterbant ¢antrohny be
asked to choose which information or t ygrgin?;traxitg]rfo?rtﬁ(glxtmét\%rlctQee\{at\c’)\ﬁuhge i ke
suppl i ed in t heonsels-ispot limited to the gateway a p
user/subscriber may also be able to customize the information that is provided in
the information and control console. The user/subscriber customization may be
20 accomplished either directly by the user configuring the information and control
console manually or indirectly from the gateway interface configuring the
information and control console in response to data found in the user-specific
profile. In the manual embodiment the user/subscribe may be ‘asked to choose
which information or type of information they would like supplied in the pop-up
25 for that specific network session. For instance, the user may require an alarm
clock counter to insure an appointment is met or the user may require periodical
updates of a specific stock quote. The information that a user customizes for the
information and contrel console may be network session specific, may be
associated with the duration of a gateway subscription or may be stored in a
30 user/subscriber profile for an indefinite period of time. The gateway interface's
ability to communicate with numerous user databases provides the basis for storing

user specific profiles for extended periods of time.
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25 for that specific network session. For instance, the user may requ“ekpﬁ%m‘
alarm clock counter to insure an appointnent is nmet or the user nmay

require periodical updates of a specific stock quote. The information that

a user custom zes for the information and control console may be network
session specific, may be associated with the duration of a gateway
subscription or may be stored in a 30 user/subscriber profile for an
indefinite period pfeutd TRIusiEh@s amirdvayationtand fcantolsconsdle 11¢ that inchslesruni cat e

W th nunmerous user databases provides the basis for stori 4 ulsfe{. S{jecific
profiles for bandavidthcapobi2isslestions for pploadipg detp, badw éOMﬂSﬂr SCFCP st rat es
an informatio nd control .con : Talel LsirRnedfid 12

sel ecti ons fOfor@gwg%ﬁw%&,S{,aﬁrglgsﬁaé%}rgﬁt%lgg%%@?{gqggﬂ%g?‘;&g% tor

downl oadi ng dphia12¥ ariheuser i§ hble e moldify bandvfithsldiBtharly Hyyeletidg a

user-specific link 122. The user is able to nodify bandw dths _.gn-the-fly
by sel ecti ng spmpmmpnp@aéau@d@woampl%m%‘%%$é&d@%} fegd Of Redisel he

desired need of the use For, i. if .t : : | tin downl oad a
Gata | ntenei vEoF inants, o g of aebiiRiE BiFmidal o difs MBAENE B iy HoWE O

thus, speed ugedigletoWidrond thy BadSSdth ablcBud, kpeddi upethb dewhloed pawesd. oaded t he
user may then select a nore noderate bandw dth, tyPi cally at .a | ower

bi | ling rate. Ofice thextiahiasbersl dosvniaded thsy usehmay thepglerha BrorgRederale  he yser
desires to send data i.ntensiye fil.g it iL.h j e the
bandwi dt h at &Fﬁ“@‘ﬂgﬁh?ﬂ"? Satn ?W?Wéﬁﬁnﬁf%‘g?né?’?gﬁggﬁlﬁ h??r?ﬁ’r‘%ﬁ"%%’%s foac &

this exappl e aFamnaOFY hseE8esirel td¥enll @ dath intinsive €ile i equydie desigabletd 16, an
Internet auction site 118 and an Internet nmerchant 120. These ]|[i nkq?118

provi de the gacreasy thedoamidwidth ehwhichidata is sentbiTibe inforration andcoatrok ¢pns
user/subscri be_qgt.her | nternet si.tes: . r Lf i ' fovi des
the user/subs®f %Fx%“élﬁ S?ﬁ??%ﬁlg%fplgé(ﬁoiggﬁg{sé osgég??ﬁié&ei H%Ennglt%lggﬁ t hat
the user has gpesdd dieal18)anderdmndart frerdhans120C kThesetlimks provide thegatawey, etc.)
or information that the user has shown an interest in (i i nf oroati on

g (i, e inf

| earned by quadgiinigtrataethe sapability to adyegtise to gl wgT/srhsciiht ehAEINtIpELey) it ed
by the er) ...20 Figur . . ' BB : Tnﬁﬁ’l‘é iRfi@mbdi ng a
net wor k er met‘ﬁcré%)ef‘ﬁifcglrna | ry}@\g&é cgﬂfﬁ}o con%f)ﬁleﬂ:ﬁhat ic%g%brlpérat es
data in accor ¢daneEinféridatiod thattHeagenenrtspedifitdily denemdad (4.4 stovkiquotesmevest ep

200, the user establishes network . P .
updates, etc.) or information that the user has shown an interest in (i.e. information
learned by querying the user or through logging the Internet sites visited by the
user). '

20 Figure 8 shows a flow diagram of a method for providing a network user
with an information and control console that incorporates data in accordance with
an embodiment of the present invention. At step 200, the user establishes network
access through a gateway interface that is in communication with the user's host
and desired network. The gateway interface is capable of providing seamless

25 network access without the need to reconfigure the host prior to network access.
Communication between the user's host and the gateway interface can be
accomplished though a conventional telephone/modem connection, a digital
subscriber line (DSL), cable hook-up, wireless communication or any other
suitable communication technique. Establishing access to the desired network will

30 typically involve an authorization and authentication process and in some instances

choosing a desired billing scheme and service level as offered by the gateway

administrator or network operator. Once the user has established the network
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access through a gateway interface that is in communication with the ugér‘wsq 2004
host and desired network. The gateway interface is capable of providing

seanl ess 25 network access without the need to reconfigure the host prior

to network access. Commruni cation between the user's host and the gateway

i nterface can be acconplished though a conventional tel ephone/ nodem
connection, a digital subscriber line (DSL), cable hook-up, wreless

communi cat i on sefvigsonaédien and aitirate]l bacheemopenssl toderilitleterati QR§8. Est abl i shi ng

access to the desired network will 30 typical i nyol ve ' | on
and aut hent i c&oMBRUBeasBdEE batveen thepmsr '%/ﬁ?ﬁ%ﬁﬂ neX‘K rx(sfh%&agewc?ggﬁf ét%&é,
billing sche hegg! &f {/RE 98kidls dabidagaite® waymbiiseri st r at or
or network oggartgpg?@?g\%??’hcgﬁﬁé%@éaﬁas estatl)l i shed the network -21 71 APR
2004 service opeeificidann Thesk datdbasesahayhbesinteana dappbases lecateadawithinthe e an open

communi cation |ine between the user's host and the networ eway

interfaced atSalfwaydnierfacs e upe %@%ﬁiﬁﬁﬁ%‘ﬁ’?@gﬂ}#{]ﬂﬂ g)ﬁ%f)%%c%'?) gg]géses to

assembl e uSer o SRtk hewdfl SrhclREREAMERAS it R )l 1hRifa) aslanibkases
tre a

| ocated within gateway I ntertace or extern dat abases | ocated within
the infrastrughsy eormpridetitlling sohpass tetaterbdatmrskrvicRevel data, vyss prafile das a t hat
the gateway interface assenbles may, conprise billing.schene ye dat a,
service | evel Tgmole-siterelates dstg prany fher dr;%ethﬁttléf‘g?t?gt(?%é’tggc? I&Fé g)%%t?&any

other data tnakokSyfigl HeGdedie 1dcied iREihe the Adbodaidsapn. from whi ch the user

I's | ocated during e networking sessi 10 At step 220, the gateway
i nterfacaqcreates papstep220nke gitewacintdrfce kreates pop-upgonkplnacketa thas bavs at ed

to the inf ti that will b d.in the inf t.] : :ont r ol

console, | Thescatiiietaa e ye APy R ba ek hiEg i nfitietoq  ©

Internet Prot O@H co%lh'gi confabieS VAR s€ Bibketstee Bidafly Swritted 16 @B¢onimodAie stafidards
ep

host and at s an | nformatfon and control consol e is' generat ed on
the monitor of IntdiretFrowselr(IR). hitstent 284, therpeckete arepeniderthaeser's APBARAE on. | n

many i nstances, the inpformation,that .is provi ded r i . contr ol

Wi n)éow wi |1 bestar &40 appprmation;apé 8?‘?‘%&1i°8ﬂ§)°&%ﬁvg§9%r3&?rogrntﬂ‘éh{r‘}'gft\g/\gﬁﬁ{gser

profil e ofs di T Gl Kol R indiick pede ARG! fnfuthfdioh P& mafp indsivesgusd v di scussed
ed In e

the information provi I nformation and control console maé/ be
links to adver irifsinmgionrhaisprovidad foriinithe pep-mmconiral HndRy PAM 5¢ HegTrpReific

network monit © Info a{tzr(])];%g\?etyleg Lol a Aok o p%fﬁg o Hi'?géiily input by the

user/subscriber. As previously discussed the information provided in the

information and control console may be links to advertising information, links to
20 marketing information, network monitoring information or any other predefined
information.

Many modifications and other embodiments of the invention will come to
mind to one skilled in the art to which this invention pertains having the benefit of
the teachings presented in the foregoing descriptions and the associated drawings.

25 Therefore, it is to be understood that the invention is not to be limited to the
specific embodiments disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended claims. Although specific
terms are employed herein, they are used in a generic and descriptive sense only

and not for purposes of limitation.
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i nformati on, Many nodifications and ot her enbodi ments of the inventi on? JiAPR 2004
come to mind to one skilled in the art to which this invention pertains
havi ng the benefit of the teachings presented in the foregoing
descriptions and the associated drawi ngs. 25 Therefore, it is to be
understood that the invention is not to be limted to the specific

enbodi nents di scl osed and that nodifications and other enbodi nents are
intended to be included within the scope of the appended clains. Although
specific terns are enployed herein, they are used in a generic and
descriptive sense only and not for purposes of limtation. 2 1 APR 2004
THAT VHHCH IS CLAIMED: 1. A nethod for conmunicating to a host information
in a comunication network durj Sl rki ng session, the

met hod conprising: establishi ngﬁg‘@%ﬁ&ﬁﬁsggépg{%t a host through a
gateway interface, wherein configuration of the network session is
transparent to the host; creating, during any point in tinm of the existing
network session, user-specific infornmation and control consol e packets at
the gateway interface;: ndi ng,. _UF | qalal htd me of the existing
net wor k sessilon, t %‘ettjhsoéi -%poenéiﬁwlgﬁﬁdr%}gfﬁr{aa%ﬁ1@%@%3&2101%&roI consol e packets
f rom t heo@aheN@Yiof @¥ivask difing AeeXiaidg neanarkigsessitr, thy, mekbod ng any point in
tinme of the existing network session, an information and control console
on a noRPEPFRSEE: t he host that conprises predefined user-specific
information. 2. The aRLGEOM, AlifrBEdibn of #RdsR Blro GO PEAtSWAPine@ kNI cati ng
with databases in conmuifcation wth the gateway interface to determ ne
user - spegictdis cofififnaat@r of the hersiotlsdssion teeransparerg pe diefliast; i nf or mat i on and
control console 3. The nethod of Claim2, .wherei.n the er-specific data
conprises data reTgaieE $UIng 3;5‘H)P§P'Eé‘i‘t%@éfqecﬁ’flsgflgtnﬁté"qﬁu%g?s.sm > The met hod

B‘; ofC: fiie @Sf“?hwgﬁ&?g@ﬁgﬁﬁd%@ Réc%g‘ggédcﬂs&e‘ﬂﬁélétscﬂ RIRY $a38%ay Kledrfaceel ated to a
sending, during any point in time of the existing network session,
the user-specific information and control console packets from the gateway device
to the host; and
generating, during any point in time of the existing network session,
an information and control console on a monitor of the host that comprises

predefined user-specific information.

2. The method of Claim 1, further comprising communicating with
databases in communication with the gateway imerface to determine user-specific

data for inclusion in the user-specific information and control console.

3. The method of Claim 2, wherein the user-specific data comprises

data related to a physical locatton of the host.

4. The method of Claim 2, wherein the user-specific data comprises

data related to a profile of the user.
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5. The method of Caim4, further conprising querying the user and glePR 004

constructing the profile of the user based upon responses fromthe use

the query. 6. The nethod of Claimb5, further conprising | oggi ng networks,
services and sites accessed by the user and constructing the profile of the
user based upon the |ogged data. 7. The nethod of Caim1, wherein the

predefined user-specific, i.nfarnpation inc i nagher avail able
user - accessibl e n-gli“?/@ﬂbpd@.f @n%g? 8&08?1&7%2%33&%&%% t he predefined
user - Spaei fi G il ol bR koG LdseSAnlrkdponied fme telatd torthel mar ket i ng

i nfor rra‘f(’?%n. léx.g Th orne\t hod of d ai mp%, wherein the predefined user-specific
i nformadieoy i ncludes a link to user-tailored advertising information. 10.

The nethod of Claim1, wherein the predefined user-specific information
includes a link to a gateway adm ni strator survey. 11- The method of Caim

1, wherein tfe pregeliensd HEainsPeRithiconipitaEaidinmmematiuies net vor k
nmonitoring information. 12. The nmethod of C aim 11, wherein the network
oNi t or $ergces afdaritemedoossedl oylthreieser and rensguctaHbe prdile P! MEQR k noni t or i ng
information selected .fromthe group consisting of user billing structure,
user Ie@@FdBPO%g‘F\}?%ﬁé’Fldﬂ?rrent net work connection speed, quantity of data
transferred, current charges accrued, elapsed tine of network session,
current time of day billing zone, current day of . week bjJling zone, or
current netwdrk st methodiof R dohergin trnpreRehneddse-SRECHICm 1, furt her

conpri sj sendi.ng i nfarpation,a : rtbeats fromthe
hog}t) !to{“?%énag‘é’f‘g‘?\gﬁ}aﬁsrﬁqﬂ’?‘?lgégo?lg{]%oa\l/&gﬁgh% ‘ﬁjéa‘;&g%%gér g%tiagﬂ\'of the information

and control console, said sending of information and control consol e

heartbeats occurring at predetermned jntervals to notify. the gateway
interface th&t thdhemeshareel GaimhdvagRityBE P dPSERPRECHY active. 14. The

met hod of. Gl aim.13 .furthe grola iqlgarf(@d@qﬁgjdﬁgﬁw!fornati on and control
consol elrggﬁﬁloglpgugﬁe“ﬁ%s{o L}%%mra{elg%gnse tothe gateway interface failing
to receive informati on and control console heartbeats after a predeterm ned
period of tine. ) , .
9. The method of Claim 1, wherein the predefined user-specific

information includes a link to user-tailored advertising information.

10.  The method of Claim 1, wherein the predefined user-specific

information includes a link to a gateway administrator survey.

11.  The method of Claim 1, wherein the predefined user-specific

information includes network monitoring information.

12.  The method of Claim 11, wherein the network monitoring
informartion includes at least one type of network monitoring information selected
from the group consisting of user billing structure, user level of service, current
network connection speed, quantity of data transferred, current charges accrued,
clapsed time of network session, current time of day billing zone, current day of

week billing zone, or current network status.
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15. A method for dynam cally changing user billing structure during an21 APR 2004
ongoi ng network session, the nethod conprising: establishing a network
session at a host through a gateway interface, wherein configuration of

the network session is transparent to the host; creating, during any point

in tinme of the network session, network nonitoring information and control

| ket th t .1 nt Lne i i | ati
o the uber - b 1 | Rl BRI abiek Lflohg CORbr g Sy oot Bh i 0 The

et Wor KoghEdf paftold AnbERY WOFKhE BB kO tHelGrewnl enterhdcolllawthegabat r ol consol e
packets to e host; generating, during any point in_tine of fhe network

sessi ongengrativhwdithe mborirtagion agd corfis] rensolsn saf acding pignfEBAYN E%n t he

nmoni tor of the host; and accepting, t he i.nt: ce, a user

r esponseen! ﬁ@"ﬁﬂgﬁ'l?@m $ P%?"i“ﬁ@g Q&’fr%cfemmgﬁqgﬁeg&vg?%teodl Ialhﬁréhﬁe net wor k

roni torgﬁgwi&‘in‘%&?&%id?ﬂt ForBRRbA @hd 6aRBPLEnsowhemain atite. user response
a

i ncl ude request to change user- billing structure for the network
session. 16. The nethod of C aim 15, wherein creating, during the network

session, network nitori info i on and _cont kets further
31 AR 2004 L8npr B cred it Gt o raR AR R SRR SendRLREEREE = D
moni tor Lgeddld EH}?sroilé);%‘ackét?@cla ERMHokI0h reQBER 18 tRagkevsy inhaface fdlingles

0 a

information relating east one type of user-bill] nqg structure
i nf or matd eneive ifotraationranth conogoneRic beaieats 2 HPIEERTRRET B ¥peed,
quantity_of data transmtted, time of day billing zones, tine of week

billi nggggﬁ‘&s, or duration of network session. 17. The nmethod of C aim 15,
further conprising sending information and control console heartbeats from
the host to the gateway interface follow ng t eneratgpn of the network

he..
noni t ori ng i fer ma"@mﬂlﬁrféf-éﬂﬁﬁ%qllyc@ﬁ%?%PseééFelHngété‘hWﬁ R or mat i on
and control. consol e rt thg.at predetermned intervals to
notify toﬂﬁmﬁgtng%%}'ﬁisnﬁ%gor glggﬁéﬂg%g#ﬁﬁeﬁ%%orn&ti on and control console
remai ns active. 18&stablishineh heniook séSkianmnat 4 Hpst tupugles satowpy idef§er e- sendi ng
information and_control_consol e packets to the hqgt gp response to the
gat enay whereip cqpRguraien e network Session 1s transparent to e host,

creating, during any point in time of the network session, network

monitoring information and control console packets at the gateway interface that
include informartion relating to the user-billing structure;
sending, during any point in time of the network session, the
network monitoring information and control console packets to the host;
generating, during any point in time of the network session, a
network monitoring information and control console on the monitor of the host;

and

accepting, at the gateway interface, a user response to network
monitoring information provided in the network monitoring information and
control console, wherein the user response includes a request to change user-

billing structure for the network session.

16.  The method of Ciaim 15, wherein creating, during the network

session, network monitoring information and control console packets further
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to receive information and control console heartbeats after a predet e?rjn'%gamm
period of tine. 19. A nethod for dynam cally changi ng user |evel of

service during an ongoi ng network session, the nmethod conpri sing:
establishing a network session at a host through a gateway interface,

wherein configuration of the network session is transparent to the host;
creating, during any point in time of the network sessiqgn, network

moni t or | CeENsE DTG dusng TeasHY Ok sewsiffo PEWIEc RERLORS 1 YPRway interface

that incl,ude, inforpation,.rel ati . . e, sending,
duri ng aﬁwcggfrﬁfcqnﬁ&?ipﬁe S t%fi ﬁ‘écﬂg%%r%gtelg%&gﬁn%ﬁﬁ? ﬁ%\%t% \%}l noni t or i ng

i nf or mat d{QReARgirGONhiclre GG RnRakked Sotmtht eoupashsistigeefer at i ng, during
any point in time of the network session, a network rmnitorig)g i nformation

and contgooheasionspeed, gHantify ofBir tanstaifted [Enhekday bilkge zonesnBResh04 accepti ng,
at the gat .interfac user .response. to network nonitoring
i nfor m&”ﬁ%\,%ﬁg\gizﬁgas’i°ﬁg9ﬁgoﬁgf%t}w(§ﬁ‘n%ﬁ$ Bri ng i nformati on and control

consol e, wherein the user response includes a request to change the user
| evel of service. 20. The nethod of C aim 19, wherein preath&, during the
on

network sessidn, ﬁb@mﬂwdrﬁrﬂmm1%MWF6PWBF?IB&5W&98FHWP? sol e
packet s a];%rc:[ogxﬁ%l corR0R HedftBe ?srﬁﬁ{n' sty ﬂthatteQ/ﬁ RREARE Ko BRPREARe  Net wor k
i d contro X

nonitori orfratron an consol &€ packets that 1nclude
i nf or mat j@Rrativhaif €tk ddwotnnenitdring isfoeadson it coArghtamsely, sard er f ace t hat

transparent]y configures hosts for grantin access to predeterm ned
net wor k sSengmg qfaniemaytonaash qoatel Wﬁ%ﬁ%ﬁrﬂﬁgma?cﬁf%g%%ﬁg?ﬁﬁ?mﬁ ner at es

net wor k ﬁﬂf&&aﬁ?fﬁ%&fg%é é%%?%iﬁn{t(é?ﬁc@ﬁﬁt nmﬂfogﬁkﬁ&pﬁﬁqioﬁuemdﬁe&l% during any

point intine o ser sessi on; an a controller that sends the
user - speeiddigs dcaffer mat i on and control consol e packets to the networked
host, during any point in time of the user network session, wherein the
information and control consol e packets are received by the host and

generate, durigg anycRRINYd dfCIkine7 Hirthdieompeking et-vaidas@saimiiona user -
specific information and control console on a nonitor. associ alt ed with the
and control console packets to the host in response to the gateway interface failing
to receive information and control console heartbeats after a predetermined period

of time.

19. A method for dynamically changing user level of service duning an

ongoing network session, the methed comprising:

establishing a network session at a host through a gateway interface,
wherein configuration of the network session is transparent to the host;

creating, during zny point in time of the network session, network
monitoring information and control console packets at the gateway interface that
include information relating to the user level of service;

sending, during any point in time of the network session, the
network monitoring information and control console packets to the host;

generating, during any point in time of the network session, a
network monitoring information and control console on the monitor of the host;

and
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net wor ked host. 22. The gateway interface of Caim21, wherein the_. .21 APR 2004
processor conmunicates with a database to accunul ate user-specific data
that is used to generate the user-specific information and control console
packets. 23. The gateway interface of Claim 21, wherein the processor
communi cates wth a database to accunul ate network session specific data

that is used to ggnerate LN o MSSHRARFALLSishieQidIRE LPRerBek control consol e
packets. PURE & Y

monitoring information provided in the network monitoring information and
control console, wherein the user response includes a request to change the user

level of service.

20.  The method of Claim 19, wherein creating, during the network
session, network monitoring information and control console packets further
comprises creating, during the network session, network monitoring information

and control console packets that include information related to connection speeds.

21. A gateway interface that transparently configures hosts for granting

access to predetermined networks, the gateway interface comprising:

a processor that gencrates network user-specific information and
control console packets during any point in time of a user network session; and

a controller that sends the user-specific information and control
console packets to the networked host, during any point in time of the user network
session, wherein the information and control console packets are received by the
host and generate, during any point in time of the user network session, & user-
specific information and control console on a monitor associated with the

networked host.

22. The gateway interface of Claim 21, wherein the processor
comununicates with a database to accumulate user-specific data that is used to

generate the user-specific information and control console packets.
23. The gateway interface of Claim 21, wherein the processor communicates

with a database to accumulate network session specific data that is used to generate the

user-specific information and control console packets.
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