WO 2012/ 021918PCT/ AU2011/ 000904 1 ENCRYPTI ON DEVI CE AND METHOD FI ELD OF THE
| NVENTI ON 5The present invention relates generally to nethods and devices
for encrywOiznp/@1sal ue, such as a personal identificati enTmarzbaroo¢dkN), for
conmmuni cation over an untrusted or unsecure conmuni cation networKk.
BACKGROUND TO THE | NVENTI ON 10l n many el ectronic authentication systens a
user is required to provide proof of authorisation before accessing a
service, such as internet banking, on-line shopping, an automatic teller
machi ne, share trading, bill paynment, electronic funds, a

t el econmuni cati ons service, or access to a roomor vehicle. The proof of
aut horisation may be in the formof a password or PIN that the user nust
enter or 15 otherw se provide before they are all owed access. Users
are advised to keep their PI N £NCR¥PTIONDEWCE ANAMETHOD equl arly, to reduce
the likelihood of it being discovered by a malicious third party.

I ncreasi ng the duration-between PIN changes, may increase the |ikelihood of
it being detect eHERR@FTHIEINYENHONy obt ai n unaut hori sed access to the
service, roongor vehimke@resafl@ventivetrélatds géneraliptognetiopda afd tevioee for ncrypting
conmmuni cati ons net i L ahkd Shi r ioati npl e,
usi ng the Secur eggﬁ@%ﬁ%@%%%’%gﬁi%ﬁé*%@??gpgefﬁ(ﬁﬁb@;%mﬁéﬁ'g@%?‘ge '
transferred over unthisted ot wnsegIre eAMBRKTICALAN ey pt ed tunnel to a server
However, this nmethod nmay be quite processor intensive, and involves

conmuni cati on reﬁgﬁgﬁﬁf’}{@ﬂ?ggﬁﬁ&%% j\7 establishing the tunnel. 25

Furthermore, alt tannel may prevent a "nan in the niddle"
from obt ai ni 1§ t he PliNmanhelepravicrasiheptioption SYSPRS § user is rRRuiEest loreyideqproot
tarrpgri ng aBId/ OL of %&tﬁ&ﬁsﬁﬁdﬁ”ﬁ@fo@)’a@egﬁiﬁnai&nﬁ&he sl s eintetnep easktiiga.cda-Inki ch i s
not detectable t he server. . £ WO [ MG gate a
val ue, such as ag'l’isipﬂf,"g'iaﬁ1 %%HEH%@PQ'W@H‘*'P E%rgitrrcgggq%&é@'g%ﬁgﬁegggﬁg n X
requirement s and tetbmmunisations sewige.c eptactsise Poa arogn” A Nehige:-t h@h%RﬂQﬁié" type

attack. The,AbRYEonThS,CHE R 198 foth 0P 8 Paskwarner RINLthatShd D€dr welederiter gexpl ai n
the context of the present 'inven not to be taken as an adm ssion

_ i ion. |t is
that any of t'Re B%W’rﬂr%}"d@rbet?ferfé?y%?'E’P“’Fgf’mre%‘?erred to was published,
known or part of the Userarare apvised do kéepktheinPéNi gecrett andhte ghenasr ¥ rgguigsY.doof any

one of ‘the claimg,pf, %Qiliﬁeuﬁ&ﬁ% ftibeiRg bREbvered by MY ushirdTidRy | MeREIhENe
Accordi ng to one aspect, the Rr esent 1 nventi Oq@flrkol i dcﬁsf ﬁ? nmet h?o(I: %fan
encrypting a. val ddrationghatweenfiN shanges. mpy/Eease () ﬁ\b{wﬁ of JLRSHE 1981 B ey,
a code gener at i omugluger tb bbtain uamdhatisadsdcoessyethe Sereiag, iraom godliclgener at i on

al gorithm tha net hOdOLQ%{eH%hr@: hanging a (PI§ HEEh dmAuRiBatiRhe FERRHBVINS
aut henti cati on key using & code

in

er?eration al gorithmt ate an
aut henti cation ce@eblishing a secyre tyeh ffcRxpRBlepYSHIgEE | Sequre rﬁ%e(?Zﬁ'é RIZPSRY ¢ he
val ue verificati Qihefeftifea@yiftdcrdatDmapbgansiehad bver gemetwaticthmugtabnencrypted
verification COd?mglnl% AUNS, YRGEveP Wis Gftethict Ry bBGuRb bRRBLsLF Rldngile,Cde. the

val ue and the val _ ‘ . o
. involves communication resources and overheads in establishing the tunnel.

25 ‘Furthermore, although the secure tunnel may prevent a “man in the midd|e" from
obtaining the PIN, the PIN may nevertheless be susceptible to tampering and/or
interference by a "man in the middie” typé attack which is not detectable by the server.

It would be desirable to communicate a value, such as a PIN, in a manner
which requires reduced processing requirements and which is less susceptible to a
30 “man in the middle” type attack. _ ' _
The .above discussion of background art is included to explain the context of
the present invention. 1t is not to be taken as an admission that any of the documents
or other material referred to was published, known or part of the common general
~ knowledge at the priority date of any one of the clairﬁs of this specification. -
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verification code to construct a nessage encrypting the value, the nessage
for communicating to an authentication systemvia a comruni cati ons network
for proceweiznrp/aywishe aut hentication systemto determ necamdi2oaviodyp4t he
val ue, and authenticate the user device and/or the user. 15The nethod may
al I ow comruni cati on of an encrypted val ue using reduced processor

t hr oughput or communi cation resource requirenents as conpared with
establ i shing and comruni cating via a secure tunnel. Instead of

conmmuni cati ng unencrypted data inside encrypted data packets, in an

enbodi nent of the present invention the data may be encrypted, which in
this case is the value. The reduced 20 prozessor throughout is expected to
reduce power consunption and thus render the nmethod particularly suitable
for use with a | SUMMARKIOFURHE INVENTION. Al'so, unlike a secure tunnel, which

conmmuni cat es unencr Y%E‘&dnﬁé abfire QuREL, qhg\q,}éggﬁtkmuédt,a,g @&,@@Cﬁy@&tﬁéﬂ ohannel ,
enbodi nents of the present invention ﬁ’oe encrycgél ng the

val ue which may $EVEHgRNRIaMMPYL (o2 é'ﬁeyqﬁvlcﬁ§i°é'ﬂg 8F Eﬁﬁ"é@&
conmuni cat i ons cheneratidn algorithm, andiaodiuewerificatfontchde genewtion algmmmtthe)mem
address the PE ob}, ? 94 ‘'man in the mddle" type attacks. For example, if an
at t acker |nterce ed T he message, not only would the val conceal ed
fromthe att acker buhe pger aereﬁetnr?ﬁ?ssqu@e%ta@w@to"\hswﬂ"% elfﬁgq)p%(‘e{ jon
substitute a Verhl@dwi!tbh&géﬁérﬁt@aﬁ@ﬂthérﬁtﬂmmmcsda on to the authentication
system 80 |ndeed, e rl]Jsér dMea el tﬁé‘%ﬂﬁé‘% ﬁdﬂg Pluet O&m&%ﬁ'd&&é ar
bits or elenents of the SSocCl e encrypted val ue,

because the val ugengetipn ?‘@Qﬂfh”ﬁ)w QGBﬂételaé’aBéM%ﬂ"&%t'éﬁlc‘?qeo?ﬁdt he val ue encrypted
by the nessagg, lf arth@tubarcdf@rceaistr@ﬁlhbeﬂjtﬁeatucﬁtﬁrsbodeumm aalab fahe rtieen value
encrypted val ue,

d
communi cat e t hi sv‘tr t'ﬂ'é cggqﬁeﬁwgﬁ(ttp%rr{‘\@gég? ae’ﬂc&é}hgrtﬁ?P g@ ék?gge R
35unabl e to genecereunicating ital apahytkentieatipn isystemn ovia @()G@'“'i“b‘?'catt'ﬁ'és Seyerk; f°€|t ed

value. 3 bisk&din &qﬂt the CHutthaﬁUne%@Fn to@EriirRNakiR YerMO Mt vauel add
message whi ch conmmun for exanple, a.PIN known only

s
to the user, sucﬂ“tﬁ%”t'ﬁ\%%ﬁ‘a “B%dPH%etf‘&@é{“ef“B?’ exanpl e, where a user selects a
new or repl adénment PlTWe rrethddveayaliow, cometiaisationtahan epergrierbvalue usnestedyseled by

processing an aubneggsbpﬁtdugﬁbu? ok%ummm.eat\oa %samau@utrmédwag%empawwn, t he
nmessage nmay al so contain i nformation whic cPﬁ %% cation

process for aut h&HePisHRg AR cABMygAting; @ %ese%?j/tmnelt h sheggro a1 wor ds,
a nmethod enbodi nmanéncbtet iatapinsdeearcryiptedetata patkets)in (aorﬂmhocjmemaofrtb% pwegentfrom
whi ch the val ue ﬁ'{\}gnti@wﬂtée&tté ﬁ\ggsg'anérﬂ;tég Which Wthﬁec\ésp% tﬁ'@(lélt‘{eedﬂ%r red@le@" M ned

by the authentication he User device mar}/ 8 n%rt hcard
nobi | e phone, 20haﬁ@°?ﬁ§PU%@Hﬂ'iﬂHt I8 @XPastaddR RPUCHPRYGE &9 s”‘t‘ﬁtﬁ’f‘&n JuRsendarthe
deskt op conput er mefotl aRdblat) glithislé fasse stitart lowRIOAEr, user davige. oNse,rurtiﬂsﬂ gabl e
devi ce. %ecu% kpgtnga%hfcﬁcch“ﬂﬁmﬁ;tég uﬁ'@ﬁ@%’e&’ tr%ﬁu@%@l""grr@twﬂ Dsing aRdi t

card nunber, othé array, data structure, or any
ot her data. Wer @"W@edl@av%ﬂl WHOg'"E"‘PIWhetHﬁ%seF‘I 'N’eﬁéif' IBANFANFES B MESSAIE cenent
or new PIN ('the eRgypting Nwé vaigy whiRRTREY s tbramuriicatddhea ant Unerndted: at uosecargst em
to repl ace an%?em st nﬁ a‘%@t hg old PIN ). The user may sel ect and input
the new PI N it o “PREY %‘é’?" If an attacker intercepted the nmessage,
the new PIN woul d be Ewbasirednedf the preserh inventiom Bl pddress thenrrphierp of ‘man in the

attacker attenpt gglqdi tjdettaéks! For &éhﬁote' tfldﬁ %tté&&l |ﬁl‘§fé8ﬁ€d thel Méstayet et on0
aut henti cation system the attacke

v, t the
substitute repl actoHiEe BIR P IFERES ggr&'ﬂgesatt?%e{ e "315 t@ﬁttlﬁ%:a %ciéﬁ%{%ﬁfd%@ .
Further, if the antlielcosubstitaearvetifiablé valudiférfteanemissioneiodhe)authenticatien SYStem

aut henti cati ofy Sydesd) evuf"ﬁ a'ﬁ%?tﬁél@?hﬂ@kﬂo@le@@é‘%ﬁlh@ pamcdlét\ﬁitb iofl etéﬁ\bhlﬁ of the
verification code, and t

n at ed
T b at hant 1 o esBApeAracd it 09 preryPted RS, BEenss T Ve ve e ot 0L
25 that the att ageseraigddomettie valaldncrypted b thee messaget if en affacker attamptesk acker
woul d not be abl esuﬁétlttf?@qbﬁiﬁerérﬁeen ed” VN, e&t@ﬁ qg%y%mb&ﬁg%?hh@rmdt&@épt@n

system wi t hout know ng t aut henti cat | ntic I.on key
is preferably a JBRSE&ge R’é%/cm’:f%t@f?atgéh‘%t%@ﬁﬁté‘%’?t'ﬁat\%?ystt?{%tth?§ ﬁ%(r“@& ®th the
aut henti cati ogs Symhiato geheraiuivaidhvalueakiifeatidoeyderaythe adistitdied vélee. 30 exanpl e,
a seed, code or data sequence, such as a 256-bit binary code. The

aut hentication key may be a fixed or static key, or it may include a
one-tinme usable key which is updated on each iteration of the

aut henti cati on code generation algorithm or possibly after the expiry of a
predeterm ned tine period. The user device may conmuni cate the nessage to
the authentication system 35 via a suitabl e communications channel, or it
may construct the nmessage as an out put for cormunl catl on to the

oy o o




4 user entering the nessage into a different device, such as .a

comuni cations term nal adapted to communi cate the constructed nessage to
t he aut hewDi2emtG20m8system via a conmuni cati ons net wor k. PCI/Adnoawmoemi ment i n
whi ch the user device conmuni cates the nmessage to the 5 authentication
system the user device may include a wired and/or wrel ess conmuni cati ons
interface for conmunicating the constructed nessage either directly to the
authentication systemor indirectly via a network node in data

comuni cation with the authentication systemvia a suitable data

communi cations network. 'In an enbodi ment in which the user device out put s
t he message to the user 10 for user input 3nto a device, such as a

communi cations term.nal, for comrunication to the authentication system
the user devi ce need Embbdimects udethe meseald invertioormay censtiud & draseRgechifthns

interface, but %mdﬁ%@eﬁvamswﬂen@ f&se%mplataepma@@wn am;ztb A8 user ustphay,  for
out putting the nmessa i nter

eto sul y A ll_,lﬁd ude,’
for exanple, a dVeyf g "(es‘fj"éﬁ f&%e’ﬁ’ﬂ‘pleﬁ B 1@5’ ?E‘ﬁ? EWhdiod rgﬁacgﬂl& o out put
interface. In 15qumbrmmtueeausemmoniasseg& ist doastwsted by epracessingegn autkdnticitiom wi r ed
and/or wirel egs eg;m'&f i€ IO hBlusE RbRe, ftﬁé neeésgymaqaéigor&nﬁhan@mw uct ed

nmessage to an i nt érnedi ate conmuni cat|ons devi ce, such second .user
device, for out pWhieh FR beuseden S Authepticalipn Racess fqsaut ﬁ%"ca'é"@rth? Y898 nt er
i nto, or otherw afyeamwusei. dabker wdids, aomshadlsmbedimentsa aiteepresent ineention may
authentication system By sSal b Rdm Wﬁ Egﬁéav 1Ge HRELuthYittiSn HorMBioni Mg bEe an

el ectroni ¢ data communi cat: s I ntertace or communi cating the constructed
message to the sé@U?ﬁjOflP@@fm'ﬂ%C{/‘PYdﬁe aufhgafcation /si9Bbi | e phone, in an el ectronic

data communi gati on SUGB udé devicdvady indliRizEgeartardy molsilerpasresa band(heSifspmpater, enai |
message, i nstant aqi L.C h e,

such as a nobil enrfﬁ)aﬁ ‘%mg’g}? 3Mht ? é‘teﬁfpﬁ &kb%&%@}%&%@%m t{a?&%\zgdnt? abl et
conmputer, a 25deé?&%-r9femfmhﬂféwtabt§dﬂé?%onal digital assistant (PDA), or the

li ke. - Inrel at'l'h@rl/atu@ rﬁ:iyem&mdeewbrCe&amblelaC@dssma Pth efebinesrd rreifnger, ed t o

above, suitable W|re nctlonsmterfa le, a
USB i nterface, E'EE‘@%?W'P% 3??&8% amray, 9aia; rl‘laf)rg‘r%/ %‘ r\lép?ar%? e%hgf:é)etﬁ
(SPI) interfadbe, vauecsrat%ititthsm may gerprise maeflaaementar n@Wé’"N i(‘toe .ne@x AN} for

suitable wired Cemm.&a&d B amkﬁféamsmué eieptaee we%a@g«fpm @naouabm)l ed
addr essee. Sui taﬁzl e wreles

nuni cati ons rf for
exanpl e, a magnef 't Y88 T3S ?‘?ﬂ and Jpdt Srpeéﬁ'pﬂN F ﬁhﬁtué?rf g’avé E%Eg'ﬁﬁ 11
wi rel ess interf aosrcepteBl thetroessage, ithe @ew ), weuld ibg Batedjedi mreﬁh%l@éac'w rel ess
USB, a contact | eg§uaphsid iGhs dcl?ér%&érﬁﬁ@d tOQFan&ﬁ%?a Eud&ﬁute@ﬁ%méh{'ﬁlﬁw fe

Wi rel ess conmmuni cati ons, | nt eg‘? aces see.

35Pr ocessi ng 2Phe 2glienigation éﬁ‘?%ﬁh?évcb"gl“f‘?d ﬁﬁé’“@egn@ &Qﬁ'éﬁaw%ﬁh ”gqplﬁ?hm to
generate an aut heéplacaaéntmm ovithleut [acmeéenaambyautmmicaMSkean Fartbadif g ptadeess
pnieh converts bRl gﬁg@a& nORaliPl indlRurBhiclndd Q}S{ema‘tﬁehﬁgés'aﬁé%ﬁla code

by applying a sui unc e aut hentl cation
possi bly to the cedap 9” 6‘?’3"& VPBQP’?,’"'F?}HBP?%E‘"%‘DHJ? e Agw PIEwak PRér’?Pl"E%{'Ff’on key

and ot her data. An@wdaehlaetﬁaamhbﬁt@aﬁdnrmtemn Irmilg respettuelen irf the uelikalyevent MD5,

SHA-1, SHA- 222% Hﬁ‘ ver ck%r ﬂue:?s?eda %hd%ﬁ%gﬂc?ﬁb é%‘ﬁe ‘%é L\n&ﬁer%!de!ﬁdé : I,_,ed a

hashi ng functTon stance 1s e
aut henti cati on kaéblede dechsee thesnemt PIUfre@rqeéqlt éheowreat'qaaw sYstea witheut 't"ﬁ%""g
aut henti cati on keys a@,mnﬁgr@rkeylat a, and provides a fixed | ength hash val ue

out put . Where the cade at.i on Li p Sqﬁm
function which takes ﬂ%e ?“ﬂé" F%‘g Pha preéea}aq%?agftecret @g éucg%s Tron G myol vi ng
t he aut henti cati ¢t lssharad withothh @uthardicatign systena quumgm@amgﬁet "@bé‘ﬁ'&@? o may

include, for spxagRhfple,an 5&9? do@&lo? oﬁﬁeéeahé&e sé-dﬂwarasstbtt mﬁarpes@e bihe -t hat
ot her | ogic operatjons

appendi ng data véf"@%@'cgtlﬁ’f?%%?aé?’gfrfﬁ‘ﬁq 8'n?q§t5q1e¥f rétd'ﬁ??'t é?'“‘%aa} pE Al ‘25%8'5’ an
i dentification cdeye whichcia eslatet coroleachPitedationaofdiher autiamtication @Pmatgﬁ@matfoﬁr t he

user device. The g)ﬂfi\ﬁm&%%ﬂQ@rﬁi@@fﬁn@'&f¥§r€&lﬁerﬂ%ﬁédhﬂe§er‘i&unt val ue which
i s 15 synchroni se correspondi ng counter on cati.on

system for generati ng! ¥ USEHIRYICe MpY £OR &%j?W&ﬁ'ﬂ%Sé%&e.t%ﬁ“e@&&eatfae'%"ﬁéﬁﬁ’&er
device and thss autafenﬂtammormmrmﬁﬂdmmhaanIeor iBmayaconbtaust the atessage ps et ewiput

ol uding an T deibl dhfihioalin (048 dhehfigial fefentlfh Snitd dahe diaobenpr all on
i nvol ving the aut catl on assi st with-ensuring that the correct
user is using the user ‘devi ce. 20In one enbodlnent the user is required to
i nput or enter the old PIN into the user device to activate the user device
to performthe nethod. Processi ng the val ue using the val ue
verification code generation algorithmto generate a value verification
code preferably |ncludes an encodlng process mhlch converts the vaIue into

o, o ~ -




30 or indeed a different secret key. An enbodi nent which involves the old
PIN and/ or the authentication key in the generation of the val ue

veri fi catworood®isay t hus generate a val ue verifi cati orCtadrowiocd4 my be
processed by the authentication systemto verify the value and authenticate
the user device (via the authentication key) and/or the user (via the old
PIN). Two purposes may thus then be served by the 35value verification
code, nanely, to verify the value and to authenticate the user device

and/ or the user. WD 2012/021918PCT/ AU2011/ 0060904 6 Usi ng t he

aut henti cation code, the value and the value verification code to construct
a message encrypting the value may include 9erfornming a logic or arithnetic
operation includi nﬁ[b%ﬁq le ﬁle t he a ther?ftl caél on code and the val ue.

However, in sone € ring fiiednespage;inig  diffgrentgevice, sueh 25 3 pRmaYGaliPnigFminal

addi tional |y i nvcddapted loecomaiunieats dher ¢gohstamted oressagd do the authentiCitionlsggiéra viara
arithmetic oper atdopmuiBMiohdfrdWsie concatenating the val ue and val ue
verification code to forma concatenated result conprising the val ue and
the val ue verificati off ¥gurpodigient ip waish @ dispifevine coipinisates dha messageiadha o t he
concat enat ed r&%swduthentiviatiopy Spatienh, U thea Lsdr hetevice Cmay NndidtleS a i WisddaRG@or addlbﬁag the

aut hentication C;l'{aﬁm{uﬂlcé [3fis ﬂw%rﬁwlﬁﬁ{:m&%u{getﬁg bdnst Ot 15%%55 leg é}%%

encrypting the val ue an ue verificat

aut henti cati on cdade Q%“\P&F'%SYQWG‘ qrHadiretly via 3 Betweikage @rﬂ%@@‘%a%’ch
fornmed as a respeshithecautregtivaticresysiemdiagi suitatiié @A eonthhuhidatisine ineorkX possi bl e
digits. In this respegt r h ificatio theterm
"digit" is to be 15 uﬁ1 er%‘lf&rd@.'e%%gvhﬁl%ttgéjg&ﬁéa \& AU?puﬁ trﬁg "leésageé‘iz i o

the like. It W | foryserippt biq adeviser sugh aaadﬁﬂgnumm?nsnemmpmgemme@lcajlgmteg '

mul tiple binary hié guthdrBation aygvéne the lhuar Bévigarded nét'indié dlﬁ.réded?fdfeﬁ QAtbigst 1 N
bi nary as. "1001"., In 1 ected’

fromthe set of tQATYM *h[ogs m@?{"%’OEmg;ay '"f%@glﬁ]?'@?etagief '"W 5'6@535@ l‘?ygi ts
may conprise di gifersoutpuding tthee mess@be tactharusen ed sgitable(sar Diterfece moy. dslude foli gi t

set of 128 20 di fdxeh@Bla Giépﬁﬁyt Such a@'&n@.@b%‘?gég d‘@a@)lor%naﬁd%\'t)ﬁ ut%&ﬁa@é Nt her

words, a digif. set of ere syb-set o ,
charact ers, {1" whiek ﬁn?ﬁ eg@gwnﬂr}{ﬂ Ps‘%a‘iﬁ K‘i% rF@’pF@‘é’@%taeH"%% aad/S' H’i"?’e’tf‘l nary
sequence, or a twomglvaicaionerinteifavar for canrenlinielirigttie serptractee. mdssageniwdinent s
wher e each respeqﬁtamd@@%ﬁ.%ﬁcmonga&ckSsuewaapé 5etBrd @egaéw%e?fér S Riting prid g't

set of X possible dlglts and l'us arithmetic Is used to construct the
nessage, the noddleysaqe PtﬂPﬁT\ﬁef f,°' My“s@‘s@ tﬁ?fﬁﬁﬂ‘%@"‘% Arqthenier pRMMYNGaey theodul us
X arithmetic nmay censucted testagatoithé aptiedniicatia systeimb By waly boéxaimple, 8lessr ydicbl e)
message is C tr P

encrypt ed valc%bz rl"r%}'t @gluéeoﬁn ﬁe@ﬁ%porﬁ@%% éoﬁﬁqu\‘a@%ﬁbﬂs intBrRE N6 cRhea |ﬁ4}ﬁ} t he

e uni que Fecover or recons
val ue encrypted B9NHNglofatessage. t°3tbe Fﬁ?ﬂ‘é usen,@evige.f Jush @sta (abilserhospcinyast ed by

constructing a neteagtc daa Sgnthiticatanduchus Bendr. m&shwsﬁ@&anmuééi(m Wt i N
different uni que %ﬂ ﬂe@X%ESKHQLrﬁ rr?e%?fqﬁng%%}v%% %?9%@% g%} %d g%ea g?Yﬁ?S Slhcgs a

enbodl nment, the construc
"| engt h" of N-di gﬁStasmobﬂhéh%mémq f@&tqomuteb@enomw mwtetr,rﬁetablammwwgtah or a

35l esser .| engash tdaantog ddaputef, atpbl%oﬁdpﬂlﬁdlhlé‘sisﬁﬂtm?%%eIlﬂéhus for exarrple
t he aut henti cation coprI‘

Preferably, the val ue hggF%/{' ﬁogﬁ?ﬂvﬁe%ﬁ?n&'ﬂu’\'cﬁ@éé%te'?q‘fﬁng?rﬁpé’ 'Peqt?a‘(eh sB'fabPhe
aut henti cati on coded comehunications|interfages infay ciatliden faroelamiples aaUSB nigtetiaoshiac h

corresponds to thsE@hofzfseﬁt@me agenaﬂbﬂensr@wmneée Edé?sﬁ%{éﬂ%_el § At%sﬁg@e and
the length of the ue an

Vv
val ue verificati df" daB‘aiaCSO?' tg%éﬁ? %hﬁréu'?bpat"ﬁ@d '%QPWC%'P"% 'ﬁ@"é‘???ﬁ@H'ldll@atl on
code. | n thi sSonayknowry te @l skiled regldmsseei Saitdble wrelaslsrTMnmuntcatndnsgmerfamperna.tyl on,
the constructed nRaBIGr é%)hpiéaéf?na@nﬁﬁggfpg Mé}taEQ a%%gﬁﬁ&ﬁ@é% gt‘ IEBedd26 4! ength

of the authentication code, and eac gl nessage may

encrypt a respect¥ [gssdlln@qr{ac%fa Slueioath®; interfacs) geLigheeh istaffasa, virgleps UiSBai on

code. For exanpl epntastiesmsnmat-¢ankintedades ot the dikd. Qthet editableadiress esghilnications

n-digits, the congifdded & , g@ﬁﬁﬁaﬁ&ul@@é(o%?@e have a |l ength of n-digits,
S

wherein the n-digits 1nc encr. t he val ue, and mdlglts
encrypting th® val ue V'EQP?SPE”@éE‘? aut %’B‘&@wnd‘ﬁbﬂ “\ﬁﬁértﬁﬁ §ode paneratiph ajgqritimeteanyl e,

because the | engtgeneritet dhe alithetiedlion @Odd PRFEPAVIS inclRdéshan @AcBAingestodeaBGIHthOf t he
val ue and the value verification code, and thus has the sanmne nunber of :

digits, each digit in the authentication code may be involved in a separate



15 arithnetic operation (such as addition or subtraction) with a
respective digit of the concatenated sequence to construct the nessage
conceal i nyotzhe/2ad18e and t he val ue verification code. AprCEaEbiebdps t he
nmessage may be constructed by performng a |ogic operation (such as an XOR
| ogi ¢ operation) including the authentication code, and the concatenated
Val ue and val ue verification code. 20ln another alternative, using the

aut henti cation code, the value and the value verification code to construct
a message encrypting the value may involve performng a logic or arithnetic
operation using only the authentication code and the value to encrypt the
val ue, and then appendi ng the val ue verifi&ation code to the encrypted
value to conplete the constructlon of sa n.this alternative,

val ue 25 veri fi C3VEEH heoaeh %ﬁﬁ"%{‘%é‘t‘%ﬁmﬁﬁq e%ﬁhq"hcaf'?ﬁ §°qené¥ ApRdne @
perform ng the | egiablediasking fuhctien tocthe pethertication keyy oi paskibigdo e result thartegic c
operat fon whi ch inehdiidiin dhe SFHARaRon RoyTRE\MHES ais| AR nRRRS fhtreR

i nvol vi ng onIythe aut hentrcati on code an A%" reagg_lscrl
the authenti cati §YdshdedrgeemeleyMPacSHy). Shipr4 SEAZ58 cRfifisi4e OHPH
froma digit set Acavilpiid apphegiabédgda Bashing fumotibnt doavems i linpst, ahich Imntbis iirstaBee is may

use nmodulus X ari gﬁb@%g %uﬁﬂeﬂtlctapéé kﬁ)gbwqbﬂer@éult' Bf Fslogﬁeép%utlsﬁi .RJan En@ di gi t

aut hent i cati on. code an
in the aut henti cavthemication&eyend diher datarand pravigesa fixgd ipgthdaginyalilecuiput o a
respective digit of tWﬁefé&lhélébdu%eﬁlélatlmcﬂdoﬂlﬁmadppﬁé%@hasamgmnbtliwr\ﬂﬁqh takesst r uct

Lhe o eag P TCT %8 e o e ¥l st dedtcBof AAIRE o ahtAEnIZRRR RGP 2RI GherP" | N

the value w | 1 on encr
unencr ypt ed p‘@rt |deh. e@mpﬂbieslpgig opéfatiopznayeinglugs; fqrc,eawrdﬁ ano¥f@R logigrpperation.

2012/ 021918PCT/ AU%QI@JJfQQQ%@éElbIe that otdr RRic oﬁ&faﬂﬁﬁﬁn fbeGREE t THECA e dath iy
message are al SO pQssi

t
aut henti cati-on cdi °rf"8gk’¥|3pp88ﬂ?§’a%‘%@?'%e(§ s&@ﬁﬁgﬂﬁﬂéoﬁ?"'ﬁ“‘g% ?%‘ n@ Cyalg, andor
constructing the anﬂm@eﬂmsode risush\es theibldrRIYY, |anqoemp¢%mfwmetl°edtha@ &BRIt ed

sequence or the \e@lnb@ ’rﬁeoewd%neatoheesdnfeawa% #RfCbe U cBlMEVARY Which! B an
al ternative to 5 add gor subtracting the messagr}? %ffg const ucted as
the result .of'% IséS'@ﬁhEP" B rwithi gncortegeaiing cougten An, RoRUBRNIFAloN oYS Eké?rum ve
OR) involving thegeaeratingnér opdatimg acoeke authaiticatioankbyvan wiee weeri davicat angntheode,
or the authentic lhgﬁhcgﬁbqgéﬁm aﬁ&%n\é%é‘rﬁuaﬂaﬁ pRICER! Yncﬂﬁmgﬁrhﬁéntmcatlon code

representations thereo bi nary. representation of the value
and the val ue ver' fecier Sﬁa(‘,“ﬂfﬂéherfﬁglc B@'@BH(‘!}XP 'H&f'@c?“théﬂ?faf'?ﬂekeﬁ’é'ﬁxlatsf'ﬁg 10
concat enat €d sequath@asuniny thatteecdrect(skt-ie dsivg théuser Bevicar y r epr esent ati on of
the authent' cafion COfrelaofiffntife GAPR!blifiled idfRp ol $Ee oy FGHO 8o

exanple, a binary re resentact on ue may nbi ne

bi nary represent pieviet torRivalnbeeset dRvispitorProBRWe Methed: bi nary XCR to
provide a | ogic resul Procéddiihg theevalielusing Wervaluk vardfication codkegdnbratioregigeeiticed t o
the result. It w]l appr.e ! { hods .. t ting
t he nmessage, for g@x%f%’%laeeﬁm ?\érﬁ%ﬁ'? 7 5$%n fepa%fy J!g?degfatn t %nglgipégg%?aé%ns
are al so possi bl eonverts the @pjug efé@laptm digit tvalwe W@%f%@@ wethyeamymemsw@alel on

system the asy hafbhisgihd@on %Mﬁé@iﬂeg&%és?ﬁlye@ tl@‘r@ﬁﬂttoeéilo@idtob&aﬁdnﬁra/blvmgthwde by

lsed by the user VALG 08 oFar S5acait e e F S iy 3E et o el b B
system t hen det erdevio®s Tdws,dtbe iole &IN Im@y\kel usedaincthe wgtheetlca@nv@defgeaemlqmn code
ggg? glt ingg It 2 t Egta{'ﬂbﬁﬁﬁg&c})ﬁﬁe FBI06 Warﬂﬂatﬁn V&U@Q%rétlgﬂ?ggﬁ?ﬁﬁ ?‘tie ? |btobéiﬁﬁdg§e .
The aut henti cati dﬁgg%qegma{entg% vﬂy%&eéggaggn f‘ﬁ}ﬁ ai%"d’f"f?i& g alﬁ'?—ﬁnf E%YI ue
usi ng the san® vairireleed aidifieeat $eoret &eyd eArgemieadimeanbwhigh wolvestthe pid F@N:laed/ert e an
expected 25 val uqhé/%[.fhéﬁteé\toh%yqptiﬁe B@He?é?ioh S Qrmeederﬁ.eaubneoa@w? thus

verification code determ ne derived fromth derived
val ue verificati d?"e81ed Halve Merificatigr CQ%E’E'P%@WGH%@"QP@?‘? Pvcﬁma'ﬁ‘ee'efa@ this
verifies the val ugstamdo |veﬁfymaatiametahﬂtautHeetmtettheruberaia’mwr(ma:thdeauﬂteettaﬁam

encrypt the val USkeyPihafed é{e%éw (vih %Sm@#. p%ﬁ:%k&g?%)hﬁuslﬁﬁg béjfe\‘\}eﬁgagmd/ or

the user. 30In nf or ma user vice
and/ or the use® n‘@!Peé{P%f@atb’@ CEQﬁrﬁil'ﬁ?'béQ \ﬁﬁ!l'fyttbe Yaie aé‘dt‘?]@ﬁ'ﬁ"&%‘? 1HR uesy SpTH
either within theangrsteaseror i ndependently of the nessage. For exanpl e,
where the authentication system authenticates nultiple user devices, the
identifying information may be used to determ ne which authentication key

t he user device should have used to generate the 35authentication code. 9
The met hod may al so include authenticating the authentication systemto the
user device and/or the user, prior to conmunicating the constructed nessage
to t he authentlcatlon system In thls way, the ‘user may be abIe to ver|fy

- o, B Y M o, e o




t he user device conparing the expected authentication response to the

aut hentication response; and in the event that the expected authentication
response wornelmi®s with the 15recei ved aut henticati on PeIpansa/oomoanpti ng
the user to enter a value for encryption. The server authentication
key may be the same as the authentication key used to encrypt the value or
it my be a different key. Simlarly, the response generation al gorithm may
be the sane as the code generation algorithm or it may be a different

al gorithm 20Accordi ng to another aspect, the present invention provides a
met hod of verifying a 'value communi cated to an aut hentication systemvia a
communi cati ons network, the authenticationfsystem st oring an authentication
key associated with a user device, ener a ori, d.a val ue
verification code gerlsg'oA ?’6'8?'|°E‘H’H$ E{rﬁ% ‘ﬂéetﬂ'?fjd% lg 'tb°a{g2‘5?°ﬁs o

aut henticati on syt & epesage aaeryptingths agjes wayistivdegtedarming aalomserrarld'@\ﬂﬂ@e

Lhe aut hent | cat | QRra3 HEAURG OESPIRGHBRGAI: SR drthd Pllek Gowdiirne sire code

generation algorithmto rate an expected aut e%dﬁcatmnvé)iy 3@ l
the authenticati Gﬁb%"@nihﬁrlﬁ@%%laﬂ'ﬁmﬁ opRERtion Jeay,aqdifignally dnvolvg ¢ dglue
aut henti cati o CogHicdtion 8sfeer m ne a recei ved val ue and a recei ved val ue

verification 30 code; P}; Qﬁhrqgl}ch&;gialt,gﬂﬂagmgﬁﬁétc%maﬁngﬁﬁstﬁ% NGt BRd

recei ved val ue using thﬁ IOQ/C erifrcation enerati o gorithmto
generate an expetalegiverieatien gede tpifera # gPncatspated result comppyising the, Al anding,
syst em conpar i ngvileverinigaei edd:evaiduﬁemwalnb|t|ﬁaaauucunucaodecoaettdnthtamenoameneued

val ue verification Iﬁ%‘?@i rgt?dé éxs a%!BrHet'chln thlé mstgnc% g%’/oﬂatthé glﬂﬁen# &ﬁorﬁ&ﬂg?& tﬂg val ue

verification cod® e received catron cod
verifyi ng t hd0r ecericalethtech|result apanstiuptsh der iMesEageg eRANPling; dhe d@{PPcé"darYa'P%r t he
user. ' ThoeritiBitidpeodzry al | ow the aut henti catl on systemto both verify
the received 5 val ue an t hent | the u u by
processing a single n@ fd?g'g the Buthet ‘?‘?né’"a?ﬂ?% nt‘fa‘glIJ Sheavréq{eo‘;e"ﬁcgﬁon ?%%

pl ural aut henti cate eachKeyed as sowspectvg seauénceljof ﬂ@ﬂ%ﬁi@m @s@@'t grs\af é‘e@ss'%rt her

i nformation ”an%@tétuﬁﬁustresaetaﬁwﬁé&& U@é&tth@@éhbﬁkrih@yﬁebﬂéatloﬁth@|?erﬁh3‘d|§|t lixbek, may
be used to determne whjch auth entlcvsglon omategvmth

the user devi'de &Pl‘?ff%?“t'ﬂge'l?é%? nurber, gharagipr. 8%ﬁk?ﬁ5l°é hea{'%? aEé’l'" PPiesaflde a
credit card nunbéehrat adigt onaptoe mepnésented usieg mltipte binary bit$: eFdriekample, the numeral

Processing the r @é"%ag%@ rgﬁéééﬁteu%i Béer} E@ 168" U fﬁ@réxsmaatth@ag@@dﬁe apRpsIat i on
al gorithmto generat pected val ue veri

th ‘
i ncl ude processi Yy sé'P?‘PFéW’T‘H@séh?fH%Tﬂ'Q"éa?lt?)r? k@e %ngt %Ftaﬁf’%ﬁsg%t '@égpg[ key.
I'n this instance coiprise ldigite Xfoec thedASGIl tiearactari det (:atqtrmn vooise avdigit setcafri28| at e
Wi th the IreceloredkRhtGoif ahldfefldLRSGPURIARY Yot (n S WHRRT 2 UitisEPoriBEd T he

correct key at1on code serve the

pur poses, namel y difigeent ¢'9ﬂtshg>rtal‘ﬁéb\$atlQié‘SQHtharéﬁtﬁ@n'f‘l"ﬂ&‘thl W@e't%éh El'%lmabﬂé’sl ce
and/ or the user. rdgledehted a6 eSPHE binag seqoencel ditd o’ cHaedctve matyheded pedhad

val ue verificatiaon code and the received value verification code may 20nean
that the two val 08%°58F% identical, or that they have an expected

rel ationship. Hﬂmmqstmf%é@édg@eﬁtﬂy seansncrief gigitst eaMprisRs digiSogi ¢
or arithmeti CQSOP%ﬁlté 8igit Y&t & dob@ol@&@@&&rﬁﬂn@dﬂd@%ﬁﬂn@ﬂé isQize€ @lonsth@t the
exanple, performng the lo i

tic o i

subtracting the. éﬂee@eé&dwgﬁﬂ'@gﬂ Y GEE" &l’a“'é’ Wrrggiét dg%lg't'% ?}" g Ke
message usi ng noduthmeti@amay lensré that asmlwelammmq ﬁmtll%rdeefmtéume%ége is
subtracted from dchﬁstr%aka fo? eaaﬁé@%ted%lu&hﬂ @m&rhﬁoraﬁlmeeeﬁé%teﬁlva@é iny beode
has been appended to.the en r%tg % atbue ve ge% 'QQ cods% may be
de- appended fr om4ique \‘rﬂ%“é’é’é% fr%‘?"(‘éerschb?clpﬁ mPtige volee 8W by 0§ SR g%de
The expect ed 30ut HHznte, dwmo ididtereovduea redicrypted iy Somstyactitaya messeoepsing the safme

authentication code would result in different unique and reversible constructed

messages. _
In an embodimeht, the constr"ucted message is an N-digit message and thus
‘ ~has a “length” of N—digits.b The authentication code may have the same length or a
35 lesser length than that of the constructed message. Thus, for example, the -
authentication code may include an n-digit code where n = N.



30 digits selected froma digit set conprising X possible digits, and the
nmodul us arithnmetic may use nodulus X. In an enbodi nent, each digit of the
expect ed wothemkiwat i on code may be subtracted separ at elPgTiatzmizoo®specti ve
digit of the nessage using the nodulus arithmetic. To ensure that the
correct user is operating the user device, processing the 35 authentication
key using the code generation algorithmto generate an expected

aut henti cati on code may further include processing a PIN associated with
the user 11 device and stored at the -authentication system At the user
device end, to generate the correct aut hent| cation code, the user would
need to enter the correct PIN Simldrly, processi ng the received

val ue using the valuevrl at i qn ode ration alg m to generate an
expected val ue verifi czgf %’F’Y 3 Vﬁa&a? &@H@E "%Whni‘f’l 6tk q}ﬂf‘o‘ edYetyohie N
associ ated wit h tau@entisationdedd, @ed thedvalire opsfitativn cotie hasua leegth iwhizh icomespyraisem
The sane PIN may 1o sinidln 1elhlntf 1 lfeRRARN LI DiThenfle'dhe

val ue verificati 0 descri bed a ove t he
val ue may be & rg'}ﬂtg'@ ﬁ ‘g[e"ﬂh\ﬂp YBFNglﬁ%é%ihSt"é'He Yerifieation godgscorrespopdscle, f or
storage at thé adthelenmth ofale authestcati@nodé\l bahis way, b sdlediibga uuﬁﬁblekﬂthﬁl@w @€ can

t hent t th i t ed,
?Ee ﬁgt Ihgg (raray |e glﬁét Rﬁt &?‘Hrcgnsft@gt%? \?/rﬁ%}&‘agg %a? hgtbea mﬁﬁ%ﬁzh cgrr?i Witk €

aut henti cation sy 't efdhe ?H“P?Qt'céﬂ°'h‘i?fjﬂ'éﬁ'ﬁleéﬂt‘i"gﬁr9f '@cﬁ9§§tuct§§§t9§$ae§PMVw th
the user device; encrypt a respectithdigitof bietet ittavdl@nos ins vale JRAMAAIN BdliedNFor

Fhe aut hent | cat | il EstpiPng adipEalaiag GEICTA A Boll e ARG, | ng
the aut henti 8t i stwsmwsq Haveha lengthuelsr- @alts wherein rhhe« digitguincluder i-digit

i nclude a user dendrging@theaané b nMgﬂs(‘eﬁc@MfﬁB tHRSvafie WEHAMEION c6@8) 3RS WRslein
oo e Ehacehd By R Glahile, BSORES v, SRR Bl Srrsbsoreb i o o o
user device to aﬁOYHQJBQi’émQﬂt@ttthQ)Yﬁh@;@dém valug varificetinonoode, nd dhns haethasake t he

user device stor hﬁtﬁb@ of Ulblﬁst eé&ﬁtd'gﬁmﬁ the@bineRtickin code by B& m%Wé?i lﬂ%@@;ﬁlﬂﬁtbon
al gorithm aqg a eneration orit m and

the aut henticati (a)‘rr'lt s‘f/té %’%P%Xﬁ“ﬁ'b a4 ag‘%tf%‘n‘ﬁ séfgtfar? )it:q @ﬁpeggvekggut ohthgecond
code generation géngeienatethsequente éo emetouctithe alessage eonckaling thieonalue adé thgemme at i on

al gorithm the ngédxeslioh @&:leuﬂl'te'?&tlvely, the mdsBége rbe%rYét @teJPB %ﬁr\t&&a @‘8 first

aut henti cati on keéeé%s rag} 6St code Pene tion tgorl rate an
aut henti cati on c8efgaton (suchas San k B /pgic pogra e incueng the @ubentisgtionisade, and e usi ng
the first val ue, vencatenated vaiue apd daud@gjtioatioradoden al gorithmto generate a

val ue verifi @@t' on CQHPanother alternatfvpeus\ﬁéetﬁe gﬁi\(éng&tngr? E&ﬂ {h?%aﬁ#%rr\]oe{%'vglag' on

code, the val ue anq the value verif tion co
encrypting the vX§HEAtoR seAR IR CENsYG 3 Maseaoseaeuryian the V?h'é may tiryelve p@r@rmm

system the aut hendgicart arithimesiy Sberaionasiig\onfyothé faethamﬁst@g%odéamme value to
authentication SXW!@\%&J@?%MJ Qgpeﬁ&ﬁé) B A NBRLARAL LD 1K b e%%r'ygtgdt he

value to complete the construction of the message. In this alternative, the value

25  verification code may not be encrypted. In this instance, performing the logic or

arithmetic operation may include an arithmetic operation which includes, for example,

a modulus arithmetic operation involving only the authentication code and the value.

As already described, the authentication code and the value may comprise a

sequence of digits from a digit set comprising X digits, and the modulus arithmetic

30 may use ‘modulusk X arithmetic. In this embodiment it is preferred that the

~ authentication code and the value have the same length'so that each digit in the

authentication code may be, for example, added separately to a respective digit of the

value using modulus arithmetic to thereby construct the message encrypting the

value. In this instance, the message encrypting the value will include a portion which

35  encrypts the value and an unenérypted portion comprising the value verification code.



second code generation algorithmto generate an expected authentication
code; 12 the authentication system processing the nessage using the
expect ed wothemkiwati on code to determ ne a received valrag/aandiizooweei ved
val ue verification code; the authentication system processing the
recei ved val ue using the second value verification code generation
algorithmto generate an expected value verification code; t he

aut henti cati on system conparing the expected val ue verification code with

t he received value verification code; and - in the event that the
expected val ue verification code correlateg with the 10recei ved val ue
verification code, verifying the received value and authenticating the user

device. — Accor di el RetRdie 0N BdnsiiclRGihe Md3sagelhé 8186 pbsRiRNFoPBxaMply i des a
user device incl udi ng an . In Vi e

: , ut for receiving,a value:.. 15an outpu or
outputting a rresg‘éﬁé, oéaﬁu@c gggghfentlcatlon code, tq%glwgcage[ngpglﬁﬁqtéeﬁce Bt Eo tfhe
aut henti cati on keslye, xonsidetingethe madssage rahyy owolven aybtracting seitherl the opegatenaledt i on

code generation gloarithHe \faﬂgﬁom the, authent%gﬂcién%af of fisd VR 1l &h ARARIEG to
accessible to the processor, the software 20i nc

uding a serie f .
i nstructi ons 8xe88diRgPesyrastvg [HeJBREII Mak bEa"PPiI’”G'ﬁg a3 tﬁ%t’?ﬁS’E °8fa logic
encrypting the vapatstiongudh ad aibifary XORWperatiche(gkasive I0R) inslolvigg the authentication
processing the a“é{é?g%{'ecéﬁd A KJSXﬁcH:?dn%%dé,Q?ttﬁ%ﬁ\eﬂﬁaﬁénaéohﬁ@n@lhg%mmp to
&ntr Catt on coge, 0 gt I

generate an aut hel _ processi n e value using the
val ue verificati binaycuethgereeresentasianaingiset ¢ famexampes gdtinanategregenialicp of the =
Velri ficati ]g)n cod@alue agd the UaiuB Ovetifidaticil tbdeniniag el cancatentited, tane tal resultiagd t he
val ue verification ¢ Q _canstruc C ' and
out putt 1 ng ¢ i neRuagEsied ReRRRE, L e SECRORNE, TY Kha JonbsliiakiH Pme I
system via a comautherdigationsedaniatodsr to dopstrugtthe eessage B\anether a3mRient PEaYi on

Zys_t emto 30detT ﬁrrssr&.%n@m Mathé fiud ity ! stenbirdB dvithld baaryi representdiien b the
evil ce.

e software may addi.tio performthe steps .0 of. the
met hods descri be&“i%\?@tfml ??dﬁn”s@%%?ﬂ“ﬁgﬂﬁ ¥‘i REVE & '°§Ee2’vfe léIF’iaiin(c:’I {'}82@{'5 smar t
card incl udi,ng anerificatiogi ¢odelitegn agpenged: toetheuregulit . It |will bR appeasisisdi thetnethert he

aut henti cati ofy CQelgh iR Qfshldtiny e tebsadB AbedkampleludRg \iHettt BEY ohaitimeic
sequence length I ess than the seguence 35| ength of the authentication code,

and the val ue verPPRIoRFi BHRGRESHBY have a sequence length which
corresponds to the di Oheeceiptef thetmessagettiyethe agthenicadion stigemn, e authgntication

system generates expected authentication code by processing the same
authentication key and code generation algorithm as used by the user device to

20 | construct the message. The authentication system then determines or derives the
value and the value verification code contained in the message by applying a reverse
logic and/or arithmetic operation to that performed by the user device to construct the
message. The authentication system then processes the determined or derived value
using the same value verification code generation algorithm to generate an expected

'25  value verification code which is compared to the value verification code determined or
derived from the .message. If the derived value verification code matches the

. expected value verification code, this verifies the value and indicates that the
authentication code used to éncrypt_the value was correct, thus authenticating the
user device and/or the user. .

30 In some embodiments information identifying the user device and/or the user
may also be communicated to the authentication system, either within the message or
independently of the message. For example, where the authentication system
authenticates multiple user devices, the identifying information may be used‘ to
determine which authentication key the user device should have used to generate the

35 authentication code. ' ‘



the authentication code and the sequence |length of the value. This

enbodi nent may reduce the processing power required to encrypt the val ue,
whi | e usiwg@ 2aid020418t he digits in the display. The aut hemrCireatoarwoewde, the
val ue and the value verification code may all have a sequence | ength of

| ess than n-digits. 5According to another aspect, the present invention
provi des an authentication systemincluding: a conmunications port; a

processor; a nmenory storing an authentication key, a code
generation algorithm and a 10value verification code generati.on algorithm
and software resident in nenory accessible to the processor, the

software including a series of i nstructiond executabl e .by the processor to
carry out: a nethod including: receiving a nessage; 1lbprocessing t

aut henti cati on key urﬁﬁﬂ‘em‘?g"@é °d’é°ﬂ+|§’gei't’ﬁh8?{'°3tf"§§'?q ?Lﬁl%"g@%%ﬂégglgei% .
expect ed aut hent iseatiévive andidethe user, prigp tocoeBBUNitgtingitbe nwstunles medsage toltee
expect ed aut hent} gadnhQflor Qferd. On H G&TkIRCUsEr MEFEL 458 oWRlily SndlheRtidig fi ved

val ue verification code; | . ‘processi n,g t he recei ved va}l] ue using the
val ue verifi cat i Bf athaicylionsysiem friorde camgupicatiigihednesaare Qe athenlicalion e
val ue veri fi cat i seivee.auhe method may inglupe forrgarigle expect ed val ue verification

code wi th the recel vt Jdh ufich Fckiin 2h a@eriBsiBn rdBthse that has bech BefidiBedV ont
that the expected value veri i cation code, correlates w h tehe recel ved
val ue verifi cat i 8iheathentication systemgising @ resperse\gaeeration glgodihm basrAAR S8Rt i ng
the 25user devi cautikanticaBion tkag thaeresponse beinghgerfdiddnvar @espaiyseathdidceivingld y

performthe st epg tﬁgﬂﬁ%’“?ﬁéﬂ%@@%@ﬁ%!393%@?'?}55 I edepRove. The present

i nvention al so exten . imnclu a user tevice and an '
aut henti cati 8 syst etheuseridayise igbratatinposing therremedespRREeeneraliantalgorihey. aitli ng a
series of instruglpestodaiichasttionteSpda¥e BasBl 6 Bié SOerladtherticationkdy; any one of

t he methods 30 described above, and a conputer readahll e nedi a contaj ning
the software. BRI EF DRSCH PR GFPHE &QAWRE%‘E augea'cﬁf?ﬂoﬁls?%‘%? go 3¢'ethe

present inventi oauthdnti¢atiooresprmsel@sdr i bed, by way of exanple only, with
reference to the accopanweROthdl Mdi dxpécted huthehtidABom Pespariiar coirbiads Imhhad the
D O oS Rndao o R RIS b e Dl dnbryBhon’ "
' The server authentication key may be the same as the authentication key used
to encrypt the value or it méy be a different key. Similarly, the response generation
algorithm may be the same as the code generation algorifhm, or it may be a different
- algorithm.
20 According .to another aépect, the present invention provides a method of
verifying a value communicated to an authentication system via a communications
network, the authentication system storing an authentication key associated with a
user device, a code generation algorithm, and a value verification code generation
- algorithm, the method including: ' '
25 the authentication system receiving a message constructed by a user device;
the authentication sYstem processing the authentication key using the code
generation algorithm to generate an expected authentication code;
the aufhentication system processing the message using the éxbected
. authentication code to determine a received value and a received value verification
30 code; - |
the authentication system processing the received value using t_hé value
verification code generation algorithm to generate an expected value verification code;
_ the authentication system comparing the expected value verification code with
the received value verification code; and



Fig. 1 is a schematic diagram of an exanpl e network incl uding

aut hentication systens and user devices according to an enbodi nent of the

i nvent i orwwoBop/02®i8s a | ower | evel bl ock di agram of an aatrhdanbiigaodoen
systemof Fig. 1; Fig. 3 is a lower |evel block diagramof a user device of

Fig. 1, Fig. 4 is a flow chart of an enbodi nent of a nmethod of
encrypting a value at the user device of Fig. 3 and verifying the value at
the authentication systemof Fig. 2; and Fig. 5is a flowchart of an

enbodi mrent of a nethod of authenticating an authentication system 10
DETAI LED DESCRI PTI ON OF AN EMBODI MENT Exanpl e of a Network _ .
Enbodi ments of the present inventi.on can Bb@ realised over a comrunications

network, an exanple of which is shown in Fig.1l. The network 20 shown in
Fig.1 15 includes offethgrevep Wat therexaesied: kalues werifieatien spdsrsereeialer Wihihecat i on

systens. In thi Sre&mmh@e véhi@atléﬁ%déhwm?iﬁ@ thenvedainda vales andaltharmioging eies ( PCs)
22 and 24, smart ca n'b‘3 and a hand held device 28. The
‘iﬁ‘ﬂ& F"hdé?’d 2

aut henti cati on s QE sgervers 30 and 32. As shown, user devices 22
to 28 and authenti caffhemetpd meayeliao thezmithenticatiomsysemelg bot \@ubﬁfﬁ fecaive:t r oni c

data communi cat i \QfheVard Sﬁﬁenﬂm Gsdr | folhiSe RRY/MOIHE Wdr B - processing Ahgingle ansf er
of data over the network 34 may involve wired or wireless data

communi cati on. TRESa% hent i cati on systems 30 and 32 can facilitate the
transfer of data ovefh¢ etharicatonksySdmanay stare pluralnauthenticationh seyssassediated as

dat abases 36 an%lﬁﬁdlff%éﬂ%te} \ﬂg\lléés 2AlrthetMntorm&Rn aRREMEER I thel Aidenfidalidi ment s

of the invention nay real i sed over diff
(netropol itan ar¥seMetid®R)? ! a%mma(yﬁed@eg}oe(gete{@tWau@gmwe (5‘5‘3?’ sgc}uécgm
network) or the bpedsssdiréd with the usee isdck anelior theruserd Byovaytohkeampleaedabelmay a

net wor k, since S, user device or
gﬂ?t?dee %@ @%EPQP&%CQU&’ ﬁﬁrHt'Ser SRES r{aﬁie}’or%b ffke.

aut hentication s henti cat i on System Fig. 2 shows
a bl ock di agram of arfresassingnthe (!%&el"éﬁ’l V§'9%1“é'ﬁ9 e ‘éﬁl}{?oY"d'f'??éj R §0%en9RREY nent
of the present lélgd?mﬂ @6 .gendrgte atHé eaxpéciaiavalen verjfisatiem @de imay totber mcipdedcessor

42, a nenory 44, al ﬁ@g tﬁg gt&ﬂ%ﬁ%atfgm(%ycog a%ﬁfe da% chPe@EeI %ISC”Y&A}EE fievi ce

35 48, a communi %rg?es%' or ag , the
conponents 1% ofxpe¢ied mheh@ﬁ'ﬂcra@m pasie vapich @FFP‘QG withethe, Eﬁ?B'P’%‘HVqH%I"e&"‘E?U%” or
group of buses Sg&deSdMiNit Afe sdr aiewaéitdé&ﬁ theadvirear keQO MTHeOValir 8&Bication code The

processor 42 may | ude re than qne pr SSI ey to
handl e di fferentthf’rﬁf?&% i ‘Y gjo\ﬁefvﬁl ﬁ" Evé a:g’tr é AYi Ca ||dn és'fﬁ’{g tﬁ%o@@gkﬁem ry
44 may 5 i ncl udauthanticatio thalyses dmnﬁny/qiémueer tartils reseact @Scormelationt Ralwee®
volatile or non- iﬁgle%éciéa JéﬁﬁWeMﬁcaﬁ&J bddieSdnaltRe FdcBiv@D GalteVdrifiefion BBENRRY C

gg\égﬁf ?Onehg 20 1y emﬁerbtggtétgq)tyvo dilues are |dent|calngrlfha?{hey Ravteva@\re(;pe%{e%gelg\lon& for
Processing the message may include performing a logic or arithmetic
operation using the expected authentication code. For example, performing the Iognc
~ or arithmetic operation may include subtracting the expected authentication code from
at least part of the message using modulus arithmetic.

25 The authentication code may be subtracted from the entire message, or where
the value verification code has been appended to the encrypted PIN, the value
verification code may be de-appended from the message before subtracting the
authentication code.

The expected authentication code and the message may be comprised of

30 digits selected from a digit set comprising X possible digits, and the modulus
arithmetic may use modulus X. In an embodiment, each digit of the expected _
authentication code may be subtracted separately from a respective digit of the
message using the modulus arithmetic. _ ‘

~ To ensure that the correct user is operating the user device, processing the

35 authentication key using the code generation algorithm to generate an expected

authentication code may further include processing a PIN associated with the user



In this enbodi ment, the nenory 44 also stores at | east one authentication
key 64. Multiple authentication keys may be stored in the nenory 44, or the
dat abase %0,20b021|9ach aut henti cati on key associ ated wi t rca/adizbfienoesod user
device. For exanple, if the authentication system30 is for a financial
institution, each authentication key 64 nmay be associated with a particul ar
account, or account hol der. Alternatively, the authentication key
64 may be stored externally of the authentication system 30 and nay be
accessible to the authentication system 30 via 15 the conmuni cati ons

net wor k 34. The nenory 44 al so stores a code generation al gorithm 66
for generating an authentication code, andia value verification code :
generation algorithm 68 for generating a value verification code. Further .
details of thesedexicgend stned ahihe auhentiggfionsHtenart tha urendeyice Pnddo ganeeai bel ow.

201 nput devi ce %ee&e@tamenﬁcawcod@mtéSrmﬂaﬁaeutdaﬁér%eoné&mexarmle a

keyboard, a nouse or _ot. 0| nter device, a trackb

t ouch-screen, a nicr gﬁ‘é rapeRsing, the eeNFg, valie ‘éﬁ\'?geﬁ'ﬁa as‘{?c%’ it%a%'%" ﬁﬂ‘ffer n or
wirel ess data ao@pemqn glagrithna day gensirate @n expeated wdlue. veﬂncatlnrpmdedmay dgthd may
be operable by anipsfr proBesSiA E‘J #l@%&odﬁé@wﬁﬁ th® Tusb dgﬁéé bR Blor&y datye from

anot her i nput dat source ut de s ar erat es out put
data 60. Out put ﬂ@tﬂpt&e%sw B e 5 e i Biin S B hecalen
speakers, a pri ndlgarithmeanddineg vajueoerifieationsbde genelSorpadgariihm.a peri pher al 4
conponent adapt or, aAg%E?anéoaéb%U%]ttﬁée&ahﬁr fé‘%la@%&t BPnélv Sbcéited

W rel ess network adaptor orag evl ce can I nclude any form
of data or infor¥itihe Hsesdeyicesfor sigraopratife authejtication sysitem. Hlse: éPl"Paé“li’r“ser
non-vol ati | etorendevige &l iadthehthie. slteomg\enttiewnceystemagefertel thedendsse®, it c. A
file systemand f]| : . h 4: The storage
devi ce 54 may ho%ygﬁ%{cﬁﬁéégefm%h%ﬁ%na%& FEE@E Péfﬁ]g'ﬁ%g‘me%?aggtl ons port 50

al | ows the aut hent i c#teavhestcationsystemirecelvingrafrAuthgnticatign mausshissodpied Wits via a
hard wired or wthel&sgeviet wor k, such as 35 network 34 SUI t abl e

B e Pt = oo s Jand oo L ELER° b 86

appl i cation Pt ot'eeronsq gyaprati ithhased on the ﬁ'&b@ﬂcai'OBM)’emﬂot h i nt erface an
optical interface (sgghafenfioatidr teméciintunicaing the dlBBaiBation trédpbakao tie

uni versal serial bus (USB) interface or the like, or an radio frequency
identification (ﬁﬁ‘feﬁs° i nduction based comuni cation int erface. 5ln use, the
aut henti cati on syst effh@@®questoeripay inthude adiserglevitd enandtaerdervioe bechas @metivorin
and/or retri evedcoi,ﬁ&ggdtc@e, gat abase 59 via the conmuni cati on port 50.

The aut hentigation system 30 nma ormof termnal, server
processi ng sé@t em s PEErdng 'é’é&%ﬁt%#@‘a a "é‘t’“ °'ft5?rﬁ'ﬁf"é}’ notpR fegy
conput eri sed devis qeqvidedra owthiod cb ropmimenicdtifg)a vahabipet ipto 8 alskrubevicet tel @phone,
mobi | e 10dat a teédﬁ\e'ﬂﬁ’éattorPsteﬁNu@ a%@ﬁ’iﬁ)%l@étlonf ﬁétﬁ@rﬂatlhe Dsé?'ote@tl: €t§§df95$ ﬁr@f

(PDA), pager, snmart card or any other t g devi ce,
Device Fig. 3 shijenticatipney. afn éP?;ﬁﬁ%‘f"ag\ ’Uasl%qr‘“'ﬁbWq:%f"ib"a&"&’ﬁrﬂfm’tf?@ C?Q? an

enbodi nment generation algorithm, and the authentication system storing a secorid authentication

r(

25 -key, a second code generation algorithm, and a second value verification code
generation algorithm, the method including:
the user device processing the first authentication key using the first code
generation algorithm to generate an authentication code;
the user device processing the value using the first value verification code
30 generation algorithm to generate a value verification code; |
the user device using the authentication code, the value and the value
verification code to construot a message ericrypting the value;
communicating the message to the authentication system;
the authentication system receiving the message; -
35 .the authentication system processing the second authentication key using the
second code generation algorithm to generate an expected authentication code;



15 of the present invention. As shown, in this exanple the user device 27
is a smart card including an input in the formof a keypad 70, an output in
t he formwb 2a12di2saBay 72, a processor 74, a nmenory 76 amGTAIROWHOOBUPP] Y
78. In this exanple, the keypad 70 is a 12 button keypad contai ni ng
the digits 0 to 9, and two additional buttons for perform ng sel ections and
controlling operation of the 20 user device 27. A user My input a val ue,
such as a PIN into the user device 27 using the keypad 70. The display 72
is an 8-digit al phanuneric LCD displ ay. ‘The processor 74 is a

m croprocessor or mcrocontroller, for executing a conputer software .
program 80 resident in the nmenory 76. An e®anple of a suitable processor 74
is the 6502, ARM Mbtorola 6800, Texas Instrunents MSP430. The 25power
supply 78 may i ncl uddhe agthestisationopystem iprreaesindofhec Biessage qusingphiey expeeted r i cal
power to the proasisstcatidn catecto afeaning tnedeivad Rhlus BRPS AEJRIVEd Vdiud GifikksieH

devi ce 27. code nmermory 76 includes read-only nmenmory (ROM (such as an
EPROM or EEPROV) on-board the processor 74. However, it is possible that
the menory 76 may be Recaehendication system prasessingothe 7aceiveth evalre sing S serapd al so
include a ranslonvahid veamasdh caBagensratio Aifiorkiih RIgaNAre awekdecid eriﬁca?iQﬁ the
processor 74. Th nory 76 stores a conputer software program80 for - -
execution by the processor 74. The smart card .may al so function as a
credit card or debit thesguthentigatiomsygteinrromparingdhenexpedied @iuetveiifization cotiegittat ed
circuit or otherths Epos LS vbficatih@bddidnd Ur t her information associated with
the card.  This infornation rr{a?‘~I ﬁ%r eadabJae b$/ an 3bappropriate reader for -
forwarding to the authdtF'€5t "3h ey RPaHeds Yalue yerification asde coprglates with teg t car d -
may al so i nclUderegeivedrmaiunivetfichionscoperverifyiag thbersceivddadiva oy authbmicatthg ttige ,
conmuni cat i on W gdar @dvicaut henti cati on system 30 (ref. Fig.2). Al t hough
t he above descri bed exanpl e, of user device 27 is in the formof a smart
card, it is of cours C%n@%q ] @ﬁ??é@s?qﬁFt"PfePfeé‘?%dHPh@ﬂt%°m Fouser @gYiement ed
in 5 other fornsincling: exanpl e, the user device nmay include a nobile device

equi pped wi th suitablygiBLHIGESSA i astructure, such as a nobile phone, a-
personal digital assias{ngnt :(%%kg}‘,gaa\}afug'pt op conputer, a hand-held conputer,

or the like. 'Sinil ar P{outpydorguigitioga Mmesageiy i ncl ude a desktop conput er
programed wi th an ea@edessbi;e software program Thus, it wll be
appreciated that a u eV G E I . nunber of 10different hardware
‘platforns'. T%gﬁen"%%%ﬁ&?gﬁ%?dt%g%ﬂgne?éydg\?f"geegef?r%?'b?lg‘%rﬁ% and a

aut henti cdti on K@{pegerificatipn codngrepratianaldostimasd 82 nay be for accessing a
parti f:ul ar ser?/i.ce, s&tﬂ&rafiesw&nt_ekreeﬁehﬁfﬁ Qcdéaditle I tBT@E C&@é@gfor,sﬁfe".b&ﬁ/_afef or
exanpl e an ogs | i i ce. share trading service, an on-line .
shoppi ng seré\;bl cé%@?@%ﬁégn% (ﬁgs?/m%g%somfﬁt%ﬂe ng%'gﬁe%‘gl‘?ﬁ%@ Ut pmetsd e anpl e
a networ k | og- orPne¥pighe) valug inpuhinta theaisei devise melndinge (for exanpl e an emai |

service or a messagi p@csstiny i the authdntRITH ey ms;p,ﬁﬁﬁéggdé Eéﬁ%rﬁﬁn (aflg%thﬁf(?:gp' e an

on-line forum a_car-rent service, or a health service), a securl
service (for exaﬁ%ﬁffs‘eé“ﬁﬂﬁg_?'&?ﬁt?"&& ess service), or the like.

Al ternatively, the abtobessing $wtviabin ukieg theXalvea yertichtiow cadecgemeration gigatitrad to

di fferent 20pssergehéraR-a valle PéHficsRAESJEENt, the nenory 76 may store nultiple
aut henti cati on keys, for accessi “particul ar service or services.

each c ng a. p ice
The user may be reun?‘f@dthFc?ug‘@Pt&é?mamﬁg'rWPd’aﬂuarangé'PQ/V%‘@ yesificatign cedectot o t he
user device 27 whhstluctzarnéseagde enatypting theosaluesando be used. The aut henti cati on

key 82 is a secret K Ghe RS : ,
associated with the ﬁg‘%‘?ﬁﬁ'{ge& g:e?%?éﬁm?%?gsfgggcﬁ"gﬁserﬁcaﬁ?eég?ﬁ%ﬁgﬁﬁcé% i on key
82 is a 256-bit S¥HEP &R acAPMunicalosg netyork{er RiReesing byshe puthendicalisr pystRsvioce 27.
The aut hent i 3at ideterrkiey aidDvetify thichalus fane agtheitioate el 3edelvig@t i on key 64 stored
in the menory 44 of $he & L, Cadqls: for the particular
service. Two al gorjthms ar E%&o@#‘gﬁgﬁﬁﬁ&ﬂg‘gnﬁ?ﬁ?r? 9. g}T{]?Ss'Betﬁ?Fél ude a
code 30 gener at i9GFFAPLRAONE: him B £mbadimant,thp yeerdeyiee ingudes @rsmad derdgratusingt | on
al gﬁr i thm 86 -t hain natigk dispray 28 1R o’mqoult. hig tf?é erabdcﬁrhmﬁlt@a@ﬁuﬁti&%or%da@%y% the
aut henti cati on t of a _suita code generation
al gorithm 84 an?‘Z‘ fﬁ: %g%ﬁnég&'g{%g%v’g?ﬁ 'f“"}"SSt,sueS%e"E%g"Bg‘Bg‘“r?é%Ef‘i‘B%s"é'f'fﬂ?fei thm 86
are present et bdangth. of the authentication code, and the value verification code may have a

~ sequence length which.corresponds to the difference between the sequence length of



35 Exanpl e Code Generation Algorithm The code generation algorithm66 and
84 in this exanple is: 18 .<ETEP1> = ENCODE( <CODE LENGTH>, HASH( <MODE
SECRET> XOB 20128rMIBE COUNTER> & <MODE TYPE> & <MODE | NSPANGE2018/06680M> 10
Where <STEP1> is the authentication code, <CODE LENGTH> is the | ength of
the authentication code to be generated, <MODE SECRET> is the

aut hentication 15 key for an identified node type, <MODE COUNTER> is a
counter that is synchroni sed between the user device and the authentication
system <MODE TYPE> is a nunber representing the particul ar node type, v
<MODE | NSTANCE> i s an' instance of the node, for exanple if the user device
has nore than one node with the same <MODH3TYPE> val ue (for exanpl e, two '
one-time-password (OIP) m)des%j’S <PIN> is an 20existing PIN (that is, the
old PIN) associ al"é&”\ﬂﬁ’?tﬁatpﬁém N thrsgsapence fenglh of the va'g%r Th'%(Eﬂb‘?dg“%”ﬁ@aY ogi cal
excl usive OR opereauceane pratedsingpowen eiqoisdoas eagpype theivalge, while using enldftneshges(arrpl e,

the code generat .l Akt hOERGueditn BB, 15 Satd L1dSh e Hue VARASTen 25505} 21

with different a enc val ue ( e Thid® ex npl e,
is a new PIN). haé‘ﬁaﬁﬁql@"cet'mth@%émaﬁaﬁ'gﬁﬁcI ude a one t| rre password 25

node, a two way respm@sad.ﬁ@dﬂanombr &spERidBe bleaént ik pfvidleS6/F QMREntitklies | nput
data. The node nmg Sucfjn on the service that is being accessed, and w |

correspond with ? and thus the algorithnms, used at the

aut henti cation systemcomunsatposmrbl e that the code generation al gori thm
66, 84 may operate iy éﬁéﬂe}iso?c singl e node, in which case the node paraneters
MODE TYPE and MODE | N om tte

sui t abl e hashing f un&mg'ﬂowfgax%Q%ﬁ%F@t'mn Q@Hﬂ cpde g%’&" a\éﬁmﬁ'?g%’}a BHA- 384
or SHA-512. M@ t vdlup vexfipationecode benetatiohdlgayittimiaod i on i s SHA256 functi on. '

ENCODE may al so be anym@se adiidmt Ierﬁén'\cW' ac!:éésﬁ)@' & teapRbastNGPEmppyerts
the 256 bit resu]t hentication code 35 haV| ng a

DATA
| ength of <CODE Y g'i?éloﬁﬁ’s'flff@mrs(ﬁxPW%bye B REQCETTO o138 @ MRE
DATA[ (48 + (N * B;cl;uduégw + ((N+1) * 8 - 1)] MO 10d Wher e N equal S
0 to (<CODE LENGTH> -roLling %q,q? BOEA is the 256-bit result of the HASH
a

function, Wmch in thls ex e 1S a SHA-256 hash function. It wll of
15 processing the authentication key using the code generation algorithm to

generate an expected authentication code,
processing the message using the expected authentication code to determine
a received value and a received value verification code; _
processing the received vaiue using the value verification code generation
20  algorithm to generate an expected value verification code;
comparing the expected value verification code with the received value
~ verification code; and ' '
" in the event that the expected value verification code. correlates with the
received value verification code, verifying the received value and authenticating the
25, user device and/or the user. -

‘ The software may additidnally perform the steps of any of the methods
described above. The present invention also extends to a system including a user
device and an authentication system as described above, the software itself, including
a series of instructions executable by a processor to carry out any one of the methods

30 described above, and a computer readable media containing the software.

BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of the present invention will now be described, by way. of
example only, with reference to the accompanying drawings. It is io be understood
35 that the particularity of the drawings does not supersede the generahty of the
preceding description of the invention.



5 course be appreciated that the above equation is not intended to be a
limting exanple and thus that other functions for encoding the HASH nay be
used. wo 2bre/2asbel ow exanpl e, <CODE LENGTH> = 3 andPChawmenwoosoaf t he
256-bit HASH (in hexadecimal) is shown in Table 1: Byte nunber

0001 02 03 04 05 06 0708 09 10 11 12

14

Fig. 1 is a schematic diagram of an example network including authentication
systems and user devices according to an embodiment of the invention;

Fig. 2 is a lower level block diagram of an authentication system of Fig. 1,

Fig. 3 is a lower level block diagram of a user device of Fig. 1;

5 Fig. 4 is a flow chart of an embodiment of a method of encrypting a value at
the user device of Fig. 3 and verifying the value at the authentication system of Fig. 2;
and

Fig. 5is a flow chart of an embodiment of a method of authenticating an
authentication system.
10 : :

DETAILED DESCRIPTION OF AN EMBODIMENT

Example of a Network
Embodiments of the present invention can be realised over a communications

network, an example of which is shown in Fig.1. The network 20 shown in Fig.1
15 includes one or more user devices and one or more authentication systems. In this
"example, the user devices include personal computers (PCs) 22 and 24, smart cards
26 and 27, and a hand held device 28. Thé authentication systems include servers 30
and 32. As shown, user device§,22 to 28 and authentication systems 30, 32 are .
connected to support electronic data communication via the communications network

20 34 ‘

The transfer of data over the network 34 may involve wired or wireless data
communication. The authentication systems 30 and 32 can facilitate the transfer of |
data over the network 34 and one or more databases, such as databases 36 and 38
respectively. _

25 it will be appreciated that embodiments of the invention may be realised over
different networks, such as a MAN (metropolitan area network), WAN (wide area
nefwork), LAN (Iocél area network) or the internet. Also, embodiments need not take
place over a network, since some embodiments could occur entirely on a user device

~ or authentication system. '
30
- Example of an Authentication System

[Fig. 2 shows a block diagram of an authentication system 30 according to an
embodiment of the present invention. The authentication system 30 includes' a
processor 42, a memory 44, at least one input device 46, at least one output device

35 48, a communications port 50 and a storage device 54. As is shown, the components
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of the authentication system 30 are coupled via a bus or group of buses 56 such as-
data, address and/or control buses.

The processor 42 may include more than one processing device, for example
to handle different functions within the authentication system 30. The memory 44 may
include any suitable memory device and include, for example, volatile or non-volatile
memory, solid state storage devices, magnetic devices; etc. The memory 44 stores a
computer software program 62 for execution by the processor 42.

In this embodiment, the memory 44 also stores at least one authentication key
64. Multiple authentication keys may be stored in the memory 44, or the database 59,
each authentication key associated with a different user device. For example, if the
authentication system 30 is for a financial institution, each authentication key 64 may
be associated with a parficular account, or account holder.

Alternatively, the ‘authentication key 64 may be stored externally of the
authentication system 30 and may be accessible to the authentication system 30 via
the communications network 34. ' |

The memory 44 also stores a code generation algorithm 66 for generating an 4
authentication code, and a value verification code generation algorithm 68 for
generating a vaiue verification code. Further details of these algoi’ithm's and the

~ authentication key will be given below.

Input device 46 receives input data 58 and may mclude, for- example a
keyboard, a mouse or other pointer device, a trackball, ;oystlck or touch-screen, a
microphone, a data receiver or antenna such as a modem or wireless data adaptor,
data acquisition card, etc. E An input 'device 46 may be operable by a user to enter
input data 58, or it may receive data from another input data source.

Output device 48 produces or generates output data 60. Output device 48
may include a display device, a set of audio speakers, a printer, a port (for example a
usB pon)', a peripheral component adaptor, a data transmitter or antenna such as a
modem or wireless network adaptor,' etc.

The storage device 54 can include any form of data or information storage
means, for example, volatile or non-volatile memory, solid state storage devicés,
magnetic devices, etc. A file system and files may be stored on the storage device
54. The storage device 54 may house at least one database 59.

The 'communications port 50 allows the authentication system 30 to
communicate with other devices via a hard wired or wireless network, such as
network 34. Suitable communications ports may use an IEEE802.11 based wireless
interface, a generai packet radio service (GPRS) compatible interface, a wireless
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application protocol (WAP) compatible interface, a Bluetooth interface, an optical

* interface (such as an IrDA interface), a ZigBee interface, a universal serial bus (USB)

interface or the like, or an radio frequency identification (RFID) induction based
communication interface. _ ‘

In use, the authentication system 30 can be adapted to allow data to be stored
in and/or retrieved from the database 59 via the communication port 50.

The authentication system 30 may include any form of terminal, server
processing system, specialised hardware, ‘computer, computer system or
computerised device, personal computer (PC), mobile or cellular telephone, mobile
data terminal, portablé computer, Personal Digital Assistant (PDA), pager, smart card
or any other type of device.

Example of a User Device
Fig. 3 shows a block diagram of a user device 27 according to an embodiment

- of the present invention. As shown, in this example the user device 27 is a smart card
including an input in the form of a keypad 70, an output in the form of a display 72, a
: processor 74, a memory 76 and a power supply 78.

In this example, the keypad 70 is a 12 button keypad containing the digits 0 to
9, and two additional buttons for performing selections and controlling operation of the
user device 27. A user may input a value, such as a PIN into the user device 27 using
the keypad 70. The display 72 is an 8-digit alphanumeric LCD display. '

The processor 74 is a microprocessor or microcontroller, for executing _é
computer software program 80 resident in the memory 76. An example of a suitable
processor 74 is the 6502, ARM, Motorola 6800, Texas Instruments MSP430. The
power supply 78 may include a battery or an induction coil, to supply electrical power
to the processor 74 and other functional components of the user device 27.

The memory 76 includes read-only memory (ROM) (such as an EPROM or
EEPROM) on-board the processor 74. However, it is possible that thé memory‘76 »
may be external to the processor 74. The memory 76 may also include a random
access memory (RAM) to provide working memory for the processor 74. The memory

76 stores a computer software program 80 for execution by the processor 74.

The smart card may also function as a credit card or debit card, and may
include a magnetic stripe, integrated circuit or other components for storing further
information associated with the card. This information may be readable by an
appropriate reader for .forwarding to the authentication system 30 (ref. Fig.2). The
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smart card may also include a communications port, aé described above, for data
communication with an authentication system 30 (ref. Fig.2).

Although the above described example of a user device 27 is in the form of a
smart card, it is of course possible that further embodiments may be implemented in .
other forms. For example, the user device may include a mobile device equipped with
suitable processihg infrastructure, such as a mobile phone, a personal digital assistant
(PDA), a laptop computer, a hand-held computer, or the like. Similarly, the user '
device may include a desktop computer programmed with an executable software
progfam. Thus, it will be appreciated that a user device may include a number of
different hardware ‘platforms’. _ '

The memory 76 of the user device 27 stores an authentication key 82. The
authentication key 82 may be for accessing a particular service, such as an electronic
data interchange service (for example an on-line banking serVice, share trading
service, an on-line shoppiﬁg service, dr the like), a’ computer network service (for

“example a network log-on service), a communications service (for example an email

service or a messaging service), a membership based service (for example an on-line
forum, a car-rental service, or a health service), a security service (for example a
building access service), or the like. ‘

Alternatively, the authentication key 82 may allow access to plural different
services. In an embodiment, the memory 76 may store multiple authentication keys,
each for accessing a. particular service or services. The user may be required to
select a particular service to indicate to the user device 27 which authentication key is
to be used.

The authentication key 82 is a secret key, such as a seed, code or data
sequence, associated with the user device 27. In this example, the authentication key
82 is a 256-bit shared key, stored in the m.e'mory 76 of the user device 27. The
authentication key 82 is the same as the authentication key 64 stored in the mémory
44 of the authentication system 30 for the particular service. -

Two algorithms are also stored in the memory 76. These include a code
generation algorithm 84 and a value verification code generation algorithm 86 that are
the same as the algorithms 66 and 68 stored at the authentication system 30. An
example of a suitable code generation algorithm 84 and a suitabie value verification
code generation algorithm 86 are presented below.

Example Code Generation Algorithm
The code generation _algorithm 66 and 84 in this example is:
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<STEP1> = ENCODE (
<CODE LENGTH>, HASH(
<MODE SECRET> XOR ( '
5 o <MdDE COUNTER> &
<MODE TYPE> &
<MODE INSTANCE> &

<PIN> g

10 , )

Where <STEP1> is the authentication code, <CODE LENGTH> is the length
of the authentication code fo be generated, <MODE SECRET> is the authentication
15  key for an identified mode type, <MODE COUNTER> is a counter that is synchronised
between the user device and the authentication system, <MODE TYPE> is a number
representing the particular mode type, <MODE INSTANCE> is an instance of the
mode, for example if the user device has more than one mode with the same <MODE
TYPE> value (for example, two one-time-password (OTP) modes), <PIN> is an
20  existing PIN (that is, the old PIN) associated with the user device 27 or the user, XOR
s the logical exclusive OR operatlon and “&" indicates appendmg
in this example, the code generation algorithm 66, 84 may use different
“modes” associated with different algorithms for encrypting the value (which in this
example, is a new PIN). For example, the “mode” may include a one time password
25 JM@AwmwwmwmwmM&mammmmuw%mbmwmwwnmmmm
The mode may depend on the service that is being accessed, and will correspond
with the mode, and thus the algorithms, used at the authentication system. It is
possible that the code generation algorithm 66, 84 may operate in only a single mode,
in which case the mode parameters MODE TYPE and MODE INSTANCE may be
30 omitted. ' ‘ L
HASH may be any suitable hashing function, for example MD5, SHA-1, SHA-
224, SHA-256, SHA~384 or SHA-512. In this example, the hashing function is SHA-
256 function. ENCODE may also be any encoding function. In this example
ENCODE converts the 256 bit result (DATA) of the HASH to an authentication code
35 having a length of <CODE LENGTH>, using the following equation:



= Data[56..63] MOD 10d = 5Bh MOD 10d = 91d MOD 10d = 1 Digit 2 =
Dat a[ 64..71] MOD 10d = E4h MOD 10d = 228d MDD 10d = 8 20 The result of
ENCODE amwtot2niesn2+#88EP1> woul d be the three digit val ue: PEFBRERAM/060918. 25| n
other words, in this exanple the authentication code = 618. In this
I nstance the ENCODE function converts the 256-bit authentication key into
an n-digit authentication code, which in this exanple is a 3-bit
aut henti cati on code, by applying the hashing function HASH A 3-bit
aut henti cati on code may be used to construct a 3- 20 bit nessage
encrypting a 2-bit value and a 1-bit value verification code, or a nessage
encrypting a 3-bit val ue. In this et@nple, the counter (MODE COUNTER)
is a count value which is synchroni sed between the user device 27 and the
aut henti cati on sY/StEr CoPBHHAREe BV SebUri . * By ¥why) of BxanplleMRdCh tinme a
message i s conmuni cated between the user device and authentication system
to authenticate one WneldifoQldISy 1o (LE8DERENETH, LS) NG DRTR R as@hiekllE
aut hentication key is rncre _nte3 using the count’er to thereby generate a
new aut hent i cat i ¥rihaBHSH funstiane whick in this exgmplgria R, SHEPEhask fyngtiany & will ot he
same aut hent i gatdofite KRY agppétiatbadBat HR CalRaE RqiidtiB® i n¥iintehdddS 10266 Tay Mhigy 10
Exanpl e Val ue Veerxl":\}cﬁblg%d flls ¢ atdo?he%ﬂgtfoﬁg *o?gnc'g‘ldi%) {hlem@-l may be used. ‘
In the below example, <CODE LENGTH> = 3 and the result of the 256-bit
HASH (in hexadecimal) is shown in Table 1:

| Byte number _ .
004101 02 {03 |04 los 06‘107 ]os 094[10 11;112 13‘114 15
Byte Value ’
DD (09 | 36 ‘[.57 7A {1C |88 | SB | E4 7o|2c 04 |67 |08 |31 |DS

Byte number .
16 ]17‘[18 19 |20 |21 [22 |23 24 25‘]26 zjilza ]zg 30 | 31
Byte Value _
[eF 54 ]aa |o7 12 |¢cs |[7Df72 |85 zaj[cc FA [0A |19 [4F |92

10 '
" Table 1
The ENCODE function converts the 256-bit result (DATA) of the HASH to an .

. authentication code having a length of 3-digits (Digit 0, Digit 1, Digit 2), using the
15 follow_ing equations: "

_ Digit 0 = Data[48..55] MOD 10d = 88h MOD 10d = 136d MOD 10d = 6
Data[56..63] MOD 10d = 5Bh MOD 10d = 91d MOD 10d = 1
Data(64..71] MOD 10d = E4h MOD 10d = 228d MOD 10d = 8

Digit 1

I
[}

Digit 2
20 .
The result of ENCODE and thus <STEP1> would be the three digit value:

<STEP1> = 618.

25 In other words, in this example the authentication code = 618. In this instance -
_the ENCODE function converts the 256-bit authentication key into an ri-digit
authentication code, which in this example is a 3-bit authentication code, by applying
the hashing function HASH. A 3-bit authentication code may be used to construct a 3-



The val ue verification code (WC) . generation algorithm68 and 86 in this
exanpl e is: 15<vvc> = ENCODE( 8 -<PI N LENGTH>, HASH( <MODE SECRET> XOR (
<MODE COUNMDER:2/@19MODE TYPE> & 20<MODE | NSTANCE> & <Pl NPCZ/AASERABIIDOR> &
<NEW PI N> 25 Where <PIN LENGTH> is the length of the val ue being
encrypted, <MODE SECRET>, <MODE COUNTER>, <MODE TYPE>, <MODE | NSTANCE>,

<PI N>; 30 HASH, ENCODE, XOR and "&" are as described above, <SEPARATOR> is
a constant, in this case the hexadeci mal value "FE', and <NEWPIN> is the
val ue being encrypted. In the present exanple, the separator is included
simply to provide a conveni ent nmechanismfor partitioning the PIN (that is,
the old PIN) and the NEWPIN. It will be &ppreciated that the above
exanples are only two exanples of 35suitable algorithns for generating an
aut henti cati on d¥deessaag eacryeling @ 2Rivelup @‘é‘?? 6%“ 8@&%"%"&%%?9‘\99&?, MeERP%t hat

ot her al gorit hmeenegpting al?ebitvaled. For exanple, different or fewer 21

vari abl es may be | nvg_] *‘Eﬂ?’%ﬁg‘g*hﬁe%%‘?'t W@ugobn%ﬂ N 4 Ehat vaise whibe ol d

PIN) need not be use rnmore, | e

: r d|eqw_ce, 27 operates in, a
si ngl e node, valaxe@r@mﬁbaweWSWKﬁE%?"%E GrjBion sygl PRIBTENCE>

woul d not be mppst@ap! By whyl bt &@mpRl eachdintees mesdage natanumynicatedbetreentheaccount
nunber, or .additional. I J he AbgHeer isd

di fferent secret”sﬁre‘%v'r?gﬁHcggu“l'Jes"g%H{’?ny%gﬁé_gp_(tﬁéelm'\@/%? Pfﬁélagre{?? %‘He’-'cbﬁ/eé" erqlerati on
al gorithm t han iiscremented, and the agherticalion dew isi iRsreragrigshysing e eaunten ipdBereRhe

val ue verifi catigReR0£ ne@ HthekticatibnMeyOThd BointeRYs Biftionalsendlalatatiadly, kieyy at
all and may instead nerate the | ue verif. Lon. i ng anot her
approach. 10 Exaiifit& @‘F”tﬁgt@f’ﬁ’f F%g"a"ﬁ %(Yﬁ%hft'hggwﬂgfsgé?gﬁpt?ﬁil ustrates a

met hod 100 of0 encrypting a value input into the user device 27 according to
an enbodi ment OfExtaﬁ@eiva\(ﬁ%h@gignlébdhl@eﬁe@mmoathni he val ue is a repl acenent
PIN for storage ai auf hent | cati o em 30.. I5W¢th r ' to
Fig. 3 and Fig. 4, atTﬁgt"é'He ilﬁrzt!cattqqeco@gﬂ@é)ogenseéqng%taé%gnﬁ%géggﬁggﬂ gﬁ i on
usi ng the keypadexatplefis:t he user device 27. Selection of the PIN change
option may require the user 101 to .enter an authentication response

generated by the authentication system 30, as will be described below, to
enabl e the udRr devi &27t"SEhenticate the authentication system 30.
However, this step is 8 - <PIN LENGTH>, HASH(

<MODE SECRET> XOR (
<MODE COUNTER> &
<MODE.  TYPE> &

20 o <MODE INSTANCE> &
' <PIN> &
 <SEPARATOR> &
~ <NEW PIN>
-

.25 ' )
' )

Where <PIN LENGTH> is the length of the value being encrypted, <MODE

SECRET>, <MODE COUNTER>, <MODE TYPE>, <MODE INSTANCE>, <PIN>;

30 HASH, ENCODE, XOR and “&" are as described above, <SEPARATOR> is a
constant, in this case the hexadecimal value “FE”, and <NEW PIN> is the value being
encrypted. In the present example, the separator is included simply to provide a
convenient mechanism for partitioning the PIN (that is, the old PIN) and the NEW PIN.

it will be appreciated that the above examples are only two examples of

35  suitable algorithms for generating an authentication code and a value verification code
respectively, and that other algorithms could be used. For example, diﬁerent or fewer



20 optional as the value conmunicated is encrypted in any case. At
step 103, the user device 27 pronpts the user 101 to enter a repl acenent
PIN. At swepodj19iBhe user 101 enters the repl acenent oPCmaAu2PiIM0IE0 t he
keypad 70, for exanple the sequence of digits "9876" representing the
repl acenent or new PIN. To ensure that the replacenent or new PIN was
correctly entered, the software 80 25 nmay pronpt the user 101 to re-enter
t he repl acement PIN. The software 80 then pronpts the user 101 to
enter the existing PIN (that is, the old PIN) at step 105, which the user
101 enters at step 106. For exanple, the existing PIN may be the sequence
of digits "1234". At step 108 the2software 80 processes the
authentication key 82 using the 30 code generation algorit 4 to enerate
an aut henti cat i oarablpganay|ba invplved 'éﬂtfr?fﬁpeﬁe@ﬁ@tf‘%ﬂ"b%aﬁg ‘H%QB?@@' aI ues
are used: <MODE palicEETrurtRermore, if the user devicé@7uPerhfds (ha 6itigld DoGR \&meFEuchB6 83
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Cence < o oSk SiSRReeBONT e Qg e Mol e o
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approach al |l ows such %s al phanuneric

fo
PINs), and poss|"Pﬂt‘ii’dﬂﬁ??'%f?m?a’ﬁ‘.‘fﬁg?rﬁh&at\?ﬁf’ﬁ%?sm?8"%'%6("3&% “5In this exanpl e,
t he above pataneters are t hen pr ocessed by the code generation algorithm 84

as follows: <STEP] g & LENGTH>, HASH( 20<MODE SECRET> XCR(

<MCDE CQJNTER> < | NSTANCE> <Pl N>
Frg 4 illustrates a method 100 of encrypting a value input into the user device

27 according to an embodiment of the invention. In this example, the value is a

_ replacement PIN for storage at the authentication system 30. '

15 With reference now to Fig. 3 and Fig. 4, at step 102, the user 101 selects a
PIN change option usving the keypad 70 of the user device 27. Selection of the PIN
change option may require the user 101 to enter an authentication response
generated by the auth'enticatiorr.system 30, as will be described below, to enable the
user device 27 to authenticate the authentication system 30 However, this step is

20 optional as the value communicated is encrypted in any case. '

At step 103, the user device 27 prompts the user 101 to enter a replacement
PIN. Atstep 104, the user 101 enters the replacement or new PIN into the keypad 70,
for example the sequence of digits “9876” representing the replacement or new PIN.
To ensure that the replacement or new PIN was correctly entered, the software 80

25 may prompt the user 101 to re- -enter the replacement PIN.

The software 80 then prompts the user 101 to enter the existing PIN (that is, |
the old PIN) at step 105, which the user 101 enters at step 106. For example, the
existing PIN may be the sequence of digits “1234".

_ At step 108 the software 80 processes the authentication key 82 using the '

30 code generation algorithm 84 to generate an authentication code. In this example,
the following hexadecimal values are used:

<MODE SECRET> = ‘ _ N
4B 50 13 07 66 4D CB 01 FF B6 B3 35 10 7B 42 E6 FC A6 BS
35 57 51 RE 72 7435 9E 69 79 15 35 5B 70



25

<MODE COUNTER> & <MODE TYPE> & <MODE | NSTANCE> & <Pl N> = 3000

00 01 13 00 31 32 33 34 <MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> &
<MCDE | NSVONCE2818PI N>) = 4B 50 12 14 66 7C F9 32 CB 86TRK128H/00004B 42 E6
FC A6 E8 57 51 AE 72 74
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. <CODE LENGTH> = 8
<MODE CQUNTER> = 00 00 01
<MODE TYPE> = 13
<MODE INSTANCE> = 00
<PIN> =-31 32 33 34

in this example, as previously described, <MODE TYF"ES, <MODE
INSTANCE>, <MODE COUNTER> are optional and have been included merely to
present examples of additional data which may be involved in the code generation
algorithm. , '

It is also to be noted that in this example, the value (which in this instance is
the existing PIN) of “1234” is converted into its ASCHl representation in hexadecimal
fbrmat. Such an approach allows, for example, alphanumeric values (such as
alphanumeric PINs), and possibly non-alphanumeric values, to be used. ,

in this example, the above parameters are then processed by the code

generation algorithm 84 as follows:

<STEP1> = ENCODE (
<CODE LENGTH>, HASH(
<MODE SECRET> XOR (
<MODE COUNTER> &
<MODE TYPE> &
<MODE INSTANCE> &
<PIN>

)
)

' <MODE COUNTER> & <MODE TYPE> & <MODE INSTANCE> & <PIN> =
00 00 01 13 00 31 32 33 34

<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> & <MODE
INSTANCE> & <PIN>) = '

4B 50 12 14 66 7C F9 32

CB B6 B3 35 10 7B 42 E6

FC A6 B8 57 51 AE 72 74



23 35 9E 69 79 15 35 5B 70 HASH( <MODE SECRET> XOR (<MODE COUNTER> & <MODE
TYPE> & <MODE | NSTANCE> & <PIN>)) = 5 9A 4B 42 FD 17 76 67 F8 54 9F 5B D2
07. BC 7B wo 2B2/@D18F 49 5D A9 F7 5C F5 FF 86 C8 5C 97 F®C®RAU2011/000904
10ENCODE( <LENGTH>, HASH(<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> &
<MODE | NSTANCE> & <PIN>))) = 38491078 The authentication code is thus
generated as the n-digit code (where n=8): 15 Authentication Code =
38491078 At step 110, the software 80 processes the value using the
val ue verification code generation algorithm86 to generate a val ue
verification code. 20The val ues for <MODE SECRET> (that is, the )
aut henti cation key), <MODE COUNTER>, <MODB3TYPE>, <MODE | NSTANCE> and <Pl N> -
are as given above. In addition, <SEPARATOR> = FE 25<NEWPIN> = 39 38 37 36
<PIN LENGTH> = 4 AgaPR,®8 A%tH 4562ampI™® the val ue of "9876", which in this
exanple is the new PIN, is been converted into its ASCI|I representation in
hexadeci mal format (4R dSpe "$er38 3Hor30 AbbR dRRTRLOGESSIRE- TflS above

paranmeters are then processed E/>the val ue verification code generation
al gori thm 86 as fol | 6WRPE INRABNCE> Enee() = | 8 - <PIN
LENGTH>, HASH{ 35<MORE SEERED>1XCR 67 8ODE COUNTER> &.

'54 SF 5B D2 07 BC 7B 77
B2 3D 6F 49 5D A9 F7 5C
F5 FF 86 C8 5C 97 F9 68

10 ENCODE (<LENGTH>, HASH(<MODE SECRET> XOR (<MODE COUNTER>
' & <MODE TYPE> & <MODE INSTANCE> & <PIN>))) =
38491078

The authentication code is thus generated as the n-digit code (where n=8):
15 _
Authentication Code = 38491078

At step 110, the software 80 processes the value using the value verification
code generétion algorithm 86 to generate a value verification code.
20 The values for <MODE SECRET> (that is, the authentication key), <MODE
COUNTER>, <MODE TYPE>, <MODE INSTANCE> and <PiN> are as given above.
In addition, '

<SEPARATOR> = FE
25 " <NEW PIN> = 39 38 37 36
<PIN LENGTH> = 4

Again, in this example, the value of “9876", which in this example is the new PIN, is
been converted into its ASCI! representation in hexadecimal format (that is, “39 38 37

30 36") for processing. The above parameters are then procéssed by the value
verification code generation algorithm 86 as follows: | '

<VVC> = ENCODE(
8 — <PIN LENGTH>, HASH(
35 : <MODE SECRET> XOR (
<MODE COUNTER> &



24 <MODE TYPE> & <MODE | NSTANCE> & <Pl N> & <SEPARATOR> & 5<NEW PI N> 10<MCODE
COUNTER> & <MODE TYPE> & <MODE | NSTANCE> & <Pl N> & <SEPARATOR> & <NEW PI N>
= 00 00 Owo2812001A% 32 33 34 FE 39 38 37 36 PNVDRE2GHOREDF XOR
(<MODE COUNTER> & <MODE TYPE> & <MODE 151 NSTANCE> & <PI N> & <SEPARATOR> &
<NEW pI N>) = 43 50 12 14 66 7C F9 32 CB 48 8A OD 27 4D 42 E6 FC A6 B8 57 51
AE 72 74 35 9E 69 79 15 35 5B 70 20 HASH( <MODE SECRET> XOR ( <MODE COUNTER>
& <MODE TYPE> & <MODE | NSTANCE> & <Pl N> & <SEPARATOR> & <NEWPIN>)) = CF F4
47 C9 4C 36 CB 66 69 BA 3A 36 61 7C AD EE 25B6 98 63 19 DA 2A 19 71 12 40
6D 08 C C3 45 18 ENCODE( 4, HASH( <MODE SECRET> XOR (<MODE COUNTER> &
<MODE TYPE> & <MODE .| NSTANCE> & <Pl N> & <8EPARATOR> & <NEW 30PI N>))) = 3256
The value verification code is thus generated as the mdigit code (where:
25 At step 112, the software 80 S¥¥¥E fHEafit hentication code
(38491078), the-value (9876) and the vakene vestaNCEati on code (3256) to
construct a message for encrypting theyglug (9876). In this exanple, an
arithmetic operation involving all three values as operands is used to
construct the message. In this operati OFEFARAEOR> & '

5 S <NEW PIN>

)

10 <MODE COUNTER> & <MODE TYPE> & <MODE INSTANCE> & <PIN> &
<SEPARATOR> & <NEW PIN> = '
00 00 01 13 00 31 32 33 34 FE 39 38 37 36

<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> & <MODE
15 | INSTANCE> & €P1N> & <SEPARATOR> & <NEW PIN>) =
4B 50 12 14 66 7C F9 32
CB 48 8A 0D 27 4D 42 E6
FC A6 B8 57 51 AE 72 74
35 9E 69 79 15 35 5B 70
20 |
HASH(<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> &
<MODE INSTANCE> & <PIN> & <SEPARATOR> & <NEW PIN>)) =
CF F4 47 C9 4C 36 CB 66 o
69 BA 3A B6 61 7C AD EE
25 " B6 98 63 19. DA 2A 19 71
12 40 6D 08 Cl C3 45 18

' ENCODE (4, HASH(<MODE SECRET> XOR (<MODE COUNTER> & <MODE
TYPE> & <MODE INSTANCE> & <PIN> & <SEPARATOR> & <NEW
30 PIN>))) = '
3256 -

The value verification code is thus generated as the m-digit code (where m=4):

~35 Value Verification Code = 3256



5 value and val ue verification code are concatenated to provide a

concat enat ed sequence (98763256), and the authentication code is then
added, uswogormdidigs 10 arithnetic, to the concat enat edpsEquRnO®00Mitt h each
digit being added separately as follows: 10<MESSAGE> = <STEPI > ADD ( <NEW
PIN> & <WC>) <STEP 1> 3 8 49107 8 <NEWPIN>9 8 7 <WGC

25

At step 112, the software 80 uses the authentication code (38491078), the

value (9876) and the value verification code (3256) to construct a message for
encrypting the value (9876). in this example, an arithmetic operation involving all
'three values as operands is used to construct the message. In this operation, the

5 value and value verification code are concatenated to provide a concatenated
éequence (98763256), and the authentication code is then added, using moduius 10
arithmetic, to the cnncatenated sequence, with each digit being added separately as

follows:
10 : <MESSAGE> = <STEP1> ADD (<NEW PIN> & <VVC>)
<STEP1> |3 |8 |4 |9 |1 [0 |7 |8
<NEWPIN> 19 18 17 16
<VVC> ' 312 {5 1|6
<MESSAGE> |2 |6 |1 |5 |4 |2 12 |4
Table 2
15 Where ADD is a modulus 10 addition operation.

In this example, it is to be noted that the value verification code <VVCs is
concatenated to the end of the 4-digit value <NEW PIN>, however, it is also possible
that the value verification code could be concatenated at the beginning of the value, or
could be separated from the value by other digits. Indeed, the value verification code

20 could be appended to the end of the message, rather than being added to the
‘authentication code <STEP 1>. . ‘

Also, in this example, the value verification code <VVCs> is chosen to have a
sequence length which corresponds to the difference' between the length of the
authentication code <STEP 1>, which in this example is 8-digits, and the length of the

25  value <NEW PIN>, which in this example is 4-digits. Hence, in this example the value
comprises 4 digits, the authentication' code comprises 8 digits and the value
verification code comprises 4 digits. Similarly, if the value <NEW PIN> comprised 6
digits and the authentication code comprised 8 digits, the value verification code
<VVC> may comprise 2 digits. it will be appreciated that the number of digits in the

30 authentication code <STEP 1> compared with the concatenated value and value
verification code may be different. It is desirable, however, that the authentication '
code be at least equal to, if not longer in length than the value.



3256 <MESSAGE> 26154224 Table 2 15Where ADD i s a nodul us 10
addi ti on operation. In this exanple, it is to be noted that the val ue
veri fi catworood®igVWC> is concatenated to the end of tRreTAWdgiiowal ue
<NEW PI N>, however, it is also possible that the value verification code
coul d be concatenated at the beginning of the value, or could be separated
fromthe value by other digits. Indeed, the value verification code 20
coul d be appended to the end of the nessage, rather than being added to the
aut henti cation code <STEP 1>. Al'so, in this exanple, the value
verification code <WC> is chosen to have a sequence | ength which
corresponds to the difference between the2dength of the authentication code
<STEP 1>, which in this exanple is 8-digits, and the |ength of the 25 val ue
<NEW PI N>, which in Fuiher.dhiaeyanply yses rendyius 40 apgitigne as the aukesticatiohénde t he
val ue conpri ses vaudiagt Vdue Ydhificatior éwabtmhpm”ed@deeqmmudfag&s $bldttedifiom and

the value ver |1l oqkl QReSRIBE TR E 1 5.4 914 3,7 LI A" Lbnalel sthE R e

<NEW PI N> conprise '"néntT ca | on c
digits, the val uerygelpgiecciam igigbcompising ?fai;alté,owﬁsgee Qouin g¢ s@strwqtecw Il be

appreci ated tghatysing@ mydoRek a%méﬂldbpbﬁtuérﬂs&dﬁ@no’&@lu@!ﬂa&ﬁﬂ‘ﬁn'o@Bﬁdt@étloﬁOde <STEP
1> conpared with the Eoncatt ec%m F‘ rb[% %&g& erificat.i n code may be
different. It is -desiPhErY ??é?ge ﬁtaf f Pf’%’&?‘t’%ﬁ G,oodé’ B 5
| east equal- t o, tbtheruser 1Qra) stepiin3,| ferayainple hthe mehsage alayde oulpgt for display on

the 8-digit display 72 of the user device 27. The message (26154224) is for ‘

communicating to an authentication system 30 via a communications network 34 for

10  processing by the authentication system 30 to determine and verify the value (9876),
and authenticate the user device 27 and/or the user 101.

At step 114 the user 101 communicates the Imessage to the authentication
system 30 by a suitable means. If the user 101 has access to a personal computer
24, communicating the message to the authentication system 30 the may involve the
15 user 101 manually entering the message into the personal computer 24 for
transmission via the network 34 to the authentication system 30. In other alternatives,
the user device 27 may be network connected (for example if it is a mobile phone or
PDA), and directly transmit the message to the authentication system 30 without
further user input. In yet other alternatives, the message may be read from the user
20 = device 27 (for example, a credit card) by another device, such as an automatic teller
machine, and transmitted to the authentication system 30. In these alternatives, the
user 101 need not know the value of the me§sage.'

Together with the message, the ‘user 101 (or the user device 27)
~ communicates to the authentication syétem 30 additional information associated with
25 the user device 27, such as a credit card number, account number, account name or
the like. Such information may be used to identify the user and/or the card claiming to
communicate the message, and thus determine which authentication key and PIN is
associated with the user device 27. However, it is not essential that the additional
~ information be communicated with the message, since ivt ma‘y'be provided either

30  before or after the message has been communicated.

Example of Verifying a Value
in this example, the authentication system 30 receives the message via the

commuhications port 50. The authentication system 30 uses the additional
35 information to determine which authentication key and PIN is associated with the user



Further, this exanple uses nodulus 10 addition, as the authentication code,
val ue and value verification code are conprised of a sequence of digits

sel ect ed Wwoam22ad1g§it set conprising 10 digits (0, 1, 2PC3AuR11Bood4 7, 8
and 9). However, if the digits were selected froma digit set conprising X
digits, a nessage could be constructed using a nodulus X arithnetic
operation, such nodulus X addition or subtraction. The constructed
nmessage (that is, 26154224) is then comruni cated or output to the user 101
at step 113, for exanple, the nessage may be out put for .display on the
8-digit display 72 of the user device 27. The nessage (26154224) is for
communi cating to an authentication system20 via a comuni cations network
34 for 10processing b\7/ t he aut hentication s?/stem 30 to deternmine and verify
the val ue (9876)deviga@/ A€ terelrickathese RPrepeey thg éeqeived mpssage toyeripnibe yalee 101.

At step 114 the gReluthbhtkaanenser PAa8/of Rr dvksage to the authentication.

system 30 by a suita nmeans, . Lf the user 101_has access .t ._personal '
computer 24 commun; CEIAE Cobr2ubd RS St a0 Beere P e BeRRRRPEG « ne
may i nvol ve the @baustep 110 usingutheatdde generaliomajgerithm 66 e agoeralatan expecter sonal

conputer 24 for LiRinGebhissicds LEPER R Nt hlkortin trEpdaliethd Utdpanéfl hatdb@d
system 30. In other alt Wotrlfktg,e
I

rnatiyes, .the user device 27 he net
connect ed (for - e ?‘?("l m ¥§ Perfared %‘éﬁ?)ﬂi?ﬁge‘ﬁ?e éDA?BX%F%‘*do?%P\é%
transmt the mesashpatication kay 82wsértbit the asdr devies &t van tiBDsamet 450k adthentication user
input. In yet otjgreahdeardyahé “eRenticiton ’Egé"tésg% B %aRs a!bf?:@ﬁlicgﬁdﬂr@ohg?e.%'.,ser 20 -

device 27 (for exampl e, ahcredlt card)_ by anot her device, such as a
automatic tel | er SAHORTGLShoyldPerqbiained; 1The Quihgntication system 0iteest Prasessesdiem 30.

I n these alt é® namessage (etdh 261542247 i stap &8 ushig thenexpedtédbautiadnticntiod cddb de.gessage.
Together with th ' def r j o
commun cates to ThL Ly e ead Haled tafe Wb e i AVl faiiNericatn
associ ated with 99e<N¥C¥xer device 27, such as a credit card nunber,
account nunber, accoumthisiednpR( piodessing e mBseabe iinvbOEEIbradling®e Hpesteed t o

identify the use clai.mng.to i e, and
t hus determ ne V\éﬁt@eﬁg‘%ﬁ%rhén ifgog{ ?‘gn*%g%eangggﬁpwgsgﬁ'ﬁ%ﬁcgg d\r?rmgot%aqﬁ%e user
devi ce 27. Hdhevepssagqasfeliowsi essential that the additional information be
communi cated with the nessage, since it nmay be provided either 30 before or
after the nessage has,peen conpmnicat ed, 55%9' &ﬁh%’ﬁ&‘s&é’é ng,a Value In
this exanple, the aut Rent T CAf i on s.ystemM§ recei ves e nessage via the
comuni cations port 50. The authentication system 30 uses the additional 35
information to determ RMEBBAGE> aut henti cjakijoe [key mhdi PN es| agsoci at ed
with the user 27 devifegsgant—to—+etrteyethose4o—-pracesstEHe recei ved
nmessage to verify the ?aT%%wz;)nd aut henti bgte h£ ugs 3r1 l&l an?dr user

devi ce 27. Sof t WaNEWGAN# & «M¥C#eut heBtli 84t 7 gré $y8st @n) 80 prjocesses t he
aut henti cati on key 64 at—step II6 using the code generatiom argorithm66 to
generate an 2§<pect ed 5 aut hentication cog |e<3'STEPY1#>. This al gorithm '
repeats the eps of the code generation gorist hm 84 perforned at the user
device 27, as described above. |f the authentication key 82 used by the
user device 27 was thetm@e?m,tnkwuwubesmbirmﬂ @Nudeq)sireé thiﬁ@ﬁtrh)érzf/é't@e78 )
authentication s t.ne lLon e Q.. . "
shoul d be obt ai n%%?a%%]gtﬂgtu'f ’h@rﬁ&r@a |%‘§r:°(|:1518 b’s fog{rt]\qa%ao@%égﬁy gf}eogsgggggc 2733-%10
message (e.g., "@RyBedPHhamessggestep 118 using the expected authentication

code (e.g., 288491078 jhelfpodéianPled NEWEPINGSS isViBd Wew PVEVMIRS BEérRed REmahe
recei ved val ue verijfi i

cat .on code <VVCH>. ln this exanple. .
processing the rr'é‘gsssgﬂeeg¥ h\?&“@‘&’s‘“‘:ﬂ%‘ﬁ*’a‘ﬂ‘i ar?g<Y¥|%#>e'>? 5%%%%'5“&@1%%('?@3?7 on
code fromthe netpdagendisiSAEP ntsttulsuthe 16xpacted fauthentication casieogenctated b theessage
as foll ows: <NEW[hdNficafiorrdf¥feth 38. <MESSAGE> SUBTRACT <STEP 1#> <MESSAGE> 2

In this example, each digit of the expected authentication code <STEP 1#> is

QI+ I

30 subtracted separately from a respective digit of the received message using modulus
10 arithmetic. Thus, in the present case, the authentication system 30 thereby
determines a received value of “9876” and a received value verification code of.
“3256". ' ' ' ‘
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‘ The sequence length of the value and value verification code may be
predetermined, so that the authentication system 30 can determine which digits of
<NEW PIN#> & <VVCit> are associated with the value ends and which digits are
associated with the value verification. 'Alternatively, the length may be communicated

5 io the authentication system 30 with the message, to allow for variable length PINs.

At step 120, the software 62 at the authentication system 30 processes the
received value “9876" using the value verification. code generation algorithm 68 to
generate an expected value verification code‘<VVC_EXP>. This algorithm repeats
'the steps of the value verification code generation algorithm 86 péﬂormed at the user

10 device 27, as described above. Provided the message has been transmitted
éorrectly, the same value verification code “3256” ghould be obtained. At step 122 the
software 62 compares the expected value verification code <VVC_EXP> with the

~ received value verification code <VVC#>. In the event that the two codes correlate, .
the authentication system 30 verifies the received value <VVC#> and authenticates

15  the user device 27 and/or the user 101. In the event that the value verification code
<VVC#> is valid, the authentication system 30 will replace the existing PIN “1234”"
stored in memory 44 or database 59 with the replacement PIN “9876", thereby
updating the PIN associated with the user device 27. It the two codes do not
correlate, the PIN is not updated. At step 124 the authentication system 30

20 communicates to the user device 27 that the PIN has been updated.

Example of Authenticating the Authentication System

.As mentioned above, selection of the PIN change option may require the user

101 to enter an authentication response generated by the authentication system 30.

25  An example of such an authentication response will now be described with reference’
to F'ig..5. As previously described, this authentication method is optional. Other
methods could be used to authenticate the authentication system 30 to the user
device 27, or, as the value is sent encrypted, the authentication system 30 need not
be authenticated at all. ' |

30 In the method 128 shown in Fig. 5, at step 130 the user communicates an
authentication request to the authentication system 30. The authentication request
may be communicated via the user device 27, or another device such as a network
connected computer or automatic teller machine. At step 132, the software 62 ‘at the
authentication system 30 increments the counter using, for example, binary coded

35 decimal addition, and increments the authentication key using the new counter as
follows. ‘



6 20Table 3 In this exanple, nodulus 10 subtraction is used since
this is the reverse operation (that is, nodulus 10 addition) to that
appl i ed byothe/ms|s device 27 to construct the nessage. pedlav2bhieoedoove
exanple, <NEWPIN#> is the new PIN val ue derived fromthe nessage by the
aut henti cati on system 30, <VWWClt> is the derived value verification code,
and <STEP 1#> is the expected authentication code generated by the

aut henti cati on system 30. In this exanple, each digit of the
expected aut hentication code <STEP 1#> is 30 subtracted separately froma
respective digit of the received nessage using nodulus 10 arithnetic. Thus,
in the present case, the authentication s¢8tem 30 thereby determ nes a
recei ved val ue of "9876" and a received value verification code of "3256".
28 The sequence | ength of the value and val ue verification code may
be predeterm ned, so<ubdi cotrerearithendne abmarrsysipen® 30 can det er m ne whi ch
digits of <NEWPIN¢> & <WCH> are associated with the val ue ends and which
digits are associated with the value verification. Aternatively, the

| engt h may be conmmuni<M¥@REe§ECRETY T KW@SALt hentication system 30 with the
nmessage, to aglow for variable | engidpeRHdBRET> X8R Step 120, the software 62
at the authentication system 30 proces§§§mggguﬁﬁﬁgiyed val ue "9876" using
the val ue verification code generation algorithm 68 to generate an expected
val ue verification code <WC_EXP>. Thi sM@Pid¥f¥nrh repeats the steps of the
val ue verification code generation al gamobeinn8taNoesforned at the user 10
device 27, as described above. Proyided the nessage has been transmtted
correctly, the sanme val ue verifica{ion code "3256" should be obtained. At
step 122 thel&oftware 62 conpdres the expected val ue verification code

<WC EXP> with the received value verification code <WC#>. In the event
that the two codes correlate, the authentication system 30 verifies the
recei ved val ue <\WEBRM™8id aut henticates 15 the user device 27 and/or the
user 101. In the event that the value verification code <WC#> is valid,
the authentication sysbesmcdOnmir>| = ro@pb@ad® the existing PIN "1234" stored in
menory 44 or ,dat abase W t he,repl acement PIN "9876", thereby updating
the PIN assOé?ated mf?ﬁgﬁﬁ%£€§er§%evice 27. |f the two codes do not
correlate, the PIN i s3B% ¥SENCEA.= AP step 124 the authentication system 30
20 conmuni cates to thesoosesk:crEni ee 27 that the PIN has been updated.
Exanpl e of Aut henti cat,i i h t i gation System As nmenti oned
above, selection of ?ﬁeggf§ %ﬁgﬁggﬁggt%%n may require the user 101 to enter
an aut hentication redfoR&&lyehefate?®by’® t he aut hentication system 30. 25 An
exanpl e of sweeh an autsheatdicetisansr esponse Wi I'l now be described with
reference* to Fig. b5.. evi qusty descri bed, this authentication nethod
is optional. Oher neztgﬁ?)%ggocgﬁl %)% %sé% to authenticate the authentication
system 30 to the user device 27, or, as the value is sent encrypted, the
aut henti cati on syst emnM3oe neesTeErO! =bawantdoentircated =abo &lol 91 301 n t he net hod
128 shown in Fig. 5, at step 130 the user conmuni cates an aut hentication
request to the authentication system 30. The aut hentication request nay be
communi cat ed i a t he 9B CAENTRRE §7<MOBE THRED He MO ille™GER Zas a net work
connect ed conputer oromugbonmtococt el | er nmachine. At step 132, the software
62 at the authentication system 30 increnents the counter using, for-
exanpl e, binary coded 35 decinmal addition, and increnents the

aut henti cati on key ust¥P§Et FECREEN ¥FuntMPPE LOUNTRR3 G, <MODE TYPE> & <MODE

INSTANCE>) =

30 D1 B9 1C 3C F8 2A 72 28
AA F6 6D 2C 3E 49 58 79
1E 78 C7 CE 53 81 DE 00
79 2F BD B6 C3 62 2F BB

35 . HASH(<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> &
<MODE INSTANCE)) = '



29 <MODE COUNTER> = <MODE COUNTER> BCDADD 1 <MODE SECRET> = HASH( <MODE
SECRET> XOR ( <MODE COUNTER> & <MODE TYPE> & <MODE | NSTANCE> 10 For

exanpl e: w02012/021918 <MODE COUNTER> = 00 00 00 15<MODE PYPRAVU261100099MODE

| NSTANCE> = 00 <MODE SECRET> = D1 B9 1D 2C F8 2A 72 28 AA F6 6D 2C 3E 49 58
79 20lE 78 C7 CE 53 81 DE 00 79 2F BD B6 C3 62 2F BE <MODE COUNTER> = <MODE
COUNTER> + 1 = 00 00 01 25<MODE COUNTER> & <MODE TYPE> & <MODE | NSTANCE> =
00 00 01 10 00 <MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> & <MODE

| NSTANCE>) = 30D1 B9 1C 3C F8 2A 72 28 AA F6 6D 2C 3E 49 58 79 1E 78 C7 CE
53 81 DE 00 79 2F BD B6 C3 62 2F BB 30 23 FA 77 1B 48 2E 39.20 FF 18 23 F8
6B 98 BC C2 OC FA OF CC 15 7E 69 78 D7 Al 3B CC A4 C3 B2 81 (the neW

aut hentication key). At step 134, the software 62 generates an -

aut henti cation resporfSefudintp 4k Fuhetht i cation response generation

al gorithm based on tire rewsand berdd eateaon key 64. 10<AUTHENTI CATI ON -
RESPONSE> = ENCODE( o¢ pa oF cc 15 7& 69 78

D7 Al 8B CC A4 C3 B2 81 (the new authentication key).

At 'stepv 134, the software 62 generates an authentication response using an
authentication response generaﬁon algorithm based on the new authentication key
64. | '

10 <AUTHENTICATION RESPONSE> = ENCODE(
<AUTHENTICATION MESSAGE LENGTH> ~-.2, HASH(
<MODE SECRET> (
<MODE COUNTER> &
<MODE TYPE> &
15 : o <MODE INSTANCE>

)
) & <MODE COUNTER> MOD 100

20 Where <AUTHENTICATION MESSAGE LENGTHs> is the length of the authentication
response. . ‘

For example:

25 <MODE COUNTER> & <MODE TYPE> & <MODE INSTANCE> =
00 00 01 10 00 '

<MODE SECRET> XOR (<MODE COUNTER> & <MODE- TYPE> & <MODE
INSTANCE>) = ' '
30 23 FA'76 OB 48 2E 39 20
' FF 18 23 F8 6B 98 BC C2 '
0C FA OF CC 15 7E 69 78"
D7 Al 8B CC A4 C3 B2 81

35 HASH(<MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> &
<MODE INSTANCE>)) = v



<AUTHENTI CATI ON MESSAGE LENGTH> - 2, HASH( <MODE SECRET> ( <MODE COUNTER> &
<MODE TYPE> & 15<MODE | NSTANCE> ) & <MODE COUNTER> MOD 100 20 Wiere
<AUTHENTIVZAEh M2MESSAGE LENGTH> is the | ength of t heaut henTiaaabiignogesponse.
For exanpl e: 25<MODE COUNTER> & <MODE TYPE> & <MODE | NSTANCE> = 00 00 01 10
00 <MODE SECRET> XOR (<MODE COUNTER> & <MODE- TYPE> & <MODE | NSTANCE>) =
3023 PAr76 OB 48 2E 39 20 FF 18 23 F8 63 98 BC C2 OC FA OF CC 15 7E 69 78
D7 Al 83 CC A4 C3 B2 81 31 AA 04 89 DD 6D D9 2C OC 6D FF BE 8D 90 FC 3A CA
FD 49 CE 6D 4F E7¥ FO O 13 68 05 89 QA E8 88 F7 ENCODE(<LENGTH> - 2,

HASH( <MODE SECRET> XOR (<MODE COUNTER> & <MODE TYPE> & <MODE | NSTANCE>)))
D1= 2C MOD 10d = 44 MOD 10 = 4 D2 -3 '

AA 04 89 DD 6D D9 2C OC
6D FF BE 8D 90 FC 3A CA

. FD 49 CE 6D 4F E7 FO Cl
13 68 05 89 OA E8 88 F7

5
ENCODE (<LENGTH> - 2, HASH(<MODE SECRET> XOR (<MODE
COUNTER> & <MODE TYPE> & <MODE INSTANCE>)))
Dl = 2C MOD 10d = 44 MOD 10 = 4
D2 = OC MOD 10d = 12 MOD 10 = 2
10 D3 = 6D MOD 10d = 109 MOD 10 = 9
D4 = FF MOD 10d = 255 MOD 10 = 5
ENCODE (<LENGTH> - 2, HASH(<MODE SECRET> XOR (<MODE
COUNTER> & <MODE TYPE> & <MODE INSTANCE>))) & <MODE
15 _ COUNTER> MOD 100 = |
429501

The authentication system 30 'communicates the authentication response
(“429501") to the user 101 at Step' 1"36,_ for example via the same communication

20 means used to communicate the authentication request. ‘
At step 138, the user 101 receives the authentication response and enters the
authentication response (“429501") into the keypad 70 of the user device 27. At step
140, the software 80 at the user device 27 generates, using the same authentication
response generation algorithm, an expected authentication response based on the
25 same authentication key (MODE SECRET). This is done by firstly making a copy of

" the counter and secret: ’

<TMP MODE COUNTER> = <MODE COUNTER>
<TMP MODE SECRET> = <MODE SECRET>
30
The software 80 then increments the temporary counter (TMP MODE COUNTER) and
~ temporary secret (TMP MODE SECRET) until the (TMP MODE COUNTER MOD 10)
equals to the last 2 digits of the received authentication response using the foliowing
algorithm: ' ’
35 '



= bDC MOD 10d = 12 MOD 10 = 2 D3 = 6D MOD 10d = 109 MOD 10 = 9 D4 = FF MOD

10d = 255 MDD 10 = 5 ENCODE( <LENGTH> - 2, HASH(<MODE SECRET> XOR
(<MODE COUNDER#02818MODE TYPE> & <MODE | NSTANCE>))) & <MEDE/AIRQIGNTER> MOD
100 = 429501 The aut hentication system 30 comruni cates the

authentication response ("429501") to the user 101 at step 136, for exanple
via the sanme communi cation 20 neans used to Comruni cate the authentication
request. At step 138, the user 101 receives the authentication
response and enters the authentication response ("429501") into the keypad
70 of the user device 27. At step 140, the software 80 at the user device
27 generates, using the same aut henti cati & response generation al gorithm
an expected authentication response based on the 25. sane authentication
key (MODE SECRET). Thbidej s(<F¥Re MOVET i SOSNTER maGhgl % ¢opy <R HE YISt er and
secret: <TMP MODE COhi$bblse= reddide) COUNTER> <TMP MODE SECRET> = <MODE :
SECRET> <TMP MODE COUNTER> = <TMP MODE COUNTER> BCDADD 1 '
<TMP MODE SECRET> = HASH(
5 : o " <TMP MODE SECRET> XOR (
' <TMP MODE COUNTER> &

<MODE TYPE> &

<MODE INSTANCE>

)

10 g )
The software 80 calculates the expected authentication response as follows:

<EXPECTED AUTHENTICATION RESPONSE> =
15 ~ ENCODE ( _
' <AUTHENTICATION RESPONSE LENGTH> - 2,
HASH ( v
' <TMP MODE SECRET> XOR (
_ , <TMP MODE COUNTER> & <MODE TYPE> &
20 : -  <MODE INSTANCE>
o, _
)
') & <TMP MODE COUNTER> MOD 100

25 The software 80 compares the expected authentication response to the
received authentication response, if the éuthentication response correlates with the
received authentication response, indicates that the authentication system 30 is
authenticated. In response, the software 80 prompts the user 101 to enter a value to
be encrypted at step 142 (equivalent to step 103). The <MODE SECRET> and

30 <MODE COUNTERS> are also updated if a matching authentication response is found:

<MODE COUNTER> = <TMP MODE COUNTER>
. <MODE SECRET> = <TMP MODE SECRET>

35 It is to be understood that various alterations, additions and/or modifications
may be made to the parts previously described without departing from the ambit of the -



30 The software 80 then increnents the tenporary counter (TMP MODE COUNTER)
and tenporary secret (TMP MODE SECRET) until the (TMP MODE COUNTER MOD 10)
equal s t owbhe1dmes4182 digits of the received aut henti cat ipom/ARepmIE®4USi NY
the following algorithm 32 while (<TMP MODE COUNTER> MOD 10 !=

<AUTHENTI CATI ON RESPONSE>. RI GHT(2)) <TMP MODE COUNTER> = <TMP MODE COUNTER>
BCDADD 1 <TMP MODE SECRET> = HASH( <TMP MODE SECRET> XOR ( <TMP MODE
COUNTER> & <MODE TYPE> & <MODE | NSTANCE> 10 The software 80 cal cul ates the
expected aut hentication response as follows: <EXPECTED AUTHENTI CATI ON
RESPONSE> = 15ENCODE( <AUTHENTI CATI ON RESPONSE LENGTH> - 2, HASH( <Ti 4P
MODE SECRET> XOR ( 33 <TMP MODE COUNTER> &
<MODE TYPE> & 20<MODE | NSTANCE> é <TVMP MODE COUNTER> MOD 100 25The

sof tware 80 conpriessst inyastien gad thabl indhe fighh of tha Aoy tpacking e Rreseptiaventions; ved
aut henti cati on rgaspeiMBlemehted RQoWHrédifhwatndor hadwperise varityof matmess @d t h t he
recei ved authenti c Lon L es (gﬁys ésl%“ﬁgl {"fs that the authentication system
30 is authenti ca‘?’%’ bel‘ﬁ' ?’8§§ Sse e Pg war e 80 npts the user 101 to
enter a value to be é‘hepvp@féam&?at@m mgy baipsed @ gibosis E’h?“"('&y 3 faspRCy ofPNe Ofrhe

<MODE SECRET>5 anﬂor@&uﬁ%llm ERg thé @laimhsS of aydaichdfuiufe appiedtioninmey be
aut henti cation res eis

ire te %o any one 'feagure or combination of features that are descnbed in the
present application. Any such future application may inciude one or more of the
following claims, which are given by way of example and are non-limiting with regard
to what may be claimed in any future application.

10



<MODE COUNTER> = <TMP MODE COUNTER> <MODE SECRET> = <TMP MODE SECRET> 33
present invention, and that, in the light of the above teachings, the
present iwoentzamisay be inplenmented in software, firmaceaandiigoodear dwar e
in a variety of manners as woul d be understood by the skilled person. The
present application nmay be used as a basis for priority in respect of one
or 5 nore future applications, and the clains of any such future
application nay be directed to any one feature or conbination of features
that are described in the present application. Any such future. application
may i nclude one or nore of the follow ng clains, which are given by way of
exanple and are non-limiting with regard 86 V\/nat may be clainmed in any
future application. 10 34 CLAIM 1. A method of encrypting a val ue
input into a usePLAMGice storing an authentication key, a code generation
algorithm and a value verification code 5generation* algorithm the nethod
i ncl udi ng: the use eV| S |ng

t he code generatl on aI awghog §§°”§’{'%E‘a§%ﬂ%ﬁw§ ﬁ‘ F &te Cﬂ@nb@@q&?ﬁé’ ate

user device pr oc,ayé‘@nmﬂqméewa gede gpngation t gigorithan, tﬁ‘dvérwahipc‘eﬁ"f'@floméﬂ%e

generation algordenbratidrnighRiRey, m@%e@,oua{cmgmyerl fication code; and 10t he user
devi ce using the authentic ver| II cation

ot o oongt e 2o skt dieR brasattiia ghd Rt ubiof Ry b M8 oo deppralidr

conmuni cat i ng toalgmittmjplgemﬂrateam adghentigatipmeadel a a conmuni cati ons network for
processing by the auw@enéércawcerbr&séﬁ.mﬂeovﬂ@é iy nﬁe %QeV\@ﬁ'thaMorf kedeval ue,

and aut henticate the user device and A nmet hod according
to claim1l, wher® "ﬁramg‘mejg???éat?/af’ﬂ%e t?é‘f?‘?fj”l??@e\ﬂ&f’ue verification code
generation abl@orit hmitteouspe roevia¢ eising ehey abihenticationf ¢adat thenvaiusdend thet badwe

i ncl udes pr Ocess\}egﬁbaﬁbﬁ bgﬁ nfoh&netﬂkh%nﬁ\éé‘s%é eﬁbrmwg e FaiGh, fta@rnegéagsere.r et

key. 20 3. A neth accor aim1l , Wherein usi n&ﬁ
aut hentication c@ﬂ@“"t"ﬂt@gv@l 8% aé.’m?"‘!"ﬁ@'\/%s&?é" V& Bf PUPYNRAt d%e“f’?fk dBhst ruct
a message encrypirodegsind1®y \thd wathéricatiod esystpar tb adetdrinipe aandogrity the valuet bmet i C

operation incl udél@% ﬁatetﬁ@@éeréé}%e%&/@ﬁﬂé &Ation code and the value. 25 4. A
0 C

nmet hod accordi ng er ormng the Ioglc or arithnetic.
operation i n#? udes concatenating the vaI ue and value verification code to
provi de a concatznat @dnaRsHa6ing &Nélaimdic whereinlprocasiingané valad usiny the@ delueiSi Ng

nmodul us arithrretl thed A _E d jng to
claim4, wherein ? hcagon chie r?tgﬁegr%[‘)ﬁ %?Ptoﬁtg zsggﬁ%&géqqua?ugnﬁ%%g&v%ﬁgg&}{hg} v
verification codBcledsaprocessing eitheytherputbeniication ey or aFdiffaientisesrejkey- set conpri si ng
X digits, and wherein the nodulus arithnetic includes nodulus X arithnetic.

6 A met hOd agé: org ! r]gAmetﬁoda accorélng {o c?almw wheretmhu%m%% aequenf:ca |onocrt]>dg %’e I's an
value and the value verification code to construct a message encrypting the value
includes performing a logic or arithmetic operation including at least the authentication
code and the value. '

25 4. A method according to claim 3, wherein performing the logic or arithmetic
operation includes concatenating the value and value verification code to provide a
concatenated sequence, and addmg the authentication code using modulus arithmetic
to the concatenated sequence.

30 5. A method according to claim 4, wherein the authentication code, the value and
the value verification code comprise a sequence of digits from a digit set comprising X '
digits, and wherein the modulus arithmetic includes modulus X arithmetic.

6. A method according to claim 4 or.5, wherein the authentication code is. an n-
35 digit sequence, wherein the value has a sequence length less than the sequence
~length of the authentication code, and wherein the value verification code has a



35 digit sequence, wherein the value has a sequence length |less than the
sequence length of the authentication code, and wherein the val ue
verifi catwonood®miRas a 35 sequence | ength which corregspomdRotimnoodoe
di fference between the sequence | ength of the authentication code and the
sequence | ength of the val ue. 7. A nethod according to claim®é,
wherein each digit in the authentication code is 5 added separately to a
respective digit of the concatenated sequence. 8. A nethod according to
any one of clainms 1 to 7, wherein processing the authentication key using -
the code generation algorithmto generate an authentication code further
i ncl udes processing a PIN entered by a us®8 of the user device. 10 9. A
met hod according to any one of clains 1 to 7, wherein processing the val ue
usi ng the val ue sequenté leagth whick oefeespande tothe éiﬁeramcgchemeﬁﬁfheée@l&%? 'gf'Qih o val ue
verification codge futhdnfi@ition Eek @ the BEQUERGESErYh 6t tHlluerit ered by a user of
t he user device. 1510. A nethod according to any one of clains 1 to 9,
wherein the value is a replacement PIN for storage at the authentication
system 11. A nethod &fmetkmdiabgarding to claim B.evhemimensh digit iidhe apthanticatiemeaseiscat i on
systemvia ag CQIIYLGAldYAOS rédPbARS Higit biee rédigHatddGaguerte. syst em storing an
aut henti cation key 20associated with a user device, a code generation
algorithm and a value verification code generation algorithm the nethod
i ncl udi ng: t & autAhmathod atdoatingsipsanynonecd ellaimsd ta TredetaiieProesssing te ed by
a user devi ce; i AHLASTIY (i b coUs LETBIABR MM ddheraRliraRiantaliron key
go

usi ng the code generation ithm tog\gener e an ex ected authentication
code; 25the aut hde fusthenitgides eroeassing 8 ERERe W’Pe”sﬁégsf'gegléseh V5§ t he expected
authenticatiem code to determine a received value and a received val ue

verification codg: = menddUbedtihi) & GE bRy PICTIWRERRRSieBng the vaige el ved

val ue using the Value verificatlon e generation algorithmto generate an
expect ed val ue . viaingrthe yalyeoyeriticatien code genreraligh AGRTHTE AR 9 'aéey%f’g]‘fﬁ% M ng the
expect ed val ue vk kirGatihddies pdeeseing b PiNientéred by o extr vidhaigsevdevicki cat i on code;
and in the event that the expected value verification code correl ates
with the received value verification code, verifying the received val ue and
aut henticati ng tHe udemethediageordingiicopnyt pne efs@qims 1 to 9, wherein the value is a

replacerrient PIN for storage at the authentication system.

11. A method of verifying a value communicated to an authentication system via a
\ communications network, the authentication system storing an authentication key .
20 associated with a user device, a code generation algorithm, and a value verification
code generation algorithm, the method including: '
: the authentication system receiving a message constructed by a user device;
" the authentication system processing the authentication key using the code
~ generation algorithm to generate'an expected authentication code;
25 the authentication system proceséing the message using the expected
~ authentication code to determine a received value and a received value verification
code; -
the authentication system processing the received value using the value
veriﬁcation code generation algorithm to generate an expected value verification code;
30 . the authentication system éomparing the expected value verification code with
the received value Qerification code; and
in the event that the expected value verification code correlates with the
received' value verification code, verifying the received value and authenticating the
user device and/or the user.
35



36 12. A nethod according to claim 11, wherein processing the received
val ue using the value verification code generation algorithmto generate

t he expecweaowal2masverificati on code further includes protadaRingoedosher the
aut hentication key or a different secret key. 5 13. A method according to
claim 1l or 12, wherein processing the nessage includes performng a |ogic
or arithnetic operation using the expected authentication code. 1014. A

nmet hod according to claim 13, wherein perfornmng the logic or arithnetic
operation includes subtracting the expected authentication code from at

| east part of the nessage using nodul us arithnetic. - 15. A et hod
according to claim14, wherein the expect &8 authentication code 15 and the
message are conprised of digits selected froma set of X digits, and
wherein the noduldis drmetherbadeerding dasclaimdd wiersin afocessing thecreceived valie Heitthod

acgor di ng L o cl aihgsvlaﬁxe \)@hﬁtralﬁibm?mcﬁéndiaﬂbﬁ albrithi Ero Egeperatec the aekbBaed vaIgd i on
code is subtracted.separat Joma respectiv [ of.. t he S :
17. A met hod acc‘()erng‘ﬁﬁ t eﬁﬁ%erd?lc UdS? PRFETH e'&‘f&hg a%%ntv t'é’b gfgyng%rdg%gegtsi ng

t he aut henti cat i ¢n¢rekksy. usi ng the code generation algarithmto generate an
expected authgntication code further includes processing. a PIN associ ated
with the user deyjce ,and stored,at the authentication syste 18.
net hod accor di ngﬁ'o Anipethnd a8?°@1‘%i‘°r’rﬁla'f'lﬁ ol %é WRREN R RS %s?’ﬁﬁa?‘he
recei ved val ue uiséludpstpedormingueciogie pi drittrestic opersliniassige i expeded autipnti¢atioom t o
generate an expeglqgd val ue verification code further includes processing a
PIN associated wth the user device and stored at the authentication
system 19. A nethod according to any one of clainms 11 to 18, wherein the
val ue i s a répl atenemt mBthdl aswatirigat exthinyi 18 hwhdrein pedorming\the dogicf wrarittmetiage at

the authenticati gn SusieilieSQnntiby B et aufBHELRinCRbS f6m at KakiyariopPut

into a user device to an authentication systemvia a conmunications
network, the usethefossage vepeMPdPsRritmets ~ 37 aut hentication key, a first
code generation.algorithm and a first value verification code generation

i" gorithm and the ay RS{F&%& %@éoircﬁr% :%Yﬁs{ﬁ%,sRgériaiﬂQhé‘eﬁog&%%ﬁ.&rﬁda&%ic‘aé‘{i on
ey, a second code ener at.l on al gor| m an a Seco val ue veriticatl on
code generatit®n ar@g? mesfege atecomptised @f digits sglerisg fromiaset efgkdigitpedndwherein

processi ng the finesdodaud Arrrhetic atdsanbduRy Xusinmetid. he first code generation
algorithmto generate an authentication code, _ ‘the user device
processing the value using the first value verification code generation

al gorithmto gentd.at A anejhoduacopusings toc giaimbriSc adnerein each digit of thgeexpseted devi ce

using the aut henhitRetitaabn 65 ® subiiteddebPatan fromaespdbve dibf oMRS mbisagd.i on code
to construct 8@ message encrypting the value; communi cating the nessage to
t

t he aut henti ion system the authentication systemreceiving the nessage;
17. A method according to any one of claims 11 to 16, wherein processing the

authentication key using the code generation algorithm to generate an expected
authentication code further includes processing a PIN associated with the user device’
and stored at the authentication system.
25 ‘ _
 18. A method according to any one of claims 11 to 16, wherein processing the
received value using the value verification code generation algorithm to generate an
expected value verification code further includes processing a PIN associated with the
user device and stored at the authentication system} A ‘
30 ‘ .
18. © A method aécording to any one of claims 11 to 18, wherein the value is a
replacement PIN associated with the- user device, for storage at the authentication
system. ' o

35 20. A method of communicating a value 'inpuf into a user device to an
authentication system via a communications network, the user device storing a first



the authentication system processing the second authentication key using
the second code generation algorithmto generate an expected authentication
code; 15wOherzznihienti cati on system processi ng t he nmessage/AlRDIgoodoe
expected aut hentication code to determne a 'received value and a received
val ue verification code; the authentication system processing the
recei ved val ue using the second value verification code generation

al gorithmto generate an expected val ue verification 20 code; t he
aut henti cati on system conparing the expected val ue verification code wth
the recei ved value verification code; and in the event that the
expected value verification code correlat® wth the received val ue
verification code, verifying the received val ue and authenticating the
25user devi ce an%#'%ﬂ“t“iaﬁ%“ key e firstzedengqperationygaritm. a2 firgt el varficripp¢eds or

recei ving a val Ugsne@fioroalgddtiim, fadd tiUdutiehtidaligh $ysRBSSEHQ;a SHONABRGRAH
o o ke 8 BUEDE b A Mo 8 § SAEER el Bt e 2N 2

val ue verificatio ener
resident in nenwey‘emf'mthedﬂqtm"pﬁ@@@ssor t he software incl ud| ng a

series of insf§ructiomsg @éﬁ@b‘\h@bbrﬁc&}fmé R ﬂﬁ&toélﬁfeﬁﬁtfatl&rﬂk@aﬁé"dg Ptfirsd cod hod of
35encrypting a val ue.in cluding: 38

processing the RPN a@%ﬁ" hBﬂtoIgS@Fr%%F'ﬁ@”tPWEC%'8'&IE°dEEner ation algorithmto

generate an aut henti ¢t issn deviageprocessing ther Ghuesusingghe fiisst valliei gerifisatiog codee val ue .

verification codgngRARsT Addrih @Igg,qgrétgg%lwvémwg,a&daea val ue verification
code; 5using the authentication al ue, verification

code to construct a MYy eé’ﬁ?:t‘?‘ﬁ?lth% aPﬁ‘@"‘i?é‘l“l’}erﬁnH‘e valie a"‘bfﬂepﬁ?"f‘? ng the
nmessage, t heloresedttiérocode trawnstiucke mesyageoeraryplingtthevaiuecat i on systemvia a

communi cations net V‘Drcgmﬁ]gﬁcé?iﬁ&ﬁﬁn%%&%e@’th& QﬁhéHtléé?Sﬁ‘E)lsfe?ﬁ' on systemto

determ ne and verify the val ue, thenticate the user device and/or the
user. 10 22. A user ’R@Pf'@é"ﬁ%ﬁﬂﬁ?’ﬁé"cﬁﬁ'”gF@l'?ﬁsﬁalge wherein the output is an
n-digit display, the tesddirentdatat systemqusbessirg thesevoad gutbersieatioe keyeysinghies val ue

has a sequence '{e&&’i&koh@?&e Jﬂ@ﬂal&&ﬁ:ﬁﬁ%ﬁé}ﬁt‘é ah %{(}%Tc@d Q{Jthérl?@?{ﬁ%%““ cation

code, and the value verification a seqguence
corresponds #® the ditffer HepRtigatigas LR Pf?éesétE'QU@ﬁc@esfﬁg%h’étnﬁ e Pected

aut henti cati on caientdaton beiele qotemtte & estgivid edlud Al ¥ Adceibed valid vofifidatie .
devi ce according,f0. claim 21, wherein the output is an n-digit display, and
wherei n the authentication code, the value and the value verification .code
all have a sequence [enautheniigatipr Sstamm processiiaghe seceived value using the second

value verification code generation algorithm to generate an expected value verification
20 code; \
the authentibation system comparing the expected value verification code vyith
the received value verification code; and -
_in the event that the expected value verification code correlates with the
received value verification code, verifying the received value and authenticating the
25 user device andior the user.

21.  Auser device including:
an input for receiving a value;
an output for outputting a message;
30 ' a brocessor; .
a memory storing an authentication key, a code generation algorithm, and a
value verification code generation algorithm; and ’
~ software resident in memory accessible to the processor, the software
including a series of instructions executable by the processor to carry out a method of
35 . encrypting a value input into the user device including: '



20 24. An authentication systemincluding: a communications port; a
processor; a nenory storing an authentication key, a code

gener at i oNvoabpori4iem and a 25val ue verification code generaatbaroedogor it hm
and software resident in nenory accessible to the processor, the
software including a series of instructions executable by the processor to
carry out a nethod including: receiving a nessage; 30processing the

aut henti cati on key using the code generation algorithmto generate an

expect ed aut henticati on code; processi ng the nmessage using the
expect ed aut hentication code to deternine a received value and a received
val ue verification code; procé%3|ng t he recelved value usi ng

the val ue verification code generation 35a or| g rat e€<pect ed
val ue verification cBgesssingdhe authenticalig Yl tht %CBé(‘b@ '°(‘/aﬂq.?8 hm o™
verification coanmmhhnhhmemembnvaﬁ val ue verification code; and in

the event that the e ?ngﬁg th\CééJaHg u¥|ﬁ§ ih}a'vﬁﬁg 'vg\ﬂlcgtﬁq%od\éjéén@aﬁ?r?ﬁgd@ﬂﬁrﬁ‘tot he

recei ved val ue verlf ying the recelved val ue and
aut henti cating HKQWEE@WaBéVWﬁﬁﬁﬁﬁ&WGF the user. 25. A systemincluding: a
user device ag:cor di HGsuﬁthh@@tﬁéht%tuonadsudleameanambanﬂ|t|®eat/ammveryusatuemcam:tmr di ng

to claim 24, H%?%,tta\fmﬁés%gq ﬁgtﬁ\g‘%é[ﬁl ARer device including a processor

and associ at ed rﬁ? he  sottware, the software including a
series of instructi ongpeinache 93'1915%9?)3}“% MEss39% (06 SABPURiGRtiag:{oran aythenticalilfy hod

according to anYSyélBﬁ vitf a EdrihuiRcatlonk Pethdrk fordfoceSeig bythe alithéntioation eystdn wn
aut hentication s 'Eme Pﬂ‘g"eg&fﬂ?%ﬁéﬁ’g%'ﬁgﬁ%ﬁs |cafa gﬁje lﬁ%?&)e%lcg%ﬁgorWMe for

storing the soft series of 1Tnstructions
execut abl'e b0 t he processor to carry out a nethod according to any one of

claims 11 to 19.p5 20 yser device according to claim 21, wherein the output is an »-digit display,
“the éuthentication code is an n-digit sequence, the value has a sequence length less
than the sequence length of the authentication code, and the value verification code
has a sequence length which corresponds to the difference between the sequence
15 ) length ofi the authentication code and the sequencs length of the value.

23. A user device according to claim 21, wherein the output is an n-digit display,
and wherein the authentication code, the value and the value verification code all
have a sequence length of less than »-digits. ‘ T
20 | | |
24.  An authentication system including:
a communications port;
a processor,
a memory storing an authentlcatlon key, a code generation algonthm and a
25  value verification code generation algorithm; and
software resident in memory accessible to the processor, the software
including a series of instructions executable by the processor to carry out a method
inc|uding ’
receiving a message;
30 processing the authentication key using the code generatlon algorithm to
generate an expected authentication code;
processing the message using the expected authentication code to determme
a received value and a received value verification code;
processing the received value using the value verification code genergtion
35  algorithm to generate an expected value verification code;



28. A conput er readable nedia containing software as clained in claim26 or
27.

WO 2012/021918 PCT/AU2011/000904

) - 39
comparing the expected value verification code with the received value
verification code; and
in the event that the expected value verification code correlates with the

received value verification code, verifying the received value and authenticating the
5  user device and/or the user.

25. .  Asystem incldding:
a user deVice according to claim 21; and
an authentication system according to claim 24.
10 )
26. Software for use with a user device including a. processor and associated
memory for storing the software, the software including a series of ihstruct_ions
executable by the processor to carry out a method according to any one of claims 1 to
10. k
15
27.  Software for use with an authentication system including a processor and
associated memory for storing the software, the software including a series of
instructions executable by the processor to carry out a method according to any one
of claims 11 to 19. |
20 |
28.  Acomputer readable media containing software as claimed in claim 26 or 27.



