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conmuni cati on usiTg™ ' along a
vehi cul ar road. - The present iy 'QeA ﬁ% 0 a cruising vehicle
nmonitoring system which includ d device and the
roadsi de device for nonitoring vehicles that travel in the vicinity of the

roadsi de device. In particular, the present invention relates to a device

for perform ng autonat | Lect of a _tall char m.a vehicle that
travels along a toll roé:‘!'ogé)’}]LE fﬁ&%ﬂ%mfﬂm N’g Iﬁ#&

This applicaticn is relaued to and clalms priority from

Japanese Patent Application No. Hei-7-271219, the contents of

which are hereby incorporated by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a vehicle-mounted
‘communication device which performs data communication using
encrypted data with a roadside device disposed along a
vehicular road. The present invention also relates to a
cruising vehicle monitoring system which includes this
vehicle-mounted device and the roadside device for monitoring
vehicles that travel in the vicinity of the roadside device.
'In particular, the present invention relates to a device for
performing automatic collection of a toll charge from a
vehicle that travels along a toll road.

2. Description of Related Art

A toll charging system for automatically collecting a
toll chargg from a vehicle travelling along a toll road is
well-known. This toll charging system includes a
communication device (i.e., a roadside device) that is

installed at an entrance or exit of the toll. road and a
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-Atoll charging systemfor automatically collecting a toll chafge froma

vehicle travelling along a toll road is well-known. This tol
charging - system includes a comunication device (i.e., a roadside
device) that is installed at an entyance or exit of the toll, road and a

communi cation.device (i.e., a vehicle nounted device) that is installed in

a vehicle Chamuniayelisnadedriceéheildl | 7 QamhiciblmouneldciaviBEnt ehagleys ce
transmts vehicle passenger data and method of paynent data in response to

an inquiry jiseatiea ihoRdedE XeWhae: tFhe150d]okdaiE D13y $HEA). Pefh P& B

automatic toll charge collection in the roadsi de” device based on the

transm ssi gariaiia-noamele deficd rmeni®d dRHie passendf%é gn the
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above-nmenti oned system because private information such c%arge

dat a, vehi ' e tgna ' a tsr bt [ adi o
et ot pagRent Hata! an2hditndd kéo bf LindAIE dﬂ::fbe "y

conmuni cati on bet ween e vehi cl e-nount e evi ce an evi ce,

there is aRacslbid by bBal Auch 03tk bl be o UG GRRietnangyiegRgly used

by a third party or exanple, when a ca _ _payrng
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transmission data from the vehicle-mounted device.

Meanwhile, in the above-mentioned system, becausé
private information such as toll charge data, wvehicle data,
passenger data and the 1like are transmitted via ‘radio
communication between .the veﬁicle-mounted device and the
roadside device, there is a possibility that such data will be
intercepted and wrongly used by a third party. For example,
when a cash card is used for'paying the toll charge, there is
a possibility that cash card information will be intercepted
and wrongly used. |

Accordingly, in order to solve the above-mentioned
problems, for example, one well-known proposal as disclosed in
United States Patent 5,310,999 proposes the execution of data
communication between the vehicle-mounted device and the
roadside device using encrypted data, which is obtained by
encrypting the data to be transmitted, so that the contents of
the data will be incomprehensible to the third party that
intercepts such data.

Meanwhile, in the above-proposed system, because a known
standardized encryption protocol such as the Data Encryption

Standard (DES) algorithm for performing the reading and



and wrongly used. Accordingly, in order to solve the above-nentioned
probl ens, for exanple, one well-known proposal as disclosed in United
States Patent 5,310,999 proposes the execution of data conmunication .

bet ween the vehicl e-nounted device and the roadside device using encrypted.
data, which is obtained by encrypting the data to be transmtted, so that-
the contents of the data will be inconprehensible to the third party that

i ntercepts such dat a. : Meanwhi | e,34 n the above- proposed system

because a fpoming Yo uddadiied 28 %&i&s‘ 4 2coeakdsuene RS 'figfengi%tagzéed

Encryption t andard (DES) algorithmfor performng the rea
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| fegarding the confidentiality of data. Also, because it takes
the DES algorithm a significant amount of time to perform the
data encryption operation and because it is difficult to speed
up this DES algorithm, the following problem occurs when the
vehicle is moving fast and the DES algorithm is taking a
significant amount of time in encrypting the transmission data
and decrypting the reception data during communication
operations between the vehicle-mounted device and the roadside
device. That is, the véhicle-mounted device might leave a
communication area of the roadside device before data
communication operations are finished after the vehicle-
mounted device enters the communication area of the roadside
device. -
For example, in the above-described toll 'charging
system, when the vehicle-mounted device writes data (e.g.,
toll collection data) into a cash card or the like, and, after
completion thereof, encrypts this data and transmits the
encrypted data to the roadside device, the vehiéle—mounted
device firét decrypts the data transmitted from the roadside
dévice in order to perform the toll collection, then writes

the data into the cash card or the like based on such

decfypted data, encrypts the resulting data and transmits the



up this DES algorithm the follow ng problemoccurs when the vehicle is
noving fast and the DES algorithmis taking a significant anmount of tine
in encrypting the transm ssion data and decrypting the reception data
during comuni cation operations between the vehicle-nmounted device and the
roadsi de device. That is, the vehicle-nmunted device m ght | eave a

communi cation area of the roadside deyice before data conmunication
.operations are finished after the vehicle- nounted device enters the
comuni cat | ACEYRELDICeSIBLE otristhie remgicte device. FoHowexenpl &t takest he
above-described toll <charging system when the vehicle-nounted device
wites datatie. feregaing systexcta sigudifdrannt ameun&sbhfcaineorot perfoks,

and, after conpletion thereof, encrypts this data and transmts the
encrypt ed cdeeryptidre afosdlei datalefiriome theheoaddidé elewiod ahd davicgptibhst
decrypts the data transmitted fromthe roadside device in order to perform
the toll cobfetheodatahén e ttransmictddt ao Mhe tieadsicde caedi®s. t heolki ke
based on such decrypted data, encrypts the resulting data and transmts

t he example, assuming that the - dmo@fi€r Wi etimesudeded tf¥r r eadsi de
devi ce. However, it takes
respective encryption and decryption operations is 30 ms and
the cruising speed of the vehicle is 120 km/h, the vehicle
travels one meter each time the vehicle-mounted device
performs one encryption or decryption operation. On the other
hand, since the communication area of the roadside device is
set usually to a size that corresponds approximately to the
size of the vehicle to prevent a plurality of vehicles from
simultaneously entering into it, the travel distance of the
vehicle within the communication area will be a few meters or
so. Accordingly, in a highway where vehicles travel at speeds
of approximately 120 km/h, because the encryption and the
decryption operations need to be executed in both the vehicle-
mounted device and the roadside device even during one-way
communication to perform normal data communication between
them, data communication (two-way communication) between the
roadside device and the vehicle-mounted device can be
performed once or twice at the most. If there are more
communication operations, the vehicle-mounted device will go
out of the communication area before communication operations
are completed and thus, normal data communication becomes

impossible.

On the other hand, in order to solve the above-mentioned



the foregoing systema si.gnificant amount -of time to perform decryption of
the data fromthe roadsi de device and encryption of the data to be :
transmtted to the roadsi de device. For example, assum ng that the
amount of tinme needed for the respective encryption and decryption
operations i's 30 ns and the cruising speed of the vehicle is 120 knmh, the
vehicle travels one neter each tinme the vehi«cl e-nounted device perforns
one. encryption or decryption operation. On the other hand, since the
comuni cation area of the roadside gpvice is set usually to a size that-
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connunicatéﬁgggggogfg radio communication, which is to lessen traffic
congestion. Conversely, in order to make the processing speed
of the encryption device faster, there is a need to use
expensive eﬁcryption devices. . Therefore, even if such
expensive devices can be used for the roadside device,
installation of such expensive encryption device in the
vehicle-mounted device will be difficult to implement because
this means increased burden on the toll road users.
Also, another option for increasing encryption speed is
to use an encryption algorithm different £from the DES
élgorithm, for example, an encryption algorithm that enables
encryption to be performed through pipeline processing
implemented using hardware. However, in this case, when the
encryptibn device is constructed to perform encryption not
through software processing using a CPU but via pipeline
processing using special purpose hardware, the encryption
device itself becomes expensive, and thus, even if it is
possible to employ this construction for the roadside device,
providing the same encryption device in the vehicle-mounted

device will be difficult.



. i npossi bl e. On the. other hand, in order to solve the above-nentioned
probl em one may inpose vehicle speed [imts or replace an encryption
device that perforns the encryption operation in accordance with the DES
algorithmw th a device that enables high speed encryption processing.
However, limting the travel speed of the vehicle leads to traffic
congestion and thus, negates the purpose of automatically collecting toll
charges via radi o communi cation, which9s to lessen traffic congestion.
Conversely, in order to nmakegiypea ¥ O Sie Gvidfitof the encryption device
faster, there is a need to use—expersre—efrctyptton devi ces.

Therefore, evene, if:_SuU p Lye. dev] ; t r qadsi de
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data to be transmitted, perform communication in a small

communication area for a short period of time and prevent
illegal interception of the communication data and the like.
The present invention also aims to provide a vehicle
monitoring system such as the above-mentioned toll charging
system that uses this vehicle-mounted communication device.
To achieve the foregoing objects, one aspect of the
present invention provides a vehicle-mounted communication
device which is installed in a vehicle and which is for
performing communication operations with a roadside device
installed along a toll road when the vehicle is within a
communication area of the roadside device. The vehicle-
mounted communication defice includes a cryptographic unit and
a communication unit. The cryptographic unit encrypts
transmission data to be transmitted to the roadside device
before the wvehicle enters the communication area of the
roadside device. The communication unit performs
communication operations with the roadside device by
transmitting transmission data encrypted by the cryptographic
unit and by receiving reception data from the roadside device.
Preferably, the cryptographic unit decrypts the reception data
after the communication unit completes communication

operations with the roadside device.



encryption to be perforned through pipeline processing inplenented using
hardware. However, ‘in this case, when the encryption device is constructed
to performencryption not - through software processing using a CPU but via
pi peline processing using special purpose hardware, the encryption device
itself beconmes expensive, and thus, even if it is .possible to employ this
construction for the roadsi de device, providing the sane encryption device
in the vehicle-nbunted . device witl be_gifficult.

- 6- SUMWARY OF THE | NTI ON In view of the

f or egoi ng probl el tilvist Waypr § imcarit, tiakesi a sigubficdnt emaqungs et timgent i on
to provide a vehicle- nounted comruni cation device which can efficiently

encrypt deb aenorpptt thesntiransaisspenf davaceamindestymn thearsgeption
conmmuni cation area for a short period of tine and prevent illegal

i nterceptidataf the vemiuhesabtunvedatcmmugi¢deidn kéeviddeacpsedeng to
Invention also ainms to provide a vehicle nonitoring systemsuch as

the above-tpat ipyexenw! linokatJong penfdmi® t hatisusests hiencrgiptdng Maygt ed

comuni cati on devi ce. To achi eve the foregoing objects, one aspect

of the decrypting operations when it is not performing communication
operations with the roadside device. In other words, there
will be less burden on the vehicle-mounted communication
device when it is performing communication operations with the
roadside device. Thus, duration of communication between the |
vehicle-mounted device and the roadside device can be
shortened and accurate data communication between them can be
performed without imposing speed limits on the vehicle or
using an expensive cryptographic device for executing the
encrypting and decrypting operations.

Preferably, the vehicle-mounted communication device
further includes a drive unit for receiving an IC card that
stores predetermined card data, and the cryptographic unit
includes an encryptor and a decryptor. The encryptor reads
card data of the IC card, encrypts the card data to generate
the transmission data and stores the transmission data. The
decryptor decrypts the reception data received by the
communication unit to obtain decrypted data and stores in the
IC card a result of the communication operation of the
communiéation unit based on the decrypted data. The decryptor
decrypts the feception data after the communication unit
completes the communication operations with the roadside

device.



present invention provides a vehicle-nmunted comruni cati on device which is
~installed in a vehicle and which is for perform ng comunication
operations with a roadside device installed along a toll road when the.

vehicle is within a conmmunication area of the roadside device. The
vehi cl e- nounted comuni cati on device includes a cryptographic unit and a
comuni cation unit. The cryptographwc unit encrypts transm ssion
data to be [ransm khednte Lhg, roRdel dis dfegx icoe BAkars the volihEc#aLehS

t he communi cation area o roads evi ce. comruni cat 1 on

unit perfor ,acgmqéc%é@g_:pge{e@t.bgns t rﬁﬂgﬂ#d&q‘%tﬂqn@evggg,gg
transn1tt|ng ransii Ssion data encryptéd- by the cryptographic unit ana by
recei ving rece d fr he: 1.qadsi de Vi £ @bl YiaytiRe -
cryptographlc ﬁTQHHegégﬁts the | réé%ﬁgﬁbn da?a Eg?terégi? cgﬁéunlca on
unit conpl etes ni Llon ;glong L -xpad devi.ce
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erforms this data encrypti . .
P with the IOXBSng éEVLce, the decryptor decrypts the reception

'data. Thus, the vehicle-mounted communication device is not
burdened with decrypting the reception data when it 1is
communicating with the roadside device and so, communication
time between the vehicle-mountéd device and the roadside
device can be shortened. Meanwhile, the IC card is uéed-for
storing at least part of data to be transmitted to the
roadside device such as identification code of the driver of
the vehicle, bank account number and the like.

Incidentally, in a toll charging system, there might be
a need to write the communication result into the IC card and
inform the result of such to the roadside device. Thus, it
helps if this result is encrypted beforehand as the
ltransmission data after the completion of the communication
between the vehicle-mounted device and the roadside device.
Thereafter, the encrypted data is transmitted to the roadside
device when the vehicle enters the next communication area of
the roadside device.

Preferably, the decryptor encrypts the result of the
communication operation before storing the result in the IC
card and the decryptor uses a card data encryption algorithm

for encrypting the result. It must be noted here that the card



decrypting operations when it is not perform ng comunication operations
with the roadside device. In other words, there wll be | ess burden on.the
vehi cl e-nount ed comuni cation device when it is perform ng comunication
operations wth the roadside device. Thus, duration of conmunication

bet ween the vehicle-mounted devi ce%md the roadside device can be

shortened ,and accurate data_ copmuni cation between them can he performed
wi thout GHBLTF LRGSR [4YAEeER Lhe AEAPEEB tor Eols i SHPIRISATR:
cryptographic device for_executing the .encrypting and decryptin

oper at i Oq{gc_ryptmn HBFEFE’BI %ﬁe‘:{ tq?(e %hpEFé'Yﬁgaﬁt arc%%ﬁm?%étq 01%%evi ce
further includes a drive unit for receiving an | C card that stores
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and a decryptor. The encryptor reads card data of the I1C card, encrypts
the car A& 2 SPEFATR dhe REarsmhssieridatalat a and stores the

transm ssion data. The decryptor decrypts the reception data received by
the conmmuni caEBath ki (vhed HBE5LAg ddary pinto dole ERdCaEdr e8idh ddt 1 C card
a result of the communication operation of the comunication unit based on
t he decryptesuahbliy. eneeyekad ystiog tdec DER aalder tdde it dhaldtikenftter t he
comuni cation unit conpletes the conmuni cati on operations with the

roadsi deprefeenteinterception of the contents of the data. However,

using the same algorithm for decrypting the reception and
encrypting the transmission data may pose problems on data
security and thus, it will be best to use different algorithms
for thése encrypting operations. In this way, data can be
safely and securely communicated between the roadside device
and the vehicle-mounted device.

Preferably, the vehicle-mounted communication device is
provided with a verification unit for driving the encryptor
and the IC card to perform a mutual verification operation
using predeterminéd verification data when the IC card is
inserted inside the drive unit and before the encryptor
generates the transmission data. Here, the verification unit
also drives the encryptor to include a result of the mutual
verification operation in the transmission data.

In the above-mentioned toll charging system or the like,
there is a possibility that not only the IC card but also the
vehj.cle-mounted communication device itself will be forged.
As a countermeasure against this, the verification unit is
provided for executing a mutual verification procedure between

the encryptor and the IC card. After performing this



In this way, when the vehicle.enters the communication area ao the
roadsi de device, the ccnmyunication unit starts to perform data

comruni cation with the roadside device by transmtting data encrypted
by the encrypor. Then, when the conmunication unit finishes the data
comuni cati on operation wth the roadsi de device, the decryptor decrypts
the reception " data. Thus, the vehiclgi@punted communi cation device is not
burdened with decrypting the reception data when it i.s comrunicating with
t he roadsi doetd\fiicatand pooceduranitha vepificarvidmt resultharechincladedunt ed
device and the roadsi de device can be shortened. Meanwhile, the IC card is

used for stigrigipe dirdresasiissiant datadababeo skatt tansitet reddisidehdeviieadsi de
devi ce such as identification code of the driver of the vehicle, bank

account nunbmr twid whag,l tke. roadside dendicdentiallye notifisd lofchasginde
system there m ght be a need to wite the communication result into the

| C card and ¢rduf & it kter @2ulit1 sfnsusted Qdsieg.0adsi de device. Thus, it
hel ps if this result is encrypted beforehand as the transm ssi on data

after the conpl et imiefiradly,CeNeUBbAREA OFat i B MRy P iR &fll g ra-uiRt Haad

devi ce and the roadsi de devi ce. Thereafter, the encrypted data is

transmtted { onlibBerOagSdéessing speed than the card data encryption
algorithm. 1In this way, the communication time between the
vehicle-mounted device and the roadside device can be
shortened. Accordingly, data communication can be executed
more reliably even if the vehicle is passing through the
communication area of the roadside device at a high speed.

Preferably, éhe vehicle-mounted device has an error
determination unit for determining an error in operations of
the cryptographic unit, and the communication unit, and for
adding an error data indicative of the determined error to the
transmission data. In this way, the roadside device can be
informed of any error in the vehicle-mounted device so that it
can take measures such as sending a message to the driver to
stop the vehicle, taking a photograph of the vehicle or the
like. |
Another aspect of the present invention provides a

vehicle monitoring system which monitors a vehicle that
cruises along a toll road and which includes a vehicle-mounted
device and a roadside device. The roadside de&ice is installed
along the toll road to emit signals towards a predetermined
communication area. This roadside device performs a

communication operation with the vehicle-mounted device when



devi ce when the vehicle enters the next communication area of t he

r oadsi de devi ce. Preferably, the decryptor encrypts the result of

t he communi cati on operation before storing the result in the IC card
and the decryptor uses a card data encryption algorithm for encrypting
the result. It nust be noted here that,the card

-9- data encryption algorithmis diffe}ent froma comruni cation encryption

al gori t hmypedydlyidie decuyphos {106 é@:ﬁxgmiweiwearés.ceptrhenvéﬁ&eland by
the encryptor for encrypting the card ata to generate the transm ssion

dat a. mountéd déviddehdVerd @%d@ﬁi d %Eﬁik@eQéEfQ%hdcoﬁHﬁBiGQEionis

usual |y encrypted using the DES algorithmor the“litke to prevent
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al gorithm decrypting “the reception an encrypting t rans ston
data may p 'éﬁﬁ; ‘gﬁkﬁ ity and thus, it will be best to use
di fferent pg%g%r%{t??ns rgéht esgdzg)c%lrf&ﬁti ng operations. In this way, data
can be safely a r GOy j,cat i r.Qadsi . i C and
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encrypt or

difficult to decipher the communication data even if such data
is intercepted and thus, highly reliable communication
operations can be performed between the vehicle-mounted device
‘and the roadside device.

One other aspect of the present invention provides a
vehicle monitoring system which includes a vehicle-mounted
device and a roadside device. The roadside device emits a
pilot signal for every predetermined time interval to the.
communication area, terminating emission of the pilot signal
after the vehicle enters the communication area, performs a
communication operation with the vehicle-mounted device by
sending and receiving communication data to and from the
vehicle-mounted device while the vehicle is within the
communication area, transmits a transmission completion signal
to the vehicle-mounted device to indicate completion of the
communication operation and again emits the pilot signal after
completing the communication operation with the vehicle-
mounted device. The vehicle-mounted device provides a pilot
response signal to the roadside device after receiving the
pilot signal from the roadside device and subsequently starts

the communication operation with the roadside device. This



and the IC card to performa nutual verification operation using
predeterm ned verification data when the IC card is inserted inside the
drive unit and before the encryptor generates the transm ssion data. Here,
the verification unit .also drives the encryptor to i-nclude a result of.the
mutual verification operation in thk24¢ransm ssi on dat a. In the
above-nentioned toll charg stemor the like, there is a possibility
that not GG %ﬂb‘%ﬁ% %%\91%&? SESTeTes, cHhe | EFABAMLSE LeBnRomBLation

device itse|f be fora Aa count er measure agai nst _this, the
verificati®hd t fxom, hegedor ?l@%ecﬁ?YH%ea aGFEE CORPLEEARgonthe
procedure between the encryptor and the |1C card. After performng
this communication operation with _§he \&934$3:3®i AEHRedur Bhet he

verification results are included in the transm ssion data to be sent to
the roadsi Beadeidecdeviget kREmiRGLes hehe osmts YtoReOfc &N PiLles sdginkiled of
possible trouble in the vehicle-nounted device. Preferably, the
communi cat REREENERYBLVRIarher PLARE haeSpPanse gRagNALodEeni h§es yebd clliean t he
card data encryption algorithm In this way, the communication tine
bet ween t heounted cdevigant agd dessuresitdie lenissdes @f dde @dlodn signal
at predetermined time intervals after sending the transmission
completion signal.

In this way, while there may be a plurality of vehicles
running along the toll ;oad, the roadside device can swiftly
start communication operations . with a vehicle-mounted
communication device of a next vehicle after finishing
communication operations with the present wvehicle. In this
way, the roadside device can perform accurate communication
operations even if vehicies enter its communication area in
succession.

Preferably, the roadside device sends an unmodulated
carrier wave for a predetermined time period to the vehicle-
mounted device after sending one of the pilot signal and the
communication data to the vehicle-mounted device; the vehicle-
mounted device generates the communication data by modulating
the carrier wave signal based on predetermined transmission
information and provides the communication data to the
roadside device; and the vehicle-mounted device sends a
completion request signal to the roadside device after

completing the communication operation with the roadside

device unless the roadside device sends the transmission



shortened. Accordingly, data comruni cation can be executed nore reliably
even if-the vehicle is passing through the conmmunication area of the
roadsi de device at a high speed. Preferably, the vehicle-nmunted
device has an error determnation unit for determning an error in
operations of the cryptographic unit, and the comunication unit, and for
addi ng an error data indicative of the g termned error to the

transmi ssion data. In this way, the roatside device can be inforned of any

error in the §§€%8¢§?éT%§lr£hgeVice so that it can take neasures such as

sending a meS I'ver to stop the vehicle, taking a photograph
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vehicle-nnuntﬁd evi.ge en . the vehicle.is v%thin t he
comuni cat i ofiR8FEa. 1¥netl8&hi fPRMUNLICatlion operation etween ‘them was

completed properly or not.

Preferably, the roadside device is installed in one of
an entranée and an exit of the toll road. The roadside device
decrypts the communication data indicative of toll payment
information from the vehicle-mounted device during
communication operation with the vehicle-mounted device. The
roadside device performs a toll charge operation to collect

- toll charge from the vehicle-mounted device based on the toll
payment information, encrypts a result of the toll charge
operation and sends the encrypted result to the vehicle-
mounted device. The vehiclefmounted device sends the
encrypted data indicative of the toll payment information
during communication with the roadside device. 1In addition,
the vehicle-mounted device receives the encrypted result of
the toll charge operation from the roadside device, and
decrypts and stores the result. It must be noted here that
the vehicle-mounted device and the roadside device transmit
the communication data using a common format. In this way,
because the vehicle-mounted device and the roadside device use
the same data format, encoding and decoding operations in

these devices can be performed efficiently.



mount ed devi¢e and the roadsi de device perform communication operations
usi ng comruni cation data that includes an encrypted part and an :

unencrypted part. In this way, with the comrunication data
containing an encrypted part and an unencrypted part, it becomes nore
difficult to deci pher the comunication data even if such data is ,
intercepted and thus, highly reliable cayjumication operations can be
performed between the vehicl e-nounted device and the roadsi de devi ce.

One ot her aspect of the pr BREBF bﬁlg 15 r&yi des . yahisel e nonitoring
system whi ch includes a veh E—FDHH-CE——Gre ahe—a—+oaasi de device. The
roadsi de device em . RiJot sl l. fQr ever ermened, tine_interva
to the _connunicaIiéﬁ?éﬁ%ﬁﬁé%gﬂé%i%%?fngggﬁisgpﬁﬁ%%gggﬁe gkloﬁﬁgigﬁ§ﬁseQFter
oper ati on wi ¢ HCHRE R EPEL nBen Bk Sa Ry, Samin SRok, Ebe; Fongoving
communi cati on,dat a t nd fromthe _vehicle-nounted device |l e the
Vehiole s wineH1et BEERRERTAT 85 BhsT Ry et ey, chhegegh " when
conpletion signal to the vehigcle-nounted devi.ce t.o_indicate ¢ etion of
the comuni Cg%%lh -%%%?Qﬁ%r?“a%%‘&aiaﬁ’c@ﬁp@yﬁﬂ@ Sir!agtmgﬁgﬂrgl ng%r _

The vehi cl'e- mount et Hevi bebro ek AT Hodhaiid oty Hherding
oS e Jy | &eoBLh ChobBERLNE Lo ' pRLkeLr kIR iGl "% £ OBhE' dealatlce
invention;

FIG. 2 is a circuit diagram illustrating a communication
circuit of a vehicle-mounted device according to the preferred
embodiment;

FIG. 3 1is a diagram illustrating a fdrmat. of a
transmission signal that is transmitted by a roadside device
side communication device according <to the preferred
embodiment;

FIG. 4 is a flowchart showing a routine executed by the
vehicle-mounted device when an IC card is inserted thereto;

FIG. 5 is a flowchart illustrating a mutual verification
process between'an IC card and a cryptographic module of the
vehicle-mounted device; |

FIG. 6 is a flowchart illustrating the communication
process which is executed by a communication device provided
in a first gantry of the roadside device;

FIG. 7 is a chart illustrating the flow of data
communication between the communication device provided in the
first gantry and the vehicle-mounted device;

FIG. 8 is a flowchart illustrating a first gantry



t he conmmuni cati on operation with the roadside device. This

-12- vehicl e-nount ed. devi ce receives the transm ssion conpletion signal
fromthe roadside device after conpleting the conmunication operation
with the roadside device. The roadside device term nates the

em ssion of the pilot signal after receiving the pilot response signal

fromthe vehicle- ~nmounted device, and resunes the enission of the pilot
signal at predetermined tine intervdalld-after sending the transni ssion

conpl etion signal. ln thi whil e ther be | yral ity of
venr ol es r U oRGOCREY o PaFoatt {RECR5RS) Y GRAT oo Sl LeGmplaf e
start comunjcation operations wth a vehicle-nmunted conmunication
devi ce of a nE{*S%hicle after finishing comrunication operations with the

Communi cati on - operSiFond evind r VEHFRREE. criaBPHerE 185 n AR AR
arti o vave PRI gt denbREEUF PO bat FOATRY AL LoBrierLcS FRNAdRA in
device after endl0gs Pnoly (0F Aid Yodstif ARAe

FIG. 10 is a chart illustrating the flow of data
communication between the communication device provided in the
second gantry and the vehicle-mounted device;

FIG. 11 is a flowchart illustrating a second gantry
passage process that is executed in the wvehicle-mounted
device; and

FIG. 12 is a flowchart illustrating a:process that is
executed by the vehicle-mounted device when the IC card is

removed from its drive.

DETAILED DESCRIPTION OF PRESENTLY-PREFERRED

EXEMPLARY EMBODIMENT

A preferred embodiment of the present invention is
described hereinafter with reference to the accompanying
drawings.

First, FIG. 1 is a block diagram illustrating the
construction of an overall toll road toll charging system
according to the present embodiment.

As illustrated in FIG. 1, the toll road toll charging
system according to the present embodiment includes a vehicle-
mounted device 10 that is installed in a vehicle and a

roadside device 20 that is installed in the vicinity of an



conmuni cati on data to the vehicl e-nounted device; the vehicle- nounted
~devi ce generates the comuni cation data by nodulating the carrier wave.
signal based on predeterm ned transm ssion information and provides the
communi cation data to the roadside device; and the vehicle-nounted device
sends a conpletion request signal to the roadside device after conpleting

t he conmmuni cation operation wth the roadside device unless the roadside
devi ce sends the transnission - -16- -13-

ising the cORBPBPFEOFeqHad o gniPlindiat « MR matSRie Sirii G °os
the communi cSPRORGRET HPi SRRt IR I (B Rt oA Op EBEEr 756 o Tage
Preferabl . Lieaatabdg ey Seet o8 AR 1 05.10Loat RTLRBTES B0y
dovi co " dur SR A st 05N BBBFERon (RHIPS HEASERI S o3 oy ALOdRVEYe.
The roadsi de,deviied Riat¥ots? wilch TRV Q1 %584 &lcn nas a

plurality of wvehicular lanes. The first gantry 30 and the

second gantry 40 are equipped with transceivers 32, 34, ...
and 42, 44, ..., respectively, for performing data
communication with each vehicle-mounted device 10 that has
been installed in each vehicle that is travelling along each
lane of the road.

When the vehicle passes through gantries 30, 40, the
vehicle-mounted device 10 automatically performs data
communication with the communication device (i.e., a
transceiver) of the communication area the vehicle is passing
through. The vehicle-mounted device 10 includes an IC cafd
drive 12, a communication circuit 18 which has an antenna l18a
and which performs radio communication with the transceivers
32, 34, ..., 42, 44, ..., a cryptographic module (hereinafter
referred to as "crypto module”) 14 for encrypting transmission
data, and for decrypting reception data and a controller 16
which includes a microprocessor for controlling the foregoing
circuits. The IC card drive 12 may be loaded with a
detachable IC card 2 which may be a cash card or prepaid card
for payment of a toll charge. This IC card drive 12 performs

data read and write operations on the IC card 2.

It should be noted that the crypto module 14 may be



toll charge fromthe vehicle-nounted device based on the toll  paynment
information, encrypts a result of the toll charge operation and sends the
encrypted result to the vehicle- nounted device. The - vehi cl e- nount ed
.device sends the encrypted data indicative of the toll paynent .

I nformati on during conmunication wth the roadside device. In addition,
the vehicl e-nmounted device receives thgancrypted result of the toll
charge operation fromthe roadsi de device, and decrypts and stores the

oadsi de devitbHy EHe OFnettanner; B4, ViR RRLeTRMGh e dh A 1dAng |
he sam dat o8 ot R BB rIB 0N S EadPirid et HE i BB R
THE DRAW NGS T SAGHIREMAY: 1 08her HRFdEey SRS SEVESE (SR ARy be
descri pt i on teTRERE raPE ot FERRE TR i iy (e A, R GO R e
acconpanying gﬁg¥§8 fbﬂrhg%%éﬁEe or may remain inside the vehicle-mounted
~device 10 while changing its encryption algorithm and key
data. In this way, it is possible to change the encryption
algorithm and the key data of the crypto module 14.

| ‘The transceivers 32, 34, ... that are installed inside
the first gantry 30 not only include antennas 32a, 34a, ...
for performing radio communication with the vehicle-mounted
device 10 but also cryptographic units (hereinafter referred
to as ‘"crypto units") 32b, 34b, ... for encrypting
transmission data and decrypting reception data. These
transceivers 32, 34 perform data communication with the
vehicle-mounted device 10 while also encrypting and decrypting
data. In contrast, the transceivers 42, 44, ... that are
installed inside the second gantry 40 have no such crypto
units and perform only data communication with the vehicle-
mounted device 10 via their antennas 42, 44, ... That is, the
transceivers 42, 44, ... provide and receive tfansmission data
and reception data 'respectively' to and from the roadside
device 20 as is. Although not shown in FIG. 1, ,it must be
noted that in the same way as the vehicle-mounted device 10,
each of the transceivers 32, 34, ... and 42, 44, ... is
equipped with a communication circuit for performing

transceiving operations and a control device which includes a



FIG 1 is a block diagramof a toll road toll charging systen1according to-

a preferred enbodi nent of the present invention; - . - "FIG 2is a _
~.circuit diagramillustrating a conmmunication circuit of a vehicle-nounted
device according to the preferred enbodinent; FIG. 3 is a diagram

illustrating a format of a transmisgdon signal that is transmtted by a
r oadsi de device side conmunication device according to the preferred

nmbodi t s 4 i how i t . th
veh ¢l o- moRATEPERS e LR Ty ahd, Miagt oot Pk de s [SuproISEU LAY, 1 o
is a flowchgphuhibaeisat 'ﬁ&éﬁ%“%ﬂi@ié%&@#&@ derAcess petpgenyan 1 C
ule of the “vehic

card and a cryptographic no e-nount ed devi ce; 2 fG
6is a flOWEQﬁ%ﬁiEE%Hﬁt&Qﬁhnghéhf%éHHQHg" égﬂ aProcess which is executed
by a conmuni cati on devi ce provide I a T1rst gantry of the roadside

ot on ool A B ST AT S,

communi cati on befween e comuni ion d

??Inh;%/r 2??ﬁtgg§r¥??;fﬁ gémt ed ﬂ?e\/i %8éds ide d@'l%e 8 ZiOS glfsgsovfnhc r*u:'{c'ies
communication controllers 22, 24 for controlling the
communication operations of the transceivers 32, 34, ;.., 42,
44, ... and a 1local controller 26 which includes a
microprocessor and which performs data communication with the
transceivers 32, 34, ... and 42, 44, ... of the gantries 30,
40 via the communication controllers 22, 24 to control the
collection of toll charges from a running vehicle.

Also, the roadside device 20 is connected to a plurality
qf cameras 52 which are installed in the vicinity of the road
to take photographs of cruising vehicles. For example, when
the system fails to collect a toll charge from a running
vehicle, the local controller 26 drives the cameras 52 through
a photograph controller 28 to photograph such vehicle. Also,
the local controller 26 is connected to a central controller
(host computer) 50 which is devoted to managing the toll
charge collections of the toll roads. The local controller 26
sends toll charge collection results, information on vehicles
from which toll charges were improperly collected and the like
to the central contfoller 50.

In the toll road toll charging system according to the'
present embodiment, usually, each of the transceivers 32, 34,

... and 42, 44, ... of the roadside device 20 transmits a



passage process that is executed by the vehicle-munted device, = FIG
9is a flowhart illustrating a comunication process that is executed by
a communi cation device provided in a second gantry of the roadside device;
FIG 10 is a chart illustrating the flow of data comunication between the
conmmuni cati on device provided in the second gantry and the vehicl e-nount ed.
devi ce; FIG 11 is a flomchart‘ﬂﬁrustrating a-second gantry passage
process that is executed in the vehicle-nounted device; and FIG 12
is a flowhpilot| bignadt ifeg acrivatdiagt Hdte i wehibxbetnathind tdevices 10

vehi cl e-nount ed device when the IC card is renoved fromits drive.

DETAI LED DESGSRt&TIEN G PRESENIey- RREFSRRENG along the correspbX@VRGARY
EVMBODI MENT A preferred enbodi nent of the present invention is

descri bed heekicbét dranesst et epeedeterninéde tameonproyrvals dr aVWHES - the

First, FIG 1 is a block diagramillustrating the construction of an

overal | tol rehpalletmbhintedrdeviges St €t received this pilot signal has
transmitted a response signal and the transceivers 32, 34,
«eor 42, 44, ... have received this response signal, the
roadside device 2 executes daﬁa communication with the
vehicle-mounted unit 10 to collect toll charge.

On the other hand, the vehicle-mounted device 10 is kept
in .a sleep mode for the purpose of, for example, decreasing
its power consumption until it receives the pilot signal from
the roadside device 20 and, after receiving the pilot signal,
is activated to transmit a response signal and thereafter
executes data communication with the transceiver of the
roadside device 20 to pay for toll charges.

Also, data communications that are performed between the
roadside device 20 and the vehicle-mounted device 10 mentioned
above are all executed under the supervision of the roadside
device 20. That is, in the present embodiment, for example,
as illustrated in FIG. 3, each of the transceivers 32, 34, ...
and 42, 44, ... of the roadside device 20 is arranged to
transmit the pilot signal or a modulated signal for data
communication within a predetermined transmission time period
Tl and, thereafter during a subsequent predetermined response
time period T2, to transmit an unmodulated carrier wave

signal. The vehicle-mounted device 10 transmits a response

signal to the pilot signal or data signal by modulating the



according to the present enbodi nent. " As illustrated in FIG 1, the
.toll road toll charging systemaccording to the present: enbodi nent '

i ncludes a vehicle- nounted device 10 that is installed in a vehicle and a
roadsi de device 20 that is installed in the vicinity of an

-16- entrance or exit of a-toll road. The roadside device 20 is -connected
to first and second gantries 30, 40 thajg.are placed at predetermnned
intervals along the toll road in the forward direction of the vehicles.

h [ £l f | QNET Il
These JAM 11 <safs ol 416hatl oVRLEL Mallr Tyl il e Uil
Z,Ze second 9pgt e 4%}1@ ev&?i’éfé)-%jo ttéh t 53938?' VEd S i§2’ cgr‘}?tructe?ndgoélﬁ’

. y per a ron Wwih ea

., respectively, or orm ng a ~ comruni ca
vehicle-nnuntggaﬂgyécea Osﬁ3@§ ?ﬁSFIém’ installed in each vehicle that is
travel | ing al ong €ach “Tane o e Toad.’ When t he vehicl e passes
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transceiver) 8Eréggtcgwrt':ihceatain%rén%raeq.éaheisvegérfrlleecéesd PEs SLH@ anode of a
diode 63 via a transmission path 62. The cathode of the same
diode 63 is connected to an oscillator 65 wvia a transmission
path 64. The length of this transmission path 64 is set to be
A/4 wherein A is the wavelength of the carrier wave signal
that is transmitted from the roadside device 20. The anode
and cathode of the diode 63 are each grounded via a coil 68
and a resistor 69, and via a coil 70 and a resistor 71,
respectively.

Also, the coil 68 together with a capacitor 72 that is
connected in parallel with the resistor 69 forms a low pass
filter while the coil 70 together with a capacitor 73 that is
connected in parallel with the resistor 71 forms a low pass
filter. Moreover, these iow-pass filters together with the
diode 63 form an envelope wave detector circuit 80 for
detecting the envelope of the reception signal.

Meanwhile, the anode of the diode 63 is connected to a
power source VDD via a resistor 74 and a transistdr Tr3, the
oscillator 65 is connected to the power source VDD via a
transistor Trl, and a point connecting the coil 70 and the
resistor 71 is connected to the power source VDD via a
transistor Tr2. The bases of these transistors Trl, Tr2 and

Tr3 are connected to the controller 16.



t hrough. The vehi cl e-nmounted device 10 includes an IC card drive 12, a
comuni cation circuit 18 which has an antenna 18a and which perforns radio
communi cation with the transceivers 32, 34, ..., 42, 44, ..., a
cryptographi c nodul e (hereinafter referred to as "crypto nodul e") 14 for
encrypting transm ssion data, and .for decryptrng reception data and a
~controller 16 which includes a mcroproggssor for controlling the
foregoing circuits. The '1C card drive 12 may be |oaded with a
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the crypto ”393' ﬂe resulting detected signal S1 is provided as the
reception signal to the controller 16. That is, in this
state, the communication circuit 18 receives a modulated
signal that has been transmitted from the roadside device 20
within the transmission time period T1 illustrated in FIG. 3.
The communication circuit 18 detects the envelope wave of this
reception signal and pfovides the resulting signal S1 (a
binary signal) as reception data to the controller 16.

Next, when the transistors Trl and Tr3 are deactuated
and only the transistor Tr2 is actuated, since a power source
voltage is applied to the cathode of the diode 63, the diodel
63 is reverse biesed via the resistor 69. Accordingly, in
this case, the diode 63 cannot conduct the reception signal
and, as a result, the reception signal from the antenna 18a is
reflected by the input terminal (anode side) of the diode 63.

On the other hand, when the transistors Trl and Tr2 are
deactuated and only transistor Tr3 is.actuated, since the
power source voltage is applied to the anode of the diode 63,
the diode 63 is forward biased via the resistors 74, 71.
Accordingly, in this case, the diode 63 is brought to a state
enabling bi-directional passage of the reception signal. As

a result, the reception signal from the antenna 18a passes



The transcéivers 32, 34, .... that are installed inside the first gantry- 30

not only include antennas 32a, 34a, ... for perfornming radi o conmunication
with the vehicle-nobunted device 10 but al so cryptographic units
(hereinafter referred . to as "crypto wunits") 32b, 34b, ... for
encrypting transm ssion data and decrypiing reception data. These

transceivers 32, 34 performdata comunication mﬁth the vehicl e-nounted
devioe 10 SR DU G580 SLyRlaT b 4 5 e maRaoRaREE] 40
veni ol o- - Fourtih Sasle o CF R %%PL%HSZ‘E@S% Seifidlna | Ehehe
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m C“’p“’ceéfc”na”%hé‘ﬂc’i% $0140eaPERon 288 2nPennaTea2" qnd, at this

time, since the effective length of the transmission path 64

is A/4, the signal that is radiated from the antenna 18a has

a phase difference of = (180°) with respect to the signal that

is reflected when the transistors Trl and Tr3 are deactuatéd

and only the transistor Tr2 is actuated.

For this reason, in the communication circuit 18, if the
transistors Tr2 and Tr3 are alternately actuated and
deactuated within the transmission time period T2 illustrated
in FIG. 3 in which the unmodulated carrier wave signal is
transmitted from the roadside device 20, the carrier wave
signal can be phase modulated (using phase shift keying) and
transmitted from the antenna 18a.

That is, in the present. embodiment; after the
communication circuit 18 receives the transmission signal from
the roadside device 20 within the time period T1 illustrated
in FIG. 3 and provides the wave detection signal Sl to the
controller 16, the controller 16 actuates and deactuates the
transistors Tr2 and Tr3 in accordance with data to be
transmitted in response to this signal to modulate the phase
of the carrier wave signall and transmit the resulting

modulated signal from the antenna 18a and thereby perform data



connunlcatlon mnth t he vehicl e-nmounted device 10 and data transni-ssion

Wi th the roadside deV|ce 20 : The roadsi de device 20.is provided with
a pair of gantries 30, * 40. The roadside device ‘20 also includes
conmuni cati on .controllers 22, 24 for controlling the conmmunication.

operations of the transceivers 32, 34, ..., 42, 44, ... and a |ocal
controller 26 which .includes a micro rocessor and whi ch perforns data
communi cation with the transceivers 32;2 ... and 42, 44, ... of the

gantries 30, __40 via %he con nk ation.cp ers 24 to control the
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transistor Trl to tgereby drive the oscillator 65 to generate

the carrier wave signal. Also, in this state, by alternately
actuating and deactuating the transistors Tr2 and Tr3 in
accordance with the data to be transmitted, switching between
transmitting the carrier wave signal from the oscillator 65
via the antenna 18a and blocking the carrier wave signal from
the oscillator 65 and preventing this signal from being
transmitted from the antenna 18a can be performed. That is,
by performing this switching, the signal, which is obtained by
performing amplitude shift keying (ASK) on the carrier wave
signal from the oscillator 65 in correspondence with the
transmission data, will be transmitted from the antenna 18a.

Next, a data communication operation that is executed
between the vehicle-mounted device 10 and the roadside device
20 of the toll road foll charging system of the present
embodiment and data processing that is executed in the
vehicle-mounted device 10 for the execution of this data
communication will be explained hereinafter. However, it must
be noted here that the following expianation is about
communication operations between the rqadside device 20 and

the vehicle~-mounted device lo'that are executed when the toll



present enbodi nent, usually, each of the transceivers 32, 34, ... and 42,
44, ... of the roadside device 20 transmts a _

-19- pilot signal for activating the vehicle-nmounted devices 10 installed
in vehicles travelling along the corresponding vehicle l'anes at

predeternmined time intervals. = Wien the vehicle-nounted device 10 that . -
received this pilot signal has transm tbgd a response signal and the
transcei vers 32, 34, 42, 44, ... have received this response signal,
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First, in the vehicle-mounted device 10, FIG. 4 is a
flowchart showing a data process (card loading process) which
is executed by the controller 16 when the IC card 2 is loaded
into an insertion opening (not shown) of the IC card drive 12
for preparing the transmission data. It is to be noted that
since the vehicle-mounted device 10 is normally kept in a
sleep mode as mentioned before, this data process is started
when the loading of the IC card 2 has been detected by a
sensor provided in the IC card drive 12 and the resulting
detection signal has been provided to the controller 16 to
activate the same.

As illustrated in FIG. 4, when this process is started,
first, step 110 executes a self-diagnostic test for
deﬁermining whether the controller 16 itself is operating
normally or not while step 120 determines whether or not the
test result is normal. If the test fesult indicates an
abnormality, then step 120 determines that there is a
diagnostic error and so control proceeds to step 280 which is
described later. Conversely, if the test result is normal,
control goes to step 130 which performs a battery check by
determining the voltage of a battery (not shown) that supplies

a power source voltage to the vehicle-mounted device 10. It



device 20. That is, in the present enbodinment, for exanple, as illustrated
in FIG 3, each of the transceivers 32, 34, and 42, 44, .... of the .
roadsi de device 20 is arranged to transmt the pilot signal or a nodul ated
signal for data comunication within a predeterm ned transm ssion tine .
period T1 and, thereafter during a subsequent predeterm ned response tine
period T2, to transmt an unnodul at ed &&Tri er wave signal. The

vehi cl e-nount ed device 10 transmits a response signal to the pilot signa
or data simpustt Hey ngteéd heragthdwe there are two types of batteries whi2h-
carrier wave signal. Accordingly, the communication circuit 18 of the

vehi cl e- noame ecnateel e dOreéplanmaitleudanterfyoanderasgiad edadasheny,i andl G 2.
That is, as shown in FIG 2, in the comunication circuit 18, the antenna
18a i s contiest ethe dbateermnorieeak eraiione 162 sV icher dingnsites vodragat B£62.
The cat hode of the sane diode 63 is connected to an oscil| aor 65 via a
transm ssi thesatiio Batdweidsength of this transm ssion path 64 is set to be
[err]/4 wherein [err] is the wavel ength of the carrier wave signal that is

transmtted fronnéke, roedpi 040 degteem2fes The 8nedeolaadecakhedecel thiae

di ode 63 are each grounded via a coil 68
.replaceable battery is very low that it needs to be replaced.
When step 140 determines that battery replacement is
necessary, step 150 sends a replacement message to this effect
to a display (not shown) and after which, the controller 16 is
set to a sleep mode. After step 140 determines that there is
no need to replace the battery, although the battery voltage
is sufficient to ensure operations of the controller 16 and
the communication circuit 18, step 160 determines whether the
battery voltage is insufficient for operating the IC card
drive 12, the crypto module 14 and the like (that is, step 160
determines whether the battery voltage is low or not). When
the battery voltage level is determined to be low, step 170
displays the battery condition such as a volpage value in the
display unit and thereafter, when a battery problem is
determined, control goes'to step 280 which is described later.
When the battery voltage level is normal, control goes to step
180.

With this battery check, it must be noted that after
determining that the battery replacement is necessary or that
the battery voltage is low, a message is displayed to this
effect in the display unit so that the passenger of the

vehicle can know the timing for replacing the battery from the



and a resistor 69, and via a coil 70 and a resistor 71, respectively.
Al'so, the coil 68 together with a capacitor 72 that is connected in
parallel with the resistor. 69 fornms a |low pass filter while the coil 70
together with a capacitor 73 that is’™ connected in parallel with the

resistor 71 forns-a | ow pass filteng“%preover, these | owpass filters
‘together with the diode 63 form an el ope wave detector circuit 80 for

detecting Lope@ntal Qe Che! Mol 4GP L%%ég&nahd tqrdBeR¥Nidh; dihe. anode

of the diode 63 is connecte ource V|a a resistor 74 and a

2 “transi slorpeil SeriSE LAY ok, ERRRRRARE Rabg W LG, 71

a point connect|
i s connect g @ he power source VDD via a transistor Tr2. The bases of
t hese transistor Trl Tr2 and Tr3 are connected to the controller 16.

E I’Zcfli-.;]SI stor SI fll_l’ g.hl (Féh’ wu%%t%ﬁ%y‘f?r 83&%0%’[8I’ O\g{%% eaCh %ﬂc‘g the

transmi ssi %s%t@ﬁ'g) %Tntc;“:‘:: Oafé:s %4 drive 12 to read predetermmed

card data from the IC card 2 and to check if the IC card 2
‘loaded in the IC card drive 12 can be used in the vehicle-
mounted device 10 (IC card check).

Based on the IC card check result, step 190 determines
whether or not the IC card 2 can be used in the vehicle-
mounted device 10. If the IC card 2 cannot be used, step 190
determines an IC card error and so, control proceeds to step
280 which is described later. If the IC card 2 can be used,
control goes to step 200 which activates and drives the crypto
module 14 to perform mutual verification with the IC card 2.
It is to be noted that this mutual verification process is
executed according to the process illustrated in FIG. 5, which
is described later, via the use of encrypted data generated in
accordance with the above-mentioned DES algorithm.
| Next, step 210 determines whether the mutual
verification result between the crypto module 14 and the IC
card 2 is positive or not. If the mutual verification result
is negative, step 210 determines that there is a verification
error and so, control goes to step 280 which is described
later. If the mutual verification résult is positive, control

proceeds to step 220.

Step 220 determines whether the IC card 2 is a prepaid



device 20 that has been recei.ved by the antenna 18a has its envel ope
detected by the envel ope wave detector circuit 80, and the resulting =
‘detected signal S1 is provided as the reception signal to the controller
16. That is, inthis state, the comguwnication circuit 18 receives a
nodul ated signal that has been transntited fromthe roadsi de device 20

Cthin th S > . . edoi 3

Sormuni cat BaH ra . B asrsars ChRe EbariEtt BECAT L handdl o
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63 i : bi ' h ' 9. . A di,nal,y, in_ this | , th

o 62 cLRPLEE stk e 0k (RenER] S, aploy e e

reception s”&gal frgnythedantgnna 8a is, reflected %% t he ji.nput term nal

(anode si ded™HfCRREXS) GaEde3ntormationy, {pg. ot REFRHEHd Y Yhot the

transistors Tr]l and Tr2 are . deactuated and only transistor Tr3 is actuated
since the %\‘ir RRAES 4 £R§ENFE %%M?WJ{%W%SEV&F% REPY BIRIS3,
the diode 63,is forward bifsed via the resistors 74, 71. _Accordingly, in
this case, +HBELIHi o8Rd e8NS b‘F%uglJFﬁ‘mi Fhe FatR@IErabl | BRSH - rehe | sl

passage of the reception ijgnal. As a result, the reception _signal from
t he antenna?iB@.?BEék&Fesu t, subsequent step 250 determines if the cash

card can be used or not. If the cash card cannot be used,
step 250 determines that a cash card error has occurred and
so, control goes to step 280 which is described later.
Conversely, if the cash card can be used, control proceeds to
step 270.

Incidentally, while it has been mentioned that the cash
card can store the vehicle-mounted device type usage limit as
its card information, this information is for restricting the
use of the cash card only for certain vehicle-mounted device
types and an identification code is stored in the cash card
for this purpose.

On the other hand, if the IC card 2 is a prepaid card,
control proceéds to step 240 (prepaid card check) which reads
out information in the prepaid card such as its term of
validity, the remaining balance, etc., and checks the card
information. Based on the card check result, subsequent step
260 determines whether the prepaid card can be used or not.
If the prepaid card cannot be used, step 260 determines that

a prepaid card error has occurred and so, control proceeds to



-22- through the diode 63 and is provided to the transm ssion path 64

and then is reflected by an input termnal of the oscillator 65
that has an infinitely large input inpedance. Further, this reflected wave
passes through the diode 63 in the reverse direction and passes through
the transm ssion path 62 and then-42g-+adiated fromthe antenna 18a. And,
at this tine, since the effective length of the transm ssion path 64 .is

[err]/ 4, thepigoalnibatis Sdésr’%.“i‘l%feadlBEQB‘ t hey v ey 18 h.ﬁé pfegé“ﬁ&e

difference of [err] (180[err]) wth respect to the S|gnal th

reflected yyep éé??ﬂéﬁi%%ét%%ﬁbi gﬁgcséés ats deagtypged and onl y the

transistor Tr2 is actuate or this reason; in the conmuni cati on

circuit 18, if tda trzq@még&{u%e'g Zaa:gro-@e%sar Qogl h@%ﬂ@i@‘}yn craua{:ég and

deactuated within the transm ssion ti period T ustrat 3in
devi ce. 20, TR g K TLEEY LA ROl 'S oI %ﬁ@‘. kB RGee
the | procehtt ehisnt renptidd fhe KRTTRdE %ﬁ%ﬁ%?@é%?? 8.tre P08 a8 oo
the t [323%%9&&, 983hahef ibMRrOadid e rdeehed &, WhAd' Engiasaklce%,pe“ od
control then proceeds to a subsequent step 290. That is, the
IC card 2 uses encrypted data for updating its data to prevent
the stored data from being overwritten easily. Here, at this
stage, the controller 16 makes the IC card 2 produce the key
Z (toll charging key) needed for producing encrypted data for
updating the card data, reads and stores this key 2, and
thereafter, control proceeds to step 290. It is to be noted
that the toll charging key Z is produced using the DES
algorithm by encrypting card information such as number of
times processed and the like based on a special IC card key
(IC card key) that is assigned beforehand to the IC card 2.
Oon the other hand, when any one of steps 120, 160, 190,
210, 250 or 260 determines an error in the vehicle-mounted
device 10 or the IC card 2, an error status flag that
indicates the content of such error is set in step 280 and
thereafter control proceeds to step 290.
Next, step 290 makes the crypto module 14 produce a key
(communication key X1) which will be used for encryéting data
to be transmitted to the roadside device 20 and step 300
stores such commﬁnication key X1. It must be noted here that

when the crypto module 14 receives the command for generating



in FIG 3 and provides the wave detection signal S1 to the controller 16,
-the controller 16 actuates and deactuates the transistors Tr2 and Tr3 in
accordance with data to be transnmtted in response to this signal to

modul ate the phase of the carrier wave signal and transmt the resulting
modul at ed signal fromthe antenna-i$a and thereby perform data

-23- communi cation with the roadsi de device 20. It is to be noted

that the agfd |dcuinfinitlatilth ey H1S!@@om Khle shi¥oMdledid 0 enabbs gt a
comuni cation with the roadside device of a systemthat does not” transmt

unmodul at efbduld MI4CTEiWaC g8haPatSs a rdhddM huaded R1l BAACHPOARLES thd 6
supplies power to the “oscillator 65 by actuating the transistor

Trl to theseifidatadexageitl ahg&ngf? 4L HChYndioh hBRbEAT HICT AHAYE,

signal. Also, in this staté, by alternately actuating and deactuating the

transi st or Sophivn f4E (U3 ridsteiC ‘k%gyd @2C Qn‘“’kh@rggﬁigﬁ.tﬂeglongﬁbéf aﬁxz "%I&%‘? d,

swi tching between transmtting the carrier wave signal Tfromt | I at or
o2 1) e PRI RO, N iRl ELRRS NP ShAThe AT by
numbers. Also, an encryption algorithm (hereinafter referred
to as an FX algorithm) that enables high-speed encryption in
comparison with the DES algorithm is used here to produce this
communication key Xl.

Here, an encryption algorithm called SAFER - K - 64
(Secure And Fast Encryption Routine of Length 64 bits) by J.
L. Massey of Switzerland or FEAL (Fast Data Encipherment
Algorithm) by H. Matsumoto of NTT, Japan is suitable for use
as the FX algorithm.

After producing the communication key X1 mentioned
above, step 310 reads the vehicle-mounted device data (first
read data) RD1 that is to be transmitted to the roadside
device 21. A subsequent step 320 provides this.data RD1 to
the crypto module 14 which is made to encrypt this data RD1
using the communication key X1 mentioned above. It is to be
noted that the FX algorithm is used alsc for this encryption
processing.

After the first read data RD1 has been encrypted by the
crypto modulé 14, the encrypted first read data <RD1> is
stored by step 330 as the transmission data to be transmitted
to the roadside device 20. Then, step 340 informs the

-passengers of the vehicle of the state of the card based on

-



transmtted fromthe antenna 18a can be perfornmed. That is, by performng
this switching,: the signal, which is obtained by performng anplitude
shift keying (ASK) on the carrier wave signal fromthe oscillator 65 in
:correspondence with the transm ssion data, will be transmtted fromthe
antenna 18a. Next, a data conmuni cation operation that is executed .
bet ween the vehicl e-nounted device 10 and the roadsi de device 20 of the
toll road toll charging system of the bﬁ%@ent enbodi mrent and data
processing that is executed in the vehicle-nmunted device 10 for the
execut i on &het grrogasgatusnseni tat stepwesd, beardk piatacfirérreheai€ ecard
However, it nust be noted here that the foll ow ng explanation is about
communi cat i2onedpger and othetasivean the comtisolkereld mntErsaadslekp mode.

vehi cl e-nount ed device 10 that are executed when the tol

-24- charge to & [isi toabet hetedtherwehat thésenperatibheofotépopeing
provided with the roadside device 20 is uniform In this way, these

operations they berdi ffwrtent i§r genformednhs tiu bt eneexstyt &y Wiesplaeihg! |

charge is set in accordance with the travelled distance or travelled tine.

First, in triesssgesclandmuhet tikdein arhedl @isplGy device and by generating
sounds using a buzzer. That is, by informing the passenger of
the vehicle of the card type, the remaining balance of the IC
card 2, the abnormality of the card, etc. using both visual
and audio methods, the vehicle passenger can be made to verify
the card he is using for toll charge payment and be made to
replace the card if there is some abnormality.

Also, for example, as illustrated in TABLE 1, the first

read data RD1 that is stored as the transmission data includes
a response code to the transceiver of the roadside device 20,
a status code such as an error status data that represents the
operational state of the vehicle-mounted device 10, a charge
payment mode that reéresents a toll charge payment method,
etc., a vehicle-mounted device code which is assigned uniquely
to each vehicle-mounted device, a serial number CSN of the IC
card 2, balance data of the IC card 2, an exclusive OR (CSN
XOR CAN) of the serial number CSN of the IC card 2 and an
application number CAN that represents the type of the IC card
2, a transaction counter CTC that represents the most recent
position for storing the processed data in the IC card 2, an

index that represents the type of the IC card key used to

encrypt the card data on the IC card 2 side according to the



fl omchart showi ng a data process (card | oadi ng process) which is executed
by the controller 16 when the IC card 2 is |loaded into an insertion
openi ng (not shown) of the IC card drive 12 for preparing the transm ssion:
data. It is to be noted that since the vehicle-nounted device 10 is '
normally kept in a sleep node as nentioned before, this data process is
started when the loading of the IC.card 2 has been detected by a sensor
provided in the IC card drive 12 and3tthe resulting. detection signal has

been provided to the controll er 1XABLE dcti vate the sane. As
il lustrated M T [OCESS TS started, —fTrrstT—stegp 110
executes a s LS, STy S EWEFS CRNTRYT troller 16

itself is op¢rl&Fi HGOTrLCNaL |y or not PrBROTSEEGNAL20 det er m nes et her or
not the tes Qggglbﬁin%v@@ mal . T thesdashysul t indicates
abnormality, en s ric error and

so control p dé@e?:l@%'o“s??@"lﬁﬁzétﬁml ch |i SESRQYSErGOBBd | ater. Convelrsely, if
the test resllvehScLRONGONTED DEOLEH)0l goesafiomSitaea3d Whi ch perf

battery check by determ ning the voltage of a battery (not shown) that
supplies a device 10. It
ROADSIDE VERIFIC. MESSAGE DATA RETRIEVAL COMMAND
(ROADSIDE DEVICE) RANDOM NUMBER R3
' ENCRYPTION KEY Kc
1ST READ DATA RESPONSE CODE
(VEHICLE-MOUNTED DEVICE) STATUS CODE* (ERROR CODE)

MODE OF PAYMENT*

VEHICLE-MOUNTED DEVICE CODE*

CSN*

BALANCE* (PARTLY ENCRYPTED)
CSN XOR CAN

CTC

INDEX OF KEY IN USE

1ST WRITE DATA WRITE COMMAND

(ROADSIDE DEVICE) VEHICLE-MOUNTED DEVICE CODE t
TOLL CHARGE TOTAL T

LOCATION NO.(PARTLY ENCRYPT.) T
TRANSACTION TYPE

DATE
TIME
END SIGNAL (VEHIC-MTD DEVICE) RESPONSE CODE
END ACK. SIGNAL(ROADSIDE DEV.) END ACKNOWLEDGE
NOTE : * DENOTES DATA ENCRYPTED IN THE VEHICLE-MOUNTED DEVICE

T DENOTES DATA ENCRYPTED IN THE ROADSIDE DEVICE



-25- nmust be noted here that.there are two types of batteries which are, -
nanmely, a replaceable battery and a sealed battery, and that the battery
check here involves checkihng the voltage of these two batteri-es.

Next, step 140 determnes if the voltage | evel of the replaceable battery
is very lowthat it needs to be replaced. Wen step 140 determ nes that
battery replacement is necessary, stepysl50 sends a replacenent nessage to
this effect to a display (not shown) and after which, the controller 16 is

Fepl ace t e E5t BLgorSr b L BRI D AL RAR, GeRa” otk o PpPBochRets Wats o
operations of. the controller 16 _and he conmmunicatio circHLt 1§ steg 160
det er mi nes WHEEREr gﬁg 568§P8r§°§8rt8 arge PRENF c?ga?' YPshLeEIonRtede

| C d dri 12, th t dule 14 and the ik h ' t 60

detg?Linesrkﬁ%VHEF £/ e§;¥E§39E38ﬁW§§€ ?gﬂroﬁPgrP%BE)$%vﬁéﬁlB?%é“%%t%éF?

vol tage level is determ ned bo be .1 ow, steggl?O displ ays the battery

condi tion su@ﬁease%cwjf%fgew &iGe GF t FEMAHRERT o ffakRi tLEHF t REPetSter 20Ghen
bat t I i det I ned, trol t 280 which i
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step 180. mth tghs battery chec%h It .must be noted that after
Next, e mutual verification process of step 200

between the IC card 2 and the crypto module 14 is executed as
illustrated in FIG. 5. It is to be noted that in the
operations of the IC card 2 and crypto module 14 that are
explained below in connection with FIG. 5, functions that are
based on the DES algqrithm are used for generating the various
data.

That is, as illustrated in FIG. 5, when this mutual
verification'is performed, first, the controller 16 makes the
IcC cafd 2 generate card data including the serial number CSN,
application number CAN, etc. (step 3100) and thereafter, the
controller 16 retrieves such data (step 1100). The controller
16 transfers the retrieved card data (CSN, CAN) to the crypto
module 14 and provides a random number R production command to
the crypto module 14 (step 1200). Then, since the crypto
module 14 produces a random number R in accordance with this
command (step 2100), the .controller 16 receives this random
number R and provides tpis random number R to the IC card 2
along with a command for producing a verification encryption
key Y (step 1300).

Upon receiving the verification encryption key Y

production command, the IC card 2 retrieves the card data from



determ ning that the battery replacenent is necessary or that t he battery
voltage is low, a nessage is displayed to this - effect in the display unit
so that the passenger of the vehicle can know the timng for replacing

the battery fromthe . : -26- contents of the
di spl ay nessage and restore the vehicle- nounted device to its nor mal
operating state by replacing the battery. ' Next, step 180 actuates

the IC card 2 (actuation and resettingB3using the IC card drive 12 to .read
Poaded 1 n 1 nEDPC BERGERT %*@S#Ee%ﬁé%%ﬁ%’%%@svéﬁ?’ﬁFshf B Eh oo
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card 2 encrypts the random number R (step 3300).

When the random number R has been encrypted in the IC
card 2 as mentioned above, the controller 16 reads this
encrypted data <R> ?nd the card data that has been used for
the production of the verification encryption key ¥ and
provides a verification encryption key Y production command to
the crypto module 14 along with these data (step 1400).

Then, the crypto module 14 determines the exclusive OR
(CSN XOR CAN) of the serial number CSN and application number
CAN of the IC card 2 and, using this exclusive OR daté and a
prescribed master key, produces a verification key unique to
the IC card 2. Then, using this verification key and the card
data, the crypto module produces the verification encryption
key Y (step 2200) and encrypts the random number R (step 2300)
using this encryption key Y. Then, the crypto module 14
compares the encrypted data <R>' of the random number R that
it has encrypted with the encrypted data <R> of the random

- number R that has been encryptéd in the IC card 2 (step 2400).
If both encrypted data match, the crypto module 14 determines
that the IC card 2 that is loaded in the IC card drive 12 is
normal (step 2500). It is to be noted that if both encrypted

data do not match, the controller 16 determines that there is



I's described later, via the use of encrypted data generated i.n. accordance
with the above-nmenti oned DES al gorithm Next, step 210
det erm nes whet her the mutual wverification result between the crypto
modul e 14 and the IC card 2 is positive or not. If the nmutual verification
result is negative, step 210 determnes that there is a verification =
error and so, control goes to step 2884which is described later. If the
mut ual verificatiqQn result is positive, control &roc eds to st%P 220.

the pro

Step 220 d& EFRieSAREPNEFTPReaNE 3Qr (CINFECH PFRpEFEs to cess

-27- card, which i gicates the prepaynent of the toll charges, or a cash
card mhich°§éﬁﬁ@?szg ynment of the toll charges using a predeterm ned bank
account. If the |Ccard 2_.is a cash card control proceeds to step 230

(cash card checkFPRR compdetioneef hRe ehevpsmentdonadovesifivation . ofterm
of validity of the card, presence / absence of vehicl e-nounted device type

usage |inthe IRdCpRE Ri kB, the rYH® moduded 12, sBsdeedthbe comtrokler ché d
check result, subsequent step 250 determnes if the cash card can be used
or not. If It%@et?ﬁhq&ﬁ ICERRPHOt Meduleedé tot (grBRtfet then vesifheat bomash
card error has occurred and
data that is used in the IC card side 2 for verifying the
crypto module 14 (step 1500). Accordingly, the crypto module
14 produces an crypto module verification key SC possessed by
the IC card 2 by using the exclusive OR (CSN XOR CAN) of the
serial number CSN and application number CAN of the IC card 2,
and a prescribed IC card key. Furthermore, the crypto module
14 encrypts this key SC by using the verificafion encryption
key Y that has been generated in'step 2200 to thereby produce
verification data SC' (step 2600).
Then, when the verification data SC' is generated as
mentioned above, the controller 16 reads this verification
data SC' and sends it to the IC card 2 together with a
verification execution command (step 1600). Then, the IC card
2 decrypts the réceived verification data SC' using the
verification encryption key Y that has been produced in step
3200 and determines whether the decrypted verification data
SC' (= SC) matches the key it possesses (step 3400). When the
verification data SC', SC match, the IC card 2 determines that
the crypto module 14 (in other words, the vehicle-mounted
device 10) of the vehicleQmounted device 10 loaded with the IC

card 2 is normal (step 3500). When the IC card side 2 also

verifies that the crypto module 14 is normal, the controller



so, control goes to step.280 which is described later. Conversely, if the
cash card can be used, control proceeds to  step 270. I ncidental |y,
while it has been nentioned that the cash card can store the _
vehi cl e-nounted device type usage limt as its card information, this
information is for restricting the wuse of the cash card only for certain
vehi cl e-nounted device types and an ré@ntification code is stored in the

h d, f [.S, s h het b if th d '
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d t inf ' L0t h id its t f lidity,
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determ nes that _a _prepaid card errar, has occurred and so, control proceeds
to 14 s ndtPpdsicively Verl-?g-sb%tEBezgﬁ Wakh ¢s sddeor i thel

| ater. Conversely, if the prepaid card can he used, control proceeds to
step 270. °°ntr°ﬁ'§tre&Szgstgfi%g%?%sﬂ@fprt@éés&lﬁaﬁtﬁét ifedi Verifioation

error and control proceeds to step 280.

Next, FIG. 6 is a flowchart illustrating <the
communication process that is executed in transceivers 32, 34,
respectively, which are provided in the first gantry 30 of the
roadside device 20. It is to be noted that the subsequent
explanation is made under the assumption that the following
communication process is executed by the transceiver 32.

As illustrated in FIG. 6, in step 4100 transmits a first
pilot signal for activating the vehicle-mounted device 10
which is being kept in a sleep state. Thereafter, while
transmitting a carrier wave signal which will be used by the
vehicle-mounted device 10 in sending back a response signal
during the prescribed time period T2, step 4200 determines
whether a first pilot response sign&l has been received by the
antenna 32a or not. When no first pilot response signal is
received, control goes back again to step 4100 which again
transmits the first pilot signal. In this way, the
transceiver 32 transmits the first pilot signal for every
prescribed time period t.

That is, when a vehicle approaches the vicinity of the
first gantry 30 and enters ﬁhe communication area of the

transceiver 32 that corresponds to the wvehicle lane along



charging key Z used in collecting the toll charge fromthe IC card 2 and
storing the collection results (date/tinme of use, remaining balance) in-
the sane I1C card 2, and thereafter, control then proceeds to a subsequent
step 290.. That is, the 1C card 2 uses encrypted data for updating its data
to prevent the stored data frombeing overwitten easily. Here, at this
stage, the controller 16 nakes the ré®zard 2 produce the key Z (tol
chargi ng key) needed for_producing encrypted data for updating the card
data, read¥iigiyt8eovelichesixdrareldiag,t he ghiGle-manntd geNdseadsot o

step 290. It is to be noted that the toll charging key Z is produced using
the DES alnffralilad Bp &fer yphiadecareeiveorvhe if%ﬁ-”'&l@ri- fagpat &romti nes
processed and the |ike based on a special IC card key (IC card key) that

i s assi gneth®er5aBHGREVED BRe and chs dagtivated fopm Htsotmkeemaltateahen any
one of steps 120, 160, 190, 210, 250 or 260 determnes an error in the
vehi cl e- nolherd asdadilostrated dneFLG. car cklre wahigkeomonindgteds deviget hat

i ndicates the content of such error is set in step 280 and thereafter
control preerdsidaak shepf2get pilot reyponsességnadoimatespanse doyphdasnodul e

14 produce a key (communi cation key X1) which will be used for encrypting
data to bBerstapshotteilgnalt heThendforde, dini stefd 4h00samgd 3000, sheres
such comuni cation key X1. It nust be noted here that when the crypto
modul e 14 tesepseesvehe32ommamshitsy gendfidstngpilot signal periodically
to thereby determine whether the first pilot response signal
has been received during this periodic transmission operation.
In this way, the transceiver 32 keeps on waiting for the entry
of the vehicle into its own communication area.
Incidentally, as illustrated in TABLE 1, the first pilot
signal that is transmitted by each of the transceivers 32, 34
of the first gantry 30 includes the pilot signal for starting
the vehicle-mounted device 10 and a location number that
indicates the transceiﬁer from which the signal was
transmitted. The first pilot response signal that is
transmitted from the vehicle-mounted device 10 in response to
the first pilot signal includes a response code, a random
number R1 that constitutes the base of the communication key
X1 used for producing the first read data, and the key number
(encryption key number) Kn of the communication master key.
When the first pilot response signal that is transmitted
from the vehicle-mounted device 10 in reéponse to the first
pilot signal.is received, control goes to step 4300 which

provides the random number Rl and encryption key number Kn

contained in the first pilot response signal and a



-29- the comunication key X1 fromthe controller 16, the crypto nodule
14 first generates a random nunber Rl and produces the comrunication key
X1 using this random nunber RL and a communi cation master key of an
encryption key nunber Kn that. is selected from anong. several kinds of
encryption key nunbers. Also, an encrgption algorithm (hereinafter
referred to as an FX algorithn) that enabl es high speed encryption in

conpari so Sk%ﬁﬂ it d ggﬁﬁ% odyge ' .
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FX algo“iégﬂﬂéiéfﬁ%%d@éao éylé%hl encrggta&g&ng the first read data
<RD1>. The crypto unit 32b also produces a random number R3,
which constitutes the base of a communication key X2 which
will be used by the vehicle-mounted device 10 in encrypting
the next transmission data (second read data), and a key
number of a communication master key (encryption key number)
Kcﬂ
Step 4400 retrieves the random number R3 and the
encryption key number Ké, and transmits a roadside device
verification message (see Table 1) that includes these values
and a read-out command of the first read data as shown in FIG.
7.
Meanwhile, as mentioned earlier, when transmitting this
roadside device verification message, the transceiver 32
subsequently transmits an unmodulated carrier signal during
the prescribed time period T2. Also, as illustrated in FIG.
7, the transceiver 32 transmits the roadside device
verification message, a first write data and an end
acknowledge signal (described 1later), etc. for every
predetermined time period t in the same way as when
transmitting the first pilot signal during regular operation.

Next, when transmitting the roadside device verification



processing. After the first read data RD1 has been encrypted by the
crypto nodule 14, the encrypted first read data <RD1> is stored by step
330 as the transnission data to be transmtted to the roadside device 20.
Then, step-340 |nforns the -passengers of the vehicle of the state of the

card based on : - -30- the error status
set in step 280, card data fromthe IC car 2 etc. and thereafter, the
controller 16 enters a sl eep node. 'is to be noted here that this
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's stored asi&ﬁu &%%% i%'@EanB? Q{E%Lfgﬁb-recelves the first read data
<RD1> until the carrier wave transmission time period T2
elapses. Then, when the carrier wave transmission time period
T2 elapses, step 4600 determines whether the first read data
<RD1> has been received during this transmission time period
to check if a communication error has occurred.

If a communication error has occurred, an error status
code is set and after which this process is terminated
temporarily. If there 1is no communication error, the
operation proceeds to step 4700 which provides to the crypto
unit 32b a command for decrypting the received first read data
<RD1>. Upon reception of the request to decrypt the first
read data <RD1>, the crypto unit 32b decrypts the first read
data <RD1> in accordance with the FX algorithm using the
communication key X1 that has been produced before based on
the random number ﬁl and communication encryption key number
Kc. In this way, after step 4700 generates the first read
data <RD1> decryption command, step 4800 reads the decrypted
RD1 data.

Based on a status code in this decrypted data RD1, step
4900 determines whether an error is present in the decrypted
first read data RDl. If a data error is present, control

proceeds to step 5400. If no data error is present in the



a response code to the transceiver of the roadside device 20, a status
" code such as an error status data that represents the operational state of
t he vehicl e-nobunted device 10, a charge paynent node that represents a
toll charge paynent nethod, etc., a vehicle-nounted device code which is
assi gned uni quely- to each vehicl-8%ounted device, a serial nunber CSN of
the IC card 2, balance data of the IC card 2, an exclusive OR (CSN XOR
"CAN) of tHérsé&rirahdndaber REEN céntiml i3 awrells? tandstaap S@®PI.i cati on nunber
CAN that represents the type of the IC card 2, a transaction counter CTC

t hat representsStiep 5990 detemmninpssatconding svortiheg fimstpreasgsskrtaata in
the ICcard 2, an index that represents the type of the IC card key used
to encrymplt whethed dheal®Oncdmt 2 Gncahd 2ehidieamountedgdéwiddeld is

-31- TABLE 1 1ST GANTRY COVMJ. SI GNALS
CONTENTS a pii¥palld Garsl @¥\la cash card. IPItRE SCQNAkd 2 (BOADY{¥m
DEVI CE) LOCATI ON NO. 1ST PILOT RESPONSE S| GNAL

RESPONSE @A, codndizd1Cigroedti$EBo DEYeSES 100 whiCANDEMMUMEER Jlhicle
type based on, for example, the vehicle-mounted device code
and the toll charge is calculated in accordance with the
vehicle type and thereafter, control goes to step 5500. On
the other hand, if the IC card 2 is a prepaid card, the
operation proceeds to step 5200 which determines the vehicle
type based on, for example, the vehicle-mounted device code
and the toll charge is calculated in accordance with the
vehicle type. Subsequent step 530 determines from the balance
of the prepaid card whether the toll charge can be paid or
not. Then, when step 5300 determines that the balance of the
prepaid card is enough for paying the toll charge, control
proceeds to step 5500. On the other hand, when step 5300
determines that the balance of the prepaid card is not enough
for paying the toll charge, control goes to step 5400.

Meanwhile, if there is an error in the decrypted first
read data RD1 or if'no toll charge can be collected from the
IC card 2(specifically the prepaid card), step 5400 performs
an error processing for transmitting an error data to this
effect to the vehicle-mounted device 10 side and also setting
an error status code. Upon completion of this error
processing, the operation proceeds to step 5900.

Next, step 5500 generates a first write data WDl for
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ENCRYPTI ON KEY Kc 1ST READ DATA RESPONSE CCODE

- (VEHI CLE- MOUNTED DEVI CE)* STATUS CODE* ( ERROR CODE) ' -
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encrypted first write data <wWD1> and transmits it to the
vehicle-mounted device 10 as shown in FIG. 7. It is to be
noted that during this transmission the transceiver 32 also
transmiﬁs an unmodulated carrier wave signal during the
prescribed time period T2 after transmitting the modulated
signal that corresponds to the first write data <WwD1>,

Here, for example, as illustrated in Table 1, the first
write data WDl includes the write command for storing the
payment result of the toll charge into the IC card 2 in the
vehicle-mounted device 10 side, the vehicle-mounted device
code, the total sum of the toll charges, the location number
of the transceiver 32, the transaction type that indicates the
type of charge collection (namely, flat charge collection,
charge collection varying according to distance travelled, or
time dependent charge collectioh), and the date and time.

Among these data items, the vehicle-mounted device code,
the total sum of the toll charges and part of the location
number are respectively encrypted and the remaining data items
are left untouched as unencrypted reqular transmission data
(f£irst write data <wD1>). |

Also, when encrypting this first write data WDl, the

crypto unit 32b performs its encryption processing in



-32- DES algorithm (index of.the key used), etc. Anmbng these data itens,
t he st-atus code, charge paynent node, vehicle-nounted device code, serial
nunber CSN, and part of the bal ance data are encrypted while the renaining
data itens are set and stored as is in an unencrypted state-as the

transm ssi on dat a. Next, the mutual verification process of step 200
bet ween the IC card 2-and the crypto |l e 14 is executed as illustrated
in FIG : is to be noted that in the operations of the IC card 2
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the production of the keys as well as the encryption and
decryption of the data by using only the FX algorithm which is
the communication encryption algorithm.

Next, after receiving the transmitted first write data
<WD1>, the vehicle-mounted device 10 transmits an end signal
which includes the response code to this effect as illustrated
in FIG. 7. Therefore, after transmitting the first write data
<WD1>, the transceiver 32 executes the end signal reception
processing (step 5700) dufing the prescribed time period T2.
After the elapse of the prescribed time period T2, step 5800
determines whether the end signal has been received to check
for the presence or absence of a communication error. If
there is a communication error, the transceiver 32 sets the
error status code and thereafter terminates this process. If
there is no communication error, control proceeds to step
5900.

Step 5900 provides the above-decrypted first read data
RD1, error status that has been set in the error process (in
step 5400), etc. to the local controller 26 that is built in
the main body of the roadside device 20. Subsequent step 6000
transmits an end acknowledge signal to the vehicle-mounted

device 10. This end acknowledge signal serves as a



nodul e 14 produces a random nunber R in accordance with this conmmand (step -
2100), the controller 16 receives this random nunber R and provides this
random nunber Rto the IC card 2 along with a command for producing a

verification encryption key Y (step 1300). Upon receiving the
verification encryption key Y production command, the I1C card 2 retrieves
the card data from ' -42- -33-"the nenory

position that cotrresponds to.the transactio coupter, CTC and, using a
verificatiﬁﬂm?EQLﬁﬁﬁgﬂni§°§P&ﬁ§l?ﬂe51§ﬁéée- t FBRCTPRS s &8 Felhid Sy,

encrypts this card.data oduce the verification encryption key Y (step
3200). MoPEBDERD dEVhGe: L&A){/é&'ﬁ FeBPLBR1RACPY pERe Aty SPImYdqatiamard 2
encrypts the random.nunber, R (step 3300). When t he random nunber R
has been eARRybN&d fiFsStheilet S49822 4§emefifondd AW Ehaneafzem thisr 16
reads this encrypted data <R> and the card data that has been used for
the producPFr8fe§F CREM}BAFEFcati on encryption key Y and provides a
verification encryption_key Y production conmand to the crypto nodule 14
al ong with theseMganyhideeptiaobirst pilot Thignalk his ckxgnamitomd afiter
determ nes the exclusive OR ]

the end acknowledge signal as mentioned above for quickly

activating the vehicle-mounted device 10 that is loaded in the

vehicle that has next entered the communication area. Through'

this transmission operation, it is possible to prevent the

‘delays in activating the vehicle-mounted device 10 and thus,

to provide a shorter communication time.

Also, after transmitting the first pilot signal in step

6000, by performing a determination processing (not shown)

similar to that of step 4200, the transceiver 32 determines

whether the first pilot response signal has been transmitted

by the vehicle-mounted device 10 in response to the first

pilot signal. After receiving the first pilot response

signal, control proceeds to step 4300 and communication with

the vehicle-mounted device that has transmitted this first

pilot response signal is started. When the first pilot

response signal is not received, control proceeds to step

4100, whereby the operation returns to the normal operation of

transmitting the first pilot signal for every prescribed time

period timsec.]

Next, FIG. 8 1is a flowchart illustrating the data

process (first gantry passage process) which is executed by

the vehicle-mounted device 10 after it receives the first



(CSN XOR CAN) of the serial nunmber CSN and application nunber CAN of the

| C card 2 and, using this exclusive OR data and a. prescribed master key,

- produces a verlfication key unique to the IC card 2. Then, using this
verification key and the card data, the crypto nodul e produces t he _
verification encryption key Y (step 2200) and encrypts the random nunber R
(step 2300) wusing this encryption key 43- Then, the crypto nodule 14
conpares the encrypted data <R>" of the random nunber R that it has

onerypted wnbﬁ%é%fafggé%p o g e P
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the communication circuit 18 activates the controller 16 after
receiving the first pilot signai from’the transceiver of the
first gantry 30, e.g., the transceiver 32. Then, step 6100
executes a communication process for performing data
communication with the transceiver 32 via the communication
circuit 18. Upon receipt of the first write data <wD1l> from
the transceiver 32, the controller 16 transmits the end signal
via the communication circuit 18, terminates the communication
processing (step 6100) and executes the first gantry passage
process of step 6200 and subsequent step s.
Step 6200 determines whether the communication circuit
18 has received the end acknowledge signal from the
transceiver 32. If the controller 16 has not yet received the
end acknowledge signal, control proceeds to step 6300 in which
the controller 16 transmits via the communication circuit 18
a command signal for requesting the transmission of the end
acknowledge signal using the unmodulated carrier wave signal,
which succeeds the first pilot signal or a transmission signal
to the vehicle-mounted device iO and which is transmitted by
the transceiver 32 for every predetermined time-period t.
| Also, subsequent step 6400 determines whether the

transmission signal such as the first pilot signal from the



crypto nodul e 14 (step 1500). Accordingly, the crypto nodule 14 produces
an crypto nodul e verification key SC possessed-by the IC card 2 by using
t he exclusive OR (CSN XOR CAN) of the serial nunber CSN and application
nunber CAN of the IC card 2, and a prescribed |IC card key. Furthernore,
the crypto nodule 14 encrypts this key SC by . using the verification "
‘encryption key Y that has been generalngin step 2200 to thereby produce -
verification data SC (step 2600). Then, mhen the verification data
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nor mal , the‘%%%ééﬂldaé whether the transceiver 32 has transmitted the end
acknowledge signal in response tb the above-mentioned request
signal.

If no end acknowledge signal has been received, control
again proceeds to step 6300. Thereafter, steps 6200 to 6400
are repeated until the vehicle goes out of the communication
area of the transceiver 32 or the end acknowledge signal is
received.

That is, if the end acknowledge signal cannot be
received when passing the first gantry 30 after completing
communication with the transceiver 32, the controller 16
transmits the end acknowledge signal request signal to the
transceiver 32 to direct the same transceiver 32 to again
transmit the end acknowledge signal.

As a result, in the vehicle-mounted device 10 side} the
controller 16 can reliably verify the completion of the
communication with the transceiver 32. Even if no end
acknowledge signal is received, the controller 16 can inform
the roadside device 20 about this matter via the transceiver
32. This enables mutual verification of a communication error

between them.

When the controller 16 receives the end acknowledge



-35- 16 determ nes that the nutual verification has been successfully -
performed (step 1700) and control then proceeds fromstep 210 to step 220.. 7
Conversely, when the crypto nodule 14 is not positively verified by the IC" -
card 2 side, the controller 16 determ nes that this msmatch is a o
verification error and control proceeds to step 280. Next , FIG. 6
iIs a flowhart illustrating the copggnication process that is
executed in transceivers 32, 34, respectively, which are provided in the
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time period t
P algorithm using the communication key X1, subsequent step 6600

reads out the decrypted first write data WDl and verifies the
roadside device 20 (more specifically, the.transceiver that
has transmitted the first write data WDl) based on the
vehicle-mounted device code contained in the first write data
WD1 and the vehicle-mounted device code of the vehicle-mounted
device 10.

Step 6700 determines if the verification result of step
6600 for the roadside device 20 is positive or not. If the
two vehicle-mounted device codes do not match and as a result,
step 6700 determines that the roadside device cannot be
positively verified, step 6800 sets an error status code to
this effect and then, the controller 16 enters a sleep mode.
If step 6700 determines the positive verification of the
roadside device 20 when both vehicle-mounted device codes
match, control proceeds to step 6900.

When_step 6900 sends the random number R3 and encryption
key number Kc received during the previous data communication
from the roadside device 20 side to the crypto module 14, the
crypto module 14 is driven by the controller 16 to produce the

communication key X2 used for the next data communication and



‘That is, when a vehicle approaches the vicinity of the first gantry 30 and
enters the communi cation area of the transceiver 32 that corresponds to
the vehicle | ane al ong -36- which the
vehicle is travelling, the vehicle-nmounted device 10 installed in the
vehicl-e receives the first pilot signal from the transceiver 32 and is
~activated fromits sleep state. Then, ageillustrated in FIG 7, the _
vehi cl e-nounted device 10 sends back the first pilot response signal in

response to this first |Iot signal . Therefore, .in steps 41Q0 and 4200
t he transc&ﬁ’\?&ge& 1'tl'f'eam APRUNLGAC IR ke EGPmsi'x&naq'r rod| 11§, teobe

thereby determ ne her_the first pilot response si been
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first pilot S|gnal that is transmtted by each of the transceivers 32, 34
of the fi rsl‘:%nﬁ?a:?d-qrhmdgg ’t’hécﬁqr&anﬁegf'f&lthf bhest%akIqF it using
vehi cl e- nount ed deV|%§ 10 and a | og¢ation nunber that indicates_ the
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response signal that is
random number R3 and the encryption key number Kc.

When the communication key is changed from X1 to X2 as
mentioned above, step 7000 determines the type of the IC card
2. If the IC card 2 is a prepaid card, step 7100 determines
whether the prepaid card has enough balance for paying the
toll charge. If the balance is insufficient, step 7200 sets
the toll charge sum to zero and control goes to step 7300. If
the balance is sufficient for the payment of the toll charge,
control goes to step 7300.

Step 7300 executes a toll charging process for
subtracting the toll charge from the IC card 2 which is a
prepaid card and step 7400 determines whether the toll charge
has been properly subtracted from the IC card 2. If the toll
charge cannot be subtracted from the prepaid card, that is} if
the balance in the prepaid card is insufficient or the normal
execution of the toll charging process has failed, control
proceeds to step 7500 which sets an error status flag and
thereafter, +the controller 16 enters a sleep mode.
Conversely, if the toll charge has been successfully and
properly subtracted, control proceeds to step 7800.

Also, when step 7000 determines that the IC card 2 is a

cash card, control proceeds to step 7600 which reads out the



transmtted fromthe vehi.cl e-nounted device 10 in response to -the first
pil ot signal includes a response code, a random nunber Rl that constitutes
t he base of the communication key X1 used for producing the first read '
data, and the key nunber .(encryption key nunber) Kn of the comunication
mast er key. - when the first ?%lOt response signal that is
transmtted fromthe vehicl e-nounted device 10 in response to the flrst
pilot signal is received, control goes to step 4300 which provi des t he
r andom nucEPURE gﬂﬁae¥ﬁﬁ Ve pRYRePtnefivdie kell ebArgrneeing the gashst
pil ot response signal and a 37-
communi caGadd (kANK1thepdGentsalcapesnda oster &7 Pt hish defmrmines
Then, based on the received random nunber Rl and encryption key nunber Kn,
the crypt ¥hatihersgheysetrisredaccaugdr dahm 19 PRABRI O Retcoren ddte on key
X1 used by the vehicle-nmounted device 10 in producing the first read data
<RD1>. Theasoamto dafia B2bimpreper odubescantaalibernlfbentRs ansldep
constitutes the base of a comunication key X2 which wll be used by the
vehi cl e- mgde@ndevwhen 1the mceeungpdahg is Iprapen, coanselsproceeds atd second
read data), and a key

step 7800.

Next, step 7800 provides to the crypto module 14 the
vehicle-mounted device data (second read data) RD2 which will
be next transmitted to the roadside device 20 and drives the
crypto module 14 to encrypt this second read data RD2 using
the communication key that has been changed to X2 by step.
6900. It is to be noted that the FX algorithm is again used
for this encryption operation. After the second read data RD2
is encrypted by the crypto module 14, step 7900 stores the
encrypted data <RD2> as the next transmission data and step
8000 stores payment data, e.g., date, time and place at which
the toll charge has been paid, to the IC card 2 to update the
card data. Step 8100 reads the updated card data and stores
the updated data and thereafter, the controller 16 enters a
sleep mode.

Here, incidentally, the toll charging process (step
7300) for subtracting the toll charge from the prepaid card
and the card data updating process (step 8000) for updating
the data of the IC card are executed using the data that has
been encrypted in accordance with the DES algorithm using the
above-mentioned toll charging key Z that is stored beforehand.

Meanwhile, for example, as shown in Table 2, the second



nunber of a communication master key (encryption key nunmber) Kc. - o
Step 4400 retrieves the random nunber R3 and the encryption key nunber Kc,
and transmts a roadside device verification nmessage (see Table 1) that

i ncludes these values and a read-out command of the first read data as _
shown in FIG. 7. ~ Meanwhil e, as nentioned earlier, when transmtting -
this roadside device verification messgge,  the transceiver 32 _
subsequently transm ts- an unnodul ated carrier signal during the prescribed

o e 00 e A g8, ShAUSHS i i sfoet TR0 BIBCEAELG B e
e oM A e B8 AU i e, Wilnd) RALER e
during regul e Gt Mation devidbe WHEN-bARLREE GLPEAL S| Ocﬁagsg{sgggd[ .
(e ven!clo- PRUSISA A4 GRdf BRCIEILINFA SN i BEDE 2 s a casn
card, status code such as an error status code that indicates
the operational state of the vehicle-mounted device 10 side,
payment method, collection result of the toll charge, vehicle-
mounted device code, application number CAN of the IC card 2,
the random number R3, toll charge collection verification data
for proving that the toll charge collection has been performed
in the vehicle-mounted device 10 side, and the like. Among
these data items, the response éode and part of the cash card
file data are left as is in their unmodulated ordinary state
while all the remaining data items are enérypted.

While the second read data RD2 is encrypted in
accordance with the FX algorithm in the same way as that of
the first read data RD1, it must be noted here that among the
data items of the second read data RD2, the toll charge
collection verification data is already encrypted in the IC
card 2 side in accordance with the DES algorithm using the IC
card key and therefore, this verification data is twice
encrypted by being further encrypted during transmission time
using the FX algorithm.

‘Next, FIG. 10 is a flowchart iliustrating the
communication process that is executed in the transceivers 42,
44, ... which are provided in the second gantry 40 of the

roadside device 20. It is to be noted that in the following



data <RD1>, which has been produced beforehand when the IC card 2 is _
. loaded therein, in response to this nessage as illustrated in FIG 7, step
.. 4500 receives the first read data <RD1> until the carrier. wave

transm ssion tinme period T2 el apses. Then, when the carrier wave _
transm ssion tine period T2 el apses, step 4600 determ nes whether the
first read data <RD1> has been receivedgguwing this transm ssion tine

period to check if a comunication e@é)]{'ﬁ S occurred. If a
comruni cation error has occurred, an tatus code is set and after
which this processmtermnated te arlly [f there 1S no

comuni cati o or £¥) GANTRY.C Wprﬁq oo CONTENES, en 4700 Mb.L.C.h._D.LQALLHeS
to the cryptg nit 32b_a _command for de<*rypt| n the recel ved first reagl
data <RD1>. UponZ‘?De@éb?'q SRS t he requegt to ALirst read data
<RD1>, the criypto unit_32b decrypts the first read data <RD1> in

accor dance wilth tﬁ%oAlEiI% QBYIAm usi ng_t he  cAfiBI®afPon key X1 that has
been produced befgre based on the random nunber Rl and conmuni cati on

encryption key nuffRFIER FESTWSERTE Ny, | af t er AP PBRE generat es the

first read data <RD1> decryption command, step 4800 reads the decrypte

S

RD1 dat a. BEEGLEA O S aPET Bdde i|n t hi PYHERT MSPEPAFALa RDL, step
4900 determ nes whether an error is presént i-n the decrypted first read
data RD1. If a dat a error is present, control proceeds to step 5400. }If
no data error present in_the
DATA RETRTEVAL SIGNAL(VEHI-MTD ) DATA RETRIEVAL COMMAND
2ND READ DATA RESPONSE CODE
(ROADSIDE DEVICE) CASH CARD FILE* (PARTLY ENCRYPTED)

STATUS CODE*

MODE OF PAYMENT+*

CHARGE COLLECTION RESULT*
VEHICLE-MOUNTED DEVICE CODE*
CSN*

RANDOM NUMBER R3*

TOLL, COLLECTION PROQF DATA*

2ND WRITE DATA WRITE COMMAND
(ROADSIDE DEVICE) DISPLAY COMMAND

DISPLAY MESSAGE

END SIGNAL (VEHI-MTD DEVICE) RESPONSE CODE

END ACK. SIGNAL (ROADSIDE DEV.) END ACKNOWLEDGE

NOTE: * DENOTES DATA ENCRYPTED IN THE VEHICLE-MOUNTED DEVICE



-39- first read data RD1, control proceeds to step 5000. Step 5000

determ nes according to the first read data RDl whether the IC card 2 in
t he vehicl e-nounted device 10 is a prepaid card or a cash card. If the IC
card 2 is a cash <card, control proceeds to step 5100 whi ch determ nes
vehicle type based on, for exanple, the vehicle-munted device code and
the toll charge is calculated in accordance with the vehicle type and
thereafter, control goes to step 5500.-58n the other hand, if the IC card

e vehi ¢l o R9banREEBl’ (A" Fhr aBRinBRC SRR chibe cRBRAR ) i R

and the toll _¢cha ' ujated in accordance with the vehicle type.
Subsequent SF@S gggngé?ggégn% ‘fromthe balance of the prepaid card

shetner the Lol cha1 U FRILER 8! 0T gr 00t o TRl WIEOLBLERAL00s ue

Lol i 92, (SNl ophoSgeIn 0 SR oSl es Oyt e ndilers diand ugp g1 P

Paytng, e okl pohatac o eoulol 105 o0 SURSPY searcind *EENLEILL
mounted device 10 which is in a sleep mode. While
transmitting during tye prescfibed time period T2 the carrier
wave signal which will be used by the vehicle-mounted device
10 for sending the response signal, step 9200 determines
whether the second pilot response signal has been received by
the antenna 42a or not. While no second pilot response signal
is received, the transceivef 42 keeps on transmitting the
second pilot signal for every predetermined time period
t{msec.] in such a way that control goes back again to step
9100 for transmitting the second pilot signal.

When the vehicle-moupted device 10 receives the second
pilot signal and is activated from the sleep state, it
transmits the second pilot response signal in response to this
second pilot signal as illustrated in FIG. 10. Then, after
recéiving this response signal, control proceeds to step 9300
which determines the type of the IC card 2 ioaded in the
vehicle—mounted device 10 based on the pilot response signal.
That is, since the vehicle-mounted device 10 is arranged to
transmit the payment mode data representing the response code
and the charge collection method as the second pilot response

signal (see Table 2) after receiving the second pilot signal,

the transceiver 42 determines from this payment mode data



read data RD1 or 'if no toll charge can be collected fromthe |1C card
2(specifically the prepaid card), step 5400 perfornms an error processing
for transmtting an error data to this effect .to the vehicl e-nounted

device 10 side and also setting an error -‘status code. Upon
.completion of this error processing, the operation proceeds to step
5900. . Next, step 5500 generatqﬁzafirst wite data WD1 for
collecting the toll charge fromthe ve 191 e-nount ed device 10 side and

i d h ' h i 3
or vt des, (Neylatek B D 21 o rie Rl WS BC AU IORCES o |
crypto unit §2Qagﬂc&¥9?28£]{1$rg%éé§}r?\égdd‘tacf'adata WD1, the transceiver 32

retrieves thrs” encryp _ <WD1> and transnmits it to the
tehicl e ount ed doygoendOras: ahoun i Bnlya Lheds Lpben NGk Aty
Crans (1) ng CRE ot at o SEBRANCT RATEoPr depchaSPd (9241 r 8E<Rr (440 %at a
Pt vBEIRECE UL RahhkS 1 ot o' Pl e
controller 26 of the main body of the roadside device 20 for
searching a display message to be sent to the vehicle-mounted
device 16 and thereafter, control proceeds to step 9500. It
is to be noted that upon receipt of this display message
search command, the local controller 26 searches the state of
use of the cash card, etc. to thereby produce the display
message that is to be transmitted to the vehicle-mounted
device 10 éide and transmits it to the transceiver 42 (see
FIG. 10). |
Next, step 9500 sends a data reéd request signal to the
vehicle-mounted device 10 for requesting the transmission of
the second read data <RD2> and thereafter, step 9600 executes
a érocess for waiting the reception of the second read data
<RD2> from the vehicle-mounted device 10 while transmitting
the unmodulated carrier wave signal during the prescribed time
period T2. When the prescribed time period T2 has élapsed,
step 9700 determines the occurrence or non-occurrence ofla
communication error by determining Qhether step 950 has
succeeded in its reception of the second read data <RD2>.
When there is a coﬁmunication error, the transceiver 42 sets
an error status code and then this process terminates for the

time being.



paynent result of the toll charge into the IC card 2 in the . ' ,
vehi cl e-mount ed device 10 side, the vehicle-nounted device code, the total
sum of the toll charges, the |ocat ion number of the transceiver 32, the
transaction type that indicates the type of charge collection (nanely, .
flat charge collection, charge collet?don varying according to distance
travel l ed, or tine dependent charge collection), and the date and ti ne.
Among t hese dat aOnt &ire, othervahndl, ewhenntthe cdehicd esmebentetthdewvdcal 1um of
the toll charges and part of the location nunber are respectively

encrypt ed &mdnshetsethensegondt read edeta acRD2efin urdspoxissl tas tiree vyt ed
regular transmssion data (first wite data <W1>). Al so, when

encrypt i ng relaids sfiignstl whatte hdat dedhl triahsmittedpby Widp Mmerddmmbl its
encryption processing in

accor dance pMoicIéetilsetEXsaégwstlmmuﬁjm@etn@at@_mnséabndnwkﬁ@ &Qtegemﬁ at ed
before. That is, since the crypto unit 32b (also crypto unit 34b) is used

only for cendproatides whehshfie dyedi €beth@upeietc levmoentldd dstide e
crypto nodule 14 in the vehicle-nmounted device 10 side, the crypto unit
32b performs shown in Table 2, the second write data WD2 includes
write/display commands for driving the vehicle-mounted device
10 to store and display information to indicate that the
second read data <RD2> has been received by the second gantry
40, the Idisplay message retrieved and produced in the local
controller 26 when the IC card 2 is a cash card or the like.
Since the vehicle-mounted device 10 transmits the end
signal consisting of the response code as illustrated in FIG.
10 after receiving the second write data WD2, step 9900
executes the reception processing in which it waits for the
transmission of the end signal from the vehicle-mounted device
10 while transmitting the unmodulated carrier wave signal
during the prescribed time period T2. When the prescribed
time period T2 elapses, step 10000 determines the presence of
a communication error by determining whether step 9900 has
succeeded in receiving the end signal.
When there is a communication error, the transceiver 42
sets an error status flag and then this process terminates.
If there is no communication error, step 10100 sends the
vehicle-mounted device data, namély, the second read data

<RD2> received from the vehicle-mounted device 10 to the local

controller 26 and subsequent step 10200 sends the end



t he productidn of - the keys as well as the encryption-and decryption of the
data by using only the FX algorithmwhich is the conmunication encryption

al gorithm Next, after receiving the transmtted first wite data
<WD1>, the vehicle-nounted device 10 transmits an end signal which
I ncl udes the response code to this effect as illustrated in FIG 7.

Therefore, after transmtting the f+83%t wite data <WD1>, the transceiver

32 execl cadidithed UignIcatRl kAR sLARASHLIS(S16RaET M0 diten 0 |

prescribed time peritod T After the elapse of the presc time p rlod

T2, step 5800 gigt e(r&hﬁl@%%@?ﬂ@édt%ﬁ%@ Swnaén&lastmuentﬁ&se',)rffg?égsacheck

for the presence or absence of a comunication error
comuni cat i\ HyrEidf¥es t he transceiver 32 sets the error status code and
thereafter termnates this process. If there is no communication error,

control proceeds f0.Sifta c#%gt af&ﬁ se ep]_ﬁ%@@ PR LY! » hngﬂgtgﬁdse@?n t he

above- decrypted flrst rea status t
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transceiver 42 executes determination processing (not shown)
similar to step 9200 for determining if the second pilot
response signal has been transmitted from the vehicle-mounted
device 10 side in response to the second pilot signal. When
the transceiver 42 receives the second pilot response signal,
control proceeds to step 9300. When the transceiver 42 fails
to receive the second pilot response signal, control proceeds
to step 9100.

Also, the second read data <RD2> that is sent by step

10100 to the local controller 26 is encrypted data that has
been encrypted in accordance with_the FX algorithm and the
charge collection verification data contained therein is one
which has been further encrypted in accordance with the DES
algorithm. Therefore, the charge collection verification data
is decrypted using the built-in encryptor of the local
controller 26. When the charge collection vepification data
that has been decrypted using the FX algorithm is further
decrypted using the DES algorithm, the local controller 26
determines the encryption key used by the IC card 2 during the

encryption of the charge collection verification data in the

following manner and uses this encryption key to decrypt the



-42- conmmuni cati on conpletion signal for informng the vehicle- nounted
device 10 of the conpletion of the data communication and the first pil ot
signal (see FIG 7) and thereafter this process term nates.

Meanwhi l e, the first pilot signal is transnmtted after the end acknomﬁedge
signal as mentioned above for quickly activating the vehicle-nounted
device 10 that is loaded in the vehs4e that has next entered the

connunlcatl@ﬂaﬁ?éacoibé@@ﬁ$h Jé&ffﬁééﬁﬁﬂ%%ﬁ#ﬁﬂ OpfEealbeal ééntfbang t e ‘e

prevent the ays in activating the ve nount ed device 10
to provide aeQEQEEﬁésCEHEU@tCéSt@”kéy”E@; ue to YASOICc addLd 3 erEHB&tiﬂm

the first pilot signal in step 6000 erformng a determ nation

processi ng t - r at 40 p 0 IRL e 2
det er mi nes Qa%epﬁﬁgﬁgﬁemﬁPﬁEFapFEQIE?eggohggh |5§% qh %&gég; trans t%é

by the vehi ¢he ﬁﬁetteg_e%vaseﬁlﬁmnffsapeﬂéevé9l¢f&.ﬁa&&£ d A %}ga-step

After rece|V|ng responsé ~signhal, contr pr oceeds

4300 and co EthnLy""B[ePe{:EQSsV@Hé%&:%ﬁ.@& P{%I ce that has

transnltted Irs response rted. When the first

pilot " response signsl e o0 ehSEeRYRluncaR "o T OfFe i fualep 4400 |

wher eby t he operation returns e nornal operation o ransmt

first pilot signgi, gortheévesrééoq{de%%flokkecgitér{ﬁ from the transceivers 42,

44, ... of the second gantry 40 and the same vehicle-mounted
unit 10 performs communication with the transceiver that sent
the second pilot signal based on the above-mentioned
procedure, the controller 16 of the vehicle-mounted device 10
executes a data processing procedure (second gantry 40 passage
processing) which is shown by the flowchart of FIG. 11.

As illustrated in FIG. 11, when step 11100 receives the
second write data WD2 via data communication with transceivers
42, 44, ... of the second gantry 40 and transmits the end
signal to thereby terminate the data communication, step 11200
determines whether the end acknowledge signal has been
received or not in the same way as during the time of
completion of the communication with the first gantry 30. 1If
the end acknowledge signal has not been received, step 11300
transmits the end acknowledge signal transmission request
signal by utilizing the unmodulated carrier wave signal the N
transceiver 42, 44, ... has sent. Furthermore, step 11400
determines whether the vehicle has left the communication area
of the second gantry 40. If the vehicle is still within this

communication area, control proceeds to step 11200. After the



period t[nsec.] "Next, FIG 8 is a flowchart il lustrating the data
process (first gantry passage process) which is executed by the
vehi cl e-nount ed device 10. after it receives the first

-43- pilot signal fromthe transceivers 32, 34, ... provided in. the tirst

gantry 30 and after executing the comBfx cation processing with the
transceiver that transmitted the first pilot signal follow ng the

above- ment tepREnPEDERIYEC the commuAScARAWR igrdddesihg idft Beep 11100,
vehi cl e-mount ed device 10, the conmmunication circuit 18 actlvates t he

control | erg¢6paf ter200 eagdviroidde akkr Stegtd ttd 1S} 9execuied tlbl?c.ﬂ[ att%%e' ver
of the first gantry 30, e.g., the transceiver 32. Then, step 6

eXecut es  gengONBUDESRES Ohe RICHERES cakQbn RPEAOSH fle $idhd %magf qation
with the transceiver 32 via the communication circuit 18. Upon réceipt of

the first wi t&éiaéalﬁ\eﬁ%zf rpsﬂ shBeebdaNSRCiiNG Boedtiorf 9% M thhelonld

transmts the end S|gna via the communi cation circuit 18, termnates the

comuni cat LeRnoRi8888SE gg gtep 6100) and executes the first gantry passage
process of step 620 sequent step s.

When the end acknowledge signal is received or when the
vehicle has left the communication area of the second gantry
40, control proceeds to step 11500 which makes the crypto
module 14 produce again the communication key X1 for
encrypting the transmission data as in the case of step 290
mentioned previously and step 11600 stores this communication
key X1. Step 11700 reads the vehicle-mounted device data
(first read data) RD1 that is to be transmitted next to the
roadside device 20 and makes the crypto module 14 encrypt such
data using the communication key X1 while step 11800 stores
the encrypted first read data <RD1>. It is to be noted that
the procedure for the production of the communication key X1
and the encryption operation of the first read data RD1 in the
crypto module 14 are completely the same as those executed
when the IC card 2 is loaded in the IC card drive 12. The
only difference between them is that among the vehicle-mounted
device data items that are included in the first read data
RD1, the content of the data item regarding the IC card 2 is
changed to the charged content that is stored by step 8100.

When the above-encrypted first read data <RD1> is
stored, step 11900 checks the state of the vehicle-mounted

device 10 based on, for example, the error status flag that is



Step 6200 determ nes whether the communication circuit - 18 has received the
end acknow edge signal fromthe transceiver 32. -If the controller 16 has
not yet received the end acknow edge signal, control proceeds to step 6300

in which the controller 16 transmts via the conmunication circuit 18 a-

command signal for requesting the transh®ssion of the end acknow edge

si gnal using the unnodul ated -carrier wave signal, - which succeeds the first
pi | ot si gnadetrwhenr shemesdsoansiegmalr. t @ f hehemrdi £ eanvenred, deonteol0 and
which is transmtted by the transceiver 32 for every predeterm ned tine

period t. proceedsstp sftEereqlE3t0 stieicib4Afdemsr riheespadmdigpsr t 8€ the
transm ssion signal such as the first pilot signal fromthe

-44- transeeroer usinhasa beezzercer veHebyl ik comfurdhesatd ofs ChéClrirorl8; in
other words, the controller 16 determ nes whether or not the vehicle has

left the cosphtirchtiproceeds tf st 11p00SwRiYErinfmms dHe gdigse ige is
still inside the communication area, control again proceeds to step 6200

whi ch det etheneshiltdichesf t thet reazeei yer the hewrd r assfyt tedblPeefNGng

acknow edge signal in response to the above-nentioned request - signal.
display device. Then, the controller 16 enters a sleep mode.
It is to be noted that the displayed content of the state of
the card is, for example, the balance of the card if the IC
card 2 is a prepaid card. If the IC card 2 is a cash card,
the contents of the display is, for example, the amount used
and the message included in the second write data WD2.

Next, FIG. 12 is a flowchart illustrating the data
process (card removal process) executed by the controller when
the IC card 2 is removed from the IC card drive 12 of the
vehicle-mounted device 10. It is to be noted that this
process is started when the removal of the IC card 2 has been
detected by a sensor provided in the IC card drive 12 and the'
resulting detection signal has been provided to the controller
16 to activate this same controller 16.

As illustrated in FIG. 12, when this process is started,
step 12100 first sets an error status flag that indicates that
the IC card 2 has been removed and that the vehicle-mounted
device 10 has no card for paying the toll charge.

Subsequent step 12200 reads the vehicle-mounted device
data after the setting of the error status flag to update the

content of the post-encryption first read data <RD1> to

correspond with the error status flag. Then, step 12200



I f no end acknow edge si.gnal has .been received, control again proceeds to
step 6300. Thereafter, steps 6200 to 6400 are repeated until the vehicle -
goes out of the conmmunication area of the transceiver 32 or the end
acknow edge signal is received.. That is, if the end acknow edge

si gnal cannot be received when passitT®fthe first gantry 30 after
conpleting comunication with the transceiver 32, the controller 16
transmit s grovisles ahenvehdidje-mbgnaedrdguisd dagnalo thhd keyptoamnsgailser 32
to direct the sanme transceiver 32 to again transmt the end acknow edge

signal. 14 to Axiwzer thel same rntd lgenechitel ehevent eyptied | firsh) reade dattlhe
controller 16 can reliably verify the conpletion of the conmunication with
t he transcerpler. 32. Even if no end acknow edge signal is received, the
controller 16 can inform the roadside device 20 about this matter via the

transceiver 32.whedn xhenghlret fEidalate<RD1SALEOProduded B HHL alriBR el I OF
bet ween t hem When the controller 16 recelves the end acknOw- edge
- 45- module 14, step 12300 updates the first read data <RD1> as the
transmission data that will' be next transmitted to the
roadside device 20 and after step 12400 displays the state of
use of the extracted IC card 2, etc., the controller 16.enters
a sleep mode.

As explained above, in the toll road toll charging
system according to the present embodiment, the timing at
which the vehicle-mounted device 10 performs the encryption of
the transmission data and the decryption of the reception data
is the timing when the IC card 2 for payment of the charge is
loaded in the IC card drive 12, the time interval from the
completion of the communication procedures between the
controller 16 and the transceivers 32, 34, ... provided in the
first gantry 30 of the roadside device 20 up to the entry of
the vehicle into the communication area of the transceivers
42, 44, ... provided in the second gantry 40, after the
completion of communications with the second gantry 40 and the
time when the IC card 2 is removed from the IC card drive 12.
That is, the controller 16 performs no encryption nor
decryptioﬁ during the communication with each of the roadside
device 20 side transceivers 32, 34, ... and 42, 44, ... Also,
similarly, regarding the reading of the card information from

the IC card 2 and the updating of the card data, the



signal or the vehicle departs.fromthe communication areas of the
transceivers 32, 34, ... of the first gantry 30, control goes to step 6500
whi ch generates to the crypto nodule 14 a comuand to decrypt the first
.wWite data <WD1> received from the roadside device 20. Then, since the

- crypto nodule 14 decrypts the first wggte data <WD1> in accordance with

the FX al gorithmusing the communi cation key X1, subsequent step 6600

oads out { hecfecbupbed 14 1 abelt it I3Lecil A ABRILRCRIE® 4oragdal do

device 20 (nore specitfically, the transcerver as trans R
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two vehicl e-mount ed_deyi.ce codes_dq not nptch and as a result, step 6700
deternmines that th ‘rggggiﬁgydeVTcé Qaﬁﬁgsaﬁetod%5?§§k&ﬁ ¥, decnease shep

6800 sets an _error statq;.codeﬂto t ié ef f ect éﬁglthen, the controller 16
enters a sl e®FOMGEE LY - N pCEITHSLt BY mithés ¥ TRQUAEeter deyieei R of
the roadside device 20 when both vehicl e-nounted device codes natch,
control procé&¥Fdi8, gempunicatlion \iith stEf FoG9sddeddevics adlioand
nunber R3 and encrﬁﬂiion. key nunper Kc received during the previous data
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the communication can be decreased. - This enables data
communication to be executed accurately for a short period of
time without limiting the travel speed of the vehicle or
changing the crypto module 14 to an expensive one that enables
the execution of high-speed processing.

Also, when the IC card 2 has been loaded in the IC card
drive 12, the vehicle-mounted device 10 executes the mutual
verification procedure between the IC card 2 and the crypto'
module 14 and transmits the status information (error status)
that represents the resulﬁ of this verification procedure to
the roadside device 20. as one item of the vehicle-mounted
device data. Therefére, in casé the IC card 2 or vehicle-
mounted device 10 itself is forged, it is possible to detect
this information in the roadside device 20. Accordingly, it
is possible to control cheating of the vehicle passenger and
thus, charge collection can be performed properly.

Also, while data is encrypted using the DES algorithm
that is employed generally in the art when such mutual
verification or writing of the data into the IC card 2 is

performed, during communication between the vehicle-mounted



crypto nodule 14 is driven by the controller 16 to produce the
communi cati on key X2 used for the next data communi cati on and -
-46- changes the comunication key from Xl to X2. It is to be noted that
after receiving the random nunber R3 and the encryption key nunber Kc, the
crypto nodul e 1 generates the comminggati on key X2 in accordance with the
FX algorithmusing data and the communi cation nmaster key that corresponds

tothe randegiodmiey Jih afe ASadie RidPbd Yo UaRE S encrypralial the

comuni cation key is changed from nmentioned above,” “step 00
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time needed during data communication for performing the
encryption of the transmission data and the decryption of the
reception data, and thus, data communication can be performed
at higher speeds and at higher levels of accufacy. aAlsao,
especially, if the previously mentioned encryption algorithm
called "SAFER - K - 64" or "FEAL" is used as the FX algorithm,
the encryption unit can be implemented comparatively cheaply
through a hardware construction. Iﬁ this way, because the
amount of time needed for performing the encryption operation
can be shortened, and therefore the use of such an encryption
algorithm is very effective.

Also, as mentioned previously, in the present
embodiment, the FX algorithm that is different from the DES
algorithm, which is generally used, is used for the data
communication between the vehicle-mounted device 10 and the
roadside device 20 communication device. For this reason,
even when the communication signal gets intercepted, it will
be difficult to decrypt this same signal. This enhances
communication security. In addition, in the present
embodiment, when encrypting the transmission data, the entire
data is not éncrypted and part thereof is left as is in an

ordinary unencrypted manner and furthermore, the communication



has been properly subtracted fromthe IC card 2. If the toll charge cannot
be subtracted fromthe prepaid card, that is, if the balance in the
prepaid card is insufficient or the normal execution of the toll charging .
process has failed, control proceeds to step 7500 which sets an error
status flag and thereafter, the congpeller 16 enters a sleep node.

- Conversely, if the toll charge has been successfully and properly

subtract ed, xe98t [ Rl , PX2FeLHls é&ﬁm&%@%asgd on FhéOusdhep SHER-atfidh

determnes that the I1C card 2 1s a  cash car control proceeds to step

7600 which paadero¥hath®s generated ‘time it is used. ~“T{ dat a
for the paynent of the toIP charg% u%?%% %Jﬁ%ecléshl card, af]IZin ttf@%cco t'r ol
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proper or not. When the account data is inproper;-the con
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step 7800. , step e crypto dule 14 the
vehi cl e- nount ed deyikge ( Oﬂﬂfgﬁﬁ t [ L1 __be next
transmtted to thgirb%édglﬁggedg&gce a%@q}oﬁ/gg%hg@ %E)d/‘m(%) %%ILﬁere}‘ #to

encrypt thi g,36C88deh820eAR: fe R¥udtSid'Yevice 10 and the roadside device
20 communication device, even when the vehicle passenger tries
to cheat paying toll charges by using a transmitter that
generates a signal <that 1is obtained by copying the
transmission signal from the authorized vehicle-mounted device
"10, this unlawful operation can be reliably detected in the
roadside device 20 and thus, communication security can be
enhanced.

On the other hand, in the present embodiment, errors
such as the result of the above-mentioned mutual verification
which have occurred in the vehicle-mounted device 10 side are
all transmitted as errors to the roadside device 20 side.
Also, when an error has been detected by the roadsidé device
20, information on the presence of the error is similarly
transmitted to the vehicle-mounted device 10. Therefore, both
the vehicle-mounted device 10 and the roadside device 20 can
know of the error and thus, both 6f these devices 10, 20 can
employ countermeasures against this error.

Although the present invention has been fully described
in connection with a preferred embodiments thereof with
reference to the accompanying drawings, it is to be noted that

various changes and modifications will become apparent to



t he comuni cati on key that has been changed to X2 by step 6900. It is to
be noted that the FX algorithmis again used for this encryption
operation. After the second read data RD2 is encrypted by the crypto
modul e 14, step 7900 stores the- -encrypted data <RD2> as the next

transm ssion data and step 8000 ste®é&s paynent data, e.g., date, tine and
pl ace at which the toll charge has been paid, to the IC card 2 to update

the card diicse SElL1BHOQn @adsS ahe updated card data and stores 'the
updated data and thereafter, the controller 16 enters a sleep node.

Here, incidental Ibor t k&aingllle, CNaRgiag DHOCRTRWES! @RscF3BRY f ahnsubhEaLt i Ng
the toll charge fromthe prepald card and the card data updating process

(step 8000)pi&yentifanengasbhegndpd anf rbhashifecdedice2® iRed'ngpphe

dat a t hat has been encrypted in accordance with the DES al gorithm using

the above-dmitdpied 4ol leghar Yy vhgy %otﬂiat rbadst%eélbeéore&anddata
Meanwhi | e, for exanple, as shown in Tab 2, the second

-48-  read d¥Atic] WS ERHe géi@ Bﬁﬁtéaoaeaﬂeesﬁgr@ﬁea§8&Q8rm

transm ssion data 1n step 7900 1 nclu response code to

communi cat 'Q&ﬁ%fﬁ;é’fwﬂﬂﬁy Va298kd8efENa £fig 2Oh GRSy Uf the vehicle

but is uniform with respect to the travelled distance and
travel time, it goes without saying that the present invention
can be applied also to a toll road toll charging system in
which the toll charge is set in accordance with the travelled
distance or the travel time.

In this case, in order to enable the collection of the
toll charge at the exit of the toll road in accordance with
the travelled distance and the travel time, an entrance gantry
constructed as in the éase of the first ganﬁry 30 at the
entrance of the toll road may be provided. Such entrance
gantry may perform the transmission and reception of the
signals having constructions as illustrated in Table 3 between
the vehicle-mounted device 10 loaded in the vehicle that
passes through it. Further, a first exit gantry and a second
exit gantry constructed as in the same way as that of the
first gantry 30 and second gantry 40 in the exit of the toll
road may be provided for performing the transmission and
reception of the signals, whose formats are illustrated in
Tables 4 and 2 and which are explained in connection with the
above-mentioned embodiment, with the vehicle-mounted device 10

loaded in the vehicle that passes by to collect toll charges.



file data (account data,.etc.) in case the ICcard 2 is a cash card,
status code such as an error status code that indicates the operational
state of the vehicle-nounted device 10 side, paynent nethod, collection
result of the toll charge, vehicle- nounted device code, application
rnunber. CAN of the IC card 2, -the random nunber R3, toll charge colléction
verification data for proving that the-gml|l charge collection has been '
performed in the vehicle-nmounted device 10 side, and the |ike. Anmong

these data_jtens, the response code t of the cash card file data
are left ap is in their unnodul ated ordingary state while all the renaining
data itens E COMMU. S p S S

encrypted |n accordance with the FX algofithmin the sane way as that |of
the first [eadEYERE HIIOT SICGNABt be not ed| he¥eOT $EGNARDNG the data ité¢ns
of the secpnd read data RD2, the toll chafge collection verification data
i s al ready|encriRPRRSIDE DEVGCEC card 2 si deLOFATIOMON@ance with t he DES
algorithmusing the IC card key and therg¢fore, this verification datalis
tw ce encfypt&TRY PELOR) RESPORSE SIENALpt ¢ JREBRONEE COBBsM ssion tinme ysing
-the FX al gorithm Next, FIG 10 jis a flowhart illustrating.
the comupi cat{VBRIQLENARTENaDEVECEIX ecut ¢ ORANDOM NUMBERSREI vers 42, 44,
... Which are provided in the second gantrily 40 of the roadside device |20.
It is to b¢ noted that in the foll ow.ng ENCRYPTION KEY Kn

DATA RETRIEVAL SIGNAL (VEHI-MTD) | DATA RETRIEVAL COMMAND

ENTRY READ DATA RESPONSE CODE
(ROADSIDE DEVICE) STATUS CODE*

MODE OF PAYMENT*

VEHICLE-MOUNTED DEVICE CODE*
ENTRY WRITE DATA WRITE COMMAND |
(ROADSIDE .DEVICE) VEHICLE-MOUNTED DEVICE CODE T
LLOCATION NO. (PARTLY ENCRYPT.) T
TRANSACTION TYPE

DATE OF ENTRY

TIME OF ENTRY

END SIGNAL (VEHI-MOUNTED DEVICE) | RESPONSE CODE

END ACK. SIGNAL (ROADSIDE DEV.) END ACKNOWLEDGE

NOTE: * DENOTES VEHICLE-MOUNTED DEVICE ENCRYPTED DATA

T DENOTES ROADSIDE DEVICE ENCRYPTED DATA



TABLE 2 2ND GANTRY COVMU. SI GNALS:

- 49- : ' S

CONTENTS = 2ND 'PI LOT SIGNAL | 2ND PI LOT S| GNAL

( ROADSI DE DEVI CE) LOCATI ON NO. ~ 2ND PI LOT RESPONSE

SI GNAL RESPONSE CODE ( VEHI CLE- MOUNTED DEVI CE)

PAYMENT MODE DATA DATA RETRI EVAL “8PGNAL( VEHI - MID.) DATA RETRI EVAL
COMMVAND 2ND_READ .DATA

. . SPONSE CODE
(ROADSI DE DEVI CEjRat 1S, as idugtraged m&@aqlﬁRE?rL%mme read

STATUS iy s ' MODE OF  PAYMENT*
CHARGE ggaagfﬁ(y@¥&§ltqcludes the response code, status code, charge

VEHI CLE- MOUNTED | CE (%DE* ' CSN*
RANDOM NUVEER D?én mode, vehicle-mounted device code, efc. @Y LT ON

PROCF DATA* 2ND VRI TE DATA VWRI TE COWAND |
generated, encrypted and stored beforehand in the vehicle-
mounted device 10. Then, when the vehicle has entered the
communication area of the communication device provided in the
entrance gantry, the vehicle-mounted device 10 side is
activated by the entrance pilot signal that is transmitted
periodically and transmits the entrance pilot response signal
constructed as in the case of the first pilot response signal
(see Table 1) in the above-described embodiment. Then, when
the communication device of the éntrance gantry transmits the
data read signal, the vehicle-mounted device 10 side transmits
the entrance read data. - On the other hand, after its
reception of the entrance read data, the communication device
of the entrance gantry is constructed to transmit the entrance
write data which has a construction that can be obtained by
removing the charged money sum from the construction of the
first write data (see Table 1) in the above-mentioned
embodiment. Thereafter, the communication device and vehicle-
mounted device perform transmission and rece?tion of the end
signal and end acknowledge signal to complete the data
communication operation.

Also, after the vehicle has passed through the entrance
gantry as mentioned above, as illustrated in Table 4
(described below), the entrance data that includes the

response code, vehicle-mounted device code, inlet location



( ROADSI DE DEVI CE) DI SPLAY- COMVAND .

DI SPLAY MESSAGE END S| GNAL (VEH - MTD DEVI CE) RESPONSE CODE  END
ACK. SI GNAL (ROADSI DE DEV.) END ACKNONLEDGE NOTE: *
DENOTES .DATA ENCRYPTED | N THE VEH CLE- MOUNTED DEVI CE .

-50- explanation, it is assuned that._.ghLs process is executed by the
transcei ver 42. As illustrated in FIG 9, as in the case of the
transcei venamBar,3date. of oéntihe, fiimed cfarentyy30etst epndlive fizssnieadt he
second pilot signal for starting the vehicle- nounted device 10 which
is in a dalteeponsbtiectedViis| in thersasd tifhgheufingtt heagrdatai mdtie ne
period T2 the carrier wave signal which will be used by the

vehi cl e- nDabbee-tentienedOehbod hmertit ngrd produsednsensrypaed ahéps O9206d
determ nes whether the second pil ot response signal has been received by

t he ant enndrdZaeovehitleViibdet b deedeed 1pi Asttiesjaias eosbgnatansmitesgi ved,

the transcei ver 42 keeps on transmtting the second pilot signal for every

predet er mi Rert iiE paeke8dthrough the first exit gantry. Then, when the
vehicle has entered into the communication area of the
communication device provided in the first exit gantry, the
vehicle-mounted device 10 is activated by the first pilot
signal that is transmitted @periodically from this
communication device and transmits the first pilot response
sigﬁal constructed as in the case of the inlet pilot response
signal. Thereafter, the vehicle-mounted device 10 receives
the roadside dévice verification message which includes the
response coae, random number R3 and encryption key number Kc
which is transmitted from the communication device of the
first exit gantry and transmits the entrance data. Further;
the vehicle-mounted device receives the data read-out signal
that is transmitted thereafter from the roadside device side
communication device and transmits the first read data. On
the other hand, upon reception of this first read data, the
communication device of the first exit gantry transmits the
first write data which has been prepared by adding to the
first write data of the above-mentioned embodiment the toll
charging data that includes elapsed travel time after passing
of entrance gantry or the exit number. Thereafter, the
transmission and reception of the end signal and the end

acknowledge signal are performed between the vehicle-mounted



t[.msec.] in such a way that control goes back again to step 9100 for
transmtting the second pilot signal. When t he vehi cl e- nount ed
device 10 receives the second pilot signal and is activated fromthe sl eep
state, it transmts the second pilot response signal in response to this
second pilot signal as illustrated in FIG 10. Then, after receiving this
response signal, control proceeds to step 9300 which determ nes the type
of the IC card 2 loaded in the vehr€P&-nounted device 10 based on the

pil ot response signal. That is, E,' a he vehicl e-mounted device 10 is
arranged to RS d | sponse code
and t he char ¢e1g0] G : Isoekargs tlhe seweswws pi|l of response Isignal (see
Table 2) aftgr LegeiviRg.t he second pjl ot . giopal, the transceijer 42
determ nes fromthis paynent node datja ' '

-51- whet hen—t I ) XA Yed _device 10 siide i s a
cash card or |a1§y epé tkseRéedsTonar | f theesbdnsLadod 2 is a prepaid card,
control procdeds to step 9500. If the ICcard 2 is a cash cafd, step

9400 provi dgs ‘T Hepr Ay meEssdge searfch cOWREAE 5 the local clontroller 26
.of the main ody of the roadside devifke 2Ewchiprion xey No. Xn

ROADSIDE DEVICE VERI. MESSAGE RESPONSE CCDE

(ROADSIDE DEVICE) RANDOM NO. R3

ENCRYPTION KEY NO. Kc

ENTRANCE DATA RESPONSE CODE
(VEHICLE~-MOUNTED DEVICE) VEHICLE-MOUNTED DEV. CODE*
ENTRANCE NO.*

DATE OF ENTRY*

IIME OF ENTRY*
[DATA RETRIEVAL SIGNAL (ROADSIDE DEV. ) DATA RETRIEVAL COMMAND
FIRST READ DATA RESPONSE CODE
(VEHICLE-MOUNTED DEVICE) STATUS CODE*

MODE OF PAYMENT*
VEHICLE~-MOUNTED DEV. CODE*
CSN¥

BALANCE (PARTLY ENCRYPTED)*
CSN XOR CAN

CIC

INDEX OF KEY TQO BE USED

FIRST WRITE DATA - WRITE COMMAND

(ROADSIDE DEVICE) VEHICLE-MOUNTED DEV. CODE
TOTAL CHARGE T

LOCATION NO. T (PARTLY ENCRYPTED)
TRANSACTION TYPE

DATE

TIME

CHARGING DATA (TIME OR EXIT MNO.)

END SIGNAL(VEHICLE-MOUNTED DEVICE) RESPONSE CODE

END ACK SIGNAL (ROADSIDE DEVICE) END ACKNOWLEDGE

NOTE: * DENOTE VEHICLE-MOUNTED DEVICE ENCRYPTED DATA

t DENOTES ROADSIDE DEVICE ENCRYPTED DATA



searching a display nessage to be sent to the vehicle-nmunted device 10
~and thereafter, control proceeds to step 9500. It 1is to be noted that upon
recei pt of this display message search command, the local controller 26
searches the state of use of the card, etc. to thereby produce the
~display nessage that is to be transmtted to the vehicle-nounted devitce

10 side anddééfé@ragig thie Egi’rcggauﬁegﬂ‘%ejﬁﬁblé@e@ﬁé d aGcoi:&hnica&ign Next,

step 9500 sends a a rea signal"to the vehicle-nounte evi ce

her oaf tor. st op DY ot So aonfele iR SYTChEELLE AR BAt Yy (e
d d < h hi - ' '

second reatsdalp R Rdean Mooty RIS G AR £ OO ARy ceno,

time  peri ogaJ2.o s, e Gaelinad ! LR ReRLRY 12 Saselapsed step 9700

det erm nes THé occufrence or Non-occur o ¢ _ 7 GREEXPEEYy

read data “HEportohRd RERE VERL RHGRTER (B i O TR andes: re 42

ng f] g an er‘r,gﬁiéigt 'éﬁt%%ge t%ned éohn%{]ur}i@a i%r-nocaersesatg% rritg%t ecscnfm%rrlitcgz?:iotni e
device provided in the second exit gantry, the vehicle-mounted
device 10 performs data communication, which is the same as
that when the vehicle-mounted device 10 side passes by the
second gantry 40 in the above-mentioned embodiment, with the
vehicle-mounted device 10 and thereafter writes the
communication results into the IC card 2.

In this way, using the above-mentioned éonstructions, it
is possible to perform the automatic collection of the toll
charges from the IC card 2 in both systems in which the toll
charge is set in accordance with the travelled distance and
the system in which the toll charge is set in accordance with
the travelled time. Also, the only difference between the
system in which the toll charge is set in correspondence with
the travelled distance and the system in which the toll charge
is set in correspondence with the amount of time travelled is
with respect to setting the toll charging data in the first
write data illustrated in Table 4 to be either the travelled
time or the exit number from which the travelled disténce is
known. The construction of the data transmitted and received

between the vehicle-mounted device and the roadside device and

patterns of transmission and reception operations are



-52- on the other hand, when the vehicle-nounted device 10 transmts
the second read data <RD2> in response to the data ‘read signal that has
been transmtted by step 9500, control proceeds to step 9800. which
generates a second wite data-WD2 and provides the sane data to the

vehi cl e-nount ed device 10. As shown-@7-Table 2, the second wite data WD2
includes wite/display commands for driving the vehicle-nounted device 10
to store ancaipldtely fhe reenerfdm bouh jtstensat tAe a seeswmbtrefidttdsa
<RD2> has been received. by the second gantry 40, the display nessage
retrieved artherozhiceEe-mounted deslicecdnt cahl be @SedhfortbethGpatemg.is a
cash card or the like. Since the vehicle-nounted device 10 transmts
the end signal cEsilstdhangss tand medidisatiods asei tbuber ahddrsfobliGag 10
after receiving the second wite data WD2, step 9900 executes the
reception priegssiwigthiin whieccopevaftshé Qprédent timmramuisn a8 derlihedeBy
signal fromthe vehicle-nounted device 10 while transmtting the
unnodul at ed cie raggendad clignal. during the prescribed tinme period T2.

When the prescribed time period T2 el apses, step 10000 determi nes the
presence of a communication error by determ ning whether step 9900 has
succeeded in receiving the end signal. When there is a comrunication
error, the transceiver 42 sets an error status flag and then this process
term nates.



I f there | n error, step 10100 sends the vehicle-nounted
devi ce dat ﬂ Hg&gﬂﬂﬂ E ﬁ¢ond read data <RD2> received fromthe
vehi cl e- nourt ed 0 the Iocal controller 26 and subsequent step

10200 sends the end -53- acknow edge
signal and the second pil ot signal (see'$$fa 11) to the vehicl e-nounted
device 10 and then this process term:nates. Incidental ly, after
step 10200 'WHAT IThOUAIMED tI&2 second pilot signal, as in the case of the
processi ng executed by the transceiver 32, 34, ... of the first gantry 30,

the transceiver 42 executes determ nation processing (not shown) simlar
to step 9200 for determning if the second pilot response signal has been
transmtted ¥rom the vehicle-mounted dommuaitatdone ideviponwvbitch t hies
second pilot signal. When the transceiver 42 receives the second pil ot
response sigingtallesht rbh proceedscile stapl 93dMicMhenst hdorr anseiomringp
fails to receive the second pilot response signal, control proceeds to
step 9100. communiAtsstion hepsratidnseaditint a <RiERisident devicentingtallmu
10100 to the local controller 26 is encrypted data that has
along a road when said vehicle is within a communication area
of said roadside device, said vehicle-mounted communication
device comprising:
cryptographic means for encrypting transmission data to be
transmitted to said roadside device before said vehicle enters
said communication area of said roadside device; and
communication means for performing said communication
operations with said roadside device by transmitting said
transmission data encrypted by said cryptographic means to
said roadside device and by receiving reception data from said

roadside device when said vehicle is within said communication

area of said roadside device.

2. A vehicle-mounted communication device according to
claim 1, wherein said cryptographic means is further for
decrypting said reception data received by said communication
means from said roadside device after said communication means

completes said communication operations with said roadside

device.

3. A vehicle-mounted communication device according to

claim 2, said vehicle-mounted communication device further comprising:

This Sheet Has Been Repl
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been encryp;éd I n_ accordance with the FX algorithmand the charge
collection verification data contained therein is one which has been

furtzﬂnl "ﬂ |ﬂ Iu chcordance with the DES algorithm Therefore, the
char i fication data 1is decrypted using the built-in

encryptor of the local controller 26, Wegn the charge collection
“verification data that has been decrypted using the FX algorithmis

further decrypyedyidsi Rgahniae Q@§zﬂﬁ%?%#¥yﬂgtfghlqggl S&PY T OLh&E 2B8tores

determ nes the encryption key used e I'Ccard 2 during the encryption

of the charggrealdt@shiaRavesarhi aathon data in the follow ng nmanner and
uses this enfryption key to decrypt the -

-54- charge col LaahleqR \&lid | 6AYbPHgFRAbRic THEah8CaAncaUH:0! 48" eRryptin
determ nes the I C card key uniq%% ?% ?%elIC:card 2 loaded in the YPEing
vehicle-nnunhﬁgﬁdgﬁhpg a@cﬁgbggn hgpigdex of the key in the first read
data RD1 fromthe vehicle-nmbunted unit 10 and subsequently generates the
decryption key. gajq encY*ggmhaeuﬁsiel £6 erdP WHAL i ida i) ARG Wakas o k8ha
receiving the second pil signal fromthe transceivers 42, 44, ... of the

second gant r 4@ 3dusRRgS A VERE $é ndEnK by WHdryH iRRY 53/iB card data
communi cation with the transcei ver that sent

to generate said transmission data and for storing said

transmission data,
 said décrypting unit is for decrypting said reception data
received by said communication means to obtain decrypted data
and for storing in said IC card a result of said communication
operation of said communication means based on said decrypted
data, and
said decrypting unit is for decrypting said reception data
after said communication means completes said communication

operations with said roadside device.

4. A vehicle-mounted communication device according to
claim 3, wherein:

said encrypting unit of said cryptographic means uses a
communication encryption algorithm for encryéting said card
data to generate said transmission data;

said decrypting unit of said cryptographic means uses said
communication encryption algorithm for decrypting said
reception data;

said decrypting unit of said cryptographic means is further

for encrypting said result of said communication operation

This Sheet Has Been Keplaced
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the second pilot signal based on the above-nentioned procedure,
controll cl e-nount'ed device 10 executes a data processi
procedur i uﬁu“l Mﬂ |4O passage processi ng) whi ch is shown by the

f | owchar

As illustrated in FIG 11, when step 11100

" receives the second Mﬁlte data WD2 vigqdata communi cation with
transceivers 42, 44, ... of the secon gantry 40 and transmts the end

signhal tot

whet her the end acknow edge signa

a

the -
ng

ey tRIJP ! %atﬂaex‘i%h t(;q_gnggllgatmoearat.ep 11200 determ nes

received or not in the sane

way as during tgfid id@Rrpt inMahet! RBe8 at&Prd UHEH iyt iWd A1igee ifthinst

If the end acknow edge S|gnal has not been received, 'step 11300

gantry 30.
transmts t
utilizing t

has sent. Fyddernore,

| r 88S [ i 108l .
*ﬁﬁ@nmﬁd@&& H8&h1tr88sEhsa %m{n%ﬁli%% io Giiﬁa'ra@iﬁm

he unno carrier wave signal the transceiver 42

the communi cation area of the second gantry 40. If the vehicle is stil

CURHicGald At @ﬁcrggeasﬂl apgeffeﬂﬁ 19 M eReAdrdOGro ts&id he

within this

-55- termnatjon of the conmmunic

I on proCessing of step 11100, steps

11200 and 13&&&@{&51%@&&%9&&%%%&%% the

5. A vehicle-mounted communication device according to
claim 4, said communication device further comprising:
verification means for driving said encrypting unit of said
cryptographic means and said IC card to perform a mutual
verification operation using predetermined verification data
when said IC card is inserted inside said drive means and
before said encrypting unit generates said transmission data,
said verification means being further for driving said
encrypting unit of said cryptographic means to include a
result of said mutual verification operation in said

transmission data.

6. A vehicle-mounted communication device according to
claim 5, wherein said communication encryption algorithm has

a higher processing speed than said card data encryption

algorithm.

step 11400 determ nes whether the vehicle has Iefi

7. A vehicle-mounted communication device according to

claim 5, said communication device further comprising:

error -determination means for determining an error in

is Sheet Has Been Replaced
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% communi cati on area of the second gantry 40 or the

conty Eﬂlﬂﬁﬂs inits reception of the end acknow edge signal .-
Mhed‘ rm“ u dge.signal is received or when the vehicle has left
t he cemmunilcat"i of afea of the second gantry 40, control proceeds to step

11500 which makes the crypto nodule 14 pjpduce again the conmunication key .
X1 for encrypting the transm ssion data as in the case of step 290

ment i oned preayi ngesten 1@¥i§ﬁ3 'éﬁh{ i 2Gat | Wimdee 2t

-Step 11700 r%%gé?%%#%‘eﬁlfcl e- r?éun oﬁn cel%al'tagaﬂ fi rlgg{iar ead dat a)a%R]fS)ln
that is 10 Dfeddd)s8aid S Iy inddhd "Sal s i diCVdre Lo derPERsat it
crypto nodule encrypt suc ata using the conmunication key X1 while

step 11800 Sﬁ\@éxgé, atxgg FRNCLURERY &ifSt dfaf idaliratiVE of! $ald déxdanigd

that the procedure r the production of the comunication key X1 and the

encryption o?ffgﬁigg Sfidherdidmisd £ fpta RDL in the crypto nodule 14
y t

are conpl ete e sane as those executed when the ICcard 2 is |loaded in
the IC card drive 12. The only difference between themis that anong the
vehi cl e-nounted device data itens that are included in the first read data

ROL, the congent of tyih(AlAndiHBckeosbthafidhei st Rivick | dccbbanagd ¢o

the charged content that Is store y step

above-encrypéedihi {5t s4 Q8 csfhdn fdititon Mev i Bt e Rompt ks the
state of the vehiplé-nnunted dzvice 10€%ased on, for exanple, the error
status flag thagri8r determination means for determining an error in
operations of said cryptographic means, and said communication
means, and for adding an error data indicative of said

determined error to said transmission data.

9. A vehicle monitoring system for monitoring a wvehicle
that cruises along a road, said system comprising:

a vehicle-mounted device which is mounted on said vehicle;
and

a roadside device for emitting signals towards a
predetermined communication area, said roadside device being
installed along said road and further being for performing a
cémmunication operation with said vehicle-mounted device when
said vehicle is within said communication area;

wherein said vehicle-mounted device and said roadside
device perform communication operations using communication

data that includes an enerpted part and an unencrypted part.

10. A vehicle monitoring system for monitoring a vehicle

that cruises along a road, said system comprising:

This Sheet Has Been Replaced
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-56- set when there is an error. |f there is an error, control proceeds
_ forms the passenger of the error using a buzzer or
the I“l

it or (AL

lm l'lwmls no error, control proceeds to step 11200 which

t he vehlcle of the state of the card using a
buzzer* arfd ‘di ¥pl &y device..-Then, the controller 16 enters a sleep node.
It is to be noted that the dlsplayed contd®~ of the state of the card is,
for exanple, t ﬂ@é? I Srad.
If the IC card 'S faglgegs“g; car %tgfﬁ'edecghpgﬁt gso@éﬁﬁtg%é%lasa%ifg%rﬁ rEs

exanple thgﬂgfnunt used and the nessage included in the second wite data
t FIG 12 is a flowhart illustrating the data process

(cord remval 1y ogsghysageugtin (e ores i i et | AR
: _

5, ﬁazﬁa‘e;hé@aéwm ERSEE A5 L S0 0O e etled el

LR oSt Bl 0o 003k "S5l Wb AL {81l 980 ligrng

this processpifoétéﬁ.&ﬁgl for every predetermined time interval towards

said communication area, for terminating emission of said
pilot signal after said vehicle enters said communication
area, for performing a communication operation with said
vehicle-mounted device by sending and receiving communication
data to and from said vehicle-mounted device while said
vehicle is within said communication area, for transmitting a
transmission completion signal to said vehicle-mounted device
to indicate completion of said communication operation; and
for again emitting said pilot signal after completing said
communication operation with said vehicle-mounted device;
wherein said vehicle-mounted device is for providing a
pilot response signal to said roadside device after receiving
said pilot signal from said roadside device and for
subsequently starting said comﬁunication operation with said
roadside device; and for receiving said transmission
completion signal from said roadside device after completing
said communication operation with said roadside device; and
said roadside device is for terminating said emission of
said pilot signal after receiving said pilot response signal
from said vehicle-mounted device; and for emitting said pilot
signal at predetermined time intervals EEEEE_gggéigg_ggid_

heet Has Been Replaced

T



step T error- status flag that indicates that. the IC card

2 has hat the vehicle-nounted device 10 has no card for
payi ngﬂmummmﬁuﬂma Subsequent step 12200 reads the
vehi cl e-hount éd #evice* data after the setting of the error status flag to

update the content of the post- encrypféon first read data.<RD1> to
correspond with the error status flag. Then, step 12200

-57-  providgs, md”é% data to the crypto nodule 14 to
drive the sane r%%ﬁgééﬁa'er ate Leggel‘ra?glr%%l\g %q’fl rst read data <RD1>.

When the first read data <RD1> I's produced by the crypto nodule 14, step
12300 updates the first read data <RD1> as the transm ssion data that wll

RO it MELORAD it bty i

di splays the state o use of e contro1|er

16 enters g 5l 864, node. As expl ai ned above, in the toII road tol
charging systenlaccordlng to the present enbodi nent, the timng at which
t he vehi cl e- moygy el AeR8 ko '

data and the decr yptlonsc'l? ﬁg ?’e%e%?qlﬁ%%lhﬁ‘a @%%%éf%ar&g%\#hgﬁ-@? ef

card 2 for paypRElePEirhifeG"¥i8e 'Deriod to said vehicle-mounted device

after sending one of said pilot signal and said communication
data to said vehicle-mounted device;

said vehicle-mounted device is for generating said
communication data by modulating said carrier wave signal
based on predetermined - transmission information and for
providing said communication data to said rbadside device; and

said vehicle-mounted device sends a completion request
signal to said roadside device after completing said
communication operatién with said roadside device unless said

roadside device sends said transmission completion signal.

12. A vehicle monitoring system according to claim 10,
wherein:

said roadside device is installed in one of an entrance and
an exit of said road, said roadside device being for
decrypting said communication data indicative of toll payment
information from said vehicle-mounted device during séid
communication operation with said vehicle-mounted device, said
roadside device being for performing a toll charge operation
to collect toll charge from said vehicle-mounted device based

on said toll payment information and for encrypting a result
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| oaded_in the |IC card-drive 12, the tinme interval fromthe conpletion:of.
‘the co ' j res between the controller 16 and the :
transc%ﬂlﬂ”]muﬂﬂwwovi ded in.the first gantry 30 of the roadside
device’ Q@ (ke ent¥ry of the vehicle into the conmunication area of

the transceivers 42, 44, ... provided i nqyhe second gantry 40, after the -
conpl etion of comunications-with the second gantry 40 and the tinme when

o oo e pBPAETIRELR ERTRT A b, MenoF ahe, diervoren

S o2t S S5 IRIRBRR A BB D e LR e 32
o eneror e b A 0 AR A e H B one
057159 COGRER SR BeD ad F ORT BhvedRY, SEpfBeab e | REEY
oo et o AT % B BT, T TS (e
period needed féEié*#%ﬁ?&‘éﬂﬂd%ﬁe%h &Qsiggtf% for receiving said encrypted

result of said toll charge operation from said roadside
device, and for decrypting and storing said result; and
said vehicle-mounted device and said roadside device

transmit said communication data using a common format.

13. A method for communicatiﬂg with a roadside device that
is installed along a road, said method comprising the steps
of:

encrypting transmission data to be transmitted to said
roadside device before entering a communication area of said
roadside device;

receiving a pilot signal from said roadside device upon
entering said communication area of said roadside device;

sending a pilot response signal to said roadside device
after receiving said pilot signal;

performing communication operations with said roadside
device by sending said encrypted transmission data and
receiving reception data from said roadside device after
sending said pilot response signal;

decrypting said reception data from said roadside device

after completing said communication operations with said

This Sheet Has Be'en-Replaced
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connunication can be decreased. This enables data :
iﬂﬂon to be executed.accurately for a short period of tinme wthout

Ilnltl ﬂ" ﬂﬂl d of the vehicle or changing the crypto nodul e 14
to an enabl es the execution of high-speed processing.

Al'so, mhen the IC card 2 has been Ioaded inthe 1Ccard drive 12, the
vehi cl e- nount ed devi ce 10 executes tha*fdt ual verlflcatlon_procedure

bet ween the | C card 2. and the crypto nodule 14 and transmts the status

i nf or mat i HPA4EEEQrdaYiE®%)and hat “represents the result of this verification
procedure to the ropadside device 20 as one item of the vehicle-nounted
devi ce dat a. SNAREREIRG cSubsequaRt t hEanemissiry datIeptsrs. compiftdddevi ce
10 itself is forged, it |s possible to detect A this information in the

r oadsi de 3R cRODMINIGRBIQR RPSLations wikds siadde rogdsdfer GeViseati ng of the
vehi cl e passenger and thus, charge collection can be performed properly.

Al so, while data is encrypted using the DES algorithm that is enpl oyed
generally in the art when such gEigth_ngLLLQgLLon-or witing of the data
into the ICcard 2 is perforne ing conmuni cation between the

vehi cl e- mount ed Shee + Has Been Replaced 9

A



device 10 and the roadsi de device 20, data is encrypted in accordance with
the FX algorithmwhich is different fromand which enabl es higher speed
encryption than the DES al gorithm : For this reason, in transceivers
32, 34, ... provided in the first gantry 30, it is possible to shorten the
amount of tine needed during data conmunication for.performng the
encryption of the transm ssion data and the decryption of the reception
data,” and thus, data conmunication capype performed at higher speeds and
at higher levels of accuracy. Al'so, especially, if the previously

rent oned_enor yptveRrel sakabiTncebhAdi SKEER de i @ wvedFiLe |5 used as
the FX a'QOFIthnlMONH?OR@NGYQ?S?EMuﬂg,uéé;R BEJ%%&I %gﬁﬁﬁﬁgéﬁallvely

cheaply through gIRRLYWREEIRBPOSIEOMMUNTCATION GPERATFON Decause the
anount of tinme needed for performng the encryption operation can be

shortened, and therefore the use of such an encryption algorithmis very
ef fective. Also, as nentioned previously, in the present
enbodi ment, the FX algorithmthat is different fromthe DES al gorithm
which is generally used, is used for the data communication between the

vehi cl e-nount ed device 10 and _the roadside _Svice 20 communi cati on devi ce.
For this reason, even when ABRERAGE QR THE; BRSCE gets intercepted, it

will be difficult to decrypt this_sane signal. Thi s enhances .
communi cation  séfuridYFCmatif, calieeripd FHSTERe fPFesa@Mfomatically

collecting a toll charqge from an IC card is provided with
transceivers in gantries installed along a vehicle road. This .
collection system wuses the transceivers to perform
communication with a vehicle-mounted device based on the use
of encrypted data. The vehicle-mounted device performs the
encryption and decryption of the communication data before its
entry into the communication area of the gantries and after
its passage therethrough. Alsa, writing of the data into the
IC card, etc. are also performed using encrypted data.
However, an algorithm which differs from that used in
encrypting the data stored in the IC card and which enables
the execution of the high speed processing is used for
encrypting the communication daﬁa. As a result, since the
encryption and decryption of the data is performed only in the
roadside device side during communication and this encryption
and decryption can be performed at a high speéd, the
communication time can be shortened to perform accurate data

communications within a limited period of time while the

vehicle is travelling.
(FIGURE 1)



enbodi nent, when encrypting the transm ssion data, the entire data is not
encrypted and part thereof is left as is in an ordinary unencrypted nmanner
and furthernore, the conmunication ' - 60-
keys, (X1; X2) are each updated based on the use of the random nunber that
is generated each tine it is used. In thjs way, the data becomes nore
difficult to decrypt. This enables the ~¥Trther enhancenent of the

cormuni cation security. Al so, since the comunication keys X1 and X2
are set in each of the vehicle-nounted device 10 and the roadsi de device
20 conmuni cati on device, even when the vehicle passenger tries to cheat
paying toll charges by using a traniﬁygt that generates a signal that is
obt ai ned by copying the transm ssi iGiaI fromthe authorized

vehi cl e-mounted devzce 10, this unlawful operation can be reliably _
detected in the ro@adside device 20 and thus, conmunication security can be
enhanced. 4 ot her hand, in the present enbodi nent, errors such

as the result o¢fICtCRRB ovgﬂﬂentioned mut 381 verification w{Eh have
occurred in th -mount ed device 1(0 side are all trangmtted as
errors to the shde—dew i de- A
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Al so, when an error has been detected by the roadside device 20,.
informati on on the presence of the error is simlarly transmtted to the
vehi cl e-nounted device 10. Therefore, both the vehicle-nounted device 10
and the roadsi de device 20 can know of the error and thus, both of these
devi‘ces 10, 20 can enploy counterneasures against this error.

Al t hough the present invention has beemfully described in connection with
a preferred enbodi nents thereof with reéference to the acconpanying
drawings, it is to be noted that various changes and nodifications wl|
beconme apparent to : © -61- those skilled in
the art. For exanple, whil ecF(I; a e described enbodi nent
presents the case where the roadside %c O provided at the entrance or
exit of the toll road receives via data comunication with the

vehi cl e-nount ed device 10 the uniform toll charge which varies dependi ng
on the type of the vehicle but is uniformwt |ﬁ}spect t o bhe travelled

di stance and travel tine, it goes wthout s ng t hat
invention can be applied aldb to a toll road[tol gharging systempin
which the toll charge is set \p accordance w g tragvel l ed digqtance or
the travel tine.

182
¥ 62 " % Tr
05cll- CONTROLLER
«—80 Tr2
e in Il T ]
> i

FIG.3




In this case, in order to enable the collection of the toll charge at the
exit 'of the toll road in accordance with: the travelled distance and the
travel time, an entrance gantry constructed as in the case of the first
gantry 30 at the entrance of the toll road may be provided. = Such _
entrance gantry may performthe transm ssion and reception of the signals
havi ng constructions as illustrated |n Tabt3®-3 between the vehicle-nounted
device 10 |l oaded in the vehicle that passes through it. Further, a first
exit gantry and a second exit gantry Fit@ as in the same way as

that of the first gantr ipthe exit af the toll
road may be provided fo per$q-‘r_;r_n ng he transm SSI nd rec' on of the
signals, whose formats a ed in Tables 47gnd 2 and Wiich are

expl ai ned in connecti on pwth—t ve-nmentiQ , Wth the
vehi cl e- nount ed devi L0 DllA@q&I@@aIﬁ n |t he ﬁ[ﬁn ql SEh#&ERRGRsep by to col | ect
toll charges. TES™ 1 FLAC -62-

TABLE 3
SI GNAL

ENTRY PI LOT

290 [GENERATE
COMMUNICA. KEY

300 |
140 150 \J

STORE
EEE&%@% { COMMUNICA. KEY

NO  [DISPLAY BATTERY| 310 |
REPLACEMENT \['GET VEHICLE -

| BIIE_ILANTED OEVICE
-SLEEP

X 0w VoA =L 1 ocaer

130\ |
CHECK BATTERY

80\ ___TW__ osgy | 330 |
CHECK IC CARD | | CONDITION \[STORE ENCRYPTED
190 m DATA .
w 340 [
YES OUTPUT CARD
VERIFICATION | STATUS [
210 L -
POSITIVE ~_NO SLEEP
llemmrx\mw C )

220 TO¥ES

IC CARD PREPAID CARD
@Qﬁ
CASH CARD j24o

230\
CHECK CASH | | CHECK PREPAID
230~ _|CARD CARD /260

QN> <02
270 YES YES
L

GET CHARCE KEY
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( ROADSI DE DEVI CE) - - LOCATI ON NO. ENTRY PI LOT RESPONSE S| GNAL
RESPONSE CODE ( VEHI CLE- MOUNTED DEVI CE) . RANDOM NUMBER R1
ENCRYPTI ON KEY Kn DATA RETRI EVAL SI GNAL (VEHI - MID) DATA RETRI EVAL COVIVAND

ENTRY READ DATA RESPONSE CODE . (ROADSI DE DEVI CE)
STATUS CODE* _ . _ MODE OF PAYMENT* -
VEHI CLE- MOUNTED DEVI CE CODE* ENTRY V&F‘TE DATA VWRI TE
COVIVAND "~ ( ROADSI DE DEVI CE) : VEHI CLE- MOUNTED DEVI CE CODE t
LOCATI ON NO (PARTLY ENCRYPT. ) 1
TRANSACTI ON TYPE F I G . 5 DATE OF ENTRY
TI ME OF ENTRY END SI GNAL ( VEH - MOUNTED DEVI CE) RESPONSE CODE END ACK.
SI GNAL ( ROADSI DE NCN\LEDEENTROLLER NOTE: * NOTES
.. VEHI CLE- MOUNTED DATA 100 1 ROADSI DE
DEVI CE ENCRYPTED DATA 3100
READ CARD  |—=|OUTPUT CARD -
INFORMATION |~ INFORMATION
2100 CSN. | CAN‘
" RaNDOM NO. | CAN [RANDOM '
CENERATION NUMBER 1200
GENERATION 1300
R | COMMAND / 3200
_ R (CENERATE J
Eﬁﬁg%ﬁ KEY] R |ENCRYPT. KEY Y
2289 LOMMERD ENconEl ,3?00
CENERATE > l RY |
ENCRYPT KEY Y N [ENCRYPTION Kev] > (RANDOM NO. R
2300 CENERATION
U COMMAND 1400
RAﬁﬁgﬂino.n1U|
GENERATE<RY
2400 | | |
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2300 1500
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2600 I y/// 1 /f1eoo 3400
GENERAT% VERIFICATION [ SC
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veR! 5 | COMMAND

1700
Y

POSITIVE ~<—|VERIFICATION
VERIFICATION

N
3500
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- 63- That is, as illustrated in Table 3, the entrance read data

whi ch includes the response code, status code, charge collection node,
vehi cl e-nount ed device code, etc. may be generated, encrypted and stored
bef orehand in the vehicle- nounted device 10. Then, when the vehicle has
entered the comunication area of the con§unication device provided in the
entrance gantry, the vehicle-nmounted device 10 side is activated by the
entrance pilot signal that is tr'ansm’th-dI,e er | dicaIIy and transmts the
entrance pilot response. S|gnal constr Gg n the case of the first

pi |l ot response signal e bl-e- 1) in the above descri bed enbodi nent .
Then, when the commu |ca18d%ﬂHeV| e of the entrance gantry transmts the
data read signal, the we weerit ed device 10 S|dé:f}ansn1ts t he
entrance read dﬁ]@g On_t héSoTHer_hand, | af ter | 157 reception of the

entrance read data_jt heg ASFati ¢n deV|ce - e B8G0ry is
constructed to trangni tPl;@FSﬂﬂf anc it e daf BNORVFIhFIRSS - nstruction
that can be obtai ned charged Tmﬂﬁyrsqu romthe

construction of 20 flrs%gﬁgbte datao(see Tabl bove- nenti oned
enbodi nent . Therea cd0i on devi - 980@nt ed
devi ce performtrans REPENY eption of t &mchg\f‘jtﬁﬁaﬂd end
acknow edge signgoto conp ﬂﬁfe data conmu Ai on oper ati on.

PUT_KEY L
Y e RECEIVE END 5700
REQUEST SIGNAL
4400 L o 5800
<J'SEND FIRST READ _YES _— COMMNU.
DATA COMMAND _—<ERR0R7
4300 | RECEIVEIFIRST WOE— 5300
READ DATA | R i
4800 By [ 5000
S COMMONICATION ., YES SEND END ACK_AND |~
ERROR? FIRST PILOT SIGNALS
4100 REQUESTN1QU )
| DECRYPT FIRST
READ DATA (_REvR )
4800 .
CET DECHYFTED DATA
4300 |
DATA ERROR7~ES 5400
5000 NO

I%‘g:é\? 0 PREPAID CARD ERROR
- ‘ 5200 L]

4 COMPUTE COMPUTE
CHARGES CHARCES | g

BAflmCE NO |
' OK?
YES

0



Al so, after the vehicle has passed through the entrance gantry as

menti oned above, as illustrated in Table 4 (described below), the .entrance

data that includes the response code, vehi¢le-nounted device code, inlet

| ocation : -64-" nunber, date of entry, tine

of entry, etc. and the first read data constructed as in the case of the |

first read data in the above-nentioned odi nent are produced, encrypted

and stored in the vehicle-nounted device 10 as-the data to be transmtted

when it passes through the first exit gantry. Then, when the vehicle has

entered into the comunication ar eaEfJ Qe X?orrrruni cation device provided

inthe first exit gantry, the vehi unt'ed device 10 is activated by

the first pilot signal that is transmtted periodically from

this conmunication device and transmits the first pilot response signa

constructed as in the case of the inlet pilot response signal.

Thereafter, the vehicle-nmounted device 10 receives the roadside device

verification message which includes the response code, random nunber

and encryption key nunber Kc which is transmtted fron1t%§§g nlcatlon
VICE

device of t first exit gantry a Dgnits the entran Furt her,
the vehicle 6ﬁ%ndew ce recei ve;wgé%? ta read-out sig
— FRST Pty e . )
RST PiLgr SIGNAL T
ot -
F\F‘_’ﬂsmgé‘g SO

R T

ENDfﬁGNNL
_WOUNTED |

FHICLE- W

\ a | 50 —_
CE DA CK. s/
pEVt FIRST PiLoT seg% I




that is transmtted thereafter fromthe roadside -device side comunication:
device and transnits the first read data. On .the other hand, upon - :
.reception of this first read data, the communication device of the flrst
exit gantry transmts the first wite data which has been prepared by
adding to the first wite data of the above-mentioned enbodi nent the toll
charging data that includes el apsed travel ,tinme after passing of entrance
gantry or the exit nunber. Thereafter, the7 transm ssion and reception of
the end signal and the end acknow edge signal are perforned betmeen t he

vehi cl e- nount ed
DEJEE@IT g 1S PiLoT
( ROADSI CE

TABLE 4 1ST EXIT GANTRY

S| GNAL 6100

LOCATI ON NO. 1ST PI E RESPONSE CCDE
( VEHI CLE- MOUNTED DEVI CE) %ﬁ%@%&@ %':Jéam NDOM NO. R1

ENCRYPTI ON KEY NO. Kn stiihe

o
-

RECEIVE END ~_NO
AW 6300
6500 feS =
REQUEST FOR_ END
N DECRYPT FIRST ACKNOWLEDCE SICNAL
WRITE DATA ——
6600 1 NO__ WITHIN COMMU~_ YES
ROADSlUE UNT VERIFL | — ———AREAT >
6700 POSITIVE NO a0
~ 68
\'(vr-:mmcmou 1— I e
T YES SET ERROR FLAG

CHANGE COMMU. KEY

C SLEEP )

)~ CASH CARD™ (7600
PREPAID CARD | GET ACCOUNT INFO.

BALANCE OK?

: 7700
ACCOUNT INFO~C _NO
QK? —
SET CHARGE TO O

NQ
YES

1
7300 ™ CHARGING PROCESS

1400 NO
CHARGING OK? ~
1800 YES = j:}

BNCRYPT SECOND READ DATA
7900 : 7300

STORE ENCRYPTED DATA

S0 TroaTe 1c caRD oA SET ERROR FLAG
8100

{
STORE IC CARD DATA
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ROADSI DE DEVI-CE VERI. MESSAGE . : RESPONSE CODE ( ROADSI DE DEVI CE)
RANDOM NO. R3 : ENCRYPTI ON KEY -

NO. Kc - . ENTRANCE DATA ’ ' ' RESPONSE CODE _
(VEHl CLE- MOUNTED DEVI CE) ' VEH CLE- MOUNTED DEV. CODE* . o
ENTRANCE NO. * . _ : : DATE OF ENTRY* .
TI VE OF ENTRY* DATA RETRI EVAL SI GNAL (RQ%:)S DE DEV. DATA RETRI EVAL
COVIVAND FI RST READ. DATA B RESPONSE CODE
( VEHI CLE- MOUNTED DEVI CE) STATUS CODE*
|VO:)EO:PAY|VENT*_- FIG 9
VEHI CLE- MOUNTED DEV. CODE* . CSN~
BALANCE ( PARTLY. ENCRYPTED)* C START ) | CSN
XOR CAN o cTC
| NDEX OF KEY TO BE USED Fl RST_ VRl TE DA% Hr&l_@ WRI TE
COVVAND ( ROADSI DE DEVI CE) , ounT = MOUNTED DEV.
o o SEND - SECOND PILOT SIGNAY TaIA%, CLARGEL or
LOCATI ON NO._[err] (PARTLY ENCRYPTED) T
TRANSACTI ON TYPE " ATE
< RECEIVE PESPONSE smNALZ————NU p
- 5300
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TI ME CHARA NG DATA (TI ME .OR
EXIT NO) END SI GNAL( VEH CLE- MOUNTED DEVI CE) RESPONSE CODE ~ END .
ACK S| GNAL- ( ROADSI DE DEVI CE) END ACKNOW.EDGE NOTE: * DENOTE
VEH CLE--MOUNTED DEVI CE ENCRYPTED DATA t DENOTES ROADSI DE DEVI CE
ENCRYPTED DATA -66- device and the exit
gantry to conplete the data comruni cati on. Al so, after the vehicle
passes by the first exit gantry, as shq_:gﬁ_i n Table 2, data that is the
same as the second read data of the above-nentioned enbodinment is
produced, encrypted and stored in the vehicle-nmounted device 10. Then,
when the vehicle enters the comruni Ftl al}ﬂ/Of t he comruni cati on
device provided in the second exit gdnt Q.t ehi cl e-nmounted device 10
perforns data conmunication, which is the sane as that when the

vehi cl e- mount ed devi ce 10 si de passes by the second gantry 4YEHIGLERe
above- nent i onek@Albodi ment, with the READSIDE nounted devi ceMOWUNTEBNd
thereafter wCONFROUER communicati onDEYIGEts into the | C calkVIZE

In this way, using the above-nentioned cofistructions, it is posgible to
performthe autongtic collection of the toll
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charges fromthe IC card 2 in both systens'in which the toll charge is set

in accordance with the travell ed di stance and

charge is set in acco

toll charge is set i

illustrated in Table 4 to be either the travelled

fromwhich the trave

rdance with the trave

the systemin which the tol

led tine. Also, the only.
di f ference between the systemin which the toll charge is set in

correspondence with the travelled distance and the systemin which the

n correspondence with the anount of tine travelled is
wWith respect to setting the toll chargiﬁd ata in the first wite data

| ed di stance isE:kESSP.
transmtted and received between thé v ct
roadsi de device and patterns of transm ssion and reception operations are

-67- conpletely the sane

time or the exit nunber

Iug construction of the data
e unt ed device and the

As a result of this, the

for h yst eNs.
vehi cl e- nount ed i yce 10 bot h systens.
and m)difica_tioa i%e o he underistood as b
a

present invention

ROADSIDE DEVICE

Such changes

eing within the scope of the

1eCOMMURICATIOR awiendeff cl'ai .
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VWHAT |S CLAIMED | S: 1. A vehic

(10) which is installed in a vehicle and
comuni cation operations with a roadside

road when said vehicle is within a commun
device (20), said vehicl e-nmunted conmuni
crypt ographic nodule (14) for encrypting
transmitted to said roadsi de device (20)]
communi cation area of said roadside devi
circuit (18) for perform ng said comunic
roadsi de device (20) by transmtting said
said cryptographic nmodule (14) to said ro
receiving reception data from said roadsi
is wWthin

i i thi said communi cation area o
wherein said cryptographic nodule (1 1 tu

reception data received by said comuni
roadsi de device (20) after said conmunic
- communi cation operations with said roads
‘'vehi cl e mount ed comuni cati on devi ce acco
cryptographic neans is further for decryp
recei ved by said comruni cation nme
conmuni cati on nmeans conpl etes sai
r oadsi de devi ce. 2. A vem
according to claim1l; said vehi
further conprising: car
that stores predeterm ned card
nodul e (14) includes an encryg

d dr|ve

dat$ET

ting unit (

CA ‘
{ combiAR1 i on)

COITS'JAR:EH i on joperation

S

e- mount ed conmuni cati on devi-ce
which is for performng’

device (20) installed along a
ication area of said roadside -
cation device (10) conprising:
transm ssion data to be .
Before said vehicle enters said

e (20); and comuni cati on
ation

transm ssi on data

operations with said
encrypted by

adsi de device (20) and by -
de devi ce (20) when said vehicle
si de device (20),
er for decrypting said
cation circuit (18) fromsaid
ation circuit (18) conpletes said
i de device (20). 2. A
rding to claim1, wherein said .
ting said reception dat a
adsi de device after said
with said
onmuni cat i on device (10)
@vice (10)
for receiing an IC card (2)
R RUAG ein dai d cryptographic.
14 dgcrypting unit (14),

said encrypting unit (14) is for reading

sai d card data said | C card (2)

using said card drive (12), f
transm ssion data and for stor
decrypting unit (14) is for dsg

I n;llbww—rll

cryptREAD JATA

E DC{IU \.,alu

i ssion d
reception data recei ved by said

aﬂi 0 generate said

sai d

comuni cation circuit (18) to-obrarTdeT
said ICcard (2) a result of said_commun

ypred—data-and for storing in

comuni cation circuit (18) baded on sald
decrypting unit (14) is for decrﬁﬂn
comuni cation circuit (18) co

| et es _saj d comnuni cat.i

cation operati dP30f said
decr pted d , and said
caﬁm onf data after said

n operations wth

sai d roadsi de device (20).

DISPLAY CARD
USAGE CONDITION
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Lcle- rmunt ed comuni cati OW"UEVI“cg""('ﬂ:-%w-—aP{“\Frf 3%
cI a4 m. 2 ”‘"" sai d encrypting unit i( LAY "“tf‘ cr ypEGEB aphie |
nmodul e ( ﬂmﬂm’{ (#jmnl cation encryption al gar ;,,z h| y ;yﬁt-l N §ated ..... _
card data td génenate transm ssi on dat®-

unit (14) of said cryptographic naodule (14) uses 's;é:l o eE nitrciatu orto Mm,q .
encryption algorit hmcf or decryptl ng said recepti n““d‘a%ﬁ”‘f* *pagad. s&bdp,ma
E

.....

decrypting uni¥H IMED)I8: crypt ographic nmodul ¢ (14) is further for
encrypting said result of said comunication opefabiam b;efpwer EPI S/l d
resukt in saird 1Ccard (2); sai d decrypting ses-drrard
data encryption al goAlwehmermuréﬁ@%munﬁaﬂ%%"%%) ‘t’h'Eﬂ‘ isgastaleddmANRNER i on
oper ati on; anghd ahithciarfdr gedfaminge cominunicatidrgoperetionsi wittdliaf foadside deviom (28) d

conmuni cat i on g@ﬁéd’ Ridn %”a q'bg@rw} rr‘}.aud vehlcle |s4wmﬁnV£onﬁ4nﬂJrﬁéHﬁBﬁ Gé}ea of said

mini oat K
(10) Turther. teaApre deiise (20, Sai veilermyiugy mmuf Reliod AFTES | £ cofipriRd,
sai d encrypting unicryptaoraphie module tmeanst dif)afoni aNCHIPHDG dransajssignddalai g tF’Q:
card (2) to p@éﬁéﬁﬁﬂﬁdﬁtmw@adsuueae\me:@bo BQfoﬁdDﬁﬁ@t/emae @Aieng sl edmtrenidatien

\(/irzl)f:a‘rigt Lgpog%ta g%%gﬁg(?g‘g? h&'gé{mﬁt) %@ inserted inside said card drive

gener at es sai d transm ssion
data, said verifi c@WWQ'@ﬁla@QMn@ I JPE rRerfofmping - §Ridy CRGMuRicgtion
encrypting unoperéfichs @ith sswidi roadsideo gevigsi(20)nbyl utansmitdng tseid rehsrolesion dagul t

f d nut
g Z ai/ ehlmél gagn&ﬁ;tég bg%i'd%‘yrﬁ’ Laid W&ﬁ ans @bﬁ%@ﬂ‘sn&’@&é\nce (20) and

wher'ei n sai d Ebrﬁﬁﬁmf@afPFB‘h o %/ﬁ?'r‘éﬁ' PadrIre HF{Y'F\%@OS VY“%GPF@PCY)&B%]%ES‘?"H&T‘
speed than ssaid coarrwrdahan@mﬂgfmaIMaaSlgeldewhaKZO)
vehi cl e- nount ed cowé.ﬁ%bi SAth :

drive (12),
addi ng error
dat a. :

_ 213} A vehicle-mounted communication device (10) according to claim 1 {2k
~— said vehicle-mounted communication device (10) further comprising:
card _drive {drive—means} (12) for receiving an IC card (2) that stores
predetermined card data;
wherein said cryptographic module-[means-]-(14) includes an encrypting unit

(14) and a decrypting unit (14), _

said encrypting unit (14) is for reading said card data of said IC card (2) using
said card drive {drive-means] (12), for encrypting said card data to generate said
transmission data and for storing said transmission data,

said decrypting unit (14) is for decrypting said reception data received by said
communication circuit freanst (18) to obtain decrypted data and for storing in said IC
card (2) a result of said communication operation of . said communication gircuit
+{means] (18) based on said decrypted data, and

said decrypting unit (14) is for decrypting said reception data after said
communication circuit tmeans} (18) completes said communication operations with

said roadside device (20). \
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- 70 hi cl e- mount ed. conmuni cati on device (10) which is .
I nst zM“l“l "ll“ I"M“MH“E and which is for perform ng comuni cati on operations
with a rdadsi d8 '#levice (20) installed al 02% a road whenh said vehicle is

w thin a comuni cation area of said roadsfT device (20). said

vehi cl e- mount ed conmuni cati on device (10) conprising: crypt ograghi c
nodul e (14) f or 3d#k Ayyaticie-mountechtanmunication deviced 10) acconding éal claim 2§34
roadsi de JhersiR: (20) before said vehicle enters said comunication area of
sai d roadside devi,ce (2Q): . o] ni cation.circ 18) f.or perform ng
sai d communi cat P %]5&93'}'9&'@ mw?ﬂn}géCWHER%? c@&%ﬁ?é‘)’%ﬁ‘* uses a
transni t t icomnmunicationaeranyptionoalgorthe forcencoyptitighsaid dadd datento genenate saidodul e
(14) to sgiaﬂshmz%iiﬁadevi ce (20) and by receiving reception data fromsaid
roadsi de device (, when said vehicle is within said comunicati-on area of
sai d roadsi de d8@if¢ ng ugi {14) of said eyptagraphic maduls imeenet (14)iuses s8id 1 or

det er m ni eommunication e'm:rymmhaélg@nithnﬂbr decrypting shidreeeption datdpl e (14), and f
sai d comuni cat _ . " [ ve 0
Sai d det or mi nod a0 dehibing uni ) B it Syttt aphic Hodiic el 14T e

noni t or i ndorsgRaryRtingsaiditasult of saig eemnaunication eparation befere storng saidresult insai d
syst em corgaid i3 éard (2); a vehicle-nmounted device (1 0) which is nounted

on said vehicle; . .3.Loadsi de l,ce (20). for emtt.i signal s :
t owar ds+a pr edeﬁaﬁ%ﬁz@ﬂm@g Mﬂ'}?‘i"ég‘t'ﬁ?na ﬁ&ﬁefé‘éa?@%'&&a'%%ﬁﬁgnwj"%ei ng
i nstal | ed saicbresult of saidocommunication operation;rand or perforning a comuni cati on
operation with 4d ' en&y- aﬁ@ﬁ't i icl ' AN

widhin said c%rirlgmair?i %@Lgﬁﬁ:r ea, Bﬁ(ﬁ-ﬂ %e‘%e?ﬁégéﬁﬁ/@ﬁﬁ \e/iﬂrirﬁoﬁlrjl‘?g%ﬁ)é‘evi ce
(10) and SRCHYPUGIAGOMEN®eyi ce (20) perform communi cation operations using
communi cati on data that includes an encrypted part and an unencrypted part.

9. A vehicle nDRigkpra ; Lo s : ' o 4l J on
2 road, sai d. oyarioh /s UehikanEitod cofflr ol 4edjos 10f fedrig (6 b 2 f4F °"0
which is At wnl@apﬂd@&ﬁegﬂ@),fuahercompﬂsmg:a roadsi de device (20) for

emtting signals towards a predeterm ned comuni cati on area, said roadside

devi ce (20) bei vegificatidraciresit anﬁpfdrmi@daﬁléﬁa?ptmehﬂg (14y of8&idt | N9

e e nicasar . i | u } _
communi capBRaradtic GHéMeDieeR! (Ul Shd By G Etf2), ' et s mupyal,
sai d vehi ¥erificalior operation usingroredstarminedhverification data mbhenisaid 4C eanth(@) isat i on
oper at i oningetted ¥wide saaidalrdedﬂwfuﬁ,eé-ns@adsypz)% BaforeCstid ef ?ﬁh 8Ae(14)"9
ta. : d. veh 5 ted d d
o epiR id faliishi nﬁ-!%iq?!saw%ﬁ&é@%n%%nea%kﬁégﬂns it on
conpl et i ofiri¥ing said ansrypiing uniti{14) of sais eryplogephiccmodylefmeensk(d4tatinclude a
compl et | Ofbsit of daidl MOIUE Veifféation dpRRatitn iR BaickfandrmissRAdatacm 11 ng_ sai d

pilot signal after conpleting said comuni cation - -operation with said
vehi cl e- nount ed devi ce (10); ' '
N~ S16} A vehicle-mounted communication device (10) according to claim 4161

wherein said communication encryption algorithm has a higher processing speed than
said card data encryption algorithm.

B 4 A vehicle-mounted communication device (10) according to one of
claims 4 {6}, said communication device (10) further cdmprisirig:

error determination circuit {means] (16) for determining an error in operations
of said cryptographic- module {means] (14), said communication circuit fmeans} (18),
said card drive {drive-means}(12), said IC card (2), and said verification gircuit fmeans}
(16), and for adding error data indicative of said determined error to said transmission
data. '

REPLACEMENT SHEET

1 3 NOV 199




- d vehi cl e-nount ed device (10) is for providing a
p| I ot mm‘ u‘[rjm !lj sai d roadsi de device (20) after receiving said
pi'fot si froad5| de device (20) and for subsequently starting
sai d communi cation operation with said” r#udsi de device (20); and for
receiving said transm ssion conpletion signal from said roadsi de device
(20) after corrpldB} rfgvelmcl*mauMcmamonanqmdawceJmWMMMe
devi ce (2Qkid-¢t o B rav-nals
em ssi on Qf
fromsaid
at predet 6288 20 LS IR QRS Setiae TSNIeS
si gnal . 20 saldvhﬂcl o eiwedloe 1L ctaubn gviss $103 m @rtng to clal m 9
wher ei n: 'pre koo (fi .-ml g qsmea'( e
after sendPFFCeiREs ‘—WMB'M =18 SIS = 'f A’» ,—v‘ LS80 sai d
vehi cl e- magid £od sidei 20) sai d veh| cI e- m)unt ed devi ce (10) S
for generati ng §@vhﬁl‘ﬁ i GH RN @5d1r'ﬂ9m§§lidii| aF
si gnal bas%ﬂ1 )] g T
said co
vehi cl e-

sai d road 4 20 nﬁ S sal d roadsi de device (-
transm ssioH—Cconpr et rotr-S o 11. A vehicle nonitoring system
ascording to cl & @etmf‘%tloﬁ circuit tmeansk (16) Tordptenmicing a0 eger jreeperations

i nstal | ed dfrsamheryptogeaphientodule gmeansian4)ant said semmunieatibn Sifduil [readsyi de

devi ce ( 2Q)aeirdd trobadlRg P en 98 B B4 3k Betiol e Yo' !

paynent |qformatto ¢ sal I cl e-nounted devi ce ng said
comuni cat' mEﬂ? N340 with said vehicl e- mounted devi ce (10), said
roadsi de device (20) being for performng a toll charge operation to

ol | “payment | nisokAVEAReAboNET siorfi o RbAleg Y Phick By 355000030

oper at i on "2A& %ﬂ(ﬁ‘\ﬂ“§8!"ﬂ”‘é’ﬁ8rypt ed resul t to said vehicle-nounted device

(10); s aivahicishimoustedaevice ¢1 0evhicteis(Méynted oh saidsehitieyandai d
encrypted data b“%é‘o%fd V‘i‘ieV @ foP! bm | ndlé’ft%%@ Q” pFE&"eié?ﬂnned
conmuni cati on W si e, de nount ed

devi ce ( 1(50"?@”'?'54]'°Peﬁf%?v? reagsige *cyix% @gdpfta'(ﬁd §'8F% s?'&'l I glﬁi\dge
oper at i on furthen Beingl feroperiaranngda dosumyricationeperation witle Ispisk vehiclermpustegr i ng

sai d resul devicdd0) when said ¥8hidie4i€ Withlresdi@ bsthinitaNere drea10) and sai.d roadsi de
_device (20) U a0REhdin SRl veREEH Ul QBvid8 o} Bhd %4l FOMBNRIE G&YidRY20)

_ perform communication operations using communication data that includes an

~ encrypted part and an unencrypted part.

96} A vehicle monitoring system for monitoring a vehicle that cruises along
a road, said system comprising:

a vehicle-mounted device (10) which is mounted on said vehicle; and

a roadside device (20) for emitting signals towards a predetermined
communication area, said roadside device (20) being installed along said road and
further-being for emitting a pilot signal for every predetermined time interval towards
said communication area, for terminating emission of said pilot signal after said vehicle
enters said communication area, for performing a communication operation with said
vehicle-mounted device (10) by sending and receiving communication data to and
from said vehicle-mounted device (10) while said vehicle is within said communication
area, for transmitting a transmission completion signal to said vehicle-mounted device
(10) to indicate completion of said communication operation; and for again emitting
said pilot signal after completing said communication operation with said

vehicle-mounted device (10); REFiACEMENT SHEET
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' 12. —ATethod_f ouni cating with a roadside device (20) that is
instamﬁ m Wﬂg\“{u said nethod conprising the steps of:
encry Sm ssion data to be transnmitted to said roadside
)

devi ce *(2 efore entering a conmuni catign area of said roadsi de device
(20); - receiving (6100) a pil ot STJﬂaT from sai d roadsi de device (20)
upon entering said comuni cation area  of, sgi&dro dsi de, devi ce $20 ;

sendi ng (6100) Wheseinotaid aehiclacmoyniach deyige SAPL 1S BX JXPUEINged; ROt O8RONSe: or
recei vi ngsigral do gaidotoasisigealevice (20) aﬂerpmcgeiv'mg' said (PdDsignalfrom rs'aimtdaglside
operatio t 7 . [ > . .
transm S;&e g#edgcga%rg% f@zg‘éﬂl’%}’gﬁ‘m%ﬁ{‘ rf%ns a%tcg r riicktion gpég@é‘?/&& 'ﬁldgelldce

om sal d toa e

3

(20) af t spadsifedeyice{20); AnddJer recsidng said; tianemission compleliep signs! frem &sigo)
sai d r ecapadside device (20 aftericmiplstingisdfd communication opération withisatd rodiskiel d
conmuni ¢ ,r%gdoons wi th said roadsi de device (20): and

encrypti %év?%%? ubsequent transm ssion data after conpleting said
comuni cati on &g Eqadside deviee §20)ds fardepninatiag saiskemission of said pilot gignala
vehi cl e- raREpreEei¢iGTSA Pt reSpatRe §ignd!im Waid VeRiSlelridiried edvica é%YW' e

(56) "'nctia rariingd 3Rt ol 3Rl R hredelpineRc e el B SR Gasn

area of deansmissionicompletiorcsigal0), sai d vehi cl e- nobunt ed communi cati on
device (10) conprising: cryptographi c nodule (14) for encryptina

said vehicle emOitRTehiH BNk shtafictoldd o SaEERE MRS e (20
and con®Ridi ceadside «deving (20} Sentisr apeunmodilaled a¢arietonmane Jat i an
?Pegam Onﬁrérileiegé}miﬁé’c?] ﬂrrrfé) dfﬁ) gﬁaij\iéﬁidjé’-ﬂiouh%é ﬁé\ﬂééﬁ(gﬁ): éﬁbrssfrﬂzng one Oc.lvf
Foadsl do SEOIRIE BAT 318 SBiR cABREANSH UBlate SR Hehigie-PPOREdHeyoR B e
devi ce 20 when saifidvehidie-alounted devite 1(1@)ais for genenating tsaich comeminidation alatia
roadsi de ggVifiufatiPy- said carrier wave signal based on predetermined transmission
information and for providing said communication data to said roadside device (20);
and .
said vehicle-mounted device (10) sends a completion request signal to said
‘roadside device (20) after completing said communication operation with said roadside
device (20) unless said roadside device (20) sends said transmission completion
signal.

11421 A vehicle monitoring system according to claim g £ wherein: .

said roadside device (20) is installed in one of an entrance and an exit of said
road, said roadside device (20) being for decrypting said communication data
indicative of toll payment information from said vehicle-mounted device (10) during
said communication operation with said vehicle-mounted device (10), said roadside
device (20) being for performing a toll charge operation to collect toll charge from said
vehicle-mounted device (10) based on said toll payment information and for encrypting
a result of said toll charge operation and sending said encrypted result to said
vehicle-mounted device (10);

said vehicle-mounted device (10) is for sending said encrypted data indicative
of said toll payment information during communication with said roadside device (20);

said vehicle-mounted device (10) is for receiving said encrypted resuilt of said
toll charge operation from said roadside device (20), and for decrypting and storing
said result; and

said vehicle-mounted device (10) and said roadside device (20) transmit said
communication data using a common format.
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12 3k A method for communicating with a roadside device (20) that is
installed along a road, said method comprising the steps of:

encrypting (320) transmission data to be transmitted to said roadside device
(20) before entering a communication area of said roadside device (20);

receiving (6100) a pilot signal from said roadside device (20) upon entering
said communication area of said roadside device (20); '

sending (6100) a pilot response signal to said roadside device (20) after

receiving said pilot signal;

performing (6100) communication operations with said roadside device (20) by
sending said encrypted transmission data and receiving reception data from said

- roadside device (20} after sending said pilot response signal.

decrypting (6500) said reception data from said roadside device (20) after
completing said communication operations with said roadside device (20); and

encrypting (7800) subsequent transmission data after completing said
communication operations with said roadside device (20).

13, A vehicle-mounted communication device (10) which is _installed in a
vehicle and which is for performing communication operations with a roadside device
(20) installed along a road when said vehicle is within a2 communication area of said

ptographic module 14) for en ting transmission data to be transmitted

to_said roadsnde device (20) before said vehicle enters said communication area of

said roadside device (20). and

communication circuit (18) for performing said communication operations with

said roadside device (20) by transmitting said transmission data en'cggted by _said

cryptographic module (14) to said roadside device (20) and by receiving reception data

from said roadside device (20) when said vehicle is within said communication area of
said roadside device (20).
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