[DESCRIPTION]
[Invention Title]
METHOD FOR MEASURING CYBERSECURITY STATE OF SHIP, AND
METHOD FOR EVALUATING CYBERSECURITY RISK AND DETECTING
ABNORMAL SIGN OF SHIP

[ Technical Field]
[1] The present invention relates to a method for measuring a ship cybersecurity
state and a method for assessing a ship cybersecurity risk and detecting anomalies, in
which risk data collected from various sources is indexed and scored according to
various criteria, such as a risk occurrence degree and the like, and ship zones, such as
cabins, bridge rooms, engine rooms, and the like, are categorized according to

importance thereof to provide a quantified risk score of a CBS of each zone.

[Background Art]
[2] In the related art, a technique for assessing or quantifying cyber risks
quantifies the cyber risks based on a network connection. Since such quantification
methods quantify cyber risks in a state of being connected to a general network, there
are limitations in general application depending on the industry.
[3] Currently, typical techniques for cyber threats includes a method of
calculating the overall likelihood of cyber risks by weighting each node in a network
to calculate the likelihood between nodes, and a method of quantifying cyber threats
by installing agents on end-points to collect data that can be obtained from a system.
[4] In a scoring method for various cyber risks, Bayesian probabilities/statistics
requiring probabilistic calculations are used to derive a final risk likelihood through
comparison with past network behavior, or possible cyber threats from each client are
estimated and summed.
[5] In conventional technologies, agents for risk scoring are deployed on end-
points to collect possible risk data or a network is monitored to perform analysis
against past behavior. However, the method of analyzing a ship network can cause

excessive traffic on the network and the method of installing the agents on the end-
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points can violate ship availability, causing limitations in use.

[6] In addition, methods for assessing cybersecurity risks on land are typically
used in the financial sectors, nuclear facilities, general enterprises, infrastructure, and
the like. Ships are required to assess cybersecurity risks at sea, and for this purpose,
the International Association of Classification Society and each classification society
have published cybersecurity risk assessment methods.

[7] As shown in FIG. 6, a diagram comparing ISO 27001 and IACS Rec 171, the
ISO 27001 Information Security Management System standardizes control items for
information security. IACS Rec 171 provides a risk assessment for ships.

[8] Accordingly, based on the control items of the ISO 27001 information
security, risk assessment of a ship can be carried out through IACS Rec 171 in each
phase.

[9] In this regard, in the International Organization for Standardization (ISO)
ISO 31000:2018 "Risk management — Guidelines," risk management is carried out
through the processes of (1) communication and consultation, (2) scope, context and
criteria, (3) risk assessment, (4) risk mitigation, (5) monitoring and review, and (6)
recoding and reporting. Here, the risk assessment includes risk identification, risk
analysis, and risk assessment.

[10] In the International Association of Classification Societies (IACS) Rec 171
"Recommendation on incorporating cyber risk management into Safety Management
Systems", a risk assessment method for ships includes (1) scope defining (S10), (2)
UR E22 categorization (S20), (3) threat list identification (S30), (4) threat-attack-
technology impact (S40), (5) operational threats (S50), (6) risk occurrence likelihood
assessment (S60), (7) risk level assessment (S70), (8) decision on risk mitigation
(S80), (9) risk mitigation (S90), and (10) residual risk (S92), as shown in FIG. 7. The
methods for assessing ship cybersecurity risks published by each of classification
societies, such as Lloyd's Register in the UK, Bureau Veritas in France, Det Norske
Veritas in Norway, and Korean Register of Shipping do not deviate from IACS Rec
171.

[11] The three pillars of security are confidentiality, integrity, and availability,

and, on land, confidentiality and integrity are prioritized among these three pillars of



security.

[12] Assets for risk assessment on land are categorized into servers, network
equipment, security systems, DBMS, application programs, terminals, software,
storage media, control systems, and the like.

[13] Therefore, in the risk assessment methods proposed by IACS or each
classification society, rating of end-users and attacker groups in the process of
deriving the likelihood of risk occurrence during ship construction or ship operation
is insufficiently performed for an insufficient period of time due to unique
characteristics of a maritime environment and is ambiguous due to subjective human
criteria, and thus there is a need for a quantitative method for risk assessment.

[14] In addition, ships are composed of complex systems with multiple CBSs.
Recently, as the proportion of ship facilities in an ICT environment has increased, a
hacking risk and malware attacks are increasing.

[15] Unlike land-based systems, it is not easy to apply countermeasures to block
cyber risks with respect to factors impeding safe operation of ships.

[16] If normal operation data is blocked due to malfunction, false alarms or
overreactions of security equipment, such as penetration blocking systems, serious
physical damage, such as collision or stranding, can occur.

[17] For ships that are rapidly changing to the ICT environment, it is difficult to
block cyber risks against a ship environment and ship facilities in real time under
conditions that a cyberattack detection technique specialized for the ship's unique
environment is not generally used.

[18] Therefore, from the viewpoint of proactive prevention, it is efficient to take
preventive activities by predicting cyber risks that can occur in the ship environment
and calculating a possible path and extent of damage.

[19] The related art is disclosed in Korean Patent Laid-open Publication No. 10-
2020-0029266 (March 18, 2020), Korean Patent Registration No. 10-2406756 (June
10, 2022), Korean Patent Laid-open Publication No. 10-2020-0141774 (December 21,
2020), and Korean Patent Registration No. 10-0604604 (July 24, 2006).

[Disclosure]



[ Technical Problem]

[20] The object of the present invention to provide a method for measuring a ship
cybersecurity state, which can maintain availability without requiring installation or
access to a network of a ship by calculating a risk scale through comparison of a
computer based system (CBS) of the ship with risks collected from various sources,
enables indexing and scoring of risk data collected from various sources according to
various criteria, such as a risk occurrence degree and the like, can classify the ship
into various ship zones, such as cabins, bridge rooms, engine rooms, and the like
according to importance of ship zones, and can provide a quantified risk score for the
CBS of each ship zone.

[21] Another object of the present invention to provide a method for assessing a
ship cybersecurity risk, which can derive a threat exposure rating through severity of
a cyber threat and a degree of exposure upon cybersecurity risk assessment, enables
quantification of risk assessment using the threat exposure rating as a factor for
deriving the likelihood of risk occurrence, and can be applied to risk assessment
through establishment of a quantified ship cybersecurity risk assessment method in a
system to contribute to solving problems in risk assessment due to specificity of a
maritime environment.

[22] A further object of the present invention to provide a method for assessing a
ship cybersecurity risk, which can perform risk assessment in accordance with
cybersecurity requirements of each classification society to fulfill requirements for
cybersecurity in certification of each classification society.

[23] It is yet another object of the present invention to provide a method for
detecting a ship cybersecurity anomaly based on machine learning, which can prevent
security accidents by predicting possible cyber risks based on a ship network topology
and CBS (Computer based System) characteristics information and threat information
detected in real time, and can prevent possible risks due to real-time penetration

blocking, such as false alarms and overreactions of security equipment.

[ Technical Solution]

[24] In accordance with one aspect of the present invention, a method for
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measuring a ship cybersecurity state include: a data collection step in which computer
based system (CBS) data of a ship is collected together with cyber threat and maritime
intelligence data for CBSs; a zone-specific CBS collection and management step; a
data indexing step in which data indexing is performed based on cyber threat score
criteria; a zone-specific risk score calculation step; and a risk mitigation step in which
a ship cybersecurity state is derived according to a risk score and a risk is mitigated.
[25] The cyber threat and maritime intelligence collection step may include
collecting IT cyber risk intelligence and OT cyber risk intelligence, and validating the
intelligence data.

[26] The zone-specific CBS collection and management step may include:
managing CBSs in each ship zone; categorizing the CBSs in each ship zone; listing
the CBSs in each ship zone; and assessing a risk in each ship zone.

[27] The data indexing step may include: categorizing cyber threats;

[28] prioritizing the cyber threats; unifying the cyber threats; and scoring the
cyber threats by priority.

[29] The zone-specific risk score calculation step may further include a weighting
step in which a risk score is weighted according to importance of ship zones including
a cabin, a bridge room, an engine room, and the like.

[30] In accordance with another aspect of the present invention, a method for
assessing a ship cybersecurity risk may include a scoping step in which cybersecurity
requirements for classification societies planned to certify a ship as a risk assessment
target are retrieved upon risk assessment and assets of the ship are identified to set a
cybersecurity scope; a data collection step in which the assets of the ship within the
security scope set in the scoping step are categorized according to a computer based
system (CBS) and a data collection unit collects transmission/reception data for a
plurality of networks connected to the categorized assets; and a risk assessment step
in which a list of threats is identified and analyzed from the data collected in the data
collection step to perform a cybersecurity risk assessment of cybersecurity threats for
each of the plurality of networks.

[31] The scoping step may include: retrieving the cybersecurity requirements

from a database (DB) storing cybersecurity rules required by each of the classification
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societies planned to certify the ship; and setting the scope of the cybersecurity risk
assessment by identifying the assets of the ship according to the cybersecurity
requirements for the classification societies planned to certify the ship upon risk
assessment.

[32] The data collection step may include identifying the assets of the ship and
setting a data collecting duration by taking into account importance of the assets
according to CBS categorization.

[33] The risk assessment step may include an impact assessment step, an attack
surface assessment step, a threat exposure assessment step, and a risk occurrence
likelihood assessment step.

[34] The threat exposure assessment step may include assessing threat exposure
based on an exposure rating calculated by assessing severity and a degree of exposure
instead of applying an end-user and an attacker group for calculating human factors.
[35] The threat exposure may be assessed based on two factors including severity
and the degree of exposure, the severity being categorized into four levels of severity
from 1 to 4 represented by Low, Medium, High, and Critical, respectively, the degree
of exposure being categorized into five levels from 1 to 5 represented by None, CVE,
MCTI, Dark Web, and Naval, respectively; and once the severity and the degree of
exposure are determined, threat exposure ratings may be calculated and categorized
into five levels by adding a rating value of each factor.

[36] In accordance with a further aspect of the present invention, a method for
detecting a ship cybersecurity anomaly based on machine learning includes: a CBS
attack surface information scanning step in which CBS attack surface information is
scanned in real time through a CBS definition unit; a CBS attack surface
quantification step in which the CBS definition unit quantifies a CBS attack surface
based on the CBS attack surface information scanned in the CBS attack surface
information scanning step; a cyber risk index calculation step in which a risk analysis
unit calculates a cyber risk index through machine learning for a CBS quantified in
the CBS attack surface quantification step; and an anomaly graph creation step in
which the risk analysis unit analyzes the cyber risk index calculated in the cyber risk

index calculation step to create an anomaly graph indicating a high hacking risk path



in the CBS.

[37] The cyber risk index calculation step may include generating a risk table
based on CBS security vulnerability information detected in a ship, attack surface
information of CVE and the ship, and information identified from a penetration
detection system connected to an on-board network of the ship.

[38] In the cyber risk index calculation step, the identified information may
include source IP, destination IP, and detection rule importance information to
generate the risk table; and, if CBS security control is set, the cyber risk index may be
calculated by referencing a security control table.

[39] In the anomaly graph creation step, the risk table and a security control table
may be applied to a network topology to map the high hacking risk path in the CBS.
[40] In the anomaly graph creation step, the network topology may be used to
generate the anomaly graph through a tree topology.

[ Advantageous Effects]

[41] The present invention can maintain availability without requiring installation
or access to a network of the ship by calculating a risk scale through comparison of a
computer based system (CBS) of a ship with risks collected from various sources,
enables indexing and scoring of risk data collected from various sources according to
various criteria, such as a risk occurrence degree and the like, and can classify the ship
into various ship zones, such as cabins, bridge rooms, engine rooms, and the like
according to importance of ship zones. The present invention has an effect of
providing a quantified risk score for the CBS of each ship zone.

[42] In addition, the present invention can derive a threat exposure rating through
severity of a cyber threat and a degree of exposure upon cybersecurity risk assessment
and enables quantification of risk assessment using the threat exposure rating as a
factor for deriving the likelihood of risk occurrence.

[43] In addition, the present invention can be applied to risk assessment through
establishment of a quantified ship cybersecurity risk assessment method in a system
to contribute to solving problems in risk assessment due to specificity of a maritime

environment.
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[44] Furthermore, the present invention can fulfill requirements for cybersecurity
in certification of each classification society by performing risk assessment in
accordance with cybersecurity requirements of each classification society.

[45] Furthermore, the present invention can prevent security accidents by
predicting possible cyber risks based on a ship network topology and CBS (Computer
based System) characteristics information and threat information detected in real time,
and can prevent possible risks due to real-time penetration blocking, such as false

alarms and overreactions of security equipment.

[Description of Drawings]
[46] FIG. 1 is a drawing illustrating a method of calculating a risk score for each
zone of a ship and a weighting method according to importance of each zone in a
method for measuring a ship cybersecurity state according to the present invention.
[47] FIG. 2 is a schematic block diagram of the method for measuring a ship
cybersecurity state according to the present invention.
[48] FIG. 3 is a diagram illustrating the step of CBS collection and management
according to ship zones in the method for measuring a ship cybersecurity state
according to the present invention.
[49] FIG. 4 is a diagram illustrating the step of indexing data based on cyber threat
score criteria in the method for measuring a ship cybersecurity state according to the
present invention.
[50] FIG. 5 is a flow diagram illustrating the method for measuring a ship
cybersecurity state according to the present invention.
[51] FIG. 6 is a table illustrating information protection items of the International
Standards Organization (ISO) and risk assessment items of the International
Association of Classification Societies (IACS).
[52] FIG. 7 is a block diagram illustrating a risk assessment procedure of the
International Association of Classification Societies (IACS).
[53] FIG. 8 is a block diagram illustrating a procedure for a ship cybersecurity
risk assessment according to an embodiment of the present invention.

[54] FIG. 9 is a block diagram of an assessment system for performing a ship
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cybersecurity risk assessment according to the present invention.

[55] FIG. 10 is a block diagram of a method for assessing a ship cybersecurity
risk according to an embodiment of the present invention.

[56] FIG. 11 is a flowchart illustrating a method for detecting a ship cybersecurity
anomaly based on machine learning according to an embodiment of the present
invention.

[57] FIG. 12 is a diagram illustrating a risk table including a security control table
in the method for detecting a ship cybersecurity anomaly based on machine learning
according to the present invention.

[58] FIG. 13 is a mapping diagram showing a high hacking risk path in a ship’s
CBS obtained by applying a risk degree and a security control table to a ship’s network

topology according to an embodiment of the present invention.

[Best Mode]

[59] The above and other aspects, features, and advantages of the present
invention will become apparent from the detailed description of the following
embodiments in conjunction with the accompanying drawings.

[60] The terminology used herein is for the purpose of describing particular
embodiments and is not intended to be limiting. As used herein, the terms
"comprises," "comprising," "includes," and/or "including," when used in this
specification, specify the presence of stated features, integers, steps, operations,
elements, components, and/or groups thereof, but do not preclude the presence or
addition of one or more other features, integers, steps, operations, elements,
components, and/or groups thereof. Further, as used herein, the singular forms "a",
"an" and "the" are intended to include the plural forms as well, unless the context
clearly indicates otherwise.

[61] Hereinafter, exemplary embodiments of the present invention will be
described in detail with reference to the accompanying drawings. It should be
understood that the embodiments are provided for complete disclosure and thorough
understanding of the present invention by those skilled in the art and that the present

invention is not limited to the following embodiments and may be embodied in
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different ways by those skilled in the art.

[62] FIG. 1 is a drawing illustrating a method of calculating a risk score for each
zone of a ship and a weighting method according to importance of each zone in a
method for measuring a ship cybersecurity state according to the present invention,
FIG. 2 is a schematic block diagram of the method for measuring a ship cybersecurity
state according to the present invention, FIG. 3 is a diagram illustrating the step of
CBS collection and management according to ship zones in the method for measuring
a ship cybersecurity state according to the present invention, FIG. 4 is a diagram
illustrating the step of indexing data based on cyber threat score criteria in the method
for measuring a ship cybersecurity state according to the present invention, and FIG.
5 is a flow diagram illustrating the method for measuring a ship cybersecurity state
according to the present invention.

[63] Referring to FIG. 1 to FIG. 5, the method for measuring a ship cybersecurity
state according to the present invention includes collecting cyber threats/maritime
intelligence.

[64] Cyber Threat Intelligence (CTI) refers to a method of effectively
counteracting threats through collection of threat information and analysis of a
situation.

[65] The method includes collecting and managing CBS (Computer Based
System) data for each ship zone, and indexing the data based on cyber threat score
criteria to calculate a risk score for each ship zone.

[66] Here, the risk score for each ship zone may be calculated by weighting
according to importance of each ship zone.

[67] Furthermore, a ship cybersecurity state measurement system for performing
the method for measuring the ship cybersecurity state according to the present
invention may include a cyber threat/maritime intelligence data collection unit 10, a
CBS data management unit 20, a cyber threat indexing unit 30, a zone-specific risk
score calculation unit 40, and a cybersecurity state derivation/risk mitigation unit 50.
[68] As shown in FIG. 1, cyber threat/maritime intelligence may be collected and
weighted according to importance of each ship zone (steps A to D) to calculate a risk

score from 0 to 100.
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[69] In addition, the method for measuring a ship cybersecurity state according to
the present invention may include: a data collection step 10 in which overall CBS data
of a ship is collected together with cyber threat and maritime intelligence data for
CBSs; a zone-specific CBS collection and management step 20; a data indexing step
30 based on cyber threat score criteria; a zone-specific risk score calculation step 40;
and a risk mitigation step 50 in which a ship cybersecurity state is derived according
to a risk score and a risk is mitigated.

[70] In the data collection step 10, information technology (IT) cyber risk
intelligence and operational technology (OT) cyber risk intelligence data is collected
and validated.

[71] In addition, the zone-specific CBS collection and management step 20 may
include a zone-specific CBS management step 21, a zone-specific CBS categorization
step 22, a zone-specific CBS listing step 23, and a zone-specific risk assessment step
24, as shown in FIG. 3.

[72] Further, the data indexing step 30 may include a cyber threat categorization
step 31, a cyber threat prioritization step 32, a cyber threat unifying step 33, and a
priority rating scoring step 34, as shown in FIG. 4.

[73] Further, the zone-specific risk score calculation step 40 may further include
a weighting step 45, in which the risk score is weighted according to importance of
each of the ship zones including a cabin, a bridge room, an engine room, and the like.
[74] More specifically, referring to FIG. 5, in the method for measuring a ship
cybersecurity state according to the present invention, a data collection step S1, in
which cyber threat and maritime intelligence data is collected, may include collecting
IT (Information Technology) cyber risk intelligence and OT (Operational Technology)
cyber risk intelligence through a data source, and validating the intelligence data (S11).
[75] Here, in the data collection step S1, the maritime intelligence data may be
collected in advance and stored in a data source, or may be collected by receiving the
stored data.

[76] A zone-specific CBS collection and management step S2 may include
collecting ship CBS data through the data source (S21), categorizing CBSs/analyzing
functions of the CBSs (S22), validating the categorized CBSs (S23), correcting invalid
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CBS data (S24), and managing a CBS system (S25).

[77] In a data indexing step S3 based on cyber threat score criteria, a
multidimensional risk matrix lists possible risk matrixes of a registered CBS and a
risk score is assigned to each of CBS categorization, access rights, intrusion cases,
vulnerabilities, external connection states, accessible ports, and power in a scoring
process for rating.

[78] Therefore, the data indexing step S3 based on the cyber threat score criteria
includes creating a multidimensional risk matrix (S31), validating matrix factors (S32),
and finally creating a single risk matrix (S33) to derive a matrix that integrates the
scores of all registered CBSs.

[79] If it is not possible to generate a single risk matrix, matrix factors are
researched (S34), or if a CBS not conforming to the multidimensional risk matrix is
registered, it is calculated as an exception and assigned a N/A rating.

[80] In a zone-specific risk score calculation step S4, a risk degree/severity of
each ship zone are measured (S41).

[81] Here, a weight may be set according to importance of each ship zone (S45)
and a lower weight may be set when a ship zone (room) is separated from the outside
(closed) upon zone categorization.

[82] In a risk mitigation step (S5), a rating may be assigned based on the risk level,
[83] a ship cybersecurity state according to the risk score may be derived, and a
risk may be mitigated.

[84] Thus, the present invention can maintain availability without requiring
installation or access to a network of the ship by calculating a risk scale through
comparison of a computer based system (CBS) of a ship with risks collected from
various sources, enables indexing and scoring of risk data collected from various
sources according to various criteria, such as a risk occurrence degree and the like,
and can classify the ship into various ship zones, such as cabins, bridge rooms, engine
rooms, and the like according to importance of ship zones. The present invention has
an effect of providing a quantified risk score for the CBS of each ship zone.

[85] Referring to FIG. 8 to FIG. 10, a method for assessing a ship cybersecurity

risk according to the present invention may include: a scoping step in which
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cybersecurity requirements for classification societies planned to certify a ship as a
risk assessment target are retrieved upon risk assessment and assets of the ship are
identified to set a cybersecurity scope; a CBS categorization step in which CBSs
within the cybersecurity scope set in the scoping step are categorized; a data collection
step in which a data collection unit collects transmission/reception data for a plurality
of networks connected to the assets categorized in the CBS categorization step; and a
risk assessment step in which a list of threats is identified and analyzed from the data
collected in the data collection step to perform a cybersecurity risk assessment of
cybersecurity threats for each of the plurality of networks.

[86] More specifically, as shown in FIG. 8, the method for assessing a ship
cybersecurity risk may include (1) a scoping step S110, (2) a computer based system
(CBS) categorization step S120, (3) a threat list identification step S130, (4) an impact
grade assessment step S140, (5) an operational threat assessment step S150, (6) a risk
occurrence likelihood assessment step S160, (7) a risk level assessment step S170, (8)
a risk countermeasure decision step S180, (9) a risk mitigation step S190, and (10) a
residual risk assessment step S192.

[87] In the scoping step S110, the cybersecurity requirements of each
classification society planned to certify the ship as the risk assessment target may be
retrieved and the assets of the ship are identified to set the cybersecurity scope.

[88] In the CBS categorization step S120, the assets of the ship belonging to a
CBS (Computer Based System) category are categorized.

[89] Ships emphasize availability as one of the three pillars of security. In addition,
the ship's assets are categorized as systems included in the CBS (Computer Based
System) category. Therefore, the assets should be categorized according to CBSs upon
identification and categorization of the assets in a ship cybersecurity risk assessment,
and risk analysis and risk countermeasure are performed in consideration of
availability.

[90] In the threat list identification step S130, a list of assets exposed to possible
cybersecurity threats in the CBS category are identified, and transmission/reception
data for a plurality of networks connected to the assets may be collected.

[91] In identification of core equipment and systems, on-board core assets of the
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ship vulnerable to cyberattacks may be identified and assessed.

[92] In impact assessment, consequences of threats may be considered in terms of
availability in the system.

[93] In this case, networks may include Very Small Aperture Terminals (VSATSs),
Information Technology (IT) networks, Operational Technology (OT) networks, and
the like, which interfaces with satellites.

[94] The method may also include a risk assessment step in which a list of threats
identified in the threat list identification step S130 is analyzed to perform a
cybersecurity risk assessment of cybersecurity threats for each of the plurality of
networks.

[95] The risk assessment step may include the impact grade assessment step S140,
the operational threat assessment step S150, and the risk occurrence likelihood
assessment step S160.

[96] The operational threat assessment step S150 may include an attack surface
assessment step S155, which is a first assessment step, and a threat exposure
assessment step S159, which is a second assessment step.

[97] In the attack surface evaluation step S155, an attack surface may be assessed
by considering connectivity S152 and complexity S154.

[98] In the threat exposure assessment step S159, threat exposure may be assessed
by deriving an exposure rating through threat severity (S157) and the degree of
exposure (S158).

[99] That is, the severity, the degree of exposure, and the threat exposure are
presented as factors that can replace an end-user, an attacker group, and human factors,
which are difficult to assess upon risk assessment in IACS Rec 171 taking into account
differences between land and sea, and the presented factors have the effect of
assessing a clear and quantified level of risk on a ship.

[100]  Therefore, according to the present invention, since it is difficult to clearly
determine an end-user and an attacker group for calculating human factors in risk
assessment of TACS Rec 171, it is possible to replace the end-user and the attacker
group with threat exposure to assess a clear and quantified level of risk.

[101] Referring to FIG. 9, a ship cybersecurity risk assessment system 100 may
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include a risk assessment scoping unit 110 configured to set a risk assessment scope
by setting a cybersecurity scope according to cybersecurity requirements for each
classification society, a data collection unit 120 configured to collect
transmission/reception data for a plurality of networks, an analysis unit 130
configured to identify and analyze a list of threats in a CBS category to perform a
cybersecurity risk assessment of cybersecurity threats for each of the plurality of
networks, a database 140 configured to store cybersecurity rules required by each
classification society, and a controller 150 configured to control risk assessment
timing according to importance of assets.

[102]  Thus, the method for assessing a ship cybersecurity risk according to the
present invention includes the scoping step in which the cybersecurity scope
according to cybersecurity requirements for each classification society is set and
databased in the risk assessment scoping unit 110 of the ship cybersecurity risk
assessment system 100, the data collection step in which the assets of the ship within
the security scope set in the scoping step and stored in the database unit 140 are
categorized according to the computer based system (CBS), and
transmission/reception data for the plurality of networks connected to the categorized
assets is collected in the data collection unit 120, and a risk assessment step in which
a list of threats is identified from the data collected in the data collection step and risks
considering availability are analyzed in the risk analysis unit 130 to perform a
cybersecurity risk assessment of cybersecurity threats of each of the plurality of
networks.

[103] In addition, in the scoping step, a database (DB) of cybersecurity rules
required by each classification society planned to certify the ship may be created, and
a scope of the cybersecurity risk assessment may be set to meet the cybersecurity
requirements of the classification societies planned to certify the ship during the risk
assessment.

[104]  Further, in the data collection step, the assets of the ship may be categorized
and the controller 150 may set the data collection timing considering importance of
the assets according to CBS categorization.

[105]  Further, the risk assessment step may include an impact grade assessment
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step, an attack surface assessment step, a threat exposure assessment step, and a
likelihood assessment step. In the threat exposure assessment step,

[106] threat exposure may be assessed by deriving an exposure rating based on
severity of a threat and the degree of exposure.

[107] Referring to FIG. 10, the method for assessing a ship cybersecurity risk
according to the embodiment of the present invention may include a preliminary
consultation and scoping step S100, a risk analysis step S150, and a closure step S200,
in which the preliminary consultation and scoping step S100 may include preliminary
preparation S101; request for project implementation S102; consultation on
certification society S103; consultation on legal compliance country S104;
consultation on objectives, scope, and duration S105; consultation on risk analysis
procedure S106; and request for CBS identification S107.

[108] Furthermore, the risk analysis step S150 may include a pre-analysis step, an
on-board analysis step, and an assessment step.

[109] The pre-analysis step may include CBS categorization (S120), impact grade
assessment (S140), attack surface rating assessment (S155), threat exposure rating
assessment (S159), likelihood rating assessment (S160), and risk level calculation
(S170).

[110]  Further, the threat exposure rating assessment (S159) may be based on two
factors including severity and the degree of exposure, wherein the Severity is
categorized into four levels of severity from 1 to 4 represented by Low, Medium, High,
and Critical, respectively, and the degree of exposure is categorized into five levels
from 1 to 5 represented by None, CVE, MCTI, Dark Web, and Naval, respectively,
and once the severity and the degree of exposure are determined, threat exposure
ratings may be calculated and categorized into five levels from 1 to 5 by adding a
rating value of each factor, in which the degree of exposure categorized into Naval is
Level 5 regardless of severity.

[111]  Furthermore, the on-board analysis may include risk confirmation (S171),
penetration testing (S172), risk analysis checklist (S173), and risk identification and
analysis (S174).

[112]  Further, the assessment step may include risk mitigation level assessment
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(S191a), risk mitigation duration assessment (S191b), response rate limiting (RRL)
calculation (S191c), and protective measure establishment (S191d).

[113]  Further, the closure step may include response plan establishment (S201),
report recording (S202), report review (S203), report submission (S204), and project
closing (S205).

[114]  According to the present invention, in cybersecurity risk assessment, severity
and the degree exposure of a threat may be utilized as factors to derive a threat
exposure rating and the likelihood of risk occurrence, thereby enabling quantification
of the risk assessment.

[115] In addition, according to the invention, a quantified ship cybersecurity risk
assessment method is built into a system and applied to the risk assessment, thereby
providing an effect of contributing to solving the problems of the risk assessment due
to unique characteristics of a maritime environment.

[116] Furthermore, the present invention has the effect of fulfilling cybersecurity
requirements of classification societies by performing a risk assessment in accordance
with the cybersecurity requirements of each classification society.

[117]  FIG. 11 is a flowchart illustrating a method for detecting a ship cybersecurity
anomaly based on machine learning according to an embodiment of the present
invention, FIG. 12 is a diagram illustrating a risk table including a security control
table in the method for detecting a ship cybersecurity anomaly based on machine
learning according to the present invention, and FIG. 13 is a mapping diagram
showing a high hacking risk path in a ship’s CBS obtained by imposing a risk degree
and a security control table on a ship’s network topology according to an embodiment
of the present invention.

[118] Referring to FIG. 11 to FIG. 13, a method for detecting a ship cybersecurity
anomaly based on machine learning according to one embodiment of the invention
may include a CBS attack surface information scanning step S300, a CBS attack
surface quantification step S310, a cyber risk index calculation step S320, and an
anomaly graph creation step S330.

[119] More specifically, as shown in FIG. 11, in the CBS attack surface

information scanning step S300, information of CBS attack surfaces is scanned
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through a CBS definition unit 310.
[120] In the CBS attack surface quantification step S310, the CBS definition unit
310 may quantify the CBS attack surfaces based on the CBS attack surface
information scanned in the CBS attack surface information scanning step S300.
[121] That is, as the proportion of ship facilities in an ICT environment is
increasing, it is possible to prevent damage by quantifying CBS attack surfaces
specialized for a unique environment of the ship, predicting cyber risks in advance,
and calculating possible damage paths and damage scope.
[122] In the cyber risk index calculation step S320, a cyber risk index may be
calculated in a risk analysis unit 320 through machine learning for a CBS quantified
in the CBS attack surface quantification step S310.
[123]  The probability of cyber risk occurrence may be calculated by the following
formula.

P(hackicbs) - P(hack)
[124] P(chs)
[125] In addition, the following formula indicates the probability of damage by

P(hack|chs) =

cyberattacks caused by a CBS detected inside the ship.
126] P{hack|chs)

[127]  Furthermore, in the anomaly graph creation step S330, the risk analysis unit
320 may generate and map a high hacking risk path in the CBS to display the high
hacking risk path by analyzing the cyber risk index calculated in the cyber risk index
calculation step S320.

[128] Here, the CBS value may be obtained from a risk table generated based on
security vulnerability information of the CBS mounted inside the ship, the CVE, the
attack surface information of the ship, and the information identified from a
penetration detection system installed in the internal network of the ship.

[129]  The attack surface information of the ship may be obtained from open port
information, running service information, running daemon information, and the like.
[130] Further, in the cyber risk index calculation step S320, the identified

information may include source IP, destination IP, and detection rule importance
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information to generate a risk table.

[131] In addition, if CBS security control is set, a cyber risk index may be
calculated by referencing a security control table.

[132] That is, since the risk can be mitigated if the CBS security control is set, the
risk table may be generated to include the security control table, as shown in FIG. 12.
[133] Furthermore, as shown in FIG. 13, in the method for detecting a ship
cybersecurity anomaly based on machine learning according to the embodiment of the
present invention, the risk table and the security control table may be imposed on a
network topology to map the high hacking risk path in the CBS, in the anomaly graph
creation step S130.

[134] The network topology refers to a pattern or arrangement, in which network
devices and computer systems are connected to each other, and the network refers to
nodes representing computers or devices connected to share information and data.
[135] In addition, topology refers to a pattern and design of connections between
different interconnected nodes that oversee the flow of information.

[136]  Further, in the anomaly graph creation step S330, the network topology may
generate the anomaly graph through a tree topology.

[137] The tree topology may be formed by combination of stars and a bus topology.
[138] The tree topology allows easy installation of new expansion networks due to
the star characteristics thereof and ease of troubleshooting of connected nodes has an
effect of improving efficiency of the network without affecting a main network.
[139] Furthermore, the tree topology has an advantage of being able to transmit
signals over long distances without signal loss.

[140] Therefore, according to the present invention, it is possible to prevent
security accidents by predicting possible cyber risks based on a ship network topology
and CBS (Computer based System) characteristics information and threat information
detected in real time, and to prevent possible risks due to real-time penetration
blocking, such as false alarms and overreactions of security equipment.

[141] Embodiments of the present invention described above may be implemented
in the form of program instructions executable by various computer components and

recorded on a computer-readable recording medium. The computer-readable
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recording medium may include program instructions, a data file, a data structure, and
the like, solely or in combination. The program instructions recorded on the computer-
readable recording medium may be specially designed and constructed for the present
invention or may be those known and available to those skilled in the art of computer
software. Examples of the computer-readable medium include a hardware device
specifically configured to store and execute the program instructions, including:
magnetic media, such as hard disks, floppy disks, and magnetic tape; optical recording
media, such as CD-ROMs and DVDs; magneto-optical media, such as floptical disks;
ROMs; RAMs; and flash memories. Examples of the program commands include not
only machine language code generated by a compiler, but also high-level language
code executable on a computer using an interpreter or the like. The hardware device
may be configured to operate as one or more software modules to perform the
operations according to the present invention, or vice versa.

[142]  Although some embodiments have been described herein, it should be
understood that these embodiments are provided for illustration only and are not to be
construed in any way as limiting the present invention, and that various modifications
and changes can be made by those skilled in the art without departing from the spirit
and scope of the invention. Therefore, the accompanying claims and their equivalents
are intended to cover such changes or modifications as would fall within the scope

and spirit of the present invention.
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[CLAIMS]

[Claim 1]

A method for measuring a ship cybersecurity state, comprising:

a data collection step in which Computer Based System (CBS) data of a ship
is collected together with cyber threat and maritime intelligence data for CBSs;

a zone-specific CBS collection and management step;

a data indexing step in which data indexing is performed based on cyber
threat score criteria;

a zone-specific risk score calculation step; and

a risk mitigation step in which a ship cybersecurity state is derived according

to a risk score and a risk is mitigated.

[Claim 2]

The method for measuring a ship cybersecurity state according to claim 1,
wherein the cyber threat and maritime intelligence collection step comprises
collecting IT cyber risk intelligence and OT cyber risk intelligence, and validating the

intelligence data.

[Claim 3]

The method for measuring a ship cybersecurity state according to claim 1,
wherein the zone-specific CBS collection and management step comprises:

managing CBSs in each ship zone;

categorizing the CBSs in each ship zone;

listing the CBSs in each ship zone; and

assessing a risk in each ship zone.

[Claim 4]

The method for measuring a ship cybersecurity state according to claim 1,

wherein the data indexing step comprises:
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categorizing cyber threats;
prioritizing the cyber threats;
unifying the cyber threats; and
scoring the cyber threats by priority.

[Claim 5]
The method for measuring a ship cybersecurity state according to claim 1,
wherein the zone-specific risk score calculation step further comprises a weighting
step in which a risk score is weighted according to importance of ship zones including

a cabin, a bridge room, an engine room, and the like.

[Claim 6]

A method for assessing a ship cybersecurity risk, comprising:

a scoping step in which cybersecurity requirements for classification
societies planned to certify a ship as a risk assessment target are retrieved upon risk
assessment and assets of the ship are identified to set a cybersecurity scope;

a data collection step in which the assets of the ship within the security scope
set in the scoping step are categorized according to a Computer Based System (CBS)
and a data collection unit collects transmission/reception data for a plurality of
networks connected to the categorized assets; and

a risk assessment step in which a list of threats is identified and analyzed
from the data collected in the data collection step to perform a cybersecurity risk

assessment of cybersecurity threats for each of the plurality of networks.

[Claim 7]

The method for assessing a ship cybersecurity risk according to claim 6,
wherein the scoping step comprises: retrieving the cybersecurity requirements from a
database (DB) storing cybersecurity rules required by each of the classification
societies planned to certify the ship; and setting the scope of the cybersecurity risk
assessment by identifying the assets of the ship according to the cybersecurity

requirements for the classification societies planned to certify the ship upon risk
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assessment.

[Claim 8]

The method for assessing a ship cybersecurity risk according to claim 6,
wherein the data collection step comprises identifying the assets of the ship and setting
a data collecting duration by taking into account importance of the assets according

to CBS categorization.

[Claim 9]

The method for assessing a ship cybersecurity risk according to claim 6,
wherein the risk assessment step comprises an impact assessment step, an attack
surface assessment step, a threat exposure assessment step, and a risk occurrence

likelihood assessment step.

[Claim 10}

The method for assessing a ship cybersecurity risk according to claim 9,
wherein the threat exposure assessment step comprises assessing threat exposure
based on an exposure rating calculated by assessing severity and a degree of exposure

instead of applying an end-user and an attacker group for calculating human factors.

[Claim 11]

The method for assessing a ship cybersecurity risk according to claim 10,
wherein the threat exposure is assessed based on two factors comprising severity and
the degree of exposure, the severity being categorized into four levels of severity from
1 to 4 represented by Low, Medium, High, and Critical, respectively,

the degree of exposure being categorized into five levels from 1 to 5
represented by None, CVE, MCTI, Dark Web, and Naval, respectively; and

once the severity and the degree of exposure are determined, threat exposure
ratings are calculated and categorized into five levels by adding a rating value of each

factor.
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[Claim 12]

A method for detecting a ship cybersecurity anomaly based on machine
learning, comprising:

a CBS attack surface information scanning step in which CBS attack surface
information is scanned in real time through a CBS definition unit;

a CBS attack surface quantification step in which the CBS definition unit
quantifies a CBS attack surface based on the CBS attack surface information scanned
in the CBS attack surface information scanning step;

a cyber risk index calculation step in which a risk analysis unit calculates a
cyber risk index through machine learning for a CBS quantified in the CBS attack
surface quantification step; and

an anomaly graph creation step in which the risk analysis unit analyzes the
cyber risk index calculated in the cyber risk index calculation step to create an

anomaly graph indicating a high hacking risk path in the CBS.

[Claim 13]

The method for detecting a ship cybersecurity anomaly based on machine
learning according to claim 12, wherein the cyber risk index calculation step
comprises generating a risk table based on CBS security vulnerability information
detected in a ship, attack surface information of CVE and the ship, and information
identified from a penetration detection system connected to an on-board network of

the ship.

[Claim 14]
The method for detecting a ship cybersecurity anomaly based on machine
learning according to claim 13, wherein, in the cyber risk index calculation step,
the identified information comprises source IP, destination IP, and detection
rule importance information to generate the risk table; and,
if CBS security control is set, the cyber risk index is calculated by referencing

a security control table.
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[Claim 15]
The method for detecting a ship cybersecurity anomaly based on machine
learning according to claim 12, wherein, in the anomaly graph creation step, the risk

table and a security control table are applied to a network topology to map the high
hacking risk path in the CBS.

[Claim 16]
The method for detecting a ship cybersecurity anomaly based on machine
learning according to claim 12, wherein, in the anomaly graph creation step, a network

topology is used to generate the anomaly graph through a tree topology.





