- 1 - Name of DocumentDESCRIPTION Title of the
InventionCOMMUNICATION SYSTEM AND COMMUNICATION
METHOD Technical Field [0001] The present invention relates to
communication systems and communication methods, devices,
information processing apparatuses and methods, programs, and
recording media. Particularly, the present invention relates to a
communication system and communication method, a device, an
information processing apparatus and method, a program, and a
recording medium with which communication can be performed security
Namand Yerycconveniently ysa sinmale @onfiguration. Background Art [0002]
As systems that perform near field communication, for example, IC
TitntefatbBTifclity8ystems are widslKRBWARTTAN |G Cafd-bystem, a

Eﬁﬂg? iter forms what is called an RF (Radio Frequency) field
com magr#/eﬁlfg}ewd%%?éa?eraﬂng an electromagnetic wave. Then, when an

Tec iz €aLhcames glose to the reader/writer, the IC card receives supply of
electric power by electromagnetic induction and performs data
r0otransmission with the reader/writer. [0003]

The present invention relates to communication systems
and communication methods, devices, information processing
apparatuses and methods, programs, and recording media.
Particularly, the present invention relates to a
communicaticon system and communication method, a device, an
information processing apparatus and method, a program, and
a recording medium with which communication can be performed
security and very conveniently by a simple configuration.
Background Art
[0002]

As systems that perform near field communication, for
example, IC (Integrated Circuit) systems are widely known.
In an IC card system, a reader/writer forms what is called
an RF (Radio Frequency) field (magnetic field) by generating
an electromagnetic wave. Then, when an IC card comes close
to the reader/writer, the IC card receives supply of
electric power by electromagnetic induction and performs
data transmission with the reader/writer.

00031

In the IC card system, if a plurality of IC cards come



In the IC card system, if a plurality of IC cards come - 2 - close to one
reader/writer, the reader/writer has to identify each of the plurality of IC
cards, specify a counterparty of communication, and perform
communication. [0004] As a method for identifying a plurality of IC
cards, a method in which IDs as unique identification numbers are
assigned to the IC cards and the IDs are reported from the IC cards to a
reader/writer has been proposed. K uhigue IDs are assigned to the IC
cards as described above, IDs do not coincide among IC cards. [0005]
Furthermore, a method in which a random number is generated and the

clommdom numbeeistempararily tisedras arows 1D and€ card has been

. . proposed. When random numbers are used as IDs, it could possibly occur

1defhat the &3Me radddmahupdberds LsBd @k i Duinalpluralitg of I cards.
Intthis case if afreaderlwriter %ends data to the ID, the plurality of IC cards

“CHrespona simultandoush to-cause RterfrendeS(coMsidng SGHHAL tifs- 1o -

[ 0 okegader/writer is not allowed to normally obtain a response from the IC
cards. [0006] A proposal has been made to accurately identify each of
a plaradityrefrcoumteipartiescoficommunicatipns.and preyvent receiviRgtds, a
responses simultaneously from two or more counterparties of

me LEgrmnidhications wWhie preventisrsudigniification numbers are

assigned to the IC cards and the IDs are reported from the
IC cards to a reader/writer has been proposed. If unique
IDs are assigned to the IC cards as described above, IDs do
not ceincide among IC cards.

[0005]

Furthermore, a method in which a random number is
generated and the random number is temporarily used as an
own ID in an IC card has been proposed. When random numbers
are used as IDs, it could possibly occur that the same
random number 1s used as an ID in a plurality of IC cards.
In this case, if a reader/writer sends data to the ID, the
plurality of IC cards respond simultanecusly to cause
interference (collision), so that the reader/writer is not
allowed to normally cbtain a response from the IC cards.
[0006&]

A proposal has been made to accurately identify each of
a plurality of counterparties of communications and prevent
receiving responses simultanecusly from two or more

counterparties of communications while preventing such a



situation (e.g., refer to Patent Document 1). [Patent Document 1]
Japanese Patent No. 3695464 Disclosure of the Invention Problems to be
Solved by the Invention [0007] By the way, when one ID is assigned to
one IC card, it is possible to identify the IC card. However, for example, in
a case where it is desired to allow using one IC card for a plurality of
services and to assign IDs individually for the services, the number of IDs
increases, so that it cannot be said that-this is an optimal method. [0008]
Furthermore, when IDs are assigned to IC cards, the IDs can be read by
any reader/writer. Thus, for example, if an IC card is owned, the owner of

sitihecard is ideqtified endhe basis:afdhe 1D heraeh soithat problems of
privacy or security, such as the invasion of privacy of the person, have
exiied. §0009]c cWSONIEC18092 (NEEHR- 1Fhas heeN defidéd as &
standard in which NFCIP (Near Field Communication - Interface and

Displa5EdR19S stdafdized Whith is a method of identifying IC cards or
oo L o e Cor el i e
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By the way, when one ID is assigned to one IC card, it
is possible to identify the IC card. However, for example,
in a case where it is desired to allow using one IC card for
a plurality of services and to assign IDs individually for
the services, the number of IDs increases, so that it cannot
be said that this is an optimal method.

[0008]

Furthermore, when IDs are assigned to IC cards, the IDs
can be read by any reader/writer. Thus, for example, if an
IC card is owned, the owner of the card is identified on the
basis of the ID thereof, so that problems of privacy or
security, such as the invasion of privacy of the person,
have existed.

[C009]

ISC/IEC18092 (NFCIP-1) has been defined as & standard
in which NFCIP (Near Field Communication - Interface and
Protocol)-1 is standardized, which is a method of
identifying IC cards or RFIDs existing in a range where
communication with a reader/writer is allowed. According to

this standard, ccllision can be prevented without sending



- 4 - IDs unique to IC cards or RFIDs to a reader/writer. [0010]
However, in NFCIP-1, since IDs unique to IC cards or RFIDs are not sent,
it is not possible to identify individual ID cards or RFIDs themselves in this
state. Thus, if it is needed to identify individual IC card or RFIDs, it can be
considered to store IDs unique to IC cards or RFIDs in data areas of chips
and to send the unique IDs to a reader/writer as needed. However,
according to this method, it is needed#o send the IDs unique to IC cards
or RFIDs securely by encryption. [0011]  Embodiments of the present
invention allow performing information communication securely and very
IDgonveriently by BCinmplaiconfiguratidn: Mearss foeSddvingvthecRroblems
[0012]
[0010]

However, in NFCIP-1, since IDs unigue to IC cards or
RFIDs are not gent, it is not possible to identify
individual ID cards or RFIDs themselves in thig state. Thus,
if it ie needed to identify individual IC card or RFIDs, it
can be considered to store IDs unigue to IC cards or RFIDs
in data areas of chips and to send the unigque IDs to a
reader/writer as needed. However, according to this method,
it ig needed to send the IDs unigque to IC cards or RFIDs
gecurely by encryption.

[0011]

Embodiments of the present invention allow performing
information communication securely and very conveniently by
a simple configuration.

Means for Sclving the Probiems
[0012]

According to a first aspect of the present invention,
there ig provided a communication system configured of an
information processing apparatus and a device that perform
communication, wherein the information processing apparatus
comprises first storage means that stores one or more keys;

polling-request generating means that generates a polling

request including an identifier identifying the key; and



According to a first aspect of the present invention, there is provided a
communication system configured of an information processing apparatus
and a device that perform communication, wherein the information
processing apparatus comprises first storage means that stores one or
more keys; polling-request generating means that generates a polling
request including an identifier identifying the key; and -5 - obtaining
means that reads the key identified by the identifier from the first storage
means, and that decrypts encrypted data by the key to obtain a random
number, the encrypted data being included in a polling response supplied

obtféQ'HjIB% %é%é”%ﬁ%@@@é@éh%}i@_@”iﬂ@f equest: @@q@@%@ingh@ device
comprises random-number generating means that generates a random

idemimber: secanch stdtage meansthat storesnenes of mate keys;treadingypt s
means that reads a key corresponding to the identifier included in the

eNGIoIig Fe st froth tHessdedid stordlgeahBars; EHeARIing ik 4TS thate

encrypts the random number_generated by the random-number :
oG HETRlInG i<y e tey TEaA by the ToRtmng Tgarc aRAr = 3P ied

£ rcpolingsrepponse generaling means that.genstates the pelling Lesponse
including data of the random number encrypted.by the encrypting means.
whe[0818] thd hekeydnay becohfigured:saias to: helmiquehnideatified by@ans
first identifier and a second identifier, the second identifier being
thagyistrtimaie fFthe firstidertiferrRnd eaBROPHR first SRPaydARans ERi
the second storage m%ans may be configured to s%)re each of the fg{st
1 | g&&?

S LORRRUAG e sEKOY idEH itier &RtV A dssodfatioh SoTaf THEY
coz@@g@$ﬁa¥§§tangﬁgmgdgﬁ@%%qut%ﬁ@@&@%ﬁBQﬁﬁthe polling

request frem the second storage means; encrypting means that
encrypts the random number generated by the random-number
generating means by the key read by the reading means; and
polling-response generating means that generates the polling
response including data of the random number encrypted by
the encrypting means.

[0013]

The key may be configured so as Lo be uniquely
identified by a first identifier and a second identifier,
the second ldentifier being subcordinate to the first
identifier, and each of the first storage means and the
second storage means may be configured to store each of the
first identifier, the second identifier, and the key in
assoclation.

(0014}

The pelling-request generating means may be configured



to include the first identifier as the identifier in the polling request, the
polling-response generating means may be configured to further include
the second identifier in the polling response, and the obtaining means is
configured to identify the key from the first identifier included in the polling
request and the second identifier included in the polling response and to
read the key from the first storage means. [0015] The device may be
configured to further comprise first hagh calculating means that performs a
calculation in which a hash function is applied to the random number
generated by the random-number generating means, the polling-response
togeneratidg méanstmay tbeictnfigufedcto fusthehinclubieng fifst dlashivailee
calculated by the first hash calculating means in the polling response, and

POl iforivib A Hrocés¥ing pparatis AEBECofififed o fifthBpans may
comprise sec hash calculating means that performs, a.calculation.in .

e on I S S i B e by e

£ hebi¥NIng Means; sRd £OMpatingrneans that compares asecand bashgured
value calculated by the second hash calculating means with the first hash

tovaldenndliged irethieepollingrresponse. 0816l Accordingsto alseconded in
aspect of the -7 of the present invention, there is provided a

EhgomtuhicitionSHBfibY SFalcdhfmupfGaidh sydtth tohfiguredofaied in
rninformation pracessing apparatys and a.device fnat periomm, . ¢1..4¢
CoMmunic ion, Wherein the mformation processm§ apparatus comprises

st thessieps.ef stering one or more keys; polling-request generating of
generating a polling request in which an identifier identifying the key is
[ochided; and obtaining of reading the key identified by the identifier, and

decrypting encrypted data by the key to obtain a random number, the
enchypted@dttBeilg indGdEPma PBIRG rESpdisetdippliediont fife first

nadgvice LIEDPRE the, pol %{eg;%ersjgo%%dswgeé%ﬁ%@‘i%%‘i‘%% in which
comprises the sjtegs o?genera INg a ranaom numbeér;’s oring one or more

a Ke¥s: reading afeyicorrespending to theddentifieninchudadin thepolinges by
request; encrypting the generated random number by the read key; and

thgemerating the:pbling gesponrseiingl udigndatadi¢cheendryptedrasdonse
number. [0017]  In the communication system and communication

JeRfIRG BECHERMYIOAY dbBVE A_pEsSTIné PrésBhtiHentiBn 1euth &f
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an identifier indica ing whic iey amgng e one or more stored keys IS'to

meBByIsed is sentfrom one todhe other, and onwa receiving-sigde iefsuch

data, a generated random number is encrypted using the key
preoegespongingptaratus may be configured to further comprise
second hasgh calculating means that performs a calculation in
which a hash function is appiied to the random number
obtained by the obtaining means; and comparing means that
compares a second hash value calculated by the second hash
calculating means with the first hash value included in the
polling response.

[0016]

Acecording to a seccond aspect of the



-8 the identifier, and the encrypted random number is returned to the
counterparty from which the data has been sent. [0018]  According to a
third aspect of the present invention, there is provided an information
processing apparatus that performs communication with a device,
comprising storage means that stores one or more keys; polling-request
generating means that generates a polling request in which an identifier
identifying the key is included; and ebfaining means that reads the key
identified by the identifier from the storage means, and that decrypts
encrypted data by the key to obtain a random number, the encrypted data
ofbeing ipeladed in apoingiresponse:sappleddram the dewicedmirespbnse ion
to the polling request. [0019]  The key may be configured so as to be
meﬁh@ﬁleﬂ/ﬁdénﬁmw&ﬁ&jiﬁéntﬁléﬁﬁ%ﬁﬂ & sedoreigentifidr, fie second

entlfler being subordinate to the first |dent|f08r and the stor%ge means .
may”@e cgrlljflg%ré)&1 6 Stord AR B e firstidanbifiey Zthé Second |dgﬁf:f|e<3rrm

cofthd e key Bhassaciation, [QQZ0] ; o sEhe pelling:r 9eRerling s ratus

means may be conflgured to include the first identifier as the |dent| er in
cotlierpeliirg tequest dpe poflingtresporse-mayhe aanfigured:to; -polling-

request generating of generating a polling request in which
an identifier identifying the key is included; and obtaining
of reading the key identified by the identifier, and
decrypting encrypted data by the key to cobtain a random
number, the encrypted data being included in a polling
response supplied from the device in response to the polling
regquest; and wherein the device comprises the steps of
generating a random number; storing one or more keys;
reading a key corregponding to the identifier inciuded in
the polling request; encrypting the generated random number
by the read key; and generating the polling response
including data of the encrypted random number.

[0017]

In the communication sgystem and communication method
according to the above aspects of the present invention,
each of both parties that perform communication stores one
or more keyg, data of an identifier indicating which key
among the one or more stored keys is to be used is sent from
one to the other, and on a receiving side of such data, a
generated random number ig encrypted using the key

corresponding to



further include the second identifier, and the obtaining means may be
configured to identify the key from the first identifier included in the polling
request and the second identifier included in the polling response, and
read the key from the storage means. [0021]  Hash calculating means
that performs a calculation in which a hash function is applied to the
random number obtained by the obtaining means, and comparing means
that compares a hash value calculate@ by the hash calculating means with
a hash value included in the polling response may be further provided.
[0022] According to a fourth aspect of the present invention, there is
therovded a tommuaicdtiammethod pbaadnfoamdtion processingsapparatused
that performs communication with a device, comprising a reading
o chhfolfiRy tehrorcontrofiriyireadirtofdite K&y-floRPéh&EEMOTEREYS
[085"%‘@‘1 in storage means; a polling-request generating step of generating a
ing request in which an identifier identifying the key is included; and an
obtaiping,step of reading the-key identified py the identifienfromthent ion,
storage means under control of the reading controlling step, and
theleeryptingenciyipted datal by thenkey tonolptainca sandom aumbentthe 16t
- encrypted data being included in a polling response supplied from the
pePEYIER N FESPBHBE I8 ThePoihE tedudsty [0023] COBTELIRG tEFMATE
as ecthof the present invention, there f? rovided ihgro ram of a ¢omputer
Controlsary ﬁ]?grrﬁﬁ?onoﬁro%gggnge Sparé:fﬁ)s at performs -
geSOMMURication.with adevice, comprising ageading copugling Stepotyn i ch
controlling reading of one key from one or more keys stored in storage
an NMednst apollingirpeuesrgenerating skep/ofigenatatingladolleagtequestining
which an identifier identifying the key is included; and an obtaining step of

megaiiig e Keypéentified by the fsniitiér fonfihe Si6rag@ Héarts-Gider-om
oSO ot contolg e nd deenpina spopisd g .
kegen%%g;}gg@;@ﬂnae supplisd fromdbe device intesponsedodhe polingngy
incgldea in a polling response supplied from the device in
response to the polling request.

[0019]

The key may be configured so as to be uniquely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and the storage means may be configured to store
each of the first identifier, the second identifier, and the
key in association.

[oo20]
The polling-request generating means may be configured

to include the first identifier as the identifier in the

polling request, the polling response may be configured to



[0024] According to a sixth aspect of the present invention, there is
provided a program recorded thereon, the program causing a computer
that controls an information processing apparatus that performs
communication with a device to execute processing comprising a reading
_ Il controlling step of controlling reading of one key from one or more
keys stored in storage means; a polling-request generating step of
generating a polling request in which &n identifier identifying the key is
included; and an obtaining step of reading the key identified by the
identifier from the storage means under control of the reading controlling
fusteps antdeongstingrencrypteddata by the key to ebirtheandomining
number, the encrypted data being included in a polling response supplied

medeptn I/ &R T esponssitd thel piftd fequele (6625157 th e f1rst
g nformation processing method, communication method, and program. .,
+egecarding t]ﬁcéaﬁ) fptﬁe prege i

according to ove aspects o nt invention, one or more keys
ia&fe stered, and-information fenuniguely:idgntifyisg smsteredikey isdneluded

in a polling request that is generated when communication with another
keqapparatus Is=perfarmeg: [@626}s . According to a seventh aspect of the

present invention, there is provided a device that performs communication
[0@dth!an information processing apparatus, comprising random-number

deneraing means lal,gencrates afandom qymbels sorags meareat 1
storeés’one or more Keys; reading means that reads a key from the storage

whingans, the.key-correspanding to-an identifier for ideniifying:tha ke r
included in a polling

obtained by the obtaining means, and comparing means that

compares a hash value calculated by the hash calculating

means with a hash value included in the polling response may

be further provided.

[coz22]

According to a fourth aspect of the present invention,
there is provided a communication method of an information
processing apparatus that performs communication with a
device, comprising a reading controlling step of controlling
reading of one key from one or more keys stored in storage
means; a polling-request generating step of generating a
polling request in which an identifier identifying the key
is included; and an obtailning step of reading the key
identified by the identifier from the storage meansg under

control of the reading controlling step, and decrypting

encrypted data by the key to cbtain a random number, the



- 12 - request from the information processing apparatus; encrypting
means that encrypts the random number generated by the
random-number generating means by the key read by the reading means;
and polling-response generating means that generates the polling
response including data of the random number encrypted by the
encrypting means. [0027]  The key may be configured so as to be
uniquely identified by a first identifier’ghd a second identifier, the second
identifier being subordinate to the first identifier, and the storage means
may be configured to store each of the first identifier, the second identifier,

enangithe keyan asbediation. jo028kd Thepaliiid-tesponserengratiigrr L ied
means may be configured to further include the second identifier in the

£ o5BllingreSFEAsE (602912 SPMh lcliBing theahsdhatikifoims a

E cglation in which a hash function is applied to the random number
generated by the random-number generating means may be further

proyided -ane ¢he: polingyesponsegenerating means4ray.be tonbigurac,

to further include a hash value calculated by the hash calculating means
thértheipoliimgvespohse. [003¢am of a computer that controls an
information processing apparatus that performs communication
with a device, comprising a reading controlling step of
controlling reading of one key from one or more keys stored
in storage means; a polling-request generating step of
generating a polling request in which an identifier
identifying the key is included; and an obtaining step of
reading the key identified by the identifier from the
storage means under control of the reading controlling step,
and decrypting encrypted data by the key to obktain a random
number, the encrypted data being included in a polling
response supplied from the device in response to the polling
regquest.
[0024]

According to a sixth aspect of the present invention,

there is provided a program recorded thereon, the program
causing a computer that controls an information processing

apparatus that performs communication with a device to

execute processing comprising a reading



-13-  According to an eighth aspect of the present invention, there is
provided a communication method of a device that performs
communication with an information processing apparatus, comprising a
random-number generating step of generating a random number; a
reading controlling step of controlling processing for reading a key from
storage means where one or more keys are stored, the key corresponding
to an identifier for identifying the key ieluded in a polling request from the
information processing apparatus; an encrypting step of encrypting the
random number generated by processing in the random-number
cowgeneldtingstep &y thé keywhosklreadingsrabiberredontrsiieldy from one
processing in the reading controlling step; and a polling-response
oT JBABFAtiFRYSelS 6P §BRerdting th& PofingFRESonsk ﬁ%ﬁ:bﬁ@d&iﬁ%ﬁﬁ&
gerdadom numl eerrﬁe“%ypt%%@ rogessIn éﬁtffr%% {ng5eRJO08 kn an
ccording to a ninth aspect of the preserit invention, there is provided a
i aPregram-of 3 gamputesithat eontrals.a devicethatipedorns:d an obtaining
communication with an information processing apparatus, comprising a
st ¢anddmareadbiergyenecatiey stepeaot geheeatingya rArdomdlanmbeica from
reading controlling step of controlling processing for reading a ke)é from

thedihge AEaRaRRE S BN ST [oRe kBys Gfe Sdfed IREKEY cOREEHGHdINGY
to an identifier for identifying the key .- 14 - _ingluded | l N
8t??%?nné_]ﬂeé] %lgr rori%g%rll}.l Igg(: Idefgggd atam%é?l %glén % E](g rgﬂ{ﬂs%tﬂ

&inférmation processing apparatus: an encrypting step of

ra£86LYPLHNgtRe- random aumhergenerpied bydrasessing indbe in a

random-number generating step by the key whose reading has been
porontiglleckby processingrin kel reading tbatroling stepj andesponse toe the

polling-response generating step of generating the polling response
Poldcliding et 6fthe random number encrypted by processing in the

{Oggcs;r]yptlng,step. [0032]

In the information processing method, communication
method, and program according to the above aspects of the
present invention, one or more keys are stored, and
information for uniquely identifying a stored key is
included in a polling request that is generated when
communication with another apparatus is performed.

[c026]

According to a seventh aspect of the present invention,
there is provided a device that performs communication with
an information processing apparatus, comprising random-
number generating means that generates a random number;
storage means that stores one or more keys; reading means
that reads a key from the storage means, the key
corresponding to an identifier for identifying the key

included in a peolling



According to a tenth aspect of the present invention, there has provided a
program recorded thereon, the program causing a computer that controls
a device that performs communication with an information processing
apparatus to execute processing comprising a random-number generating
step of generating a random number; a reading controlling step of
controlling processing for reading a key from storage means where one or
more keys are stored, the key corresponding to an identifier for identifying
the key included in a polling request from the information processing
apparatus; an encrypting step of encrypting the random number

recgeNerated by e&oﬁc;;gg%mﬁ 5%?6 -ggm%{gge &a@igt%%e by the

ey whose readi een contro y processing in the reading
enceQralling stepnand aaolling-tegpopse genemingstep e generating theq
polling response including data of the random number encrypted by
by ploeessingdmthesheryptisg: stept [00B83feanin the ddvicesepmmuanicationt:he
method, and program according to the above aspects of the present

reagh yBALGHE M imBnZfon-fd? SaerRifying Shed&y HRong OnB o iforena t
genSS: dclyded in g E%'H%g reqyest sg ”EHS%%J}% er,apparas, goe key is .,
key it itse

read among one or more keys stored it itself, anda generated random

numBdmbenisenorypied pyithe keycAdyantagesiG34]  According to the

above aspects of the present invention, it is possible to deal with a
[ COglatality of information, and to perform communication in a state with high
security when these information is communicated. Brief Descrigtion of the
Y

[Ng%ﬁmﬁﬁy may be configured so as to be unique
identified by a first identifier and a second identifier,
the second identifier being subordinate tc the first
identifier, and the storage means may be configured to store
each of the first identifier, the second identifier, and the
key in association.
[0028]

The polling~response generating means may be configured
to further include the second identifier in the polling
response.

[0029]

Hash calculating means that performs a calculation in
which a hash function is applied to the random number
generated by the random~number generating means may be
further provided, and the pclling-response generating means
may be configured to further include a hash value calculated
by the hash calculating means in the polling response.

[0030]



[0036] Fig. 1is a diagram showing a configuration of an embodiment of
a communication system to which present invention is applied.  Fig. 2 is
a flowchart that explains an operation of the communication system
shown in Fig. 1.  Fig. 3 is a flowchart that explains details of a
polling-request generating and sending process executed in step S101.
Fig. 4 is a flowchart that explains a polling-response - 16 - generating and
sending process executed in step5122.-  Fig. 5 is a flowchart that
explains details of a random-number obtaining process executed in step

5103. Fig. 6 is a diagram for explaining generation of a polling request.
According to an eighth aspect of the present invention,

there ig provided a communication method of a device that
performs communication with an information processing
apparatus, comprising a random-number generating step of
generating a random number; a reading controlling step of
controlling processing for reading a key from storage means
where one or more keys are stored, the key corregponding to
an identifier for identifying the key included in a polling
request from the information processing apparatus; an
encrypting step of encrypting the random number generated by
processing in the random-number generating step by the key
whose reading has been controlled by processing in the
reading controlling step; and a polling-response generating
step of generating the polling response including data of
the random number encrypted by processing in the encrypting
step.

[0031]

According to a ninth aspect of the present invention,
there is provided a program of a computer that controels a
device that performs communication with an infoyrmation
processing apparatus, comprising a random-number generating
step of generating a random number; a reading controlling
step of controlling processing for reading a key from
storage means where one or more keys are stored, the key

corresponding to an identifier for identifying the key



Fig. 7 is a diagram for explaining a data structure of a polling request.
Fig. 8 is a diagram for explaining generation of a polling response. Fig.
9 is a diagram for explaining a data structure of a polling response.
Fig. 10 is a diagram for explaining a process at a time of obtaining a
random number B from a polling response. Fig. 11 is a diagram
showing another configuration of a communication system to which the
present invention is applied. Fig.1®2 i3 a diagram for explaining secret
keys stored in a secret-key storage unit 301. Fig. 13 is a diagram for
explaining generation of a polling request. Fig. 14 is a flowchart that
incaxplains tetailspof dnotienpravess refating tofgenerationtarid Sénding of a
polling response, executed in step 5122, 15 is_a diagram for

Fig.
PrOSgREnTg GERIARGMEF a POIRYTEERoMSE sfep” S enchiptong the

random number generated by processing in the random-number
generating step by the key whose reading has been controlled
by processing in the reading controlling step; and a
polling-response generating step of generating the pcelling
response including data of the random number encrypted by
processing in the encrypting step.

[0032]

According to a tenth aspect of the present invention,
there has provided a program recorded thereon, the program
causing a computer that controls a device that performs
communication with an information processing apparatus to
execute processing comprising a random-numbex generating
step of generating a random number; a reading controlling
step of controlling processing for reading a key from
storage means where one or more keys are stored, the key
corresponding to an identifier for identifying the key
included in a polling request from the information
processing apparatus; an encrypting step of encrypting the
random number generated by processing in the random-number
generating step by the key whose reading has been controlled
by processing in the reading controlling step; and a
polling-response generating step of generating the polling

response including data of the random number



-17 -  Fig. 16 is a diagram for explaining a data structure of a polling
response.  Fig. 17 is a flowchart that explains details of another process
relating to obtaining of a random number, executed in step S103.  Fig.
18 is a diagram for explaining a process at a time of obtaining a random
number B from a polling response. Description of Signs [0036] 50
communication system, 100 reader/writer, 101 secret-key storage unit,
102 input/output unit, 103 RAM, 104 ?;?rbl\?l, 105 CPU, 106 cryptographic
calculating unit, 200 IC card, 201 input/output unit, 202 random-number
generating unit, 203 secret-key storage unit, 204 |D storage unit, 205 data
SNGIHIAGE Uity 206 REM S20° CPU, 988 Eiyptographie calctifating unit, 300
[0 {Sg%q:r/writer, 301 secret-key storage unit, 302 hash calculating unit, 400
card, 401 secret-key storage unit, 402 hash calculating unit Best Mode

for Garrying Qutthednvention (9034} ; ohlereinafier, embodimests.pf the
present invention will be described with reference to the drawings. [0038]
according to the above aspects of the present invention,
from information for identifying one key among one or more
keyg, included in a polling reguest sent from another
apparatus, one key is read among cone or more keys stored it
itgelf, and a generated random number ig encrypted by the
key.
Advantages
{0034]

According to the above aspects of the present invention,
it is posgible to deal with a plurality of information, and
to perform communication in a state with high security when
thege information is communicated.

Brief Description of the Drawings
[0035]

Fig. 1 ig a diagram showing a configuration of an
embodiment of a communication system to which present
invention is applied.

Fig. 2 is a flowchart that explains an operation of the
communication system shown in Fig. 1.

Fig. 3 18 a flowchart that explains details of a
polling-request generating and sending process executed in
step S101.

Fig. 4 is a flowchart that explains a polling-response



[Example of System Configuration] Fig. 1 is a block diagram showing an
example - 18 - configuration in an embodiment of a communication
system 50 to which the present invention is applied. The communication
system 50 is configured of a reader/writer 100 and an IC card 200, and,
for example, the reader/writer 100 and the IC card 200 perform
communication by wireless via their individual antennas or the like. [0039]
The reader/writer 100 is configured tofinclude a secret-key storage unit
101, an input/output unit 102, a RAM (Random Access Memory) 103, a
ROM (Read Only Memory) 104, a CPU (Central Processing Unit) 105,
genamd hicrgptographic daloulating coit <1 06: {0040} ThedCcasd 2004s .
configured to include an input/output unit 201, a random-number
gehéfating uritt 202 sPsEdiatkey SkagecBrit 203, &TID: stovage unit 204,

data starage unit 205, a ROM 206, a CPU 207, and a cryptographic
rancﬁ%u%ﬁﬁg?%m%ﬁﬁﬁlning process executeg'ln sygpg%%%g.

Fig. & 1s a diagram for explaining generation of a
polliing request.

Fig. 7 is a diagram for explaining a data structure of
a pelling raguest.

Fig. 8 1s a diagram for explaining generation of a
polling response.

Fig. 9 is a diagram for explaining a data structure of
a polling response.

Fig. 10 is a diagram for explaining a process at a time
of obtaining a random number B from a polling response.

Fig. 11 is a diagram showing another configuration of a
communication system to which the present invention is
applied.

Fig. 12 is a diagram for explaining secret keys stored
in a secret-key storage unit 301.

Fig. 13 is a diagram for explaining generation of a
polling request.

Fig. 14 is & flowchart that explains details of another
process relating to generation and sending of a polling
response, executed in step $122.

Fig. 15 is a diagram for explaining generation of a

polling response.



[0041] The input/output unit 102 is configured to radiate predetermined
electromagnetic waves, and detects whether the IC card 200 is placed in
proximity on the basis of change in the load caused thereby, and to have
an antenna (not shown) that exchanges various types of data with the IC
card 200 when, for example, the IC card 200 is placed in proximity. - 19 -
[0042] The input/output unit 102, for example, ASK (Amplitude Shift
Keying)-modulates a carrier wave-having a predetermined frequency,
supplied from an oscillation circuit (OSC), on the basis of data supplied
from the CPU 105, and outputs the generated modulated wave from an
antenna dsan electromagnetic fvaves kpthermeore, thelinpat/edtputdoite of
102 demodulates a modulated wave (ASK-modulated wave) obtained via
a Pthklaftenia &l spplies the demodulated data to the CPU 105. [0043]
Th CPU 5 of theoéeiader erter 100 loads iro rams stored in the ROM

1080 the R ke, by ex FSIGUSp6eE ofnoTher
proBESessBgFulliernore,as needed Jhe RAM 103 stargs data of thelike, 4

needed when the CPU 101 executes various types of processing. [0044
in TheP1UBS is configured to be capable of encrypting and decrypting
data according to a predetermined cryptographic algorithm by controlling
thé efyptographiccafcitatiglufie 106 el As e eryptographicat a time

Iggrlthm of the c phic calculat unit 106, a cryptographic

orithm sach as%ﬁ%qbafla Eférybti r‘? Larfddid): 1npid DESP6AES

De S@qwgg Fcna_cr)ggtgjafg‘bStandard) which is a cryptographic algorithm of
what is called a secret-key

[0036]

50 communication system, 100 reader/writer, 101 secret-
key storage unit, 102 input/output unit, 103 RAM, 104 ROM,
105 CPU, 106 cryptographic calculating unit, 200 IC card,
201 input/output unit, 202 random-number generating unit,
203 secret-key storage unit, 204 ID storage unit, 205 data
storage unit, 206 ROM, 207 CPU, 208 cryptographic
calculating unit, 300 reader/writer, 301 secret-key storage
unit, 302 hash calculating unit, 400 IC card, 401 secret-key
storage unit, 402 hash calculating unit
Best Mode for Carrying Out the Invention
[0037]

Hereinafter, embodiments of the present invention will
be described with reference to the drawings.

[0038]
[Example of System Configuration]

Fig. 1 is a block diagram showing an example



- 20 - (common-key) cryptosystem, can be used. [0045] When the
reader/ter 100 encrypts or decrypt data, for example, the CPU 105
supplies a secret key stored in the secret-key storage unit 101 to the
cryptographic calculating unit 106 together with the data that is to be
encrypted or decrypted, so that the cryptographic calculating unit 106
executes encryption or decryption of the supplied data using the supplied
secret key. [0046] As will be destfibed later, secret keys stored
individually in the reader/writer 100 and the IC card 200 are basically the
same keys. However, in this embodiment, it is allowed to store one or
confnoye keys,candlit issmotangcessaryrthatdll thecstoredrkeysarethe samen 50
keys. [0047] The input/output unit 201 of the IC card 200 is configured,
Lo i Exanipie, BfRRa N L& ettt enfigureBiot heshil-shEiped antenna

comfild 2 capagcitor, and the LC circuit is configured ta resonate, with an,
electromaggnrétlc Savpénhavmglgl p?é)ée% nine f%%u%n%ﬁargailé{gdc from- 100

andthereader/aydtep 400 disposed dn proximity SFurthermore, fhe jnputioutputy o

unit 201, by ASK demodulation, rectifies an alternating-current magnetic
andfisldeextited atdndhte prea; Stabilizesiityandcsupplies the resuliie eackia

part as a direct-current power
their individual antennas or the like.

[0039]

The reader/writer 100 is configured to include a
secret-key storage unit 101, an input/output unit 102, a RAM
(Random Access Memory) 103, a ROM (Read Only Memory) 104, a
CPU (Central Processing Unit) 105, and a cryptographic
calculating unit 106.

[0040]

The IC card 200 is configured to include an
input/output unit 201, a random-number generating unit 202,
a secret-key storage unit 203, an ID storage unit 204, a
data storage unit 205, a RCM 206, a CPU 207, and a
cryptographic calculating unit 20¢8§.

(0041}

The input/output unit 102 is configured to radiate
predetermined electromagnetic waves, and detects whether the
IC card 200 is placed in proximity on the basis of change in
the load caused thereby, and to have an antenna (not shown)
that exchanges various types of data with the IC card 200

when, for example, the IC card 200 is placed in proximity.



- 21 - supply. The power of the electro-magnetic wave radiated from the
reader/writer 100 is adjusted so as to generate a magnetic field that
provides power needed for the IC card 200. [0048] Furthermore, the
input/output 201, by envelope detection, demodulates a modulated wave
(ASK-modulated wave) received via the antenna, BPSK (Binary Phase
Shift Keying)- demodulates the demodulated data and supplies the result
to the CPU 207, and generates actlock signal having the same frequency
as a clock frequency of the received signal and supplies the clock signal
to the CPU 207. [0049]  Furthermore, when sending predetermined
[OO0#ddrmation to the reader/writer 100, the input/output unit 201, for example,
on the basis of variation in the load of the antenna, ASK-modulates data

suppfed-FEHtAREPUR07 4 d BPEK-HoauRIEdRIRl-seht thémplitude

Shi ?ﬁ lated cgm{gone ts to the reader/writer 100 vla the antenna. [0050]
U5d7 of the 8 card 200 éxéciités Various %/pes%f processing by

pre@¥ecutingragraras stored in the ROM.204,01-the like sThe secretkey
storage unit 203, the ID storage unit 204, and the data storage unit 205

cirare formedof ancEEPROM{Electricllyl ErasablePragranieablerhe CpU
Read-Only - 22 -

5, and outputs the generated modulated wave from an
antenna as an electromagnetic wave. Furthermore, the
input/cutput unit 102 demodulates a modulated wave (ASK-
modulated wave) obtained via the antenna, and supplies the
demodulated data to the CPU 105.

[0043]

The CPU 105 of the reader/writer 100 loads programs
stored in the RCM 104 into the RAM 103, or the like, thereby
executing various types of processing. Furthermore, as
needed, the RAM 103 stores data or the like nesded when the
CPU 101 executes various types of processing.

[0044]

The CPU 105 is configured to be capable of encrypting
and decrypting data according to a predetermined
cryptographic algorithm by controlling the cryptographic
calculating unit 106. Here, as the cryptographic algorithm
of the cryptographic calculating unit 106, a cryptographic
algorithm such as DES (Data Encryption Standard), triple DES,

or AES (Advanced Encryption Standard), which is a

cryptographic algorithm of what is called a secret-key



Memory) or the like, each occupying a part of the storage area of the
EEPROM. [0051] The CPU 207 is configured to be capable of
encrypting and decrypting data according to a predetermined
cryptographic algorithm by controlling the cryptographic calculating unit
208. Here, the cryptographic algorithm of the cryptographic calculating
unit 208 is the same algorithm as the cryptographic algorithm of the
cryptographic calculating unit 106-orZthe-side of the reader/writer 100.
[0052] When data is encrypted or decrypted in the IC card 200, for
example, the CPU 207 supplies a secret key stored in the secret-key
(costorage:amii 203 yo theseryptographio cakculatiag.unit 208 together with the
data that is to be encrypted or decrypted, so that the cryptographic
[OOéél&ulating unit 208 executes encryption or decryption of the supplied data

using the supplied secret key. [00 The random-number generatin
unwg%% é:}n%rgt%asgae%%w o:‘r%ééﬁm eP hg\gﬁﬁéﬂ?&rsedgfer%?ﬁe‘ mgétt f

fordigitsmds Beeded: @wi"md%%ﬁbﬁﬂégteé i, detallcincommunication , +pe
performed between the IC card 200 and the reader/writer 100, this

secrardore pumber isyusechas alsession keyausedfor egeryptiorotalculating

dec%ption of a session ID for - 23 - mutually identifying communication

unigoditerpaed betiveehthe 56 pattitlsiarid 6fddta exehBgédmiipted or
dec%%%%%%ioggqthat the cryptographic calculating unit 106
executes encryption or decryption of the supplied data using
the supplied secret key.

[0046]

As will be described later, secret keys stored
individually in the reader/writer 100 and the IC card 200
are basically the same keys. However, in this embodiment,
it is allowed to store one or more keys, and it is not
necessary that all the stored keys are the same keys.

[0047]

The input/output unit 201 of the IC card 200 is
configured, for example, to have an LC circult configured of
a coil-shaped antenna and a capacitor, and the LC circuit is
configured to resonate with an electromagnetic wave having a
predetermined freguency, radiated from the reader/writer 100
disposed in proximity. Furthermore, the input/output unit
201, by ASK demodulation, rectifies an alternating-current
magnetic field excited at an antenna, stabilizes 1t, and

supplies the result to each part as a direct-current power



The ID storage unit 204 stores a card ID, which is identification
information unique to the IC card 200. [0055] The data storage unit 205
stores, as needed, application data or the like for providing various
services or the like that are performed using the IC card 200. [0056]
Note that it is possible to configure each of the cryptographic calculating
unit 106 and the cryptographic calculating unit 208 as software. [0057]
Since the reader/writer 100 and the K3 card 200 perform communication
by wireless as described above, there arises a concern for what is called a
collision, in which two or more IC cards or reader/writers emit
supelegtromagaeticwaves Simultanebustyy antd agrectesyltyit becemesated
impossible for an IC card or reader/writer to distinguish which target an
froglebfiBmagnetc Wavé Has bedh drmittedlifren sHowever eachoftiirate a
reader/writer.100 and the IC card 200 in the communication system 50
medgsy 5r?ns%é§r%finou%$ca$io%ﬁﬁgtl ?@nﬁoﬁﬁé‘q o NEETE (RealEield'e 1¢ card
>poCommunication - Interface and Protocol) -1, which is a communication
method in which IC cards or
[co4s]

Furthermore, the input/output 201, by envelope
detection, demodulates a modulated wave (ASK-modulated wave)
received via the antenna, BPSK (Binary Phase Shift Keying) -
demodulates the demodulated data and supplies the result to
the CPU 207, and generates a clock signal having the same
frequency as a clock frequency of the received signal and
supplies the clock signal to the CPU 207.

[c049]

Furthermore, when sending predetermined information to
the reader/writer 100, the input/output unit 201, for
example, on the basis of variation in the load of the
antenna, ASK-modulates data supplied from the CPU 207 and
BPSK-modulated, and sends the modulated components to the
reader/writer 100 wvia the antenna.

[0050]

The CPU 207 of the IC card 200 executes various types
of processing by executing programs stored in the ROM 204,
or the like. The secret-key storage unit 203, the ID
storage unit 204, and the data storage unit 205 are formed

of an EEPROM (Electrically Erasable Programmable Read-Only



- 24 - RFIDs existing in a range where communication with a reader/writer
is allowed can be identified. [0058] NFCIP-1 includes schemes for RE
detection and collision avoidance in order to achieve compatibility with
communication by other NFCIP-1 devices and communication by other
devices performing communication in the same band, and an identifier of
NEC device called an NFC identifier (NFCID), which uses a random
number used at the time of RE cotlisi@n avoidance and in a single-device
detecting process, is used. For example, in many existing communication
systems, unique IDs of IC cards are sent to a reader/writer, and the
Mempgadermritéhidentifies, thedndividualii€ targsonpthetbasis otthedbBsrage
thereby trying to prevent collision. In NFCIP-1, it is not needed to send
aregnfgbeibe o%lf@%%%s to a reader/writer. [0059]  Thus, in the
[Ogggg]munication system 50, without sending a card ID unique to the IC
card 200 to the reader/writer 100, each of the reader/writer 100 and the IC

carch 200 san miquely identify,a counterparty @5@@]}@@9@“@9&%@@&

collision can be prevented. [0060] Note that NFCIP-1 is described in detal?
andindSOABEC18002iata according to a predetermined
cryptographic algorithm by controlling the cryptographic
calculating unit 208. Here, the cryptographic algorithm of
the cryptographic calculating unit 208 is the same algorithm
as the cryptographic algorithm of the cryptographic
calculating unit 106 on the side of the reader/writer 100.
(0052]

When data is encrypted or decrypted in the IC card 200,
for example, the CPU 207 supplies a secret key stored in the
secret-key storage unit 203 to the cryptographic calculating
unit 208 together with the data that is to be encrypted or
decrypted, so that the cryptographic calculating uﬁit 208
executes encryption or decryption of the supplied data using
the supplied secret key.

[0053]

The random-number generating unit 202 generates a
random number having a predetermined number of digits, as
needed. As will be described later in detail, in
communication performed between the IC card 200 and the
reader/writer 100, this random number is used as a session

key used for encryption or decryption of a sessicn ID for



- 25 - [0061] Hereinafter, a description will be given by way of an
example where the reader/writer 100 operates as an initiator defined in
NFCIP-1 and the IC card 200 operates as a target defined in NFCIP-1.
[0062] [Regarding System Operation] Next, an operation of the
communication system 50 shown in Fig. 1 will be described with reference
to flowcharts in Figs. 2 to 5. [0063] Note that the following description
will describe processing relating te excéhange of information at a stage
before exchange of data (at a stage before a service is performed), for
example, copying data stored in one of the reader/writer 100 and the IC

mutcart 1200 tosthe ioflyem § habispprocessing-at the timergf astablishing-areen
session, executed at a stage before exchanging data, will be described.

the@@ag?rties and of data exchanged in the session.

[0054]

The ID storage unit 204 stores a card ID, which is
identification information unigue to the IC card 200.

[00b5]

The data storage unit 205 stores, as needed,
application data or the like for providing various services
or the like that are performed using the IC card 200.

[0056]

Note that it is possible to configure each of the
cryptographic calculating unit 106 and the cryptographic
calculating unit 208 as software.

[0G57]

Since the reader/writer 100 and the IC card 200 perform
communication by wireless as described above, there arises a
concern for what 1s called a collision, in which two or more
IC cards or reader/writers emit electromagnetic waves
simultaneously, and as a result, it becomes impossible for
an IC card or reader/writer to distinguish which target an
electromagnetic wave has been emitted from. However, each
of the reader/writer 100 and the IC card 200 in the
communication system 50 performs communication that conforms

To NFCIP (Near Field Communication - Interface and Protocol)

-1, which is a communication method in which IC cards or



Furthermore, an overview of an operation of the communication system
50 as a whole will be described with reference to a flowchart in Fig. 2.
Then, details of processing in each step will be described with reference
to Figs. 3 to 5. [0065] - 26 - In step S101, the reader/writer 100
generates a polling request and sends it to the IC card 200. If the IC card
200 is located within such a distance that communication by the
reader/writer 100 is allowed, in step 5421, the IC card 200 receives the
polling request from the reader/writer 100. [0066] In step 5122, the IC
card 200 generates a session key by encrypting a random number, and
RFISends:a polling réspensesingkidinyethe sessionrkeyao the readet/veriter
100. In step S102, the reader/writer 100 receives the polling response

reafEhy e ESdard 200 ARY Filsep s 153, Wkeritk #Andom-number

{Ogg?tﬂining process for obtaining the random number encrypted on the side
of the IC card 200. [0067] When a state where communication is

allawed has been estahlished through exeeption ok sych Processing: 1: =1 on
between the reader/writer 100 and the side of the IC card 200, for

avoggampte, processing sucheashexchangingrdataifrol opesta the other is
performed in a state where security is maintained in the established
CONGHESiGR HOPBsPY Gnttre dther Rand oY x&mpR: i tFeTEMIO HuhsBeroy

orpE0cr Q{[feid on the %ige ]%1; ;@}e IC cardu%qo g gs got.ma%cﬁnethe rand%m g q
humber obtainéd on the side of the feadar/writer 100, 4 State Where ¢ an

e
an €oRWIUNGationds allpwedBas MOt beeN ey an NFC identifier (NFCID),
which uses a random number used at the time of RF collision
avoidance and in a single-device detecting process, is used.
For example, in many existing communication systems, unique
IDs of IC cards are sent to a reader/writer, and the
reader/writer identifies the individual IC cards on the

basis of the IDs, thereby trying to prevent collision. In
NFCIP-1, it is not needed to send unique IDs of IC cards to

a reader/writer.

[0059]

Thus, in the communication system 50, without sending a
card ID unique to the IC card 200 to the reader/writer 100,
each of the reader/writer 100 and the IC card 200 can
uniguely identify a counterparty of communication, so that
collision can be prevented.

[0060]
Note that NFCIP-1 is described in detail in

ISO/IEC18082.



- 27 - established, so that processing such as not executing subsequent
communication is performed. [0069]  Next, details of processing
performed in each step shown in Fig. 2 will be described. First, a
polling-request generating and sending process performed by the
reader/writer 100 in step S101 will be described with reference to a
flowchart in Fig. 3. [0070] In step S211, the CPU 105 (Fig. 1) of the
reader/writer 100 selects one secretkey-from a plurality of secret keys
(one or more secret keys) stored in the secret-key storage unit 101. [0071]

[00611]

Hereinafter, a description will be given by way of an
example where the reader/writer 100 operates as an initiator
defined in NFCIP-1 and the IC card 200 operates as a target
defined in NFCIP-1.

[0062]

[Regarding System Operation]

Next, an operation of the communication system 50 shown
in Fig. 1 will be described with reference to flowcharts in
Figs. 2 to 5.

[0063]

Note that the following description will describe
processing relating to exchange of information at a stage
before exchange of data (at a stage before a service is
performed), for example, copying data stored in one of the
reader/writer 100 and the IC card 200 to the other. That is,
processing at the time of establishing a sessiocon, executed
at a stage before exchanging data, will be described.

[0064]

Furthermore, an overview of an operation of the
communication system 50 as a whole will be described with
reference to a flowchart in Fig. 2. Then, details of
processing in each step will be described with reference to
Figs. 3 to 5.

[0065]



Here, secret keys stored in the secret-key storage unit 101 will be

additionally described with reference to Fig. 6. In the example shown in

Fig. 6, the secret-key storage unit 101 stores N secret keys, namely,

secret keys pk0O to pkN. Furthermore, for identification of the individual

secret keys, N identifiers, namely, identifiers pksnO to pksnN are stored

respectively in association with pkOO to pkN. [0072]  Here, pkis an

abbreviation of Pre-shared Key, and4tdenotes a secret key shared in

advance between both the reader/writer 100 and the IC card 200 (initiator

and target). - 28 - pksn is an abbreviation of Pre-shared Key Slot

Nummberapd #iidenotesa nusahss forddentlyingoeacheRershared Keye 11ing

[0073] In the following description, when individual distinction among
reqipeSdecidtckelRPkDOD pkiN istiot Feedad dthd) Will bé Henbted Simphyrds 200

ecret keys pk. Qther keys, identifiers, and_so forth will be denoted
B OIS0 T S be Bora Ry RIS SO0 EaoRy i

=
S|m|f%1ry In’s

rea8@AreLkeysPkOhp RN stored inthe;secret:key.storage ynit 101, and.an

identifier pksn for identifying the selected secret key pk is read. Note that,
recsihce processinglusing the:seeret key pk is het execgted/atthisstage, .

instead of reading the identifier pksn corresponding to the selected secret
[OO@&) pk after the selection of the secret key pk, the identifier pksn may be

selﬁgt%qcand é(ieédo, I—!gﬂre, the descripti ill be continued assuming that

the SecretRey pkoo is-S&ledted h%?ig\(/ar‘ﬁﬁ?%? PRENS RrreSpoRding k6 Y
by hessgretkry pkQisdenad (thpidentifier pksnQds sglected and read) o <.
including the session key to the reader/writer 100. In step
5102, the reader/writer 100 receives the polling response
from the IC card 200, and in step S103, executes a random-
number obtaining process for obtaining the random number
encrypted on the side of the IC card 200.

[0067]

When a state where communication is allowed has been
established through execution of such processing between the
reader/writer 100 and the side of the IC card 200, for
example, processing such as exchanging data from one to the
other is performed in a state where security is maintained
in the established session.

(00681

On the other hand, for example, if the random number
encrypted on the side of the IC card 200 does not match the
random number obtained on the side of the reader/writer 100,

a state where communication is allowed has not been



[0075] Which secret key pk is to be selected among the plurality of
secret keys pk is selected on the basis of a predetermined condition, for
example, a secret key that is not currently being used in communication
with other IC - 29 - cards 200 is selected, a secret key is selected in
accordance with an IC card 200 that serves as a counterparty of
communication, or the like. [0076]  In step 3212, a polling request is
generated. The generated pollingreduest includes the identifier pksn read
in processing of step 3211. For example, as shown in Fig. 6, a polling
request in which the identifier pksnO is stored is generated. [0077]  Fig.
estZhd adiagtansshawing adatasstructure of the pelling request thatrig
generated. The polling request shown in Fig. 7 shows a data structure in a
subggsIGMbre MEYEatenvtitsr 100 avrierrescard 200 perform
EOO%%Tnmunication according to a method defined in NFCIP (Near Field
- ommunication - Interface and Protocol) -1. [0078]

Next, details of processing performed in each step
shown in Fig. 2 will be described. First, a polling-request
generating and sending process performed by the
reader/writer 100 in step S101 will be described with
reference to a flowchart in Fig. 3.

[0070]

In step S211, the CPU 105 (Fig. 1) of the reader/writer
100 selects one secret key from a plurality of secret keys
lone or more secret keys) stored in the secret-key storage
unit 101.

[0071]

Here, secret keys stored in the secret-key storage unit
101 will be additionally described with reference to Fig. 6.
In the example shown in Fig. 6, the secret-key storage unit
101 stores N secret keys, namely, secret keys pk00 te pkN.
Furthermore, for identification of the individual secret
keys, N identifiers, namely, identifiers pksn0 to pksnN are
stored respectively in asscciation with pk00 to pkN.

[0072]

Here, pk is an abbreviation of Pre-shared Key, and it

denotes a secret key shared in advance between both the

reader/writer 100 and the IC card 200 (initiator and target).



Preamble is a field configured of 6 bytes, where data of all logic "0"s is
stored. Sync is a field configured of 2 bytes, where data for
synchronization that is used for synchronization of communication
between an initiator and a target is stored. CRC (Cyclic Redundancy
Check) is a field configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored. [0079] -30- TEN
is an abbreviation of Time Slot Numbér. TEN (Time Slot Number) is data
indicating a number specifying a time range in which a receiving side of a
polling request sends a polling response in the NECIP-1 standard. This

pksTENdSs an &:hit-field 0080] o £ Altheugh TEMisian, 8-bitfield imerder justq
to represent Time Slot Number, it is possible to use 4 bits for

1t Epredetitatiorndiony the 8 Bitke This yinthiseembodiment 4 bitsiinithg .

EOO%?J':[I field of TEN are allocated to data representing Time Slot Number
(denoted as tsn in Fig. 7), and the remaining 4 bits are allocated to data

reprgsenting-an identifisr pksn.(dgnoted as pksn, inFig, 7). [0081]  In

step S212, a polling request having the data structure shown in Fig. 7 is
di sgemeratesh Whemthe:pelling request is,genarated; theidentifierpksnieadeq,
from the
they will be denoted simply as secret keys pk. Other kevs,
identifiers, and so forth will be denoted similarly.
[0074]

In step 5211, one secret key pk is selected among the
secret keys pkO0 to pkN stored in the secret-key storage
unit 101, and an identifier pksn for identifying the
selected secret key pk is read. Note that, since processing
using the secret key pk is not executed at this stage,
instead of reading the identifier pksn corresponding to the
selected secret key pk after the selection of the secret key
pk, the identifier pksn may be selected and read. Here, the
description will be continued assuming that the secret key
pk00 is selected and the identifier pksn0 corresponding to
the secret key pk0O0 is read (the identifier pksnd is
selected and read).

[0075]

Which secret key pk is to be selected among the
plurality of secret kevs pk is selected on the basis of a
predetermined condition, for example, a secret key that is

not currently being used in communication with other IC



secret-key storage unit 101 is stored in the polling request. The identifier
pksn is stored in the 4-bit area of TEN constituting the polling request.
[0082] The generated polling request is sent to the IC card 200 in step
S213. [0083] The CPU 105 (Fig. 1) reads the identifier pksn - 31 -
identifying the secret key pk from the secret-key storage unit 101,
generates a polling request including the identifier pksn, and controls the
input/output unit 102 to send the pollirty request to the IC card 200.
Furthermore, as needed, the CPU 105 stores the identifier pksn included
in the polling request in the RAM 103. [0084]  The polling request
cardenerated by thel readedyvriterskid-as dessribed akoveds seceived by the
IC card 200 existing in a communication range in step 5121 (Fig. 2). In
ACCERPEBINR, eI eardl200-that had Peddivdd therpoiiing: requesbexecutes: rty
a polling-response generating and sending process. The polling-response
ot Ség)ﬁnéﬂr%ﬁﬁﬁaa%ﬁ%%hd%ﬁ @%e%&g%cuted in step 5122 will be described
roowith reference to a flowchart in Fig. 5.

In step 5212, a polling reguest is generated. The
generated polling reguest includes the identifier pksn read
in processing of step S5211. For example, as shown in Fig. 6,
a polling request in which the identifier pksn0 is stored is
generated.

[0077]

Fig. 7 is a diagram showing a data structure of the
polling reguest that is generated. The polling request
shown in Fig. 7 shows a data structure in a case where the
reader/writer 100 and the IC card 200 perform communication
according to a method defined in NFCIP {Near Field
Communication - Interface and Protocol) -1.

[cC78]

Preamble is a field configured of 6 bytes, where data
of all logic "0"s is stored. Sync is a field configured of
2 bytes, where data for synchronization that is used for
synchronization of communication between an initiator and a
target is stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored.

[0079]



[0085] In step 5231, the random-number generating unit 202 generates
a random number A. [0086] In step 3232, the CPU 207 stores the
generated random number A, for example, in a predetermined area
determined in advance in the data storage unit 205. [0087] In step 5233,
the CPU 207 reads the identifier pksn included in the polling request
received by the input/output - 32 - unit 201, and reads the secret key pk
corresponding to the read identifier pksn-from the secret-key storage unit
203. [0088]

TSN 1s an abbreviation of Time Slot Number. TSN (Time
Slot Number) is data indicating a number specifying a time
range in which a receiving side of a polling request sends a
polling response in the NECIP-1 standard. This 7SN is an 8-
bit field.

[0080]

Although TSN is an 8-bit field, in order just to
represent Time Slot Number, it is possible to use 4 bits for
representation ameong the 8 bits. Thus, in this embodiment,
4 bits in the 8-bit field of TSN are allocated to data
representing Time Slot Number (denoted as tsn in Fig. 7),
and the remaining 4 bits are allocated to data representing
an identifier pksn (denoted as pksn in Fig. 7).

0081}

In step 8212, a peolling regqguest having the data
structure shown in Fig. 7 is generated. When the polling
request is generated, the identifier pksn read from the
secret-key storage unit 101 is stored in the polling reguest.
The identifier pksn is stored in the 4-bit area of TSN
constituting the polling reguest.

(0082}

The generated polling request is sent to the IC card
200 in step $213.

[0083]

The CPU 105 (Fig. 1)} reads the identifier pksn



Here, with reference to Fig. 8, secret keys stored in the secret-key storage
unit 203 will be additionally described. In the example shown in Fig. 8, in
the secret-key storage unit 203, N secret keys, namely, secret keys pk00
to pkN, are stored. Furthermore, for distinction of the individual secret
keys, N identifiers, namely, identifiers pksnO to pksnNi, are stored
respectively in association with pkOO' to pkN'. [0089]  As described
above, in the secret-key storage unif203 of the IC card 200 and the
secret-key storage unit 101 of the reader/writer 100, basically, the same
pairs of secret key and identifier are stored. Here, in order to distinguish
idesécréykeys ane:identifiers stereddndividually irethessecset-key,storages diit
203 of the IC card 200 and the secret-key storage unit 101 of the
Un I fegder SN E0E [seBret Keys shaddEntmiers storsd intherseciéickey
idegg?{q.g_%unitgén of ghe I%C%rdIZ OSWJCI be denoteg with dashes, (1)
attached. [6090]" Not& At S ough it ha® BEER &8 bed that e ©
sen8aMePaUS10f Secratdey and identifier are stared in e seqrgl 1335 Koy
storage unit 203 of the IC card 200 and the secret-key storage unit 101 of
as theerbader/wiriterCI0, all the pairs of skerei key . and identifiesthat are uded
. stored need not be the same. In other words, there may exist secret keys
1IN 3HE identitierdthat 4R stordd onlydn bWé or e other. [0091]  When a
[Ooggzret key and identifier stored only in one or the other exist and such a
secret key is used, it is not allowed to establish communication. By using
thispit begomes possible.lo-selecla counferparty,of comumupicgign by 1 4
selecting a secret key. That is, for example, a secret key is selected In
as Stepc32tie(Figkd)vin the pracesswanthesideef the reader/witer 4908sing
described above, and at this time, by using a configuration in which a

in @ea%@%g?ication range in step S121 (Fig. 2). 1In step
8122, the IC card 200 that has received the polling reguest
executes a polling-response generating and sending process.
The polling-response generating and sending process executed
in step S122 will be described with reference to a flowchart
in Fig. 5.

[0085]

In step S231, the random-number generating unit 202
generates a random number A,

[ooge]

In step S232, the CPU 207 stores the generated random
number A, for example, in a predetermined area determined in
advance in the data storage unit 205.

[0087]
In step 8233, the CPU 207 reads the identifier pksn

included in the polling request received by the input/output



presumably stored by a desired counterparty of communication, it
becomes possible to select a counterparty of communication. [0092]
Returning to description of the flowchart in Fig. 4, in step 3233, when the
identifier pksn included in the received polling request has been read and
the secret key pk' corresponding to the identifier pksn has been read from
the secret-key storage unit 203, in step 3234, the random number A is
encrypted by the read secret key pk.J®0093] - 34 -  Returning to
description with reference to Fig. 8, when a polling request including the
identifier pksnO has been received by the input/output unit 201 (Fig. 1),

unithe2CRY 20%readsdhe skeret key pkOQ'=corpgispondingdp thel identifier the
pksn01 from the secret-key storage unit 203. The random number A

reafendiaiddiby fiie RIFIOM-RAMbER gefe@ling UR20RtS BReR/ptad tisihg3 -

goo@g]read secret key pk00 as a key. [0094] The CPU 207 supplies the
secret key pk read from the secret-key storage unit 203 to the

crypiographic:opleating. upit 208, and,alsg ,suggli%%ﬂwe;{r@gggogw%@aeﬁn
A generated by the random-number generating unit 202 to the
thecryptogeaphie cakcutatingeunin2@8. 2Ie eryptographie ealcutating upit 208
encrypts the supplied random number A using the secret key pk as a key.
des‘?ﬁé%‘ﬁ@wpté@r&ﬁ%rﬁﬁé%‘? ASRiTvHeréin eldendted 88 a-b6ssicrikey -
keyEg éggg%hgﬁa:{r% IS2%% ?bgre%/ éaact:iontOkaen}ESrXptggn?e? Si,o nslé%x:'et keys
pk00' to pkN', are stored. Furthermore, for distinction of
the individual secret keys, N identifiers, namely,
identifiers pksn0' to pksnN', are stored respectively in
association with pk00' to pkN'.
[0089]

Asg described above, in the secret-key storage unit 203
of the IC card 200 and the secret-key storage unit 101 of
the reader/writer 100, basically, the same pairs of secret
key and identifier are stored. Here, in order to
distinguish secret keys and identifiers stored individually
in the secret-key storage unit 203 of the IC card 200 and
the secret-key storage unit 101 of the reader/writer 100,
secret keys and identifiers stored in the secret-key storage
unit 203 of the IC card 200 will be denoted with dashes (')
attached.

[0050]
Note that, although it has been described that the same

pairs of secret key and identifier are stored in the secret-



[0095] In step 5235, the CPU 207 stores data of the result of
processing in step S234 (i.e., the session key ESK, which is the encrypted
random number A), for example, in a predetermined area determined in
advance in the data storage unit 205. [0096] In step S236, a polling
response is generated. The - 35 - generated polling response includes
the session key ESK generated in step 5234, as shown in Fig. 8. [0097]
Fig. 9 is a diagram showing the dataSstructure of the generated polling
request. The polling response shown in Fig. 9 shows the data structure in
a case where the reader/writer 100 and the IC card 200 perform
keycerhmumnicationiaccdfding fo almethod cefined it NECIP{(Near Bietd - - key
Communication - Interface and Protocol)-1. [0098]
storage unit 101 of the reader/writer 100, all the pairs of
secret key and identifier that are stored need not be the
same. In other words, there may exist secret keys and
identifiers that are stored only in one or the other.
[0081]

When a secret key and identifier stored only in one or
the other exist and such a secret key is used, it is not
allowed to establish communication. By using this, it
becomes possible to select a counterparty of communication
by selecting a secret key. That is, for example, a secret
key is selected in step S211 (Fig. 3) in the process on the
side of the reader/writer 100 as described above, and at
this time, by using a configuration in which a secret key
presumably stcred by a desired counterparty of communication,
it becomes possible to select a counterparty of
communication.

[0092]

Returning to description of the flowchart in Fig. 4, in
step S233, when the identifier pksn included in the received
polling reguest has been read and the secret key pk'
corresponding to the identifier pksn has been read from the
secret-key storage unit 203, in step $S234, the random number

A is encrypted by the read secret key pk'.

[0083]



Preamble is a field configured of 6 bytes, where data of all logic "0"s is
stored. Sync is a field configured of 2 bytes, where data for
synchronization used for synchronization of communication between an
initiator and a target is stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection and calculated
by a predetermined method is stored. [0099] In a payload, data having
a start byte "01" and including 8-byte IFCID2 and 8-byte PAD is stored.
The session key ESK (the encrypted random number A) is divided into
two data, namely, ESK1, and ESK2, which are stored respectively in the
fieReofNECID2 anddhe fieltoaf RAD D100 re; dtris @assumEd ¢hatéthewhen
sessjon key ESK is - 36 - configured of 8 bytes, with ESK1 having 6 bytes
& PRAd ESKZFRAVIRG 2 byted "Ofthe g-Biteistisioh ey ESK e firsts Bors

re e R e e e o 620 1207

step , a polling response having a struc n'in

reagenenateds &urthermote, dn the generated polling response<as described.
above, the session key ESK is divided into two data, which are stored

pksindividually ihldifferentpdrtions of therpaydoach {0102]3 . InRtep 628dthe
enerated polling response is sent to the reader/writer 100. The CPU 207

numgsg. £) Sentiithe Yenevated polimgteSpoNEE R the SesderAtfier 100 by~ 02
is 8%@?%@%%HK%@EH30%%Qt%gggoéécret key pk00' as a key.
[00%4]

The CPU 207 supplies the secret key pk' read from the
secret-key storage unit 203 to the cryptographic calculating
unit 208, and also supplies the random number A generated by
the random-number generating unit 202 to the cryptographic
calculating unit 208. The cryptographic calculating unit
208 encrypts the supplied random number A using the secret
key pk' as a key. The encrypted random number A will herein
be denoted as a session key ESK. ESK herein is an
abbreviation of Encrypted Session Key.

[0085]

In step 5235, the CPU 207 stores data of the result of
processing in step $234 (i.e., the session key ESK, which is
the encrypted random number A), for example, in a
predetermined area determined in advance in the data storage
unit 205.

[0096]

In step S236, a polling response is generated. The



[0103] The polling response generated by the IC card 200 as
described above is received in step 5102 (Fig. 2). In step 5103, the
reader/writer 100 that has received the polling response executes a
random-number obtaining process. The random-number obtaining
process executed in step S103 will be described with reference to a
flowchart in Fig. 5. [0104] In step S251, the CPU 105 obtains the
session key ESK, i.e., the encrypted¥andom number A, included in the
polling response from the IC card 200. - 37 - [0105] In step 5252, the
CPU 105 stores the session key ESK obtained by processing in step

genb2sl,ddr exdmpleyinca predetermined asea of the RAMs103, [Q2Q6]EsK In
step 5253, the cryptographic calculating unit 106 decrypts the encrypted

JenBLfoRt nihbeF 2P whichlis tHE se5siR k&) ESkebfained by the

o0B essing in step 5251, using the secret key pk stored in the secret-key
Storage unit 101.

Fig. 9 is a diagram showing the data structure of the
generated polling request. The polling response shown in
Fig. 9 shows the data structure in a case where the
reader/writer 100 and the IC card 200 perform communication
according to a method defined in NFCIP (Near Field
Communication - Interface and Protocol)-1.

[coog]

Preamble 1s a field configured of 6 bytes, where data
of all logic "0"s is steored. Sync is a field configured of
2 bytes, where data for synchronization used for
synchronization of communication betwesn an initiator and a
target 1s stored. CRC {(Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored.

(0099]

In a payload, data having a start byte "01" and
including 8-byte NFCID2 and 8-byte PAD is stored. The
session key ESK (the encrypted random number A} is divided
into two data, namely, ESK1, and ESK2, which are stored
respectively in the field of NFCID2 and the field of PAD.
[0100]

Here, 1t is assumed that the session key ESK is



The secret key pk that is used is the secret key pk corresponding to the
identifier pksn included in the polling request. Here, a random number
obtained as a result of decryption will be denoted as a random number B.
[0107] In step 5254, the CPU 105 stores the decrypted random number
B, for example, in a predetermined area of the RAM 103. [0108] The
process of the flowchart in Fig. 5 will be described again with reference to
Fig. 10. When the polling response iaéluding the session key ESK has
been received by the input/output unit 101 of the reader/writer 100, the
CPU 105 obtains the session key ESK included in the polling request, and
conglipplies dhe Sessiby key ESK ththeseryptegraphic calswading 4mit 106k >
38-[0109] The CPU 101 reads the secret key pk00 corresponding to
haviheddéntifier pksn0@ inclitedinabié polingréquestdtor Hie sadret-keyst 6
storage unit 101, and supplies the secret key pk00 to the cryptographic
bytgglcﬁlg%ﬁﬁfge ufit 15?%& dBESEt ab VR 6 S8 sforPRey E SRt thas ESK2.
ro18eqret key pk0O are supplied to the cryptographic calculating unit 106, the
cryptographic calculating unit 106 decrypts the session key ESK using the
secret key pkeQ as a keytolohtain thespndem numberB 40316}« 4

structure shown in Fig. 8 is generated. Furthermore, in the
generated polling response, as described above, the session
key ESK is divided into two data, which are stored
individually in different portions of the payload.

(01027

In step 5237, the generated polling response is sent to
the reader/writer 100. The CPU 207 (Fig. 1) sends the
generated polling response to the reader/writer 100 by
controlling the input/output unit 201.

[01C3]

The polling response generated by the IC card 200 as
described above is received in step 5102 (Fig. 2). In step
5103, the reader/writer 100 that has received the polling
response executes a random-number obtaining process. The
random~number obtaining process executed in step 8103 will
be described with reference to a flowchart in Fig. 5.

[0104]

In step 5251, the CPU 105 cobtains the sessiocn key ESK,

i.e., the encrypted random number A, included in the polling

regsponse from the IC card 200.



If the random number B obtained on the side of the reader/writer 100 as
described above matches the random number A generated on the side of
the IC card 200, it is possible to perform communication using the random
number A (the random number B). For example, it becomes possible for
the reader/writer 100 and the IC card 200 to uniquely identify each other
on the basis of the session key ESK generated using the random number
A (the random number B) and to enctypt-or decrypt data as needed using
the random number A as a key. [0111] If the random number A does
not match the random number B, the session key ESK generated using
[01thelrandom number A and the session key ESK generated using the
random number B - 39 - become different session keys ESK. Thus,
muttalUrfiGue deatificdtonGs hot aflowéd osthab i isAeEdossidie Yo ESK
erform communication. [0112] [Anther, figurations of S sterrr}ﬂ In
oL :éneerg;)(% iment describe é‘kIJlovLet, 61 g)é%fﬁleﬁggsrdgggﬁ%%%it noe
prei@ierense e &g s 1o data ofdhg identifigr pksn, included in data of a
polling request, 4 bits are allocated. When the identifier pksn is
[01fepresented by 4 bits, 16 identifiers can be represented. Thus, it is
possible to deal with 16 pairs of secret key pk and identifier pksn in each

of the rétler/wiitet 1007 8nd thePlevegi@rdon: calculating unit 106

decrypts the encrypted random number A, which is the session
key ESK cbtained by the processing in step $251, using the
secret key pk stored in the secret~key storage unit 101.

The secret key pk that is used is the secret key pk
corresponding to the identifier pksn included in the polling
reguest. Here, a random number obtained as a result of
decryption will be denoted as a random number B.

[0107]

In step 52504, the CPU 105 stores the decrypted random
number B, for example, in a predetermined area of the RAM
163.

10108]

The process of the flowchart in Fig. 5 will be
described again with reference to Fig. 10. When the polling
response including the session key ESK has been received by
the input/cutput unit 101 of the reader/writer 100, the CPU
105 obtains the session key ESK included in the polling
request, and supplies the session key ESK to the

cryptographic calculating unit 106.



[0113] For example, in a case where one secret key pk is used in
association with one service, it is possible to deal with 16 services. [0114]
However, when it is desired to deal with 16 or more secret keys pk, this is
not allowed. Thus, the configuration of a communication system 50 in a
case where it is possible to deal with 16 or more secret keys pk will be
described. [0115] Here, since it is assumed that the identifier pksn - 40 -
included in a polling request is represénted by 4 bits, it has been
described that it is possible to deal with 16 secret keys pk. However, the
present invention is not limited to 4 bits, and it is obviously possible to
[G1&pply the present invention to cases other than 4 bits. When setting is
such that representation other than 4 bits is used, the number of secret

key& Pk that canlbe BE&IE withds Beferminéddepenting 0R tRE PORTHER Of tO
thebQ%QRQE%%%%n%ﬂ%£%@ included in the peolling reguest from

the secret-key storage unit 101, and supplies the secret key
pk00 to the cryptographic calculating unit 106. As
described above, the session key ESK and the secret key pk00
are supplied tc the cryptographic calculating unit 106, the
cryptographic calculating unit 106 decrypts the session key
ESK using the secret key pk(0C as a key to obtain the random
number B.

[0110]

If the random number B obtained on the side of the
reader/writer 100 as described above matches the randonm
number A generated on the side of the IC card 200, it is
possible to perform communication using the random number A
{the random number B). For example, it becomes possible for
the reader/writer 100 and the IC card 200 to uniguely
identify each other on the basis of the session key ESK
generated using the random number A {the random number R)
and to encrypt or decrypt data as needed using the random
number A as a key.

01111

If the random number A does not match the random number

B, the session key ESK generated using the random number A

and the session key ESK generated using the random number B



Thus, for example, in a case where the identifier pksn is represented by a
number of bits that is greater than or equal to 4 bits, it is possible to deal
with 16 or more services. In this manner, it is possible to increase the
number of identifiers pksn or secret keys pk that can be dealt with. Here, a
method of increasing the number of secret keys pk that can be dealt with
without increasing the number of bits will be described. [0117]  Fig. 11
is a diagram showing another configgfation of the communication system
50. In the configurations of the communication system 50 shown in Fig. 11
and the communication system 50 shown in Fig. 1, the same parts are
becdeasignatedsnyethe samse sSigns <and deseriptions thereaf:willklle armitted-as
__ appropriate, [0118] - 41 - As described above, the communication
+deBfStdmBE sREWA T ERE 13 iREIHEES aTealé&dnriter 306 ardtarPicseafdle to
per%g(%mTheozrn%alger/c\:Na(gelrcﬁoo includes a secret-key storage unit 301 storing
secret I%eys pl?ﬁavmg 4 fierarchical structure that will be described later.
(o1 Similarly, the IC card 400 includes a secret-key storage unit 401 storing
secret keys pk' having a hierarchical structure. [0119]  The reader/writer
3004s torfigured fid drave aihash calclating:unit 302. Also, the IC card
400 is configured to have a hash calculating unit 402. As will be described

latéPintdétaf TERh GTRE Ha3R Calfinaiie30 X and theRase, as

calculating unit 402 performs a calgulation in which a hash function is
des%gﬁ#eeds B%fc%lmﬁgrﬁ?g‘ hast va“laeg J(:gl"(:u?afteg %s‘%%iﬂts% eredt, the

i gefalinbiliy-ofdata, whichiis hereinthe segret key, pkaswill be descrbed
later, is checked.

bits are allocated. When the identifier pksn is represented

by 4 bits, 16 identifiers can be represented. Thus, it is

possible to deal with 16 pairs of secret key pk and

identifier pksn in each of the reader/writer 100 and the IC

card 200.

[0113]

For example, in a case where one secret key pk is used
in association with one service, it is possible to deal with
16 services.

[0114]

However, when it is desired to deal with 16 or more
secret keys pk, this i1s not allowed. Thus, the
configuration of a communication system 50 in a case where
it is pessible to deal with 16 or more secret keys pk will
be described.

[0115]

Here, since it is assumed that the identifier pksn



[0120] The configuration is otherwise the same as that in Fig. 1, so
that description thereof will be omitted. [0121] Fig. 12 is diagram for
explaining secret keys pk stored in the secret-key storage unit 301. In the
example shown in Fig. 12, N identifiers, namely, identifiers pksnO to
pksnN, are stored. The identifier pksnO is associated with three - 42 -
identifiers, namely, sub-identifiers SSNO to SSN2. Furthermore, the
sub-identifiers SSNO to SSN2 are-adsbciated with the secret keys pk00 to
pk02, respectively. [0122]  That s, in this case, three secret keys pk00
to 02 are associated with one identifier pksnO. Note that SSN is herein an
incabbreviationafBublSlot Numbersf0123] represented by 4 bits, it

has been described that it is possible to deal with 16
secret keys pk. However, the present inventicn 1s not
limited to 4 bits, and it is cbviously possible to apply the
present invention to cases other than 4 bits. When setting
is such that representation other than 4 bits is used, the
number of secret keys pk that can be dealt with is
determined depending on the number of bits of the setting.
{011e}

Thus, for example, in a case where the identifier pksn
is represented by a number of bits that is greater than or
equal to 4 bits, it is possible to deal with 16 or more
services. In this manner, it is possible to increase the
nunmber of identifiers pksn or secret keys pk that can be
dealt with. Here, a method of increasing the number of
secret keys pk that can be dealt with without increasing the
number of bits will be described.

[0117]

Fig. 11 is a diagram showing another configuration of
the communication system 50. 1In the configurations of the
communication system 50 shown in Fig. 11 and the
communication system 50 shown in Fig. 1, the same parts are
designated by the same signs, and descriptions thereof will
be omitted as appropriate.

01187



Similarly, also for other identifiers pksn, a plurality of sub-identifiers SSN
are associated with one identifier pksn, and one secret key pk is
associated with one sub-identifier SSN. That is, a plurality of
sub-identifiers SSN and a plurality of secret keys pk are associated with
one identifier pksn. [0124]  Note that there is no limitation as to the
number of sub-identifiers SON (secret keys pk) that are associated with
one identifier pksn. The example shadlin i Fig. 12 is only an example,
and, for example, there is not such a limitation that three sub-identifiers
SSNO to 2 are associated with the identifier pksnO. [0125] As
describesabaiiesth thesecret-key storageunib3Qba phigalinobsecretwn
keys pk are associated with one identifier pksnO. By providing

in diidehlifiérd SONeds 2 43&@@@@{%@%@@%.3@@%@ tostorex(dedb0 .

Wltl’é) glurahtX of se H[0126] Here, although only an

example of keys %av%@ é?gfé RAl SrSGbrSand Stored frdae unit 301

stoedist %@&%@m%%ﬂ A1 ﬁém%fgeagef/%%%fé&oﬂéasfo kevs havipg,
a similar hierarchical structure are also stored in the secret-key storage

willunit40tebtheilGcardAQ0:. Similarly, the IC card 400

includes a secret-key storage unit 401 storing secret keys

pk’' having a hierarchical structure.

[0119]

The reader/writer 300 is configured to have a hash
calculating unit 302. Also, the IC card 400 is configured
to have a hash calculating unit 402. As will be described
later in detail, each of the hash calculating unit 302 and
the hash calculating unit 402 performs a calculation in
which a hash function is applied. By comparing hash values
calculated as results thereof, the reliability of data,
which is herein the secret key pk as will be described later,
is checked.

[0120]

The configuration is otherwise the same as that in ¥ig.
1, so that description thereof will be omitted,

[0121]

Fig. 12 is diagram for explaining secret kevs pk stored
in the secret-key storage unit 301. In the example shown in
Fig. 12, N identifiers, namely, identifiers pksn(0 to pksni,

are stored. The identifier pksn0 is associated with three



[0127] Next, an operation of the communication system SO shown in
Fig. 11 will be described. The overview of the operation of the
communication system 50 is similar to the case described with reference
to the flowchart shown in Fig. 2, so that description thereof will be omitted.
[0128] Furthermore, the polling-request generating and sending
process executed in step S101 (Fig. 2) as an operation of the
reader/writer 300 is executed simitarfiZto-the case described with
reference to the flowchart shown in Fig. 3. Thus, although detailed
description thereof will be omitted, brief description will be added with
idereferbnee to Figard31 {0128}~ iAkshawn énrkigs $8pintbe serret-key
storage unit 301 of the reader/writer 300, secret keys pk having a
FurgiapdrBRies) stiitturedre 'sioredl The cP Y als (Fig. 43) 2 s erexgspforated

.. example, the identifier pkspO.from th cret-key storage unit 301, and
Wty oFes%th%elgerr?tl ie%%&s%@fzir@? % 6:61”!?@%%{%& % Folliiy fequest in
rp1which the identifier pksnO has been stored is sent to the IC card 400 by
the input/output unit 102. [0130] The polling request that is sent has
therdata structure destrbed with refereacesto-kige 7kEhat iskeventwhen are
secret keys stored in the secret-key storage unit 301 are arranged in a
a5 SRigrarERialstilictares whatisine e dak S pollig Fequdst Is &6 entifier

herggﬁlan abbreviation of Sub Slot Number.
[0123]

Similarly, also for other identifiers pksn, a plurality
of sub-identifiers SSN are associated with one identifier
pksn, and one secret key pk is associated with one sub-
identifier SSN. That is, a plurality of sub-identifiers SSN
and a plurality of secret keys pk are associated with one
identifier pksn.

[0124]

Note that there is no limitation as to the number of
sub-identifiers SSN (secret keys pk) that are associated
with one identifier pksn. The example shown in Fig. 12 is
only an example, and, for example, there is not such a
limitation that three sub-identifiers SSNO to 2 are
associated with the identifier pksn0.

[0125]

As described above, in the secret-key storage unit 301,

a plurality of secret keys pk are associated with one

identifier pksn0. By providing sub-identifiers SSN as



[0131] Next, a process of the IC card 400 that has received the polling
request will be described. In step S122 (Fig. 2), the IC card 400 executes
a polling-response generating and sending process. The polling-response
generating and sending process executed by the IC card 400 will be
described with reference to a flowchart in Fig. 14. [0132] Each
processing executed in steps S331 to S335 is similar to that executed in
steps S231 to S235 in Fig. 4, and-de&éription thereof has already been
given and thus will be omitted here. [0133] However, description will be
added here since - 45 - processing that is executed when a secret key pk

desisréhd fronbvthessecret-Rey stbtagesunit 40% trostep G8331differs Asa
described above, in the secret-key storage unit 401, a plurality of secret

PLURR/SIARG are dsapErited®ith dhe-identifier pksn'. The CPU 207 of the IC

(01 a}{ 400 reads one secret key pk' associated with an identifier pksn' that
iS the same as an identifier pksn included in a received polling request.

[mﬁéke, although only an example of keys having a
hierarchical structure and stored in the secret-key storage
unit 301 of the reader/writer 100 is shown, keys having a
similar hierarchical structure are alsoc stored in the
secret—-key storage unit 401 of the IC card 400.

[0127]

Next, an operation of the communication system 50 shown
in Fig. 11 will be described. The overview of the operation
of the communication system 50 is similar to the case
described with reference to the flowchart shown in Fig. 2,
so that descripticn thereof will be omitted.

[0128]

Furthermore, the polling-request generating and sending
process executed in step 8101 (Fig. 2) as an operation of
the reader/writer 300 is executed similarly to the case
described with reference to the flowchart shown in Fig. 3.
Thus, although detailed description thereof will be omitted,
brief description will be added with reference to Fig. 13.
[61z2¢e]

As shown in Fig. 13, in the secret-key storage unit 301
of the reader/writer 300, secret keys pk having a

hierarchical structure are stored. The CPU 105 {Fig. 11}



For example, to describe with reference to Fig. 15, if the identifier pksn
included in the received polling request is the identifier pksnO, one secret
key pk' among the secret keys pk00' to 02' associated with the identifier
pksnO1 is read. Here, the description will be continued that the secret key
pkOQ' is read. [0135]  For example, such a configuration is possible in
which a plurality of secret keys pk associated with one identifier pksn are
used as keys individually having différent security levels and a suitable
secret key pk' is read depending on data that is communicated or
depending on a counterparty of communication. [0136] Furthermore, for
readgampler sachuarconfigutationds possiblerinyywield a pluralityof seeretet —key
keys pk associated - 46 - with one identifier pksn correspond individually
stogagifierdht seffides andlaseeistkey vk suitdble forars@yizedobe a

pol%@%&ﬂgggﬁg§¥%[0¥ﬁz; polling reguest in which the

identifier pksnC has been stored is sent to the IC card 400
by the input/output unit 102.
[0130]

The polling reguest that is sent has the data structure
described with reference to Fig. 7. That is, even when
secret keys stored in the secret-key storage unit 301 are
arranged in a hierarchical structure, what is included in
the polling reguest is an identifier pksn.

[0131]

Next, a process of the IC card 400 that has received
the polling request will be described. In step S122 (Fig.
2}, the IC card 400 executes a polling-response generating
and sending process. The polling-response generating and
sending process executed by the IC card 400 will be
described with reference to a flowchart in Fig. 14.

(01327

Each processing executed in steps $331 to 8335 is
similar to that executed in steps $231 to 8235 in Fig. 4,
and description thereof has already been given and thus will
be omitted hers.

[0133]

However, description will be added here since



A random number A generated by the random-number generating unit
202 is encrypted by the read secret key pk0O to generate a session key
ESK. [0138] Returning to description of the flowchart in Fig. 14, in step
5336, a sub-identifier SSN is read. The sub-identifier SSN that is read is a
sub-identifier SSN associated with the secret key pk read in step 5334.
[0139] Note that although it has been described herein that a secret
key pk' is read and then a sub-identifier SSN' identifying the read secret
key pk' is read, such a configuration is possible in which a sub-identifier
SSN' is read and then a secret key pk corresponding to the sub-identifier
pro8SN isweady at intwhichdbhesedredead simukaneaushs Theworder et ad
execution can be modified as appropriate and is not limited to the order
LLOBhAWR irf e EmbbaIMETtOWRIEA siilarly 8pplies diseto Protéssingliers -

ther steps.. [0140] In ste 37, the hash calculating unit 402 performs a
Bs 039%%a c%?at%?%]’ryeé hégh%glﬁé CtioR On & rafdon Eﬁ%ﬁ)%? Agérerafed by

plutheirpdogrnumber generating pnit202. The hash function,is a.fynction
that uses data to send as input, compresses the input data into data
idehavifigearpredeterminethbit tength, (@nd-gutputs the resultias athasba@iuesne
The hash function has such characteristics that it is difficult to restore
SeCifplut Hata fém aRasi valbedhatis buiput Laisd thiaf ites difficult totfinee 1s

in having hash val fth me.r I f it is one-way).
the[ %%%agg %n gd%ﬁt¥%¥§§c%ﬁgisgnglggggsgéngpgggeived Y)

polling reguest.
[0134]

For example, to describe with reference to Fig. 15, if
the identifier pksn included in the received polling request
is the identifier pksnO, one secret key pk' among the secret
keys pk00' to 02' assoclated with the identifier pksn0' is
read. Here, the description will be continued that the
secret key pk00' 1s read.

{0135]

For example, such a configuration is possible in which
a plurality of secret kevs pk' associated with one
identifier pksn' are used as keys individually having
different security levels and a suitable secret key pk' is
reac depending on data that is communicated or depending on
a counterparty of communication.

[0136]
Furthermore, for example, such a configuration is

possible in which a plurality of secret keys pk' associated



Using such features of the hash function, checking of the credibility or the
like of exchanged data is performed. Here, a hash calculation is
performed in order to check whether the secret key pk (secret key pk)
individually read on the side of the IC card 400 and on the side of the
reader/writer 300 match. [0142] In step S337, a hash value A has been
generated by applying the hash function to the random number A, in step
5338, a polling response is generateéitc The polling response that is
generated is configured to include the hash value A, the session key ESK,
and the sub-identifier SSN', as shown in Fig. 15. [0143] That is, when the
witkeysnstoretbintthé Seeretkey Staragecs48r anit4d1-has.a hieyarchical
~_structure, the polling response is configured to include the hash value A,
1 LHRISESSiOTREESR, ahd tie Sa-Idehtifier SBN! [G144]ab TEhefpalling

se1ESPONSE ill bg}({jegcr{%edd further with reference to Fig. 16. Of the data
striicture’of the po(ﬁln% requ%ést Shown' in Fig. 16, description of parts that

r¢1€aincide with the data structure of the polling request shown in Fig. 9 will
be omitted.
A random number A generated by the random-number

generating unit 202 is encrypted by the read secret key
pk00' to generate a session key ESK.
[(0138]

Returning to description of the flowchart in Fig. 14,
in step 5336, a sub-identifier SSN is read. The sub-
identifier SSN that is read is a sub-identifier SSN
associated with the secret key pk read in step S$334.

[0139]

Note that although it has been described herein that a
secret key pk' is read and then a sub-identifier SSN'
identifying the read secret key pk' is read, such a
configuration is possible in which a sub~identifier SSN' is
read and then a secret key pk' corresponding to the sub-
identifier SSN' is read, or in which these are read
simultanecusly. The order of execution can be modified as
appropriate and is not limited to the order shown in the
embodiment, which similarly applies also to processing in
other steps.
r0140]

In step 5337, the hash calculating unit 402 performs a



[0145] In the data structure of the polling request shown in Fig. 16, in
the PAD area of the payload, an area where the hash value A is stored
(an area denoted as HSK in Fig. 16) and an area where the sub-identifier
SSN' is stored (an area denoted as SSN in Fig. 16) are provided. The
area where the hash value A is stored is configured of 2 bytes. The area
where the sub-identifier SSN' is stored is configured of 2 bytes. [0146]
In step S228, a polling response having such a data structure shown in
Fig. 16 is generated. Then, in step 5339, the generated polling response
is sent to the reader/writer 300. [0147] Next, a process of the reader/writer
ca 1300 that tasbv49 - heceived thecpalting response avithbe weiseribed. The
reader/writer 300 executes a random-number obtaining process in step

9ensEes (Figl2). he raRaerTEmBErabiafing process exésutdd by théne
nasf SERATIRS AL R HERT BT NN RIS og o 2 e R0 e,
compresses the input data into data having a predetermined
bit length, and outputs the result as a hash value. The
hash function has such characteristics that it is difficult
to restore input data from a hash value that is output, and
that it is difficult to find input data having hash values
of the same results of output (it is ocne-way).

(01417

Using such features of the hash function, checking of
the credibility or the like of exchanged data is performed.
Here, a hash calculation is performed in order to check
whether the secret key pk' (secret key pk) individually read
on the side of the IC card 400 and on the side of the
reader/writer 300 match.

[0142]

In step 3337, a hash value A has been generated by
applying the hash function to the random number A, in step
5338, a polling response is generated. The polling response
that is generated is configured to include the hash value A,
the session key ESK, and the sub~identifier S88N', as shown
in Fig. 15.

(01431

That is, when the keys stored in the secret-key storage



Each processing executed in steps 5351 to 3354 is similar to that in steps
5251 to 5254 in Fig. 5, and description thereof has already been given
and thus will be omitted here. [0149] However, description will be added
here since processing that is executed when a secret key pk is read from
the secret-key storage unit 301 in step 5353. The reader/writer 300
identifies an identifier pksn from the identifier pksn included in the polling
request sent to the IC card 400. Furth&rmore, the reader/writer 300
identifies a sub-identifier SSN from the sub-identifier SSN included in the
polling response received from the IC card 400. If the identifier pksn and
unithedsub-identiiehSSNearetidentifiedt it is: possible to ddentify. one seergbonse
. key pk.[0150] Further description will be added with reference to Fig.
15 §8NniREEXEnie SREWHTR Fig a8 &id st idéntifler SBRO BRI asy

a sub-identifier %SN ip t e.r%ollin - 50 - response received from the IC
E i
S}(éar%llrl EJOd%?é% that the seu%-iﬁeﬁﬁflersé?\‘lo is identified from the

r018u4b-identifier SSNO'. [0151] Furthermore, the reader/writer 300
remembers that data of the identifier pksnO has been stored as an
idehtifiep pksn mothegpaiingsrequedtisent todhe kG bartl 400-tTHhus, thech
secret key pk0O is identified from information indicating the identifier

e T Bk&H andinformatio indicating the $ubaidéntier BENOCThiganeris L ing
reqﬁé%%tQ%é%%“ﬁ§e¥f¥90i%fe%ﬂ§§é%§§€T§§GXPKp§§§§]that coincide
with the data structure of the polling request shown in Fig.
9 will be omitted.

[0145]

In the data structure of the polling request shown in
Fig. 16, in the PAD area of the pavload, an area where the
hash value A is stored (an area denoted as HSK in Fig. 16)
and an area where the sub-identifier SS8SN' is stored (an area
dencted as SSN in Fig. 16} are provided. The area where the
hash value A is stored is configured c¢f 2 bytes. The area
where the sub-identifier SSN' is stored is configured of 2
bytes.

[0146]

In step 5228, a polling response having such a data
structure shown in Fig. 16 is generated. Then, in step 8339,
the generated polling response 1s sent to the reader/writer
300.

[0147]

Next, a process of the reader/writer 300 that has



The session key ESK included in the polling request is decrypted using

the read secret key pk0O as a key, thereby obtaining a random number B.

[0153] Returning to description of the flowchart in Fig. 17, when the

random number B has been obtained through the processing in steps

3351 to 3354, in step 3355, the hash calculating unit 302 (Fig. 11) applies

a hash function to the random number B to generate a hash value B.

[0154] In step 5356, the CPU -10%tompares the hash value A included

in the polling response input by the input/output unit 102 with the hash

value B generated by the hash calculating unit 302. - 51 - [0155] The
recpeet:{orctompgaringithe hasbpabise: Awiilh thechasheavatue Bawill behe

additionally described with reference to Fig. 18. In the description with
reagfarente t6 Fig U8, a3estabed abave the Bt key pkoo is entfisd-es s
in fgrgg] thgir@f rmgtion indicati theriderggigggksno and the jnformatiorn

indicating the StibSderttitier SSNO " 1S LetidTREy iCibRtfied'd process

exeeRHECH; ittyns-euidbaytheihash value Aand the hashvalue B dp net
match. [0156]

reference to a flowchart in Fig. 17.
[0148]

Each processing executed in steps S$S351 to 8354 is
similar to that in steps S$S251 to $S254 in Fig. 5, and
description thereof has already been given and thus will be
omitted here.

[014¢9)]

However, description will be added here since
processing that is executed when a secret key pk is read
from the secret-key storage unit 301 in step 8353. The
reader/writer 300 identifies an identifier pksn from the
identifier pksn included in the polling reguest sent to the
IC card 400. Furthermore, the reader/writer 300 identifies
a sub-identifier SSN from the sub-identifier SSN' included
in the polling response received from the IC card 400. If
the identifier pksn and the sub-identifier SSN are
identified, it is possible to identify one secret key pk.
[0150]

Further description will be added with reference to Fig.
18. In the example shown in Fig. 18, the sub-identifier

SSNO' 1s steored as a sub-identifier SSN' in the pelling



The identifier pksn has been selected on the side of the reader/writer 300,
and the sub-identifier SSN has been selected on the side of the IC card
400. If the relationship among the identifier pksn, sub-identifier SSN, and
secret key pk stored in the reader/writer 300 is the same as the
relationship among the identifier pksn, sub-identifier SSN', and secret key
pk' stored in the IC card 400, it is presumed that the possibility of
incorrectly identifying a secret key-pk fs low. However, if these
relationships are not the same, there exists a possibility of incorrectly
identifying a secret key pk. [0157]  Furthermore, for example, if the
respecretkey pk cordsgonding te:the subzidentdfier, SSN' selectedion theb-
. side of the IC card 400 is not held on the side of the - 52 - reader/writer
1de366 te.gt ifditfereht séeletkévd gk Relamonthe siddofitherreadémuritesNe "
[O:qu and on the side of the IC card 400), it is not possible to uniquely
identify a secret key pk, so that the hash value A and the hash value B do

notmatel 101581, Eensidering the-abaue, syeh aconfigurationys ¢ a4

employed in which hash values are compared so that it is possible to
of theckiwhethef secrep keyspk {secretkeystpkused:for encryption Of i e r
decryption) selected on the side of the reader/writer 300 and on the side

Dksgf the 16768 ¥bbiMdtche [0159T ASddschBed ABové: 5ASBring & -hashhus,

value in L o .
the %ggreg'key pkC0 is identified from information

indicating the identifier pksnC and information indicating
the sub-identifier SSNO. Thus, in this case, tThe secret key
pk00 is read as a secret key pk.

[0152]

The session key ESK included in the polling reqguest is
decrypted using the read secret key pk0O0 as a key, thereby
obtaining a random number B.

[0153]

Returning to description of the flowchart in Fig. 17,
when the random number B has been obtained through the
processing in steps S351 to $354, in step 8355, the hash
calculating unit 302 (Fig. 11) applies a hash function to
the random number B to generate a hash value B.

[0154]

In step 8356, the CPU 105 compares the hash value A
included in the polling response input by the input/output
unit 102 with the hash value B generated by the hash

calculating unit 302.



polling response, the validity of a session key can be checked on the side
of the reader/writer 300. [0160] Note that, although in the communication
system 50 shown in Fig. 1, in other words, in the case of secret keys not
having a hierarchical structure, such a configuration is employed in which
processing such as comparison of hash values to check whether secret
keys pk selected on the side of the reader/ writer 300 and on the side of
the IC card 400 match is not executéd, obviously, in the communication
system 50 shown in Fig. 1, it is possible to employ such a configuration in
which processing such as comparison of hash - 53 - values is executed to

: O16tdck secret keys pk. [0161] By managing a plurality of secret keys pk
in the reader/writer 300 and the IC card 400 as described above, it is

poggﬁ|@ﬁ%é§% difeirdecrypca phiality %hséfr@ildé% By (&iﬁéﬁén@%@cﬁé@h
h ibl t

service- by SeI’VICG aSIS even w gn a |§1ura serwces

18. Fuﬁhe%‘éfed@é@§%‘§B@gﬁ%@iﬂm@@ée§%@@§g’s d%“bsg
above, the security of communication can be improved.

described above, the secret key pk00 is identified from the
information indicating the identifier pksn0 and the
information indicating the sub-identifier SSNO. If this
secret key is identified incorrectly, it turns out that the
hash value A and the hash value B do not match.

[015¢6]

The identifier pksn has been selected c¢n the side of
the reader/writer 300, and the sub-identifier SSN has been
selected on the side of the IC card 400. If the
relationship among the identifier pksn, sub-identifier S§3N,
and secret key pk stored in the reader/writer 300 is the
same as the relationship among the identifier pksn', sub-
identifier SSN', and secret key pk' stored in the IC card
400, it 1s presumed that the possibility of incorrectly
identifying a secret key pk is low. However, 1if these
relationships are not the same, there exists a possibility
of incorrectly identifying a secret key pk.

[0157]

Furthermore, for example, if the secret key pk

correspending to the sub-identifier SSN' selected on the

side of the IC card 400 is not held on the side of the



[0162]  Although the above-described embodiment has been described
by way of an example of wireless communication, it is possible to apply
the present invention to wired communication. Furthermore, the present
invention is not limited to the above-described embodiment, the present
invention can be applied to communication using a plurality of keys held
by mutual apparatuses when some data is exchanged between two
apparatuses. [0163]  The terms in$@rmation processing apparatus and
device in this specification corresponds to, for example, an initiator and a
target in the NFCIP-1 standard, i.e., an apparatus that generates an SF
reafield/andiinitiate ) NFCIR .. communicafionsand arcapparatusythabire held
responds to an - 54 - instruction from the initiator using load modulation

°n hmotitfftionlof GHERESRIE gerdrated by RSelk 1spattivery. side of the

Furthermore, these.apparatuses may.be communication apparatuses
1c CYURermore, bpala P .
Hg\l;l%g mou)eriteé hélreoﬁ%nepoorsrﬁﬁ%’ll% c%](ﬁpgl of their Mdf\?l&(;eu% unctions

secabd havingathesfunctions entherikes [0164]; IRegarding:Recording va1ue »

Medium] The series of processes described above can be executed either
do pyhardware.or by software. When the series of processes described

above is executed by software, programs constituting the software are
[01gRécuted by the CPU 105 or the CPU 207 in Fig. 1, and these programs

are read from. recording media or the like readable by the reader/writer
10 %%86 ggﬁ%ﬂcﬁéﬁd%ﬁﬁﬂﬁooiuck a conQAg@Qatlon is employed

in which hash values are compared so that it is possible to
check whether secret keys pk (secret keys pk used for
encryption or decryption) selected on the side of the
reader/writer 300 and on the side of the IC card 400 match.
[0159]

As described above, by storing a hash value in a
polling response, the validity of a session key can be
checked on the side of the reader/writer 300.

[0160]

Note that, although in the communication system 50
shown in Fig. 1, in other words, in the case of secret kevs
not having a hierarchical structure, such a configuration is
employed in which processing such as comparison of hash
values to check whether secret keys pk selected on the side
of the reader/writer 300 and on the side of the IC card 400
match i1s not executed, obviocusly, in the communication
system 50 shown in Fig. 1, it is possible to employ such a

configuration in which processing such as comparison of hash



[0165] In this specification, the steps of executing the series of
processes described above obviously includes processes that are
executed sequentially in the orders described, and also includes
processes that are not necessarily processed sequentially but executed in
parallel or individually. - 55 - Name of Document CLAIMS 1. A
communication system configured of an information processing apparatus
and a device that perform communication, wherein the information
processing apparatus comprises: first storage means that stores one or
more keys; polling-request generating means that generates a

va lpeling requestincluding anhderiifiee identifyirg thekey; and

[0161]

By managing a plurality of secret keys pk in the
reader/writer 300 and the IC card 400 as described above, 1t
is possible to encrypt and decrypt a plurality of services
by different secret keys pk, so that it becomes possible to
use a secret key pk on a service-by-service basis even when
a piurality of services are dealt with. Furthermore, by
establishing & communication session as described above, the
security of communicaticn can be improved.

[06162]

Although the above-described embodiment has been
described by way of an example of wireless communication, it
is possible to apply the present invention to wired
communication. Furthermore, the present invention is not
limited to the above-described embodiment, the present
invention can be applied to communication using a plurality
of keys held by mutual apparatuses when some data is
exchanged between two apparatuses.

[0163]

The terms information processing apparatus and device
in this specification corresponds to, for example, an
initiator and a target in the NFCIP-1 standard, i.e., an
appératus that generates an RF field and initiates NFCIP-1

communication and an apparatus that responds to an



obtaining means that reads the key identified by the identifier from the first
storage means, and that decrypts encrypted data by the key to obtain a
random number, the encrypted data being included in a polling response
supplied from the device in response to the polling request; and wherein
the device comprises: random-number generating means that
generates a random number; second storage means that stores one or
more keys; reading meansthatireads a key corresponding to the
identifier included in the polling request from the second storage means;
encrypting means that encrypts the random number generated by the
1nstangdomi-nuombergeharatingimearsby the key feaskbythereadingrmeans;
and Eolling-response generating means that generates the - 56 -
modulation of an RE field generated by itself, respectively.
Furthermore, these apparatuses may be communication
apparatuses having mounted thereon one or more IC chips of
thelr individual functions and having other functions or the
like.
[0164]

[Regarding Recording Medium]

The series of processes described above can be executed
elther by hardware or by software. When the series of
processes described above is executed by software, programs
constituting the software are executed by the CPU 105 or the
CPU 207 in Fig. 1, and these programs are read from
recording media or the like readable by the reader/writer
100 (300} or the IC card 200 (400).

[0165]

In this specification, the steps of executing the
series of processes described above obviously includes
processes that are executed sequentially in the orders
described, and also includes processes that are not

necessarily processed sequentially but executed in parallel

or individually.



polling response including data of the random number encrypted by the
encrypting means. 2. The communication system according to Claim 1,
wherein the key is uniquely identified by a first identifier and a second
identifier, the second identifier being subordinate to the first identifier, and
wherein each of the first storage means and the second storage means
stores each of the first identifier, the second identifier, and the key in
association. 3. The communication system according to Claim 2,

wherein the polling-request generating means includes the first identifier
as the identifier in the polling request,  wherein the polling-response

nar@ensratng. means furthen inghides the second identifier in the polling
response, and  wherein the obtaining means identifies the key from the

1first Kentifierincluded dm theypaling requestand the seeond identifier- ion
included in the polling response, and reads the key from the first storage
ProgRansig FRPEsHRiUnicHtion 3ystefiiaccording to TIainT T, whskeinfreation,
dev'&ge further igmpris first hash calculating means that performs a

S:
caldUaBA T WHTcH & HASRHircHoniE ApRied I5HHE FARERT RuImBEP ™ - oo3
generated pythe randomnymbergengrating MeatsSone or more keys:

pelling-reguest generating means that generates a
polling request including an identifier identifying the key;
and

obtaining means that reads the key identified by
the identifier from the first storage means, and that
decrypts encrypted data by the key tc obtain a random number,
the encrypted data being included in a pelling response
supplied from the device in response to the polling ﬁequest;
and

wherein the device comprises:

random—number generating means that generates a
random number;

second storage means that stores one or more keys;

reading means that reads a key corresponding to the
identifier included in the polling request from the second
storage means;

encrypting means that encrypts the random number
generated by the random-number generating means by the key
read by the reading means; and

polling~response generating means that generates the



-57 - wherein the polling-response generating means further includes
a first hash value calculated by the first hash calculating means in the
polling response, and  wherein the information processing apparatus
further comprises: second hash calculating means that performs a
calculation in which a hash function is applied to the random number
obtained by the obtaining means; and comparing means that compares a
second hash value calculated by thesgecond hash calculating means with
the first hash value included in the polling response. 5. A communication
method of a communication system configured of an information

po1RIOCESSIng anpatatys apd & devigethat perform communication. -
wherein the information processing apparatus comprises the steps of:
encrypted by the encrypting means.
2. The communication system according to Claim 1,
wherein the key is uniquely identified by a first
identifier and a second identifier, the second identifier
being subordinate to the first identifier, and
wherein each of the first storage means and the second
storage means stores each of the first identifier, the
second identifier, and the key in association.
3. The communication system according to Claim 2,
wherein the polling-request generating means includes
the first identifier as the identifier in the polling
regquest,
wherein the polling-response generating means further
includes the second identifier in the pelling response, and
wherein the obtaining means identifies the key from the
first identifier included in the polling reguest and the
second identifier included in the polling response, and
reads the key from the first storage means.
4, The communication system according to Claim 1,
wherein the device further comprises:
first hash calculating means that performs a
calculation in which a hash function is applied to the

random number generated by the random-number generating

means,



storing one or more keys; polling-request generating of generating
a polling request in which an identifier identifying the key is included; and
obtaining of reading the key identified by the identifier, and decrypting
encrypted data by the key to obtain a random number, the encrypted data
being included in a polling response supplied from the device in response
to the polling request; and - 58 - wherein the device comprises the steps
of: generating a random number;-stdring-one or more keys; reading
a key corresponding to the identifier included in the polling request;
encrypting the generated random number by the read key; and

wherein the polling-respense generating means further
includes a first hash value calculated by the first hash
calculating means in the polling response, and
wherein the information processing apparatus further
comprises:
second nash célculating means that performs a
calculation in which a hash function 1s applied to the
randcm number obtained by the obtaining means; and
comparing means that compares a second hash value
calculated by the second hash calculating means with the
first hash value included in the polling response.
5. A communication method of a communication system
configured of an information processing apparatus and a
- device that perform communication,
wherein the information processing apparatus comprises
the steps of:
storing one or more keys;
polling-reqguest generating of generating a polling
request in which an identifier identifying the key is
included; and
obtaining of reading the key identified by the
identifier, and decrypting encrypted data by the key to
obtain a random number, the encrypted data being included in
a polling response supplied from the device in response to

the peolling request; and



generating the polling response including data of the encrypted random
number. 6. An information processing apparatus that performs
communication with a device, comprising: storage means that stores one
or more keys; polling-request generating means that generates a
polling request in which an identifier identifying the key is included; and
obtaining means that reads the key identified by the identifier from the
storage means, and that decrypts_engtypted data by the key to obtain a
random number, the encrypted data being included in a polling response
supplied from the device in response to the polling request. 7. The

information processing apparalys accrding, o Glaim 6, ¢ wherein the

key is uniquely identified by a first identifier and a second identifier, the
second identifier being subokdinate tadhedirst identifier, and - 59 -
wherein the storage means stores each of the first identifier, the second
identifier, sarvtr thieckeytift a@BoBiatien keys:

reading a key corresponding to the identifier
included in the polling request:
encrypting the generated random number by the read
key; and
generating the polling response including data of
the encrypted random number.
6. An information processing apparatus that performs
communication with a device, comprising:
storage means that stores one or more keys;
polling-request generating means that generates a
polling reguest in which an identifier identifying the key
is included; and
obtaining means that reads the key identified by the
identifier from the storage means, and that decrypts
encrypted data by the key to obtain a random number, the
encrypted data being included in a polling response supplied
from the device in response to the polling reguest.
7. The information processing apparatus according to
Claim 6,
wherein the key i1s uniquely identified by a first
identifier and a second identifier, the second identifier

being subordinate to the first identifier, and



8. The information processing apparatus according to Claim 7,

wherein the polling-request generating means includes the first identifier
as the identifier in the polling request, wherein the polling response
further includes the second identifier, and wherein the obtaining
means identifies the key from the first identifier included in the polling
request and the second identifier included in the polling response, and
reads the key from the storage means. -9. The information processing
apparatus according to Claim 6, further comprising: hash calculating
means that performs a calculation in which a hash function is applied to

the; random, numbes obtained hy thes obtalning means; 8Ad e COMpasing

means that compares a hash value calculated by the hash calculating
idemeahsavith ahashaatuedintiided if tle-polingi responsey 10. A

communication method of an information processing apparatus that
asspefdrms Bommunication with a device, comprising: - 60 -

8. The information processing apparatus according to
Claim 7,

.wherein the polling-request generating means includes
the first identifier as the identifier in the polling
request,

wherein the polling response further includes the
second identifier, and

wherein the cbtaining means identifies the key from the
first identifier included in the polling reguest and the
second identifier included in the polling response, and
reads the key from the stcorage means.

9. The information processing apparatus according to
Claim 6, further comprising:

hash calculating means that performs a calculation in
which a hash function is applied to the random number
cbtained by the obtaining means; and

comparing means that compares a hash value calculated
by the hash calculating means with a hash value included in
the polling response.
10. A communication method of an information processing
apparatus that performs communication with a device,

comprising:



a reading controlling step of controlling reading of one key from one or
more keys stored in storage means; a polling-request generating step
of generating a polling request in which an identifier identifying the key is
included; and an obtaining step of reading the key identified by the
identifier from the storage means under control of the reading controlling
step, and decrypting encrypted data by the key to obtain a random
number, the encrypted data being-ingluded in a polling response supplied
from the device in response to the polling request. 11. A program of a
computer that controls an information processing apparatus that performs

COE‘W&H%@%‘ _WEH@&Q‘@%%?OQ%P@@% coﬁﬂ%@@iﬂgr@ni_f@ﬂi@gr%e%?f
controlling reading of one key from one or more keys stored in storage
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request in which an identifier identifying the key is included; and  an
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torage means under control of the reading. controlling step, and
20T G ARG pied STy P ke 16 Oha B AAG ot the kY
is enerypted.datg heing included in a polling response supplied from the
device in response to the polling request. - 61 - 12. A recording medium

hawingceoprograma esorge ddhiersond thesprdgearnecausigna campdtérthate

controls an information processing apparatus that performs
idepgrhriviicatioprvii 8 devitets ©xXeeatSpréBesding Yohirikingt the
reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data beilng
included in a polling response supplied from the device in
response to the polling request.

11. A program of a computer that controls an information
processing apparatus that performs communication with a
device, comprising:

a reading controiling step of controlling reading of
one key from one or more keys stored in storage means;

a polling-reguest generating step of generating a
polling request in which an identifier identifying the key
is included; and

an obtaining step of reading the key identified by the
identifier from the storage means under contrel of the
reading controlling step, and decrypiting encrypted data by
the key to obtain a random number, the encrypted data being

included in a polling response supplied from the device in

response to the polling request.



a reading controlling step of controlling reading of one key from one or
more keys stored in storage means; a polling-request generating step
of generating a polling request in which an identifier identifying the key is
included; and an obtaining step of reading the key identified by the
identifier from the storage means under control of the reading controlling
step, and decrypting encrypted data by the key to obtain a random
number, the encrypted data being-ingtuded in a polling response supplied
from the device in response to the polling request. 13. A device that
performs communication with an information processing apparatus,

100MpHsiRg o rJBREOMRUMBELdeNeIating mIeaNsthat gensrates %hereoﬁ,
random number; storage means that stores one or more keys; reading

themeang that reads arkeydramtthe storage means; theokey eorréspondirzg toon
an identifier for identifying the key included in a polling request from the

PTORfStdtionItBEESsNG apparatins ereRting THBARS- fint shtrypts ther

random number - 62 - . .
device To éxecute processing comprising:

a reading controlling step of controlling reading of
one key from cne or more keys stored in storage means;

a2 polling-reguest generating step of generating a
polling request in which an identifier identifying the key
is included; and

an obtaining step of reading the key identified by the
identifier from the storage means under contrel of the
reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being
included in a polling response supplied from the device in
response to the polling reguest.

13. A device that performs communication with an

information processing apparatus, comprising:

random-number generating means that generates a random
number:;

storage means that stcores one or more keys;

reading means that reads a key from the storage means,
the key corresponding to an identifier for identifyving the
key included in a pclling reguest from the information
processing apparatus;

encrypting means that encrypts the random number



generated by the random-number generating means by the key read by
the reading means; and  polling-response generating means that
generates the polling response including data of the random number
encrypted by the encrypting means. 14. The device according to Claim
13, wherein the key is uniquely identified by a first identifier and a
second identifier, the second identifier being subordinate to the first
identifier, and  wherein the storagé2neans stores each of the first
identifier, the second identifier, and the key in association. 15. The device
according to Claim 14,  wherein the polling-response generating means

- genfirthes inchydes thersacond-identifier inthepeallincresponse. 16 the: key
device according to Claim 13, further comprising: hash calculating
reaphdansithat perfaimsaa vakutatioannt which a hash function is applied to
the random number generated by the random-number generating means,

wHPeih tRE pofiflgresBoAse GEAEr=TAg TS fulther HRRTISS S Radh e
o1 Y2IHE calculated by the hash calculating fpeans in.the polling response.
encrypted by the encrypting means.

14. The device according to Claim 13,
wherein the key is unigquely identified by a first
identifier and a second identifier, the second identifier
being subordinate to the first identifier, and
wherein the storage meansg stores each of the first
identifier, the second identifier, and the key in
association.
15. The device according to Claim 14,
wherein the polling-respconse generating means further
includes the second identifier in the polling response.
16. The device according to Claim 13, further comprising:
hash calculating means that performs a2 calculation in
which a hash function is applied to the random number
generated by the random-number generating means,
wherein the polling-response generating means further
includes a hash value calculated by the hash calculating
means in the polling response.
17. A communication method of a device that performs
communication with an information processing apparatus,

comprising:



17. A communication method of a device that performs communication
with an information processing apparatus, comprising: - 63 - a
random-number generating step of generating a random number; a
reading controlling step of controlling processing for reading a key from
storage means where one or more keys are stored, the key corresponding
to an identifier for identifying the key included in a polling request from the
information processing apparatus- ¢3n-encrypting step of encrypting the
random number generated by processing in the random-number
generating step by the key whose reading has been controlled by
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generating step of generating the polling response including data of the

numgaadom number encrypted by processing in the encrypting step. 18. A
program of a computer that controls a device that performs

comnTTEAHTH TR A IHOHMELGT BRocREsE EppatatRI compRSIAGL nY

a random-num eégegeratingtsge of gr%ne atin‘gha random number;

for g Sntrolling step Of CoRttomng prgg'ésssing for fedding %rkerrﬁoffgm}’;aey s
areSigrRAeMeans whete ong or more-keysare stargd; ekey-garrespopding

to an identifier for identifying the key included in a polling request from the
idemfdrination proeessing appdratissi in a polling reguest from the
information processing apparatus;

an encrypting step of encrypting the random number
generated by processing in the random-number generating step
by the key whose reading has been controlled by processing
in the reading controlling step; and

a pelling-response generating step of generating the
polling response including data of the random number
encrypted by processing in the encrypting step.

18. A program of a computer that controls a device that
performs communication with an information processing
apparatus, comprising:

a random—number generating step of generating a random
number;

a reading controlling step of controlling processing
for reading a key from storage means where cne or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling reguest from the
information processing apparatus;

an encrypting step of encrypting the random number



an encrypting step of encrypting the random number - 64 - generated by
processing in the random-number generating step by the key whose
reading has been controlled by processing in the reading controlling step;
and a polling-response generating step of generating the polling
response including data of the random number encrypted by processing in
the encrypting step. 19. A recording medium having a program recorded
thereon, the program causing a camguter that controls a device that
performs communication with an information processing apparatus to
execute processing comprising:  a random-number generating step of

ge&%aﬁ“%goig@%@@&gﬁg% @ Leading contralling step of contralling, . .,

processing Tor reading from storage means where ohe or more Keys
by agestored, he-key eersespandingta-aridentfierfor identifiyng the-keys i ng

included in a polling request from the information processing apparatus;

in amenaypting stepeofterchypting theaandsmchumber generated by
processing in the random-number generating step by the key whose

reatind h é%fééﬁ%%ﬂ%ﬁ@d 8%?6&&%%% i thE ré ﬁﬁ&%@ﬁﬁ&lﬁﬁ& ste?
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endhe@NCYiPgStBRessing in the encrypting step.

18. 2 recording medium having a program recorded thereon,
the program causing a computer that controls a device that
performs communication with an information processing
apparatus fo execute processing comprising:

a random-number generating step of generating a random
number;

a reading contreolling step of controlling processing
for reading a key from storage means where one or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling regquest from the
information processing apparatus;

an encrypting step of encrypting the random number
generated by processing in the random-number generating step
by the key whose reading has been controlled by processing
in the reading controlling step; and

a polling-response generating step of generating the

pelling response including data of the random number

encrypted by processing in the encrypting step.



