1 Sept enber 2004 DATA STORAGE DEVI CE AND DATA STORAGE METHOD,

| NFORMATI ON- PROCESSI NG~ APPARATUS AND | NFORVATI ON- - PROCESShtkabbEIRdaD, AND
PROGRAM BACKGROUND OF THE I NVENTION Field of the Invention: The present
invention relates to a data storage device and data storage nethod, an

i nfor mat.i on processing appafatus and information processing nethod, and a
program Description of the Related Art: , In an el ectronic nobney system or
a security system the use of an IC (Integrated Circuit) card has nore

wi del y beepaTmreasesi DEVIGR ANDDARY §TOREGhMEFH,r ANEPRIBEFORRREESRTNG ng

enbedded therein_an_1C chip, i | r Rlcga@N operation
processing par PPRARBAVASARY %Bfﬁ;‘%“@gﬁﬁ?%ﬂot%%%@%gﬁ% ?ﬁéf or g’)%gcuti ng

various kinds of processings, a nenory for storing therein data necessary
for exeeuting these processings, etc. It operates with a prescribed
reader/witer that has been RRCKGROG® @Ft THE d¥PEERINher et 0. Reading and
witing of data with respect to the I1C card are thereby executed in a
stat e wher®leifeot C‘Ptﬁapél"‘f“é:lf’ﬂ‘ electric contact with the reader/witer or in

a state of non-c ea?ﬁ:eéé}ﬁ:r SRbdift bhate 14385 t&lLaLEOTROREEE Coware Sand-Or
exanple, in an I (Fnternational Organization for Standardization) 7816,

there i s deftanedosagt asdard) Eorirfornatizet Preggseing JupagareE 3Adcording to
this standard, there can be nanage data with use of, for exanple, an EF

d
( El ement ar ipformayion Gree’ssdndi PRFC t HE S0P a. "file") for storing

therein a fi . iapg.therein the EF and DF (Dedicated File)
1 1 Sept e,%%%&jggg& B£0End We18L&H 1nRg .

In an electronic money system or a security system, the use
of an IC {Integrated Circuit) card has wmore widely been increased.
The "IC card" means a card-shaped device having embedded therein an
IC chip. It has built therein for example an operation processing
part such as a CPU (Central Processing Unit} for executing various
kinds of processings, a memory for storing therein data necessary
for executing these processings, etc. It operates with a prescribed
reader/writer that has been utilized with respect thereto. Reading
and writing of data with respect to the IC card are thereby executed
in a state where.the IC card is in electric contact with the
reader/writer or in a state of non-contact therewith that uses
electromagnetic waves.

For example, in an ISO (International Organization for
Standardization) 7816, there is defined a standard for a contact
type of IC card. According to this standard, thefe can be managed
data with use of, for example, an EF (Elementary File} (
corresponding to the so—calléd.“file“) for storing therein a file

and a DF for storing therein the EF and DF (Dedicated File) (



corresponding to the so-called "directory (folder)"). Accordingly, if
setting a certain piece of DF as a parent hierarchy andj gegihfben80048 DF
that constitutes a said-parent's child hierarchy, it beconmes possible to
manage data in the formof a hierarchical structure. By the way, in case
using the I1C card for the purpose of providing service by a plurality of
managers, there can be considered as being avail able therefor a nethod of

allotting the DF, serving as a hierarchy, to each of a plurality of the
managers SARFTesPRding b thher eeprddied o q’ﬁfx"gt‘ﬁf t(ﬁ%{]d:elf)h vi rﬁcfjﬁcehr%lqlﬁ'data
regarding {heepravl Sl 0B Ol BIMLBe i GACH PBRAGSHierieny drd pRSeIlgl | 21 ng
the IC card in conhection w an electronic noney systemor a security
system enswr BHat R@nsettirtiesya faid-paregabneitldohiekarghyf okt preveef i on of
the forgery of the IC card, etc. is inportant. TOthis end, it is
necessary RASSELE drmmanpge a4 it &8e nEftdy Bheh iFLRT LGPA R HER 2 or to

perform the access BANLLP! {NE,ACGERS, Ghe! fRloall hox asBcplzcaodat e | S

highly flexible e s a high hovel of security. As the technique for
per f or m ngptdiadass assveastsh phealacgassmahaddral vidde cespect to data is
highly flexible and yet has a high |evel of securit ere is,. for

exanpl e, scemsddaredias hatng sa"aﬁlﬁgfei BRRFSTRT o “l?FP?‘Eiadlﬁ aéjgﬁiéftlt“@ 5P Hyanese
Patent Application No.. - 36 nnfCCor.di J19¢b S Gkt fehdJAeenta®n,
‘there are ?ﬁl@%-ngd%?ianF‘tlf%%pcgwéaggiegfﬁe(gggnglﬂ% t(ggt he direct odréi es of the IC
cards. Thgssriageri€eiresped®Roatieas DSt tlice EFhkawing theraiandgesa clegendng t hat

are the ranges of usable identification codes (each corresponding to a
fil enane otheliprevieign @Anegrvicyiky £26R-PAEYARTtIi on areas constitute a

hierarchical str ugiég'e sl %Qiffz%.?l%d'i:ﬂ@ 0L APSE orheceRbeBah 3R04

electronic money system or a security system, ensuring the security
for concealment of data, for prevention of the forgery of the IC

"card, etc. is important. T® this end, it is necessary to perform
the resources management for storage of data or to perform the
access control the access dﬁ?that with respect to data is highly
flexible and yet has a high’i9vel of security.

| As the technigue for performing the access control the

access of that with respect to data is highly flexible and yet has a
high level of security, there is, for example, a technique that is
described in an official gazette of Japanese Patent Application No.

- 2000=-36021. BAccoxding to this cited invention, there are area-
definition areas corresponding to the directories of the IC cards.
Those area—-definition areas store therein the ranges of codes that
are the ranges of usable identification codes (each corresponding to
a filename or directory name). Said area-definition areas

constitute a hierarchical structure in which according to those



ranges of codes the data in one area-definition area is used as that
corresponding to a parent hierarchy and the data in anojRepichibeH366k as
that corresponding to a child Hi erarchy. Further, in the area- definition
areas, there are also stored the capacities (enpty capacities). By these
enpty capacities and ranges of codes, in the hierarchy that falls upon a
certain area-definition area, the usable capacity and identification code
therein are respectively limted. Further, according to that cited
invention, there is uysed t or .nore in_nu I
dgﬁyﬁ? G

.a. hierarchical_ .k t i
used with FHYSECPT G°8° & arcRYe Cac]):F?'éspoﬁl&%lOA teacl):%?hﬂ GRlogKgY i3t s

I'ng € nenory area
havi ng such,dakgonditdr €6 4 Pparehi hiekarngakad NEREDAYL AliGAakeshdrhas hsedised
‘With respect to the nenory area having such data stored therein. Using
those keyas thaer eorespprdidgcte saghhbhiiiesardy -kejdrthear B &hgs@8cdor

aut henti cation.. According to each of those henticati.on ke
aut hent i caf¢ioiitdon &LaF mdderAntf® f#he° a??]‘f’ﬁ%%t tl"(?af?%anml?ét)?st ezi%bscys used when

utilizing Lhedaieny. Spi GlAkchipt,s caRda BknoMN rhfyddee doeds wha uses the
child' s hierarchy. Further, a right to access the exercise of that is
permtted Widdurcagpeait fallshepohid destdiineprzextiefinstipin/enes tther ugpld to

the service-definition area that ano he .area-definitio I
consti t ut eSARATFY| g lﬂ?%‘i’aqlfﬁ*ﬁc’“ﬂ‘@agf EeIN e RRYRGer vﬁ%()alﬁ%%%%'s t he

parent's hierar Chh%&%@%&%ﬁn& A OkMS: BRed UsRhtidE hehé iLdBawe access
to a different service-definition area. As the electronic noney becones

nore di ffused ancoas irheumtser ai bierarhhicals key arhatCie dised weblomesPast e
diversified, there has been an increasi ng demand for the grovic%i 8Qt0f nor e
e

services t KPoRRfR DRAEEARERY S TP BELFAITEY BTN POPE &S89 WsPs 295F one
sheet of | gtgréld %ﬁQLQmeBr 2&9%&1 memory area key that is used with respect

to the memory area having such data stored therein. Using those
keys, there are produced authentication keys that are used for
authentication. According to each of those authenticatioq keys,
authentication is performed. And, the authentication key that is
used when utilizing the parent's hierarchy is made unknown to the
-user who uses the child's hierafchy. Further, a right to access the
éxercise of that is permitted with respect to the child's hierarchy
is given with respect to the service-definition area that among the
area-definition areas constitutes a child's hierarchy. Therefore,
the manager who manages the parent‘s hierarchy becomes able to give
each user the right to have access to a diffefent service-definition
area.
Bs the electronic money becomes more diffused and as the
service, that uses an IC card, becomes more divérsified, there has
been an increasing demand for the provision of more services through

mutual use, by a plurality of service providers, of one sheet of IC



card. In case making nutual use of one sheet of IC card by a plurality of
service providers, it nust be arranged that the informgkeRner 8gY i cation
regarding a specific service a certain service provider offers cannot be
accessed when perm ssion therefor is made by the other service providers
t hat make nutual use of that 1C card. Wth this security being maintained
as is, it nmust be arranged that the informati on or application regarding
the service that is nutually used can be possessed by each of the service
providers that are perform ng their nutual use operation. However, in case
data for F85%i zi ng various kinds of services that are jointly use-operated
or individually ygezQperatal nlYuf RisUr 8k idng gheseroti g€ @@vbgdess has been
defined within the IC card as physically specific or individual blocks,
t he fol | opilngalityans ssevooepmecdssar vt MNeateby, arrangedomat #8€essary to
use, wthin the reader/wijter,_ and |IC card, rreangg%r v\,her}:L p:%% ﬂ{ t he
data that PEOBATHG"] RPPYLGAEIOB pERIRTEURH 5 SBESHTTR SRR ¢ SYReHTONi zi ng
the data conienl 3 i ferSBEELLd CalhOCbel QbcdysRv Ghatd peirh$sd Bire¥adte Rt Vi ce
with those 1n andther specific block for providing its relevant service.
As -a resulils fihdd ysthé enepsderofice thmwvidadervhati nae amduahatseopft¥i@t C card
have both been increased. Further, when defini ng t he dagg f%[t {)eal I zi ng
various kiktd§a®d- E&FRit0ds FAGPSHERINSNESIPESAFE Hi dfks, " dWng To the
Physical bl 9ekSeq Wbl (RSBREASR:blAr Al Alichyrafaiehynild @Bsviave been
made the menory capacity inside the card is wasted. ThiS has caused an
obst ruct i cghawhes sstppl W ngedroran peipissested drwiegeh df th8epereniser 2004
SUVMMARY OF THE | NVENTI ON . L , X

providers that are performing their mutual use operation.

However, in case data for realizing various kinds of

services that are jointly use-operated or individually use-operated

by a plurality of service providers has been defined within the IC

card as physically specific or individual blocks, the following

means becomes necessary. Namely, it becomes necessary to use,

within the reader/writer and IC card, means for, when part of the

data that is being jdintly use-operated has been reloaded,

synchronizing the data contents in a specific block for providing

its relevant service with those in another specific block for

providing its relevant service. As a result of this, the cost of

the reader/writer and that of the IC card have both been increased.

?urther, when defining the data for realizing various kinds of

services physically as specific blocks, owing to the physical blocks

‘'with respect to that a plurality of definitions have been made the

memory capacity inside the card is wasted. This has caused an

obstruction when supplying more points of service.



The present invention has been made in view of the above-described
circunstances. That is, the present invention is intengegdptehibefBod{ card
by the use of that for exanple a plurality of enterprises prOV|de a
plurality of services, to cause a specific-usable service and a comonly
usabl e service to co-exist while ensuring the security as taken with
respect to the applications or data that is used to provide the respective
enterprises' services. 5 1 SEPMéARErOPODHAE | INBEBNDFPance with a first aspect
of the present invention, there is provided a data storage device operable
to communi cate with an information-processing apparatus, conprising: a
first menory havi nghed HréSéniSt Ohvogt Bseahapd heenseeiul shokiag yfathé he
first storing area including first data, which includes second data, and
first authéﬁ?V%é@?%ﬁrlbﬁ@orﬁ&ﬁ@ﬂﬁ%ﬁ%#?@%spe@@aﬁo t hé flrEPedaI%Fe%ﬁ@tthe

second stofhgadiga hackudinacknl i datac ahieh) naldides fourihadagg, the
on se

fourth data being assSociated W't the sec dat'a, an cond
aut hent i caekempiaf ar nplionl i ¥ hofespestrim selse pihevide dat plwd-all iSeapt ehber

A X Dty

i nformati ofsPHDEC ST MY RPPES abdSexdBl (WHil mdh Pt Bld oBhef security as
taken with respect to the applications or data that is used

to provide the respective enterprises’' services.



at least one of the first data and the third data by the

i nformation-processing apparatus, based on authenticati @@epidplyaBbd On from
the informati on-processing apparatus, and at |east one of the first and
second aut hentication information; and a processing unit operable to
process the fourth data based on the associated second data when the data
i nput/output control has permtted the informtion- Erocessi ng a{)%arat us to

mani pul at ed t he sédbn8cdafdanee) Sdit eRber: D04 2PRSEC T Hak®E WEFSE 5econd
aspect of {RE-REESANt tnbP¥ERLi PRovEiRBHE Al 3aRHOVIARA R AIA & WYL Eieyi ce,
conprising: a nmenory having a specific storage area and a comron storage
area, datatpn acmeugpierdf¢ cwitdr cye anéa roediimn aeeesss bl.egbyepymrafusir st
aut henti cation informtion associated therewith, and data in the comon
storage ar E8"Pbei MY ‘accessi bl e by way of second authentication information

associ ated therewd hiiasd mkencspechiteéngst-oragesar ex ravidgakeak dat aa
associated with certain of the data stored in the conmon area such that
use of theSerrsd SHATHESt PE&RYon i nformation al so enabl es access to the

certain data in the ceyoneSlorags AL LR %Lrjeaseﬁﬁemﬁrir%oofikgta%é)iéi?nce
with a third aspect of the present invention, there is provided a nethod,
conpri sing: stowhiaghfiistlwdta, sebbokl idedlaudesndecamd tdatiehanidication
information with respect to the first data, and
the second storing area including third data,
which includes fourth data, the fourth data being
associated with the second data, and second

authentication information with respect to the third

data;



first authentication information with respect to the first data, in a
first menory of a data storage device, the first menorygshashiigr 2od4 st
storing area and a second storing area; storing third data, which I ncludes
fourth data, the fourth data being associated with the second data, and
second authentication information with respect to the third data, in the
second storing area of the first nenory; controlling (i) data communi cation
between the data storage device and an information-processi ng appar at us,
and (1) manipulalioReofl ;abukoBakoARe By Iddsiaial & andonthe, thishd
data by the information-processing  apparatus, based on authenticatio

i nf or mat i odatromdrreiniigdtarorath@tweewcebsi ng tappareatass danvdiae bedsthene of

the first an sec%nd aut henti cation information; agld pr ocessi g the fqurth
dat a based 8 e t4SSHH P S FeE AP A5 B he ACEhe nf dP%H’%ﬂ-E%%EeQ i ng

apparatus Bas 1Jmdt pshat ed tthe: secesd datka shd Sest erben 2004 Py the
accordance with a fourth aspect of the present invention, there 1s

provi ded ailsferagd imstiRme ¢aes LEPngr®arsdiusar kapedgrram s bredtinatéon t hat
i s capable.qf T Q] |4 0G f. a rage ' o] rform
st eps, corrﬁgifgir?lﬂ%&tlﬁq{orflpncgn ?F }?ét gg‘gt% %&a\%ﬁioc%h%?lr%eastd%sr?%e%gﬁ#%g %,’ %ﬁ&
first authemti tatisan iomfeor ket | ahewi tfi nsdspecid t Gedund i raaithelat Acakthoa
first mem)ré of the data storage device, the first nenory having a first

storing ar é2EFRE LR 6nA % oring ar ea;

a processing unit operable to process the fourth
data based on the associated second data when the data
input/output control has permitted the information-

processing apparatus to manipulated the second data.



storing third data, which includes fourth data, the fourth data being
associated with the second data, and second authenticaji J i on
with respect to the third data, in the second storing arsggtégiget?gg@%irst
menory; controlling (i) data conmunication between the data storage device
and an information-processing apparatus, and (ii) manipul ation of at |east
one of the first data and the third data b(%/ t he infornation-??r;ocessi ng

appar at us, based ofP aBCRERERESEI dH-Tthf Br Mt Wf?%ﬂ??ﬁe it BhFaPrEssent

processi ngiapRakabus. endrat ieaptoonaedl Lheqhivst &Pdr 8pCONGevice

authentication information; and processing the fourth data based on t he

associ at edc Heevad daga when the i nformation-processi ng apparatus has

mani pul at ed t he seconntlje%atra. ]1g *}i Septaerrts)e;a 2 Aé I ntacgogdagggavmgnhda fifth

aspect of the present™ - 11wehtion: there ©8 provided -ghe9d a

i nfor mat i opopimeeesstbgagapparabys &pesablre tdepeshos T dat asworgmi eakizon

with a data storage device, conprising; a data input/output control

oper abl e t BS¢8At PEICERIP L & dhmuir ¢ a® f o~lWPEhahBeRat §28L BPage T@aTREd T

first menmohy gperable e ShAG " CaRECh Ve iﬁ%ngngb&%drpnsw&% tLpPBq

whi ch may be used for enabling comunication o ata corresponding to the

respect i vebautrhent acaeiserib Id or et | ore ¥ r omfanogcdatia sturkdntiimatheodat a

st orage devi ce. and.a second mam)r% operabl e tﬁ storeénftol[lmati on . £

i ndi cat i ve *8F FHEEEACT oMt TR b S thE an € specilic
storage area having link data associated with certain of
the data stored in the common area such that use of the first
authentication information alsc enables access to the

certain data in the common storage area.



i nformation-processi ng apparatus and the data storage device, the
information being organized in association with the re§§gE&mﬁﬁr2 04
authentication information. 11 1 Septenber 2004 In accor ce wmth a sixth
aspect of the present invention, there is provided a nethod, conprising:
controlling data conmmunication betmeen an information-processi ng appar at us
and a data storage device; using respective authentication information
stored in a first menory of the information-processing apparatus to enable

communi cati on of daf a,eApkasRERdi gt ot hens FesReRidMe Bt hant i patle

information fromanong data stored 1n the data storage device; storlng
|nfornatlomnVﬂdtganbvehetethe gabaldednaumethbdoncb@pmeennqhe

i nformation-process appar at u nd t at.a e devi a second
rerory of the i nI T OrE b St ege iRy HATAPart L IRE | S G FBh=" bERHG
organi zed EnrassQeitdlendn cattifbr hﬁlf&éﬁ@@iéz\/ex«u@bﬂ hertieeat ifah tREOorARKION.
12 1 Septenber 2004 In accordance wth a seventh aspect of the present

i nvent i on, dekér e 1ns apridvistedranaghibralged rif ansteredediayiaesofbRafd rgitogr am
stored theﬁlgf?{@rghaﬁaéfn capapl £.0f Lo Q;] ! éPg?a U PCESSAL Qg aggc?r]ftlrrlgl i ng

i nf ormati on- ce55|ng apparatus to per orm steps, conprising:
data commuakeati on between the information-processing, apparatus and a
data storage devi Ctor:Lng third data, which includes fourth data, the
fourth data being associated with the second data, and
second authentication information with respect to the
third data, in the second storing area of the first memory:;
controlling (i) data communication between the data
storage device and an infermation-processing apparatus, and
(i1) manipulaticn of at least one of the first data and
the third data by the information-processing
apparatus, lba_sed on authentication information from the
information-processing apparatus, and at least one of
the first and second authentication information; and
processing the fourth data based on the associated

second data when the information-processing apparatus has

manipulated the second data.



usi ng respective authentication information stored in a first nenory of the
i nformati on-processing apparatus to enable commnicatiq)@eﬁ{ee } 3004
corresponding to the respective authentication informatio rom anong

data stored in the data storage device; and storing information indicative
of the data comrunication between the information-processing apparatus
and the data storage device in a second nenory of the

i nf or mat i on- pr ocesst ngcappdracas witthe @ nfforrdti crsrarel ngtortdeni peeis¢nt

associ atio ] the respectijye . ticatlon jnfor L on. . Sept enber
2004 In acggyggl%égg\fvi tﬁi%ﬁe ell%hpﬁ%gégggt Ejofg]llr Ch (?eg‘g%hmi nlvnecn%%délr{l,% t%ere
is provi de@odteatra Ccopradianat i e0osy&t ershere@npr i Shaly: asdat@siiresageosevi ce
including a nenory having a specific storage area and a common starage
area, dat aCPHtrPFuilgﬁe@i fPECragLTar2a9BER ngtaERe: sPBVECE bFOWBRLEPTHR 1 st
authenticagkggsiQ&Q&ﬁqgggg:associated therewith, and data in the conmon
storage area belng accessible by way of second authentication information
associ ated t herewistorimpmdiihet sgetiafi ohdrdr dgelades madary | datka datad

[ d..wth ' f..the d d i h b h
ioe of t he FPd AUHBHICRCS RPN Hdb ToRARTEs ecdlk ForPhe

certain datatkh tihe aCoTITRA fkAbageofatha,; dapd afotdyedrd@ditiicen- phecesskng
apparatus operable to (i) comunicate with the data storage device by way
of memory having a first storing area and a second storing area;
storing third data, which includes fourth data, the
fourth data being asscciated with the second data, and
second authentication information with respect to the third
data, in the second storing area of the first memory:
controlling (i) data communication between the data
storage device and an information-processing apparatus, and
(ii) manipulation of at least one of the first data and the
third data by the information-processing apparatus, based
on authentication information from the information-
processing apparatus, and at least one of the first and
second authentication information; and
processing the fourth data based on the associated

second data when the information-processing apparatus has

manipulated the second data.
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presenting authentication information thereto, and (ii) access the certain
data stored in the common storage area through the Iinlfsg?{e%&fr bHe
specific storage area by presenting the first authentication |nf20rmati on
to the data storage device. 14 1 Septenber 2004 BRI EF DESCRI PTI ON OF THE
DRAWNGS FIG 1 is a block diagramillustrating the construction of a card
systemto that the present inventionis applied; FIG 2 is a block diagram
illustrating the construction of a reader/witer of FIG 1; FIG 3 is a

bl ock diagramilluskratdng-4 cusi ruct op, of cardqfs F dni FIG
4 is a block diagram iaﬁtl ustragfcleng tEe COI’lStFUCtai r(lalcng g céc(r%]ter o*]%? I’cl) FI G
1; FIG 5 iigveentiewm, | [ustrat iy optogidad farmuindbrhheiokEEPROMeSikgG 3,

FIG 6 i iew.illustrating th tructjon of i cat; ecor ded i
the EEPROVTIPHITUS; SPPEDYE] $0 GPERPFRI (Stvoat CRITLRG e 207 ofidti =

between amdtG cafdrhgsugevaned,i ton@eigpgiators; FIG 8 is a view
illustrating exanples of the applications recorded in the EEPROM of FI G

3; FIG 9 is a view ApFastraEthAguimet depntivedly/ereeilpte ofo epnbuehedetaation
koY et et IR IRGRIE U ol 2 AL WL 1o, Lhe processing for
a first memory operable to store respective
authentication information, which may be used for
enabling communication of data corresponding to the
respective authentication information from among data stored
in the data storage device; and
a second memory operable to store information
indicative of the data communication ©between the
information-processing apparatus and the data storage

device, the information being organized in association with

the respective authentication information.

11



managed 1.5 1 Septenber 2004 term nal apparatus; FIG 11 is a view
illustrating the processing for authenticating the IC gag t‘iﬁb% 2h&4
executed in a co-operator's nanaged term nal apparatus; EP& E Ps a flow
chart illustrating the processing of the term nal apparatus; FIG 13 is a
flow chart illustrating a commonly accessible electronic value filling
process; FIG 14 is a flow chart illustrating a specific-accessible
service point wite-in process; FIG 15 is a flow chart illustrating the
commonl y accessi blg, ghectrapie vl e andgspegi fic-accessi Qlig SgLYLER-POI Nt
wite-in process; Fl %\ %% |gs a v\??iew i M udtrati r?gs%te%gt accesskfengﬁrfgg%t to
the appli tavenhsonpn therspési pbirovanddt hemetchwon aveartikdng:s inmparted to

a- co-operator that co-operates vvi&a&the |C card' s i.ssuer; FIG 17 is a flow
chart illustratindg & A ue 9aRA | i 2 SOMBWOHEEESE t haPsit¥S8Recut 88 by

an obj ect shepemwktBnr-espeebsihg hPphraPESi EhE ACELES iSoPRyLddLthe F1G 18
is a flowhart illustrating an electronic value utilization process that
is executed by an Whirkt réseretiivenh 2etherticableonatirdommat iatcessorsd

per e gFL S I8 USRS ARl L VB BRIk O
illustrati agabhe carsinwcidaniofh tde peladenal ceefpuiendifnd| Gtol9; the
respective authentication information from among data stored
in the data storage device; and
storing information indicative of the data
communication between the information-processing
apparatus and the data storage device in a second memory
of the information-processing apparatus, the information

being organized in association with the respective

authentication infermation.

12



FIG 21 is a flowchart illustrati ng the settlenent process 16 1 Septenber
2004 that is executed by each of the IC card issuer, theceorORREabEs. and

the IC card center; FIG 22 is a flowchart illustrating the settlenent
process that is executed by each of the IC card issuer, the co-operator,
and the IC card center; FIG 23 is a viewillustrating the accessing right

to the applications in the specific and the conmon area that is inparted
to a co-operator tRaPCEBrEpBFat ¥d 0 th PRESNE cap@esti fuekhe Fpeesentis a

view 1| 1uSiidiflg dfie aggessl ngssri dbolagblie applicabiansin kg specific
and the common area that is inparted"to a co-operator that co-operates
with the | Crcatddsingsuer ;s &+-f Gwa25ei o nogireawmi | dtustedit thgrebe adcessing
right to the %@plicgtionstin ﬁhe specific and the gommn ar ea that is
i mparted t §2PENCE- ofdr afSPERAL 109- offer REESSREPR t RE | BNcalBLSTesdeP FI G

26 is a Vi eddelseshigatippa rbt@ saeeegeirtbrin Ghleds) thpraraldgcations in the
specific and the common area that is inparted to a co-operator that
. co-operates with t#NICOERIRTs | skder; Framperication| owkstaraern | | usbeati ng

t he el ectrqnj I i te- ro i te-i ith. respect to
the ol oot r anre=tEie-Hrob8sadnt (SEBRR 00 00 % el Pl HbuAERR
i ssuer's one; FlGu28nigs ardsapecharé il bustheatt xgatbenset tilrefeentaptoness

that in casgithe wite-in wth re%gect to_the electronic,. value has  been

performed GSHED Specifi E1kEY JBFBPTY hah| alissdBFCEMBhaOPSPTEREEELRE i n
each of thegpasuensand t&easDs 0B8RI i c&t Gon2D # Sad vy eMoiklusidaiing the
delivery/receipt of a comon key between the managers; and

to the respective authentication information from among

data stored in the data storage device; and

storing information indicative of the data

communication between the information-processing

apparatus and the data storage device in a second memory

of the information-processing apparatus, the information

being organized in association with the respective

authentication infermation.
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FIG 30 is aviewillustrating the conmon possession of 17 1 Septenber 2004
services (applications) between the nmanagers. DESCRI PTh FERRED
EMBODI MENTS An enbodi nent of the present invention wll %ngq%grgoﬁﬁ
explained with reference to the drawings. FIG 1 illustrates the
construction of a non-contact type card systemto which the present

i nvention has been applied. This non-contact type of, card systemis
constructed of a reader/witer 1, an IC card 2, and a controller 3.

Bet veen t he reade&éw%bk%rdan Qdd4¥%|§hcgighgh %%%e.%nt %gpﬁaese €
transm ssion and reception of data are péerforned dsin ro gnetn
waves. Nanelnyerttheorr,eadeetar iitserptotides nat sia&aprmmﬁmﬂnﬁdatmg@stfem t he
|C card 2. The I,C bard 2 receives that conmand and thereby executes a

pi ece of prBEIEiHd %orresponding to that command. And t he IC card 2

transmts to the rgadRi/amit&rader aapepee datadd g
processed result. The reader/witer 1 is connecte to t he controlle 3 via

a prescrilF@aEqiftie f atergageganeie ond ﬁhdtomrpr%b@régel Rraccordangeinwni t h
astandard 45 The t uppl.i re crlbed cantrol
?)d% WWI {br égléf%ere in Q@ce§$ ?lg gupg IF %1rs%

signal to tth r ausel 0 &x

prescri bed amtemmfcaﬂmesshlﬁgrmlit&nZ a§scﬁ:jkﬁt!1ﬁi< dhageanchl | usid adana t he
constructign of the reader/witer | illustrated in FIG_1. An IC 21 is

const r uct ed"of the DS, ProkRER| AGSOni PF1BF 2REESSdLE ed Pr ¥@essPhg of
data, an SRI4JShgnaluPhesess 4\ bR tin%rmwfén EXRGY A% U PCERIAG 19 dat a,

which is transmtted to the 1C card 2, and that executes processing of
dat a, whi clrtdhstireepapecific storage area having link data associated

with certain of the data stored in the common area such
that use of the first authentication information also
enables access to the certain data in the common storage
area; and

an information-processing apparatus operable to
(i} communicate with the data storage device by way of
presenting authentication information thereto, and (ii)
access the certain data stored in the common storage area
through the 1link data of the specific storage area by
presenting the first authentication information to the data

storage device.

14



received fromthe IC card 2, an SCC (Serial Communication 18 1 Septenber
2004 Controller) 33 that perfornms comunication with th¢s@?@h&%kbg@43, and
a nmenory 34 constructed of a ROM (Read Only Menory) 41 that stores therein
bef orehand i nformati on necessary for processing of data and a RAM ( Random
Access Menory) 42 that tenporarily stores therein data that is in the
course of processing. Al elenents that are included fromthe DPU 31 to

the memory 34 are connecBPREEY oPBRERIBhEPNPF vIRE aPBYEIRES Al so, to this bus

35, there are connected, too, a flash nenory 22 that stores therein
prescri bed data such as, for exanple, data necessary for authentication
and a drive 28. TofFifie Hriwea 28 octkhdiegaae hiblundtedtdngortdeng to the
necessity a magnetic disk 45, a optical djsk 46, a magneto-optijcal, di sk
17 Cand 5 SAEIREECoD OF i A 3L Boy Nt (iR HeSeo dRHoREEGRtion of
data are pgifiqegd between the both. . An antenna 27 nonitors the state of
| oad while radiating prescribed electromgnetic waves. By doing so, the
antenna 27 det ect ElGhet Fer fBe |€ cdrleck hadipaern nodAledtwiting espdet

thereto. 11 1 erfo t L SS].0 reception of data with
respect t6£¥ﬁggﬁgg%ggdég %[Eﬁaqéizagggﬁkﬁgﬁn ed ﬁﬁereto. The details on the
transm ssi on and rE&cepti dh ofisdata wHllbakespatigtamt hellGseantding wdHe be

described later. A denndglator circuit 25 denodul ates a nodul at ed wave (ASK

(Anpl i t ude SMSFEUREYPRGYE Ut GtBd R e T hat? it has received via the

antenna 27, and ouppgts 0 thg SPY 32)& dagdadhat hasiheepar figgoduhat ed.
The SPU 32 has input thereto via the denodul ator 25 the
construction of a controller of FIG. 1;

FIG. 5 is a view illustrating a logical format of the
EEPROM of FIG. 3;

FIG. 6 1is a wview illustrating the construction of
applications recorded in the EEPROM of FIG. 3;

FIG. 7 is a view 1llustrating the relationship between
an IC card issuer and its co-operators;

FIG. 8 is a view illustrating examples of the
applications recorded in the EEPROM of FIG. 3;

FIG. 9 is a view illustrating the delivery/receipt of
an authentication key between the managers;

FIG. 10 is a view illustrating the processing for
authenticating the IC card that is executed in an issuer's

managed
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response data that has been transmtted on fromthe ICcard 2. It 19 1

Sept enber 2004 executes a prescribed piece of processinggegtethheBESHe (Bi nary
Phase Shift Keying) nodul ation (coding into the Manchester code), etc.)
with respect to that response data. It simultaneously simlarly executes a
prescri bed piece of processing with respect to the command that is to be
transmtted to the ICcard 2. It thereafter outputs the resulting signal
to a nodulator circuit 23. The DPU 31 has input thereto via the SPU 32 and
bus 35 t heteymigpdnarpagatasy ecei ved fromthe IC card 2 and has input thereto

via. the SCC 33 a b 35 the contro| _si.gnal,. input fromthe controller 3.
it thereby execut ggG'pﬂgc%Eésal ﬁ'de‘f’h]{’ilﬁu %E%?glg ?W%Pﬁgssfjélgp%ﬂge data and
control si gaetlerithaht RS theeit capdtcihbel ldkechiedUhPito-ldperataymzand, that
is to be transmtted to the IC card 2, to the SPU 32 +wvia the bus 35, or

out put s t hmauhges, tefritnal sappareusr ansnitted to the controller, to the SCC

33 via the bus 35 he ,modul ator circuit. 23 perfor ASK nodul ation of a
carrier wave, theFF%_'e efhty? %ﬁo’f"h‘%}ari sl%]r“éé"(‘f%:ﬂé%t 8. RFOCFsS 1% "N?H%E‘? and
that is supplhffhif sgmAa0uescillator (OSC) 26, according to the data that
is supplied fromthe SPU 32. It outputs the thus-produced nodulation waves
to the | C card 2- F¥$a 13hés antfdanacizZ tasliuseraeier br oompmdyi ecowesdblelt i s
to be noted that it is arr ed that "at this time the nodulator circuit 23
performs ASKEHTERG: Y eb(]:lajr 9 WoW&Paii on degree being made | ess than 1.

It is thereby arrgpgeds §5al MA¥eNieNiiNe 8L And@S shed Pl 8¥&dsdiRGe TBXI MUM
anplitude of the nodul ation waves be prevented Trom becom ng zero. The SCC

33 suppti eset¥ieed poant trate-hias poeerssi;nput fromthe controller 3, to the

DPU 31 via the bu%‘Ig.S ’1502_5 Oallj tﬁ%&fscﬁar}% gﬂu%’trating the commonly accessible
electronic value and specific-accessible service point write-in
process;

FIG. 16 is a view illustrating the accessing right to the
applications in the specific and the common area that is imparted to
a co-operator that co-operates with the IC card's issuer;

FIG. 17 is a flow chart illustrating a point/value
utilization process that is executed by an object store with respect
to that specific access is permitted;

FIG. 18 is a flow chart illustrating an electronic value
utilization process that is executed by an object store with respect
to that common access is permitted;

FIGS. 19A and 19B are views each illustrating the IC card
issuer, the co-operator, and an IC card center;

| FIG. 20 is a block diagram illustrating the construction of

the personal computer of FIG. 19;

FIG. 21 is a flow chart illustrating the settlement process
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t hat has been input fromthe DPU 31 via the bus 35, to the 20 1 Septenber
2004 controller. FIG 3 is a block diagramillustratingsbhenfpstdaiction
of the ICcard 2 illustrated in FIG 1. An IC 51 of the IC card 2 receives
t he nodul ati on waves that have been transmtted on fromthe reader/witer
1 through the antenna 53. A capacitor 52 constitutes an LC circuit jointly
with 'the antenna 53 and the nodul ati on waves thereof tune (resonate) with
the el ectromagneti c waves having a prescribed frequency (carrier

frequency) +th&d idtkeedd@d Pardach- 4f Ofhd e ddzddishias ,anndIo-dpEDaRY Gt hAd
part 81 that wave-detects the nodul ati on waves (ASK nodul ati on waves) t hat
it has recdbgetl vwiagdt¢rntgat enna 53, and dem)dul ates them The ASK

dermd at1 on bert 91 ek, WA SR RON IR Age AIRSS

nodul ati on part 6 toca ase par

part 61 al spabass @x&@&ﬁe@gsyr@egm aEOEheB&ct&\ﬁtd 1§§@é¥_r I rtaescha@eﬁagml ahfie ASK
denodul ati on part 81 has wave- detected, and the voltage regul at or 82

suppl i es i ttheol@xmedofentes: rel evant circuits as a d| rect current power

source. Further, nt, erface 1 has an oscillator circuit .83 that
oscillates a si grﬂg t#a\/ﬁ'ﬁg t‘ﬁ‘& MR HHEh a%ccfe}’?EIB?o’éllghf‘:rB?]uté‘r?cy of

the dafi a mﬁéaﬁaﬁsti}ﬁkheuéﬁéaﬁl&r@dd sheNRhmmbA 4 Ehatp@;tmg&téaata S
transmitted fromthe ICcard 2 to the reader/witer 1. In this case, an

ASK nmodul atd en-gperatgr Whatt he-dperetéacdthatiic G¢ camiisedssiarn exanple, a
prescrl bed swi tchin w o

data that is supplft gd 4%?6%1”% ‘;OwgﬂrHl'ﬁrL&ﬁtub%rtlhel %c‘%eos%&ﬁgggé%%ng‘auif t iho;he
part 68. Anghpiotdtionhelh the S¥MdiGhtNghd the common area that is. imparted to
a co-operator that co-operates with the IC card's issuer;:

FIG. 25 is a view illustrating the accessing right to the
applications in the specific and the common area that is imparted to
a co-operator that co-operates with the IC card’'s issuer;

FIG. 26 is a view illustrating the accessing right to the
applications in the specific and the common area that is imparted to
a co-operator that co-operates with the IC card‘'s issuer;

FIG. 27 is a flow chart illustrating the electrOnié value
write-in process the write-in of that with respect to the electronic
value is performed using a specific key other than an issuer's one;

FIG. 28 is a flow chart illustrating the settlement process
that in case the write-in with respect to the electronic value has
been performed using a specific key other than an issuer's one is
executed in each of the issuer and the co-operator;

FIG. 29 is a view illustrating the delivery/receipt of a
common key between the managers; and

FIG. 30 is a view illustrating the common possession of
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element is in a state of being "on", the ASK nodul ation part 84 21 . | _
Sept ember 2004 causes a prescribed magnitude of |oad toqlbe,eAMREosGH t0 the
antenna 53 in parallel therewith. By doing so, the ASK nodul ation part 84
causes the fluctuation in the | oad of the antenna 53 that serves as the
power source for the I1C card 2. According to the fluctuation in the |oad
of the antenna 53, the ASK nodul ation part -84 perforns ASK nodul ati on of

t he nodul ation waves the IC card 2 is receiving via the antenna 53. (when
recei vi ng @araidesofapiidchtiang) dbgtwasanthy maphgerst-ransnitting data to the 1C

card 2, the reader/wit c t ' anplitude of the
nmodul ation waves it o ‘ﬁﬁ%egﬁg%%gﬁé%grﬁﬁggﬁi@@%erform ASK
nodul ation of thagecqfdihadd 0f VWY @sedeOridiamtion e fhlwehtadd @8 in the
| oad of the antenna 53.) The ASK nodul ation part 84 transmts those'

nmodul at i onegphpiorednvitht gefémenceatierybar itaringsvi a the antenna 53 (i.e. the
ASK nodul ation part 84 gigses the fluctuation.in t erm nal vol t age of

h t
the antenna 27 of *tfie T agtiFRFre efrhelfm.ls’gﬁ‘llgtﬁfr}_I?fpgrlforﬁé’opéﬁce? V&8%dat a

fromthe. ASKsdgmmdil & WlcPahk: préilenNdavdnt @8R tHsSned] appRigguces a clock
signal that is synchronized Wlt?l that data. That clock signal is output to

the BPSK  denpdulfhis ownpeenta@? tyrk tod. tésl BPSkembdutenstoncped tof68. When

the data tha h/a\s_been nodul at ed by the ASK demmdul ation part 81 is being
BPSK- nodul AEAWET e BPSK BRmSuGRET i on 2Pard Cé‘ﬁtﬁ‘gﬁﬁduf*at FEHRR MBat a

(decodi ng 9bab8ie/ 98 £ NEAhETLHO ) cAC 9! @i&gcsﬁté&etfﬂ;@%angmmsm@l I ed
fromthe PLL part 63, and outputs the t hus- dermpdul ated data to the

cal cul at i owepepticddor |datease: peefoaical suppl eddetramghdieidBRaKesenodul ati on
part 62 1s the one Lhat oS ALeaM 22 SNG0NAY o Plesdlfdlalion gart 64
to the IC card 2. The IC card 2 receives that command and thereby
executes a piece of processing corresponding to that command. And,
the IC card 2 transmits to the reader/writer 1 response data that
responds to the processed result.
The reader/writer 1 is connected to the controller 3 wvia a
prescribed interface (e.g. the one that is prepared in accordance
with a standard of RS-485a). The contrcller 3 supplies a prescribed
control signal to the reader/writer 1 to thereby cause it to execute
its prescribed piece.of processing.
FIG. 2 is a block diagram illustrating the construction of
the reader/writer 1 illustrated in FIG. 1.
An IC 21 is constructed of a DPU (Data Processing Unit) 31
that executes processing of data, an SPU (Signal Processing Unit) 32
that executes processing of data, which is transmitted to the IXC

card 2, and that executes processing of data, which has been

received from the IC card 2, an SCC (Serial Communication
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decodes that data by its encodi ng/ decoding part 92. Thereafter, 22 1

Sept enber 2004 this data is processed in a sequencer 914 S'ebte'gﬁae?@om not ed
that in case that data is the one that is not encoded, the ta supplied
fromthe BPSK denodul ation part 62 is directly suppli ed to the sequencer
91 without being passed through the encodi ng/ decoding part 92. The
sequencer 91 executes various kinds of processings that accord with the
commands that are input thereto. Nanmely, the sequencer 91 executes
wite-in ofonteaiiieyt 36f tidat penidimsr egpeoticaoion wibth esharrprbm;roaﬂleEEPRO\/l
(Electrica ?(‘Hi\:/ Erasabl e and Programmabl e Read Onli/ Es%? 66 and in

addi tion eX¥E Gt B S S TER 8f 2 B iReqd BRI prABEREE! fd KPEH respect

to that dajgreEUtidifin ﬁé’%reﬁ@ﬁ’&'%%%Shnaqé'loﬁxﬁédéfs%rf%%?r&%ﬁsﬁﬁ gesul ting
from performance of authentication, the nmanagenent of the EEP 66, etc.

A parity c@AtcaulaaﬂlaomAplamaxﬂ%moicdelse Baharyl)all ahapatdmpodaribyt cttbases, for
exanpl e, a |ead Sol onobn's code, as parity data, from the data stored I n

the EEPROVFESFGR $3GERRG 4Fath Wik FORFI OFNEFodesPHEM 6811 PHiamRBFS iter
h th
aving exegyl q.dlcf%&gde§g&ll hed 5b Q’ﬁgt:%Pt%[sOﬁ&gng[}g?ﬁ :)%%3 %r%{lﬁggéét%h%sror?el €

cal cul ati on part outputs to € response

data correspmneirngid @ biat3s.prescri bed step of processing (the data that is
transmtted to the reader/witer 1). The BPSK nodul ati on part 68 performs
BPSK modul ati on ohlShet@laiist et 3asthern asepannedtasl, tRe: calfdashtion part

64, and 0”1?&&&:?: Eﬁ‘%h%?%ﬁ?&ﬁfe&ﬂspﬁé&rﬁﬂ & MR8yl afér?%xaﬂéié 84 of

the 'interface par t ores therein a pr ogf am ecuti ng
-pr ocessi ngdatyy nebésssaguenc efutYdniinadtsboras & hfrieen2glat aot bind driveeressary -.

For there are mounted according to the necessity a magnetic disk 45, an
optical disk 46, a magneto-optical disk 47, and a semiconductor
memory 48. Thereby, transmission and reception of data are
performed between the both.

-An antenna 27 monitors the state of load while radiating
prescribed electromagnetic waves. By doing so, the antenna 27
detects whether the IC card 2 has been mounted with respect thereto.
It thereby performs transmission and reception of data with respect
to the IC card 2 that has been mounted thereto. The details on the
transmission and reception of data with respect to the IC card 2
will be described later.

A demodulator circuit 25 demodulates a modulated wave (ASK
(Amplitude Shift Keying) modulated wave) that it has received via
the antenna 27, and outputs to the SPU 32 the data that has been
demodulated.

The SPU 32 has input thereto via the demodulator 25 the

response data that has been transmitted on from the IC card 2. It
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the execution of the program The RAM 67 tenporarily stores 23 1 Septenber
2004 therein, for exanple, data that when the sequencerq §infr@iPbHty
processi ng occurs in the course of the processing. The EEPE%C]\/I 66 is a
non-vol atile nmenory, which even after the -1C card 2 termnates its

comuni cation with the reader/witer 1 and the supply of the power thereto
has been stopped continues to have its data kept stored therein. Next, the
data transm ssion/reception processing between the .reader/witer 1 and

t he | C carekszunes |a lpgeexpltadneikceThe progdesimy i(keg. BPSKatBimasybderse

expl ai ned. ysing FlG 2 di ates prescr, bed el ectromagneti c waves fromits
antenna 275 HRGRSY 9 APQGEIPE (RBFIY dPEot HiE BRATIFRET| 3P dof TR ant enna

27. The readerbupidieio lefdieretbonss §aRL. O ialdbindentiy dimidetnets the

variation in this state of |oad due to the approach thereto of the 1C card
2. It is texdymtaotaegrehatibad pegrebef gpromergeihd withusepebe ta ¢hder/ witer . |
to performthe follow.ng piece of processin olling). Nanely, the

r eader / wr | TEPARINERAY 48| %‘Fé’eeF@fngﬁﬁ%é‘Pi Ege vﬁv_ﬁ%rq %)at Havdepgatrer

ASK- modul 4 addiX G 2elhaShigPaldBhNCh S ogRASE! LpRtghes! pattern and may
thereby repeat a calling over the |[IC car until a response fromthe IC
card 2 i s obtai nethenibPHi 3l daspirgstr thhecktoenip fthef SkY 182, abhidmsi A5 ttie

reader/witer 1 the apgroa,ch thereto of the IC card 2 is detected, the SPU
32 t her eof "GRPEE T3S TR IEHs TrIG fBE IC AR Xppd3Bas daBuy thegetadgifitar wave

si gnal havigg secPi£sall BeY 35t ERAVRAEYoL @inai NGphE CANENEHe tdlnEEoffie N gD as
the clock frequency of the data) as a carrier wave. The SPU 32 thereby

causes BPSK. midtuhatebgnekdinaeghptdressiney ahatladawotAansirdht tissl respbiis: | C card
2 data and control signal that has been input thereto. Tt outputs the
command, that is to be transmitted to the IC card 2, to the SPU 32
via the bus 35, or outputs the data, that is to be transmitted to
the controller, to the SCC 33 via the bus 35.

The modulator circuit 23 performs ASK modulation of a
carrier wave, the frequency of that is prescribed {e.g. 13. 56 MHZ),
and that is supplied from an oscillator (0SC) 26, according to the
data that is supplied from the SPU 32. It outputs the thus-produced
modulation waves to the IC card Z via the_antenﬂa 27 as the
electromagnetic waves. It is to be noted that it is arranged that
at this time the modulator circuit 23 performs ASK modulation by its
modulation degree being made less than 1. It is thereby arranged
that even when the data has a low level the maximum amplitude of the
modulation waves be prevented from becoming zero.

The SCC 33 supplies the data, that has been input from the

controller 3, to the DPU 31 via the bus 35, or outputs the data,

that has been input from the DPU 31 wvia the bus 35, to the
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(e.g. a command corresponding to a piece of processing that the 1C 24 1
Septenber 2004 card 2 is caused to execute or data thatqiggswmddreos Nto the
IC card 2 or the like). The thus-produced nodul ated wave (BPSK nodul at ed
signal) is output to the nodulator circuit 23. Incidentally, at the time of
the BPSK nodul ation, it is possible to cause the data to correspond to a
change in the phase of the nodul ated wave by utilizing a technique of
differential conversion. In this case, even when the BPSK nodul at ed si gnal
is inverd®frolleds denodul ated to the original data. Therefore, it

beconmes unnecessary to consider the conversion of the polarity of the
modul at ed wave WhEN Betd ¢r RLagk ddasaun dllestrathad fdgurarsruetreuiaf 23

perforns'él%KIEDg‘ datzi gﬁtuoft Qe riensgiébe‘\ld carrier wave, with use of the BPSK
nodul ati on signa i npu Shere 0, at a degree of nodulation (= the maxi num

anplitude of thgndat 81 Sdgrak/ thearaxi et argy ihddpdafiathd Gavsd efhapave)
the value. of that is less than 1 (for exanple, 0. 1). The nodul ator

circuit e pgeninagsnittedhor - friogdtkee deadetiwaiter arbréysdkthedul at ed wave)
to the IC card 2_thrqugh the antenna 27. Incidentally, when no transm ssion
© per f orHEPENEE 5 ne N GEPATIEGEI 2 CRIGH U668 Sl SHREVELFCGY T di gi tal
si gnal i tthes and@eh@38dakdahet RoudTREUbRLRAKCS | diettbbrs 23npr pElicASLE) VAQY! at ed
wave through the use of, for exanple, a high-level digital signal. The IC

card 2 t htlte kdechemagerplaivareds Usiviigg R BresSciidedt freque®yi(ceuriet hat i s
constructed of the antenna 53 and the capacitor 52, in which part of the
el ect r omaf et 8 ¥hves radi at ed by the antenna 27 of the reader/witer 1 is

converted to an gheGkbkfacsSpdPale1 bR eneliBCHT iasShOnak §ddRuiREMAt ed vave)

is output to the :
part 81 that wave-detects the modulation waves (ASK modulation
wavesj that it has received via the antenna 53, and demodulates
them. The ASK demodulation part 81 then outputs the post-modulation
data to a BPSK modulation part 62 and to a PLL {Phase Locked I.oop)
‘part 63. The interface part 61 also has a foltage regulator 82 that
stabilizes the signal the ASK demodulation part 81 has wave-
detected, and the voltage regulator 82 supplies it to each of its
relevant circuits as a direct current power source. Further, the
interface part 61 has an oscillator circuit 83 that oscillates a
signal having the same frequency as the clock frequency of the data
signal and that outputs that signal to the PLL part 63.

Data is transmitted from the IC card 2 to the reader/writer

i. In this case, an ASK modulation part 84 of the interface part 61
causes, for example, a prescribed switching element to go "on"/"off"
in correspondence with the data ﬁhat is supplied from a calculation
part 64 via a BPSK modulation part 68. And, only when the switching

element is in a state of being "on", the ASK modulation part 84
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interface part 61 of the IC 51. And, the ASK denodul ation part 81 25 1
September 2004 of the interface.part 61 performs rectifjeghicpbeRrPO04
snoot hing of that nodul ated wave and thereby performs envel ope wave
detection of it. The ASK denodul ati on part 81 supplies the signal that is
t her eby produced, to the voltage regulator 82 and sinultaneously
suppresses the direct current conponents of that signal. It thereby
extracts data signal fromthat signal. It then outputs this signal to the
BPSK denodul ation part 62 and to the PLL part 63. It is to be noted that at
this tinme tbaugesr ai prascyibddagegnidude obf tlbad ardt @eneormiRcited exprassastdnnat he
formof, for exa l e,. the foIIovmn equation V10 (1 + k x

Vs(t))cos(w?? in fil)legm@eetel"’%h'\/la cHNANFP) t&‘@p‘?‘%’%é‘lﬁ’@glﬁi’émcaflﬁ & wave;
the Kk represales tﬁ@eﬂqegmqogflmﬂelfsadoef %dahbgnn\és SQtQI}JteE é‘s'“%% t he

data the SPU 32 outputs. Also, the |low-level value VLR tage Vi
after the thetholver atduane piorf ohered: bgfrd l2e AScodaing Woathenf pRttadlod Sn
expressed in the formof, for exa the foll owi ng equation (2). VLR =

VIO ok xPhe 1gns SF (8 anceing HiicFes iask heduiaston dies PhaardpEmy s op
Lhal oceur Sp)faioflAdene (R 4 1oHSHERREUhe CONSLIA Y 100-2.48GH 11T

circuit that 1 n-the ASK at1on part ende
rectificati time amtensardst hi (r@enTMe‘slimgpmatalfmmJ Sh@.IC7cHﬁdl ts, aamsny Wien
the vol tage regul ator, 82 receives the signal that has been rectified and

smoot hed by¥i$e tASR’SfHé‘-ﬁbH%ldéFPoW FhptIBrard e the| ¥ersier/wgitiest 4r hap
stabilizes s cah Cné]lﬂat | O%ﬁgﬂtutdg 6§8Ghe Rbadfl&iLESRRRL Y€ el evant

.circuits including t art
- outputs. The ASK modulation part 84 performs ASK modulation of

those modulation waves according to the fluctuation in the load of
the antenna 53.) The ASK modulation part 84 transmits those’
modulation components to the reader/writer 1 via the antenna 53
- (i.e. the ASK modulation part 84 causes the fluctuation in the
terminal voltage of the antenna 27 of the reader/writer 1).
| The PLIL part 63 receives data‘from the. ASK demodulation part
81 ahd, from this data, produces a clock signal that is synchronized
| with that data. That clock signal is output to the BPSK
demodulation part 62 and to the BPSK modulation part 68. When the
‘data that has been modulated by the ASK demodulation part 81 is
being BPéxumodulated, the BPSK demodulation part 62 demodulates that
~data (decoding of the one-chester code) according to the clock
signal supplied from the PLL part 63, and outputs the thus-
demodulated data to the calculation part 64.
In case the data supplied from the BPSK demodulation part 62
is the one that has already been encoded, the calculation part 64

decodes that data by its encoding/decoding part 92. Thereafter,
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64 as a direct current power source. It is to be noted that here, 26 1
Sept enber 2004 as stated above, since the degree of nndy@%{éﬁh%zﬁ@4the
nodul ated wave is less than 1, the fluctuation in the voltage (the
difference between the high level and the low |level) after rectification
is small. Accordingly, in the voltage regulator 82, it is possible to
easily produce the direct current power source. Here, for exanple, in case
havi ng recei ved the nodul ated wave the degree of nodulation k of that is

5% so t hateptiBea M3 GsNEdbceBSEOTR £BEAhehdLr0b10IR HBafb BeVabiss thh€ in
post-rectification |low |evel voltage VLR beconmes equal to or nore than 2.

15 (= 3 x dage-tigat desy is Ohe Ppevbhats is hdr eheeded t hke visiteagermldgdl at or 82

| | hat js.sufficiently hi the . .t
cach o 't iopcE RS Saignal A BR b, T o plr e oo BACEL G O 1
anpl i tude gdq¥ekcer 10w {dndgt Fz%akaﬁtﬁa@,@aktn@ugﬁ)t@ ehegdﬁigt/aéa&iiinlaggaﬁw rent

conponent (data conponent) of the post-rectification voltage VI becones O.
3 (=2 x ®2. 05 x 3) volt or nore. Therefore, the ASK denodul ation part 81

can perform denoduyl ation of the data at a, sufficiently high SINratio. In
thi's vay, by uti 9o REFISRCORS RBCRHCEE HrRIQUE KHEsqehRreos =St EARF on K of

that is |esgothafith thd@orRMEsNLEAL 08 ifpd Shétto.WnRmR1hengrror rate is
low (i.e. the SINratio is high) becones possible. Simultaneously, the

direct cursegnenvet Pagexaduses ivgritesirf ioci srrd-aut tdie dpoasritdovespedts teuppl i ed
ASK | dermdirarTaiP gar i FEEROY (HpecSgBR A ar Tote Ao T ARG KPS that
dat a accordﬂlggnéﬂ?ofyheﬁ@la‘ﬁﬁki§iaﬂﬁﬂ:io?ﬁ@%&%sf h&iBdsBey FddepRapt 63, and
out puts the denodul'ated data to the cal cul ati on part” 64.
: calculation processing with respect to that data. Further, the
sequencer 91 executes access control resulting from performance of
authentication, the management of the EEPROM 66, etc.

A parity calculation part 93 of the calculation part 64
calculates, for example, a lead Solomon's code, as parity data, from
the data stored in the EEPROM 66 oxr from the data stored in the
EEFPROM 66. Further, after having executed a prescribed step of
processing in the sequencer 91, the calculation part 64 outputs to
the BPSK modulation part 68 the response data corresponding to that
prescribed step of processing (the data that is transmitted to the
reader/writer 1). The BESK modulation part 68 performs BPSK
modulation of the data that has been supplied by the calculation
part 64, and outputs the pest-modulatién data to the ASK modulation
part 84 of the interface part 61.

The ROM 65 stores therein a program for executing processing
by the sequencer 91 and stores therein data that is necessary for

the execution of the program. The RAM 67 temporarily stores
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In case the data that has been supplied by the BPSK 27 | Septenber 2004
denpdul ation part 62 is the encoded data, the cal cul ati eReBRhincp406pcodes

t he encoded data through the operation of the encoding/ decoding part 92.
This data is supplied to the sequencer 91 and is processed. It is to be
noted that the reader/witer 1 is kept on standby in the state of going on
to transmt data the value of that is 1 during that tine period, i.e. a
time period that lasts fromthe tinme when the reader/witer | has

transm ttegb@aha tér theniC, casith 2hat ahbhetid Mequbdert be paadentwiter 1
receives a response to that data. Accordingly, in that time period, the IC
card 2 i sP¥eEsEiRhPecpke pthe So88shRfe thh PLOSRF BN -anBie tRIFBOBI6& Hat i s

[ixed. b0 GOUBLELQNpalol! SRACERS] Nvel NS SHUEIECE rrBUbP Sept O Lhe

BPSK nodu I on par response d ata tha ransmt

to the reas@findcht fin dich ik EBceyMS delte] NiRC @68 eshpp1 §Sot tuhe€pbwerThe BPSK
nodul ation part 68 perfornms BPSK nodul ation (encoding of the one chester
code) of thrreatat bas heerhsteppedranhpuges thehavep it tdatifekent tsdoredt puts t he
resulting _signal to the ASK nodul ation part 84 of the interface part 61.
And, the Eéﬁgﬁﬁdulation part 84 causes the |oad connected to each end of

the antenna 53 ' figxd | wab URita, tinshh Zé 116 /B oh Chidtdsseh@ Htledrs dHae | i ke,
in correspondence with the data fromthe BPSK nodul ation part 68. It
t her eby peeddamfwriSKe dogrd &hieoll ehrd he wikbces sEpdaimade it is receiving

correspondi ngly the data.it  transmts. (at the_ ti of transmtting data
fromthe 1 C car atfe 'aatEhBakl 4 LBRETactoodl dfalddilulind W80T

modul at edry@ eshBresdreBEle  BEt ithgleOid REVSs IFolBOes fanxesba 2By 4wt ASK

nodul ati on, the ASK nodul ation part 84 causes the fluctuation of the

termnm nal in this state, monitors the state of load of the antenna 27. The
reader/writer 1 thereby is kept on standby until it detects the
variation in this state of load due to the approach thereto of the
.IC card 2. It is to be noted that it may be arranged to cause the
reader/writer 1 to perform the following piece of-processing (
pélling). Namely, the reaaer/writer 1 may radiate electromagnetic
waves that have been ASK-modulated by data whose pattern is a
prescribed short pattern and may thereby repeat a calling over the
IC card 2 until a response from the IC card 2 is obtained within a
prescribed length of time.

When in the reader/writer 1 the approach thereto of the IC
card 2 is deiécted, the SPU 32 thereof operates as follows. Namely,
the SPU 32 uées a rectangular wave signal having a prescribed
frequency (e.g. the frequency twice as high as the clock frequency
of the data} as a carrier wave. The SPU 32 thereby causes BPSK
medulation through the use of data transmitted to the IC caxd 2

(e.g. a command corresponding to a piece of processing that the IC
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vol tage of the antenna 27 of the reader/witer 1, thereby 28 1 Septenber
2004 transmtting the resulting data to the reader/wi tqerse%fen{gérg@& ot her
hand, at the tinme of receiving the data from the 1C card 2, the nodul ator
circuit 23 of the reader/witer 1 keeps transmtting the data the val ue of
that is 1 (the high level). And, in the denodulation circuit 25, the data
that has been transmitted on fromthe ICcard 2 is detected froma mnute
| evel of fluctuation (e.g. several tens of micro-bolts) in the termnal
vol t age afardne ianriz@Be@ &7 efb@fir 6r -dmgnehatc k| yrizeepl fcd ehe e @ateénna 53
of the IC card 2. Further, in the denodul ator circuit 25, the signal it

has det ebtoFdthe HEkasK MyGuFB@TRAve FeIHETBd Ufarce {BRRK BOARA Sl ified
with a h"‘?‘g‘_“%ﬁt‘ nis‘.’"r%nltlpﬁil. &L, Qﬁ@t‘“&l‘dﬂ?rrs%l&f%)zﬁ %ql]d the digital data that is

resul-t ant al ne S output tot e SPU 32 denodul ates the

dat a havi ng beengididehtihgr,es® HhkheimPSK ol wpek atbduskgial,) ianik out puts t he
resulting data to the DPU 31 via the bus 35. The DPU 31 processes the data
t hat ‘has BrEsAbLaptR AR thkedd@ytgocornespard drdh riianget He thrPoRE el esul t

determ nes, whether, it _term nat.es.its i.callon. Mhen it has been
Gt or m neghd RERUELvea wot TP DBHE% 1hh = GOTHNIIGEARE AherbPlhe 1N | € 125 DOC
the comautiveakion. behwaen: thee ! eqderisni ths BbsRnmbdunatéd sdandl 2id n t he

sanme way as in the above-described case. on the other hand, when it has
been det efnHerdgds hitt ishdenppulated epnthitacesdinng afmunifEekeione, the

C ¢ hhe SRR B ABSLI o BAGIEE g 2,
| C card 2y mhiblivdd gatd amARKpsTTduhald AemdiiOseicegr ee of .
The modulator circuit 23 performs ASK modulation of a
prescribed carrier wave, with use of the BPSK modulation signal
input thereto, at a degree of modulation (= the maximum amplitude of
the data signal/the maximum amplitude of the carrier wave) the value
of that is less than 1 (for example, 0. 1). The modulator circuit
23 transmits the thus-preduced modulated wave (ASK modulated wave)
to the'IC card 2 through the antenna 27.
Incidentally, when no transmission is performed, of the two
lévels'(high level and low level) of the digital signal it is
arranged that the modulator circuit 23 produces a modulated wave
through the use of, for example, a high-level digital signal.
The IC card 2 that has been explained using FIG. 3 has the
LC circuit that is constructed of the antenna 53 and the capacitor
52, in which part of the electfomagnetic waves radiated by the
antenna 27 of the reader/writer 1 is converted to an electric
© signal. This electric signal (the modulated wave) is output to the

interface part 61 of the IC 51. And, the ASK demodulation part 81
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nmodul ation k is less than 1, while the IC card 2 receives that data 29 1
Sept enber 2004 and performs processing correspondi ng to1igeptehtier bfofard 2
return- transmts the data corresponding to this processed result to the
reader/witer 1. Next, FIG 4 is a block diagramillustrating the
construction of the controller 3 illustrated.in FIG 1. A control part 101
has input thereto via an internal bus 102 a signal corresponding to each
of various kinds of instructions the wuser has input using an input part

103, and exte¢ %t\é?ié&“ 2Pt & eLforR OFER TGt AL 1A SrBBSRthLR <t he
I nstructions that have b I nput thereto. A nmenory 104 storeés therein a

programt hﬁacommﬂlateqbaranrelﬁild mhesebypaeafm:Mren\faippbewm@ dseetifion of
cal culation, paraneters that, suitabl ﬁ during the executjon of the
d5Y

program efc. Tie ASEqHRIOGRLEHD BEE & IRB g S18R L83t oithect ed to
each other. thg}feb# fb‘”ro?ﬂ%&f ”%g S v Page T;b_é%dl%tt‘éin@i alﬂHSsﬁxQﬁthgea : connect ed

to the input part I splay part 1 a drive 106, an t wor k

i nt er f ace sifppressHse thaplitreparduribist m@mpomérs:sobf that skamil.e, Ita dueyboard, a
nouse, or a bar-code reader and, when inputting various kinds of

i nstruct i GFETagks data $ienehetrBntheh spgpRl 103t AhegpeptREE bYit Fdanser. The

ci spl ay Pk cH0%uRanSLakRnaL ton QRrLMATRhE «ch R riCBhbOdR Fay Tube) or the

i ke, and pl ays vari ous information by nmeans of a
text or a pictureatd fage béondtesl ﬁhaﬁ/@tlﬂlﬁhs &dmerﬂimgemnauheeltﬁzg@ssb ty,
there is mounted a magnetic disk 111, an optical _disk 112 a

magnet o- ofthi £BF ¥teRN3 198 1§, expreantd didhke FOMeRbr oI 195amPAeh U t hese

el enent s Qﬁﬁﬁg&ﬂﬁjggﬁgtﬂﬁp?ip]SSIOn and reception between itself and the
drive.

Vo= Vip (L + kK x Vs(t))cos(wt) ... (1)

‘where the Vi; cos (wt) represents the carrier wave; the k represents
the degree of modulation; and the Vs (t) represents the data the SPU
32 outputs. _

Also, the low-level value VIR of the voltage V1 after the

. rectification performed by the ASK demodulation part 81 is expressed
in the form of, for example, the following equation (2}.

Vig = Vip{l + k x (<1)) - VE ... (2)
where the Vf represents the voltage drop that occurs in the diode
(not illustrated) constituting a rectifier circuit that in the ASK
demodulation part 81 is intended to éerform rectification and
siocothing. The VE generally is 0. 7 wvolts or so.

When the voltage regulator 82 receives the signal that has
been rectified and smoothed by the ASK demodulation part 81, the
voltage regulator 82 stabilizes this signal and supplies it to each
of the respective relevant circuits including the calculation part

64 as a direct current power source. It is to be noted that here,
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The network interface 107 is connected to the reader/witer 30 | Septenber
2004 1 via an RS-485A for exanple. O it is connected togapleiiNet bogpl Area

Net wor k) by the use of a prescribed interface cable or the like. O it is
connected to a w de-band network such as, for exanple, an Internet
comuni cati on network, via the telephone lines not illustrated. Next,
using FIG 5, an explanation will be given of the |logical format of the

EEPROM 66 illustrated in FIG 3. The EEPROM 66 is constructed in units of a

bl ock. Forg QB! Shove) Elifee Phe WGr& EKmbiu1GRASE rWelrethofnobBiByd LS.
Further, 1n FIG 5, by setting the'logical address in the uppernost bl ock

to be #0008Ve (ishéebs ribpneberthe Elurenadieni imltheunbkrade (the diddetence
addresses_are all ocate gn t.he 0 be noted that, in

i ) | IS
PLG oot RE sk B8 JLT, Dkl onR o o ReReh) GiTten e AL SFHON B | g, cal
addr essessgéﬁ.or %eaé&img@é?% th&2bPladl ee§s18brbbPCks Ak psisisud ed. It

I S arrange at the respective bl ocks be Used as user blocks or system
bl ocks. | eatiky pespect ithe dimckscwfrebhpokRPROMI66, they are all ocated as
t he user bl ocks on the ascending order of the | ogical addresses. Al so, on

the descending ofgEf (178 BEAPIENE GRE haViRE Aeca 1% (he TYEHERPIbl ocks.
Namel y, i Gafl GheBaebite bOOGRH1-BHT §55LSrherid he Usamdp! erksyngrease in

the downward direction, while those. for the system bl ocks i'ncréase in the
upwar d di bectmoqual Attd orwivere than snpoltsh| obk padsaveedidddretiondowi-t becones
possible to formneither the user blocks nor the sysiem bl_ocks,

Accor di ngl§vel (dtpe? dex RFEPHRR FIRE H0s8F Brgckhdd thelSysteht 01 Geks is
not made of)ixefl. 74 §&hest NomiEBE e, Oknd ROINES AEKSHOB2! on WBREY ST the

voltage that is sufficiently high as the power source, to each of
the respective relevant circuits. Further, in this case, the '
amplitude 2 x k x Vo (the Peak-to-Peak value) of the alternating
current component (data component) of the post-rectification voltage
V1 becomes 0. 3 (= 2 x 0. 05 x 3) volt or more. Therefore, the ASK
demodulation part 81 can perform demodulation of the data at a
sufficiently high S/N ratio.

In this way, by utilizing the ASK modulated wave the degree
of modulation k¥ of that is less than 1, the communication in a state
where the error rate is low (i.e. the $/N ratio is high) becomes
possible. Simultaneously, the direct current voltage that is
sufficient as the power source is supplied to the IC card 2.

When receiving the data (BPSK modulated signal) from the ASK
demodulation part 81, the BPSK demcdulation part 62 demodulates that
data according to the clock signal supplied from the PLL part 63,
and outputs the demodulated data to the calculation part 64.

In case the data that has been supplied by the BPSK
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system bl ocks is not particularly limted (however, in the case of 31 1
Septenber 2004 FIG 5, the sumtotal of the user bl ocksqaadiesisetennd! ocks
is limted to a value that is 65536 pieces or less). As the system bl ocks
there are five kinds of blocks that include a manufacture ID
(ldentification) block, issuance |ID block, systemdefinition block,
area-definition blocks, and service- definition blocks. Incidentally, in
the case of FIG 5, the blocks that are set to be area-definition blocks
or- servVi Ceededd1Riib®parb| AXCKS €t ehbbdist Hat£d the aibBAllaeisn gaxdedd nition

bl ocks. Anpbng the system bl ocks, three thereof that are the nmanufacture ID
bl ock, isdaeeias kheinsefed saga syhsiouah ddei APETaSoB| Bt KkKhearReqdifgAnent al |y

t he ones alread i ed af. _t ti, A ' card 2.
Those thrgg(g%@ls eﬁ?‘%{)ggks ig‘ilg |sap6gg%gp}%§%etc&t i%?/lgl y r?g{:#erbﬁoé?%afsr addr ess
#FFFFh, #bEb&sseand #FEEDR pAngbtddnenay anbsesatiee@witfdmilt i®rkdpkoeks are

di sposed respectively at the positions on and upper than the |ogical

addr ess #FERGEPYOANt He s efngeing ANt Franenidy date dde valuheindhal acture
| D bl ock, ,there i.s di.sposed informtion _regarding.the nuf acture .of the

| C card 2 i8NG BIRo; oLt RRE S drE 1D RO Por BtaRBT S Ol e
manuf act u@mé Qienmendiaclel Rrd8ée,1 Bhs NBRAYEACEIHECHAEOAD ikRe dicspased In the
i ssuance I D block, there is disposed information regardi ng the issuance of
the |1 C carg@ Bhe Ndme|wheni phe reaflesivanter [IDrepeiNds, af esroRgApte thehere is

di sposed the date on.mhich the I1C.card 2 is ji.ssued Lh

epr esent Sathe JFaarAlNLn i Sphe TR cgroty 4R 48 erdd 3. 38 Uockifiln
In the sysheméffiiafed Wake ERC haxime SmpBitdiis Pos athatl 9§ fixed.

Upon completion of its processing, the sequencer 91 outputs

%ard | D.

to the BPSK modulation part 68 the response data (the data that it
is to transmit to the reader/writer 1) that concerns the processed
result, etc. The BPSK modulation part 68 performs BPSK modulation
(encoding of the one chester code) of the data that has been input
thereto. It thereafter outputs the resulting signal to the ASK
modulation part 84 of the interface part 61.

And, the ASK modulation part 84 causes the load connected to
each end of the antenna 53 to fluctuate, utilizing the switching
element or the like, in correspondence with the data from the BFSK
modulation part 68. It thereby pefforms ASK modulation of the
modulated wave it is receiving correspondingly to the data it
transmits (at the time of transmitting data from the IC card 2, as
stated above, the maximum amplitude of the modulated wave the
.reader/writer 1 cutputs is made fixed). By that ASK modulation, the
ASK modulation part 84 causes the fluctuation of the terminal

voltage of the antenna 27 of the reader/writer 1, thereby
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exanpl e, the nunber of system bl ocks or user blocks that the EEPROM 32 1
Sept ember 2004 66 possesses, or the systemkeys. It is §@cBeniR}efo4 hat the
system Kkey is used when nutual authentication is perforned between the IC
card 2 and each of the reader/witer | and controller 3. The
area-definition block is produced, for exanple, by the nenory areas of the
EEPROM 66 being all ocated to specific-use- operation areas and

j oi nt-use-operation areas as | ater described, etc. And, in that

ar ea- def i pidds@R+PiRf ehe tARLEL LTy dbeRASLUNe | AfQEARLI@Bf DI MaNagi ng the
menory areas having-had those use- operation areas disposed therein, etc.
Nanel y, in the aPeahedetlian hagh bltothe timeref geeedifingotkel datarfxomanpl e, the

range of ¢cod t hat .correspaonds to the .spegific:operation-use area and

j oi nt - u,segh%gf& St r?'a%ea,“{%gﬂgaté’ﬁp'ffcc‘f %agfgtoyf %Pe eac ngYrel\l%gﬁt i’?‘r%_%er‘ﬁ?lﬁy ar ea,
the areakfbmielsng thel daSehy veBudedd Rhki oy Bl peke HiBRIRRN§. dixgegsed
itens of information (the capacities of the service areas, the service
keys, et i&n)theodemedvdgihen tchecwidr b ¢ ethmr daka Hdak ngpsd ibepo sehnshitteddh

applications, as ]ater described, that are used for, providi var,i ous
P of SRRt KT S RPETel B UARUET Ve & GLIIRESor ed i n
the - EEPREMH6 s@letdi this G flicdrd-old Chnl i REeREMI kBYEAYd 08 H@as been

applied. will” be explained with reference to FIG 6. The data stored in the

EEPROM 66antmrinad@? «lecEto(mBgeetidadny Syplled)to &heombmmnar Bh aftnthaidiong an

-electronic ey area and a joint-use-operation, or commonly accessible,
area, a sﬁ%’ér?;}i'c area, and a card format-definition block that corresponds

to the Systfﬂn bEerkneXPiRithedadt)R¥afd:CeiPenit 25, the signal it has
: - detected (the ASK modulated wave) is demodulated by being amplified
with a high-gain amplifier (not illustrated). And the digital data
that is resultantly obtained is output to the SPU 32. The SPU 32
demodulates the data having been input thereto (the BPSK modulated
signal) and outputs the resulting data to the DPU 31 via the bus 35.
The DPU 31 processes the data that has been input from the SPU 32.
It according to the processed result determines whether it
terminates its communication. And, when it has been determined that
it performs the communication again, the DPU 31 performs the
communication between the reader/writer 1 and the IC card 2 in the
same way as in the above-described case. ' On the other hand, when it
has been determined that the DPU 31 terminates the communication,
Ithe communication processing between the reader/writer 1 and the IC
card 2 is terminated.

As described above, the reader/writer 1 transmits data to
the IC caxd 2 by utilizing the ASK modulation whose degree of

‘modulation k is less than 1, while the IC card 2 receives that data
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The 0S is a fundanental program for nmanagi ng an APl 33 | Septenber 2004
Application Program Interface) for having access to eachgghichider 2004
applications that are used for providing various kinds of services

di sposed in the commbn area and specific area. in the electronic noney
area there is disposed an application for providing an electronic noney
that can be used by the term nal apparatus that all enterprises,
co-operating with one another, and the |like are managing. Here, the

"t er m nal ampparfbtis” precamiag ramtredpaidingfer itexarm ¢ ¢del reasenwr i ter 1
and the controller 3, illustrated in FIG _ 1. O the data stored in the
EEPROV. 66T SIihES |thec 7R Sorpeagroniing foehhb PRPEtF 19 FEFHtto EOwFli% respect

to a presgéajf&é(;glﬁge\g e area thereof, the term nal apparatus perfornms read
and wite o data. The term nal apparatus thereby provides a prescribed

ki nd of serviceNeMW,t Ficedpesta tothaiiapphh canlustsattihat tiag e di sposed in the
el ectronic noney area and joi nt-use-operation, or commonly accessible,

area, a rfYHETHEEENCOEsthS SRBHHIALT chtidduplrarefodi ey R=g that will
| ater be describgd, Uging alrt@ %(ﬁle N Rl 1cﬂer%%%2vfi ant DRSS ARCRS: Lgre 1S

di sposed an application tha Co-operating enterprises, étc., ofher
t han "an i &sigmhal hesaespbelingdtd Gaah SANvariswleinds Joff hasthasibssuge the |1 C
card can utilize. The applications disposed in the joint-use-operation
~area are WRT hafi fIpdbrelns ag| PRWePREr AlAal Aep PEPRINFS BRI YAWE BBRRfperati ng

enterpris f-pﬁé!%?éj}h'g gﬁg@{a%iengaée% bRE OISRt 9bnd NGiaEORAREHELA ONS

bet ween theé " ssuer e co-operating enterprises that nmanage the
term nal apRas &hdtetd.hea apibirg ald408Sotdiathar€inibi piaaamethd eontkisld t ed (the

method for limtation will |ater be described).

part 101 uses, parameters for being used for calculation, parameters
that suitably vary during the execution of the program, etc. The
control part 101 and the memory 104 are connected to each other by
the internal bus 102.

The internal bus 102 is also connected to the input part
103, a display part 105, a drive 106, and a‘network interface 107.
The input part 103 consists of, for_example, a keyboard, a mouse, or
a bar-code reader and, when inputting various kinds of instructions

" or data to the control part 101, dis operated by the user. The

display part 105 consists of, for example, a CRT (Cathode Ray Tube)
or the liké, and displays various kinds of items of information by
means of a text or a picture image. To the drive 106, according to
the necessity, there is mounted a magnetic disk 111, an optical disk
112, a magneto-optical disk 113, or a semiconductor memory 11i4.
Each of these elements performs data transmission and reception

between itself and the drive.

The network interface 107 is connected to the reader/writer
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Wth respect to the applications that are disposed in the 34 1 Septenber
2004 specific area, a right to access is authenticated byeptepipRebbds key A
that is owed by the issuer A In that area, there are disposed the
applications the issuer A utilizes. By the way, there can be considered to
exi st a case where,- under the assunption that the issuer A of the IC card
2 be a conmpany A, the user purchases an item of goods froma conpany B
that is co- operating with the conpany AL And in this case the user settles

the price efa thaksidesm ebr @eebsie.byot e isecdihetbad tG aaral 2robyl
utilizing the electronic noney service the co_rrpan¥ A manages. In other
wor ds, tharediisaigrl Pynbbmges eernPrRIcTAppdriatestans capbe i 88 with

respect LABLE!0 N AKCRSAIR RS ARPLIGALLER {luor PTaRTLDY AR, el eotroni ¢

nmoney service that™Ts n . noney area” bf the

joint- useeﬁmﬁs@,i an Biteanef doRfuICiRERaGY mdtGorik,SFiedtHLCredbphahe LAnddi S
case, the followng two steps of processing are originally the sane. One
is the staptoillysgtated-ng in which to utilize the electronic noney through

the use of the c any A's naged term nal ap tus .with of the
conpany A's i ssuggg?c){m&ﬁ?aﬁ‘ %%( he"’mp%%]e??gf'%%t"g’gé ?]I)Ef zgelgef’h%fj}g‘& i cation
di sposed iBgfcal Gastd©L S thd Eebrospecifistases) inThesotsher is the step of

processing in which to utilize the electronic noney through the use of the
conpany B's nmana@be EREROMnGS isppensdirusted tih wridsopftddlogapdinr A's i ssued

| C card 2., Lo d i $,08Re: sWNen, FiEioGL V68 BLOCKS ol PE (RiQYI ding the same
ki nd of sEfVIRe ‘exist in’the specifiC area and I'n €] 0i nt-use-operation

area, a real bl oglgrfdr,t BhSFicAPS| igakbOineS thk ASEEN id8drB8s in the

j oi nt-use--operation area. And, In :
uppermost block to be #0000h (the h represents a hexadecimal
number), the logical addresses are allocated on the ascending order.
It is to be noted that, in FIG. 5, the addresées from #0000h to
#FFFFh are allocated as the logical addresses. Accordingly, 65536
(=216) pieces of blocks are constructed.

It is arranged that the respective blocks bé used as user

blocks or system blocks. In the respective blocks of the EEPROM 66,
they are allocated as the user blocks on the ascending order of the
logical addresses. Also, on the descending order thereof, they are
allocated as the system blocks. Namely, in FIG. 5, the logical |
addresses for the user blocks increase in the downward direction,
while those for the system blocks increase in the upward direction.
And, when the empty blocks have become none, it becomes possible to
form neither the user blocks nor the system blocks. Accordingly,
the border between the user blocks and the system_blocks is not made
fixed. Also, the number of the user blocks or the number_of the

system blocks is not particularly limited (however, in the case of
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the relevant block in the specific area, alink with the real block 35 1
Sept ember 2004 is made. Thereby, each of the correspondirg,giRld 6884 ons
becomes able to be executed. Namely, with respect to the comon
applications, the same application is not prepared doubly with respect to
the specific area and the joint-use-operation area, but actually the
application is disposed with respect to either one of them (in this case,
the joint-use-operation ar ea) When an access to the relevant application

has occur ed. Iy O0hd NenSBEEN bf Mol MARKL SatP 8YsLAP p1bLR 14 th the

corr espondi ng ép lon In ] oI nt - use- oper at ar ea. I s thereby
arr anged nmweﬂveatatdaeuwanstae Qsﬁ &Sbesn@mmby oﬁ&paaél)tles in the REPROM 66 of
the IC card 2. In addition, adopting this linked structure of the data,
in case there ar ésc%‘?ﬂ‘rﬁMSt%Péo?lﬁg F)'g?ﬁe ofFer five fdafs it 911%%.]{%%&?% comon

area and $LAdins nBSRROEANGST dLonsi Al Llp SRS s PR pecessary

to execut@ € processin angl ng Yy maki ng

this pr 0§9§’6énfl@e§j{ﬂi&ﬁ”ﬂoﬁnmt&:ld Oafekuadéﬁmmﬁoﬁkmm Nend segmiexpl anation
will be given of the case where with respect . to the issuer A of the IC
card 2 ot Hefimdidenpplasks. orIIlcﬁéenﬂﬁllwrrﬁﬁké@eacﬁs@qeésﬁ‘m-o%a‘%@ ibllgcks

Co- oper at | H?fcvgrte aég etol %éu ea— %Jmltt?oﬁ qjl%rcﬁg Cc?r ts%rﬂ.&é d,e%inltq%nl ssuer A

i ssues the car accor exarrp ‘user S request. In t he

EEPROM 66bmécﬁ&aréclmfs@rateca&sexﬁaatsaﬂdlcd.taeﬂmﬁll& ﬁocu{bere are recorded
the follow ng data. They include the OGS, the electronic noney area, the
j 0i nt - use- oper at ABANY ddenBYTEPT BiESs| Bhree shereqi thpt et kg e i s di sposed

the appligatlon. 26chsshBle, HLQMLANe 16 %GR ALY, BOLRI RT3 88 o BREGE]

t erm nal
are fundamentally the ones already disposed at the time of the

issuance of the IC card 2. Those three system blocks are disposed
respectively in the logical address #FFFFh, #FFFEh, and #FFFDh.

And, the area/service-definition blocks are disposed respectively at
the positions on and upper than the logical address #FFFCh on the
order whefein they are produced.

In the manufacture ID block, there is disposed information
regarding the manufacture of the IC card 2. WNamely, in the
manufacture ID block, for example, a unique manufacture ID,
manufacture date, or manufacturer code is disposed.

In the issuance ID block, there is disposed information
regarding the issuance of the IC card 2. Namely, in the issuance ID
block, for example, there is disposed the date on which the IC card
2 is issued, the code that represents the order on which the IC card
has been issued, or the card ID.

In the system-definition block, there is disposed, for

example, the number of system blocks or user blocks that the EEPROM
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apparatus, the specific area in which there is disposed the 36 1 Septenber
2004 application accessible fromthe issuer A s managed )

apparatus, and data di sposed in the card format-defini tfg%bﬁngb?&-m%

dat a-i ssui ng machine 121 is constructed of, for exanple, the reader/witer
1 and the controller 3 illustrated in FIG 1. .Also, the data-issuing
machi ne 121 can be installed, for exanple, in a railway station, a
retailing store, or other facilities. Wien wanting to change or renew data

stored in dhgoBERRM, 66 +Ab S8 hGEARNd 2o heo i S Usted thedi SLEgsidif O the
dat a-i ssuing” machine 121 the contents it wants to change or update. Wen
t her eaf t erkeyhés usmd whemttethak du€hemrigafiomtio péefadaed hegwaemdghen®Chi ne 121

(the user brin sr%pe Igoggrg 2 iato/a_state wher e thﬁ | C_ card 2 can nake
communi cat935H i T PARE" & ¥ /AP F:Er“’rftF’_ﬁel GG 2SOy 3nachi ne 121
contains ther ei Mnel BecMlafodsh NG IRCHL N ohfdeq OBBE ALERpRS, fih LAYS.
Nanmel y, the data-issuing machine 121 transmts comands and nécessary data
to t he | Cmaody 2amasoetlihg EBPRONE 66 | bfiognallicoated gios specidithesesi n t o

t hereby rel oad or update the _contents of the data recorded in_the EEPROM
66 of the GRETELRICP 2regh ae IGHHEPSAZOREraLEQUAECRhAS A2tRIN4BEFTiRednd a

manager C oRAChayiant nt fhdtf Q¥blGicledRi SORVh &I ABRL LDt fspdsEq Of the |C card
2 the issuer A has issued. In this case, those nmanagers each conclude a

contract wiriforiheids Suermahagamd thheyerdoayeassggphaeithd. hadnthioeeiwsdter A to
t hem necessary data for executjion of the authentjcation processing for

aut hent i c AASTGEERR Are2E fFPosedribhereifcBESar Valiaty PnEIUAE®A servi ce code
cOr 1 eSPONdidignli 01 AF 288K 0ehic AR RIdCALL S| MRl oRLHIRACCHRS [Bhe AECBLALNT 1O
the contents of the contract, and a necessary co n key KIFthat T1s
necessary flat acctespongs tdvethe specific-operation-use area and joint-use-
operafion area, the empty capacity‘of each relevant memory area, the
area key, etc.
In the service-definition block, there are disposed items of
information {the capacities of the service areas, the service keys,
etc.) for managing the service areas having disposed therein
applications, as later described, that are used for providing
various kinds of services.
Next, an example of the data structure of data stored in the
EEPROM 66 of the IC card 2 to which the present invention has been
applied will be explained with reference to FIG. 6.
' The data stored in the EEPROM 66 includes an 0S (Operation
System)}, a common area including an electronic money area and a
joint-use-operation, or commonly accessible, area, a specific area,
and a card format-definition block that corresponds to the system

block explained using FIG. 5.

The 0S is a fundamental program for managing an API (
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applications .di sposed in the joint-use-operation area explained in 37 1
Sept enber 2004 connection with FIG 6. It may be arrang

necessary data be supplied, for exanple, fromthe issug(réek{é?bﬁggg%gd
termnal apparatus to the manager B's or C s nanaged term nal apparatus
via a network such as the Internet lines, etc. O it nay be arranged that
t hose necessary data be recorded in, for exanple, a renovable disk and
that this renovabl e disk be supplied fromthe issuer Ato the nanager B or
C. Al so, %?2 EiBated ARG BhcdyNE6E h%bfnf%@t:%gé +2f 441 of ger B,
wants to provide the service based'on the. use of the IC card 2. In this
case, theapphageriond Wdanchtdlesed onpraciiing tlartibes kindagel sBrviasess t hey
have supplied fromthe manager B to it necessary data_ for, execution of the
aut hent i cHEFRFSSy dRS RGPSt AT MENFRCALINFERe 1@ EBF FLECIMRG
necessary | NGl s o STV d n E&EE‘R” key KEg,
correspong‘lgﬁégﬁtéggga%g{rsezﬁltgis ngﬁ %gltl r%?etg%g%n gggs%%gécslm l'e according to
t he cont ehéstainithsoregnthaictcan! e ks&d bf; the wxpiadiatppardtas been mgiven of
the case where the manager B and manager C co-operating with the issuer A
and the FBRREBISES cRUPRERATRY With oRf AnfhlRige ANE Eisabls atRe appl i cati ons
of the co J as t ¥ ' Sl o L utilized with
r espect t(;;TJ'J’r .qg%ﬂ{lgg'su%%e,&' gﬁ?sg%gﬁ'{ I?% %géa}%gﬁghrlgugﬁﬂ%h%&%%%%éf 1=(It”hei r own
conpani es'exhkeprd ,Néhe apadeafwsiteloWawar +hd cofplber Hr iabgedtabatieach of

t he-managers B, C, . issues the ICcard 2 in which there are disposed:

d D
inits spddffit: aPéZQH%éé‘a%pﬁosa@iicsh§hef&¥PRw &6 af s IS S 2ebiatces.
Namely, aggunBd@buhill®s LESHERE, SvitBSHE e GPRIpPSE RS service

area thereof, the terminal apparatus performs read and write of

data. The terminal apparatus thereby provides a prescribed kind of
service.

With respect to the applications that are disposed in the
electronic money area and joint-use-operation, or commonly
accessible, area, a right to access is authenticated by a common key
Ky that will later be described using FIG. 9. HNamely, in each of
those areas there is disposed an application that the co-operating
enterprises, etc., other than an issuer {here referred to as "an
issuer A") that has issued the IC card can utilize. The:
applications disposed in the joint-use-operation area are not
utilizable by all the terminal apparatus of the co-cperating
enterprises. Namely, according to the contents of the co-operations
between the issuer A and the co-operating enterprises that manage
the terminal apparatus, the applications that are utilizable are
limited (the method for limitation will later be described).

With respect to the applications that are disposed in the
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card 2-1. Then, the manager B can issue an IC card 2--2 the specific 38 1
Sept enber 2004 area of that is of a type wherein a righ | S
controlled by its own specific key B and has the appliig%Pgﬂgﬁfgg%ided '
therein, and the commopn area of that is of a type wherein a right to
access is controlled by a common key KIF and has the applications recorded
therein. Simlarly, the manager C can issue an IC card 2-3 the specific
area of that is of a type wherein a right to access is controlled by its -

own speci L& #8% LrdldahafyHcheo aRRbi& Al Athenti 85XASY hhesRiiRicang t he
common area of that is of a type wherein a right to access is controlled
by a commnthesy iK| Fwrsddbiaghet hesuegppl | dat Floaks areeoridedet hxe giigposad t her
t he managef“ﬁD can issue 2:4 the specific area of that is of a

. n .IC card :
type wher &% 3PP i“g’ﬁ‘flonfogéec&ég%eﬁg BoHE8Ft ed by its own specific key D and

has the applicat ggngmd G&P! d8drt Nemehd cRABEad, NG CONPPRBLega L hbAL, is of a
type wherein a right to access is controlled by a common key KXF and has

t he appl i cedemnnder ecarmgetion tdatithe Asswnt Brof ither I€ atrdndnbes at compekey

utilizable by its own conpany's term nal aPLparatus t he apgtlli cations in the
comon ar 8a USSE PWChesks GRnEree BhiatHE st 9T 8UEYHABYC Br tP3 15t9P2- 4 can

request  g9:0RGHAt NG Whi NedrB8nd SSUCAnPTint PRILOREESHANGLBY dde§aE dnNd
that enterpriser has supplied thereto an area code corresponding to the

utilizabl erigspldfcahatoritancohgsodsy pyt the egestferchehat carda2edge in its
conpany's managed term_ nal apparatus. In case, in this way, a plurality of

enterpri s&El 9 ERg &lePHePE By ’Zewcfh‘éﬁ‘e COMRAW Jr FHEES t sTRpecific
service, GindBY%dEs AHe2BGhhny 8l %Hﬁé‘tfe%rf'téﬁﬁrf&tlh%;%&m&st kg managers that

manage the term nal apparatus (e.g. every nanager fromthe |1ssuer Ato
manager permitted with respect thereto an access to the application for
providing an electronic money service that is disposed in a "sum of
money area" of the joint-use-operation area of the company A's
issued IC card 2.
In this case, the following two steps of processing are
originally the same. One is the step of processing in which to
utilize the electronic money through the use of the company A's
managed terminal apparatus with use of the company A's issued IC
card 2 (the process that utilizes the application disposed in a
“cashless" in the specific area). The other is the step of
processing in which to utilize the electronic money through the use
of the company B's managed terminal apparatus with use of the
company A's issued IC card 2. 1In this case, when the service blocks
for providing the same kind of service exist in the specific area
and in the joint-use-operation area, a real block for this
application is disposed in the joint-use-operation area. And, in

‘the relevant block in the specific area, a link with the real block
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Dof FIG 7) have, for exanple, an IC card center installed for them39 9
Sept ember 2004 and thereby have the applications in the ;g e@@ﬁ of
their IC card 2 unification-managed. In this case, enterprises that want
to participate in the I1C card systemand thereby to provide the service
based on the use of the I1C card 2 having a common format can register
itself in the I1C card center and, for exanple, can pay a registration fee.
By doing so, each of those enterprises, when it itself wants to issue the
| C card 2,jsCRRddaVvenérdhysubdd o Petd tberediRnasntppbbedcddionstvecardsi ssue the
IC card 2 for providing its owmn conpany's specific service to the user. In
addi ti on, abRattedeecppeduded. can have supplied thereto the common key KIF
for. accessing e commp. area of .the, IC car r. ente [ I ssues,
by using its ovvntbg ’n}"‘lghtreers-eﬁ%ltoa%tﬁ%lrcé)tuﬁgg %?gafb%%og% ds&g‘% f%?% 2-4 can
take vari 1kEGn08 s T NBreft@es EERONGI MY réSpddrtets¥nd epscitdileitea
respective IC card 2 issuers provide to the user. Wth reference to FIG

8, exanpl emdothe Hpinforsesopgratien surep, ceet @gsnaklve the arrdddabion ie | C cards

2 will hereafter he explained. . The IC card 2-1 is,the one that has been
or oduced, JEPoSEk SER LS 18 PUHEH RS S A76R Gl BPLA T S | s
utilizabl eydihetusdRPerMRANNTaA)S NMRAIEH 4RJEENG MAehidRSangul | ets, stands,
etc.) being added to the function of the I1C card (a student identification
card, a coppdngasiost hés dedurndd fromithe specifictaren, Therd dscasefl 2he s
utilized, for ex e, in_a schaool n office tc.. AlsQ, in_case the
appl i cati o]nl eb’éadn}%hﬁ TES J‘é’f;ef%lfpﬁ'&ﬁ?cmrﬁ)ﬁgy&cﬁ é’B%IsléﬂisleﬁoP? ag:llggrrpany
A's speci figaareq 1S RGcbFNBr2RBLA G pREvaR LhE RR%e &OUIRSRESEWNY to, for
exanpl e, the el ectronic noney provided to the _
capacities in the EEPROM 66 of the IC card 2. In addition, by

adopting this linked structure of the data, in case there are common
data to both of the specific area and the common area and data has
been changed in one of the areas, it becomes unnecessary to execute
the processing for changing data in the other thereof by making this
processing synchronous to the former change.

Next, an explanation will be given of the case where with
respect to the issuer A of the IC card 2 other enterpriser or the
like makes a request to have its co-operation with the issuer 3,
with reference to FIG. 7.

The issuer A issues the IC card 2 according to,’ for example,
a user's request. In the EEPROM 66 of the IC card 2, as explained
using FIG. 6, there are recorded the follbwing data. They include
the 0S, the electronic money area, the joint-use-operation, commonly
accessible, area in which there is disposed the application
accessible from the co-operating enterprises' managed terminal

apparatus, the specific area in which there is disposed. the
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| C card systemand utilizable in other enterpriser or store (e.g. 40 1

Sept enber 2004 the application disposed in the el ectronkeg r3h6A,
explained using FIG 6), a link is nade between the comon el ectronic
noney in the specific area and the correspondi ng application in the common
area {(hereinafter, the sane applies to the cards 2-2 to 2-4 as well). The
IC card 2-2 is the one that is produced, for exanple, by the function of a
_prepaid card being added to the cash card of the bank. In this IC card

- inc [ [ ) deposited in
o’ by SUEARAH, AR BS AT Loy di28PE Clorkged NS ¢

be- - per f orappdrasud, Ohh@\m.tal\hr&{io}sedthe the ssrdmigrgit-definitdepdsdiotkhi s cash
each time the necessity arises, _or may transfer nDne%ﬁfron1h|s account to

a prescribed nondy deERissEing daghine ThERSEIGHRY B od0E X6t Rer
account | rlc tehgeg w%f_@:ﬂ:cli a c{fﬂfh(éecé}ﬁ:rgifér @' ilﬂf&f}ﬁ-@éd | i Ff‘@d 1t her eby may
transfer a presc ambunt of noney into it as the noney that is
utilizabl eaxlky, thﬁe kiata cafstdidg mxehdnen2ndear ber eyt alhed pefoagenmntlet, hix eof
may be perforned. The |C card 2-3 is the one that .for exanple has the
function ZfaAlyiesARHiRr @ FRHRideng |SEREAL BT OFRREX FAEEKHEESt r ansact i ons.
and, the 1.C car dngnd lifting 86 ahid diholndd dafa RIBRARCH, kAL Adon 66
utlllzatlon of the comon grea an-area whose forma specifically
di sposi ng dhenapit ice@lii DNshboisgueoVa didagstdrs et th‘EEliatttaE-aSsb_’gmg&/arl ous
kinds of enterprises or organizations. Next, an exanple of a nethod of
suppl yi ng ®ashABAtI datheFontarE: ridt FRRESs e Hehangener d’@ﬁﬂﬁ’r k&K g in that

t he issuer A t t o the
anagor s EeShebiond ptPRERRS, 18 xd BERLPAAED el BaLESRERID (0% [,
conmmon keymd6hfne 121 (the user brings the IC card 2 into a state where the IC

card 2 can make communication with the reader/writer 1 the data-
issuing machine 121 contains therein), the data-issuing machine 121
operates as follows. Namely, the data-issuing machine 121 transmits
commands and necessary data to the IC card 2 according to the
information registered therein to thereby reload or update the
contents of the data recorded in the EEPROM 66 of the IC card 2.

On the other hand, assume that a manager B and a manager C
each want to provide the service based on the use of the IC card 2
the issuer A has issued. 1In this case, those managers each conclude
a contract with the issuer A, and they have supplied from the issuer
A to them necessary data for execution of the authentication
processing for authenticating the IC card 2. Those necessary data
include a service code corresponding to accessible applications that
are accessible according to the contents of the contract, and a
necessary common key Ky that is necessary for accessing the

applications disposed in the joint-use-operation area explained in
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Is the one that is intended to permt to each of those nmanagers a 41 1

Sept enber 2004 right to access the applications di spose(;lSieEteIhJﬂ.pe sgHAON
area. The issuer A of the IC card 2 determ nes the system key tf:lat as
explained using FIG 5 is stored in the systemdefinition block of the
EEPROM 66 and the specific key Athat as simlarly explained serves as the
area key in the area-definition area (e.g. #0000h) <corresponding to the
specific area. The issuer A thereby causes the systemkey and the specific

key A to bgnhstaried wiaspest !é’.e! Ye nla‘} Bg%r_rﬁx&écﬁ'{h%féﬂ&ishi Hébéﬁ_é%{f of the
EEPROM 66 of the IC card 2 it issueS and in the area-definition area

#0000h t h@etafhe Isepplsgnéior edemplalaffren theegeaudirny' ¢ Imenaged Hegyinal t he
area-definition area #xxxxh, it is described c{;\s the area key #xxxxh as the

necessi t y SPRRTRRE. TThEhBARIE" Pat ©T161° SPRRHRT CSRTHHH) BPPE-BFStKER idsuer
A's managed.tar bupal s ARRAT Al nE00A4ES, e, SYS! 81 K&Y v hPrdiReacindihe

specific key A to thereby produce an area internedi at'e key KA~ beforehand.

| nci dent akdhpse asedeleangeidads f reocwiddnin, ifori sxgupds) b eembvaidcopgisk f or
exanple, a DES (Data Encryption Standard) or an FEAL (Fast Data

Enci pher méRfl Bipdfothifmyeroxpkile Jiek Ry FrrR}-ieAITRIhABR rBUeRe® i% ket 0 access
the co n2G&A s bPeci ssuer A supplies to the manager B the follow ng. It
i ncl udes the Conmon key Klg that serves as the area key of the
area-definiti on alea, (&syme#AHER0R)namayeeIponddery the ¢drrobnudrthar ea, the
area internediate ke t he service code and service key correspondi ng

KA, )
to the appfPrédey dh f‘%’étsi SQURTOVAdR TR FerEiceebased, OD P USReCh R tode
#0000h. Nongly, the e E:Q!s%g?h%-ﬂé}{]ag% B MRncts” 9l L& Aol vidhe chesuer A's

managed term nal appar at us _

) manager B, and they have supplied from the manager B to it necessary
data for execution of the authentication processing for
authenticating the IC card 2. Those necessary data include a
service code, and a necessary common key Ky, corresponding to
‘accessible applications that are accessible according to the
contents of the contract.

In FIG. 7, an explanation has been given of the case where
the manager B and manager C co-operating with the issuer A and the
manager D co-operating with the manager B enables the applications
of the common areas of the issuer A's issued IC card 2 to be
‘utilized with respect to the issuer A‘s issued IC card 2 through the
use of their own companies' terminal apparatuis. However, it may be
arranged that each of the managers B, C, and D issues the IC card 2
in which there are disposed in its specific area the applications
for providing its own services.

Namely, assume that the issuer A's issued IC caxd be an IC

card 2-1. Then, the manager B can issue an IC card 2-2 the specific
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supplied thereto fromthe input part 103 the conmmon key KIF that 42 1

Sept ember 2004 serves as the area key of the area-definiid-8pnf906£- 9-
#0100h) corresponding to the commopnh area, the area internedi ate key KA,
the service code and service key corresponding to the application the

I ssuer A permts access to, and the area code #0000h. It transmts these
data itens to the controller 3 of the manager B.by way of the internal bus
102, network interface 107, and w de-band network such as the Internet

communi cakired LR kisnet d ldypstviairedn Aeegheli tigb¥cest tiBos@i diecdanager
B's term nal apparatus can recognize the area internedi ate key KA and
comon keytRI®m spegififokey Feanddiasethd appdseatiopayregaddedcthegednii c key A
of the is r i S ak. the parent. However, since the
common ke%ﬂﬁxﬂéo%gﬁl{‘%ne a?r%%aoge%ﬁﬁé ?%' P ﬁea oﬁ’@gtvﬁhaetr *has” pei ﬁL gii"ovgﬁc?%st he

term nal  jappadabisedibyt Recdimpadedy Bl BAd Has 6O dpp1$P&&onst REcdiichd, by
the termnal of the issuer Athat is the parent, the issuer Athat is the

par ent ha&hareideoghinilgnlps thkemmeesnC laap kK$Facohnt Fe amgfadey tBe that i s
the child. The.control p H;101 Pf he cgptroller.B of the mangger B's
managed t EPRFHEIC 8pphrdt (8% dde’t thaYRF SPSFRIR AEdlt F%8G°%ER ffiat  has
been gott @antreImetingy iiSS8USHN ApebysidRepSe a0l Rd2E t6O ikeyiddd that has
been. gotten fromthe issuer A It thereby produces the area internediate

key K. |t reqerdssy thegsiin, eand ttheoconyenr azadepf theat tierofl a typpettheremntdr t he

common key.. an he service code.and servi,ce key responding to the
applicati %%%Eetoaggée%sss td ?%ng:tm%]g%de bR e f P ,fetyeg“t Smﬁﬁ}asvgiget he

fol | owi ng appseldionyirdcbb@ed Aheraal. Puschb@?, tiRehRiderd Bt 854 868404y and
t he network cabl e such as the RS-485A. It thereby causes these data to be
kept stord§ fard Re4 the specific area of that is of a type wherein a right
. to access is controlled by its own specific key D and has the
applications recorded therein, and the common area of that is of a
type wherein a right to access is controlled by a common key Ky and
has the applications recorded therein.

An enterpriser thaf wants to make utilizable by its own
company's terminal apparatus the applications in the common area of
each of the other companies' issued IC card 2-1 to 2-4 can request
co-operating with the issuer of the corresponding IC card. And that
enterpiiser has supplied thereto an area code corresponding to the
utilizable application and has only to registe; that area code in
its company's managed terminal apparatus.

In case, in this way, a plurality of enterprises each issue
the IC card 2 by that it can provide its specific service, it may be
-drranged that enterprises other than the managers that manage the
terminal apparatus (e.g. every manager from the issuer A to manager

D of FIG. 7) have, for example, an IC card center installed for them
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flash menory 22 of the reader/witer 1. 43 1 Septenber 2004 I n-case

i nparting the right to access the conmon area to the g?ermb@rzéd)éo
simlarly, the control part 101 of the controller 3 of the 1ssuer A's
managed termnal apparatus supplies to the manager C 1 s controller 3 the
comon key KIF, area internedi ate key KA, serw ce code and service key
corresponding to the application the acces's to that is permtted to it,
and area code #0000h. Accordingly, although the manager C s term nal
apparat usardrrhegelgiiare e aEPEEAhORE ARITRE eorBYD lexeandt ttheigoffron key

NP o0 SBA0Y o PPO0LE0 IgoaY St S aY AL { Dy aRBalLLCulie AT, e

| ssuer aren control par't SonFPoT 1% 3 of

~the nanagparﬁoipawmaugeﬂe trer shiBlsyappalaat UshareB@std rroviaa dhat gémd_ﬂeat e key
KA that has been gotten fromthe issuer Athat is the parent, by the use
of the cbasash One‘yh«lulset%tthﬁaéc e b@@?éﬁﬂ i gehaen y‘-OF-”m@mqalﬁle i ssuer A

It ther_eb#% %l%cg s8R Al q;%el 9 ”Edc':ear}t%r £ K%Or:é%tm% rege/atrﬁéggl ies it to

t he reade oge her common ‘key €t vi ce code

and servi E@gfseafcae%ﬁ &%Bondiynﬂoir@ 6Be carBPb GaldsaNeA i pRE68SS whentiat is
permtted to it, via the internal bus 102, network interface 107, and

networ k cibielfs ventador heswRsthe gsacard Zt,h@!ewvea@sm%:wlhegesmaélqo be kept
stored inthe flash, ne of th der/vvrl t he ot her hand,

T case | KPARERLIT PRECTRARACH BoatmAr CHTY Cheot B ARG sS he

appl i cati epmpdify 8CERES £1O sIeJﬁﬂicé Lo PR Mskted i abliseidn, 8h&o sinmlarly, the
control part 101 of the <controller 3 of the manager B's managed term nal

appar at usestgirieer qam hire cunRpYisid therztof theheommpndesy Bus Ismnaged ter mi nal

apparatusaccessing the common area of the IC card 2 other enterpriser issues,

by using its own company's terminal apparatus.

The IC cards 2-1 to i—4 can take various kinds of forms
correspondingly to the services. their respective IC card 2 issuers
provide to the user. With reference to FIG. 8, examples of the
forms of the services that are provided by the IC cards 2 will
hereafter be explained.

The IC card 2-1 is the one that has been produced, for
example, by the function as a prepaid card (that is utilizable from
the company A's managed vending machines, gullets, stands, etc.)
being added to the function of the IC card {a student identification
card, a company's staff identification card, etc.). The IC card 2-1

~ is utilized, for example, in a school, an office, etc. Also, in
case the application regarding a common electronic money disposed in
the company A‘s specific area is the same application as the one
corresponding to, for example, the electronic money provided to the

IC card system and utilizable in other enterpriser or store (e.g.
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the area internedi ate key KB, service code and service key 44 1 Septenber
2004 corresponding to the application the access to that §e§t diobdgd to-
it, common key KIF, area code #0l 00h, and area code #0000h of the 1ssuer A
that is the parent. Accordingly, although the manager D s term nal
apparatus can recognize the area internediate key KB and the common key
KIF, it cannot recognize the systemkey and the specific key A of the

i ssuer A. The control part 101 of the controller 3 of the manager D s

managed t ' - a e r L Nt i k . t has
been got t ShC (AL AR AMDLRNC LHE, AR bl rhiReY Buy [ hplihet' | 0
common. keysKid-rithate)has hasn igabddenbstwichatihey chmasn tehectdsrdgemomey int

t hereby produces _an area internediate key Kn. |t thereby supplies it to
t he r eadeFPRuSPEELTIC PEHR LY thR tIPFREP REPAYCAIELIONG AT life CSBRYA ce code

and servi e ndi,ng t . lcati e 55 Lo that is
perm tted8 %¥i(¥l?9§|{rga%t%%g' ﬂrﬁ%e?%lg agglljlseasligéﬁ%etc:%?irﬁl %%?%?eggoz and
network cablp.such as the RS- 485A. It thereby causes these data to be kept
stored in the flash nenory 22 of the reader/witer 1. It is to be noted

that- the conmon Fe§ IQ FaxdZ-2t ke thesors that hifs prafigededien axagpled vhe

manager s : hat .gqgﬂge [ o) er Dis
witten bgP%r engﬁg&?rﬂtfogt%%e%grl ea- e#’?%gt ?gﬁeda%é‘g%%gah %%ltbteﬁe ROM 66
of the | Cogakd Zn whisChc &lald nes, tikecEQMBPaiyi®g. adleioaditadn &xghanat i on has
been given of the case where the issuer A of the IC card 2 supplies

aut hent i cAEFRACY P oFitaVRbIe SGEASited indheohpitrdkbyniKietecbraHE FaRejer B and

to the manggs rop it, that addition may be performed as follows. Namely, the

user may directly deposit his cash each time the necessity arises,
or may transfer money from his account to a prescribed money receipt
account. Or the user may produce another account in the same branch
office hé uses his account in, and thereby may transfer a prescribed
amount of money into it as the money that is utilizable by the IC
card 2, beforehand, thereby the management thereof may be performed.

The IC card 2-3 is the one that for example has the function
of a prepaid card for settlement of the Internet transactions. B2and,
the IC card 2-4 has, excepting that it is prepared for the
utilization of the common area, an area whose format is for
specifically disposing the applications for providing of their
services by various kinds of enterprises or organizations.

Next, an example of a method of supplying authentication
informa_tion such as the common key Kir in that the issuer A of FIG. 7
supplies that information with respect to the managers B, C, and D
will now be explained with reference to FIG. 9. That common key Ky

is the one that is intended to permit to each of those managers a
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However, the sanme processing is executed al so when the above 45 1 Septenber
2004 described I C card center supplies the authenticati pRepithficr@bdpn such
as the common key Kxg to each of the manager B and the manager D. Next, in
case, under the assunption that the supply of the right to access such as
t hat explained in connection with FIG 9 has been perforned, the IC card 2
has been nounted to the issuer A's termnal apparatus, the nutual*

aut henti cati on between the issuer A's termnal apparatus and the I1C card 2

in that Casg,wdd a@@e%xgh@id(g)fﬂicé@itaﬂs rBEBHEAE Gt €nd | dBmmdR- aRZSUME a case
where the application stored in the-pecific area of the EEPROM6 of the IC

card 2 is execut @tdeubisngrthefi siudC catds 2ndéstagednes riienaystappaent usmtand a

rescri bed kind of service be rovided to the user. in.this case, as
D1l ust rat & PFPiEReed RPINGHEIC.c3ris GEPERT 300104 FESTEbSEE LA Ee PRPSH

appar at us o@n{-?l%g%‘%Pk&@ efeOhh@wenggs P¥ECGeN thact BE 4188181 NEpakEhed _

I nternmedi ate key KA That 1s he service key (the service key stored in
t he servi cervelefasnthe aireariesy #rxvheh arsa-herfdninconearaedergbetPt@dh) he
necessity arises as the service key #xxxxh) stored in the

servi ce- dSPFRPIRVH NG feathe specifie 8894 &by SSSHRT| Biihsrely /sy68h) the

cor respondl0ged GelyNg dacme'é@-k,@@ 14 SRALHe| fd8, SREG Svaieain The
controll erlYS (ta eregbyn produces a se!ryvi ce i(raltermadl ate I?ey vK#dﬁO%ﬂ And, it
t her eby rsggtet-etesihbiionkBYodinbd dHecEEPRDSh 6D ILie 2R efartihe teddeuéawiter 1

together with the area internedi ate k%%‘l?KA In addition, t?@ I ssuer A's
control | er2P8 1Rdihet BFRAUREIHRIPBVHTTE 08 FRRTEtnePIdSH M Enory 22 of the

r eader / Wit s o THAt rd Sral NP +26 SeGORS, #A0DRY drlal G Akeas d&lni ti on ar ea
#0000h correspona“l ng téﬁt ﬁe specific area and .

#xxxxh, it is described as the area key #xxxxh as the necessity

‘arises.

The cdntrol.part 101 of the controller 3 of the issuer A's
m3naged terminal apparatus encodes the system key with use of the
specific key A to thereby produce an area intermediate key Ka
beforehand. Incidentally, as the method of encoding, it is possible
to adopt, for example, a DES (Data'Encryption Standard) or an FEAL
(Fast bata Encipbherment Algorithm).

and, whén giving the manager B the right to access the
common area, the issuer A supplies to the manager B the following.

. It includes the common key Kyr that serves as the area key of the
area-definition area (e.g. #0100h) corresponding to the common area,
the area intermediate key K, the service code and service key
correspondiﬁg to the application the issuer A permits access to, and
the area code #0000h. Namely, the control part 101 of the
controller 3 of the issuer A's managed terminal apparatus has

supplied thereto from the input part 103 the common key Ky that
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the service code in the service-definition area corresponding to the 46 1
Sept enber 2004 application, in the specific area, produgedpichdeh@ody erarchy
of that area-definition area #0000h. Nanely, assunme a case where the IC
card 2 is nounted into the issuer A's managed term nal apparatus and the
user has instructed the utilization of its desired service. In this case,
the DPU 31 of the reader/witer 1 of the issuer A's nmanaged term na
apparatus reads in fromthe flash nenory 22 the area code #0000h

regi st er ed 887 RnanitchhRes ¥ ViKE £a0Ead B ndtidh a8 Vd G #00HHK)#0008h)
corresponding to the service the user has wanted to utilize, simlarly
regi st er egrrespangiing th&hORYrEEn tareds nthe areesintfamadiate ke HaC the d 2

nmount ed, via.the hus 35, SPU 3 modul ator..circuit 27, - .and.antenna 27. The
sequencePETieY SoHE TR saFs Ray TeparbTirE 8 PReap R B8ooon and

service GRARe#GOQRRLIFOMLLS: k3TUSId AhS alsY Bba&|£0dRPR! atiySt¥d@niks ant enna
53, interface part 61, and BPSK denodul ation part 62. And, in the IC card

2, the sydieem dabp dtemedoi hhe lventysitlem 3 def ithet hanagek o8 by FaG ofbEhes read
out fromthe data stored in the, EEPROM 66. Sinultaneously, the specific
ey A is HEREGYDUr L1 RECURG BT ACE T LI -aPBd Ao REPd IEtHPEs sBBhe. #0000N
recei ved Jo efik thR olrfist fomudi daioh NMRhewBBPR AL UB1udtHat8l, the systemkey is
encoded wusing the specific key A Resultantly, there is produced the sane

key as the area Aacbedimglyat #ltheygliKA heegagaeared ' s ntdowénak spprrdtuws carr m nal
apparatus. This sage- key as, the area ientgrrre'gi age kek/eKA IS, used as a
first acd&ESIRERF ﬁt?f’e%’t FREGFTISAIRES KR T3P LB IN¥ Ser i EHEHIOFat i on of
the right do@qRELAESRet DRsteRCRdy afak@le sPLePrid Ref N JeCer@ridsder @ RALT Vi CE
key #0008h i S read out _

is, so to speak, the parent. However, since the common key Ky of

the manager B is the one that has been given to the terminal

apparatus of the manager B that is, so to speak, the child, by the

terminal of the issuer A that is the parent, the issuer A that is

the parent has a recognition of the common key EKyr of the manager B

that is the child.

The control part 101 of the controller 3 of the manager B's

managed terminal apparatus codes the area intermediate key X, that

has been gotten from the issuer A, by the use of the commcn key Rip

that has been. gotten from the issuer A. It thereby produces the

area intermediate key Kz. It thereby supplies it to the reader/

writer 1, together with the common key Kjr and the service code and

service key, corresponding to the application the access to that has

been permitted to it, via the following. Namely, via the internal

bus 102, network interface 107, and the network cable such as the -

RS-485A. It thereby causes these data to be kept stored in the

flash memory 22 of the reader/writer 1.
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fromthe service-definition area having the service code #0008h 47 1

Sept enber 2004 received fromthe issuer A's term nal apﬁ)@sreﬁie%erﬁﬁéldf t he
area internediate key KA is encoded using the service key #0008h.
Resultantly, there is produced the sane key as the area internedi ate key
K#0008h registered in the issuer A's term nal apparatus of FIG 10. This
sanme key as the area internedi ate key K#0008h is used as a second access
key (authentication key) Ka, that is used for authentication of the right

to access the corres ondi n t§88| i Cati.an:. Accordi nglllé(,c in Itl ereias§§

h & A's
. h
term nal appar at Us, SRel & Aré rtélgel gf‘%re&c}t & area | nt'°(£,=nFKr)r\C,‘oﬁl ate key l:"KA t hat

is the fifsha essaikeysimiihe1pndheheoiaioni gerd nber o dhat Cokayl K&#&O@8h t hat
is the second access key Kac. On the other hand, in the IC card 2, the area
i nt er medi af ethekdgsyer PHatMnadeActanisRl Appasatuse FurBliegnlotHhe §arigate
internedi gte Kk 00Q8h that is.the second access key Kac are produced.
Ther eby, %tﬁec%%#@ |90 DO 581 Fear 57 f‘?\t‘?ﬂmeed%%%%ﬁe?cé%{rea

cor r espondbpghide0 cbie a3:8r ¥é 164 cl e KPS bona iy tdee Bhé Cafp@dcatiXl thé n case,
under the assunption that the supply of the right to access such as that
expl ai nedatecesopethdtoAspheimift@l @ hhs andearep eofler#ftPOhthe | C card 2 has

been nounted to the issuer C t erm_nal__apparatu th

aut hentication b ?/\%re‘%m?g%' i%%ﬁ%‘?&br%e &R %gﬁafvsa%%%rfea&gg gﬁ%attﬁg T card 2
in that C%éeoc)(uilzh b exBhaifiedmedMddd k&f &, eNGE the &ifmonlitey AGSUR a case
where the application stored in the common area of the EEPROM 66 of the IC
card 2 i scareetutredogrizegthh syistendey and vyhgnappadifier kehdl ofpihe df8%etand a
prescri be% gﬁ d .of t§ervi cetbe provided to the user. In this case, the
control | ef* 5"%}t FhEPT FEGEPE- C s nanaged terminal apparatus encodes by the

use of the area the control part 101 of the controller 3 of the manager C's
. managed terminal apparatus codes the area intermediate key K that
has been gotten from the issuer A that is the ﬁarent, by the use of
the common key EKjr that has been gotten similarly from the issuer A.

It thereby produces an area intermediate key Ke. It thereby
supplies it to the reader/writer 1 together with the common key Ky
and the service code and service key corresponding to the .
application the access to that is permitted to it, via the interﬂal
bus 102, network interface 107, and network cable such as the RS-
485A. It thereby causes these data to be kept stored in the flash
memorf 22 of the reader/writer 1.

on the other hand, in case imparting to the manager D a part
of the right to access the application the access to that is
permitted to itself, also similarly, the control part 101 of the
controller 3 of the manager B's managed terminal apparatﬁs supplies
to the controller 3 of the manager D's managed terminal apparatus

the area intermediate key Ky, service code and service key
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internedi ate key Kc the follow ng service key disposed in the conmon 48 1
Septenber 2004 area. That is, the service key (e.g. theqggpphfiRr k604 #1022h)
corresponding to the application the access to that is permtted to the
manager C. The controller 3 thereby produces a service internedi ate key
K#1022h. And, it thereby registers this key into the flash nenory 22 of
the reader/witer 1 together with the area internediate key Kc. And, the
controller 3 of the manager C s managed term nal apparatus registers into

the flas hcéﬁ?x’@%b}éngﬁlgﬁi:ot% apFRARRAYE ithel adeclt td@nIRNAIQerfiStdiRaged
term nal apparatus tthe follow ng codes. That is, the area code #0000h of

the i ssueit Acomhen keyekurcodieeat00@9 #0360k .c9pémiieagceds #HROGw@fohhar ea, and
t he service code, i n thetservi ce definition area (e.g. the
servi ce- dEFTHi% Fo @ ar&a ¥ 835}  cor responding to the application the

utilization of k@@érdﬁ&il;b,e%@tmfdﬂi theGhahQgdrt pUBARImAnd el pYaphtfOBbAaCE .
Nanel y, assune a case ere the 'Ccard 2 1s nounted into the issuer Cs

managed t eecngudlze apiparaea singrdntediatecrayl Balandpper gougon key Baenitoper at ed by
the user so as for himto instruct the wutilization of a desjred service.
In this cG3Wo% FECeMIZS1Ehs SYRECR KUY PRT tBPCHET KBRS (Bt FPatSSHBPar at us
reads in fromthe flash nenory 22 the area codes #0000h and #0100h

regi stered therein and the service code (e.g. the service-code #1022h)
correspondi ng. t ®hé¢ hwntset \piace 10ieodfisdre kastmdideed od the IvapegesiDhs| arly

registered therein.,  The DPU 31 transm.ts these code,.datg to_the |C card 2
mount ed, TR CHLRINSS, APREBETED CHGH TS PETR PFRTIEIISSS dxﬁrﬁ‘é‘ﬁna 27.

The sequengerpRl gheddierldm GREUnmdaas A Rt iNEhELALAE, AP Rne C¥IES #0000

and #0100h and service code #1022h“fromthe manager Cs term nal apparatus
via the athermmnd8, kénkesr thae hgar bedl gobrrh BR8Klarly from the manager B.

It thereby produces an area intermediate key Kp. It thereby
supplies it to the reader/writer 1 together with the common key Ky
énd the service code and service key corresponding to the
application the access to that is permitted to it, via the internal
bus 102, network interface 107, and network cable such as the RS-
485A. It thereby causes these data to be kept stored in the flash
memory 22 of the reader/writer 1.

It is to be noted that the common key Kir that the issuer A
has imparted to each of the managers B and C and that the manager B
has imparted to the manager D is written beforehand into the area-
definition area #0100h of the EEPROM 66 of the IC card 2, which
defines the common area.

Here, an explanation has been given of the case where the
issuer A of the IC card 2 supplies authentication information such
as the common key Kyr tO the manager B and to the manager D.

However, the same processing is executed also when the above-
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denodul ati on part 62. 49 1 Septenber 2004 And, in the IC card 2, the system
key stored in the system definition block explained uskrgpfh{per200$ read
out fromthe data stored in the EEPROM 66. Simnmultaneously, the specific
key A or comon key KIF is read out fromthe area-definition area having
the area code #0000h or #0100h received fromthe manager C s term nal
apparatus. Further, the systemkey is encoded using the specific key A
Resultantly, there is produced the sanme key as the area internediate key

KA. And t Kk s .that ar LRfernedi at.e K KA | using the
conmon ke?g% eegu?%{ac%[rfiy?%tﬁgr%‘%pglésgrto u%‘gt T ﬁgg%tir?él ﬁ%%/och‘g??ﬁg area

i nt er medi ateh kay thke d@R@osititied; d Bo cached¥ithe Ppiyeler aEpanatmmaddd of FI G
14. This sane key as the area internmediate key Kc is used as a first
access keP-Kbc that is used for authentication of the right to access the

comon area. Al sgedkn ANEdC S Rno AQILIEIRA, S Edi) Lho REPROM

t he service s read out e Séervice- i*nition area

havi ng t heigge Vi aceeske sidR 23hchac ekyesl desom tdoanbssimr wikls FIGRNAGRE
term nal apparatus. And, the sane key as the area internediate key Kc is
encoded udeng pdrfogaed, dbe KIS cad22has IResumeuntedyto tiher éssuprppdtluced t he

same key 3arhiePLesdaLel Bl ek aXIHORan depLatehethd bl T paer C s

1T 5
managed ter Hnnaéf aratus. sane e area internediate ke

K#1022h i SevfierhiaSpBafRu8Nshd #6665 ckey Kaa M) chse USAd bOrexpubient i cation
of the right to access the corresponding application. Accordingly, in the
‘manager Cwithurrigaencerte F¥f- dfparatus, there are registered the area
intermedi ate key Kc that is the fi

i nt er medi ate key Pﬁﬂﬂ%fhcf‘ﬁ%t“'hfegé Ittrr%%'t apBieEREor Bhola AN Indlipedghyd O
area of the EEPROM 6 of the IC card 2 is executed using the issuer
A's managed terminal apparatus and a prescribed kind of service be
provided to the user. 1In this case, as illustrated in FIG. 10, the
controller 3 of the issuer A's terminal apparatus encodes the
following service key by the use of the area intermediate key Kj.
That is, the service key (the service key stored in the service-
definition area #xxxxh is hereinafter described as the necessity
arises as the service key #xxxxh) stored in the service-definition
area (e.g. the service-definition area #0008h) corresponding to the
application disposed in the specific area. The controller 3 thereby
produces a service intermediate key Kgpoesn. And, it thereby
registers this key into the flash memory 22 of the reader/writer 1
together with the area intermediate key Ka. In addition, the issuer
A's controller 3 registers the following codes into the flash memory
22 of the reader/writer 1. That is, the area code #0000h in the
area~definition area #0000h corresponding to the specific area and

the service code in the service-definition area corresponding to the
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second access key Kate. On the other hand, in the IC card 2, the area 50 |
Sept enber 2004 internediate key Kc that is the first ac¢gaptekfer g4 and the
service internedi ate key K#10221, that is the second access key K, are
produced. And, assune a case where, as a result of the mnutual

-aut hentication, both the data of the IC card 2 and the data of the

manager C s managed term nal apparatus have been the ones each of that is
proper with respect to the other. in this case, the ICcard 2 permts with
respect tg the nager S n d.termn parat.us, .1 h C t he
Gorvi ce afRlTRRIORS ha S SARREAR ot e PPAL R Al pi b ATEE AR, |
servi ce cafes-idRginhamnbesds toasmritted on fromthe manager C s nmanaged
term nal apparatus. Therefore, in the case that has been expl ai ned using
FIG 11, the manHy®elYC 3sTRARagctRset EheRn&he A5 arEL U5 I5eBeHRE€dab?® t 0 access

the applicati.on of the _servigce area that |s nmanaged by the

servi ce- dgﬁ? Nt on %rseé“a%i%ﬁe% a?haepqaéac%sr a2, éltsgf:sh 0 say, in the
manager Cigsiictedathadppal Hatson b Ebaldekheediseaviad er nRdimglsecksy, Kc, area
code #0000h, #0100h, service key #1022h, and service code #1022h are each

regi st er ethe PFedds ehrrhperemgier{withe L@ivkbe igsuar th's mpragaddserniralcont r ol
of the service- definjti.on.are h. ']gut e a rm nal
" appar at_ugp%%rsatuﬁofeaﬁis in £xo &f %Q%%h memlag%t%_%e}i:pxe JBAdSse géo{nﬁe

pp: _ ad’r egi St erec ereln Servicé co
utilizati eagistereihgilereSnNdtid PRS Bt 86k WREET (A of. eLRY WhvEedidoast .
Therefore, the nmanager C s termnal apparatus cannot access, until it has

i ssued ' ®Pe¢BhespERTSIORALAg or Eiee FRATIMRe Ehe B eEobes ANER@ tossbiekiz® under a
e L o Thyf L St B MRBLAARY | BBy o SIS ek mamogg 1 (e
the IC card Z mounted, via the bus 35, SPU 32, modulator circuit 27,
and antenna 27. The sequencer 91 of the IC card 2 has input thereto
the area code #0000h and service code #0008h from the issuer A's
terminal apparatus via the antenna 53, interface part 61, and BPSK
demodulation part 62.
And, in the IC card 2, the system key stored in the system-
definition block (FIG. 5) is read out from the data stored in the
EEPROM 66. Simultaneously, the specific key A is read out from the
area—definition area having the area code #0000h received from the
issuer A's terﬁinal apparatus. Further, the system key is encoded
using the specific key A. Resultantly, there is produced the same
key as the area intermediate key K registered in the issuer A's
terminal apparatus. This same key as the area intermediate key Ea
is used as a first access key (authentication key) Ky that is used
for authentication of the right to access the specific key.
- Also, in the IC card 2, the service key #0008h is read out

from the service-definition area having the service code #0008h
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As descri bed above, the term nal apparatus nmanaged 51 1 Septenber 2004
respectively by the nanager B that has co-operated w thqRgtehfzresor
issuing the I1C card 2, manager C that has simlarly co-operated with it,
and manager D that has co-operated with the manager B can each utilize,
according to the contents of the corresponding co- operation, the
application stored in the EEPROM 66 of the IC card 2. (Nanely, each of them
can access the application corresponding to the service code that has been
suppl i ed fdcivéderdopstied iAkuelNaXk, tdi@nfl Cppasatigs .of andie theraigaal appar at us
to that the present invention has applied will be explained with reference
to the fiWwIEARiateoker Kg i 2nceged using &k seiticsnkey FPOBRRgi ven of the
processi L.ng . ) nal rat u t S . | fic key
A and co%sﬁﬁggl?/@%j'ggg% tlﬁgﬁr %@%‘é%&ed By ktg %eésl Fe:tg%earu'tl%l. L%E%‘I}eggggér&/ witer
1 of the k& KL, BRAREBES ini thesliePudyl a's dadr@@hal tdppapauiy bligrad. the |C
card vmth respect to it, for exanple, Dby monitoring the state of |oad of

t he ant enkr 2This spmepkey) ast Hee areaddteiprediene 1keth Kedomputs 19€RAD & rom t he
controller-3 a signal., indigcatin n _object-tqQ-he-open i1 e, which signal
among t he®&ppfi 24 |Sosn]sfe%t(ce)’h}let(:jil‘ﬂlltrjfgf1 = maﬁg:h?lﬁdll%gﬁ%g? ii ch one of the
files shoslthebeioparador (dNankight thaiccekgnidle coridipoading RGpTRIALIGN. A
utilization application with r*%ei:ife(:t to that thg@gser has mp}gérgvmth use
of the input pardccraginglu/héncdiet igsuest A heaminat RASTHEEn thRIS ghat ed
based on [ perat i. [ ndi. [ h idd [ o] ppsit into,
etc. the %‘? c# ?’g?ﬁl (?:h%t)%é% .lg{%#ér@g%%éalkg?n%} %3 1|L"nlgS %ﬁ Iéueﬁol}gfe%:?cﬁ%g- g%'t opened
i's input_&Q &ke dhBUsarl itk aidteend3atdkan®yyobdieLits i85che second access

key Ks.. ©On the other hand, in the IC card 2, the area intermediate

key K, that is the first access key Ky, and the service intermediate
key Kiooosn that is the second access key K, are produced. Thereby,
the utilization of the application in the specific area
corresponding to the service key Kgogesr i authenticated.

Next, in case, under the assuﬁption that the supply of the
right to access such as that explained in connection with FIG. 9 has
been performed, the IC card 2 has been mounted to the issuer C's
terminal apparatus, the mutual authentication between the issuer C's
terminal apparatus and the IC card 2 in that case will be explained
with reference to FIG..11. -

Assume a case where the application stored in the common
area of the EEPROM 66 of the IC card 2 is executed using the issuer
C's managed terminal apparatus and a prescribed kind of service be
provided to the user. In this case, the controller 3 of the issuer
C's managed terminal apparatus encodes by the use of the area

intermediate key K; the following service key disposed in the common
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In step S3, the reader/witer 1 of the term nal apparatus 52 1 Septenber
2004 performs authentication by the use of the specificqlsptemdelboggh t he
execution of the processing explained.using FIG 10. Nanely, the DPU 31 of
the reader/witer 1 reads in via the bus 35 the authentication information
" based on the use of the specific key A stored in the flash nmenory 22. The
DPU 31 then transmts that information to the I1C card 2 via the bus 35,
SPU 32, nodulator circuit 23, and antenna 27. The SPU 32 receives the

response gignal Thi¢ GR), thee lseréaid kéy Vi gl NneaBEER Ry aAd2bhe nodul at or
circuit 25. It then inputs this response result to the DPU 31 via the bus

35. |In steprigppophing BPUIR] applidesipr ddler Aqgasseto |thast &F rAeRitteghéPher the

reader/witer 1 and the.lC card ha been correctl| t.henti cat ed each
ot her, by%’ %é“asnﬁg%lf fclt'c 'Erépy Cﬂnéﬂ%ﬁaegc%&&ie ﬁegb% SI?%%ceSr éssb%ér%slggsi gnal input in

step S3 fhEpmiReihfe GRYUR A0 .N ERSL ikNeheTEBP rAibteAnheOydehes ndnked t hat
correct authentication has not .been perforned, the processing proceeds to

step 511. flaskcasmory 3ast bdenrerdesywiiied 1 rtogethesaithathe greect

aut henti cation has been perfor nanel in,c the 1C card 2 nounted
has been tHE® 1?5%3‘@3 %’y tﬁ’éétsggéeqoq‘%f%&]tel’fe?’ ; %gf BIHE érseader/wri ter
| in steppPRagiel SchhirAlCsfiata fefesed:@nahtd RHb CAldsAOnend§€ 22 of the

obj ect -t o-be-opened file input in step S2. The DPU 32 according to that

si gnal pr odedesvwaitentlr of tdiegranageirn€|udinggadch desmimalc appayddus cre espondi ng

to the object-t.0o-be-popened file) for_gainin ri to.access .t he
obj ect -t oJ-fBﬁ%‘Bé‘He “'e ﬂ?%tp&%%at tﬂena%?ecgé‘%ﬁégﬁ%% %nth‘ta he e c%‘r th? | t
then trangpis Sedddado ARt EQtreshoftBingt €o the &damed! Srea?, Mha e sbeid, SPU

32, nodul ator circuit 23, and antenna 27. The SPU 32 receives the response
si gnal frepde e tlecsaryigevdefinffeion area (e.g. the service-definition

area #1022h) corresponding to the application the utilization of
‘that has been permitted to it under a relevant contract.

Namely, assume a case where the IC card 2 is mounted into
the issuer C's managed terminal apparatus and the terminal apparatus
has been operated by the user so as for him to instruct the
utilization of a desired service. In this case, the DPU 31 of the
reader/writer 1 of the terminal apparatus reads in from the flash
memory 22 the area codes #0000h and #0100h registered therein and
the service code (e.g. the service code #1022h) corresponding-to the
service the user has wanted to‘utilize, similarly registered
therein. The DPU 31 transmits these code data to the IC card 2
mounted, via the bus '35, SPU 32, modulation circuit 23, and antenna
27. The sequencer 91 of the IC card 2 has input thereto the area
-COdes #0000h and #0100k and servige code #1022h from the manager C's
terminal apparatus via the antenna 53, interface part 61, and BPSK

demodulation part 62.
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antenna 27 and the denodulator circuit 25. Then, it inputs the 53 1

Sept ember 2004 corresponding response result to the DPUj8ipehibet beodus 35.
In step S6, the DPU 31 of the reader/witer 1 determnes, according to the
response signal input in step S5 fromthe IC card 2, whether it has been
able to get the right to access the object- to-be-opened file. In case it
has been determned in step S6 that the DPU 31 has failed to get the right
to access the object-to-be- opened file, the processing proceeds to step

S10. In case it AR Deamedfd @apinNed thh $iRRnSKeyd Rabréd&n €né @a8km- t €r m nal
~apparatus has been able. to get the accessing right, the DPu 31 of the

r eader / wdgfdnitiqy ddack exptainedi weindoFIGe Ssignedad adt chiointghe data

obj ect -t o- be- gqpen f] L.nput [n step S2 .the_, follow.ng,control signal
ool y, e Eanth arecbiek R ShaieRlesty oot et Be R EReheR 116 i n the
EEPROM 66cdifmohNfey & £ak0retd e srBRU L atbRdlrh ANSIB SrbdalaveRptdel signal
to the I'Ccard 2 via the bus 35, SPU 32, nodul ator 23, and antenna 27

t oget-her aweeshcote #09pekidri #0KM regedyiedt Ercadthe manegért d5'ls heroimpl2?. | n
step S8, the reader/witer Hﬁgerforngﬁdata transmssion/. .reception with
the 1C cafP3250Tor FFRPFo Tife SHELERSFY S FROPHRS USSR Fl8eSPEH e

reader/ widyeh,l RRQehesyl hends@NMIB N -oRHOEE Thk NP REGhs Ule 4R example,
the operation designating the utilization ( subtraction) of the electronic

noney, t hinYermpdigte Bdylifab oBnd thwesewd keyt s thedt arére imtermdrbistenieyt i n
tep S2 by th f the _input t 103 of th troller 3, Concret
oxanpl es X iererceied il e RIMOKeY Reee REEO T B tFE: Thed | ater i th
ref er enceprddichh Ghe band Refbas lohe ShitR Sreldaibbd)idy R rehfsdaderdwriter 1

records the
a service provider apparatus 111 of FIG. 14. This same key as the

area intermediate key Ky is used as a first access key Ky that is
used for authentication of the right to access the common area.

Also, in the IC card 2, from the data stored in the EEPROM
66, the service key #1022h is read out from the service-definition

- area having the service code #1022h received from the issuer C's

managed terminal apparatus. 2and, the same key as the area
intermediate key K. is encoded using the service key #1022h.
Resultantly, there is produced the same key as the area intermediate
]{eir K#1022n registered in the issuer C's managed terminal apparatus.
This same key as the area intermediate key Kgiozzn iS used as a second
access key K, that is used for authentication of the right to access
the corresponding application.

Accordingly, in the manager C's managed terminal apparatus,
there are registered the area intermediate key K. that is the first
access key FKp. and the service intermediate key Kgjoon that is the

second access key K,.. ©On the other hand, in the IC card 2, the area
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| og of the processing executed in step S8 into the RAM 42 of the 54 1

Sept enber 2004 menory 34 of the reader/witer 1 as a ca$@eplenitidkbo@d ng the
specific key A The DPU 31 al so produces a control signal for recording
into the RAM 67 of the IC card 2, and transmts it to the ICcard 2 via

t he bus 35, SPU 32, nodul ation 23, and antenna 27. The antenna 53 of the
|C card 2 receives the control signal and supplies it to the interface
part 61. Thereby, in the interface part 61, BPSK denodul ation part 62, and

cal cul at i pRedinehiifde KeyPELERAE Hedtid 6GRsOfaccREOCRSS KNP ahs GxecEERTkbe ANd,
the.-log of the processing executed in step S8 is kept stored in the RAM
67, therebytanmedprer &e¥i hgoks thateriy she apcopd Aneesa ks &aa3EBe it has been
determ nedrci)cp step S4 that no correct authentication has been perforned
with the BS&%6 % he specific key A (nanely, a case where the IC card 2 is

the one that hagndeeirsissucdady wikbe| Jmmaagauikthan dieemhssdier A). In step
Si]., the reader/witer 1 of the term nal apparatus perforns

aut hent i caetenbirabiasebeth tthe dahaneh they IR Rscdorrt Hfet thet Prvcess

expl ained using ELG 11. at is .to say, the DPU 31 qof the reader/witer |
Fends. | PRGBS 3 naiBos] emiTh epRRRAt TR PaRT henRRGR R Phat | on'of
that is perioriEdrysegithacepsddrokeye Wiher st aneehid dabe, fiRshcnesmr y 22.
Then, it transmts that authentication information to the IC card 2 via
the bus 38, pSRUt82vitmuespentoto 23e savagar Ehhanangged Heambme) IPpaceisves t he

chreut 2she dtgess O 1ut e Hpobhd pdc s Pratentr it The us.
35. .In st@psrHlidiohherddPHadingOtnd R read eidaer & hds ARRmAtesnAfitted on
from the manager C's managed terminal apparatus. Therefore, in the
éase that has been explained using FIG. 11, the manager C's managed
terminal apparatus becomes able to access the application of the
sérvice area that is managed by the service-definition area #1022h
of the IC card 2.

That is to say, in the manager C's terminal apparatus in
that the area intermediate key Kq, area code #0000h, #0100h, service
key #1022h, and service code #1022h are each fegistered, access can
be had to the service area that is under the control of the service-
definition area #1022h. But, the manager C's tefminal apparatus has
not had registered therein other service codes the utilization:of
that is not permitted under a relevant contract. Therefore, the
manager C's terminal apparatus cannot access, until it has issued
‘Wwith respect to it a relevant service code by the issuer A under a
new relevant contract, the application in the service area managed
in the corresponding relevant service-definition area.

As described above, the terminal apparatus managed
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the response signal that has been input in step S164 fromthe 1C 55 1

Sept enber 2004 card 2. The DPU 31 determ nes according {@echieaivef 88¢PNSE
signal whether the correct authentication has been perforned by the conmon
key KIF. In case it has been determned in step S12 that the correct

aut hentication is not perfornmed, the processing proceeds to step 510. in
case it has been determned in step S12 that correct authentication has
been perfornmed, in step S13 the DPU 31 of the reader/witer 1 acts or

oper at es I.ngdi cat ' -t o- he- e e,t hat
hgs been 19% e'&%ﬁé%?%k %lg@%\?hgtﬁ%‘;% griatt tlﬂ ﬁse n&g%gg%%%g gggg%t% rgo?ssf'suleg n% for
gai ni ng theswHegesisd Mg caght?,f vinagelec ahpe cliad (s-.iinjalnpgne@l-d;ietcetcfh sfiesed in

t he 'EEPROM 66 of the IC card 2 (the control rg’nal i ncludi ng the service
code cor r&spdndi RgPages ‘Ph’%“a&b}‘%%tcot‘ag%fétﬁﬂe‘ﬁéﬂ‘ ¢ SRRAPET (FhEAN 193 Msnits it

t° the IC‘éEf}%?% 2, Ml E WEnd pontEht S0 %%OQLQJ%EMF@“& 23, and ant enna

The receli ves  the response signa rom-t card 2 via the
ant enna ZBPéxfmd:lbhe whemagpl afadliogistonéd i amns EEPROK 56 be tiespanserd result to
the DPU 31 via the bus 35. In step S14, the DPU 31 of the reader/witer 1
det er ni neéﬂmeéazo?%ﬁ%gftﬁ’qﬂhé’aﬁ fseRs &-hei gpRiicakpoR CORTeSRGIASHY fi%m t he | C

card 2, [sbd has Beanyab!e.doseh sLher/dhdbie 112.p00593 the object -

t o- be- opened I'n case | termned in"step 514 that the DPU
31 has failed tON@ﬂi the praglbsing agceass tbheimhj epparatubero epabethe il e, the
processing proceeds tq step S10. In case it has been determned in step Sl4

that the PERSSPAninverddnpnkas apphiest Wilhke petpinpfovity geiemeree dessing

right, they DRl 3dn e bRCrf@8! / ok OTanl okfh &R0 LA10RE Y368 26£ 07 di NG o0

the processing executed using the terminal apparatus that has the
specific key A and common key Krr and that is managed by the issuer
A.

The reader/writer 1 of the terminal apparatus, in step S1,
detects the mounting of the IC card with respect to it, for example,
by monitoring the state of load of the antenna 2. In step S2, the
reader/writer 1 has input thereto from the controller.3 a signal
indicating an object-to-be-opened file, which signal among the
épplications stored in the EEPROM 66 indicates which one of the
files should be opened. (Namely, that signal is the one indicating
a utilization application with respect to that the user has input

l with use of the input part 103 of the contreoller 3 and that has been
‘designated based on the user's operation indicating the utilization
of, deposit into, etc. the electronic money). The signal indicating
the object-to-be-opened is input to the DPU 31 via the SCC 33 and
the bus 35.

In step S3, the reader/writer 1 of the terminal apparatus
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signal indicating the object--to-be--opened file input in step S2 the 56 1
Sept enber 2004 follow ng control signal. Nanely, the comtgre?{enﬂjegggdmfor
opening . the object-to-be-opened file in the EEPROM 66 of the IC card 2.
The DPU 31 then transmts that control signal to the IC card 2 via the
bus 35, SPU 32, nodulator circuit 23, and antenna 27 together with the
commopn key KXF registered in the flash nenory 22. In step S16, the
reader/witer 1 perforns data transm ssion/reception with the IC card 2

accor di ng peefohies ateleagstiyionl By tiheSusd @ 8% spbeifradey/ ardHreagd @xecut es
t he command- processings i nput by using the input part 103 of the
contr ol | X8RS BF SthRaBERFESAING GFPEHNPEI BS1nthEIGpeilat | Bareldestiat i ng t he

uti|i Zat i guody tdie Bl GRLRONIE {UBNGY reldE shl Bf GBSy st b data kept stored

in the file. ncr et e exanpl es processings that are executed will

be descri bedhbetieatidd AnE6iRREOR Gaska Jd Che dsk bo i sphacstRpxe}7/a the DPU
31 of the reader/witer 1 records the |og of the processing executed in
step S16 isPEed He R 42sBiamREY FfenoFie DEUOIL tthenrwmdspite ithet 1 as a case

~of utilizi.ng the. k KLE.., Th U, 31 S roduce control signal
for recor@%ﬁmﬁn%gn???%hmﬁg?rgfz tvﬁg ‘l[?% i dﬁz, ggﬁdﬁgr gﬂ%}nfattgri t tothe IC
card 2 Vicdrthe: Pus 3% abBbhnd227 nodukasrer 32i raddive® sheadspoisenBagryl. The

antenna 53 of the IC card 2 receives the control signal and supplies it to
t he inter f&e® $ha £C692rdTReYEhFhe jantenra 27t and dde pedulager ciprulkt 25.

derod = a0 i U AL Blhal KB PE Bl choPSENE R MLCSE, O
S16 is kept store@ bteg lse, RN 6Fu Mihereahy kbgiedyweLessiingetsritigeni nat ed.
whether the reader/writer 1 and the IC card 2 have been correctly
authenticated each other, by the specific key A and according to the
response signal input in step S3 from the IC card 2. 1In case in
step S4 it has been determined that correct authentication has not
.been performed, the processing proceeds to step S1l.
In case it has been determined in step S4 that correct
authentication has been performed (namely, in case the IC card 2
mounted has been the one issued by the issuer A), the DPU 31 of the
reader/writer 1 in step S5 acts or operates on the signal indicating
‘the object-to-be-opened file input in step s2. ?he DPU 32 according
to that signal produces a control signal (including the service code
corresponding to the object-to-be-opened file) for gaining the right
to access the object-to-be-opened file disposed in the EEPROM 66 of
the IC card 2. It then transmits that control signal to the IC card
2 via the bus 35, SPU 32, modulator circuit 23, and anténna 27. The
SPU 32 receives the response signal from the IC card 2 viq the

- antenna 27 and the demodulator circuit 25. Then, it inputs the
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In the follow ng cases, the DPU 31 of the reader/witer 1 in 57 1 Septenber
2004 step S10 produces a control signal indicating the ¢@@bféﬂ$b‘ér9if)04 he
error, and outputs it to the controller 3 via the bus 35 and SCC 3

Namsly, a first case is the one wherein in step S6 it has been determ ned
that the DPU 31 has failed to get the accessing right. A second case is
the one wherein in step S12 it has been determned .that no correct

aut hentication has been perfornmed through the use of the conmon key 1 .

And d-a t%é{}%s@%&glﬁfr %‘ﬁ‘o 'éerm%ejﬁé‘ #nd ShPR1S¢da dre Bas feen determi ned

that the as Tail et t accessing right. The control part
101 of the cont rmhlsaiep3s$1,as:henlpnn 31t bt rhborddiierdenttenl 1sdepeaimifisom t he
reader/witer 1 via the network interface 107 and the internal bus 102. It

then prod@EerdHRdetq dbe rRAPOEFR FgrabemRYtdts StEDetP FHORNEUESpFaRA part 105
and out pugs wtetnb? {601 SRy Xb%% J&o hba-ifae Lot c%% %ogggctthereby

t he proce sing 1's term nated concr et exarrp es of rocessi ngs

expl ai ned tusbev@pehbds£ilad. willnl ciee dxphadi bedn vietle rmbiat dncetdp skl &t 13 to

18. For exanple, assune that the follow ng 1Fe registered in the electronic
a

money ar e&h®fDRbh AL kAfbALlakso At the Hghaare FSECSHfdraPPifftateabeof the IC
card 2, hg&&]ﬁlge%e 5%10%%9% 'ﬂﬁ‘b@&edsﬂtﬁ t@P begely, the respective

co-operating stores, and application e ’f or - ] oi nt-use-operation, or
commonl y accessi ihecasel eethia@Nbeen d@everiinkd) irabbi 5§ thiae t&@x@ftetr:hﬂ:
"for-joint-use-- operation (conmmonl X accessi ble) electronic value" that can

be used WRERLIr ePRATARYS 7S PesR Pl detgetithe ARSSTHEY hiIdandhe ABYe as
that @nﬁi’ e, fé%fe??ﬁﬂ (?rAh??':Otheé r?a%céP@fdgfs :tgl'@t{ee%:égﬁ‘:?l well, of the

I C card 2 ere 1S di spose comonl y acce e el ectronic
indicating the object-to-be-opened file input in step S2. the

following control signal. Namely, the control signal for opening
the object-to-be-opened file in the EEPROM 66 of the IC card 2. The
DPU 31 then transmits that control signal to the IC card 2 via the
bus 35, SPU 32, modulator 23, and antenna 27 together with the
specific key A registered in the flash memory 22.

In step S8, the reader/writer 1 performs data transmission/
‘reception with the IC card 2 according to the necessity. In this
step S8, the reader/writer 1 executes the command-processings based
on, for example, the operation designating the utilization (
subtraction) of the electronic money, the filling (addition)
thereof, etc. that the user has input in step S2 by the use of the
input part 103 of the controller 3. Concrete examples of the
processings that are executed will be described later with reference
to FIGS. 13 to 18.

In step S9, the DPU 31 of the reader/writer 1 records the

1og of the processing executed in step S8 into the RAM 42 of the
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value file, that is linked with the commonly accessible electronic 58 1
Sept enber 2004 value file of the common area. It is here¢gsapewmdz20tat it be
set that the comonly accessible electronic value can be used the stores
-of all enterprises taking part in the IC card use operation system
(Nanely, it is set that all term nal apparatus each have registered

therein an area code corresponding to the application for executing the
subtraction of the amobunt of commonly accessible electronic value). On the

ot her hanﬂemdréy h$ H5LHEBLL AR teeDe) ! gtﬁ\fget h?eutielﬁakhgaéﬂeoepé fic

I ncreasing thé amount of electronic valu e filling, 1.e. deposit-of
noney or kd&e A.i kEhe WPUh3Y edpecprddocehe costmmivsliynalc dossrdatardéhe cintoni ¢
val ue can only be_used with the term nal éjElj;.)par,at us the_enterpriser having

i ssued t hENS GAMe8pdfuithy 19 62Ehrdt 3nheFRGRRLESAAERES dher Ehe@ o2t W £ 1 ow

chart of E ub335t el esgi ' j C fo b L process
t he termgllzli ba%pg?h{%g,c 'rra%gg%a% g?ﬁ'egkgs%{g%%kgﬁat ﬁg%uﬁﬁ]stsehéé ét-“‘ﬁe | C

card 2, ewmecilteeICcwiddd Aomededvex pihei nedkrollnsidred &2d supptieeddetbwtic er 1 of

the termnal apparatus detects the IC card 2 that has been nounted
t hereto. FRERLLaCRP e ler FREFERY. AnhEe ARPRELACRPHIO Sy BRFhe controller 3

the fill i gnociauitn Yarl A7) OhdloiSR1AARRAbLAN 640" a GRLUBRLYSAGIESSIJY ©

el ectroni c value the user has I nput using e i nput "part 103
cont rol | eprdcedddngl i5 ekbented]. ecind,0the-logeaedtiel prode:sdnd Osxdcit8d -in
use-operation electronic value file nd the filling amount of for-

a
i oi nt - useSBRRISE 1Bk MteBIFSH &0 \heyBAE ST nbRRTaby t I5PERPASING 4Sthe SCC 33
and the bgérﬁghated. -

Assume a case where it has beén determined in step S4 that
no correct authentication has been performed with the use of the
specific key A (namely, a case where the IC card 2 is the one that
has been issued by other ﬁanager than the issuer A). In step Sl11,
the reader/writer 1 of the terminal apparatus performs
authentication with use of the common key Ky according to the
process explained using FIG. 11. -That is to say, the DPU 31 of the
reader/writer 1 reads in the bus 35 the authentication information,
the authentication of that is performed using the common key Kiy
stored in the flash memory 22. Then, it transmits that
authentication information to the IC card 2 wia the bus 35, SPU 32,
modulator 23, and antenna 27. The SPU 32 receives the response
signal from the IC card 2 via the antenna 27 and the demodulator
circuit 25. And, it'inputs the response result to the DPU 31 via
the bus 35.

In step S12, the DPU 31 of the reader/writer 1 operates on

the response signal that has been input in step S164 from the IC
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The DPU 31 of the reader/witer 1 of the term nal apparatus, 59 1 Septenber
2004 in step S22 and in step S23, executes the sane pie¢es @%b@;gg@@m ng

as in the step S3 and in the step S4 of FIG 12. In caselfhas been
determned in step S23 that correct authentication has not been perforned,
the processing proceeds to step S29. In case it has been determned in step
S23 that correct authentication has been perfornmed (nanely, in case the IC
card 2 has been the one issued by the issuer A), the DPU 32 of the reader/

witer 31 in;$ tepﬁ?e%per%%%ananggngééﬁmihgf@ tgaecéeggbnge tsf_isna service

code correspondlng to the for-jornt-use- ati1on, or acce55|ble
el ectr oni ehattletethe lerréot ay@hantligat hen Ihlaghbeeiro peBfoa®s bjnethe common
for-joint-use-operation electronic value file recorded in the specific area

of the EERRONIIBG R €& [t baF heon datermined dpsfiam £52 (et Emcosrest gnal
to the IC, aféld qlt%cxgo& pga{wé lpg#}for%Pg,fl epg@%%ghgo,?&aaega% teP3te Olgnd ant enna

27. 1t is be no e rea ] ol nt -use-aoperation
el ectroni g1val ue stored in the specific area of the EEPROM 66 of the I1C
card 2 is recorded in the common area. And, that real file is |linked from
the for- joint-u3e-&er aFi kA BPRRIICSATRINRY R FiepeSteddrtiedPTTicthe specific

ar ea. The?ucfﬁé %ﬁg&@%&&mgé B4 58%%§§ %9@?%25%?”}{1@%pbcgfa&fdtﬁe via the

ant enna 2 ul ator“crrcui I Nputs

correspongedder/Qspeasa wessldr bpeﬁattesDEiUt&é ¥ighalhendiSndbeatldd shep S25,
the DPU 31 of the reader/witer 1 determ nes, accordi n% to the res on-se
signal i nBHBeqﬁTt?rB%‘%’?&e?r@r%et Heay bag Heen FNDufhdpngken Fa- t She RRY

appar at ”5 q‘}%d[lhéé &d B{)%‘%‘ﬂ Qi X!ﬁ %93} ;}1911 ac%‘éeiécéééﬁngppiaqh%ak&on
correspon |ng e addrtron pr cessin The anpunt W t
respect tehéhjeet-t@ivelopaeedOBeIatidiefosed in the EEPROM 66 of the IC
card 2 (the contrcl signal including the service code corresponding
to the object-to-be-opened file). It then transmits it to the IC
card 2 via the bus 35, SPU 32, modulator circuit 23, and antenna 27.
The SPU 32 receives the response signal from the IC card 2 via the
antenna 27 and the demodulator circuit 2 and inputs the response
result to the DPU 31 via the bus 25,
In step S14, the DPU 31 of the reader/writer 1 determines,
according to the response signal input in step S5 from the IC card
2, whether it has been able to get the right to access the object-
to-be-opened file. In case it has been determined in step S14 that
the DPU 31 has failed to get the right to access the object-to-be-
opened file, the processing proceeds to step 510.
In case it has been determined in step S14 that the relevant
terminal apparatus has been able to get the accessing right, the DPU
31 of the reader/writer 1 in step S15 produces according to the

signal indicating the object-to-be-opened file input in step S2 the
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el ectronic value file. In case it has been determned in step S25 60 1

Sept ember 2004 that the term nal apparatus does not have gagfHidet 9604 hereto
the accessing right, the processing proceeds to step $29. In case it has
been determned in step S25 that the accessing right is permtted, the DPU
31 of the reader/witer 1 in step S26 produces the. follow ng control
signal. Nanely, the control signal for- opening the joint-use-operation

el ectronic value file (real file) in the cormmobn area, which file is |inked
Wi th and f4100vihd&dn@ist YsRavPERakd ) Sh&€onePbL M@hHE fdr Epddinghe _
specific area in the EEP 66 of the I1C card 2. Then the SPU 31 transmts
t hat . conthelob3egtndlo-be-apeaed Gidar tn ZheoGERRAM 66 ath thhel® pacific Kby A via

the b 35, U 32 dul .at ' it 23 d { 27. . | t 527, th
DPU 31 of Pitha r BATbETRPTEGP s SERasd R1OTH (P ehiibca st 2oTHe a8 ng for
filling thes f281 - 6@ Nb; URR1806F aLikORi+ ebecidPBhEed 99, t&etfEHiWidnt 0 the

filling amunt of noney the user has input using the input part 103 of the
cont r ol | ethe3 coaome kgy KherediPtesdd gnothre ddashardmoky 0dd.ng control signal .
The one for addiﬂ% t he fillinq:annu t of nnnei i nput. fromthe controller

3, to the renai FUETBfStq1e *ROr-FPOPTHAEY oh OFEEPTH ERERt roni c val ue

recorded ¢idhsnR8s i/ rbOiilivHSRL@Pehet1c0Ba Ll BC LR Fingaty e | € and _
registered in the cormon area-of the IC card 2. The DPU 31 then transmts

t hat ~conteadsssdtgnalint thishetel Sfar the repdet haibos BezxeSptes32he nodul at or

circuit 23, and. antenna 27. The antenna 53 of the | ar recei ves the
RSk U STRROSP RS La GEBBN ARt TR it POt J00ret Feiment tted 11 om

the readgsdohief sl pgneberdPBhdkBoh! £ bREnII, CLASCPePREfon®l. Prescribed
pi eces of processing are executed in the interface part

designating the utilization of the electronic money, the reference

to the data kept stored in the file. Concrete examples of the

processings thét are executed will be described later with reference

to FIGS. 13 to 18.

In step S17, the DPU 31 of the reader/writer 1 records the
log of the processing executed in step S16 into the RaM 42 of the
memory 34 of the reader/writer 1 as a case of utilizing the common
key'KIF. The DPU 31 also produceé a control sigmal for recording
into the RaM 67 of the IC card 2, and transmits it to the IC card 2
via the bus 35, SPU 32, modulator circuit 23, and antenna 27. The
antenna 53 of the IC card 2 receives the control signal and supplies
it to the interface part 61. Thereby, in the interface part 61,
BPSK demodulation part 62, and calculation part 64, a prescribed
piece of processing is executed. BAnd, the log of the processing
executed in step S16 is kept stored in the RAM 67, thereby the

processing is terminated.

In the following cases, the DPU 31 of the reader/writer 1 in
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61, BPSK denodul ation part 62, and calcul ation part 64. Then, the 61 1

Sept enber 2004 control signal that has been transm ttedsgegEniHae2004
reader/witer 1 is input to the sequencer 91. Then the sequencer 91
according to the control signal input thereto changes the remai nder of the
for-joint- use-operation electronic value recorded in the EEPROM 66. In
step S28, the DPU 31 of the reader/witer 1 records the 1og of the
processi ng executed in step S27 into the RAM 42 of the nenory 34 of the

reader/ w ity sloasrcaueasen Qbntitdll s2ghd tiheieRess fine ckederds dhexHaPU 31 al so
produces a control signal for recording the same log into the RAM 67 of
the | C caPErox, am@ Qutanssiitsttthepcepaoller Gavda Xhg hus hdd Bod 3K 38pU 32,

100Ul at o7y GLAGUT § A A0CL AL o8 Tun T, AN OO B33 PT LNELE card 2

recei ves I on”signal corréspondi n 0 the con si gnal

transm ttstdrm@fed Rhatl edepbWl Rk faiald SMRBLI Bfe abebssidderigier f ace part
61. Thereby, in the interface part 61, BPSK denodul ati on part 62, and

cal cul at i 8erondarhss4s bheranecvierednpiecsepiSlgr bt dwsi hger Jledgorminatd. And,

the log of .the processi executed jn step S27 is t stored in the RAM
67 | her B3 AReSEPEEE oA he R R AP ok BSR et fobiee PPt PRciAY EAL1 on
has not begn ReREOIRIRLN &ieR 3 Okadd) i6aER: iche hReRganiWle@pnganed in
step S25 that the accessing right to the relevant file (the accessing

ri ght foritdesebsemglethoningdi thajn the Je¥s i ryds ifailrst tpeget tthed, in step S29
t he sane proc I Ng. i n,the stepn Sl Fl 12 i 5 _executed, thereby the
processi ngcﬁoessgﬁ' é?n%gl nqg‘t% éd. ggl,ltrl Praa% gélaorf?ézﬁﬁe%ont 8?1%?%3 g%%u’é’fpui

records i ghdrdcbeths RRBLEGT AGRA HrohhenFEPRQAV/GBiefr 1h9id GHeahdrworikhe
application for providing as the service with respect to the user the
f ol | owi nginterface 107 and the internal bus 102. It then produces an error
message for being displayed on the display part 105 and outputs it
to the display part 105 via the intexrmal bus 102, thereby the
processing is terminated.
Next, concrete examples of the processings explained using
FIG. 12 will be explained with reference to FIGS. 13 to 18.

- For example, assume that the followiné be registered in the
electronic¢ money area of the common area, or the mutual-use-
operation area, of the IC card 2, which has been explained using
FIG. 6. HNamely, the respective co-operating stores, and the
application (the for-joint—use—operation, or commonly accessible,
electronic value file) enabling the use of the "for-joint-use-
operation (commonly accessible) electronic value" that can be used
when purchasing an item of goods (i.e. having the same value as that
of money or currency). Also, in the specific area, as well, of the
IC card 2, there is disposed the commonly accessible electronic

value file, that is linked with the commonly accessible electronic
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service. The service that supplies a service point that is 62 1 Septenber
2004 utilizable only by the term nal apparatus the issugiepiciragess For

exanple, it may thereby be arranged that the service point correspondi ng
to the anount of noney at which an item of goods has been purchased, etc.
can be supplied to the IC card 2 the corresponding user has. In this case, -
the control part 101 of the <controller 3 calculates the addi ng anount of

noney corresponding to the for-specific-use-operation service point

accor di ng tQ I E%e?#élt{_‘éed amount _of noney of the for--joint-use-operation

el ectroni & ¥a USeTRa% F57put using the input part 103 of the

controller 3, et€.isThere taReus@nthet Rabe Q1 cast RibeS cohi@nigsul ting addi ng
anount of noney to the reader/witer 1 via the internal bus 102 and the

net wor k i #eeassibée 1gpctrenic, valve fon-bepeeed itheyskorssehitdaldn, or specific-

i bl i int wite-i that the terninal t
managed by IHETSET SRS PEE i HL e 1€ 6aT 5P R iR YT Per ence o the

flow char{ngfelll, Git 14 sbh 13hePaiF4 terdiR1r SRlRLLUE idRh Ra®f rbhestasuer A's
managed term nal apparatus detects the IC card that has been nounted

t hereto. #mekeint ahaareanpede cheresponding &ddéhey appbigatioh fayheyecuting
correspongdj n the for-specific-usg-operation service point,.from the
cont rof | PR berB parion, b BB i S ARGy, Bopr BCe Rl Mppte

speci fi c- ygareOner 84 iR s&iad f8nd0IiRt id Ids8umdd @nad dith BeasBURhaf thdTONCY

corresponding to the for-specific-use-operation service point is input to
t he DPU 3apmdigathen JOr 3&rrgaginthdhpuan®ynt dhelpptr@micoraluse byebler/ witer 1

g}‘ 6222 E)]?Egir A gggﬁe‘gf WliSase b ShEP FH2ndild) SLEP 2hRecE R HEES the same
‘commonly accessible electronic value can only be used with the
1terminal apparatus the enterpriser having issued the corresponding

IC card 2 manages.

With reference to the flow chart of FIG. 13, the commonly
-accessible electronic value filling process the terminal apparatus,
managed by the issuer A that has issueﬁ the IC card 2, executes will
now be explained.

In step S21, the reader/writer 1 of the terminal apparatus
detects the IC card 2 that has been mounted thereto. Then, the
reader/writer 1 has input thereto from the controller 3 the filling
amount of for-joint-use-operation, or commonly: accessible,
electronic value the user has input using the input part 103 of the
controller 3. WNamely, the object-to-be-opened file is a for-joint-
use-operation electronic value file, and the filling amount of for-
joint-use-operation electronic value is input to the DPU 31 via the
SCC 33 and the bus 35.

The DPU 31 of the reader/writer 1 of the terminal apparatus,
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as in the step S3 and in the step S4 of FIG 12. In case it has 63 1

Sept enmber 2004 been determned in step S43 that correct gdbfagider 6834 on has
not been perfornmed, the processing proceeds to step S49. |In case it has
been determned in step S43 that correct authentication has been perforned
(i.e. incase the ICcard 2 is the issuer As issued ICcard 2), in step
S44 the DPU 31 of the reader/ 'witer 1 produces the follow ng control
signal. The control signal for gaining the accessing right to the
for-specific-use- oger ation, or_specific-accessible, service point file

recorded iR YH® SHEAM &0 SHeBaSH PRECHEPRENT EATBPIGES| F PIPRSFNBhe

control. sihgngl ﬂh@céﬁ{éﬂ B add1§nSeid/ k€6p &6 GAG, e$PONENNGaded ikNRas ,
for--specific-use-operation service point file). It then transmits it to
the |1 C cabdeR datartired busst3p, SEPWh3R, cargdat avsherticagion A&s aod aenenna

27.. The SPU_32 receives the_rezﬁgonse signal frogmthe IC card 2 via the
ant enna 2PeRH™He tSHIBFEIOPI HYCERPES 55 SHP PAputs the response result to

the DPU 31 via the.hus i35nad Best WRtofbinelingn MRk 32 Phnkbecdgader /witer 1

determ nes, according to the response signal input in step S44 fromthe IC
card 2, whebdmricatidahabackgpeperfidreddtivamely, tihecadeglthet IC aatdss Hake
addi tion ect 1o the for-specific-u eration service

%r ocessi ng W th rel?syp 1 %ggtp
point. -In’ B5R e ORASISFEEN e the mSTEET i s TR PBY531 1t tPRe38ELssi ng ri ght
IS not pergiiled, EQ%&%}O§§§%&8&QSOS%IBP_§.%Q1 (th%-lu!i&é;gﬁ@_ It has been
determned In step 545 that the accessing right is permtted, in step S46
t he DPU 3beotideheodeanerespandingrtdl the otuegsinttheséodgerakiogn.comt r ol si gnal .
‘The control signal for. _ openi ng t he for-joint-use-operation service point
addition qumgop y accessible, ele&tronic valde file) for gaining the right to

access the for-joint-use-operation electronic value file recorded in

the specific area of the EEPROM 66 of the IC card 2. It then

transmits that control signal to the IC card 2 via the bus 35, SPU

32, modulator circuit 23, and antenna 27. It is to be noted that

“the real file of the for-joint-use-operation electronic value stored

in the specific area of the EEPROM 66 of the IC card 2 is recorded

in the common area. and, that real file is linked from the for-

jointuuse-operation electronic value file recorded in the specific

area. The SPU 32 receives the response signal from the IC card 2

via the antenna 27 and the ‘demodulator circuit 25. "Then, it inputs

the corresponding response result to the DPU 31 via the bus 35.

In step S25, the DPU 31 of the reader/writer 1 determines,

according to the response signal input in step S24 from the IC card

2, whether the terminal apparatus has permitted thereto the right to

access the application corresponding to the addition processing of

the amount of value with respect to the for-joint-use-operation

electrenic value file. In case it has been determined in step S25
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that is disposed in the EEPROM 66 of the IC card 2. The DPU 31 64 |

Sept ember 2004 transnmits it to the IC card 2 via the bug S2ptenitdy2884

nmodul ator circuit 23, and antenna 27 jointly with the specific key A
registered in the flash menory 22. In step S47, the DPU 31 of the
reader/witer | acts or operates on the addi ng anount of noney
corresponding to the for- specific-use-operation service point, that has
been input fromthe controller 3 in step 541. The DPU 31 according to that

addi ng  angpdbt ¢ tRPAMAICKESAHREs tdRsadsh Wa08 purasessd NGieets amponding to
the for-specific-use-operation service point. Nanely, the DPU 31 produces
a control asicgasing oigkidithg prvseagidiongrerandat tofstepn®3P- corresponding to

the for-specifi c-]glge- - 0

ration service.pojnt to t f.ol | owi ng
for- speci fi c- use-OpSPAT ilgnﬁ%%?)\?fege eﬁ_'c?irﬁ%l?erderj?%i HEEr .QES Y gf%‘t he

for-specifi&eYsEaPREGRL I1RNpeRliNLEE, RBNbrY 8TBLNAGe tBaler/meit&cqrded in the
for-specific-use-operation service point file registered in the specific
area of t herepCsz@raogucefhsh®Miol3owinte gontyanshdnas -i t Namelyhethe apatdol vi a

t he bus 35,, SPU 32, nodul ator , circuit 23, and antenna. 27. .The_agntenna 53
of the |C igngloforeCBPYEY Fhe IRSRETHFUPREAF OB YIFTTE et JEHBRAME to the

control signah FANSThtdRAHERA hb&a, RARERIFINET £ ihkandsituPRhd €Foht tO the
interface part  61. Prescribed pieces of processing are executed in the

i nterface yer tioifd-usBRGierde o Wlettomigaralug2 fitmdnc the (Hpecitic gaee 64.
118§ nputt e PROUORE e FRo 28 FHEh i hMEBEncED ot “BAGPUFRG S the
control " si ghaloh NPignat NES €he £12898S, hige il nde reraf s%&ﬁiffi@r kéPIia
use-operation el ectronic value recorded’in the EEPROM 66.

the bus 35, SPU 32, modulator circuit 23, and antenna 27.

In step 827, the DPU 31 of the reader/writer 1 executes a
£filling piece of proceséing for-filling the for-joint-use-operation
electronic value, according to the filling amount of ﬁoney the user
has input using the input part 103 of the controller 3. Namely, the
DPU 31 produces the following control signal. The omne fqr adding
the filling amount of money input from the controller 3, to the
remainder of the for-joint-use-operation electronic value recorded
in the for-joint-use-operation electronic value filé and registered.
in the common area of the IC card 2. The DPU 31 then transmits that
control signal to the IC card 2 via the bus 35, SPU 32, modulator
circuit 23, and antenna 27. ‘

The antenna 53 of.the IC card 2 receives the ASK modulation
signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the intérface part 61.

Prescribed pieces of processing are executed in the interface part

61, BPSK demodulation part 62, and calculation part 64. Then, the
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In step S48, the DPU 31 of the reader/witer 1 records the 65 1 Septenber
2004 log of the processing executed in step S47 into thegsRAMhher 9bo4 he

menory 34 of the reader/witer 1 as a case of utilizing the specific key
A. The DPU 31 al so produces a control signal for recording the sane |og
into the RAM 67 of the IC card 2, and transmts it tothe ICcard 2 via
the bus 35, SPU 32, nodulator circuit 23, and antenna 27. The antenna 53
of the I1C card 2 receives the ASK nodul ated signal corresponding to the

control signal ;transm tted fromth reader/witer. 1 and s Lies, it to the
i nt erfacecg Fole 39 e%c;é%%/,halsng%er?e%lr% Sé[#g%%v%é)ﬁ {"%el,r g%‘]?l atsaul 85 on
part 62, apgutdoCuhaldeqienddl b1 54 rhan PARS sbbfitepi eLarcRbraimLesstng 1S

executed. And, the log of the processing executed in step S47 i s kept
stored i ncemerRARLGRL inpet dheretre chregass $hagramgindefriofathel formiese

correct authentication_has nat been perforned i,n or in case it
has been FBTEMH" gﬁor? ﬁlgfgﬁoné&f%ﬁlgt Qf‘f'uoer eg‘é%rést .engﬁﬁz)ﬁ’hsgz?to the rel evant
file (the-accessirAgs¢dBbsf Qhe BEE@3SHANGheheealHH Ak OfeP10e85SIdR0Lhe S NOL

permtted, in step S49 the sane processing as in the step S10 of. FIG 12
i s execut édg ethahebproaelseiny exesstiadgin sstiepr A2 hainggd. tikoRa¥xéhpifethét may be

d that the | A of the IC d 2 i de t h t -
The T osuePoRos idnaB ot repdieirfoar s, 4F o ofre o P A5os B RE 1R ey ©
the servi ggyof, afdi My Bheafdy petfifdeti £-déneroP Y RhAPNERC¥ESLIIRG Bhe

expl ained using the flow chart of FIG 14 at the tine of the filling with
respect t&ameheodf dnt¢ dihet Re d7operidei &% aslrdc?r ganidc tyanamitexpt diongHe usi ng

the flow %hart f_Fl %‘ﬁlg lz?;. t%l,qs] ase Qe controi _%[%rt 1(21 gf ol he

control | eft YL Al W 3Pi 1 Ph g2 ans BPT (OmEY W PR FREETDR
27. The antenna 53 of the IC card 2 receives the ASK modulation
signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the interface part 61. Thereby,
in the interface part 61, BPSK demodulation part 62, and calculation

| part 64, a prescribed piece of processing is executed. And, the log

of the processing executed in step 527 is kept stored in the RAM 67,
thereby the processing is terminated.

. In case correct authentication has not been performed in
step S23 or in case it has been determined in step $25 that the
accessing right to the relevant file (the accessing right for
accessing the addition processing) is not permitted, in step S29 the
same processing as in the step S10 of FIG. 12 is executed, thereby
the processing is terminated.

Also, it may be arranged that the issuer A records into the
specific area of the EEPROM 66 of the IC card 2 the application for
ptoviding as the service with respect to the user the following

service. The service that supplies a service point that is

62



the for-joint-use-operation electronic value that the user has input 66 I
Sept enber 2004 using the input part 103 of the controll egegtembae26@nt r ol
part 101 according to that filling amount cal cul ates the addi ng anount
corresponding to the for-specific-use-operation service point, for

exanpl e, using a prescribed cal cul ati on method of cal culating 5% of that
filling amount. The control part 101 thereby outputs it to the :
reader/witer 1 via the internal bus 102, and network interface 1071. The

write-in g&?fmlteoanlwsyfa{g kOl SESRREEAS 1198 iSRG AORIfagea| Usand

for-specific-use-operation service point wll now be explained with
r ef er enceekanplee fit ovayc hbetelyf b&|a@raiged thastide Sétviachporwader/witer | of

t he term nal t detects the I C d 2 that h t t to. It
Lhen has. PRETEBEACIES FRoMERE CnPra F Siond opeBPhQIoNaBT - ¢ he

filling agpy urgﬁlaégd,- bPh NeaiSHs WBp AP RoCLIRE TEOBAS Yakie and the adding
anpunt corresponding to the fOI’-SpeCIfIC- use-operation service polnt

det er m nedocosswayddngliusgk yhdaso t hatthfisl ¢dseg timowontroharth0luodrthms | nput
using the input part 103 of the controller 3. Nanel t he

obj ect - t 0 SHBLEYEE A3 fFALEUI 39 Ent GrAdieg AmoHEE-YpBPY Y SPEEPERIVIGATC val ue
file and thg %&—Fﬁ?@ﬂfé—ﬁé@%@?gﬂcﬂ [elaWE Yy Fbﬁ?c ReESEa iyl 8o 1ANd the

filling anmount o or-j ol nt-use-operation electronic vallue and the adding
anount - cOoftés pent anguito of heorfedr o8 pgel Fox-judnt-weerpbranoscelemeopdi nt are
I nput to the DPU 31 via the SCC 33 and ¢the bus 35, The U 31 of_the

r eader / wr VR&Re 1Eh6F UERR Dag, fRRRY usHgh thRe JPUt PR A08E ARG FHPEIPLCSES,

DL 2 oghRT AR, nACES 10 gLl B SLED.GReTIR e Sl
aut hent i catmoant hafs mondy heethe reader/writer 1 via the internal bus 102 and
the network interface 107.

Next, the for-specific-use-operation, or specific-
accessible, service point write-in process that the ferminal
apparatus managed by the issuer A executes will be explained with
reference to the flow chart of FIG. 14.

In step S4l, the reader/writer 1 of the issuer A's managed
terminal apparatus detects the IC card that has been mounted
thereto. And, it has input thereto the adding amount of money
corresponding to the for-specific-use-operation service point, from
the controller 3. Namely, the object-to-be-opened file is the for-
specific-use-operation service point file. The adding amount of
money corresponding to the for-specific-use-operation service point
is input to the DPU 31 via the SCC 33 and the bus 35.

The DPU 31 of the reader/writer 1 of the terminal apparatus,
in step 542 and in step S43, executes the same pieces of processing

as in the step 83 and in the step S4 of FIG. 12. 1In case it has
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performed, the processing proceeds to step S69. 67 |1 Septenber 2004 In
case it has been determned in step S63 that correct aygBgRhierbo® has
been perfornmed (i.e. in case the ICcard 2 is the issuer A's issued IC
card 2), in step S64 the DPU 31 of the reader/ witer 1 produces the
followi ng control signal. The control signal for gaining the accessing
ri-ght for the for-comon-use-operation electronic value file and
for-specific-use-operation service point file recorded in the specific

area of threEERRAVORedfint ip Catadt EorredbenutBBht MatibgNeds hbe!vliong the

service code corresponding to the for-conmon-use-operation electronic
val ue fi | @egharmast,- She ArPresUde- BIRECaHs Jp §eeWiSd8-point file). It then

transmts it to the |IC .card i he b , U , d t circuit
23, and antenna # i i ilg {1%5 %8&%]3(}9%89%%% ? ﬁeStré afé'%iﬁhgg o&r{}ﬁglé
for-joi nt -4$82nORekAbL UAsChasit peRisméal UL of.i L1 skerak it tdel 2pesifiL area

of the EEPROM 66 of the I C card 2 Ls recorded in the commopn area. And that
real fil e issuprk'edigfuad TRecdrdr 2} oiift staps 646 pheaPPB3lePéctiromeadenAl ue

file recorded in the, specific ea. Al so he, for-specific-_use-operation
Corvi oo pOIEeT T Eroniiey ot GotiSeins prrircly Sigrgn - PR EpRrh 839BE fhe T c
card 2 is fdyegapiingCehd QRcsiHngdr &ty tb NtHeh@or-sdpReificuakedperbit@opPU 32 .

receives the response signal fromthe IC card 2 via the antenna 27 and-the
denodul at @ specific-ascesanble ngarvice heinte fpdmsrecoreded tint hke eplcidic he DPU

31 via the s 35| RSl gPsSO% (DS DR 1 61,d hefesieriue Larodo

det er m nefT®%alto € T esponse sign I npu FOM the | C

card 2, whRt Befvide Bage kRadrofliliidedol DY @00 MR ik ot ludblBlerdtdbhs to
access. Nanely, the right to access the addition processing for the anount
of val ue tdexvadeindioh t¥lephatIt sheyertrgnsmidsust ip the ¥orcard 2 via the

bus 35, SPU 32, ﬁodulator circuit 23, and antenna 27. The SPU 32

receives the respomnse signal from the IC card 2 via the antenna 27 -

and the dembdulator circuit 25 and inputs the response result to the

DPU 31 via the bus 35.

In step S4S, the DPU 31 of the reader/writer 1 determines,
accordihg to the response signal input in step S44 from the IC card
2, whether it has had permitted thereto the right to access the
addition processing with respect to the for-specific-use-operation
service point. In case it has been determined in step 545 that the
accessing right is not permitted, the processing proceeds to step
's49. ’

In case it has been determined in step 545 that the
éccessing right is permitted, in step S$46 the DPU 31 of the reader/
writer 1 produces the following control signal. The control signal
for opening the for-joint-use-operation service point addition file

that is disposed in the EEPROM 66 of the IC card 2. The DPU 31
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j oi nt-use-operation electronic value file and the right to access 68 1

Sept enber 2004 the addition processing that is execut ed{ Baptaghbeh2004
for-joint-use- operation service point file. In case it has been determ ned
in step S65 that the accessing right is not permtted, the processing
proceeds to step S69. In case it has been determned in step S65 that the
accessing right is permtted, in step S66 the DPU 31 of the reader/.

writer 1 produces the follow ng control signal according to the follow ng

i ndi cati qp5Lgnal St d08%e {OUaeats QRaSLNRLS # © shiespNadduid@r
respectively indicate the filling anobunt of for-joint-use- operation
el ect ronicirealue3agndnd lratenmi 2§ Jonowiy withf the specific-keysa- operati on
service point, each of that has been_input in step S61. That control

si gnal | SAIREEHRS B RS &Ry PEMRSY @2:j oi nt - use- operation el ectronic val ue

file (i.e.. realpfishg) daynkag webhd b thdealOf Alrivse-OReEatd,ON el ectronic
value file in the specific area disposed in the EEPROM 66 of the IC card 2

and t he fajerapecidn thelseldingaematnornis epyeyx eopoesporfihe 4o thaefapecific
area. The DPU 31 transmts that control signal to the IC card 2 via the
bus 35, SHECiSIC-URSHOPATASAOR|FEYRES 2eintn Fhat Rambesn SRRl FEP’WtPﬁ t he

speci fiC ~dt@¥ofyed 3 ﬁxté f‘sﬁ:_eEthll.t henDRlgy331 AfochbgidPAdeLhM isbging OPeErates on

the filling anount t I'S added to the for-joint-use-operation.

el ect r oni &mouak uef awdel asxebatss ithpudddinienh qpro864sinthecbRismdbdimxdor ding to
that f.illing anmount that is added to the for-_{loi nt-use- operatiaq

el ect r oni 't FPLESRECAELT SO PREFAER P RFIFACT 804Nt t Waf“ggbtact?‘e PR tHe

for-j o ntslsG-008] %h}%ﬁgﬁgﬁa{f?bﬁ YRling o bBenPAHbLEO b RERGPSSI NG
corresponding to the for--specific-use-0peration service
corresponding to the for-specific-use-operation service point to the
following for-specific-use-operation service peint remainder.
Namely, the for-specific-use-operation service point remainder that
is recorded in the for-specific-use-operation service'point file
régistered in the specific area of the IC card 2. The DPU 31 then
transmits it to the IC card 2 wvia the bus 35, SPU 32, modulator
circuit 23, and antenna 27.

The antenna 53 of the IC card 2 receives the ASK modulated
signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the interface part 61l.

Prescribed pieces of processing are executed in the interface part
61, BPSK demodulation part 62, and calculation part 64. Then, the
control signal that has been transmitted from the reader/writer 1 is
input to the sequencer 91. Then the sequencer 91 according to the
control signal input thereto changes the remainder of the for-joint-
use-operation electronic value recorded in the EEPROM 66.

In step S48, the DPU 31 of the reader/writer 1 records the
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poi nt. Nanely, the DPU 31 produces the follow ng control signals. 69 1

Sept enber 2004 Namely, one control signal is the one fof sagdeimirobes filling
anount for the for-joint-use--operation electronic value input fromthe
controller to the remainder of the for-joint-use-operation electronic

val ue recorded in the for-joint-use-operation electronic value file
registered in the cormon area of the IC card 2. The .other control signal
is the one for adding the adding anount corresponding to the

for-speci i L orusics 128 é@gﬂngnefe%ru\eg&enpgit@ﬁ daAPYheo fheMkdihascantaRl ler 3 to

the remai nder of the for-specific-use- operation service point recorded in
t he for - speweirfi 84 usfe tbparatienfwriser Vi @e porase bflwtilégind amhedsperitflic
specific area. The DPU 31 then transmits themto the IC card.2 via the bus

35, SPU '3‘??3{ Rodufift &FY F&ﬁ?tpr?é}lc%ﬁwd‘ Sﬂ'ﬁ"e‘?ﬂjrasé‘-’f.‘alTﬁBra‘Fﬁcé’ﬁ NEIDSE the IC
card 2 re&ﬁﬁevﬁggt%?top‘% 'Eﬁﬁ“kﬁt&dthé'ﬂﬁébr&%r Qg@mhgﬂiﬁé)_ﬂthﬁoc\gﬁtrm
ed fromthe t he

signal transmt reader/witer 1 and supplies it to
i nt er f aceIparatrd6l .viaPrhs duisba®l, ruces, ebdplracessimmithed eandaasteawacut ed in

the -interface part 61, BPSK denodul ation part 62, and cal cul ation part
64. Then, 2T he TB8UHEMNR | Hh&E FfadChedrbéeretaigRs ntha 8K rryilpked

reader | W L g Tob e dofBhhadd o Nehes BONERACE . TRERdiREogoUENERS 91

according to the confr gnal 1 nput thereto changes the remainders of
t he for -] peaderveeigfelaindBuppEcisr 4Bi vhé umterdadopaspe€l f i Thereby,

use-operation service point recorded in the EEPROM 66. In_step S68, the DPU
31 of thel? ddGetPifiieer PRLteblr FESKniemodgdatgion H%r'br‘;&ce%’éc? r‘r’g‘j‘lé%%*iﬁ%d in

step S67 LIfo ghhey ?Zﬂﬂef EE}S‘ce 02 B %é;ﬁg‘ iEhEx4&RUA" / Wild, eEnd Ry @ case
of. utlllzkng t hé S§§¥% I C dk y A Th Db al so produces a control” signal
for recordf nget peocessing executed in step S47 is kept stored in the RAM 67,
thereby the processing is terminated.
In case correct authentication has not been performed in
step S43 or in case it has been determined in step 8545 that the
accessing right to the relevant file (the accessing right for
accessing the addition processing) is not permitted, in step S49 the
same processing as in the step 810 of FIG. 12 is executed, thereby
the processing is terminated.
For example, it may be arranged that the issuer A of the IC
card 2 can provide through the use of the issuer A's managed
terminal apparatus the following service. HNamely, the service -of
adding the for-specific-use-operation service point explained using
the flow chart of FIG. 14 at the time 6f the filling with respect to
the for-joint-use-operation electronic value explained using the
flow chart of FIG. 13. In this case, the control part 101 of the
controller 3 operates on the filling amount of money with respect to

the for-joint-use-operation electronic value that the user has input
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sane log into the RAM 67 of the IC card 2, and transmts it to the 70 1
Sept enber 2004 1C card 2 via the bus 35, SPU 32, nodul aj @epehietbbos3. and
antenna 27. The antenna 53 of the 1C card 2 receives the ASK nodul at ed
signal corresponding to the control signal transmtted fromthe :
reader/witer 1 and supplies it to the interface part 61. Thereby, in the
interface part 61, BPSK denodul ation part 62, and calculation part 64, a
prescri bed piece of processing is executed. And, the log of the processing

executed jn, st S67 s _kept,stqr i 67 .net BELERM RlpQcessi ng
i s terninated. %F% %:nggj‘é aor‘r%r Ila?:? ogufe“ ent P‘ég(t?lllc?%whés et ‘gt({aen pggﬁorrred in

step S63-gfcdrilifg@s® khahasilhesn adetet wanedlates slemd8bbg taa@tinthe accessing
right to the relevant file %the accessing right for accessing the addition

pr ocessi ngYriespARdinge R thee dOr19pesL bl -ua8-PmrEat iheepy SR FSHRE 95 n t he
step S10 of FI.G 12 is ' | efdn nat ed.
et wi t RSy chaers EERCLEER cplahsRlon WaEnB LB A0S AL
access thenapmliltaid @Roli. eXRE WonBgoPipaces10af thexlys sufgutsontt fie the
for-joint-use-operation electronic value and for-specific- use-operation
servi ce poeader/Poiterx dnpla thasinheanphdusal¥dhr apgd| pptygsk- by@tdarenl07-

el ectronic value_of 1 ye egiLstered in the . com ca of the
conmpany A's i SSuB I"E‘Qng%fr%-l grgﬁ%"jst %g][s tzlef g‘r’% Sé%i@f‘?s%[rgggy%{)lg’?lat ion service
poi nt of &PedQoALS YQQLr AFPEBLLIRCE 0ibsyet)elaCibR Peirte€ hoink Wikl specific
area. In this case, regarding the for-joint-use- operation electronic value
and for- spe¢ibds exphaingpeyidh safy@nepc thei Fiow RBR e &EnFEFe Pagi stered in

e o Lot iy s bely ohe Aaher R 42L"D €08 REGhh&1 'Phatal ! St o7 o
detects the IC card 2 that has mounted thereto. It then has input
thereto from the controller 3 the following. Namely, the filling
-amount of fér—joint—use—operation electronic value and the adding
émount corresponding to the for-specific-use-operation service point
déetermined correspondingly to that filling amount, that the user has
input using the input part 103 of the controller 3. Namely, the
-object~to-be-opened file is the for-joint-use-operation electronic
value file and the for-specific-use-operation service point file.
And the filling amount of for-joint-use-operation electrbnic value
and the adding amount corresponding to the for;specific-use—
operation service point.are input to the DPU 31 via the SCC 33 and
the bus 35.

The DPU 31 of the reader/writer 1 of the terminal apparatus,
in step S62 and in step S63, executes the same pieces of processing
as in the step S3 and in the step S4 of FIG. 12. In case it has

been determined in step S$63 that correct authentication has not been

pexrformed, the processing proceeds to step S69.
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apparatus 131-1, it is possible to access the application for 71 1

Sept enber 2004 executing each of the addition processingS@p@n&%pgo@ptlon
processing concerned therewith. (In case in the conpany A's term nal
apparatus 131-1 access is had to the application concerned with the
for-joint- use-operation electronic value by the use of the registered
specific key A in actuality access is had to the application concerned
with the for-joint-use-operation electronic value in the common area, by

o e o ey POldd 30 A S, SRECHIEa™l Pk ONPNRL: AP

co-operating conp ter ap ara I's certainly
possi bl e . hﬁtﬁ@xﬁﬁﬁﬁti.(hﬁ haﬁﬂbdeﬁapd:m::ﬁl@d (iexecitt icaget 41 FubtdmT i D€ the
processing with respect to the for-joint- use-operation electronic value by

usi ng t he 1E8”¥D MR 'Reys34eg F“egia?tie‘%)edl“tﬂ'éﬁpe?W HhewBRer31 Phathe EPATH|
appar at us dogs,. qungﬂ%%swﬁﬁhfbgﬂEHn Q&% qﬁglapgf C%Bh@ﬂﬂf?ig&%FC“t'ng

t he addi tion processin respect use-'oper at

el ectroni cfoyad;mm@dtﬁdﬁabcéﬁmgmut fdi}g thbefw-@amsm-n@e%faéralteawect to the
for-specific-use- operation service point registered in the specific area.
That is t'@leghgonigseakie Chla apﬁeiQR;éPe¢%§§°pE?QrQPGG&9%9P-E?IYEQQ1§°%WE

enterpri S%’11epréco@83§%‘g1dt£8ré}‘reom:ﬁ?l%éé %tf“%h&?ﬁ%p%ou'& 1 Eh yenaﬁ rels“' ts

that the USér pays yen e anount of noney of°

obt ai ned by, agsid@obprdiNeigidl $REMidERg iHRCksrviRid colild dasaspdiiidgeto has
paid 200 yen through the use of the conpany B's nanaged term nal apparatus
131-2, it thestpr-wommen-wskeoR¥eFigmpdecopnjenvakusmiihe angoforyprcifidhe

comen " She R bhegR bl ST, DS AP ShERRIS L E Kot L
conpany Adartissugd the qakdi®, Bas lrepotsedorNciitudl) 28 and antenna 27.
It is to be noted that the real file of the for-joint-use-
operation electronic value file stored in the specific area of the
EEPROM 66 of the IC card 2 is recorded in the common area. And that
real file is linked with the for-joint-use-operation electronic
falue file recorded in the specific area. Also, the for-specific-
use-operation service point file stored in the specific area of the
EEPROM 66 of the IC card 2 is the application stored only in the
specific area. The SPU 32 receives the response signal from the IC
card 2 via the antenna 27 and the demodulator circuit 25, and inputs'
the  response result thereof to the DPU 31 via the bus 35.
In step S65, the DPU 31 of the reader/writer 1 determines,
according to the response signal input in step S64 from the IC card
2, whether it has had permitted thereto the following rights to
access. Namely, the right to access the addition processing for the
amount of value the addition of that is performed using the for-

joint-use-operation electronic value file and the right to access
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store with respect to that the specific--use-operation of the IC card 72 |
Sept enber 2004 2 is permtted. (This object store, for exapRhfberf04 he one
that is equipped with the conpany A's nmanaged term nal apparatus 131-1 in
.FIG 16.) In step S81, the reader/witer | of the term nal apparatus
detects the 1C card 2 that has been nounted thereto. Then the
reader/writer | has input thereto the amount of noney that the store has
utilized and that the user has input fromthe controller 3 by the use of

the input (pardsai03d heeealcinlPmRly ist B QRbeGlsihg Bf: apenstlike is the

for- joint-use-operation electronic value file and for-specific-use-operat

i on servi opeyztiioh faervicegudingdf filwt Tarrdse iuthaki kesh deteyuimeldasang an item
of goods in the object store with _,respect to that the .

speci fi c- BE2R GPar T oPBFATIRESIRY FAPRt 218 SOt RETFISH. TAAPTREST ' s
utilizi ngpadauuat of Jmpeygei. €. a sum total of the subtracting amount of
noney corresponding to the for- joint-use-operation electronic value and

t he subtracti ng anoease df hasobesn cletessipeddimgtiep $6f that the

for-specific-use-operation service point is input to the DPU 31 via the
SCC 33 an8°HRiTi8g, T Bpperpibted/hdnreePeFhutiheePPY 3t of Heha epatemr

appar at USyriid} §t fRodilRs Ak irB1 fdBRgBhe LA eSS 1he a3 trfiz%ﬁss of

processing as in the step S82 and in the step S83 of Fi In case it
has beenfdEl@vingnidiiicatséreEigidld.harhey iadicauibhenidnaati are khhs amds been
performed, the processing, proceeds to step S91. In case it has been

det er m nedbdh LSFRECEFELY nifdicaEe dde Tilhingnareut 8h H¥s BT USErf or ned
(i eSS A0 ol o G52 Ml Sl rtpiyfle- 1 sto0
use-operation service point, each of that has been input in step
S61. That control signal is the one for opéning the for-joint-use-
operation electronic value file (i.e. real file) linked with the
for-joint-use-operation electronic value file in the specific area
disposed in the EEPROM 66 of the IC card 2.and the for-specific-use-
operation service point file in the specific area. The DPU 31
transmits that control signal to the IC card 2 via the bus 35, SPU
32, modulator circuit 23, and antenna 27 jointly with the specific
key a.

In step S67, the DPU 31 of the reader/writer 1 operates on
the filling amount that is added to the for-joint-use-operation.
electronic value and has been input in step S61. The DPU 31
according to that filling amount that is added to the for-joint-use-.
operation electronic value executes the filling process with respect
to the for-joint-use-operation electronic value and the addition
processing corresponding to the for-specific-use-cperation service

 point. Namely, the DPU 31 produces the following control signals.
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In step S85, the DPU 31 of the reader/witer 1 determ nes, 73 | Septenber
2004 according to the signal input in step S84 from theq1kepeaidr 2004 Whet her
it has had permitted thereto the following rights to access. Nanely, the
right to access the subtraction processing for the anpount of value the
subtraction of that is perforned using the for- joint-use--operation

el ectronic value file and the right to access the subtraction processing
that is executed using the for-joint-use- operation service point file. In

case it has;AeencUelehftdied a1 $ECheSne! A ahAEHAGRESHI N nG! MMunkS nOt
permtted, thé processing pfoceeds to step S91. In case it has been
det er m netor rehet Epr-S85nt-hme-bperataos esiechgoriqvblus ipputi irtoedthe n st ep S86

t he DPU 31 of Ee reader/ writer | €roduces the follow ng control signal.
The cont r%?“tsrlog aF t% ghe o‘ﬁéﬁ?ﬁ‘é}ert RE $05 IPET AMGSESTIPRPEET B el ectroni ¢

value filgdderBnic Raheltdddkabd fmNEn& HPIRGo Al2RLLAUED  Yod R1EBEonic

for-joint-use- operation electronic valuefile I n the specific area
di sposed valdehdil&mRBTM Gdofinttte t@uear dr@a arfdthdelC caxd 2. The

for-specific-use-operation service point file in the specific area. The
DPU 31 tr2tss f’gf"fﬁ&( sighfk i) thy SR&l fctroafiﬂ%"_‘qéh&aﬂﬂh?gv?’%“tnﬁe bus 35, SPU
32, nodul %ﬂegts%ﬁh(ﬁ oZBhe %Bg—éadgcggi@-u%z-bﬁéf%ttﬂfnngé:qiég'?pﬁﬂﬁc%%ng key A

In step S87, e DPU 31 of the reader/witer "reads I n from
f or -j oi nt £use-thpeca@aitirohled &C o otlieC remdindet | o€ thie. or+spatifid-age-in the
common area and the fqr-specific-use-operation service point file in the

speci fi c PELEIRRI /AT PPEENTHPEARY tg?e’fi’rsﬁg‘?"jt%‘“?%ﬂpﬁ\ﬁfwfhmunt S
o TP, shEELY gL (A0 LolSY 607 LAY Beod 0 K0E oy 51 i,
f or - speci tiansues ogematd othes @C\VGa@ Povid the bus 35, SPU 32, modulator

' circuit 23, and antenna 27.

The antenna 53 of the IC card 2 receives the ASK modulated
signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the interface part 61.

Prescribed pieces of processing thereby are executed in the
interface part 61, BPSK demodulation part 62, and calculation part
64. Then, the control signal that has been transmitted from the
reader/writer 1 is input to the sequencer 91. Then the sequencer 91
according to the control signal input thereto changes the remainders
of the for-joint-use-operation electronic value and for-specific-
use-operation service point recorded in the EEPROM 66.

In step S68, the DPU 31 of the reader/writer 1 records the
log of the processing executed in step S67 into the RAM 42 of thé
memory 34 of the reader/writer 1 as a case of utilizing the specific
key A. The DPU 31 also produces a control signal for recording the

same log into the RAM 67 of the IC card 2, and transmits it to the

70



The DPU 31 thereby calculates a utilizable range of the amounts of 74 1
Sept enber 2004 11 noney (i.e. a sumof the anount of nongyppidepspendi ng to
the for- joint-use-operation electronic value and that corresponding to the
fer-specific-use-operation service point.). Thereby, the DPU 31 according
to the signal indicating the user's utilizing anbunt of npney determ nes
whet her his utilizing anmount of noney is within the wutilizable range input
in the step S81. In case it has been determned in step S87 that his

utilizing maups OF:000RY phs 30t spoMabhi fhduige s Idiré@P! 837 A0GL antbha
processi ng proceeds to step S91."In"case it has been deférmned in step S78

that the 2a7mt.il|¥The rgptampudB of tenEy dagdwi trecaivdse the | AdKz abfwlatadge, in step
S88 the DPU 31, of the reagder/witer | cul ates the, subtractin anount of

| c t
nmoney to ﬁelgé‘ﬁi)t‘f%ﬁéa‘_’ ! th ¥ d eocfonttﬁgffsdﬂpf‘%)it?ﬁapﬁ%tte &F R i % el ectronic
val ue and thgef Ah-9Rec fang- B5Gnaner At BNehes ShVe£RB0b Al 6@90%@5:@93,,}0 the

user's utilizing amount of noney that has been 1 np In step S81.7 1n

cal cul ati nigp that isuertfacetpany 613nBESR defmodmiaeyon tfheteé hpwnecaldupbeibrt he
followi ng nmethods. Nanely, it may be arranged to preferentially performthe
subtract | ATt Phma BEIFIPeH RISCP OF PEOSRRSIRG| bh eXerytede pARdnt therley nay

be arr anqgithgaﬁr&aggsﬁkbbb&ae&ﬂeaniﬁ alieB S8t MeCRedeLE A 1iRI De Wik~ 67,

operation ectronic val'ue and the for-specific-use-operation service
poi nt be aldeeebp tie pedcddssioggils themiiseeds operation. In step S89, the DPU

31 of the reader/witer 1 executes the- subtraction process for the
for-j oi nt - use- opetACRBRH WIEEETT GFirhertication, hgs ppf bpep Regéormed in

for-spect Iduepusps QRCALRR SERLCRAP aBlerdER! Jn scbfi%sd thdd dieoduces a
control S|gngl or subtracting the utilizing .
accessing right to the relevant file (the accessing right for
accessing the addition processing) is not permitted, in step S69 the
same processing as in the step $10 of FIG. 12 is executed, thereby
the processing ié terminated.

Next, with reference to FIG. 16, there will be explained the
right to access the application for executing pieces of processing
on the for-joint-use-operation electronic value and for-specific-
use-operation service point.

For example, assume that a for-joint-use-operation
electronic value of 1000 yen be registered in the commoniarea of the
company A's issued IC card 2 and that a for—specific-usé-operation
service point of 50 points (corresponding to 50 yen) be registered
in the specific area. 1In this case, regarding the for-joint-use-
operation electronic value and for-specific-use-operation service
point that each are registered in the enterpriser A's issued IC card
2, using the specific key A registered in the company A's terminal

apparatus 131-1, it is possible to access the application for
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anount of noney corresponding to the for-joint-use-operation electronic
val.ue and that for the for-specific-use-operation servi ¢geblembepepigenber
2004 point, each of that has been calculated in step S88, fromthe

foll owi ng remai nders. Nanely, one remainder is the one of the for-

j oi nt-use-operation electronic value recorded in the for-joint-use-
operation electronic value file that is registered in the conmon area of
the IC card 2. The other remainder is the one of the by- ’
speci fic-use-operation servic ojnt recorded in the for-specific-.

use- oper at§%6fY PREN 9i Hee falgfigt’t%ﬁ’r‘?%esrséa? s"t“gr Eﬂbt’rl'r?cttﬁggsgffé’gﬁ??@g ar ea.

The DPU 3L.dnherehy theAnaht s (rhatadOnhr @le sbapaly hos tdi@mlital Gppdr2eud a the
bus 35, SPU 32, nodulator circuit 23, and antenna 27. The antenna 53 of the

| C card 2 I38edi amesehis ASK o dbkoaprd icstigmatormmned poridi et pr-Heiont r ol

signal transmtted fromthe reader/witer | and supplies it_to the,
Unterface 45 PPURCIOPSCRTRS BRLHLDY e BPS s PROTIHEERESS APESES ut ed

in the' il&%ﬁ‘ﬁf aGE 2BRRd1i0Y aBRSK femRAULALhaNafAliabZon 2BHcEAlRUL LA ON part

64. Then, the control sighal that has been transmtted fromthe

reader/ wr ither £dr+ ®inhpuge-dbperdtdos ezjicencaricOfaldhdn the csgoe rroea, 98y

according to the control, signal i_npt;ﬁte thereto changes the remai nders of
onic

the for-j ofa¥t Shs¥ pePRY Bt SRR G&C aeP3-3r - speci fi c-

use-operation seryy£6ePokRt ¢hLCOLHGd aking %mgﬁﬁ’ﬁ%%mtﬁa&t%é%@ust he DPU
31 of the reader/witer 1 records the 10g of the processing executed in

step S89 iXtle2{ hit RAM<2adhly lposshplety Stegt thwe appdimatisnifer 1 as -a
case of utilizipng the specific key A The DPU 31 al so produces, a control
si gnal f oreeSEEIRA e HPETASHAEN BEPIa7eNY HE-CRARTPRCH! £¢ Sl EPEEIPdRS, and
transmts jdebBetdlGon! Gertohiz Vhtud Bg Bemg3Bhe FmdR kP RY 3LGisiCdremui t
23, and antenna
therein. However, that terminal apparatus does not have the right
40 accéss the application for executing the addition processing with
respectAto the for-joint-use-operation electronic value and that for
executing the processing with respect to the for-spebific—use-
operation service point registered in the specific area. That is to
say, assume that the user has paid 200 yven by using the enterpriser
A's managed terminal apparatus 131-1. In this case, it results that
the user pays 200 yen from the amount of money of 1050 yen that is
obtained by adding up the two service blocks. But, in case the user
has paid 200 yen through the use of the company B's managed terminal
apparatus 131-2, it results that the user pays 200 yen from the 1000
yen in the common area.
Next, there will be explained with reference to the flow
chart of FIG. 17 the point/value utilization process in the case
where the company A's issued IC card 2 has been used in an object

store with respect to that the specific-use-operation of the IC card
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27. The antenna 53 of the 1C card 2 receives the ASK nodul ated signal
corresponding to the control signal transmtted from the sétehieepbesber
2004 reader/witer 1 and supplies it to the interface part 61. Thereby, in
the interface part 61, BPSK denodul ation part 62, and cal culation part 64,
a prescribed piece of processing is executed. And, the log of the

processi ng executed in step S89 is kept stored in the RAM 67, thereby the

pr ocessi ngj is termnated. I.n case correct authentication has not been
per f or ned?i ¥ PSEBAEESSS of THif eRiest| $tHgs PYefxaRpiG nitfeths ﬁ’ngt"etbatSSS t hat

the acceg i @ity ttﬁet&g[:?ﬁﬁ}l' %“gn%"-)u{aigta@ £ N8 nRECRPArAGLS 18hL1 T

accessing subtraction ocessin I's not permtted, or it has been

determ nedi¢n 1st.¢p S87 that the utilizing anobunt of noney is not within

the utilizable range, in steg S91 the sane frocessi ng as _in the step S10
3]

of FIG 12 is exEBui'&®, SBhel8ByrHE (FOEEEst i FRe (erminat S8PATREWL, there
will be eé@éé’}&egh&“ N LEL ©F RGE k9 ﬂ%%agnbﬁﬁeﬁh@ﬁéré%% Fl ﬁenrl]gh he

el ectronic value utilization process executed by t ol I owi ng

obj ect st sesden/vbit@spenss tinpthaiherbeo thei tounseod@indlyi tat ShPesdorit ed.
(That store is the one eqltIJi pged with the. term nal apparatus 131-2 that is
managed b}as fBildzeinAnd, thath ghe 15gEntass input igom e (GRPLYQLISENA DY han t he

| ssuer of |.C cC . t t he,r er. ' f. t he

t erm nal 5%%glrsaet as 1s”;Hetlé s lptgﬁg lﬁ% g%%of te‘?%"t% ésér%regfr)l?%ﬁﬁ?éb thereto.
Then, theopesatigileris ehe Ifdragoiniputeidparatborf rhertivmicomilel FeTe Jnidhe

utilizing amount in the store the user has igf?i(lit using the input part 103
of the coRPFUIHCELLIC-USENBPSFatioR SEBF&e] POADY Beprah Pff| ghat can be

. utilized for purchasing an item of goods in the object store with
respect to that the specific-use-operation of the IC card 2 is
permitted. And the user's utilizing amount of money, i.e. a sum
fotal of the subtracfing amount of money corresponding to the for-
joint-use-operation electronic value and the subtracting amount of
money corresponding to the for-specific-use-operation service point
is input to the DPU 31 via the SCC 33 and bus 35.

The DPU 31 of the reader/writer 1 of the terminal apparatus,
in step 582 and in step $83, executes the same pieces of processing
as in the step S$82 and in the step $83 of FIG. 12. 1In case it has
been determined in step S83 that correct authentication has not been
performed, the processing proceeds to step S591.

In case it has been determined in step 883 that correct
authentication has been performed (i.e. in case the IC card 2 is the
issuer A's issued IC card 2), in step S84 the same processing as in
step S64 of FIG. 15 is executed. |

In step $85, the DPU 31 of the reader/writer 1 defermines,
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is a for-joint-use-operation electronic value file that can be utilized
for purchasing an itemof goods in the object store w tgésembaepb@nber
2004 respect to that the joint use operation is permtted. And the wuser's
utilizing amount of noney, i.e. the subtracting anount of noney with
respect to the for-joint-use-operation electronic value is input to the
DPU 31 via the SCC 33 and the bus 35. The DPU 31 of the reader/witer 1 of
the term nal apparatus, in step S102 and in step S103, executes the sane
pi eces of acprwihegstmdghessignaihiensitepn Sftepadgh ifironhehesTe€pcBH220f FIG 12. In

case it has heen determned in step, S103 that rrect authentication has
ot been BB, i Be RS BLL T, SHPOte S 5 ILP RIS LTEH, AOSEE T hag
been det eghhdBA ikfle SERAtSADILEN ool L @kracBIlNgRbILAL hNedragndeen
perfornmed (namely, in case the IC card 2 has been the one that is able to

be aut henamcettedfusaihy the mbhrartikeyof Khey, id per Diftte82using e for-

reader/wi,ter 31 in step S104 produces the, follow ng _control signal. (The
Cont 1ol " sPRTIURCPREIS Lop e SEPUATLE. Tothe CoFs Sol HdSFD thacsess

for -] Of N s GPRALIAN pEb AL A hal ALl Sxobhi ) us THRlnCOBL OosfLalll 1S the
one for gaining the right to atcess the for-joint-use-operdation electronic
val ue fi | eparakichesefwice] peint- Gk .0pEn atasenits dragi beermpdehnériided imcorded in
the specific area of the EEPROM -66 of the IC card 2. The DPU 31 then
transm t s SRS cERRT JCsREIEEF 1D ART 166 88F P™FELIhEIBURTOSESS T 32,
modul at or pehéLdlst +83stpNdopnt enna 27. In step 5105, the DPU 31 of the
reader/witer 1 determnes, according to the signal input in step S104
fromthe | C cardiIf, casshéthisss bhen tdetarmialedappartapussthadapettm tted thereto
the right to access the applicatjon corresponding to the subtraction
procesgindmceséang right %s ég}mitted, gn step 888 é%e U 31 of the reader/

writer 1 produces the following control signal. The control signal

for opening the for-joint-use-operation electronic value file (i.e.

real file) in the common area linked with the for-joint-use-

operation electronic value file in the specific area disposed in the

EEPROM 66 of the IC card 2 and the for-specific-use-operation

service point file in the specific area. The DPU 31 transmits that

control signal to the IC card 2 via the bus 35, SPU 32, modulator

circuit 23, and antenna 27 jointly with the specific key A.

In step S87, the DPU 31 of the reader/writer 1 reads in from

the for-joint-use-operation electronic value file (i.e. real file)

in the common area and the for-specific-use-operation service point

file in the specific area, which have been opened in step S86, the

following amounts of money. Namely, the amount of money

corresponding to the for-joint-use-operation electronic value and

that corresponding to the for-specific-use-operation service point.

The DPU 31 thereby calculates a utilizable range of the amounts of
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for the subtracting anount of value with respect to the for-joint-
use-operation electronic value file. I'n case it has beensdeteniya-negy 78 1
Sept enber 2004 in step S105 that the term nal apparatus does not have
permtted thereto the accessing right, the processing proceeds to step
S5kl1. In case it has been determ ned in step S105 that the accessing right
is permtted, the DPU 31 of the reader/witer 1 in step S106 produces the

following control signal. Nanely, the control signal for opening the
for-joi nt MPEEY- bp&rat | BT ef dder B‘Fﬁ"ﬁ‘t hInPEeY | I LeRPPMELNgohPOWeafes; whi ch

file is digrosetd Bpémlgﬁp&wtr&{l B21dLat r&xa?t chpﬁ%é) Orﬁléo?’i]:héransm ts

that control signal"to the IC card 2 toget er w t n key KIR via
t he bus 3% orSPheciFic-wsdobatarioni saawiite 23 inang. arI'lhemlﬁy,ZEheTm SPU 32
receives the response signal fromthe IC card 2 via the antenna 27 and
denmpdul at GCCEFEHN tookhe Fagnal, Jndicathng (thepBree’ Ssighbizitger®dmt 8 t he DPU

31 Vi a NGRS dkerhid SReSHEnid M1 PP RS NG, £AAST hr gt L geads i

the for- jOIn use-operati on el ectroni c vdl ue remaln romt for-

j 0i nt - useBpelAdibleN reh@e tinpit dnvehaletép |FB1.n MacenIP madr Béer hat has been
opened in step 5106. Therebg the DPU 31 according to the signal
i ndi.cat i ng*etR i% §hep| $81 ﬁ&aﬁﬁﬁﬁnFt’olflzﬁ‘ﬁﬂe%mWe??nWY ith@cker his

ut"'z'ngy@@gmtt@u@}?ﬁ%ié g b hSrdtolski 4 lﬂr%ca eecog n{rb seqnge

defined b e for-jolnt-use-opt ration el 6ctTo |c va er) In
case it has been meteseninetas meeh afetSi@ihaddhah ﬁue}: s@g i d¢hazi fge anount of
noney is not._wthin the utilizable range, the rocessing proceeds to step
5111. | n QHddizind,amounle ofEneynihsdthin dheputilgzabhatranee. i iSRRI ng

amount  of JENgye igpyhi WM thgg:eldhéi'}@mzP v %99&1&1{&53%1‘%@ subtracting

amount of money to be subtracted from each of the for-joint-use-
operation.electronic value and the for-specific-use-operation
service point, according to the user's utilizing amount of money
that has been input in step S81. 'In calculating that subtracting
amount of money, there may be adopted the following methods.

Namely, it may be arranged to preferentially perform the subtraction
from the for-specific-use-operation service point. Or it may be
arranged that the subtraction ratio between the for-joint-use-
operation electronic value and the for-specific-use-operation
service point be able to be set through the user's operation.

In step S89, the DPU 31 of the reader/writer 1 executes the.
subtraction process for the for-joint-use-operation electronic value
and that for the for-specific-use-operation service point. Namely,
the DPU 31 produces a control signal for subtracting the utilizing
amount of money corresponding to the for-joint-use-operation

electronic value and that for the for-specific-use-operation service
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S108 the DPU 31 of the reader/witer 1 calculates the subtracting anount
of noney with respect to the for-joint-use-operation 791lgepRpiRAbens 2004
el ectroni c value according to the user's utilizing amount of noney that
has been input in step S101. In step S109, the DPU 31 of the reader/witer
| executes the subtraction process for the for-joint-use-operation

el ectronic value. Nanely, the DPU 31 produces a control signal for
subtracting the utilizing amount of noney-corresponding to the

for-joi nt - psigrt, operabf orhagl bay rrernccalahlietddhah swp been frahcthated in step

S108, fromthe.followi ng remai nder. Nanel the renni nder of the for-
j 0i nt - use- BYPHERS FeBR 8ni daPstYie qn@cfﬁ%éad% isn&he e 8 rthe, er-

operation %ﬁ&tﬁgéuc%PYé’tll% E1d&bRBE JaSué GHBL8EL AN Bnd %:C%HHJJ' sgrea of
the IC card 2. The U 31 thereby transmts that control signal to the IC

card 2 vi aopdathos e35¢t:$1%hlc3w2qlumduleatthat Cig eagiste2dd andhandéemaa 27. The
antenna 53 of the IC.card 2 receives the ASI K nodul ated signal

cor r espond?ifg £ e Edritof- s.%lﬁa? herahSTRYHEE ¥5 SHPLIRS Of Bk iter 1
d | h
her oby ar BB TR TR T B h T BT b e ARt R B par ¢ 62,

ace part 'on part 62,
and cal cul a¢e-opepairion $efrvi®heppintheileorha®liss rggidterbatimhabe bgerific

transmtted fromthe reader/witer 1 .is input to the seaiﬁencer 91. Then

the sequen®ef®-91ThOBBr i FYetert ﬁéa%%q%??o‘fha& gRatTAnpienalhspP et dfanges t he
remai nder oofg bheid Qhel Qs Bb; UsRr 9P Rl P 85Ed @ 93Vaelnuea£€&;9{ad§9' in the

EEPROM 66. |'n step S110, the’DPU 31° of the reader records the

| og of the procesHiengnexmaubedf thetBp cSidP u:ab@més;etl?é\l\nsﬂmaflulalted
Signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the interface part 61.
Prescribed pieces of processing thereby are executed in the’
interface part 61, BPSK demodulation part 62, and calculation part
64. Then, the control signal that has been transmitted from the
reader/writer 1 is input to the sequencer 91. Then the sequencer 91
according to the control signal input thereto changes the remainders
of the for-joint-use-operation electronic value and for-specific-
use-operation service point recorded in the EEPROM 66.

In step $90, the DPU 31 of the reader/writer 1 records the
log of the processing executed in step S89 into the RAM 42 of the
menory 34 of the reader/writer 1 as-a case of utilizing the specific
key A. The DPU 31 also produces a control signal for recording the
same log into the RAM 67 of the IC card 2, and transmits it to the
IC carxd 2 via the bus 35, SPU 32, modulator circuit 23, and antenna

~ 27. The antenna 53 of the IC card 2 receives the ASK modulated

signal corresponding to the control signal transmitted from the
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menory 34 of the reader/witer 1 as a case of utilizing the cormmon key
K11,. The DPU 31 al so produces a control signal for recoigbitehtdcheo®P |

Sept enber 2004 sane log into the RAM 67 of the IC card 2, and transmts it
tothe I1Ccard 2 via the bus 35, SPU 32, nodulator circuit 23, and antenna
27. The antenna 53 of the IC card 2 receives the ASK nodul ated signal
corresponding to the control signal transmitted fromthe reader/witer 1
and supplies it to the interface part 61. Thereby, in the interface part

61, BPSK desasktihatit®n ipand <oppladd ieats what iderepas tpfi4, 6a. priaeesihed pi ece
of processing is executed. And, the |log of the processing executed in step
S109 is képtthy dnsartare: RrRrtRAl BPAK demqdsdstiqne PREB s an% Fadlcudatiaiat ed.

In case c ct, ayt ' | Qp n A rf aroed Jsn p or in
case it h%%ggé%h ge?%%%#%@%igga%?zg g%ﬁggggg?%fhg£'acé%%si%%ﬁrfgégﬁ¥g t he
rel evant il end tgrecassiegsengutbghin keep sBOCESSicpl tHerssubhracd iran 67,
processing) is Pot permtted, or it has been. determned in step S107 that
t he utili ZhagebuibankrasesHditeys| ermisatefi-t hin the utilizable range, in step
S111 the sane prq&ess%p as .in the ste Slgaof Flﬁi 12 i ex%Puted,

%e

t authent i
t hereby the process?%% P AT RAT ST e T é‘ﬁF%c%??%slPhat have

been expl aitBpdssd bh ik ehee eiRC Bat wddneaddarniaddrinS soép FIsGSthdy thad 18, the
log of the utilization is recorded. by being classified in units of a key
that is @cedssing gighisipt thef rehewantt fels dthe IRSRESERE EgPbNEg to t he

oLl 2ol o lhotal AP, BlllBsAf 581 dh laaee el Lo agol (e
may be ar paBgegbtdiained AnOsEyy sbP 4@CHAE uklBizing amount of money is
not within the utilizable range, in step $91 the same processing as
in the step 8§10 of FIG. 12 is executed, thereby the processing is
terminated.

Next, there will be explained with reference to the flow
chart of FIG. 18 the electronic value utilization process that is
executed by the following object store with respect to that the
joint use operation is permitted. (That store is the one eguipped
with the terminal apparatus 131-2 that is managed by, for example,
the company B in FIG. 16 thﬁt is other than the issuer of the IC
card 2).

In step S101, the reader/writer 1 of the terminal apparatus
detects the IC card 2 that has been mounted thereto. Then, the
reader/writer 1 has input thereto from the controller 3 the
utilizing amount in the store the user has input using the input
part 103 of the controller 3. HNamely, the object-to-be-opened file
is a for-joint-use-operation electronic value file that can be

utilized for purchasing an item of goods in the object store with
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settl ement processing corresponding to the joint utilization, the |og of
the utilization in the case where the I C card 2 has beefRtehmbappbgsrber
2004 utilized using the cormon key KIl, be gathered at the above-descri bed
IC card center. It nmay thereby be arranged that the settlenent processing
corresponding to the joint utilization be executed by the 1C card center.
It may thereby be arranged that the settlenent information indicating the
result of the settlenent processing be notified to each of the respective

CO- oper at f&gpdBrnagetitat 4%S YBEnt RRYW bhdatlof NP paYm#AHRE. t Nd sasler of the 1C
card 2 and that a_conpany B be a conpany with that the conpany A
co- oper at BEeL "Fhafilizisgr amoyps of gpnexardpke, thehubbiackine GmoRet ralcover y

ot i zat i Benegt SERHCARCE D LR - i b AR b B FRRRR] B0 11

i1l ustrat gd inpukl & &RAprd e ¢oimaBYsA 33t gidrivhal p@ppacat us 131-1 supplies
the whole utilization log to the conpany A's managed- personal conputer
141-1. And, of tEbevprs a1 (rf the dierdar {ggtehat dfashe feaninadpapparadtasper sonal
conputer 141-1 tr mts.the log i.n the case where t.he |C card has been
Qi ]ized BRiTHSR ROOZGHOMT REgP KTH93F o2<SPU5EF SOIar RO MIGERY Of41-3 of the IC
card cent groceH3gngt Aerinl €6DEeEY SITEhA®dini §hé Nlep 862 idfl wEE S abed iy FI G

19B, the conpany A's termnal apparatus 131-1 the log in the case where

t he | C cafdsehdd baesnbeent idterminadiingstere SédimtthatkegrigE, aglinepti¢ationo t he

per sonal Mput.e 141-3 of the | rd.center The personal,.conputer 141-3
bF the. | ChEamtC Brrd perigfieds e BrEReTs R st e RES8 0 aner e the I C

card 2 has been uhiédsede nigi Bood eteANTRA Ke)épFs10Bhenperwepatt conput er
141- 3 thereby executes the settlenent processing corresponding to the
j oi nt authentication has been performed (mamely, in case the IC card 2 has
been the one that is able to be authenticated using the common key
Kir), the DPU 32 of the reader/writer 31 in step S104 produces the
follbwinglcontrol signal. (The control signal includes the service
code corresponding to the for-joint-use-operation electronic value
file). That control signal is the one for gaining the right to
access the for-joint-use-operation electronic value file and the
for-joint-use-operation service point file recorded in the.specific
area of the EEPROM 66 of the IC card 2. The DPU 31 then transmits
that control sigqal to the IC card 2 via the bus 35, SPU 32,
modulator circuit 23, and artenna 27.
In step S105, the DPU 31 of the reader/writer 1 determines,
- according to the signal input in step S104 from the IC card 2,
whether the terminal apparatus has permitted thereto the right to
access the apélication corresponding to the subtraction processing
for the subtracting amount of value with respect to the for-joint-

use-operation electronic value file. In case it has been determined
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utilization. The personal conputer 141-3 thereby supplies the settlenent
I nformation, which is the result of the executed 82 1 &g@ﬁ{aﬁ.\ﬂ{e@@@m
settl ement processing, to the personal conputer 141-1 of the conpany A,
which is the issuer of the IC card 2, and the personal conputer 141-2 of
the conpany B, which is the conpany with that the conpany A co-operates.
FIG 20 is a block diagramillustrating the construction of the personal
conputer 141-1. It is to be noted that the construction of the personal
conput er sid4tkep anh Ihdt hestetmwinsdn@ppagstthadpesfndthdapersandtteadnput er

141-1. Th éef re, an exgl,anatl%p o{\ t hat construction will be omtted. The
CPU 151 h&ReTehBubNS HEFETHng; Oty FRAPTEEPTEOIoREPISTISVER 5568 Ritlds of

i nstructions theris@lseh8s HaBPber SbBEliNga | IPWkep RAIE 1R4, {a% way of an
i nput/out put interface 152 and an internal bus }153. The CPU 151 al so has

I'nput t heaetassdng ariighd| isipgmabittdigt the MPUoRherf phe Seadbr banpeirel Sin et .

have transmtt by way of the  network interface 160. The CPU 151 thereby
execut es VSR 5356 kfi"'?v‘i’(‘iléwg%fthﬁi g%]elsow&f‘g §PBEEek isig R hat NaPel¥adbl on the use

of the 'Si gapl:1! Baind1a¥s: heRAs ML HASHRL A JUSHNATD das sbored therein

data that are basically fixed of the prograns a ul ation paraneters
t he CPU 18%dlugsddle Tite tRAMONGON hareast wiried £hisy disndidpespdoin ate ExmroMCPU 151
executes uses in_its ogeration and the paraneters that suitably vary during

t he execuPt dieofCttFdoper dtrBnth DRSS Iobrragmits that CPBEI% SigEM £95, and
RAM 156 agge GeNBerd 8dtbgeGRRe DAt REe RimolBaNS xQf v Y BhPads bUsy153. The

I nternal bus 153 is connhected also to the |nputfoutput I nterface 152-as
wel | . The32 hpetlupatdr t3dcwiondBstand antermea®Pl e rhefSPu 32 receives the
response signal from the IC card 2 via the antenna 27 and
demodulato; circuit 25, and inputs the response signal thereof to
the DPU 31 via the bus 35.

In step S107, the DPU 31 of the reader/writer 1 reads in the
for-joint-use-operation electronic value remainder from the for-
joint-use-operation electronic value file in the common area that
has been opened in step S106. Thereby, the DPU 31 according to the
signal indicating the user's utilizing amount of money determines
whether liis utilizing amount of money is within the utilizable range
(the range defined by the for-joint-use-operation electronic value
remainder). In case it has been determined in step S107 that his
utilizing amount of money is not within the utilizable range, the
procéssing proceeds to step S1il.

In case it has been determined in step S107 that the
utilizing amount of money is within the utilizable range, in step
5108 the DPU 31 of the reader/writer 1 calculates the subtracting

amount of money with respect to the for-joint-use-operation
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a keyboard or nmouse that when inputting various kinds of instruction
commands to the CPU 151 the user operates. The display p&eptetibér 8804

Sept enber 2004 consists, for exanple, of a CRT or the like, and the display
thereof is performed with the use of various kinds of itens of
information, texts, or imges. A HDD (hard disk drive) 158 drives a hard
di sk and causes the hard disk.to record therein or reproduce therefrom
the programor information the CPU 151 executes. Wth respect to a drive
159, as t BRed&@RSEI t31uRl hSAFdih&Iceths y¥RYNS ad idiPBghahbentlicskmoddd, an
optical disk 162, a magneto-optical disk 163, or a sexicoxdraetvoni

menor yl i t 583t lias pren ASBAF IR FiemdlPdr med bet ween the both. The network

s 90, SO, L af B S R ) il 08, 1

for exanple, a prescr I'nterface ca ace 160

I S conneck@Btidxtdon sideandrdretn® rﬂ@r—?@?xﬂ-ﬁ&-&p@faﬂ(ﬁqﬁﬁl@ct@ﬁib nt er net
comuni cation network through the telephone lines not illustrated. The

net wor k | Netweacdansly .+ fBe Y 3pardodupes dacantoansiansdi &oF rakspa¢iina o and
from for. xar lﬁzit he Eleérri nal SP aratus 131 tgﬁ#so al conputer 141-2,
personal &BRpEart 214G A e oF, PN SOETERRATES FEnT Y & F AT 58PS 15. 4 to
the netwobkeratiionr basdrbffc 3fa@ue aglatCRiN@ebe bdioul iedCRY d&b Byowpy of the
i.nput/output interface 152 and the internal bus 153. Next, an expl anation
wil |l be gifven Wfe fhbtloydng| esradnder.octisrely( Ftig regaindarhaf fhe drecut ed

bet ween the.company A that i he Jssuer _of LC card 2 and the conpany
oI n the. ASLFETRATYeAANIGh diok Monico Fifle rtoddld b SR o il IS CO DR

t he conpagyefaiSiont 81&GH13hidPRAGA £i3 e18iat] i8URMiiseerad lint BRe Workbgat i on | ogs
to the area of the IC card 2. The DPU 31 thereby transmits that control

signal to the IC card 2 via the bus 35, SPU 32, modulator circuit

23, and antenna 27.

The antenna 53 of the IC card 2 receives the ASK modulated
signal corresponding to the control signal transmitted from the
reader/writer 1 and supplies it to the interface part 61.

Prescribed pieces of processing thereby are ezecuted in the
interface part 61, BPSK demodulation part 62, and calculation part
64. Then, the contrel signal that has been transmitted from the |
reader/writer 1 is input to the sequencer 91. Then the sequencer 91
according to the control signal input thereto changes the remainder
of the for-joint-use-operation electronic value recorded in the
EEPROM 66.

In step S110, the DPU 31 of the reader/writer 1 records the _
log of the processing executed in step S109 into the RAM 42 of the
memory 34 of the reader/writer 1 as a case of utilizing the common

key Kjp. The DPU 31 also produces a control signal for recording the
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I'ssuer A's -personal conputer 141-1 and this conputer 141-1 transmts to
the 1C card center the utilization |ogs based on the ustSeptehiver 8d04

Sept enber 2004 common key KID. In step S 121, the control part 101 of the
controller 3 of the conmpany As managed term nal apparatus 131-1 reads in
via the network interface 107 and the internal bus 102 the utilization |og
recorded in the RAM 42 of the reader/witer 1. (That utilization log is,
for exanple, the one that is recorded through the execution of the step
S28 of Fl Gamé31lod iatcsteR 848 aif oFl€he 14, cdriezst@ Sbdhsafits FHitGtolbhet he step
S90 of FIG 17, or the step S110 of FIG 18. Thereafter, the control part
101 suppl i¥€s cerat2 Fip| HheaPRdriAr ofFl @Zrtwuéég‘p‘éﬂrﬁgl"péﬁsoﬁ%ﬁ PERPRA er
141-1 vi a 4;he | r - n ' r Y/ n step
S122, the ztégu ?%%3?@%‘?1%%%6%‘2%#% &C(%ﬁt%%te\%gﬁklg Qgﬁa yzgg&'%'haetetl}ti l'ization
| og i nput dikgeetdntespoidifignes Whe kednti-6l fiefal ka@nsnhiudd eudpuihel Nt er f ace
152, and internal bus 153. The CPU 151 thereby classifies it into the |og
utilized UseAg* (W tesnhomdkespPrdies g thetheodntRyiarecrrilsifhg tHerebymon key
Ku.. In st 123 CPU 151 o nal uter 141-1 erm nes
accor di ng Yo © elrétr?%?%sef §grrésu t B?éné]gfgfg)é@%ﬁgom%?ﬁeéﬂt ﬁ@é %%Huﬁ% dn
based on tgwtuse, of presciidaaITickeyoKbrobassingeis exetheddredand ) thkepodl23,
in case it has been determined that no wutilization based on the use of the
comon keyiKithe hpEpcseatng gapedhiededn step €99 isikapy steypdsingthire®A¥rns t he

(1) o0 7 LA BT SECRLRAL  correspondng o the foca
: In case correct authentication has not been performed in

~‘step 5103 or in case it has been determined in step S105 that the
accessing right to the relevant file (the accessing right for
accessing the subtraction processing) is not permitted, or it has
been determined in step S107 that the utilizing amount of money is
not within the utilizable range, in step £111 the same processing as
in the step S10 of FIG. 12 is executed, thereby the processing is
terminated.

In each of the processes that have been explained with
reference to the flow charts of FIGS. 17 and 18, the log of the
utilization is recorded_by being classified in units of a key that
is used. As a result of this, the settlement corresponding to the
utilization (local utilization) of the IC card 2 based on the use of
the specific key can be performed within a relevant company's
system.

And, it may be arranged that, in order to execute the
settlement processing corresponding to the joint utilization, the

log of the utilization in the case where the IC card 2 has been
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utilization that has been perfornmed using the I1C card 2 a relevant conpany
itself has issued and using the term nal apparatus 131-1S8pteinbSept@rber
2004 this relevant conpany itself manages. Assune next that it has been
determned in step S123 that the utilization based on the use of the
comon key RIF has been perforned. Then, the CPU 151 notifies the
utilization log corresponding to the conmon key RIF to the personal
conputer 141-3 of the I1C card center via the internal bus 153, input/output
i nt er f ace uti32zedndingttber konmire kép @y beOgatheendtdie tERPLALE-dasmibed t he

above-descri bed_ processi n% in the step S124. In. step S126, the CPU 151 of
the persondl CBEASFREPT 141F30¥ thefeby| Be AfrangetdAthtRe S6EFISatt heret o t he

utili zati qfydcREsi P EHRERPRALN ke e 160MTRR: KeY+RbE BdexBehSANa, GRITpUt er

141-1 has " transmtted in step S125. This notification is made via the
network X eafdomnte, impusy cbepety batanfaaged i52dr eind seftBmeak bus 153.
The CPU 151 of the personal conputer 141-3 of the IC card 'center "has'

recei ved tHECEPAEINGE IBMSAEAR TSt FRTUdst PorFber BrfttisEeRo MFRRTSHIAghEE  has
b d 3 L] [» 1 H H . f .
een made Qi35 EP valeReP e @i‘éofg%p‘?"ﬂ%'éd%%#% ;ﬁ%%%%gl ggtstﬁhgr' ser to

that the conpany Ais contracte n step € personal
conput er Irblr Bhatarmakymemyt Rebe rhet isguek | g@tthonIt¢ @ard o2 raaspoéiat g to t he
common key KIF in each-enterpriser’'s termnal apparatus by a nmethod of,

for exanpTPapY & Pef §iSRPPERY Bl Fivg Gorpame Ay careRaratag: eMeRpri ser.
In step S1AR. .t he CRLU 18hnBie! NGiePEESRRRNG Ct_@quf@cgve}ﬁe%magn%@ts the

mutual utilization (enterpriser--to-enterpriser’ atronship into a
matri X eveargerowvesirgy thé 1die of Gleandinizeeich rgriespdniéngnrial yges results in
step Sl27'1'1tilization of the common key Kir. One recovery methed is that, as
illustrated in FIG. 19A, the company A's terminal apparatus 131-1
supplies the whole utilization log to the company A's managed
personal computer 141-1. And, of the whole utilization log that has
been input, the personal computer 141-1 transmits the log in the
case where the IC card has been utilized using the common key Ky to
a personal computer 141i-3 of the IC card center. The other recovery
method is that, as illustrated in FIG. 19B, the company A's terminal
apparatus 131-1 the log in the case where the IC card has been
utilized using the common key Kyp, directly, to the personal computer
141-3 of the IC card center.

The persénal computer 141-3 of the IC card center has input
thereto the log in the case where the IC card 2 has been utilized
using the common key Kir. The personal computer 141-3 thereby
executes the settlement processing corresponding to the joint

utilization. The personal computer 141-3 thereby supplies the

settlement information, which is the result of the executed
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In step 5129; the CPU 151 of the personal conputer 141-3 produces the
settlenment information for being notified to each 86 1 Feqeipteninssr 22094
conpany, by the use of the matrix of the nutual or joint utilization
(enterpriser-to-enterpriser's) relationship having been produced in step
S128. The CPU 151 then notifies that information to the conpany A's
personal conputer 141-1 and conpany B's personal conputer 141-2 via the
i nternal bus 153, input/output interface 152, and network interface 160.

I n step SigttidmeatGdckbdimef, tdecheepstitakl caviputer 14411 lof kB6eto@anihe
settlenment information corresponding to the nmutual utilization the
personal GonPiticdr 19 fahe3ispper: PEAdR g?é&frpnzstaélﬁ the PorsQnal CRBPHETWOr k
interfaceq; | / I nLerfac 2 [ .

i | ar |y T U e bR MBS ety PLA! Bflec MR Sibany, 8,

recei ves theosatatbenment. i nformation corresponding to the nutua
utilization the personal conputer 141-3 has transmitted in step $129, via
the network int eFfGce??189 a PAREK /dlagiamddivsiirating Ehesoongnycteeoial bus

153. Here,in ' speci fication lLanation i s made under
t he assunﬁb?d%g#%gqu%ﬁéﬁgﬁi&%#?ﬁia??dﬁ ﬁégxﬁég%e%ég?%r%%ﬁ bet ween t he

conpani es clnathcBioh rofStRp potsdnal bemfRldrdSla10h Lke 1Rersonalheosgmed er 141-1
acts or operates on the settlenent information corresponding to the nutual
utilizati 88 ek oft thmPerereilyveernurest g ~$1 3(Cheastqns!,| ansexplraaeion t hat

CPU 151, %Qruﬁﬁ?gghfﬁﬁﬁafﬁﬁﬁiﬁZ%t e affdg not illustrated of a prescribed

banki ng systemv I nes, etc. That CPU 151 thereby executes
the settlenent prpcessi Nyl Hakr omeft whékdtot eigenki tK¥ar tefrespanpl € the

trahsfer with respect to, the cpnpanz B or the receipt fromthe conpany B

Simlarl y,va;:ho%q é%nds of instructions the user has input using the input
part 154, by way of an input/output interface 152 and an internal
bus 153. The CPU 151 also has input thereto a control signal that
the other personal computers, etc¢. have transmitted, by way of the
network interface 160. The CPU 151 thereby executes various kinds
of pieces of proceséing that are based on the use of the ﬁignals
that have been input thereto. The ROM 155 has stored therein data
that are basically fixed of the programs and calculation parameters
the CPU 151 uses. The RAM 156 has stored therein the programs the
CPU 151 executes uses in its operation and the parameters that
suitably vary during the execution of the operation of the CPU 151.
The CPU 151, ROM 155, and RAM 156 are connected to one another by
means of an internal bus 153. -

The internal bus 153 is connected also to the input/output

interface 152 as well. The input part 154 consists, for example, of
a keyboard or mouse that when inpgtting various kinds of instruction

commands to the CPU 151 the user operates. The display part 157
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S133, the CPU 151 of the personal conputer 141-2 operates. on the
settlenment information corresponding to the nmutual util i Zapieatbet bod4 87 1
Sept enber 2004 it has received in step S130. That CPU 151 thereby executes
the settlenent processing through which to confirm for exanple, the
transfer with respect to the conpany A or the receipt fromthe conpany A
Next, with reference to the flow chart of FIG 22, an explanation wll be
gi ven of .the settlenent processing between the conpanies A and B (FIG
19B) t hat cpssisteeufad ekanpiliee $blal 6RF my chs elikeNoarel yhetdisspdagetiwdrede t he

| og that is obtai vhen .the terninal tus, 131-1 of the c A,
uni'ch 15 tRATECHBIE BF Uk IHel todt Ao anou GRUBECRY Ui ioRe 86 APRERERE: comon

key KIF i seghid,eot| dudgedNSH ub®dnat@ ditk hEi Al d5623LGks d MashieRisyldl, the
control part 101 of the controller 3 of the term nal apparatus 131-1 reads

in the utknd Aausen thegheithidisk to cecrmiethereinher RAMréducd theeefwader / writer
1 via the_network interface 107 and the_internal bus 102. The control part

101 -t hen -“BF ZEETFFBLT MBIOFBH THESS (Y dne TEFRERHondiHY He5PEAk R Al i zat i on
per f or nedqpsidd sb NeasS RRS HidceskAY, Arfdld ,Lbﬁefwﬁls %Jn%ﬁﬁ%%jr&a@gf £ tcﬂ%%(r ol

utilization perforned using the comon key K 1In step e con
part 101 &l a0 epwitqad| vk 360f a mhendteropwialalagislr 460 d8h-1 notifies, of
the utilizatjon_ logs classified in step S141, the | og corresponding to the

utilizat i SAPLGFAAFETHL AN Ot HY TECTRITH kesrIukesipirggEeplbeymiriaaswput or

141-3 of j&NRerdeerfed Het@idCine HYrh_ Notification is. made via the internal
bus 102 and the network interface 107. In step S143, the control part 101

of the control | efh8 mgftwork interface 160 is connected to a LAN (Log¢al Area
Network) by the use of, for example, a prescribed interface cable,
etc. The network interface 160 is connected to a wide-band network
such as, for example, an Internet communication network through the
telephone lines not illustrated. The network interface 160 thereby
pexrforms data ﬁransmission/reception to and from, for example, the
terminal apparatus 131, personal computer 141-2, personal computer
141-3, etc.

These elements from the input part 154 to the network
interface 160 are each comnnected to the CPU 151 by way of the
input/output interface 152 and the internal bus 153.

a Next, an explanation will be given of the settlement proceés
(FIG. 19&) that is executed between the company A that is the issuer
of the IC card 2 and the company B in the following case with
reference to FIG. 21. Namely, the case where the company A's
terminal apparatus 131-1 supplies all the utilization logs to the
issuer A's personal computer 141-1 and this computer 141-1 transmits

to the IC card center the utilization logs based on the use of the
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the term nal apparatus 131-1 supplies, of the utilization logs classified
In step S141, the | og corresponding to the utilization 8&eptchaareoder 2004
performed using the specific key"Ato the personal conputer 141-1 of the
conpany A. This supply is made via the internal bus 102 and the network

i nterface 107. The CPU 151 of the personal conputer 141-1 has input thereto
I'n step S144 the |l og corresponding to the utilization perforned using the
specific key A via the network interface 160, input/output interface 152,
and i nt er FoMmeRske5Brr-The CPU 151 thereby in step S145 executes the

settl ement correspong] t I tilizatjoQ hr ough e sa process
as in the case ofsﬂlt Egélg% eBQ%'l%geo?&%#él ﬂfft ?é\i sotrkeﬁkpsffé‘,%r?#;ercélfnﬁﬁ of '
t he personadle coanpyen'd 4ikndg@f tethinal GafpnadteentAL1hasadiotihfved thhereto via

the network interface 160, input/output interface 152, and internal bus 153
t he fol | oWISRYOTKItITREERIGOACT G3d Negrdnfernade bus | 102z &h¢ ort-illdgationy dspondi ng

tothe c A ' e ' of the c ny.A s term nal
appar at usqjl%ggi&ﬁég K’i:lrﬁ%trll{sﬂ% %f%g {:{ﬁél\gtetgg&gﬁi;eﬁ'ﬁe‘ Cl%ﬁ? %Siltg}lﬁﬁéonper sonal
conput er 1dy- 3s pfrdrhexdprear€heC 6Aé &hakeLLirkesradd +8PbygH R8e HRIdLIGRTIT ON

fromthe conmpany A but also the notification fromeach enterpriser that
t he conparf Bh¢ sStEpnftafellG-0 13} rthet speb 47 e BGeplblsde stap S4feohi eces

of processi.ng hose. i h ps 5127 to ste 3 |.ai hed usi ng,
Ao 21 ard ol s o beF FRETS2r Pt R Shib STt Mhe el e

bet ween t hereaffai ese AoabtbiBpatf Mohesgaitibernanic aysiamdiBatidpssbeen
explained using FIGS. 21 and 22, only necessary information alone (i.e.
the utili 24€i 8PMPaNygA Lo Pesspridramputert Wl domhm rthieeynkgmalibug rl@Asaid t ed t o

the the network interface 107.

In step S122, the CPU 151 of the personal computer 141-1
analyzes the utilization log input thereto via the network interface
160, input/output interface 152, and internal bus 153. The CPU 151
thereby classifies it into the log utilized using the common key A
and the log utilized using the common key Kip..

In step S123, the CPU 151 of the personal computer 141-1
determines according to the analysis result in step S122 whether the
utilization based on the use of the common key Kir.has been
performed.

In step §123, in case it has been determined that no
utilization based on the use of the common key Kir has been
performed, the CPU 151 in step $124 performs the following
settlement. Namely, the settlement corresponding to the local
utilization based on the use of the specific key A, i.é. the local
utilization that has been performed using the IC card 2 a relevant

company itself has issued and using the terminal apparatus 131-1
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personal conputer 141-3 of the I1C card center. Therefore, it is

unnecessary that the personal conputer 141-3 of the |C ¢&egtepsil 0089 |
Sept enber 2004 manages all 'the transactions. Nanely, the personal conputer
141-3 of the IC card center has only to receive the transactions
corresponding to the nutual utilization fromeach enterpriser and
diistribute the processed results thereof to each enterpriser. .Therefore,
it is possible to mtigate the processing burden upon the 1C card center.
Furt her, tines treaesast commnyottegfonsiaygst o the specific utilization can be
settled only on the side of the conpany A that is the issuer of the IC

‘card 2. Theref or®SSUMen e ChpH Y- MRS RACRGIGHATELPRY s&r SEeRPILENTIAE. g. the
per sonal SRR #F, A lladiASon Ol ke 1S ki Ly ORL! R3POAhNGI Y to the

anount of transactions that occur fromthe specifi I zat1 on. Next,

usi ng Fl GoeZfbhrmad. exmenl echsher@ilslt het ifGes atiek aySliemtibavicag appl i ed
thereto the present. invention is applied to the cash card of the financial
i nsti t ut i BAFAFEANGEN% tBaie GPMROh &R dsr dinéhe pREsanel rorpekamté-3 1t the

common ar. | . ' C, regi st rein a
bank codeggen Ca%Qg%ccc%G%?{ q’ﬁén%%%i“%%ﬁsgﬁ%gﬁgl' sloltﬁa{? Sﬁ’{% g%g%%&% area

t her eof hasz, raegi séwioed ifereéace dé6pecitenctiepEbiicHl ereferad the to t he bank
C, personal infornation, and renminder. In this case, regarding the bank
code, accdbrie-AgRpeibedsprraeFrEnt gl toatSteR, Si¥érsonal i nformati on, and

remai nder, regi ster i e | SSU I £ad+ gt d
rewite of data %Ir?'eﬁ%gsgjl’}b%letgmgt chls%i (%)J? tg e ngg‘g{;:% icc%:mﬁ‘tgay C.1 g 3rrg)II%y, wth
respect tehd hwsear&fenttt Hasi hetifiel thorkes niie 08iliRalowuogand rewite of

data (i.e. the addition and subtraction of data) can be perfornmed using
t he Specip?{;qagyn@;ng to the common key Kyr the personal computer 141-1 has
| transmitted in step 8125. This notification is made via the network
interface 160, input/output interface 152, and interna; bus 153.
The CPU 151 of the personal computer 141-3_0f the ié-cdrd center has’
received therein not only the notification from the company A that
has been made in step S$125 but also the notification from each
enterpriser to that the company A is contracted.
. In step S127, the CPU 151 of the personal computer 141-3
analyzes the input utilization lbg corresponding to the common key
Krr in each enterpriser’'s terminal apparatus by a method of, for
example, classifying and calculating it every utilizing enterpriser.
In step $128, the CPU 151 of the personal computer 141-3
converts the mutunal utilization (enterpriser-to-enterpriser's)
relationship into a matrix every issuer of the IC card according to
the analyses results in step 8127.
In step 5129, the CPU 151 of the personal computer 141-3

produces the settlement information for being notified to each
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registered in the bank Cs term nal apparatus 131-3. It is to be noted

that in case in the bank C s term nal apparatus access i SeprethbR92404 _
Sept enber 2004 to the application in the common area by using the specific
key C access is actually had to the application in the comobn area via the -
| i nked portion in the specific area. This nethod of accessing is the sane
as i.n the case explained using FIG 16. (In the following description, in
case access is had to the application in the conmon area by using the

specific l&%\ﬁpaﬁjﬂe yELROGS0bs RGEERIIRY & €ndlduthhe oS308nd 15 bgeQIher
hand, in the co-opérating bank D's term nal apparatus 131-4, the bank code
and accountenhenpeiserhtd-eaterpmEser ted relat iheh ifp rArvinabegn ceredyeed aiml y be

read in through the use of e .common_ke | F.that is registered. However,
that term&P ahhr af b CPYB%M"HE% '1‘?5%%%%% ?%d“??ﬁrﬁattwlt Or%‘fpect to the
applicati | Sl drnd1 t pP&Ci1fah €1 A | s @séheQr. in case he
uses the gﬁéﬁ% S n%nagend terr}% nal appar élt usou%??& sctz]i)% f)e gi ven the

servi ce susimpasepdyidendtvifar ohe hinsebmalk bag ddont igutdepasitt iotenmeeyl53nto his

savings account. On the other  hand, in the case of wutilizing the term nal
appar at us GhaptEteipredere (¥%. a bank D) manages, the user cannot be

gi ven the servicersueh, an spaWiRNEpd NBM ofithe DMK AGE WhHouREr dRARSI t Of
noney i'nto his savings account. However, the user can be given the service

corr espondicgives tihe satyilement iinfioinetiibe corpsprrdisg tdhehacoessilng ri ght
W th respect _to that has been permtted to that other %Bterpriser. (That
service |Wiligation,the Persppal cPEPHRTel{lsd, B traBr ™ id-ethad® 18 Pcomon- use-

operation Sl BCtyehivheVAlRrkNReelPada85 I phl ddiBut OO FHRE 1438 ana

operation e€l'etronic noney area, etc. that Ras been expl ali ned usi ng
internal bus 153. Similarly, in step S132, the CPU 151 of the
personal computer 141-2 receives the settlement information
corresponding to the mutual utilization the personal computer 141-3
has transmitted in step S129, via the network interface 160, input/
output interface 152, and internal bus 153. Here in this context of
the specification, explanation is made under the assumption that
mutual utilization has been performed between the companies A and B.

In step S131, the CPU 151 of the personal computer 141-1

acts or operates on the settlement information corresponding to the
mutual utilization that it has received in step 5130, .as follows.
Namely, that CPU 151, for example, accesses the server not
illustrated of a prescribed banking system via the Internet lines,
etc. That CPU 151 thereby executes the settlement processing
through which to confirm, for example, the transfer with respect to
tﬁe company B or the receipt from the company B. Similarly, in step
8133, the CPU 151 of the persoqal computer 141-2 operates on the

settlement information corresponding to the mutual utilization that
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FIG 6.) Next, using FIG 24, an exanple wherein the IC card system91 1
Sept enber 2004 having applied thereto the present inventiseptentbefppb4 ed to
the fare adjustnment of a railroad conpany will be explai ned. Assune that,
for exanple, the comon area of the IC card 2 the railroad conpany E has

I ssued has registered therein information indicating the station at which
a passenger (user) gets on the train, the station at which a passenger
(user) gets off the train, and an SF (Stored Fare). Assune also that the
speci fi c atemsofrethimted L€ stap dSIB0hasTiraggCBY ersad thémegbyi axeorhest ehe pass

information of the railrpad co ny. E. The SE.represents the value (i.e.
et o SRS HReceara, S RRBo e Lo roata o oo et et tRae betn

paid or tgagsd@h’ gtk QedpdtitessiRedodgIFNEI & thBStdddibt OFrorflfie bef orehand
as the fare utilizable in the co-operated railroad conpany. Regarding the

I nformat i oompardi @ati ng the station at which a passenger (user) gets on the
train and the station at. which a assenger (user) gets off the train, SF,
‘and commter-pasgexﬁ_'hfw&}f‘rartﬁ%ﬁe’lﬂe ?ﬂe&%gi?%é‘g‘aﬁﬁrﬁgﬁ)mﬁ 22efPstered in the
rai lroad opIRAmoR Fi1hSEURubE AAkhe ZotliGRIE BRbcARiREthdabhCfL! evant
applications for executing ‘addition and subtraction proCessings through

t he use ofonpranisgesdidndcBkESIGE 1) shalr 6 predutedr i [theafolxwiipgnyade .S
t er minal ﬁg‘ﬁarat us 131-5. Certainly, in the co-operated railroad conpany

F's terni HaPelyypbhP 358, "ifdeethe doH Hathdd Yhadngh hed &R Wil common
key KIF tﬁg%)&f@:ufsoﬁpwi B8 @HPLoARN ORS whhBHB Y +tnbNEsAaR! b ale0Re dfifa

reading o and subtracting of the information indicating the getting-on
station agd lpet thery-wfiflisé¢diusdmng ahd Shmmonf Beyrdt dis, ditettlgr eransmitted
to the IC card center.

In step S141, the control part 101 of the controller 3 of
the terminal apparatus 131-1 reads in the utilization log that is
recorded in the'RAM 42 of the reader/writer 1 via the network
interface 107 and the internal bus 102. The control part 101 then’
classifies that log into the one corresponding to the utilization
performed using the specific key A and the one corresponding to the
utilization performed using the common key Kip.

In step S142, the control part 101 of the controller 3 of
the terminal apparatus 131-1 notifies, of the utilization logs
classified in step $141, the log corresponding to the utilization
performed using the common key Ky to the personal computer i14i-3 of
the IC card center. This notification is. made via the internal bus
102 and the network interface 107.

In step 5143, the control part 101 of the controller 3 of
the terminal apparatus 131-1 supplies, of the utilization logs

classified in step S141, the log corresponding to the utilization
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registered in the conmon area in the railroad conpany E's issued |IC card
2. However, in that termnal apparatus, there is no accesspembr2d04

Sept enber 2004 right with respect to the applications registered in the
specific area. In other words, in case the user has used the term nal
apparatus 131-5 that is nanaged by the railroad conpany E, he can
certainly be given the service such as purchase of the commuter pass,
filling of the SF, adjustment of the fare for the extra distance he has

ridden, ebersdioiaVEEind BhéapRchBiURes 4 e LR MeRabnapRRADELALS 191 DEToE
enterpr| ser (e.g. the railroad conpany F) manages, he cannot be given the

service s&bh wppuycm-aséhm supply disnmeds vipabhe mtemafigbgﬁ 1Qeage thet c. But
he can be t.he s rvwcj&(eg adj ustnment of the fare for the extra
di st ance r? ‘8’%\% ough the use of the application in the comon

area the acce55| &ﬂerd:ﬂhtwl it tﬂhéeﬁéi%%alt QoPate 31 beataspenpid gdré@ t hat
other enterpriser. Next, using FI'G 25, an exanple wherein the |IC card

system hawi stpm Sk echet hey stogre$Eengdieg vt thﬁ\ﬂ@rﬂlﬂ-@ﬁtl-@ appfemgdt o an
el ectronic-ticket service will be exgl ai ned

tg%t for etxangle t he
conmon ar #5189 Wiec APRFififekqichr Wi F 2“‘?113‘(?th ?% dd BYPESIETes G

H and | hagerffHeSh6s eGnat hleehh the 191] owhademppbi caldreby fherappl i cation
for wite therein of ticket information of an event such as, for exanple,

a concer tﬂz}Asmtehatthef seticdheaapt e‘:ou:teﬁ@np@sslﬂ:ﬂ ¢he olguadf ot idagion
foIIovm ng wite-in

th d t t
151 900 Hbhh it e BT PEr AhG e DB i geos iz e Ao R
lines 171. The cogpapy, 'élﬁem@geﬁb tl@,mﬁaéheaﬁ@@gﬁwscoﬁ%eg muawefte

ticket information into the ICcard 2 via a data-

the IC card center has notified thereto via the network interface
160, input/output interface 152, and internal bus 153 the following
utilization log. Namely, the utilization log corresponding to the
common key Ejr the reader/writef 1 of the company A's terminal
apparatus 131-1 has transmitted in step S142. The CPU 151 of the
personal computer 141-3 of the IC card center receives not only the
notification from the company A but also the notification from each
enﬁerpriser that the company A is contracted to.

In step 5147 to step §153, the same pieces of processing as
those in the steps 5127 to step S133 explained using FIG. 21 are
executed, whereby the settlement processing is executed between the
companies A and B.

In the settlement system that has been explained using FIGS.
21 and 22, only necessary information alone (i.e. the utilization
log corresponding to the common key Kip) is transmitted to the
personal computer 141-3 of the IC card center. Therefore, it is

unnecessary that the personal computer 141-3 of the IC card center
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witing apparatus 172 installed at a station, |arge-sized. store, etc. The
conpany |'s term nal apparatus 131-9 is installed at a 9%ehtenatpreober 2004
ticket center, etc. and can wite ticket information into the I1C card 2.
And in the term nal apparatus 131-10 of an event operation/ run
enterpriser J co-operating with each of said.conpanies G H and | it is
only possible to read out through the use of the common key KI1F registered
the following ticket information. The ticket information recorded in the

CoMmDN ar @anadéa@l@rthe RaindRtabnal NARNGT,AthS ga@sondl 6RESEIMNGsTight with
respect to the :I;():plication regarding the wite-in of the ticket
i nf or mat i &f. thhd€ £_rd GeBEET hafonlyete craseAue HisphFanasstions 10 of the event

operati on/ fd S lLq0.S4 Lol y._| i bl.e_to. issue, any
Croket (wert o oEaEap oo Phe tauehd | RATEEICOR, YehlBESS CHeBrbLaet 4R 00k, bl

to read idistiiet tnf rovéden regilskefiedebn td@acReMRrafar. . Therefore, it
is possible to confirmthat the user has purchased a ticket of the
rel evant -@PerRiamsr oliyH-st Resgiddecte misigatenithal prospas Hidubulden rpew the31- 9.

(That purchase. i 0 the fact that the ticket _.infornmtion is
witten i %? ogﬁde%ie%:g‘%:éa'r \é\,@gﬂiq%?: bugh t% ﬁaénslan%é?ﬂ%d’loﬂﬁwotﬂdlpﬁetc’t gﬁ?n’ nal
appar at us spddifid atiBizeRign Naxt be BetexedRn@y WHE Bk Ns 1dRe ok Gt bemSHst em
having applied thereto the present invention is applied to an off-1ine

debi t  sePviRR: visl Fhe dsenpr fifngle iQ Rardfler eBsreford Ghe2EC dagd 2xanple, in
of -1 no. QebrPREEpChHTstay < bybhed 05, R Bl Soleter LB T dbtS  or eq
conmon -keynky ko beysthi@tuied lcovt&ehoraphdigahOothe TheumPRei 6AlQBL{Ss
executing read-in of the
that occur from the specific utilization.
Next, using FIG. 23, an example wherein the IC card system
having applied thereto the present invention is applied to the cash
card of the financial institution such as a bank will be explained.
Assume for example that the common area of the IC card 2
issued by a bank C has registered therein a bank code and an account
number. And assume also that the specific area thereof has
registered therein a specific application peculiar to the bank C,
personal information, and remainder. 1In this case, regarding the
bank code, account number, specific application, personal
information, and remainder, registered in the bank C' issued IC card
2, read-out and rewrite of data are possible with use of the
specific key C. Namely, with respect to those respective items of
information, read-out and rewrite of data (i.e. the addition and
subtraction of data) can be performed using the specific key C

registered in the bank C's terminal apparatus 131-3. It is to be

noted that in case in the bank C's terminal apparatus access is had
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code nunber registered in the conmon area and-for executing subtraction
processing of the ampunt trusted simlarly registered 94skpaeenbes 2004
therein. That term nal apparatus 131-11 has no accessing rlght to the
processing in which to performaddition with respect to the anount trusted.
Here, the "anount trusted" is as follows. Assune that the users who each
possess the I1C card 2 include for exanple a wuser M who has an ordinary
account in a bank K The "anpunt trusted"” is the one wherein a prescribed
anount of toheyapsisicaessn il ais cemnet dreamyt heisgamst spepgsttes, ion t hat
ordinary account to a _for-use-Moff-line debit account in the sane branch
of fi ce of2q988s 3RMCtHBaRKY MrActe &k URRPLAFRSINYLIN| g FOBARIERLED ‘b’cf?r e t he

utilizatipn,Ql g'letllh%f fq ldnaesfehiet o bé’r ‘és' ehiENALen AMBE cddsus {@ as the

anount nortgage rough the use of Fe co- operating term nal” appar at us

131- 11 fotie pagei 4l g the cabé- éxpnemie&blutslﬁ@wbcels I herwsete ganidang ven
the service of the price settlenment executed for_ exanpl e when he has
pur chas e dd@EFLHLIPEHP B 1@0‘6’1‘% aFEﬁ%véF hachgosher apphifstine H F8A €9MECnser vi ce

of. that ap_ad L9 n erf r e th.re unt
trusted. %\rnga % gar(ﬂ(%gt e% n?ifgﬁ 1fh%su %‘ﬂ 8gra§%gsgi?%%orﬁg%ﬁt %gguse of
t he bank same managed term naI apparatus 131-12, access can be had to the
application for processing addition or subtraction with respect to the

amount trusted vPR theeothschpnd, deythe cosppenasing diankaR' rijespindke servi ce
f. f f
ol per Or%ﬁggﬁgf{%ﬁﬂ (i éankéﬁf ok Xﬂ&g {:&?xﬂ:eﬁ{xﬁmgec}: R&: a&%“%ci&fl %t ed

t hrough t S nmanage erm nal appar at us
adj ust nenin Ghhel BEmAID WiRtba Fan"Bea)ihig BeSebaddsh Yhidughe€he td¥eOdg htﬂd’le

off-Ilne debit service is executed through the use of
‘common key Kir that is registered. owever, that terminal apparatus
131-4 has no accessing right with respect to the application
registered in the specific area. Namely, the user, in case he uses
the bank C's managed terminal apparatus 131-3, can be given the
service such as payment from his bank account or deposit of money
into his savings account. On the other hand, in the case of
utilizing the terminal apparatus other enterpriser (e.g. a bank D)
manages, the user cannot be given the service such as payment from
his bank account or deposit of money into his savings account.
Howevef, the user can be given the service corresponding to the
application in the common area the accessing right with respect to
that has been permitted to that other enterpriser. (That service
is, for example, the reference-to-remainder to the for-common-use-
operation electronic value that is recorded in the for-common-use-
operation electronic money area, etc. that has been explained using

FIG. 6.)

Next, using FIG. 24, an example wherein the IC card system
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the bank L's term nal apparatus 131-12, for exanple, by preparing in the
specific area of the 1C card 2 the follow ng applicati ohSeplemb2004

Sept ember 2004 application for executing a batch process that regards the
settlenent of the off-line debit noney. The user cannot buy an item of
goods, etc. the price of that exceeds the anobunt greater than the anount
trusted. Therefore, it is possible to prevent the overuse of the anount
trusted. Also, it may be arranged, for exanple, to necessarily execute the
bat ch proaesingfagphéed etticren®@ritheaprdseatt inent 06n tise apphicsf es wk fase

anount-trusted or the reference-to-remajnder of the _anmount trusted. It may
t her eby beHRFERRfEd OFf 02 ddhFeRd FEMPEWeWit: &F 8¥PY3i8°Bat ch process regar di ng

the settlement ofydhgeafifar, lt&ees:!sg%fe S{?ﬁé"c%ﬁm&‘ﬁ té}@utoﬁ% $c IRE '9'

operatlon in the foregoi ng explanation, unless using the |IC car

i ssuer' s specichiTrdedycomgankas masemssumoﬁss lrleg:.ﬁﬂamdeem:aamhfnfc&dxdtmmn
processing, of performng addition with respect to the value recorded in
the | C carddifAENGEEPtTGHIBR Ge¥Bihy 3 ARIFIEE™ t (HEST) | 995G pitScessing with

respect L6 | o LeLDilSe 0! Alia0entl (BOLTLYs AGECRRL tikay

el ectronic va access cation correspbndlng to
the addit iama pnosmssn:agecf FarexXechbsungp aasisithadntivd ispecbfipeated @ft BRat
comonl y accessi bI e electronic value.) However, it nmay be arraged to keep

a prescri bEdCapRc e R%%}%?E?%d‘heﬁwmc REMEHPROPASS 18EOTIREIPE @R
bef or ehand 59 854 tddn ﬁ&l{% -gﬁlir“ s¥! £ Cdr}%%ﬁ% %’BQ ﬁi’e 5%851;1{1‘?1 for
pr scri I C Keé

exanpl e, inpart to a ed spe y ot her than the i SSuer's
specific Iqmwlhbetm&eﬁslmuél ghichko dmehapnimeaéyprthaarﬁaaspe@ldlgagdt@rt he
addi tion proces 9 for executlng the commonly accessible electronic

value. B Wﬁﬁr tpra REFsHEibefr Ejegitd OFsbIEioRe @& cheferelierdt he

as the fare utilizable in the co-operated railroad company.
Regarding the information indicating the station at which a
passenger (user) gets on the train and the station at which a
passenger (user) gets off the train{ SF, and commuter-pass
information of the railroad company E, registered in the railroad
company E's issued IC carxd 2, access c¢an be had to the xelevant
applications for executing addition and subtraction processings
through the use of the specific key E registered in the railroad
company E's terminal apparatus 131-5.

Certainly, in the co-operated railroad company F's terminal

- apparatus, access can be had through the use of the common key Eir to

the following applications. Namely, the applications for reading
out and subtracting of the information indicating the getting-on
station and getting-off station and SF information, that are
registered in the common area in the railroad company E's issued IC

card 2. However, in that terminal apparatus, there is no accessing

92



filling processing with respect to the commonly accessible electronic

val ue through the use of the issuer's pernmitted termn nal S@ptelmbepo@ber
2004 appar atus managed by a prescri bed manager. Next, the wite-in process
for witing into the electronic value through the use of the specific key
other than the issuer's specific key will be explained with reference to
the flow chart of FIG 27. Here, it is assuned that the issuer A of the IC
card 2 co operates with a noney-recei pt business agent B. Assune the

fol I owi ng 1Ggae wRMeredfial 86 UHPhHEINcallthsC 2641 Maee® thenacsreseng right
with respect to the application for executing the filling. process for
filling tREe@eonmidhPYheic #@esds bliad ersctheiiservidualsPA thee teemimdn ar ea

ecorUed RplDAEFREEN 880144 hark ol Aok oSS LGS, Bt o

bef or ehan Wi'ng ‘speci Speci y Bcar”égi stered

in the terggrealnBppar gives thalsersid@RAERGs BYrdH¥eN®Naye! 86RiRer
by- proxy-execution business agent B. By this previous inparting, the
filling prRaeessidflinteofc thaot .y adowdgehblaf the dereofhc thel extras execut ed

t hrough th se of the mn -receip by- proxy-exeguti on business agent B's
mnaged t SPTCRBTS ABpit e a0oSt n Srep MSBIST L RE FERARY /it PS FoRiy -
term nal apparatus otlet RaLErfiRel SRR theS rhsbtRd bénpgadiydry ddidbedas been

nounted. The reader/witer 1 has Input thereto fromthe controller the
filling dwogarndippet hivenohhe Meyvices sush Hsepetrad@seonf c-heatommutest t he user

128 P kDSCIS BT R0t 109, Oyt SRR Shy SR L%

obj ect - t o-H5&: 6pene Of -joI'nt- USe-0p

accessi bl exgjakefddtOBE Ctnedlelfe fidrethargtid@ibthhdd) Ge MDY 3 4@En Y RABYugh W t h
respect to the commonly accessible electronic value is input to the DPU 31

via the sate3gsemf the dppdigstion in the common area the accessing right

with respect to that has been permitted to that other enterpriser.

Next, using FIG. 25, an example wherein the IC card system
having applied thereto the present invention is applied to an
electronic-ticket service will be explained.

Assume that for example the common area of each of the IC
cards 2 having been issued by cémpanies G, H, and I has registered
therein the following application. The application for write
therein of ticket information of an event such as, for example, a
concert.

Assume that for example it:be possible to perform the
following write-in. Namely, the company G's mahaged terminal
apparatus 131-7 can write ticket information into the IC caxd 2 via
the Internet lines 171. The company H's managed terminal apparatus
131-8 can write ticket information into the IC card 2 via a data-
writing apparatus 172 installed at a station, large-sized store,

etc. The company I's terminal apparatus 131-9 is installed at a
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The DPU 31 of the reader/witer 1 of the term nal apparatus, in step S162,
performs authentication, with the use of the specific 97 skpfepiepzbes 2004
key B, through the execution of the same processing as that in step S3 of
FIG 12. In step S163, that DPU 31 determ nes according to the signal
input in step S162 fromthe IC card 2 whether the reader/witer 1 and the
| C card 2 have been correctly authenticated each other through the use of
the specific key B. In case it has been determned in step 5163 that.

correct auiten! iceatéon ebas anat cabesitpearibRetadrotha iphoLassitAg iy oceeds to
step 5169. Assune that it has been determned in step S163 that correct
aut hent i c88F®ér?+has been perforned. (Namely, assume a case that the |1C card

2 be the issuer A.S j . a h b on t,he use
of the specific é%é:E§?§8§§%#ﬁﬁ?£%9§a%%§ﬁ,E?ﬁﬁét%%iﬁb%%%?t?ﬁggfﬁﬁrgl of the
reader / W irbRrenkeppoibines &éhapboht O Noth @aBh IdH ssidtRhpadh® 6ONE/S @ngsi gnal

for gaining the accessing right wth respect to the commonly accessible
el ectroni & ¥alife only pospébli dedread CHe WURREh taredse 9Tt e EEPROMIGE of t he

IC card 2., (That_.contral signal. ingcl]udes.the service code corresponding to
he' comBH oaceiaenifle TpelPpa EdHaR, 1t PEpaEton | CniRisRefO [ COPOTTLTS 1 s

that cont Gafofma@iah taxdrbed lia €ns odmvh aarkhe BloGeddsr, Shhk t3ZwifRdul at or
circuit 23, and antenna 27. The SPU 32 receives the response signal from

the | C caREPZratiug hire noneesRid@ing whoditt Wth gesrasdl B dhechprldicet2®n and
inputs the_r | t the re sg. sianal. . he.DPU via the_bus 35. In
Telitiob ey VReERRF PR PR, EonlB B 8 0ee

step 5165, e réa operates on e reébonse

signal thah H@s deeRind NRPpatdtust € -20641 fuhereddi® bferakdbf/#mn The DPU 31
determ nes according to that response signal
enterpriser J, it is certainly impossible to issue any ticket (write

ticket information into the IC card 2). But it is possible to read
in ticket information registered in the common area. Therefore, it
is possible to confirm that the user has purchaséd a ticket of the
relevant event through the use of the terminal apparatus 131-7 to
131-9. (That purchase is followed by the fact that the ticket
information is written into the IC card 2 through the intermediary
of the terminal apparatus 131-7 to 131-9.)

Next, an example wherein the IC card system having applied
thereto the present invention is applied to an off-line debit
service will be explained with reference to FIG. 26.

For example, in the terminal apparatus 131-11 of a co-
operating store K for providing the off-line debit service, it can
utilize through the use of the registered common key Ky only the
follpwing application. The application for executing read-in of the
code number registered in the common area and. for executing

subtraction processing of the amount trusted similarly registered
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whet her the accessing right to the addition processing for an amount . of
val ue that can access the commonly accessi bl e el ectroni ¢ Seplenthed80b4

Sept enber 2004 file is permtted. In case it has been determned in step
S165 that the accessing right is not permtted, the processing proceeds to
step S169. In case it has been determned in step S165 that the accessing
right is permtted, the DPU 31 of the reader/witer 1, in step S166,
produces the following control signal. The control signal for opening the
commonl y &beeigi.b| Bhat| serpiowilcappgiratus j13&-1h hasheo corresinmy edglt sposed in

the EEPROM 66_of | C card, 2. Then the DPU 31.t its,it.to the |
Td 2 ol OfG RICERITRS pemrircen. byhem, rlothem it 38R Ents 48 Waul at or

card 2 a specific dul at or

circuit 23modid t2asesna Bdre,| Bh *QROGHS Crudft1 DRy &l rofi1she reasigrd Writer |
acts or operates on the filling anbunt of noney with respect to the

commonl y thetdds hferswbetgashi possabactiich3€ ¢drd Asticlivde fopekamplstep S161

by wusing the jnput part 103.of the controller 3. Thereby, the DPU 31
accordi ng“f6- tbtfa'?'H?iiFS! Ry amolnty gfg%ﬂr%eyfa%aﬁg Br ogggsi?{ﬁw\ﬂtt h respect
to the cogpreten-assosti bhe wakesi Anpfestalings NBREL Yot hBﬁc.ay PRY Bdepr oduces
the follow ng control signal. The control signal for adding the adding
anmount of tEaRRered afreas Shd [aaocette depotitedvin ydatt ¢ratinhay desematnputa from
the contrqller 3 to_the follow ng compnl accessi ble el ectronic val ue
Fonat nder SoRRIES U BFERe MO EoRRE hibe ARISTP YA BELTH oFRR o ¢
val ue fil gak@Haaker efhd Rakdifit +ARFEEN Y ear&iadiNes ddemdlthe?. The DPU 31
then transmts that Control signal to the IC card 2 via the bus 35, SPU

32, nodul atdkizaz3don xofd thateifrdimy delftte bynteinm tH8t ofamphet | T usaed" 2sr ecei ves
t he cont r.%hesi ‘ '

%%L mortgaged.
Through the use of the co-operating terminal apparatus 131-
11 for providing the off-line debit service, the user can be given
the service of the price settlement executed for example when he has
purchased an item of goods. However, the user cannot be given the
'service of that an addition (transfer) is performed with respect to
the amount trusted. And, regarding the bank L's issued IC card 2,
through the use of the bank L's managed terminal apparatus 131-12,
access can be had to the application for processing addition ox
subtraction with respect to the amount trusted via the specific key
L. So the user can enjoy the service of performing addition (
transfer) with respect-to the amount trusted through the use of the
bank L's managed terminal apparatus 131-12.
The adjustment of the amount of money the user has utilized
through the off-line debit service is executed through the use of
the bank L's terminal apparatus 131-12, for example, by preparing in '

the specific area of the IC card 2 the following application. The
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.and supplies it to the interface part 61. Wth respect to it, there is
executed a prescribed piece of processing through the opSepienibes28& 1

Sept enber 2004 of the interface part 61, BPSK denodul ation part 62, and
calculation part 64. Then, to the sequencer 91 there is input an ASK
"nmodul ated signal that corresponds to the control signal transmtted from
the reader/witer 1. According to the control signal that has been input
to it, the sequencer 91 alters the remai nder of the commonly accessible,

or for-j oalsgnté%@i&rp%eté%utﬁéq bREAE pYBbetes khat dcjaras 6gRrded in the
EEPROM 66. 1n step S168, the U 31 of the reader/witer | records, as a
case of uséttilemagt tdfethpediff-linkapbl: mohey! oFhef usdre cpnoeedyyngn idemcut ed

[ t S167 into th M 42 of th 3 f th [writ 1.
Sl § noBbaas O ErS PLIre i 6020 SRared oL FERRE B Thel
processi NgnQXRCULEskdd) StRReBRS, 1Bt £ tpegsiﬁ@/lt@z)%ﬁgveheetﬂ&OQQE&ezoflt t hen

transmts it tothe ICcard 2 via the bus 35, S 32, nodul ator circuit
23, and abhermreuf?. tribted antéama i53mayf beharfadgedr dfdr egempheastohe ASK

nodul at ed signal . corresponding to the control signal transmitted fromthe
foader/  DRFSTAFINY SIRAVER E BREGR POFSEREOT e FALPPE A1 thovEHer aspect

to it, thergd srexaeyt 6f @dePhfSfitl PAkHRECSE @b PEAGRSSEIL ILAUHYEL he
operations of the interface part 61, BPSK denodul ation part 62, and

cal cul ati ofi {jer anédnt Asustadssult magf thdrieby Wderiraggef tohenglrlecebsi ng

executed in step S167_.is stored in the RAM 67, with the result th t he
p)r(ocgss iéx?‘a%ﬂgﬁa?é&.h!el lﬁatccg‘sBr?ftl?séo’r"?%fmé%ttﬁl&\rllm??-‘ég'ﬁmﬁﬁt hc?féJ tb%e yer f or med

in step 9LO3.qePhti $b15388 ilcnb@S d3eehs Ipkeim Q%_@r&@ioﬁ.ep S165 that the
accessing right (the accessing right tothe addition processing) to
In the foregoing explanation, unless using the IC card 2

issuer's specific key, it has been impossible to execute the
addition processing of performing addition with respect to the value
recorded in the IC card. That addition processing includes the
filling processing with respect to the for-joint-use-operation, or
commonly accessible, electronic value. (That is, access had to the
application corresponding to the addition processing for executing
addition with respect to the commonly accessible electronic value.)
However, it may be arranged to keep a prescribed specific key stored
in the EEPROM 66 of the IC card 2 beforehand so as to achieve the
following end. Namely, so as to, for example, impart to a
prescribed specific key other than the issuer's specific key the
accessing right to the application corresponding to the addition
processing for executing the commonly accessible electronic value.
By doing so, it may be arranged to enable tﬁe execution of the

filling processing with respect to the commonly accessible

electronic value through the use of the issuer's permitted terminal
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.the file is not permtted, the same processing as that in step S10 of
FIG 12 is executed in step S169. The process thereby i$SkpenibeBeptenber
2004 termnated. Incidentally, here, the specific key Bis registered in
the issuer A's issued IC card 2 at the tine of the co-operation. Through
this registration, it has been arranged that the filling process for
filling the conmmonly accessible electronic value can be executed using the
noney-recei pt by-proxy-execution business agent B's managed term nal

appar at us.apgavemes mahdgdds bl s pressgideliendtageat r ange that, at the tine of
the co-operation, the issuer A of the I1C card 2 supplies the specific key
A to the noney- r el&&tpt they ¥piisnyn BXRSETE| 87T AgdhindBinte dhet 819@gPRi®r the
specific kgyub {fiRghNehe UROGYE ftﬁ&%%'?i’é HJe?Xé’Er@%eEH% WelBeNE B, s mnaged
term nal apparatus.” By doing so as r , It7is possible to execute the
sane procgssifNexiey ¥iig petdédarenéd priel essrelancd oCehd FOBW &®ir@nde bet ween

the issuer A and the noney-recei pt by-proxy-execution agent B in the
fol | owi ng TéseZW | [HepR: etphaiareymad tihatckhs dfceex & PR 60 e 2 &1~ FIG

28. Nanely, here. n..ex t t Wite- in process
for perfordrﬁetr’fgge\;\%;?‘ﬁgh%%’%re%-s%ggtlpggﬁgﬁgeseﬁ 3%%#%%(!0 \E/%uﬁ“g 1t:g‘?'nrough t he use
- of -t he spe@iifibeikeyast heidel ettt BesungRtiot. S Thpe€ide @heketheWiiceBsiig t €-i n
process is the one that has been explained using FIG 27. In step sl171, the
r eader / wr i ¥i@ght1wikh rREPeGy BP ridie ap ien fogepxgavaingrthet felki®gni nal

PR S ol 18 VRO BEE gty ORI ABoIE Ty f 7 o
reader/w idddinoh ey ro@rdeihei @@ BEPROM 66 of the issuer A's issued IC
| card 2 be imparted beforehand to the following specific key B. The
specific key B registered in the terminal apparatus that is managed
by the money-receipt by-proxy-execution business agent B. By this
previous imparting, the filling process of the commonly accessible
electronic value is executed through the use of the money-receipt
by-proxy-execution business agent B's managed terminal apparatus.

In step 5161, the reader/writer 1 of the terminal apparatus
detects the issuer A's issued IC card 2 that has been mounted. The
reader/writer 1 has inpﬁt thereto from the controller the filling
amount for the commonly accessible electronic value that the user
has input using the input part 103 of the controller 3. Namely, the
object-to-be-opened file is the for-joint-use-operation, or commonly
accessible, electronic value file, and the filling amount of money
with réspect to the commonly accessible electronic value is input to
‘the DPU 31 via the SCC 33 and the bus 35,

The DPU 31 of the reader/writer 1 of the terminal apparatus,

in step S162, performs authentication, with the use of the specific

97



request for the foll ow ng processing. The processing for filling a value
into the ICcard 2 (the filling of a value such as, for18&ptethider3ep4 enber
2004 exanple, an electronic noney, commonly accessible electronic val ue,

or an SF). The DPU 31 of the reader/witer | reads in fromthe IC card 2

t hat has been nmounted a card |ID disposed in the issuance ID block that has
been explained using FIG 5, via the antenna 27, denodulator circuit 25,
SPU 32, and bus 35. Then, the DPU 31 supplies that card identification

(1D to the GONLELRMA tBe Wxdchiidn BESthESsaitd phrbeesiGag3ss thatsieptep72, the
control part {01 of the controller 3 has I nput thereto the card I D of the

I C card 2s¥mmFad. vid-h FesireptSIe. thrt PERACEr Agkermines aGAOZALRME Gfet wor k
o ac o iR [Pk 3B TS Aae snd IR 8RYa 4 DfERNN AL PATY LOL

produces uestrng bel'ng given a perm ssion for executing the

money- r ecgbiier/RY140%Y 28X Gt tOaRE OF 85Tk Nbatl bOrfc@en Cduthent ade@ card 2.
Then the control part 101 transmts that signal to the issuer A's managed

. per sonal esenirher Yliroughntdfet vee afhtheepsohtic ke efn/Aasg attlhas i nt er nal
bus 102, petwork inferface 107 nd. w de-band networ.k such as the Internet
'mes. not PP GEEPERLIP TheeePouEl “oit (REr Bt SOFATROSABITEAoR TS | npu
thereto i BeediRRPratrek,t hﬁesglrgﬂéés"n?dbﬁﬂieieag thecspquest for being given the
perm ssion for by-proxy execution fromthe term nal apparatus B via the

fol I owi ng. Namel gssurve thateitbhagl bﬁ?@ny\mﬂersm as ki Bhé&rthet coirees not
nternal BEGESCRHP Pl RFRapetiremeby (R e 5 bR M cati no
the perm §8i Oy d 9 bR PXYucXREYilsQRed Act Brd 2 the access to that
B based on the use of the specific key B is permifted.) Then, in step
5164, the DPU 31 of the reader/writer 1 produces the following
control signal. The control signal for gaining the accessing right
with respect to the commonly accessible electronic value file
recorded in the common area in the EEPROM 66 of the IC card 2.
(That control signal includes the service code corresponding to the
commonly accessible electronic value file). The DPU 31 then
transmits that control signal to the IC card 2 wvia the bus 35, SPU
32, modulator circuit 23, and antemnna 27. The SPU 32 receives the
response signal from the IC card 2 via the antenna 27 and the
- demodulator circuit 25, and inputs the result of the response signal
to the DPU 31 via the bus 35.
In step S165, the DPU 31 of the reader/writer 1 operates on
the response signal that has been input in step 5164 from the ;C
card 2. The DPU 31 determines according to that response signal
whether the accessing right to the addition processing for an amount

‘of value that can access the commenly accessible electronic value
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term nal apparatus B via the follow ng. Nanely, the internal bus 153,

i nput/output interface 152, network interface 160, the {Septeitier 2001es not
illustrated, etc. 102 1 Septenber 2004 In step S175, the term nal
apparatus B has input thereto the signal indicating the perm ssion for

by- proxy execution that the personal conputer A has transmtted in step
5174. Then, in step 5176, the term nal apparatus B executes the wite-in
process in which wite-in is performed using the specific key other than
the issueile ignpemigtudi Chnh@sebeemaxpbai medetitine@ kh Grep/s1dd thhep 5177,
the DPU 31 of the reader/witer 1 of the termnal apparatus B reads out
the | og ofh¢ Wé’%?%’é@sﬂ‘h‘@f dR Rt BFTHted i PYBCesMnE PIRESeBR et r ecor ded
in the RAMZ ftgthe menory 34 in step 5168 of FIG 27. Then, the DPU 31
supplies 1t to t%'e controller 3 via the bus 35 and SCC 33. The control part

101 of the contgpldee St has béaputetdariabd trhetéPdieoht the phecessi ng
executed in step S167, via the network interface 107 and internal bus 102.
And the é@?ﬁwgp@ahtlm ReFBAERdy sthe DEB %lh@fp‘etp%mﬂeéﬁfmaﬁﬁérl Aigi a the

i nt er nal net ce.107. wi de-bhan ne as the
nternay Phen blks ARG AL SFABRiAD fonttdlaR GRS P IICERHED PO ¢
personal gogmilt €or Apeats thbncdnﬁ(bnby awc@zﬁyﬂﬂéeauéd:ﬁmmﬂerﬁlﬁ‘él eind ag that

has notified in step S174 to the term nal apparatus B. In step 5179, the
CPU 151 h&ke qqmpatl Etﬂﬁ*ér‘é’el’cpoﬁﬁ‘é Jéytb‘F(ﬁB}?R@&eﬁﬁJPifohhﬁarI@céésd tZhat Theére t er mi nal

et nor koo 20 phPRRERLEL oL S AFB B Ehr £ iy g b e01n%é“rk?e§c2a2‘éo
i nput/outpwla &h@rﬁaﬂcesl&'bu angd n{oﬂﬁﬂﬂﬁrl cbusuit 23, and antenna 27. —
In step S167, the DPU 31 of the reader/writer 1 acts or
operates on the filling amount of money with respect to the commonly
- accessible electronic value that the user has input in step S161 by
using the input part 103 of the controller 3. Thereby, the DPU 31
according to that filling amount executes filling processing with
respect to the commonly accessible electronic value. Namely, the
DPU 31 produces the following control signal. The control signal
for adding the adding amount of commonly accessible electronic value
thaf has been input from the controller 3 to the following commonly
accessible electronic value remainder. The remainder xecorded in
the commonly accessible electronic value file registered in the
.common area of the IC card 2. The DPU 31 then transmits that
control signal to the IC card 2 via the bus 35, SPU 32, modulator
23, and antenna 27.-
The antenna 53 of the IC card 2 receives the control signal
.and supplies it to the interface part 6l1. With respect tb‘it, there

is executed a prescribed piece of processing through the operations
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153. Thereby, the CPU 151 confirns that the by-proxy-execution permssion
log it has read-in in step 5178 and the by-proxy- executiSeptdnagrtbed has
been input thereto are in coincidence with each other. 103 | Septenber
2004 In step S180, the control part 101 of the controller 3 of the

term nal apparatus B transmts the |og of the by-proxy-execution

process that has been input thereto in step S177, to the following. The
noney-r-ecei pt by-proxy-execution agent B's managed personal conputer

(her ei naf berghd hat@erasengdrtCeIPUirek Enodhnsk idaephO9 625 add @RIHLi 416Gt heret o
via the internal bus 102, network interface 107, and network such as a LAN

not ill usPiaE &d- | Fhatepo $hg15equeaceP 9l sherst ishéngydr 808K godplated B has
i nput the t o) by- proxy-execut.d on. process, t hat. the . term nal
appar at usr-é g%a‘%latséﬁ?# acg)sr%é?éégﬁsi %o step %%BEvsfla?nF%etlfa&s%ﬁen FrORHS v, the

network selderywaitéN 100t addolrtisid @bethe BELNRIIK sii gL ftAGE hakbPeeh NPUt/ OUt put
I nterface 152, and internal bus 153. The CPU 151 converts the~t hus-input

by- pr oxy- dRe®uHCoAE prideeseauepgey Hilloaltergatbd aemaindat ofl thd svegomlysum t ot al
of the received ilgouor}:t §09j.oi%rgp‘§é t hat have heen receiv
. e,

d )
ip ~PREEat R SEEH A BN EhAENEY) . The CPU

by- pr oxy- eRect i on’ busi ne
151 of theepefdadnah tHNpPEdrM Bs. i N step S182, calculates a

by- pr oxy-executi on comm ssion the conputer B denands of the issuer A The
CPU 151, in stepIg1sap 8l&h, theditladl of khe tppdepfrodferxkofdosds €@HET SSi on

T ok ST b B, 6, 5 A L

the resul fing anbun ney e - pa . SEHU 151 then
transnit s exédutelden Sk, sidre intd uheCRAE UbabednRakéhayO YRt PfpgoNey to the

personal conmputer A via _
reader/writer 1. Simultaneously, the DPU 31 produces a control
signal for recording the processing executed in step 5167 into the
RAM 67 of the IC card 2. It then transmits it to the IC card 2 via
the bus 35, SPU 32, modulator circuit 23, and antenna 27. The
antenna 53 of the IC card 2 receives the ASK modulated signal
corresponding to the control signal transmitted from the readef/
writer 1, and supplies it to the interface part 6l. With respect to
it, there is executed a prescribed piece of processing through the
operations of the interface part 61, BPSK demodulation part 62, and
calculation part 64. BAs a result of this, the log of the processing
executed in step S167 is stored in the RAM 67, with thé result that
the process is terminated.
In case no correct authentication has been performed in step

5163, or in case it has been determined in step S165 that the
accessing right (the accessing right to the addition processing) to
-the file is not permitted; the same processing as that in step 510

of FIG. 12 is executed in step S169. The process thereby is
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the follow ng. Nanely, the internal bus 153, input/output interface 152,
network interface 160, and w de-band network such as the Septeéneren@004 i nes
not illustrated. The CPU 151 of the personal conputer A in step S185, 104
1 Septenber 2004 operates on the |og of the noney-receiving

by- proxy-executi on operation that has been input in step S179 fromthe
termnal apparatus B. According to that operation |log, the CPU 151
subtracts fromthe total by-proxy-execution received anount of noney the
commi ssi oferd@hab@ing paid to the noney-recei pt by-proxy-execution agent B
to thereby calculate the anount claimed with respect thereto. In step
5186, the CPU 15indigentaldit kaver cthe shechiid Kgy HAsuRtybiteFsfein that t he

per sonal %%g&%{ f's Bo0384 tfcaQaa{rﬁ Egg@' dhd S1.EP of5%1§é'co—§§%xﬁﬁﬁﬁgt he CPU 151

confirns e payli ng ano noney  col nCi des “anmount cl ai med

that has bgeRgRatc abetstratS4EP it HBSbedM Sr8RyM &Rat thie Pyl produces

a signal indicating the anount it clainms with respect to the noney-receipt
by- pr oxy-Peocesat fon fagbmy Bhe Teomgrly B5¢essidisnelestrhnic siadnal carobehe
personal "co ter Bviag the follow Nanel the.internal bus 153,

 nput / out SRRCAAE 6188 i FONRETRET IO RGP T RYE CARTE AR JRARES F8¥or k such
as the | nsef pahadddesrmBl0. apphrakeP. Sk8Revdiie iEPld BrioOfoddiB1paisONal
conputer B has input thereto a signal indicating the anount clained that

the = per seFrEngeoR i -eat Alirabing efishhe codoperadiep, 3he7isSuryr byt thee CPU
L0 P R B SRR LB RS LS 10
CPU 151 paysculth8n Cdq2nles, 2 Uy rehi fiie¥nd gcberi s xegr A iddy epgh the
execution of the follow ng processing. Nanely, the
money-receipt by-proxy-execution agent B's managed terminal
apparatus. By doing so as well, it is possible to execute the same
process.
Next, the settlement process for price (commission} between
the issue? A and the money-receipt by-proxy-execution agent B in the
following case will be explained with reference to the flow chart of
FIG. 28. WNWamely, the case where there has been executed the write-
in process for performing write with respect to the electronic value
through the use of the specific key other than the issuer's specific
key, which write-in proéess is the one that has been explained using
FIG. 27.
In step S171, the reader/writer 1 of the terminal apparatus
(hereinafter, the terminal apparatus B) of the money-receipt by-
proxy-execution agent B has mounted with respect thereto the issuer
A's issued IC card 2. And the reader/writer 1 has input thereto a

request for the following processing. The processing for filling a

value into the IC card 2 (the filling of a value such as, for
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processi ng executed with respect to the issuer A of transmtting to the
server not illustrated of a prescribed financial instituSep@ember2Q04 or
exanple, the Internet lines a signal for transferring the paying anount of
noney into the account the issuer A has. 105 | Septenber 2004 In step S190,
the CPU 151 of the issuer A's personal conputer A accesses the server not
Illustrated of a prescribed financial institution via, for exanple, the
Internet lines. Thereby, that CPU 151 confirnms the recei pt of the noney
fromthe dJaRGYs ' @GChplodiinil GiKeFX SRihbol 3060 B1LNRUGHIE AIREESSI N
of, for exanple, confirmng the Temai nder of the account the issuer A
has. Al so,orr ega$ili.ngThendrdeBl \odr yhie apedet /vafitéhd aesdssimngromglite Texpl ai ned
using FI'G 9, an _explanation has been gi ven of the  follow ng case. Nanely,

the i ssuercaﬂ_djs%lpiﬂﬁte ag 5"3836}‘9“6‘?:9%35 85d WhereREFIndn g $SBIME €Pt he
comon ke, Khir 2d phBe,es8r gkﬁ%iﬁgaigsiggrm%pengucj_tagt %/’a[t-n%i@nﬂé'i'f zabl e

application based on the cont'ents o e contf s supfdlying, the
I ssuer A nisinedulbatprestradied2s piseve3nf aapuscasi orrhien, t4te opunIN ar ea
utilizable in_the manager B's or Cs nanaged term nal as well. Further,

t hrough t FEPRYigHdMat| FH dofdeHd thetidGar (B witPhthh corbFrider B, vimartheof the
by- managqy;sD3stild 28kl &c2Bpl i cations can also be utilized by the manager
D as well. Next, an explanation will be given of the follow ng case by the
use of FIG 29. Narekyp d1h1e, ciamecudiarodi paithe 0l seftiehe Acaiiesllér SUpRkY t o

each of its co-operated -managers the _service code based on the contents
of the contPHEtthaggkel the CaTd &y of ddee IC\Gard APWIERA BNl &8skefte tBei ng

suppl i ed tGeLaCha /i DOSE 16051 LRAE HRUoPR B Pacd 16Y LA En8 SATHRI

possessi on, between
bus 102. Therxeby, the contrel part 101 produces a signal for

requesting being given a permission for executing the money-receipt
by-proxy-execution processing with respect to the IC card 2. Then
the control part 101 transmits that.signal to the issuer A's managed
personal computer (hereinafter, the personal computer A) via the
internal bus 102, network interface 107, and wide-band network such
as the Internet lines not illustrated.

The CPU 151 of the personal computer A has input thereto in
step S173 the signal indicating the request for being given the
permission for by-proxy execution from the terminal apparatus.B via
the following. Namely, the wide-band network such as the Internet
lines not illustrated, network interface 160, input/output interface
152, and intermal bus 153. 1In step S174, the CPU 151 transmits a
signal indicating the permission for by-proxy execution to the
terminal apparatus B via the following. HNamely, the internal bus
153, input/output interface 152, network interface 160, the Internet

lines not illustrated, etc.
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t hensel ves, of the applications in the conmon area that involves therein a
nmore conpl ex each other's relationship. As illustrated il Seple@mbe22604 t he
manager A encodes the system key with the specific key A and supplies the
encoded result to each 106 1 Septenber 2004 of the managers E and Gt hat
are the partners that the manager A co- operates with. As illustrated in
FIG 29B, the manager E encodes with the comobn key KIF the encoded result
obt ai ned by encoding the systemkey wth the specific key A and input from

the manager A The 4Uapages, Eend'SeSmidal JGHG00RY £ 90 bndt RabELS] ECCSS

key KEL1. Further, the  nmanager E sequentTally encodes first access key
KEl (the ehgrededndicesihg thiet pexmeicisbyn efocobly-pgonitdxddeicormman Key KIF) with
use of the fol hovvi n% service keys #5008h, #5048h, #5088H, and #50C8h.

Nanely, PREVEITIEUREY S 86Fr PFIRG 10 S8 Shpti cZRPBndnt FELRILi | i zati on

of that igyperaht tedlifat @gpmeﬁ &e‘éﬂggé ey £ont aqt Brcggesg hg, contract.

The manager E uses the fin encoded result as a second” access key KE2. A
manager Fyhiash writstinaisdearfiofitdd u2dfy thassperpitic tigr ether ftham tike manager
E-the first access key KEL (the encoded result based on the use of the
comon keySTISE)'S R BACHUEE Bambepr rasplatReks ysiay FIG-t B7¢ he common key

KIF. The manager 1f disgssifal «RGRMd IASUhS roifed/liskesls a50eRs key KL

Further, the nanager sequenti ally encodes e fIrst acces y KF1 with

t he servi terkiepd #FRG8huard réadsdht de 109 naQehe Fpsitepking dxbattengaded
result to the nmapager, E.. The manager F sequentially causes the nmanager E
to encode-sF‘F%ISIéﬁcgﬂ‘éﬂh hass bpen \fecRTdetk hotioRPH gt s v the meapsy #3%048h and

#5088  NabE) %oea !t rR8I VI® HRUR ERL RPN UudBilSs 1S8R cations the
controller 3 via the bus 35 and SCC 33. The control part 101 of the
controller 3 has input thereto the log of the processing executed in
step S167, via the network interface 107 and internal bus 102. And
the control part 101 transmits it to the personal computer A via the
internal bus 102, network iﬁterface 107, wide-band network such as
the Internet lines not illustrated, etc.

In step S178, the CPU 151 of the personal computer A reads
in the by-proxy-execution permission log that has notified in step
8174 to the terminal apparatus B. In step S17%9, the CPU 151 has
input thereto the by-proxy-execution process that the terminal
apparatus B has transmitted in step S177 via the following. The
wide-band network such as the Internet lines not illustrated,
network interface 160, input/output interface 152, and internal bus
153. Thereby, the CPU 151 confirms that the by-proxy-execution
permission log it has read-in in step S178 and the by-proxy-
execution log that has been input thereto are in coincidence with

each other.
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of that is permtted to the manager E under the co-operation contract.
Thereafter, the manager F has supplied thereto from thel Septeatper 2804 hat
encoded result, and then supplies that encoded result to the manager G
The manager F causes the manager G to encode that 107 | Septenber 2004
encoded result with the service key #70C8h corresponding to the '
application the utilization of that is permtted to the nmanager G under
the co-operation. And the nmanager F has supplied fromthe nanager G that

encoded result, anddapesido, 6lfe acRCEONGHaReCRAS okephe KbRtrol108 3 hex ot her
hand, as illustrated in FIG 29D, the manager G encodes with the common
key KIF tH&e &eEBHRR] PEBYIALUF N RTapFBHTS fBe 1Agh a§c¥hen Y hekomyas e oBbt ai ned

by encodi i egl.fl.c Kk . LIh r. G uses
Chat encoled Tas g 226 #Rbn b MeraRTh sta Bl £ ol Bl WR0GEA.
sequent i athy renegdasccipe byl-proty-aGe86esi dteygdid W tlkalged Seireoagl keys #7008h
and #70C8h corresponding to the application the utilization of that is
perm t t edCPPPYHGE MRATEIBRIIS uNtReS DeREoRY- GpEPHEOR) - TREINEHdes B then

suppl i es f.i ded.result. 1o the, manager_encoded  result. with the
sorvi ce. ke s EREOLERNTRI nabPmaloplE RO acheRR Rl 1l o

that i s pendiddtedrk Gutheasranagerndt itastrhb@i.co operation. Thereafter, the
manager G supplies to the nmanager E the encoded result based on the use of

the service key #80#®ptfildl.ehbodii¥gldl athshe iperpgendloceBBUtAr Bhbasmmnager F.
o o, TR e U B L BB eI By SRR
the appli eathitds apfiratié |5 hat i ©runehithad ihSsuepr B14d edat ond FR10GRAGRT E
under the co- operation. And the nmanager G has supplied thereto fromthe
manager Namely, the network such as a LAN not illustrated, network interface

160, input/output interface 152, and internal bus 153. The.CPU 151

converts thé'thus—input by-proxy-execution process log into a

database, and calculates a sum total of the received amounts‘of

money that have been received by-proxy-execution business (i.e. the

deposited amounts of money).

The CPU 151 of the personal computer B, in step S182,

calculates a by-proxy-execution commission the computer B demands of

the issuer A. The CPU 151, in step S183, also, subtracts that by-

proxy-execution commission from the total deposited amount of money.

The CPU 151 thereby calculates the resulting amcunt of money to be

paid to the issuer A. The CPU 151 then transmits, in step $184, the

thus—éalculated paid amount of money to the personal computer A via

the following. Namely, the internal bus 153, input/output interface

152, network interface 160, and wide-band network such as the

Internet lines not illustrated.

The CPU 151 of the personal computer A, in step S$185,
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E that encoded result and uses it as a second access key K&. In this
case, in the.IC card 2, using the comon key KIF and seSepenbeep0s4ored in
its EEPROM 66, there is encoded the system key according to the sane
procedure as that explained in connection with 108 1 Septenber 2004 FI G

11. Resultantly, there are produced the first access key and the second
access key. Resultantly, between each of the nmanagers E, F, and G it
beconmes possible to nake a conmon use, such as that illustrated in FIG

30, of the,appldsCati gl dbsRASEHe bk ﬁll-e%%&%&gebxdgéa'rgy_akg&t%ﬁa in the

common area. Nanely, data’transm ssi reception for ‘permtting an
accessi ngopexgitionothdie happbecpatinmt dnspepedlin firche Wwenmernaiata i S
performed _as expl ained using FIG 29. Resultantl t he manager E can

. Y,
' access ealBRPYHFE e ap i reattinte diPehoSRRFFtAOR Oz el CBYU GBTL SiPFEATtEr eas

#5008, #5 £ HED ., 1l D uti o ' th
servi ce- dg?%iﬁjéoggggrieggngr#G Og&aﬁ&éggﬁfgﬁs?ﬂgﬂgwgﬁéggi ﬁgﬁbrkﬁgﬁgstso tﬁat S

perm tt edctoniggisel for beiagdiatidoty thhemsmyagereilpt Clan-pabsp-aeeassord he
service- definition area #5048h and #5088h with respect to that the nanager
E “has t h898R%t R &8 KRSreludcalicsdatr dbgsanydtselajimed widh BesRest area #70008h

Wi th respegbr4.thah 48 BPRIShe ?P agsi Hl%ssﬂp\ﬁltcgh%é88ﬁfgarﬁnékr%%y’ the

manager G can access the service-definition areas C8h with
respect tembhat dfhsompnapet el pemdchabasorpheer Tehus aaakiepitded afldiddpon, the
manager G can al so access the service-definition area #5088h and #50C8h

wi th resp8lP4t o TREEPEhébe fh¥adel donhaeng frbat dihg BRY gy 2BeRNtaPE oeReYess t he

ser vi ce- dgbtlideays & Uhe#GRARR W ABREHATChal RebliAlalieoBageL b, has the

service key. Incidentally, 1n the deltvery and recei 61 of ey 'sucft as
5185. In step S187, the CPU 151 produces a signal indicating the
amount it claims with respect to the money-receipt by-proxy-
execution agent B. The CPU 151 transmits that signal to the
personal computer B via the following. Namely, the internal bus
153, input/output interface 152, network interface 160, wide-band
network such as the Internet lines, etc. |

In step S188, the CPU 151 of the personal computer B has

input thereto a signal indicating the amount claimed that the
personal computer A has transmitted in step $187. Thereby, the CPU
151 thereof confirms that the amount claimed coincides with the
paying amount of money that it has calculated in step S184. 1In step
5189, that CPU 151 pays the claimed amount of money to the issuer A
through the execution of the following processing. Namely, the
processing executed with respect to the issuer A, of transmittihg to
the server not illustrated of a prescribed financial institution
via, for example, the Internet lines a signal for transferring the

paying amount of money into the account the issuer A has.
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that illustrated in FIG 29, it is inpossible that the service key itself
of a certain manager will be known by the other manager $Sepisabel 004t is

i npossi bl e that the service keys #5008h, #50.48h, #5088h, and #50C8h of
the manager E will be known by any one of the 109 |I Septenber 2004 managers
Fand G Simlarly, it is inpossible that the service keys #6008h and
-#6048h of the manager F wll be known by any one of the managers E and G
Further, it is inpossible that the service keys #7008h and #70C8h of the

manager G wi |1 benkpeyh sayoprshe0tiRr ab1tdie th8BRGeESA & dBEsdnailhe
above-descri bed series of processings can be executed through the use of

har dwar e I$@RPEteED Rhacesasest e SAFGrIghot hdlugkratfed ebfa waeecridn t he series

of processi. e.executed through the .use of _softwar t he software may
be i nstal I%ilelﬁg (r:%rr:rtl én?glg%%t Phg 2 et USRS ng's ﬁé‘gﬁ%‘%’r sz‘?&h‘er eininto a

conput er tihakeB@RS tABt EXChYSi LA PHACenOf r RV Lhd Mk Nstdie +RE Ogr am
constituting that software is incorporated or into, for exanple, a

gener al - plope¥ereqed Pt ovtaiPreaReertiohatgentabl Eyoggkctiite pgosemsiiogsoki nds of
functions _ by having installed therein yarious kinds of progranms. O that
sof tvare (8 BERItA| SHUGE™I% BORRIRIEIRY 81 TR ABFRESHER HSUSERh | ul ar
phone netwasks, the Internet, and the |like. That recording nmediumis
constructed of a package nedium etc. The package nmediumis the foll ow ng
medi um t hat, as BAlspustagirding the|delifery regeift0 ofi shaliastesdimgedight

separatel%figmet e .rel evan conputer, Jn grd r to :Provi e.a programto
the user and -that "Rad9 ng%C)rd'e& t FrPL APt aRe PT gﬁaﬁn’? Y& BE vt he medi um
consi sts  1fi1bPed1RE8E! | GafbBK ¢he ikbler ¥ shpplidactydifeg 8f f@ppy- di sk),
the optical disk 46, 112, or 162 (including ROM (Conpact Di sk- Read
operated managers B and C the common key Kyr and the service code
corresponding to the utilizable application based on the contents of
the contract. By this supplying, the issuer A makes a prescribed
piece of application in the common area utilizable in the manager
B's or C's managed terminal as well. Further, through the co-
operation of the manager B with the manager D, part of the by-
manager B-utilizable applications can also be utilized by the
manager D as well. Next, an explanation will be given of the
following case by the use of FIG. 29. Namely, the case wherein the
issuer A doesn't supply to_each of its éo—dperated ﬁanagers the
service code based on the contents of the contract. Namely, in that
case, with no such service code being supplied to each of those co-
operated managers, they make a common possession, between
'ﬁhemselves, of the applications in the common area that involves
therein a more complex each other's relationship.

As illustrated in FIG. 29A, the manager A encodes the system

key with the specific key A and supplies the encoded result to each
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Only Menory), DVD (Digital Versatile Disk)), the magneto-optical disk 47,
113, or 163 (including an MD (Mni-Disk)), or the sem t&edisather 20@&t0ry 48,
114, or 164. Also, in the specification of this patent application, the 110
-1 Septenber 2004 steps that. each describe the programrecorded in the
recording nediuminclude the pieces of processing that are tine-series
.executed in the order of the correspondi ng described instructions. Those
steps include, in addition, the pieces of processing that even when not

time-serig %ﬁgﬁrhﬁtfﬁgeﬁé % g?&%jtt%Qti%?ept%ﬁt?!sdag:ngfs thggiﬁwedﬂﬂlé% Sgragately.

Addi tional Ty, i specificatlon pat ent pl'icatioh, the system
repr esent sogdratesntdick. apparatus that is constructed of a plurality of
devices. In the data storage devi ce and data storage nethod of the present

i nvention, data i% Adtetdeges ntaFifr P8y Sty BRIRPCAT ELT6HSS rekdr &hig
therein fig oﬂaﬁc% ?{antf]é resntcogé'& heay EaébEgﬂné§$>§;£§?éddQH? d'él’Hﬁ;Q{{%te&P% to

the first data an a second recording area reco erein‘second
data and seictndhauipeentic &by an dndfl D@t Fosh thetfanagepact rhe timagee omd
data; the input/output of the data with respect to the _

i nf or mat i OGS $Bek erfedethparattuss 8 Eastrandesd; keva&eor dfeigfhes  t Hee

aut hent | Calﬁa{n%:gei:rﬁ %%ﬁg&g%%%?gaéncgﬁés h;%%gﬂf&%u%céers%nké % ﬁthe enc?ded

i nf or mati on-processi tus and t irst authenti ¢ation [nformation

and secondreéulliesbtadabd Gy entadiiBt wih ithe | SordBh ey REJ widiEBer of ke
transm ssion/reception of the first data and second data should be

per f or med ¥IRVIRS FEEY1¢D kewe HO8R et i06Rb - FPERELsPAY #205he atNaFelst the
L o S e M oS, L il 02 AR ERY 0
of that is permitted to the manager E under the contents of the
contract. The manager E uses the final encoded result as a second
access key Kgo.
A manager F, as illustrated in FIG. 29C, has input thereto
from the managér E the first access key Kz; (the encoded result based
oh the use of the common kgy Kir), and encodes that first access key
with the common key Krr. The manager F uses that encoded result as a
first access key Kp;. Further, the manager F sequentially encodes
the first access key Kp; with the service keys #6008h and #6048h.
The manager F supplies that encoded result to the manager E. The
manager F sequentially causes the manager E to encode that encoded
result with the following service keys #5048h and #5088h. Namely,
the service keys corresponding to the applications the utilization
of that is permitted to the manager E under the co-operation
contract. Thereaftér, the manager F has supplied thereto from the
manager E that encoded result, and then supplies that encoded result

to the manager G. The manager F causes the manager G to encode that

107



the transm ssion/reception of the data should be perfornmed by the data
storage device with respect to the information-processi hGeptepias 2004,

cal cul ation process is executed; third data of the first data recorded in
the first recording area is recorded in association 111 1 Septenber 2004
with fourth data of the second data recorded in the second recording area;
and in case the information-processi ng apparatus perforns data

transm ssion/reception on the third data cal cul ati on process is executed

Wi th 1 eSDeGioh0a tagul LU £ QoGS RLO Frockh [ OULL, SHGRESLY ThY USi Ng the

recording area, it IS possi to ensure the security on-t ata that are
respect i velpplieztoicte the mtihezddinatofarbat tike psaciarddrac ahdi ngnageeas | n a
first information-processing apggr atus, first_information-processing

‘method, arfPIPFrEe SPORRARTEPN 1 h8NDridEeRInagery B MasoAPRIFE e TH &8t rol | ed
the i nput /n%%faggfe d@{%&{:‘%n@t@&é‘d Wekfh e F SRR s! 2c tzlée]pdééc‘?on%t 9Lade; Q%%' ce;

there is reco east one authentication Information used r

perform ngghe transm ssion/ reception of a prescribed itemof data that
is included in the data recorded in the data storage device; and in case
the data transnisitBp/at8eEhandn a7 idhustratadsipFife i &be ilapRgeeshect to

the i nfor n®fi,q0s RY:QEesd ROnARPRLBRIS S p # i
separately recosr %&ﬁi 121?‘:'lor mat 1 on ?n%lli'"'ca%i ﬁgg g géén é:rr:?gp‘%)tp%%ﬁnel %éet a

t ransm ssinmunager aptchat eisebyenbbigiiddChy | ot i@ et spstanSrey f@khtfige dat a
transm ssion/reception. Therefore, data transm ssion/reception wth the

data st or SPECHEN de¥chn BB pRATREPRER Used ekt erdnded: Fefitachs chigah be
naged Sk 4D S UL kO SRR SR prgcessi v
present first access key Kg; with the service keys #7008h and #70C8h
cofresponding to the application the utilization of that is
permitted to the manager G under the co-operation. The manager G
then supplies that final encoded result to the manager encoded
result with the service key #6048h corresponding to the application
the utilization of that is permitted to the manager F under the co-
operation. Thereafter, the manager G supplies to the manager'E the
encoded result based on the use of the service key #6048 the
encoding of that is performed by the manager F. Then the manager G
sequentially causes the manager E to encode that encoded result with
the service keys #5088h and #50C8h corresponding to the applications
the utilization of that is permitted to the manager E under the co-
operation. BAnd the manager G has supplied thereto from the manager
E that encoded result and uses it as a second access key Kg;.
In this case, in the IC card 2, using the common key Kir and
service key stored in its EEPROM 66, there is encoded the system key

according to the same procedure as that explained in connection with
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I nvention, there are recorded first authentication and second

aut hentication information that are used when the data $Sepgderdedd ce and
anot her information-processing apparatus perform data
transm ssi on/ reception therebetween, and code information defining 112 1
Sept enber 2004 each of a plurality of data the data storage device stores
therein; there is encoded the first authentication infornmation; and there
are output to the another information-processing apparatus the first

-aut henti gati on.i nkesumhhery cesodedre 1R da8sPRBcapiRRNLECAd RBy and
I nformation, and a prescribed itemof the code information. erefore,

wi t hout n&ReneaoRE #¢qest kaut-heReswdannly . i heoraent farh dfnbbe, managexs Bossi bl e
to supply.to anpt.her | nfornation- processing apparatus th

aut hent i cati %It}l&]%ﬁf 6‘?%%0913%5 tpﬁggﬁfl_s? @?le aé‘_ses%r%/o g? ‘g%dvfﬂﬁ%hgast ﬁg‘“&_ommnl y
accessi bl giseswtaeea heiebyso, bt the RESISRE forl AikFHIZent DR GRr-EXdsT ence of
the specific- accessible service and the commonly accessible service. In a

t hird i nf defiRiteienppersedsi vy appeanaguea- third i nformati on--processing
nmet hod, and a thh{d JIE)I’EEOﬁramtof t he r@sent jnvention, there is input the
first informatioftfafs PRHAFEITRESLAMTECEP S5 i RSTTAAEEER i%8n execut ed by

a correspapeesdimneigit theehcOhPSridabion MR EACERS BInGPRAEAL LIS Wi th
respect to the data storage device; there 1s produced, according to the

first - i nberfexriednat explhdnedygeing Hpat ,29 ecRerhlicafiyrathemanegar di ng t he
data trangm ssion/reception fhat .corres*gnds to & plurality of the other

i nf or mat’i OA- process??ﬁcgpgﬁp S FBRM BRI 8P % iR pit® F8TYHRE~ correspondi ng
ot her i nf qeiehiGRNPAAGRS R0, APHGIGR!, Ugsddha, SarPRdocdrlf or mation that has
been produced. Therefore, the third 1nformation-processing apparatus can

have i nput ther etodi Heéhehinanagey F can access the service-definition areas
#6008h and #6048h the accessing right to that is permitted to

itself. In addition, the manager F can also access the service-
definition area #5048h and #5088h with respect to that the manager E
has the service key and also access the service-definition area
#700C8h with respect to that the manager G has the service key.
Similarly, the manager G can access the service-definition areas
#7008h and #70C8h with respect to that the manager G itself has the
service key. In addition, the manager G can also access the
service-definition area #5088h and #50C8h with respect to that the
manager E has the service key and also access the service-definition
area #6048h with respect to that the manager F has the service key.
Incidentally, in the delivery and receipt of key such as
that illustrated in FIG. 29, it is impossible that the service key
itself of a certain manager will be known by the other managers.
Namely, it is impossible that the service keys #5008h, #5048h,
#5088h, and #50C8h of the manager E will be known by any one of the
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of use of the IC card that provides a plurality of services by a plurality
of enterprises. Thereby, the third infornation-processi h§epapihar 200 can
notify the settlenment information to a respective relevant one of the
enterprises. 113 1 Septenber 2004 Havi ng descri bed preferred enbodi nents of
the present invention with reference to the acconpanying drawings, it is
to be wunderstood that the present invention is not limted to the above-
ment i oned enbodi ments and that various changes and nodifications can be

effected pherpil P¥Ang. skl fdiyn i@asai,apa@ds&tafélttgq?g@tgéh is'agv:f_éé)'ﬂaﬁée Qe

spirit or scope of the present i1nvention as define e .appen
clai'nms. 14600BhSepd effifdsh 2004he’imnager F WALl deaksdwor hgeamewneeoDpteabl e to
communi cate with an infornation-pnocessing %Bgaratus coqgnisin . a first

storing aleRR9erfie? FicPuddsTitifor yEnit Mot IPLP sthadt 6PF iFPrXiea ¥¥d a second
first stophghraLeg #70ebyddnd In{a%gggfteawiy@'b%hk?&ﬁp ?)S}d%‘%:tcﬂgngﬂ?ﬂlfe' rst

aut hentication information with reSpect to the first™d e second
storing amasgews| BdindgFt hird data, which includes fourth data, the fourth
data bei ng associated with . .

The above-described series of processings can be executed
through the use of hardware but also be exécuted through the use of
software. When the series of processings are executed through the
use of software, the software may be installed from a recording
medium storing—the program therein into a computer that has an
exclusive piece of hardware in which the program constituting that
software is incorporated or into, for example, a general-purpose
perspnal computer that eﬁables executing various kinds of functions
by having installed therein various kinds of programs. Or that
software may be downloaded wia communication networks such as

_ cellular ﬁhone networks, the Internet, and the like.

That recording medium is constructed of a package medium;
etc. The package medium is the following medium that, as
illustrated in FIG. 2, 4, or 20, is distributed, separately from the
relevant computer, in order to provide a program to the user and
that has recorded therein the program. Namely, the medium consists
of the magnetic disk 45, 111, or 61 (including a floppy disk), the
optical disk 46, 112, or 162 (including CD-ROM (Compact Disk-Read
Only Memory), DVD (Digital Versatile bisk)), the magneto—optical
disk 47, 113, or 163 (including an MD (Mini-Disk)), or the
semiconductor memory 48, 114, or 164.

Also, in the specification of this patent application, the
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t he second data, and second. authentication information with respect to

the third data; a data input/output control operabl e to1Saptandder D04 dat a
comuni cati on between the data storage device and' the

i nf or mati on- processi ng apparatus, and (ii) mani pul ation of at |east one of
the first data and the third data by the information processi ng appar at us,
based on authentication information fromthe information-processing
apparatus, and at | east one of the first and second authentication

i nfor mat i steps andtaequhoaesating it progemikbeotdedpinadesréfadingrth data
based on the associated second data when the data input/output control

has per ni PE&ERT HBCH IR AL PIGReHr e BEQFoRF lagpeiadt ase tdmaafiieat ed the
second dab@scyted in. the ordde of R &LP: s}*&gﬂﬂfﬁ R85 0089€; eyl ge; according to
eaclh COI’lde ut ne

claim1l', of the first and se icatton i nformation
Those steps include, in addition, the pieces of processing that even

when not time-series executed are executed in parallel or
individually separately.

Additionally, in the specification of this patent
application, the system’répresents the entire apparatus that is
constructed of a plurality of devices.

In the data storage device and data storage method of the - - --
present invention, data is recorded in a first recording area for
recording therein first data and first authentication information
with respect to the ﬁirst data and in a second recording area for
recording therein second data and second authentication information
with respect to the second data; the input/output of the data with
respect to the information-processing apparatus is controlled;
according to the authenticatioﬁ information that has been input from
the information-processing apparatus and the first authentication
information and second authentication information it is determined
whether the transmission/reception of the first data and second data
should be performed with respect to the information-processing
"apparatus; of the first data and second data, according to the first
data and second data with regard to that it has been determined that
the transmission/reception of the data should be performed by the
data storage device with respect to the information-processing
apparatus, calculation process is executed; third data of the first

data recorded in the first recording area is recorded in association
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I ncl udes information Indicating whether read-out, wite-in, 115 1 Septenber
2004 addition, or subtraction processing with respect toSepienfber 2004 dat a
and the third data can be-executed; and 'the data input/output control is
operable to permt one or nore of the read-out, wite'-in, addition, or
subtraction processes based on the authentication information input from
the i nformation-processi ng apparatus and at | east one of the first and
second aut hentication information. 3. The data storage device according to

cl ai m l. _ witWhenaieh: a&kaC B£Ofnd BEcddd ahtg%ﬁom tihetﬁ%gagntg%éokﬁ]ﬁ{d;d.es an
application for providing a predeterm ned service, the application being

defi ned byrgaaeomdedporatiengheliimfermaitionepimceaning hepprajwes penipruni datias

operabl e tQ _determ ne which of the i cations shoul d be executed based
on the code con Sasﬁlﬁggr%cﬁpgﬁré OéTUngheeﬁ?ggétqa&ﬁ ?ﬂ?"&iﬁ’é‘t‘?"{)ﬁrf’ﬁ%’iﬁ *from the

i nfor mt i QkePhOsESS LR kc2PBat alo!She iR BXGCUl® LB APRELLALd ON. 4. The
data storage device according to claim.l , further conprising a second

menory op&rgbidivedysuping ithe gregatding arewrli dat iweoekillee tdatmswrenmbi cat i on
bet ween the data stora device and the informati onéfgr ocessi ng, apparatus,

t he -i nf or FECFHHY BB %§§%dtt’6‘ﬁ W CRSBICHINELY i TeSPTRM Sethpfirst and

aut hent i calnkeOBecdrdl PEFBYAIAR drealsed by the data input/output control to
control the data communication. 5. A data storage device, conprising: a

menory _hayi ng a Iepaciirnst Sm@mgeicar—@agmmgcappmatm,plfaget area, data in

the speci g o ot A0 AR 0] MR ASE PSRl AL DY ol of 'ehe! present
invention, there is controlled the inpgt/output of the data with
respect to the data storage device; there is recorded at least one
authentication information used for performing the transmission/
reception of a prescribed item of data that is included in the data
recorded in the data storage device; and in case the data
transmission/reception of the data storage device with respect to
the information-processing apparatus has been performed there is
separately recorded information indicating the contents of the data
transmission/reception every authentication information used for the
data transmission/reception. Therefore, data transmission/reception
with the data storage device can be performed, so that the
transactions can be managed every form of authentication.

In a second information-processing apparatus, second
information-processing method and second program of the present
invention, there are recorded first authentication and second
authentication information that are used when the data storage

device and another information-processing apparatus perform data

transmission/reception therebetween, and code information defining
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aut hentication information associated therewith, and data in the comon
storage area being accessible by way of second aut henti t&eptmbenb0d4rati on
associated therewith, and the 116 1 Septenber 2004 specific 'storage area
having |ink data associated with certain of the data stored in the conmon
area such that use of the first authentication information also enables
access to the certain data -in the commopn storage area. 6. A data storage
device according to claim5 , wherein the data in, the conmon storage,

area | nol Wieh a0 » EhECHILDI G naPRRYK ARDI LEAHIANAEDAL, TBLLE RSO

pur chase goo servi rom participatirng, entities
devi ce acadedens tocodei ané fiwhersitheainicdasson NgfenhatonyByndaheracLss to

the specific storage area by way of the first authentication information,
but neit r?é’FP‘c“hetOpB t |36’i°*p'%‘?‘f H‘tj‘f%ﬁ%ﬁtt‘-%é’rﬁ&?s%m%§8Pa%§t“t°*h‘éh%laft155tst or age

devi ce M IRLAREEESS theoldis5RIchhCa StRbaUE AL il Audal g St orage

devi ce according” to , erein t ectroni ¢ nmone€y application
in the conmfnrsdtdoageandaneprdseribatk ddeh @f ebs tatide Ofifdiiatdata in the
specific storage area such that the issuing entity may affect the

el ect r oni &he ﬁﬁ%@'}?raﬁbﬂ}%‘atmﬁﬁnﬁyt%ilﬁt eHEheRicataon Haverearionn

| nformat %owW t;Q;OEL é?%g%ié 9 %;'éﬁ?‘plg td Be. 5§ ?S?Hfdgaﬁ%%ttkg 1ion

i nformati on. conpr n storlng i ch incl udes

second dat;_:ﬁrpcesuinfgl apparatad ailiei aaﬁheaﬂld:aﬁ:.ahnﬁiﬁdmamérh vhaspact to the
'first data, in a first rrermr¥ of a data storage device, the first nenory
having a DEFPE3at §PF RFCHELINGHHE £LOTRRRYI A6FRFS IdeafRipice. Thereby,

it is possible to realize the co-existence of the specific-
accessible service and the commonly accessible service.
In a third information-processing apparatus, third

~ information-processing method, and a third program of the pfesent
invention, there is input the first information that regards the
data transmission/reception executed by a corresponding one of the
other information—proceésing apparatus with respect to the data
storage device; there is produced, according to the first
information that has been input, second information regarding the
data transmission/reception that corresponds to a plurality of the
other information-processing apparatus; and there is output to the
correstndihg other information-processing apparatus the second
information that has been produced. Therefore, thé third
information-processing apparatus can have input thereto the history
of use of the IC card that provides a plurality of services'by a
piurality of enterprises. Thereby, the third information-processing
apparatus can notify the settlement information to a respective

relevant one of the enterprises.
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storing third data, which includes fourth data, the fourth data being
associated with the second 'data, and second authenti caBeptenbaf 200vati on
with respect to the third data, in the second storing area of the first
menory; 117 1 Septenber 2004 controlling (i) data comuni cati on between the
data storage device .and an information-processing apparatus, and ii.)

mani pul ati on of at |east one of the first data and the third data by the

i nformati on-processi ng apparatus, based on authentication information from
the information-pracessing. par.at us: d..at _|eas ne of the first and
second. _aut hent | BRETSn O R TAP AR o R A RRohREEE Ty tPRFFSEPEh data based
on the ass@aintief weaoAserefitd &oMiRe ddrempadydnabli AANRE PCRS SkNgo apar at us
has mani pulated the s'e'cond data. 10. The method according to claim9 ,
wher ei n: Blarsgpod Hdat thet PaeRPedBYRPEIRhEhCEal Poirelntorhet Rbeie+ ncl udes

| nformati on_ .i.ndi ¢at ing.whet her. read-out., . wiite-in addition, or

subt r act | s SRR i sBRF T4 oke Gt p PN A8 Rrr o daca
~can be exgsWgdctedttherédie bpedhodxi urddiah £R€ landegi AEULSHE +9AE QlomOr € Of
the read-out, wite-in, addition, or subtraction processes based on the

" aut hent i the iseArinfar seeiconii Hpuprésent tthventioor antdeginegriocédsi ng

appar at usaaneqld%éclr ast. one of the first and second authentication

i nf or mat i F- ) e et hod according to claim9., wherein: each -of the
first data and the second data includes. an ,application for providing. a
predet erm ned service, the
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application being defined by a corresponding different code; and the nethod
further includes determ ning which of the applications1s$eptdntbeb@0@kecut ed
based on the code contained in the authentication information input from
the information- processing apparatus, and executing that application. 118
I Septenber 2004 12. The nmet hod accor di ng to claim9 , further conprising
storing' C‘ gf rratl on indicative of the data comrunicati on between the
data stor e and the information--processing apparatus in a second
menory of the data . storage device, the information being based on which
of the first and. second aut hentications information is used by the data
"input/output control-to control the data comrunication. 13. A storage
rredi um .includlng a softwared prdgkam ststpedgeher demichat ppetaipedl e of
‘controll | n rocessor f- dat evi erfor

conpri si ng Igmg?lo(?l ng fi rsttgdat agnv\,hl %ﬁlsﬁto%c ggog Jéﬁcedeng %g%gp

aut hent i catmpni sirfgor.mation with respect to the first' data |n a' "first
menory of-the daasoraedeg_lce, t he lrst ng % ﬁflrst %
area and a second5tbr fG°&Y ea®vst'8r ithg; lﬁﬁrﬁ ahte ﬁ/ﬁ?ﬁhafl 1B P r t h
dat a, thest@:u-_rrtghaiaiaa bei ng associated with the second data, and- second
aut hentication' "informatjon with respect to,the third _data, t he, second
storing area of thé"?’ﬁ %’fr%nﬁltﬁnegntar‘iﬂal [ h@c%'ﬂél%t 51585171?*‘#@&?@?11%
bet ween the datrarISidisAgR coh@Videt aaNtnan #iHsar NAlHHATREAEEsS| NYFaPRRE oS,
and (ii)  manipulation of at |east, one of the first data . and the'third

data by the i nfidiné&ESBRShr beekhe n@”er“ﬁpéjtaéﬁms apdsed on

the second storlng area including third data; which

ng

lncludes fourth data, the fourth data being associated with

the second data, andisecond.aﬁthenticatiOn information with

_respect to the third data;

a data.input/output control ppeiablé to control (iy data
C6mmuhicatiéh | bétween‘ the data storage dev1ce aﬁd' the'
1nformatlon proces51ng apparatus, and ({(ii) manlpulatlon of at

lleast one of .the first data and the third data’ by the
information-progessing apparatus, based on authentication
iﬁfd;matiqn' frdm the information-processing apparatus, and at

-least dna of the first and second auﬁhentication information;
and |

a processing unit operable to process the fourth data based
on the associated second data when the data inpdt/output control
has permitted the information-processing apparatus to

Amanipulated the second data.

2, The data storage device according to claim {7,

wherein:

each of the first and second authentication information

includes information .indicating whether read-out, write-in,
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aut hentication information fromthe information-processing apparatus, and
at |least one of the first and second authentication i nfi@epanbzn20edhd
processing the fourth data based. on the associated second data when the
i nf or mati on- processi ng apparatus has mani pul ated- the second data. 14.
wherein: The storage medium according to claim13 , 119 1 Septenber 2004

each of theydiidish, and §§9@P§c&l&nhe§%dé@sts'ﬁl@ '!P.Ltﬁ'[ @ééﬂ@ct' pg! L&‘ﬂ%s first

i nformatian |nd|cat|ng whet her .read-out; wite-in, addition,
subtract | 6 t5r G@esshagthith datspéen be ehecﬁtqa@x amﬂata and t he thl rd- dat a

can be execute@hea@gtghengggpgu{ h@%nﬂ n é?g%ﬁglégap%yﬁfgr ggr% of

the read-but, wite-in ofr ~'su tra | On "processe ased on

aut hent i catoiren iaff orubat i oreald‘rputt, f wantthin) nf adairatlcom panoce&sbtngactlon
flrst nd_s ‘aut henti cation

t | - .
apparat us and-atolepstogng, oo Uhsflrstand sseend, auhentication e
t he. flrsﬂndarmaamdn%pEOGEKHMHb(kﬁphrdtﬂ@luﬂﬁB £ B@m&tcaheoaffehepﬁqreilng

a - predetern1ned erv ication being defined by a :
correspon&]ﬁgsa T r%ﬁﬁh?ﬁﬁﬁ§£%%? g RECTBREHY f urt her i nclude - det er ni ni ng

whi ch of the ‘apptications should be executed based .on the code contai ned

'n the authenglcatlon |nf0rnaéégg é{grggefééggcetggéggy!%%n%glgﬂalm 1,
wherein:

each of the first dara and the second data includes an
applicarioh for providing a ﬁredetermined serviCe, - the
appllcatlon belng defined by a correspondlng ‘different code, and
. the pr008551ng unlt is operable to determlne which of the
éppllcatlons should be -éxecuted based on the code contalned-ln
-the authentlcatlon information ihput 'frem the 1nformatlon—

proce551ng apparatus, and to execute that appllcatlon

4. _ The data storage device accordlng to claim 1,
further comprlslng a second memory operable to store information
}ndlcatlve of the data eommunlcat;on between the data storage
device and the informatioﬁ—processing-apparatus, the information
being based on which of the first and 'second authentication
information is used by the data input/output control to control

the data communication.

5. A data storage device, comprising: a memory
having a specific storage area and a common storage area, data
in the specific storage area being accessible by way of first
authentication inforﬁatioh associated therewith, and data in the
common storage area beilng accessible by way of second

authentication information associated therewith, and the

16



processi ng apparatus, and executing that, application. 16. The storage
medi um according to claim 13, further conprising stori fgeptehdramaoddHn

i ndicative of the data comruni cati on between the data storage device and
the information-processing apparatus-in a second nenory of the data
storage device, the information being based on which of the first and

second aut henticati.on informatigon is used . by the data ., input/output control
to control Sli’.ehcel%'é_:t & CORTh Tt 3?15}‘{1“197.19%&&‘ | St Al TSt €55 th S Hp e At us
operabl e tef ey fduta dabaeGONUBhE atbrion Wirddd auddt ahgtonageotevh€esirst
conprising:. 120 1 Septenber_ 2004 a dat.a i nput/output control operable to
control daE- " TIHIEAEERt i FER1PRe d&Ca L ESe devATe; toa ther steTietidt v

oper abl e tqnist anethgsggﬁﬁéﬂesma@%mair@gt,i on .information, which may. be
used for enabling communication of - data corresponding to the respective
aut hentication information from anong data stored in the data storage

device; and a second memor y, opgrablest9sst g6 bof QEEBLESN: 1 Rdi catiiwe of
the- data' -communi cation between the infornmation--processing- apparatus and
the. data Wiegdge §8¢i céataheln nfitherat¢umopei ngovrganiaeea |inchylasci am on
wth the'r ' Nt Lon. i mat.j 1% T :

I nfornmat i oe%-%%?%tggggi %ghggpékg?%%%%ﬂoﬁdﬁ]%%dtyg%c z];|§ Sn%dlg‘,éo f l%]f_%hlearse goods
conpri si nginca sseivécesr foperzxdta ctipaséhgecentitiad n of the information

stored in the second nenory, based on a particular -one of the respective

aut hentication infornmation;, and o
7. A data storage device according to claim 6

wherein an issuing enfity may gain access to. the specific
storage area by way of the first authentication information, but
.neither the participating entities nor a .user of the data

storage device may gain accéss to the specific storage area.

8. A data storage devicé according to claim 7 ,
whérein the electxohic ﬁpnéy application in the coﬁmog storage
area is linked to‘éertéiq of the data in the specific storage
area such that the issuing  entiﬁy' may affect .the electronic
money application by way of fhe first authenticafion_information

without requiring use of the second authentication information.

9. A method, comprising:

storing first déta, which includes second data, and first
authentiqation informétion with respect to the first data, in a
first memory of a data storage device, the first memory having a
first storing area and a second storing area;

storing third data, which includes fourth data, the fourth
data 'being associated with the second data, 'and second
authentication information with respect to the third data, in

the second storing area of the first memory;
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an out put control operable to control the output of the selected.
information to one or nore other information-processing1 Sepfemtar2604 19. The
i nformation-processing apparatus according to claim18, further conprising
an encoder operable to encode at ‘| east sone of the authentication

i nformation used in connection wth the data coenmuni cati on between the

i nformati on-processi ng, apparatus and the data storage device, wherein the
out put controlc_?IEtQ%%t%ﬁér (dpefabp ecommuvinatdiont hetgaeputhef dahe epeours
aut henti cajtplcd Nf QraAL LAN 40 FLhRL PG 0L TS 59 he%ﬁ %&%&g@tlog%xprogﬁﬁflng
apparatus. 20, The information-processing appardtus according 1o cldi'm 19,
wher ei n:  123niPSadtionbert 2804 lehet sepend firertor yEisst f datdermndpertabl ehimod

store codeg.4.0f oroat i pn. i ndi ive.of the data stored in.the data storage
devi ce; an%laﬁ:e; Iibg’ﬁt pﬁk?e co(r%?r%% -%gl-(?%r}%%ecresg’ﬁggabl'%,p]?faor.an%Lbsri_tro aPﬁi Siit put
of the codeuihdrdrimattion . tinfdmadienor fmme other infbamnadlibnrpPsasesiFiag

appar at us. The information-processing apparatus according  to claim
20, V\hereiarlﬁls%.grattr?eg"dat%néto?{égelggg}gceofﬁcl L-deegs:g}é':“’_ ,%éﬁﬁ?:y I‘?g'\ﬂ ng®&Fond

speci fi ¢ stwhtege: iaaed onabaf o @ncOMN agtor age area, data in -the .specific
storage area being access fiirst . authentication

i or et on asSROLSEE4TE hePBwEHEtAndAtA HAR AE BT Sy c e
bei ng accedssisbl ehdry vwhy ahfseretlbihenrlsiséali GpparbeuERHAN RSSO Bied
therew t h..;the second data. | |

1o, ' The metﬁod accdrding to claim 9 , wherein: _

each ‘of the first and second authentication infofmatioﬁ'
'inciudés informatiqn indicating whether read-out, write-in,
'addition} ér'subtraction.proceésing with respect to the fi?ét
“data and the third data can be executed; and. | .

the H@théd further includes executing one ;ﬁ: more'éf ‘the
'read—out, write-in, addition, or subtraction proéesses based on
the 'authenfication information input from the information-
pfocessiﬁQ apparatus and at least one of the first and second

authentication information.

11. The method according to claim 9., wherein:
each 6f the first data and the second data includes an
-application for providing. a predetermined service, the
applicationfbeing defined by a corresponding different codé; and
' the method further includes determining Which of the
applications should be executed based on the code contained in
the authentication information input from the information-

processing apparatus, and executing that application.
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the encoder is operable to,encode the first authentication. information
used in connection with the, data conmuni cati on betweehStpember 2004

i nformati on-processi ng apparatus and the data' storage device;, and the
output control is operable to control the output of the code information
‘concerning the data stored. .in the specific' storage area of the-data

st orage devi ce ;tp the one or r ‘her _ infatpation- ssi.ng qr at us.
22. A net hod, ”_cloztr)fpri si ng: cg‘rﬁréfoﬁ?%g@daatéacggggﬁﬁun?égaglgﬁﬁbetgmieeﬁf%%her
i nf or mat i arpomriedessi ngtappey at unfandatidat a istdiraagd veevi 08; udieng data
respective, aut henti.cation i:nformation stored in a_ first nmenory of the
i nf or mat i Ocﬁ?%“ﬁfgggggﬁﬁﬁ apq)p%rwgteﬂs ttc;leenagﬁéa c %T%ﬁ‘gsati S dat X t%?
cor r espondinfgrinatiba-pespesdine appadaenti dat iaorsdodhdr Moy bEomrhanaagadat a
stored in the data, storage device; and 122 1 Septenber 2004.storing :
i nf or mat i 6T FARGCCATVE DT Fhe dRFRTRBRhehi O5EPEn BRsiSkeefn (idch of " the

i nf or mat i GirRrOGRSSisRGoaRPaAnBhEST ARk 1 URAmskehAde sdakkaesiyN tReSaaeRd
menory of -the information-processin apparatus, the information. being
or gani zed JPRULLSBEPYE | ePP A dIh o ﬁ@ngégbe@%‘? VR BB CRBRERE SR FBPR i nf or mat i on.
23. The. .rethod according to claim.22, further conprising: . selecting.
certain of .the information stored in -the second nenory' based on a
particul ar autBéntication infor n#iqge angedium  .including a software

program stored thereon that is capable of controlling a
.p;oce$$or of A daté storégé device tolperfbrm steps, comprising:
 §thihg first détgi which includes second data, and-fifst
authéntipéfiqn information with respect to thé.fiist data, .in a’
3 fi;sp“memory.bf the daté.sto;age-deyi¢e, the first memory having
a first'stéring area and a second storing area; '
AA ﬁstofing,thirdrdaté} which inciudeg fourth data,.tﬁe fourth
. data bging _associéﬁéq with the second data, and second
aﬁtﬁenticatioh infofﬁétioniwith respect to the third data, in
‘the second storing area of the first memory; -
.‘ éont;olling (i) datarqommﬁnication between the data  storage
devicé and an _informatién-processing apparatus, and (ii)
mapipﬁ;étién of at least one of the first data and the third
- data by the information-processing apparatus, based on
authentication' information from the informatibn-processing
apparatus, and at least one of the first and second
authentication information; and '
p;ocessing the fourth data based.on the associated second
data when the information—processing apparatus has manipulated

the second data.

14. The storage medium according to claim 13,
wherein:
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The met hod according to claim 23, .further. .the respective outputting the
selected information to one or nore other .informationdSepteater 2004
apparatus 24. conprising: encoding at |east sonme of the used in connection
with the data information--processing apparatus and controlling the output
information to the one or apparatus. 25. conprising: one of

aut henti cati on uRhOrJRL AR EOMIRINLERL IR G S dlia AR ohhey dalda sl age

devi ce; of the encoded aut hentication nore ot | nf or mati on- processi’ng
The net hodre;dedﬁdl ngnﬁgrmamm 24indigathieg swbekhgrcodeadindwr matwWwitei—Ant he

second - l)ééelhhe Crodg rg%tl e%%ll tlhyechof %%ecqatgostt re(hrgtt he

dat a storage vi'ce con ror 1 i ng codé’in ormat on to
t he one oiatmoaedotherthnfd)rdmial @tanpbecexemmtgada,pra'mrdat us. 123

the steps further 1nclud1ng executlng one or more of the

read out wrlte 1n, addltlon, or subtractlon processes based on

_'the authentlcatlon information 1nput from the informatione‘
'process1ng apparatus and at least one’ of the first and second

authentlcatlon 1nformatlon

' 15, ' The storaoe' medium according to claim 13,
wherein | ' '

each of the flrst data and the second data ‘includes ‘an
:appllcatlon for prov1d1ng a - predetermlned serv1ce, the
‘appllcatlon being deflned by a correspondlng different code,_and
the. steps :further 1nclude determlnlng whlch of the
oappllcatlons should be executed based on the code contained in
'.the authentlcatlon information ;nput, from -the information-

-proce551ng apparatus, and executiag that application.

le6. The storage medium accordlng to clalm 13,
further compr1s1ng storlng 1nformat10n indicative of the data
communication between the data Storage device and the
inﬁormation-processing apparatﬁs in a second memory of the data
storage device, the information being based on which of the
first and secohd authentication information is used by the data

input/output control to control the data communication.

17. An information—processing apparatus operable to
perform data communication ‘with a data storage device,

comprising:
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1 Septenber 2004 26'. The nethod according to claim25, wherein: the data
storage device includes: a nenory having' a. specific $tBepagbeatédt and 'a
common storage area, data in the Specific storage area being accessible by
way of first authentication information associated therewith, and. data in
the commopn storage area being accessible' by way of second

authenticatiog | aLof i 0N ARSAGKA! dnt DT eW g bt ap1and ddhe donebRodahst her

i ncl udes encodi ng.--the first authentication information used in connection
Wit h' t hecdamanicapiemivtidti ¢hebdehrentetaged Weyiwati on- processi ng appar at us

and the data st ot devj ce, rol ling:thg of .1, de..
I nformati oh coélcg-?gg%gﬁgﬁl§ﬁ% gg‘?“égﬂs% o&edé?%% g‘?éﬁs%cg%}f i caét'?%rn gggg‘é%%% of
the data shévageticevi ebith tlay ome osednofoer otwesliny ocomtimicgricressing

apparatus.,.' 27. A storage' nediumincluding a .sqftware, progr.am _stored
Chereon t HAE2] SOFERRREFETR Conthol FPRE G brocilatmigragton 1htornabish

i nf or mat i RoRr OEQSE | diEARRdralUSnt Dhpeddr ate ratyepdevioaprdrsd ng:

control ling data- conmuni cation betWﬁen the -inforpati on praqc ssig?. £
appar at us: and & TRTPSIHTUYY FRFrERIe: BSI REOT R sHEA T LB 1 CELETHn°

i nformati eAeSt A=@d | Ncdumidilcslt i BRNMD e tkehne thenf ol AEd ir@it-iRNoped8kBeing: -
apparatus to enable -comuni cation of  data cqorresponding _to the respective
- aut hent | BBPRBRLYT 8RAatih F#bn SHBR§IBARVECEr ed i +RECHR E Ot Bgé@‘é

devi ce; apdgstPrddg i f Qs@8LienibMdigall Venal togpsat By oMt it88ion
between the - i nformation-processing apparatus and the data storage device
in a secohﬂfﬁﬁﬁﬁﬁﬁp%ﬁ t he information-processing '

ig. . The informétion-proéessing appératus according

to-qléiﬁ 17, furthér cbmprisiné: ' A '

a sélédtor 6pe;able to select éertaih-of the information
j$t6red‘ih thé second memory,baégd bg a pérticular Qpeigf the
‘.iespective_aﬁtheh#iéatipn infdimationf and

| an output 'qontfél bpe#ab}e to .coﬁtiol the -output of the
:éeleéﬁéd-infqrﬁation to one or more other infofmation—processihg

apparatus.

19, The info&métionmprocessing abparatus according
to claim 18, further comprising an eﬁcoder operable to encode at
léast some of the authentication information used in connection
with the data communication between the information-processing
apparatus ‘and the data sﬁorage device, wherein the output
control is further operable to control the output of the 9ncodéd
authentication information to the one or more other information-

processing apparatus.

20. The information-processing apparatus according
to claim 19, wherein:
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apparatus,, the information being organized in association with the
rggpect ive authentication information. 124 | Septenber 2@2ptedtber 2004
storage nedi um according to claim27 further conprising:. selecting
certain of the information stored in the second nenory based on a
particular one of the respective authentication information; and'

outputting the tseé eer@ngnf %ﬂg}yonlg 0. ﬁplcg%er i ngeQ%g%l og pgg ?s?ll n&le
appar at us. 9." The .storage nedi um accordi Rg. 2 er
conpri si ngtn ing akndigadiveomd ofhe hdatat héﬂteataunorthenfctﬂtmatsmag,leed

formation

in connectdie«;)@é@tlg1 ishe data conmuni cation between the in

processi ng ' appar atnus and the data storage device; and controlling the
out put of the édeodedtraut H-emttlr@étlnm ﬁurft@tem'atbp@r?lbbethﬁ oaenaiéonor&he
ot her inf J@d on pro Si rat 30.. The storage nedium_ .
accor di ngq{o S ai mlgzggﬁéur%1 er m%%??ls?nan storiY cHBE i RFor Bt orP5He X he
second nemﬁprﬂtaheoooueocemmgmﬂprpematnmcat|ve of the data stored in the
data storage device; and controlling the.output of the code information to .
the one. or nore other infornmation-processing apparatus. 31. The storage
medi um accor di-2g - to claim 3fe AndFREeiBion- proce351ng apparatus accordlng

to clalm 20 whereln
the data storage device includes: a memory having a
' specifio storage area. and a common storage area, data in the
'specific - storage area being acce551ble by way of. first~ﬁ
authentlcatlon 1nformatlon ‘associated therew1th and data in the
icommon storage area belng -acce351ble by way of second
authentlcatlon 1nformat10n assoc1ated therew1th ' |
' the encoder is operable to ~encode the flrst authentlcatlon_
'1nformatlon used in connectlon wrth the’ data communlcatlon
.between .the 1nformat10n—processrng apparatusl and the data’
' storage device; and ' ' _
‘the output oootrol is operable to control the output of the
code information concerning the data stored in :the speoific'
storage area of the data storage device to the one or more other

information-processing apparatus.

22. A method, comprising:

controlling data communication between an information-
processing apparatus and a data storage device;

using respective authentication information stored in a
first memory of the information-processing apparatus to enable
communication of data corresponding to the .respectlve
authentlcatlon 1nformat10n from among data stored in the data

storage device; and
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the data storage device includes: a nenory having a specific storage area
and a common storage area, data in the specific storagé Sepeniizei2004
accessible by way of first authentication information associated _
therewith, and data in the 125 1 Septenber 2004 commpn storage area .bein g
accessi bl e by wa f. y -authentication informati on associ ated therewith; and
the steps furthtfodimg udief ormarimat i bndised vien DEL when ddiea enomnlungcaﬂ:tbon

connecti o he.£d.rs ornatlon--proce55|n st o . _deyi ce,
and appar %%E&%e%on %ut nf‘?ﬂ&cgﬁmn " PERGTRTMT T at F1OfF Hhd! ¥ heP atg‘g'L daca
control I nthItﬁege)qu)urtceofm he secdmd nfatarat iocan m@noﬁ?rﬂa:lrﬂ@tlbhepd@&@sﬁrﬁj ed

t he data storage
in the Speé:ﬁgal.é:atsw}s?r ee Péirn?ertlon beaing organized in assocu.at:l.on with

the respectlve authentlcatlon information.

23, The method according to olaim .22, further
coﬁprlslng ' . | l

selectlng oertaln of the 1nformatlon stored ln the second
memory based on a partlcular one of -the respectlve

authentlcatlon lnformatlon, and

outputtlng the selected 1nformatlon to one or more other

flnformatlon proce551ng apparatus

241 S The method- according to ”clainl'23, further.

N céomprising: ' ' |
~ encoding at’ leaSt some of the authentioatioh._information
iused in connectlon w1th the data oommunication .betweeh the
1nformatlon~proce551ng apparatus and the data ‘storage dev1ce,

end '

controlling the oﬁtput of -the encoded authentication
..information to the one of more other ihfotmation-processing

apparatus.

25. The method according to claim 24, further
comprising: ‘

storing code information in the second memory, the code
information indicative of the data stored in the data storage
device; and

controlling the output of the code information to the one

or more other information~processing apparatus.

i23



device to the '"one or nore other information-processing apparatus. 32, a
data storage device storage area and, a commopn storage &SeptemiieoPdid i on
area including a ne storage. area, being accessible. -by way associated
therewi th, and being accessible by . way information associated therewth,
having |ink data associated with' certain' of the data stored in the common

area such that zee of the fhéshetidheridoedihnto - &0k 78l GReabsn: enabl es’
access to the certain’ "'data in the conmon storage area;, and an .
i nf or mati:on- pr 6C&ssiRG2apfaratde ofEFd e GRS : cofmmFEare WaHashe adat a

storage deipidd A o g S50 hRE aWHEM CAtd Qe | HE Mabbeg thenglo,
and (ii) acceéss the certain data stored in the cormon storage -area through
the |ink dBRSFIHC t FECHPOEI f iarest ohggadar @éscsyspbésenbiyng walve fafr stfirst
aUthentiCegdﬁﬂénﬂigggggﬁtEQPO&&%EE&H(Egéﬁdiggﬁag@hgfgﬁfﬁh, and,défa in ﬁhe
¢omﬁoﬁ stofage area being accessible by way of second
‘authentication information associated therewith; and o
|  the"‘me£hpd fﬁrthép inciUdes encodiﬁg the first
faﬁthéﬁficatibn’-iﬂférmétioﬁ used in :coﬁhectibn. with the data
cbmmhniéatidn between the iﬁEOrmaiioh-prqcessing apparatus and
' the data storage déﬁice} and |
'édntrolliﬁd the output of the code information concerning.
ftﬁe-dafa stored in'the.specific stbragé area of the data storage
device to -the one or mbfe. other inﬁdrmafiohjﬁroces;ipg‘

apparatﬁs{

27. : . .a sﬁdrage'medium inélgding a software program
stored fhefeon that 1is papable of pontrdll;ng a proCessof of an
information-processing apparatus to perform steps, chpriéing:.

controlling data'VCOmmunibation between the -inforﬁafion—
pfoée;Sing.apparatus and a data storage device;

using respective authentication information stored in a
first memory of the informatiqn—proéessing apparatus to enable

: cbmmﬁnication of data éorrespohding to the respective
faﬁthenﬁication information from among data stored in the data
storage dévice; and

storing information indicative of the data communication
between the -informétion—processing apparatus and the data
étorage device in a second memory of the information-processing
apparatus, the information being organized in association with

the respective authentication information.
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[ [ [ |l aim 32 , wherein the data in
ta communi cati on system accordi ng tp o _ :
?ﬁe éog’?mn storage area includes an A data 'communi catlﬁ)ﬁepgeggntm![rrm?:l data in
conprising: a specific data in the specific of first authenticatio al
thremcommn'stor age of second authentication and the specLthc ?r;orggeh%d
o pur chase_doads. and servicss Proebartlel B | RSECALrE oo 3alaAndara,
goods and service ! - " les? 3 (

Egmpmu:lfggfﬁgﬁgﬁﬁq &W@ééﬁﬂgng to claim 33, -wherein an issuing entity nmay

I f 1 f the first
[ ‘tot fi .orage area by way of _ t
gﬁlt Reﬁtcfggtsi on. iﬁcﬁgpor#-rgéﬁgnéﬁt htg‘re _tﬂé%lorﬁ‘ei‘rttlloél paoTRg et |1;If;eie§s¢£acs)r?gge
user of thé"¥¥M%y sborade device myarwﬂa&cceéﬁetzéa?ét(};%ﬁﬁﬁ%‘?%%‘?‘%%ihve :

: < Lb..-Storage area-storage area / _ ( _
2;§?ém3gécoa3{iﬁhﬁ\g%§%gyé?3?ml?ﬁ ST oPE noney appli cat | onhl n tshﬁi ﬁomglr)\tr]i Itf/
linked to certaPntpittheg dehe séTeddiel SREGhhe1SHCR DAL 4De [ Ssuing enti
Ty affect Lhecelecl S RS : |

29, . The storage medium achrdingf to claim 28,
further comprising: | | .' | | o

encoding at iééét some of the authenticatipn. info;mation
-ﬁéeq in connéction with the data communication between the
'informationépréqessing_:appératus and the data 'sfo:agé device;
and’ ; , ‘ _
‘ '.¢Optrollin§ the output of 'the- éﬁcéded ‘authentication
information to the one  or :more other ipformétionﬁpfocéssing'

. apparatus:

30. o Thg“storagé medium écqording to c;aim 29 ’
" further comprising: ' _ :

_ sfpring code infprmétion in the ;ecbhd memory, Ehe code
information indicative of the data stored in the data storage
device; and _

controlling the 6utput of the code information to the one

or more other information—processing apparatus.

31, The storage medium according to c¢laim 30,
wherein: _ |

the data storage device includes: a memory havihg a
specific storage area and a common storage area, data in the
specific storage éreé being accessible by way of first

authentication information éssbciated therewith, and data in the
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[ [ [ I nformati on wi t hout
[ [ by way of the first-authentication in _
?28{1: (r:?;lgozseyof %/he second, authentication ..infornmatil Geptehitzh 200ATA

S
STORAGE DEVI CE AND DATA STORAGE METHOD, | NFORVATI ON- PROCESSI NG APPARATU

AND | NFORVATI ON- PROCESSI NG NETHCD, AND PROGRANIABSTFACT;S?VFEE E;ﬁCtg?gSFS?
ohi e ensur tag.the. seout ey uih teoneg AREREIENS) £ Al ne6 Pt nascand
\(I:\ginl’rgnegfgglag? hggg%)cr%%g#{}{ f&%sfvc\’ﬁir%’&éanl T searatdlasheegist Rf eghd herein an

1 ' - i.fic area thereof has
electronic-valuetn@rﬁfﬁﬁgﬂﬁhﬂﬂhekoin%Qgngchggg . Eﬁﬁiéﬂt s@tthentication

' ' ] i fic-accessi bl e Sérvi ‘ :
Egg?fggggﬁdﬁﬁgg{%@%@rﬁﬁﬁ% W-Bh ¢empedti cno wwh eh copm® n![dé}c%;f%gﬁlg%ga?g%%?ed
i NN i £iC- SSi service poin . i
e b e P A O B B S a8 AP AR | 0 O Toms s

[ : riser. ( : .
Ibgtthheexg(r:lhfe_é‘gra@:ﬁ‘ri’@v&%peénﬁi c key A registered in the conpany A's

' " ' -operating .

' atdes: r n each of fhe respective co-oj ( -
E:g:rgaﬂfgsafp?:ﬁ nal tég%\grgggus’t,h%vmot -%_p?'lgs‘r? ct?kl%-f‘l’féﬁ céﬂﬁ@ﬁhqtlffﬁe@?dgioﬁ%%
el ectroni ¢ ¥ $&taomtpredbinathe osp@fme;ssslt@%ab?hg?§§: é)kgg:(%%u 1, & commor

' £4.ckhergj n. t,:to the processi t 15 -execul L
keg (rag'?l fgﬁeﬁg%pecﬁ i ci-:ls%ceggfabl ElserfR p@%-h%r regﬁstaa?d?]r:mﬁgt&ssllé}g
;Segific vara@é'{arﬁﬁt-iﬁ-term nal apparatus has no accessing right. | g. !

32;H - A data cbmmunication system, cdmprising:

a data storage'dévice inclﬁding a memory ﬁaving a specific'
sﬁprégé area and & common storage area, data in the specific
‘storage afea"being .aécéésible_-by way of first -autﬁenticétion

'.information.associated‘thefewith, and data in the commdn-stqfage

" area beihg_ accessible by - way of second 'authentiCaEiOH
information associated therewith, and the spécifiélstorabefafea
having link data aSsociéted with‘certain_df the data-stbred in
the lcommbn"area such that use of the first authentiéation
-inforfation also enables access to the certain data in the
common storage area; and

aﬁ information—prqcessing ‘apparatus operable to (1)
cbmmuhicate with the data storage device by way of presenting
authentication ‘information thereto, and (ii) access the certain
data stored in the common storage area through the link data of
the specific storage area by presenting the first authentication

information to the data storage device.

33. A data communication system according to claim

32, wherein the data in the common storage area includes an
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electronic money application that may be used to purchasergbods

arid services from participating entities.

34ﬂ A data communlcatlon system according to clalm
‘33, whereln an issuing entlty may gain access to the spec1flc
storage area by way of the flrst authentlcatlon 1nformat10n, but’
nelther the partlclpatlng entltles nor a user of the data

“storage.dev1ce may. gain acdess to the.specific storage arga;'

35. A data communiéatidn system according to ciaim
34, wherein thé' eiecf;onic ﬁoney- application in the common
Jsfotaéa drea is linked to céftaia of the data dn thé specific
storage ;area such that the issding entity may affebt the
electronlc money appllcatlon by way of the flrst -authentication

7:1nformatlon W1thout requlrlng use of the second authentication

'ulnformatlon
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