WO 01/91412 PCT/1LA /00471 METHOD OF SURVEI LLI NG | NTERNET COMVUNI CATI ON
BACKGROUND OF THE | NVENTI ON The present invention is directed to a nethod

and syst f abling surveillance and nonitoring of networks
conmuni cgﬁoooﬁ/?lgl?/ anal ysis of data 5 traversing therethr 567\3/2'?‘”&’%@%

anmount of traffic is flow ng through today's conputer networks, not all of
whi ch is benign. Thus, an owner or supervisor of a given network nay be
nost interested to be able to track or "listen in" in real time in order to

ef fectivel y MEYHODOR'SURVEHSING INTERNETOOMMENEATRON 07 i ng or 10
surveillance can be achi eved by connecting a probe to the network in order

to nonitor data traveling between two of nore nodes (e.g., user

wor kst at BAGHGROUNB OF {FHE INVENTIONy st em wher e communi cati on between two
nodes is in a formof discrete packets, the network probe can "read" a
packet of data in order to 15 gather information, such as regarding the
sources and ! eregentinuantion iadirestssde amethasl aad Bestemdior enebinmt ocol of the
packet. In addition, statistical and related information can be conputed
such assuiveillanee agd roonitarireg ofmetworks edmtuafcations byaregydigbnd4taot ocol type
during a given period of tinme, or the total nunber of packets being sent

to og ffrgvér@,mgqﬁgretﬁml@ﬁ_nfornation may be 20 reported to a system
adm nistrator in real-tinme, or may be stored for later analysis. Various

attenpts have already been made in this direction. For
A huge amount of traffic is flowing through today's computer networks,

not all of which is benign. Thus, an owner or supervisor of a given network
may be most interested to be able to track or "listen in" in real time in order to
effectively monitor and/or secure the network. Such monitoring or

10  surveillance can be achieved by connecting a probe to the network in order to
monitor data traveling between two of more nodes (e.g., user workstations)

on the network.

In a system where communication between two nodes is in a form of

discrete packets, the network probe can "read" a packet of data in order to

15 gather information, such as regarding the sources and the destination
addresses of the packet, or the protocol of the packet. In addition, statistical
and related information can be computed such as the average or total amount
of traffic of a certain protocol type during a given period of time, or the total
number of packets being sent to or from a node. This information may be

20 reported to a system administrator in real-time, or may be stored for later

analysis.

Various attempts have already been made in this direction. For

example, Clear View Network Window, a software program available from



exanple, Cear View Network Wndow, a software program avail abI e fromWD
01/91412 PCT/1LG /00471 2 O ear Communications Corporation,

Li ncol nshiypQqpoldih-» U S. A allegedly offers predictivel pf’?f‘ﬁﬁdl?‘ﬁﬂl
mai nt enance, intel | | gent root-cause analysis, and proof-of-quality

reports. However, the out put S de5| gned for network fault 5 managenent,
which is not the same as "tapping” into a communication between nodes in
t he network. Thus, the C earview sy§tem does not allow nonitoring of data
transferred between two nodes in the network with regard to contents or
characteristics. Livernore National Laboratory, Livernore, , U S A

devel op : p, . o] uters of the
u S Dg%g?tdnde?ﬂ'?lm}é%h@;s %&P%%%gné@gl ng S%Pet . gﬁ&\‘g’gﬁgﬁytravel across a
| ocal ar a net United States used one of these prograns,
known aS ?fﬁ&fe%t'&?{tvma&ﬁeﬁamﬁmfm@needate'\l?@ N PGy SerANAYRE At i ons of a
suspected conputer hacker who had been breaking into conputer systens at

t he U. ropéphouatiytreports fHoueears theaputpMisAesiuned fonnetwankdgulhm uses a
network probe to read all packets that travel over a network and then

" st @ esthahgemient, avHiEt isamotithe daneoaamapsiayalbas a.comrbunigaliogonput er  program
can then be witten to read through the stored data, and to display only

predef | fadlesh HAITh S heRIRE PO, thd BISHTRY Sferiliohensgfuan | nter esti ng

pi ece o ormation is rescanned and a specific

number r%nl gr?néa 8% gata traon% er?gd %etV\l?c—:-oetnhtvvsc>I rqoedses in tne network with regard

to contents or characteristics.

Livermore National Laboratory, Livermote, Cal., U.S.A, developed a

10  group of computer programs to protect the computers of the U.S. Department
of Energy by "sniffing" data packets that travel across a local area network.
The United States Navy used one of these programs, known as the "iWatch"
program, in order to wiretap on communications of a suspected computer
hacker who had been breaking into computer systems at the U.S. Department

15  of Defense and NASA. The iWatch program uses a network probe to read all
packets that travel over a network and then "stores” this information in a
common database. A simple computer program can then be written to read
through the stored data, and to display only predefined "interesting” pieces of

information.

20 Whenever an interesting piece of information is found, the stored data is
rescanned and a specific number of characters located at both sides of the

"interesting” piece are reported. These interesting characters are then



"interesting" piece are reported. These interesting characters are then WO
01/91412 PCT/1L01/00471 3 reviewed in order to determ ne the content of

the nmess:e Ogﬁqus_ed as a guide to future nonitoring acti,(w'r/tm/(gm;mi]s system
is restricted to history anal yze of user activities and does not enabl e

conplete "tapping" of all user activities and full simulation of the users
surfing activity. Three major problgns are encountered in the way of
achieving continuous and reliable tracking: (a) Individual browsers do not
report all the activities performed to a 10 web server. For exanple, when
a browser | oads web pages fromits browser cache space or froma proxy

Ser Ver el fowdehf didér %%?grﬁﬁggéﬁ%oh%rﬂw the AERLEge WRH L3BHWA ot Nrough the

cyberspace autostrade; i cation prograns designed to perform
5.web browser of one manufacturer are usually not

certain,f ures by . .
conpat i 'gg\gﬁ{“ﬁuret'ﬁ%' Or%%‘?t%ttyur ed by another vendor because browser
interface nechanisns are different and proprietary to each one of them

and (c) | nding diabmiys QusAEe SN sidrgiahaly28 W Biksr AGtiWRL S8d eSS I N a
non-systematic order In other words, with regard to a given web 20 server,

2 PEECSH 10 obRAUSLINAS2B0ECEAL) Pt Aol SUPSRAHANint RAiFRbr b P ocessi ng

requests, control "ov
users surfing activity.
Three major problems are encountered in the way of achieving

continuous and reliable tracking:

(a) Individual browsers do not report all the activities performed to a
10 web server. For example, when a browser loads web pages from its
browser cache space or from a proxy server, it does not send
requests to any "remote" web server through the cyberspace

autostrade;

(b) Application programs designed to perform certain features by
15 web browser of one manufacturer are usually not compatible with
those manufactured by another vendor because browser interface

mechanisms are different and proprietary to each one of them; and

(¢) Individual browsers send their requests to web servers in a
non-systematic order In other words, with regard to a given web
20 server, a preceding request has no relation to a subsequent
request. In processing of requests, a web site has no control over

the sequences of the requests.



t he sequences of the requests. WO 01/91412 PCT/1L01/00-171 4 In an attenpt
to overcome these problems, US Patent No. 5,951,643 refers to a mechani sm

for deper%ié\m ¥;494 9ani zi ng and managi ng i nformation for f-gni zation
and tracking anong nultiple consunmer browsers. 5 However, |s so ution is
limted to tracking activities of identified users, who agreed to be
"tapped" and willingly cooperated and be connected to the host with

designated application. It is thus the prinme object of the invention to
provide a nmonitoring and surveillance nethod and system enabling network
comuni cation suppliers |o to tap any user connected to the network. It is
a further @bprettenipt theveroead thesetpmoplens, WS Bateappion§, 9t 6édol ogy

enabl i ng network comruni cation suppliers to watch in real tinme all user

activi réfeps Wa hfécﬁ@ﬁl%fd?iiép%d@bl}eérg‘aﬁrzhg aid imainaghtg infortnatioher obj ect  of
the invention to enable web-site owner to 15 nonitor and tap users

o't ne "9 dek AphohriiReRbh Snd HACKRG Ahods S o BE R i cat i on'

line by network probe termnal ("terminal agent") sinulating a browser
("ogi gi nal Huvaweerthis sitition tsylirafte@t@iraeking ectivitied ofideatifipd usensy t he st eps
of accessing the network communication line, tracing TCP/IP data packets

rout ed iy 048R445 BeCRIPPEY SRl Wflirghy Eoosetheidritbe connected to the

host with designated application.

[t is thus the prime object of the invention to provide a monitoring and
surveillance method and system enabling network communication suppliers

10 to tap any user connected to the network.

It is a further object of the invention to provide a tapping methodology
enabling network communication suppliers to watch in real time all user

activities while communicating a net work.

It is a still further object of the invention to enable web-site owner to

15 monitor and tap users contacting their web site

SUMMARY OF THE INVENTION
Thus provided according to the present invention is a method of
tracking a network communication line by network probe terminal (“terminal
agent") simulating a browser ("original browser") activity of a given terminal
0 comprising the steps of accessing the network communication fine, tracing
TCP/IP data packets routed through the communication line, selecting
TCP/IP data packets relating to a given IP address; ("identified data

packets"), selecting from the identified data packets current requests for new



TCP/ I P data packets relating to a given |IP address; ("identified data
packets"), selecting fromthe identified data packets current requests for
new WO OW®dddh212PCT/ | LO)/ 00471 5 connections ("original penuasbsli),
selecting fromthe identified data packets current web-page conponents

i ndi cati ng new addresses ("new navigation conponents"), dividing the new
navi gati on conponents into two categories, 5 enbedded objects or franes
("fal se new conponents"), hyperlinks ("true new conponents”), dividing the
original requests into original requests matching true the new conponents,
or original requests failing to match any new connection conponents and
bel ongi fENRestiamsP'osiginaisequessaselestingfiom theddestified dater packets request s
mat chi ng the fal se conponents as "secondary 10 requests”, selecting from

i dent i f cedeniaveb-pagé compdriBits haticating resy aataisseg {"Bewniavigdtionr equest s;
("respective primary responses”), generating "virtual" secondary requests

accor di BeiBnbfg" BRRARG HNE nBRAOAIGANO CSABBRG S inBAWRdiagotdsom i dent i fi ed

dat a packets responses Telating to secondary virtual requests, ("respective

tor nf naPESOARd Q0EEIP AR erE S e e A BB EBissh P ey dbnie? oy e
DESCRI PTI ON OF THE DRAW NGS These and further features and advant ages of

t he i nvERAMPERENS)) divisting te pEpinat regyasis e eFistnad feavesth BateiRg of t he
ensui ng description of a 20 few preferred enbodi nents thereof, given by
way of &xaripd eeordompamerits, or original requests failing to match any new :

connection components and belonging to HTTP or POST type as "primary
requests”, original requests matching the false components as "secondary

10 requests”, selecting from identified data packets, HTML data files relating to
primary requests; (""respective primary responses"), generating "virtual"
secondary requests according to the respective secondary responses,
selecting from identified data packets responses relating to secondary virtual
requests, ("respective secondary responses") and simulating web page

15  presentation on the terminal agent according to the respective secondary

responses.
BRIEF DESCRIPTION OF THE DRAWINGS

These and further features and advantages of the invention will
become more clearly understood in the light of the ensuing description of a
20 few preferred embodiments thereof, given by way of example only, with

reference to the accompanying drawings, wherein-

Fig. 1 illustrates a typical network configuration, in which the present

invention can be implemented:;



reference to the acconpanying drawi ngs, wherein Fig. 1 illustrates a
typical network configuration, in which the present invention can be

i mpl enentyed oy, y@ 9§17/ 91412 PCT/1L01/00471 6 Fig. 2 illust r?&fﬁuﬁ%‘ﬁrher m nal
agent schene of operation; Fig. 3 illustrates the process of tracing and
identifying TCP/IP data packets 5 Fig. 4is a flowhart of classi fy| ng
TCP/ I P requests; Fig. 5is a flowhart of sinulating the creation of
virtual secondary TCP/IP requests; %and Fi g. 6 illustrates the process of
sinmulating original browser activities. DETAI LED DESCRI PTI ON OF THE
PREFERRED EMBCODI MENTS 10 Referring to Fig. 1, let us assune that termnals

comuni cat | b9 FacT et dnn IR, SRR A Abel®ar ranet ) or ext er nal

network such as the Internet. According to the present invention it is

proposed t OFRDBAGStratedans pradead ofﬁ%bwgn@rd&ﬁsfﬁﬁgwmﬁf bgp called "the

Term nal Agent"” ) to the data 15 conmmunication |i'neT Alternatively, the
termnals 0lg and the term nal agent may be connected to different
data commun |on Ilnes or located at different |ocal networks. The
gener al scherre of the term' nal Agent operation is illustrated in Fig. 2.

5 Fig. 4 is a flowchart of classifying TCP/IP requests;

Fig. 5 is a flowchart of simulating the creation of virtual secondary

TCP/P requests; and
Fig. 6 illustrates the process of simulating original browser activities.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

10 Referring to Fig. 1, let us assume that terminals 01, 02... are connected
to the same communication line, where the communication line is used as
internal network ("Intranet"), or external network such as the Internet.
According to the present invention it is proposed to connect a designated
network probe (hereinatter called "the Terminal Agent") to the data

15 communication line. Alternatively, the terminals 01,02 etc., and the terminal
agent may be connected to different data communication lines, or located at

different local networks.

The general scheme of the terminal Agent operation is illustrated in Fig.

20 The Terminal Agent is exposed to all data frames passing through the

communication line. The data frames may contain information transferred



20 The Term nal Agent is exposed to all data frames passing through the
comuni cation line. The data franes may contain information transferred WO
01/91412 FCT{ 4L /00471 7 between the termnals or exterpal datds

transm ssion to external sources such as Internet servers. {et us further
assune that the "Omer" of the data communication line, 5 such as ISP or
network of a private organization, i{s interested in nonitoring in rea
time, the actual conmunication activities of a given term nal when surfing
the internet. The operation of the Termnal Agent is to first analyze the
data frames for tracing TCP/IP data packets. As illustrated in Fig 3, the

dat a angstyebh the terkinRsF S Hapdaa tdinehissioh s edtidrhar iilrcdd ai@s ol
hi erarchy (see RFC 0793 of the internet protocol), nanely, first to anal yze

the | oc n@ﬁ% tocol, filtering external data transm ssion ("gateway
| evel "?é,lt eg?lé%’é/%[él)'fyi ng internet protocol (IP) data franes, and finally

detecting TCP("Transition Control Protocol") data packets of the "host
level ". 15 {idtal farthéyassigné treat i HBABBR offthé kiaitdl sbmniatkation liridhe | P

addresses of the requesting term nal and of the nessage destination are

| deny | Tt asTieP oPM&Work b bk GRIGUBRERYAN i'hpege%@a ifidRoniternpliAt © the 1P

address to the users term ore ossi bl e ter out all

{r ansri g8l WREoPegha BRERman teUPR AR Tobof naber Bt S catiege
I dent i ftkg?ntg?rgeatl packets").

The operation of the Terminal Agent is to first analyze the data frames
for tracing TCP/IP data packets. As illustrated in Fig 3, the data analysis is
10  processed according to the different protocol hierarchy (see RFC 0793 of the
internet protocol), namely, first to analyze the local network protocaol, filtering
external data transmission ("gateway level "), then identifying internet
protocol (IP) data frames, and finally detecting TCP("Transition Control

Protocol") data packets of the "host level".

15 Upon analyzing the IP HEADER of the data packets, the IP addresses of
the requesting terminal and of the message destination are identified. The
owner of the communication line can easily relate the IP address to the users
terminals. Therefore it is possible to filter out all other irrelevant data packets
and restrict further processing to data transmission of one selected terminal

20 (hereinafter called “the identified data packets”).

The identified data packets are further analyzed according to the RFC
079 specification enabling full management and control of data

communication ports.



The identified data packets are further analyzed according to the RFC 079
specification enabling full managenent and control of data conmunication
ports. vg%%%(%aggz PCT/1L01/ 00471 8 According to known rputimgseLh

managi ng {2 comuni cati on ports, as processed by conventi onal
browsers, e.g. the Internet Explorer, the term nal which operates the
browser is the original source of all data 5 transm ssion. For exanple |et
us assune that the term nal placed request for YAHOO hone page, which
request is delivered through the network to YAHOO server. In response

t he server sends an HTM. data file containing all information of yahoo
home web p o?éﬁ QB‘RH Hésdb Eﬁagf?ﬁ Téﬁgjﬁéhoﬁﬁﬂﬂﬁ cdlfoy requests for
rece| Vi ng a co onen 1 eni ng new comuni cati on

"virtual " ports, wherg each p i s used for transm.t i fferent
conpon&¥S: 88 ArReeIsadd W\E‘Ef“i?é’@@”a'ﬁfow(?ﬁf%l%%rthe 'P&(’ﬁ?tréqug ﬁb?ed to all
data requests and respective responses is unable to differentiate between
i ni ti altermpinahwhich eperates the hioyserisdhe sriging! tseeresopialedala YAHOO home page
and "secondary" requests for receiving the conponents 15 thereof. For

si mgl attraremibsioacFor example lehes assgheshatthewseminbyplaved autquer " probe
termnal it is essential to identify the primary requests as such. Fig. 4

| |1 ust rrgt @AHAEG! RERIESSd, Wiich Fceie8ls! @livised fioligh IR detweikiRSt s from the

secondary requests rifrary requests are originated fromdifferent

oper at NS B8, T FSd e 3BV s s IS HIRAT aafe MO 3bRiAngYPer 1 nk,

all information of yahoo home web page components. Accordingly the

browser sends new requests for receiving all components of the web-page by
10 opening new communication "virtual" ports, where each port is used for

transmitting different components of the same web-page. An "outsider"

terminal, exposed to all data requests and respective responses is unable to

differentiate between initial "primary" requests, e.g. requesting the complete

YAHOO! home page and "secondary” requests for receiving the components
15  thereof. For simulating the activity of the criginal browser by an "outsider"

probe terminal it is essential to identify the primary requests as such.

Fig. 4 illustrates the process for differentiating the primary requests
from the secondary requests. Primary requests are originated from different
operations such as entering a new URL by the user, choosing a hyperlink,

20 etc. Therefore, in order to detect same one must analyze the previous
information transmitted to the same IP address. All new navigation
components (addressing the browser to new location) of the web page

received by the terminal are sorted according to their type, all embedded



20 etc. Therefore, in order to detect sane one nust anal yze the previous

i nformation transmtted to the sane I P address. All new navigation
conponengﬁogﬁﬂg{fssing the browser to new |l ocation) of thg-¥WahiReEE

recei ved erm nal are sorted according to their type aII enbedded
WO 01/91-112 PCT/1L01/00471 9 objects, franes, etc., are marked as "fal se"
conponents, while hyperlinks are rked as "true" conponents. Al data is
stored in the incom ng buffer responses database for |ater use. 5 Wen
identifying a request for a new connection according to TCP analysis, the
request is exam ned according to the respective navigation conponents

(RNC) ighjbdts, frafiey! o, ‘298 R HEF ilse! orhbondRE IRy SEInRS arg f al se” the

request is |gnored If the RNC Is mar ked true" the request is

cl assif L BRI th vv| [ N i ng the said
requestrhg%@tsﬁtSD "é’o%r%’ﬁtp%‘ﬁ% é@ %eﬁ ?% %8 '%%'?'F?%ﬁ"g 'f’ﬁl% he connection is
of an HTML ty ost" type, it is classified as a pri mary request I n

or der t"@SQP'éWSa‘H@aHﬁﬁ? QrlateneSact i vities of a terminal, all "ori gi nal "
br owser act|V|t|es must be reconstructed. For that purpose it is suggested

to guse a %ﬁ’f’ﬂe{\gﬂf r@% féq%rgt S 'néwonm eacc ﬁt‘?éPal | the

capabl liti es owser f I me web pages from
thelnter its connection with t h In er net . virtual in the
sense tﬁ‘{éﬁy% tggtraave%at% sxaeMa%Fg?er Sﬁot“H%r?SrPce&LH%P% Ps i s preforned,

but only sinmulating the activities of the original "real" browser.
components (RNC) in the incoming respond buffer. If the RNC is marked as

"false" the request is ignored; if the RNC is marked as "true" the request is
classified as primary; otherwise, if there is no RNC relating the said request,
10 the connection type should be identified. If the connection is of an HTML

type, or “post” type, it is classified as a primary request.

In order to view and monitor the activities of a terminal, all “original”
browser activities must be reconstructed. For that purpose it is suggested {o
use a “virtual” browser. This virtual browser possesses all the capabilities of a
15 “real” browser to download in real time web pages from the Internet. However
its connection with the Internet is virtual in the sense that no actual data
exchange with the Internet servers is preformed, but only simulating the

activities of the original "real" browser.

The first function of the virtual browser is illustrated in Fig. 5. The
20 browser is receiving all primary requests of the “real” browser. These primary
requests and the respective primary responses from the Internet are analyzed
and processed according to the conventional browser operation. However the

outcome of secondary virtual requests (in conventional browser used to



The first function of the virtual browser is illustrated in Fig. 5. The 20
browser is receiving all primary requests of the "real"” browser. These

primary v&&ﬂ”@ﬁtlf and the respective primary responses frpgq.;lﬂﬁ/ohMernet
are anal yze and processed according to the conventional browser

operation. However the outcone of secondary virtual requests (in
conventional browser used to WO 0123%412 PCT/1LAO/00-171 10 conplete the
process of downl oadi ng web page co nents) are not transferred directly
as usual through the Internet to the appropriate server but stored in a
the virtual "secondary" requests buffer database 5 Although the virtual

br owser | | . T ’g&@ ment of opening
and con%%?%?%gﬁésgﬂ%sg%ﬁrqgg‘f'l%oarg 'T@wﬁ'P O%;gsesoocécgﬁ y tr}%g%m nal agent as if
t he conpections are "real" es. The final process of .sjnulating and

br esent TAGEHEDiscuGsda Hirauol e litemst B e b Sputea e et P crat ed i n
Fig. 6. Al original secondary responses 10 com ng through the

conmuni geredin aithrevistual faeoondaty” aaduess buiferdatebere i ncom ng responses

buf fer database. The virtual requests are conpared to the respective

secondary r onses st.ored in the incqmng res S fer at abase, by
t he g(;rder o'gﬁiﬁ)?féq r\F'ﬁUQ IOWSE ﬁ@n?%(gk?@c'gir\?g %%Eo%@ﬁ Pgosfg%(ﬂses al r eady
exists in the buffer, these responses are transferred to the virtual 15
br ows er N2gAEEMERE aEQRRNINE AR ARG ROk 6PRNRSHAN iHPEREassed by tBei on) to

present the visual picture of the respective web page conponents. As a
resul t, terimnal egenhas ifdhe monnectomuarst ‘re@” ones.eal tine the exact process of

The final process of simulating and presenting the web pages in the

virtual browser is further illustrated in Fig. 6. All original secondary responses

10  coming through the communication line are analyzed and recorded in the
incoming responses buffer database. The virtual requests are compared to
the respective secondary responses stored in the incoming responses buffer
database, by the order of their arrival. If the respective secondary responses
already exists in the buffer, these responses are transferred to the virtual

15  browser, and processed (according to conventional browser operation) to
present the visual picture of the respective web page components. As a
result, the terminal agent is simulating in real time the exact process of
downloading Internet web pages as it has been performed by the original

terminal.

20 In case the respective responses do not appear in the incoming
responses buffer database, activity of an original local cache is deduced. If
the original local cache was not used with respect to said virtual request, it is

suspend in the buffer database until the original secondary respective



downl oadi ng I nternet web pages as it has been perforned by the original
termnal. 20 In case the respective responses do not appear in the incom ng

responsegvgmlgquz dat abase, activity of an original |ocal p@p/hg,ljoﬁ”qeduced.
If the original |ocal cache was not used with respect to said virtual

request, it is suspend in the buffer database until the original secondary
respective WO 01/91412 PCT/1L01/00.471 11 responses arrive. Oherwise, if
the real |ocal cache was used reIatThg to this respond, the |ocal cache of
the virtual browser is exam ned, and if respective secondary responses
exist in the |local cache, then the respective respond is 5 transferred to

the vir r. ' enl . the

respect | Feopeet AT e, UhfieRliBE e roRR kAR e Rk e B i s of ° ne
follow ng alternatives pay .be applied. According to one, "passive" version
of ther%@PW’nth??%%rﬁ%herﬂfm%V% beQwses s PXamBIesh ang iFiaseective " ni ssi ng”
respond, and an "error"” nessage wll| appear at the agent term nal instead

of the sedontianpregpoosaperishin thieilotalaachey thenithe réspeativk respondisl . Accor di ng
tothis version, the sinmulation of the real termnal is not conplete but

t he 3 appangferrad té tid Viriugl brolde? GnalProce AR FHStribe RAVRE In cagst i ve”
version, the termnal agent addresses the web page server to request the

M SS! Nfhe LESAING resPOADUED blbRist B AL A IRALRS diflrlfigR Nal agent to

present nore exact pr ctur rmnal activitires, it is
t ;gg?ﬁg}oﬁg{vﬁ{g 3 _rrﬁaﬁ\)/( seﬁwia?/%%egpphie%r Wégc?rldinljgst%rgﬁe, %gsg{/ee' \?grls%ntgf detect the
the terminal agents, no further action is taken to find the “missing” respond,
and an “error” message will appear at the agent terminal instead of the web
10 page component which appeared in the real terminal. According to this
version, the simulation of the real terminal is not complete but the tapping
activity is undetectable. According to another, "active" version, the terminal
agent addresses the web page server to request the “missing” respond.
- Although this version enables the terminal agent to present more exact

15 picture of the real terminal activities, it is traceable for more experienced

terminal users, who are able to detect the tapping activity.

According to a further mode of implementation of the of the present
invention, it is proposed to tap not only to related web page data packets, but
to trace also related messages data packets e.g. e-mail or chats. To enables

20  such tapping, the same method and principals as described above are
applied at request for receiving and sending messages through the network
other than requests for web pages. The process of analyzing such requests

and the respective responses is more streamlined since there is no need to



According to a further node of inplenentation of the of the present
invention, it is proposed to tap not only to related web page data packets,
but to o0 rel ated nessages data packets e.g. e-ng¢ ts. To
enabl es R%gﬁg?j@?tapping, t he sane nethod and principalsngghggggﬁpged above
are applied at request for receiving and sendi ng nessages through the
network other than requests for wef pages. The process of anal yzing such
requests and the respective responses is nore streanmined since there is
no need to WO 01/91412 PCT/1L01/00-171 12 check the cache nenory activity,
as by definition such information is always new. Finally, it should be
appr eci = ri i : i dto

I nterne?ﬁ%&h%%?gggﬁﬁﬁgm?gm%tgwﬁ%ﬁﬁ@gp@{& znfoﬁr\?%ﬂ,??géné Inits broad
aspect is equally applicable to conputerized network comunication in
generalﬁeghch as satellite, cellular and others. Wile the above
description contains many specificities, these should not be construed as

limtati OnsFiﬁQIrl%ﬁ,gﬁsﬁcﬁ.gﬂ%é)épﬁrﬁéiaitéﬁlﬁ%? HNabMHE-dEEMRIG &hbodfhents

exenplificatio preferred enbodi nents. Those skilled in the art wll

The & scBpRBR'e R et B Bl o P lnsFlfort vkl oS FRBPRACG: ront S

illustrated, but by the appended clains and their |egal equivalents. WO
01/ 9141 iiscrpad @spegohiziequally applicable to computerized network

communication in general, such as satellite, cellular and others.

While the above description contains many specificities, these should
not be construed as limitations on the scope of the invention, but rather as
10  exemplification of the preferred embodiments. Those skilled in the art will
envision other possible variations that are within its scope. Accordingly, the
scope of the invention should be determined not by the embodiments

illustrated, but by the appended claims and their legal equivalents.



WHAT IS CLAIMED 1S: 1. A method of tracking a network conmuni cation |ine by
net wor k probe termnal ("termnal agent") sinmulating a browser("original

br owser™ {4,y ty of a given term nal conprising the StﬂF)ISIL /00451
Accessi ng ?ﬁg 1neit wor k comruni cation line; 11. Tracing TCP/ F4 8’ ta packets
routed through the communication line; Il1l1. Selecting TCP/IP data packets

relating to a given IP address ("idggptified data packets"); IV. Selecting
fromthe identified data packets current requests for new connections
("origi nAWHATJSGLAIMEDMS:Sel ecting fromthe identified data packets
current web page conponents indicating new addresses ("new navigation

conponents’y RY = MEwoRVEARILBRIatON (Permonetlosk prite t wo
cat egori es r('nfey‘\od ﬁ)ﬁgghd objects or franes ("fal se new conponents”); (f2)

hyperl i nks (oins (IS FAIRIRT) Smilaols proadoneh raiagal edvests

into "prinma reguests accor to t e foIIovm ng

criteria, respectively: WO 01/91412 P LOl/O 471 14 (gi) original
requests ma@ehitypf t&g'é’eﬂﬂﬁ"ﬂ'é’ﬂ)/ %‘HHB’EB?{BQCI of

I. Accessing the network communication line;

Il. Tracing TCP/IP data packets routed through the communication
line;

lll. Selecting TCP/IP data packets relating to a given [P address

(“identified data packets");

IV.Selecting from the identified data packets current requests for

new connections ("original requests”);

V. Selecting from the identified data packets current web page
components indicating new addresses ("new navigation

components");
VI1.Dividing the new navigation components into two categories;
(f1)  embedded objects or frames ("false new components”);
(f2)  hyperlinks ("true new components ");

VIL. Dividing the original requests into “primary” or
“secondary” requests according to the following criteria,

respectively:



original requests failing to match any new connection conponents and
bel onging to HITP or POST type; (g2) original requests nmatching the fal se

conponents, Pfo19f2l 9i nal  requests failing to match any new&pRReRI&PN
conponent s and not belonging to HITP or post type; VIII. Selecting from

the identified data packets, HTM. data files relating to primary requests
("respective primary responses”); |X4 Generating "virtual" secondary

requests accordi tq . | ¥&hi SWEsHReARSHts Yor Sel ecting
fromthe identidqqu ggbgﬁéééﬁ%ggwg%ﬁggg@?gbg}i ng tg s%gondary vi rtual

requests; ( "respectjve secondar respanses’) ; ] L ng web page
presentation onot'@fgal (@r%eﬁgﬁ Paﬂa@?;tp mﬂ@’@cﬁryi i%LPSﬁﬁ%gﬁpe%%he@H%gésecondar y
responses. 2. The nethod of Claiml| _further conprising the steps of:

Sel ecting vi rt uamd betanging o HEJRedtROSUYRAt | y not matching any respective
original responses ("unanswered secondary requests "); Retrieving content

formlocal cach f term nal agent ("Vi )l | G br owser
| ocal cache (" o&éi n&l ﬁgqygﬁa@%g@héﬁﬁgﬁg ?%g onéhgﬁéﬁ!gg@élsecondary
requests; WO 01/91412 PCT/1LO /00471 15 _

requests failing to match any new connection components and not

belonging to HTTP or post type;

Viil. Selecting from the identified data packets, HTML data
files relating to primary requests ("respective primary

responses");

IX.Generating "virtual" secondary requests according to the

respective secondary responses;

X. Selecting from the identified data packets responses relating to
secondary virtual requests; ( "respective secondary

responses”); and

XI.Simulating web page presentation on the terminal agent

according to the respective secondary responses.
2. The method of Claim 1 further comprising the steps of:

- Selecting virtual secondary requests currently not matching any

respective original responses ("unanswered secondary requests ");

- Retrieving content form local cache of terminal agent (“virtual
cache™) if original browser local cache ("original cache”) was used

relating to unanswered secondary requests;



- Sinul ati ng web page presentation on agent termnal according to data
relating to the unanswered secondary requests if the virtual cache

cont ai ns . a; and D splaying error massages at the j pl aces
on the a\glg%p)ﬂ?rm' nal if the virtual cache does not cont gﬁﬁﬂ‘g‘g%"é{y’f‘a ating

to the wunanswered secondary requests; 3. The nethod of Claim2 further
conprising the step of: Addressing yga the comunication line to

appropr i ate | 8Ler0l ) \a8IVEE Lol BRBh U RIBRAThaY S AiWgab @i esponses

relating to~ ary requests 1t the virtual cache does not

contain data, and displaying thereof. 4. The net. jm.1 further
conpri si ng t h&elgtingdo eun@,@q%&rﬁgﬁgcw W@QH??"PNE%%&@'&%%{%%W dat a
relating network nessages e.g. e-mail ("nmessages data"); Transform ng the
message dat a icohtaihgstchidaty; @htde; and Displaying text data file on

term nal agent. 5. The nethod of Claim1l where in the net work is

| ocal -area network (LAN) and the termnal is connected to the extended

comuni.cat i onpidplagng \Ward? Masbégas BCid teSipedivie places oB.th®he nmet hod of C aim
1 wherein the communication line an is an external conmunication |ine e.qg.

t el ephong, Jd P armlifiiNf tHd \GriugddFR! does not contain data relating to the

unanswered secondary requests;

3. The method of Claim 2 further comprising the step of:

- Addressing via the communication line to appropriate internet
server for receiving respective simulated responses relating to
unanswered secondary requests if the virtual cache does not contain

data, and displaying thereof.
4. The method of Claim 1 further comprising the steps of:

- Selecting from identified data packets data relating network

messages e.g. e-mail ("messages data");
- Transforming the message data into text data file; and
- Displaying text data file on terminal agent.

5. The methad of Claim 1 where in the net work is local-area network
(LAN) and the terminal is connected to the extended communication

line.



lines, etc. 7. The nethod of Caiml wherein the net work is a |ocal -area
network (LAN), and the term nal agent is situated in a |location different
from th oiyf3e given ternminal. 8. The nethod of O ai m - hef®biyt he

gi ven IPwa%g{/)eléis}is identified by the comunication Iineb%rovflg'e)r ](ISP).

9. The method of Caim1l wherein the given |P address is identified by the
comuni cation line ower. 10. The netgod of Claim1l wherein the given IP

address are afd @%ﬁﬁédp&fg Glafi) Rhbfi43é bomuhiicheid &h adaRly a web site

owner . ermn or tracking a network comuni cation

line and sinulating a browser. ("ori,gjnal hrowses: t |\ of a given

t er mi nal c@ﬂ%ﬁnﬁki%’@“ﬁ?mc@mﬁhﬂé}@ 'itgl?@@ﬁ%é'”ﬁo&%@é@%sbé{éé%he net wor k
comunication line; Il. Mnitoring neans for tracing TCP/I P data packets
routed thrimeghetdhe comunication line; 1ll. First filtering nodule for

sel ecting new connection requests ("original requests") and web page
conponents indicating new WO 01/91412 PCT/1LO /00471 17 addresses ("new
navi gat i gn TH@Reatef Olaiputl waierdiePthemetaverk ipadkealsareaingtvatgk t o a given | P
address ("identified data

(LAN), and the terminal agent is situated in a location different from

that of the given terminal.

8. The method of Claim 1 wherein the given IP address is identified by the

communication line provider (ISP).

9. The method of Claim 1 wherein the given IP address is identified by the

communication line owner.

10. The method of Claim 1 wherein the given IP address are addresses of

web site visitors and identified by a web site owner.

11. A network probe terminal for tracking a network communication line and
simulating a browser ("original browser") activity of a given terminal
comprising of:
|. Connection means for accessing the network communication
line;
1. Monitoring means for tracing TCP/IP data packets routed
through the communication line;

1l First filtering module for selecting new connection requests

(“original requests*) and web page components indicating new



packets"); IV. First Sorting neans for dividing the new navigation
conponents into two categories; (fl) enbedded objects or franes ("fal se

new compgpghisid: (f2) hyperlinks ("true new conponents f)éT/IL\(n(ﬁPﬁond
Sorting nmeans ]for dividing the original requests into "primry" or

"secondary" requests according to the followwng criteria, respectively:
(gl) original requests matching the tyue new conponents, or original

redlest's a1 L A B8 POGHIBGAE) RBPTERIP qaee bel onaing to
&5F52 g

HTTP or POST t origin requests matching the fal se conponents or
original requests fajljing to mat any new co tipon conponents and not
bel ongi ng to I-W?erﬁrel%g\g ﬁ)gf"eVﬁB aé]dﬁ%%% &ﬁ%ﬂgﬁﬁﬁgafae for selecting HTM
data files relating to prinmary requests ("primary responses”) fromthe

identified datpackpitkets; VII. Request generating nodule for creating
"virtual" secondary requests according to the respective secondary

esponses: Y0 0L Q4412 BCT) 1 98 e bhligat5 E3pbhbh 1 19 odul ¢ fo

selecting r

into two categories;
(f1)  embedded objects or frames ("false new components");
(f2)  hyperlinks ("true new components ");

V. Second Sorting means for dividing the originél requests into
“primary” or “secondary” requests according to the following
criteria, respectively:
(g1) original requests matching the true new components, or
original requests failing to match any new connection components

and belonging to HTTP or POST type;

(g2) original requests matching the false components or original
requests failing to match any new connection components and not

belonging to HTTP or post type;

VI1.Classifying module for selecting HTML data files relating to
primary requests ("primary responses”) from the identified data

packets;

VII. Request generating module for creating "virtual”
secondary requests according to the respective secondary

responses;



to secondary virtual requests; ( "secondary responses”) from identified
data packets; and | X. D splaying neans for sinulating web page presentation

on the & M1y agent according to the secondary responsgspnddnoiie
network probe termnal of Claim 1l wherein the filtering JTJ | e conprises

means for selecting virtual secondary requests currently not matching any
respective original responses (" unansgered secondary requests "); 13. The

networ k. pr Qg t e B it fibddiel 1 SORELAGBIBoHided et modul e for

activating term na agen cache 1n cas e original = browser | ocal

h ! I he" b . " d d
eauests, 14, LraReRERREVIE) BEBELT i Raroa BT ST L IORGr “Compr i sing &

retrieval m)dul e for addressing via the conmunication line to appropriate
| nternet ser identified detapackets; arkGpecti ve simul ated responses relating to
unanswer ed secondary requests if the virtual |ocal cache does not contain

data. 15. The.ne vvork ob term : npri sing an
el ectronic %rs) ?S‘%‘"%ﬁq ﬁ&bg@%%% %{é?i'bﬁgd’np@%ket s data
relating to netvvork messages .0, e-mail ("nessages data"), transform ng WO

01/ 91412 PCT/ termina@cgent asgo'tdm tthespcondery Te5PONEEXt data file, and

di splaying text data file on

12.  The network probe terminal of Claim 11 wherein the filtering
module comprises means for selecting virtual secondary requests
currently not matching any respective original responses ("unanswered

secondary requests ");

13.  The network probe terminal of Claim 11 further comprising cache
module for activating terminal agent local cache in case the original
browser local cache ("original cache") has been used in response to

unanswered secondary requests;

14. The network probe terminal of Claim 13 further comprising a retrieval
module for addressing via the communication line to appropriate Internet
server and receiving respective simulated responses relating to
unanswered secondary requests if the virtual local cache does not contain

data.

15. The network probe terminal of Claim 11 further comprising an
electronic message module for selecting identified data packets data

relating to network messages e.g. e-mail ("messages data"), transforming



termnal. 16. The network probe termnal of Caim1ll wherein the given IP
address is identified by the comunication |line provider (I1SP). 17. The

net wor k ; mnal of Cdaim1ll wherein the given | P aggr&ssobsn
i denti fi @d‘?@){*ﬁfe communi cation |ine owner. 18. The network probe term nal

of Claim1ll wherein the given |P addresses are addresses of web site
visitors and identified by the web sitg owner.

the message data into text data file, and displaying text data file on

terminal.

16. The network probe terminal of Claim 11 wherein the given IP address is

identified by the communication line provider (ISP).

17. The network probe terminal of Claim 11 wherein the given IP address is

identified by the communication line owner.

18. The network probe terminal of Claim 11 wherein the given IP addresses

are addresses of web site visitors and identified by the web site owner.



