WO 03/ 048963 PCT/ S&01/00244 1 A nethod of connecting a plurality of renote
sites to a server Field of the Invention 5 This invention broadly rel ates
to a servwpo oBoussand net hod of connecting a plurality of remsGel/sizues. The
i nvention also broadly relates to a systemfor nanaging a plurality of
servers. This invention has particul ar but not exclusive application to

t he managenent and operation of an Internet or "web" server. 10 Background
| nt er net server s Amethodmfremmedingaiplusality affremoteaitest to alseyvarr e nodes
or junctions connecting renote sites to the rest of the Internet.
Typically, an Internet or "web" server has at |east one schedul er process
and a nunbeFigll HfthedhventiBhocesses. The schedul er process listens for
requests on a designated network port, typically 80 or 8080. \Wen a
request froma renote site is detected the scheduler attenpts to assign
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avail able to give renote sites a sufficient response tine. 25 The nunber of
server processes in a web server should be high enough to allow concurrent
process %g ﬁﬁ@*ﬂﬁ?UBQOV|d|ng for full exploitation of the available system
resources. Unfortunately, excessive concurrency tends to be detrinental to
the system perfornmance because of the problems encountered 30 by increased

cont ext swi lribiney serderseaciuas ecanméctian Epoimetwlthearlhtehlmcehey lare moﬁetsl 6e it
is extrenel difficult tq establish an optinmal setting The op
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neb 15  server processes. The scheduler process listens for requests on a designated
network port, typically 80 or 8080. When a request from a remote site is
detected the scheduler attempts to assign the request to an idle server process.
If this connection fails then the scheduler may choose to spawn a new server
process to meet the request; alternatively the request can be queued until one
20  of the existing server processes becomes free. Servers typically have set upper
and lower boundaries limiting the number of available server processes. The
upper limit prevents the web server from monopolising system resources and
the lower limit ensures there is a sufficient number of server processes
available to give remote sites a sufficient response time.
25
The number of server processes in a web server should be high enough to
allow concurrent processing thereby providing for full exploitation of the
available system resources. Unfortunately, excessive concurrency tends to be
detrimental to the system performance because of the problems encountered
30 Dby increased context switching and resource and data contention. Hence, In
practice it is extremely difficult to establish an optimal setting The optimal
configuration depends on a number of variables including the machine
configuration, the request mix and the processing characteristics of the web

application. Many administrators therefore choose to either tune this parameter



application. Many adm nistrators therefore choose to either tune this
paraneter WO 03/048963 PCT/ SG01/00244 2 by trial and error or sinply
accept thwodefaebs setting. Acceptance of the default setPCirrsgot/ands to
result in either too many or too few server processes Internet servers
typically process requests on a first come first serve basis; that 5 is
r enot e S|tes are connected in the order in which they request their
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the order in which each renote site |s connected does not cause great

concern. 10 As the number of renote sites requesting connections increases
the server lrﬁ@@@h@@w@@n@!ca&w@@mwtwom Refirhremedirst serve dasis diaist s
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may abort ed connec I 'on e server thi's may

even occur udsmdnetnﬂ:ﬁsi Nther papecess of allbeating rnoctessied. toﬁhe$e\m¢@$tme®aursces
that have been committed to the request, and causes thehérermte site to
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performance 0 ser |ng of a server may occur
t hrough a gmmoﬂeentéamdneoteﬂh&)%moi@auee grdaélrccmg:lerm del i berate malicious
attack., Servers according to the prior art have been known to be open to
attacks!'Q n whi ch continuous TCP/IP packets are sent to the server. This
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15 the request is being processed. This wastes resources thét have been
committed to the request, and causes the remote site to attempt another
connection. When request resubmissions occur frequently, the resource
wastage can lead to an even greater degradation in the performance of the
overloaded server.
20
Overloading of a server may occur through a genuine demand on the server or
through a deliberate malicious attack. Servers according to the prior art have
been known to be open to attacks in which continuous TCP/IP packets are sent
to the server. This results in the consumption and subsequent depletion of

25  server resources followed by either hanging or crashing of the server.

The malicious sending of data in this way is termed a “denial of service” attack.
This kind of attack may target various levels of the server. A common form of
service attack is the SYN atitack. This is a network level attack where the
30 attacker sends continuous TCP SYN packets to a server with each TCP SYN
packet hanging the server. This consumes the capacity of the server processes
until there are no more TCP resources available. Another more sophisticated
denial of service attack occurs above the network level at the web server level.

In these attacks a connection is requested and the web server opens the



packet hanging the server. This consunmes the capacity of the server
processes until there are no nore TCP resources avail able. Another nore
sophi sti caDad/0489eni al of service attack occurs above the memsaokodevel at
the web server level. 1In these attacks a connection is requested and the
web server opens the WO 03/048963 PCT/ SqQ01/00244 3 connection and waits
for data; this data is never sent. The tine spent by the server waiting
utilises resmnectientdrat waitelfdr detesrthissdatbes umygr fsent.hdig limg spamdy the
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commonly avail able. The first and nost common is a packet filtering
firewall. This type of firewall can protect against, K SYN denial of service

attacks thaf nseeber cftfiligringtpieducts daup besn qrueiened whickratiginps toggdeye e |
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protection. This firewall can protect against SYN denial of service attacks
as wel10 asse@Hindanetuork ageeshel Beeale talypes ehivewalls qommenlyavailakigal | s,
such as HP Praesidiume-Firewall, have a high degree of functionality and
accordingly 20 can provide a first line of protection against denial of
servi ce att @FpEJirsttardd mRsY eomn@v &l a pAcketditiecingviliewhll.cbmipltgpe of Srevwadlsean
typical application firewalls is bQpS.  This, applicatjon receives, and
exani nes al PrateefRgaigstp Y g%’f"@bpf\/\g%ﬂ)@e afiec t@ﬁgpﬁgéé{ @d&ﬁwﬁ’g‘f Xevﬁétc %t

o Sopect ARSI ot SercRBEln FALERN Y aifa pass
associ at®d denial thesendgeedtackTal thepsewventavalheThelsesend dypgeaifriiyewall is a
proxy or application firewall which provides a more sophisticated form of
protection. This firewall can protect against SYN denial of service attacks as
well as some attacks at the server level. These application firewalls, such as
HP Praesidium e-Firewall, have a high degree of functionality and accordingly
20 can provide a first fine of protection against denial of service attacks at a server

level.

A product which complements these typical application firewalls is WebQoS.
This application receives and examines all requests at a server level and
25 analyses each data packet before forwarding the data on to the server. The
application will not pass the request on to the web server unless there is
legitimate data associated with the request. This prevents the web server being
affected by denial of service attacks at a server level thereby allowing the server
to go on and process legitimate requests. Both the firewalls and
30 complementary products however do little to manage the conduct of legitimate

requests from remote sites.

The object of the present invention is to address some or all of the
disadvantages present in the prior art.



affected by denial of service attacks at a server |evel thereby allow ng
the server to go on and process legitimte requests. Both the firewalls
and 30 cowploatowsysmry products however do little to nmanage PCASGoundet of
legitimate requests fromrenote sites. The object of the present invention
is to address sonme or all of the disadyantages present in the prior an. WO
03/ 048963 PCT/ S(&1/00244 4 Summary of Invention In a first aspect the
present invention provides a nethod of connecting a 5 plurality of renote
sites to a gerver IQf@ted on a conmputer network, the method including the
steps of : AR Y8 @VFQNSWE sites sending a request to connect to the
server; the server providing one or nore server processes wherein each
server process allows connection and subsequent transfer of data between
the server In1e #isl aspect dhetprespik inuamiient pwvides: lae mashe@rofytenneddingsar ver
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i nf or mat i oninbleidigy thefxiep®bf on  concerning utilisation of one or nore
resources used by the server to operate; 15 and processing the utilisation
i nfor mati on and PRRIPF [0kg remetasitgsesensting arrearestgpsopgeektoghe\seadd; wher ei n
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resources used byt VEr Operate at a pre- erm ne tron. 20

Thi s aspectprotetdallpns sonhetiioreahi dubpequertiarartierovaataagswesnehs serveg t hat
the server operates under optimal conditions regardless of the |oad

exper i dRceddnd fhe ranYerie GaRmeriad tedhe senaitiythal SepRNrare’s a server that
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collecting utilisation information, utilisation information being information
concerning utilisation of one or more resources used by the server to operate;
15 and
processing the utilisation information and modifying the number of server
processes provided wherein the number of server processes is modified to
ensure one or more of the resources used by the server operate at a pre-
determined utilisation.
20
This aspect of the present invention provides an advantage in ensuring that the
server operates under optimal conditions regardless of the load experienced.
It also has the further advantage of providing a server that has capability to
automatically conirol the number of processes available rather than relying on

25 trial-and-error tuning or inappropriate standardised settings.

Preferably, upon the server receiving the request to connect, each request to

connect is queued in an order corresponding to a priority allocated to each

remote site, thereby determining the order in which each request to connect will
30 be connected to the server.

When the server receives the request to connect from a remote site, the server
may allocate the request to one of a plurality of queues wherein the server

connects requests in a pre-determined queue in preference to requests in one



Preferably, upon the server receiving the request to connect, each request
to connect is queued in an order corresponding to a priority allocated to
each remwD®3®Ive3 thereby determi ning the order in whichpreaskor/eeuest to
connect will 30 be connected to the server. When the server receives the
request to connect froma renote site, ghe server may allocate the request
to one of a plurality of gueues wherein the server connects requests in a
pr e- det er nigtgdogueiher QHepesf dhepe sequesis teanre¢timan be\aljogaiasligos gueue
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renote sites. The queuing of requests allows the server to provide

preferential service to 5 favoured users. This al|ows server tqQ focus on
servi ci ng preorueyingset seagesiedliong ther Rerver Harpr&w@@pprefgr%@& iS§Rdce to
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10 steps : ddaregionagedri oahs mgtlbﬁt weesiohbe m@lsoltlmlrsatélq aartl t peoviding er
via one of the server processes; e renote site nom nates a | ocation on
the net wor KiTaceaPtARIG FRSPONSPARiES/e data; 15 the server provides the renote
site with data fromone of a plurality of docunent trees corresponding to
the |l ocation wherein each docunent tree represents an alternative view of

i nf or mat i orinconakemativaior tauditiomabfarom thamiethbe iscudes travdllohirsy petfered
docunent trees depending on the queue in which the request to connect was
pl aced.1020 $%¢R$ er abl y, upon receipt of the request to connect, the server

exam nes the 1 eaueynHRi6R N fidde?PSvidldnOhat @mndtb dife %&W@eﬁ@%&jbﬁé on a

pre-determined priority allocated to the request to connect.
further al tafrthatsenerqroeekias; onal form the nethod includes the foI I OWI ng
the remote site nominates a location on the network from which to
receive data;

15 the server provides the remote site with data from one of a plurality of
document trees corresponding to the location wherein each document tree
represents an alternative view of information contained at the location; and

the server switches between document trees depending on the queue in
which the request to connect was placed.

20
Preferably, upon receipt of the request to connect, the server examines the
request to connect and allocates it to a queue depending on a pre-determined

priority allocated to the request to connect.

25 In a further alternative or additional form, the method includes the following
preferred steps:
the server receives the request to connect from a remote site;
the server examines the request;
the server may allocate the request to one of a plurality of queues
30 wherein the server connects requests in a pre-determined queue in preference
to requests in one or more other queues. These requests to connect may be
allocated to a queue corresponding to a priority determined by an examination

of the request.



preferred steps: the server receives the request to connect froma renote
site; the server exam nes the request; the server may all ocate the request
to one ofwaoplsoed ity of queues 30 wherein the server come@sSGoI/r@guUests in
a pre-determ ned queue in preference to requests in one or nore other
queues. These requests to connect may bg allocated to a queue
corresponding to a priority determ ned by an exam nation of the request.
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connect 5frqg‘r8dﬁ&¥81'ﬁ1iﬁiirﬁi§e cBHféxt gﬁﬁ&ﬁﬁg_ may be exam ned and categorised to
allocate the renote site 10 a queue that corresponds to a priority

determ ned by the exam nation request. 10 The server nmay al so allocate the
request to a queue on the basjs of a pre- determ nte/gr priority allocated to
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requests to connect, each request to connect being queued in an order

according to a priority determ ned by the server thereby determ ning the
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plurality of remote sites to a server located on a computer network, the method

15 including the steps of:

one or more remote sites sending a request to connect to the server,

the server providing one or more server processes wherein each server
process allows connection and subsequent transfer of data between the server
and the remote site connected to the server via that server process;

20 queuing a plurality of requests to connect, each request to connect being
queued in an order according to a priority determined by the server thereby
determining the order in which each request to connect will be connected to the
server; and

connecting one or more of the remote sites to the server via one of the

25  server processes in an order corresponding to the order of the queue.

Where a plurality of queues are formed the server may allocate the request to
connect to one of this plurality of queues wherein the server connects requests
in a pre-determined queue in preference to requests in one or more other

30 queues.

The method of the first or second aspect of the invention may further include the

optional steps of:



connecting one or nore of the renote sites to the server via one of the 25
server processes in an order corresponding to the order of the queue. \Wuere
a plural iwgoef4sgeeues are fornmed the server may allocate Ph#/SGeguest to
connect to one of this plurality of queues wherein the server connects
requests in a pre-determ ned queue in pyeference to requests in one or
nore ot her 30 queues,. The nethod of the first or second aspect of the
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timeout i rf&m@@dnfl&ﬁé'%cﬁkﬂeﬁté%‘éHﬁééth}'@(gﬁetQﬁdreqUESt to connect is likely
to expire before the request is fulf the server processes. 10 In

one form of the |0ﬁm&rir@ntherf@saon$mllmt®th‘ehmepuht:metamtﬁr@fuslinglarmmmstl nme
i s done at the r te con ts tp the server_ v
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be made i niipslsatvel rc&fésgést he server receives the reque;t to connect from
the renote site. g In a further preferred formof the invention,

information as to the response ti rre and tinmeout tine is continuously
(e anlS 1 7 RO e GARHES 8 (RBRRarLR PERScaSEINE ap Howeq e
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refused a C%pgceecstsl OTnhet ngf,gﬁ.g’g,ﬁ ofr]‘Fe)/sp%?lgg tlt?ner gncri %ﬂnueeosut time may also be made
immediately after the server receives the request to connect from the remote
site.
15
In a further preferred form of the invention, information as to the response time
and timeout time is continuously updated and a continuous comparison made
between response time and timeout time until either the request to connect is
refused or a connection is made to the server via a server process.
20
Where the remote site is refused a connection the server may send a re-request
protocol, the re-request protocol providing a means whereby another request for

connection is automatically sent to the server after a pre-determined time.

25 A still further particularly preferred form of the present invention provides a
method including the further steps:
the connection is made between the remote site and the server via one
of the server processes;
the re-request protocol designates a location on the network from which
30 the remote site can retrieve the results requested; and
the server schedules a server process to fulfil the request and deposit
the results at the designated network location before the remote site is
scheduled to return.



protocol, the re-request protocol providing a nmeans whereby another request
for connection is automatically sent to the server after a pre-determ ned
time. 25 wogBiokd963 urt her particularly preferred form of tIRETHGOSIRI4

i nvention provides a nethod including the further steps: the connection is
made between the renote site and the serger via one of the server

esses; the re-request protgcol designates,a |ocation on the network
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results at the designated network | ocation be enote site Is
schedul ed t Juidmenh of \Ee 087 0aH 943 APETHISER1 @024 Hréesthe; and\tbe seayernmayt or
t he response_t.i f one,or nore reguests.to cgnnect, the response time
bei ng t he ti%hﬁ%\q&@ﬁ”r%%“%e’ﬁ?ﬁe@& NGO R tESRRASe AEe-£ ol £1 T nent of
the requgst via one of the server processes; and the server may swtch

bet ween docunent trees depending on the response tinme. 5 In another
preferred fdnmappthatieprefeaadi toim mf & visvertian dhes seaereswitchize: ietweenr ees
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sites to a conputer network, including : neans to receive a request to
connect froma renpote site; one or nore server processes wherein each
server procd8<s Hildbagpeddhadresait iayRNtiDmRIGYifes: a Seaies fflefF connepiing restokeen

t he server aéﬁ%SHB%%%ﬁ%é@?M&kc%@'ﬁd to the server via that server

process; 15 neans a reno te to the server via one of the

server processesheansiolidogiveg réqinsst 36 eonnédtdromai reaiotegiteubsyst em
providing for the collection of utilisation information being information
concerning utili<Hl9 & BIoTe o3RIVeLr RipFeSSesswihecris aaehy $8/vehdraessseallews

operate; anGonnection and subsequent transfer of data between the server and the remote
site connected to the server via that server process;
15 means to connect a remote site to the server via one of the server
processes;

a monitoring subsystem, the monitoring subsystem providing for the
collection of utilisation information being information concerning utilisation of
one or more resources used by the server to operate; and

20 a switching subsystem, the switching subsystem receiving utilisation
information from the monitoring subsystem and acting to control the number of
server processes available on the server wherein the number of server
processes is modified to ensure one or more resources used by the server
operate at a pre-determined utilisation.

25
Preferably, the server includes a queuing sub-system. The queuing sub-system
queues requests to connect from a plurality of remote sites, the requests to
connect being queued in an order corresponding to the order in which each
request to connect will be connected to the server.

30
The queuing sub-system may provide a plurality of queues, the server allocating
the request to connect to one of a plurality of queues wherein the server
connects requests in a pre-determined queue in preference to requests in one

or more other queues. In one form of the invention one or more requests to



20 a swtching subsystem the switching subsystemreceiving utilisation
information fromthe nonitoring subsystem and acting to control the nunber
of servewOopsoewsses avail able on the server wherein the mamseol/of24ser ver
processes is nodified to ensure one or nore resources used by the server
operate at a pre-determned utilisation.g25 Preferably, the server includes
a queui ng sub-system The queui ng sub-system queues requests to connect
froma plur &PNPGCIAre dlasaiediq aslueupaacelieg te atpriordy mieteymined by thesubd i n
an order corygéﬁﬂnding to the order in which each request to connect wll
be connected’to the server. 30 The queui ng sub-system may provide a
plurality of queues, the server allocating the request to connect to one

of a plurali of queu wherein the server connects requests in a
pr e- det er mi rlr&é’rh[?é:g&%l (%S%‘?eﬁeélr“‘@ﬁk@ fennegiythe gueHingnrubsystam maay examine

ueues. &n I i : : 48963
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gueui ng subsystem xamne 5 and allocate the request to a queue which
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request to gRSRGIBE Sind &t queue based on information
including a pre-determ ned p ior%t gffog%% eeg'ﬂto the renote site sending

the request to connect. 10 In a fourth aspect the present invention
provi deﬁ a server for connecting renote sites to a conputer network,
i ncl udi % . nmeans to receive a request to connect froma renote site; one

or MO e Ser ek fBis espest 1RSI B BN AAGEN R %@Md%%%%éﬁ/e?'fé%ne%ﬁng?&%% on
quent transfer of data between the server and the renot
sites to a computer network, including :
means to receive a request to connect from a remote site;
one or more server processes whereby each server process allows
15 connection and subsequent transfer of data between the server and the remote
‘ site connected to the server via that server process;
means to connect a remote site to the server via one of the server
processes;
a queuing sub-system, the queuing sub-system providing a means to
20 queue one or more requests to connect, each request to connect being queued
in an order corresponding to a priority allocated to each remote site thereby
determining the order in which each request to connect will be connected to the
server; and
connecting one or more of the remote sites to the server via one of the

25  server processes in an order corresponding to the order of the queue.

Where a plurality of queues are formed, the server may allocate the request to

connect to one of the plurality of queues wherein the server accepts requests to

connect in a pre-determined queue in preference to requests in one or more
30  other queues.

In one still further form of the invention the server includes the following
additional features :



site connected to the server via that server process; means to connect a

renote site to the server via one of the server processes; a queuing

sub- syst ewp osieessgiieui ng sub-system providing a neans to 20T(GeUeI28Ne of

nore requests to connect, each request to connect being queued in an order

corresponding to a priority aIIocaLed touB?cP renot e fl&f }hggeggnnected o
the qr i ch each reques 0 connec

?ﬁteer?epilgg and%c'%%r%lg%q?ﬁgreéﬂcgm@r a FBFRONSE e Péﬁ‘ﬂ?GU%ttfé%mt%rQrﬁ@tes%lfQ/er

via one of tmbef@ﬁu@@byehegéﬁ@@sses in an order corresponding to the order

of the queue. Were a plurallty of queues” are fornmed, the server .may

al | ocat e t he req@eR€ans fotgaiasatining tbaélméomthtemplm(;‘r?lremte)?tqumlﬁﬁrlnﬁbgr ein

t conne in a eterm ned que
e erenat a%%'ﬁ%ﬁﬁgﬂ% 'NMZS‘? %60'8? r"‘”kﬁ&‘é%%

preference to re stsin I'n one still

further 5orm of ahermmaabhlm & m&K/N@‘éiH fitd l*&?%n% Ehnflé’llé Pﬁred"‘ﬂfjﬂ{é onal
features : ﬁ\g 03/ 048963 PCT/ S&01/ 00244 10 a neans for pre

respon.se t i HEepy} time gk &t raquest 4or eonnest $$tre:rtésa§if bg ﬂrhgl E?'Igle:fj,:?fe:g?
St i st B cERhECT: 14 bl Batreah S e duaRhisck iR b R 5

t erm nat i onpggessyst em wherein the response tine is conpared to the

timeout tine and a request to connect is refused by the server where the
request to connect is likely to expire before the request is fulfilled by a

tine and tinmeoqut tige be
server ro ”ﬁ% g@&g
done atm;ny?g%l%? a rngﬁ cﬁ‘? A dﬁ%ﬂﬂ“ ng%ﬁ@é’%ﬁﬁm? &y {)1? ﬁé’n?(ﬂ? a@éfrﬁb'g?'i)'ﬁght he
response ti fimeardl partrwdmty pl’femrﬁed ﬁni@ﬁbﬁb@nip@ﬁn?&ﬁ@trésﬁdﬁs%tl:i?ﬁngrégﬁi&tﬁ?lé(?ntggu?
The conparison of response

f ﬂr;e;rayl gl @,Bser %%(aér ﬂ%e{éa]oég §[t9 connects to the server vrl)a a server process. The

comparison of response time and timeout time may also be made immediately

after the server receives the request to connect from the remote site,

15
Information as to the response time and timeout time may be continuously
updated allowing for a continuous comparison to be made between the
response time and the timeout time until the request to connect is either refused
or a connection is made to the server via a server process.

20

Where a remote site is refused a connection any suitable protocol may be

followed. In one preferred form, upon refusal of a request to connect the server

sends to the remote site a re-request protocol, the re-request protocol providing

a means whereby another request for connection is automatically sent to the
25  server after a pre-determined time.

An alternative or additional form of the server according to the present invention
includes a plurality of document trees accessible to the server. Each document

tree represents an alternative view of information contained at a location on the
30 computer network.

In a further alternative or additional form the server may include the additional
components of :



after the server receives the request to connect fromthe renote site. 15
Information as to the response tine and tineout tinme may be continuously
updat ed aWwbsiosryed or a conti nuous conparison to be nade b@CwSen1/Dire4
response tinme and the timeout tinme until the request to connect is either
refused or a connection is nmade to thejgerver via a server process. 20
Wiere a renote site is refused a connection any suitable protocol nggobe

fol l owed. In on@ meansrice®redichng apesprasedimne &er a reaiR stitette GAMFEELO t he

server Squ%s,sé& he renpte site a re-request protocol, the re-request
pr ot ocol p|I PEi'Rg  a means wher eby anot her request for connection is

automati cal |y sentdotanidmt tré® switching alubedysterpr ernaedtsy haesbrvenswithes
alternative or additional formof the server according to the present

i nventi on bel¥eemigecument iraps oepending Aihibetresperse Hdessi bl e to the server.
Each dogunent tree represents an alternative view of information contained
at a loCation on the 30 conputer network. In a further alternative or

addi ti onal Whem mottipte doeumeny treeeard @rovided ddé tseoveal may anidiioeat!s switch WO
03/ 048963 PCT/ SA01/ 00244 11 a neans for predicti nrg g response tine for a
renote sitdeiweepArermant treggdoQptimise ey e dosone OhiMRYeJERUG st em

wher eby t hegser vﬁ{\}-@zﬁr@ ?}'ﬂf"?‘.’% :ﬂg&lﬁ%rﬁﬁ&#’émgtthéf S@s@@&ﬂgggﬁgﬂ@b&ﬂ&e.

response tine. 5 cunent trees are provi e server nmay
addi ti onal IThes véwitdhindpewaee noel oaacemplighese sby othept foffbwing Herrthes popiéenali ne
for one or nore renote sites. This may involve further conmponents that are
sui t abl8 f GOMBANENRir pose. The switching may be acconplished by the

fol I owing furthep.gn %&%‘edic%ﬂgfé)m&?&%é%mmné réPbted5RE 6 EbAed thaREONSE
time for a renote site to connéct to the
server;
a document tree switching sub-system wherein the server switches
between document trees depending on the queue in which the request to

15  connect was placed.

in a fifth aspect the present invention provides a system for managing a plurality
of servers, including :

a plurality of servers;

20 a controller, wherein the controller receives requests to connect from a
remote site and routes the requests to one of the servers;

a server monitoring sub-system, the server monitoring sub-system
monitoring utilisation of one or more resources used by one or more of the
servers to operate; and

25 a server switching subsystem, the server switching subsystem receiving
utilisation information from the server monitoring subsystem and acting to
control the number of server processes available on the server and/or number
of servers available to connect to remote sites wherein the number of server
processes and/or number of servers available is modified to ensure one or more

30 resources used by one or more of the servers operate at a pre-determined

utilisation.

In a sixth aspect the present invention provides a system for managing a

plurality of servers, including :



server; a docunent tree switching sub-systemwherein the server sw tches
bet ween docunent trees depending on the queue in which the request to 15
connect vaiooploggvesl. In a fifth aspect the present inventi ®eT[sGoviaes a
system for managing a plurality of servers, including : a plurality of
servers; 20 a controller, wherein the comroller receives requests to
connect from a renPt .Site and routes the requests to one of the servers;
a server nonitorﬁh@uggﬂyg SPVRISit he server nonitoring sub-system

nonitoring utili SALLRE 1@t UM eregpéﬁ t%ecgﬁﬂ'laeg:?ﬁo&ggqtemo@ eYUnd"Riifle Mo t NE

servers to operate; and 25 a serv SwW t chi su stem "the server
swi t chi ng suégysstetn ceorédti togonatofl theapiuralityndfo semier® wHiclonare havaikble to
nonitoring subSéstem and, acti n%ﬁ&o control the nunber of server processes

avai | abl e onCPHYC SIETUPSLIONUICRL AN  of servers available to connect to
renote sptes whergidaride ({&@‘Iﬂ?@ soib- Té/rﬁrwriérré’iﬁe?%gﬁﬁé‘d{oorcoﬂHgHe?roﬂé 3y

servers available is nodified™ o ensure one or no resources use
one or nor e Pidratityeok eamelessitgseatet quated imre- delee ravinesgondinigl fosiei omler lim a

si xth aspect ,t.he present inventio vi de system f or, mgnagi ng a
plurality o%’@&? 9§p§,reg%%s'tacapﬂanc_ecr;} '%?/@H%g@ %@ﬂeéé@i? 9 8EHVET 5
plurality of servers; neans to receive a request to connect froma renote

site and route the request to connect to one of the plurality of servers
whi ch are aVipfeiably, the queiieg ssbsystenuesevides agiurality, ofapbudsaeaeh veruest

[ b, [ ts t t,..f lurality of renote
dtos 212" 1E ERhARLYBEG b AR S Rufi PRI GilbueS) whéiain thesanr
request to gonnects rglbsieinr®piedeicdmiht Bate FY préRbdRcR Mfuesk Bf Sh&b! V.

t he queui ng sub-system provides a plurality of queues, each request
or more other queues.

The requesis to connect may be allocated in any suitable manner. A
15 particularly suitable manner is by allocating a request to connect to a queue
according to a priority allocated to one or more of the remote sites, or by

examination of the request to connect, or by a combination of the two.

In a particularly preferred form of the invention the system includes the further
20 components of :
a means for predicting a response time for a request from one or more of
the remote sites to be fulfilled by a server;
a means for determining the timeout time of a remote site, the timeout
time being the time until the request to connect will expire;
25 a termination sub-system wherein the response time is compared to the
timeout time and a request to connect is refused by the server where the

request to connect is likely to expire before the request is fulfilled by a server.

The comparison of response time and timeout time can be done at any suitable
30 time. A particularly suitable time to compare these variables is at any time

before the remote site connects to the server via a server process.

Additionally or alternatively, the response time and timeout time may be

continuously updated and a continuous comparison made between the



10 to connect being allocated to one of the plurality of queues wherein the
server connects requests in a pre-determ ned queue in preference to
request s Wp 00/04896dr nore ot her queues. The requests to comeESGONeR4be
allocated in any suitable manner. A 15 particularly suitable manner is by
all ocating a request to connect to a queue according to a priority
allocated to one or nore of the renpte stdes, or by exam nation of the
request to cespatde tirne dnyl thediomputdinme oniiifeithiee thewequest o pemridat is mefliyed
preferred formof the invention the systemincludes the further 20

conponent s &' & COPNGEHAR is Bladgiadie PR a response time for a request from
one or nore of the renote sites to be fulfilled by a server; a neans for

determning the timeout time of a renote site, the timeout tine being the
time until tlheet egothsr foomadrthednvatition, expi aremols of thee saivess iob the spstepst em

wherein the r onse tine,is.conmpared to the i meout tinme and a request to
connect %s F&ﬁagé‘dreb?qt“ﬁét B@rt 9\,{%? ée’{‘ﬂ% S'%E@%é‘?‘@%%r‘?ﬁ@@f@i ROV v t o
expi re bef orenidimist RHERSA drivthiet fdqulest fdtycanrieRtivR is é'ﬂl@rrl%\ﬂﬂﬁlgf k8RNt the
response tinme and tinmeout tinme can be done at any suitable Otinme. A

parti cul ar | Pes(araiisr @ Rrergeteoniveaiiti® t hese variables is at any tine
before the renote site connects to the server via a server process.
Additionally or alternatively, the response tine and tinmeout tine may be

cont i nuous| yWhedathedcarmdction ¢ inatsobstweenpihe reaibtorite dief tieeser/beviddne
03/ 0489?& PCT/ SQ01/ 00244 13 response time and the tinmeout tine until
either tHe BHIRSEIVEDPESGSEEE aNd therersequess prefosehirsignains adogalinn e thae
server. In i i : t r S:
of the syot SRCHORT wiftTHE, biere SHETRAIEPetrigDf (e ER0fs, ey nB iy
re-request pavecuednptosctiedgea seares prbezss to aufilttherreqegstesnid tleposit the

connection is tomptically sent to the servyer after a pre-determ ned
time. Were r@%@%lsc%tﬁﬁg Slﬂﬁlqt%‘fHﬁwrbi?%'gﬁeqq‘érer@ﬁdﬁ@oé? §8€éﬁmacfi€r@'%<§1ﬂq/er
via one 10 gfurhhe server processes and the re-request protocol designates
a Iocati“_cj)n on the

The invention will now be described in further detail by reference to examples. It
is to be understood that the particularity of the following examples does not
supersede the generality of the foregoing description.

20 Brief Description of Drawings

The invention will now be described in further detail by reference to the

enclosed drawing illustrating an example form of the invention. It is to be

understood that the particularity of the drawing does not supersede the
25  generality of the preceding description of the invention. In the drawing:

Figure 1 is a schematic diagram illustrating the system architecture of one
embodiment of the present invention.

30 Figures 2 & 3 illustrate algorithms that illustrate aspects of the present
invention.

Figure 4 is a schematic diagram illustrating the system architecture of a further
embodiment of the present invention.



network fromwhich the renote site can retrieve the results, the server may
have nmeans to schedule a server process to fulfil the request and deposit
the resuwWwODl3a#896he desi gnated network | ocation before thecr&seot/e28ite is
scheduled to return. 15 The invention will now be described in further
detail by reference to exanples. It is {9 be understood that the
particularity of the follow ng exanpl es does not supersede the generality
of the fored%‘?tﬁ{:]ed FRYYH. 20 Brief Description of Drawi ngs The

i nvention will now be described in further detail by reference to the

encl osed drawing illustrating an exanple formof the invention. It is to be

under st ood tThat ptdsenpaneintioh grovidesfa hbmbee adimecitrdsmsdhaismpgrisedsed he 25
generality of the %ecedi ng description of the invention. In the draw ng:

Figure 1 is 'RPEeHaei ROHOERANGR (1| AsVeht FRBSIhe HIPSPeMRANERiRELTIRE B8 one
ebodi eBt GinpldifoiS Bithet T CWebBervifts FHRLERS o %Elégﬁtéa'%&&téss%gag% thms

that illustrate aspects o e present invention. ure 4 1s a sc
di agram i | | softwaré pgodunés.syst em architecture of a further enbodi nent of
t he present invention. WO 03/ 048963 PCT/ SG01/ 00244 14 Detail ed Description

The present invention provides a nunber of nechanisns that may be used to

I nprove the gl iBRBOKE $n ggplﬁbloégrr%ﬁrt?rgh%§%riﬂ@&lhéaﬁtérgsre%ﬁrc% Such as

i npl emented elther 1n we rs directly or iIntegrated into assocl ated

sof tware pr cémedrs CPiYs havkrdiskan arel/ rddpbdy ddagtensoni Tlee sndmbercroft sender

system rgsources such as rver net wor k ad?% ers|. The
eavily

S Us, hard disks, an
nunber 3P s EOSFSSES 'E'Péfctggg eﬁ&gl%aﬁé‘ﬁufﬁat%%goqct%ﬁéﬁf@l Phe's 6P
critical or (ifSedastoliea¥i kywithl hhS&EpeaNE @fgel S Fok tdlidin@B, ABREBEARY e
range. For exanple, new server processes nay bé spawned for waiting
requests to proeesses magrhe spawneddol waiting requests to connect where the load is
below the desired range, and free server processes may be terminated where
the load is over the acceptable range. The inventors have found that it is
15  particularly desirable to keep the critical resource within a 60% to 70%

utilisation.

The components of one form of the present invention are illustrated in Figure 1.
The remote sites 10 are connected to the network 20 that facilitates the

20 connection to the server 30. Within the server there is provided a resource
monitor and respbnse monitor 70, this monitors loading of the server and
provides information which can be used to control operation of the server. Any
requests from the remote sites 10 can be queued 60, the schedule 50 can then
dictate which requests will be actioned by the server processes 80. Where

25 multiple document trees are provided for a particular set of information
requested by the remote site then the server process can then choose which
document tree 90 to provide.

The invention may accord priority to remote sites requesting a connection in a
30 range of ways. For example, this may occur in web applications such as on-line
banking and electronic customer relationship management where a request to
connect has been sent then further follow-on requests are issued during the
session. In at least one embodiment of the invention follow on requests can be .

given priority over new requests. This ensures that those who are currently



bel ow t he desired range, and free server processes nmay be term nated where
the load is over the acceptable range. The inventors have found that it is
15 parti cwbaslysdeesi rable to keep the critical resource WPCRISGOH0@I% t o 70%
utilisation. The conmponents of one formof the present invention are
illustrated in Figure 1. The renote sitgs 10 are connected to the network
20 that facil }t,at eget he 20 connection to the server 30. Wthin the server

there is prdiiisieg the sarvel bave ReRePIDI0 Hivi seeepdater 1ban e seoveriigring on

noni tors | oggi v r QYA | | | : sed
Lo cont rol _aaineh, Riauesss TRavafe ARGl SVERER LK SR Poedtihg in talthalts )
can be queustbvdifig dffserdcbedihesésfemate siteznalretidyt edrenedted: h\Wiesraest erderéd be

actioned by the server processes, 80. VWere 25 nultiple docunent .trees are
o ovi ded f oiShoh PG AGPISS TGRSR alsesen TR dPEardl duRue s fetced 1 o
then t NesSeini oBER FEGTest BAN'ILRISRRAF & Mloielle FIPRHIERNE qhaRiRs) i@ atopy! de-
The invention may accord priority to renpte sites requesting a connection
in a 30 rarigewshb seryer tdrattert tmpEqriestshinstheshigluest poriarity gedua ppfare andvng
such as on-line banking and, el ectroni ¢ custoner .relationship managenent
where a req@Ble [RBIeSO ARBLPGE GUBLER EahT TPHPEIO/ORDRCT By B RIPTHSRAR s
are issued %‘élﬁtab@maﬁﬁéﬁ'f,@f‘exélﬂp@re!-i%é‘ééd PER D Aty B favelrd 1BVt | on
foll ow on requests can be 'given priority over new requests. This ensures
that those whqueste resultingt Iny avyriodishap 36 3eRATSSCY / the2admbsr ait¢drinsictignt he
server have aCcess to the server rather than the server taking on further
request% t hA"'CHIRES i kel y to overload the systemresulting in additional

sl owi ng of service to those renpte sites already connected. Were an

ordered list of service queues together with selection criteria for each
queue i s defAlgeithms that readdl theqrgval efam requedt|assheempledion efurieqyeast aigi ch

it qualifies, Thi | h epVvier ts Q. t

hi ghest pri (?PPF& ﬁhg@?%gfzog‘egnﬁ&ﬁge éo'ﬁlt'%Fﬁggh@§%i¢ﬁ8%wgrtﬁau%£qs Each

request to cesiest aimyahethar ii9rd réqestidirivehanliit all Benaseighed fiorareidiapl e

re-issued requests may be favoured over new requests resulting in a

pri orit 18i nfesYerrrgaess.s Hawaves, whet resoured Hiksatiopnis below a predetermined
value then a new server process will be spawned. Figure 3 illustrates the
situation'where the event is “request completion”, that is where a request has
been assigned and completed. If utilisation of the resources is above a pre-
determined value then a server process will be killed. Alternatively, where there

20 are queued requests the highest priority request will be removed from the

queues and assigned to the server process.

The invention may also accord priority to a request to connect based on an
examination of the request itself. For example, HTML pages on many web sites

25 and web applications contain a mix of text and non-text. One example of this is
the provision of text information and images. The inventors have found that
users tend to be satisfied where the the text portion is presented first with the
non-text portion being presented at a later time. A hiip request to retrieve
information such a HTML page can be divided into requests for the text portions

30 and requests for the non-text portions. By examining the requests, the server is
able to queue the requests for text portions at a higher priority. This ensures
that more users are able to receive the text portions earlier and faster than
would otherwise be the case.



10 attenpts. Algorithnms that nodel the arrival of a request and conpl etion
of a request are shown in Figures 2 & 3. Figure 2 illustrates the

si tuat i orwatwenegdshe event is "request arrival"”, that is &CTSGUeEsR24arrives
then it will be assigned to an idle 15 server process. However, where
resource utilisation is below a predeteqgined value then a new server
process w il be spawned. Figure 3 illustrates the sitt*ation' wher.e the
event is "rEriweniempay alsa includa fagiliHerdea wikyihesdeigaing ?feféi?%@gifg ned

and conpl et tilli [ J ol 5 Hned
val et hen Boughlsd osrsBEL kP BLOW TR CrbTe BBy, chibiiky 4R REU"SH
are queued g@gueqicudder hegheatrivedi retubst meguss trejecidd ibhéhe eysieet ekpecist he
gueues and assigned to the server proqg%;s]. The i nvention nmg%/ al.so _acgord

priority tohg fesygetio fige6HhectniHaERY aa???"@&é(mq{ﬁt? JRMete SHE AL 08st
I tsel f. g Orinﬁc}?@@!{@gk&% aﬂa&%?lo%'s'ﬁgﬁﬁoﬂ‘%ﬁd%\tg?ea #PrAis 19RR, amiel dyeddmons

contain-a m . nd non-t ext e exanp this is the provision
of text infmayaimployaadoustasmiquésetol predict tres rdspoasé diomalfareatequestr ©neend

hon- text pordiabHe BgURs averneipipd3he erads RESSAEH tespPagtdtie By e
retrieve ipf ' 5?;;\/5 \vdues! nt f h
text porti oﬁ%ﬁggpgfn%%ggggﬂ orhﬁgﬁ‘ntgﬁﬁdeé%ted%r\ﬂt [ or?lé.n (I:3'>yr :g;%'shisngo[ hte ©

L_eqﬁests, the server is able to queue the requests for text portions at a
i gher priority. This ensures that re.users, are.able to recepv t ext
porti ond eaf ¢ SPVEM#PH a{g%%raﬁ?%amov\%% (fﬁ“ﬂ Mosé*eeﬁeé ?héewég.rgtm?o%'%48963
PCT/ SC01/ 00441k it Thenis YeiBEhem iRy 3¢ Hnkniy Wilkordafiealiyl idtirmiry demleta t h
the deferring or “rejecting of requésts to connect. Instead of queuing

i ncom ng r emplieshsHTNL pagehtoyther enadtasite. olhis ractgoRagedwil cordainPaiameied

request may rejected if the systen | .
Thi's provi d@& ' H_HPFF??/ "‘(ﬁ_ueqs_eaé% aeyn@%)@%@ﬁlc%%r%e{h%%ﬁ oF h@&’iﬂq%rrecrﬁ% of
an over | oadsigd ttélaéutémaﬁaﬁhal_ RLidspd the regjuebn aftat er spddified yislaym Tiwy defgyl oy
various techniques to predict the response tinme for a request. One

15 may correspond to the estimated time for servicing all the higher priority and/or

earlier requests.

The invention may also provide for the adaptation of returned results. This is
where the system accepts one or more alternative document trees for the same
20 web site. The document tree can be selected by analysing the time-out ratio
and turnaround time of the semef during operation. Where the server is
experiencing heavy demand then a less data intensive document tree may be
provided to the remote site. Allowing the server to dynamically switch to a less
processing-intensive document tree aids in improving response time. Where
25  this mechanism is combined with the queuing priority feature described earlier
the invention can ensure that higher priority remote sites receive less

degradation in service.

In a further embodiment the invention provides a system having a number of
30 servers. A controller is set to receive requests and route them to one of the
servers. The controller may also have the function of performing the load
balancing and fail over functions. In one exemplary embodiment of the
invention the dynamic setting of the number of server processes is employed by

each individual server. The prioritising of requests, deferring or rejecting of



suitable method is by multiplying the average observed response tinme by the
nunber of requests that are ahead in the queue or queues. 10 The invention
may al so Woasiodk6z he facility to defer a request rather tiramr/SGoepeating it.
This defernent may be done by automatically returning a neta- refresh HTM
page to the renote site. This neta-page will contain paranmeters of the
request as well as a delay time that w17 cause the browser of the renpte
site to aut |gabh s f BeRahvEl ddig s
del ay 15 mg&@%érsﬁespg#g%mﬁéﬁr%@ﬁé%{ eg %ia%e& grrlgsegrw e/%n(%q‘aﬁ%h?%e r:%gher
priority anbtydhe oeatrbiler. TheuwestrslierTinayiaise atiditionathy oalatiernativelydemploy a he
adaptation of returned results. This |.s kK where the system accepts one or
nore alter ngie?%néﬁ%f}ﬁe?ﬁ 'Vla&eeé’é‘df %?'aph\éa@a‘?'ﬁ!"?@ @v@%wégt &\_e a@BﬁﬁﬁB’ﬁfs tree
can be sel eghafl DYeadidky pbbo difdfed I 2OMird Far) sBBH A4TARIQMATk SERiGS the
server during operatlon.EWhere ﬁ%et§EPVeHK{§kh§&Seriencing heavy enﬁnd
t hen a | ®ss Pdavidei. nPeacticady diois uman requirsemaaljfidadion mf eerderdpropetties swoinae
site. Allow,n he, server to namcally switch to | e

D i, SESR Lied 1e% B St Seleinet & ihanto asdhemove o

processi ng-i
25 this nmechaRietdtiom GRMAHIGA0MAI Aleh HotRBAUbMBcRTAEEMSr bpBEdtbe descri bed
earlier the invention can ensure that higher priority renote sites receive
| ess degradation in service. In a further enbodi ment the invention

provi des a system havin nunber of 30 servers. /Acontroller | s set.to
Fecel ve r oqtueve e asBeielhd ienfhe Tumedtr TRHERER: G ThBltelt SSEE: Hoy
al so haye t fristrafsd indigafe RerTHY ramdtetdites! 1@age dstirtéed b Beonétdidrk 20erA
functions. In one exenplary enbodi nent of the invention the dynamc
setting of chsetralgmeelugingangbedyedilaned sluevehthppgiedenio cenritdl qanmeglienal
server. The 1.OL1 1, S] equests, deferring or rejecting of WO

03/ 048963 P ﬁ@%%ﬁﬁgb%%%e%%SéTequests and adapting of returned results as
descri bed above can then be done by the controller. The controller my

al so additionally or alternatively enp%o a nmechanismto activate and

de- act i vat e While Hhesprasepiunygniiae hagrhean éescsibeddn Parficular detalls i sneulsors
offeredify Feddilly LopRkétt HCthARE 8P SrdhiRdPetkiPelV!thE art that changes and

modifications in form and details may be made without departing from the spirit

and scope of the invention.



5 Provider. Practically this may require nodification of server properties
such as the IP address. It nmay also require port assignnent of switches to
add/ renowwO 0su89e3 s fromthe virtual |ocal area network ofPCTls&owedz4server
operator. A systemaccording to the present invention having nmultiple
servers is 10 illustrated in Figure 4. {Bhe renote sites 10 are connected
to the network 20. A controller including a schedule 50 and queue 60
operates to“@MT ol connection between the servers 30. Wile the present
i nvention has been described in particular detail, it should be 15 readily
apparent to those of ordinary skill in the art that changes and
nmodi fi cati ods i nAfmethathdf denrsdtiagraaplusalityrad eemiotdsikes tepeaaarvergotaieth ame
spirit and scope  of t{1e Ln%enti n. V\q 83/ 048963 PCI/ SG01/00244 18 d ai ns:
1. A et hod 2SPNRIAREREWRIKaNG MPEIGL PCYAINGRESISRT PEs to a server | ocat ed
on a cafiputer neHwor hnet HE mBrehRnbBCAiES anéﬁh? §teBeesl to ddnhadt RNEher

o]

nore renote sites ‘'sending a request to connect the server; (b) the
server provsdiveg one or nore server processes wherein each server process

| ti d b t f f d th d
fhe remote site Shnediedena aavitiit,ars or nefa sl piFhess Bl Shesf”
connecting QBR/ePpridEss Qﬁ?v'&@éoﬁﬁéﬂﬂoﬁ &nid 8gbddyUdiR tIRBHAT ofVdata WRBwed tiidie

server processes;, (d) collecting utilisation information, utilisation
i nf or mat i onskpiengndithegemate site conoectad g the BeivesviachabseBies PHICASST e

resourc used by .the server to operate; d e). NI NCrSSI
utili saiE on info %ti &HRNER '%aﬂ?ﬁ?@g{%g ﬁ{%n{)eﬁo%fg'te%e v@fé %‘%g%tg@e%ne
provi ded whef tidisdier protegse®f server processes is nodified to ensure one

or nore of the resources used by the server operate at a pre- determ ned
utilisation. 20 &) A eellegingacelisation {rfoenalion, 1, utilipatien ninfpiaiatione balng er

receives t h‘?nformation concerning utilisation of one or more resources used by the server
to operate; and

15 (e)  processing the utilisation information and modifying the number of

server processes provided wherein the number of server processes is modified

to ensure one or more of the resources used by the server operate at a pre-

determined utilisation.

20 2. A method according to claim 1, wherein when the server receives the
request to connect, the request is queued in an order corresponding to a priority
allocated to each remote site thereby determining the order in which each

request to connect will be connected to the server.

25 3. A method according to claim 1, wherein upon the server receiving the
request to connect from a remote site, the server allocates the request to one of
a plurality of queues wherein the server connects requests in a pre-determined

queue in preference to requests in one or more other queues.

30 4. A method according to claim 3, wherein one or more requests to connect
are allocated to a queue corresponding to a priority allocated to one or more

remote sites.



request to connect, the request is queued in an order corresponding to a
priority allocated to each renote site thereby determ ning the order in
whi ch eacWoO oseepeest to connect will be connected to the secTsSGo/2R48. A

met hod according to claim 1, wherein upon the server receiving the request
to connect froma renote site, the servefgall ocates the request to one of

a plurality of queues wherein the server connects requests in a

pre-determ med  dudBEhPH 3fcOrdingi@eclain reguered LROBHBeCFeINeF EEGstYiRg the
gueues. 30 & ho ﬁrtgé‘&r i i : ei r q ts
to connect Arggé\e%‘fﬂtgcgct)e toﬂgﬂgt}ége%@?{%g@ﬁtg\é\gﬁn@g r?%ﬁ’éa'&p?{ o%@né(ﬁl g@gt ed
to one or nuategoresent © sillbeste e GAMOULIAS 1BCA/ Gl QA ciiresponds et dod

according to claim 1, wherein upon .the server receiving the request -to
connect frorﬁrloﬁ@ig]@’?%m@"%{?}é?x? gtiogRfdbe raaussni ned and categorised to
all ocategthe renote site to a queue which corresponds to a priority
determ ned by exam nation of the request. 5 6. A nethod according to claim
1 or 5, wher&in upomethbd aeovding teaddim ngor bhehessinagtont theceamer redaivingt he

t ite,, th t i | ted t . th i f
br e det e m eR RSB FoRNFEE P BANe doTiate Sifn e entest S albcatotidra Bieke o
connect | N9, QxPHeNISds ¥f 86 MBI iRd BRokf) Acaaeto haGahie afle & comput er

network, the nethod including the st one or nore renbte sites
sending a request to connect to the server; (b) the server providing one or

nore seryer processe erein each 15 server prqcess allows connectjon and
subsequéht t'ransf Imeép%@&f 8088?&;&%% aﬁé’e&\fg&cgﬁcf't?ﬁgoragwgr C?ged on

connected t q ¢BRPERIrRIWYHA ARG ¥RIUdM@BRSStep©F: queuing a plurality of
requests to connect, each request being dqueued Iin an order according to a

priority allocatd@)to acler rmeaist et sitee rseylingdat taguiest g adneest derthe n
whi ch each rs%wgr?t to connect will be connected to the 20 server; and

(b)  the server providing one or more server processes wherein each

15  server process allows connection and subsequent transfer of data between the
server and the remote site connected to the server via that server process;

() queuing a plurality of requests to connect, each request being
queued in an order according to a priority allocated to each remote site thereby
determining the order in which each request to connect will be connected to the

20 server; and
(d) connecting one or more of the remote sites to the server via one

of the server processes in an order corresponding to the order of the queue.

8. A method according to claim 7, wherein upon receipt of the request to
25 connect, the server examines the request to connect and allocates it to a queue

depending on a pre-determined priority allocated to the request to connect.

9. A method according to claim 7, wherein when the server receives the
request to connect, the request to connect is allocated to a queue based on
30 information including a pre-determined priority allocated to the remote site

sending the request to connect.

10. A method according to claim 7, wherein a plurality of queues are formed
by the server, the server allocating each request to connect to one of the



(d) connecting one or nore of the renote sites to the server via one of
the server processes in an order corresponding to the order of the queue.

8. A net w0 0aoe9s3li ng to claim 7, wherein upon receipt of PCASGoeoeest to

25 connect, the server exam nes the request to connect and allocates it to
a queue depending on a pre-determ ned p2pority allocated to the request to
connect. 9. A hod according to, claim?7, wherein when fhe seryer r.eceives
Che 1 equestHBToNhaBRuSE fiteliie: Sedet sanasets: SobPrBc Sreriar Ity
based on 30 Gy iABrbRAchaSldHchBs® iR'dedStRbR B BLLAEL! Y all ocated to
the renote ;?te ggﬁding t he réhuest toebonnect. 16& Egnéthod according to
claim7, wherein a plurality of queues are forned by -the server, the

[ i ng, ea request to connect to qne of .fthe. 3/ Q48963
peT Seot ooss oo TaitpaRHESTind f ABeE mel dAfRdusbetine IoPEquest s
in a presdeterningfl qeHRtHG PTESEHRIE BrricP fErefHee $bMotd) sRBEHAL HAR' Serftt Aer

queues. 11. A nethod according to any preceding claim further including
the steps: 5eguysipicearnedigthe respensectime meingthe Hime dakere fei the semer Has

sent a requeg he r onse time being the time taken for the
server to #ﬁﬁ'ﬁ'ﬂ’f“?rﬁ‘g&?iﬁﬂéﬁe ﬁeﬁﬁgtsﬁg’remte site; (b) determning a
timeout tinme for (bhe restBimRinfid &, tirh86ut tifBOMk the 'FBmAI8i dite, tthe timdBut Uithe |

the request to connect wi|l expire; and 10 (c) conparing the response tine
to the timediging thestimadintiéthesiasgest ioeeprnect withexpire; liadr equest is likely to

method d8cord) ng EERTIGE: aenEFar inRh BisbBrBEhEr anELBBREE S redste
and timeout wihere the rdquiestas liksly té eRpird ebfure it dth beiulfiked by @newtnrs beniep t he
server via a server process. 13. A nethod according to claim 11l wherein the

conpari son dIOF@E®Snse tinme and tinmeout time is nmade i mediately after the
server receives the request 20 to connect fromthe renote site. 14. A
met hod according'to claim 1l wherein information as to the response

12. A method according to claim 11 wherein the comparison of response

15 time and timeout time is done at any time before the remote site connects to the

server via a server process.

13. A method according to claim 11 wherein the comparison of response
time and timeout time is made immediately after the server receives the request
20 to connect from the remote site.

14. A method according to claim 11 wherein information as to the response
time and timeout time is continuously updated and a continuous comparison
made between response time and timeout time until either the request to

25 connect is refused or a connection is made to the server via a server process.

15. A method according to any one of claims 11 to 14 wherein upon refusal

of a request the server sends a re-request protocol to the remote site, the re-

request protocol providing a means whereby another request for connection is
30 automatically sent to the server after a pre-determined time.

16 A method according to claim 15 wherein
(@)  the connection is made between the remote site and the server

via one of the server processes;



time and tinmeout tine is continuously updated and a conti nuous conpari son
made between response tine and tineout tinme until either the request to 25
connect iworgfusvesl or a connection is nade to the server PCa/SGoverner

process. 15. A nmethod according to any one of clains 11 to 14 wherein upon
refusal of a request the server sends &2Te-request protocol to the renote

For “connect i on | 8 30 B foRa ey ceah oS gheRs & braupnar I Hetwork L'

pre-det _ernri _WM:H iH@rerﬁ&e&it@QﬁMtWh@ir@guﬁé)r L@S[@d@%ﬂ(ﬁer ei n (a) the
connection is made between the renpte site and the server via one of the

server processes{CMO 032 GeReB3sEHENUEED B/ seren recesh o tflél tlee reguesit and

Can rotri eviepnat iie dpeats s ik HesldtBrar pER SucoBBhIL A S e cEB R I e,
process £0 fadnbid sitd R s@RdREd ndtueposit the results at the designated
network | ocation at any tinme before the 5 renpte site is scheduled to

return. 17. A nmethod according to claim 16 wherein (a) the server nonitors

t he responseg-ti f r onnect, the response tine
bei ng t he tﬁ%e @%&ﬁ%ﬁ@@ﬂgﬁ&cﬁ%éﬁ?é%ﬁérﬁ@ connect and the connection
to a server via gag ofthé Rensgrmenitpsabesseponsntni(epf bhe cramvr reyudst hes
between a plurality of docunent trees depending on the response tine,

wherei n eacl§08BeelERE FRONFEPHBS AENGaNC JiMer etV NGt 2 i 1PAYPRaL? on
contai ngd at. hhg ebion fo TEiPOS \ﬁ&%@reqdfﬂﬂets rBtdsseWhghgi N the

server sw tanes %@ﬁ/\%g{r’?c ocunment trees to optimse tgnéér esponse ?I me for

one or nore renoi(p) sittke. sd¥er Aswiitiee Retoeedi =g ploratity enaocctimeni tree@ to
10 wherein (a) the connection is nmade between the renote site and

[ f t he
server 20 VieRepABgPNthe regpRse Hrs: deherein £aaN (dPCUMRNIERS EPPISRPITSHRR
between a pliealdih% \%WQ{?W A E6StairiRPeNb G}, t he queue in which the

hiti
request to connect was p acEenj{,1 \;\%erel n
15 18. A method according to claim 17 wherein the server switches between

document trees to optimise the response time for one or more remote sites.

19. A method according to any one of claims 2 to 10 wherein
(a)  the connection is made between the remote site and the server
20 via one of the server processes; and
(b) the server switches between a plurality of document trees
depending on the queue in which the request to connect was placed, wherein
each document tree represents an alternative view of information contained at
the server.
25
20. A server for connecting remote sites to a computer network, including :
(@) means to receive a request to connect from a remote site;
(b)  one or more server processes wherein each server process allows
connection and subsequént transfer of data between the server and the remote
30 site connected to the server via that server process;
(c) a means to connect a remote site to the server via one of the

server processes;



each docunent tree represents an alternative view of information contained
at the server. 25 20. A server for connecting renpte sites to a conputer
net wor k, wooBadiosy) : (a) neans to receive a request to ceamsScsn1/H294n a
renmote site; (b) one or nore server processes wherein each server process
all ows connection and subsequent transf@ of data between the server and

the renote 30 si co ed. 1o erver via.that ry rocess;. fc) a
means 1o connect O enbt BRGNS 80 etely Tia mdtitolfl SEYRle cBpyRpo Iof
processes; WaeWd86wsH8f MHELHER IifotR4tor BeingdhfckmaiBhtcdntaehisy bElsdtiemoft he
nonitoring subsystem providing for the colleéction of utilisation

i nf or mat i on Y8 AYMORE feTATTeN UsemhBY the sgrver to ppardterand  one or nore

ui toning subsyst@h r dhoruray O WP e el HuPnkY SR TecARy (e

noni t ori Bg sutbisgloremnfantaton ifropn tite eearitoringt dubsystem eindoictirgy etomisidRgSes
avai l abl e on the server whereby the nunber of server grocesses I's nodified

to ensure QHEJFBPGFUQ_F @ef‘_@idﬁfpé"%s%@ﬂaﬁ@blﬂ@ t@%rs@é\!‘ero‘ﬂ peaky Tite aumber of _
pre-determ l’}{éef}véﬁt PHC%%EE%WS mBdifidd %ﬁ&%‘é%ﬁ&%r Slopd rEQo&Jc@% ;U%egi bg%gd' ng

a queuing s system t qgueul ng sub-sSystem queul ng reques cobnnéct
from a pl ur &darvgr aqferatonat @ preidetsmindct utiksptiest s t o connect being queued in
an order corresponding to the order in which each request to connect will

be connected to the server. 15 22. A server according to claim21 wherein

the queypng Sub- sysdGRPLRY 18 Bkl 34 ;iﬁ(clQ&inguﬁuﬁlﬁ?lﬁﬁgfs&‘b%%ﬁém, the .

allocating the request to connett to one,of a plFura quetes wherein
the server oquauRg sSubesysésmsaqileuing preeudstsetaricopdectqireme ai plupality eof ereceote o

requests in one gr nore qther eues.. 20 23. A. server, according to claim?22
Wher et n’ one TS GRS (8 codNeshhei aiedin Boear coeoruRdBod8cBrdl ng
to a priorityrgal [OEBlcAbdch 1R8e8 toEIrhctEMi S cShh&Sed to the server.

16 22. A server according to claim 21 wherein the queuing sub-system provides
a plurality of queues, the server allocating the request to connect to one of a
plurality of queues wherein the server connects requests in a pre-determined

queue in preference to requests in one or more other queues.

20 23. A server according to claim 22 wherein one or more requests to connect are
allocated to a queue according to a priority allocated to one or more remote
sites.

24. A server according to claim 22 wherein upon receipt of the request to
25 connect, the queuing subsystem examines and allocates the request to a queue

which corresponds to a priority determined by examination of the request.

25. A server according to claim 23, wherein when the server receives the
request to connect, the request to connect is allocated to a queue based on
30 information including a pre-determined priority allocated to the remote site

sending the request to connect.

26. A server for connecting remote sites to a computer network, including :

(a) means to receive a request to connect from a remote site:



24. A server according to claim 22 wherein upon receipt of the request to
25 connect, the queuing subsystem exam nes and all ocates the request to a
gueue wWwWwoh3ogIsEsponds to a priority determ ned by examPoatSIGONO@i4 t he
request. 25. A server according to claim 23, wherein when the server
receives the request to connect, the reggest to connect is allocated to a

queue based on 30 Snformati on including a pre-determned priority all ocated
to the renote sit®) setf iy DHUer 8BYEEtProseestaiereby eachs servar pecess

connecting rQENtes ; i I t
receive a reﬁuestcﬁﬁﬁlﬁh&rﬁj ?r om ?‘E%bé\%@ﬁfga%gg@%h%%e%%ﬁd the
PCT/ SQ01/ 002¢mag sit¢ lwpnoretedrtorthe sesmr vix that eepas @sosdss: eby each server
process allows conpection and subsequent transfer of data between the
server and the r(gﬂot emgl"‘[‘%t‘?ﬁSﬂ’ﬁ’é%cftgdrqrﬁo"?tﬁtes@rt{?érSQ\W%.’ \ig oned tha server
process; 5(C)prgBadles 0 connect a renpte site to the server via one of the
server 5 processes; (d) a queuing sub-system the queuing sub-system
provi di ng a neandd)t o aqueeingrseibesystemethecqueing stib-system providiagha meqnest
to connect hei nlg?qqueued in an order correspopding to a riorit%eallo,cated

to each renmoPel¥ii% O ¥néf éB?/redé?%‘r%t%ﬁﬂgcoc Chr RN I"AAYRHLCI? BeRMEGIRRIBEL to
connect W | lqlRfiedlf GRNGIBEE %@rrb@péﬁ@n@EXbV&gq;rio?iW 62ateAMBCEALH Yo MBfe Rfte MO €

of the renote sites to the server via~one t he server processes I n an
order cor r edperediyngeterminiagothrerorder tine winishueaach? requesir teercamneot diitigbé o

cl ai m 2§ ~wher ei lurality of queues are forned 15 with the server

al | ocatiqﬁ’g t‘i?i“”%%ﬁﬁ‘?%?éeé%‘?{nae to one of the plurality of queues wherein
the server accept(g)r emfiestihg ohe teford Bf P rEmeERt Sidd REthSIY8NRr vk one
preference to requests in one or nore other queues. 28. A server according

to any one & @ aprer proeesses in ancrder eerrespanding tonbererdeoof heegliatts. ng a
response tinme for request froma renote site to be fulfilled by the
server;

27. A server according to claim 26 wherein a plurality of queues are formed
15 with the server allocating the request to connect to one of the plurality of queues
wherein the server accepts requests to connect in a pre-determined queue in

preference to requests in one or more other queues.

28. A server according to any one of claims 20 to 27, including :
20 (@)  means for predicting a response time for request from a remote
site to be fulfilled by the server;
(b)  means for determining the timeout time of a remote site, the
timeout time being the time until the request to connect will expire;
(c)  a termination sub-system wherein the response time is compared
25  to the timeout time and a request to connect is refused by the server where the
request to connect is likely to expire before the request is fulfilled by a server
process.

29. A server according to claim 28 wherein the comparison of response
30 time and timeout time is done at any time before the remote site connects to the
server via a server process.



(b) nmeans for determning the tinmeout tine of a renote site, the timnmeout
time being the tine until the request to connect will expire; (c) a

t er m nat iwo 03/0i8963 st em wherei n the response tinme i s conpalP€l/SGAH0d294 t he
timeout tine and a request to connect is refused by the server where the
request to connect is likely to expire bgfiore the request is fulfilled by a
server procgss. 29.

A server @ccoFdi P%‘gto claim 28 wherein the conparison
of response ©30 ti e SHYSF AFEFGNG 1he'a 2R Mihergin the ¢QrRRANRAN, PE eIRONSE ot e
site connectigmé AndRneS@HRE i/ made iTPRRAtl 2665the SUAOS/ERR8Ine request
PCT/ SG01/ 00244 24 30. A server according to claim28 wherein the

conpari son dP qosggehisem thprremateisie.neout time is nade i mediately after the
server receives the request to connect fromthe renote site. 5 31. A
server according to claim28 wherein information as to the response tine

and timesut 3i.me i sAceRiVdruRsbdingdat ethidn®e iRsteimUatbymatioAPasi fPnheade
between the response tinme and the tinmeout time until the request to
connect is dieSReRse diMe anttimeasdrliteetisoeontinuensly updatesl sedvar cantinugus

ner ai ' uportTwReat et BRI S eI AR o SR oot e,

re-request pequesiob, cdritect & eifffstuefiiselr st ®eshn@dtivn Bi made toree Scivee \VRbX
anot her request for connection is automatically sent to the server from

the renote SAECIHPOEPSH pre-deternmined 15 tinme. 33. A server according to
any oneq4af clainms 20 to 32 including a plurality of docunent trees
accessi bl’'e to the server, each docunent tree representing an alternative

vi ew of i nf d32rat i Asen@ntaaicortingito any opetdf@ains 2 e Sorhbren medmesflisalad 34.
A server accordi ng to claim33 includi nIg . (a), nmeans for predicti n% a
response ti r reayes ﬁ@nﬁ@egisp@dg do the remote site a re-request protocol, the re-

request protocol providing a means whereby another request for connection is
automatically sent to the server from the remote site after a pre-determined
15  time.

33. A server according to any one of claims 20 to 32 including a plurality of
document trees accessible to the server, each document tree representing an
alternative view of information contained at a location on the computer network.
20

34. A server according to claim 33 including :

(a) means for predicting a response time for a remote site to
connect to the server; and

(b) a document tree switching sub-system wherein the server

25 switches between document trees depending on the response time.

35. A server according to claim 34 wherein the server switches between

document trees to optimise the response time for one or more remote sites.

30 36. Aserver according to any one of claim 21 to 27 including :
(@) a means for predicting a response time for a remote site to
connect to the server; and



connect to the server; and (b) a docunent tree sw tching sub-system wherein
the server 25 swi tches between docunent trees dependi ng on the response
time. 35.wAo0se189e3 according to claim 34 wherein the servecTsaiol/cires

bet ween docunment trees to optim se the response tine for one or nore
renote sites. 30 36. A server according 29 any one of claim?2l1 to 27

including : (a) a ns fa edi.cting a. response tine f r epot ite to
connect to the server; a%éWO&%%G@MW@Cﬁi '6532321 2@56%8)( g'%dg(e,ﬁ'r%nt
tree sw t chigpgichehteywtemdobameny ireBs depeMaingsot iHehGse RN RRAIEhARE YGRSt
trees depending on the queue in which the request . to connect was placed. 5

37. A systenPfepnaelidas Rpcedpl ural ity of servers, including : (a) a
plurality of servers; (b) a controller, wherein the controller receives
requests to connect froma renote site and routes the requests to one of

the servsrs;37c) Msystewefor imandgind Adlstalitysofssetarst elisdnyer nonitoring sub-
10 systemnonitoring utilisation of one or nore resources used by one or
nore of the server &)t o SoplEraiteof 8¢i¥e(d) a server switching subsystem the

server sw tching supgyst E%nthﬁ%?,i\Mh?r%iMdé j:éﬁ"t?c%lfér? ria?%i%g‘?én@?&tﬂé)%ﬁﬁ@ct
server monitoring stBsystém and ' acting to control the nunber of server

processes avaim albieenaie sitbergetoudss thedequedis towneeof thé seeverey s avail able to
connect to renote sites wherein the nunber o server processes and/ or

f .
nunber of servers alfli| bISENY MaNteriag suP-ayslare 6ise sebernBoaitpdG Flbes
used bysigne r rat 5 B e
utili sat1 ?on.ﬁéﬂf orﬁfosrb'@[e%lﬁmﬁé g@g %?&gi ﬁgrﬁg?’%r%srog{r?ﬁ/ggégsﬂn rver gr n}orqgloljdi ng
(a) a pl dhaketvwersto speredesand b) neans to receive a request to connect
froma renote site &{m route the [1'6 uest to conpnect to one, of ttl)e
plurality of server Jwhig BEYEEL switching subsystem, the server switching subsystem
receiving utilisation information from the server monitoring subsystem and
acting to control the number of server processes available on the server and/or
15 number of servers available to connect to remote sites wherein the number of
server processes and/or number of servers available is modified to ensure one
or more resources used by one or more of the servers operate at a pre-

determined utilisation.

20 38. A system for managing a plurality of servers, including :

(@) aplurality of servers;

(b) means to receive a request to connect from a remote site and
route the request to connect to one of the plurality of servers which are
available to receive a request to connect; and

25 (c) a server queuing sub-system wherein requests to connect from
a plurality of remote sites are queued in an order corresponding to the order in
which each request to connect will be routed to the next available server.

39. A system according to claim 38 wherein the queuing sub-system
30 provides a plurality of queues, each request to connect being allocated to one of
the plurality of queues wherein the server connects requests in a pre-

determined queue in preference to requests in one or more other queues.



avai lable to receive a request to connect; and 25 (c) a server queuing
sub-system wherein requests to connect from a plurality of renpte sites
are queuewoion/osIcdr der corresponding to the order in whi ehTSGON0N28gUESTt t O
connect will be routed to the next available server. 39. A system according
to claim38 wherein the queuing sub-system 30 provides a plurality of
gueues, each request to connect being al ¢ cated to one of the plurality of
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any one of clainms 37 to 40, including : (a) nmeans for predicting a response

time forsa request siBM 98Grling tHRI eémaih@@ﬂ‘oab,t@éydg] e fulfilled by

a server; (b) neans for determning“the timeout tinme o note site, the
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a server. 15 42. A system according to claim4l wherein the conparison of
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any one of c¢]giqyg 41 to 43 wherein upon refusal 25 of a request to
connect, the server sends to the renpte site a re-request

15 42. A system according to claim 41 wherein the comparison of response time
and timeout time is done at any time before the remote site connects to the

server via a server process.

43. A system according to claim 41 wherein information as to the response
20 time and timeout time is continuously updated and a continuous comparison
made between the response time and the timeout time until the request to

connect is either refused or a connection is made to the server.

44. A system according to any one of claims 41 to 43 wherein upon refusal

25 of a request to connect, the server sends to the remote site a re-request
protocol, the re-request protocol providing a means whereby another request for
connection is automatically sent to the server from the remote site after a pre-
determined time.

30 45 A system according to claim 44 wherein the connection is made between
the remote site and the server via one of the server processes and the re-
request protocol designates a location on the network from which the remote

site can retrieve the results, the server has means to schedule a server process



protocol, the re-request protocol providing a nmeans whereby another request
for connection is autonmatically sent to the server fromthe renote site
after a pwe-o3getves mined tinme. 30 45 A system accordi ng toPcir&iGo/de4nher ei n
the connection is nmade between the renote site and the server via one of
the server processes and the re- request2/rotocol designates a |ocation on
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