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1 Data storage device using two types of storage medium Summary of
the invention 5 The present invention relates to a data storage device
which makes use of two data storage media of different types.
Background of the invention 10 Great developments have been underway
in recent years in the field of data storage devices. The seminal patent
application PCT/SG00/00029 introduced the concept of a data storage

OEMCRNYBIRD (RUIECSSOURING Y B0 sy dg e dalikdRP Plug and within

the housing a non-volatile solid state (i.e. integrated circuit-type) memory
device, such as a flash memory. The first such 15 devices, launched in
late February 2000 had a capacity of 8MB, and much higher capacities

Sreravalabliemneywarpiaiallel to this, there has been rapid improvement in

hard disk technology, and portable data storage devices of at least
several GB are now available, 20 having a size comparable to the
solid-state portable data storage devices discussed above. 2 Summary

Phihsrédveantianerie preseris yentataaiosdodreire (AR aukeselsd of two
data storage device, and algorithms performed by such a device.

data storage media of different types.

Background of the invention

Great developments have been underway in recent years in the field of data
storage devices. The seminal patent application PCT/SG00/00029 introduced
the concept of a data storage device which includes a housing having an
integral USB plug and within the housing a non-volatile solid state (i.e.
integrated circuit-type) memory device, such as a flash memory. The first such
devices, launched in late February 2000 had a capacity of 8MB, and much

higher capacities are available now.

fn parallel to this, there has been rapid improvement in hard disk technology,
and portable data storage devices of at least several GB are now available,
having a size comparable fc the solid-state portable data storage devices

discussed above.
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5 In general terms, the present invention proposes that a data storage
device includes two data storage media: both a hard disk and a
non-volatile solid state memory device. Data received by the data storage
device for storage is stored both in the hard disk and the non-volatile solid
state memory device. Since the 10 datg storage is duplicated, if a problem
arises with retrieving data from one of the storage media, the data can be

seireNed, fpnh g odgiciNote that hard disks and non-volatile solid state

memory devices are vulnerable to different sorts of environmental
damage. Thus, data storage device according 15 to the invention is less
vulnerable than to damage than a data storage device using only a single

Tatapssyageimedition dims I breadsed Mg gathusiefangaeyiefage device,

proposed by the invention the data has a greater likelihood of survival in

ahdealsiopnierns therfnprdalapirane mediee 20 The data storage device is
for connection to a host which controls it using read and write commands,

for example according to first driver stored and run in the host. The write
and read commands the host generates and transmits to the data storage

teyireerabiched) thepressionaldntivatplto pbisceadet thelarssioagenttvice
have to "know" that the data it sends for storage is stored in duplicate 3

islcitais heslidala stspgrsminlia Wwittheo mandntisithendadansioragletile\dotid state
writes the data to both the data storage media. In the case of a standard

meaxclory device. Data received by the data storage device for storage is stored
both in the hard disk and the non-volatile solid state memory device. Since the

data storage is duplicated, if a problem arises with retrieving data from one of

the storage media, the data can be retrieved from the other.

Note that hard disks and non-volatile solid state memory devices are vulnerable
to different sorts of environmental damage. Thus, data storage device according
to the invention is less vulnerable than to damage than a data storage device
using only a single data storage medium. This is because in the data storage
device proposed by the invention the data has a greater likelihood of survival in

at least one of the two data storage media.

The data storage device is for connection fo a host which controls it using read
and write commands, for example according to first driver stored and run in the
host. The write and read commands the host generates and transmits to the
data storage device may be in a conventional format. In this case, the host does

not have to "know” that the data it sends for storage is stored in duplicate
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command, the data storage device retrieves the data from one of the hard
disk, and sends it to the host. 5 However, in the case that there is a need
to retrieve the data from the flash memory, the data storage device can
be used in combination with second driver software (e.g. running on a
different host to which the portable storage device is connected at that
time) to retrieve the data from the flash memory. This second 10 driver

SRIMGETBAD FaEaPERIL LS NI HARhSAMIRD ded &iSPRFAY vice writes

format which instruct a read operation from the flash memory, instead of

the diEcididethhadaR sagdavica Ny the BHABYRS Whiird read

implement the special read 15 commands provided that a security
BERSRENE, theQiBRiatbnle HEURXABRIEYSs RRENRECHBHTIGHION the hard disk,

operation may be required. Brief description of the drawings 20 An
eRbediment of the Hagntion will now be described for the sake of
example only with reference to the following figures in which: Fig. 1 is a
schematic block diagram of the embodiment of the invention; 4 Fig. 2,
which is composed of Figs. 2(a), 2(b) and 2(c), is a flow diagram of the

iﬁ@m@@fa@ﬁa@@é@@m PioeeRsLasRiguEhydhe Baledimesthahkidash
m.emory, the data storage device can be used in combination with second driver
software (e.g. running on a different host to which the portable storage device is
connected at that time) to retrieve the data from the flash memory. This second
driver software may be arranged to generate read commands in a special

format which instruct a read operation from the flash memory, instead of the

hard disk.
The data storage device may be arranged only to implement the special read
commands provided that a security procedure is complied with. For example, a

password verification operation may be required.

Brief description of the drawings

An embodiment of the invention will now be described for the sake of example
only with reference to the following figures in which:

Fig. 1 is a schematic block diagram of the embodiment of the invention;
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5 Detailed description of the drawings Referring to Fig. 1, an embodiment

of the present invention is a data storage device shown having a housing

1, and a USB interface 3 (such as a USB plug but possibly including a

USB interface integrated circuit) fixed to the housing 1. 10 The USB

interface 3 is for connection to a host (shgch as a PC), e.g. by plugging the
USB plug into a socket of the host. The USB interface 3 is in

commusicafi 1 C I tsalbis.y .
commireaion i e e e B e e e oo
B¢y alik SRRl snanan&rithe dae. SIQragRida ier i) hasiborataRlsr Fig.
such as in a user's pocket. The housing 15 may indeed be small enough

o be hidden within the closed fist of a user. The hard disk 8 is a

"removable hard disk drive", in the sense of being in the class of hard

disk drivers which are external to the host system. Additionally, the hard

disk 8 of the embodiment is optionally removable from the housing 1. This

PRpeENiftheihnsd disihs tghgifeRrlaced if itis full. Indeed, the hard disk

8 may be one of a plurality of different hard disks which can be inserted
into the housing when required. The hard disk 8 is generally present
during initialization of the data storage device. 5 The communication path

RérivrgdIFag ot enivaashibafiasthesraapnt iatEntion Makd sk Sorage
includes both one or more data buses and control lines. Between the
gevicelisidnaneindardslishng is, ahinte (R tiefioeay bRid as a USB plug
but possibly including a USB interface integrated circuit) fixed to the housing 1.
The USB interface 3 is for connection to a host (such as a PC), e.g. by plugging
the USB plug into a socket of the host. The USB interface 3 is in communicatien
with a controller 5. The controller 5 itself is communication with a flash memory
7 and a hard disk 8. The housing 1 is preferably small enough for the data

storage device to be easily portable, such as in a user’'s pocket. The housing

may indeed be small enough fo be hidden within the closed fist of a user.

The hard disk 8 is a “removable hard disk drive”, in the sense of being in the
class of hard disk drivers which are external to the host system. Additionally, the
hard disk 8 of the embodiment is optionally removable from the housing 1. This
permits the hard disk 8 to be replaced if it is full. Indeed, the hard disk 8 may be
one of a plurality of different hard disks which can be inserted into the housing
when required. The hard disk 8 is generally present during initialization of the

data storage device.
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SDIO (secure digital input/output) interface which supports a 4-bit data
bus, but 5 in alternative embodiments the interface may be any other
media interface, such as an IDE (integrated drive electronics) interface.
The embodiment is used in conjunction with first driver software running
on a host which generates read and write commands. This first driver
software may 10 take a conventional form. As described below, the data

?Wéac%?g‘miﬂ?gﬁgﬁ?éﬂq@&%ﬁ%@ﬁ?ﬁ%@é’&ﬂ%‘(@éﬁrﬁéﬁ?ﬁé@ﬂﬁ@gﬁmory 7 and

host to memory / an ata storage

HRIES RIS BISAAOING B EPSIIB B EOB M LRRRE

and transmitting to ost. Thus, as far as conventiona

15:50Ree Ied IR Bmhosimenifunchiongddenticalyintag & KRR be an

storage device. However, the data storage device of the invention ma

3SR PEQREIA SRy %ﬁ@@&ﬂ%&%@fﬁ%’gﬁdﬁﬁ %Ygréil O;S%@&Q%*%-‘Bﬁ 428 bus, but

which is in the flash memory ware has capacity

10 SEORIAOAIRAHARAURAN W IHERHE 0D Bgfﬁwbtﬁw%éq@%m&ace,

read command generated by the first driver “software, and which the

SOBIY Ql4en 5 ISEOUNBERAS A REBRREHIA A dHaHeut of the flash

memory 7, and to transmit that data out the data storage device. The
controller 5 then performs this operation. The second driver software may
optionally be provided on the same host as the first driver software, or 6

FHerBASHRERNA A AT h I SHIERHTIR R BROSHBE RSB UREHEe N a

at that
host which generates read and write commands. This first driver software may

take a conventional form. As described below, the data sorage device reacts to
write commands by writing data sent from the host to both the flash memory 7
and the hard disk 8. The data storage device reacts to a read command by
reading data from the hard disk 8 and fransmitting to the host. Thus, as far as
conventional driver software is concerned, the embodiment functions identically

to a known data storage device.

However, the data storage device of the invention may also be operated by a
second set of driver software to access the data which is in the flash memory 7.
The second driver software has capacity to generate a read command which is
in a different format from the read command generated by the first driver
software, and which the controller 5 recognizes as a command to read data out
of the flash memory 7, and to transmit that data out the data storage device.
The controller 5 then performs this operation. The second driver software may

optionally be provided on the same host as the first driver software, or
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time. The second driver software makes it possible to extract stored data
even if the hard disk drive 8 is damaged. Thus, if the data storage device
is placed in an environment in which the hard disk 8 is damaged, the data
it stores may be 5 retrieved from the flash memory 7 if the flash memory 7
is undamaged. Of course, if the hard digk 8 is removable, then while it is
removed, the data in the flash memory 7 may change (e.g. be

aMBFWAIRRAY) WENSHI BCafERRAERO1 SRAIgR SHREEIBBBAHRLARE dMRected at that
stored on the hard disk 8. Similarly, if the hard 10 disk 8 is replaced with a

gy bank Jrishdisl[BeasHRY g nevihard Gisk 1dQ8graet sieredlataa even if

duplicating what is already stored in the flash memory 7. In either case,

fryvexRl JRRSEHELEHO RS RHRR ACTRYSE iPLRUSAISA6HM: Madise it Blaced in

user will be aware that the data stored in the flash-memory does not

dHRiisate Mheciata Qhike hardsHigB e rlintycd, eiberfasesibrYdsehy be
will 15 know not to rely on the backup provided by the flash disk 7. We

Reelsa feorrdineUumsienet theraip aritherReraraahly the datksiamse

device, with reference to Fig. 2. The initial section of the algorithm is
shown in Fig. 2(a). When the device is powered up an initialization
process is performed 20 in which the device initializes the hard disk 7

Gtepdisand the HashdlenigasstaRovhb¥heRHR HRYiResTe8RI¥OE . the data in
command, in step 3 it then determines whether the command is a write
gessntnareomymand e read datadram Swefastich)abithbut corresponding
changes being made to the data stored on the hard disk 8. Similarly, if the hard
disk 8 is replaced with a new blank hard disk, then clearly the new hard disk
does not store data duplicating what is already stored in the flash memory 7. In
either case, however, these situations arise because of a user's action, and so
the user will be aware that the data stored in the flash memory does not

duplicate the data on the hard disk 8. Accordingly, in either case, the user will

know not to rely on the backup provided by the flash disk 7.

We now turn to a discussion of the algorithm performed by the data storage
device, with reference to Fig. 2. The initial section of the algorithm is shown in
Fig. 2(a). When the device is powered up an initialization process is performed
in which the device initializes the hard disk 7 (step 1), and the flash device (step

2).

When the device receives a command, in step 3 it then determines whether the

command is a write command, a command to read data from the flash 7, or a
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command to read data from the hard disk 8. The default for the read
operation is that the data will be read from the hard disk 8, so a read
command which arrives without containing a marker indicating that it
refers to the flash 7, is treated as a read command in respect of the hard
disk 8. 5 If step 3 determines that the regeived command is a command to
read data from the hard disk 8, in step 4 is calculates the physical

gegiesmintthechard diskchrafeesprnding 0 thelegicalibleskirdesasSoperation

(LBA) contained in the read command. In step 5 the controller 5 uses the

romsekiaasand/ine slatadus ithd heendisicemipanesiadtiae Mand diskich

to transmit to the controller the data at that physical address, and then the

seniedligithdransatsidnig saeaives framiieghaest diskr8raverie flaip Pug

to the external host through the USB interface 3. In step 6 it tests whether

thisterperss ies@xpieteattnat rdspripirifandhearigansies process in step 7,
and loops back to step 6. When the determination in 15 step 6 is positive,

the method passes to step 8 in which it waits for a new command. When
that new command it received, the method passes again to step 3. If step

3 deiprdningsthatdbetreceived asimdatishisnasonsnaamshienaritetdateadhtata
20 method passes to the portion of the algorithm shown in Fig. 2(b). In

stap Shibeadatdish Sercetopans iskiorsdintive pbigtaratadergsitenthe hard disk
subsequently to the memories 7, 8. The command portion of the write
saromaspblicinthywhitdogical block address (LBA) contained in the read
command. In step 5 the controller 5 uses the control lines and the data bus 9 to
send a command to the hard disk 8 to transmit to the controller the data at that
physical address, and then the controller 5 transfers data received from the
hard disk 8 over the data bus to the external host through the USB interface 3.
In step 6 it tests whether this process is complete. If not, it continues the
transfer process in step 7, and loops back to step 6. When the determination in
step 6 is positive, the method passes to step 8 in which it waits for a new

command. When that new command it received, the method passes again to

step 3.

If step 3 determines that the received command is a command to write data, the
method passes 1o the portion of the algorithm shown in Fig. 2(b). in step 9 the
data in the command is stored in a register, {o be written subsequently to the
memories 7, 8. The command portion of the write command (i.e. the write
command minus the data to be written) is stored separately, for subsequent use

in determining where the data should be written.
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command minus the data to be written) is stored separately, for
subsequent use in determining where the data should be written. 8 In
step 10, the physical address in the flash memory 7 corresponding to a
logical address in the write command is calculated. In step 11, the
physical address in the hard disk 8 corggesponding to the same logical
address is 5 calculated. In step 12, the controller 5 sends a command
using the control lines to both the flash memory 7 and the hard disk 8
instructing it to store data. Then controller 5 in step 13 writes 512 bytes of

the@ata ceasdygayspalthadrassty BRIMER laehBomay fRpeihmbalfa

disk 8. In step 14, the controller 5 test whether it has now sent all thé data

rRpcHied e traie aoRERMHR ML mamesy deviaes 418t Skycal

step 15 the data writing process continues, and the method loops back to

StRPCES NS5O PRRPIRS BeterBIBRHINNIY e hésmRosigie theasiing

process is complete, the method passes back to the section of the flow

ciagrrzahmwidd AR, A@kditb e Ssleterminasaihatdhesiegaivedontrol lines

command is a command to read data from the flash memory 7 (i.e. a

robutaid gerer atedoyiTe-pecans whivediseBigsaldheg it RASERS @Be Then

section of the algorithm shown in Fig. 2(c). In a verification step 16 the

contrgliier 9 desesmineavnetBantbeteensr e MaAad OSSR ERTIRIB host to
security information, such as a password. If not, the read 20 operation

baith, taadithh meshashpasses rckdedRdgsi)iQpepnallyiib&ontroller 5 test
whether it has now sent all the data specified by the write command to the
memory devices 7, 8. If not, in step 15 the data writing process continues, and
the method loops back to step 14. As soon as the determination in step 14 is

positive, the writing process is complete, the method passes back to the section

of the flow diagram shown in Fig. 2(a).

If step 3 determines that the received command is a command fo read data
from the flash memory 7 (i.e. a command generated by the second driver
software), then it passes to the section of the algorithm shown in Fig. 2(c). In a
verification step 16 the controller 9 determines whether the read command
included certain security information, such as a password. If not, the read
operation fails, and the method passes back to Fig. 2(a). Optionally, the
password may be stored in a reserved area of the flash memory 7 itself.

Alternatively, the password may be stored in the host.
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password may be stored in a reserved area of the flash memory 7 itself.
Alternatively, the password may be stored in the host. 9 If the verification
step 16 is positive, then in step 17 the controller 5 calculates the physical
address in the flash memory. In step 18 the controller 5 uses the control
lines and data bus 9 to control the flashgmemory to transmit the data at
that physical address to the controller 5 using the data bus, and then the 5

BORY QLSRR ArRIS QLS the dajadphe et ﬁ%ﬁ'ﬁ%ﬁm %@%&ﬁ%zﬂ%@fég@éat@s

In step 19, the controller 5 determines w the requested data has

Peeshyapt h3ardhe rﬁ@ﬁeowﬁgﬁtiﬁq@ﬁﬁémiﬁ%t%fegﬂ% R DERA PP S ses the

back to the section of the algorithm shown in Fig. 2(a). Otherwise, the

e dransier RICSSHH R SLESHSIGRLALIRRNA LTI PatiER i hd Yata at

Although only a single embodiment of the invention has been described in

%‘{Ogh%ﬂ% é@@@é%%@fﬁ%ﬁ%ﬁé’ﬂ@iﬁﬂﬁg groRaaihe BWRNiirthake
will be clear toa skl_lled r_eader. MCSLLP 1 (_Zlalr_ns 1_A data storage

SeniesH SPRRERISEIIY) B HhesfacthioheRMERIGaIRe Wl P Shterface 3. In
step 19, the controller 5 determines whether all the requested data has been
sent. If so, the read operation terminates, and the method loops back to the

section of the algorithm shown in Fig. 2(a). Otherwise, the data transfer

procedure continues (step 20), looping back to step 19.

Although only a single embodiment of the invention has been described in
detail, many variations are possible within the scope of the invention as will be

clear to a skilled reader.
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(if) a hard disk, 5 (iii) a non-volatile solid state memory device, and (iv) a

controller in communication with the interface, with the hard disk and with

the non-volatile solid state memory device, the controller being arranged:

(i) upon receiving a write command from the host, 10 to send a commangc sl |.p

to both the hard disk and the non-volatife solid state memory device, the

command instructing both the hard disk and the non-volatile solid state
Giagmory device to store data, and to write the data associated with the

1\_/vrite GO .QQJ}gé)??f?éqigéec&%r&igiﬁ%and the non-volatile solid state

memory device, 1 upon receiving a read command, to obtain the data
selectiVei frdgiface Firgenynvrigingrvitblgiiosblid state memory, and
to traqﬁp‘gtﬁggdd@@(,out of the data storage device through the interface.
2. A data storage device according to any preceding claim in which the 20
contrdiiBradarriatieupiid eiads /gaIBaERBREMARE, to determine from

the reqq SUBMAIRMAKBRIFAEABFURMEINE Falaier L0 it hREIRK gk

the non- volatile storang device. 3. A data storage device according to

apRINth thevAR Ve icaeedchitaty MEMARt 8RYIeRdd command relates to
the nqRavekHtR REPIBEIR G aYieRgE® controller is arranged to initiate a

S Do robSN g Bis commmand from fhe host,

to send a command to both the hard disk and the non-volatile
solid state memory device, the command instructing both the hard disk
and the non-volatile solid state memory device to store data, and

to write the data associated with the write command into both the
hard disk and the non-volatile solid state memory device,
(ii) upon receiving a read command, to obtain the data selectively from

the hard disk or the non-volatile solid state memory, and to transmit the data out

of the data storage device through the interface.

2. A data storage device according to any preceding claim in which the
controller is arranged, upon receiving a read command, to determine from the
read command whether the read command reiates to the hard disk or the non-

volatile storage device.

3. A data storage device according to claim 2 in which, upon determining
that the read command relates to the non-volatile storage device, the controlier
is arranged to initiate a security procedure in which the controller verifies
whether security information received from the interface is in accordance with

pre-stored security information.

4. A data storage device according to claim 1, claim 2 or claim 3 in which
the hard disk is removable from the data storage device.
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whether security information received from the interface is in accordance

with pre-stored security information. 30 4. A data storage device

according to claim 1, claim 2 or claim 3 in which the hard disk is MCSLL
removable from the data storage device. MCSLLp 11 5. A method of P
retrieving data from a data storage device according to any preceding

claim, the method including establishing electronic communication

Shetwed @ ddtal seirgenged e doonaahdata sherage isstiemasastging to any
p}f@é@%\ﬂ@daém,hﬁ@%&#8@%@%“99&%&&@%ﬁ@%t&&éﬂie%‘éﬂrﬂéﬁcmion

rom the 5 non-volatile solid state memory, and to transmit the data to the

bﬁ@ﬂ?ﬁﬂdb@tﬂﬂié siqeragdeics ﬁi@ikﬁ)!ﬂ%&:@ﬂﬁﬁ@@d@éﬁﬁi BRIVHEQ
cBIHARGA S8R AIRE O8] (RAIIQIMING BRRGLHN HaSedUss i &IgioR &t the

the data storage device prior to 10 the data storage device transmitting
NP RIBL® $Rdchakaier memeioanskbibAR§ Tt dRgrd alaiavHienpsd through the
irfeetgdy procedure employs a password.

6. A method according to claim 5 further including a step of the host
performing a security procedure in relation to the data storage device prior to
the data storage device transmitting the data to the host.

7. A method according to claim 6 in which the security procedure employs a
password.



