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COVPARI NG PROCESSCOR | NSTRUCTI ON SET OPERATI NG MODE
wo-L@RM217pD001] The present invention rel ates greEUSI00Y075194

to the field of processors and in particular to a

system and et hod of debuggi ng code on a processor via

a debugging circuit that includes consideration of

the processor instruction set operating node.

BACKGROUND [ 0002] Mbdern processors are extrenely

c PEBUGLIREWT SOMRARING PROSKESSOR INSTRUEDION Sk QRERATING

pi pelined architecture, wheMOBEquential instructions,

each having multiple execution steps, are overl apped

i n execution. Many processors, known as "superscalar”

processors, include two or nore separate pipelines for

parall el instruction execution. To avoid stalls in

t he pipeline due to branch ifMstR ucti ons, nost

processors enploy various fornms of branch predi ction,

Hool] SPegdl rﬁ‘éée‘ﬁ?rn&@ﬁtﬁﬁ' r@%té’%"@%n@?’a@?‘t’d ih@RieRf of processors and in

|nstruct|ons branches are predicted taken. To

Féﬂ%lﬂé{reto%es’ EW&etH&H%‘{ detﬁ%ﬁ{dbo%%eas&%éss%?ﬂéraalie%uggmg
ogi cal register addresses from'the correspondi ng

BRI inTRIER I SH QL AS o tRE bRIBESOr M‘sﬂ%‘ﬁbnas%t Bﬁé}‘aﬁrﬁ&ﬁrode.

renam ng. To provide prograns the i1llusion o
unlimted, fast nmenory, BREXKAH®SGRSSOrs execute code
in a virtual address space, translating addresses to

[UR92P" MSderh Piebs)s 8RAn@eMeRRInfhicAted didtems [IBUSRGRPn

a nenory hierarchy (e.g., regi'ster, cache, nmain

PRIEBS6ks eﬁ%lbp‘ aPHsdine® Q@It&%ur%)/whérg%eﬁﬁf@rﬁﬂét |'n§t?uc‘ﬁf)n§ Qdeh having

W thin a nodern processor 1S very di tficul

ﬁ‘r@rﬁr%feaé@hé(trc;nrs’i‘&é‘s arcowabp st iR exbéhtr%ﬁr Ma‘?rg 6)?60essors known as

anomal i es nay be very hard to debug.

addi ity ptr&%s%’rstlﬂ@[r@e fRAdr rﬁ&r@%@b%t@ﬂpm@g fdt parallﬁl instruction

processors is itself extrenely conpl ex.

8iendn. of o RRsYSsEHs Innaé b%%ﬁﬁ@&heﬁ%tbrm%trd&%r(slqh%@ processors
processor architectures, nuch of the conputational and
LRBIo§ FhriGRBIXbitbra®h prediction, with speculative fetching and execution of
instructions when branches are predicted taken. To improve performance, many
modern processors separate logical register addresses from the corresponding
physical memory storage registers, known as register renaming. To provide programs
the illusion of unlimited, fast memory, many processors execute code in a virtual
address space, translating addresses to one or more physical address spaces as data
traverses a memory hierarchy (e.g., register, cache, main memory). With such
complexity, the execution of code within a modern processor is very difficult to
accurately track and validate. In particular, anomalies may be very hard to debug.
[0003] In addition, the software that executes on modern processors is itself
extremely complex. With of the advent of Reduced Instruction Set Computing (RISC)

processor architectures, much of the computational and logical complexity of

computing migrated from processor instructions to optimizing compilers. That is,



conmputing mgrated from processor instructions to
optim zing conpilers. That is, WO 2008/ 021763
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operations froma relatively small set of processor
instructions, each of which £s optinized for a
particul ar, specific function. This results in a nore
| engt hy and conpl ex sequence of instructions,
coropileds byjld eonplex dpegatoak froar a tdatzelysmalllsebdi mbarssor iastdictions,
branch operations, for a given conputational task.
Sachhofadrigh isxoptimided faranpdrtcuthrf $pecidictfuriaionle bbig redudtn in a more
errors cause anonal ous program behavior. [0004] To
regihytand compexdaymericeef irsskctahs dietludigy rgg.c mgisak arithotdic,
executing on a conplex processor, debugging tools are
lmadistore,renal bmamoh gqpecatiess.dosa givhe sempetatioread lgski Sach complex code
address and data conparators for identifying specific
carsbe difftout ts detngy varendatass caastet amomslousipeoglteinugghbdot. s
may additionally include address range conparators, SO
[a0ad] t He absitiggheadgaontingriask ofgletraggilecdmpiex ecdd executing on a
predet erm ned code segnents. Qther debug tools may
coroplaxl processtr etebuggieg trtcaeduilbinth rhaey prokessotso Thesw Nty
flexibility in specifying the conditions that specify
boreprliqecduressaamd/data ¢onagagrators fggielestifyimg apecifia inStoratabs amd/or data
may be provided off-chip, such as via a dedi cated bus,
pattemey. Bee d¢bmgddols mayaddiidnaytiedudmadoness laodd esmparators, so that
Breakpoi nts may trigger one or nore external signals,
theatebugging or tadin@mdy oe limiteg trepredeteoygined aodd segpnends. Other
illum nate an LED, may cause an exception, branching
delulgy texls ey includecauntirb spgLensers @i thes likey ton@rpvide fipilyility in
halt execution, allow ng the contents of various
segifging thee amditioas thas spexifp braakppietstand/or Taes &iggdesb Ugagdeng
tools, which are not utilized during normal processor
erecatioomay deeroddssi gffiep,i sutb at e pdetiedsbbus; ior owalyts stored in
in such a way as to mnimze inpact on processor
peeflicated moechgnalifiponBreakpoisis )i tdpger[dde @B ndPe egtearahsigsals, such
may explicitly set the proper instruction set
eptr @t aryl/orddggedr @ logio Ainalgres or fluimdrate en kKB wguse an exception,
instructions according to the relevant instruction set
bracoling godeHexseuton toer detiggmgirowtaesomagy simply madisexecationh
to a particular instruction
allowing the contents of various registers and caches to be inspected. These

debugging tools, which are not utilized during normal processor execution, are
designed into the processor circuits in such a way as to minimize impact on processor
performance and power consumption.

[0005] Programmers may explicitly set the proper instruction set operating mode in
software, prior to executing instructions according to the relevant instruction set
encoding. However, errant software may at times branch to a particular instruction
address that was intended to be executed while in one instruction set operating mode,
but while the processor is actually in some other instruction set operating mode. In
such a case, the processor may attempt to execute the instruction at that address

using the improper instruction set decoding, leading to incorrect results.



address that was intended to be executed while in one
instruction set operating node, but while the

wEe@sesKses is actually in sone other instructiPCI/BE81007/075194
operating node. In such a case, the processor may
attenpt to execute the instrudtion at that address
using the inproper instruction set decoding, |eading
to incorrect results. WD 2008/ 021763 PCT/ US2007/ 075194
@P0P6P06]FaFekareplangingg versiops witheiAdM pafcesdoe aAdRMECcture include at
processor architecture include at |[|east two
lepstt twadnstonticeset operating npdewde32-bih ABR inbte ARVa 16t Tuchb
a 16-bit Thunb node. Table 1 lists a code snippet of
ABNe | Tetle Udsts arcode BOIPPAIGHF ARMbinstrdctiofs: 000096F4 bl
OxA8AO 000096FC cpy rl,r4 00009700 Idr rO,[rO, #0x8]
vabbectd ARM nodpyi nstructé#omOencodi ng [ 0007] Table 2
PpeP8g6the sane bdde i nterpPraBal in Thunb node:
000096FO and r CcP® 000096F2, B40x9A36 000096F4 | s
PPOP87REXI |  006686F6 addr@r MO0y 80KE]1 sl #0x4
000096FA b_Ox9A3E 000096FC Isl rOrl, #OxO O000096FE
Fabk922> bBBYoueEe aRatFerF20nTaBFEI2"IThunb node

AL R £ B GRSk AR 1
Egéggégg?rg?c%ggﬁ Iatn $¥§B§£§L;;gcult to ascertain

X
000096F4 1s1 rl,r5,#0x11
000096F6 add.w r0,r0,r4,1s]l #0x4
000096FA b 0x9A3E

000096FC 1s1 r0,rl, #0x0
000096FE b 0x9222

00009700 and r0,r2

Table 2: Thumb mode instruction encoding

[0008] Note, in particular, the branch instructions at 96F2, 96FA, and 96FE. Due
to erratic branching, it may be difficult to ascertain the point at which an error caused
the ARM code of Table 1 to be interpreted in Thumb mode as in Table 2, and hence to
debug the error. This difficulty arises because prior art debug circuits do not include
the processor instruction set operating mode as an input to the logic that triggers
breakpoints, initiates traces, and of the like.

[0009] Most processors that support two or more operating “modes,” such as
supervisor and user modes, or real and protected modes, switch between the modes
by causing an exception and branching to a mode switching routine. This operation is
easily detected using prior art debugging tools and software by setting a breakpoint or
beginning a trace on the instruction address of the mode switching routine. A
processor switching instruction set operating modes without causing an exception is

one example of code behavior that is difficult to diagnose with prior art debugging tools,



the ARM code of Table 1 to be interpreted in Thunb

node as in Table 2, and hence to debug the error.
wabiog/ozhi763 i cul ty ari ses because prior art debupCT/US2007/075194

circuits do not include the processor i nstruction set

operating node as an input to#he logic that triggers

breakpoints, initiates traces, and of the |like. [0009]

Mbst processors that support two or nore operating

thabde sot'induddhthaprocesparinstsctioraset opsetingoes,as@ caneeration in

and protected nodes, switch between the nodes by

tiggsiinggbraakpidg phitiaingdradetraddhe likgg.t o a node swi t chi ng

routine. This operation is easily detected using

prior art debugging tools and software by setting a

br eakpoi nt or begi nni ng SYMBAKYon the instruction

address of the npde switching routine. A processor

@iaﬁ'défh' %wagtki%%b%?nﬁ)% er(ﬁBSHlme'n[%\qg Eﬁig th‘rq)ag)rocessor

an exception I's one exa
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consi der
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I nstructi I es ress at
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ext er nal ruct
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set  opérat lonally be out put.

@Otl? natdﬁ’eeéMbanqgnt r@'a‘f‘ers to W mbhEY S%éb%ﬁgm?éoﬁ\ﬁ%rdoﬁg

| ng or stopping a trace operation usin
FAGHEI R AT PR LSRR A dtrn
ﬁ}g{rﬁé’f@ﬁ %ep&%‘?ating modes. A target instruction set operating mode is received
prior to executing any code instructions. Code instructions are executed and, for each
instruction executed, the current processor instruction set operating mode is compared
to the target instruction set operating mode. An alert is triggered if the current
processor instruction set operating mode matches the target instruction set operating
mode.
[0012] Another embodiment relates to a method of executing software on a
processor having at least first and second instruction set operating modes. The
address at which the processor switches from the first instruction set operating mode to
the second instruction set operating mode is identified, and an alert is triggered in

response to the identification.



conprising a plurality of instructions on a processor
having at |least two different instruction set

wop®sati7oyy nodes. A target instruction set opePEL/USZP07/075194
node is received prior to executing any code
instructions. Code instructioAs are executed and, for
each instruction executed, the current processor
i nstruction set operating node is conpared to the
[ON3kt iYesBnotber enbsditenipelatdsi thg prockssorvpendteetto esecute
triggered if the current processor instruction set
Dpucions geeundieg tatwoh@ sndra éndtraciet sat estodirgds, eachsieta different
operating node. [0012] Another enbodi nent relates to
msimettioo debdpezaigunodey Bof praeessooincladepa oursd dnstiuationmsgpt
at least first and second instruction set operating
opeteting Mbde inddbdtoe s8d atdatenstotage hecagiom opsrative tositdre ladsrget
fromthe first instruction set operating node to the
Betosiidn isasopanatiigonodeeindicpter.al hengrowesser alsoiirdéuties fanetecution unit
and an alert is triggered in response to the
opkrativef toeaecwda insWICRO6 802 dinG 3o RCU/reI8200Mcdatbdd dpetating mode
[ 0013] Yet another enbodinment relates to a processor
apka gbmparetarceik eperatve torwstmpact the s rrettgostaiction $ei opexatiog mode
nore instruction set encodings, each in a different
toribé targétiinsirustion sgd@patating mooldelpoil kgequtiog esstoinsirunaiondssl to
a current instruction set operating node indicator
aunduteardiatiaatsindf thg eutrectanstauctiopsstaperading mcsieanactzes the target
target instruction set operating node indicator. The
psoedi®s cet apesatingnoddedes an execution unit operative
to execute instructions according to a current
[09d948] uctStiimnsther epeodimengrefadeketo saprdcessoooaatvedd rgedLte two or
operative to conpare the current instruction set
oper iasirigionmsdieencodinghieachirge tiflerest mgtticton sekbperating mode. The
oper ati ng node upon executing each instruction, and to
pwcessor ancludas acatmpere ¢ifcuit bperative ©rtetéat stahacge inrthe iistruction set
operating node matches the target instruction set
operatitg mgdereakdio UL 4 irBticdtion ah thehestrustibrosietropatating mode
relates to a processor operative to execute two or
ofimgej arst tha drstronticnedd deessad iwhish, the abdmgerpcaudi infresamise to the
i nstruction set operating node. The
detection.

BRIEF DESCRIPTION OF DRAWINGS

[0015] Figure 1 is a functional block diagram of a processor.
[0016] Figure 2 is a functional block diagram of a processor pipeline, including a
debug circuit.

[0017] Figure 3 is a flow diagram of a diagnostic/debug process.

DETAILED DESCRIPTION

[0018] Figure 1 depicts a functional block diagram of a processor 10. The
processor 10 executes instructions in an instruction execution pipeline 12 according to
control logic 14. The control logic 14 maintains a Program Counter (PC) 15, and sets

and clears bits in one or more status registers 16 to indicate, e.g., the current



processor includes a conpare circuit operative to
detect a change in the instruction set operating node

w@easHhzi7eait put an i ndication of the instructi oPCEHES2007/075194

operating node change, and the instruction address at

whi ch the change occurs, in résponse to the

det ecti on. BRI EF DESCRI PTI ON OF DRAW NGS [ 0015]

Figure 1 is a functional block diagram of a processor.
[(n8BUBibn Bebepezath g reode, infortiation adgdodiog khedieayg tsavhadthnaetic
processor pipeline, including a debug circuit. [0017]
speyatiansZniddogicdl lcompdiisogs &rarof caarydeqghost eqialpbodg the like. In
process. DETAILED DESCRI PTI ON [ 0018] Figure 1 depicts
sorhielroibbdineintsh theckipelinagdlanayobe a sppeysedmatesid, witlhenultiple,
processor 10 executes instructions in an instruction
paraliel tpipstings. p&he pipell® HEway disndetreferrediid a® bn legggutiod dnit. A
The control |ogic 14 maintains a Program Counter (PC
GBnerahburpeses Regisidr (GRRA) file BD tosovidesoagisters aawessilsle dlydlse pipeline
registers 16 to indicate, e.g., the current WD

2D GBWE2inpaiSin @V 10520 &/ rag@hagierrahpst ruct i on set

operating node, information regarding the results of

B0 ohnetlihe prog@ssat 100 mbichreketdgs datrudionp fomsainsast ey instruction
carry, equal, not equal), and the like. In sone

setb oddiffenetsipsttuodion setedperading 2nodeg, ddditionsiypiecisded adebug circuit
design, with multiple, parallel pipelines. The

b3, pekeratige 1@corayara) wnlike exdcutior df ¢azhasstanti@x at lebston

unit. A General Purpose Register (GPR) file 20
predeiedeined égpstiestaichot sgipbtating ynddedo ghep@irientinstt&tioaselt
conprising the top of the nmenory hierarchy. [0019] The
prevetigsmpdd, Gndwh paividexandodieationros armatth betsveken dim @to. The debug
| east two instruction sets in different instruction
sietuitdBeas desangedrindgsateadelai belnal | y i ncl udes a debug

circuit 18, operative to conpare, upon the execution
[0028hch Tihegtipalioé i1@retctas ihstastions frpm edetstruciiorechchar(igetche) 26,
instruction set operating node to the current

witls trenetry eddress translation and permissions managed by an Instruction-side

Translation Lookaside Buffer (ITLB) 28. Data is accessed from a data cache (D-cache)
30, with memory address translation and permissions managed by a main Translation
Lookaside Buffer (TLB) 32. In various embodiments, the ITLB 28 may comprise a copy
of part of the TLB 32. Alternatively, the ITLB 28 and TLB 32 may be integrated.
Similarly, in various embodiments of the processor 10, the I-cache 26 and D-cache 30
may be integrated, or unified. Misses in the |-cache 26 and/or the D-cache 30 cause
an access to main (off-chip) memory 38, 40 by a memory interface 34. The memory
interface 34 may be a master input to a bus interconnect 42 implementing a shared bus
to one or more memory devices 38, 40. Additional master devices (not shown) may
additionally connect to the bus interconnect 42.

[0021] The processor 10 may include an Input/Output (I/O) interface 44, which may
be a master device on a peripheral bus, across which the I/O interface 44 may access

various peripheral devices 48, 50. Those of skill in the art will recognize that numerous



operating node, and to provide an indication of a

mat ch between the two. The debug circuit 18 is
waele®si2tiesl i n greater detail bel ow. [0020] TherP@i/psioomers194

12 fetches instructions froman instruction cache

(1-cache) 26, with nenory address translation and

per m ssi ons nmanaged by an I nstruction-side

Transl ati on Lookasi de Buffer (ITLB) 28. Data is

earztiosedf the pmcasstat! arapbssill®- Earch@nple3 the protdssoe hb may

address transl ati on and perm ssions nanaged by a nmain

ifickids laatecomi-lekeldk2)siadbe Rurfefteer dr DoB) thd2 andl B ceaheo2& 30. In

enbodi ments, the | TLB 28 nay conprise a copy of part

additidne ofé Br B2re &fthefumationadblpcks dapidtdd B tRS penvdssilc BO32ay be

may be integrated. Simlarly, in various enbodi nents

ofiteddropr @ pedisdear dfbodiment. -@thehfean@®nahitlodksdbatimeay3d@side in the

may be integrated, or unified. Msses in the |-cache

piocessdt 00, duck aBacHANRc@Orolen petrugivnaredessderp branicim target address

(off-chip) nmenory 38, 40 by a nenory interface 34. The

ocamer gnd thatlike Beceot érmane tba desorsttoarof ithegppresdrd irvebtion, and are

i nterconnect 42 inplenmenting a shared bus to one or

omitedrfemaarity.devi ces 38, 40. Additional naster devices

(not shown) may additionally connect to the bus

[0922] corfigoe 24RpickODRbEtidiatblprlodiegsor ofldhermaybadiroéniaé the debug

an Input/Qutput (1/0O interface 44, which nay be a

oEsitedi8. déeidebugnirauitpléringidasad tabgyes instractmhssehhperhtindgmmode

I/Ointerface 44 may access various peripheral

oheisterds, 48 ad&@ss ings stanf adkeds| reginter bé, ardtannmddress range end

recogni ze that numerous WO 2008/ 021763

RCirE44S2QB7r 65 T4 redistear 52ab# ohtsareflodded yrppegrasorerd Qia

are possi ble. For exanple, the processor 10 may

diaghaestie saftgareqnidr toeay dibgiidsBy/debiadepdrationei Theeralusr wititenho the

the | and D caches 26, 30. In addition, one or nore

@i get frestriuotitot sed npératih @oikode degistert Edisiconmipheedgo duessent p®cessor

may be omtted froma particular enbodi nent. O her

fngingdtioo sat opEratzigsnodeadurimgythe eséadion nf ¢dvbd inghruoti@s soirigger a

10, such as a JTAG controller, instruction predecoder,

breakpdintt tiageefuncithdr esathercaete havaugdef the kiartaand endtaddress

germane to a description of the present invention, and

gostere it Sk drd the belganintgyand end, respectively, of the target address range

over which the debug circuit 18 is to monitor for a match between the current and
target instruction set operating modes.

[0023] As of those of skill in the art will readily recognize, the debug circuit 18 may
include additional customizable parameters, and additional functional blocks, enabling
breakpoints, traces, and the like to trigger on a wide variety of conditions. These have
been omitted from Figure 2 for clarity, but in general may include all debug circuit
parameters and functionality known in the art.

[0024] Prior to a diagnostic/debug run, a programmer loads the start and end
address registers 54, 56 to define a target address region, which may range from a
single address to the entire address range of the code being tested. In other

embodiments, multiple start and end address registers may be provided to define a



[0022] Figure 2 depicts a functional block diagram of

one enbodi nent of the debug circuit 18. The debug
w@Ros2176318 i ncl udes a target instruction set PEEUSI00TIQNS194

node register 52, an address range start address

regi ster 54, and an address rénge end address

regi ster 56. The registers 52, 54, 56 are | oaded by

programmers via diagnostic software prior to a

pluegdjtyosf ttargé thealnes sopegest | The. prddremvadr addiviondlly dsadsdhé taeget

target instruction set operating node register 52 is

Detmpctioe det apdrdien gouodesreyispar@2e Fooexampistin ditd ¢ase of eh ARM

operating node during the execution of each

proséssoc exenufing code ergigay ireARMrreadep @i pnogratnnget endyuoat register 52

or other alert. The values of the start and end

il eeskie indcatimp ghesmbdnodss fo seta brbakpoe cawsingythaébe dircuit 18 to

respectively, of the target address range over which

bdieexbebiign, dorrexaimple] B thesprbocegsonil @ exedutes ia theainstrudiien wigbin the

the current and target instruction set operating

addtess ranpgé définetibyokgisteos 84, &6 is Khumnbinmodehe art wil |

readily recogni ze, the debug circuit 18 may include

E@@b] i oralringuise diapaetitieepay aperatans thearatheastdietliimthel target

functional bl ocks, enabling breakpoints, traces, and

inkeudtiok set aparatinggeoderegsteniddds vempaty tob statusdiepisten $it indicating

These have been onmitted fromFigure 2 for clarity,

thetcurnanigestarctibn setyoperating adeodz! df thierogessior ¢Wiintcomparison logic such

paraneters and functionality known in the art. [0024]

& therAND gatedhadroo skammpldeiou ARM,precgssayiCabitdrof thea@grent

the start and end address registers 54, 56 to define

Brdgsarg StatasiRegister (@RERN16 why b nmanjtoreain gdrefautput §0 of the

single address to the entire address range of the code

banpayisbe $aged58 will et dssertec ol dihee tesgurrent insioli@ios tsat ¢perating

and end address registers may be provided to define a

Mode 00Be@Rdces SorPOThaisREOhe OrdirLetdon St pperatihg mpdefindicated by the

target address ranges. The programrer additionally

taoged snstirinetidresed eperatimg node registers@t. oper ati ng node

regi ster 52. For exanple, in the case of an ARM

[00@6F s s dn embediutentsgwiterd éheepriocessioy 10 rx@dRidsnostalctians from more

programer may |oad register 52 wth a val ue

thaditeainstrgctionieets inolifesreritinstrettian dut epsrpbngimodes)shagrgdie

debug circuit 18 to

instruction set operating mode register 52 and mode indicator bits of the CPSR (or

other status register) 16 will comprise multi-bit values, and the comparison logic 58
may include additional circuits such as decoders. In various embodiments, other
indications of the current instruction set operating mode may be utilized in lieu of the
CPSR 16, such as the output of instruction decoding logic.

[0027] Simultaneously, the current value of the PC 15 is compared to the address
range registers 54, 56 in address comparison logic 68. The output 70 of the address
comparison logic 68 is asserted whenever the current value of the PC 15 falls within
the target address range. In various embodiments, indications of the "current”
instruction address may vary from the PC 15, as required or desired. For example, the

address comparison circuit 68 may compare the address of instructions in a decode



halt execution, for exanple, if the processor 10

executes in the instruction within the address range
waledosierdiedhy regi sters 54, 56 in Thunb node. [ ORP@BS2007/075194

During the diagnostic/debug operation, the val ue

stored in the target instruction set operating node

register 52 is conpared to a status register bit

indicating the current instruction set operating node

stbge bethppipetiss 02, drlexecutecstqns; bsamy otbei @paine lstagas Adddionally, a

AND gate 58. For exanple, in an ARM processor 10, bit

Bodd dyrfamiCaddress mBy bgiuaed, Sual as tHeeayidsdssrof (HEASK)indtGictiaryin the

be nonitored. The output 60 of the conparison |ogic

pipelnd 12 toecoassitiotexdcutiony when the current instruction

set operating node of the processor 10 matches the

[0028] uctTiherouatt 70 péihetaddgesswdenparisbrclagie &8l ANBed with the output

target instruction set operating node register 52.

PO ORBE instruetidyostit wpertaingumede indi@tqrooopasson lbgic &et ANEsgate 72,

instructions fromnore than two instruction sets in

o geheragabin iontput 2€ indeatingd deyp etaidh bejwemdibs cutrbet ardrtgreet

i nstruction set operating node register 52 and node

instlictiah set dparatingfmodes ceGRng ovithinah & éargstteaidiessraggestisohe

16 will conprise nmulti-bit values, and the conparison

embodims8t, theagutpuiOLisl eraxdied tais @analutmit ke hetpsocssdr (age Figure 1).

decoders. In various enbodi nents, other indications

Olfis ohiput 20 mentarnrestifon ddgena swiic apedyzat,iilhugninaid @niadp, betrigger

utilized in lieu of the CPSR 16, such as the out put

sdme nier acttonam atkemodin nge Eampdimen( @2 depiSiatiih Fguen listhy ,

the current value of the PC 15 is conpared to the

mdtlu@ios set epegatingegodd matchSddicaBér outpud @0 memscargmisaransaut to the

| ogic 68. The output 70 of the address conparison

todiole6Bl, tshabeectbah offikeproeestondOcur rent val ue of the

PC 15 falls within the target address range. In

0920bus lewobedmivedinwnt, itmelinstitdtion sebbperétng 'roona match indicator

instruction address may vary fromthe PC 15, as

oetqui 2Cemap initttize oetdrmikate agxastplclon trage omialiaps with the trace

conmparison circuit 68 nmay conpare the address of

infistation being directed themdpld PiNd ¢ GBBPrO2dss6B10 or stored in an on-chip

PCT/ US2007/ 075194 9 stage of the pipeline 12, an

gaechifer gicdigkowr Imnye enbedimeni ek idepicttddg €igure 2, the instruction

Additionally, a

set operating mode match indicator output 20 may trigger an instruction set operating

mode match address register 74, capturing the value of the PC 15, and hence the
address of the instruction at which may match is detected between the current and
target instruction set operating modes. This may be of particular value in detecting a
change from one instruction set operating mode to another. The output 76 of this
register 74 may be routed to pins of the processor 10 for external inspection.

[0030] In one embodiment, the instruction set operating mode match indicator
output 20 may cause an exception, branching code execution to a predefined routine.
This instruction set mode match routine may, for example, read the instruction set

operating mode match address register 74. In general, the instruction set operating



nore dynam ¢ address may be used, such as the address
of the last instruction in the pipeline 12 to commt

W 2008021063 | on. [ 0028] The out put 70 of the addr@BES2007/075194
conparison logic 68 is ANDed with the output 60 of
the instruction set operatinglthode indicator
conparison logic 58 at AND gate 72, to generate an
out put 20 indicating a day natch between the current
mode hatcheindicatst outptii 2hmag triggpearat krogynnietheggeyaperationgas
within the target address range. In one enbodi nent,
tdueiredibpddsird®. i s provi ded as an output to the
processor (see Figure 1). This output 20 nay arm
BO31br tRiguwe&rdepictsogimetredalf ebugging ¢adei avaveingrio oE®or otore
trigger sone other action or alarm In one
embodimeststqf tleesprdegntdivedtiom $Hiagimget block i@, a progtanuoérn ioitializes
set operating node match indicator output 20 nay
themebug eireuit regiplers tbtock!®®). Tl tmayldoepridd, fort exanglld, loading the
execution of the processor 10. [0029] In one
anded dh streintign dehepemating motle ospigert 52 ped atiting ararget adureds range by
indicator output 20 may initialize or term nate an
ioading tiod stert atid@s e regisercdi4 @ end ddurédsaegisime 86. Additional debug
i nformati on being directed to output pins of the
prandesgstersl@oioshosind magt biennibiaized,- ashiepuirdd @alesioerd. f er
(not shown). In one enbodi nent, as depicted in Figure
@o32he iThetprogramorer trsast begrerexecutgpnnd dree coatedb be ridbeggedr(block
output 20 may trigger an instruction set operating
82)d eucras sivea tdehdrgsandegyiesting thd nextapstouction(Hidok 84ainube cbde
the PC 15, and hence the address of the instruction
sequehce hRegardieas ohthe eddrese dt tbd cheémersiructian salopertingnubde of
target instruction set operating nodes. This may be of
prerrocaskar 10vddasenot mattdit teattseh gy the whanagendriimitnedaryet instruction
i nstruction set operating node to another. The out put
g8 opkrating snodeaggisteeb2 flocke6) dbem thatresttt instrydtios isfetdhke and
processor 10 for external inspection. [0030] In one
exdeothidniblotk 84 hantil thetendaif trenccsletto bpeebtggeg (hiodie88mmitnckhich case
i ndi cator output 20 may cause an exception, branching
thedeetbad stops ehblock 80.pr edefi ned routine. This
instruction set node match routine may, for exanple,
[0634d] t hef, upert exexutingars estrudper(blibck g4 yrheenstatcton adidtessis within
register 74. In general, the instruction set operating
e ROGB¢DRASEB] dPESH raIfge) Gind A a8 +ent instruction set operating mode

matches that set by the programmer in the target instruction set operating mode
register 52 (block 86), then the debug circuit asserts output 20 and may take any
number of actions, as specified by the programmer.

[0034] For example, the debug circuit output 20 may cause the processor 10 to
take an exception, branching code execution to an instruction set operating mode
match routine (block 92). The debug circuit output 20 may cause the pipeline controller
14 to halt execution (block 94), allowing the programmer to inspect the contents of
various registers, cache lines, and the like. The debug circuit 18 may assert the output
20 externally (block 96), which may be used to arm or trigger a logic analyzer, light an

LED, or the like. The debug circuit 18 may additionally output the instruction set



10 node match indicator output 20 may trigger any
known debugger operation, as required or desired.

w( 2®8021763 gure 3 depicts a nmethod of debuggi ngPCDU2007/075194
according to one or nore enbodinents of the present
invention. Starting at block 78, a programer
initializes the debug circuit registers (block 80).

This may conprise, for exanple, |oading the target
opesatingcinbde magth asjdessatfomexteroalenspegliat @lock ®8). aftte debug circuit 18
setting a target address range by |oading the start

adyl Isesisorrséay & trece &gkeratitnh (blodk Addly e8thouglydayiged 56 alternatives, the
Addi ti onal debug circuit registers (not shown) may be
debug @icuik @8l magsinreegjuen edbodimdes exemite W03 2horglog blocks 92-96. In
programer then begins execution of the code to be
daizuglgibd deblig cikcuit8iB) mag take @sy avtEnykrioaihdin thegaratode beneficial to
executing the next instruction (block 84) in the code
selyugemgecodRegdinelpressssof 10 Heavagdietaded @ Matdhcbatweerethe current

i nstruction set operating node of the processor 10
metegctioo tseheertirtgraddesarid thy target ipstagtiamsetroperatingenode.

target instruction set operating node register 52

[09B8L k &F&)ysettherein,Hie feemt"inshradtioncel” oeferstofeedat béena@dihgs by
executed (block 84) until the end of the code to be

obioh goptrdcifdn datk (688) thei aonteniscdf andsache liree) et intedipretenigyy a

at block 90. [0033] If, upon executing an instruction
piocesdor 8@ ps ekbaitabis tnstrattions. dbel tezsis'insgustiontsenopdrhing mode”
predet erm ned address range, and the current

rafigs tast identifdie mpde at opegationae thenprocésssr § Gt wisiett instyuction data
the programmer in the target instruction set operating
aedeterpreigd siteordibg t¢ blpadicuB6instrudiien sehenabdingg It partioular,
asserts output 20 and nmay take any nunber of actions,
asstsictan $etepelaying hodpt sglisingeished @8 &howio proerssaploperating

the debug circuit output 20 nay cause the processor 10
troodesatatating te permpssiors, (ely. auphivisgr gerdes esarouided merooryn
instruction set operating node match routine (bl ock
9@Jressiige(edp negl \@rsusuproteoiet podded, Canddle tlkrise t he

pi peline controller 14 to halt execution (block 94),
EI0B6M nAlthbegipthegrresamb invedionrisp detn dhscribed herdiswish respect to
various registers, cache lines, and the like. The
patagdarcfeattast adi@cisagndaesslerdimenie troareqiuit will be apparent that numerous

variations, modifications, and other embodiments are possible within the broad scope
of the present invention, and accordingly, all variations, modifications and
embodiments are to be regarded as being within the scope of the invention. The
present embodiments are therefore to be construed in all aspects as illustrative and not
restrictive and all changes coming within the meaning and equivalency range of the

appended claims are intended to be embraced therein.



20 externally (block 96), which may be used to arm or
trigger a logic analyzer, light an LED, or the liKke.
wah@seetiedy circuit 18 may additionally output PEEUS2007/075194

instruction set WD 2008/ 021763 PCT/ US2007/ 075194 11
operating node match address ¥or external inspection
(block 98). The debug circuit 18 nmay start or stop a
trace operation (block 100). Although depicted as
alternatives, the debug circuit 18 may, in a given

enbodi nent, execute two or GoAIMSf bl ocks 92-96. In
general, the debug circuit 18 may take any action

e .art to be beneficial to debugging code
g&%?ﬁékﬁpégg§sor 10, having detected a nmatch between

h . , ¢ : . .
Far gt Tates o BRLRIER ORI LoRED Abl% TR " Ritons on o
%%?%aaé“fﬁ%ﬂ&ﬁ%tmg?h%ﬁ“&Lnﬁﬂgﬁ%hsteégé%%ﬁ fpfes” BbmBhing
cont ept s L - :
or ocoreegRly Prdet FRENich 3P dodefrd (bBE BRETLEE xR any code
“instructi fﬁ@tr@ %ngper ating node" refers to an _
i dentifiable node of operation of the processor 10 in
whi Chei %tiﬁg#’%deQHstqﬂigns M fdr%taglﬁ msﬁhfl%nae‘;(‘é?ﬁtgb,%njfp%riﬁg the
particular Tnstruction set encoding. I'n particular,
" nst ri > o c , . .
ot UCt {0 b BB obiafh o] RBSthobl Aucton
L . . de) |

Mooy addaeibing BRI AL o B ot ect e mode)

dt i ¢ . t i N
nas boggetTiEan B Yhe ShctR el iERpLcd BEERN P hode
f eat : i (t will b
apparent ¢ Rarta eae PR ERYEobeiEhEihood, | s, and
ot her enbodi nents are possible within the broad scope
of the present invention, and accordingly, al
yari aif, Oz ol at @én@@aleﬁ%@ﬂ@#ié@rﬂaﬁin liBsthti&fexecution.
regarded as being within the scope the 1 nvention.
The present enbodi nents are therefore to be construed
in all aspects as illustrative and not restrictive

q : L .
B v RS BT Yot h M ol R e Bing o race o8
to be enbraced therein.

eration.

4, The method of claim 1 wherein the alert comprises causing an exception.

5. The method of claim 1 wherein the alert comprises outputting a signal indicative
of a match between the current processor instruction set operating mode and the target

instruction set operating mode.

6. The method of claim 1 wherein the alert comprises outputting the address of the
instruction for which the current processor instruction set operating mode matches the

target instruction set operating mode.



WD 2008/ 021763 PCT/ US2007/ 075194 12 CLAIMS \What is

claimed is: 1. A nethod of debuggi ng software code
weewpn2shg a plurality of instructions on a PCDUSRNST075194

having at least two different instruction set

operating nodes, conprising: ¥eceiving a target

instruction set operating node prior to executing any

code instructions; executing code instructions and,

7or eddmetisidraictairon fertfess ebegrisiognpari ng the current

processor instruction set operating node to the target

I nst r teckiving a taedet egdnesd ramge rideto exacutingiany eode gstactions;

alert if the current processor instruction set

oper ator egchnindieuction tegb@sed, vemparigetheicogentlicstrusiiors eddress to the

operating node. 2. The nethod of claim11 wherein the

al ert conptarggadielss ravgej ast r ucti on execution. 3. The

nmet hod of claim 1l wherein the alert conprises

cont r igheniry the tafesican yib Greaturent prodessdhimsimettioo debdperataigmode

1 wherein the alert conprises causing an exception. 5.

The met hodmatches #ientadgeiMmsiredtiontskeeodratirtg rnodpandts current

outputting a signal indicative of a match between the

current prinstssion addssiss iscwittom thegbrgepaddiessygnpede and

the target instruction set operating node. 6. The

nmet hod of claim 1l wherein the alert conprises

outputting the address of the instruction for which

8he cAmnehdd pireoeestBgrsoftnate arcd potessdr hapieg at least firsicmd second

mat ches the target instruction set operating node. WO

PODtI0R BE6GpPTUBRdES/ LOVRIdy: 13 7. The met hod of

claim1 further conprising: receiving a target address

r angeidpniifging thee @ddeesst atrwdhicnhe porbessarsimtalnds faoms the first instruction

set operating mode to the second instruction set operating mode; and
triggering an alert in response to the identification.
9. The method of claim 8 wherein the alert comprises halting instruction execution.
10. The method of claim 8 wherein the alert comprises controlling a trace operation.

11. The method of claim 8 wherein the alert comprises causing an exception.

12. The method of claim 8 wherein the alert comprises outputting a signal indicative

of a change in instruction set operating mode.

13. The method of claim 8 wherein the alert comprises outputting the address of the

instruction identified.



for each instruction executed, conparing the current

instruction address to the target address range; and
wao eiogozr7ohg the alert only if the current procEEBUS2007/075194

i nstruction set operating node matches the target

instruction set operating nmode and the current

instruction address is within the target address

range. 8. A nethod of executing software on a

4.0 c eSs® meltendi afglairh 8lvdaesein idenstyingride seédresslat which the processor

instruction set operating nodes, conpri sing:

swligates frpmmig e ffirsd irstidctemsseabpavhiindmbde tqpthe sessalrinstruction set

switches fromthe first instruction set operating

opatetirigombiiee careprined idandifyingcthe addess ool dfritfailsgithin deredatermined

triggering an alert in response to the identification.

8ddréseerangé.hod of claim8 wherein the alert conprises

halting instruction execution. 10. The nethod of

claim8 wherein the alert conprises controlling a

trace operation. 11. The nethod of claim8 wherein

the aAgrocessomupestive t@ersicnty iastrieticepadoordind ®. twdloe more

nmet hod of claim8 wherein the alert conprises

Datpaiioh isaperaogings,.adach i a didfterang instfictionceh ngerating mode,

instruction set operating node. 13. The nethod of

corapnimir®:wherein the alert conprises outputting the

address of the instruction identified. WO 2008/ 021763

PCT/ US200&7t0nBrugdon det opdratifgnenodetintichtaf cl ai m 8

wherein identifying the address at which the processor

swi t chdstafstanapge leafior gperativetto storé earget insipetian setgppetadieg

to the second instruction set operating node

conpri ses mddairdicatory t he address only if it falls

within a predetermined address range. 15. A processor

oper aamn ggedutiore Meit oparaiivesto ryetute mstractoos dcegding t¢ acuoent

nore instruction set encodings, each in a different

i nstruct i oimstedtioopet edratingnoads; andonpri si ng:

a compare circuit operative to compare the current instruction set operating
mode to the target instruction set operating mode upon executing each
instruction, and to output an indication if the current instruction set

operating mode matches the target instruction set operating mode.

16. The processor of claim 15 wherein the indication comprises a signal operative

to halt instruction execution.

17. The processor of claim 15 wherein the indication comprises a signal operative

to control a trace operation.

18. The processor of claim 15 wherein the indication comprises a signal operative

to cause an exception.



a current instruction set operating node indicator; a
data storage | ocation operative to store a target

W0 p@®BHORIC63 on set operating node indicator; anPCT/US2007/075194
execution unit operative to execute instructions
according to a current instrliction set operating
node; and a conpare circuit operative to conpare the
current instruction set operating node to the target
%St r Tlod pacessar obgleimat whensdibe iplicatiox ecpiisey asigial indicating
instruction, and to output an indication if the
that therdurrenisibh stouetion setsypieratiop encatel magjchexdibe tarpetiesruchien set
target instruction set operating node. 16. The
prevetrgsopdaf cl ai m 15 wherein the indication conprises
a signal operative to halt instruction execution. 17.
The processor of claim 15 wherein the indication
conprises a signal operative to control a trace
Bper alhe@procéssor dheaipr trebgein the irdiction Edmptiesahe atidress of the
i ndi cation conprises a signal operative to cause an
BsTegion Meing\WRe 2068 MO 2A Z6BatBICIE ddBRDET bEwBan the dbrehBinstruction
The processor of claim 15 wherein the indication
seirgpeiaieg neodsiagddhe tangkt drastiuptipn sethaperbliey mode ent
i nstruction set operating node matches the target
instruction set operating node. 20. The processor of
claim15 wherein the indication conprises the address
Bf. t h&he prosesaoc bf dainbeh fugthexeoutrsohgvehdata atanadeclhcation operative
detected between the current instruction set
topeoratd tagetreddressicingbeartdawlgareinitine torapdre @ivcgeis operative to output
operating node. 21. The processor of claim15 further
aoingicagomgnlp ifdizd eursdnd magectloocat opevatbgemade matches tret target
a target address range, and wherein the conpare
Dstreaiion sesompaingtmede dral thatagddtess ahthenmstwatiorocuramtly beihg
the current instruction set operating node natches the
exaogted falls within the target address range.

22. A processor operative to execute two or more instruction set encodings, each in
a different instruction set operating mode, comprising:
a compare circuit operative to detect a change in the instruction set operating
mode and to output an indication of the instruction set operating mode
change, and the instruction address at which the change occurs, in

response to the detection.

23. The processor of claim 22 wherein the indication comprises a signal operative

to halt instruction execution.

24. The processor of claim 22 wherein the indication comprises a signal operative

to control a trace operation.



instruction set operating node and the address of the
instruction currently being executed falls within the

W0 20080217631dr ess range. 22. A processor oper at i RET/US2007/075194
execute two or nore instruction set encodi ngs, each in
a different instruction set olferating node,
conprising: a conpare circuit operative to detect a
change in the instruction set operating node and to
ot puThaprocaskot af ¢laim 22 whéreini the rrdicztion corsptiseszesiginal mgerative
node change, and the instruction address at which the
whaange aoegeamioni N response to the detection. 23. The
processor of claim 22 wherein the indication conprises
a signal operative to halt instruction execution. 24.
The processor of claim22 wherein the indication
2&npr The progessog nitlaiop22 ehene the indication obmparisasacsgnal indicative
operation. WD 2008/ 021763 PCT/ US2007/ 075194 16 25.
dheechEmge és metrudion skboparthowhedai n t he i ndi cati on
conprises a signal operative to cause an exception.
26. The processor of claim22 wherein the indication
conprises a signal indicative of a change in
Pnst r lied pocesser obgaina?2 wgeneirdibe irtifcatidn eoppisassseinsoifiction set
claim 22 wherein the indication conprises the
opeblingcinbdan clsetge adidessat | ng node change address. 28.
The processor of claim22 wherein the conpare circuit
detects a change in the instruction set operating
node only when the instruction address at which the
2hangéhe pocessor badlaisn 22 wheneirethp icecheter aicnié detadid raegwnge in the
range.
instruction set operating mode only when the instruction address at which the change

occurs falls within a predetermined address range.



