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although many measures have been developed to protect the card-issuing banks and consumers

against fraud, they provide only illusory protection -- what is authenticated is information that is
known or possessed, not the individual. Accordingly, after the industry stops one leak, another leak is

25  discovered and exploited.

Another B2C problem of growing concern is employee abuse of company resources, as access
by employees to the Internet using company equipment is readily possible in most companies.
Although not all employees abuse Internet service, the cumulative use of all employees can result in
much time and resources being taken away from an employer.

30 Relatedly, supervision of a child’s on-line activities is a concern for parents. Although there
are many “parental control” software products available on the market, most reside directly on the
end-user’s PC and can be turned off at any time by either the minor or the parent and in some cases be
circumvented by other software applications.

Another growing concern is subscription/account fraud. The exchange of account

35  information among individuals is decreasing the revenues received by Internet Service Providers
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firewalls and other logins and passwords do not protect against unauthorized access where the thief
already knows account information, passwords or possesses digital credentials. Similarly, post-hoc
fraud detection procedures can only be effective if the unauthorized user can be found and prosecuted.
30 Accordingly, there remains a need for a method and apparatus for proactively reducing
transaction-based fraud where the requesting individual is not known, or physically present, to
provide identification.
SUMMARY OF THE INVENTION

Generally, the present invention provides a method and apparatus for authenticating

35 transactions conducted by an individual or agent by comparing biometric data and/or profiles to

known templates previously provided to the system in a certifiable environment. If transaction
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FIGs. 4A — 4B further illustrate an example of the Filter Manager Process;
25 FIGs. 5A — 5B further illustrate an example of the Identity Manager Process;
FIG. 6 provides a flowchart illustrating an example of a Registration Process;
FIGs. 7A — 7C further illustrate an example of the Transaction Rules Manager Process;
FIGs. 8A — 8C further illustrate an example of the User Profile Manager Process;
FIGs. 9A — 9C further illustrate an example of the Authentication Manager Process; and
30 FIG. 10 is a flowchart illustrating an example of the Client Software Process.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 illustrates an overview implementation of the present invention, in which PDI system
100 interacts with persons using clients 102 who seck access to resources through such routes as the
Internet 104, intranet/extranet environments 106 and dedicated or leased lines 108. In accordance

35  with an aspect of the invention, in some cases system 100 requires such persons to provide unique
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P yauthentlcatlon as a means of ensuring and verifying that the credit card belongs to the holder.

PDI system 100 maintains business rules (also known as constraints) in addition to the
30  consumer’s own PDI Profile. To meet security requirements of the specific domain, the PDI system
administrator configures these business rules, as that term is used herein, based upon company (e.g. a
card-issuing bank, an ISP or a company Intranet) needs. For example, business rules can include lists
of sites that are marked as always requiring authentication regardless of historical profile, which sites
have been identified as having been associated with fraud in the past. Conversely, business rules can
35  determine which sites never require authentication, or only constrain authentication by specific rule

sets, such as sites that are considered secure and typically not associated with suspicious activity.
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FIG. 2 is a block diagram illustrating an exemplary implementation of the present invention.
Such an implementation will demonstrate the use of the PDI System 100 in an online retail
30  environment. Those_skilled in the art will be able to understand how to extend the principles of the
invention to other types of environments after being taught by the foregoing example.
As shown in FIG. 2, the PDI System 100 includes a digital computer(s) acting as a server 204
that communicates with several subsystems: Filter Manager 208, Identity Manager 210, Transaction
Rules Manager 212, User Profile Manager 214, Authentication Manager 216, and Administrative
35  Services Manager 218, which subsystems can be implemented as software processes executing on one

or more processors. . The digital computer(s) acting as a server 204 further communicate(s) with a
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As will be described in more detail below, PDI client software 102d can be implemented as a

plug-in application to industry-standard browser 102c, such as Internet Explorer or Netscape
Communicator. In an example of the invention where fingerprints are used as the authenticating
biometric data, biometrics collection device 102b and PDI client software 102d incorporate
30  commercial fingerprint sensing devices and application program interfaces provided by vendors such
as American Biometrics Corporation, Veridicom, etc., in order to format such collected data for
communication with the PDI System 100.
The electronic storefront 202, in this example, is an Internet-based merchant site such as
Amazon.com. The client system 102 accesses, and requests the purchase of goods or services from,
35  electronic storefront 202 by means of industry-standard web browser 102¢. The specific electronic

storefront 202 generates the needed purchase forms, which in turn are filled out by the consumer and
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Authentication Manager 216 which, if required, initiates a dialog with the client 102, and collects and
evaluates the authentication data against stored templates. If the authentication data is properly
collected and authenticated, the request is forwarded to the credit payment service 206 for approval of
30  credits and debits. If the request is not properly authenticated, the requestor and the electronic
storefront 202 are notified, and the purchase transaction does not complete, from a PDI system 100
perspective. The consumer must re-submit the transaction request again, if permitted to do so.
Administrative Services Manager 218 permits system administrators to manage the PDI
System 100 including, for example, to (1) manage attributes associated with PDI System 100 system
35  administration and PDI System 100 Subscriber/Consumer accounts; (2) generate change requests and

problem reports; (3) access on-line PDI System 100 documentation; (4) generate reports detailing
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every transaction, a biometric sample should be used to authenticate the requesting individual; (6)

Always Use Digital Code (PDI_AUTH_DC), indicating that for each and every transaction, a

30  matching Digital Code from the requesting individual is required; (7) Always Use Biometrics and
Digital Code (PDI_AUTH_FP_DC), indicating that both a Digital Code and a biometric sample from
the requesting individual is required.

The Network Rule category provides for the creation of Rules based on the network elements
associated with a given transaction. Generally, such rules are in a format such as “If <domain>

35  equals/does not equal <value>, then <authentication>,” where <domain> can be, for example,

Merchant Domain, Merchant Address, Merchant Name, Client Domain, Client Address and <value>



This effectively blocks all transactions fromever being sent to the Credit
Paynent Service 206; (4) 25 Always Use Best Avail able (PDI AUTH BEST),
i ndi cati mgobvhet20of or each and every transaction, the bestrarisadomvail abl e
on the Cient 102a should be used, depending upon availability of the
Bionmetric Collection Device 102b; (5) Al ways Use Bionetrics (PDI AUTH FP),
indicating that for each and every trgnsactl on, a bionetric sanple shoul d

be used e} ent.icate the Ly du Al way. gital
Code ( Pﬁn ){_i} ffé)de neﬁ aalg% jhclud %q’][g [dlc?rg? eaCzhuthen gor{e>r gan tbf; gn A aglel}l?) Cr(iltlona 30
mat chi ngxl@s@hh&PDD@dHH_MW\,d’DbﬁU@Ht_ DEgPDI AIUTIH] | BEST; BDIr AYUHr ER,; (7)

Al ways 'ﬁ{%%r' n i | Code (PDI AUTH FP DC), indicating that
both a @&At%al dﬂé&asl)nlzl—guggo%% ric sanple from the requesting individual
is required. Tﬂ'dr%oﬁbs Role katé¥oreprovitiesgor the pIeaiwndxéRulfembastm@ dateappiegatenf Rul es

bas eSd OTSSOCIEI?edn \Hltth h thg cﬁarga%p én% hlS? ;chl cfle \t> LFY tpa,ng‘afzg r%%&eg%gg ;’ldgﬂ

Gener al equal s/ does
not equ@bnem}lal &!leh>;'u1¢5hm’ln aamrmlaeﬂut:h asa‘ﬂf {ﬂmmaihwdxeaeés «mammymmtkuamnme for

exanpl e i Mer.cha Addr Mer chan mai n,
aont “uabesaRan ke BRIR Ry RhomBlH st B HGRG o RFoutt iltber P C
defi nedTmaSaumns;Mhmdoﬂ@,mm Vikitad d{mnlmmf ISR lbpie Sitess Ntumber>ef Cards bleeda hipmber

aut hent j ) | . | H BEST,
o1 Aurel eiheege oA Efyr g8 of s B le sl bt B E Bonﬁ%’lgor y

pr ol desddresses, NemberadUnigpe Bﬂhr@A@sesbfaSWamtyzl edndbeagygueyspeafed iunxssoeluat ed
wth bogntagthe cg&tg%n%n%n 1ﬁ§ft1 da}q%y of the transaction's

requestlngln s are in a format such as "If
<domai n> ex cﬁmj&lrdqm muietoytwgomy pmvrderor the cragtiemefiRujes basetl em certain purchase

th t . ' Nunb
o Ty bl daflemendtofh SRR, G Wl CoR g S puch G Ay SRR | S0
Nurrber cﬂua@apmuaﬂs’g@aterl\ﬂhmﬂess thanf<vﬂlu¢>helmu<@ahcrmlnatﬁa?i>r whers, <ddimaibe cardfe, fomi que
Shi ﬁ ;gé)ﬁ‘%‘ [CPatEise BBﬁrc &T%y a%gtgtCa}(QNﬁiqur%ﬁ &@N‘&W’ gfupQ% Uni que

Bi | resses, <quan’t| y>''can be any user specified numeric va and
<tinme annmwtaydK@éuPl@en bag/Derman S}S:plé'l@luﬁqreld)ut omleqdlamaiq\‘:y The Purchases Rul e

cat egory pr oy} dfg,dQont Rele CAtE H Hvidls MQ%reQ?o% félf:& & fle E&%H@S €

rel ated data el enents of a gl en transaction es can be in a formt
such aseleméntsef@rgven transacfionland moter defirad Hing perinde rGen¢ra1hl bushsulesan beved ue>,

t hen < te hase
aount s 3o e main Gt g R ol Rl hilfochrechBfIabiben SHhE B0S,
Coudft r ypqmd> ezf/ﬁwah@% tbmab@elalcm;”nvlyrﬁeﬁdmamwg@be forgwample, Agey|Acgivity, Est

val ue. Elendansanich S iR PSRl AGAIEY RlAN SRR bRYvidel &k B8 BTaR b Tl

based on e net wor k gl ven transacti on and user defi ned

time peefilRay (TOPhdax|of Week mwa lﬂtéslu@d?ﬁthe\D)nT@D H AP ERD §lR,(P1Wa§1d"<lVfl1UQ%Ional n>
equal s/&g%egw@gn%ggﬁahggelgcpgg Whigss than/ between/ not between <tine 20

peri od> of <value>, ‘then <authentication> " where <domai n> can be, for

exanpl e, Any The etegted 9USHESS agd pherrrules axdlesqribed above andiaswilbeylescpbedipmsre Sal e,
| Nt By NefetapfiieYdve %ug)'bﬁ)\(/{dg %@auﬁlﬁ:ﬁtﬁ?hd?ﬁ%ﬂgﬁleﬁt@ﬁseggs 4 idfBresource of, or input data

into, at least the Transaction Rules Manager 212, the User Profile Manager 214, and the
Authentication Manager 216.
It should be noted that certain or all of the above-described rule administration functionality

can be made available to users as well as system administrators via clients 102. For example, in

30  addition to a company establishing its own business rules, an individual can establish personal
business rules, such as personal spending limits on a per-transaction or cumulative basis over a
specified time interval in an online retail environment. Limits can also be placed on subordinate
accounts to authenticate, restrict and control authorized users of system services as determined by the
master account. For example, a parent or employer can create sub-accounts for each child and/or

35 employee and require authentication methods based on spending limits, access control, location, and



of Day (TOD), Day of Wek (DOWN, Absolute Date (AD), TOD + AD, TOD + DOW
and <val ue> can be any donmain-specific select |ist value. The created
busi ness vamdi/e2zher rul es as descri bed above, and as w || berTaaopided in
nore 25 detail below, thus provide the authentication requirenents used as
a data resource of, or input data intg, at |east the Transaction Rules
I\/anager 212, the User Profile I\/anager EQL4 and the Aut hentication Manager
216. houl not e e ri rul e

a dm nl Sf)t?lart}jir% ne (l)JnI%C lPtB ﬂlg} 11r{11 sa COI‘l OIS ac 1V, ﬁ!:s of%el ats%%la%?%lybdacg?uanas(ﬂ%gl | as
syst em scititahsgticatcan Bvarag thd preﬁlnr& cﬁ@mhtﬁsof thxappplats a$ welB0 addition to a
conpany -est a%é grgchl }9:1 er?t serv1 e?b‘é Iap Ss%ﬁ n{ tﬂ s%%&ngﬁg éc@fu: Y!hggl%!ilt glﬂlpon%gﬁo%b li'sh
personal busi héss ol es arn

per - t r aregaestsi fom the PDusmteat 1|00eapéuamc@:ssfuleranactuspameﬁsnmzbnﬂ:iomthemtlenmaI1f| n an
onl i pe retal I ronmen L n ate
accoﬂnts lre (f?'u trﬂarmg% émrc%g r%aﬁtbggn gjg%n dq%la%r%fﬁg?c?lzqézg%g%% 1@of system
servi ce§ybrscma1 \ehnch inedtpdngiblefer authasizing ceedit card purckeses, endafimipegved tpasfeming or
enpl OY €he G oSttt ecr dlt%)ﬂ?bl?s' %HS' r]ttl%: co% m%?gxni e(lzeQBmHC 8”:%8{& 2%? acec%)rltgyee and
require SAtheRtd cation neth ed on- spen Pirmts,“access control,

| ocati on, anﬂIG/\B;ﬁdsﬁc&E’a@tghFPﬁfEl 1tBO4ction 849 dlagtannhttelﬂuspatga‘tﬂlt ase@b A DI spisteirs t hat
limts ntrals Vi . at

verti ca?&goerf\gl pcrgsgntéré‘%%{ %’veﬂ? ggseexgﬁgfebr 0 |C%{égnc‘g%1a %}I tl %Q}Ag(}ne{n}%ﬂgfos &t at us
as Ul | theTiternetr1®di A cpsspmentsingetiontd 82208, webbrqy&edlmqactcmses aedeaingul edsctror@c ei ves
the credit t e I t sful
tr ansact PSAON 0 el bRt pirBANERkRackbP Rybdfoidck s5UAg: P AN OB U crif 22
payment a@@ptvtmgorﬁOﬁeanmtlomh@sdht pdcdssing(biek 330 Theodlectronic Slorefrontddp| e,
Cyber Ca re It hases, and
17 appr S ek TR St ) BhncBitbR Rl 0 G GREH APUEE P00
consu rreautbﬂmdcmoe dctprmma(uos oot fgfthey proceBidg flock §306). Réﬂ@ctlsn gancbeibpl ensarns of a -

hig VJ?B‘(E{H;) l?e[g Sé L&gto]; hﬁﬂl) ék%c%mé lk}ﬁtile Elhétl%ﬁfc nI onthlé'%c EteanP %er

sys e present entlon I'n"thi's exanple,’ conmuni tation W th

al | sysbfmﬁ@bmgdhmgio@l adsirashoiglegimentQandiothet res@xr¢ee pn the Vorll WiseNeber us| ng
Cpont 1022 #ife YSRLDER 6 heidifes RPASASRDs RaflRe B RlB01 & gmr quite@ il ront
202 and submts a ase transaction request (bloc e el'ect roni ¢
st or ef r BRI sy2@m 109.@(}’9]915§h€t speciesipaymrent'service ﬁﬂ%cﬁtf"il@nandéhﬂmwcflm regpastieéssi ng
(bl ock ?&%he,-d;m rdebSEd By L Greit B4 gﬁi &@iwé%? ffﬁgdvév%ptaémainca% @reamae& of

t he consuner’'s ansacti’on reque he PDI sys em1l
aut Hent fielee usanltld@tl sithitheeelifry nveh hepwiserr H0Re (blesk §8 EB s ITheycqniimars Rutsg%l}e

Redi r ecl"e' Q&t"%@)},‘gﬁﬁmﬁn mtlglfl uﬁn%’l‘tﬁ e Wb BﬁWrR@M%?a b&tisthdtion GERE Jweb

speC| fication e electronic orefront, or other accept ed manner of
speci f ybioyserH@2% bismatrics brtdware collectinncdsien i &2baand PR [skient seftyenrs K124 depending \Wor | d
W de V\éaaon tfle zluﬂﬁnﬁ@ 1ox§13é§l.tle‘§t@i 1@90%‘&1‘@%9 65thi %t@nﬁ&‘ﬁo§§§§c&lfé@ﬁonu§@ Elient

aut hentication 1s not required, is em1 i nvokes the specified
pay ment bro@seril@ec S(meé%lblsslsf!?@)atloaﬁﬂeoﬁlﬁéo 'thFBH qubwor(b’qelégtu?s f orwar ded and

pr oggssed bYIfttﬁ\;'ePﬁIrS%)gdeﬂx 106 Y EFR ttﬁ:%ﬁéc@éﬂ lzfgﬁnaul)ﬁ ﬁbﬂw&{m @94 heRbhigad hon i s
required, a 20 dialog is initiated wth the client web browser 102c (bl ock

S3 10). b}qxﬁ@S},l&h sherteapsasiignrequsstiintorwarded (block S316) to the credit payment service 206,
which authorizes the credit card purchase on behalf of the consumer and electronic storefront 202.

The resulting approval or disapproval is returned to the electronic storefront (block S320).
If the PDI System 100 rejects the authentication data, depending upon the business rules of
30 the system (block S318), blocks S310 through S314 may be repeated for a configured number of
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PDI System 100 returns a “reject” return result to the electronic storefront 202 (block $320).
The functionalities of the various subsystems of the example PDI system 100 illustrated in
FIG. 2, as well as the various data structures from storage subsystem 220 that they use, will now be

35  described in more detail. It should be noted that the ordering, selection and division of functionalities
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or can be a specialized form element, PDI_ MERCHANT, that is populated directly by the storefront

prior to transmission. In either case, the merchant must identify itself to the PDI system through

30  domain notation, or through private PDI tokensl. Once the identity of the merchant site is determined,
the Filter Manager 208 consults a specialized business rule file, ESITES 402f. This file lists all of the
merchant domains from which PDI requests will be accepted. This allows the owner of the system to
process requests only from specific storefronts that are subscribers to the user authentication services
of PDI. The ESITES file also lists any special form mapping requirements or default payment

35  gateway servers that are associated with individual storefronts directly. This will be discussed in

more detail below.
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example, all storefronts using the PayDirect gateway service would specify the same local mapping

file, whereas CyberCash-enabled storefronts would point to a different local file. The mapping files
are nothing more than form element names, and their relationship to PDI form tokens. For example,
30  merchant accounts might be specified with text such as “Estorel.com uses /filepath/paydirect.data,”
which indicates that an electronic storefront at domain Estorel.com uses a mapping file paydirect.data
located in a /filepath directory or subdirectory.
After the Filter Manager 208 determines which localized “mapping” form file is associated
with the merchant, it is read into memory (block S408). This file is a list of relationships, which
35  determine the physical names used by the merchant to specify purchase parameters. For example, one

storefront may regard a customer’s first name as FNAME=<value> in specifying data to the payment
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Receipt of the missing data is redirected back to the PDI system 100 for processing (block S420). If

the PDI system 100 is configured by business rules to not augment missing fields, a dynamic HTML
error page is constructed and returned to the Client browser 102c, indicating that the transaction
30  cannot proceed (block S422).

Once all form elements are present (determined in block S410), then they are parsed into their
separate token/value pairs and stored in memory (block S412). This data becomes the input to the
Identity Manager 210 process S502.

FIG. 5A outlines components that comprise, or are accessed by, the Identity Manger 210.

35  Generally, the Identity Manager service is responsible for ensuring that a consumer has been PDI

registered and is properly enrolled within the PDI System 100, and retrieves consumer context for
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be al t eFhenrpsesy thenydeteamingyif the consumer is properly enrolled within the PDI System 100 (block
$510). “Properly enrolled” implies that the consumer has a registered DigitalCode and/or biometric

template for authentication comparison. If the consumer is not properly enrolled with the PDI System

100, the request is redirected to the PDI web-enabled Server 204 with appropriate result code. If the
30  consumer is properly enrolled as determined in block S510, and required templates are available, the

Identity Manager 210 then determines whether the consumer is Blacklisted (block S512). The

Blacklist contains a list of consumers whose transactions/requests are to be immediately denied by the

PDI system 100. If the consumer information exists in the PDI Blacklist then the appropriate result

code (DENY) is returned to PDI web-enabled server 204 to take appropriate action. If the consumer
35  information is not contained on the PDI Blacklist then the request is forwarded to the Transaction

Rules Manager for further processing and authentication determination (see block $702 in FIG. 7B).
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Enrollment Key provided by the consumer is not valid, the client 102 is redirected to a Dynamic
HTML Page (block S604). If the Enrollment Key is validated in block S610 by the PDI system 100,
30 the system continues processing the request by way of the Registration Process.

-

Once all required components are deemed available (block S608) and a Valid Enrollment Key
has been provided (block S610), the PDI system 100 then determines if the consumer exists within the
PDI system 100 using submitted form data (block S612). If the consumer exists within the PDI
system 100, the consumer is redirected to an Update Personal Options page (block S614), which page
35  allows the registered consumer to Update, Add, and/or change personal information that is stored

within the Data Storage Subsystem 220.
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(Transaction Data 418a), base (Base 414), link (Link 416) and rule (Active Rules 410a-g) data stores
within the Storage System 220.

FIG. 7B is a diagram illustrating an example of the processing flow for Transaction Rules
Manager 212. As shown in FIG. 7B, upon entry, the monetary amount of the current transaction is
30 checked against the configurable System Maximum Allowable Amount (block S702). If the
Monetary Amount exceeds the System Maximum Allowable Amount, then a redirection request to a
configurable dynamic web page is returned to the Client 102 via the PDI web-enabled server 204
(block S734). If the Transaction Monetary Amount does not exceed the System Maximum Allowable
Amount, then processing continues by checking whether Consumer Imposed Registration Limits exist

35 (block S704).
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more strict than the current authentication method, the current authentication method is updated

(block S720). If the current authentication method was updated and now equals the maximum
authentication available, then flow proceeds directly to PDI Authentication Determined (block S732);
else flow continues by evaluating Identity Constraints (block S722).

30 Identity Constraints are evaluated by retrieving the associated constraint vectors from the
Data Storage Subsystem 220 (block S722). If the current transaction matches the logic of one of the
constraint vectors, then the associated authentication method is selected, and if more strict than the
current authentication method, the current authentication method is updated (block S720). If the
current authentication method was updated and now equals the maximum authentication available,

35  then flow proceeds directly to PDI Authentication Determined (block S732); else flow continues by
evaluating Boolean Constraints (block S724).
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Authentication Detenmned (block S732).
Once PDI Authentication has been determined S732, flow continues to the User Profile
Manager 214.
FIG. 8A illustrates the high-level data components utilized by the User Profile Manager 214

30  according to one example of the invention. As shown in FIG. 8A, User Profile Manager 214 accesses
several configuration/parameter files during processing. As will be explained in more detail below,
these files establish the business rules of the PDI system 100, and determine which (and how)
transactions will be processed by PDI. Temporary files are used to store transaction form data, until
the necessary user authentication has been validated by the system. Encryption keys are also stored in

35  temporary storage areas, since they are valid for a single session only. In addition, template HTML

files may be used to construct error messages, or information collection messages back to the Client



eval uating Transaction Constraints (block S726). Transaction Constraints
are evaluated by retrieving the associated constraint vectors fromthe

Dat a St ovagelr/8zbsyst em 220 (bl ock S726). If the current tpansmatddm nat ches
the logic of one of the 10 constraint vectors, then the associ ated

aut hentication nethod is selected, and if nore strict than the current

aut hentication nethod, the current aut¥entication nethod is updat ed (bl ock
S720). JIf th current a entl cat t hod ow equal s the
o P RER AR A OB A s B Aoty pphABaE e oRbe) S i

Aut hent pmﬁhng)nfoaaitemmtm dax(sbdtmﬁ leleméDR prnd @bselifkagaveonishipsiBawesn theauadentat i ng
Pur chasg Constr % Lg k%v ?Q 5 Purchase Constraints are eval uated by
retri evFWéacflﬂléa 1§Sa87° g "EYRG TR vectors fromthe Data Storage
Subsystem ZZEIG( ISBockdlsgraxﬂ)llustritmtghe exampleofithd pracessing flonofittdec PrefletNiaagorgi ¢ of
one 50f % th ﬁlSt rs?' nt V et Ori het een tti vent‘;slss Ine‘?lrt dt ?‘UtuEthte%nClsartels%rﬁm et hod

i s sel et edMikgsy nﬁ%r?lél g R e P e N ulishs P cart o od,

t he curfoe a\tahauﬁglﬂna curcant franactivh hmduthmtmmbamecﬁs(ﬂyl \Bink bSﬁQ{b)al -bhded prodilingur r ent
aut hent i.cat nd ngw .egl entication
avai | abfgomt ?shgﬁcrﬁf%%@%vy glg‘cez@opsresﬁ (BUPR PR Eﬁﬁ kur er ei cat alggr#l 3% 8r ni ned
(bl ock t6¢8stm;of eIpmduhlg)mahmt’etdlmasthtmlcatﬁmhmxh@lrto an;mmcmonhescu(-rbhtomhsaSﬁﬁQ) .
Behavi of C%”ISII’ %g g a% ng:,[ rieving the associ ated constraint
vect or sSSFESHIPREDY frffnﬁc P age’ ?)na§ df 220 (bl ock S730). If the current
traksacti on Haﬂleﬁt&sndepdmgcmedffroanhe ‘Gifandabtéon Ihdﬂsl\ﬂarm'ganm:?/enybaf $or ekdnepiet he

associ at ed nt.i ¢ F]%ﬁh:e e e strict than the
25 cur raenPft f ?\Ym% mﬁ“rs”ﬁ?ﬂ%ﬁ’ﬁf e cuﬁ&regﬁ{ymgggah (r)urllesn%etr?ﬁod is
updat e deva]%latewlrcpndr istapie 8DI_AUAID AlAlﬂWi,encﬂmamg ltltanthse'anslamon ehbwdobemﬂlowsy 32).

Once PDI . Au t contin to the
User Pr o*ﬂf\ E%nagé‘?uofigﬁséﬁgﬁngie nFicatl %lﬁl %dgwh cn) Sgoﬁ%t
conponea\uls:ntnatd the euhvln@ual; RBI A3 &8fH_REST inélcma;ljf& thedést meB@dambbld ionghet 0 one
exafg)l eCpent tl&e sho q\(/i%nt I éb‘%m on avaﬂa 111&l OF élf ’B10l1J1§ i 8(Klf%£l.llonei)e|¥§;@qg§or 214.
accesses several cont |gu a par amne uring processing. 'As wil |l
be expl BDhAWTiH) FRpindicalmg dhal a bleinotmc fingdrprand slﬁcrUIldelse wed mbhthetticath éhebudivided;s
rules t. ons
el PHATIECERHE, B}atRG aPih £ i e EoRe ek i ol 80381 07
for m daatahean the 1rtdtvaiuabelaisfgaﬂy, gAUEHLIhENYI odicatmg thwathe tremsacticalsheldd bel by
the sysgem, . SR} ion keys are also stored in 35 tenporary storage areas,

since they are val’id for a single session only. In addition, tenplate HTM
fil2ds may beThrsledmtss ralensfithe RII spstern 1 Othdatesmiysovhether ormpobelreitioralbases | ect i on

message, g}&@ K% éh%ulhgw?ocg%d Q\Q:B \m %@%@%eggéatlg)%&@@ 1]s dqgé\?'%ggzi‘tzedﬁggk\l{%g 10.20 as

necessa rage’Is hand a series of whi ch
access Tmansétidn Rudesi Mmagemzﬂ /2 olhusnsssmulss for thesusiern ane defireddby the Runtime Config

| i nkageg;j&loal 'W&hg{%@@%ﬂﬁﬁ&e m&H:rsrﬂ%'E‘%re aé;%l%@%ﬁx%gé Rs06h 4 Ta%mésﬁ‘?ﬁb at ed

net wor k el eng I's a diagram i rating an exarrp
pr oc es sdeteymiried thabthe sproifiePpushdnticativh methed currently input is the highest level available

25 (namely, PDI_AUTH_DENY), no additional processing occurs, since behavioral-based evaluation
would be unable to supersede the method previously input (block S802). If, however, business rules
dictate that behavioral-based profile processing should be applied in conjunction with input
authentication methods, or, if no authentication method was previously determined
(PDI_AUTH_NONE), then profiling algorithms are deployed (block S804).

30 The evaluation of historical transaction relationships for the individual subscriber is extracted
from the linkage tables of the PDI system 100, where they are evaluated (block S806). The User
Profile Manager 214 maintains a unique relationship between all network elements that comprise a
transaction, and associates this data directly to the individual requesting that transaction. Access to
these relationships is through the Data Store Security File 402b, which defines the security access

35  parameters to the Data Storage System 220.
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occurrence count
maintained for each network element used by the consumer in the past. In this fashion, the profiling

algorithms of the PDI system 100 are able to evaluate the usage score of each network element as it
pertains to the individual, and compute aggregate scores based upon the combination of all network
elements seen in the current transaction.

30 In order to allow administrators of the PDI system 100 to customize the manner in which
scores are computed for any given transaction, each network element has an associated weight
constant that is applied during analysis. This weight is defined in the business rules configuration file,
and determines what “strength” should be applied to all network elements within the system. In this
fashion, system administrators can determine which transaction components should be regarded as

35  more important within the target environment, based upon historical fraud patterns or availability of

certain components in general.
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aggr egateauired. All other transactions, namely PDI AUTH_BEST, PDI AUTH_FP, PDI_ AUTH_DC and
PDI_AUTH_FP_DC require input from the individual in order to verify user identity. These
transactions are marked as incomplete in nature since status has not yet been determined, and
authentication credentials not yet collected. Each and every transaction in the PDI system 100 is -

30  saved, and the associated authentication method, completion status, linkage to network components
and reason for authentication is made part of the transaction entry.
As described above, certain authentication methods require interaction between the PDI

system 100 and the Client 102, for the purpose of collecting identity credentials. An evaluation is
made to determine if such an interaction is required (block S814), based upon the identified

35  authentication steps outlined in blocks S802 and S804. The collection of biometric data, Digital

Codes, or the combination of the two is regarded as an interactive process. If, however, the
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specified. If, however, a biometric template is not on file for the consumer, a redirection occurs for

ed

the purchase request, since authentication cannot be completed due to lack of biometric registration

data (block S834). The business rules of the system determine the location of this URL redirection.
30 The same process is applied to PDI_AUTH_FP (as determined in block S836); if biometric

authentication is required, the consumer’s registration record is queried to determine if a template

exists (block S838). If such a template is found, the target URL for collecting identity credentials is

marked as BIO (block S840). Asinthe PDI AUTH_FP DC example, if no biometric template is

available, the PDI system 100 redirects the purchase request to the appropriate URL as determined by
35  system business rules (block S834).
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credentials are collected. The session key is appended to the target URL after it is generated, and is

stored in the Session Data table 418b on the PDI host.
30 After session data has been stored within the PDI system 100 (block S852), a dialog is
initiated between the PDI web-enabled server and the Client browser 102c. The PDI system 100

redirects the consumer to the previously determined target URL, which begins the credential collec-
tion process (block S854). All transactions back to the client are through the PDI web server (block
S856). At this point, control is relinquished by the PDI system 100 and the transaction request is still

35  inanincomplete state until identity credentials are received and verified by the PDI system 100.
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Once form data is extracted, the corresponding session must be located and read (block S908).

'O

Session data identifies a previously started electronic commerce transaction that required the receipt

and validation of authentication credentials. Session information is stored by means of a hidden form
30 element passed back and forth between the Web Enabled PDI Server 204 and the Client workstation

102, normally in the form SESSION=<value>. The session key <value> acts as the lookup

mechanism for locating session information directly. If the session information can be found for the

current transaction, then further processing may continue.

If session data cannot be found for the current transaction (as determined in block S908), a

35  dynamic web page is constructed, based upon the error, and returned to the Client workstation

browser 102c¢ (block S906). Dynamic error page creation can be achieved by a variety of industry-
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business rules of the system, and when specified, must match exactly before transaction processing

will be allowed to proceed.
The type of user authentication is then determined by the form elements presented -
(determined in block S914). If the authentication contains Digital Code credentials, then a direct
30  comparison between the presented Digital Code and the Digital Code stored as part of the user
identity record is performed (block S946). As shown in FIG. 9C, if the digital codes match, then
transaction processing continues, as will be described below. If, however, the Digital Code data does
not match, the business rules of the system are consulted to determine the number of retries an
authentication request is allowed. If the number of retries has not been exceeded (as determined in
35  block $948), the current transaction record is updated to indicate that a failed Digital Code

authentication has occurred (block S956). The corresponding session record is also updated (block
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d| gital ¢ odegpcpmqugcpwsfglﬁygltal Code authentication matching, and if no further authentication is

required, the final set of data is retrieved from the session record prior to its deletion. The session
record maintains the location of the original form elements, as extracted by the User Profile Manager
212, and stored in a temporary file within the Data Storage Subsystem 220 (Form Elements Data File

30  406b). These form elements allow the Authentication Manager 216 to reconstruct the original
electronic commerce purchase request, as though the PDI system 100 was never involved in the
original transaction. Once this data is extracted and loaded (block $966), the associated session
record is summarily deleted (block S968). A CGI script, for example, loads the form data, where it
redirects the transaction to the appropriate payment system as specified by the electronic storefront

35  originally (block S970).
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Fil e to the Client browser 102, indicating that the electronic purchase transaction has been canceled (block

S906). This type of error does not allow retry logic to be invoked, since the system cannot determine
the legitimacy of the consumer making the transaction request.
The Authentication Manager 216 retrieves the stored biometric template for the target

30  consumer from the appropriate biometric database (block S922). Biometric data for the consumer
must have been previously registered with the PDI system 100, and must be located in a data store
accessible to the Authentication Manager 216 process. The physical location of this biometric
database is independent of the PDI system 100 design, since it may exist within a distributed database
or file system environment. The Authentication Menagef is preferably capable of making local or

35  remote network requests to an industry-standard relational database that can be housed anywhere

within the network environment.
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Upon completing these updates a dialog is re-initiated between the PDI web server 204 and the Client

browser 102c¢ (block S940).
FIG. 10 is a diagram illustrating an example of the flow of control for the PDI Client
Software 102d, which is installed on the Client workstation 102. Generally, this software allows the
30  workstation to communicate between the PDI web server 204 and the Client browser 102¢, through
use of standard plug-in or COM interface elements, for the purpose of collecting biometric data.
In one example of the invention, browsers such as Netscape Communicator load the PDI
Client Software 102d as a standard plug-in module, which is invoked by the browser in response to
MIME types assigned to the PDI system 100, for example. If a consumer’s browser does not have the
35  necessary PDI Client Software 102d, the PDI registration process is preferably able to detect this



The Aut hentication Manager 216 retrieves the stored bionetric tenplate for
the target 30 consunmer fromthe appropriate bionetric database (bl ock
S922). Biworet/ei2el data for the consumer nust have been prP@T/ORNEI0YS49
registered wwth the PDI system 100, and nust be |located in a data store
accessible to the Authentication Manager 216 process. The physical |ocation
of this bionetric database is mdepen%%nt of the PD system 100 desi gn,
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check is conducted to determine if communication between the PDI software and the biometric

ﬂ

hardware device 102b is working correctly. This involves the opening of driver files which control
the hardware unit (block S1010). If the drivers cannot be properly opened, a status message is
immediately returned to the PDI web server 204 (block S1012). This feedback is used to inform the

30  consumer that user authentication cannot continue due to hardware or software errors on the Client
computer 102. Error data such as this may also be used to facilitate reporting of problem devices, and
to allow customer care to address installation problems encountered by a base of consumers.

Successful communication between the biometric device 102b and the PDI Client Software

1024 is checked, to ensure that the device is responding to capture and identity requests (block

35 S1014). If this communication fails, or if errors are detected, the same status messaging between the



browser 102c (bl ock S940). FIG 10 is a diagramillustrating an exanpl e of
the flow of control for the PDI Client Software 102d, which is installed
on the Ciwent/emor kst ati on 102. Generally, this software abPCDWB01t0b&9 30
wor kstation to conmuni cate between the PDI web server 204 and the Cient
browser 102c, through use of standard plug-in or COMinterface el enents,
for the purpose of collecting bionetri¢’ data. In one exarrpl e of the

i nventi ovvse h as Netscape
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server 204, and includes all ori gmal SESSION information contained within the request (block

S$1022). As a result, this user authentication information is then associated with a particular purchase
transaction, allowing evaluation of the submitted credentials to continue.
Although the above discussion refers to an example of the invention where fingerprints are
30  used as the biometric authentication data, it should be noted that other types of biometric and personal
identification indicia (i.e. tags) are possible, such as voice patterns, eye patterns (retina or iris), face
patterns (e.g. infrared or optical), handwriting, keystroke entry patterns, gait, modus operandi profiles,
etc.
The examples of the processing depicted in the above figures is meant to be illustrative rather
35  than limiting. Those skilled in the art, after being taught by the above examples, will appreciate that

many modifications can be made to the above methods, including substitution, elimination,



check is conducted to determne if comruni cati on between the PDI software
and the bionetric hardware device 102b is working correctly. This involves
t he openiwmgoné72dari ver files which control the hardware unpCT/IKdloosk S
1010). If the drivers cannot be properly opened, a status nessage is

i medi ately returned to the PDI web server 204 (block S1012). This feedback
is used to informthe 30 consuner tha13hser authentication cannot conti nue

Such. as o gy PSR B S oot PR et Sole eBhine SRR b P o5, °
and tomabkumtmuanmner care to address |nstallat|on problens encount ered by
a base of cop cessft catlon et e bi o ric device
T0%b and 1 her BBE ey BEBREm S RTTRAT bl R TSR RTR E ¢ e
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t he sof ofnkievanson asidbfiret édthagppeleled claibed above. For exanpl e, a uni que status
code can be returned to the PDI system detailing the nature of the error
encountered (block S 1012). Bionetric collection of the hardware 102b unit
isinitiated by the present invention after all validation checks have
conpleted normal ly (bl ock S1016). This process presents a feedback 5
mechanismto the consunmer directly within the current web page being

vi ewed, or maps a separate w ndow on the Cient workstation 102. This

f eedback nmechani sm shows the consuner the current fingerprint image being
presented on the hardware unit, as well as pressure and coverage
paranmeters. This feedback data allows the consumer to adjust finger
position, pressure sensitivity, coverage placenent, etc., based upon the
information provided by the PDI dient Software 102d. Because the 10
presentation of fingerprint bionetric data often requires practice on the
part of the consuner, this feedback data allows the individual to nore
easily learn to use the hardware device. The present invention also allows
the consuner to abort a current bionetric collection, releasing control of
the dient browser 102c from PDI . Aborting a user authentication request,
however, will send status data to the PDI web server 204 indicating that
the authentication process 15 was nmanual |y stopped by the consuner (bl ocks
S1018/S1012). A bionetric collection that is aborted is regarded as
unsuccessful user authentication, and the PDI system 100 deterni nes the
next course of action based upon business rules of the system Successful
collection of bionetric data as determned in block S 1018 results in
encapsul ation of the information into mnutiae points, which are digital
characterizations of the fingerprint 20 information. The manner in which
this data is digitally converted is determ ned by the hardware

manuf acturer of the bionetric unit, and is vendor-supplied. Prior to
transm ssion of this user authentication infornmation, the m nutiae points
must be encrypted. Encryption is conducted based upon paraneters sent by
the PDI web server 204, instructing the PDI Client Software 102d as to the
nature of the encryption algorithn(s) and key sizes to use (block S 1020).



25 Upon conpl etion of the encryption process, the bionetric data is
forwarded to the PDI web server 204, and includes all original SESSION

i nf or mat vomovenvai ned within the request (block S 1022). PsT/aBm@sibt, this
user authentication information is then associated with a particul ar
purchase transaction, allow ng evaluation of the submtted credentials to
continue. Although the above di scussi ofrefers to an exanpl e of the

i nventi where fingerprints are 30 used as the bionetric authentication
data, it ReHSGPEB& noted that other types of biometric and personal

i denti ficati an A methai far feducing thagshrraice ofogsthérized uswd lon-dige wesowerespat t er ns,
eye patterns.r%eti na or iris), face patterns (e.g. infrared or optical),
handwr i fYARY"&ystroke entry patterns, gait, nodus operandi profiles, etc.
The exanpl es of t heepingaasssangindeptingtadquest frdnea adenwaisé orglimeassougscesteant t o be
illustrative rat hﬁrt 35 thgé} | imti ng.. Llilroseut}?%iié ltigﬁj- in the art, after
being taught by t RECEBRDE VELAMICISauSR PREHAI LIt hat  nany

nodi fi cati ons can obginitgde irdicid dfphadical elentifidatiaisfron the lusetii frag theotixationt ist | on,
elimnation,, W 01/67201 PCT/ 1B01/ 00549 31 consolidation and re-ordering
of rranyr‘iﬁl?’%%%ss steps, while remaining within the scope and purpose of the
present inventi on.cothparing &te,obairich indipia tohatqpedasdicit fortheantd aml has been

described in detail with referenc ef erred enbodi,nent s, .t her eof ,
Croe or 1 g% el e feoht 0&635@54 e Bl od o SRR MR R SA S
nodi fications can be nade to the exanpl es described herein while remaining

within the spirit _and scope f. the. invention_.as defined in.the appended

ol aime. o 0 e ieRrRE p Himde TR Ad b BemirhE R Rehd il RaRRDPNCEC,
r educi neeqiviies anthenticatondeclades deterutitiog whetberuseralfprofile for the usesadicates shat

conpri siar{g: 1.E:et(%)ei.vrien .8 Message indicating a request froma user to use
on-1ine? %“6&%8& TGt er ni ni ng whet her the request requires

aut henti cati on; obtaining an indicia of physical identification fromthe

user if authentjcation is required; co [in he .obt al jndicia to a
stored i ndi cga nc}eﬁ}ﬁcf‘ﬁaé’coﬁélgg ?o anad lé‘r’lvg%r?lln%eaﬁt eo(ilrd Eeta'ﬁ%lg}aé f%&g% tffetr}%ﬁfél[stl ed if

t he obt aiqnizes authdntvhioniadlodes deterimenisg whesberistodiddiusiness filesAomatompdniyaasediatidng t o
claim1,.wherein the step of L et . requires

aut hent iwétattleorrelqlfe?ltg ?Pd@“se rgsé’ &F %%5??‘{?31 h\?\%%ﬁ?&glgff%ﬁhggs%?%?ﬁ%% or the user
indicates that authentication is required. 3. A nethod according to claim
1, wherein the,s f . .0 g i

aut hont 1 cat an A RETiHee hE AR B b L ERUBRL BRI R0
conpany besmsesiuées edjuires authentication includes:

determining whether the user is listed by the company as always requiring

authentication; and

requiring authentication if the user is listed.

5. A method according to claim 3, wherein the step of determining whether the stored
business rules requires authentication includes:
determining whether the user is listed by the company as never requiring
authentication; and

not requiring authentication if the user is listed.

6. A method according to claim 3, wherein the step of determining whether the stored
business rules requires authentication includes:
determining whether the user is listed by the company as being completely denied
access; and

completely denying access to the requested on-line resources if the user is listed.



with the requested on-line resource indicates that authentication for the
user is required. 4. A nethod according to claim3, wherein the step of
det er mi nimgowbmbher the stored business rules requires apChasitiioemdi on

i ncl udes: determ ning whether the user is |isted by the conpany as al ways
requiring authentication; and requiring authentication if the user is
listed. 5. A net hod accordl ng to cl ai M3, V\/nerel n the step of determ ning
Xjﬂ?é??ﬂr n;[ Eg \7;1 lFod{) ugcgrgl%%ro <ilas1m| ,wExer tl{e sﬁw de eer%lﬁlggwéaﬁeerlﬂga%le uugea 3 iring
aut hent reqairesam;hexamaltmmhclu@q detemmgn@whé‘manthecraquestns mﬂlcath»e ofifardulest Hehstied. 6.
A nethod according to claim3, wherein the step of determ ning whether the
stored business rules requires authentication includes: determning

whet her the @sérmdtisod dcedrditg byycldineg, wberpiarthe feesididentbghaymmpl oat ef modefiz ed

access d con Ietel n a gquested on-line resources if
t he usercgIHSIO Fey a\v/\%oﬁ%l%o}%f g@%ﬁ?ﬁ%ﬁ%‘%@&é% 33 7. A nethod according to

claim1l, vvherel n the step of det er m ni ng whet her the request requires

aut henti catign des whet h he 1 S ive of

f raudul ent bghav acgorglﬂg o {11?1 >ac c%rrc I ml{l%get?%%&?&he oA ‘}’eq%?%

f raudul eaﬂsﬁd:sealtlavcrﬂena of aotherizatiomifmethefticationad Ihqtsaqumedu ol ati on a velocity
violation, and a custom zed trigger. 9. A nethod according to claim1,
further conprising determ ning whether the request satisfies other
criteria of autAorthpdbdcomingfto caimfewhéreiathestep pSdetepninmgaetherdhe réquest Aatisfieshod
accor di n%ertc%ec!i%lcfnd wherein the step of determ ning whether the request
satisfi 88 GIRar“® Tt eria i ncl udes: deterni ni ng whet her the request is a
card transacti on; deletraming whetlgr thia edghest is p ewd frarsdtioms applied to the user and
an account associ '

associated with tﬁég%g%}ﬁté\g{lé&?re %ﬁ%&% &{tﬁg{% ?’Téé(ﬁéjéds%d“%%ss}%%tg Slﬁ@;thlcons
ar e not respest &¢ sagisfied by a purchase iveetiated vathdhierepuess; anlai m 10, wherein the
restrictions are be purchased, amount of
purchase, tine of 89“ %%egg&ugﬁgé %r}:é%ﬁngirlls%‘?&ggaru% eéiise 12. A et hod accordi ng
to claim9, wherei n the step of determ ning whether the request satisfies
other criteryg AQ,%hﬂﬁs&ordﬂgafﬂmﬂ'o%&mw%mams bR QHES mdrPotHbe AP LR
transaction; determnin restrictions applied to an account

associ abepprqhaieﬂ, anfpantapf gm'g]mse, time of purchase and location of purchase.

12. A method according to claim 9, wherein the step of determining whether the request satisfies
other criteria includes:
determining whether the request is an account transaction;
determining whether restrictions applied to an account associated with the account
transaction are satisfied by the request; and

denying the request if the restrictions are not satisfied.

13. A method according to claim 12, wherein the restrictions are one or more of frequency of

access and time of access.

14. A method according to claim 9, wherein the step of determining whether the request satisfies
other criteria includes:
determining whether the request is an account transaction;
determining whether use of the requested on-line resources are restricted for an account
associated with the user; and

denying the request if the requested on-line resources are restricted for the account.



transaction are satisfied by the request; and denying the request if the
restrictions are not satisfied. 13. A nethod according to claim 12, wherein
t he rest wabvi/enslt are one or nore of frequency of access POTIBG1VBSOf
access. 14. A method according to claim9, wherein the step of determning
whet her the request satisfies other criteria includes: determ ning whether
the request is an account transacti on;34%et er ni ni ng whet her use of the
request ed onzigi e resources. are restri.cted fo n .acco associated with
the beer: anttdbRsPREREIERE wiiioy Fhoiif® ot HacRinRBR Shither REREES iR
restri cotahd cfiteria inlledccount . WO 01/ 67201 PCT/ 1B01/ 00549 34 15. A net hod
according to claim9, .wherei.n the step of term ni ng whet her the request
satisfies other CFTPaFt Wl}e#lhgfth%reegl:leﬁdg (éornﬁlglﬁrlaﬁsgacn fet her t he request is a
control transacti degrmileigevheihar ragrictond dppliedrtetht nsec bssaimedayithi thessntr®d t he user
associated with the nt,r ol ramsaction are satisfied by the request; and
denyi ng %nﬁaecw?%%qrﬁ%agfﬁeﬁ?)y{ﬂﬁéeq'u%sg’tapipcti ons are not satisfi eé. 16. Aqrret hod
accordi ng to cl ai denig theheyuest if thehrestrictiersrareatot @atisfiedr e one or nore of a parent
control and an other control. 17. A method according to claim1, wherein
the indiciais a bionetric. 18. A method according to claim17, wherein the
bi onetri c i1 sl@nemethodamcadng teecldimri§evipreimthe restrictions are pie antnoresof p phrafgiconttol an
eye scagﬂdagrggmacoh@or]dwi ting sample. 19. A nethod according to claim1,
further conp |S|Hg configuring a set of rules that are used in the
determ ning step. 20. An apparatus for reducing the occurrence of

unaut hori zed,4ise. ok ObRE J SIRU" SR3ein e HIREi2h R¥imofpans for receiving a
nmessage i ndicating a req.ne%f roma uSer 1O use oOn-T1ne resources; neans
for determ ning whether the request requires authentication; nmeans for .
obt ai ni ng a.”lé.”&' h&th8d 2(1:)cfcor81h gﬁ)l c(faell‘rln lbdvsll@;éirf thé @151'118{'}0 fsrogg&rt fe &sagf érr int, a

aut henti cati on ‘i s requl recr]', means for cormparing the obt ar ne “‘r”naﬁ‘é’i atoa
st or ed vaigtpantza fabnprinh en eyesean, andd hamdwaitisg faopleenabl i ng t he request if the
obtained indicia mtches the stored indicia. 21. An apparatus according to
claim 20, wherein the nmeans for determ ning whether the request requires
aut hent i cat i th A methodissordva tescldimrl, figthes cormprising coiftuling a sat of rulesdbht pre ofddlim f or

the us Che determining step.

20. An apparatus for reducing the occurrence of unauthorized use of on-line resources,

comprising:

means for receiving a message indicating a request from a user to use on-line
resources; .

means for determining whether the request requires authentication;

means for obtaining an indicia of physical identification from the user if
authentication is required;

means for comparing the obtained indicia to a stored indicia for the user; and

means for enabling the request if the obtained indicia matches the stored indicia.

21. An apparatus according to claim 20, wherein the means for determining whether the
request requires authentication includes means for determining whether a stored profile for the user

indicates that authentication is required.

22. An apparatus according to claim 20, wherein the means for determining whether the
request requires authentication includes means for determining whether a stored profile for a company

associated with the requested on-line resource indicates that authentication for the user is required.



i ndi cates that authentication is required. 22. An apparatus according to
claim 20, wherein the neans for determ ning whether the request requires
aut hent i s boer2dncl udes neans for determ ni ng whet her a spor/abipos®i | e for
a conpany associated with the requested on-line resource indicates that
aut hentication for the user is required. WO 01/67201 PCT/1B01/ 00549 35 23.
An apparatus according to claim 22, wher ei n the neans for deternini ng

For  det er m nZhg WHBERGF LREAG e Re 27 eI B IS Tk e EgE ™"
requiri stgred ausineedriles sighioes;autherdticabunsclides: requiring authentication if the
for det listed. iﬁ%ﬂ%g?raq%ﬁgﬁﬁnl‘é%m% %Otﬁlé’{ls%?istﬁ%’te%g h@"cgn%gan‘“‘%%%'a” LG {eans
or determ ning store usHeSs ruPes e regui Y &s a0t hent'i'¢Gat i on
i ncl udesuthemdedtion;fand det er m ni ng whet her the user is listed by the conpany
as never requirin aut henti cat .on. and .peans.f.or .not requiring
authentication if Wél%ﬁr§8CFUIﬁlnsg M hg’?%cﬁaor?gﬁg ﬁerzlisplbsgeflat us according to claim
22, wherein the neans for determ ning whether the stored business rules
requires authentication includes; . ns for.deternnj whet her, t user is
T oted by t hetcahithyRa e BRSSP 2t e Eh T QeRE e IRt e 1o
conpl et etbigd Hasinesgleasgess ahthedtivetionageleds:ed on-1ine resources if the user is
listed. 26. An apparatus. accor di t o.claim.20 erein the neans .f.o

det er ni ni ng whet hg"lgarisﬁoer de?e BNEeVIEer the eer 3&?%%%%85??%%%%3?%’3 "ieans for
det er m mithgtivduen;lxed t he request is indicative of fraudul ent behavior. 27.
An apparatus according to . clai.m?2 reiy the fraudul ent behavior is one
or nore of a col |%rfsg?lrn\?frgﬂ‘élf]?%?lu?heéﬁqgagl oei eyusslril%[lsg cﬁon, and a custom zed
trigger. 28. An apparatus according to claim20, further conprising neans
for determ nphg, whether the reque tisfi other. criteri f

aut hori zati o%gi‘%n%ﬂ??ﬁeﬁ foat tﬁ%ﬁéﬁg%’s%f:{a%ut:hgﬁl ?nsg%de,&ﬁmﬁalglﬁgﬁg ﬁrsth?’iccordi ng
t o cl ai s128busiiesy relen rdghieesrmpthargichiion iddbedes:m ni ng whet her the request
satisfies other criterda jncl ; h: i .Qi .

request is a car dmte%ngrggrglgtefj%ﬁggg@gﬁgp t?gﬁseglgthétrg&n{)ﬁl{hhmé%mﬁ%?’ \ralgrg‘l';l?%ésotrﬁﬂh]egw ons
appl i eddéniedtaheesyygsed and an account associated wth the request are

tisfied b hAGS i g '
The request i ¢ noeHadt PRPRENAE ol e LAMEH R AR s 1O
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26. An apparatus according to claim 20, wherein the means for determining whether the
request requires authentication includes means for determining whether the request is indicative of

fraudulent behavior.

27. An apparatus according to claim 26, wherein the fraudulent behavior is one or more of a

collision violation, a velocity violation, and a customized trigger.

28. An apparatus according to claim 20, further comprising means for determining whether

the request satisfies other criteria of authorization if authentication is not required.

29. An apparatus according to claim 28, wherein the means for determining whether the request
satisfies other criteria includes:
means for determining whether the request is a card transaction;
means for determining whether restrictions applied to the user and an account associated
with the request are satisfied by a purchase associated with the request; and

means for denying the request if the restrictions are not satisfied.



36 30. An apparatus according to claim?29, wherein the restrictions are one
or nore of type of goods to be purchased, anount of purchase, tinme of

pur chase vamdi/bn2ert i on of purchase. 31. An apparat us accorBCTViBdL@o®BMai m 28,
wherein the means for determ ning whether the request satisfies other
criteria includes: neans for determ ning whether the request is an account
transaction; neans for determ ning whetther restrictions applied to an
account assogjiated with the accou transaction are satisfied b he
equost s - and reurrreh uitinn T 2 RTAF BN BBl ot et ot

sat i sf i gabds B2e plihaagh anamusf pacboe, dinreef puclekaindi@itionwtfipurehase. t he restrictions
are one or nore of frequency of access and tinme of access. 33. An
apparatus according to claim 28, wherein the neans for determ ni ng whet her
t he request 3bkaAn apbaretss atdrding trdldim2B.avtieredd thelmgans far deternfiong eietter e raqneyt
whet her _the reguest. is, an account transaction; means for determ ning

whet her “Ug&° 31 “the requested on-line resources are restricted for an
account associ at edheaustfdr detiminisgwhetlzen the nemaessisfan accden yramsgetivinge r equest i f t he
requested on-line_resqur .are ricted far th nt .. g
appar at us accordiﬁﬁm§%”gﬁgﬁﬁﬁﬁ%wﬁﬁﬁiFgﬁhu?ﬁa%ﬁggﬁgn@%g&gg?é?ﬁgﬁngﬂﬂhether
t he r eqaeaint rgsdctief are satisfidddy therequest;iaad | ncl udes: neans for determ ni ng

whet her the request_i control t %L X a det erm ni ng whet her
restrictions applF%ﬂmig%?ﬂggﬁégFmgéiggggtgﬁlaﬁ%gngﬁggﬁ%%ntrol transaction

are satisfied by the request; and neans for denying the request if the

restrictions,ar satisfied. .3 A : r di 0 in.3
wherein the %ng“?"r all%g |t8%}§ccczrfhé1§ goncéalo? 1,%%8@35 %5‘%3?"@%%9 O%OOE?}O%)(’] Of?ﬁﬁlegaﬁ ogt her
cont r ol acc@6andAimeagiperesst us according to claim 20, wherein the indicia is a
bionetric. 37. An apparatus according to claim 36, wherein the bionetric is
one or nore of a fingerprint, a voiceprint, a palnprint, an eye scan, and
a handwr i t i n33. JemappaatuyOc@dihg WxGEm REWHERGTIthO DB for dRterBBningwhetppthe seiquest

accordi Lm0 rther nmeans for configuring a set of rules that
are use%ﬂﬁ%§°§%%hgégg$ﬁ$%ing means. 39. An apparatus for reducing the

occurrence of unauednsfordetdmuniag whetlenthe reqeest 9o arcows transetiopr i si ng: a server
that is adapted tQ.cQRRLGALiGs Whdtle BseRPILPlesRARE Fins REEEars ReBSted for

receive
an account associated with the user; and

means for denying the request if the requested on-line resources are restricted for the

account.

34. An apparatus according to claim 28, wherein the means for determining whether the request
satisfies other criteria includes: '
means for determining whether the request is a control transaction;
means for determining whether restrictions applied to the user associated with the
control transaction are satisfied by the request; and

means for denying the request if the restrictions are not satisfied.

35. An apparatus according to claim 34, wherein the restrictions are one or more of a parent

control and an other control.
36. An apparatus according to claim 20, wherein the indicia is a biometric.

37. An apparatus according to claim 36, wherein the biometric is one or more of a fingerprint, a

voiceprint, a palmprint, an eye scan, and a handwriting sample.



a nessage indicating a request froma user to use the network based
service; a rules subsystem coupled to the server that determ nes whet her

t he requawo or/enui res authentication, and causes the serVvRCTARN1®bI4QI N an

i ndicia of physical identification fromthe user if authentication is
requi red; and an authentication subsystem coupled to the server and the
controller that conpares the obtained 3Tndicia to a stored indicia for the

user, wherei e server n to th networ.k ba servi ce that
t he request ps B2Hparat aclcf)r%nlgi%aal h@n}éeﬁ entlrccg 1o & §° sr'tlleSt %}énfeeurs‘?(rll nes

t hat thbydbkiaemmdngmehnszl a matches the stored indicia. 40 An appar at us
according to claim39, further conprising a database coupled to the
controller, the controller accessing historical rules fromthe database to
det erm ne whét) han appanatuk ém rédocitg the ocaimeragof nemitHoozedtheofimdinefresourmesg ur r ent
transacgl 41. An apparatus according to claim39, further conprising a
dat abasé® c ’] ed to the controller, the controller accessing business
rules from t he datatragehdt & adatte?tnicnmnmtﬁeathMthanctwnnHJayed sayEe 6o attedecaive h t he

request gq o engann% st o %gag retﬁru%‘]’thé‘ﬁe%or?(%’éaseﬁrs‘er@l%r the user. 42. An

appar at us ‘accor ng a’user profile
subsyst em coupl edarmlcxs subsystemrcbued tenhwdarvenhatsieadmptsemalmr the tagpest regquindset her

the T eayaldioh 1 SgkLatRe Ol LI ShaicBSRALAL ok el ARRUALYS

accordi ng erein rau avior I's one or nore of a
col l'i si emthwlodt@numqunadwﬂoci ty violation, and a custom zed trigger. 44. An

apparatus accor di 09 autﬁ)en%caz%yoﬁn Slﬁ)%}’Sée\ﬁFg(g gieﬁ t(% @g Fér{) qlagcl fle cénu%llgl tﬁﬂ%&rﬁ%a?es tflgq €

apparatus further Tores a plur
bi orretrpbiaméd)mdlalart«espemdnnquoﬂouthalusdry of users. 45. An appar atus according

to claim a4, wher Ghlhchiife QHATERA ol QG QkydIR e orfid HAIRE LR s be

voiceprint, a palnprint, an e
fulfilled if the authentlcatlon subsystem determines that the obtained indicia matches the stored

indicia.

40. An apparatus according to claim 39, further comprising a database coupled to the
controller, the controller accessing historical rules from the database to determine whether

authentication is required for the user for a current transaction.

41. An apparatus according to claim 39, further comprising a database coupled to the
controller, the controller accessing business rules from the database to determine whether a company

associated with the requested on-line resource requires authentication for the user.

42. An apparatus according to claim 39, further comprising a user profile subsystem coupled
to the controller which is adapted to determine whether the request is indicative of fraudulent

behavior.

43. An apparatus according to claim 42, wherein the fraudulent behavior is one or more of a

collision violation, a velocity violation, and a customized trigger.

44. An apparatus according to claim 39, wherein the indicia is a biometric, the apparatus further

comprising a database that stores a plurality of biometrics for a respective plurality of users.

45. An apparatus according to claim 44, wherein the biometric is one or more of a fingerprint, a

voiceprint, a palmprint, an eye scan, and a handwriting sample.



