METHOD AND SYSTEM FOR CLUSTERING EXECUTABLE FILES

FIELD
[0001] The present technology relates generally to the field of cybersecurity; and in particular, to

methods and systems for clustering executable files.

BACKGROUND
[0002] Professional cybercriminals may develop an attack strategy and further rarely change it,

using the same malware for a long time with insignificant modifications.

[0003] At the same time, the developers of malicious SW (MSW) creating tools for cybercriminals
may use the same software solution, for example, a function implementing cryptographic
algorithm, for a long time in different samples of MSW created for different cybercriminal groups

and associated with different MSW families.

[0004] Therefore, in the field of cybersecurity, it may be important to know with which MSW
family a given sample of MSW is affiliated and/or who is an author (or a group thereof) of the

given sample of MSW.

[0005] Signature analysis is a well-known method for detection of MSW. This method is based
on the search of a unique sequence of bytes in files, i.e., a respective signature therein which is
indicative of a specific MSW. In each new sample of MSW, the code analysis could be carried out
by antivirus laboratory specialists and the results thereof are used to determine the signature of the
given new MSW. The resulting signature is placed into a virus signature database, to which an
antivirus program may be provided access, thereby allowing for detection of the given MSW by

the antivirus.

[0006] This method may be known to certain cybercriminals. Therefore, nearly all types of modern
MSW are constantly modified in various fashions such that the files of every next version of the
MSW acquire, from the perspective of antivirus signature analyzers, new properties. In this case,
when current signature databases are used for detecting the MSW, new versions thereof may be
unrecognizable as malicious, which will thus allow cybercriminals to perform their activities with

increased secrecy.

[0007] Besides the modifications, the obfuscation approach is widely used. It is a technique of
modifying a source text or executable code of a software program such that functionality thereof
is preserved, however, analyzing it to determine operation algorithms may become more
complicated. The above-mentioned modifications to the MSW may be performed either by a

human or automatically, e.g., by so called polymorphic generator, which may be part of a malware.
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[0008] At the same time, the basic functions of the MSW may not be significantly altered. After
the modification, the malicious software will “look™ differently only for signature analyzers, its
code may be obfuscated and cannot be analyzed by a human; however, the set of operating
functions that were performed by said MSW before the modification is likely to remain unchanged

after the modification.

[0009] Certain prior art approaches have been proposed to address the above-identified technical

problem of determining affiliation of the MSW.

[0010] Russian Patent No.: 2,728,497-C1 issued on July 29, 2020, assigned to Group IB TDS,
and entitled “METHOD AND SYSTEM FOR DETERMINING BELONGING OF SOFTWARE BY
ITS MACHINE CODE” discloses a method of determining membership of a software (SW) to a
certain family of programs based on its machine code, in which a file is obtained, comprising a
machine code SW; determining format of obtained file; retrieving and storing code of functions
present in the obtained file; deleting from stored code functions, which are library; selecting in
each function a command; selecting "action, argument" pair in each command; converting each
pair "action, argument” to number; storing, separately for each selected function, the obtained
sequence of numbers; accumulating a predetermined number of machine code analysis results and
detecting repeated sequences of numbers (patterns); for each detected pattern, calculating a
parameter characterizing its frequency; based on the calculated set of parameters, the classifier is
trained to determine the SW membership by the "action, argument" pairs sequence; trained
classifier is used for subsequent determination of membership of SW to a certain family of

programs.

[0011] United States Patent Application Publication No.: 2015/178,306-A1 published on June
25, 2015, assigned to Tencent Technology Shenzhen Co. Ltd., and entitled “METHOD AND
APPARATUS FOR CLUSTERING PORTABLE EXECUTABLE FILES” discloses a method and
apparatus for clustering portable executable (PE) files. The method comprises: extracting PE file
characteristics from a PE file; generating a PE file identifier for the PE file based on the PE file
characteristics; and clustering the PE file base on the PE file identifier. The apparatus comprises
an extraction module, a generation module, and a clustering module. In accordance with
embodiments of the present invention, a PE file identifier is generated for the PE file based on PE
file characteristics extracted from the PE file, and the PE files are clustered based on the PE file
identifier. Thus, random PE files are clustered into ordered classes, and the number of PE files to
be processed by the antivirus clients and servers are reduced, which reduces storage costs,

improves matching efficiency and the ability to detect and combat PE virus variants.



[0012] European Patent No.: 2,743,854-B1 issued on December 26, 2018, assigned to Tencent
Technology Shenzhen Co. Ltd., and entitled “CLUSTERING PROCESSING METHOD AND
DEVICE FOR VIRUS FILES” discloses a method for clustering portable executable (PE) files,
including virus files, comprising: performing static analysis of binary data of virus files to be
classified to obtain portable data of the executable structure of virus files; comparing data of the
portable executable structure of virus files to be classified, and classifying virus files having PE
structure data satisfying a predetermined similarity criterion into the same category; and
performing secondary clustering of virus files in each of the categories classified at the previous

step.

[0013] European Patent No.: 2,946,331-B1 issued on August 28, 2019, assigned to
NortonLifeLock Inc., and entitled “Classifying samples using clustering” discloses a classifying
an unlabeled sample using clustering. A set of samples containing labeled and unlabeled samples
is established. Values of features are gathered from the samples contained in the datasets and a
subset of features are selected. The labeled and unlabeled samples are clustered together based on
similarity of the gathered values for the selected subset of features to produce a set of clusters,
each cluster having a subset of samples from the set of samples. The selecting and clustering steps
are recursively iterated on the subset of samples in each cluster in the set of clusters until at least
one stopping condition is reached. The iterations produce a cluster having a labeled sample and an
unlabeled sample. A label is propagated from the labeled sample in the cluster to the unlabeled

sample in the cluster to classify the unlabeled sample.

SUMMARY
[0014] It is an object of the present technology to ameliorate at least some inconveniences

associated with the prior art.

[0015] Developers of the present technology have realized that, although obfuscated for signature
analyzers, the MSW may be more effectively identified based on sequence of commands executed
thereby. Thus, various non-limiting embodiments of the present technology are directed to detect
in one of a source code or machine code of a given piece of MSW a specific sequence of commands
it is configured to execute, and based thereon, determine if the given piece of MSW is affiliated

with a known family of MSW and/or group of authors thereof.

[0016] More specifically, in accordance with a first broad aspect of the present technology, there
is provided a method for clustering executable files implemented on a computer device. The
method comprises: obtaining, by the computer device, a plurality of executable files; determining,

by the computer device, a file format of each executable file of the plurality of executable files;
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for each file format:(i) detecting, by the computer device, repeat sequences of commands of a
predetermined length in a given one of the plurality of executable files; (ii) determining, by the
computer device, at least one frequently occurring sequence of the repeat sequences of commands
in the given one of the plurality of executable files; and based on the at least one frequently
occurring sequence of commands, attributing, by the computer device, the given one of the
plurality of executable files to a respective family; iteratively executing, by the computer device,
the detecting, the determining, and the attributing until one of: all of the plurality of executable
files are attributed to at least one respective family, and until un-attributed files of the plurality of
executable files do not contain any repeat sequences of commands; and in response to presence of
un-attributed files of the plurality of executable files, attributing each of the un-attributed files of

the plurality of executable files to a separate family.

[0017] In some implementations of the method, the method further comprises determining the
predetermined length of a given repeat sequence based on a number of executable files where the

given sequence was detected.

[0018] In some implementations of the method, the predetermined length of a given repeat

sequence is fixed.

[0019] In some implementations of the method, the detecting the repeat sequences further
comprises determining a respective entropy value of each one of the repeat sequences and selecting
only those thereof for further processing whose respective entropy values exceed a predetermined

entropy value threshold.

[0020] In some implementations of the method, the at least one frequently occurring sequence is

determined by searching therefor in a hash table.

[0021] In some implementations of the method, the attributing the given one of the plurality of
executable files to the respective family is based on a result of calculating, for the given executable
file, a respective value of a weighting function comprising a sum of coefficients associated with
each one of at least two frequently occurring sequences of commands detected in the given

executable file.

[0022] In some implementations of the method, each coefficient of the weighing function is
calculated as a respective ratio of a number of executable files where a given frequently occurring
sequence is present at least once, to a total number of executable files in the plurality of executable

files.



[0023] In some implementations of the method, executable files not containing any repeat

sequences are not attributed to any family.

[0024] In accordance with a second broad aspect of the present technology, there is provided a
method for clustering executable files implemented on a computer device. The method comprises:
obtaining, by the computer device, a plurality of executable files; determining, by the computer
device, a file format of each executable file of the plurality of executable files; launching, by the
computer device, based on a respective file format, each executable file of the plurality of
executable files in a respective isolated environment to determine a respective machine code of
each one of the plurality of executable files; generating, by the computer device, based on the
respective machine code, a respective sample code by deleting therefrom portions non-indicative
of a given executable file being affiliated with any family; detecting, by the computer device, in
the respective sample code associated with the given executable file, repeat sequences of
commands of a predetermined length; determining, by the computer device, at least one frequently
occurring sequence of the repeat sequences of commands in the respective sample code; based on
the at least one frequently occurring sequence, attributing, by the computer device, the given
executable file to a respective family; iteratively executing, by the computer device, the detecting,
the determining, and the attributing until one of: all of the plurality of executable files are attributed
to at least one respective family, and until un-attributed files of the plurality of executable files do
not contain any repeat sequences of commands; and in response to presence of un-attributed files
of the plurality of executable files, attributing each of the un-attributed files of the plurality of

executable files to a separate family.

[0025] In some implementations of the method, the method further comprises determining the
predetermined length of a given repeat sequence based on a number of sample codes where the

given sequence was detected.

[0026] In some implementations of the method, the predetermined length of a given repeat

sequence is fixed.

[0027] In some implementations of the method, the detecting the repeat sequences further
comprises determining a respective entropy value of each one of the repeat sequences and selecting
only those thereof for further processing whose respective entropy values exceed a predetermined

entropy value threshold.

[0028] In some implementations of the method, the at least one frequently occurring sequence is

determined by searching therefor in a hash table.



[0029] In some implementations of the method, the attributing the given one of the plurality of
executable files to the respective family is based on a result of calculating, for the respective
sample code, a respective value of a weighting function comprising a sum of coefficients
associated with each one of at least two frequently occurring sequences of commands detected in

the respective sample code.

[0030] In some implementations of the method, each coefficient of the weighing function is
calculated as a respective ratio of a number of executable files where a given frequently occurring
sequence is present at least once, to a total number of executable files in the plurality of executable

files.

[0031] In some implementations of the method, executable files not containing any repeat

sequences are not attributed to any family.

[0032] In accordance with a third broad aspect of the present technology, there is provided a
system for clustering executable files. The system comprises: a processor and a non-transitory
computer readable medium storing instructions. The processor, upon executing the instructions, is
configured to: obtain a plurality of executable files; determine a file format of each executable file
of the plurality of executable files; for each file format: (i) detect repeat sequences of commands
of a predetermined length in a given one of the plurality of executable files; (ii) determine at least
one frequently occurring sequence of the repeat sequences of commands in the given one of the
plurality of executable files; and based on the at least one frequently occurring sequence of
commands, attribute the given one of the plurality of executable files to a respective family;
iteratively execute the detecting, the determining, and attributing until one of: all of the plurality
of executable files are attributed to at least one respective family, and until un-attributed files of
the plurality of executable files do not contain any repeat sequences of commands; and in response
to presence of un-attributed files of the plurality of executable files, attribute each of the un-

attributed files of the plurality of executable files to a separate family.

[0033] In the context of the present specification the term “Library functions” denotes functions
that implement the most common, typical actions. Library functions are widely used by a variety
of software programs, so their presence in code or in runtime processes of software is not specific

for any one software, or for any specific developer.

[0034] Further, the term “Sequence length” denotes the number of commands that make up a
given sequence. It is important that this number is not related to the way commands are written (in

machine code and in the source code of software, different writing methods are applied), and does



not depend on how many bytes are needed to write the commands that make up a sequence. In
other words, the expression “sequence having a length 40” means that a given sequence consists
of 40 commands. This expression does not provide any information about how many bits or bytes

are needed to be written in the sequence.

[0035] The term ““File clustering” denotes partitioning of an unordered plurality of files into
clusters (subsets), wherein each cluster or subset corresponds to a specific software family. The
task of identifying the family, that is, determining the functional purpose of the programs included
in the family, in this case is not considered. The main task of clustering is to attribute each file
included in the original disordered plurality to any of the families, the number of families required

to cluster said plurality being unknown before clustering begins.

[0036] The term “Obfuscation’ denotes modifying a code of a software program such that it may
be difficult to analyze it static, to understand the algorithms of work, while preserving its

functionality.

[0037] The term “Software family” refers to a plurality of software programs united by one
functional purpose (for example, encrypters, loaders, etc.) and/or a common team of developers,
as well as a basic execution algorithm. The software programs that make up one family differ from
each other in various kinds of modifications, as a result of which their well-known characteristics,
such as checksum, file size, file name, etc. are different. However, all software programs included
into one family are intended for the same purpose, and all of them perform the same basic steps of
the algorithm to achieve said purpose. Within the scope of this disclosure, it is assumed that
software programs having an identical functional purpose, but different formats, are affiliated to
different families, for example, PE encrypters and Mach-O encrypters are not one family, but two

different families.

[0038] The term “Sequence” denotes a sequence, a chain of commands following one another in
the source or machine code of a given executable file. Further, each command itself may have a
rather complex structure, consist of, for example, an action and one or more arguments. Commands
may have different lengths, typically expressed by the number of bytes required to write same. As
already mentioned, the length of the sequence does not depend on the length of its constituent
commands; the length of the sequence is expressed not in bits or bytes, but in units. When referring
to, for example, a sequence having a length 50, it is implied that this sequence is a sequence of 50

consecutive commands.



[0039] The term “Sample” denotes non-functional portion of the given executable file, such as a
file including a software program code, used only for analyzing. From the source file of a software
program, the file being ready for launch and execution, a sample can be obtained by removing
from said file various pieces of code that are not of interest for the purposes of the analysis. For
example, a sample may be obtained from a source code of the given executable file by removing

therefrom library functions and stable structures non-indicative of any software family.

[0040] The term “Stable structures’ denotes code fragments that may be found in a wide variety
of software programs. These portions of the source code of the given executable file are typically
non-indicative of affiliation thereof with any software family. Such structures are found not only
in software of a certain purpose or a certain author, but almost everywhere. Exemplary stable

structures are, for example, prologs of functions.

[0041] The term “Function” denote a code fragment that may be accessed from another place in
the software program. Typically, an identifier (name) is associated with the function. The name of
the function is inextricably linked to the address of the first instruction (of a statement) included
in the function, which takes control when calling the function. After performing the function, the
control is returned back to the return address, that is, the point of the program where the given

function was called.

[0042] Further, in the context of the present specification, unless expressly provided otherwise, a
computer system may refer, but is not limited, to an “electronic device”, an “operation system”, a
“system”, a ‘“computer-based system”, a “controller unit”, a ‘“control device” and/or any

combination thereof appropriate to the relevant task at hand.

[0043] In the context of the present specification, unless expressly provided otherwise, the
expression “computer-readable medium” and “memory” are intended to include media of any
nature and kind whatsoever, non-limiting examples of which include RAM, ROM, disks (CD-
ROMs, DVDs, floppy disks, hard disk drives, etc.), USB keys, flash memory cards, solid state-

drives, and tape drives.

[0044] In the context of the present specification, a “database” is any structured collection of data,
irrespective of its particular structure, the database management software, or the computer
hardware on which the data is stored, implemented or otherwise rendered available for use. A
database may reside on the same hardware as the process that stores or makes use of the
information stored in the database or it may reside on separate hardware, such as a dedicated server

or plurality of servers.



[0045] In the context of the present specification, unless expressly provided otherwise, the words
“first”, “second”, “third”, etc. have been used as adjectives only for the purpose of allowing for
distinction between the nouns that they modify from one another, and not for the purpose of

describing any particular relationship between those nouns.

BRIEF DESCRIPTION OF THE DRAWINGS
[0046] Non-limiting embodiments of the present technology are described herein with reference
to the accompanying drawings; these drawings are only presented to explain the essence of the

technology and are not limiting the scope thereof in any way, where:

[0047] Figures 1A and 1B depict a flowchart diagram of one method of clustering executable files,

in accordance with certain non-limiting embodiments of the present technology;

[0048] Figures 2A and 2B depict another method of clustering executable files, in accordance with

certain non-limiting embodiments of the present technologys;

[0049] Figure 3 depicts a flowchart diagram of a method of generating a program script for
identifying portions of a given executable file inherently non-indicative of any software family, in

accordance with certain non-limiting embodiments of the present technology; and

[0050] Figure 4 depict a schematic diagram of an example computing environment configurable
for execution of present method of clustering executable files of Figures 1A, 1B, 2A, and 2B, in

accordance with certain non-limiting embodiments of the present technology.

DETAILED DESCRIPTION
[0051] The following detailed description is provided to enable anyone skilled in the art to
implement and use the non-limiting embodiments of the present technology. Specific details are
provided merely for descriptive purposes and to give insights into the present technology, and in
no way as a limitation. However, it would be apparent to a person skilled in the art that some of
these specific details may not be necessary to implement certain non-limiting embodiments of the
present technology. The descriptions of specific implementations are only provided as
representative examples. Various modifications of these embodiments may become apparent to
the person skilled in the art; the general principles defined in this document may be applied to
other non-limiting embodiments and implementations without departing from the scope of the

present technology.

[0052] Certain non-limiting embodiments of the present technology are directed to a computer-

implemented method and a system for clustering executable files.



First method

[0053] With initial reference to Figure 1A, there is depicted a flowchart diagram of a first method
100 for clustering executable files, in accordance with certain non-limiting embodiments of the
present technology. The first method 100 may be executed, for example, by a processor 401 of a

computer device 400 that will be described below with reference to Figure 4.

STEP 110: OBTAINING, BY THE COMPUTER DEVICE, A PLURALITY OF
EXECUTABLE FILES

[0054] The first method 100 begins at step (110) where the processor 401 can be configured to
obtain a plurality of executable files for further analysis. In some non-limiting embodiments of the
present technology, each one of the plurality of executable files may be already compiled, such as,
without limitation, EXE or DLL files comprising a program or dynamic library, electronic
document files with an embedded scripting language (e. g., VBA language) such as DOC or XLS
files, and files comprising the source code of programs in any interpreted programming languages,
for example, such as JavaScript, Python, etc. In all of these files, or in some portion thereof,
fragments of code or data may also be further encrypted, all of these files or at least a portion

thereof may further be obfuscated, including using leak-resistant algorithms.

[0055] It should be understood that a given executable file may relate to any known format, not
limited to the PE format only; for example, it may further be, without limitation, Mach-O, ELF,
COM, COFF executable files, and others.

[0056] The first method 100 thus advances to step 120.

STEP 120: DETERMINING, BY THE COMPUTER DEVICE, A FILE FORMAT OF
EACH EXECUTABLE FILE OF THE PLURALITY OF EXECUTABLE FILES

[0057] Next, at step (120), the processor 401 can be configured to determine a respective file
format of each executable file of the plurality of executable files. Further, based on the so
determined respective file format, in some non-limiting embodiments of the present technology,

the processor 401 can be configured to select a corresponding code analysis tool.

[0058] It is not limited how the processor 401 can be configured to determine the respective file
format; and may comprise, for example, using a preconfigured script that alternately compares a
signature of the given executable file with known signatures of various file formats and, when the
signatures match, generates a message including an indication of an actual file format of the given
executable file (which in general may differ from the format associated in the operating system

used with the given file extension). For executable files including source code in one of the
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interpreted programming languages, at the same step, the processor 401 can be configured to
determine respective programming languages on which the source code is written, and further
determine the corresponding code analysis tool. The processor 401 can be configured to determine
respective programming languages, for example, by means of the Linguist software program

(https://github.com/github/linguist) or by means of the Ohcount software program

(https://github.com/blackducksoftware/ohcount).

[0059] The first method 100 thus proceeds to step 130.

STEP 130: DETECTING, BY THE COMPUTER DEVICE, REPEAT SEQUENCES OF
COMMANDS OF A PREDETERMINED LENGTH IN A GIVEN ONE OF THE
PLURALITY OF EXECUTABLE FILES

[0060] At step (130), the processor 401 can be configured to detect repeat command sequences of
a predetermined length in each one of the plurality of executable files. This step will now be
described in greater detail with reference to Figure 1B, in accordance with certain non-limiting

embodiments of the present technology.

[0061] The step 130 begins at sub-step (131) where, depending on whether the given executable
file includes the source code or not, the processor 401 can be configured to determine further

respective actions.

[0062] Thus, in some non-limiting embodiments of the present technology, in response to the
given executable file including a source code, the processor 401 can be configured to advance to

sub-step (133).

[0063] In response to the given executable file not including the source code, and thus including a
machine code instead, the processor 401 is configured to proceed to sub-step (132) where,
according to certain non-limiting embodiments of the present technology, the processor 401 can
be configured to disassemble the machine code associated with the given executable file. In some
non-limiting embodiments of the present technology, the processor 401 can be configured to
disassemble the machine code by using a specialized disassembler program that can be pre-
configured to convert the machine or operation code into a set of instructions in the Assembler
language or IL language. The disassembler program may be any known disassembler program,
such as IDA Pro, Sourser or other. The given software program may be pre-configured to provide

marking in the machine code such that the boundaries of the functions therein.

[0064] The step 130 then advances to sub-step (133) where the processor 401 can be configured

to extract functions associated with the given executable file from one of the source code and the
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machine code as described above. To that end, the processor 401 can be configured to have access
to the corresponding code analysis tool selected for the respective file format associated with the
given executable file at step (120). In some non-limiting embodiments of the present technology,
the corresponding code analysis tool can be a parser program, the algorithm of which, in the case
of the source code, is based on the syntax of the programming language in which the source code
associated with the given executable file has been written. In case of the machine code, a parser
program is used, the algorithm of which is based on a specification of the computing architecture

associated with the given executable file.

[0065] Further, the processor 401 can be configured to store all code located within the function
boundaries identified by the disassembler program, for example, in the form of a separate file
having a text format. All the rest code (remaining outside these boundaries) in the described

method is considered program data and is not used.

[0066] The same applies to the analysis of the given executable file represented the source code
thereof. Using the parser, the processor 401 can be configured to determine boundaries in the
analyzed source code; the fragments of the source code within said boundaries can further be
identified as being the functions. To this end, for example, the well-known fact that in most high-
level programming languages, the function body is included into a block statement may be used.
Accordingly, one of the possible algorithms for the parser may be to identify pairs of words or
symbols in code, which are used to denote a block statement in the syntax of a given language, to
further verify the fact that the found block statement comprises the function body, as well as the
movement of the code that makes up the body of the found function to the file where the processing
results are stored. The fact that the block statement comprises exactly a function body may be
checked, by the processor 401, for example, by searching, in the string preceding the opening of
the block statement, for a symbolic expression corresponding to the function name in the syntax

of the given programming language.

[0067] Alternatively, if the source code is written in a C-like programming language, such as
JavaScript, then each function will start with a function header having a known format. For
example, in the code of the example below, written in JavaScript, the header of each of the two
functions may be identified, by the processor 401, based on the presence of the keyword
“function”. The header in such a source code will be followed by the function body, the function
body being also included in the block statement specified below by a pair of curly brackets, {and}:

)

function disable Security (){
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if(WScript. Arguments.Named.Exists("elevated") = true) {
var oReg = GetObject("winmgmts:
(impersonationLevel=impersonate)!\\\\.\\root\\default:StdRegProv");
oReg.SetDwordValue(0x80000002,
"SOFTWARE\MicrosoftW\Windows\\CurrentVersion\\Policies\\System", "Enable LUA", 0);
oReg.SetDwordValue(0x80000002,
"SOFTW ARE\\MicrosoftW\Windows\\CurrentVersion\\Policies\\System", "ConsentPrompt", 0);
oReg = null;
}
}

Function chr(code){
return String.fromCharCode(code);

}

t6068] The processor 401 can further be configured to determine further actions on the source
code remaining outside of block statements (i.e., function boundaries) depending on whether the
syntax of the respective programming language allows code execution beyond functions. For
example, for the source code written in C or C#, the processor 401 can be configured to ignore the
code beyond the above-determined boundaries. In this example, in the source code written in
JavaScript, such code is considered to be related to another function that is separate from all other
functions that have been already identified. The source code of this function is also transferred to
the list of functions and then processed in the same fashion as the rest of the code placed in this

list.

[0069] Thus, at sub-step (133), the processor 401 can be configured to obtain and store all

functions associated with the given executable file in a separate file.

[0070] The step 130 then advances to sub-step (134) where the processor 401 can be configured
to analyze the file including the above-identified functions associated with the given executable
file to isolate therein separate commands. According to certain non-limiting embodiments of the
present technology, to select respective commands associated with a given function of the given
executable file, the processor 401 can be configured to use results of the disassembling performed
previously as described with respect to sub-step 132. For example, when disassembling the

following fragment of the machine code
...D6 00 C7 05 3C 3F 42 00 00 00 01 00 FF 00... )

the processor 401 can be configured to identify a following command, for example, using

an IDA Pro program:

mov dword_423F3C, 10000h 3)
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which can be represented, in the machine code, as follows
C7 05 3C 3F 42 00 00 00 01 00 4)

[0071] The processor 401 can be configured to perform this analysis in any fashion that allows to
obtain the given result, for example, using a script written specifically for this purpose. The
algorithm of such a script may be configured to parse a portion of the machine code being analyzed

according to the specification of the architecture used; in this example, it is the x86 architecture.

[0072] Thus, in some non-limiting embodiments of the present technology, the processor 401 can
be configured to store fragments identified in the machine code, corresponding to the respective
commands of the given functions of the given executable file, for example, each on a separate line
of a text file. In some non-limiting embodiments of the present technology, the processor 401 can
be configured to consider as a command and further store arguments such as argument 10000h. In
other non-limiting embodiments of the present technology, the processor 401 can be configured to
ignore the arguments and only store commands, such as the mov dword_423F3C command, as an

example.

[0073] How the processor 401 can be configured to identify a given command when analyzing the
source code depends on the syntax of the respective programming language in which the source
code in question has been written. Accordingly, in some non-limiting embodiments of the present
technology, the processor 401 can be configured to determine the beginning of the given command
as the beginning of a line in the source code, and determine the end thereof as a symbol closest to
the beginning of the line denoting the end of the command in the respective programming

language, such as the “semicolon” symbol (;) in the C language, as an example.

[0074] In other non-limiting embodiments of the present technology, the processor 401 can be
configured to identify the given command as being a symbolic sequence located on a separate line
of the source code. Referring back to the example of the source code developed in JavaScript given
above, in the function disableSecurity the processor 401 can be configured to identify six
commands:

(5)
if(WScript.Arguments.Named.Exists("elevated") = true) {

var oReg = GetObject("winmgmts:
(impersonationLevel=impersonate)!\\\\.\\root\\default:StdRegProv");

oReg.SetDwordValue(0x80000002,
"SOFTWARE\MicrosoftW\Windows\\CurrentVersion\\Policies\\System", "Enable LUA", 0);

14



oReg.SetDwordValue(0x80000002,
"SOFTWARE\Microsoft\WWindows\\CurrentVersion\\Policies\\System", "ConsentPrompt", 0);

oReg = null;

return filesystemobj.getFile(path).shortPath;

[0075] Similar to the machine code analysis described above, the processor 401 can further be
configured to store fragments corresponding to the respective individual commands associated

with each functions of the given executable file, for example, each on a separate line of a text file.

[0076] Further, the method advances to sub-step (135), wherein the processor 401 can be
configured to identify command sequences of so identified commands of the predetermined length

with a predetermined increment.

[0077] A command sequence, as used in the present disclosure, refers to a sequence or a “chain”
of commands which follow one another in the source or machine code associated with the given
executable file. It should be understood that, depending on whether the source code or the machine
code is analyzed, the commands may be of a sufficiently complex structure and of different
lengths, as well as include different arguments, modifiers, and so forth. All these circumstances

are not taken into account when forming sequences.

[0078] Thus, in some non-limiting embodiments of the present technology, the commands may be
pre-converted to numbers for convenience. This may be done, for example, by the processor 401
configured to take a hash function from the full text of each command, or by any other method of
converting a line to a number. It should be understood that the same commands are converted into
the same numbers. Further, to that end, the processor 401 can be configured to have access to a
respective conversion algorithm such that commands, the text of which differs slightly, will be
converted into numbers similar in absolute value. For example, the processor 401 can be

configured to use an SSDeep hashing algorithm.

[0079] To simplify the example explaining how the processor 401 can be configured to identify
command sequences, let us conditionally designate individual commands with the letters of the
alphabet, wherein we will assume that each command is denoted by one letter, and same
commands are denoted by the same letters. Naturally, ipso facto, the number of commands that
may be extracted from the given executable file significantly exceeds the number of letters of any
alphabet. Accordingly, in this example, as a result of the above sub-step (134), the processor 401

can be configured to obtain the following set of commands for the given executable file:
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ABCDEFDEAAJHIJKIBLAMNOPQRDDA... ... APSXYZ (6)
[0080] Further, the processor 401 can be configured to determine a command sequences of a

length 5 from the set above in increment 1.

[0081] It should be noted that the predetermined length of the command sequence does not depend
on the length or other parameters of its constituent commands; the length of the sequence is
expressed not in bits or bytes, but in units. For example, the command sequence having a length 5

means that this command sequence consists of five consecutive commands.

[0082] Further, according to certain non-limiting embodiments of the present technology, the
predetermined increment defines by how many commands the beginning of each next command
sequence will be separated from the beginning of the previous sequence. Referring back to the
example (6), with an increment equal to 1, the first command sequence will start with the command
A, and the second command sequence will start with the command B. With an increment equal to
2, the second command sequence will start with the command C, with an increment equal to 3, the

second command sequence will start with the command D, and so forth.

[0083] Under the predetermined conditions (length 5, step 1) from the set of commands (6), the
processor 401 can be configured to generate and store, for example, in a database, the following

command sequences:

ABCDE (7)
BCDEF
CDEFD
DEFDE
EFDEA

APSXY
PSXYZ

[0084] The command sequence forming conditions, the predetermined length and the
predetermined increment may be constant values and may have been set in advance, at the stage
of developing a system implementing one of the disclosed methods, as an example. In other non-
limiting embodiments of the present technology, the predetermined length of the given command
sequence and the predetermined increment of formation thereof may be automatically determined,

by the processor 401, depending on the fulfillment of predetermined conditions. For example, the
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predetermined length of the given command sequence of 100 commands was initially set, and
during the analysis of the obtained sample of files, the processor 401 can identify no repeat
sequences in the obtained sample of files of such a predetermined length, that is, there is no
command sequence that would be present in at least two different files. Then the processor 401
can be configured to reduce the predetermined length of the given command sequence to 90
commands, re-form the command sequences, and check whether at least one sequence repeating

in the two or more files.

[0085] Alternatively, if the processor 401 initially sets the predetermined length to be 100
commands, and during the analysis of the obtained sample of executable files, the processor 401
has determined that one of the command sequences is present in all executable files, the processor
401 can be configured to automatically increase the predetermined length of the command
sequences to 110 commands, as an example, after which re-form the command sequences, and
check that none of the command sequences is present in all executable files of the plurality of

executable files.

[0086] In yet other non-limiting embodiments of the present technology, if the described
requirements for the frequency of the sequence are not met, the processor 401 can be configured
to increase or decrease the predetermined increment. Also, the predetermined increment and the

predetermined length can be changed simultaneously, such as increased or decreased.

[0087] In additional non-limiting embodiments of the present technology, at sub-step (135), the
processor 401 can further be configured to determine a respective entropy of each formed
command sequence, and store only those command sequences in the database whose respective
entropy values exceed a predetermined entropy threshold. Such a check aims at excluding, from
processing, command sequences having too many repeat commands. Further, according to some
non-limiting embodiments, the processor 401 can be configured to determine the respective

entropy value according to Shannon’s equation:
L
H(x) = — ) pilog, p;
=1 : )

where n is a number of commands (length) in the given command sequence, and p; is a
respective probability value of presence of a certain command in the i-th position within the given

command sequence.
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[0088] Examples of command sequences provided above at (7) demonstrate that the respective
entropy values of command sequences with no repeat commands, for example, the command
sequence A B C D E, will be higher than that of command sequences with repeat commands, as,

for example, the command sequence D E F D E.

[0089] In yet other non-limiting embodiments of the present technology, at sub-step (135), the
processor 401 can be configured to select for further processing and thus store only those command
sequences whose respective entropy values are greater than a first predetermined entropy
threshold, but less than a second predetermined entropy threshold. Thus, the processor 401 can be
configured to select and store command sequences that have a number of repeat commands, but

only those where said number does not exceed a given predetermined value.

[0090] It should be noted that at sub-step (135), for each command sequence, the processor 401
can further be configured to associate and thus store in the database a reference to the given
executable file from which the respective command sequence has been identified, for example, by

specifying the file name or the full path to the file, also including the name and extension thereof.

[0091] Thus, according to certain non-limiting embodiments of the present technology, at sub-step
(135), the processor 401 can be configured to generate the database, wherein, separately for each
executable file of the plurality of executable files obtained at step (110), all detected command
sequences in the given executable file meeting one of the entropy requirements as described above
are stored. In other non-limiting embodiments of the present technology, the processor 401 may
not be configured to determine the respective entropy values of the command sequences, and thus
would store in the database only the command sequences without their respective entropy values.
It should be expressly understood that the database storing the command sequences may be
configured in any suitable manner, for example, it may be a hash table or any other known data
structure that implements the interface of the associative array and allows storing sequence-value

pairs, wherein the value field is intended to store a numerical value.

[0092] The step (130) thus terminates, and referring back to Figure 1A, the first method 100 further

advances to step (140).

STEP 140: DETERMINING, BY THE COMPUTER DEVICE, AT LEAST ONE
FREQUENTLY OCCURRING SEQUENCE OF THE REPEAT SEQUENCES OF
COMMANDS IN THE GIVEN ONE OF THE PLURALITY OF EXECUTABLE FILES

[0093] At step (140), the processor 401 can be configured to determine at least one frequently

occurring command sequence amongst repeat command sequences identified at the step 130. In
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some non-limiting embodiments of the present technology, the at least one frequently occurring
command sequence can be a most frequently occurring sequence amongst the respective command
sequences associated with the given executable file. To that end, the processor 401 can be
configured, for example, first, count each further command sequence from a common plurality of
command sequences in terms of occurrence thereof in the plurality of executable files; the counted
number is stored in the field “value” corresponding to a given command sequence in the database.
Then, when the calculation for all the sequences is completed, the processor 401 can be configured
to determine the actual occurrence of each command sequence, that is, a ratio of a number of
occurrences of the given command sequence L to a total number of command sequences K. This
parameter can be both less than one, if the given command sequence does not occur in every
executable file, and more than one, if the given command sequence occurs, on average, several

times throughout each file:

A=L/K ©)
[0094] The processor 401 can be configured to store the respective occurrence value associated
with each command sequence in the database, in the field “value” corresponding to the given

command sequence.
[0095] Th first method 100 thus advances to step (150).

STEP 150: BASED ON THE AT LEAST ONE FREQUENTLY OCCURRING SEQUENCE
OF COMMANDS, ATTRIBUTING, BY THE COMPUTER DEVICE, THE GIVEN ONE
OF THE PLURALITY OF EXECUTABLE FILES TO A RESPECTIVE FAMILY

[0096] At step (150), the processor 401 can be configured to attribute all executable files of the
plurality of executable files including the at least one frequently occurring command sequence to
a same respective software family. To that end, the processor 410 can be configured to search hash

table or apply certain machine learning techniques, and so forth, as an example.

[0097] At this step, the processor 401 can be configured to select one or more of command
sequences having largest numerical occurrence value. Since the database stores for each command
sequence also a reference to the respective executable file from which it was obtained, the
processor 401 can be configured to determine in which executable files of the plurality of
executable files obtained at step (110) said one or more command sequences occur. The processor
401 can thus be configured to determine these files as being affiliated with the same respective

software family.
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[0098] In alternative non-limiting embodiments of the present technology, the processor 401 can
be configured to attribute the given executable file to the respective software family by applying
a weighing function of the form F (A, B, C, D, E, k1, k2, k3, k4, k5), where A ... E are five most
frequently occurring command sequences, and k1...k5 are coefficients denoting the respective
occurrence values of each of these command sequences. If a respective value F is higher than a
predetermined threshold value, the processor 401 can be configured to attribute the given
executable file to the respective software family. In other non-limiting embodiments of the present
technology, a different number of most frequently occurring command sequences are considered,

for example, without limitation, two, three, and so forth.

[0099] Further, in some non-limiting embodiments of the present technology, the processor 401
can be configured to determine the respective value of the weighing function F, for example, in

accordance with a following equation:
F = k1*bin(A) + k2*bin(B) + k3*bin(C) + k4*bin(D) + k5*bin(E), (10)

where bin(A) is a binary value equal to 1 if the command sequence A is found in the given
executable file, and equal to O if not, bin (B) is a similar value for the command sequence

B, etc.

[0100] In some non-limiting embodiments of the present technology, the processor 401 can be
configured to determine the coefficients k1...k5 as the respective occurrence values of the given
command sequence as described with respect to equation (9). In other non-limiting embodiments
of the present technology, the processor 401 can be configured to determine the coefficients as a
ratio of a number of executable files, wherein the given command sequence is present at least once,
to the total number of executable files in the plurality of executable files obtained at step (110).
Any other variants for calculating the respective value of the function F are also possible, that
consider the contribution of each of the coefficients and the presence of specific sequences in the

given executable file.

[0101] For example, attributing executable file of the plurality of executable files to the respective
family may mean, for example, creating a separate folder and copying the corresponding
executable files to said folder. In alterative non-limiting embodiments of the present technology,
a text file storing a general list of names of executable files from the plurality of executable files
obtained at step (110), opposite the names of executable files determined to be affiliated with the

respective family, includes a marking, for example, “Family 1”. Any alternative implementations
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of this step are also possible, allowing to refer to the fact that the specific files included in the

original plurality of executable files are attributed to one family.
[0102] The first method 100 thus proceeds to step 160.

STEP 160: ITERATIVELY EXECUTING, BY THE COMPUTER DEVICE, THE
DETECTING, THE DETERMINING, AND THE ATTRIBUTING UNTIL ONE OF: ALL
OF THE PLURALITY OF EXECUTABLE FILES ARE ATTRIBUTED TO AT LEAST
ONE RESPECTIVE FAMILY, AND UNTIL UN-ATTRIBUTED FILES OF THE
PLURALITY OF EXECUTABLE FILES DO NOT CONTAIN ANY REPEAT
SEQUENCES OF COMMANDS

[0103] At step (160), the processor 401 can be configured to exclude all files attributed to a given
software family from further processing. As described above, at step (150), the processor 401 is
configured to conduct an analysis on the database that stores the command sequences determined
at step (140) and the corresponding numerical parameters indicative of occurrence thereof.
Therefore, the exclusion, from further processing, of executable files attributed to one family may
technically mean, for example, exclusion, from the database, of those command sequences for

which the database stores references to said executable files.

[0104] In other non-limiting embodiments of the present technology, numerical values indicative
of occurrence of the command sequences may be nullified in the database for those command

sequences that are associated with the executable files to be excluded.

[0105] Further, having excluded the previously attributed executable files from the database, the
processor 401 can be configured to repeat the search for further frequently occurring sequences,
attributing the associated executable files based on the further frequently occurring sequence to
other respective software families and further excluding from the so attributed executable files at
the current interaction from further processing until all files in the plurality of executable files are
attributed to at least one family, or until remaining executable files do not include any repeat

command sequences.

[0106] In other words, the processor 401 can be configured to iteratively execute steps (150) and
(160) described above until all files from the plurality of executable files obtained at step (110) are

attributed to tat least one respective family.
[0107] The first method 100 hence advances to step 170.

STEP 170: IN RESPONSE TO PRESENCE OF UN-ATTRIBUTED FILES OF THE
PLURALITY OF EXECUTABLE FILES, ATTRIBUTING EACH OF THE UN-
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ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES TO A
SEPARATE FAMILY

[0108] At step (170), the processor 401can be configured to attribute each of the remaining files
with no repeat command sequences to a separate family. In other words, at step (170), the processor
401 can be configured to create as many new software families as the number of remaining files
without repeat command sequences and attribute each one of the remaining files to a respective

one of said new families.
[0109] The first method 100 thus terminates.

Second method

[0110] In alternative non-limiting embodiments of the present technology, for clustering the
executable files, the processor 401 can be configured to execute a second method 200, a flowchart

of which is depicted in Figures 2A-and 2B.

STEP 202: OBTAINING, BY THE COMPUTER DEVICE, A PLURALITY OF
EXECUTABLE FILES

[0111] The second method 200 begins at step (202) wherein the processor 401 can be configured
to obtain a plurality of executable files to be analyzed. As it can be appreciated, the processor 401
can be configured to execute step (202) similar to step (110) described above; thus, the plurality
of executable file for implementing the second 200 may include already compiled files, such as
EXE or DLL files comprising a program or dynamic library, electronic document files with an
embedded scripting language (e. g., VBA language) such as DOC or XLS files, and files
comprising the source code of programs in any interpreted programming languages, for example,
such as JavaScript, Python, etc. In all of these files, or in some portion thereof, fragments of code
or data may also be further encrypted, all of these files or portion thereof may further be
obfuscated, including using leak-resistant algorithms. Executable files may relate to any known
format, not limited to the PE format only; for example, they may further be, without limitation,

Mach-O, ELF, COM, COFF executable files, and others.
[0112] The second method (200) then advances to step (204).

STEP 204: DETERMINING, BY THE COMPUTER DEVICE, A FILE FORMAT OF
EACH EXECUTABLE FILE OF THE PLURALITY OF EXECUTABLE FILES

[0113] At step (204), the processor 401 can be configured to determine respective file formats of
each executable file of the plurality of executable files. Further, based on the so determined file

formats, the processor 401 can be configured to select a code analysis tool corresponding to the
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format. This is performed in a completely similar manner to step (120) of the fist method 100

described above.
[0114] After step (204), the second method (200) advances to step (206).

STEP 206: LAUNCHING, BY THE COMPUTER DEVICE, BASED ON A RESPECTIVE
FILE FORMAT, EACH EXECUTABLE FILE OF THE PLURALITY OF EXECUTABLE
FILES IN A RESPECTIVE ISOLATED ENVIRONMENT TO DETERMINE A
RESPECTIVE MACHINE CODE OF EACH ONE OF THE PLURALITY OF
EXECUTABLE FILES

[0115] At step (206), according to certain non-limiting embodiments of the present technology,
the processor 401 can be configured to launch each executable file of the plurality of executable
files obtained at step (202) in a respective isolated environment corresponding to the respective
file format thereof. In these embodiments, the respective isolated environment may be any suitable
program environment for launching the given executable file. The processor 401 can be configured
to select the respective isolated environment automatically based on the respective file format

information obtained at step (204).
[0116] Thereafter, the second method 200 advances to step (208).

STEP 208: GENERATING, BY THE COMPUTER DEVICE, BASED ON THE
RESPECTIVE MACHINE CODE, A RESPECTIVE SAMPLE CODE BY DELETING
THEREFROM PORTIONS NON-INDICATIVE OF A GIVEN EXECUTABLE FILE
BEING AFFILIATED WITH ANY FAMILY

[0117] At step (208), according to certain non-limiting embodiments of the present technology,
the processor 401 can be configured to generate, based on the given executable file, a respective
sample therefrom. As used herein, the respective sample is a non-functional portion of the given
executable file and is used only for analysis. Step (208) will be described in detail below with

reference to Figure 2B.

[0118] As best shown in Figure 2B, step (208) begins at sub-step (210) where the processor 401
can be configured to collect memory dumps and extract respective machine code therefrom during
the execution of the given executable file in the respective isolated environment. Accordingly,
executing the given executable file in the respective isolated environment, the processor 401 can
be configured to receive one or more memory dumps generated in response to the executing the
given executable file. Broadly speaking, a given memory dump is a “footprint” of the given

executable file, executed by the processor 401, left on a runtime memory of the respective isolated
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environment. Thus, the given memory dump can include machine code of a plurality of commands
associated with the given executable file. In some non-limiting embodiments of the present
technology, such memory dumps could be generated with a relatively high frequency, for example,
one per each clock cycle of the processor 401 of the computer device 400, which may further
enable to receive more detailed data on the given executable file and the machine code contained

therein.

[0119] In some non-limiting embodiments of the present technology, to receive the one or more
memory dumps, the processor 401 can be configured to use a specifically pre-configured
application therefor. For example, and not as a limitation, the processor 401 can be configured to

apply a ProcDump™ utility.

[0120] As each memory dump is representative of a respective portion of the machine code located
in the runtime memory at a moment of its generation, the processor 401 can thus be configured to
restore the machine code based on the one or more memory dumps generated in response to the
executing the given executable file in the respective isolated program environment. Therefore,
using the runtime memory as a data source, the processor 401 can be configured to receive a
"clean" version of the machine code before having been processed by one of the encryption, the

compression, the obfuscation, and the like.

[0121] Further, the processor 401 can be configured to store the machine code extracted from the

memory dumps, for example, as a text format file. This completes sub-step (210).

[0122] The second method 200 hence advances to sub-step (220) where the processor 401 can be
configured to extract, from the so restored machine code associated with the given executable file,
and store code portions of all functions contained therein. This may be performed, in some non-
limiting embodiments of the present technology, by a disassembler software program, as well as a
parser software program, the algorithm of which is based on the specification of a computing

architecture, such as, for example, the x86 architecture, corresponding to the given executable file.

[0123] How the processor 401 can further be configured to extract the functions from the machine
code and store same, such as in a list, is not limited and may be implemented in a manner similar
to sub-step (133) described above with respect to the first method 100. Further, the processor 401

can be configured to store the list of the so extracted functions in a separate file.

[0124] The second method 200 thus advances to sub-step 230 where the processor 401 can be
configured to remove machine code portions that are non-indictive of the given executable file

being affiliated with any software family. In some non-limiting embodiments of the present
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technology, such machine code portions may be representative, for example, however, without
limitation, of library functions. To this end, the separate file including the functions obtained at
sub-step (220) is analyzed. Using the signature analysis, the processor 401 can be configured to
identify the library functions and exclude them from the list of functions. As used herein, the
library functions are standard tools. They are widely used by a variety of software programs, so
their presence in the machine code or in runtime processes is not specific to any one specific
software family. The exclusion of the library functions makes it possible to substantially simplify
the analysis and further provides a better result due to the fact that only those commands that best

characterize particular software will remain in the machine code.

[0125] According to certain non-limiting embodiments of the present technology, the signature
analysis and the removal of the library functions can be performed by the processor 401 executing
an auxiliary script software. The algorithm of this script may be, for example, an alternate
comparison of each of the functions with a pre-prepared set of signatures (regular expressions).
Each of these signatures corresponds to a respective library function pre-described in the form of
a signature; upon detection of a given function corresponding to the respective signature, all code
constituting the body and the header of such a library function can further be excluded from the

file including the list of functions.

[0126] Upon completion of the script processing, the processor 401 can further be configured to
store the file including the remaining functions, for example, in a form of the text of the code
portions indicative of the functions present therein, the remaining functions being non-library

functions.

[0127] This completes sub-step (230) and the second method 200 advances to sub-step (240)
where the processor 401 can be configured to remove, from the remaining code, code portions that
correspond to stable structures, that is, code fragments that equally occur in any software programs,
for example, function prologs. To that end, the processor 401 can be configured to have access to

a pre-configured software program.

[0128] With reference to Figure 3, there is depicted a flowchart diagram of a third method 300 of
generating the pre-configured software program for identifying and removing stable structures
from the machine code associated with the given executable file, in accordance with certain non-
limiting embodiments of the present technology. The third method 300 can also be executed by

the processor 401 of the computer device 400 described below.
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[0129] At step (310), the processor 401 can be configured to select a sufficient number, for
example, 1000, of an auxiliary plurality of executable files and/or sample attributed to different
software families. A given auxiliary sample may include both deliberately malicious software
programs, for example, datastealers, loaders, worms, and deliberately legitimate ones, for example,
text editors, image viewing software programs, archivers, and so on. The selection may further
include electronic document files with an embedded scripting language (e.g., VBA language) such
as DOC or XLS files, and files comprising the source code of programs in any interpreted

programming languages, for example, such as JavaScript, Python, etc.

[0130] At step (320), the processor 401 can be configured to apply, to each one of the auxiliary
plurality of executable files, an algorithm that detects repeat sequences of symbols and counts the
number of occurrences of a given sequence of characters in a common code array. Further, the
processor 401 can be configured to set a minimum length of the given sequence is set, which may
for example, be 20 characters, and a maximum length of the given sequence to be not limited. In
alternative non-limiting embodiments of the present technology, both the minimum and maximum

length of the given sequence can be set, for example, to be 15 and 250 characters, respectively.

[0131] The described algorithm retrieves a list of detected repeat sequences of characters, wherein
each repeat sequence is associated with a respective number of occurrences thereof in the auxiliary

plurality of executable files.

[0132] Further, at step (330), the processor 401 can be configured to identify, in the list of stable
sequences generated by the above algorithm, frequently occurring sequences. For example, the
processor 401 can be configured to identify the frequently occurring sequences as being sequences
that occur, on average, at least once in each executable file of the auxiliary plurality of executable

files i.e., in this example, those that have occurred 1000 times or more.

[0133] Further, at step (340), the processor 401 can be configured generate the pre-configured
software program (such as a script) allowing removing, from any code, exactly those sequences

that were selected at the previous step.

[0134] Thus, the processor 401 can be configured to generate the pre-configured software program
for removing stable structure, such as function prologs, or any other portions considered inherently
non-indicative of any software family from the source and/or machine code associated with the

given executable file.

[0135] Referring back to Figure 2B, after processing by the pre-configured software program

(300) for removing portions inherently non-indicative of any software family, at sub-step (240),

26



the processor 401 can thus be configured to generate the file associated with the given executable
files not including code portions of those functions that are frequently occurred in any randomly

selected software programs.

[0136] This completes step (240) and the second method 200 thus advances to sub-step (245). At
this step, the processor can be configured to analyze the file obtained at the previous step to identify
respective commands within each function. In some non-limiting embodiments of the present
technology, the processor 401 can be configured to execute sub-step (245) in a similar manner to
the above-described sub-step (134) of the first method 100. Thus, the processor 401 can be
configured to obtain, for each executable file from the plurality of executable files obtained at step
(202), a respective sample wherein both library functions and stable structures are removed from

the code.

[0137] Further, at sub-step (245), the processor 401 can be configured to store the so generated
respective samples from each one of the plurality of executable files. It should be noted that the
processor 401 can be configured to store, for example, in a database, for each sample, a reference
to the respective executable file from which it was obtained, for example, by specifying the file
name or the full path to the file, also including the name and extension thereof, or otherwise, in
any known manner. That is, in one fashion or another, but for each sample, the processor 401 can
further be configured to obtain and store information about the respective executable file the

sample was obtained from.
[0138] With back reference to Figure 2A, the second method 200 thus advances to step 212.

STEP 212: DETECTING, BY THE COMPUTER DEVICE, IN THE RESPECTIVE
SAMPLE CODE ASSOCIATED WITH THE GIVEN EXECUTABLE FILE, REPEAT
SEQUENCES OF COMMANDS OF A PREDETERMINED LENGTH

[0139] At step (212), the processor 401 can be configured to detect, in the respective sample
associated with the given executable file, repeat command sequences of a predetermined length.
The processor 401 can be configured to execute this step similarly to sub-step (135) of the fist
method 100, as described above with reference to Figure 1B, with the only difference that, in this
case, the command sequences are formed from respective commands following one after another
in the code of the respective sample in question, and not in the code of the given executable file as
a whole. In other words, step (212) comprises performing the same actions as previously described

in relation to sub-step (135), but with reference to samples rather than executable files.
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[0140] Thus, the processor 401 can be configured to obtain a database wherein, separately for each
respective sample, all the command sequences found in a given sample meeting one of the entropy
requirements described above at sub-step 135 are stored. In other non-limiting embodiments of the
present technology, the respective entropy values of the command sequences are not calculated,
and in the database, separately for each respective sample, all the command sequences identified
therein are stored. It is understood that on the basis of this information it is possible to build an
inverse relationship in any known manner, that is, to find which respective samples a given

command sequence is present in.
[0141] The second method 200 thus advances to step 214.

STEP 214: DETERMINING, BY THE COMPUTER DEVICE, AT LEAST ONE
FREQUENTLY OCCURRING SEQUENCE OF THE REPEAT SEQUENCES OF
COMMANDS IN THE RESPECTIVE SAMPLE CODE

[0142] At step (214), similar to step (140) of the first method 100 described above, the processor
401 can be configured to determine at least one frequently occurring command sequence, that is,
such a command sequence that most frequently occur in each of the respective samples associated
with the plurality of executable files. The occurrence value calculated for each command sequence
can further be stored, by the processor 401, in the database, in the field “value” corresponding to

the given sequence.
[0143] The second method 200 hence advances to step 216.

STEP 216: BASED ON THE AT LEAST ONE FREQUENTLY OCCURRING SEQUENCE,
ATTRIBUTING, BY THE COMPUTER DEVICE, THE GIVEN EXECUTABLE FILE TO
A RESPECTIVE FAMILY

[0144] At step (216), the processor 401 can be configured to attribute executable files of the
plurality of executable files corresponding to their samples that include the at least one frequently
occurring command sequence to a same respective family. This can be done similarly to step (150)
described above with respect to the first method 100, with the only difference being in that the at
least one frequently occurring command sequence is determined in samples, and the executable

files corresponding to these samples are attributed to the respective software families.

[0145] As described above, at this step, the processor 401 can be configured to select one or more
of command sequences having the largest numerical occurrence value. Since the database stores
for each command sequence also the respective reference to a sample or samples where it occurs,

and for each sample at sub-step (245) a reference to the corresponding thereto file was stored, it is
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possible to determine which executable files of the plurality of executable files obtained at step
(202) correspond to a given command sequence or several command sequences. These files are

considered to constitute one family of software programs.
[0146] The second method 200 thus proceeds to step 218

STEP 218: ITERATIVELY EXECUTING, BY THE COMPUTER DEVICE, THE
DETECTING, THE DETERMINING, AND THE ATTRIBUTING UNTIL ONE OF: ALL
OF THE PLURALITY OF EXECUTABLE FILES ARE ATTRIBUTED TO AT LEAST
ONE RESPECTIVE FAMILY, AND UNTIL UN-ATTRIBUTED FILES OF THE
PLURALITY OF EXECUTABLE FILES DO NOT CONTAIN ANY REPEAT
SEQUENCES OF COMMANDS

[0147] At step (218), the processor 401 can be configured to exclude the executable files and
samples previously attributed to the respective given family at step 216 from further processing.
Since the analysis is carried out on the database that stores created sequences and corresponding
thereto numerical parameters that are indicative of occurrence thereof, the exclusion, from further
processing, of samples attributed to the respective family may technically mean, for example,
exclusion, from the database, of those command sequences for which the references to these

samples are stored in the database.

[0148] In an alternative embodiment, numerical values indicative of occurrence may be nullified
in the database for those command sequences that are associated with the samples to be excluded.
As aresult, the processor 401 can be configured to exclude command sequences and corresponding
thereto samples from further analysis. It should also be understood that after performing this
operation, the most frequently occurring sequences remaining in the database will be the command

sequences having occurrence indicators following those of the recently excluded sequences.

[0149] Further, the processor 401 can be configured to (1) iteratively repeat the search for the
frequently occurring command sequences, (2) attribute executable files corresponding to samples
comprising further at least one frequently occurring command sequence to a further respective
family, (3) and exclude the so attributed executable files and samples from yet further processing
until all executable files of the plurality of executable files are attributed to at least one family, or

until only those samples are left that do not include any repeat command sequences.

[0150] In other words, step (218) is an iterative combination of steps (214) and (216) described
above, said steps being performed in cycles until all executable files from the plurality of

executable files obtained at step (202) are attributed to the at least one family.
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[0151] The second method 200 thus advances to step 222.

STEP 222: IN RESPONSE TO PRESENCE OF UN-ATTRIBUTED FILES OF THE
PLURALITY OF EXECUTABLE FILES, ATTRIBUTING EACH OF THE UN-
ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES TO A
SEPARATE FAMILY

[0152] At step 222, if there are samples left in the plurality of samples including no repeat
sequences, in some non-limiting embodiments of the present technology, the processor 401 can be
configured not to attribute such un-attributed executable files associated with those respective

samples to any of the families.

[0153] However, in other non-limiting embodiments of the present technology, the processor 401
can be configured to attribute the un-attributed executable files corresponding to the respective
samples having no repeat command sequences to a separate family. In other words, in these
embodiments, the processor 401 can be configured to determine as many new software families as
the number of remaining samples having no repeat command sequences and attribute each one of

the remaining files to a respective one of said new families.

Computer device

[0154] With reference to Figure 4, there is depicted an example functional diagram of the
computer device 400 configurable to implement certain non-limiting embodiments of the present
technology including the first method 100, the second method 200, and the third method 300

described above.

[0155] In some non-limiting embodiments of the present technology, the computer device 400
may include: the processor 401 comprising one or more central processing units (CPUs), at least
one non-transitory computer-readable memory 402 (RAM), a storage 403, input/output interfaces

404, input/output means 405, data communication means 406.

[0156] According to some non-limiting embodiments of the present technology, the processor 401
may be configured to execute specific program instructions the computations as required for the
computer device 400 to function properly or to ensure the functioning of one or more of its
components. The processor 401 may further be configured to execute specific machine-readable
instructions stored in the at least one non-transitory computer-readable memory 402, for example,
those causing the computer device 400 to execute one of the first method 100, the second method

200, and the third method 300.
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[0157] In some non-limiting embodiments of the present technology, the machine-readable
instructions representative of software components of disclosed systems may be implemented
using any programming language or scripts, such as C, C++, C#, Java, JavaScript, VBScript,
Macromedia Cold Fusion, COBOL, Microsoft Active Server Pages, Assembly, Perl, PHP, AWK,
Python, Visual Basic, SQL Stored Procedures, PL/SQL, any UNIX shell scrips or XML. Various
algorithms are implemented with any combination of the data structures, objects, processes,

procedures and other software elements.

[0158] The at least one non-transitory computer-readable memory 402 may be implemented as

RAM and contains the necessary program logic to provide the requisite functionality.

[0159] The storage 403 may be implemented as at least one of an HDD drive, an SSD drive, a
RAID array, a network storage, a flash memory, an optical drive (such as CD, DVD, MD, Blu-
ray), etc. The storage 403 may be configured for long-term storage of various data, e.g., the
aforementioned documents with user data sets, databases with the time intervals measured for each

user, user IDs, etc.

[0160] The input/output interfaces 404 may comprise various interfaces, such as at least one of

USB, RS232, RJ45, LPT, COM, HDMI, PS/2, Lightning, FireWire, etc.

[0161] The input/output means 405 may include at least one of a keyboard, a joystick, a
(touchscreen) display, a projector, a touchpad, a mouse, a trackball, a stylus, speakers, a
microphone, and the like. A communication link between each one of the input/output means 405
can be wired (for example, connecting the keyboard via a PS/2 or USB port on the chassis of the
desktop PC) or wireless (for example, via a wireless link, e.g., radio link, to the base station which

is directly connected to the PC, e.g., to a USB port).

[0162] The data communication means 406 may be selected based on a particular implementation
of a network, to which the computer device 400 can have access, and may comprise at least one
of: an Ethernet card, a WLAN/Wi-Fi adapter, a Bluetooth adapter, a BLE adapter, an NFC adapter,
an IrDa, a RFID adapter, a GSM modem, and the like. As such, the connectivity hardware 404
may be configured for wired and wireless data transmission, via one of a WAN, a PAN, a LAN,

an Intranet, the Internet, a WLAN, a WMAN, or a GSM network, as an example.

[0163] These and other components of the computing device 400 may be linked together using a

common data bus 410.

[0164] It should be expressly understood that not all technical effects mentioned herein need to be

enjoyed in each and every embodiment of the present technology.
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[0165] Modifications and improvements to the above-described implementations of the present
technology may become apparent to those skilled in the art. The foregoing description is intended
to be exemplary rather than limiting. The scope of the present technology is therefore intended to

be limited solely by the scope of the appended claims.
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CLAIMS

1. A method for clustering executable files implemented on a computer device, the method

comprising:
obtaining, by the computer device, a plurality of executable files;

determining, by the computer device, a file format of each executable file of the plurality of

executable files;
for each file format:

(i) detecting, by the computer device, repeat sequences of commands of a

predetermined length in a given one of the plurality of executable files;

(ii) determining, by the computer device, at least one frequently occurring sequence
of the repeat sequences of commands in the given one of the plurality of executable

files; and

based on the at least one frequently occurring sequence of commands, attributing, by the

computer device, the given one of the plurality of executable files to a respective family;

iteratively executing, by the computer device, the detecting, the determining, and the
attributing until one of: all of the plurality of executable files are attributed to at least one
respective family, and until un-attributed files of the plurality of executable files do not

contain any repeat sequences of commands; and

in response to presence of un-attributed files of the plurality of executable files, attributing

each of the un-attributed files of the plurality of executable files to a separate family.

2. The method of claim 1, further comprising determining the predetermined length of a given

repeat sequence based on a number of executable files where the given sequence was detected.
3. The method of claim 1, wherein the predetermined length of a given repeat sequence is fixed.

4. The method of claim 1, wherein the detecting the repeat sequences further comprises
determining a respective entropy value of each one of the repeat sequences and selecting only
those thereof for further processing whose respective entropy values exceed a predetermined

entropy value threshold.

5. The method of claim 1, wherein the at least one frequently occurring sequence is determined

by searching therefor in a hash table.
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6. The method of claim 1, wherein the attributing the given one of the plurality of executable files
to the respective family is based on a result of calculating, for the given executable file, a
respective value of a weighting function comprising a sum of coefficients associated with each
one of at least two frequently occurring sequences of commands detected in the given

executable file.

7. The method of claim 6, wherein each coefficient of the weighing function is calculated as a
respective ratio of a number of executable files where a given frequently occurring sequence

is present at least once, to a total number of executable files in the plurality of executable files.

8. The method of claim 1, wherein executable files not containing any repeat sequences are not

attributed to any family.

9. A method for clustering executable files implemented on a computer device, the method

comprising:
obtaining, by the computer device, a plurality of executable files;

determining, by the computer device, a file format of each executable file of the plurality of

executable files;

launching, by the computer device, based on a respective file format, each executable file of
the plurality of executable files in a respective isolated environment to determine a respective

machine code of each one of the plurality of executable files;

generating, by the computer device, based on the respective machine code, a respective
sample code by deleting therefrom portions non-indicative of a given executable file being

affiliated with any family;

detecting, by the computer device, in the respective sample code associated with the given

executable file, repeat sequences of commands of a predetermined length;

determining, by the computer device, at least one frequently occurring sequence of the repeat

sequences of commands in the respective sample code;

based on the at least one frequently occurring sequence, attributing, by the computer device,

the given executable file to a respective family;

iteratively executing, by the computer device, the detecting, the determining, and the

attributing until one of: all of the plurality of executable files are attributed to at least one
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10.

11

12.

13.

14.

15.

16.

17.

respective family, and until un-attributed files of the plurality of executable files do not

contain any repeat sequences of commands; and

in response to presence of un-attributed files of the plurality of executable files, attributing

each of the un-attributed files of the plurality of executable files to a separate family.

The method of claim 9, further comprising determining the predetermined length of a given

repeat sequence based on a number of sample codes where the given sequence was detected.

. The method of claim 9, wherein the predetermined length of a given repeat sequence is fixed.

The method of claim 9, wherein the detecting the repeat sequences further comprises
determining a respective entropy value of each one of the repeat sequences and selecting only
those thereof for further processing whose respective entropy values exceed a predetermined

entropy value threshold.

The method of claim 9, wherein the at least one frequently occurring sequence is determined

by searching therefor in a hash table.

The method of claim 9, wherein the attributing the given one of the plurality of executable files
to the respective family is based on a result of calculating, for the respective sample code, a
respective value of a weighting function comprising a sum of coefficients associated with each
one of at least two frequently occurring sequences of commands detected in the respective

sample code.

The method of claim 14, wherein each coefficient of the weighing function is calculated as a
respective ratio of a number of executable files where a given frequently occurring sequence

is present at least once, to a total number of executable files in the plurality of executable files.

The method of claim 9, wherein executable files not containing any repeat sequences are not

attributed to any family.
A system for clustering executable files comprising:
a processor;
a non-transitory computer readable medium storing instructions; and

the processor, upon executing the instructions being configured to:
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obtain a plurality of executable files;
determine a file format of each executable file of the plurality of executable files;
for each file format:

(1) detect repeat sequences of commands of a predetermined length in a given

one of the plurality of executable files;

(ii) determine at least one frequently occurring sequence of the repeat
sequences of commands in the given one of the plurality of executable files;

and

based on the at least one frequently occurring sequence of commands, attribute the

given one of the plurality of executable files to a respective family;

iteratively execute the detecting, the determining, and attributing until one of: all of
the plurality of executable files are attributed to at least one respective family, and until
un-attributed files of the plurality of executable files do not contain any repeat

sequences of commands; and

in response to presence of un-attributed files of the plurality of executable files,
attribute each of the un-attributed files of the plurality of executable files to a separate

family.

18. A system for clustering executable files comprising:
a processor;
a non-transitory computer readable medium storing instructions; and

the processor, upon executing the instructions being configured to:

36



obtain a plurality of executable files;
determine a file format of each executable file of the plurality of executable files;
for each file format:

1 launch each executable file of the plurality of executable files in a respective
isolated environment to determine a respective machine code of each one of
the plurality of executable files;

(ii) generate a respective sample code by deleting from the respective machine
code portions non-indicative of a given executable file being affiliated with

any family;

detect in the respective sample code associated with the given executable file, repeat

sequences of commands of a predetermined length;

determine at least one frequently occurring sequence of the repeat sequences of commands

in the respective sample code;

based on the at least one frequently occurring sequence, attribute the given one of the

plurality of executable files to a respective family;

iteratively execute the detecting, the determining, and the attributing until one of: all of the
plurality of executable files are attributed to at least one respective family, and until un-
attributed files of the plurality of executable files do not contain any repeat sequences of

commands; and

in response to presence of un-attributed files of the plurality of executable files, attributte

each of the un-attributed files of the plurality of executable files to a separate family.
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