DESCRI PTI ON  Aut henti cati on System Authentication Server, Authenticating
Met hod, Authenticating Program  Termi nal, Authentication Requesting

Met hod, Authentication Requesting Program and Storage Medi um Techni cal
Field The present invention relates to an authentication systemand

rel ated techniques. More particularly, the invention relates to an

aut hentication systemand related inprovenents for enabling a term nal and
an authentication server each keeping a user's electronic tally

i ndependently to allow the user to acquire authentication information when
the user's tallies from the two devices match and to request

aut hentication using authenticatiOBSCROREBINI nformation kept in two
storage nedia in the user's possession. Background Art Wth the Internet
rapidly comng into general use in recent years, people can readily
recei ve services over the Internet using termnals set up in the household

or workpl acehehttibaeugh Bhetese ofutperiala iler ¥atales:, 1 Diverse services

are offered over the Internet, including Internet banking, securities

transact i ongtheafhicAe iHROPRILAGA , anth HHEA IRy $8YGNES. Terminal,
Authentication Regquesting Method, Authentication

Requesting Program, and Storage Medium

Technical Field

The present invention relates to an autﬁentication
system and related techniques. More particularly, the
invention relates to an authentication system and related
improvements for enabling a terminal and an
authentication server each keeping a user’' s electronic
tally independently to allow the user to aéquire
authentication information when the user’s tallies from
the two devices match and to request auvthentication using
authentication request information kept in'two storage

media in the user’ s possession.

.Background Arf

With the Internet rapidly coming into general use
'in'recent years, people can readily receive:services over
the Internet using terminals set up in the houéehold or

workplace or through the use of portable terminals.
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Sonme of so-called service sites offering these services authenticate their

users by use of

aut hentication information such as passwords and user
S. In order to log in to any one of these sites, a wuser first transmts

authentication information froma termnal to a server. At the server,

transmtted
aut henti cati on purposes.

the wuser typically enters a password and a user ID through a log-in
screen for transm ssion to the server. Conventional authenticating nethods
utilizing passwords have been known to be vul nerable to security

br eaches.

That | spi&elrBir depanice s sStodife radpasewortthe coidedrRasi |y

i npersonate a legitimate user. In order to circunvent such weakness,

met hod has gan:dimp

electronic tally is one of a plurality of pieces constituting
aut hent i catdon A f BSR4l oL es - WOF Sn sS4 d1abd e aut hentication

information is divide

tallies.

information is tallied with information stored beforehand
More specifically, when logging into the site,

a

| D

t he
for

OSRh rdt Ghlrd IviRd Vesed el tises of r h &gt F O e, tal lies. An

by 2 predetermned logic into nmultiple pieces called

The o gihal oautBenLaald QR il AN JerdagRystiddg ed only if

all divided tallies are gathere

services. authenticate their users by use of
authentication information such as passwords and user
Iy s. |

.In order to leog in to any one of these sites, a
user first transmits authentication information_from a
terminal to a server. At the server, the transmitted
information is téllied with information stored beforehand
for authentication purposes.

More specifically, when logging in to the site, the

~user typically enters a password and a user ID through a

log—-in screen for transmission to the server.

Conventional authenticéﬁing methods utilizing
'paséwords have been known to be vulnerable to éecurity
breaches. That is, a third party who stole a password
could easily impersonate a legitimate user. In order to
circumvent such weakness, a method has been proposed
which involves the use of electronic tallies.

An elecﬁronic tally is one of a plurality of pieces
coﬁstituting authentication information. Iﬁ other words,

suitable authentication information is divided by
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Typically, authentication information about a user is divided into two
tallies. One of the tallies is nanaged by the user and the other by the
server. At the tinme of authentication, the user transmits his or her
electronic tally to the server side. In turn, an automatic |og-in server
reconstitutes the authentication information using two electronic tallies.
Even if the user's electronic tally leaks to a third party, that third
party is unable to restore the original authentication information using
the illicitly acquired tally alone. This is supposed to ensure an
enhanced | evel of security. Techni ques have been proposed to inprove

security psedgteheiakectiogiic imld ymsSelignme e «slcdaltiehtique dss,
di scl osed in Japanese Patent Lai d-open No. 2001-331450. The di scl osed

techni que T:h@V@!r‘i?S.nﬁQt Bhitthed tSRIMElOH O rERyIe=AlS T W tral ddrft 10Ul f
authentication information and to hand one of the tallies over to a user

and the ot benyt qrfaa38r Wic8 &id & ANHRIY Mo FHLHLRS JHIE RBIGHLE Site
receives the user's tally and natches it against the previously stored

counterpart 3 taliyoe0affyl 0aRtANLESCLAROHSEh B AULRBA! LEALLOD user

information. The au?hentl ation information tﬁus 6btai ned s used to

authenticatg WhiU84 into two tallies. One of the tallies is
managed by the user and the other by the server. At the
_ﬁime of authentication, the user transmits his or her
electronic tally to the server side. In turn, an
automatic log—-in server reconstitutes the authentication
information using two electronic tallies.

Even if the user’'s electronicltally leaks to a
third party, that third party is unable to restore the
original authentication information using the illicitly
:acquired tally alonél This is suppésed to ensure an
enhanced level of security.

Techniques have béen propesed to improve security
using the electronic tally scheme.

One such technique is disclosed in Japanese Patent
‘Laid~-open No. 2001—33;450., The disclosed technique
_involvés getting a server to generate two tallies out of
authentication information and to hand one of the tallies

: bver to a user and the othér to a service site offering
serviceé. The service site receives the user’s tally and

matches it against the previously stored counterpart
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However, if one of the tallies transferred to the user is stolen by a
third party, that third party can sinply use the tally illegally to access
the server for authentication. Enbodi nents of the present invention
provide an authentication systemthat ensures high levels of security
even if a user's electronic tally leaks to a third party, as well as an
aut hentication systemthat authenticates the user using information
retrieved fromtwo storage nmedia. Disclosure of Invention According to a
first aspect of the present invention, there is provided an authentication

system conpriiang a termnal and an authentication server, the term nal
acquiring fiFetlydént oS & iaruiueoFhat PR SomuEHenstcat bvmge medi um and

tall i nf ' firs edi the first .identificati
i of mat i on 1 ASRCTEYT NG T FE Qe PRI dRbaT by TR A0t RN cat i on

server receiobnginthe ifd nsded deat hfitBahitQrdoy orw@tigarand the tally
information fromthe termnal 4 in order to performan authentication
process; wherein, 3B achbi peE e thier Staldens i treasifemreidnftor mat i on

fromthe f'réﬁesﬁgéﬁg%§n§¥élegngytgethird party, that third party

can simply use the tally illegally to access the
server for authentication.

Embodiments of the present invention provide
an authentication system that ensures high levels of
security even if a user's electronic tally leaks to a
third party, as well as an authentication system that
authenticates the user using information retrieved

from two storage media.

Disclosure of Invention

_ According to a first aspect of the present
invention, there is provided an authentication system
comprising a terminal and an authentication server,
the terminal acquiring first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first
storage medium, the authentication server receiving
the first identification information and the tally

information from the terminal




tally information fromthe second storage nedium the termnal transmts
the acquired first identification information and tally information to the
aut henti cati on server; and wherein, having received the first
identification information and the tally information fromthe term nal,
t he aut hentication server perforns the authentication process using the
received first identification information and tally information. According
to a second aspect of the invention, there is provided an authentication
server connected to a termnal which acquires first identification
information froma first storage nediumand tally information froma
second storagd@ mEdicumta heeffosr andenttifdrcat canionf proekisen i denti fyi ng
the first storage nedium the authentication server receiving the first
Retht

i dentificati® matd o AndCERETESl Ire iTot et Gt FEBRRERE er i nal i n
order 1o per f ArBh AR« i henkh cal OB 1 PERCeI L Ahe AULRER! LEA g, ser ver

i ncluding: nmediuminformation recelving neans for receiving first
i dentificatibtalinf dofaiimt aod frboe ttdld yseadndmatbeadkr amdihent etRknal ;
and authenp'ca%ﬁgglﬁq%ps for carrying out the 5 authentication process
using the fi g€ ansmits the acquired first identification
information and tally information to the
authentication server; and wherein, having received
the first identification information and the tally
information from the terminal, the authentication
server performs the authenticafion process using the
received first identification information and tally
information.
According to a second aspect of the invention,
there is provided an authentication server connected
- to a terminal which acquires first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first
storage medium, the authentication server receiving
the first identification information and the tally
information from the terminal in order to perform an
authentication process, the authentication server
including: medium information receiving means for
receiving the first identification information and

the tally information from the terminal; and

authenticating means for carrying out the




identification information and the tally information received . Preferably
in the second aspect, the second storage nmedi um nay store second
identification information for identifying the second storage nedium the
aut henti cati on server may further include second identification
information receiving neans for receiving the second identification
information acquired by the termnal fromthe second storage nedium and
the authenticating neans may performthe authentication process if a

conbi nati on aq&méﬁiﬁggg&@higgaggg@ugggﬁbigﬁ@rfggggn and the tally
information recei ved matches a conbination of previously stored second

i dentificati édenifidrimtoon anformklty omnfeordrdttieont a Pt ef enfbkyaitionhe second
aspect, the _authentjcating nmeans nay performthe authentication process
if the first rdemt iS4 cation information received matches previously stored

first identificaptarerBbaiyBl] e PEEEBRAPLIAE AL Ne. sgcand aspect, the

aut henticating neans may pérformthe 6 authentication process 1f a

conbi nati on etotrhed imsiiumndeayi biteatd aedafidr hdatheon fandthental |y

I nformati on information for identifying the second storage

- medium; the authentication server may further
include second identification information receiving
means for receiving the second identification
information acquired by the terminal from the second
storage medium; and the authenticating means may
perform the authentication process if a combination
of the second identification information and the

- tally information received matches a combination of
previously stored second identification information
and tally information.

Preferably in the second aspect, the
authenticating means may perform the authentication
process 1f the first identification information
received matches previously stored first
identification information.

Preferably in the second aspect, the

authenticating means may perform the




recei ved matches a conbination of previously stored first identification
information and tally information. Preferably in the second aspect, the
aut henti cati on server may further include searching neans which searches
for first authentication information based on the first identification
information received and for second authentication information based on
the tally information received; wherein the authenticating neans my
performthe authentication process using the first authentication
information and the second authentication information retrieved by the

sear chi ng meapsneReefenably pPO&Qgss'%?g%d HReGlar 108 ?“E%%”tf Czaét'f on

server may further include: tally Fmati on tTansm ¢ i Ng neans
generating tafeptiififoertnein am fodmbtdnsmaid nthd hea beped atredzal 1on
information to the termnal; and storing neans for storing the generated
tally |nfornﬁ??ﬁﬁvﬁﬂt@@50@9%w%mﬁp@%%@aghoas@5095@W@@qﬂkY1%W@ﬁ% cond

identificatign-Lpf oppmtis %$@§era %%%ﬂl archlqg%ngeg gég?y search for the

stored tally In or Rt on. the tally
information.

Preferably in the second aspect, the
authentication server may further include searching
means which searches for first authentication
information based on the first identification
information received and for second authentication
information based on the tally information received;
wherein the authenticating means may perform the
authentication process using the first
authentication information and the second
authentication information retrieved by the
searching means.

Preferably in the second aspect, the
authentication server may further include: tally
information transmitting means for generating tally
information and transmitting the generated tally
information to the terminal; and storing means for
storing the generated tally information into a
storage unit in association with the second
identification information; wherein the searching

means may search for the stored tally information.




information transmtting neans nmay generate newtally information after
the authenticating nmeans has used the tally infornmation received fromthe
terminal in carrying out the authentication process. Preferably in the
second aspect, at least one of the first and the second storage nedia may
be a portable nenory constituted by either an 1C card or a sem conductor
menory. Preferably in the second aspect, the authentication server may
further include an authentication information storing nmeans for receiving
new first identification information and tally information fromthe
termnal so as to store authentication information based on the first

i dentification infdtrmt¢oabapdinhéhealdgcomt caspeion theceiaddd; wherein the
authenticatiqﬁ neanfag%y erformithe authentication process using the

stored aut ek E4e &ﬂﬁﬂ%?ﬁﬁngm%%ﬁﬂﬁn@aﬂb9@%@ﬁ%¥?a%%@ciaéthhe
nvention, fntéeecisnPeaided an authenticating RIed for yseg with an

aut henti cation server connected to a termna acquires TiIrst
identificatigme taldymitifonrdaiomoa Fecet veidragen mredeumeand ntzal | Hn
information froma second storage nmedium the first

carrying out the authentication process.

Preferably in the second aspect, at least
one of the first and the second storage media may
be a portable memory constituted by either an IC
card or a semiconductor memory.

Preferably in the second aspect, the
authentication server may further include an
authentication information storing means for
receiving new first identification information and
tally information from the terminal so as to store
authentication information based on the first
identification information and the tally information

- received; wherein the authenticating means may
perform the authentication process using the stored

authentication information.

According to a third aspect of the invention,




identification information identifying the first storage nedium the

aut henticating nethod allowing the authentication server to receive the
first identification information and the tally information fromthe
terminal in order to performan authentication process, the authentication
server including nmediuminformation receiving means and authenticating
means, the authenticating nmethod including the steps of: (a) causing the
medi um information receiving nmeans to receive the first identification
information and the tally information fromthe termnal; and (b) causing
the authenticating neans to carry out the authentication process using

the first ideherei dst irorvided nati entiechttieat ahdymehbar fatd ars« ecei ved
Preferably i t he second storage nmedium nmay store second

n.the third aspect,
identificati%ﬁEﬂiﬁPoﬁ#%ﬂ F¥ort BBnErfYiHy THen_eEBAd ot 6rage nedium and
the authentigalin9RageiNecHBYdRelude £ 198 Og%k?ﬁf?%%%éﬁﬁE on information

recei ving neans; the 9 authenticating net ncl'udi ng the steps
of: (c) caubihhgrihe¢ isecdhbm denfitseakitordgy aidmt inangeeeailiyng means to
receive frm?ﬁ?gr&EEqE%@fﬁgﬁ a second storage medium, the first
'
identification information identifying the first
~Storage medium, the authenticating method allowing
the authentication server to receive the first
identification information and the tally information
from the terminal in order to perform an
authentication process, the authentication server
including medium information receiving means and
authenticating means, the authenticating method
including the steps of: (a) causing the medium
information receiving means to receive the first
~identification information and the tally information
from the terminal; and (b) causing the authenticating
means to carry out the authentication process using
the first identification information and the tally
information received.

Preferably in the third aspect, the second
storage medium may store second identification
information for identifying the second storage
medium; and the authentication server may include
second identification information receiving means;

the




second identification information acquired by the termnal fromthe second
storage nedium and (d) executing step (b) to performthe authentication
process if a conmbination of the second identification information and the
tally information received nmatches a conbination of previously stored
second identification information and tally information. Preferably in the
third aspect, the authenticating nmethod nay further include the step of
executing step (b) to performthe authentication process if the first
identification information received matches previously stored first

identificati 1y i QR- r |ty ! C e .
authenticaIiﬁgtngﬁﬁ%ggﬁ%gafﬂg?ﬁ%?;ﬁﬁﬁﬁﬂé}t#g?%ﬁééﬁggﬁﬂgx%§8F%n8f§tep (b)
to performthe) asahentigcahieonsequrotesdent 18 icamiomtiironofiat henfirst
identification [nformation and the tally information received matches a
conbi nat i on BICpt BYRGUBFFISt ek $FesVe Egem ithedi¢wninatothst i on and

Loy e A Bhertln 1 EEL] SeRRGl Ie, pUATeTIcat on
may further terminal from the second storage medium; and ({

executing step (b) to perform the authentication

process 1f a combination of the second

identification information and the tally information

received matches a combination of previously stored

second identification information and tally

information.

Preferably in the third aspect, the
authenticating method may further include the step of
executing step (b) to perform the authentication
process if the first identification information
recgived matches previously stored first
identification information.

Preferably in the third aspect, the
.authenticating method may further include the step
of executing step (b) to perform the authentication
process if a combination of the first identification
information and the tally information received
matches a combination of previously stored first

identification information and tally information.
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include the steps of: (e) causing the searching means to search for first
authentication information using the first identification information
received and to search for second authentication information using the
tally information received; and (f) executing step (b) to performthe

aut henti cation process using the first and the second authentication
information retrieved in step (e). Preferably in the third aspect, the

aut henti cati on server may further include tally information transmtting
means and storing neans, and the authenticating nethod may further include

‘the steps of: (g) ﬁggfggghhﬁﬁjgﬁgﬁ%igﬁg%ﬁggég%ggér smtting means to

generate tally information a ransm te ?aJIy information to

‘the term nabnthlntdausi tgnt berskar gy Manshép sheneddiescgeameiaged tally
information into a storage unit in association with the second

i denti fi cati BR20Snf Ghfhtion; aBhBenibl aaeow imgthodpmpe) furidearch for the
stored tally,i r hon. 11 Preferably in the thjrd aspect, the
authenticati%ggggfﬁﬁghﬁiys %PthF‘iﬁ&%ﬂﬁ9Q$ﬁpgtEbeoﬁeQ£§hﬁ%% PRHREal |y

information teasswirdi Nt MEANSsEO audeRal & NVt ahley fordmti op,after the
the first identification information received and to
-search for second authentication information using
the tally information received; and (f) executing
step (b) to perform the authentication process using
the first and the second authentication information
retrieved in step (e).
Preferably in the third aspect, the
authentication server may further include tally
- information transmitting means and storing means, and
the authenticating method may further include the
steps of: (g) causing the tally information
transmitting means to generate tally information and
transmit the generated tally information to the
terminal; {h} causing the storing means to store the
generated tally information into a storage unit in
association with the second identification
information; and (i) executing step {(e) to search for

the stored tally information.

11




aut henti cati ng neans has used the tally information received fromthe
termnal in carrying out the authentication process. Preferably in the
third aspect, at |east one of the first and the second storage nedia nay
be a portable nmenory constituted by either an IC card or a sem conductor
menory. Preferably in the third aspect of the invention, the

aut hentication server may further include authentication informtion
storing neans, and the authenticating nmethod may further include the
steps of: (j) causing the authentication information storing nmeans to

recei ve new first identdfigali op t%QIQﬂEE&EQQﬂiggttakhg information from
0

the termnal so as to store authentication i rivht ron based on the first
i dentificatioathefotratioy ardide may | furthéer matilone etri watsp and (k)
executing ste %b& tg performthe authentication process using the stored
aut hent i cat i oI PntBemdd bhy 1akesmarAgn ¢ zrn et thiagpaeanst tithe

comput er coresro8 To SVt o ab TS AR TS T PFBE | dentifi cation-

informati on dutdmeaticating means has used the tally information
received from the terminal in carrying out the
authentication process.

Preferably in the third aspect, at least one
of the first and the second storage media may be a
portable memory constituted by either an IC card or a
semiconductor memory.

Preferably in the third aspect of the
invention, the authentication server may further
include authentication information storing means, and
the authenticating method may further include the
steps of: (Jj) causing the authentication information
storing means to receive new first identification
information and tally information from the terminal
S0 as to store authentication information based on
the first identification information and the tally
information received; and (k) executing step (b) to
perform the authentication process using the stored

authentication
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first storage mediumand tally information froma second storage nmedi um
the first identification information identifying the first storage nedi um
the authenticating programallowi ng the conputer to receive the first
identification information and the tally information fromthe termnal in
order to performan authentication process, the authenticating program
causi ng the conputer to inplenent functions including: a nmedium
information receiving function of receiving the first identification
information and the tally information fromthe termnal; and an

aut henti cati pgrfupgtiiyy of carrying out the authentication process using
the first identification information and the tally information received.

Preferably in the Paurdiiaspecsd, at feusegpndspster age tiediiwpdray: Shor e
second identjfication information for identifying the second storage
medi um and tRBTSutReMEQEIey PRograheRdicduintieprogusa thee codputer to

rocei ving Traniene cormiatt (EhbEERH" Ridh: 9T RAEon "PRES mat i on acqui red

by the termaatuiteemstingtseiciitk 5t 0rage oRedidiBriher 8hNrt-BR a
first storage medium and tally information from a
second storage medium, the first identification
information identifying the first storage medium,
the authenticating program allowing the computer to
receive the first identification information and the
tally information from the terminal in order to
perform an authentication process, the
authenticating program causing the computer to
implement functions including: a medium information
receiving function of receiving the first
identification information and the tally information
from the terminal; and an authenticating function of
carrying out the authentication process using the
first identification information and the tally
information received.

Preferably in the fourth aspect, the second
storage medium may store second identification
information for identifying the second storage
medium, and the authenticating program may

further cause the computer to implement a second

i3



aut henticating function nmay be executed so as to performthe

aut hentication process if a conbination of the second identification
information and the tally information received matches a conbi nati on of
previously stored second identification information and tally information.
Preferably in the fourth aspect of the invention, the authenticating
function may be executed so as to performthe authentication process if
the first identification information received matches previously stored
first identification information. Preferably in the fourth aspect of the

nvention tigeatRiGA NonfYRRLIGBATHL B8 v BXGCHLARLSQ, A%, 4 0 perform

the authentication process if a conbination I'rst ntification
i nf or mat i on Badet e ngalAnon nfloe matirod nsdcailedse s@hghes a conbi nati on of
previ ously s%gred,fLrst_ identification information and tally information.

Pref erably i hOEREIEIGRAH s peEoBRathen BLOuherd i Y, thie taumkigml cat i ng
O Searchi o To TPestRurhont T Sa N P At I e U8, Racthe Tirst o
i dentificatiaathahodmatiien rRoetveen may be executed so as to

perform the authentication process if a combination

of the second identification information and the

tally information received matches a combination of

previously stored second identification information

and tally information.

Preferably in the fourth aspect of the
invention, the authenticating function may be
eéxecuted so as to perform the authentication process
if the first identification information received
matches previously stored first identification
information.

Preferably in the fourth aspect of the
invention, the authenticating function may be
executed so as to perform the authentication process
if a combination of the first identification
information and the tally information received
matches a combination of previously stored first
identification information and tally information.

Preferably in the fourth aspect of the

14




and of searching for second authentication information wusing the tally
information recei ved; wherein the authenticating function may be executed
so as to performthe authentication process using the first and the
second aut hentication information retrieved by the searching function.
Preferably in the fourth aspect of the invention, the authenticating
program may further cause the conputer to inplenent: a tally information
transmtting function of generating tally information and transmitting the
generated tally information to the termnal; and a storing function of

storing the jgenerated t@ald vaipf [ j nt orage Anit In

associ ation with the second ?%en?ﬁ??gggggkp |ﬁ?€¥%%t%§%; R&Qﬁ%\the

sear chi ng funetisen timey dmempexecutedisplasndrit seasehrban nbhewicarash tal ly
information. Preferably in the fourth aspect of the invention, the tally

i nf ormation ?E@ﬁ?ﬁﬁﬂﬁ%ﬁ? ?Qﬁcf?Sﬁtnﬁvﬁﬁ@ﬁééﬁﬁﬁéﬁﬂsén£§rm@tgéﬁerate new
i of mat | o FRRBy 50T rorh The R of R RAT A o H Yl BgteBaPE RE RSNt i cat i on
process. and of searching for second authentication information
using the tally information received; wherein the
authenticating function may be executed so as to
perform the authentication process using the first
and the second authentication information retrieved
by the searching function.

Preferably in the fourth aspect of the
invention, the authenticating program may further
cause the computer to implement: a tally information
transmitting function of generating tally information
and transmitting the generated tally information to
the terminal; and a storing function of storing the
generated tally information into, a storage unit In
association with the second identification
information; wherein the searching function may be
executed so as to search for the stored tally
information.

Preferably in the fourth aspect of the
‘invention, the tally information transmitting
function may be executed so as to generate new tally

information
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Preferably in the fourth aspect of the invention, at |east one of the
first and the second storage nedia may be a portable nenory constituted
by either an 1 C card or a sem conductor nenory. Preferably in the fourth
aspect of the invention, the authenticating programmay further cause the
conputer to inplenment an authentication information storing function of
receiving new first identification information and tally information from

t he term nal ﬁ as %f stor.e autheEticat'on i nformati on based on the first
i dentificatidnt Fnf i att o AntCE heRealiuyR G ink of nae £ o Seec dhved:a L iher ei n

t he aUthentiﬁﬁfb@&a&ﬁ@ﬁié%bé@Wé@efﬁéﬁpgk%jﬁé%hfﬁaipiﬂeéggggﬁé

aut hentication process using the stored authentication In t7 on.
Accor di ng tooatf thehaaspestt iefattive ipweotsen, there is provided a storage
medi um whi ch stores_an. authenticating programin a nmanner readable by a
conput er connect ed TELEERP hY ndp Rh?c%oﬁé&u rEPeqt raf alsei dentification

second st or age Cneareh Aertiret Ol Best 1hitact e L nPBrmiton o
second storage media may be a portable memory
constituted by either an IC card or a
semiconductor memory.

Preferably in the fourth aspect of the
invention, the authenticating program may further
cause the computer to implement an authentication
information storing function of receiving new first
identification informatién and tally information from
the terminal so as to store authentication
information based on the first identification
information and the tally information received;
wherein the authenticating function may be executed
$O0 as to perform the authentication process using
the stored authentication information.

According to a fifth aspect of the invention,
there is provided a storage medium which stores an
authenticating program in a manner readable by a
computer connected to a terminal which acguires

first
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identifying the first storage nedium the authenticating program allow ng
the conputer to receive the first identification information and the
tally information fromthe terminal in order to performan authentication
process, the authenticating program causing the conputer to inplenent
functions including: a mediuminformation receiving function of receiving
the first identification information and the tally information fromthe
termnal; an - ticat]j function of carrying out the
authenticatigﬁégFggéggﬂﬁgﬁﬁgi@%%rmﬁﬁﬁgpiéﬁﬁﬂi?iigf?gnsgﬁfﬁ¥ﬁhtion and the
tally informatiiom weeeiseedly Preterabloy dm dhen f4 fb-asapect 9fz Jde

i nvention, the second storage nedium nmay store second identification

i nf or mat i on Refipdenttitfyifig st hedeatodd csttoreayel medimatiand t he

aut henti cati r.Qgr.am further cause the conputer to inplenent a
second ident?gs%gﬁgg&q ;ER%W$#BﬁEr§g8nﬁ3ﬁ;m?ﬁ%ﬁ@ioﬁhﬁf receiving fromthe

ternminal theagernendidadanid focagion LAnQMBLd o C&%%SQeQYt he term nal

fromthe second storage nmedi'um “wherein the ~ authentitating function may 17
be execut ed secasveotper flammtt hedent hEhtacabhodnformation and the

tally information from the terminal in order to
perform an authentication process, the
authenticating program causing the computer to
implement functions including: a medium information
receiving function of receiving the first
identification information and the tally information
from the terminal; and an authenticating function of
carrying out the authentication process using the
first identification information and the tally
information received.

Preferably in the fifth aspect of the
invention, the second storage medium may store
second identification information for identifying
the second storage medium, and the authenticating
program may further cause the computer to implement
a second identification information receiving
function of receiving from the terminal the second
identification information acquired by the terminal
from the second storage medium; wherein the

authenticating function may
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process if a conbination of the second identification information and the
tally information received matches a conbination of previously stored
second identification information and tally information. Preferably in the
fifth aspect of the invention, the authenticating function may be executed
so as to performthe authentication process if the first identification
information received matches previously stored first identification
information. Preferably in the fifth aspect of the invention, the

aut henticating function may be executed so as to performthe

aut henti catiloe precesed ifo a<ondi patifermofHhenfinsitidentbhi cation
information and the tally information received matches a conbination of
previ ously sRBPEBSFi tét @ icouitinateken opfi hher Aecioon detkntalficimionmation

ARSI BN L R
of searchi ngndochébr at caubienit Lahl 08 phlaimld PP sHskaA heddd st
identification informati on received and of 18 searching for second
aut hent i cat i b#ehhibi patiion ust frgrmahéonalang itrd ok yrat hbprmeddiored; and t he
Preferably in the fifth aspect of the invention,
the authenticating function may be executed so as to
perform the authentication process if the first
identification information received matches
previously stored first identification information.
Preferably in the fifth aspect of the
invention, the authenticating function may be
executed so as to perform the authentication process
if a combination of the first identification
information and the tally information received
matches a combination of previously stored first
identification information and tally information.
Preferably in the fifth aspect of the
“invention, the authenticating program may further
cause the computer to implement a searching function
of searching for first authentication information
‘using the first identification information received

and of
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aut henticating function nmay be executed so as to performthe

aut hentication process using the first and the second authentication
information retrieved by the searching function. Preferably in the fifth
aspect of the invention, the authenticating programmay further cause the
conputer to inplenent: a tally information transmtting function of
generating tally information and transmtting the generated tally
information to the termnal; and a storing function of storing the
generated tally information into a storage unit in association with the

second i dent séaeehion fiod emdn®nauthenehdathersaarching: famcts phghay be
executed so as to search for the stored tally information. Preferably in
the fifth aspeet tatHey tid@fgrmahienmaeiced tadnsadt khg functi on may be
executed so enerate pew tally infqgrmation after the authenticating
functi on hasaggg%%tt%é:%ecaﬂ% Pﬁlﬁ?%}ﬁﬁ‘t 5 g?e%e?%%ﬁu?‘?ﬁlmsﬁn@sc érri nal in
carrying oupekhierautdientd cehénni PaGeTS pAd-Lsef gLably tH the-{ifth aspect
of the invention, at |east one of the first and the second storage nedia
may be a por@hfl §heermoprmdnstthaenéddsrion information retrieved

by the searching function.

Preferably in the fifth aspect of the
invention, the authenticating program may further
cause the computer to implement: a tally information
transmitting function of generating tally information
and transmitting the generated tally information to
the terminal; and a storing function of storing the
generated tally information into a storage unit in
association with the second identification
information; wherein the searching function may be
exXecuted so as to search for the stored tally
information.

Preferably in the fifth aspect, the tally
information transmitting function may be executed so
as to generate new tally information after the
authenticating function has used the tally
information received from the terminal in carrying

out the authentication process.
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either an IC card or a sem conductor nenory. Preferably in the fifth aspect
of the invention, the authenticating programnmay further cause the
conputer to inplenment an authentication information storing function of
receiving new first identification information and tally information from
the termnal so as to store authentication information based on the first
identification information and the tally information received; and the

authent i cating funglican. 1 e gxeaut €489 asdd. Re fara the

aut hentication process using the store au ntication 1nformation.
Accor di ng toimvshxtikbnaspectledst henenventilon, £itHer ends tpreodstasha@ term nal
for requestin aut henti cation server of the said aspect to perform an

an
authenticati%ﬁoﬁﬁaéegﬁd%QKF%%ﬁﬁ?nélHQQQQPﬁQmﬁemﬁéﬁiGﬁﬂﬁﬂiﬁqﬁﬁddmy
acqui i NG MEaDerLor 1ACa 110 J1 TS LAPRLLLGaL].0n, [t or mat o from a

first storage nediumand tally information froma SEcona” storage nedi um
the first identifi Gatdfmrdsifwrimtine rident flapdta tde dfhsst 20 storage
medi um and;, mediuminformation transmtting means for transmtting the
acqui red firsEVenferii-f it iBH-herbi patiley ancbeadhymppf rumdatieon to

cause the computer to implement an authentication
-information storing function of receiving new first
identification information and tally information from
the terminal so as to store authentication
information based on the first identification
information and the tally information received; and
the authenticating function may be executed so as to
perform the authentication process using the stored
authentication information.

According to a sixth aspect of the invention,
there is provided a terminal for requesting an
authentication server of the said aspect to perform
an authentication process, the terminal including:
medium information acquiring means for acquiring
first identification information from a first
storage medium and tally information from a second

- storage medium, the first identification information

identifying the first
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t he aut hentication server. According to a seventh aspect of the invention,
there is provided a termnal for requesting an authentication server of
t he second aspect to perform an authentication process, the term nal

i ncluding: nmediuminformation acquiring nmeans for acquiring first
identification information froma first storage nedium and second
identification information and tally information froma second storage
medium the first identification information identifying the first
storage nmedium the second identification information identifying the
second st or agecomedeumediamd, awed} umediber Meificmndirams M tbhegireans; f or
transmtting the acquired first jdentification information, second

i denti fi cat i BRAPAT SPFatitéR St 124l Fhei arardaeidorf t%st he aut henti cati on

server. Accoygding;tk el ght . _of _th i-nventioen, there i,s provided
a termnal for réqggggﬁﬁa'gﬁh%uIﬁ%ﬁ%?@a?ﬁgﬁgg'g@érl%fongtéggbﬁﬁ) aspect
to perform anhauthenenedtd-on onosesgert.he termnal including: nmedium
information acquiring neans for acquiring first 21 identification

information from afacddiidriagea Fedembhamdeatt yof nfloe maniventficom a
second storage. .. ;g provided a terminal for requesting an

authentication server of the second aspect to perform
an authentication process, the terminal including:
medium information acquiring means for acquiring
~first identification information from a first storage
medium and second identification information and
tally information from a second storage medium, the
~first identification information identifying the
first storage medium, the second identification
information identifying the second storage medium,
and; medium information transmitting means for
transmitting the acquired first identification
-informationr second identification information, and
tally information to the authentication server.
According to an eighth aspect of the

invention, there is provided a terminal for
.requesting an authentication server of the second
aspect to perform an authentication process, the
terminal including: medium information acquiring

means for acquiring first
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medium the first identification information identifying the first storage
medi um nmedium information transmtting nmeans for transmtting the
acquired first identification information and tally information to the

aut hentication server; tally information receiving nmeans for receiving
tally information fromthe authentication server; and replacing neans for
replacing the tally information stored in the second storage nediumwth

the tally inforpati %%ty%ﬁ?l%$P?E%a£9%nt%ﬂa&lrﬁﬁ%{g ion E%@fg;élgg means.

According to a nrnt i aspect IrAvention

authentlcatumadiemueﬁulﬁ;ﬂ&#f&mﬁofﬁétEQQUQﬁkkmgaaﬁe@@ﬁﬂeBEb§éb%0n server
of the second _aspect to perform an authentication process, theé
authentlcatﬂﬁﬁd%%ﬁue§bﬁndP '%oﬁﬂ%@thélﬁ@tlﬁge-Nmﬁ¢IMﬁtconputer i ncl udi ng

nedlun1|nforf@%% Eﬂ r|n Qd medi um.i nformation transmtting
neans, the "au & o ré%F heBfold< q%ﬂ“hdl tHe steps of:
causi ng theiﬁibtﬁhtmbﬁrﬁ&bh@ﬁﬁ%%ﬂﬂg'ﬂ@bﬂ@afér %Qa%gﬂﬁﬂ'(ﬁé ?ﬂe
identification information froma first storage nedi um an
|nfornatlon&¢qm1aedséddm¢:ﬂdﬁ@@efmedtumntﬂﬁfdrmstlodeahdfmaﬂhym
|nfornat|on ntif %_the first storage 22
- orma the authentication server; tally
information receiving means for receiving tally
~information from the authentication server; and
replacing means for replacing the tally information
' stored in the second storage medium with the tally
information received by the tally information
receiving means.

According to a ninth aspect of the invention,
there is provided an authentication requesting method
for requesting an authentication server of the second.
aspect to perform an authentication process, the
authentication requesting method being for use with a
computer including medium information acquiring means
and medium information transmitting means, the

~authentication requesting method including the steps
of: causing the medium information acquiring means
~to acquire first identification information from a
first storage medium and tally information from a

second storage medium, the first identification

information identifying the first storage
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medi um and causing the nmediuminformation transmtting nmeans to transmt
the acquired first identification information and tally information to
the authentication server. According to a tenth aspect of the invention,
there is provided an authentication requesting nmethod for requesting an
aut henti cati on server of the second aspect to performan authentication
process, the authentication requesting nethod being for use with a
conmput er i ncluding nmediuminformation acquiring nmeans and medi um
information transmtting neans, the authentication requesting nethod

i ncludi ng thecdteps aafl ceaissimg the medium iinfformid ioth acquiring neans to
acquire first identification information froma first storage nedi um and
second i dentt¥3RaRLbR1IPAT BoS o BRAnNsAlIty thd crewe i vadf famsd second

t di e first ideptification infornati.on identifying th
Fi Tt st or gk HAB G ERE S LR THERC P PESL I L1 Pt AT Y bRt fyi ng

t he second stios agetrneditmatidnd ausdpg the nmediuminformation transmtting
nmeans to transmt the acquired first identification information, second

i dentification infé&ofbidimande &atkptinfaamatt onf t bhehénaenltdntr,cat i on

server. Accqndlng 12 B0.8 LA ARPESinLl LS on TEe Y ng methoa
for requesting an authentication server of the second
aspect to perform an authentication process, the
authentication requesting method being for use with a
computer including medium information acquiring means
and medium information transmitting means, the
authentication requesting method including the steps
of: causing the medium information acquiring means to
acquire first identification information from a first
storage medium and second identification information
and tally information from a second storage medium,
the first identification information identifying the
first storage medium, the second identification
information identifying the second storage medium;
and causing the medium information transmitting means
to transmit the acquired first identification
information, second identification information and
tally information to the authentication server..

According to an eleventh aspect of the

invention,
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23 there is provided an authentication requesting nethod for requesting an
aut hentication server of the second aspect to performan authentication
process, the authentication requesting nethod being for use with a
conmput er including nmediuminformation acquiring means, mediuminformation
transmtting neans, tally information receiving neans, and replacing
means, the authentication requesting method including the steps of:

causi ng the n_acquirin uire first
|dent|f|catf@ﬁg#%P%%néglondﬁro% (%QFQﬁﬁk%?%Eéﬁg red %ﬁ@%ﬂ?t@ﬁQRPd
information fopmagaesentdy sholagedredi dinibhesbivatl bdentd iLatd an
information identifying the first storage nediunm causing the nedium

i nformati on 3¥R®SH £0i pgriedns aro aunsnt i cehéonapouigesss f i tise
|dent|f|cat|on |nf i.on and tal] info&lI tion to the authentication

server; causihg th lc?&ﬂﬁ?l%ﬁ%ﬂ?ﬁ&¥%ﬂ Pety; ﬁﬁ”ﬁﬁ%n@o¥ou§§céﬂﬁélﬁhlIy
i nf or mat  on daagutbe authentiathon; Y slzo-Ant: 6auSERgiihie  epl aci ng

nmeans to replace the tally ormation sto I n the second “storage nedi um
with the tah¢ynsnfoesauimon recenyedohy tidee el tyi ng nheamat i eallgcei vi ng
nmeans. Accor di twel fth algect of the invention, there is provided

to
an authentiéﬁ?ﬁgﬁm?EﬁBQSFﬁﬁﬁlVl g means, and replacing means,
authentication requesting method including the steps

of: causing the medium information acquiring means to
acquire first identification information from a first
storage medium and tally information from a éecond
storage medium, the first identification information
identifying the first storage medium; causing the
medium information transmitting means to transmit the
acquired first identification information and tally
information to the authentication server; causing the
tally information receiving means to receive tally
information from the authentication server; and
causing the replacing means to replace the tally
information stored in the second storage medium with
the tally information received by the tally
information receiving means.

According to a twelfth aspect of the invention,
there is provided an authentication requesting

program for
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program for 24 causing a conputer to request an authentication server of
the second aspect to performan authentication process, the authentication
requesting program causing the conputer to inplement functions including:
a mediuminformation acquiring function of acquiring first identification
information froma first storage nediumand tally information froma
second storage nedium the first identification information identifying

he first st i i ipformation transmtting function
of - transm {11 ng P nSanEr AT | ot 1 HoH Tt R A SRS RS rAet] onand tal |y

i nformation servée cduthentderadidnaspever toApRAWMg 4@ a thirteenth aspect
of the invention, there is provided an authentication requesting program
for causi ng A'ebaptiteptieon &iestsan ahehentheatiiornserveregfieshéngecond

Fequest i ng DEB6) B AR D R ST F Y ots mhPBTERER T (LS GHENT nel udi ng:
a medi um i nf of @BGHEOAGACGUIMddilm f URES ERR LA G PEnGT Eahkdept idd cation
information froma first storage nedium and second identification
i nformati on aa@uialihyg ififagtmatdenmtification information from a

first storage medium and tally information from a

- second storage medium, the first identification

information identifying the first storage medium; and

a medium information transmitting function of

transmitting the acquired first identification

information and tally information to the

authentication server.

According to a thirteenth aspect of the
invention, there is provided an authentication
requesting program for causing a computer to request
an authentication server of the second aspect to
perform an authentication process, the authentication
requesting program causing the computer to implement

- functions including: a medium information acquiring
function of acquiring first identification
information from a first storage medium and second
identification information and tally information
from a second storage medium, the first
identification information identifying the first
storage medium, the second identification information

identifying
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froma second storage nedium the first identification information
identifying the first storage nedium the second identification
information identifying 25 the second storage nedium and a nmedi um
information transmtting function of transmtting the acquired first
identification information, second identification information and tally
information to the authentication server. According to a fourteenth aspect

of the inveptjo i V] entjcation. _requesting program
for causing gﬁgo%&ﬁore}ﬁfsoﬂ(?%%égs#gggﬁﬁgut e@nt%lclgglaéﬁmséPvé)%nbafF%% second
aspect to perbnsmianiad femdicadi ofif Pt eaashi ttheg ademdcatdon _
requesting programcausing the conputer to inplenment functions including:
a medi um irﬁbFﬁﬁtF@ﬁﬂ%ﬂﬁh¢@¢%P$uh@fpémaﬁlquu$¢tﬂgdfirst i dentification
informati.on froma

i nformation f.i . st orage diumand tally

second stora%égﬂke&ﬁﬁég%%é *?ggfmggéﬁﬂf%Q:t?%%i¥n%8fﬁﬁﬂ%5%OQd%%tifying
the first sterageufe@intica: MBAI 8y-veRf ormation transmtting function of
transmtting the acquired first identification information and tally

information to thefaigadeningatoon fegreemth aspect of the

invention, there is provided an authentication
requesting program for causing a computer to request
an authentication server of the second aspect to
perform an authentication process, the
authentication requesting program causing the
computer to implement functions including: a medium
information acquiring function of acquiring first
identification information from a first storage
medium and tally information from a second storage
medium, the first identification information
identifying the first storage medium; a medium
information transmitting function of transmitting
the acquired first identification information and
tally information to the authentication server; a
tally information receiving function of receiving
tally information from the authentication server;
and a replacing function of replacing the tally
information stored in the second storage medium with
the tally information received by the tally

information receiving
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tally information receiving function of receiving tally information from
the authentication server; and a replacing function of replacing the tally
information stored in the second storage nediumwith the tally information
received by the tally information receiving 26 nmeans. According to a
fifteenth aspect of the invention, there is provided a storage nedi um

whi ch stores an authentication requesting programin a mnmanner readable by
a conputer for requesting an authentication server of the second aspect to
perform an authentication process, the authentication requesting program

causing the conput aecoeding emend £igaeknehs ddpdadi §g: cBeMedi um
information acquiring function of acquiring first identification
i nfor mati on ¥¥6RR 1PNy sthewsy dge pedvifednad tsdldnage nteodiman omifatom a

second stor [ he first . identificati.on information identifying
the first s d?ggg %ghﬁh%ﬁgﬁﬁi%f?&ﬁﬁuﬁ?ﬂH?é%ﬁ%ﬁ(H¥QQQﬁEn%?tPng function

of transmttmgmh@her@gggbq%qurétcoﬁggﬂggﬂﬂgyifghdéggiﬂatggn and tally

information to the authentication server. According to a sIxteenth aspect

of the authentication server of the second aspect to perform
-an authentication process, the authentication
requesting program causing the computer to implement
functions including: a medium information acquiring
function of acguiring first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first
storage medium; and a medium information transmitting
function of transmitting the acquired first
identification information and tally information to
the authentication server.

According to a sixteenth aspect of the

invention, there is provided a storage medium which
stores an authentication reguesting program in a
manner readable by a computer for requesting an
authentication server of the second aspect to perform
an authentication process, the authentication
requesting program causing the computer to implement

functions including: a medium information
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invention, there is provided a storage nedi umwhich stores an

aut hentication requesting programin a manner readable by a conputer for
requesting an authentication server of the second aspect to perform an
aut henti cation process, the authentication requesting program causing the
conputer to inplenment functions including: a nmediuminformation 27
acquiring function of acquiring first identification information froma

first storagg-ABEdi-4m qqngggp d | 0 ot mat i, Q and tally
i nformation ffgﬁ1r ggco storagg %gg ffﬁ# P%%gétﬁggg%ﬁ l%%

i nformation idéotinhyiiog therd i4sfigskeor age e urdihe aﬁ@C@@@ond
identificatip |nfornat|on identifying the second storage nedium and a

medi um i nf or HEEREAT 1Rdn tinhgrmahdoromst tahhsni nfomgattienactoomed
first identifi i [ con nt.ifi i.nformation and
tally |nforﬁét$§%bﬁ§ t é%%ﬁ%ré§ %%%fl g‘ J%J' %Q#ﬁ?ﬁﬁ 2498 sevent eent h
of the inventhbormatheire icedt DFydag %Hﬁ(ﬁfﬁﬁtn@QbHHb@hM@afﬁﬁ"e§hén

aut henti cati on reguestlng rogran1|n a manner readabl @ by a conpufer for

requesting aPcCal héﬁﬁpéathﬂﬁ&%@Welnﬁbrmhél@@cam@nxmﬁxingotperform

second storage medium; and a medium information
transmitting function of transmitting the acquired
- first identification information, second
identification information and tally information to
the authentication server.

According to a seventeenth of the invention,
there is provided a storage medium which stores an
authentication requesting program in a manner

- readable by a computer for requesting an
authentication server of the second aspect to perform
an authentication process, the authentication
requesting program causing the computer to implement
functions including: a medium information acguiring
function of acquiring first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first
storage medium; a medium information transmitting
function of transmitting the acquired first

‘identification
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an aut hentication process, the authentication requesting program causing
the conmputer to inplenment functions including: a nediuminformation
acquiring function of acquiring first identification information froma
first storage mediumand tally information froma second storage nmedi um
the first identification information identifying the first storage
medium a nmediuminformation transmtting function of transmtting the

acquired firshrobkaentichi Gald om 28,1 nhetmmtian, and, tally information to the

aut hentication server; a tally information receiving function of receiving
tally infor et tbantiomttiion sathent i eatiadn ysdmferrmanton repkasiingy function

of replacinf thﬁ tally information stored in the second storage nedium
with the talty*fht8Fn& |5@9%&%&%%dtﬁ}l%tk?ﬁQﬂm%¢4%ﬁofﬁﬁm(ﬂ$6ece|V|ng

means. Enbodgggﬂéﬁtﬁgaﬁm%ﬂngg Ll nyention. d ovi de.an authentication

systemoffering h egrees securlty an conve |encgtl§|ng el ectronic
tallies, as.meplaasngntmmﬂﬁamlﬁainﬁ@rmMEEQﬁl%ﬁ@&edﬂlﬂlgﬁ@ depbHpal ity of

storage nedia per user for secure authentication. Brief Description of
Dr awi ngs storage medium with the tally information received by
the tally information receiving means.
Embodiments of the present invention thus
provide an authentication system offering high
degrees of security and convenience using electronic
tallies, as well as an authentication system that

utilizes a plurality of storage media per user for

secure authentication.

Brief Description of Drawings

Fig. 1 is a conceptual view outlining an
automatic log-in system embodying the invention;

Fig. 2 is an explanatory view schematically
showing so-called tally technigue;

Fig. 3 is a schematic view depicting a
typical network configuration of the automatic
log-in system embodying the invention;

Fig. 4 is a schematic view illustrating a

typical logical structure of an IC card;
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Fig. 1 is a conceptual view outlining an automatic |og-in system enbodyi ng
the invention; Fig. 2 is an explanatory view schematically show ng
so-called tally technique; Fig. 3 is a schematic view depicting a typical
network configuration of the automatic |og-in system enbodying the
invention; Fig. 4 is a schematic viewillustrating a typical |ogical
structure of an IC card; 29 Fig. 5 is a block diagramschematically
indicating a functional structure of an automatic log-in unit; Fig. 6 is a

flowchart of stepsgz{f.or : ' log-in froma termnal; Fig.,7is a

bl ock diagran1sch§%§ TégPﬁiuiag?%%gr%f%ékﬁTwﬁﬁq%Wéhl%ﬁ% AR P
registratio Ty S I flowchart of steps constituting a new
registratio% E?%%E%gh%%r§5¥ﬁ%§uﬁﬁ Phe*qufB F?EEFogggﬁln59§¥Eh] Fig. 9is a

schematic view presenting a typical hardware structure of a server; Fig.
10 is a schemati ceb\s/llge'w E’g%ﬁ i%i’ﬁd?“‘éf:rf% & StRRIVER 3t ARt st the

term nal ; Fi%'~%1 %s g.scgenatéc vi ew showi ng typical screen transitions
on the ternt A& As TP cdOnheERsReb7 a service

Fig. 7 is a block diagram schematically sketching a
functional structure of a registration unit:

Fig. 8 is a flowchart of steps constituting a new
registration process performed by'the automatic log-in
system;

Fig. 92 i1s a schematic view presenting a typical
hardware structure of a server;

Fig. 10 is a schematic view outlining a typical
hardware structure of the terminal;

Fig. 11 is a schematic view showing typical screen
transitions on the terminal as it connects to a service
site;

Fig. 12 is a schematic view of

W

typical top page:

Fig. 13 is a schematic view of a typical card log-
in screen;

Fig. 14 is a schematic view of a typical ID
association notification screen;

Fig. 15 is a schematic view of a typical ID
association complete screen;

Fig. 16 is a schematic view of a typical portable
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site;

i nformati on;

Fi g.

12 is a schematic view of a typical top page; Fig. 13 is a
schematic view of a typical card log- in screen; Fig. 14 is a schematic
view of a typical ID association notification screen; Fig. 15 is a
schematic view of a typical ID association conplete screen; Fig. 16 is a
schematic view of a typical portable 30 nenory setting screen; Fig.
a schematic view of a typical portable nenory setting conplete screen;
Fig. 18 is a flowhart of steps constituting an electronic tally

generati ng ﬂé@§g§si%g¥ghéiEggégﬁéuse of portable nenory-specific

17 is

rt of steps constituting a |log- in process

i nvol vi ng the manual _i t. of a password; Fig. 20 is a conceptual_  view
outlining an aut oﬁjf?'c og* i%h “?\rlflp‘? aﬂ?‘%e‘ﬂga% RN PR Srent  of

this

i nventi on;

chematic view depicting a typical network

Figt 21 is a $
confi gur at i BRVGF Yt AELHAPEnEPFRIFLY- FAT€98fem as  the second enbodi ment :
Fig. 22Ais a bIoc%igigﬂgan1schenaticalIy

is a flowchart 'of steps constituting an

electronic tally generating process involving the use of

portable memory-specific information;

Fig. 19 is a flowchart of steps constituting a log-
in process involving the manual input of a password;

Fig. 20 is a conceptual view outlining an automatic
log-in system practiced as a second embodiment of this
invention;

Fig. 21 is a schematic view depicting a typical

network configuration of the automatic log-in system as

the second embodiment;

Fig. 22A is a block diagram schematically
indicating a lagical structure of an automatic log-in
unit of the second embodiment, and Fig. 22B is a
schematic view illustrating logical relations between
those items of user authentication information which are
stored in an authentication information database;

Fig. 23 is a flowchart of steps for logging in to a

‘service site;

Fig. 24 is a flowchart of steps in which a user

- registers with a service site;
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indicating a logical structure of an automatic log-in wunit of the second
enbodi nent, and Fig. 22Bis a schematic view illustrating |ogical

rel ati ons between those itens of user authentication information which are
stored in an authentication infornmati on database; Fig. 23 is a flowhart of
steps for logging in to a service site; Fig. 24 is a flowhart of steps in
which a user registers with a service site; 31 Figs. 25A, 25B and 25C are
schematic views depicting how a single user typically uses IC cards and

portable Menri es ggls ANMENLIRALLAN RN 49,704 ,0¢ ;208 are schematic
I y y

view illustrating how a plurality of users t blca use 1'C cards and
portablelnﬁggiégiﬁ r t i i t. for ying, Qut_the

| nvention Pr eferreoé)ehrrt%gdgllen%iréc‘gf%f@%rl_s nl\/%/qffbf)nu%ﬁﬁcﬁféo %%S HEScribed in
erbodi ment Py DO IS rich VO RAA G Gt rfal  data i ncl uding

aut henti cati on in%prnatb%ﬂesu%h %é a password ,used for _authentication into
two el ectronic talffP&s, %% 2nd F08s8re: Srnf™ahd Ca vagmy dl luStratinge user

tally is . '
y how a plurality of users typically use IC cards and

portable memories for authentication.

Best Mode for Carrying Out the Invention

Preferred embodiments of this invention will now be
described in detail with reference to the accompanying
drawings.

{1) Outline of an embodiment

This embodiment involves dividing original data
including authentication information such as a password
used for authentication into two electronic tallies, i.e.,
a user tally and a server tally. The user tally is
managed by a user and the server tally by a server.

Upon log-in, the user transmits the user tally to
the server along with card-specific information (to be
read from an IC card in noncontact fashion) associated
with the server tally.

The server searches through storagé for the server
tally, i.e., counterpart of the user tally, using the

card-specific information. When the server tally is
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managed by a user and the server tally by a server. Upon log-in, the user
transmts the user tally to the server along with card-specific
information (to be read froman IC card in noncontact fashion) associated
with the server tally. The server searches through storage for the server
tally, i.e., counterpart of the user tally, using the card-specific

i nformati on. When the server tally is 32 retrieved, the server
reconstitutes the original data using both the server tally and the user

Yl S HOI A AU DN COLES L UL UBEL it U881 QlpdPegafeconstituted

original data. Each conventiona ectronic an

identificatjonar ' [ jtten information f identifying the
count erpart of fﬁ%ﬁﬁgpﬁygi%Qﬂ%%§t¥%%iyfﬂé 'HE%H%S%FS?ﬁgi%'eI ronic tally
rt tally. Wth this

was suffi ci ry i dentifying the counterpa

enbodi ment,” ‘glérgotn}%érrgs ,tl%%rét%%aé?e? atﬁ??/ I?%éa%etﬁér%?%ooﬁr%%i nformation for
speci fyi ng e server, tally as the counterpart of the wuser tally. The two
tallies neeg T8 eﬁel%%%%&s%%]aqja‘? yV331R: the server. It follows that even if

the user tally Ie%ks to athird party, the third party will not be
aut hent i cated usi R§SPhECNTENtigna) slestropig. talily &yedmedgnudadyiaaw

outlining an, automatic . )
: ;dentlflcatlon area in which was written information for

identifying the counterpart of the tally in question.

That means a single electronic tally was sufficient for
identifying the counterpart tally. With this embodiment,
by contrast, the user tally is separated from information
for specifying the server tally as the counterpért of the
user tally. The two tallies need to be sent separately to
the server. It follows that even if the user tally leaks
to a third party, the third party will not be
-‘authenticated using the user tally alone.

Fig. 1 is a conceptual view outlining an &utomatic
log-in system embodying the invention. A user tally is
stored in a portable memory 11, an external storage
medium that is manually transportable. Card-specific
information is stored in a noncontact type IC card 10.

With this embodiment, a server 5 associates the
card-specific information with the server tally. When
logging in from a terminal 3 to a service site

established in the server ‘5, the user sets the portable
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| og-in system enbodying the invention. A user tally is stored in a
portable nmenory 11, an external storage nediumthat is manually
transportable. Card-specific information is stored in a noncontact type IC
card 10. Wth this enbodi nent, a server 5 associates the card-specific
information with the server tally. Wien logging in froma termnal 3 to a
service site established in the server 5, the user sets the portable 33
menory 11 and IC card 10 to the termnal 3. The term nal 3 reads

card- speci fhémbhf{y o1 M Hanifrem-atde { d the user tally 111 from
the portable nenory 11. The infornat§;%ﬁ%n5é?ﬂgﬂgée$'taIIy thus read are

transmtted to thengeryging . ovel %%%[gyr}%%%#@é%g%jsén F'hefeogc%{ﬂ\‘ct%{pn?h%raom?eamh

unit 32 searches for the server i i

car d- speci f4 + Af tiQn celved. A reconstitution unit 33 reconstitutes
t he originaﬁﬁed%?aeigﬁnggtﬁégrg%?i%@%ﬁ é%iggriigl%§°%1@h%dﬂa¥%%bﬁ§er tally
111 receivegft #f? %ﬁ&gtn 3. ,An aut hentication unit 35 authenticates

the user by Use of-a passvord RO CTFedth tie Lishitdlilvuddasamead user 1D

119 associated with the ssword in carrying out a log-in process. As
“descri bed, ?étﬁﬁﬁﬁﬁﬁmﬁﬁg'?%V%ﬁ%e%e%ﬁ%¥d§naver the Internet 2.

In the server 5, a search unit 32 searches for the
server tally that is associated with the card-specific
information received.

A reconstitution unit 33 reconstitutes the original
data using the retrieved server tally 115 and the user
tally 111 received from the terminal 3.

An authentication unit 35 authenticates the user by

~use of a password included in the original data and a
user ID 119 associated with the password in carrying out
a log-in process.

As described, this embodiment involves dividing
card~-specific iﬁformation from the noncontact type IC
card 10 and a password into electronic tallies {user
tally 111 and server tally 115) which are meaningless
when taken singly. The server tally 115 is stored into
the server 5 and the user tally 111 into the portable
memory 11, a manually transportable external storage
medium.

At the time of authentication, the server matches
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card-specific information fromthe noncontact type IC card 10 and a
password into electronic tallies (user tally 111 and server tally 115)
whi ch are meani ngl ess when taken singly. The server tally 115 is stored
into the server 5 and the user tally 111 into the portable nenory 11, a
manual |y transportabl e external storage nedium At the tine of

aut hentication, the server matches 34 the server tally 115 and the user
tally 111 through the wuse of the card-specific information fromthe IC

card 10 sothe servecopsiiyuiestBgyPAS L 15,08 .4 0e, gobodi ment
Thi s enbodi nent utilizes electronic ta?r?égr éé%égﬁﬁg% §998% hoFﬁ?he

=0-cal e kb vobccho) Ut e Do ELLORSFLS TRE LA LY. fegin cue

i nvol ves dividing by suitable gic a s rot ect ed

into a FﬂL%@J&éYthr§$8£§Ef€ﬁEﬁ%g% gégséﬁgééy information) which are

meani ngl ess when taken sing he of the divided tallies is

not sufficie f C itutin he original data. The tally technique
is explai ned(%)onﬁczéetpe{%aﬁo{b? btef}eov?“g‘?/ﬁéjﬁﬂ‘?ré? erence to Fig. 2. Oiginal data

130 to be protect are _divj.ded by ...
p %%JS eﬁ%odlment %tlllzes electronic tallies

generated by use of the so-called tally technigque for
authenticating users.
The tally technique involvesrdividing by suitable
logic a set of original data to be protected into a
plurality of electronic tallies {(tally information) which
_aré meaningless when taken singly. That is, any one of
the divided tallies is not sufficient for reconstituting
the original data.
The tally technique is explained conceptually below
with reference to Fig.A2.
Original data 130 to be protected are divided by
- 8uitable logic into a plurality of electronic tallies. In
this example, the original data are divided into two
parts, a tally A and a tally B.
| The tallies A and B are meaﬁingless when taken
singly. Reconstituting the original data requires anyone
in possession of one tally to get hold of the counterpart
tally. There is no way in which the original data or the

counterpart tally can be surmised from any one of the
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suitable logic into a plurality of electronic tallies. In this exanple,
the original data are divided into two parts, a tally Aand a tally B. The
tallies A and B are neani ngl ess when taken singly. Reconstituting the
original data requires anyone in possession of one tally to get hold of
the counterpart tally. There is no way in which the original data or the
counterpart tally can be surm sed fromany one of the 35 tallies. Even if
the two tallies A and B were obtained unscrupulously, sinply putting them

together wi thlhbes.revonstif utiee theo ordginal flalgy dhepLiginal data are
acquired by performng a reconstituting process that reverses the dividing

process exeﬁﬂé@ﬂup@ibh@&ypyslﬂfﬁﬁlgI%nggﬂg;ﬁﬁ%nﬁgggggla%éwﬁySQQ{NH in Fig.

2, the original data 130a are "o conmbi nrng lTes A and B

and subj ect +8gonshecCoBDLRAB! bPlgt Ra 1 N EECONSIL LIL] D, Pr 000SS -, The

original data 130 and the reconStitute As

descri bed, st it .original data equires collecting al
di vi ded eIe%?%%ﬁf%at%#{?égfégﬁlgéu%j5%??ﬂ§£fﬁgﬁfﬁg PRBCPEEoRBEFt uti ng
i S maintai ned when_the _generated

process. A i gggrgﬁeo&iffégﬁéﬁé{%$?§s executed earlier by use of

electronic tallTTes are kep

predetermined logic.

As shown in Fig. 2, the original data 130a are
obtained by combining the tallies A and B and subjecting
the combination to the reconstituting process. The
original data 130 and the reconstituted data 130a are
identical.

As described, to reconstitute the original data
requires collecting all divided electronic tallieé and
subjecting them to the reconstituting process.

A high degree of security is maintained when the
generated electronic tallies are kept separately.

Alternatively, part of the electronic tallies may
be collected so as to reconstitute part of the original
data.

As original data, this embodiment adopts both a
password for authenticating a user and card-specific
information held in a noncontact ID card in the user s
possession. Although it is possible to build an automatic

log-in system 1 by adopting only the password as original
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Alternatively, part of the electronic tallies may be collected so as to
reconstitute part of the original data. As original data, this enbodi nent
adopts both a password for authenticating a user and card-specific
information held in a noncontact ID card in the user's possession.

Al though it is possible to build an automatic |og-in system1 by adopting
only the password as original 36 data and dividing it into tallies, this
enbodi ment divides both the card-specific information and the password

into talliesabgcangedtPigityrpg QHEOtPalifééliﬁﬁig gﬁﬁhgﬂ£ication wor k.
Fig. 3 is a schematic view depicting a typical fiet Wor K co%??guration of

the autonalagvigggigbﬁysﬁﬁ%néargmgéggigg?hgﬁﬁégﬁg Eégp%?%gggautonatic

| og-in system 1 conprises the ser Tte is

establ| snedad biotar aal 7 L 00 ML LZgs e service site and the

Internet 2 for connecting

fashion.'ﬂ%ﬁéfiiQQ@. ghéﬁéﬁéiégﬁiégi%§§%1nade up of a personal conputer

that has a browser. The Us nal 3 may utilize the service

site 17 establish%d in_ the seryer 5 thrqugh the Internet 2.
1g. 3 1s a schematic view depicting a typical

network configuration of the automatic log-in system 1
embodying the invention.

The automatic log-in system 1 comprises the server
5 in which a service site is established, the terminal 3
that utilizes the service site, and the Internet 2 for
connectihg the terminal 3 with the server 5 in networked
fashion.

The terminal 3 is illustratively made up of a
personal computer that has a browser. The user at the
terminal 3 may utilize the service site 17 established in
.the server 5 through the Internet 2.

Although Fig. 3 shows only one terminal 3 for
purpose of simplification and illustration, a plurality
of terminals 3 may be configured for connection to the
server 5 via the Internet 2.

The terminal 3 has a reader/writer 7 as a
peripheral device. The reader/writer 7 writes or reads
data to or from the IC card 10 in noncontact fashion.

The IC card 10 (first portable storage medium,
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Al t hough Fig. 3 shows only one termnal 3 for purpose of sinplification
and illustration, a plurality of termnals 3 may be configured for
connection to the server 5 via the Internet 2. The termnal 3 has a
reader/witer 7 as a peripheral device. The reader/witer 7 wites or
reads data to or fromthe IC card 10 in noncontact fashion. The IC card 10
(first portable storage nedium 37 first storage nediun) is a portable
storage nediumthat contains an antenna for generating electrical power

and transnfifsngsttdithdeamiyivg) Signdl Sorfs¥elde 85, slgegr&;jlcz&pdyggfr chip
an

that has a storage unit for storing ata and progra an arithmetic
Close 1o the readerTar T ier T Foh D e ST g Trom i ana © "
e conduct o Th o ded AN N o YD AP act i vated, data
oA o R P P e AP T Lok TSR e 0o
e B e o e iy e &
card 10 fo%ff%%ﬁ@f&% %%%rations. When the IC card 10 is held close
to the reader/writer 7, radio waves emanating from the
reader/writer 7 cause the IC card 10 to generate power
that drives the semiconductor chip inside.

With the semiconductor chip thus activated, data
are exchanged by radio between the reader/writer 7 and
the IC‘card 10. This allows a CPU (central processing
unit) of the terminal 3 to write or read the data to or
from the semiconductor chip in the IC card 10.

This embodiment utilizes a noncontact type IC card
10. Alternatively, the IC card 10 for use with the
embodiment may be a contact type IC card or a contact
type magnetic card.

The contact type IC card with its contact points,
when in use, is brought into contact with electrodes of
the reader/writer. The contact thus established allows
data to be written.or read to or from an IC chip in the

contact type IC card.

The contact type magnetic card with its magnetic
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enbodi mrent may be a contact type I1C card or a contact type nmagnetic card.
The contact type IC card wwth its contact points, when in use, is brought
into contact with el ectrodes of the reader/witer. The contact thus
established allows data to be witten or read to or froman IC chip in the
contact type I1C card. The contact type magnetic card with its nagnetic 38
band is brought into contact with a magnetic head of the reader/witer for
data read and/or wite operations. Wiere the noncontact IC card is adopted

as the 1C xand 19 bsbughy heldi gniherc ighoé(erﬁ?érggtlg 855"‘69%37

allows data to be witten or read. The absence 0 ~car rAsertrn

for card-hand 1o rechen Sre arte Saflfndlet T 8hie S REfesEt favol ved s
At bui ed To & worior FRURIE CONTER L F oo oRE b b Lo

can be caryres os TR vREL Gl AT arT e  SHrE otk et Saab Her CeBaUan: age.
10 tmgnet o EPTE A ST S DRRORETTAASS, PoeRigin PSS

inserting mechanism contributes to the user’ = ease of use.
Since there is no need for card-handling mechanisms or
contact sections, the cost involved is reduced. The
absence of contacts minimizes troubleg conventionally
-attributed to a worn or faulty contact.
Furthermore, a noncontact or contact type IC card
used as a storage medium proves convenient because it can
~be carried easily in the user?s wallet or pocket. Another
advantage is that unlike magnetic cards, the noncontact
or contact type IC card has no magnetic parts susceptible
Lo magnetic data corruption.
Fig. 4 schematically illustrates a typical logical
structure of the IC card 10. |
Although not shown, the semiconductor chip in the
- 1IC cérd 10 has its internal structure divided logically
into areas for use by a plurality of application programs.
With this[embodiment, the IC card 10 has a logical
area that accommodates electronic money. As such, the IC

card 10 may be used as an instrument for payment in
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Fig. 4 schematically illustrates a typical |ogical structure of the IC
card 10. Although not shown, the sem conductor chip in the 1C card 10 has
its internal structure divided logically into areas for use by a plurality
of application progranms. Wth this enbodinent, the I1C card 10 has a | ogi cal
area that accomnmodates el ectronic noney. As such, the IC card 10 nmay be
used as an instrunment for paynent in 39 electronic noney. Electronic noney
is inmplenmented by having the IC card 10 charged by an appropriate charger

with exchaggeablényal 465y Upon settlenent of an account, a value
corresponding to the necessary paynent is deducted fromthe IC card 10.

The I C card 10 us : i.C. non devi c t hus_.oper.at e nder a
prepaid settl erren?ﬁsc e%ledrﬁ%g{eg]clésr ?@%@%ﬁm gmﬁﬂ%ed%ﬁt the -

el ectronic y.fu ' ot as necessary, neans for the automatic |log-in
feature butgggge}é géégﬁg%QEXWﬁQa%ﬁp¥%ﬁrl%55a%£?Fg?rt%#?%t the inventive

automatic Ig -AQ S stgn1 be used_jn conjunction with an application
program The TUNcITo ?iY‘i‘/ﬁb St hdPOE Sitdmnent (AN RS0 @ut omat i ¢

|l og-in. The |IC card 10 may be arranged to nake its el ectronic noney
functi on aV%ﬁ%%ﬁﬂ%P%ﬁeiﬁﬁ 1ng to the necessary payment is deducted

from the IC card 10.

The IC card 10 used as an electronic money device
thus operates under a prepaid settlement scheme.

The IC card 10 was shown equipped with the
electronic money function nét as necessary means for the
automatic log-in feature but merely as an example of the
capability to let the inventive automatic log-in system
be used in conjunction with an application program.

The functionality of the IC card 10 is not limited
to automatic log-in. The IC card 10 may be arranged to
make its electronic money function available or permit
access to information stored in a portable storage medium
following an authentication process based on the
authentication information acquired as described above.

In the IC card 10, a card ID (unique ID) 25 is
stored in an incorruptible manner (Fig; 4}y, The card ID
25.is not indicated on the surface of the IC card 10 (so
as not to be detected visually); it is a secret password

that cannot be known easily to any who handles the card.
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access to information stored in a portable storage nmedium follow ng an

aut henti cation process based on the authentication information acquired as
descri bed above. In the IC card 10, a card ID (unique ID) 25 is stored in
an incorruptible manner (Fig. 4). The card ID 25 is not indicated on the
surface of the ICcard 10 (so as not to be detected visually); it is a
secret password that cannot be known easily to any who handl es the card.
40 The termnal 3 can read the card ID 25 using the reader/witer 7. The

I C card 10 Tie provhded] i t baréd @2 2634 hAt 1pass opupgat 5. el ectroni ¢
noney. In addition, the IC card 10 stores incorruptibfy a unique

el ectroni c P@LYr }A-iheeepsary for receiving el ectronic noney services. The
el ectronic noney IDis printed on the surface of the IC card 10. By '

resorting to the prited £l.ectonic mn D,..the user can _quyery an

el ectroni c noney oper at orcPargf 1|¢§)gr oF 1T ot eerd rwe té‘vaﬁﬂ aor}?@r %%ﬁ%gﬁ n the
descriptio £g%? -specific infor jan, i.e., infornpation

uni que to ﬁl{ge I %(gér%é)%e,l&%%n Ce%%%?ltﬁ{ne(f T&O&’dnﬁ%tﬁcor? the card

ID 25 and e ni c. money 1.0 26. The server_5 associ ates each server
tally (firs t%‘%lﬁes. njf%?%%‘tyl%%%b th YHETUR oF + SRRl frdieissbi Hat i on of the

card ID 25 and - .
> necessary for receiving electronic money services.

The electronic money ID is printed on the surface
of the IC card 10. By resorting to the printed electronic
meney ID, the user can query an electronic money operator
or perform other relevant operations.

In the description that follows, card-specific
information, i.e., information unigue to the IC card 10,
will be constituted by a combination of the card ID 25
and electronic money ID 26. The server 5 associates each
server tally (first tally information) with the
corresponding combination of the card ID 25 and
.electronic money ID 26. In this manner, the card-specific
information is utilized as identification information for
identifying the server tally.

Although this embodiment uses card-specific
informaticn as the identification information, this does
‘not mean the identification information is limited to the

‘card—specific information. Any other information may be

used if it is suitably associated with the server tally.
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electronic noney ID 26. In this manner, the card-specific information is.
utilized as identification information for identifying the server tally.
Al t hough this enbodi nent uses card-specific information as the
identification information, this does not nean the identification
information is limted to the card-specific information. Any other
information may be wused if it is suitably associated with the server
tally. 41 For exanple, user identification information such as a password,

a pass phr aggy 0Ly GyBer ﬁ§é@s§9g%g%???§££ ainf§%ﬁ§£i%3'£¥c€ﬁ¥§be stored in

the 1C card 10 for use as the | Ication Tnformation. h@r nor e,

ol cctroni c Rency 1D 26 Dats (PBEEEe L achTTE ThrorTRTBHect AEEh ddes not
arti cular SORGThatToh! T FRat FOEFS. L neitard $0rd 250 of o8| Befr R ¢ money
et nat vere e ot RESBREF B use i th anot her appl i cat i on.

alternative
programutilizing the IC card 10 may be used as the card- specific
i nfor mati on. Usi nd héesredS ot haindy tiD 2 embedimentaruti kives ftihe
information is convenient for those who respond

combination of the card ID 25 and electronic money ID 26

as the card-specific information, this does not mean the
content of the card-specific information is limited to
that particular combination. Alterrnatively, the card ID
25 or electronic money ID 26 may be used singly as the
card—spgcific.information. As another alternative,
particular information for usevwith another application
program utilizing the IC card 10 may be used as the card-
specific information.

Using the electronic money ID 26 as the card-
specific information is convenient for those who respond
‘to gueries from the user when handling the IC card 10.
That is becéuse the electronic money ID 26 is wvisibly
inscribed on the surface of the IC card 10.

The card-specific information is not the only
resource with which to search for the server tally. Any
other personal information specific to the individual who
owns the card may be used as trigger data prompting a

search for the server tally{
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to queries fromthe user when handling the 1C card 10. That is because the
el ectronic noney ID 26 is visibly inscribed on the surface of the IC card
10. The card-specific information is not the only resource with which to
search for the server tally. Any other personal information specific to
the individual who owns the card may be used as trigger data pronpting a
search for the server tally. 42 Returning to Fig. 3, the termnal 3 has a
portable nmenory drive 8 that wites and reads data to and fromthe

portabl e nenory 1Rethiveney tadlm JEEmdr v ld @y e q)aq%ds %eipao%gye into
wltes and Te

t he portable nenory drive 8 The CPU of the termnal ads

data to anduémierytHei persabhe BEPEYs 1lg! 9?51%&5%%5 he, p&ﬁ@@ﬁ%ﬁ%@ﬁgﬁnd

drive 8. The portable nmenory 11 (second por or age

storage rrec@@maﬂ,p_eir{léﬂg}%aﬂyely a nmenory card incorporating a nmenory
device that is both readable and witable in nature. In any case, the

menory 11 is a naefyolafd transportabl e storage di um t hat nmay be
attached and det ached Fﬁ%feaaﬁj&ef Fn()eﬁoﬁ:ﬁe ]‘?‘IEﬂﬁynaﬁe g%af‘{%l FSeahed kemory 11 is
furni shed wig r I menory-specj fic_ informati on (portable nmenory
ID). The terﬁr}? ?\talf&é%g%%le%d“? Y fiot ¥t ¥ on e &BY €1 dhengerminal

3 writes and reads data to and from the portable memory
11 locaded in the portable memory drive 8.

The portable memory 11 (second portable storage
medium, second storage medium) is illustratively a memory
card incorporating a memory device that is both readable
and writable in nature. 1In any case, the memory 11 is a
nonvolatile, transportable storage medium that may be
attached and detached to and from the terminal 3.

The portable memory 11 is furnished with a portable
memory-specific infprmation.(portable memory ID). The
terminal 3 can read the information specific to the
portable memory 11 but is not allowed to rewrite the
information held in the memory 11.

With this embodiment, a user tally (second tally
information) derived from original data for
authentication is stored into the portable memory 11. At
the time of authentication, the terminal 3 retrieves the
user tally from the portable memory 11.

It should be noted that this embodiment does not
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portable nmenory 11 but is not allowed to rewite the information held in
the menory 11. Wth this enbodinent, a user tally (second tally
information) derived fromoriginal data for authentication is stored into
the portable nmenory 11. At the time of authentication, the termnal 3
retrieves the wuser tally fromthe portable nenory 11. It should be noted
that this enbodi nent does not 43 allow the user tally held in a given
portable nenory 11 to be copied into another portable nmenory 11 for use in

authent | catapnow ThRe CopYr Ok 8D 1AO1SCORNE LovaECRUPLLSIEdmapblysifatively

by encrypting the user tally, Wth the portable nenory-spéci

informatio S e ti y t hj h h nerypt ed
user taIIynggnﬁgtéé%gegegé%%t%ﬁ?ﬁ%éﬁgpgﬁggggﬁe&é%%ffaﬁfgf%%n§?§-%%ecific

i nformation Lernati y, at the time of authentication, the user tally
IS transnit?%gﬁto tﬁ%£¥§¢Ver 5 along with the portable nmenory-specific

information so th the .server .5 may verify whether the user tally and the
portabl e nenory-s%&ﬁ192Pﬁrﬁ%ﬁ%ﬁﬁ'qg1%ﬁﬂ?ﬁ%hﬁh@qﬁ?mﬁﬁﬁ;%%fher. I n” anot her

ar r angenent S Wl].be discussed |ater, ~the portable nenory-specific
infornationi §855a %E%g%éby encrypting the user tally, with the

portable memory-specific information used as a decryption
key. Under this scheme, the encrypted user tally cannot
be decrypted using any other portable memory-specific
information. Alternatively, at the time of authentication,
the user tally is transmitted to the server 5 along with
the portable memory-specific information so that the
server 5 may verify whether the user tally and the
portable memory-specific information correspond to each
other.

In another arrangement, as will be discussed later,
the portable memory-specific information may be used as
part of the original data from which the tallies are
derived. This arrangement renders the user tally unusable
upon authentication if it is copied to any other portable
memory 11,

Using the browser, the terminal 3 gains access to
servers on the Internet 2. When connection is established
with any one of these servers, the terminal 3 can receive

services from service sites set up by that server.
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part of the original data fromwhich the tallies are derived. This
arrangenent renders the user tally unusable wupon authentication if it is
copied to any other portable nenory 11. Using the browser, the term nal 3
gains access to servers on the Internet 2. When connection is established
wi th any one of these servers, the termnal 3 can receive services from
service sites set up by that server. 44 From each of these service sites,
the browser may downl oad HTM. (Hypertext Markup Language) files or XM

(Ext ensi bl e Marku quage) £ r duce i nmages, .an sounds fromthe
~downl oaded files,ggﬁgﬁtransrﬁ% %ﬁé&giéﬁﬁﬁaé%rﬁ%&?ﬁﬂi%%ﬁ( a8swor d"For

aut henti cat p stiqnnaires, etc.) to.the seryjce site

bei ng accesgggr.ll%%ao%g@?ﬁtéﬁ%%)f%%ﬁ%%@ ?’1% )fujﬁjci]?%n%]f *bﬁe br owser
on the term may_ipstall an_auxiliar rogram for purpose of

f uncti onal n@%%%%%}ﬁy? nlg%r?HB E?%?H‘?%} §.¥lﬁ/§re speefrreatNgIes hprd

enbodi ment enabl es_t he teraénai 3.tQ inPIenent an automatic log-in
function by>OWAYF nfrPRet BF otRBRL 8GR 0EH! 85 padRe chiFaRSRiki FFEFYINPRBgr am

(to be discus?ed later) fromthe server 5 and install the downl oaded
program i nt bPtAETR et PR nSP23SWIRE H0¥ opdERent bgat honruntespAnNEEEUESr at i vel y

wor ks
questionnaires, etc.) to the service site being accessed.

In order to supplement its standard functions, the
browser on the terminal 3 may install an auxiliary
program for purpose of functional expansion into the
terminal 3.

More specifically, this embodiment enables the
terminal 3 to implement an automatic log-in function by
having the browser download a particular auxiliary
program (to be discussed later) from the server 5 and
install the downloaded program into the terminal 3.

The automatic log-in function illustratively works
as follows: when the user clicks on é log-in button on a
log-in screen, the terminal 3 is arranged to read the
card-specific information from the IC card 10 and send
the retrieved information to the server 5, as well as to
read the user tally from the portable memory 11 and
transmit the tally to the server 5.

Although this embodiment is arranged to download

the auxiliary program from the server 5 and install the
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as follows: when the user clicks on a log-in button on a |og-in screen,
the termnal .3 is arranged to read the <card-specific information fromthe
|C card 10 and send the retrieved information to the server 5, as well as
to read the user tally fromthe portable nenory 11 and transmt the tally
to the server 5. Although this enbodinent is arranged to downl oad the
auxiliary programfromthe server 5 and install the 45 downl oaded program
into the termnal 3, this is not limtative of the invention.

Al ternati vedywnldiedas e rS@fum P Ehasiee 2 FAISE] 3 hathis sguipped in advance
with the automatic log-in function. The server 5 provides services to

pr evi 0usl y 1 1101 S e Eh SN 1 e o801 093 8 he s0lhey edld Lusty akivel y

include: sites for permtting electronic banking or “securities

(ransact onsisidgs o aller o £ METR A0S O caaU S such as

novi es, mnusic, and video ganes; Si e software;

sites for Il @gqﬁr IS4 ses.. and sites for providing data searches
t hr ough da?gkéggs.l h%££é¥€§$u%9%%ﬁ%ﬂises functional units such as a

registration unit é3,san automatic,log-in unit 15 and a, service site 17,
as wel | as dat abadd§ SFEVGdi RgPECYdges services to previously

registered users.

The services to be offered illustratively include:
sites for permitting electronic banking or securities
transactions; sites for offering diverse kinds of
entertainment such as movies, music, and video games;
sites for selling downloadable software; sites for mail-
order businesses; and sites for providing data searches
through databases.

The server 5 comprises functional units such as a
registration unit 13, an automatic log-in unit 15 and a
service site 17, as well as databases including a user
information database 19 and a server tally database 20.

The service site 17 offers various services in
response to reQuests from the terminal 3.

The automatic log-in unit 15 is a functional unit
that authenticates the user by resorting to the card-
specific information and user tally sent from the
terminal 3. As will be discussed later in more detail,

the automatic log-in unit 15 searches for the server
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i nformati on database 19 and a server tally database 20. The service site 17
offers various services in response to requests fromthe termnal 3. The
automatic log-in unit 15 is a functional unit that authenticates the user
by resorting to the card- specific information and user tally sent fromthe
termnal 3. As will be discussed later in nore detail, the automatic

l og-in unit 15 searches for the server 46 tally that is associated with the
card-specific infornation fromthe term nal 3. v%en the server tally is

detected and,yg}ri t tamay | O D un| constitutes the
ori gi nal dat a F3?om e Cg‘:(!'allraver "fa‘flﬁ)y and” e %Psec%l el y sent fromthe
term nal 3. her suita iIn ma nis then retrieved
fromthe orlgln i dmﬁgqf tﬁﬁﬁ ﬁ.p#e% %@epn%hgeﬁergﬁFh i@éﬂlon The
registratiaq n|t 3 is a fun ti unit that, permts registration of new
users desi rc%uj}sg _ tlrfcfz]ierﬁ et"F‘?éjo's ARtk 1%131%\/\7}’!?3: Shew user' s
reglstratlon e re istration unit 13, the automatic log-in unit 15

carries out” a‘?‘f’r}ﬁ.ﬁ% R THBNEs Ftd Her a1 ot hTHA QI FET IS or mat i on

dat abase 19 ccommdat es i nformati on about the users who have registered
with the rt€31 13t BRd dhaumiseni Faldpeianteaitgn thee tesarinad 6 nmadi on

password or other suitable information is then retrieved
from the original data by the unit 15 for use in user
authentication.

The registration unit 13 is a functional.unit that
permits registration of new users desirous of utilizing
the service site 17. Following a new user’ s registration
with the registration unit_13, the automatic log-in unit
15 carries out an authentication process on the user.

The user information database 19 accommodates
information about the users who have registered with the
registration unit 13. Specifically, the user information
database 19 contains authentication information (password,
user ID) for authenticating each user, information about
the IC card 10 owned by the user in question (card ID,
electronic money ID, etc.), and the user’' s personal
information (name, age, gender, address, workplace, hobby,
etc.).

The server tally database 20 contains server

tallies corresponding to the user tallies of the
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dat abase 19 contains authentication information (password, user I1D) for
~authenticating each user, information about the IC card 10 owned by the
user in question (card ID, electronic noney ID, etc.), and the user's
personal information (nane, age, gender, address, workplace, hobby,
etc.). The server tally database 20 contains server tallies corresponding
to the user tallies of the 47 registered users. Each server tally held in
the server tally database 20 is associated with the card-specific

informatio : 0 V. 1 appli.cabl ser._,. Gyven the
car d- speci Pf%éllén%érr%tllg%énp? T \c,)wr%%t%hhg Steer&%rng:l%l&% l?léﬁéi;&rnc H:qes STedefor the
server tall augh base 20 wusing t received. inforpption. Fig. 5
is a block %?%g am sc%%en%??é:a “T‘ya?%%ﬁjcaaﬁcggwlrgh fﬁh%t?%ﬁ%TS%‘?? SUre of the
automatic 10Q=] nit 15 The_automatic lpg-in unit 15 includes a term nal
access uni tﬂgﬁéﬁ%a%sleoﬁ St UG %‘g,c?% o%ff?fﬁ?x om& mrPRicablg, user.

aut henti cation i fornat%gnlgeneratipn unit 34, and an authentication unit
35. The terin fdt S HRE R XT Jont HRala QT £ T o et s B RAY W /si ti on

unit, second tally information acquisition unit, receiving neans)
exchanges dat3fafith 1% maderfhadihes. savprer dpediyt iduoygh ttee t er ni nal access

database 20 using the received information.

Fig. 5 is a block diagram schematically indicating
a functional structure of the automatic log-in unit 15.

The automatic log-~in unit 15 includes a terminal
access unit 31, a search unit 32, reconstitution unit 33,
an authentication information generation unit 34, and an
authentication unit 35.

The terminal access unit 31 (identification
information acquisition unit, second tally information
acquisition unit, receiving means) exchanges data with
the terminal 3. More specifically, the terminal access
unit 31 transmits log-in screen data to the accessing
terminal 3, and receives card-specific information and a
user tally sent from the terminal 3 in response to the
log-in screen data.

The terminal access unit 31 verifies whether the
card-specific information and user tally are sent from
the same terminal 3. The automatic log-in unit 15 is

- arranged to deny authentication if the card-specific
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unit 31 transmts log-in screen data to the accessing termnal 3, and
recei ves card-specific information and a wuser tally sent fromthe term nal
3 in response to the log-in screen data. The term nal access unit 31
verifies whether the card-specific information and user tally are sent
from the sanme termnal 3. The automatic log-in unit 15 is arranged to
deny authentication if the card-specific 48 information and the user tally
are sent separately from different termnals 3. This is an additional

measur e of 5 sesupd yon Thes SEAL Gl £ 32 (LLrSLo @l Ly Lnformat i on

sear chi ng neans, searching neans) Tecelves card-speci T ornati on from
the term nak. I ar ches the rver tally database 20 for
t he servera#%ﬁflﬁﬁ%w ‘%r% %Iiaelssaﬁ'e ?tg’clesl ved %a -dgﬁel&nfailc H}el%fsdjrrr?‘atoiafzn. As
descri bed %pove each server tally is associated with relevant

card-specifl%g?ﬁﬁ%Xhaiion. The received card- specific information thus

all ows the searchT nit 32 Ef search for the server tally corresponding to
t he user requesti%ﬁ TGN MR Ene o d st thdtdilon ifiormed 05Ut hent i cat i on

information acquifing neans) acquires the server tally retrieved by the
search uni tSSRFANPDHRANY (IRALFEING means) receives card-specific

information from the terminal access unit 31, and

searches the server tally database 20 for the server

tally that matches the received card—specific information.
As describedAabove, each server tally is associated with
relevant card-specific information. The received card-
specific information thus allows the search unit 32 to
search for the server tally corresponding to the user
requesting a log-in.

The reconstitution unit 33 (authentication
information acquiring means) acquires the server tally
retrieved by the search unit 32 and obtains the user
tally from the terminal access unit 31. Using both the
server tally and the user tally, the reconstitution unit
33 reconstitutes the original data. With this embodiment,
the reconstituted original data yield the password and
the card-specific information.

| Although this embodiment utilizes the password and
card-specific information as the original data, this is

not intended to limit the content of the original data.
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tally fromthe term nal access unit 31. Using both the server tally and
the user tally, the reconstitution unit 33 reconstitutes the original
data. Wth this enbodinment, the reconstituted original data yield the
password and the card-specific information. Al though this enbodi nent
utilizes the password and card-specific information as the original data,
this is not intended to limt the content of the original data. 49 Any
information that may be used as identification infornation for

authent | cal Aig Lheounge iBRYLhE: aiAP 6d A3.q! e ohbgtRaicfalg, An exanpl e in

whi ch portable nmenory- specific intormation IS use e original data

Wil be diseussedyiahoror Thecaul heoliealio 'HEQE”H&{:?}Ee%@gé@éaOQ uni t 34

(authentication information acquirin acquires Rat Tt ut ed

password anghgaéglapggifag énfqgnag&§¥:%%qﬁ%ﬂ%gg%{fco %%gégtlon unit 33.

The aut hentication”i nformati on gener He user
i nfornmati on %@ afa e.l t he us associated w t he password and

car d- speci f1 oF nix ?%ﬁmaE%%%dl% ?% %ﬁsEQSraréﬂﬂn?ﬂ d?E?rV%%%db%ser | D,
the unit 34,generates.authentication information and forwards the
gener at ed |?#%ﬁ%%f?% nt#befhe authentication unit 35.

The authentication information generation unit 34
(authentication information acquiring means) acquires the
reconstituted password and card-specific information from
the reconstitution unit 33. The authentication

3 information generation unit 34 then searches the user
information database 19 for the user ID associated with
the password and card-specific information.

Based on the password and the retrieved user ID,
the unit 34 generates authentication information and
forwards the generated information to the authentication
unit 35.

With this embodiment, the password and user ID are
arranged to constitute the authentication informaﬁion,
and the password is divided into tallies. Turning part of
the authentication information (i.e., password) into
tally information provides an added measure of security.

Although the user ID is associated with both the
password and the card-specific information for this

embodiment, this is not limitative of the invention.
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Wth this enbodi nent, the password and user ID are arranged to constitute
the authentication information, and the password is divided into tallies.
Turning part of the authentication information (i.e., password) into
tally information provides an added neasure of security. Although the user
IDis associated with both the password and the card-specific information
for this enbodinment, this is not [imtative of the invention. 50

Al ternatively, the. user ID may be associated singly with the password,

with the cahdtsepeetfveliypfoheatsen, 1D makt Be BkbbeiagB8 8inghe gard 1D and
el ectronic noney I D nmaking up the card-specific information. The

authenticatthe pasbwddd( awifgntheéathng-gBanssicl 99rbnAEAB]) SPAYLLRS
aut hentication information (password and user ID) fromthe authentication

| nf or mat i one geneEabhenolint he 3darandnauhBCBLLERLES, LNRonlsCipbRSREgN e
acquired information. Wien the user is success uf y authenticated; the

aUthenthatﬁﬁﬂtH@iEa§é—s§éé£¥§ctg§f§ﬁﬁgg%§ﬂ|09 into the service site 17.

|f the wuser is not authenticated, éntication unit 35 denies
of st epe i n whi ch THe e R AT d hat® a1 Bg T T e i te
17 when thelog—in'means) acquires authentication information
(password and user ID) from the authentication
information generation unit 34, and authenticates the
user based on the acquired information. When the user is
successfully authenticated, the authentication unit 35
allows the user to log in to the service site 17. If the
user 1s not authenticated, the authentication unit 35
denies log-in and sends an error message to the terminal
3.

Fig. 6 is a flowchart of steps in which the user at
the terminal 3 logs in to the service site 17 when the
automatic log-in system 1 is in operation. .

The steéps below are carried out by the CPU of the
terminal 3 and that of the server 5 in accordance with
appropriate programs.

Using the browser, the user at the terminal 3 gains
access to the server 5 illustratively by inputting a URL

(Uniform Resource Locator) of the service site 17 (step

105) .
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automatic log-in system1 is in operation.. The steps below are carried out
by the CPU of the termnal 3 and that of the server 5 in accordance with
appropriate prograns. Using the browser, the user at the termnal 3 gains
access to the server 5 illustratively by inputting a URL (Uniform Resource
Locator) of the service site 17 (step 105). 51 The termi nal access unit 31
sends to the termnal 3 an auxiliary programfor inplenenting the
automatic log- in function at the termnal 3 (step 405). The auxiliary

program causes thaherydmaingl taocdd Duide: sichfnctd onsas d6adng 4 he
card-specific information fromthe IC card 10 when the user accesses the

servi ce i tan Lduki puef $h6qtesEoa! 1Ap] LREILDGG 1 DRe HEmielLy1 GO the

portable nenory 11, and transmitting he car pecific 1nformation and

user tally LhUBui@afbh Oat i SELURInD #S(UELL pgoflescribed later, the
|

auxiljary program al so assists a new use registering with the server
Such as when the oug: P SV RRG SAHIE RARY e eP a4 Hond time of
on a later,passye tHGSCF VSl Pod ! L nz?éaé{z?gnsgget éggd—asuﬁ(éé:[?{g
information’ from the IC card 10 when the user accesses
the service site 17 through the terminal 3, reading the
user tally from the_portable memory 11, and transmitting
the card-specific informatioﬁ and user tally thus read to
the server 5.
As will be described later, the auxiliary program
also assists a new user in registering with the server 5.
If the auxiliary program is deemed already
installed in the terminal 3, such as when the user is
found accessing the server 5 for a second time or on a
later pass, the server 5 wili not transmit the auxiliary
program in step 405.

’ The terminal 3 receives and installs the auxiliary
program. In keeping with the auxiliary program thus
‘installed, the terminal 3 drives the reader/writer 7 so
as to access the IC card 10 (step 110). If the IC card 10
is not found set to the reader/writer 7, a message such
as “Please set the IC card” appears, prompting the user

to put the IC card in position.
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|

programin step 405. The termnal 3 receives and installs the auxiliary
program In keeping with the auxiliary programthus installed, the
terminal 3 drives the reader/witer 7 so as to access the IC card 10 (step
110) . If the ICcard 10 is not found set to the reader/witer 7, a
message such as "Please set the IC card" appears, pronpting the user to
put the IC card in position. 52 The IC card 1 then sends the card-specific
information to the termnal 3 by communicating with the reader/witer 7 in

noncontact fashi oS tp GA0R) -1 Bifed gAML QAR Aie car d- speci fi ¢
information through the reader/witer 7, and transmts the acquired

i nf or mat i onifBoihet 56K VIES tnd StEPnIAS) - 3TB§ é%%@ c?%’%ﬁgg'x)!féht@rg Chen

transmtted card-specific infornmation rm nal

reads the usesasahhyifeem the o sabhe, BB CA L Dye gpssay i ng Lhe portable

menory drive 8 (step 120) t he portab e menor is hot found set in

t he portable menorgy, A a S e su "Pl ease . set the portable
menory" appears, pronﬁf¥ﬁ8§fﬁé:ﬂ§%$ res(ﬁh%|$ rﬁéﬁ?ﬁﬁ?éﬁﬁ%nory 11. The

portabl e nejmf ovi.des the stored, us tally to the termnal 3 via
the portable ne&%%tfgﬁ thr%y the readerf%rlter %c é transmits _

the acquired information to the server 5 (step 115).

The server 5 receives the transmitted card-specific
information (step 410).

The terminal 3 then reads the user tally from the
portable memory 11 by operating the portable memory drive
8 (step 120). If the portable memory 11 is not found set
in the portable memory drive 8, a message such as “Please
set the portable memory” appears, prompting the user to
set the portable memory 11.

The portable memory 11 prévides the stored user
tally to the terminal 3 via the portable memory drive 8
(step 305).

In turn, the terminal 3 sends to the server 5 the
user tally acquired from the portable memory 11 (step
125).

In the server 5, the terminal access unit 31
receives the user'tally {step 415).

In the foregoing steps, the terminal 3 was shown

first reading the card~specific information and sending
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(step 305). In turn, the termnal 3 sends to the server 5 the wuser tally
acquired fromthe portable nenory 11 (step 125). . In the server 5, the
term nal access unit 31 receives the user tally (step 415). In the
foregoi ng steps, the termnal 3 was shown first reading the card-specific
information and sending 53 the information to the server 5 (step 115),
then reading the user tally and transmtting the tally to the server 5
(step 125) However, this is not limtative of the invention. Alternatively,

the Lermnatng mArorgadiblieroCond sPeGLE!S (0L0pTRILON PG, UBELaLgL! Y and

transmts the two kinds of information a e server
anot her al terpatiyg, t ' LT end the user _tall o the
server 5 and su%sequ%%??§ g??%ﬁg%?gm?ﬁgl%%rgﬁgpg%??YCP?n?ﬁ?n%??%%¥ #he
search unit eceLyves d-,speci.fic .information fr the term na
access unit (%%315 ngse)é' onéélf%ﬁea%’ect iVedd A% g&t"fjoq%tltvr?e %tg;}orr% unit 32

searches th ver tal,.y database 2Q for the server tally _corresponding
to the userﬁl“rrlélg%le(g?i o%u(es/eir&?tié’(ﬁsl.yﬁﬁéler e&FEaluty FRURSeBFh%cei ves the

user tally fr8n1the. erm nal access unit 31 and the server tally
_ card-specitlic information and user tally and transmits

the two kinds of information altogether to the server 5.

As another alternative, the terminal 3 may first
send the user tally to the server 5 and subsequently
transmit the card—specifié information.

The search unit 32 receives the card-specific
_information from the terminal access unit 31. Based on
the received information, the search unit 32 searches the
server tally database 20 for the server tally
corresponding to the user in question {step 420).

The reconstitution unit 33 receives the user tally
from the terminal access unit 31 and the server tally
from the search unit 32. Out of the user tally and server
tally received, the reconstitution unit 33 reconstitutes
the original data (password and card-specific
information)(step 425).

The authentication information generation unit 34
receives the reconstituted password and card-specific
information from the reconstitution unit 33. The

generation unit 34 then searches the user information
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fromthe search unit 32. Qut of the user tally and server tally received,
the reconstitution unit 33 reconstitutes the original data (password and
card-specific information)(step 425). The authentication information
generation unit 34 receives the reconstituted password and card-specific
information fromthe reconstitution unit 33. The generation unit 34 then
searches the user information 54 database 19 for the user ID that is
associated with the received password and card-specific infornmation (step

430). The a@!&b&}ﬂéééai90EoE”tﬁe3§séfC§ ales ULDEOLLCAU, 0y | DO malion

(password and user ID) from the aut ication 1n orna on-genération unit

34. Based oty
ase p@céb@eafgsggﬁgranmn@mn éegﬁgiggt@ a5RaLy8E) %‘é‘#?pthe user is

perfornms an authentitatin rocess on

successful | y ythentlcated the server 5 transmts post-1o0g-in screen data
(i.e., data constltutlng a screen to be dlsplayed by the browser on the
termnal 3 after e Io to the term 3 (step 440). The termnal 3
recei ves the post- Hﬁﬁ??ﬁﬂﬁauQ%Frii 191 Itohadie di spl ay a

ost-log-in _screen, usjn
P 9 athentlcatlgn 1nformation (password and user ID) from

the authentication information generation unit 34. Based
on the received information, the authentication unit 35
performs an authenticating process on the user {step
5435).

If the user is successfﬁlly authenticated, the
server 5 transmits post-log-in screen data (i.e., data
constituting a screen to be displayed by the browser on
the terminal 3 after the log-in) to the terminal 3 (step
440) .

The terminal 3 receives the post-log-in screen data
to let the browser display a post-log-in screen using the
received data (step 130).

If the user is not successfully authenticated, the
server 5 transmits error message screen data to the
terminal 3.

Although this embodiment is arranged to have the

‘server 5 authenticate the user, the structure of the
- server is not limited to this arrangement. Alternatively;

a dedicated authentication server may be provided for use
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received data (step 130). If the user is not successfully authenticated,
the server 5 transmts error nessage screen data to the termnal 3.

Al t hough this enbodinment is arranged to have the server 5 authenticate the

user, the structure of the server is not Iimted to this arrangenent.

Alternatively, a dedicated authentication server may be provided for use
55. in user authentication. Only those users who have been authenti.cated
by such an authentication server may then be allowed to receive services

fromthe sefyeiser AstRERfNeL b e Rl héat enes JBY S, @{at% ded 2

dedi cated server that enables a log-in-l nd a password o0 be acquired

[rom e, ueerabaly otk gy o8 veboh AL feten boete s o dodloplydagt et ey

furni sh any server requ 0g-in

necessary f | 0g-.i cess. Fig. 7 is_a block diagr schematical ly
sket chi ng a@éf%gg?vf%%a# s %%%%‘G?esﬁ‘g}‘ﬁ Sréﬁ‘?rgtif'%‘?i%%r %ffbmi& The
registration unit ,13 in%]udes uch functional units as a term nal access

unit 41, a recei v&F 3 AT ECE S A ehs e Pey REgviiPegeRer at i on

unit 43, apd,a seryer tally storage unit 44. The termnal access unit 41
(registrati ﬁglcate‘ server "that enables a log-in ID and a password

to be acquired from a user tally and a server tally per
user. That dedicated server may furnish any server
requested for a log-in by a user with information
necessary for the log-in process.

Fig. 7 is a block diagram schematically sketching a
functional structure of the registration unit 13;

The registration unit 13 includes such functional
units as a terminal access unit 41, a received
information processing unit 42, a tally generation unit
43, and a server tally storage unit 44.

The terminal access unit 41 (registration
information acquiring means, second tally information
transmitting means) sends registration screen data to a
newly registering user, receives and processes
registration information input by the user through a
registration screen, and transmits a generated user tally
to the terminal 3.

The registration screen through which the user

inputs information preparatory to receiving the automatic
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i nformation acquiring nmeans, second tally information transmtting neans)
sends registration screen data to a newy registering user, receives and
processes registration information input by the user through a

regi stration screen, and transmts a generated user tally to the term nal
3. The registration screen through which the user inputs information
preparatory to receiving the automatic 56 log-in service includes fields
in which to enter authentication information (password, user ID, etc.) and

firelds in whbghihOséppilbe t NECUSQESSEPETONRL LREOK NBLI O£ NaMME, age,
gender, address, workplace, hobby, etc.). That Is, the registration

nf or Rt i onastheuARSat o AUEBERLEEShT Do LDLOEARt 00; The Lformapion the

term nal access unit 41 recelves ?rom ??Ie ter rre of user

regi stratiopy gl Uﬂ‘?%{ﬁmﬁe S AR25cReadby Lheoteral nal, oLpom the | C

card 10, in addition tron e user rough the

registratio ee e_ser is ar ke u f portable
menory- spe?néﬁé |% of ?%%#F’t%ggf%?ﬁin%?rgﬁggg§’u%?? I %ﬁgoP recei ves
t he port abl nennry ecific informatiop retrieved fron1the portabl e

memory 11. i V&d F?ﬁﬁ%ﬁ%ﬂnpﬂr%’é%?gﬁboranwbwﬂes

authentication information.

The information thg terminal access unit 41

v receives from the terminal 3 at the time of user

registration includes the card ID 25 read by the terminal
3 from the IC card 10, in addition to the information
entered by the user through the registration screen. If
the server 5 is.arranged to make use of portable memory-
specific information, the terminal access unit 41 also
receives the portable memory-specific information
retrieved from the portable memory 11.

The received information processing unit 42
receives the information from the terminal access unit 41.
Based on the received information, the processing unit 42
updates the user information database 19 by writing the
user information about the newly registering user to the
database. At the same time, the received information
‘processing unit 42 sends the password and cardnspecific
information included in the received information to the

tally genération unit 43.
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receives the information fromthe term nal access unit 41. Based on the
received information, the processing unit 42 updates the user information
dat abase 19 by witing the wuser information about the newy registering
user to the database. At the sane tine, the received information
processing unit 42 sends the password and card-specific information
included in the received information to the tally generation unit 43. 57
The tally generation unit 43 (tally information generating means) turns

the password and %%rd %Rﬁ%‘g‘%&ra%&%%ﬁ%%&%n43e a&ﬁg %”E&g%l %eelved

information processing u to a user tall a server tally. The
user tally s transm.tted from access unit 41
to the terrﬁnai %ﬁr}f%qéeua%né (HEDY R RS Ci sr%eef%l Wiy and
stores it t ort abl.e . The ser II is placed into the
server tal Ilgltoodré%agtb]acp %Wet gfn%%?\lﬁle‘? traﬁfq%/l‘éch Hg%{% (associ ati ng
neans, storuﬁg:neans I.n a%bltlon t he server tahgi st or age un|t 44

associ at es & UG Al dAEE i BIRE SaMer angd 13 SEfhdsel B0 it h

the card-specific infaormation (conbination of the card ID and el ectronic

noney | D) DOrEPY FalHy (e igametadta il o dizanesel tied irom the

terminal access unit 41 to the terminal 3. In turn, the
terminal 3 receives the user tally and stores it into the
portable memory 11.

The server tally is placed into the server tally
database 20 by the server tally storage unit 44
(associating means, storing means).

In addition, the server tally storage unit 44
associates the server tally placed in the server tally
database 20 with the card-specific information
(combination of the card ID and electronic money ID)
stored in the user information database 19. The
association permits a search for the server tally in
keeping with the corresponding card-specific information.

Fig. 8 is a flowchart of steps in which the user at
the terminal 3 registers with the service site 17 when
the registration unit 13 of the automatic log~in system 1
islin operation.

The steps below are carried out by the CPU of the

terminal 3 and that of the server 5 in accordance with
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association permts a search for the server tally in keeping with the
correspondi ng card-specific information. Fig. 8 is a flowhart of steps in
which the user at the terminal 3 registers with the service site 17 when
the registration unit 13 of the automatic log-in system1 is in operation.
The steps below are carried out by the CPU of the termnal 3 and that of
the server 5 in accordance with 58 appropriate prograns. The user at the
termnal 3 gains access to the server 5 (step 505). G ven top page data

fromthe sesygfoppiatbe ygﬁfaﬁg@cks on a new-registration button or
perfornms sone ot%er sui?ab e operation to send to the server 5 information

I ndi cating the usefis widlifongss dniiel Sf &fa O ddLd G3PQe, the

term nal access unit 41 in e server _registration screen data
Lo the  terabigly S (pLeR SR Tha Sl Rl S SRy S i o
entry items; The user inputs a password, a user.lD, and other relevant
i nfor mati or” i NEd° thec T d gb?%?e 2ot TREPOR §i£é8ﬂ %ﬂg Rnds what is input
to the Sewgggféé gtg mglgghe¥%§£fkégf%nggrgégggdgohggnéhgo the
server 5 information indicating the user’ s willingness to
register anew.
In response, the terminal access unit 41 in the
server 5 transmits registration screen data to the
terminal 3 (step 805).
The terminal 3 receives the registration screen
data. The browser utilizes the received data to let the
user input entry items. The user inputs a password, a
user ID, and cther relevant information into the
displayed registration screen and sends what is input to
the server 5 (step 510). Where the user already has the
user ID, that ID is input through the registration screen.
If the user has yet to acquire a user ID, the user
obtains one by making the registration. Alternatively,
‘the server 5 may automatically set a user ID for the
newly registering user.
The server 5 updates the user information database

19 using the information received from the terminal 3 by

the received information processing unit 42, whereby new .
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~registration, the auxiliary programallo

card 10 (stBFBIET Y TRECTER 7 H A6 ke ohe

user ID, that IDis input through the registration screen. |If the user has
yet to acquire a user ID, the user obtains one by naking the registration.
Alternatively, the server 5 may automatically set a user ID for the newy
regi stering user. The server 5 updates the user information database 19
using the information received fromthe termnal 3 by the received

i nformati on processing unit 42, whereby new 59 user information is stored
(step 810). The term nal access unit 41 in the registration wunit 13 sends

the auxili aiyePr 0AF8MMLL: bHE1 L CE bR ?stégt @ﬁo?:ﬁ) . At the time of user
[ the'termnal 3 to read the card

I D 25 d el ect i : & | 0, , tri d
D5 to the sorver s and wTt e b 4% T S e B Rl o 117
br ei natal 1 ot BLSP1 apgbor Ry SRRYHLRE obfOrdh ko b8 PSREER nf

preinstalle auxilrary program nal 3

installs th ihiary ogr.am_ . eceived fromthe server 5. In keeping with
the install g% éué#?? ar Sgtp?%’gﬁ ™S 0 (EISH n%efgjsgqﬁfﬁg}%bsscr}ﬁe
reader/witer 7,to start readi t he card-sgecific infornmation fromthe IC

tnabader? WErdrthe seREe t he

ID 25 and electronic money ID 26 from the IC card 10,

send the retrieved ID’s'to the server 5, and write a user
tally to the portable memory 11. If the auxiliary program
1s already installed or if the browser has a preinstalled
auxiliary program, this step is skipped.

The terminal 3 installs the auxiliary program
received from the server 5. 1In keeping with the installed

- auxiliary program, the terminal 3 operates the
reader/writer 7 to start reading the card-specific
information from the IC card 10 (step 515).

The IC card 10 set on the reader/writer 7 sends the
card-specific information to the terminal 3 in_noncontact
fashion (step 605).

In turn, the terminal 3 transmits to the server 5
the card-specific information retrieved from the IC card
10 (step 525).

In the server 5, the terminal access unit 41
receives the card—specific information (step 820).

The received information processing unit 42 stores
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card-specific information to the terminal 3 in noncontact fashion (step

605). In t

urn, the termnal 3 transmits to the server 5 the card-specific

information retrieved fromthe IC card 10 (step 525). In the server

term nal access unit 41

The received information processing unit 42 stores 60 the received
information into the user infornati on database 19, and associ ates the user

IDwith the card- specific information (step 825).

unit 42 thepnéUrdSeined DRBSWRLE: ;i ¢@b des0EGEd S Ci
tally and a server tally (step 830).

)
associ at es t i rde- 1 fi i pformati on
A ED IS MhdHYEicatod the Ml £ e e | G o e 00

-?§¥E&ff%rq&¥%rﬁ§%§?ﬁ gg@é 4§2§Fceives the generated wuser tally
a 43" a

(step 835)
(step 840)
fromthe t

y generation uni

3,

The tally generation

fﬁé%ﬁéﬁn into a user

The server tally storage unit 44

Sends the received tally to the

t he

receives the card-specific information (step 820).

termnal 3 (step 5). e termnal. 3 receives the user tally sent from
t he terninal acce?léshezjr*{’lat-E 41 g(e&eéfﬁ%géﬁ}) .u“f‘%e @eltﬁﬁeﬁ’altusmlshé?ﬁeoper ates the

portabl e nenor

pasg%ord and card-specific information into a user tally
and a server tally (step 830).

The server tally storage unit 44 associates the
generated server tally with the card-specific information
(step 835) and places the server tally into the server
tally database 20 (step 840).

| The terminal access unit 41 receives the generated
user taily from the tally generation unit 43 and sends
the received tally to the terminal 3 {step 845).

The terminal 3 receives the user tally sent from

the terminal access unit 41 (step 530).

The terminal 3 then operates the portable memory

drive B to write the received user tally to the portable

memory 11 (step 535).
The portable memory 11 stores the user tally (step

710).

The terminal access unit 41 sends a registration-

- complete notice to the terminal 3 (step 850).

The terminal 3 receives the registration-complete

notice and causes the browser to display the received
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drive 8 to wite the received user tally to the portable
535). The portable nenory 11 stores the user tally (step

menory 11 (step

710).

The

term nal access unit 41 sends a registration- conplete notice to the
termnal 3 (step 850). The terminal 3 receives the registration-conplete
notice and causes the browser to display the received 61 notice (step
540). Fig. 9 is a schematic view presenting a typical hardware structure
s a control unit
51, a commupbeatboNs€OAtEph) Uunit 52, a display unit 53, an input/output
unit 54, a storage unit 55, and a bus line 58 that permts exchanges of

of the server 5. As shown in Fig. 9, the server 5 conprise

made up of & CPU, T3 oM (7 Satk Ry v Tl A (1 AN

a whol e, conduct s conmuni ca

) ) X X 17
authentlcaigghéﬁb %i%ﬁ;%&fﬁ?§'£% the, seryvice site

]ynit 51 is

om access

menory). The rgg%&@eggfﬁg@uygréfuéhgaégy%gti ns, controls the server 5 as
and-

i ONS over-the’ Internet 2 in accordance

unit 51 carries

with suitable prograns. Wt.h i S i ment, the contro
out the regist rat%lsorrlg%gf”nt Hé &I;Legr' %333& & gutc(?ﬁﬁﬁlcgqsog%i n, and

unication contrel unit 52, a

display unit 53, an input/output unit 54, a storage unit

35, and a bus line 58 that permits exchanges of data and

control signals between these components.

The control unit 51 is made up of a CPU, a ROM

(read only memory), and a RAM (random access memory) .

The

CPU performs various calculations, controls the server 5

as a whole, and conducts communications over the Internet

2 in accordance with suitable programs. With this

embodiment, the control unit 51 carries out the

registration of the user regquesting an automatic log-in,

and authenticates the user accessing the service site 17

in an automatic log-in process in keeping with

automatic log-in program.

an

The communication control unit 52 communicates with

a plurality of terminals 3 over the Internet 2.

Illustratively, protocols such as TCP/IP (Transmission

Control Protoceol/Internet Protocol} are used for control

over communications with the terminals 3.

The display unit 53 is constituted by a CRT
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in an automatic log-in'process in keeping with an automatic |log-in
program The communi cation control unit 52 communicates with a plurality
of termnals 3 over the Internet 2. Illustratively, protocols such as
TCP/IP (Transm ssion Control Protocol/Internet Protocol) are used for
control over communications with the termnals 3. The display unit 53 is
constituted by a CRT 62 (cathode ray tube) or sonme other suitable display
device, and is used illustratively by a server admnistrator in

mai ntal ni ng (88€ehsBAAGEYILEDE) SEEVEime- ofHEr dLaPLaY1 UG sp B3y TRy AisPl @Y @

listing of the data held in the user Information data server

tally databage 20..Jbg iopy ;aé%%lm{ﬁ §4sé§v5?d§9ﬁ9n1££y§%59ti%e! y of

i nput devi ces such as keyboard and orage nediumidrive for
driving ar o] and of nt such as a
printer. ﬁg?ﬂﬁgiﬁ%ﬁé gnpu S%ﬁv%ﬁyg q@ﬁ%q§f§> ‘HE@% t he
server 5 ad and ata out put . dat a. The storage unit
55 is conposedm %a%lg %}+Q%H¥§ é?%r% B2 dRGF 2t RUEh® a458F mass

st orage hard di sc drlws. The storage uni t 55 accommpdat es an_aut omati c
| 0g- nformation database 19 and server tally database 20.

The input/output unit 54 is made up illustratively
of input devices such as keyboard and a mouse, of a
storage medium drive for driving a removable storage
device, and of printing eguipment such as a printer. As
such, the input/output unit 54 may be operated to have
the server 5 admit commands and data as well as output
data.

The storage unit 55 is composed of a
readable/writable storage device such as a mass storage
hard disc drive.

The storage unit 55 accommodates an automatic log-
in program-56, in addition to the user information
database 19 and server tally database 20.

The automatic log~in program 56 is a program that
causes the control unit 51 to carry out the automatic
log-in function.

When the control unit 51 reads and executes the
automatic log-in program 56, the registration unit 13 and

automatic log-in unit 15 are implemented on a software
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in program56, in addition to the user information database 19 and server
tally database 20. The automatic log-in program56 is a programthat

causes the control unit 51 to carry out the automatic 1og-in function.
Wien the control unit 51 reads and executes the automatic |og-in program
56, the registration unit 13 and automatic log-in unit 15 are inplenented
on-a software 63 basis. Although not shown, the storage unit 55 retains an
CS (operating system) for allowing the control unit 51 to perform basic
functions smehias file input and output. Also retained in the storage unit
55 are prograns and data necessary for running the service site 17. Fig.

10 15 a scherat] o s ok LIoH M Rbgle Dighag e Stambciuues af e
na Sleagt ¢

terminal 3. Wth this enbodi nent, tHe ternl s consti

per sonal - casput gge - Thend expingly Sebas, flg@gﬁgotgg o B &g@cgfdtg'a a

bus line 72 with a keybOard 65, a nDuse printer

68, /o f 73,
a conqyggf@%ﬁogagf fﬁﬁc%ﬁgﬁs e Inp%i s% %5elﬁig$ﬁ%$%?lve 7? and

reader/witer 7, por e nenDry rlve
a storage Lmﬂéo 715eta1ne<90nt ri?ne sncorage ISnj_t d§5 ugrgfpz?o%lgnSGZang ROM

data necessary for running the service site 17.

Fig. 10 is a schematic view outlining a typical
hardware structure of the terminal 3.

With this embodiment, the terminal 3 is constituted
by a personal computer. The terminal 3 has a control unit
61 connected via a bus line 72 with a keyboard 65, a
mouse 66, a display unit 67, a printer 68, a
communication control unit 69, an input/output interface
73, a reader/writer 7, a portable memory drive 8, a
storage medium drive 71, and a storage unit 75.

The control unit 61 is made up of a CPU 62, a ROM
63, and a RAM 64.

The contrel unit 61 operates in keeping with
programs such as an 0S program 76 and a browser program
77 to carry out diverse functions: maintaining
communication with the server 5; allowing the user to
register for the automatic log-in function of the server
5; granting the user an automatic log-in to the service

site 17 if the user has already registered; enabling the
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63, and a RAM 64. The control unit 61 operates in keeping with prograns
such as an OS program 76 and a browser program 77 to carry out diverse
functions: maintaining conmmunication with the server 5; allow ng the user
to register for the automatic log-in function of the server 5; granting
the user an automatic log-in to the service site 17 if the user has

al ready regi stered; enabling the 64 user to nmake use of the service site
17; and controlling the termnal 3 as a whole. The CPU 62 is the principal

device of thecgonblAbkeUnst 6%. tﬁ@agéggleéogieeslﬁrOgh&heoﬁ%@i?m rom the
storage unit 75, or froma storage nediumdriven by the storage di um

drive 71, thge CPU-RZnEONErOLS tRRgQNtrol unit 61 in accordance with the
| oaded prograns. Wen operatlng In keeplng with an auxiliary progran178

to be discussed | t further f.uncti.ans
transmtting card r'%%)em fl1c i g tqrréﬁl on rt(?}ao_y TS ca |tohne |Cn(-’?rgC r?ajtl on
oyt ontPEEanEh AedEIRE A it Lo ﬁarh%yac‘sgs 0% Hd or mati on
(as reglstrgélon |nfor€a$éon tr nsnlttlng nmeans an torlng into the
storage unit 75 the s t aPF yE T ¥R e? vEHCF RO NRGL B, 9B VBN 2PVt FBSti me of

storage medium drive 71, the CPU 62 controls the control
unit 61 in accordance with the loaded programs. When
operating in keeping with an auxiliary program 78, to be
discuSsed later, the CPU 62 carries out further
functions: transmitting card-specific information (as
identification information transmitting means);
transmitting a.user tally (as second tally information
transmitting means); transmitting registration
information (as registration informatioﬁ transmitting
meaﬁs); and storing into the storage unit 75 the user
tally received from the server 5 at the time of
registration (as second tally information storing means).

The ROM 63 is a read-only memory that accommodates
programs, data and parameters needed by the CPU 62 to
carry out calculations and control operations.

The RAM 64 is a random access memory for use as a
working memory by the CPU 62. The CPU 62 may write
programs and data to the RAM 64 and_delete what is Eeing

written from the RAM 64, With this embodiment, the RAM 64
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registration (as second tally information storing neans). The ROM 63 is a
read-only nenory that accommobdates prograns, data and paraneters needed by
the CPU 62 to carry out cal culations and control operations. The RAM 64 is
a random access nenory for use as a working nenory by the CPU 62. The CPU
62 may wite prograns and data to the RAM 64 and del ete what is being
witten fromthe RAM 64. Wth this enbodi nent, the RAM 64 65 provi des areas
allowing the user to register for automatic log-in to the server 5, areas

for grantingditiedisofest) AUEABHd CCHOYddY G e, S8 Chosite 17, and
areas permtting the user to make use of the service site 17. The keyboard

05 I Spoonstdis by diyerse ks ofrvdeve: Javs (A0 I SAULINg dana and

_al phabetic characters, ~a nuneric key pad I nput nction

keys, —cursQfe K ﬂ%ﬂﬁﬁ{ 1$95in E{Beté%ee%lbsoeafxgiCGeS sij‘gteusfp iJlpstratively
o] 0] ,

~to input user information sen he “server and to enter

informatio caommands, .for_operating the progranms in use. - The nouse
66 is a poir}:lnrtsel%(r:l% pgee%\ﬁlgcreggtal}%ttl}es segrd 5% mqq??é Lh%%rmtg otq’befi%efg‘ﬁjnc%lﬁ]ttoens and
i cons di splla.‘,yed on a QU (Gaphical User Interface) screen or the like on
t he ) :

The keyboard 65 is constituted by diverse kinds of
keys: keys for inputting kana and alphabetic characters,

a numeric key pad for inputting numbers, function keys,
cursor Keys and other keys.

The keyboard 65 is used illustratively to input
user information to be sent to the server 5, and to enter
information such as commands for operating the programs
in use.

The mouse 66 is a pointing device that is used by
the user to click on buttons and icons displayed on a GUI
(Graphical User Interface) screen or the like on the
terminal 3. Operating the mouse 66 allows the user to
input relevant information in order to operate the
terminal 3 as desired.

The display unit 67 is illustratively a CRT display,
a liquid crystal display, a plasma display, or some other
suitable display that is furnished to present information
on its screen. The display unit 67 may display results of

input from the keyboard 65 and/or the mouse 66, screens
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termnal 3. Operating the nouse 66 allows the user to input rel evant
information in order to operate the termnal 3 as desired. The display
unit 67 is illustratively a CRT display, a liquid crystal display, a

pl asma di splay, or sonme other suitable display that is furnished to
present information on its screen. The display unit 67 may display results
of input fromthe keyboard 65 and/or the nouse 66, screens 66 provided by
the service site 17, and the registration screen for allowing the user to

register 1 rdheae Ul PMatd CooPPrdd LHEI PN Bl Uik SELYLLe Pacdie PLINLer 68

is a device that prints results o program execution and other information
O Lt G A £ LB e 5 Nl So e BEPRG, e prfnier 00 1
69 15 a devt e L dihion BHHE ST e I mtornet 2 and whioh
commni cat | on contrSi oG9 Hing-bé. ARaGed M40 FOOHSC SRS S | nt er net

2 via a LAN (local area network). , , .
program executlion and other information on a suitable

printing medium such as sheets of paper. The printer 68
is constituted illustratively by an ink jet printer, a
laser printer, a thermal transfer printer, or a dot
printer.

The communication control unit 69 is a device which
connects the terminal 3 to the Internet 2 and which is
made up of a modem, a terminal adapter, and other
components.

The communication control unit 69 may be arranged
to connect with the Internet 2 via a LAN (local area
network}. |

Under contrel of the CPU 62, the communication
control unit 69 performs send and receive operations
according to a predetermined protocol (e.g., TCP/IP).

The storage unit 75 is composed of a
readable/writable storage medium and a drive that writes
and reads data to and from the storage medium. A hard
disc is used primarily as the storage medium.

‘Alternatively, some other readable/writable storage
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Under control of the CPU 62, the conmunication control unit 69 perforns
send and receive operations according to a predeterm ned protocol (e.g.,
TCP/IP). The storage unit 75 is conposed of a readable/witable storage
medium and a drive that wites -and reads data to and fromthe storage
medium A hard disc is used primarily as the storage nmedi um
Alternatively, sone other readable/witable storage 67 nmedium such as a
magnet o- opti cal disc, a nmagnetic disc, or a sem conductor nenory nay be

used i nst eatledThe Stk age yﬁhégi@t@&ﬁf‘l‘@&'ﬂ&§s@!%%§?né&‘f@ @pscthe G5

program 76, browser program 77, and auxiliary program /8 as me??'as dat a.

The 05 progsam i scénd@st ox RIGHAN L@é'ﬁ'ﬁ%@éﬁé@eé&rm nal 3 to

operate. One of the functions provi e program 76 is the input

o o P ot ot e, PSS AN S P LAIShR
U1 do VD) 506y 58 AR o CHRSRANE - 4y SRy Vi, O, L0y gl oy sorcens
The Sony o BPEPEHESA YGRS ndgmying, bctures from the  recelved data
The OS program 76 is a basic program that allows
the terminal 3 to operate. One of the functions provided
by the 0S program 76 is the input and output of files.
The browser program 77 is a program which gains
access to service sites established by the server 5 or
other WWW (World Wide Web) servers and which causes the
display unit 67 to display screens based on the screen
data sent form the accessed sites. The browser program 77
can also reproduce voices and moving pictures from the
received data.
The auxiliary program 78 is downloaded from the
server 5 and installed in the terminal 3.
This program may be furnished as two separate
‘programs, i.e., an auxiliary program for new registration
and an auxiliary program for automatic log~-in. The
'program 78 may alternatively be provided as a single
program offering the two functions.
The auxiliary program 78 assists the browser

program 77 in carrying out user registration or automatic
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server 5 and installed in the termnal 3. This program may be furnished as
two separate prograns, i.e., an auxiliary programfor new registration

and an auxiliary programfor automatic log-in. The program 78 nay
alternatively be provided as a single programoffering the two functions.
The auxiliary program 78 assists the browser program 77 in carrying out
user registration or automatic 68 log-in. Mre specifically, the auxiliary
program 78 reads the card-specific information fromthe 1C card 10 for

transm ssi o 0: t he v : r i at.i_on. qr 0 i.c1Qg-in,
reads the ug%éfI %Itéﬂ I ﬁ%%ﬁ%&ﬁ%%ﬁe ghﬁegér?o%eiff%ﬁo%rto %;égnmn%tsirc?r?d%g t he
server 5 u matic . og-J or wites the_us tall ceived fromthe
server 5 %ﬁ%%ﬁ%ﬁ#lﬁ%nﬂbﬁoﬁ%a%}o?h r?lpnreh%g%s%arrgrégi tTation. The
st orage uni ccommodat addi tion data and prograns_such as those
for controI#F%lgsrﬁjhsem%%%lﬁ%ﬁbeaﬁ%ﬂv%ﬁn r%?O%n?Te%Q‘P‘?ﬁl?%?aBb%‘? a&¥ng the

reader/witer, 7 agg portable nenpry drive 8. The storage nediumdrive 71 is
a drive t hat Wi esS Hr Moad<SafE athe BHRF frahn dam s ROEER e nedi um

ot her than the porfable nenory 11. The detachable storage nedia that may
be handl ed W‘?ﬁé bt i ARF MraErkRfeien to the server 5 upon automatic

log-in, or writes the user tally received from the server
5 to the portable memory 11 at the time of user
registration.

The storage unit 75 accommodates additional data
and programs such as those for controlling the
communication control qnit 69 or for operating the
reader/writer 7 and portable memory drive 8.

The storage medium drive 71 is a drive that writes
and reads data to and from a detachable storage medium
other than the portable memory 11. The detachable storage
media that may be handled by the drive 71 include a
magneto—optical disc, a magnetic disc, a magnetic tape, a
paper tape with data punched on the tape, and a CD-ROM.
It should be noted that data can only be read from the
CD-ROM or from the paper tape. The storage medium drive
71 may be used to write backup data to a suitable storage
medium or to install application software from the loaded
storage medium. | |

The input/output interface 73 is formed
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magnet o-opti cal - disc, a magnetic disc, a magnetic tape, a paper tape with
data punched on the tape, and a CO-ROM It should be noted that data can
only be read fromthe CD-ROMor fromthe paper tape. The storage nedi um
drive 71 may be used to wite backup data to a suitable storage medium or
to install application software fromthe | oaded storage nmedium The

i nput/output interface 73 is formed 69 illustratively by a serial
interface or an interface conplying with other suitable standards. The
t erm nal i$ l.y., exp b hing. to the |n out put
interface 7% a%égg ern dgxl%e§$ﬂ ?lc%% %%%% he' Thre f%%% st andard

bei ng used. xtern deV|ces t hat be at ach cl ude or age
unltgsuch as @S o w D OAriE, S%.gﬁ%t %Ea%%%ﬁ %Tsﬁgﬁﬂqﬁtgpﬁﬁﬁoﬁé %he
reader/writer and. t he. portabl e ive, 8 were described above and
thus will rb? %% %’fﬂs%ftels&a SPRFIHET DYt Larohed | 151 o | RGP RBRTo ¢ ne

server 5 has n descri bed above., The server 5 also has a log-in
processi ng t?ﬁﬁf IFF t rat 2% SHHRIRHE FRBICE oERdy SRRTHTEE ERdnVRPti ona
manner (i.e,, by manually inputting authentication information and
transn1tt|r&P??rf%F?tﬁﬁa%@#ﬁ@rbﬁﬁng used. The external devices that

may be attached include a storage unit such as a hard
disc drive, as well as speakers and microphonesf

The reader/writer 7 and the portable memory drive 8
were described above and thus will not be discussed
further.

The automatic log-in function of the server 5 has
been described above. The server 5 also has a log-in
processing function that allows the user to log on in a
conventional manner ({(i.e., by manually inputting
authentication information and transmitting it to the
server 5).

Where the IC card 10 and portable memory 11 are
_found set in the terminal 3, the user is granted an
automatic log-in to the server 5. If the IC card 10 and
portable memory 11 are not found set, the conventional
log-in process needs to be performed.

Since the server 5 offers both the automatic log-in
function and the conventional log-in function, it can

deal with any users regardless of the resources they have.
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Where the IC card 10 and portable nmenory 11 are found set in the term nal
3, the user is granted an automatic log-in to the server 5. If the IC card
10 and portable nmenory 11 are not found set, the conventional |og-in
process needs to be performed. Since the server 5 offers both the automatic
|l og-in function and the conventional log-in function, it can deal wth any
users regardl ess of the resources they have. 70 Described bel ow are
typical screen transitions in effect when an automatic | og-in process and

a conventional | ag=ddr st ass &f & Ayt OUlsciddh diardsSitd cHE8RRti ¢ view
representative of screen transitions on the termnal 3 in the automatic

| 0g-in processe86 weth &% ABtdier LONYSHLIQNGLoLLYs! AngPLoCcess. The screen
transitions in effect during the automatic log-1n process are described

first. The gsgbetibhg1t 58101 304 t h f e service site 17
into the URL field of the romé%r? T %sgr%aﬁgég%?ﬁeoégiver 5 to transmt

top screen data ahoyf tﬂg_}issedr vg'ncg{e-et itti% %E%«Od:fehg%etseén@a a:‘lee?"och ven the

data, the display unit of t erm nal ays a top screen 81

shown 10 (Yo plek Braddsc 108 190 S 0BTl 9 CaLEE, 2 L% A0, Pyt ton 85
log~in process as well as in the conventional log-in
_process.

The screen transitions in effect during the
automatic log-in process are described first.

The user at the terminal 3 inputs the URL of the
service site 17 into the URL field of the browser. This
causes the server 5 to transmit top screen data-about the
service site 17 to the terminal 3. Given the data, the
display unit 67 of the terminal 3 displays a top screen
81 shown in (a) of Fig. 11.

The top screen 81 indicates a log—in button 85 that
may be operated to log in to the service site 17.

Where the IC card 10 and portable memory 11 are set
in the terminal 3, the user clicks on the log-in button
85. The click causes the terminal 3 to transmit to the.
server 5 the card-specific information read from the IC
card 10 and the user tally from the portable memory 11.

In turn, the server 5 performs the user authentication

process and log-in process, before sending post-log-in
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may be operated to log in to the service site 17. Wiere the I1C card 10 and
portable nmenory 11 are set in the termnal 3, the user clicks on the

|l og-in button 85. The click causes the termnal 3 to transmt to the
server 5 the card-specific information read fromthe IC card 10 and the"
user tally fromthe portable nenory 11. 1In turn, the server 5 perforns the
user authentication process and |og-in process, before sending post-log-in
71 screen data to the termnal 3. The terminal 3 receives the post-log-in

screen dat [ i{ 67 to display a post-log-in
as o PEch C@é@g;té ﬁ%c?:%@?%%ﬁ] 1.

screen 83 of (c) of K y. That is, where the automatic
| og-in process ismperf ﬂ$ .~ the user sinply clicks on the |og-in button
85 on the top schg%ntf?. cii’le:L é)gte-qe&a-elsn%cér/é)eoﬁ% et S&Eﬁgg‘r ép‘%ﬁthe

di splay, w no further operation carried out by the user.. The, screen
traP\si %/i onséI?% et 1fej‘}tlﬁi R Hoh e‘%fi%%a LIBERY if FOTEsH T now be

described. |t is su that the I C card 10, and portable nenory 11 are
not set in ??ﬁ?%%w%?ﬁﬁgEgg)T%é Ur®r ¥5 ragCoptRel¥he URL of the service

site 17 through the browser. This causes the display unit 67 to display
the top screen 81T5ﬁt(&Frowhﬁ§§_tbf_automatlc log-in process is

perforﬁed, the user simply clicks on the log-in button 85
on the top screen 8l. The post-log-in screen 83 then
appears on the display, with no further operation carried
out by the user.
The screen transitions in effect during the
- conventional log-in process will now be described. It is
assumed that the IC card 10 and portable memory 11 are
not set in the terminal 3.
The user first inputs the URL of the service site
17 through the browser. This causes the display unit 67
to display the top screen 81 of (a) of Fig. 11,
The user then clicks on the log-in button 85 on the
top screen 81. The clicking action causes the terminal 3
to send to the server 5 information notifying the latter
of the click on the log-in button 85. At this point, the
terminal 3 informs the server 5 that neither the IC card
10 nor the portable memory 11 is being set. This causes
the server 5 to conclude that the user wants the

conventional log-in process and transmits the log-in
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The user then clicks on the log-in button 85 on the top screen 81. The
clicking action causes the termnal 3 to send to the server 5 information
notifying the latter of the click on the log-in button 85. At this point,
the termnal 3 inforns the server 5 that neither the I1C card 10 nor the
portable nmenory 11 is being set. This causes the server 5 to conclude that
the user wants the conventional |og-in process and transmts the log-in 72
screen data accordingly to the termnal 3. Using the |log-in screen data,

the termn = 1 i1 (b) of Fig. 11. The

| og-in scrgéecng%fpr%?ag%s%&ﬁ%Q%aﬁfl e %@ﬁ%\% asn'passw)rd input field
87. The user inpu e e ID and ss rd in hese fi.el.ds using the
keyboard 65 or tﬁg FB tH% PFCEf T 98&Ra Eth%ﬁr§§Ha+hg click causes
t he ternin%#_ to tra snlt the user %g t user | §ﬁg ass rd to the
server 5 SRR Fer? 5 FEdE T TR (et ald @a? *the terninal
3 and uses thenlas a gasis for carr)é12 % out the user authentlcatlon and

| og-i n processes. LAft P~ ¢BmBIcE ey “hé @0 - M5 eBr dOed@PUhd 18 EF 5
transmts the post-log-in screen data to the termnal 3. The termnal 3
 recei ves t DG PASFYIH damseh i §tomThreuservanprytsafdiec #§8és t he

display unit 67 to
ID and password into these fields using the keyboard 65

or the like, and clicks on a send button 88. The click
causes the terminal 3 to transmitlthe user-input user ID
and password to the server 5.

The server 5 receives the user ID and password from
the terminal 3 and uses them as a basis for carrying out
the user authentication and log-in processes. After
completing the log-in process, the server 5 transmits the
post-log-in screen data to the terminal 3.

The terminal 3 receives the post-log~in screen data
from the server 5, and causes the display unit 67 to
display the post-log-in screen 83 of (¢) of Fig. 11
accordingly.

In the above-described example, the conventional
log-in process was shown carried out automatically if
neither the IC card 10 nor the portable memory 11 was
‘found set in the terminal 3. However, thié is not
‘limitative of the invention. Alternatively, the

conventional log-in process may be initiated if either
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di splay the post-log-in screen 83 of (c) of Fig. 11 accordingly. In the

above-descri bed exanple, the conventional |[|og-in process was shown carried
out automatically if neither the IC card 10 nor the portable nenory 11 was
found set in the termnal 3. However, this is not Ilimtative of the

invention. Alternatively, the conventional |og-in process may be initiated
if either 73 one of the IC card 10 or portable nmenory 11 is found set. As
anot her alternative, if neither the IC card 10 nor the portable nenory 11

is found sebnwhen the t@0ckPd Pe'téj@npéz‘?téél&'fﬁ%lﬁgg};g% 10ecyany SBv. e

given a choice. That is, the user nay be eit ted

card 10 and portable JFRmIY: Jallqé{fnaaﬂvaél Oir?tr{eg%%hg‘%i&e ¥ %&Sﬁgt 0

t
proceed conventionally for the Tog-in. O Hher SCr een ures wll

now be desﬁéfb@ﬁh.ﬁgﬁka%fe!ﬁe onggffaiépF%ﬁf igétgﬂ%%ggﬁﬁétigggﬂgge

provided by a service site inple ed” W _ !
“Log i nowi tR T bt R R G e Ot FeenrteY BncSieer G Fokson one. of
these itemsyyyf th the,dmouse, Jhe Sligk friggers alump Lo the page

card 10 and portable memory 11 for an automatic log-in,

or asked to proceed conventionally for the log-in.

Other typical screen structures will now be
described.

Fig. 12 is a schematic view of a typical top page
provided by a service site implemented with this
embodiment.

As illustrated, this top page indicates three
items: “Acquire new user ID,” "Log in with ID input,” and
“"Log in with card.” The user clicks on one of these items
with the mouse. The click triggers a jump to the page
corresponding to the user-selected item.

The item “Acquire new user ID” is selected by a
user ﬁho wishes to register anew with this service site
or who wants a new user ID to be issued in addition to
the currently possessed user ID. Selecting this item
triggers a jump to the registration screen through which

the user may register anew or have a new user ID set or

issued.
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corresponding to the user-selected item The item"Acquire new user ID' is
selected by a wuser who wishes to register anew with this service site or
who wants a new user IDto be issued.in addition to the currently
possessed user ID. Selecting this item triggers a junp to the registration
screen through which the user may register anew or have a new user |D set
or issued. 74 The item"Log in with IDinput"” is selected if the wuser
wants to foll ow the conventi onal Iog in procedure Selecting this item

causes a junp to t [onpyvent] L}gqﬁl Jl%lﬁ e&N, tlhsr' osuegl é’@cf']h@t%seer ID

and a password are e man em™ Log 5 card" is

lected b d_10. . Sel
hi s i tem AT afai s %ﬁ% f%% mag?%aﬂ‘v%ﬁ’fﬂ&aa?dl%ré%&%%ﬁﬂu?%e‘éf g 13

On the log-in-wt ar n, a nessa Setlﬁlour card to the card
reader" pronpts t ntgo & i |8 Sc?asrcP R fheeader /witer 7.
The reader/witer starts polling the I1C card 10 that has_been set. The

| og-i n- mnthC%%YﬂnE%?%%% %?%olﬂl%%¥%?% Bhrpughgehicker Y8eF PBrea®I@ nenory

containing a tally to the personal_conputer,” pronpting the user to set
t he password are to be manually input.

The item “Log in with card” is selected by the user
wishing to log in using the IC card 10.

Selecting this item initiates a jump to a log-in-
with-card screen shown in Fig. 13.

On the log-in-with-card screen, a message “Set your
card to the card reader” prompts the user to sets the IC
card 10 to the reader/writer 7. The reader/writer 7
starts polling the IC card 10 that has been set.

The log-in-with-~card screen also displays a message
“Set your portable memory containing a tally to the
personal computer,” prompting the user to set the
poftable memory 11 to the portable memory drive 8.

If the user has yet to initialize the portable
memory 11 (i.e., where the IC card 10 is already
associated with the user ID but the portable memory 11 is
yet to be initialized to accommodate a tally), then the
user inputs the password into a “Password” field. The
log-in process involving the IC card and assisted by the

external password input is utilized when the portable
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portable nmenory 11 to the portable nmenory drive 8. If the user has yet to
initialize the portable nenory 11 (i.e., where the IC card 10 is al ready
associated with the user ID but the portable nenory 11 is yet to be
initialized to accormmpdate a tally), then the wuser inputs the password
into a "Password" field. The 1log-in process involving the IC card and
assisted by the external password input is utilized when the portable 75.
menory is yet to be initialized or when the portable nenory has been

ni 1l i 2eob et he, TEODT Y. GAL dh 6 01 s L0y 4SS dp HESqIdfiet, d he

| og-in-wi th-card screen a € user ei 0g 1n automatically

using the | portable. megory, 1 or tologin. .
s sut omat TEATTY by Bt P D R 1ot re BTy % (g the
password. | he 1C card 10 and portable nmenory 11 are already set in the

term nal 3, The | og-in-with-card screen is skipped and automatic log-in is

imedi ately effecgted, If either one of the |C card 10 and pqrtable nenory
11 is already set %1qﬁﬁ?ﬁﬁ%ﬁﬁ'n&@@S}QQT%ﬁiﬂﬁiﬁ?Qﬁqq sEEeed SHAEd with

regard to the installed device. Fig. 14 schematically depicts a typical ID
-the user either to log in automatically using the IC card

10 and portable memory 11, or to log in semiautomatically
by setting the IC card 10 while manually inputting the
password.

If the IC card 10 and portable memory 11 are
already set in the terminal 3, the log-in-with-card
screen is skipped and automatic log-in is immediately
effected.
| If either one of the IC card 10 and portable memory
11 is already set in the terminal 3, no message will be
displayed with regard to the installed device.
| Fig. 14 schematically depicts a typical ID
association notification screen displayed when the card-

. specific information in the IC card 10 is associated with
the user ID during registration with the automatic log-in
system.

When requested for registration, the automatic log-
in system causes a screen to appear which prompts the
user to set the IC card 10 to the reader/writer 7. When

the user sets the IC card 10, the reader/writer 7 reads
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-association notification screen displayed when the card- specific
information in the IC card 10 is associated with the user ID during
registration with the automatic log-in system Wen requested for
registration, the automatic log- in system causes a screen to appear which
pronpts the user to set the ICcard 10 to the reader/witer 7. Wien the
user sets the IC card 10, the reader/witer 7 reads 76 the card-specific
information fromthe card. The retrieved information is displayed on the

I D i atj i fi } il [.D. i t nmb t hat

D assocl ating ofPALLLRILRD BEEseReTNE FRLE LRI Sposeargl number that
b i zed, vi || t he. : i cki itable butt t
shown, {1 arbiit bV R BV ERLIRTT S THIBITaTs o (ot neD SBROaT &4 <
causes the | C cPrd tp be associated with the user 1D._Fig. 15 sg:ﬁqerzﬁti cally
shows a typPRatt 87 LR o5 580N 15 I déh & FRC TS Sthentathe

associ ation, of card-specific_information with a user IQ. has been

conpl et ed. i SCREFEIMCEF shl Wyt B rbe_byePX 5P Hrides Mol dPhgthehe 1 C card

10 to the reader/witer 7 substitutes for the input of a user ID. Al so

di spl ayed i SCEC#RSIAGRS B9 nge ha¥esogni agd Zvhga hby pay t @if e dbory 11

elimnates the
: Clicking on a suitable button, not shown, transmits

the card-specific information to the server 5. This
causes the IC card to be associated with the user 1ID.

Fig. 15 schematically shows a typical ID
association complete screen that appears when the
association of card-specific information with a user ID
has been completed.

This screen displays a message saying that holding
the IC card 10 to the reader/writer 7 substitutes for the
input of a user ID. Also displayed is a message saying
that initializing the portable memory 11 eliminates the
need for inputting a password. Although not shown, the ID
assoclation complete screen displays a selection butteon
for aliowing the user to determine whether or not to
initialize the portable memory 11. If the user decides to
initialize the portablé memory 11, a portable memory
initialization screen of_Fig. 16 appears.

If the user decides not to initialize the portable

memory 11, then the user holds the IC card 10 to the
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need for inputting a password. Although not shown, the ID association
conpl ete screen displays a selection button for allowing the user to
determ ne whether or not to initialize the portable nmenory 11. If the user
decides to initialize the portable nenory 11, a portable nenory
initialization screen of Fig. 16 appears. If the user decides not to
initialize the portable nenory 11, then the user holds the IC card 10 to
the 77 reader/witer 7, and inputs the passmord manual ly for 1log-in. In

addition to o] t he [ set .the able menory 11
to the rea eér%]ﬁler]?f%? ?e@%or a%‘ftes #ﬁ'h% @a?%‘fﬁ%l? 1?Oﬁnys%cr ten di spl ays
two fields; a user ID input field pronpting the user to input the user ID
for verlflcﬁ? *and a password input field requesting the user to input

t he password fron1mh to generate el ectronic tallies. The user inputs
the user |D and pégbﬁﬁﬂﬁ- Ghe M5$S2 98 MF FRGIS thst Qﬁ%ﬁm?o The click
causes the input information to be transmitted to the server 5, whereby

el ectronic %%NIQQ%;Eﬁ%ﬁ@%%%r%%@@ryciltmﬁe%@%c¥$@®?€/we}¢$%s7¢hﬁ%egenerated

the user tally is sent to the termnal 3 and witten to the portable
menory 11. PHitskrigeemerpoitbbl @l Wgamygn screen displays two

fields: a user ID input field prompting the user to input
the user ID for verification, and a password input field
requesting the user to input the password from which to
generate electronic tallies.

The user inputs the user ID and password and clicks
on a send button, not shown. The click causes the input
information to be transmitted to the server 5, whereby
electronic tallies are generated.

Of the electronic tallies thus generated, the user
tally is sent to the terminal 3 and written to the
portable memory 11. This causes a portable memory
initialization complete screen of Fig;717 to appear. This
screen displays two messages. One message says that
initialization of the portable memory has been complete.
The other message says that combining the portable memory
11 with the IC card 10 grants automatic log-in, with no
need for manual password input.

The automatic log-in system 1 embodying this

invention as described above offers the advantages
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initialization conplete screen of Fig. 17 to appear. This screen displays
two nessages. One nessage says that initialization of the portable nenory
has been conplete. The other nmessage says that*conbining the portable
menory 11 with the IC card 10 grants automatic log-in, with no need for
manual password input. The automatic log-in system 1 enbodying this

i nvention as described above offers the advantages 78 summari zed bel ow.
(1) Authenticating the user with tallies has the follow ng effects. The

aut henti cat | i ' is turned into a server tally and a user tally.
If the serﬁ%%ﬂPé {§é$§gé?€%ked follow ng an attack on the server 5, or if

the wuser taldy J.s .deened stol followng the theft of the portable
nenory 11, th@lé%ﬁp%ﬂt%?ﬁ;%ﬂq i Iuﬁﬁﬁfﬂékqtéﬁ% £S5 4 ieiS on bei ng
reconstitutﬁd&%romthef lost tallies is virtually nil. The automatic log-in
system 1 t & pPoVi9eRTEeGEFy hi gh degree of security. The only information
held by the IC card 10 and related to the authentication information is
the nunbers (card PB 85thepddcasire Apfeymrbing) igsddrped 184CaBl i shing an
association wth data needed for authentication (i.e., server tally). It
foll onws t haieeNehph tally and a user tally. If the server tally is

leaked following an attack on the server 5, or if the
user tally is deemed stolen following the theft of the
portable memory 11, the risk of the original
authentication information being reconstituted from the
lost tallies is virtually nil. The automatic log-in
system 1 thus provides a very high degree of security.

The only information held by the IC card 10 and = -
related to the authentication information is the numbers
(card ID 25, electronic money ID 26) used for
establishing an association with data needed for
authentication (i.e., server tally). It follows that even
if the IC card 10 is lost, it cannot be abused by an
unscrupulous third party.

If the two tallies were stored separately on two
portable storage media and if both media fell into the
possession of a dishonest third party, the original
information could be reconstituted fraudulently by
matching the two tallies retrieved from the media. Such

an eventuality, however, is inconceivable with the
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if the ICcard 10 is lost, it cannot be abused by an unscrupulous third
party. If the two tallies were stored separately on two portable storage
media and if both nedia fell into the possession of a dishonest third
party, the original information could be reconstituted fraudul ently by
matching the two tallies retrieved fromthe nedia. Such an eventuality,
however, is inconceivable with the 79 inventive automatic |log-in system 1.
Since one tally is stored in the server 5 and the other in the portable
storage nedium (portable nmenpry, 11), acquiring the two ort ahl e ,st orage
media (IC cﬂaﬁ‘aaﬁ Yhe Pttt e hedoty Suayemy 1Ih5&a\7rcset iy party from
reconstituting the, original information. (2) Executing autonptic |log-in
provi des t HE-96%F ol N € e1§6¥R%. © THRA £ Ath%eetl t B¢ et t &R user 1D or
password manually because the 1 C card 10 and portable nmenory 11 wused for
automatic | DgRTIIEIMAHE t Pretable MRBPrEklD « t#ILhHLRY FRSiSWRot
necessary to renenber the user ID or password, which is convenient for the
user. SincePt¥erlele sshoragededia effberrd hkd pardveeatablaangdesor d can be

made quite conplicated; it can be a
11) still bars the third party from reconstituting the

original information.
(2) Executing automatic log-in provides the following
effects.

There is no need to input the user ID or pasSword
manually because the IC card 10 and portable memory 11
used for automatic log-in combine to let the user skip_
the input.

It is not necessary to remember the user ID or
password, which is convenient for the user.

Since there is no need to remember the password,
the password can be made quite complicated; it can be a
complex combination of upper éase letters, lower case
letters, and numerals for enhanced security.

(3) Adopting the noncontact type IC card 10 as the
portable storage medium provides the following effects.

The IC card 10 is convenient to use because the
user need only hold it to the reader/writer 7.

Since the IC card 10 need not to be brought into

physical contact with the reader/writer 7, both the
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conpl ex conbi nati on of upper case letters, |lower case letters, and
nuneral s for enhanced security. (3) Adopting the noncontact type IC card 10
as the portable storage nedium provides the followi ng effects. The IC
card 10 is convenient to use because the wuser need only hold it to the
reader/witer 7. Since the IC card 10 need not to be brought into physical
contact with the reader/witer 7, both the 80 reader/witer 7 and the IC
card 10 can renmin durable and thus keep their integrity. If a contact

type porta ! j um yer.e opte . 0., contact .t | C. card),

t here coul ?%aeéé%/r@%leceegd% na%ut%l%%rﬁ;i %l%?l %(ﬁsgarhﬁ?maojrn r%lil%&g]t%ra%%ul d
hanper proper. cantact .between the termnal and the storage nedium That
eventualitggﬁ%sg#?%ﬁuﬁﬂﬁﬁ%nf?ﬁﬁ?ﬁ%Fytﬁ t he noncontact type IC card 10.
(First variation) Wth the above-described enbodi nent, the password and
car d- speci fic inf drmét FORRETe YRGMPALARES SHOS 2CiFe MEPdd™ 91%) and ser ver

tally. Alterpatively, other resources may be utilized as original data
from whi ch 3PP el el aE ctYRg | Tescardy, &hafs covkd Mer 1D,

password, card 1D 25, electronic noney ID 26, and portabl e nmenory-specific
problems in outdoor situations. Dust or rainwater could

hamper proper contact between the terminal and the
storadge medium. That eventuality is circumvented by use
of the noncontact type IC card 10.

(First variation)

With the above-described embodiment, the password
and card-specific information were shown turned into the
user tally and server tally. Alternatively,.other
resources may be utilized as original data from which to
generate electronic tallies.

For example, the user ID, password, card ID 25,
electronic money ID 26, and portable memory-specific
information may each be used singly or may be employed in
combination as the original data.

As a first variation of the embodiment, portable
memory-specific information is used as the original data
from which to derive electronic tallies. How this
variation is implemented is described below with
reference fo the flowcﬁart of Fig. 18.

Of the steps shown in Fig. 18, those also included.

81



informati on may each be used singly or may be enployed in conbination as
the original data. As a first variation of the enbodi nent, portable
menory-specific information is used as the original data fromwhich to
derive electronic tallies. Howthis wvariation is inplenented is described
below with reference to the flowhart of Fig. 18. O the steps shown in
Fig. 18, those also included 81 in Fig:. 8 will be given the sane step
nunbers, and only the steps related to handling the portable nenory-
specific inforgmti on w be expl ained. The term nal, 3 operates the
portabl e ne%rlgf%lri@ew%ﬂt%er%h‘ge’?h DTTEDI AR DR 31§t %r mat i on
fromthe portable nmenory 11 (step S526). The portable nenory 11 offers its
portabl e mentf y2teRTFEEFRI 0P ARG RS Ehe PeFhih? BEYRE%p 5705). The
termnal 3 sends to the server 5 the portable nenory-specific information
acqui red frerfehlpotbpreat heprfilh ¢ s2¥plabney: The server 5 receives
the portable nenory-specific information transmtted fromthe termnal 3
(step 903). In th&hserbpaminalt fe apgnaf agertdraatiortaidia neRoryeferisted a

random nunber (step 905) . The value used as a basis for generating random
nunbers is {4 |tsaddthwgbygrtable memory-specific information from the

portable memory 11 (step S526).

The portable memory 11 offers its portable memory-
specific information to the terminal 3 (step $705).

The terminal 3 sends to the server 5 the portable
memory-specific information acquired from the portable
memory 11 {step 5528). The server 5 receives the portable
memory-specific information transmitted from the terminal
3 {step 9203).

In the server 5, the tally generation unit 43
generates a random number (step 905). The value used as a
basis for generating random numbers is illustratively
time-of-day data, so that generated numbers will be

' genuinely random.

The random number generated by the tally generation
unit 43 is stored as a server tally into the server tally
database 20 (step 910).

Using the portable memory-specific information
obtained from the terminal 3 and the random number

generated in step 905, the tally generation unit 43
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ti me-of -day data, so that generated nunbers will be genuinely random The
random nunber generated by the tally generation wunit 43 is stored as a
server tally into the server tally database 20 (step 910). Using the
portabl e nmenory-specific information obtained fromthe termnal 3 and the
random nunber generated in step 905, the tally generation unit 43 82
encrypts a hash of the password acquired fromthe user (step 915) The
term nal access unit 41 transmts the encrypted password hash to the
termnal 3 as a user tall éste 920). The termnal 3 receives the user
tally fr omﬁf}FerY%%%vaerh%slﬁ/s? ptfs%cgasw@e%%qw%s%?om dMS 48 written to
the portable nenory 11 by the portable menory drive 8 (step 535). The
portabl e neh®irSP kekds- t Hdeudermigply agaasseninithdleitF apsmdss7tE  The steps
above, when executed as described, generate electronic tallies using the
portabl e MEARFIFPEYERPIFLIONH drafdt i ton. tvhehe Tvenabrl as @ ot yeableei fi c
information is included into the electronic tallies, it 1is possible to
makes arrangdimmt%2@b. as to nullify the wuser tally placed in the portable
nennry 11 if that tally

The terminal 3 receives the user tally from the

server 5 (step 0530). The received user tally is written
to the portable memory 11 by the portable memory drive 8
(step 535).

The portable memory keeps the user tally written
therein (step 710).

The steps above, when executed as described,
generate electronic tallies using the portable memory-
specific information. When the portable memory-specific
information is included into the electronic tallies, it
is possible to makes arrangements so as to nullify the
user tally placed in the portable memory 11 if that tally
is copied into another portable memory 11.

The arrangements above illustratively involve
having the terminal 3 transmit the portable memory-
specific information at the time of automatic log-in, so
that the transmitted information may be checked against
the portable memory-specific information reconstituted.
from the electronic tallies.

{Second variation)
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is copied into another portable nenory 11. The arrangenents above
illustratively involve having the termnal 3 transmt the portable nenory-
specific information at the tinme of automatic log-in, so that the
transmtted informati on may be checked against the portable
menory-specific information reconstituted fromthe electronic tallies.
(Second variation) 83 A second variation of the enbodi nent above requires
the user to input a password manually. Wth the second variation in use,
the user manually enters the password while setting the IC card 10 to the
termnal 3 at theR sgwend yeripsdophiod e srbedimeRd eRoyes pearfires
information is also associated with the corresponding user IDin the
server S. Wien user passmput is peswebty mapealgnd #ddbs bt s¢deydt he user,
with the card-specific information sent fromthe 1C card 10, this
vari ati on cariastddrentn cate, tthee userr usamga boy hertther passsvapassnard he  user
I D. How the second variation of this inventionis inplenented is described
bel ow wi t h wieflas encer iy Filge IO.caddeld efdn ttad Sefmisdl aBceissigdse t he server
5 (step 1105). If the auxiliary programis found yet to be
same time.
For this variation, the card-specific information
is also associated with the corresponding user ID in the
server 5. When the password is manually input and
transmitted by the user, with the card-specific
information sent from the IC card 10, this variation can
authenticate the user using both the password and the
user ID.
How the second variation of this invention is
implemented is described below with reference to Fig. 19.
The terminal 3 first accesses the server 5 (step
1105). If the auxiliary program is found yet to be
installed in the terminal 3, the server 5 transmits the
auxiliary program to the terminal 3 (step 1203).
Assisted by the auxiliary program, the terminal 3
starts reading the card-specific information from the IC
card 10 (step 1110). The IC card 10 sends its card-
specific information to the terminal 3 in noncontact

fashion (step 1005). The terminal 3 sends to the server 5

the card-specific information received from the IC card
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installed in the termnal 3, the server 5 transmts the auxiliary program
to the termnal 3 (step 1203). Assisted by the auxiliary program the
termnal 3 starts reading the card-specific information fromthe IC card
10 (step 1110). The IC card 10 sends its card- specific information to the
termnal 3 in noncontact fashion (step 1005) . The termnal 3 sends to the
server 5 the card-specific information received fromthe IC card 84 10
(step 1115). The server 5 receives the card-specific information fromthe

termnal 3 gﬁtﬁg 1204?%1 The terminal 3 acquires the password entered by the
user and transhitePt $hput password to the server 5 (step 1120). The
server 5 receives the password fromthe termnal 3 (step 1210). The server
5 searches for thdhfsECNVHassdERiaEs wWheh cae-smatispatiimiformatdomat i on
received fromthe termnal 3 (step 1213). The server 5 then perforns
| og-i n aut hEFM cehe orermsial 3hésterrlaWed. user 1D and the password
received fromthe termnal 3, before carrying out the log-in process
(step 1215). Aftefhehédmygrial [ coeps rashehsepearswoid argrtest yoshe og-in
screen data to the termnal 3 (step 1220).
user and transmits the input password to the server 5
(step 1120). The server 5 receives the password from the
“terminal 3 (step 1210).
The server 5 searches for the user ID associated
with the card-specific information received from the
terminal 3 (step 1213).
The server 5 then performs log-in authentication
using the retrieved user ID and the password received
from the terminal 3, before carrying out the log-in
process (step 1215}).
After the log-in process, the server 5 transmits
post-log-in screen data to the terminal .3 (step 1220).
The terminal 3 receives the post-log-in screen data
and causes the display unit 67 to display the post-log-in
screen accordingly (step 1125).
(Applications)
It is possible to provide other services by putting
the automatic log-in system 1 of this embodiment

illustratively to the following applications.

(1} Sharing of personal information
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The termnal 3 receives the post-log-in screen data and causes the display
unit 67 to display the post-log-in screen accordingly (step 1125).
(Applications) It is possible to provide other services by putting the
automatic log-in system1 of this enbodinment illustratively to the
foll ow ng applications. (1) Sharing of personal information 85 Utilizing
the portable nenory 11 nakes it possible to share personal information
bet ween devices (e.g., personal computers, CE equipnent). More
specifically, wusing the portable nenory 11 permts sharing of e-nai

text, address booKteptirieg, thehedutebleboekwaykdl aadkespétsporasiplefil es.
"CE" stands for consuner electronics, and the CE equipnent includes
househol d A\¢ afiEreamresaicch asf divha tSiedrs satvadrdetewiasset tee. g.ecorders, as
wel | as other honme electrical products. Wiere the portable nenory 111 is

assi gned URlerdof=0r rdniit &ss 1 e afdudipgyddnt )nf oMl epelidicaiilgh to derive
tallies, getting the portable nmenory 11 recognized by the PC and hol di ng

the | C card;slihd @@ d@aSTd WiditFy Llahd M Al siaeeass ¢O amieisi red web
page. Where the tally-based authentication systemis
text, address book entries, schedules, bookmarks, and
personal profiles.

“CE” stands for consumer electronics, and the CE
equipment includes household AV applianées such as TV
sets and video cassette recorders, as well as other home

. electrical products.

Where the portable memory 11 is assigned URL
information as the original information from which to
‘derive tallies, getting the portable memory 11 recognized
by the PC and holding the IC card 10 to the reader/writer
can initial access to a desired web page.

Where the tally-based authentication system is
installed, private data can be accessed only if the ﬁser
tally and the server tally match. This setup ensures
confidentiality of private information.

' (2) Use of storage media other than the IC card 10 and
portable memory 11

The IC card 10 and portable memory 1l may be

replaced by or supplemented with another portable storage

medium (e.g., memory in the mobile phone) and/or a fixed
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installed, private data can be accessed only if the user tally and the
server tally match. This setup ensures confidentiality of private
information. (2) Use of storage nedia other than the I1C card 10 and
portable nenory 11 The IC card 10 and portable nmenory 11 nmay be replaced
by or supplenented with another portable storage nedium (e.g., nenory in

t he nobil e phone) and/or a fixed 86 storage nedium (e.qg., hard disc in the
PC) depending on the purpose Such sel ective uses of the avail abl e storage

medi a further contri byt t he convenlence of users, (3) Application to CE
equi pnent V@%ﬂr?ﬂ?sm% 6H| n¥- of PRRE fh§Entnokhet Re) t@?ﬁ?ﬁﬁFnQSORas shown
|nplenented |IIustrat|veI by use of a personal conputer. In another

appl i cat i ontREnBUERPFrat |%JCI} sRliertiEs apsas i ef gdie iava bkl efTeetad”R when

used in conjunction with CE equipnent (e.g., digital canera, TV set) .
Since the CEe@dai prehbehagontpbuty Hevehepednvenientacef wmeaat hentication
techni que involving a user tally 111 should be effective when applied to

the CE equi phemprliappt i tatCHreqwipreetver ship cards The I C card 10 may
be used as a nmenbership card. 1In this case, password-based authentication
i s not With this embodiment of the invention, the terminal

3 was shown implemented illustratively by use of a
personal computér. In another application, the automatic
log-in system 1 is particularly effective when used in
conjunction with CE equipment (e.g., digital camera, TV
set}. Since the CE equipment has a poorly developed
interface, an authentication technigue involving a user
tally 111 should be effective when applied to the CE
equipment.
{4} Application to membership cards

The IC card 10 may be used as a membership card.
In this case, password-based authentication is not
performed. Instead, the server checks to see whether the
card-specific information in the IC card 10 is assocociated
with a user ID previously stored in the servér as a token
of membership. The duly associated card-specific
information proves.that the owner of the IC card 10 is a
‘legitimate member.

Although one embodiment of the invention and its

variations were described above, they are only examples
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perfornmed. Instead, the server checks to see whether the card-specific
information in the IC card 10 is associated wth a user |ID previously
stored in the server as a token of nenbership. The duly associ ated
card-specific information proves that the owner of the IC card 10 is a
| egi ti mate nmenber. Al though one enbodi nent of the invention and its
vari ations were descri bed above, they are only exanples. 87 and are not
limtative of this invention. O her nodifications and alternatives may
al so be inplemented wthout departing fromthe spirit or scope of the
i nvention. ¥ axanptle, limidratdsre hef athbseineentopnn Sidreeam 1 above was
shown utilizing the |C card 10 and portable menory 11, this does not nean
t he port ableodt Hicael onsliand &yl dimat bdes ond heals® der din@lemenpedt abl e
menory 11. Alternatively, a flexible disc, a nagneto-optical disc, and
ot her manuatithdwandgertable St adges necl ai trayr beco@s opf ethe Al t hough t he
term nal 3 was shown practiced using a personal conputer furnished with a
browser, thirsvérstiwmi. limtative of the invention. Alternatively, a digital
TV set or any other suitable household data apparatus nmay be  used
provided it can bedgorresbed,t @haRalsvaiHe automatic log~in system 1

above was shown utilizing the IC card 10 and portable

memory 11, this does not mean the portable storage media

are limited to the IC card 10 and portable memory 11.

Alternatively, a flexible disc, a magneto-optical disc,

and other manually transportable storage media may be

adopted.

Although the terminal 3 was shown practiced using a
personal computer furnished with a browser, this is not
limitative of the invention. Alternatively, a digital TV
set or any other sﬁitable household data apparatus may be
used provided it can be connected to a network.

The server 5 may be supplemented with the function
of dissociating a given user ID from the corresponding
card-specific information.

It should be possible for the inventive system to
issue electronic tallies repeatedly so that each user’s
password may be altered as needed.

This invention may also be practiced alternatively

in the constitution (1) eor (2) below.
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The server 5 may be supplenented with the function of dissociating a given
user ID fromthe corresponding card-specific information. It should be
possible for the inventive systemto issue electronic tallies repeatedly
so that each user's password may be altered as needed. This invention may
al so be practiced alternatively in the constitution (1) or (2) below 88
(1) As another variation of the invention, there nmay be provided an
aut henti cati on processing termnal conprising: user registering neans for
regi stering g}uggr id%Ptificaxion nunber for identifying a user and a
password; settbtAhAMRINGRgIaTE H nehnshe oknveni kenyr i HipTe dezBtbe
identification information (card ID 25) to be associated with a server
tally whi chPFevsed oin gaitidherelicatapni psoapdsivg chetsinalbe retained by a
server (server 5); tally receiving neans for receiving fromthe server a
user tally YPFRRALFENGhOIIRY DReisferheggesanat £ortuédgieserang ahiséris to
be kept by the user; and recording nmeans for recording the user tally
recei ved byldértifltytiomomimdey freansdént af piog ageuserdi amd (port abl e nmenory
11); wherein the tallies are generated fromthe password. Alternatively,
the talli espamywhed gesmradteddmioar beghstbeipasnsnis soe +8eisSe6Fehg
identification number.

secret identification information (card ID 25) to be

associated with a server tally which is one of generated

tallies and which is to be retained by a server (server

5}: tally receiving means for receiving from the server a

user tally which is another one of the generated tallies

and which is to be kept by the user; and recording means

for recording the user tally received by the tally

receiving means to a storage medium (portable memory 11);

wherein the tallies are generated from the password.

Alternatively, the tallies may be generated from
both the password and the secret identification number.
As another alternative, the inventive

authentication processing terminal may further comprise

redium registering means for registering identification

information about the storage medium to which the user

tally is recorded, the medium identification information

proving that the user tally is recorded in the storage

medium registered by the storage registering means.

(2) As yet another variation of the invention,. there may
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As anot her alternative, the inventive authentication processing term nal
may further conprise nmediumregistering neans for registering
identification information about the storage nmediumto which the user
tally is recorded, the mediumidentification information proving that the
user tally is recorded in the storage nediumregistered by the storage
regi stering neans. (2) As yet another variation of the invention, there may
89 be provided an information processing apparatus for acquiring

aut hentication informati on based on a user tally and a server tally
derived fropeappevideddancbrfespanidongrtocaasidgnappacatuoniounber owned by
a user and fromsecret identification information (card ID 25) stored in
a storage nedfunri{n€ zatdedidicathenusefotmbtyonabdséfieosesvesetal |y being
stored in another storage nedium (portable nmenory 11) and a server (server
5) respecttakly.addeai séovant tahl procLss&00f appas abasSswepaApri ses: tally
transmtting nmeans for transmtting the wuser tally retrieved fromthe

storage nmedicriéspdM@ingeryesn aAEnELE] 84t DUADRIMbEANSHRLEI BY Seassyfor
transmtting the secret identification information retrieved fromthe

storage Medind £ forh NG SLEY el dedEr i A4 DONT { £ 1R8t § §F OF8REH Ofpi S5

reconstituted fromthe server tally stored in the server and fromthe

tally stored in a storage medium (IC card 10), the user tally
and the server tally being stored in another storage
medium (portable memory 11) and a server ({server 5)
respectively. The information processing apparatus
comprises: tally transmitting means for transmitting the
user tally retrieved from the storage medium to the
server; and secret number transmitting means Ior
transmitting the secret identification information
retrieved from the storage medium to the server. The
authentication information is reconstituted from the
server tally stored iﬁ the server and from the tally
transmitted by the tally transmitting means.

With the above structure, at least part of the
authentication information is divided into two tallies,
one tally getting stored into the server ahd the other
into an external storage medium. Taken separately, the
tally data are totally meaningless. At the time of
authentication, the external storage medium containing

one tally is used in combination with a noncontact type
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transmtted by the tally transmtting neans. Wth the above

At the tinme of authentication, the external storage nedi um

structure, at
| east part of the authentication information is divided into two tallies,
one tally getting stored into the server and the other into an external
storage nedium Taken separately, the tally data are totally meani ngl ess.

cont ai ni ng

one

tally is used in conmbination with a noncontact type 90 IC card that has a

nunber associated with the other tally held in the server.

Thi s

arrangenent_nakes it possible to execute automatic |og-in wthout
resorting tt el thay paasvweragumbpitassoriaked rebpcthe toghenvientiwe
system offers the user both security and conveni ence. Since the nunber
hel d by thdslshcontdee s§pect C Grid iar deeygensedy ataked He gogrsddlef toecurity

is enhanced further. In carrying out the invention, as descr

i bed, there

provi ded arexaahentdcrnanisybtentonpricingrasoteiny nad marhah

aut hentication server. The termnal acquires identification informtion

for identifidfmpdswetd tmbhy. i Mrorumit arseen,a the sinveortiakl eysttemage

medi um and second tally information froma second portable

st or age

is

medi um Thefidheniicaison SELYese Al ¥ &Snd "eontslendh&é catdignred rfher mati on
and the second tally information fromthe termnal in order to perform an

number held by the noncontact type IC card is kept secret,

the degree of security is enhanced further.

In carrying out the invention, as described, there

is provided an authentication system comprising a

terminal and an authentication server. The terminal

acquires identification information for identifying first

tally information from a first portable storage medium

and second tally information from a second portable

storage medium. The authentication server acquires the

identification information and the second tally

information from the terminal in order to perform an

authentication process. Upon logging in to a service site,

the terminal transmits the acquired identification

information and second tally information to the

authentication server. The authentication server

searches

for the first tally information using the identification

information received from the terminal, and acgquires

authentication information using the retrieved first

tally information and the second tally information
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aut henti cation process. Upon logging in to a service site, the term nal
transmts the acquired identification information and second tally
information to the authentication server. The authentication server
searches for the first tally information using the identification
information received fromthe termnal, and acquires authentication
information using the retrieved first tally information and the second
tally information 91 acquired fromthe terminal. In the event of
successful user authentication based on the acquired authentication

i nf or mat i on@CERRT&Ht FeTi th i BRrRERIEr Pt e et gt BugsiesEds to pernit

access to the service site. In carr%ing out the invention, there is also
provi ded an"2®F hewEhent]ertset iersednpectled 2edalred mwheniwhéezhiakquires
identification information for identifying first tally information from a
first portabhlEosnaliee, el ket sezbohont a¢tyer rper fetmore f toaradnsecond
portabl e storage nedium The authentication server acquires the
i denti fi catbPomcess orvrebeoni Anctdies seconide $arvice ndoreati on fromt he
terminal in order to perform an authentication process. The authentication
server conprises:In dentriyfincatoan thyf dmainibrac alidhand sTedis f or
acquiring the identification information fromthe termnal; first tally
i nf or mat i orpseat @l Ngh e tsedt®ication server connected to a terminal

which acqguires identification information for identifying

first tally information from a first portable storage

medium and second tally information from a second

portable storage medium. The authentication server

acquires the identification information and the second

télly information from the terminal in order to perform

an authentication process. The authentication server

comprises: identification information acquiring means for

acquiring the identification information from the

terminal; first tally information searching means for

searching for the first tally information using the

acquired identification information; second tally.

information acquiring means for acguiring the second

tally information from the terminal; authentication

~information acquiring means for acquiring authentication

information using the retrieved first tally information

and the acquired second tally information; and

~authenticating means for carrying out the authentication
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searching for the first tally information using the acquired
identification information; second tally information acquiring neans for
acquiring the second tally information fromthe term nal; authentication
i nformation acquiring nmeans for acquiring authentication information using
the retrieved first tally information and the acquired second tally
information; and authenticating neans for carrying out the authentication
92 process using the acquired authentication information (authentication

e aut hentication server

ft i t ti ti ._Pref bl t
Zbove my Frerhes wEinT B S PR et R PO TR CLBRr o i ng
the log-in process.to grant the terpinal _access to the service site in the
event of sug% gg?%Tlc g%?na%?ﬁﬁﬁﬁi%g}ggﬁ byrfhecae bt t2®) ng neans. The

first tally information and the second tally  information handl ed by the
aut henti cati on seﬁ%%ﬁf + P B RS el T Bhise 1Y iBeVFemaat ed by
dividing, wusing suitable logic, original data constituted at |east by
part of thel&ttHRRt FRBRPTHTE | PRl | dathensieat ing magres fomt ei ther one of
the electronic tallies is insufficient to reconstitute the original data.
| f such el ReFHrRiRGI theslegeingehcede tauyhent i tee i termnidal mt i on
acqui ri ng neans above nay be

' access to the service site in the event of successful

user authentication by the authenticating means.

The first tally information and the second tally
information handled by the authentication server above
may be two electronic tallies generated by dividing,
using suitable logic, original data constituted at least
by part of the authentication information in such a
manner that either one of the electronic tallies is
insufficient to reconstitute the original data. |

If such electronic tallies are used, the
authentication;information acquiring means above may be
arranged to reébnstitute'the original data using the
first tally information and the second tally information.

Preferably, the authentication server of the first
constitution above may further comprise: registration
information acquiring means for acquiring registration
information including authentication information from the
terminal; tally information generating means for

generating the first and the second tally information in
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arranged to reconstitute the original data using the first tally
information and the second tally information. Preferably, the

aut henti cation server of the first constitution above may further
conprise: registration information acquiring neans for acquiring
registration information including authentication information fromthe
termnal; tally information generating neans for generating the first and
the second tally information in 93 such a manner that the authentication

i nformationg,. Lpc ' acquired registration information will be

i dentified ﬁg?ﬁgéﬁﬂ%g?%?stgg%d%ﬁﬁeaggéﬁﬂgl?%ﬁ+9n iRFSFRaFLBR; associ ati ng
means for aggg%&én% fro hthe termnal jdentjificatigon information with
which to seatl ch  Fr® he geRERELERYt FREESERRFLON Nt BERBRRBACROVAST e

associ ate thg first tally information with the acquired identification
ertiFier desdn

i nf or mati on* M2 f bRe st dbFfhghfethasseepndetaiiyst tally

information; and second tally information transmtting neans for
transmtti nJgnf AT R BUCSERBRATL BERYS | FbDraeuibning fhemt bhei nal ;
whereby the user desirous of automatic log-in nmay be registered. The tally
i nf or mat i onCYERErt | IdpHebhtcabbye hafoitreathon angeld wbhigeneoaseatdle fir st
and the second tally information by dividing, using suitable |ogic,
ori gi nal for the generated first tally information so as to
associate the first tally information with the acquired
identification information; storing means for storing the
associated first tally information; and second tally
information transmitting means for transmitting the
generated second tally information to the terminal;
whereby the user desirous of automatic log-in may be
registered.

The tally information generating means above may be
arranged to generate the first and the second tally
informatiop by dividing, using suitable logic, original
data conétitﬁted at least by part of the authentication
information included in the acquired registration
information in such a manner that either one of the first
and the second tally information is ihsufficient to
reconstitute the original data.

In carrying out the invention, there is also

provided an authentication server connected to a terminal

which acquires identification information for identifying
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data constituted at | east by part of the authentication information
included in the acquired registration information in such a nmanner that
either one of the first and the second tally information is insufficient
to reconstitute the original data. In carrying out the invention, there is
al so provided an authentication server connected to a termnal which
acquires identification information for identifying 94 first tally
information froma first portable storage nmedium and second tally
information_froma second_ portable storage nmedium The authentication

server acqti¥¥s el Y derte et o oM of et o Rewtake sseorRRe tal |y
information fromthe termnal in order to perform an authentication
process. THE@GHhaRd ceeord sealley inbompndtseen Freist reed¢erd i nf or mati on
acquiring neans for acquiring registration information including
aut hent i catPortadnfeorstmiare frediyhe (Themamalhertaldaye i onmfsemvetr on gener at i ng
nmeans for generating the first and the second tally information in such a
manner t hataadel resutttientideatt ofii ¢anf osared o Hermantci erdeghd ncldes eeopd r ed
registration information will be identified using the first and the second
tall'y inforteltlyonnaased adn Promaitte ffmBcguiin ngrddOMd Nee £ 854 nal
identification information with which to search for the generated first

an authentication process. The authentication server

comprises: registration information acquiring means for

acquiring registration information including

authentication information from the terminal; tally

information generating means for generating the first and

the second tally information in such a manner that the

authentication information included in the acquired

registration information will be identified using the

first and the second tally information; associating means

for acquiring from the terminal identification

information with which to search for the generated first

tally information so as to associate the first taily

information with the acquired identification information;

‘storing means for storing the associated first tally

information; and second tally information transmitting

means for transmitting the generated second tally

information to the terminal (authentication server of the

secoeond constitution).

The tally information generating means above may be
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tally information so as to associate the first tally information with the
acquired identification information; storing neans for storing the
associated first tally information; and second tally information
transmtting means for transmtting the generated second tally
information to the term nal (authentication server of the second
constitution). The tally information generating neans above may be 95
arranged to generate the first and the second tally information by

dividing, u i.tabl e | oqgi i gi dat.a _constit uted | east by part
of the auth%%? ngggoﬁg 9%?8?%@?'%% 'ﬁ%FﬁBeanPn gﬁesﬁeaﬁﬁrEﬂfiﬁgistration

i nformation,i sucF at either one of the first and the second
tally inforﬁﬁ PoH éopngﬁngXF He9t ouSFBEoREEFERLE LREI6r| BFRGLPAAta. In
carrying out the invention, there is also provided a term nal for
transmtting®FaeRPRFFEERFBH aFnterfhatPBnPRsE Pdchbef gnhbhertigatian| y
information and second tally information to the authentication server of
the first cbmseriatien tPetwiindl inf thaeagmiredcongistuetda). The ternina
above may further conprise: identification information transmtting neans
for ach|r%¢@P¥ﬁ@t1@@n%nf$@Gh|@nmamm©rnahabneitbaraoﬁeref the first

and the second tally information is insufficient to
reconstitute the original data.

In carrying out the invention, there is also
provided a terminal for transmitting identification
information for identifying first tally information and
second tally information to the authentication server of
the first constitution (terminal of the first
constitution).

The terminal above may further comprise:
identification information transmitting means for
acquiring the identification information from a first
portable storage medium which stores the identification
information, in order to transmit the acquired
identification information to the authentication server:
and second tally information transmitting means for
acquiring the second tally information from a second
portable storage medium so as to transmit the acquired
second tally information to the authentication server.

For the terminal of the first constitution, at

96



portabl e storage nmedi um which stores the identification information, in
order to transmt the acquired identification information to the

aut henti cation server; and second tally information transmtting nmeans for
acquiring the second tally information froma second portable storage
medium so as to transm't the acquired second tally information to the

aut hentication server. For the termnal of the first constitution, at 96

| east either one of the first and the second portable storage nedia may be
a noncontact type or contact type IC card. At |east part of the

i dentificatlemst it i ore @bovize nhiyrde stodriek i secend ghorpadbhe | C card.
In carrying out the invention, there is also provided a term nal for
transmtti ygtosggstmediaamay foraatonoornsct denpe foratdwmacnf oypation to
the authentication server of the second constitution (termnal of the
second constatditi on). The term nal above may preferably conprise:
registration information transmtting nmeans for acquiring authentication

information so as a0 lebaks Mart @G Heatiicht i fiferitd amfdeldididiy the

acquired authentication information to the authentication server;

i dentificatdvyyve ifdpromididrdd aNsdiidy RGO acayiring the

In carrying out the invention, there is also
provided a terminal for transmitting registration
information and identification information to the
authentication server of the second constitution
(terminal of the second constitution).
The terminal above may preferably comprise:

‘registration information transmitting means for acquiring
authentication information so as to transmit registration
information including the acquired authentication
information to the authentication server; identification
informatiqn transmitting means for acquiring the
identification information from a first portable storage
medium in order to transmit the acquired identification
information to the authentication server; and second
tally information storing means for receiving the second
tally information from the authentication server so as to
store the received second tally information into a second

portable storage medium.

At least either one of the first and the second
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identification information froma first portable storage nediumin order
to transmt the acquired identification information to the authentication
server; and second tally information storing nmeans for receiving the
second tally information fromthe authentication server so as to store
the received second tally information into a second portable storage
medium At |east either one of the first and the second 97 portable
storage nedia nay be a noncontact type or contact type IC card. In
carrying out the invention, there is also provided a portable storage
medi um for BSETAPLR FheragermeAap BRYthe i RencedhactttvbPenerthe portabl e
st orage nedi um accommodati ng second tally information in a manner readable
by the ternfRBFacEntgaerifngaddt the invention, there is also provided an
authenticating nethod for use with a termnal which acquires
identification inflor mtmyridoroutderie finventfon stthatd yis dbsorati on from a
first portable storage nediumand second tally information froma second
port abl e stbrayédedds uporThiel aushentyeanedfunetbodussonpehsereat he step of .
acquiring the identification information and the second tally information
fromthe teemmhabliofotiderfiospecbnstiantadhenhéCcpblOBbPEOSLESage

medium accemmodating second tally information in a manner

readable by the terminal.

In carrying out the invention, there is also
provided an authenticating method for use with a terminal
which acquires identification information for identifying
first tally information from a first portable storage
medium and second tally information from a second
portable storage medium. The authenticating method
comprises the step of acquiring the identification
information and the second tally information from the
terminal in order to perform an authentication process.

The authenticating method above may be used in
conjunction with a computer comprising identification
information acquiring means, first tally information
searching means, second tally information acquiring means,
an authentication information acquiring means, and
authenticating means. The authenticating method causes

the computer to execute the steps of: causing the

identification information acquiring means to acguire the
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identification information acquiring neans, first tally
searchi ng neans, second tally information acquiring nea
ion information acquiring neans, and authenticating nmean
ing method causes the conputer to execute the steps of:
fication information acquiring neans to acquire the 98
ion information fromthe termnal; causing the first ta
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i nfor mat i onfandtt hellicdofredasécondsiayl yhenboguatiednidanticaustngnt he
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ing neans to performthe authentication process using th

acqui red authearihgbiocon cebeinmgttba sétbndt talllhenhifeamangomet hod).
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i ng met hod above may further conprise the step of causin
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The
g the

aut hent i cat aoguireang méanbheocasguiee aheveetonpethoNm ank@gmhBipPHOCESS

allowing t

he termnal to log in to a desired site provided the
from the terminal; causing the authentication information

acquiring means to acquire authentication information
using the retrieved first tally information and the
acquired second tally information; and causing the
authenticating means to perform the authentication
process using the acguired authentication information
(first authenticating method).

The authenticating method above may further
comprise the step of causing the authenticating means of

the computer above to perform a log-in process alleowing

‘the terminal to log in to a desired site provided the

authenticating process has been successfully completed.

Eor the first authenticating method above, the
first and the second tally information may be formed by
two electronic tallies generated by dividing, using
suitable logic, original data constituted at least by
part of the authentication information in such a manner
that either one of the first and the second tally

information is insufficient to reconstitute the original
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aut henti cati ng process has been successfully conpleted. For the first

aut henti cating net hod above, the first and the second tally information
may be formed by two electronic tallies generated by dividing, using
suitable logic, original data constituted at |east by part of the

aut hentication information in such a manner that either one of the first
and the second tally information is insufficient to reconstitute the
original 99 r data. If such electronic tallies are used, the

aut hentication informati on acquiring step above may be arranged to
reconstitutdathe original data using the first and the second tally
information. Preferably, the first authenticating nethod may be wused in
conjunction with alf ey eflcomunsd NgalIPgs Sirathoedj nfps mati on acquiring
nmeans, tally information generating nmeans, associating neans, storing

neans, and seenedtiahtyohniArsRhkenchr aeaﬁh&&hagsﬁe?ngbwéhﬁa&i bat ;
aut henti cating nethod causes the conputer to éxecute the steps of: causing

the registratbongbaf 06 MRELOAsREHULELT PHeMBARS 1 hA1ARGYLT BshRE ShEat i on
i nformation including authentication information fromthe “term nal;
causing theriaklyahAf PROBLLABLECPET 8L 98 rBRAS i on.

Preferably, the first authenticating method may be
used in conjunction with a computer comprising
registration information acquiring means, tally
information generating means, associating means, storing
means, and second tally information transmitting ﬁeans.
The first authenticating method causes the computer to
execute the steps of: causing the registration
information acquiring means to acguire registration
information including authentication information from the
terminal; Causing the tally information generating means

-fo generate the first and the second tally information in
such a‘ménner tﬁat the.authentication information
included in the acquired registration information will be
identified using the first and the second tally
information; causing the assoclating means to acquire
from the terminal identification information with which
to search for the generated first tally information so as
to associate the first tally information with the

acquired identification information; causing the storing
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to generate the first and the second tally information in such a manner
that the authentication information included in the acquired registration
information will be identified using the first and the second tally

i nformation; causing the associating neans to acquire fromthe term nal
identification information with which to search for the generated first
tally information so as to associate the first tally information with the
acquired identification information; causing the storing 100 neans to store

the associated first tally, jnformatiop, nd causi the second tally

i nformt | oM e P AR kPt PFAGS. FBANSEF ot PR TE CEhe tabndr APCATBELORD’ tal |y

i nformation othe.termnal. The tally information generating step above
may be arr@nQedPr81g8nErEt BCFRRAf FR LY anBEPRBAEEEBNHTERFIY EE{AFor mati on by
di viding, using suitable logic, original data constituted at |east by part

of the aut HeRRR8atPohransRdknbbe osenntrtigddSeronHetaddili fBECFREEEPRat | on
information in such a nanner that either one of the first and the second

“tally inforwattle termhsatficient to reconstitute the original data. In
carrying out the invention, there is also provided an authentication
i nformati on regi stiBré rirg et o omssadl am gamg xancin@ns vep heleovamdeivé cat i ng
met hod for use
arranged to generate the first and the second tally
information by dividing, using suitable logic, original
data constituted at least by part of the authentication
information included in the acquired registration
‘information in such a manner that either one of the first
and the second tally information is insufficient to
reconstitute the original data.

In carrying out the invention, there is also
provided an authentication information registering method
used in conjunction with an authenticating method for use
with a terminal which_acquires identifieation information
for identifying first tally information from a first
portable storage medium and second tally information from
a second portable storage medium. The authenticating
method comprises the step of acquiring the identification

- information and the second tally information from the
terminal in order to perform an authentication process.

The authentication information registering method is used

by a computer which comprises registration information
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with a termnal which acquires identification information- for identifying
first tally information froma first portable storage nmedi um and second
tally information from a second portable storage nedium The

aut henticating nethod conprises the step of acquiring the identification
information and the second tally information fromthe termnal in order to
perform an aut hentication process. The authentication information

regi stering nethod is used by a conputer which conprises registration
information 101 acquiring neans, a tally information generating neans,
associ at i nFIBEAE, B MRANy rfediis Lankd Sugtidl atal ISRe I3 It IHe
transmtting nmeans. The authentication information registering nethod
causes t he asmastadring mepnscutst ehins trepan of anheterpd Heaeyi strati on
information acquiring nmeans to acquire registration information including
aut hent i catiiroro i tororatt mm smigrh e mearsi ndhe eaddiend itded ical | y

i nformation generating neans to generate the first and the second tally

i nf or mat i onirformsatcivm renineretived mdichaditdwme cathoncomporemtion i ncl uded
in the acquired registration information will be identified using the
first and tdhesaeonthd adeps idf ordmidnng Gedstagi dtwabeoci ating means to

acquire fromthe termnal identification information with which to search

for the gengimdethdidbtadqlildiddimedred 1109 &Qp@Sre registration
information including authentication information from the
terminal; causing the tally information generating means
to generate the first and the second tally information in
such a manner that the authentication information
included in the acquired registration information will be
identified using the first and the second tally
information; causing the associating means to acquire
from the terminal identification information with which
to search for the generated first tally information so as
to associate the first tally inﬁormation with the
acqﬁired identification information; causing the storing
means to store the associated first tally information:
and causing the second tally information transmitting
ﬁeans to transmit the generated second tallylinformation
to the terminal (first authentication information
registering method).

The tally information generating step above may be

arranged to generate the first and the second tally
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to associate the first tally information with the acquired identification
information; causing the storing neans to store the associated first tally
information; and causing the second tally information transmtting neans
to transmt the generated second tally information to the termnal (first
aut hentication information registering nethod). The tally information
generating step above nmay be arranged to generate the first and the second
tally 102 information by dividing, using suitable logic, original data
constituted at |east by part of the authentication _information included in
t he ach|reHn?%£W%ﬁ¥%ﬂl%M FHY &R HRE T onSiRd stieht @b h@nhefithapr&Pthat one of
the first and the second tally information is insufficient to
reconstit ut@theconsyl fiatedarh. leastapy ypagt oof the suvbartbaatieere is
also provided an information transmtting method for use with a termnal
for transm infognatdeoniinchuded infbhenstonirédrrédeatréylioy first tally
informati on and second tally information to the authentication server of
the first tTofistndtidoninTeecheannaaheronpat sesthdentnéi ofittba fingor mati on
transmtting nmeans and second tally information transmtting neans. The
i nformati onandrénedédong vrLbodisausestite 1ermsakfioiexecude the

reconstitute the original data.

In carrying out the invention, there is also

provided an information transmitting method for use with

a terminal for transmitting identification information

for identifying first tally information and second tally

information to the authentication server of the first

‘constitution. The terminal comprises identification

information transmitting means and second tally

information transmitting means. 'The information

transmitting method causes the terminal to execute the

steps of: causing the identification information

transmitting means to acguire the identification

information from a first portable storage medium which

stores the identification information, in order to

transmit the acquired identification information to the

authentication server; and causing the second tally

information transmitting means to acquire the second

tally information from a second portable storage medium

so as to transmit the acquired second tally information .
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steps of: causing the identification information transmtting neans to
acquire the identification information froma first portable storage
medi um which stores the identification information, in order to transmt
the acquired identification information to the authentication server; and
causing the second tally information transmtting nmeans to acquire the
second tally information froma second portable storage nedium so as to
‘transmt the acquired second tally information 103 to the authentication
server (first information transmtting nmethod). For the information
transm tti ngp mMidhcditabaue, catiol eastveat t higir onel roforneet far st and t he second
portable storage nedia nmay be a noncontact type or contact type IC card.
Wher e such wardmiGarithd Snatidd)ized, at least part of the identification

i nformati on above nay be stored in secret in the IC card. In carrying out

the invention, thege ithealisForRa@Vicded ramshifenfat et hodardviti g and
receiving nmethod for use with a termnal which transmts registration

| nf or mat i ony AL TGt |60 10R (A OFFR ofhd b edsidIgRIEasIon Server of
the second constitution. The information transmtting receiving nethod,
used storage media may be a noncontact type or contact type IC

card.

Where such an IC card is utilized, at least part of
the identification information above may be stored in
secret in the IC card.

In carrying out the invention, there is also
provided an information transmitting and receiving method
for use with a terminal which transmits registration
information and identification information to the
authentication server of the second constitution.

The information transmitting receiving method, used
in conjunction with the terminal comprising registration
information transmitting means, identification
information transmitting means, and second tally
information storing means, may preferably cause the
terminal to exécute the steps of: causing the
registration information transmitting means to acquire
authentication information so as to transmit the
registration information including the acquired

authentication information to the authentication server;
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in conjunction with the termnal conprising registration information
transmtting nmeans, identification information transmtting neans, and
second tally information storing neans, may preferably cause the term nal
to execute the steps of: causing the registration information transmtting
means to acquire authentication information so as to transmt the
registration information including the acquired authentication information
to the authentication server; 104 causing the identification information

transmtti 11e: .jdeptification infornmation froma first
bor tabl o st ot eang kg B e R O 8 LA PR L PR P TP Eat | on
informatio (o) . authentj catiop. server;. and causing the second tally
infornatiogtét%é nbgﬁdgﬁi en#%ﬁ%?% 1?ﬂel§€%ﬁ%%t}%T| PR drikfFbn fromthe
aut henti catjon %? ver._so as to store the received second tally information

into a secdnd portant e ARIHEEI Hn CBEeT bRt LEARFREE oS 02 CERLT#E st and

t he second J.d:E)orta@jae storage_nedi a, may be a noncontact type or contact
type | C card T EErayioR RECTIREIRchei bhe anehenticalieon peBVEHEd an

authenticating programfor use with a conputer connected to a terminal
whi ch acquid¥$ 3¢ty fikatserrnafor by i brfdorat temt $tgrbng fheanstad |y

receive the second tally information from the
authentication server éo as to store the received second
tally information into a second portable storage medium.

At least either one of the first and the second
portable storage media may be a noncontact type or
contact type IC card.

In carrying out the invention, there is also
provided an authenticating program for use with a
computer connected to a terminal which acquires
identification information for identifying first tally
information from a first portable storage,medium-and
second tally information from a second portable storage
medium. The computer acquires the identification
information and the second tally information from the
terminal in order to perform an authentication process.
The authenticating program causes the. computer to
implement functions comprising: an identification
information acquiring function of acquiring the

identification information from the terminal; a first
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information froma first portable storage nediumand second tally
information froma second portable storage nedium The conputer acquires
the identification information and the second tally information fromthe
terminal in order to performan authentication process. The authenticating
program causes the. conputer to inplenent functions conprising: an
identification information acquiring function of acquiring the
identification information fromthe termnal; a first 105 tally information
searching function of searching for the first tally information using the
acquired i deitd¥ i QBRI cTeRE TR af weehirn toff ISearFimatfOR WRui ri ng
function of acquiring the second tally information from the termnal; an
aut hent i cat¥orst i ihtindre meful 90 ngsinanthe aeoilzedui denyt BLederrn cat i on
information using the retrieved first tally information and the acquired

second tal linferfreatnen oy sawbrah Bat entn tatnatgi drurtqwiring carryi ng out
the authentication process using the acquired authentication information
(aut hent i cafumyiqr agr amaqfitirey fihstseomsd itatiwnnfdirmabioyi figorout t he
invention, there is also provided an authenticating programfor use with a
conput er cothrecteshirelg taar rduted et €t BErg U i BSrmd g | deg@i +Dmg | nf or mat i on
for identifying first tally
: function of acquiring authentication information using

the retrieved first tally information and the acquired

second tally information; and an authenticating function

of carrying out the authentication process using the

acquired authentication information (authenticating

program cof the first constitution).

In carrying out the invention, there is also

provided an authenticating program for use with a

computer connected to a terminal which acquires

identification information for identifying first tally

information from a first portable storage medium and

second tally information from a second portable storage

medium. The computer acquires the identification

information and the second tally information from the

terminal in order to perform an authentication process.

The authenticating program above causes the
computer to implement functions comprising: a

registration information acgquiring function of acquiring

registration information including authentication
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information froma first portable storage nediumand second tally
information froma second portable storage nedium The conputer acquires
the identification information and the second tally information fromthe
terminal in order to performan authentication process. The authenticating
program above causes the conputer to inplenent functions conprising: a
registration information acquiring function of acquiring registration

i nformation including authentication 106 information fromthe termnal; a
tally information generating function of generating the first and the
second t al |infiovmermiadri ofrdm tshee termipraier & bl Yhel nfamsnagitdreat i on
information included in the acquired registration information wll be
identifiedgeaimtiihe finstiandt herseconihd athy fifsr retd arhe an
associating function of acquiring fromthe term nal identification

i nfor mat i onsadddy Wi 1ahy tih Seaich Jiorid hawgenermdete f itisdt tladly information
So as to associate the first tally information with the acquired

i denti ficatd hditfiFd@BtdONint Grrsd TG damedd @M wftisd aiddpgi tde associ at ed
first tally information; and a second tally information transmtting

functi on Ofrég[]iaéméﬂdﬂgiﬁ%mr@tmﬁ%@%é@&iﬂiea nformgiing to the
termnal (authenticating programof the second constitution).
| first and the second tally information; an associating
function of acquiring from the terminal identification
information with which to search for the generated first
tally information so as to associate the first tally
information with the acguired identification information;
a storing function of storing the associated first tally
information; and a second tally information transmitting
function of transmitting the generated second tally
information to the terminal (authenticating program of
the second constitution).
In carrying out the invention, there is also
| provided an information transmitting program for use with
a computer connected to a terminal which transmits
identification information for identifying first tally
information and second tally information to the
authentication server of the first constitution. The
information fransmitting program causes the computer to
implement functions comprising: an identification

information transmitting function of acguiring the
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In carrying out the invention, there is also provided an information
transmtting programfor use with a conputer connected to a term nal which
transmts identification information for identifying first tally
information and second tally information to the authentication server of
the first constitution. The information transmtting program causes the
conputer to inplenent functions conprising: an identification information
transmtting function of acquiring the 107 identification information from

a first poriabhe:stenagsn ﬂﬁ%%%ﬁhf%ﬂf sSgwgtinggﬁééiéaéwP

information in order to transmt e acquired ide cation |n?%?nation

Funct on of "aetar | Age et SEes e LTy C At SAte ot B o Scbid por t abl o

the. aut hentT53tT orccErodrt F N e GRA PEt: ThRR: FREEAFI R WrefadflBli s '°
Conput or cQheCRecE LErart LER T SSRTER ¢ Pafsh PECPRB] SEFLI on i nf or mati on

and identifi§ation_infornation to the authentication server of the second

constituti ol TFHBERF HP0r R P IM t i@ ERFRYONaRE RETRITING PRBgFERPERUSes

the conputer to inpplenent. .
tally i1nformation from a second portable storage medium

so as to transmit the acguired second tally information
to the authentication server.

In carrying out the invention, there is also
provided an information transmitting and receiving
program for use with a computer connected to a terminal
which transmits registration information and
identification information to the authentication server
of the second constitution. The information transmitting
and receiving program causes the computer to implement
functions compriéing: a registration information
transmitting function of acquiring authentication
information so as to transmit the registration
information including the acquired authentication
_information to the authentication server; an
identification information transmitting function of
acquiring the identification information from a first
portable storage medium in order to transmit the acquired

identification information to the authentication server;
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functions conprising: a registration information transmtting function of
acquiring authentication information so as to transmt the registration
information including the acquired authentication information to the

aut hentication server; an identification information transmtting function
of acquiring the identification information froma first portable storage
mediumin order to transmt the acquired identification information to the
aut henti cation server; 108 and a second tally information storing function
of receivingﬂsecond tally inforpation fromthe authentication server so

as to store®ffe?r 88ePYRdt3LtBnintPEPRYIPA SERBERBnEPREBIGN s@Eond portabl e
storage nedium In carryigg out the invention, there is also provided a
storage nmedfeAeWALEH S¢ered EadliuihéarmehipRgfreRogh@m of the first
constitution in a manner readable by a conputer. In carrying out the
i nvention, &hkkenticarson pepvededoaast brageonedihen watehvedoresonde
aut henticating programof the second constitution in a manner readable by
a conput er.téhlgainyongabiont hetonzeseécond phetebls atsvageroedded. a
storage nedi um which stores the information transmtting programin a
manner readabl e byIra czompuitrey .out the invention, there is also
provided a storage medium which stores the authenticating
program of the first constitution in a manner readable by
a computer.
In carrying out the invention, there is also
provided a storage medium which stores the authenticating
program of the second constitution in a manner readable
by a computer.
In carrying out the invention, there is also
provided a storage medium which stores the information
transmitting program in a manner readable by a computer.
In carrying out the invention, there is also
provided a storage medium which storés the information
transmitting and receiving program in a manner readable
by a computer.
In carrying out the invention, there is also
provided an information processing apparatus for
performing an authentication process based on

identification information which is stored in a first

storage medium and which identifies first tally
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In carrying out the invention, there is also provided a storage nedi um

whi ch stores the information transmtting and receiving programin a
manner readable by a conputer. In carrying out the invention, there is

al so provided an information processing apparatus for performng an

aut henti cati on process based on identification information which is stored
ina first storage nmediumand which identifies first tally 109 information
stored in a server and on second tally information stored in a second
storage nedium The information processing apparatus conprises: storing
means for sitrofdmgttive i seoted i ata overvdoranad iom seebndetdik st tally
information while associating the two kinds of information; receiving
means for riecRirmatgdhestoxkemtifiaatéeamd nftovrege anedsgmi evd@ from t he
first storage nedium and the second tally information fromthe second

st orage medinfg rageai i pgo deeettnd cipsesd iohd ngorihvel ss4 or stngr ivepnsedrns t he
first tally information associated with the identification information

recei ved byrdhestd@0el VERG 1BaHSi £ Bk o et £dd £ Doin | A @r ke | Dicsdicqui ri ng
means for acquiring authentication information using the first tally

i nfor mati on Lety i BYEd-Ryc 158 HReT &Nl b FRANSn g ARk thigo Sepeasl dal |y
i nformation received by the
' information; receiving means for receiving the
identification information retrieved from the first
storage medium and the second tally information from the
" second storage medium; searching means for searching the
storing means for the first tally information associated
with the identification information received by the
receiving means; and authentication information acquiring
means for acquiring authentication information using the
first tally information retrieved by the searching means
and the second tally information received by the
receiving means (information processing apparatus of the
first constitution). |
For the information processing apparatus of the
first constitution, the identification information may
preferably be a storage medium identification number for
. identifying the first storage medium.
For the information processing apparatus of the
first constitution, the identification information may

alternatively be a user identification number for
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receiving neans (information processing apparatus of the first
constitution). For the information processing apparatus of the first
constitution, the identification information nay preferably be a storage
medi umidentification nunber for identifying the first storage nedium For
the information processing apparatus of the first constitution, the
identification information may alternatively be a user identification
nunber for 110 identifying the authentication-requesting user. For the

[ nf or mat i on: BEREESSing %H@aéakﬂéneicééfonfkég o§R08L! LuLLon. the T1rst

storage nedi um may e a noncontact type or typé card. This card
may be fornmed by @n odhl& i On. processi ap us of the
first constitution nay % coincgr;ﬁr %Jgem%%?%lelﬁgl%%??%%gﬁ% cﬁfé t%f%r carrying
out the aut o ¢8ss n_th aut henti.cati on jnformation
acqui r ed byg? %tagéﬁ %?é§% g?ﬁﬁ? B Oﬁéﬁﬁl@?ﬂb“ﬂﬁﬁﬁ% ﬂ)‘T"n acarrying
out the |nv§gﬁé8n 3 Eeﬁe is_al so rovi ded an |nfornﬁt|on($roce53|ng nmet hod
for perforn ng E St gﬁ?lBﬁtF8ﬂtg?BcE¥Eeb§§58 ot -t rfta ¥
information_which is stored in a first storage nmediumand which identifies

first tallyf?ﬂT%?ﬁa Yidh Stofeadin a

The information processing apparatus of the first
constitution may further comprise authenticating means
for carrying out the authentication process based on the
authentication information acquired by the authentication
information acquiring means.

In carrying out the invention, there is also
provided an information processing method for performing
an authentication process based on identification
information which is stored in a first storage medium and
which identifies first tally information stored in a
server and on second tally information stored in a second
storage medium. The information processing method is used
in conjunction with a computer which comprises storing
means, receiving means, searching means, and
authentication information acquiring means. The
information processing method comprises the steps of:
causing the storing means to store the identification
information and the first tally information while

associating the two kinds of information; causing the
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server and on second tally information stored in a second storage nedi um
The information processing nethod is used in conjunction with a conputer
whi ch conprises storing nmeans, receiving neans, searching neans, and

aut hentication information acquiring nmeans. The information processing
met hod conprises the steps of: causing the storing neans to store the
identification information and the first tally information while
associating the two kinds of information; causing the in receiving neans to
receive the identification information retrieved fromthe first storage
medi um and el isgcgnahearad 1op insfasrime itdre fidemtitfe ocsddemd TP 18I um
causing the searching neans to search the storing neans for the first

tal ly i nf orretdievens Socimtted: ditdstt hecoradentmedioat iandd itdfooraamansh recei ved
by the receiving neans; and causing the authentication information

acqui ri ng redns; tioRegidtioraiEhentieats arord faramtgeomedisingg aaes g st
tally information retrieved by the searching neans and the second tally

i nformati onyecrimet: iy ddimd aceisdngHreans stdriesy medargs aldr tiie
invention, there is also provided an information processing apparatus for

perform ng @mn-quthent) Gald Hmdreeesss fased b witderdid i cation information
which is stored in a“first

identification infgrmation received by the receiving

means; and causing the authentication information

acquiring means to acquire authentication information

using the first tally information retrieved by the

searching means and the second tally information received

by the receiving means.

In carrying out the inventién, there is also
provided an information processing apparatus for
performing an authentication process based on
identification information which is stored in a first
storage medium and which identifies first tally
information stored in a server and on second tally
information stored in a second storage medium. The
information processing apparatus comprises: storing means
for storing the identification information and the first
tally information while associating the two kinds of
information; receiving means for receiving eithei the
identification information from the first storage medium

or the second tally information; searching means for
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storage nedium and which identifies first tally information stored in a
server and on second tally information stored in a second storage nedi um
The information processing apparatus conprises: storing nmeans for storing
the identification information and the first tally information while
associating the two kinds of information; receiving neans for receiving
identification information fromthe first storage nmedium or
the second tally infornation searching neans for 112 searching the storing
means for the first t |nfornat|onnESSOC|at d mnt%%%fe identification

ei ther the

i nf or mat i on> TRCEIVEY t?ﬁp¥%%%f9?%%s

ui ring neans for acquiring authentication information based

information, a
on the first?
second tally |nfornat|on (|nfornat|on processing apparatus of the second

constltutloﬁ§ ox

i nvention

will

rSlut

Ycation

W%quqﬁ%ﬁ§ﬁ&%%ﬁﬁ?eW%?%v%QPtﬁﬁﬁmﬁﬁg%%? }He™g means and on the

T RGBT eR Ry Rheckefri g dre@ds endRdi nent of this
now be described in detail with reference to the

acconpanyi ljrdrentiirptiqn)idernaeion aceuiseiondiesdddipenRcCEIEEinD is a
view outlining an automatic log-in systempracticed as the
- second enbodlipieentigfattivirs information based on the first tally

concept ual

information retrieved by the searching means and on the
second tally information (information processing

apparatus of the second constitution).

{Second embodiment)

(1)

A second preferred embodiment of this invention

will now be described in detail with reference to the
accompanying drawings.

‘Outline of the second embodiment

Fig. 20 is a conceptual view outlining an automatic

log-in system practiced as the second embodiment of this
invention. When performing an automatic log-in process,
the automatic log-in system 100 allows a user to request
authentication using card-specific information 101 held
in the IC card 10 and password information 102 kept in

the portable memory 11.

A server 110 performs a user authentication process

by acquiring a user ID and a password from the card-
specific information 101 and password information 102

respectively. In this case, the card-specific information
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i nvention. Wen performng an automatic log-in process, the automatic

| og-in system 100 allows a user to request authentication using
card-specific information 101 held in the IC card 10 and password
information 102 kept in the portable nmenory 11. A server 110 perfornms a
user authentication process by acquiring a user ID and a password fromthe
card- specific information 101 and password information 102 respectively.
In this case, the card-specific information 113 101 and password

informatio 2 constitute. .aufhentication request information, and the
user 1D anguiEHEI éﬁﬁﬁﬂ?fqmﬂ&£QﬁW%ﬁ&?Rﬁﬁ§]e&? 34T mati on. The server
110 conpri ses .an aut hentication information database 120 that is_searched
for aut heR TR O HIY eRIWHS st IHRI RAHeF B n. aheEhey i ekt 1R 279N

i nformation_ database 120 has a | ogical structure shown in Fig. 22B. In this
structure, tHe REFTHOLDEENS AR shrRt et | tnEegwrie®ed with a portable
menory | D 103, password information 102, and a user ID 106. The password
informati on 102 i $heuEEAFEraddcicarmed i sgist lana apddemdridatd®n Wien requesting
the server 110 for authentication, the user sets the IC card 10 and
portabl e neidfrormetian datebasmanil) thab dmveedtwhaxhribspeci fic i nformation

101,
authentication information stored therein. The

authentication information database 120 has a logical
structure shown in Fig. 22B. 1In thié structure, the card-
specific information 101 is associated with a portable
memory ID 103, password information 102, and a user ID
106. The password information 102 is further associated
with a password 105.

When requesting the server 110 for authentication,
the user sets the IC card 10 and portable memory 11 to
the terminal 3 to have the card-specific information 101,
-password information 102 and portable memory ID 103
transmitted from the storage media to the server 110.

The server 110 receives the transmitted information
and ID, and checks to see whether the received password
information 102 and portable memory ID 103 are found
associated with each other in the authentication
information database 120. The sever 110 also verifies
that the password information has been retrieved from the

portable memory registered in the authentication
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password i nformati on 102 and portable nenory ID 103 transmtted fromthe
storage nedia to the server 110. The server 110 receives the transmtted
information and I D, and checks to see whet her the received password
information 102 and portable nenory I D 103 are found associated with each
other in the authentication information database 120. The sever 110 al so
verifies that the password information has been retrieved fromthe
portable nenory registered in the authentication 114 information database

120. By resor%iqg 0 thg thentLg@tion information database 120, the
server 110 tHeR" %éh??e 2r#ePPassord 105 fromthe conbination of the
password information 102 and card-specific informati,on 101, and obtains
the user ID 106 fHomIIFCHU- St it iae OXfet-Phe user 1D
106 is derived fromthe conbination of the password information 102 and
card- speci F#t2PaFer hali oA 09eEEcHeker | bRan 2RBUEEPYeFha 1D2EENOTEscer t ai n
that the I C card 10 used by the user was registered previously in the
aut hent i cat1®n FrP®r bt i epmb b bbeseoiobhe Thessepy@driniornapiansdlyerify
that the conbination of the IC card 10 and portable nmenory 11 coincides
with that whiéhcaed-seetitfie ctnbefnabhondl0h, 2he@ clitdbnmsi thei vaer
i nformati on dat abase 120. :

ID 106 from the card-specific information 101.

When the user ID 106 is derived from the
combination of the password information 102 and card-
specific information 101 as described, the server 110 can
ascertain that the IC card 10 used by the user was
registered previously in the authentication information
database 120. The server 110 can also verify that the
combination of the IC card 10 and portable memory 11
coincldes with that which was registered beforehand in
the authentication information database 120.

Although the second embodiment above was shown
acquiring the password 105 from the combination of the
password 102 and card-specific informaticn 101 received,
this is not limitative of the invention. Alternatively,
the password 105 may be derived from the password
‘information 102.

The server 110 carries out the user authentication
process based on the user ID 106 and password 105 thus

acquired.
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Al t hough the second enbodi nent above was shown acquiring the password 105
fromthe conbination of the password 102 and card-specific information 101
received, this is not limtative of the invention. Alternatively, the
password 105 may be derived fromthe password i nformation 102. The server
110 carries out the user authentication process based on the user ID 106
and password 105 thus acquired. 115 If the user is successfully
aut henticated, the server 110 allows the user to log in. If the user
aut hentication is_unsuccessful, the server 110 denies Iog-i n to the user.
The password inf offmEnenuier i§ FHEGERELNOAYt RHENFBLIGaEEEafB8 wWith the
password 105. As such, the password information 102 constitutes a
so-cal | ed eeevEmd lfagdweng, the aiser frasiswbria.gehér AheduFsr each
aut hentication pass and discarded once it is used. After the user
aut hent i catsiubhgntdeedsont e sesrerce skl lge dreatses vieew 1945 sigaviced nf or mat i on
102 and sends it to the termnal 3. The termnal 3 receives the password
i nformat i olcdPArand whe esert. to the portable nenory 11. The password
information 102 witten to the portable nmenory 11 this tinme will be used in
the next The password information 102 is information that is
associated with the password 105. As such, the password
information 102 constitutes a so-called one-time password,
i.e., a password generated for each authentication pass
and discarded once it is used.
After the user authentication process, the server
110 generates new password information 102 and sends it
to the terminal 3. The terminal 3 receives the password
information 102 and writes it to the portable memory 11.
The password information 102 written to the
-portable memory 11 this time will be used in the next
user authentication process.
{2) Detalls of the second embodiment_
Fig. 21 is a schematic view depicting a typical
network configuration of the automatic log-in system 100
practiced as the second embodiment of this invention.
The network configuration of the automatic log-in
system 100 is the same as that of the automatic log-in

system 1 described earlier. The system 100 comprises a

server 110 in which a service site is established, a
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user authentication process. (2) Details of the second enbodi nent Fig. 21
is a schematic view depicting a typical network configuration of the
automatic log-in system 100 practiced as the second enbodi nent of this

i nvention. The network configuration of the automatic log-in system 100 is
the sane as that of the automatic log-in system 1l described earlier. The
system 100 conprises a server 110 in which a service site is established,
a 116 termnal 3 that makes use of the service site, and that part of the
Internet 2 which c ects, the termnal .3_w t he server In_ the
descri pti on-TH&D qgn€ OBt FiRkes c%ﬁ%o%%n?%e ?rYﬁ%esﬁﬁgﬁd %%oﬁh%%nt whi ch
have their |dent|€ counterg és in the |n|t|aII dlscusseg ? pdl ment
will be d&tgnated-b 1PkeTREF ef efREChunRrRpsts tFEImﬂ%§ pttohs of

t he conponents will be sinplified or omtted mhere redundant. The term nal
3, reader/ % efeTVeHotidbl e nenory drive 8, and IC card 10 are
structurally the same as those in the enbodi ment described earlier. The

termnal 3 writes IandhedRs@Rint ian &het o lawe 1Thess CAPIRYiRgh t he

reader/writer 7 in noncontact fashion. The termnal 3 also wites and
reads data @b ©ml second embodiment which have their identical

counterparts in the initially discussed embodiment will
be designated by like reference numerals, and the
.descriptions of the components will be simplified or
omitted where redundant.

The terminal 3, reader/writer 7, portable memory
drive 8, and IC card 10 are structurally the same as
those in the embodiment described earlier.

The terminal 3 writes and reads data to and from
the IC card 10 through the reader/writer 7 in noncontact
fashion. The terminal 3 also writes and reads data to and
from the portable memory 11 by getting the portable
memory drive 8 to drive the poftébie memory 11 loaded
therein.

The IC card 10 (Fig. 20) heolds card-specific
information 101, or information specific to this IC card
10 (i.e., information for allowing this IC card to be
distinguished from other IC cards}).

A card ID, an electronic money ID given to an

electronic money function of the IC card 10, or some.
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fromthe portable nenory 11 by getting the portable nenory drive 8 to
drive the portable nenory 11 | oaded therein. The IC card 10 (Fig. 20)

hol ds card-specific information 101, or information specific to this IC
card 10 (i.e., information for allowing this IC card to be distinguished
fromother I1C cards). A card ID, an electronic noney ID given to an

el ectronic noney function of the I1C card 10, or sone 117 other suitable ID
i nformati on may each be used singly, or they may be enployed in an

appr opr | at eo¢abl oAt 0N £e 18, 4neARDCt Dnail ¢! et ogL . Koy Car@%as Lhe

card-specific information oug

furth t t
veri fied by (G Sa7.a? %Télﬁ%goi .%;F?B'ﬁ%%ma?ﬁecog%ﬁggébae. Feo- 3

f t further h f The 1C
card 10 congtray ?esareﬂeg%-eﬁéroﬁ%s?%aﬁgﬁiaptnes Bhe card Specirie
i nformation, 18 f0£ E first identification information for identifying
the first 3POPEYRHBRI *The portable nenory 11 hol ds the password

i nformation 102 andtPortabIe menory | D 103. The password
hough not shown, the IC card 10 may further

- accommodate other card information. That information may
be verified by the server 110 in combination with the
card-specific information 101 so as to further enhance
the level of security.

The IC card 10 constitutes the first storage medium.
The card-specific information 101 forms the first
identification information fo; identifying the first
storage medium.

The portable memory 11 holds the password
information 102 and portable memory ID 103. The password
information 102 is issued by the server 110, and the
portable memory ID 103 is ID information specific to this
portable memory 11 (Fig. 20).

A plurality of pieces_of password information 102
may preferably be stored for use in a plurality of setups,
as will be discussed later.

The portable memory 11 constitutes the second
Astorage medium. The password information 102 makes up

tally information associated with authentication
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information 102 is issued by the server 110, and the portable nenory ID
103 is IDinformation specific to this portable nenory 11 (Fig. 20). A
plurality of pieces of password information 102 nmay preferably be stored
for use in a plurality of setups, as will be discussed |later. The portable
menory 11 constitutes the second storage nedium The password information
102 makes up tally information associated with authentication 118
i nformation. The portable nmenory ID 103 fornms the second identification
information for identifying the second storage nedium The termnal 3
reads the darfpmpddioni-c” ThRoppatipbie TeRoryofDt R83| Eosmsdthe &/REFPRe
password information 102 and portable nenory ID 103 fromthe portable
mermory 11, idgmdn ftitme tiore dmf ciOnadricbnt heopordentlid wigorghel segandet in the
reader/witer 7 (Fig. 21) and the portable nmenory drive 8 respectively.
The i nf or mticoragnchetcdhiennd.D thus retrieved are transmtted fromthe
termnal -3 to the server 110. The portable nenory ID 103 is needed to
ascertain that thaepoetrabhelmneerdsl the ceagicsteeedfin tindosemtdon 110 as
a rightful property of this user. A request for wuser authentication is
made t hroudgiot herdssemf e dt0 and the password information 102
and portable memory ID 103 from the portable memory 11,
when the IC card 10 and the portable memory 11 are set in
the reader/writer 7 (Fig. 21) and the portable memory
drive 8 respectively. The information and the ID thus
retrieved are transmitted from the terminal 3 to the
server 110.
The portable memory ID 103 is needed to ascertain
that the portable memory 11 is registered in the server
110 as a rightful property of this user. A request for
user authentication is made through the use of the card-
specific information 101 and password information 102.
In this manner, the user can reguest user
authentication by simply setting the IC card 10 and
portable memory 11 in the terminal 3. The user is thus
able to log in to the server 110 without entering a user
ID or a password through an input screen.
The server 110 comprises functional units such as a

registration unit 13a, an automatic log-in unit 15a and a

.service site 1l7a, as well as databases including an
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specific information 101 and password information 102. In.this manner, the
user can request user authentication by sinply setting the IC card 10 and
portable nenory 11 in the terminal 3. The user is thus able to log into
the server 110 without entering a user |D or a password through an input
screen. The server 110 conprises functional units such as a registration
unit 13a, an automatic log-in unit 15a and a service site 17a, as well as
dat abases including an 119 ............... aut henti cation information
dat abase 120. The server 110 can act as an authentication server that
perforns a USERCRt PRI PR atPEArBRbEeRsda iR tasl4he second enbodi nent of
the invention lets the server 110 carry out the user authentication
process and of f er TREeSARYEY t0 & Ut a3 ans s PoA bl SR WVEFst ruct a
system conprising two separate servers, i.e., an authentication server for
carryi ng outhahecarfoems | zaesen apebersicatinn dreessee Joramgas gihe
providing the user with services. In this setup, the service server offers
servi ces ond§cend térabedanemhoohashbebnvent hemtieks edhdysetrheralihenti cation
server. The automatic log-in unit 15a perfornms the authentication process
usi ng the ceaxergpmct filte user authentication process and offer

services to the user, it is also possible to construct a

system comprising two separate servers, i.e., an

authentication server for carrying out the authentication

process, and a service server for providing the user with

~services. In this setup, the service server offers

services only to the user who has been authenticated by

the authentication server.

The automatic log-in unit 15a performs the

authentication process using the card-specific

information 101 and password information 102 sent from

the terminal 3. When the user is successfully

authenticated, the automatic log-in unit 15a allows the

user to log in.

As will be discussed later in more detail, the

automatic leg-in unit 15a searches the authentication

information database 120 for a user ID and a password by

use of the card-specific information 101 and password

information 102. The authentication information retrieved

by the search is used to authenticate the user.
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information 101 and password information 102 sent from the term nal 3.
When the user is successfully authenticated, the automatic log-in unit 15a
allows the wuser tolog in. As will be discussed |ater in nore detail, the
automatic log-in unit 15a searches the authentication information database
120 for a user ID and a password by wuse of the card-specific information
101 and password information 102. The authentication information retrieved
by the search is used to authenticate the user. 120 The registration unit
13a allows a new user to, register for the use of the service site 17a. The

autonmatic | og-in uf® TESE SR Wits el @itams Gaticdh USfrodsss on each
user who has been regi stered anew by the registration unit 13a. The
aut hent i cat¥H-FHeBr FRt | Uhe detasaSetnoosesvice duleakea + hditisst or es
information through which to search for authentication information, as
wel | as usetuiomathatieduckhis Lsereer permanal user crushéhi cahion
aut hentication informati on database 120 will be discussed later in nore
detail. Fi RrexXss som didrkuishagriam szhdpeen caddistemsti catewndon fheacti onal
structure of the automatic log-in wunit 15a.
registration unit 13a.
The authentication information database 120 is a
database that stores information through which to search
for authentication information, as well as user
information such as users’ personal information. The
authentication information database 120 will be discussed
later in more detaii.
Fig. 22A is a block diagram schematically
indicating a functional structure of the automatic log-in
unit 15a.
The automatic log-in unit 15a comprises a terminal
access unit 131, a password information verification unit
132, an authentication information search unit 133, an
authentication unit 134, and a password information
generation unit 135.
The terminal access unit 131 exchanges data with
the terminal 3.
More specifically, the terminal access unit 131

transmits log-in screen data to the accessing terminal 3;

receives the card-specific information 101, password
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The automatic log-in unit 15a conprises a termnal access unit 131, a
password information verification unit 132, an authentication information
search unit 133, an authentication unit 134, and a password information
generation unit 135. The term nal access unit 131 exchanges data with the
termnal 3. More specifically, the termnal access unit 131 transmts

| og-in screen data to the accessing termnal 3; receives the card-specific
information 101, password 121 information 102, and portable nenory ID 103

sent fromthe_ term nal in response to the | og-| reen data; and sends
password i mt5F ¥R BTy ’ataé?f?tigj)j’ﬁémp%%%‘?ﬂy g%%?]o(f%eﬁ?lgfn %e%r Fon unit
135 to the termnal 3. The term nal access unit 131 constitutes the nmedium
i nf or mat i on- R} nYy e AIRSRANI I '© MR AL PRTD SEFeGRrdbtF 3THE terni nal
access unit 131 may be arranged to verify whether the card-specific
i nf or mat i onSeNdA PHBEKESH d i eraist o roamerated portd I RASSIRTY I D 103 are
sent fromthe same termnal 3. In this case, the automatic log-in unit 15a
may be furiheereateyaenarateign dintent 3T at¢ obhe ftexeiral t2ns of
information are found to have been sent separately from different
terminals 3. This Tieoviedesnal addietsisomalit 131 constitutes the medium
information receiving means cof this embodiment.
Preferably, the terminal access unit 131 may be
| arranged to verify whether the card~-specific information
101, password information 102, and portable memory ID 103
are sent from the same terminal 3.

In this case, the automatic log=-in unit 15a may be
further arranged to deny authentication 1f these items of
information are found to have been sent separately from
different terminals 3. This provides an additional
measure of security.

The password information verification unit 132
receives the password information 102 and portable memory

. ID 103 from the terminal access unit 131, and checks to
determine whether the password information 102 has been
retrieved from the portable memory 11 registered in the
authentication information database 120 as the user’ s
legitimate property. The check prevents.the password

information 102 from getting copied from the portable

memory 11 to another portable memory for fraudulent uses.
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measure of security. The password information verification unit 132
recei ves the password information 102 and portable nenory 1D 103 fromthe
term nal access unit 131, and checks to determ ne whether the password
informati on 102 has been retrieved fromthe portable nmenory 11 registered
in the authentication information database 120 as the user's legitimte
property. The check prevents the password information 102 fromgetting
copied fromthe portable nenory 11 to another portable nenory for
f raudul ent ?ﬁes. #22 This.glso §r0§id s _an added neasure, of security. The
password i nt'OtFeffdn REPYHPES: PBn2EARE BS3SHEG CAc§GFPELtKe card-specific
information 101 frgmthe termnal access unit, 131 to determ ne whether the
IC card 10 handl é*HPIHF UL A OFR T o gt b ber T R natiaut dedidat i on
informati on dat abase 120 as the user's property. The password information
verificati oRCUMF¥e 18D RAyIaFBECHEiEf ynhRERAELORNA0dohBPRatNBN of the
portable nenory ID 103 and card-specific information 101 or the
conbi nat i ont®¥Mimel pagsaes dunit of At tendebermhdepwhesbes thendfycebd103 is
the sane as the conbination registered using the password information 102.
Wth the setbntkrdbedi henthet hese Verdfilyategnstared d¢arkthed out by the
aut hentication information search unit

authentication information database 120 as the user's

property. The password information verification unit 132
may also verify whether the combination of the portable
memory ID 103 and card-specific information 101 or the
combination of the password information 102 and portable
memory ID 103 is the same as the combination registered
using the password information 102.

With the second embodiment, these verifications are
carried out by the authentication information search unit
133 in parallel with the search for authentication
information.

A typical structure of the authentication
information database 120 is described below.

Fig. 22B is a schematic view illustrating logical
relations between those items of user authentication
information which are stored in the authentication
information database 120,

The authentication information database 120 stores,

regarding each user, the card-specific information 101,
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133 in parallel

with the search for authentication information. A typica

structure of the authentication information database 120 is descri bed
below. Fig. 22B is a schematic viewillustrating logical relations between
those itens of user authentication information which are stored in the

aut henti cati on

i nformati on dat abase 120. The authentication i nfornmation

dat abase 120 stores, regarding each user, the card-specific information
101, 123 password information 102, portable nmenory I D 103, password 105,

d | D.106 whi.ch iated w
o oe ol PAoRu o BEEndB30R! B0E it Len R re RSt Ral BalBaor 4 i or mat i on

card- spec

ne anot her., illustrated, the

102, portable nqur¥ %D 10 and user | D 106. The password inforpmation
102 is furtReFSUREdct Ared?

t RSehel BakRoVAlgbsarenasseriared 161 Hay

regi ster beforehand the conbination of the I1C card 10 and portable nmenory
11 for use®By ¥MREMEEr, by having the card-specific information 101 and
portable nenory ID 103 stored in the authentication information database
120 i n associ ati oS Wit saatesthdhe Wand-tdneyel His oot fimat iragt atfQons in

pl ace, the user

is associated with the password information 102, portable

memory ID 103, and user ID 106. The password information

102 is further associated with the password 105.

The server 110 may register beforehand the

combination of the IC card 10 and portable memory 11 for

use by the user, by having the card-specific information

101 and portable memory ID 103 stored in the

authentication information database 120 in association

with each other.

With these associative relations in place, the user

ID 106 and password 105 are identified using the card-

specific information 101 and password 102 respectively.

The user authentication process is carried out using the

user ID 106 and password 105 thus identified.

In the case above,'the user ID 106 constitutes

first authentication information associated with the

first identification information (i.e., card-specific

information 101), and the password 105 makes up second

authentication information associated with the tally

information (password information 102).
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| D 106 and password 105 are identified using the card- specific information
101 and password 102 respectively. The user authentication process is
carried out using the wuser ID 106 and password 105 thus identified. In the
case above, the user ID 106 constitutes first authentication information
associated with the first identification information (i.e., card-specific
information 101), and the password 105 makes up second authentication
information associated with the tally information (password information
102). 124 The pas rd _information 102 js ed as a ope-tine sswor d.
That is, a new pass%\i\%rpc?%sgqodfgelfhﬁ%ﬂnﬁ 0%3]:9?3/ 1H055ehtd T 4 i Ui pridtess
carried out_anew. %ﬁs%ﬁ%&jn t he password infornmation 102 once it is used
in a given BOTREAtFeath c LY RAWOLG dsPesadadirienre @ urity.
Even if the portable nenory 11 is fraudulently obtained by a third party,
the third parPtyeRFLCHREMr LTACRROWERELBAsEWer 81905, The associ ati ve
relations shown in Fig. 22B are not limtative of how the card-specific
information 101, PasSSwsHag dther mas oo 2Znisomadhlon fdbronged 03is
password 105, and user ID 106 are to be related to one another. O her

sui tabl e repe@¢ohe Freyltrn exvtibtnhedt bonl pudcéss eorpvdedeat hagdad | ow any

.one itemof information
measure of security. Even if the portable memory 11 is

fraudulently obtained by a third party, the third party
is unable to know the password 105.

The associative relations shown in Fig. 22B are not
liﬁitative of how the card-specific information 101,
password information 102, portable memory ID 103,
password 105, and user ID 106 are to be related to one
another. Other suitable relations may be established and
utilized provide they allow any one item of information
to serve as a pointer pointing to another item of
iﬁfgrmation.

The card-specific information 101 need not be
associated with the password information 102. The user
authentication process can still be carried out if the
user ID 106 is derived from the card-specific information
101 and the password 105 from the password information
102.

Although not shown, the authentication information

database 120 further accommodates users’ personal
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to serve as a pointer pointing to another itemof information. The
card-specific information 101 need not be associated with the password
information 102. The user authentication process can still be carried out
if the wuser ID 106 is derived fromthe card-specific information 101 and
the password 105 fromthe password information 102. Although not shown,
the authentication information database 120 further accommbdates users
personal 125 information (e.g., each user's nanme, age, gender, address,
wor kpl ace, an hObg%%h Returning bo Fig, 22A, the password inforpation
verificati oh"tRAtT? séGrBhesCPRB ASEHe st "GRG oIS/ nIFHHS o ¢t etise 120
for the password. information 102 and portable nenory ID 103 received from
t he terninaWor%B%%g%'u%?@ RAPY| n order to check whether the same password
informati on 102 and portable nenory |ID 103 associated with each other are
regi stered in the RHHEBEHSY t2dFi9n 24 dduve rfs awrrchuirHemmadaidron
informati on database 120, the password information 102 is associated wth
t he portableerpfioatbynvayiofl3heseardhepethéiguthemoioation 101). The
result of the check above is forwarded to the

information database 120 for the password information 102

and portable memory Ib 103 received from the terminal
access unit 131, in order to check whether the same
password information 102 and portable memory ID 103
associated with each other are registered in the database
120 (in the case of the authentication information
database 120, the password information 102 is associated
with the portable ID 103 by way of the card-specific
information 101).

The result of the_chedk above is forwarded to the
authentication information search unit 133.

The authentication information search unit 133
receives the result of the check from the password

information verification unit 132.

If the result of the check verifies that the
.combination of the password information 102 and portable
memory ID 103 is registered in the authentication
information database 120, then the password information
Verification unit 132 searches for authentication

information. If the result of the check fails to verify.
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aut hentication informati on search unit 133. The authentication information
search unit 133 receives the result of the check fromthe password
information verification unit 132. If the result of the check verifies that
the conbination of the password information 102 and portable nenory ID
103 is registered in the authentication information database 120, then the
password information verification unit 132 searches for authentication
information. If the result of the check fails to verify 126 that the
password i nf.ormation 102 an ortabl e ne ID 103 are registered in the
authenticaIFQﬁFi%?%rﬂ%fF%ﬂrgdg?é&EE%Fﬁ%@nfﬁgc%ﬂ@iB%fF Let thetRut omati c
| og-in uni# %Sa term pates the authentication aéocess W t hout searching
for the auth&EhtFEat FORLFhPE7mt? ore | FuEhenbhsahbrl 1RERFHHEI SN
verification unit 132 checks whether the | C card 10 or the conbination of
the |C cardPa@dPasd po?t &bl eomeriian, i shergihe epebiomabic floghunit 132
successfully verifies the registration, then the authentication
i nf or mat i orsEarthe ukermin3tevaththezut iont hoahbon | paocons iwithomt i on. | f
the check above fails to verify the registration, the automatic |log-in
unit 15a tsEFickies foe bl henthertiont procisSormienosear chi ng for
aut hentication information, the

If the password information verification unit 132

checks whether the IC card 10 or the combination of the
IC card 10 and portable memory 11 is registered and if
the unit 132 successfully verifies the registration, then
the authentication information search unit 133 searches
for authentication information. If the check above fails
to verify the registration, the automatic log-in unit 15a
terminates the authentication process.

When searching for authentication information, the
authentication information search unit 133 acgquires the
card-specific information 101 and password information
102 from the terminal access unit 131. Using the
combination of the acquired information, the
authentication information search unit 133 searches the
authentication information database 120 for the user ID
106 and password 105. The user ID 106 and password 105,
when retrieved by the search, are forwarded to the
authentication unit 134.

If the combination of the card-specific information
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aut hentication informati on search unit 133 acquires the card-specific
information 101 and password information 102 fromthe term nal access unit
131. Using the conbination of the acquired information, the authentication
information search unit 133 searches the authentication information

dat abase 120 for the user ID 106 and password 105. The user |ID 106 and
password 105, when retrieved by the search, are forwarded to the
authentication unit 134. |If the conbination of the card-specific
infornation ss rd information no nbi pati ons
of 1 or mat 738 r?ae%.s‘g apetd S T W R SR bt TR i by
no search is.m authentlcatl n.informatjon. For exanple, if the
passwor d tu?ﬁsl%g?rT%tb%ntﬁ%g155§§ r L?%rﬁ%f?%%tiﬁﬁtﬁﬁ? t he
card-specific_ information conbined with the information 102 is different
fromthe | et PHBEEICRr 2 5pRRPEI L2 nf BP nBERBAN 191M2¢RehOFhe search for the

password 105 will not be carried out. As described, where a search is made
for the pa3SheeRtiestis@ LREPLIEE1OB- using the conbination of the
card-specific informati on 101 and password information 102, a check can be
made to deterni ne BHetarample 1iE ddre) password turns out to be the

password information 102 but the card-specific
information combined with the information 102 is
different from the legitimate card-specific information
101, then the search for the password 105 will not be
carried out.

As described, where a search is made for the
password 105 and user ID 106 using the combination of the
card-specific information 101 and password information
102, a check can be made to determine whether the IC card
10 and portable memory 11 utilized by the user are duly
registered in the authentication information database 120.
A check can also be made to determine whether the IC card
used by the user is the legitimate IC card 10.

The authentication unit 134 acquires the
authentication information (user ID 106 and password 105)
from the authentication information search unit 133 and
uses the acqguired information to authenticate the user.

Although not shown, the server 110 has a database

that stores a user ID and a password in combination
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10 and portable nmenory 11 utilized by the user are duly registered in the
aut hentication informati on database 120. A check can also be nmade to
determ ne whether the 1C card wused by the user is the legitimate I1C card
10. The authentication unit 134 acquires the authentication information
(user 1D 106 and password 105) fromthe authentication information search
unit 133 and wuses the acquired information to authenticate the user.

Al t hough not shown, the server 110 has a database that stores a user 1D

and, 2 p“%@oéﬁ@mw% TR e

aut hentication processes i on uni s the

aut hent i cat, SS e use 06 an assword 105
retrieved b%/Pﬁ%%% her#%éca on % htr‘f’aq‘r\ e1 R Otrp §%al nst the

user 1D s asswords held int ase. Wien the_use

successf ul ?é;\g%}g?rh ?a%%?%opr?%%ssﬂhgﬁ?? Ja‘E‘?o’?P%n‘ﬁe’iﬁDa]réﬁv\%n@he user to
log in to the ser site., If the user is not authenticated, the

aut hent i catQWW‘¥ R ERVEdRY n %%da%@h%%th?ﬁ%*?%rlnﬁ%%%%’@@@o t he

term nal 3. V\hen the authentication unit 134 has fini shed user
aut hent i catTHECR M Hasshorapa Hisk nelte oasgent? s | arA uPR 35WABSs gepkd at es new

passmnrd information 102 and sends it
in the database.

When the user is successfully authenticated, the
authentication unit 134 allows the user to log in to the
service site. If the user is not authenticated, the
authentication unit 134 denies log-in and sends an error
message to the terminal 3.

When the authentication unit 134 has finished user
authentication, the password information generation unit
135 generates new password information 102 and sends it
to the terminal 3 via the terminal access unit 131. At
the same time, the password information generation unit
135 substitutes the new password information 102 for the
once-used password information 102 held in the

-authentication information database 120.

The automatic log-in unit 15a accepts a user
authentication request for the next user authentication
process using the new password information 102.

As described, the password information generation

unit 135 and terminal access unit 131 constitute the
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to the termnal 3 via the term nal access unit 131. At the sane tinme, the
password i nformati on generation unit 135 substitutes the new password
information 102 for the once-used password information 102 held in the
aut henti cation information database 120. The automatic log-in unit 15a
accepts a user authentication request for the next user authentication
process using the new password i nformation 102. As described, the password
i nformation generation wunit 135 and term nal access unit 131 constitute

the 129 t information transmtiing neans that generates tall

it or mat i ont T hG ok E AT RAE b et She bt oGt Sanact b CgRREr Beed F M r mat i on
to the terniqﬁl 3., The ?assmnrd ipformation generation unit 135 further
const i t ut es"HHETER b PR g RRARECFSr 1Rt oF Mt PRel0genard: 2endal t52 i nf or mat i on
into the authentication_ information database 120 (storage unit). Upon
recei pt of IHEIRWPasRinFRtHeorrattlon tepminadndthe server 110, the

termnal 3 replaces the currently stored password information 102 (used

for the current (38 Rafgserd daficomatdqrestondrattivm porittall3® nenmory 11
with the new password information 102. Next tine the user requests

aut hent i catiwrithehecorst jtissudthe patssming naéons nfodr ont dOhai the be used.

generated tally information into the authentication
information database 120 (storage unit).

Upon receipt of the new password information 102
-from the server 110, the terminal 3 replaces the
currently stored password information 102 (used for the
current user authentication regquest) in the portable
memory 11 with the new password information 102. Next
time the user requests authentication, the newly issued
password information 102 will be used.

As described, the terminal 3 comprises: the medium
information transmitting means for transmitting the card-
specific information 101 and password information 102 to
the terminal 3; the tally information receiving means for
receiving the tally information (password information
102) from the server 110; and the replacing means for
replacing the currently stored password information 102
in the portable memory 11 with the newly generated
password information 102.

Fig. 23 is a flowchart of steps in which the user
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As described, the termnal 3 conprises: the nmedium information
transmtting nmeans for transmtting the card- specific information 101 and
password information 102 to the termnal 3; the tally information
receiving nmeans for receiving the tally information (password information
102) fromthe server 110; and the replacing neans for replacing the
currently stored password information 102 in the portable nenory 11 with
the newly generated password information 102. Fig. 23 is a flowhart of

steps in wh Q%t%? ?ﬁe{helggr 985 intog Iihe hserw%f %%O%tm (Fig. 21) from

t he ternln automati ¢ | 0g-in~ sy s eny % to be

descri bed b A arried out. b t he CPU of the te nal 3 and that of
the server ﬁ%@ﬁéﬁéfkge%#n %n?%F?%?%%%n%O%r%ﬁrﬁﬁﬁt Wh£ggser at the ternina
3 first gains access t th ve 110 il tratively utt|n the URL
of the service sfﬁ? %p[ Qcc?h;’r? ;Ee( %&rﬂ@grqeﬁp

term nal access unit_131 sends, to the termnal 3 an aUX|I|ar¥@progran1for

causi ng t he"#erPfhatf 3the Fapnirehts aandutratPE Hor-sereapablfiiy (step

2405). Illustratively, the auxiliary programcauses the termnal 3 to
carry out tFRERHIY oWy FeARYIUhPIQFEAShe user accesses the service site

17a fromthe termnal 3,
The user at the terminal 3 first gains access to

the server 110 illustratively by inputting the URL of the
service site 17a through the browser (step 2105).
In turn, the terminal access unit 131 sends to the
terminal 3 an auxiliary program for causing the terminal
3 to implement an automatic log-in capability (step 2405).
Illustratively, the auxiliary program causes the
terminal 3 to carry out the following functions: when the
user accesses the service site 17a from the terminal 3,
the terminal 3 is made to read the card-specific
information 101 from the IC card 10, read the password
information 102 and portable.memory ID 103 from the
portable memory 11, transmit the card—specific
information 101, password information 102 and portable
memory ID 103 thus read to the server 110, or receive the
password 102 issued by and sent from the server 110 so as
Ato substitute the received password for the currently
stored password information 102 in the portable memory 11.

If the auxiliary program is found already installed
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the termnal 3 is nmade to read the card-specific information 101 fromthe
| C card 10, read the password information 102 and portable nenory 1D 103
fromthe portable nmenory 11, transmit the card-specific information 101,
password i nformation 102 and portable nenory ID 103 thus read to the
server 110, or receive the password 102 issued by and sent fromthe server
110 so as to substitute the received password for the currently stored
password information 102 in the portable nenory 11. If the auxiliary
programis fou already installed, 131 in the termnal 3, as when the
server 110 %g ?gebter%%%%£sgd ?%rwaegeﬁeﬁdsFFﬁ%roif%nlﬁ FatBF pass, the
server 110 will nqt _transmt the auxiliary programin step 2405. The
termnal reREFTBECENECTRURI PRSPV pF SR aRTaRB 2i hSEarIR2$S: €HeaEEBV%5nce
with the installed auxiliary program the termnal 3 activates the
reader/writet079Edl Bekekzansmit cChar auxdliargppPadndn FRestercafB®10
comuni cates with the reader/witer 7 in noncontact fashion, thereby
transmitting the cHi-tepdaisl cagdioremttion a0l tie mheoterramaand (step
2205). The termnal 3 acquires the card-specific information 101 through
t he reader/iwr$Etetl?, itnd Benpdsondence quitledhanfioratstlilod tapitileli ey ver 110

(step 2115). In the server 110, the termnal access unit 131
program, the terminal 3 activates the reader/writer 7 to

aécess the IC card 10 (step 2110).

‘The IC card 10 communicates with the reader/writer
7 in noncontact fashion, thereby transmitting the card-
specific information 101 to the terminal 3 (step 2205).

The terminal 3 acquires the card-specific
information 101 through the reader/writer 7, and sends
the acquired information to the server 110 (step 2115).

In the server 110, the terminal access unit 131
‘receives the card-specific information 101 (step 2410).

The terminal 3 then activates the portable memory
drive 8 to read the password information 102 and portable
memory ID 103 from the portable memory 11 (step 2120).

The portable memory 11 offers the password
information 102 and portable memory ID 103 stored therein
to the terminal 3 via the portable memory drive 8 (step
2305).

The terminal 3 sends to the server 110 the password

information 102 and portable memory ID 103 acquired from
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receives the card-specific information 101 (step 2410). The termnal 3
then activates the portable nenory drive 8 to read the password i nformation
102 and portable nenory ID 103 fromthe portable nenory 11 (step 2120).
The portable nenory 11 offers the password informati on 102 and portable
menory I D 103 stored therein to the termnal 3 via the portable nenory
drive 8 (step 2305). The terminal 3 sends to the server 110 the password
information 102 and portable nenory ID 103 acquired from 132 the portable
menory 11 (step_21 In the server 110 he term nal access unit 131
recei ves théh%a%%ﬁﬁg%l?nmﬁmﬂﬁ¥iii iﬁﬁeﬁnaléé}table memory | D 103 (step
2415). Alternatively, the terminal 3 may read the card- specific

i nformation 101, pdsdWs FSHTOT net orf RO L i Nadord R %S HEHdr 31D 103 and
tenporarily trapnsmt the retrieved information and ID to the server 110.
As anot her EffetYati Ve Passverdi haformahjoni @2 andapsntabiacrgmatvior d
information 102 and portable nmenory ID 103 to the server 110, then send
the card-spE2i}9% (se@pradibbn 101 to the server 110. The password

information verification unit 132 (Figs. 22A and 22B) receives the
password i nformat ifdritetOztively, the terminal 3 may read the card-

specific information 101, password information 102 and
portable memory ID 103 and temporarily transmit the
retrieved information and ID to the server 110.

As another alternative, the terminal 3 may first
transmit the password information 102 and portable memory
ID 103 to the server 110, then send the card-specific
information 101 to the server 110.

The password information verification unit 132
(Figs. 22A and 22B) receives the password information 102

and portable memory ID 103 from the terminal access unit
131. Given the two items.of information, the password
information verification unit 132 searches the
authentication information database 120 for the
corresponding combination of the received information.

If the authentication information database 120 is
found to have the same password information 102 and
portable memory ID 103 registered in combination, the
authenticatioq information search unit 133 verifies that

the portable memory 11 utilized by the user is duly
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and portable nenory ID 103 fromthe term nal access unit 131. Gven the
two itens of information, the password information verification unit 132
searches the authentication information database 120 for the

correspondi ng conbi nati on of the received information. If the

aut hentication informati on database 120 is found to have the sanme password
information 102 and portable nenory ID 103 registered in conbination, the
aut hentication information search unit 133 verifies that the portable
menory 11 utilized by the user is duly 133 registered in the authentication
i nformati on database 120 and that the password information 102 set in the

regi st eredrpgitabkedmeAdkieliueBeAtidas ivht Ainfbempassnokd tabalker mai on 102
sent fromthe termnal 3 (step 2420). This step ascertains that the

i nformati ogndt EaRSMhkegab¥wbhe tarRirAdki3ni Sobhecpasswened i nformation 102
derived fromthe registered portable nmenory 11. It is also possible to

verify thaEeEB%tEgeﬁab@r%gblénﬂehﬁ%ycQﬁbEBéhEQGe%fWHQ% kefreC ¥ad s1Q rand
portable nenmdry 11 are duly registered, by resorting to the foll ow ng

f‘”ﬁ;‘?regfi”%gfo gthsh ﬁlbzn%ntth?rbﬁh%%dté@mii%arl_e%i S(ts%re?adz ybe checked
y by searching the authentication information database 120
for the card-spec{ﬂig step ascertains that the information

transmitted by the terminal 3 is the password information

102 derived from the registered portable memory 11.

It is alsc possible to.verify that the IC card 10
and the combination of the IC card 10 and portable memory
11 are duly registered, by resorting to the following
arrangements:

Whether or not the IC card 10 is registered may be
checked illustratively by searching the authentication
information database 120 for the card-specific
information 101. The presence of the information 101 in
the database 120 attests to the rightful registration of
the IC card 10. Alternatively, with card information
about the IC card 10 retained in the authentication
information database 120, a check may be carried out to
see if the transmitted card-specific information 101
coincides with the stored card information.

As another alternative, 1f the IC card 10 is not

found to be registered, the use of the card 10 may be

suspended for a predetermined period.of time.
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information 101. The presence of the information 101 in the database 120
attests to the rightful registration of the IC card 10. Alternatively,
with card information about the IC card 10 retained in the authentication
i nformati on dat abase 120, a check may be carried out to see if the
transmtted card-specific information 101 coincides with the stored card
information. As another alternative, if the IC card 10 is not found to be
regi stered, the use of the card 10 nay be suspended for a predeterm ned
period of tinme. 134 The authentication information search unit 133 then
receives the card-specific information 101 and password information 102
fromthe term nal Hwensthantiaguionsimgornpeiennbeanthomndt 1B theri ved
information, the authentication information search unit 133 searches the
aut henti catfepeinésr hbei oardaspbaséit2@nfformaid onséifll Bnd p@6sfisirep 2425).
Al t hough a search can be nmade for the user ID 106 wusing the card-specific
i nformati onidfdrmbhonen L@8oftromgtheotthainadbianakisenuafitt h8icardsspegcific
information 101 and password information 102 for search makes it possible
to ascertaithéhabmbbeausen o8 uhél recagvihe iddoymaegiost ered | C card 10 and
portable nmenory 11. The authentication information search unit 133 then
authentication information search unit 133 searches the
-authentication information database 120 for the user ID.
106 (step 2425).
Although a search can be made for the user ID 106
using the card-specific information 101 alone, resorting
to the combination of the card-specific information 101
and password information 102 for search makes it possible
to ascertain that the user is utilizing the duly
- registered IC card 10 and portable memory 11.
The authentication information search unit 133 then
searches the authentication information database 120 for
the password 105 using the password information 102 (step
2430) .
The authentication unit 134 receives the retrieved
user ID 106 and password 105 from the authentication
information search unit 133 in order to carry out the
user authentication process (step 2435).
If the user is succesSfully authenticated, the

server 110 transmits post-log-in screen data (i.e., data

constituting the screen to be displayed by the browser on
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searches the authentication information database 120 for the password 105
using the password information 102 (step 2430). The authentication unit
134 receives the retrieved wuser ID 106 and password 105 fromthe
authentication information search unit 133 in order to carry out the wuser
aut henti cati on process (step 2435). If the user is successfully
authenticated, the server 110 transmts post-log-in screen data (i.e.,
data constituting the screen to be displayed by the browser on 135 the
termnal 3 after log-in) to the termnal 3 (step 2440). \Wen the term nal
3 receives; the post-log-in screen data, the browser displays the

post - | og-i nt&er @ﬁmlaégoﬁdﬁﬁéﬁy tepepn2180) thef tehminsér 3i step

aut henticated, the server 110 sends error nessage screen data to the
term nal 3.24%@) password i nformati on generation unit 135 then generates
new password informati on 102, and substitutes the new information 102 for
the currently stor8epagsworarmind brirateomni 462 e tes bl benih catteen

i nformati on database 120. Furthernore, the password infornmation
generation daté, 18beskendsséhedhepl yygenreapedtpasgwondscirebar mati on 102 to

"the terminal 3 via the term nal access

accordingly (step 2130}.

Tf the user is not authenticated, the server 110
sends error message screen data to the terminal 3.

The password information generation unit 135 then
generates new password information 102, and substitutes
the new information 102 for the currently stored password
information 102 in the authentication information
Idatabase 120. Furthermore, the password information
generation unit 135 sends the newly generated password
information 102 to the terminal 3 via the terminal access
unit 131 (step 2445). |

The terminal 3 receives the password information
102 from the server 110, and activétes the portable
memory drive 8 to write-the received information 102 to
the portable memory 11 (step 2135).

This causes the new paséword information 102 to
replace the currently stored password information 102 in
the portable memoiy 11 (step 2310).'

If the replacement of the current password

information 102 with the new information 102 fails, the
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unit 131 (step 2445). The terninal 3 receives the password infornation 102

- fromthe server 110, and activates the portable nenory drive 8 to

wite-the received information 102 to the portable nenory 11 (step 2135).
Thi s causes the new password information 102 to replace the currently-
stored password information 102 in the portable nmenory 11 (step 2310). If
the replacenent of the current password information 102 with the new
information 102 fails, the 136 termnal 2 may be arranged to detect the
failure and notify both the server 110 and the user thereof. Although the
second enbodi nent above was shown having the password information 102

generated apgWnfigkl eaghyapkhartheakioroPueEess and dasqanrdednence it is
used, this is not limtative of the invention. Alternatively, the sane

password inhertg%y getﬂo%h@ge%egsqq_oi Bn8Veh% RktNend:Gatd on process. In
t hat case, suc nformati on processing steps as the generation and update

of the passvord in{ofsaLi opnd0Z.DERANEHARRRERBALYSyINGaSeCARenbodi ment

above was shown havi ng e passwor ntormat 1 on 2 stored In the portable

ey, 1ROyt cHAErHREheR IR R GRR A Ui
- each authentication process and discarded once it is used,
this is not limitative of the inventioen. Alternatively,
the same password information 102 may be used in every
authentication proceés. In that case, such information
processing stéps as the generation and update of the
password information 102 become unnecessary.
The second embodiment above was shown having the
password information 102 stored in the portable memory 11
80 that the user authentication process would be
performed using the password 105 associated with the
password information 102. Alternatively, the password 105
may be stored in the portable memory 11, so that the
password 105 may be retrieved as needed from the memory
for user authentication.
As another alternative, step 2445 and the
subsequent steps above may be offered as optiocnal steps.
In that case, the steps may be carried out selectively by
the user or by the business operator running the server

110.

If the password information 102 is found mismatched

137



password information 102. Alternatively, the password 105 may be stored in
the portable nenory 11, so that the password 105 nay be retrieved as
needed fromthe nmenory for user authentication. As another alternative,
step 2445 and the subsequent steps above may be offered as optional steps.
In that case, the steps may be carried out selectively by the user or by
t he busi ness operator running the server 110. If the password information
102 is found m smatched 137 during the above-described authentication
process, the password information 102 may preferably be renoved
physically fromthe authentication information database 120 so as to |et
new passworciitinforihet i arovidrecr Jeab rat Breraygiadat 1 dowtdee amsertlies
regi stered for the service site 17a w Il now be described with reference
to the fl owdswomd irFigrmPdioril02 ey prefdmisharite afersdveps i n which the
user at the termnal 3 registers for the service site 17a while the
regi strati ghysiidalli3a Hfor hehes envietHentsi@etiore infotiket fod afddigad®g-in
system 100. The steps to be described bel ow are carried out by the CPU of
the term nal2@B andid had Wit thdw S vBFoAd Qi fbrmation 102 be
generated again.
How the user is registered for the service site 17a
will now be described with reference to the flowchart of
Fig. 24.
Fig. 24 is a flowchart of steps in which the user
at the terminal 3 registers for the service site 17a .
while the registration unit 13a of the server is active
in the automatic log-in system 100.
The steps to be described below are carried out by
the CPU of the terminal 3 and that of the server 110 in
keeping with relevant programs.
The user at the terminal 3 first gains access to
the server 110 (step 2505).
When a top page or the like is sent from the server
110, the user clicks on a new registration button on the
displayed page to transmit information notifying the
server 110 of the user's willingness to register anew.
In the server 110, the registration unit 13a

transmits registration screen data to the terminal 3

(step 2805).
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-keeping with relevant prograns. The user at the term nal

access to
di spl ayed

unit 13a

3 first gains

the server 110 (step 2505). When a top page or the like is sent
fromthe server 110, the user clicks on a new registration button on the
page to transmt information notifying the server 110 of the
user's willingness to register anew. In the server 110, the registration

transmts registration screen data to the termnal 3 (step

2805). 138 Wien the termnal 3 receives the registration screen data, the

browser displays accordingly a

ready for

user has

regi stration screen including input fields

user entries. The user inputs a password 105, a user |D 106,
and personal i nf ofiimen dhs reomtihe 1di3s pleayesdrerse dihst matdicrt ragdragen f or
transm ssion to the server 110 (step 2510). If the user already has the

user I D 106ctd=mt ddras theaputowdwoughspheys egcsbér@inghy sereen. Where t he

yet to acquire a user |ID 106, either the user may acquire

user | D 106rdyi<iorgt tdn ngeiden riage Bidaid otnpot fheldseryedy 1460r mayer
automatically set the user ID 106 for the newly registering user. The

registrati osntwids 13aHepehateas ithait 2 henddweatd amd,nformid o deg@pase 120

-using the

and personal information into the displayed registration
screen for transmission to the server 110 (step 2510).

If the user already has the user ID 106, that ID is

-input through the registration screen. Where the user has

yet to acquire a user ID 106, either the user may acguire

the user ID 106 by completing the registration, or the

server 110 may automatically set the user ID 106 for the

newly registering user.

The registration unit 13a updates the
authentication information database 120 using the
information received from the terminal 3 (i.e., password

105, user ID 106 and other information). This allows the

t he

‘newly input user information to be registered (step 2810).

The terminal access unit 41 in the registration’
unit 13a then transmits an auxiliary program to the
terminal 3 (step 2815). At the time of user registration,
the auxiliary program allows the terminal 3 to read the
card-specific information 101 from the IC card 10 and
send the retrieved information 101 to the server 110, to

read the portable memory ID 103 from the portable membry
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information received fromthe terminal 3 (i.e., password 105, user ID 106
and other information). This allows the newy input user information to
be. registered (step 2810). The term nal access unit 41 in the registration
unit 13a then transmits an auxiliary programto the termnal 3 (step
'2815). At the tinme of user registration, the auxiliary programallows the
termnal 3 to read the <card-specific information 101 fromthe IC card 10
and send the retrieved information 101 to the server 110, to read the
portable nenory ID 103 fromthe portable nenory 139 11 and send the
retrieved 1D 103 to the server 110, or to wite to the portable nenory 11
the passwold éanfiosendli bthe #8PrisesuddlbyivtBetserier s¢t®=rThil®,sbeptbs
skipped if the auxiliary programis already installed in the termnal 3 or
if the browsetehds tBebpbltabbeat¥inbirgr Y1pEBEr pALsTBEdt ehfor@akt3onhnst al | s
the auxiliary program received fromthe server 110. In keeping with the

auxiliary pooos aguefihgyt €r8l 8alkvd@rdniyes the reader/witer 7 to start
readi ng the card-specific information 101 fromthe I1C card 10 (step 2515).

The IC card 10 sefpif 418, rf@dﬂisa@éaeif7t§@n9§xibfar§%ga§9§ﬁi fic

information 101 to the term nal in noncontact fashion (Step 2605).
already installed in the terminal 3 or if the browser has
a built-in auxiliary program.

The terminal 3 installs the auxiliary program
received from the server 110. 1In keeping with the
auxiliary program, the terminal 3 drives the
reader/writer 7 to start reading the card-specific
information 101 from the IC card 10 (step 2515).

fhe IC card 10 set in the reader/writer 7 sends the
cafd—specific information 101 tc the terminal 3 in
‘noncontact fashion (step 2605).

Inrturn; the terminal 3 transmits the card-specific

.information 101 pegd from the IC card 10 to the server
110 (step 2525).

In the server 110, the registration unit 13a
receiveé the card-specific information 101 (step 2820).

The registration unit iBa stores the received card-
specific information 101 into the authentication
information database 120 (step 2825) by associating the
information 101 with the user ID 106 that was stored into

the authentication information database 120 in step 2825.
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In turn, the term nal 3 transmits the card-specific i nformation 101 read
fromthe IC card 10 to the server 110 (step 2525). In the server 110, the
registration unit 13a receives the card-specific information 101 (step
2820). The registration unit 13a stores the received card specific
information 101 into the authentication information database 120 (step
2825) by associating the information 101 with the user I D 106 that was
"stored into the authentication information database 120 in step 2825. 140
The registration unit 13a requests the termnal 3 to transmt the portable
menory |D 103 (step 2830). Gven the request, the ternmnal 3 activates the
portabl e nenory dfisergyiatrabion Henporiddl eearewty ti» U98ninom3 he
portable nenory 11 (step 2527). The portable nenory 11 yields the portable
menory | DE¢OBraosmhe thenppaktaBlésmepo2y05p. 108 tetap £BB0terni nal 3 sends
the portable nmenory |ID 103 to the server 110 (step 2528). In the server
110, the registrdiivn whe ASguesecetivestéd el por t ald et denpsy #H: 103. The
registration unit 13a stores the received portable nmenory ID 103 into the
aut hent i capbotabbé onemrbronddarabaseol28alistBp B840hb1BYymamsegi abing the 1D
103 with the card-specific
- 103 from the portable memory 11 (step 2527).
The portable memory 11 yields the portable memory
ID 103 to the terminal 3 (step 2705).
In turn, the terminal 3 sends the portable memory
ID 103 to the server 110 (step 2528).
In the server 110, the registration unit 13a
receives the portable memory ID 103. The registration
unit 13a stores the received portable memory ID 103 into
the authentication information database 120 (step 2840)
by.associating the ID 103 with the card-specific
information 101 that was stored in step 2825.
- The registration unit 13a then generates password
information 102, énd stores the generated password
information 102 into the authentication information
database 120 (step 2843) by associating the information
102 with the card-specific information 101 that was
stored in step 2825.
After associating the password 105 stored in step

2810 with the password information 102, the registration

~unit 13a transmits the password information 102 to the
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information 101 that was stored in step 2825. The registration unit 13a
then generates password information 102, and stores the generated password
information 102 into the authentication informati on database 120 (step
2843) by associating the information 102 with the card-specific
information 101 that was stored in step 2825. After associating the
password 105 stored in step 2810 with the password i nformation 102, the
registration wunit 13a transmts the password information 102 to the 141
termnal 3 (step 2845). The termnal 3 receives the password information
102 fromthe server 110 (step 2530). The termnal 3 then activates the
portabl e neaphynallr Bvés8epo2guishe the recei ved password information 102 to
the portable nmenory 11 (step 2535). The portable nenory 11 retains the

password infornathoncdfRihsl ep 24dP)vedheneaph8bwokReiheBirfbhEtabhon unit
13a sends a registration conplete notice to the termnal 3 (step 2850).

On receivimggthgoﬁokhgesegggrtqq@iq@&e% caugss the browser to give a
regi stration conplete notice display step 2540).

The terminal 3 then activates the portable memory
drive 8 to write the received password information 102 to
the portable memory 11 (step 2535).

| The portable memory 11 retains the password
information 102 ({(step 2710). |

Thereafter, the registration unit 13a sends a
registration_complete‘notice to the terminal 3 (step
2850).

On receiving the notice, the terminal 3 causes the
browser to give a iegistration complete notice display
{step 2540).

The steps above, when executed, cause the card-
specific information 101, password information'102,
portable memory ID 103, password 105, and user ID 106
about each new user to be associated with one another as
shown in Fig. 22B. The steps further allow the password
information 102 to be stored into the user's portable
memory 11.

As described, the registration unit 13a constitutes
the authentication informatiﬁn registering means of-the

invention for registering authentication information
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The steps above, when executed, cause the card- specific information 101,
password i nformation 102, portable nmenory ID 103, password 105, and user
| D 106 about each new user to be associated with one another as shown in
Fig. 22B. The steps further allow the password information 102 to be
stored into the user's portable nenory 11. As described, the registration
unit 13a constitutes the authentication information registering nmeans of
the 1nvention for registering authentication information 142 based on the
first identification information (card- specific information 101) and tally
information (password information 102). The portable nemory 11 can
accommodatieased| onathe yEipst pidertidicphssnotdipnhar i 6na1d2. Wth the
mul tiple pieces of password information in use, the IC card 10 and
portabl e nepecyfid mmfotmatuiohi zed)i andi teidg waysrmEbiorxdppbewoadsi ngl e
user may possess a plurality of I1C cards 10. In another exanple, a
plurality bhfosessionay08hare a single portable menory 11. Sonme of these
exanples wi || be explained below. Figs. 25A, 25B and 25C are schematic
views  depi Cting TV o r BNl ez YPL Coint Yackormmascone gluraudtyple | C
cards 10 and portable nmenories 11.
of pieces of password information 102. With the multiple
pieces of password information in use, the IC card 10 and
portable memory 11 may be utilized in diverse ways.
For example, a single'user‘may possess a plurality
of IC cards 10. In another example, a plurality of users
may share a single portable memory 11.
Scme of these examples will be explained below.
Figs. 25A, 25B and 25C are schematic views
depicting how a single user typically utilizes one or
multiple IC cards 10 and portable memories 11.
Fig. 25A shows a case where the user makes use of
one IC card 10 and one portable memory 11. The portable
memory 11 retains password information A associated with
card-specific information A in the IC card 10.
in the server 110, the password information A and
the user’ s user ID 1 are associated with the card-
specific information A.
In this case, the user is allowed to log in to the

service site 17a by getting authenticated using the IC

card 10 and portable memory 11.
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Fig. 25A shows a case where the user nakes use of one |IC card 10 and one
portable nmenory 11. The portable nenory 11 retains password information A
associated with card-specific information Ain the IC card 10. In the

server 110, the password information A and the user's user

ID 1 are

associated wth the card- specific information A In this case, the user is
allowed to log in to the service site 17a by getting authenticated using
the IC card 10 and portable nenory 11. 143 Fig. 25B shows a case where the
user has an IC cards 10a and a portable nenory 1la in pairs and an IC
card 10b and a portable nenory lib in pairs. The portable nenory Ila

cont ai ns the passiord 253mfarov | Dncdeasaectat et widdr thes candiSpecific

information Ain the IC card 10a. The portable nenory bib
i nf or mat i onaBdas$0ei ah@dawpbdbhtenl d- mepeeif itai hhopAREE0ANA

retai ns password
am trlee |1 C card

10b. In the server 110, the password information A and wuser ID 1 are
associ at edcurihi1bbeagar 8- speekbile menbermatibonnApaIhe. password i nformation
B and user ID1 are associated with the card-specific information B. The

user may be aut heptd GasSchBINi NgrRbEHET1 & Neon€2MMRE NA4 052 86w bPe | C card 10a

~and portable nmenory Ila or
information A associated with the card-specific

information A in the IC card 10a. The portable memory 11b

retains password information B associated with card-

specific information B in the IC card 10b.

In the server 110, the password information A and

user ID 1 are associated with the card-specific

information A. The password information B and user ID 1

are associated with the card-specific information B.

The user may be authenticated using either the

combination of the IC card 10a and portable memory 1la or

the combination of the IC card 10b and portable memory

1lb.

The user cannot be authenticated by utilizing the

combination of the IC card 10a and‘portable‘memdry 11b,

or by resorting to the combination of the IC card 10b and

portable memory 1lla.

As described, if two IC cards 10 and two portable

memories 11 are provided in pairs, each of the pairs may

be used for the user authentication of a different

service.
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t he conbi nation of the IC card 10b and portable nmenory |lb. The user
cannot  be authenticated by utilizing the conbination of the IC card 10a
and portable nmenory Ilb, or by resorting to the conbination of the IC card
10b and portable nmenory Ila. As described, if two IC cards 10 and two
portable nenories 11 are provided in pairs, each of the pairs my be used
for the user authentication of a different service. 144 For exanple, the
conbi nation of the IC card 10a and portable nenory |Ila nay be registered
for the user authentication of a banking service site, and the

conbi nation of the IC card 10b and portable nenory Iib nay be registered
for the user authemt ieaimphe of tlae navhbivstdesn sof ethéi gC 286dshomsandcase
where the user has two IC cards 10a and 10b and one portable nmenory 11.
The port abpermendeymdhoeont abnmat Wbekirads sekregagsworthe Rfs@rat i on:
password informati on A associated wth the card-specific information Ain

the !C_CafQuiﬁénti@ﬁ@i@ﬂséﬁDédbhﬁmﬁhga%bQﬂiBea§§Q@Lab%@\MH§1the card-
specific information Bin the IC card 10b. In the server 110, the password
informati ORAL2Adtion of the IC card 10b and portable memory 11b

- may be registered for the user authentication of a mail-

- order site.

Fig. 25C shows a case where the user has two IC
cards 10a and 10b and one portable memory 11.

The portable memory 11 contains two kinds of
password information: password information A associated
with the card-specific information A in the IC card 10a,
and password information B associated with the card-
specific information B in the IC card 10b.

In the server 110, the password information A and
user ID 1 are associated with the card-specific
information A. The password information B and user ID 1
are associlated with the card-specific information B.

The user may be authenticated using either the
combination of the IC card 10a and portable memory 11, or
the combination of the IC card 10b and porteble memory 11.

Where two IC cards 10 are utilized as described,
each.card may be registered for the user authentication
of a different service.

For example, the combination of the IC card 10a and
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user ID 1 are associated with the card-specific information A The
password information B and user ID 1 are associated with the card-specific
information B. The user may be authenticated using either the conbination
of the I1C card 10a and portable nenory 11, or the conbination of "the IC
card 10b and portable nenory 11. Where two I C cards 10 are utilized as
descri bed, each card nmay be registered for the user authentication of a
different service. For exanple, the conbination of the ICcard 10a and 145
portable nmenory 11 nmay be registered for the user authentication of the
banking service site, and the conbination of the IC card 10b and portable
nenory 11 Raytabéerwgmersdr éd mey PrReragéptaueHefivrcaheonset the nail - order
site. In this case, the user need only possess one portable nmenory, which
is easier BBthanhgeathan pRothefFbgskingAsandigéBsake,sehdnthic view
i-llustrating how two users typically use IC cards and portable nenories.
Such card apdbarabignusésthppl¢ chidstpht audl porbabienhemnsreof 1a fiagi |y
regi stering as users. Fig. 26A shows a case where two users possess a
di f ferent benbepattenedf far tBecasdraadthepolitablennefokyie mail-
order site.
In this case, the user need only possess one
portable memory, which is easier to manage than two.
Figs. 26A and 26B are schematic view illustrating
how two users typically use IC cards and portable
memories.
Such card and_memory uses apply illustratively to
members of a family registering as users.
Fig. 26A shows a case where two users possess a
different combination of an IC card and a portable memory
each.
The user having the user ID 1 possesses the IC card
10a and portable memory lla. The card-specific
information A in the IC card 10a is associated with the
password information A in the portable memory 1lla.
The user having a user ID 2 is in possession of the
IC card 10b and portable memory 1lb. The card-specific
information B in the IC card 10b is associated with the

password information B in the portable memory 11b.

In the server 110, the password information A and
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each. The user having the user 1D 1 possesses the IC card 10a and portable
menory |la. The card-specific information Ain the IC card 10a is
associated with the password information A in the portable nenory |la. The
user having a user ID 2 is in possession of the 1C card 10b and portable
menory |lib. The card-specific information Bin the ICcard lob is
associated with the password information B in the portable nmenory Ilb. In
the server 110, the password infornmation A and 146 user ID 1 are
associated with the card-specific information A The password infornmation
B and user ID 2 are associated with the card-specific information B. Fig.
26B shows @SeastPwherEet a8SOsépseghdithonbe pairtlabbecidaery. The user
having the user ID 1 possesses the |IC card 10a, and the user having the
user | D 2 Eafeimstipe RC The dadiwomhelniwrmseien shazredtheepoiPadl e nenory
11 that contains two kinds of information: password information A
associ at edave tdssheighed- wpehi the tcafdrepecafiiA infoleak€onc@rd 10a, and
password i nformati on B associated with. the card-specific information B in
the IC card 10b. Riny it BB eshvews ld caddevipasswousl woéos nshapa fmand user ID
1 are associated with the card-specific
' "portable memory.
The user having the user ID 1 possesses the IC card
' 10a, and the user having the user ID 2 carries the IC
card 10b. The two users share the portable memory 11 that
contains two kinds of information: password information A
associated with the card-specific information A in the IC
card 10a, and password information B associated with the
card-specific information B in the IC card 10b.
In the server 110,1the password information A and
user ID 1 are associated with the card-specific
information A. The password information B and user ID 2
are associated with the card-specific information B.
The user who sets the IC card 10a and the portable
- memory 11 in the terminal 3 can be authenticated using
the user ID 1. The user setting the IC card 10b and the
portable memory 11 in the terminal 3 is allowed to be
authenticated using the user ID 2.
In a typical setup where the portable memory is

shared as outlined above, the father may possess the IC

card 10a and the daughter may carry the IC card 10b, and
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information A The password information B and user 1D 2 are associ ated
with the card-specific information B. The user who sets the IC card 10a and
the portable nmenory 11 in the termnal 3 can be authenticated using the
user 1D 1. The user setting the IC card 10b and the portable nenory 11 in
the termnal 3 is allowed to be authenticated. using the user ID 2. In a
typi cal setup where the portable nenory is shared as outlined above, the
father may possess the IC card 10a and the daughter may carry the IC card
10b, and 147 the two nay share the portable nenory 11. In this case, the
father is assigned the user D 1 and the daughter is given the user |ID 2.
The fat her t8RdTHRuGRYeF R&f thenPrgdrsler meBerydililf-er ERt thEP vFRBE,
II'lustratively, the father may register as a user for the banking service
site usi ngthRefRENEAT dS10553maaepoithgbsereddr y and the daughter iay
register as a user for the mail-order site using the IC card 10b and
portabl e nBAveR the ysexr A8c@i.pt of a user authentication request from a
user utilizing the IC card 10a and portable nenory 11, the server 110
recogni zes the usBneafatherfanfiedabasedromayt heeassegiated fiser |D 1. The
server 110 then allows the father to log in to the correspondi ng service
site. different services. Illustratively, the father may
register as a user for the banking service site using the
IC card 1l0a and portable memory 11. The daughter may
~register as a user for the mail-order site using the IC
card 10b and portable memory 11.
Upon receipt of a user authentication request from
a user utilizing the IC card 10a and portable memory 11,
the server 110 recognizes the user as the father based on
the assoclated user ID 1. The server 110 then allows the
father to log in to the corresponding service site.
Likewise, given a user authentication request from a user:
utilizing the IC card 10b and portable memory 11, the
server 110 recognizes the daughter and allows her to log
in to the applicable service site.
Where there are threg or more users, the portable
memory may be shared in like manner.
Illustratively, each of the users may carry a
different IC card, and the portable memory may be

arranged to contain a plurality of pieces of password

information each associated with the,card*specific
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Li kew se, given a user authentication request froma user utilizing the IC
card 10b and portable nmenory 11, the server 110 recogni zes the daughter
and allows her tolog in to the applicable service site. Wiere there are
three or nore users, the portable nenory may be shared in |i ke manner.
Illustratively, each of the users may carry a different IC card, and the
portable nmenory nmay be arranged to contain a plurality of pieces of
password information each associated with the card-specific 148
information held in each of the cards involved. Wth the first enbodi nent
di scussed earlier, a plurality of users may al so share one portable
menory. | rizieimat tasdiekdcin usech sofisthet akkgsi snsodbred.in the, portable
menory. The users carry an individual IC card each. The card-specific
information in eddith Chearfd rats eadsatinedred didduddesd corrleisponda ng user' s
server tally in the server 5. This arrangenent allows each user to
Tequest thelwesVetry Sof ansesermaptdesd i satrenodsi pgrusplesmenwpyl C card and
the shared portable nmenory. To sumup, the automatic |og-in system

described above mas st Sk et Erof Wdes taVeptiOnsiseviddes the
follow ng effects: (1) Since the information needed for user authentication

the portable memory. The users carry an individual IC

card each. The card-specific information in each IC card

is associated with the corresponding user’ s server tally

in the server 5. This arrangement allows each user to

request the server 5 for user authentication using user’s

own IC card and the shared portable memory.

To sum up, the automatic log-in system described
above as the second embodiment of this invention provides
the following effects:

(1) Since the information needed for user authentication
is stored in the IC card 10 and portéble memory 11, the
user must carry these two storage media in order to
reguest user authentication. If one of the media is
fraudulently obtained by a third party, the third party
is unable to request user authentication using the medium
in question. This provides an appreciable measure of
segurity.

'(2) The two storage media are made up of two different
types of media, i.e., IC cafd 10 and portable memory 11.

That means 1t is difficult to copy information from both

149




is stored in the I1C card 10 and portable nenory 11, the wuser nust carry
these two storage nedia in order to request user authentication. |If one of
the nedia is fraudulently obtained by a third party, the third party is
unabl e to request user authentication using the medium in question. This
provi des an appreci able measure of security. (2) The two storage nedia are
made up of two different types of nedia, i.e., ICcard 10 and portable
menory 11. That nmeans it is difficult to copy information fromboth 149
storage nedia for possible abuse. This discourages unlawful access by
illicit copytrgagt hafldbanboropofsdhlet hbumedi alhi8)dWmnerades passwor d
information 102 is used for user authentication, the password 105 itself

i s managed bypleRéulsecvessl1iiP. iThisipr apbgeagachi ghftemetiof secmrity.
Since the password informati on nakes up a one-tinme password that is

di scarded ohhe medias.used in a user authentication process, an added
nmeasure of security is provided. (4) Wien a plurality of pieces of
password i nf orImtipdre ke aibs SEQF @ik FfoPnst 1K €1 oAbl £ drererF Yuddy the

portable nmenory 11 may be utilized in a flexible manner. [Illustratively,
the portabl gufREREYCcAiBRY PR=SPRLEHRY 205 itself is managed by the
server 110. This promises a high level of security.
Since the password information makes up a one-time
password that is discarded once it is used in a user
authentication process, an added measure of security is
provided.
(4) When a plurality of pieces of password information
102 are stored in a single portable memory 11, the
portable memory 11 may be utilized in a flexible manner.
Illustratively, the portable memory 11 may be shared by a
plurality of users for their authentication. The portable
memory 11 may also be used to log in to a plurality of
service sites.
(5) The user can request user authentication by simply
setting the IC card 10 and portable memory 11 in the .
terminal 3. There is no need for the user to input
authentication information manually, which reduces
authentication-related chores to be taken care of by the

user.

The second embodiment of this invention may also be
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plurality of users for their authentication. The portable nenory 11 may
also be used to log into a plurality of service sites. (5) The user can
request user authentication by sinply setting the IC card 10 and portable
menory 11 in the termnal 3. There is no need for the user to input

aut hentication information nmanually, which reduces authentication-related
chores to be taken care of by the wuser. The second enbodi nent of this
invention may al so be 150 inplenented using the follow ng constitutions:
In inplenmenting the second enbodi nent, there may be provided an

aut hent i cat iimgplesehde df osinge thict Hod lbiwial cahetdgetdedisym (1 C card 10) and
a second storage nedium (portable nenory 11), the authentication nethod
conprising the steps bhplémansthgting $ée6hd edBOlihbRa] | ORetaf REWELE ON
(card-specific information 101) for identifying the first storage nedi um

and transnptroivigesicaandutdentiibheahigoetRAbar Fati are( RAkhahl ¢irgemory 1D
103) for identifying the second storage nedium and tally information

(password i gfeoraat aRai0d) (gtorada hAyt Sec o] dj apd
associ at ed mﬁtﬁg?he first(ideﬁtifiggeigﬁdi%f%?%gﬁﬁbﬁ?%%ﬁggegggh?@ t he

tally inforprtiaB1eSnbdry 49)be cder buedehtamsie Gaitkimt e
comprising the steps of: transmitting first
identification information (card-specific information
101) for identifying the first storage medium; and
transmitting second identification information (portable
memory ID 103) for identifying the second storage medium
and tally information (password information 102) stored
in the second storage medium and associated with the
first identification information; whereby, if the tally
'information is found to be derived from the legitimate
storage medium, then a user authentication process is
'performéd based on the first identification information
and the tally information (first constitution).

With the first constitution, the first
identification information may preferably be associated
with the user’ s authentication information (at ieast one

- of the password 105 and user ID 106) (second constitution).

The tally information may be associated with the

user’ s authentication information (third constitution).

With the third constitution, the tally information
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storage nedium then a user authentication process is perfornmed based on
the first identification information and the tally information (first
constitution). Wth the first constitution, the first identification
information may preferably be associated wth the user's authentication
information (at | east one of the password 105 and user ID 106) (second
constitution). The tally informati on nay be associated with the wuser's
aut hentication information (third constitution). Wth the third
constitution, the tally information 151 nmay be generated on the basis of
t he user's maut henteoatrebndi ohothat basigf olir thecapskf sution). Wth the
first constitution, the tally information may be generated in a manner

getting renauedeheltowibg ieadeknabibantireattAncpheeesstibhfth
constitution). Wth the first constitution, the first and the second

storage nmedia may waeh He afk #43 CREkOf £ @ PO L abhe + 51 0p ager Bt ¢4 There
may al so be provided an aut henticating nethod for use with the termnal 3,

cafirst stohagepgedbiarandaainSaCABfnstosage MELURL.LAC BYY BRARLCAL] NG
met hod conprising the steps of: causing the term nal to transmt first

Lgﬁg?kgifﬁ;&?g?L?%gFQ§£%thEBB beBBELLY POt hNEohLESELETBR7gE Medi um and
' With the first constitution, the first and the
second storage media may each be an IC card or a portable
storage medium.
There may also be provided an authenticating method
for use with the terminal 3, a first storage medium and a
second storage medium, the authenticatiﬁg method
comprising the steps of: causing the terminal 3 to
transmit first identification information for identifying
the first storage medium; and causing the terminal 3 to
transmit second identification information for
identifying the second storage medium and tally
information stored in the second storage medium and
.associated with the first identification information;
whereby, 1f the tally information is found to be derived
from the legitimate storage medium, then.a user
authentication process is performed based on the first
identification information and the tally information.

Although the second embodiment above was shown

having the card-specific information 101 and the password
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transmt second identification information for identifying the second
storage nediumand tally information stored in the second storage nedi um
and associated with the first identification information; whereby, if the
tally information is found to be derived fromthe |legitimte storage
medium then a user authentication process is perforned based on the first
identification information and the tally information. Although the second
enbodi ment above was shown having the card-specific information 101 and

t he password 152 information 102 stored in the IC card 10 and the portable
menmory 11 résfeetmbueby, 100 stbsedoinl thet ati veref 10hendi Benpbebable
Alternatively, the password information 102 may be stored in the IC card

10, and thempabtgblie pespeytit®lF03cnlist he pott abhetaeoveyotlinmy be
associated with the user ID 106. The second enbodi nent above was shown

utilizing twhvedtibar em16d:0{A06,dMBF aché - $asskds & Atk AL o1 G abl e
menory 11. Alternatively, two IC cards 10 or two portable nenories 11 may

be used in fgquest kg Hges, aph henpti HO t by e
i nformation hgld in one st%rggg fﬁeg?ﬁﬁ1ggﬂ %Eg Egéség?ga?% o?%g?an 102

stored in thg 198hsk £H07 BOL DEIL UILABYPE1UREY £8 JBKSCIDEUSES tn
aut henti cation request.
the user ID 106.

The second embodiment above was shown utilizing two
different storage media, i.e., IC card 10 and portable
memory 1l1. Alternatively, two IC cards 10 or two portable
memories 11 may be used in requesting user authentication.
In this case, the ID information held in one storage
medium and the password information 102 stored in the
other storage medium may be used to make the user
authentication request.

Although the first and the second embodiments above
were shown allowing users to be authenticated, this does
not mean that the object of authentication is limited to
the users only. Alternatively, the identification numbers
of apparatuses may be subjectea to authentication. For
example, consumer electronic (CE) appliances offering
their users access to services through‘a network have
come into general use today. A user of each of these

appliances may request authentication of the apparatus

.using two storage media. In this case, the CE appliance
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Al t hough the first and the second enbodi ments above were shown allow ng
users to be authenticated, this does not nean that the object of
authentication is limted to the users only. Alternatively, the
identification nunbers of apparatuses may be subjected to authentication.
For exanple, consumer electronic (CE) appliances offering their users
access to services through a network have cone into general use today. A
user of each of these appliances may request authentication of the
apparatus wusing two storage nedia. In this case, the CE appliance 153 in
questi on nagncanpeicdent heyr cadpriwei tee Zeaddrpaetrtable7 emaopyrdebie B. 154
Clains 1. An authentication systemconprising a termnal and an

aut hent i cat memosgr detiyves8i.d termnal acquiring first identification
information froma first storage nmediumand tally information froma
second storage nedium said first identification information identifying
said first storage nedium said authentication server receiving said
first identi-fication information and said tally infornmation fromsaid
termnal in order to perform an authentication process; wherein, having
acquired said first identification
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information fromsaid first storage nediumand said tally information from
sai d second storage nedium said termnal transmts the acquired first
identification information and tally information to said authentication
server; and wherein, having received said first identification information
and said tally information fromsaid termnal, said authentication server
perfornms said authentication process using the received first
identification information and tally information. 2. An authentication
server connected to a termnal which acquires first identification
informati onClghom a first storage nediumand tally information froma 155
second storage nmedium said first identification information identifying
said first storagel nedirumutdsindt it hentdeaidm@Meiideeeindmgrsai d first
identification information and said tally information fromsaid term na

in order toaperbar Au8ReaytBaft beakie@ReRl, 06858, teahdnadukbentirgali on server
conprising: nediuminformation receiving neans for receiving said first

i denti fi cat iferstnfgeABt F9BadREnSaALG kALY onl _@%Bfn”%t iE?LQs_ftr QMo3akd term nal;

and aut henticating neans for carrying out sai aut henti cati on”process

using said fkAs$hm daRAt thhA]t 11 Formation from a second storage medium,

said first identification information identifying said
first storage medium, said authentication server
receiving said first identification information and said
tally information from said terminal in order to perform
an authentication process;

wherein, having acquired said first identification
information from said first storage medium and said tally
information from said second storage medium, said
terminal transmits the acquired first identification
information and tally information to said authentication
servér; and

wherein, having received said first identification
information and said tally information from said terminal,
said authentication server performs said authentication
process using the received first identification

. information and tally information.

2. An authentication server connected to a

terminal which acquires first identification information

from a first storage medium and tally information from a
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information and. said tally information received. 3. The authentication
server according to claim?2, wherein said second storage nedi um stores
second identification information for identifying said second storage
medi um wherein said authentication server further conprises second
identification information receiving neans for receiving said second
identification information acquired by said termnal from said second
storage nedi um and wherein said authenticating neans perforns said

aut hentication process if a conbination of said second identification

| nformati on aabrtnist Al ricdhiQkBILA 30+ agehyedHatGhgs a combination

of previously stored sécond identification 1nformation and tally

infor”atiOniﬁ$oﬁﬂg%ﬁgﬁIT@@Htﬁ?&?%@ %%H§F%i%%%p%%E%%P%Oﬁgéghggg§af erein

sai d aut henticating nmeans per sai aut hent’i "o sai d
first identif, I i.nfor ion_received mat.ch previously stored first
identificatﬁgﬁ%%htggﬁ%fi%h?gg&%$h5e§&ﬁﬁgﬁﬁ @59@0%%§8Fvéﬁe i&%ﬂ&?-doPo clai m
2, wherein.sai henti cating neans perforns said authentication _process
if a conbina ?S%m%;&%g‘i& “petd Tl ARCATG S0 o REL PEOale 8P U ally

i nformation, . .
'1n order to perform an authentication process, said

authentication server comprising:

medium information receiving means for receiving
said first identification information and said tally
~information from said terminal; and

authenticating means for carrying out said
authentication process using said first identification
information and said tally information received.

3. The authentication server according to claim 2,'
wherein sald second storage medium stores second
identification information for identifying said second
storage medium;

wherein said authentication server further
comprises second identification information receiving
means for receiving said second identification
information acquired by said terminal from said second
storage medium; and

wherein said authenticating means performs said
authenticatidn'process if a combination of said second

identification information and said tally information
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recei ved matches a conbination of previously stored first identification
information and tally information. 6. The authentication server according
to claim?2, further conprising searchi ng means which searches for first
aut henti cation informati on based on said first identification information
received and for second authentication information based on said tally
information recei ved; wherein said authenticating neans perforns said

aut hentication process using said first authentication information and
sai d second authentication information retrieved by said searching neans.

7 [he. aut heelkaatlohatensr saeeRbdhag b Blrabibiobalyl dtbhen conpri sing.
tally information transnlttlng means for gene ating A y intformation and

trans”‘tt'ngeEQ%dggﬁ%h%ﬁ%QCE% 15?%9& %nahg,%%ﬁgxtﬁﬁgbgﬁatland storing

means for storing said gener at e OI’ nati on or age unit in

sysocson L1 S8 S L SR e, g

aut hent ! cal LRR,89RYEh; CGRRARAY1 62 GhY Melns BRPHELALSTald a1 armt on
authentication process if said first identification
‘information received matches previously stored first
identification information.

5. The authentication server according to claim 2,
therein said authenticating means performs said
authentication process if a combination of said first
identification information and said tally information
received matches a combination of previously stored first
identification information and tally information.

6. The authentication serﬁer according to claim 2,
further comprising searching means which searches Ffor
~first authentication information based on said first
identification information received and for second

-=authentication information based on said tally
information received;

wherein said authenticating means performs said
authentication process using said first authentication
information and said second authentication information

retrieved by said searching means.

7. The authentication server according te claim 6
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generates new tally information after said authenticating neans has used
said tally information received fromsaid terminal in carrying out sai‘d
~authentication process. 9. The authentication server according to claim 2,
wherein at | east one of said first and said second storage nedia is a
portable nenory constituted by either an IC card or a sem conduct or
menory. 10. The authentication server according to claim2, further
conprising authentication information storing neans for receiving new
first identification information and tally information fromsaid term na

SO as to st@ugthggta@@pfggiﬁgg i nfornmation based on said first
identification information and said tally information 158 received,

wherein said aut h%ﬂl%tﬂﬂ%MOrPeﬁﬂéﬁié@ﬂr%%{%h%t '%gt%é)rpe%@fneﬁt hod

using the stored authentication 1nformation. n au nticati ng

for use with,an, §H£8f@£££@ﬁ‘QﬂdsﬁExﬁgmigggﬁgafgg}$?§?£S§§§P§ééThiCh

acquires first identificatron 1 nfornmation #edi um and

tally informpkj second, _storage nmedium said first identification
infornationgﬁ%ggﬁ?%§§$kgos§§ﬁ8fF?gwlgFgra@@gnediun1 said authenticating

nmet hod al |l owi ng sai.d authenticay%on server )
storing means for storing said generated tally

information into a storage unit in association with said
secona identification information:

wherein said searching means searches for the
stored tally information.

8. The authentication server according to claim 7,
wherein said tally information transmitting means
generates new tally information after said authenticating
means has used said tally information received from said
terminal in carrying out said authentication process.

9. The authentication server according to claim 2,
wherein at least one of said first and said second

- storage media is a portablé memory constituted by either
an IC card or a semiconductor memory.

10. The authentication server according to claim 2,
further comprising authentication information storing
means for receiving new first identification information
and tally information from said terminal so as to store
authentication information based on said first

identification information and said tally information
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to receive said first identification information and said tally
information fromsaid termnal in order to perform an authentication
process, said authentication server conprising mediuminfornmation
receiving neans and authenticating neans, said authenticating nethod
conprising the steps of: (a) causing said nmediuminformation receiving
means to receive said first identification information and said tally
information fromsaid termnal; and (b) causing said authenticating neans
to carry out said authentication process using said first identification
informationrameivaidd tally information received. 159 12. The

aut henticating nethod according to claim 11, wherein said second storage

medi um st or es seconBerédgnshilcabivant DESE IR AB24 6T pé SEHERS Vi Agqsai d
second storage nedium and wherein said authentication server conprises

second i deabithicaaticaR 1Al praRbEANuEeGE! Lhag STB3RS: S82hd 2ythgaticating
nmet hod further conprising the steps of: (c) causing salg secon
identificatijgFoh-RE@LERLIi ON receiving nmeans to receive fromsaid termn nal
said second identification information acquired by said term nal from

11. An authenticating method for use with an
authentication server connected to a terminal which
acquires first identification information from a first
storage medium and tally information from a second
storage medium, said first identification information
identifying said first storage medium, said
authenticating method allqwing said authentication server
to receive said first identification information and said
tally information from said terminal in order to perform
_an authentication process, said authentication server
comprising medium information receiving means and
authenticating means, said authenticating method
comprising the steps of:

(a) causing said medium information receiving means
‘to receive said first identification information and said
tally information from said terminal; and

(b) causing said authenticating means to carry out
said authentication process using said first
identification information and said tally information

received.
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sai d second storage nedium and (d) executing step (b) to performsaid

aut hentication process if a conbination of said second identification
information and said tally information received matches a conbi nation of
previously stored second identification information and tally information.
13. The authenticating nethod according to claim 11, further conprising
the step of executing step (b) to performsaid authentication process if
said first identification information received matches previously stored
first identification information. 14. The authenticating nethod according
to claim 11, further conprising the step of executing step (b) to 160
perform sai d aut lHeht | Chel antheatésstihgamedibidnaticondihg sai dlkiimst
identification information and said tally information received natches a

conbi nati onl pfwipeey¥inuskyd séoved &toségedestifmcatbpasi séosnati on and
tally -information. 15. The authenticating nethod according to claim 11,

wherein saigeti hesitcohi ONfSERYEIohUFSREIJERADEL SRS sSEAT §8EHEdMEaNs, said
aut henticating nmethod further conprising the steps of: (e) causing said

sear chi ng seapsqgbonsganeh Ry first authentication information using said
first

wherein said authentication server comprises second
identificatibn information receiving means;

said éuthenticating method further comprising the
steps of:

(c) causing said second identification information
recelving means to receive from said terminal said second
identification information acquired by said terminal from
sald second storage medium; and

(d) executing step (b) to perform said
authentication process if a combination of said second
identification information and said tally information
received matches a combination of previocusly stored
second identification information and tally information.

~13. The authenticating method according to claim
11, further comprising the step of executing step (b) to
perform said authentication process if éaid first
identification information received matches previcusly
stored first identification information.

14. The authenticatiﬁg method according to claim

11, further comprising the step of executing step (b) to
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identification information received and to search for second
authentication information using said tally information received; and (f)
executing step (b) to performsaid authentication process using said first
and said second authentication information retrieved in step (e). 16. The
aut henti cati ng nethod according to claim 15, wherein said

aut henti cati onserver further conprises tally information transmtting
means and storing neans, said authenticating nethod further conprising the
steps of: (g) causing said tally information transmtting mneans to
generate tally information and transmt the 161 generated tally

i nf or mat i opetrdosai datidr pahakntikh tdans g ceaisd it @r ideghbieansi dro gt ore sai d
generated tally information into a storage unit in association with said

second i destiitli farsenidsheifatheion dmd drimateXxeC #indGastera18)y t o search
for the stored tally information. 17. The authenticating nmethod according

to claim ififokhathen eeppiivednGaichest P niaadiitg 2A $rldtildus1y

information transmtting neans to generate newtally information after

sai d autheptbeali Rgraeangchas r4e8& %A dnformation and tally
information.

15. The authenticating method according to claim
11, wherein said éuthentication server further comprises
searchihg means; Said authenticating method further
comprising the steps of:

(e} causing said searching means to search for
first authentication information using said first
identification information received and to search for
-Second authentication information using said taily
information received; and B

(f) executing step (b) to perform said
authentication process using said first and said second
authentication information retrieved in step (e).

16. The authenticating method according to claim
15, wherein said authentication server further comprises
tally information transmitting means and storing means,
said authenticating method further comprising the steps
of: |

(g} causing said tally information transmitting

means to generate tally information and transmit the
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tally information received fromsaid termnal in carrying out said

aut henti cati on process. 18. The authenticating nethod according to claim
11, wherein at |east one of said first and said second storage nedia is a
portabl e nenory constituted by either an IC card or a sem conductor

menory. 19. The authenticating nethod according to claim 11, wherein said
aut henti cation server further conprises authentication information storing
means, said authenticating nmethod further conprising the steps of: (j)
causing said authentication information storing neans to receive new first
identification information and tally information fromsaid termnal so as

to store 1§2neuhbenttsdliyoinEotaatrbhonobased esrsahdlfirst identification
information and said tally information received; and (k) executing step

(b) to perform sajif) @uUidraNy i Said OB OF DEESReAtsd neb t feo B O 2oy aut hent i cat i on
information. 20. An authenticating programfor use with a conputer

connected g@narhetd palivhigRoarauibRS1hkESh stg§ﬁﬁbfhﬁ§t' ¢R information
froma first storage nedium and tally information froma second storage

”Ed'gnl Saégso£i£§ioﬁd§§£hf§8§5'QgchEOEHBEtQElbgﬁﬁbhfXh@gr&QtQOLLrSt
and
(i) executing step (e) to search for the stored
tally information.
17. The authenticating method according to claim
16, further compriging the step of causing said tally
~information transmitting means to generate new tally
information after said autﬁenticating means has used said
tally information received from said terminal in carrying
'out said atthentication process.
18. The authenticating method according to claim
11, wherein at least one of said first and said second
storage media is a portable memory constituted by either
an IC card or a semiconductor memory.
19. The authenticating method according to claim
11, wherein said authentication server further comprises
authentication information storing means, said
authenticating method further comprising the steps of:
(i) céusing said authgntication information storing
means to receive new first identification information and

tally information from said terminal so as to store
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storage nedium said authenticating programallowi ng said conputer to
receive said first identification information and said tally information
fromsaid termnal in order to performan authentication process, said
aut henticating program causing said conputer to inplenent functions
conprising: a mediuminformation receiving function of receiving said
first identification information and said tally information from said
termnal; and an authenticating function of carrying out said

aut henti cation process using said first identification information and
said tally information received. 21. The authenticating program accordi ng

to claim 4680 ivbelehNisdbensecondst06a88 sedbum stores second
identification information for identifying said second storage nedi um

sai d authepgical f NG Pl Q9T BNELLRLPLEN £RYSLRYASRL U1 GOTREL Bhat Poh P! €Nt a
second identification information receiving function of receiving from

sai d ternip@ée§@é%;s§ﬁgnd identification information acquired by said
termnal fromsaid second storage nedium wherein said authenticating

Lunct1on L SXeCued Shaiip FAr O 3 faukdapiigad) on proces 11 a
| authentication process using the stored authentication
information.

20._ An authenticating program for use with a
computer connected to a terminal which acquires first
identification information from a first storage medium
and tally information from a second storage medium, said
first identification information identifying aaid first
storage medium, said authenticating program allowing said
computer to receive said first identification information
cand said tally information from said terminal in order to
perform an authentication process, said authenticating
 program causing said computer to implement functiona
comprising: | |

a medium information receiving function of
receiving said first identification information and said
-tally information.from said terminal; and

an authenticating function of carrying cut said
~authentication process using said first identification
information and said tally information received.

21. The authenticating program according to claim
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said tally informati on received matches a conbi nation of previously stored
second identification information and tally information. 22. The

aut henti cati ng program according to claim 20, wherein said authenticating
function is executed so as to performsaid authentication process if said
first identification information received matches previously stored first
identification information. 23. The authenticating program according to
claim 20, wherein said authenticating function is executed so as to
perform said authentication process if a conbination of said first
identification information and said tally information received. matches a

- conbi nati opopfwhd64ipr e¥iQuséy¥ostosedrhiyeshetdant stbeaki @acontior mation and
tally information. 24. The authenticating program according to claim 20,

further Caﬁ§éﬂ91§§b9t§9ﬂpyﬁﬁéthtL8H|%BE“Edént&%?&ﬁB'Bglﬁuﬁ%bbﬁﬂ of
searching for first authentication information using said first

I dentificatigp,of QEER Onsaiécgb{{ﬁgn QaQFL %%8?&&9‘ ikt peGONd

aut hentication “infor I’TB.tI on usl ng Sal mat i on recei ved; wherein

sai d_aut hegl¢ah,ng, UNELRODeLS géegmﬁgmﬁﬂ a5 Lo form sai d

aut henti cation process using sai second aut henti cation

'nfornatlondentlflcatlon information receiving function of

receiving from said terminal said second identification
information acquired by said terminal from said second
storage medium;

wherein said authenticating function is executed so
as to perform said authenticatioﬁ process 1f a
combination of said second identification information and
said tally iﬁformation received matches a combination of
previously stored second identification information and
tally information.

| 22. The authenticating program according to claim

20, wherein said.authenticating function is executed so
as to perform said authentiéation process if said first
identification information received matches previously
stored first identification information.

23. The authenticating program according tb claim
20, wherein said authenticating function is executed S0
as to perform said authentication process if a
combination of said first identificaéion iﬁformation and

said tally information received matches a combination of
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retrieved by said searching function. 25. The authenticating program :
according to claim 24, further causing said conputer to inplenent: a tally
information transmitting function of generating tally information and
transmtting the generated tally information to said termnal; and a
storing function of storing said generated tally information into a
storage unit in association with said second identification information;
wherein said searching function is executed so as to search for the stored
tally informati on. 26. The authenticating program according to claim 25,
wherein said tally information transmtting function 165 is executed so as
to generatergewwtalyystoteanairen abkarirsandiaut hedbireatiineg tudction has
used said tally information received fromsaid termnal in carrying out
sai d aut hepiitqt ifPophecess. 27. The authenticating program according to
claim 20, wherein at |least one of said first and said second storage

media is a portablge mepRr i ¢eRHHIHEHPHRIGRE adbdEERrh Bldim
sem conductor nenory. 28. The authenticating program according to claim

20, furthesocapytige2atdyCORRULEE of BohBReReRbL dRp1aHLARNG! cation
information storing function”of receiving

searching function.of searching for first authentication
information using said first identification information
received and of searching for second authentication
information using said tally information received;

wherein said authenticating function is executed so
as to perform said authentication process using said
first and said second authentication information
retrieved by said searching function.

25. The éuthenticating program aécording to claim
24, further causiﬁg said computer to implement: |

a tally informafion transmitting function of-
geﬁerating tally infqrmation and transmitting the
generated tally inf&fﬁééion to said terminal; and

a storing function of storing said generated télly
information into a storage unit in associatién with said
second identification information;

wherein said searching function is executed so as
to search for the stored tally information.

26. The authenticating program according to claim

25, wherein said tally information transmitting function
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new first identification information and tally information fromsaid

terminal so as to store authentication information based on said first

identification-information and said tally information received; wherein
said authenticating function is executed so as to performsaid

aut henti cation process using the stored authentication information. 29. A
st orage nedi um whi ch stores an authenticating programin a manner readable
by a conputer connected to a termnal which acquires first identification
information froma first storage nmedium and tally information froma
second storage medium said 166 first identification information

i dentifyi ngssakdchitedt soster agegardiraie saiwdtallkedthifoatiand opr agtam
allowing said conputer to receive said first identification information

and said tahly botpensitenihgomusatdohehaknakedn sarderaliay perform an
aut henti cati on process, said authenticating program causing said conputer

to inplemenhrbuRgti 8AS reC@AREUSIFRGN BafBdidinii REAr TRt iR rfiaeel Wug function
of receiving said first identification information and said tally

informatiop,fpony,sakdet eLpinal prapdsan authenticating function of carrying
out said - .

27. The authenticating programAaccording to claim
:20, wherein at least one of said first and said second
‘storage media is a portable memory constituted by either
an IC card or a semiconductor memory.
28. The authenticating program according to claim
20, further causing said computer to_implement an
: authehtication information storing function of receiving
new first identification information and tally
information from said terminal so as to store
authentication information based on said first
identification information and said tally information
received;
ﬁherein said authenticating function is executed so
as to perform said authentication process using the
stored authentication information.

‘29. A storage medium which stores an
authenticating program in a manner readable by a domputer
conneéted to a terminal which acquires first

_ identification information from a first étorage medium

and tally information from a second storage medium, said
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aut henti cation process using said first identification information and
said tally information received. 30. The storage nedi um according to claim
29, wherein said second storage nedi um stores second identification
information for identifying said second storage nedium said

aut henticating programfurther causing said conputer to inplenent a second
identification information receiving function of receiving fromsaid

term nal said second identification information acquired by said term na
fromsaid second storage nmedium wherein said authenticating function is
executed so as to performsaid authentication process if a 167 conbi nation

of said seeDnglti deshtfFcakt ooni MhosABAL OOnandensardihgl kxidnforgation
recei ved matches a conbi nation of previously stored second identification

i nformati ok dRflge tAbhyuhNf 95 MAt i @Pnesddi cIPEnSt BLAgLaELl UBY BRGOELIRY tO
claim?29, wherein said authenticating function iS executed so as to

perform satgnetBenthcabbofyer Q&féSfi%sﬁaigefuk%%;cajc%ﬂt $HEGARL Pfon
information received matches previously stored first identification
e S8 AnEr 197 BB RGL U AEEGRC 0001 Dok B oBEcLD sa1
- perform an authentication process, said authenticating
program causing said computer to implement functions
comprising: |

a medium information receiving function of
receiving said first identification information and said
tally information from said terminal; and

an authenﬁicating function of carrying out said
authentication process using said first identification
information and said tally infeormation received.

30. The storage medium according to claim 29,
wherein said second storage medium stores second
identification information for identifying said second
storage medium, said authenticating program further
causing-said computer to ilmplement a second
identification information receiving function of
teceifing frbm said terminal said second identification
information acquired by said terminal from said_second
storage medium;

wherein said authenticating function is execﬁted SO

as to perform said authentication process if a
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perform said authentication process if a conbination of said first
identification information and said tally information received matches a
conbi nati on of previously stored first identification information and
tally information. 33. The storage nmedi um according to claim29, wherein
sai d authenticating programfurther causes said conputer to inplenment a
searching function of searching for first authentication information using
said first identification information received and of searching for

second aut hentication information using said tally information received,;
wherein said authenticating function is executed so. 168 . as to perform

sai d aut hepbibahkORoRr 0€€s5iHSEBPoBal Hdehii $t candonalidreeaardon and
aut hentication information retrieved by said searching function. 34. The

storage ”Eghﬂﬂ1@&QQ&thgokﬁaﬁhéh”k3331vﬁﬁe&§k8h§§|g ashBeRLiaatl _RE program
further causes said conputer to inplement: a tally information

Lransm t{i getbBGEL gnePheclensEahhngabakhysLAROLAR: heB Aad tpaRs tLing the

gener at ed ly 1nformation to sald term nal a storing function of

storing Sathﬂf”?ﬁ?BgﬂaEﬂhhy information into a storage unit .in
a5500|at|on wth

31. The storage medium acceording to claim 29,
wherein said authenticating function is executed so as to
perform said authentication process if saild first
identification information received matches previously
stored first identification informaticn. |

32. The storage medium according to claim 29,
wherein said authenticating function is executed so as to
perform said authentication process if a combination of
said first identification information and said tally
information received matches a combination of previously
stored first identification informaticn and tally.
information.

33. The storage medium according to claim 29,
wherein said authenticating program further causes said

- computer to implemenf a searching function of searching
for first authentication information using said first
identificatién information received and of searching for
second authentication information using-said tally
information received;

wherein said authenticating function is executed so.
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'second identification information; wherein said searching function is
executed so as to search for the stored tally information. 35. The storage
medi um according to claim34, wherein said tally information transmtting
function is executed so as to generate new tally information after said
aut henti cating function-has used said tally information received fromsaid
termnal in carrying out said authentication process. 36. The storage

medi um according to claim?29, wherein at |east one of said first and said
second storage nedia is a portable nenory constituted by either an IC
card or a sem conductor nenory. 169 37. The storage nedi um according to

claim 29, ashes gpér sl sait heattBaht NBapl g’ prbEUEkhesiagusasgsai d
conputer to inplenment an authentication information storing function of

repeiving_fmwgéiéﬁa éé@@tééﬁéﬁéiQchEﬂEQEHEEBBHiﬁ@grEékH$ni”for”atioﬂ from
said termnal so as to store authentication infornation based on said

first identdficatdon,nforgation-andgsajfctabhy information received,

wherein said authenticating function”is executed so as to performsaid

authentication prcesgnuskpg, biie RAUG0 AUNNHF A W 443 Y4mati on.

| wherein said autheﬁticating program further causes said
computer to implement:

a tally information transmitting function of
generating tally information and transmitting the
generated tally information to said terminal; and

a storing function éf storing said generated tally
information into a storage unit in association with said
éecond identification information;

wherein said searching function is executed so as
to search for the stored tally information.

35. The storage medium according to claim 34,
wherein said tally information transmitting function is
executed so as to generate new tally information after

. said authenticating function has used said tally
information received from said terminal in carrying out
said authentication process.

36. The sﬁorage medium aCcording to claim 29,
wherein at least one of said first and said second
storage media is a portable memory constituted by either

an IC card or a semiconductor memory.
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38. Aternminal for requesting an authentication server of claim2 to
perform an authentication process, said termnal conprising: nmedium
information acquiring nmeans for acquiring first identification information
froma first storage . nediumand tally information froma second storage

"nmedium said first identification information identifying said first

storage nedium and; nediuminformation transmtting neans for

transmtting the acquired first identification information and tally
information to said authentication server. 39. Atermnal for requesting an
authentication 170 server of claim3 to performan authentication process,

said termnal conprisithg JRAHIHE iormRtd b ReaH G neansd or acquiring
first identification information froma first storage nmedi um ‘and second

i denti fi cafhop-inf grmt h%h@ﬂgle@khxg g% L 'f%gftfhre%mc%u%%%og igt orage
medium said first identification iInf tion identifying said first

storage Meditefatd sREOBAChACR LiEALLAN dALOMMILIMRdenti fying said

second stora rum a rumin OI’I’TB.'[IOI’] transmttlng nmeans for

transn]tt'QQO&PSgaEHHEEggnfb%s&ecgﬁgahgl%e ¥ rst identification

infoimation and tally information from said terminal so
as to store authentication information based on said
first identification information and.said tally
information received;

wherein said authenticating function is executed so
as to perform sald authentication process using the
stored authentication information.

' 38. A terminal for requesting an authentication
server of claim 2 to perform an authentication process,
said terminal comprising:

medium information acquiring means for acquiring
first identification information from a first storage
medium and tally information from a second storage medium,
said first identification informétion identifying said
first storage medium, and;

medium information transmitting means for
.transmitting the acquired first identification
information and tally information to said authenticatioh
server.

39. A terminal for requesting an authentication
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information, second identification information, and tally information to
said authentication server. 40. Atermnal for requesting an authentication
server of claim7 to performan authentication process, said tern na
conprising: nmediuminformation acquiring neans for acquiring first
identification information froma first storage nediumand tally
information froma second storage nedium said first identification
information identifying said first storage nmedi um nediuminformation
transmtting neans for transmtting the acquired first identification
information and tally information to said authentication 171 server; tally

i nformati ofefesei yengla®ans torpeeceimi B atidhbytinbeiont peockssm said
aut henti cati on server; and replacing neans for replacing the tally

i nformati ofl, $§0f £miNasabEmpeEsNdgSt orage nediumwith the tally
information received by said tally information receiving neans. 41. An

aut hentication rqﬁ&g%aughfggﬁggggﬁwacﬁﬁg&@ﬁﬁiﬁghﬁglfggrg%$§£§gﬁ@n.server
of claim2 to perform an authentication process, said authentication
requestinge; PEL NOgeREL RYCLPE oHS En¥hERa R EAMRYULAS aCRIRELSERE AR UM
mediuﬁ.and second identification information and tally
information from a second storage medium, said first
identification information identifying said first storage
medium, said second identification information
identifying said second storage medium, and;

medium information transmitting means for
transmitting the acquired first identification
information, second identification information, and tally
information to said authentication server.

40. A terminal for reguesting an authentication
server of claim 7 to‘perform an authentication process,
said terminal comprising:

medium information acguiring means for acguiring
first identification infprmation from a first storage
medium and tally information from a second storage medium,
said firét identification information identifying said
first storage medium; |

medium information transmitting means for
transmitting the aéquired first identification

information and tally information to said authentication
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information acquiring neans and nediuminformation transmtting neans,
sai d aut hentication requesting nethod conprising the steps of: causing
said nediuminformation acquiring neans to acquire first identification
information froma first storage nediumand tally information froma
second storage nmedium said first identification information identifying
said first storage nmedium and causing said nediuminformation transmtting
nmeans to transmt the acquired first identification information and tally
information to said authentication server. 42. An authentication requesting
met hod for requesting an authentication server of claim3 to perform 172
an aut hentigafdpn process, said authentication requesting nethod being for
use with a computer conprising nedium information acquiring nmeans and

medi um i nfor mati Q3 1ty aNsHlEld G BaSe s SR e ntd Catd i v agyesting
met hod conprising the steps of: causing said -nmediuminformation acquiring

means 10 ALgyl Pntbbaleldentibhcall AnalBhOhtRELEROA! 08k fobt I 8ha ST OTAgE

medi um and se Identification information an tally information froma
second storage madumCaal die s Shod denti LLAAL A AT OF R A0 ert Vi o
said first storag e di sald second Tdentification i nformation
' stored in saild second storage medium with the tally -
information received by said tally information receiving
means.

41. An authentication requesting method for
requesting an authentication server of claim 2 to perform
an authentication process, said authentication requesting

“method being for use with a compﬁter comprising medium
informatioﬁ acquiring means and medium information
transmitting means, said authentication requesting methodl

- comprising the steps of:

causing said medium information acgquiring means to
acquire first identification information_qum a first
storage medium and tally information from a secohd '

- storage medium, said first idéntification information
identifying said first storage medium; and

causing said medium information trénsmitting means
to transmit the acquired first identification information
andbtaliy inforﬁation to said authentication server.

42. An authentication requesting method for

requesting an authentication server of claim 3 to perform
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identifying said second storage nedium and causing said nmedi uminformation
transmtting means to transmt the acquired first identification
information, second identification information and tally information to
sai d aut hentication server. 43. An authentication requesting nmethod for
requesting an authentication server of claim7 to perform an

aut hentication process, said authentication requesting nethod being for
use with a conmputer conprising nedium information acquiring nmeans, nedi um
information transmtting nmeans, tally information receiving neans, and
repl aci ng neans, said authentication requesting nethod conprising the
steps of: axm3acnahbshtfcsaidnnpdovasenf eatdt kobhangiucat hgnmeagaetaingcquire
first identification information froma first storage nmediumand tally

i nformati offiethof BesREONEr SEOra@gehnedebfipusakdcbhpst sidgnhkehiaat i on
information identifying said first storage nedium causing said nmedi um

'lnfornatlOﬂntbﬁﬂﬁﬂhbhlagqﬁﬁﬁﬂﬁ h@ahéaaﬁﬂlhe&hﬁmaﬁﬂﬂbfﬁgtibﬁSt
identification information tally information to said authentication

server; cae§hﬁgm§et§ngahé¥ng QéﬂBtbﬁﬂhéﬁ%?b&tﬂgn”Eé&ﬁeéglnﬁeﬁ%kﬁédta'|y
|nfornat|on from sai d”authentication server; and

comprising the steps cof:

causing said medium information acquiring means to
acquire first identification information from a first
storage medium and second identification information and
tally information from a second storage medium, said
first identification information identifying said first
storage médium} said second identification information
identifying said second storage medium; and

causing said medium information transmitting means
to transmit the acguired first identification information,

second identification information and tally info?mation
to said authentication server.

43. BAn authéﬁtication reguesting method for
requesting an authentication server of claim 7T to perform
an authentication process, said authentication requesting
method being for use with a computer comprising medium:
information acguiring means, medium information
transmitting means, tally information receiving means,
and ;eplacing means, said authentication requesting

- method comprising the steps of:
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causing said replacing neans to replace the tally information stored in
said second storage nediumwith the tally information received by said
tally information receiving nmeans. 44. An authentication requesting
program for causing a conputer to request an authentication server of
claim?2 to performan authentication process, said authentication
requesting program causing said conputer to inplenent functions
conprising: a mediuminformation acquiring function of acquiring first
identification information froma first storage nmediumand tally '
information froma second storage nmedium said first identification

i nformation 174 ki iswidaned {um sin S onageomest i rdnd acardi tm
information transmitting function of transmtting the acquired first

identificabtgnirknforsatigananditakliyni AhebrRRLEEBNt Eroal 6 Futdkentication
server. 45. An authentication requesting programfor causing a conmputer to

request ansadt-hgathedli@nafar ¥en19f ingbahat3oho rRenl ar Meaidraut henti cation
process, said authentication requesting program causing said conmputer to
i mpl ement EYBCLLENRGPMR! | ShRE" £3-FRdE HELRFQEERE bAN 1 RGHHIHtRG S uncti on of
identiffing said first storage medium;
causing said medium information transmitting means
to transmit the acquired first identification information
and tally information to said authentication server;
causing said tally information receiving means to
receive tally information from said authentication
server; and
causing said replacing means to replace the tally
information stored in said second storage medium with the
fally information received by said tally information
receiving means.
44, An authentication reguesting program for
causing-a computer to request an authentication server of
claim 2 to perform an authentication process, said
authentication requesting program causing said computer
to implement functions comprising:
a medium information acquiring function of
acguiring - first identification information from a first
storage medium and tally information from a second

storage medium, said first identification information
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acquiring first identification information froma first storage nedi um and
second identification information and tally information froma second
storage nedium said first identification information identifying said
first - storage nedium said second identification information identifying
sai d second storage nedium and a nediuminformation transmtting function
of transmtting the acquired first identification information, second
identification information and tally information to said authentication
“server. 46. An authentication requesting programfor causing a conputer to
request an authentication server of claim7 to performan authentication
process, safend7byanfheaidcatiiren sequaski AgdpuAGr amdcausi ng sai d conput er
to i nplenent functions conprising; a nmediuminformation acquiring function

of —acquiring firstmddiant i {1 £athom omfOF M8éh oo {h@nFanéiish ostorage nedi um
and tally information froma second storage nedium said first

identificatiQRshDfQIAGtLtRB akdgAtbhYkNgssaldehichist cgkqbage medium a nedium
information transmtting function of transmtting the acquired first

i dentificai}ehrmkP{OAMBALORA8DY §AELYMAREBHMRE Q3 :HO 252 hd n2Y ARG, cat i on

server;
server.

45. An authentication requesting program for
causihg a computer.to request an authentication server of
claim 3 to perform an authentication process, said
authentication requesting program causing séid computer

- to implement functions comprising:

a medium information acquiiing function of
acquiring.first identification informétion from a first
storage medium and second identification informétion and
tally information from a second storage medium, said
first identification information identifying said first
étorage medium, said second identification information
identifying said second storage medium; and

a medium information transmitting function.of
transmitting the acquired first identification
information, second identification inférmation and tally
information to said authentication server.

46. An authenticaﬁion requesting program for
causing a computer to request.an authentication server of

claim 7 to perform an authentication process, said
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atally information receiving function of receiving tally information from
said authentication server; and a replacing function of replacing the tally
information stored in said second storage nediumwith then tally
information received by said tally information receiving neans. 47. A
storage nedi um which stores an authentication requesting programin a
manner readable by a conputer for requesting an authentication server of
claim2 to performan authentication process, said authentication
requesti ng program causing said conputer to inplenment functions
conprising: a mediuminformation acquiring function of 176 acquiring first
i denti fi cabiiohenbioatmbhorefnestanti pebgratorage i medisdmdardrpaltley
information froma second storage nmedium said first identification

i nformati oo ifpheméytngusatdohkr sbmpkesaag;nedi um and a nmedi um
information transmtting function of transmtting the acquired first

identification infRedmih o esehd@ldy 484Q1FBLYOPLACE$8hdsauUt henti cation
server. 48. A storage medi um whi ch storeS an authentication requesting

program i naaqiiapngy keadabkgehy i racS0FBH! ¢hrbRhak 8 OUeFhRY 2% i rst
aut hentication server of _
storage medium and tally information from a second
storage medium, said firstridentification information
identifying séid first storage medium;

a médium information transmitting function of
transmitting the acquired first identification
information and tally information to said authentication
‘server;

a tally information re;eiving function of receiving
‘tally information from said authentication server; and

a replacing function of replacing the tally :

i
information stored in said second storage medium with the"g
tally information received by said tally information
receiving means.

'47. A storage medium which stores an
authentication requesting program in a manner readable by
~a computer for requesting an authentication server of
claim 2 to perform an authentication process, said
authentication requesting program causing said computer

to implement functions comprising:

a medium information acquiring function of
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claim3 to performan authentication process, said authentication
requesting program causing said conmputer to inplenent functions
conprising: a nediuminformation acquiring function of acquiring first
identification information froma first storage nedium and second
identification information and tally information froma second storage
medium said first identification information identifying said first
storage nedium said second identification information identifying said
second storage nedium and a nmediuminformation transmtting function of
transmtting the acquired first identification information, second
identificaacognirivhgribrsonidadtiéficygtidd information feomakdfauthenti cation
server. 49. A storage nediumwhich stores an authentication requesting

- program i nsbonaaenedtadabhe bylayconporenthion fegmest eBgoad aut hentication
server of claim7 to performan authentication process, said

aut henti cagteragequeaihng paoOgr anreausingtsdidaeoBRUL aEorhath bRl ement
functions conprising: a nmediuminformation acquiring function of acquiring

first identddhestiongl 8508t Etemhgel nbatiunst @hage mediumand tally

information froma second storage nmedium said first identification

i nformation a medium information transmitting function of
transmitting the acquired first identification
information andrtally information to said authentication
ser&er.

48. A storage medium which stores an
authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 3 to perform an authentication process, said
authentication requesting program causing said-computer
to implement functions comprising:

a medium information”aéquiring function of
acquiringrfirst identification information from a first
storage medium and second identification information and
tally information from a second storage medium, said
first identification information identifying said first
stprage medium, said second identification information
identifying.said second storage medium; and

a medium information transmitting function of
transmittiﬁg the acquired first identification

information, second identification information and tally
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identifying said first stofage nedi umy a medi um i nf ormation transmtting

function of transmtting the acquired first identification information
and tally information to said authentication server; a tally information
receiving function of receiving tally information from said authentication
server; and a replacing function of replacing the tally information stored
In said second storage nediumwith the tally information received by said
tally information receiving neans. 178

information to said authentication server,

49. A storage medium which stores an
authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 7 to perform an authentication précess, said
authentication requesting program causing said‘computer
to implement functions comprising:

a medium information acquiring function of
acquiring first identification information from a first
'sﬁorage medium and tally information from a second
stdrage medium, said first identification information
identifying said first storage medium;

2 medium information transﬁitting function of
transmitting the acquired first identification
information and tally information to said authentication
server;

a tally information receiving function of receiving
tally information from said authentication server; and

a replacing function of replacing the tally
information stored in said second storage medium with the
tally information received by said tally information

receiving means.
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