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SECURE BI OS BACKGROUND OF THE | NVENTI ON 1. Field of the

| nventi on This invention relates to the field of security of conputer
firmvare, especially in the areas of Basic |Input and Qut put System
("Bl 0s") i WOSROP2) ~ conputing systems, such as per sorRGT/EYHIRE S
("PCs"). 2. Description of Related-Art One of the nost
critical elenents in a conputer systemis the boot-up firmivare, such as
the Basic Input and Qutput System ("BICOS"). Typically stored in sone form
of non-vol atile menory, the BICS is_jmachine code, usually part of an’
Qperati ng System ("0S"), which allows the Central Processing Unit
("CPU'") to performtasks such as initialization, diagnostics, |oading

t he operating system kernel from mass stokmg and routine input/output
("1/0") functions. Upon powe Q$>U w |l "boot up" by fetching
the instruction code residing in the BIOCS. Due to its inherent nature,
the Bl GS has ek 3 R (1) it should be well

prot ect ed becaust ] troyed, the entire systemw ||
fail, (2) it should be easily nodi fiable to allow field upgrade for feature

enhancenent grﬁﬂgxﬂ 8 sof t war e bugs. Traditionally, BICS is
i npl ement ed |¥1 Er e Read Only Menory ("EPROM') . EPROM:

has an advant age of not being modified in circuit. To nodify
This invention relates to the field of security of computer firmware, especially in the

areas of Basic Input and Output System (“BIOS™) in general computing systems, such
as personal computers (“PCs™).

2.  Description of Related Art

One of the most critical elements in a computer system is the boot-up firmware, such
as the Basic Input and Output System (“BIOS”). Typically stored in some form of
non-volatile memory, the BIOS is machine code, usually part of an Operating System
(*OS™), which allows the Central Processing Unit (“CPU™) to perform tasks such as
initialization, diagnostics, loading the operating system kernel from mass storage, and
routine input/output (“I/O”) functions.

Upon power up, the CPU will “boot up” by fetching the instruction code residing in
the BIOS. Due to its inherent nature, the BIOS has two conflicting requirements: (1)
it should be well protected because if it is modified or destroyed, the entire system will
fail, (2) it should be easily modifiable to allow field upgrade for feature enhancement
or removal of software bugs.

Traditionally, BIOS is implemented in Erasable Programmable Read Only Memory
(“EPROM”). EPROM has an advantage of not being modified in circuit. To modify
the contents of the EPROM, the device must be first erased by being removed from
the socket and exposed to Ultraviolet light for a prolonged period of time. In this
respect, BIOS implemented in EPROM is resistant to virus attack and other electronic



the contents of the EPROM the device nust be first erased by being renoved
from - the socket and exposed to U traviolet light for a prol onged period
of tinme. In this respect, BIOS inplenmented in EPROMis resistant to
virus attack and other electronic
-2- sabotages. However, EPROM devices do not support "field upgrades”
because t NE3¥WN§M®i ces are not in-circuit programmabl e, WRQSPHIIMNecessary
characteristic for field upgrades. Field upgrading allows custoners to
upgrade the BIOS in the field to avoid costly delay and parts exchanges.
Because of the inportance for field upgrading, virtually all BIGS firmare
i's now inplenmented using flash menori es., However, being field nodifiable,
BI OGS flash nmenories are vulnerable to viTus attacks which coul d cause
devastating results j.n sensily | ications sych.as fingnci al
transactions .sgb(’WﬁeFr thg‘@&m(éﬁaﬁ’raﬂg{%@c‘fq o ,s“p@Bﬁvﬁaf’i“Bﬁ'éflesc SRAsethese
ar chi t ect ur esleviegd aersoit inironit profraginablea shichdsronécessagy echaracteristicafor Geldo many
Kinds of i nt ngsiade. Fidldegtadisg'BlovaTufonérs upptddd te BIOS ift tleRiE@laviid’ US
attack, the viruys %ode@(ecutﬁf a coge sequence to no t‘{‘yftﬁwe Bl flash
memory. The SOHY elappndparts sxehangsso Pecansg phibe fmportasee & figld uperading.r upt ed
and the dest virtnallyallBIQScfignwary ibeew irspleinknted using flasieniembstsy, Howeer,t he
s ystemis boOI e Hbﬁlf 'f{asrgz Bta)masrpﬁxew&t%% &€ %mbﬁbﬁgadgﬁxg Ql{ﬂa%k%vhﬂ:}ie nt S
ave occurred, e infec code.may .f.ur r .propaga Q er..areas o
he Bl o8 codeoy Hims deysaiaats G A it amblfac RCRER B S Galistien@iy ho 7 1 50
program code to execute when the conputer systemis "powered up", prior to
any syst em orWHenQSequripy protectiona epnvegtions] equapuicr agehitsetures implsmenied Widat i on of
a Bl C&- bﬁsedfMOSLﬁashSn&ﬁdﬂe@!iﬁé Vulﬁ?rﬁﬁlb@élhian?]'cﬁhﬂs&ml V8 Qttadlis] sifth @8 @ 'l')lhl de
Its tracks" fr C SO [ effect.lv C vl si bl e.
The primary f\}(;)ég‘gg &%&tﬁeaa‘gpgglg‘ﬁfusi aﬁt er@l1 %‘r’f,m_st‘i?é% 5%%%&?%%%%% Fj g%//eetﬁt
corrupting tHeedifyohepBIQS Hashymerory:i Tihg cofeiin BIOSflash apemonyy hpvipgdiong  an
aut hent i cat i qotedtibnyis comigitddand ftiedeaifiitt Ge EfdcBmtaybeCori@eifeetivSinfrhedidiely,Bl OS
flash menory g ' !E' [ | L R.Ju1VENt i on
bui |l ds on the@%grﬁlg% &gﬁqgg?o&g@u@%g%??@gt%h%gy | n'g%gpgibh?’gf %){]Ev%}%ga\)gl CS
flash menori &SCYRde Thg infeqiedrode maysurherpropagastoathes aeasoftheBIB8spdaary such
as the crypt ahe ephatingayendkesthr Becaustahe BIGS is the first program code to execute

when the computer system is “powered up”, prior to any system or network virus

scanning software, detection and eradication of a BIOS-based virus is extremely

- difficult. The BIOS-based virus can “hide its tracks” from such scanning software,
effectively becoming invisible.

The primary focus of the present invention, therefore, is to prevent corrupting the
BIOS by a computer virus. This is achieved by imposing an authentication and
validation procedure before the contents of the BIOS flash memory are modified.

The ﬁpproach which is pursued in this invention builds on the concept of BIOS
authentication by incorporating the BIOS flash memories into existing hardware with
authenticating capability such as the cryptographic coprocessor. Since the
cryptographic coprocessor both stores the BIOS and enforces authentication of BIOS
updates, an attacker has no means by which to corrupt the BIOS contents.



cryptographi ¢ coprocessor both stores the BIOS and enforces authentication
of BI'OS updates, an attacker has no neans by which to corrupt the BIOS
contents. - 3-

SUMMVARY OF THE | NVENTION  The present invention describes a systemto
securely update an executabl e code. The system conprises of a first storage
el ement fOVOBPI2g a code update, a second storage el encPRT/ESIIROIri ng t he
execut abl e code that needs to be updated, an identification code for
identifying the first storage el enent and the code update, and a security
processor. The security processor is coupled to the second storage el enent
to authenticate and validate the first %Eorage el ement and the code update
using the device identification. BRI EF DESCRI PTION OF THE DRAW NGS The

features and advantages of the present invention will becone apparent from
the follow ng det a| | ed descrl pt | on of the present invention in whi-ch:
Figure 1 is d R OF YENFIONventi on where the BIOS flash nenory

resides inside a cryptographlc coprocessor which may be interfaced to the
PCl bus. Figure 2 is a flowhart of the operations that occur in the
present inveﬂthemsduﬁﬂwgﬁmdmﬁhias@msmybpﬂammwm dTheby t he
nost_pr 0cess Qsiem/chilhi séfms@s:{;éagy\gba&&tf&fz&ﬂ a%B&é @néséc&ﬂist&sgyr in
t he present ent ur Eb

DESCRI PTI ON (iemeittoppienag e braghe mﬁg '|aﬁ °15F‘?5’<‘r‘| des a
procedure to fauiihntrfymgateeﬁrarsd:rmlelmeazd tm:dxdc uluﬂmd. end ssochntamesbos

upgr ade for eiagph: ea rf 68 maaa‘i @%%Mmmumﬁu&&un gwi ng

?g:f{;:gtsl on, ﬂ{@ﬁggc r O épwanéﬂ% an% t.ai.n crﬁgt ographl C

convent i onal
The features and advantages of the present invention will become apparent from the
following detailed description of the present invention in which:

Figure 1 is a diagram of the present invention where the BIOS flash memory resides
inside a cryptographic coprocessor which may be interfaced to the PCI bus.

Figure 2 is a flowchart of the operations that occur in the present invention during a
- normal read access to the BIOS program by the host processor.

Figure 3 is a flowchart of the operations that occur in the present invention during a
field upgrade of the BIOS program.

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention provides a procedure to authenticate and validate a code update,
such as a BIOS upgrade for example, using cryptographic technology. In the
following description, some terminology is used to discuss certain cryptographic
features. A “key” is an encoding and/or decoding parameter used by conventional
cryptographic algorithms such as Rivest, Shamir and Adleman (“RSA”), Data
Encryption Algorithm (“DEA”) as specified in Data Encryption Standard (“DES”) and
the like. A “certificate” is defined as any digital information (typically a public key)
associated with an entity, encrypted by a private key held by another entity such as a
manufacturer or a widely published rusted authority (e.g., bank, governmental entity,



cryptographic algorithnms such as R vest, Shamr and Adl eman ("RSA"), Data
Encryption Algorithm ("DEA") as specified in Data Encryption Standard
‘(DES™) and the like. A "certificate" is defined as any digital information
(typically a public key) associated with an entity, encrypted by a private
key held by another entity such as a manufacturer or a w dely published
trusted alWVR8¥1%08 (e. g., bank, governnental entity, PCT/US97/13520

-4- trade association, etc.). A "digital signature" is simlar to a
certificate but is typically used for authenticating data. Herein, the term
"secure" indicates that it is conputationally infeasible for an interloper
to successfully perpetuate fraud on a system A security processor is an
el ectroni c device capabl e of perform ng‘4§ecuri ty functions to provide
security protection for the system.  The aufhentication and validation are
performed by %edsassosiadap, ﬁ?b&i SgPARreCisHnaifan o 4 gezifispiodut istypiale. one
exanpl e of suashd&rsmhcﬂma@ngﬂnmcmtheserm‘tseqam‘o@m,tdmtlmtixdqorocessor The

crypt ogr aphi c ‘Bflﬁ ' Yrge eﬁ@ hr mnar e by
usi ng secret 1 nror rratlg;ﬁg%%ﬁém | @?gs“%eéﬁgtlire en 3 |n the Bl CS
upgr ade. Ref@ﬂet‘hg“ieﬁ“rwg‘{ﬁ’f’wls%@ﬁcﬁﬂﬁfi fftcapgb %°%F%ﬂ?‘§

I npl ement ed wiuhétions tdpoyideseurity prowetion fonthesysdmwn. The corrputer system 10
i ncludes a chi pset 31 which operates as an interface to support

comuni cat i ommmeﬁmu&paﬁvanm&me SePully PadcéssdZwhhd devi ces
coupled to a syste clude but is not
limted to co %ﬁ@w %ﬂ%ﬁf%ﬂgs@ﬁ es %chﬁ)m access
menmory (" RAM ¢ryptegrgphic cprosessokfe commigrapbic processer mennmesmeﬂmal;dateﬁapped 1/ 0
devi ces. Syst @@BIOS fidawhre Yy B€ng §ERteEMBiHn@tbn sicE A igituD Sifnabhrk BmB&ided Y pe Of
bus architect u;ﬁ %@ udgﬁgg Per I pheral Conponent Interconnect ("PC"), a
Uni versal Serl ) and the like. One of the devices that nmay be
coupled to the systembus 33 includes a cryptographic copr ocessor  34.
Cr ypt ogr aphi cRefspingde Figyre ban epbpdimsatof 3 computeryystemdmplemented withindhe si ng
unit 41 and apiesedinvéermion sshein.| Thedmphaier systemlTEintudesiathipsétddavhich | s used

operates as an interface to support communications between host processor 30,

system memory 32, and devices coupled to a system bus 33. System memory 32 may

include, but is not limited to conventional memory such as various types of random

access memory (“RAM”), e.g., DRAM, VRAM, SRAM,, etc,, as well as memory-

mapped I/O devices. System bus 33 may be implemented in compliance with any type

of bus architecture including Peripheral Component Interconnect (*“PCI"), a Universal

Serial Bus (“UUSB™) and the like.

One of the devices that may be coupled to the system bus 33 includes a cryptographic
coprocessor 34. Cryptographic coprocessor 34 comprises a bus interface 40, a
processing unit 41 and a local non-volatile memory 42. The bus interface 40 is used
to establish an electrical connection to system bus 33. Processing unit 41 is used as
the main controller for the cryptographic coprocessor 34. Processing unit 41
interfaces to its own local non-volatile memory 42. The boot-up program 43 is stored
within non-volatile memory 42. It is contemplated that non-essential elements have
not been illustrated to avoid obscuring the present invention. Examples of the non-
essential elements that may be employed within the cryptographic coprocessor 34
include RAM, a random number generator, and various cryptographic algorithm
accelerators. Furthermore, although host processor 30 is shown separate from



to establish an electrical connection to system bus 33. Processing unit 41
is used as the main controller for the cryptographic coprocessor 34.
Processing unit 41 interfaces to its own | ocal non-volatile nmenory 42. The
boot-up program 43 is stored within non-volatile nenory 42. It is

contenpl ated that non-essential elements have not been illustrated to avoid
obscuri ngWAWI§&;sent i nvention. Exanpl es of the non- esPEAUSKWIIS0eent s
that rmay be enployed within the cryptographic coprocessor 34 include RAM a
random nunber generator, and various cryptographic algorithm accel erators.
Furthernore, although host processor 30 is shown separate from

-5-  cryptographic coprocessor 34 in Figure 1, cryptographic coprocessor 34
may be part of host processor 30 in which case host processor 30 accesses

the BICS pro ect o] t hrou stem bu n Figure
2, the stepsgla'ggn h%.; fq tﬁﬁgglg g?pr?ﬁ?és% gf’?%bgpyshom
First, in sté@@W?@W“ﬁ!@@éthM@MW e Proge¥n an addr ess

correspondl NdiréclytwWithobt £nihAiizh 8ystebiBusCI3y Pt 0gr aphi ¢ coprocessor responds
to that request W|th the associated BIOS instruction (Step 60). Lastly, the

host process?ﬁ Pgistﬁ§§telgﬁgocﬁja%§whﬂ'th T“B&TJ:B pﬁa&eﬁP{BFkgﬂé?g{eéﬁtgﬁ' ng Bl G5

i nstructions s Seguence |s repeate plca upgr ade,
t he softvvareFWnlﬁs&@c hemooswlwamﬂrmwt gress user a diskette

cont ai ni ng thmapmd&h@mmgkahh%eo@ptdgﬁpm%mmmmmt

oper ati ons Jolak st NElak; a bulletin
board syst emkéqo %Z{?% sup%%]ﬁ%ﬁs%gﬂﬁgﬁaﬁ tﬂe ﬁéstt EQIL:%SS%}r net, to
al | ow users PPCEHRHHhaLAYIRstep/ @S Bﬁ@‘?‘%&‘ﬂép’@f’@@flgm H}SF'}"“QHH hignotely. Bl OS

upgr adi ng esssquenaelif sepeaedd| ves erasing and witing to the BIOS flash
menory. In Figure 3, the steps associated with a nodification of the Bl OS

program are %h@%;caiﬁel&hﬁ?s &&Qadct Bﬁsmérc%ﬁlﬁﬁ‘c‘i&@f(tﬂeﬁﬁ%sveﬂd )*aml ace BI G5

command to the to coprocessor (of0) ically be
generated by® ??Sﬁé‘y{‘) gd{aﬁf ctig) E%”ﬁﬁﬁ%%‘??é" qu]‘@? g&%ﬁﬁﬁ\;\g@ ?‘Hﬁtﬁf’ ng either
on the host p\paa&wnonsdtis a&aopossﬂaefoeﬂmBOSylsnmo esw@hmmlsen of this
command is t GoRtSpPaés, dridafsuprRighwi \édnnection such as the Internet, to allow users

to download the BIOS upgrade electronically and remotely. BIOS upgrading

essentially involves erasing and writing to the BIOS flash memory.

~ In Figure 3, the steps associated with 2 modification of the BIOS program are
shown. In step 110, the host processor issues a “replace BIOS” command to the
cryptographic coprocessor. This command would typically be generated by some
type of BIOS management utility software, running either on the host processor itself
or on a remote system. The purpose of this command is to prepare the cryptographic
coprocessor for a new BIOS program (step 120). In step 130, the cryptographic
coprocessor either passively receives the new BIOS program code from the host
procegsor or actively retrieves it from a specified source (e.g. system memory). In
step 140, the new BIOS program is stored internally or in a protected manner to
assure that future authentication operations are performed on the specified “new BIOS
program”, In step 150, the cryptographic coprocessor performs the appropriate
authentication operations on this internally stored version of the new BIOS program.
There are many ways such authentication can be performed, including the use of
secret information known only to the BIOS provider and the deployed cryptographic
coprocessor. It is contemplated that public/private key cryptography may be used as



coprocessor for a new BIOS program (step 120). In step 130, the
cryptographi c coprocessor either passively receives the new Bl OS program
code fromthe host processor or actively retrieves it froma specified
source (e.g. systemnmenory). In step 140, the new BIOS programis stored
internall\évor in a protected manner to assure that future authentication
oper ati on¥8ESR, f or med on the specified "new Bl OS progrRGEUSITIINGt ep 150,
t he cryptographi c coprocessor perforns the appropriate authentication
operations on this internally stored version of the new BIOS program There
are many ways such authentication can be perforned, including the use of
.secret information known only to the BI provi der and the depl oyed '
crypt ographic coprocessor. It is contenplated that public/private key

crypt ogr aphy e used as . . .
TP oo o1 PR i pitispleiEe poedire sussifically wsing the wellipgvn schgiastet
wel | - known t dighalisignatsres andiiertificates i vplidatesthe integritly sl validitcefitbs“new val i dat e
buthent | oat | Lo ot Wikidier diieniioh Robiaai¥ip iscarhe saltal St s hat
per for med Wi %{H’f %@W@BP%‘&&%‘?W HOBEEES e © °f°ﬁ§ veRion "af\fléer%"lwon of the
new Bl OS pr oBl@Sprograss Ones tha authentication oparatinne hawei bees pérformed de step 260, or ned,
itEeStho' 56? te the ne OSI rr%mrp m. For .e aIEi l.e ttﬁee#m&w??maﬁévpgagsrteo
val i di X . I gl i u
suppl i ed wi %/P?{’%B“’%%‘&%@& *‘a%ﬁ’%‘ﬁ"%’e\?gpﬁlﬁf’ withthe H%wrlgiﬂszi gn dat e
may be i nappprogramitraay ke valid.diutithe revision datemay be ipaprirgpriatestegl lder gy . 1 f t he
new BICS is dﬁiéhﬂd ilyiaedled mdvs;a 'rrmr.?he\ﬁl %%s isHié%e?x?kﬁ& MBY%%?@ csrdelelt@%ami c
coprocessor and._i s never used (s . e val | e new
BI %S progr am?tlles %%a}éb%?ogf%ﬁéf a@ﬁﬁ“‘?"ﬁéusﬁfl é%’?poﬁ@?‘ & 'Eﬁ“bgﬁ?ﬁh*siv@ﬁ%el et ed
(step 180). MstnewBISS paogra ismpgdsi gperatipnal ensd theipiswionsBIRS prograpwis dejeted he

conput er sysis¢p 180).aN61 it &)this POMYVilCoul@BSAcHEItS Yeboot e SoiRp@RE sybthns di gi t al
si gnat ur e- ba§eé\rll thsggl of. 684095 aut hentication, the digital signature
enbedded in th &Y |rﬁﬁ‘ﬁlon MRS of t war e upgr ade shoul d be underwitten
or endorsed ﬁésan I ndustry association, or a simlar _organjzatjion or

T

procedur e. ROt this gigittlsignatupenbased methed ¢fBIQSaythenticagpn. shedigtal Bl Os

vendors who signatute@nibedded liretht distribation BOS sufvatdwggradBishifuild belandefomittenf t he
functions of .} Biderd ﬁxérsa‘g i b SinliGir | ol oL tfd cates to
Its BIOS ven ogﬂc%égﬁggg irr}}ailsls n €d§, 9&;6%?%@:6@3“%%?1%%%@?%%&&e to

each vendor PFUGPAYS Eﬁﬁis @@ngﬁmﬁm ?%gg‘é?“d?‘ﬁivéh%&%ﬂ betabigiio

field upgrade their BIOS code. One of the functions of this industry association is to
issue digital certificates to its BIOS vendor members, essentially assigning a digital
certificate to each vendor to be used in BIOS upgrade software. This association
provides its public key to be used by the cryptographic coprocessor during the BIOS
authentication procedure. The cryptographic coprocessor will be preloaded with the
public key of the industry association for BIOS vendors so that it will be able to verify
any digital signature embedded in the BIOS upgrade code. Alternatively, the
cryptographic coprocessor may be preloaded with another public key that may be used
to authenticate a certificate chain to obtain this industry association public key. The
BIOS upgrade code could be encrypted if necessary (to protect the code from being
reverse engineered for example). Since the digital signature or the certificate issued by
the industry association normally represents the authenticity of a reputable or credible
BIOS vendor, an intruder cannot corrupt the BIOS code (unless of course he or she




provides its public key to be used by the cryptographic coprocessor during
the BI OS aut hentication procedure. The cryptographic coprocessor wll be
prel oaded with the public key of the industry association for Bl OS vendors
so that it wll be able to verify any digital signature enbedded in the

Bl OS upgrade code. Alternatively, the cryptographic coprocessor nmay be

pr el oaded WPOH1MBot her public key that may be used to autBFEVHSSTRSY a
certificate chain to obtain this industry association public key. The Bl OS
upgrade code coul d be encrypted if necessary (to protect the code from

bei ng reverse engi neered for exanple). Since the digital signature or the
certificate issued by the industry association normally represents the
authenticity of a reputable or credible Bl s vendor, an intruder cannot
corrupt the BICS, cod unl ess ,of course he or she. .
-7- somehow meamg SRETet Briyaje keys pesl o create such s@‘%‘ﬁ?é%‘ffﬂ‘ﬁcﬂe@nat ures or
certifi cat es)eithet directiylorinditelctty by virusditackct | y by virus attack. I n another
enbodi ment (not shown), the cryptographic coprocessor is part of the host

Bnd the Bi oghﬁ‘ o aﬁmﬁ%‘?‘;g“?‘@.’%s L ey
processor, ‘T% mErH% Ot PIOETISY €8P 18 8‘?&“8“\?5’(9“&5@ I COBIPCESE BAEE Upgr ade
in the sini | aBIOSpiogmm. athahostprotessorgtingsitselfae thessturity proesssasy pesforths be

prel oaded Wi t {he hitfleritiditidnGnd etidation dhGhd BIDSipeade BistRé siptilaOmasHisl asBl OS vendor s

B 05 upgr ade SR Lae. The Hirarketd ”ﬁwﬁ%%vﬁﬁmdse‘? AR e ety s °
programis | olndessay aswcaumﬂonBEQS venders g¢ d!abb‘atlhbe(ﬂbmwﬂﬁranté@ﬂpl ugged into

a system expaggﬁagﬂesﬂngéddea'mqhgpmgﬂgp 4B Bdde, Coprocessor may be |ocated on
t he same PCB or card or on another 'PCB or card or even inside the host

pr ocassor &em%oﬁf%en%fnol o B 08 Bl BASLE i 83sh Y 29 the

cryptograph|c procesgor can carry
out the aut hefTGutdepd“BERD vwar‘aalpz@ﬁnageﬁwwwawmc ®ed above. Wilie

this inventi oeryjagrapisie coptecessor bnylbmlotdiecrmfthé sanePCRor dakd grtonahodier
enbodi ment s, ?‘éh%rlg%ﬁgﬂﬁh'irﬁfhe R prdbBpC %&@espgge@a%{{swmame' i miting

sense. Vari ous nod cations ‘o ve e as well as
ot her enbodi ns¥§tea: 3% opg as ecryptographlc coprocessor is able to access the BIOS program,

it can carry out the authentication and validation operations as described above.

~ 'While this invention has been described with reference to illustrative embodiments,
this description is not intended to be construed in a limiting sense. Various
modifications of the illustrative embodiments, as well as other embodiments of the
invention, which are apparent to persons skilled in the art to which the invention
pertains are deemed to lie within the spirit and scope of the invention.



I nvention, which are apparent to persons skilled in the art to which the

I nvention pertains are deened to lie within the spirit and scope of the

i nvention. - 8-

CLAI V5 What is clainmed is:- 1. -~ ‘A systemfor securely updating an
execut abl e code, conprising: first f storing a code update;
second st oW@$&1¥B&ns for storing saﬁ“mﬂmtl mHﬂLe; an®CTUS9IMISW ocessi ng
means for authenticating and validatt ng sai dufisst+storage neans and said
code update based on a device identification, said first processing nmeans
bei ng coupled to said second storage neans. 2. The systemof claim1
wherein the executable code is a Basic Ipput and Qutput System 3. The
systemof claim1l wherein the first stofﬁge nmeans i s one of a mass storage
device and a &ihﬁ*ﬁgpable of being sent electronically in a conputer

net wor k. 4. systemof claim 1l wherein the second storage-neans is
a nodi fi abl e non- Whhtds cleimedisaory devi ce. 5. The systemof claim1
wherein the first processing neans includes a cryptographic processor. 6.
The system of claim 1l wherein the device identification received by the
first 1. A system for securely updating an executable code, comprising:

first storage means for storing a code update;

second storage means for storing said executable code; and

first processing means for authenticating and validating said first storage means and
said code update based on a device identification, said first processing means being
coupled to said second storage means.

2. The system of claim 1 wherein the executable code is a Basic Input and Ourput
System. -
3. The system of claim 1 wherein the first storage means is one of a mass storage

device and a file capable of being sent electronically in a computer network.

4, The system of claim 1 wherein the second storage means is a modifiable non-
volatile memory device.

5. The systém of claim 1 wherein the first processing means includes a
cryptographic processor.

6. = The system of claim 1 wherein the device identification received by the first
processing means includes a digital signature.

7. The system of claim 1 wherein said executable code is encrypted to produce an
encrypted code.

8. The system of claim 1 further comprising:



processi ng neans includes a digital signature. 7. The system of claim
1 wherein said executable code is encrypted to produce an encrypted code.
8. The systemof claim1 further conprising:

-9- second processing neans ‘f or ‘conmuni cat i W|th said first processing
means in order to execute said ‘ﬁ& gg‘ . The system of claim
7 wher ei "VORPFE®hcr ypt ed code |\mumml oduce a & Ocode.

10. - A systemfor securely updati fg an éxecut abl e code, conprising: a
first storage el enent that contains a code update; a second storage el enent
that contains said executable code; and a security processor coupled to
said second storage el ement, said securjty processor authenticating and
validating said first storage el errent ahd sal d code update based on a
device identification stem é Owherelnthe

execut abl e cﬁeﬁgn‘fwsﬁﬁﬁaﬁsﬁﬂfd‘f’ % ?Wroce A OMdFL s om of
cl ai m 10 whetosixgcuteaic exeeutablsraoderge el errent is one of a mass st orage devi ce
and a file capable of being sent electronically in a conmputer network.

9. The system of claim 7 wherein said encrypted code is decrypted to produce a
decrypted code.

10. A system for securely updating an executable code, comprising:

a first storage element that contains a code update;

a second storage element that contains said executable code; and

a security processor coupled to said second storage element, said security processor
authenticating and validating said first storage element and said code update based on a
device identification.

11.  The system of claim 10 wherein the executable code is a Basic Input and
Output System.

- 12.  The system of claim 10 wherein the first storage element is one of a mass
storage device and a file capable of being sent electronically in a computer network.

13.  The system of claim 10 wherein the second storage element is a modifiable
non-volatile memory device.

14. " The system of claim 10 wherein the security processor is a cryptographic
processor.

15.  The system of claim 10 wherein said device identification received by said
security processor includes a digital signature.



13. The system of claim 10 wherein the second storage element is a

nodi f'i abl e non-vol atil e nenory devi ce. 14. The system of claim 10 wherein

the security processor is a cryptographi-cprocessor. 15. The system of
\“\cei ved by said security

claim 10 wherein said device-identificat]j

processor includes a digital sj \mn‘g\m\

-10- 16. WOMIS08 st em of cl am‘m i'ns sai d execut ab|BETABIYIFY
encrypted to produce an encrypted code. 17. The system of claim 10
further conprising: a host processor for communicating with said security
processor in order to execute said éxecutabl e code. 18. The system of

claim 16 wherein said encrypted code is_decrypted to produce a decrypted
code. 19. A nmet hod for securely upd%?t'i ng an executabl e code, the nethod

conprising t steps of: vigin a, first storage elenent for storing a
code updat e; rovﬁ’gFFﬁ‘cg“%ré’%&‘ﬁ 0%‘8’6?‘3’9%‘%%‘9??[“?’8‘?‘5%?}7?‘%” P@C_xecut abl e
code; confi ganiengrypted codei r st storage el enent to contain a device
identification; providing a security processor for accessing said second
storage elenment; authenticating said first storage el enent based on said

devi ce i dentitf7i catThe Bystem Sfaladm 10 further comprising:
a host processor for communicating with said security processor in order to execute
said executable code.

18.  The system of claim 16 wherein said encrypted code is decrypted to produce a
decrypted code.

19. A method for securely updating an executable code, the method comprising the
steps of:
providing a first storage element for storing a code update;
providing a second storage element for storing said executable code;
configuring said first storage element to contain a device identification;
providing a security processor for accessing said second storage element;

_ authenticating said first storage element based on said device identification by said
security processor; and
updating said executable code by said code update if said first storage element is
authenticated. '

20.  The method of claim 19, wherein before said updating step, the method further
comprises & step of validating said code update in the first storage element.

21.  The method of claim 19 wherein the executable code is a Basic Input and
Output System.

22.  The method of claim 19,.whetein said executable code provided in the second
storage element is in an encrypted format.



security processor, and updating said executable code by said code update
"if said first storage el enent ..i-s..aut-henti.cat.ed. 20. The nmethod of claim
19, wherein before said updati n t he net hod further corrpri ses a step
of validating said code update !ﬂ!mu uliﬁﬂmage el enent The
met hod of claim 19 wherein the "W's a Basic In ut and OJtput
Syst em 981508k e et hod of claim 19, wherein said execﬂ@'ﬂg

provided in the second storage elenent is in an encrypted format.

-11-  23. The nethod of claim19 further conprising: providing a host
processor for communicating wth said security processor in order to
execut e sai d execut abl e code. A1 _

23.  The method of claim 19 further comprising:
providing a host processor for communicating with said security processor in order to
execute said executable code.



