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Receive a first transaction that is sent by a remitter and
that is used for remittance to a remittee, where the first
transaction includes a remittance amount that is remitted
by a remitter account to a remittee account and at least
one reserved amount that corresponds to the remittance
amount and that is allocated by the remitter from a
reserve fund list to the first transaction

\ 4

(

Perform first transaction verification on the first
transaction, where the first transaction verification
includes a first verification step used to verify whether a
total reserved amount included in the first transaction is
greater than or equal to the remittance amount

Yes

v

Deduct the remittance amount from the balance of the
remitter account, and add the remittance amount to a
balance of the remittee account

FIG. 1

Receive a second transaction that is sent by a
remitter and that is used to initialize a reserve fund
list, where the second transaction includes multiple
reserved amounts obtained by dividing a balance of

a remitter account

|

Perform second transaction verification on the
second transaction, where the second transaction
verification includes a fifth verification step used to
verify whether a sum of the multiple reserved
amounts included in the second transaction is less
than or equal to the balance of the remitter account

Yes

.

Construct the reserve fund list based on the multiple

1 reserved amounts, and update the reserve fund list

to the remitter account

FIG. 2
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User device 1 of User device in a
user A blockchain

401: Establish M,

402: Generate
PF[s_A>(m,[1]+m,[2]+...4m,[L-A])]

403: Generate PF(ma[i]>0)

404: Generate Sign A

405: Send T, to a blockchain node (M,
PF[s_A>(m,[1]+m,[2]+...4+m,[L-A])],
PF(m,[i]>0), and Sign A;)

406: Receive T,

407: Verify Sign A,

408: Verify
PROFILE[s_A>(ma[1]+ma[2]+...+m,[L-A])]

409: Verify PF(m,[i]>0)

410: Record T into a distributed database of the
blockchain, and update My
411: Generate a remittance amount
ciphertext S=HE(s_t)

412: Select Ma[k], and mark M, [K] in a used state

413: Generate Pf(mu[k]>s_t)

14: Generate Pf(s_t>0)

415: Generate Sign A,

416: Send a remittance transaction T, (S,,
Malk], Pf(ma[k]>s_t), Pf(s_t>0), and Sign A,
to a blockchain node

417: Receive T,

418: Verify Sign A,

419: Verify a use status of Ma[k]

420: Verify Pf(ma[k]>s_t)

421: Verify Pf(s_t=0)

422: Record T, into a distributed database of the
blockchain and update an account balance

FIG. 4
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Apparatus 60
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