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[0013] Figure 1 illustrates comunities and networks

of communities, which are one environnent in which
waoroehine4r eadabl e, dynami cally negoti at ed PCT/US2003/025971

interoperability contracts are wuseful. Anmong these

conmunities, a community maintains a | ocal registry

that includes informati on such as users, conpanies,

servi ces and connector E 9 I t he
connunity ﬂiﬁg‘ bﬁVE% tpl ace, an

enterprise or a sub enterprise. Conmunities ca
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PCT/ US2003/ 025971 contained within the gl obal trading
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community. O her Bﬁ%ﬁ%&&%i&ﬂﬁﬁaﬁif nnunities t hat
are part of the gold narketplace comunity .
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communities that create an inpetus for

interoperability anong el ectronic conmerce pl atforns.
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18 has fonred d erivhie naivesirk of nenn foy instanen becanseibants i keeprits metadata,

. be. unneeded d R2P . ' i O .t
e 5 S o P AL P ARP BRI s bcuse ey
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. W th destinations in other sub-conmuniti ersz. %@g@ ) ol
in the priyaisastweTs Sndynapeial seice araiars REchinawialdesy PYigg financi

. . . d
e By € b NIRRT R b R, L0 B s o
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global %IQF?F&@E 69@@@%@@-&%@3%@@“&? i B APk Thcommunity and
determTRATN BF G & harE AN tEARBRGNRNA, btoleRR B BBnectors through which
sub-comunity. So-called hubs are used by connectors
the ele¢tivanic eomemencpdpindngs kiund dorsthie spminiunity anayde reWedn Dpgigents routed
rom of ey P B BT DS 00 A SRt o o

commiiSdsi o #diRRily Hidghf @k wa hibre ifteinfediirg coanmRitiee Business and security
docunments or nessages. Hubs al so maé transl ate anong

rules fartepnagssions pvelvaeche communEigh plsp cambe defnsA 2B Pimpeed in

. Ot . For i . .
comm:3ESies RpuPa MR 1 AR ARATRYANE: STURIEP o
commutitsahat| crespoim infpras fosiniaopdrdiztitylmeomgrebeaiopic.commerce platforms.

central connector is a special. case _of a hub, which
[0014]can h-Qnasetonis aEsAFALERR L0t FpRiications that cappupicate with other
applicegfoﬁf.cfi Rbors B B8miAnicBRMBn LH&eM-pétr (PRMNHASH @F oh 8 directed basis

useful, tor i1nstance, to carry out translation

functi ons when traversing connectors froma source

according to routing rules #oes not |lead to any hub

that supports the transport/envel ope protocol used by

the destination. [0016] Aspects of the present

i nvention address federated registries, conponents of
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conmuni ties. For exanple, one mght be in a suppliers

community and another m ght be in a buyers community.
wohewnmbtue, a federated schene for storing proPCras2@mad2s971

agreenments should be wused. For interoperation, the

avouss B SR RLTELL 0 G058 S0 B SIS cmggon i
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commugFaRh B FREPORST SUBHUAEAE S ALEh B g OErICI et e 4y Eptine
rules. R%ﬁﬁﬁ%ﬁﬁéssama_ oRth &8 %an ﬁé‘fnﬁﬁﬁgd B3t diRBtedRFapRN SUppBitin@one or

on a Message part by nessage part basis is
more hub[mdlspa)lmipp@lsgtekl frene anmbee warnsppysleavelepe profogols. A hub and spoke

where.t he des t he .
topologgggfmgpmwayo% |sgo togl RS )}rb?ne gﬁ&%éQ%&ﬁgﬁaEﬂ?ates
centrahz'%'a%eﬁﬁ%%ﬁ&}?asmﬂfng, BusaiE Ritcigokbt c@lﬂe%ﬁemttracmngmukﬁﬂng,

docunent.) The transformation rules are specified fo

accountihge anethers. Midiiplgdubiand proks @g@np?@ﬂpgs may, o¥eriaythe Wwﬂfiectors to

soor 5 AL TR 40 bbb, or

instanceS A@ttbRlodR BuBhh@ @M@ org&ﬁmtlém may theaepfied tetsedoriogs atransport
al so can be identified. he version of the ssa

technolegyctham E}EUS@H'@)TE% g¥ HW/’S p@“B’éal s EOMTE{CEHAR Toufes &na%@gpend on
whether%@gwx SEIM b 41 gr Voisﬂﬂg RN oMb By € Wil b QS cdhmunity

oreogr apwy SO S Ices benefit from know ng t he
(which foiag Riiclidyr the mhotdmnmmw;medmhzadcfun@mm mey be yulms ¢¢ and P2P

commu%%rgtg%%egglst%a g Oglg %ﬁg{eggggsg@ rQ grlvﬁge a?r% g}chggc} @Sc%(r:nm&ﬁcate with

parent c%ﬁ{}éc\f&rsXv AR @EHE H2thAeRBAtbAPHCtRr sOB-coReRInfifes Of
gement D|1=1ferences in sent and received

[0015] mes s a@esnechers muvés labslddesimpledgareciors (spmstiass sipmy called

comes S B oS Bl ] SR Kimasvy,

they ma¥ B REEMSRSuhStiondBE SSigPedrinetbtiadre ditedtédEoaommmielopie hub
protocol s. The connectors in the route that serve

connecwasr, et whﬁm they s BRITEERAT SOmPBRICaC AT ABpRE-{ONRPALRFS g the same

sub- coregl it . SB L%btsg%{s?@ Bg Q{nﬂ{e edtoréthat ?ﬁ'@ QLS Eilréc'fbdtcﬁ%nked to

1 art w recogni ze t hat
them. Hﬁ‘@s ﬂﬁﬁjﬁ smle ﬁ@rcﬁﬂhdn bad ﬁmmmsrgalﬁs pewidinglfy, by apgeaemers than once in a

i nvention can he con‘gﬁg g} nél useful sub etuIn %
route PR\ &HRTSH O HERAIORt SRR R GBS pcuents or
messag%ﬂt BLOPALS, #, lh¥s160 Qﬁﬁ)ﬁ% Eraﬁé;ﬁh _Iﬂr&%hélg &fat SdppoRSRREinSorPénvelope

present invention he |nteroperab|I|ty
protocato Ebr mstanee; arhob medyl tyanslete enselopy protecolssandtalsogmplpanent a different

oo S S B ot eSS kA ¥ Shesal cse ot
hub, whicH 'c&@ta@usedqgﬂ OhRsLtdrY HRS alk it esdlRityddivewed drdinked ol tham. A
conflicts between the sender and receiver, For

central eremAstas isfetsiai fom instAnes toragrryiewidransigtion Fractiorsnvlsn Hvesing
el 1198 tltipBorts th
connec] S Fold sotpbecclRble B Mg lzs B30 ool Bamy i el Rphorts the
transpdrﬂérﬁﬁélb@erpaétbcﬂl u@é&%ﬁ&éﬁes@an@mnput ed and si gned by a
rusted serV| ce, such as a coggunlty %8 g@é | S of
[00161t r ust e¥Peqts of theyessspiony oy Addisesriedasird3F Y Szfomponens" an
r gnﬁ@ 6 #htbdp&apmt @htract. The
mtemp\l‘/n'\%qejﬁ{tggglg?%t Eéétg?égﬁﬁ%b% ang %gi)?g%ﬁ]%ocal Iy cacﬁled
at the message sending site. [0018] When the invoking
service is in one conmunitySand the invoked service is
in another community, the contract cal cul ation nmay be

performed by a distributed logic that gets the send
SI de and rece| ve si de |nforrrat|on from cormunlty

-, 1 a 1 .
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conplexity is hidden fromthe service witer and the
i nteroperation contract is automatically deduced from

woOheo4roeti4st ry. This greatly sinplifies servi cePCT/US2003/025971
devel opnent. [0019] The i nteroperabi I | ty cont ract

shoul d be dynam caIIy conputed to ay b-
scope of aswm 518 ORI LY Ao BP ﬁlﬂf?ta&l B 1?%2&%{5%??1%8 gasu

ocal 1(lORStRGh iih&si At inhightrtednidiféerent
entefpﬂseﬂréa l%%lﬁlt‘ Lt]“L:&]gor -qug%:ﬁr massége s aQ%eglche gan . .. .
communitfd P PbesRniplé, loae ayiphiriiedn aswmmwwum dcapother gt ge in

be k : i
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not requizel prdeiiticaion &oeid cegtrahtarstedaparye Ialaqydees nphstuggprafpé- irection:

back office system, with.t i..n| ' d fall
choreographigsy I@@.Bgswq\%s,ﬁg@kmg??aiugg%g ?;%1}%%@%;‘185 %glgfgcte\gg Eﬂ\éif%eens en1f 0
previousgi%gé%tigﬁé’ ?(ﬂ '\}llil@ Sigxﬂg&nglaﬂé iel'girég afl(E Zh;]@gfff isrrnmbmngt@phﬁgmem @Flélg kept
in the sidiple welr se)@dge,én@ ne knewkedgeef reggnlaiicgrﬁgs%&ht?ﬁ &c\;\rﬁg% \ASBQDE[nC%H eply
back latgy? PyBiEhreE T e b SEAHE! dih Gl AcholiM religbility drdlssourky. A

stream web services and transparent to

collaborEQVERE Samceein besimpleor High pérbpemsce ad ineldition sepppyr
PCT/ US2003/ 025971 8. Service d

. | L SCove ; f
dircctiongehoneb EFDR AR oF B TOR TS0 e PRI Pp PPy e essignee o
. . kely It [ 10el-prerides.adi ng partners
this app cﬁl&fo fggg%&eﬁosre g?n&g%nb%{b A di scovery mechanismis .a
[0036] Usef Ulsdesclibeditheotghati thiy apakication and thegneATBTALE SPHGHO1S:
before setting up the business r. | QNS RercSHANE6Ys ways.
aspects oF LS QFoFBEEV ARITEPATH A A CLPLoEs FER R Rere O ?
Innovatg%r\gek{l%ﬁle&rbaﬁ 86 rddifbred trpihd@bllabotativerregiptoyes 4ra highquerformance
hat supports is invoking innovati etre% St Vium between
web senwizles snd vollaberativeiwel sirpiess. r SHRPOEFaR §e Pfféﬂ%ﬁ% Zehton
. i.nventi.on wil rovide s r { Qleridpls asdb&addddione b9 one. A
native Sémﬁglﬁnﬁg“gﬁdﬁr%opﬁ%?cgtv?% sgfxﬁ?e% Vgh.epr)r iel\?glt e UDDI registry. . 1h
high peh?ﬁhar?&rw&fs_eﬁﬁcey%lwd@&l/areﬁ agee réglstr;nﬁdaatmifm@lﬁ%ltélgpmr@eﬂt will be
of comunities. scovery acr oss e ne :
possiblo cnamblpb e TGS Db s SRbbe of Aot ol & SR et ssryics (from
co Lt b4 M B ok@y e vhidh Bentifiesgl sebdde port that
UDDI %%%oﬁgg%%%ﬁioﬁgl@g?&éflobalg % | ow page f entr
is the URD 054 pbias obamydntatibnetinbt. | Messaeestranveysiiropglythe port of enfry
conmuni ties contain transport addresses for routing a
request into a set of advertised comunities. G obal
yel |l ow page registries contldin the tradi ng partners
and services of a set of advertised comunities al ong
with aliases and categories. Searches are done by
categories. Since interoperation is bi-directional,

- o "

e

a



page comunity or have routing information to each

other directly within their comunity registries. Two
woamnmires can di scover objects in each ot hepCrfustdwey25971

subscribe to a comon yell ow page registry.

. Typi cal | 1 ow S. Fegl st y. | 0 i t.hi
it G s e BB AL S i B
accordaRE GRS the M A AmioR rchuRR tegbveafedbytandndesoperability contract that

di scovery, but also trading partner informati oq? .

governs iwhet bifipeys atcivery hend Native web geice£ag inyoke & ngfiye or foreign simple
ani zations and their relationships. Also there is
port for getting the technical information for
[0037] i Nt ermgeizatsimsle webstruiten ganEDlupbottekby arinuowative network. If the

interfaces, transfornati code and schena .files. 9. .
foreign Relopestioy KpaWs (ST EBY LR EIG, A GRFAES gy gt correlation SOAP
extension§. it ;cﬁi& F?%%/ﬁa?tﬁcéﬁﬁ@ fi Wil ShAEE el e dblieBsra@web

ene Interoperability support of all
service. SEurvigaeteb stficebamynsat combimtive of mnevape SAAAR extprirs] They do

ot e e RO RSO B o BARHp S SRRE TR
inventioicri\o"btgﬁfcp%eé}@éﬂde@ td froVaa kofvhreS bied Rir6ies webisegiodh b thindgparty

ument to enjoy end- to-end interoperation, Th )
software streiist bamsgdr Eowsignewethserdcescaadedrvaksd P @nyBeitieeli0 service or any

semantj cs, . such as dacumen ] g ternal SOAP
other SfSiE B Rt SO UG R R ppisPl Wy KPR Spdfe oxtemal SOAP or
email. Inth€EARVT Akl hurft@ useNtighORE exdhil drowsiet toubdtiknpdérhérg@the web
_ systens, docunent standards_nmy include Igoc.s an% . Th
service @addnteroperte vatihetlpsimpherandcopllaldraivy R Py rorqign Web services. 1he
UIENL e Y8500 wdbt e MDA frERnE BSIRIbARRe regis
WSDL g?ﬁg{}?%éfe%\g/ifﬁﬂﬁﬁg&é@gtg f‘g%e(lgaﬁﬁaqu)er vice can define gistry
or fromIUPPDr A foigrowed wirvicerimvekeser welpsesvioé iraanji@n@mivf netwpsk by
) _innovative version interoperation systemtransforns . .
imvoking g Rt 2 prie I ABEIRER™ AR 4 HETRFERE ST oRTvice i
providetd‘?h@g RT S6he/ gcgnta(ﬁ‘%n{r? 8 obPnétREHER d SOAPRYteRSi6K bifart of
the best-received version. The transformation occurs .
invocativaftyrendtive cnialmegre ivsbserynesd saitgar Arapmieally regnond fpack later if it
send. si.de. 050] The registry supports najor and
undemﬁ‘i‘%&le $§2§’. %‘2@5 thin document families. Major
versions may conformto different schema | anguages.
nor _.ver s ons are _ex optional parts to
5. %‘eﬁgg@( %‘é‘ﬁs‘ﬁc ﬁ‘.’n ?pgg‘%%%aﬂfé\?ﬁ’gg%goél i nt er operati on
[0038] [ 0051 [The hesaomefihe Hestigatigreservises Goaynonset skamld agtmaltsrand the
re defined by the. I AL atac ankh tter. Th
market@e e ARGt T Be %]rltg'q%%;(ﬁ f\%&v @é%l_rg e Eﬁ are ﬁ?g%gg%geés ©
routingle@ad#RB@IshbEd tiahateatle andié laatisMramspatenenind narkdplace or
instance of a schemm |n_on<i Ia}r}l’%ga%ne I s di %%{erent hani
enterprish SAMARIINranFRsteRnr e ROFHng Alarg WA NI Fanspofb ARyl fequrity mechanism
?ﬁkg} YagR1 3104 EREORerptid HRARKEDRca figdvalls
should r r?gf%lﬁn@%}%ons élﬁggﬁg %e @;ﬂ%pgort ed %yl transfort%ati ons
without cong@omisys secii52] Gat eways may perform so-cal |l ed
syntactic transformati ons where the structure of the
payl oad (relationship of elements) and semantics is
6. Mstiahmydapebdént imereperatisn and  packagi ng is changed.
[0039]A COMRLiblofn Hiak iidltdestht hadaYEsSc@atidsydemak@sdfiware runs in and
equi valent XML markup and vice versa. 13. Dependency
the devstopheratibexeantibnanypnmentjof the wper the Biinsssesevippussyi. It also
. From this discussio kil l ' i
may ingQ8 eReryh P ERE R HAPP Serf € blshiplyfy SIEeBlfunilhy b software
runs inASHeHaBvarE phrt bftnespepast icambs hesved by ushprliogth mue Jata. The
agr eed locations and in an_ agreed order. A rHsssage o st
independenss Sortidavelopmeniieqrtion suiFanmoRt B hg ACkie W iYeWppgriing strict
connectors where different connectors do various

steps for interoperation. There is interplay between
the | ocation

ar
web seryg




and order of schema | anguage instance transformation,
version transformati on, envel ope transfornmation,

weigimngi47and encryption. The infrastructure prPopaIskop3/025971
orders the transformations. 14. Service version

sandarts e B0 GUero e Y RSP SR HE RS, e dber
technolo%?i%ﬁé R AR de WDREy RS BEGHH 8o gesnedditieand ¢dnforming

e natural for a sérvice to be upgraded and a
to J2EE sa&1dardse version to change over tine. A new version of

a seryvice m.ght hav add [.ON:
o 5 USRS B St omarcn
. v%ﬁl&ﬁth@ﬁ‘ o fdide MRV RP MRS 4t d EnviISRAORY R Bigir preferre
develop %ﬁg%sed the sgt _of thr eggr phi es supp rged and thc%.11
favorite vendat drwhacoéssed piathtthginfayprate pasy .t00%§0}}° S HEH gD S
: i nt eroperati.on.descLi - t L b dekisllicent
mtemperla% ‘%‘#b%ff rgﬁ‘ée&Opseﬁgéﬁv%%gﬁl@gﬁgﬁo hgl%%gv‘\,/g lélgér at i%ﬁﬂ.h I n 8
network, 3dialliservicdsean Be compored intb exce odmpler sewioes with campostige

__known to the _sender and receiver, so they can respond
capabilitigs peidgei rieeasy flopGUEWP- The infrastructure takes care of

interp 100 MR LG els 8lrvieEs @PYdreBRbe BéldFedaged primarily on
[0041] di ff éAr gg}ﬁtq%érl%cen a r%%ﬁg par‘r]t Sbecom&*s an gftﬂt achnment or
messageMhitepéeitiva cotiponditor & dightysight iserver wpdd deitwgetpd o sppplier

There are at | east, t odj ts :
e S e o R TSRHLTEI BB bt o
couabor?tﬁl%sx!i?a? scibeP@ier Gl AH Supbider 1R lighteeivhgeditiohr Dhghightweight

process. The process flowruns jn a pr ocgss fl ovlv
edition iaelgiescbasiv developmienigoolafiutdosrmerissdisdeisyelepypyy Py primartly
direct nessaging .bet Lt SENM IdE6Sohdd
leverageg ESf %&etOB%%gﬁ%%ﬁ%g%\%gO&%eﬂg %gtg g}:ﬂ F@Jalteﬁl t he e(r)l%%oi nt
environSEAUbE BT LIEIGRINERSbasdd pfoessentricaelfengiamedpr compesed services
sends and recei ves nessages.,with other.services and
may be tieknded wvith the polipborriine WeB SPYines peINEr SRRONFte | ¢ sel f |
This abstraction can be very useful. [0057] Process
fl ow engi ne processes shoul d appear as a service. The
7. Baght Offed system HeroPGEAIOT: o i nteract with the process |
[0042] Send Ofe agct ERitiewperaEios agthsfofaigmearistorsds intereperation with back
Because of this abstraction, the process fl| '
offce sy oL ISP BT TS P LSS St G LBy Heled so ha
i 8 b RickéRmd 1ovdliand Foged liscoverysievel.
the IOO@SQQ%VJR@%%B%%S%%S%%OW and exa%osgte the |arger
Toolkits @iV ltew btk effice systemn ppaatessstofekpesedhjr wéer&c@ﬁ:@s%mple web
. engine can be made avail able in_ ey I | M8k il b
services 6F WFELLAR VT HER BRBIEE A0 ot SOvEa prindRERH Rl kers wil b
able to Piddrite E0ab1iHRE B AT GERASl0BME Withl tBe inPbOSBRINESPIMESYSERNOISt0
I S possi bl e because each sub process in

; he . .
directlycionstrudy atvesd sordessdrterfensk Aotisr embogisent Qéﬁnﬁgﬁ%“’é‘ﬁ?ﬂ‘ﬂba back
sub _process i nvokj r j e system
offce S8 PG SBRYC AL Sl Hlfeof Y8 B0 gl 4 B oBce oy
with the #nboatsveighvprkocesses i nteract with nessages and the
msssaggﬁs could carry Pr ocess fl ow cont@xt eivgi Iegghg d
[0043]i n eadkpesing prckcaibice Sy§temsas WbGRTGPSi RSP E® s “d0B
[ i 1@ RakiifordliiiEbétiveaaDB and XML
st e A e e e o ko
or XML lad Senfliengr TRhsfornring beowen d2EBCA pAresard spqtyresArhXML. All
.. one of the services does not,directly - :
s s HAGRBGP AP BT b STker Gt F15sBraRte SRRty e sepvice
develoﬁé}s_correl ate related nessages wth conversation IDis
seful. It is possible to have a virtual conversation
with a sinple web service, which does not support
chor eography by using payl oad data to correl ate
rel ated nmessages that formthe conversation. A process
fl ow engi ne includes |ogic 1and resources to perform
the correlation. For nessages fromforei gn connectors
wi t hout the addressing extension (typically true with
back office systens) the nessage could be sent to a

oy o s A -



WD 2004/ 027547 PCT/ US2003/ 025971 at the payl oad, the
registry or a |local database to deduce the destination
wadduaes4bef ore forwardi ng the nessage on. ThPe€T/US2003/025971
capability is called logical routing and process flow
engine facilitates this,  basged onfi gured
8. Sé'fyg‘éﬁ 41%03(@%%11%?"15? éPﬂ?q“htytlﬂgeljfﬁ@P(}gé to_exam ne, |
[0044] f r onin thieifaturd, liteis dielyehas anteroperption betwisen fradiag pargners will become

o S SRt 0 A AERH B B BB g s i
before s&tﬂ%@aﬁﬁ iakinadtrslatigeaty) biscotety ofisericdsiaad srading dartners offering
C og

raphy forma famly where the first ssage are .
them is donb shrawgti tae[JDDhetandand . A more pawsHlfpel thet Iéiﬁ sgpparts 1s invoking

. Jamly supported between ' . 1 d ot
mova SR SBREPRS. BRLATGRHRAIEE S8Rl Bt ryicesopo
for uploﬁ%%djat@ﬁ) HpERcAIDDY rdpistiyerr e a privito VBT registryrthat serves as yellow
m ght support nultiple famlies of choreggégpﬁl?s umities is
pages fof moohIUAGY aF & petral FEMBBHHSieHa DIBHRYCTSACIO8: (e PERVOTk of comm
Chor eographi es can be nultipolar. [0060] In one
enbodi ment of choreography negotiation, when the first
[0045] Messaae distotdie acrobocaugumtitsy each coemunityreay kevgarlish afiglobal
t he receiver a olL.d the choreograph ariati .
whitc pagh EREBERUB e O LG LY SR PRRE SEOPBOr SIS DAL R OPfhite poge
commulgﬁl& JoReth BlspER AR ssed R Yot REH4s8 intd Beétrof advertised

rocessing accordingly. If a new service is added to ¢
commurities. calovarysHowaage tdgisticsredhiain he tadiog pagyers apgaggvices of a set o

. between acting as.a.,brid n :
eSS WS 4T pHEh R SEDRERR Aty ucgoris.
Since inge#éﬁeirﬁﬁin% bERREQRARIRBRY comimEnsities i@ subseride t6 heomeiopgl @l white

reography. Choreography negotiation is further .
page conlesiiy lbeliaverrogtig BroTHEER otashather i hifhighgicommunity

...applications.. 17  Hi di . it fbscribe
e GB35 O i 8 st common
vellow FH2e SEEARE ETyiEdyas pelidve pafes rdmistyyrie Bested withirs ihite page
need to know little or nothing about interoperation,
commugi®y.t he conpl ex i ssues can be taken care of under the
[0046] Cove.rﬁrogg%ﬂn{ﬁ%grgéigﬁ%%&eésrm{eﬁﬁ@é@taré AlRbABE TR 0BG Albcdeery, but

configu ules take carée of the conplex .
also tradifg y@sndr éhfateatidrointinting oples atd wivilgeess end Bsery ang @gajzations and

. hetadata., AP abstractj ons,.ca e. provi ) ' .
s A b SRS R B et e Rpero
i r%@% | £1e0fselNE: BRYRLEDBaSEasIdtibE chichd shemnfiless and
includi nt?}.ﬁ& ’Iset he security policies can be included in

the interoperability contract, sinplifying the service
9, ReyRL9RREsion BidePsgeration | mpl ement  appl i cations. 18.

Mechaisng to Limt inter rati [0Q621. RALLAR From th
[0047] ¢ trggglji"sﬁyé?rgl%? ey 8 Cf)g?@g%cﬁg}gl ‘%q@e.r V%}()e%}rr‘tfalélgéIe'mi s that oo e
interop&lgﬁlibnglfp@gﬁrowgnlgé@ic_egut henticates the sender and the

service authorizes it possibly based on netadata

captured by the registry. The barriers include
busi ness rul es,. subscri pti ons and hi dden servi ces.
10.  Bospprent semAndic IferoppyasieB,/ 027547 PCT/ US2003/ 025971
[0048] SOnet iThesnfdstubuird doss not carestopt hetsemaAntigsrad dee payload. However
comunities or within omruni ty. Subseripti ; d-
documeyg PRl B BErEHR b Near URer e s vilte R Sl poltsy enjoy en
to-end ﬁﬁ%&b&@t’iérﬁ B h8& PAlréRer hiveab _%%reb $o thestuherttaemantics, such as
I dden services that are not visible qutsid

Lhe . )
documefamily mengrersanst mﬂsgﬂma@qrm@ortgdhe ggggqefq, to %ﬁlﬁ]lta?c%gl_teroperatlon.
. [0063]. Fi 2 id Lustrat t .
L

bet ween a producer service and a consuner service. The
principal features of the figure include a registry
201, a web services engine 1302 including logic to
dynam cally determine an interoperability contract, a

producer service 203 that exposes a choreographed
interface to an

possible




internal process flow 204, and a consumer service 205.

The figure text indicates that this exanple involves
wano@rode7r ecei vi ng system t hat produces order PCT/US2003/025971

accept ances. The producer and consuner services have

their own capabilities and policies for choreography,

servi ce version, docunents, security authentication,

11. Déﬁﬁﬁ’éﬂtl\?érﬁﬁﬁfiﬂﬁfémaﬁslecurity si gni ng, envel ope
prot.Qca

[0049] o go ed{ltg?a?%?ita{ =R tqp.%ljaﬁon i@ serficdyanad o) sluﬁgort for one or

eroperabi ity contract reduces t
more ver§dls®Th dobuantl Thgiﬁtfﬁ)vaﬁva‘ ?@aiiomtn'it@ ﬂP?l“é@‘_m systpm gagqm@rpetween
or maintain a we services. Lt p . ki
the sen dociroet Fod IesoRUFhgoTITE T e s YRS R AR A e "
by..part el arfSforiABoR 8édut Chabereithigmesyayé tasigned and encrypte
the best-rg%/)%Yeae\;’ei‘S%#]l‘g yers%m cal | yonegoti ated interoperability
on the sefid§lfi¢.act evol ves too. [0064] Dynam c negotiation of an
i nteroperability cont.ract, pr . d KRleBt families. Major
[0050] govi b4 BRI SHPORTAERIPT GRS G SReh e AR J
versions &?}251)%0%@6 Qe §cﬂe@&ﬂ!angiﬂgést aviinoneerstonatiecmxpected "co add
am ¢ negotiation begins froma producer service's
optional fesap iapphscoversbni ts avail ability, capabilities and
policies. A consumer service can readily discover the
producer service using a discovery protocol such as
12.  Scibiha lafignage bderoPeraf® consuner have machi ne-readabl e

[0051] SPeciThé Qﬁkh&ﬂ&ﬁgﬁagei foe 'payloaiiﬁlglﬂ dctduwnssmﬂ:l gefined; yghe envelope
One or nore schemas recogpize e-producer .

protocolc Emsr_upﬂsss of m@milwggqsyr@%@%ﬁgg WT Haese gg%ggg%gs to describe

the scheﬁ%ag)tlgrgmgg%%ﬁ.: a0, iRQAdcE 1088 seiend @ e language is different

ntersections found. Instead of .
than an XN fnbtAfcensfgatdqalvamnt soheme roanothatildfeapgh glherefore, schema

t bilit , th t ' deci si
languags t68cS ERIREOIOAIOHE Ul RGPPSR A (8FloRaps.
[0052] © onf léa‘f#x?a}é%%f&ﬁﬁo%aﬁ@& smtdctie tahtfermatidns eviepd thesgucture of
|

and con ardi ng whether to applg S curitta%
the paylﬁaﬁb@élatﬁ?qshipaﬁ eksnents%ran ger?mwéw phangsd bt tg‘glsi’rilgﬁ g
parts o ssages.that wi + BGEOAISAAMY Anarkup
packagingis CBVFE&%%W paﬁ@&o%uﬁwé%isicgﬁxéerr%ggg g@ ?%%t 3&% ontracts.
and vicer szdecision rules for preferences may be standard
rul'es, such as receiver wns, sender w ns, nost
stringent requirenment wins, |east stringent

13. b@géﬂd%ﬁsseaﬁ 1&?&&1 ahdarde @hhedolam%gl e:;es@ on of e&ot h
parties' referen L . 8 €hat R Int: fability

[0053] £ of V\ﬁr@%@% ﬁ%cugﬁﬁﬁﬁﬁgggisﬁﬁg%ﬂﬁleggur es, for inst ar%e,_ ,

contracfik ®nd WY bﬂéssuﬁﬁ%ﬂﬁt Heabpdrationsidpesre ¢arsed ditrg agreed locations and in
overrides, are further discussed i,n.the hl%/sne '

on agrebdbard. ak PiSsSREP ISER BFREY O ARERG BT ST BIRA & ygpoonmectors where
differeq%ﬁ%r\gt{egtg%ﬁ ?@%ﬁuﬁ @&EL if&%t%l%ﬁe{aﬁb& dThé&e iCintdrpiay bytweet the location

and 1 ncorporated by reference. In
and ordsO8Eschéibi Bingesge ihttanck TrangfoR0@INNY PASeN transformation, envelope

PCT/ US20Q3/ 025971 roducer ' Rt rmations.
transfotneationeSIFHRS TSR O’?'mer’ﬁjérg%c{"ﬁg# ’ﬁ{é’%%?% ucger. e
may facilitate credit and authentication checks and

the like., The franework of intersections and deci sion

14.  Serdee ‘équ'BM“%?r?P‘if%H sof tware agent to dynanic ,
[0054] negot iVatteseavicésrre dofbmadaty have they a@%@é ftside, %\éﬁ@%ﬁ %H‘l%if registry

i f a subscription has b c QUGS Fice to be
* descriptip oGBS PR oS I 1BEF SR AL Hadab et Rhiee
upgradd B Slicy varewalib @hangamvnime.oparabidrsioy of aaerviee might have
a remarkabl e departure fromthe non%.conven%lquﬁ}ﬁaholmye
added GRfatimy beadded s delstad-aptipnal pars) Al RPTEHATSSyes- I8
cryptographically signed by both producer and consuner
before it can.take effect. ()Wile this description
is stated in terns of produder and consuner services,
to assist the reader's understanding, it applies
equally to two or nore services, irrespective of their
consuner, internediary or

F A/ AASA—T e o, o



ot her data structures may be used to store the sane
information, for instance a tree structure nodel ed

waho@ro2tiae XML code. The schema | nteroperabil i PgTXSE0BS25971
best understood by loading the file into an

i nt egrated devel opnent environnent DE). .such_a
changed tHpset %MhMgzaphl@rsgpp@w apghfhs locatigny ‘g nﬁrBf%ﬁ WgﬁWS%‘é‘é%%
clu ah &halviiDihey sleamld
Choreograghg BaRPAT2tRh G LR SaPo S ARUTE A hORCBADREGHIDRY

invoke thé RER OPREAGNI Ini ddyln%ﬁ&lﬁ@mmmnmﬁvarmﬂ thelseruicgearemagde known to

contract section, a routin % ract section, a
the sendet andrrstaveratd HAY eanerpRnd WBIPIBIY 2 securi ty contract

sectt.on SrionNWBe 1 ketsH ©btiom parts are
[0055] each Jn? ggrporgﬁg%gggfé?gﬁ%gﬁgnot her scherra(bbv\hl ch
different bSwhirs bsiyasiriisicomes inettacbmentartviesi @it ure, unl i ke

conventional interoperability contracts, is applied

by a software agent trusted to negotiate the contract.
15. Chepapaiphysntpraperagionof the parties to the contract

[oose] & el Tgére LR NL8C0wdR é}ﬁﬁoﬂlﬁfentfs et s@pbachosbgmabyr One embodlment
i ncl

es the Signedl nfoType, the SignaureVa
defines alfeydend Howannd haseal Cpirticipaypain their MsPHRET T%a‘aiﬁ\éﬁélﬁtpé‘bcef‘% The
the source co 006 T h
process f@ﬁg}naﬁrg%mopgﬁ%% gn&? na Jé?v ?ﬁ K& her embodiment supports direct

e source code appendi X,

messagid P& nBEEhdpbft RBIRes Wit kﬂlergé ofthetchoreo Qlfapbﬁ details in the
nteroperabi ity contract, includin eve(i e§31%8§s§1 es with
endpo1ntc5:f:1'Vl1dﬂ:€‘;her}l\‘ﬁé‘@nlA Pragess tﬂo&hen%{EP%ﬂsb%i@ e g
| nel &ieE FBdIF. OThis abstraction can be
other Serﬁcgg‘i“ﬁatﬁﬁﬂefoﬁ%c dm%e? 1|'%\r/]'l g(r)lg géc.:r%? pt Fandl i ng. The
very useﬁggponfznt S IOF\)/LI onal IPy |t ncl ude Regw redMessagePart s
an i onal MessageParts, endi n t
[0057] conndseasss flow ﬁagﬁnp PrToEes FHTG SPTAATY SR 54 I dppGations "?’i‘m
arSGE M GeEméssadds ifioint ttes sdrvicel Bedhuse of this
want 10 "Fﬁeéa& gﬁthttﬁe {)1 %Eﬁd/%{onponer%t deségg;e{sbes capabl lities, b
abstractiefl Cih@pﬁdcéﬁ@&'ldwengimpnoﬁease samhlee be tpdde ﬁ@ImEP?ecﬂ‘ bigger\jgyvice by
2004/ 027547 PCT/,US2003/ 02 971 ‘ﬁdﬂg ﬂll
using theprogessgghnitiag fo E’%F‘?g\?gﬂ/ REEET rl‘-’lgﬁ%lﬁ1 i ng | S a geg abi 11 af/ger
service. @F@W%re 5 piichdd R eiithd ﬁﬂib@éss aﬁgihe 8an ﬁ@madms\wlgbls m every
veril eceipts are used to I np dlfinle
innovativeserviep und thieresore digtebuted QIPICP@IS E@t IR SRBACERR o P

process 5&1%1% alﬁ)?s 13 %P%a@s BocallléedBlshib gfoa:E%qH 'tﬁee&istﬁ'&dte@ Fpg/d&ﬁlﬂboks just

VEr'si oni ng cunment fam |
like a se‘fﬁwh&f‘é § procd¥P ireyokidlg ayloﬁbsmﬂme@éss s ttdaElehﬁdAkS GrgEvVES
appl i cations. The sending and r.eceiyv ﬁg ceon Lx?cfthemessages
invoking apetbériserviess Thestariopesub RIpFassRSALICRE meg %

and the dcesetd msrecpebitegrbte the sub
could ety Woaegs%l%lvécﬁ%}e%% zﬁﬁb? h&i%ugg)g GEHER 0 ea% b
process@Pt i onal , because they may not appear for

non- col | ahor at.i ve r.equests or for ity &
[0058] TheseAcc@nﬁé?réﬂ?%mabléﬁﬁﬁP?%F ABTARSE T T ha s aur a0

know t}% s%ﬁdmé Q9a31viddspes gl Bariotlbily Wﬁ@ﬂﬂbﬁeﬁﬁﬂ thé(sﬂvwak é«mmmt directly

“he sotrce code appendl X, can be us mi 1 8 o
supportchuicopgpBE ot q:cmvexsatuanll'i) nxtgmwprér gfbmp t% 89{? gtgtre ated messag
i ncl udl sev ol 98imol b
with Copyera@Eign; ﬁ 1§B§/ee%r§1a SIE élé §8 %%‘Fe\t)a?\g\stvﬁélec%ﬁ%rsétfb‘h% mple we
service RRHich REGOM: kastord - &pmpbR Y tisingppeiond data te eurdate Aclated

Route 1 ncludes two or nore Rqut eNodes el QU
messagestaufrmghe penveesatien. AdneccpeEeW vEEIN® Eﬁ‘{h}%?sg cfrt%SOurces to

annel fors (aewahé @d’iélssm extension
Peffoméﬂ??eclogﬁ%nopr 0 oco?sg% %ﬁﬁ %g%nﬁé& ' 0 g

ch or when exiting fr
(typicafty BRE QithHack 8ffloeBy styme) the messagn toulddeisent tapfgd Seff/’f?é that looks
exit and entry channels to reverse roles for a
reversed route. This schema is further docunented in
the source code. Routing istSnore fully discussed in
the incorporated applications. [0069] As addressed in
one of the concurrently filed applications,

negotl atl on Of SECUFI ty arrangerrent s is carrl Ed out



basi s, such as nonthly, weekly, daily, on occurrence
of an event that inpacts exchange of nessages between

wea peroe7aal ar sender and receiver (e.g., a sof Paans2003/025971
conmponent failure or a change in security

preferences), when a previ ne t ed
at the payfoadJ the ragistyror gdersl d’é@ﬁ@? t‘b&‘?‘f"&%ﬂ’@ C%F r@?g 3§9§J65%a5| S.

e scherra Segur i Rhe asd oeassdhﬂeengme
pevsing AU SFA UEER A5 e i s
facilitatesTHS; hbdé@d 6@@6@mgeummfwmmféie¢xbenm paytapd te Sratpiggy from

unment. In this enbodi nent, the nachi ne-readabl e
wmchtheotwwmﬁtonﬂ@ can brefedeCunent. In other enbodi ments,
ot her data structures nmay be used to store the sane
i nformation, for |nstan§e a tree structure nodel ed
16.  Chereography variatiopdaterapfrati®enem defi nes pol j ci es and, - ap
[0059] changﬁd,@ogr@phystmswset«yf q@mwtﬂlye@ offeredsloy; HietpprtioRaRfRdpecther.

Vanatlons)gﬁalt &;&,{gﬁaﬁ urg&g{g? nd | Wh iﬂﬁt Brst %&Hgt £3 shb@intiafi§Hhe/same.

as S|.gn ure, encr ypt i on
There shmﬁ&i bEY ggjﬂa Ry Qb aﬂa&bétwemstwd terviadsshatringrapedteiaed the

-rep t1on an aut hori zatjon resources.

{'Vl & O h‘tA‘support
choreo grélﬁhesﬂﬁ thead lﬁqmﬂsecbvéé b@l @idFSﬁdd?rYrEﬁ?@@%?,t OWPYET 3.5 g yg
multiple Bamlis Skepersagtaphics igyorifl SR edmtifftal/dgSeaes 025971

ecuri tyPolicies>
eellﬁgjt gla§s> <X|\/LDSI gPol i cy
Choreogé?mlﬁgsfr% e Si gnat ur eRSﬁ1
[0060] <Si gﬂlmbnﬁ@ﬂmdﬂ@?ﬂl(ﬁéh?lieﬁﬁﬁp

</ Si gnat.u ePo : T3bPNBS hRMdaphy variation picked by
choreograR5 i St | gna %‘?éA‘femaX Sap

the systefﬂ"aﬁm:élﬁféo @@chﬂﬁi@ﬁ@ paxt uhglm not changeo iheythen adjust their
14n-20001026</ Can

processmg@morch@y g}f@trtﬁvséqervwe Ls/a%ﬁgcﬁgxrtg? ﬁ%nvegsﬁ%{gl %rlpl g service may

I cy>
</ Sl orted by different
e A T
servicesfEPa Bﬁﬂﬁ;ﬁﬂ&&h@reography or forcing use of the selected choreogtaphy
<
Choreog&%fy%ﬁ%éﬁ%ﬁiﬁ%b?%gﬁ%ﬁ%agﬁg {é(rcw&@&i eb@n#ABlowned
apphcauo%gcrypt i onMet hod>ht t p: [ [ www, W3. or g/ 2001/ 04/ xm enc#3de
- cbc</E ncrypti on Method> <KeySi ze>2048</ KeySi ze>
<KeyEncryptionMet hod>htt p: // www. w3. or g/ 2001/ 04/ xm enc#
17. f - o the STiiexiEies 61 Mbéropertivat hod>

[0061] <E(gcr g%gf{cgg o.nF Olclft%/?{: ]g/vner W Eé}ﬁ@tp Qlf ki (R8sent invention may

need to %g&‘fgl | SRAEIAREE Bb A mtéiﬁbérahm ab ﬂm:rcl@mpﬂqx issyigh panpq tpken care of

under ﬂs@(ﬁﬂ@lltsgﬁ%& mgédgsf(jgtjulfq o Oeretgééia%r%}r{ Caﬁer;él cogﬁgured These modules

x509 g2 m&&%@ﬁﬁ/ EB rygiftiomiseyataf APl
take carg/ ?Oﬂcﬁﬁgﬁdagg% dEOSecun tyChanngI gh el h
abstracﬁ(%s 'GhiANNEvIdedso hidee o emetrpestrusture complete Y 'Bnd hide as much as

possible of the envelope specific field semantics and syntax. All the security policies can be

y negot(%tf'ol}rl when the first message in the

included in the interoperability contract, simplifying the service developer’s efforts to implement

applications.

18. Mechanismé to Limit interoperation . .
[0062] One barrier to true interoperation is security. The model is that the infrastructure

authenticates the sender and the service authorizes it possibly based on metadata captured by the

registry. The barriers include business rules, subscriptions and hidden services. Business rules
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CCNS: cup. conmer ceone. com connector: : centerSel | "
t ar get Connect or =" x- ccns: cup.

WOQOIHRTHRDNE. com connector::centerSell"> <Conf PAEMS2@B/025971
Al gorit hm d="P- XMLEncr ypt 3DES- RSA- 2048" >

sometnneé:glljx&lglg %ﬁg{ lala@ggmg%%%sg comaminities 50 Wit & &M Gunit? Subscriptions
{oh T8stdRRted/Hyule proiRitiRas@¥ice policy. It alsois
maybere%%%éﬁg%@éﬁ%%%?# Nafre= ' ‘O d erwl ségl onal ="fal se"/ > !
useful to EMesisiddmRariceRant heemeot 'visillg eutsids PERAPRITY af B8 oplg V1§B eto

WD, 2004/ 027547 PCT/ US2003/ 025971 </ Confi denti al >
specific partigSe ur i t yChannel > <Securi t yChannel

[0063] ChangglldriiCHANNERS ussRHes SR atallY xegatiatal 'mtqmoperability
commerceone. com connector: buy" tar %g@Connec £ the ficure
contract batwsen Eplpdum AEIVESE @86 a@nswsewyﬁn Hrincip eptuges of the 11gur

include a}pg]%‘&? 2{% Y, a0 I15£r9ngﬂ1e T XNki8 M BRFAa MR FEeNmine an

1nterope11§§ﬂ’19/\€tﬁﬁra tod\@ﬁfdﬁcérlﬁlsm&aﬂﬂ ﬂlﬁﬁ@psde@amhomﬁglytpmic’emterface to an
MessagePart Part Nane="Or der” %#S onal = " L s /tﬁat S

internal pffbwss Sgr ey esevimet spevianAlt - TR It e e

example ﬁ%‘foé e%%]o%de}-?éc% ggten'? ﬁfé%’ﬁfohﬁce@ lok @R 6B fHnSed) aBhet phoducer and

sections curity policy and security
consumet Bé&R el Baveltheit bws cap@)[hﬂes and pelicies for ohareagyaply, s§rvice version,

polic pl bl.e to th t
T
transporpf)l?:' Y5, Xlﬁgf Tﬂﬁfé'&iﬂﬂf b, o@i‘a{e'dCthercﬁ)@ﬁalbilﬂ cottamt fadiicdsithe extent of pair

gnat ure and encryption icy and e cr ti.on
wise corﬁ'matmﬁmequm%d tmset up or gladmaitg el sgmlcqgoﬂq RIp ambiguous

rules for,;f@qp {zlglg agfegqlﬁch n%{zvg%nteho %es%lé{ W?%ﬁlg&hﬁg 1@5‘ the hpart1c1pat1ng services

evolve, ﬁ%gﬁér%m négBﬁat%@ﬂ’ﬁe@b@t@ﬁﬂiﬂy eorairadt @m:\reg mq on poI icy
to all parts, of Qﬁgdocurrent bl
[0064] enbodﬁ)yrexnngnegmmwrpp%mam@eé?w tY&GBFﬁct@éess’btﬁ |a f@?i‘arll% ©

dev1at101?|§ré)fn§{:(81%tpl? %pé)? &%%Sﬁtneﬁhf ﬁ?ﬂ%)}?ﬂﬁ&té Rishl @nRaéttnegotiation.

or signatu encryption_and
Dynami@ lﬂ&?ﬁfﬁhbﬁ Bédigframe Iﬁbdﬂldea sdirente’(sfdlesmg)hotl efipth availgbility, capabilities
con

aining optiogns sets, the sel
and poligiegoA] qORFHENCT SBIVERSLER regddly r‘ilstcﬂﬁ%f tﬁ? BI%QE%% 8?“’%"%3* h‘%&d‘%"ew
protocoi su%h Gs BHDI 850 Eﬁ'&deu%er S nbdRéaRve aRENNE2Sadable spec1ficat10ns of
OCEeSSes can used for S|gn|ng/ver|fy|ng and
their calﬁﬂbﬁ:lityel@tandh gélaieasr y(itei argnatiefstlesmeastregngnized by the prﬁgg%egéléd cosumer
unamblgtummsll)y&eég%s {rt&s:pfght% a&?arﬁ%ncagagoé%%é;’s%@pulﬁgs b thiBE interpreted
and inte? &b Yourdd) En§BEM6 hVitab 2B peatidats te@ﬂlvd dﬁfﬁarlﬂgesteroperabmty

services or connectors Involved in a ri
“terms, thobystineprovides decigion mleamegardptgl hagyto TF?PZ&C%%&B? ecé’Pm/?FF
.ldentifies a so !
conﬂlctéggtivs@tegﬁ erFIhcegg a?telhné{) g@g o Ia%ﬂ @an?l@@% agélgg ,whtetr?er to apply
e LSS s e e s s et
[ ur i [
excin e o st el P B Hafie TS fgon e

ecurit Ol ik fedhr R kvire §atidet Winsplobiyringent
for pre% ar%lx%@e 4r%l ng,d Igﬁisr ;%otﬂ?%tﬁé&guut henti cati on,

requlreﬁl@hth@fnls,zlaislt stringent m@{mneﬁmudwaiswm a, weighded eqnsideration of both parties’

prefercnepst GG TT RO LRAG FF JEHEh P Sty rhokpBgS, ¥ instance
are Simﬁ%).ltg UfiRsBdddidisS Rl &l ﬁ&l@hﬁg%\?é@;ﬁdééearemﬁtﬂr disotsed @r the Dynamic

arning receiver's information when theﬂgﬁnder ﬂs?
NegotibtinnaDf Seuntl Autngemsats Batweere Webdlerviess Paienb arRltsAteR filsf

concuq:egﬁasm DeL; %{:)élgﬁn ngq& ?ﬂCOlé[JOQat%LP {éf%éﬁc% 1hQ6@k 1135%&10@5[‘ ¢he

Pies ar inthis exanpl e,
the sender is |local and the receiver renote. The
sender's data is current and conplete in the |oca
registry




331. The sender's information is collected 321 and

made available to the logic and resources 21 WO
waQ/azas47 PCT/ US2003/ 025971 that conpute tRET/US2003/025971

security arrangenments 311. The receiver's data nmay be

d | f f : _
producer s AV EUHESG ST e e AR HBOS S Eterast it bf BRG] ils may
facilitate. c?%g%dta}ﬁ'he%&%og SRdCRE b tH%rhldef ThEGrahRGRIVES infersections and

orfrat i on een recently obtained and |ocally

decision e@legltbws mmwoﬁg/mgmmosiymhmqaay apgaiatesan intesneiRbilE
can be fou d, . 331 .or

agreemepipaRELY o FPRIBHOLHE FEBACTEIS] TSP Aar bn TN ke musted
software a%eﬁ"t LRt Stot c%n‘éﬂﬂféah? gbgotiahsin Pt Aslity Sentadt isa remarkable

rangenents. set of security arran enent s 33@
departure &t ﬂne njd@©Fsivemimnat GBasstped grt@noaer@ a%amq%’é t{%

conci l.ed.. , Bot ommuni t Whﬂ thi
erypoarApne ey hEoarat ey oGt BT RS ey Yo i
descnptl@ff‘ig‘gat@ﬂ APfetrh '8 pro@itet ﬁicﬁ‘&ns&né%lrﬁcexmorasma th@ reader s
choosi ng between options B and e%ht i akf Ly ducer,
understaadioguit eprive eqﬁallm@t\ﬁo of HPFF‘eS%%%SagF BPeLEy § {hgirrOles as pro

um !é]}eerenlc rwis@ tance, the receiving service's
consumeg, 1ifengd or ’si gnature or the sending service'

[0065] Pref ex eaas sﬂﬁ)nafs and enaply piteropenabijity cdnérastairevide additieonal detaﬂ
anong the matches. Taking both preferences into
regardlnﬁ@émﬁ‘tOfth%@e%%%m’g’ﬁ“?%gent (B) or the I|east

[0066] St! | ngentn i) Hﬁérg abiitSREDC ifle shitc@@sdlenppendix, can be used to

enbodi ment, spect’ive Services m ght weight or
model aﬁ@xﬂélepélfablhlty mithely cbeidngasereral awepls ﬁ@@emsgmlpﬁeglt@p In this

oS5 G T AR S R PR B EL b yrocimons

other da%ﬁfd@ﬁfreﬁhaﬁ@é udeB t& ki9Fe 106 s@ne€ infpimaAiopafot insfanee a tree structure
age. Decision tables may be used to i nP

modeled yiber thé XPlesasieeride semmqrpmratahtyr@%ﬂse@ teead B loading
the file i et p S BE Bl Gyt bn RS Bfch ATV SV ARS

nce not to Sign or
provided Sevaft aRémbide ViesedMae séhem’aefr&hﬁlm depunjentation generatlon view.

opp05| te. Sone deci sion t could be
Viewed; mﬁlp}é A ooy S 7 e e R el

contrac‘r§ ga & %.I}S&tl %&HQE‘[%E% ion, 898k UbAnARRE bAeLE: SRtibANAdeciNdty contract

ecel ver ghature Preference Required Sin
section &1@5] c&itfaat mgﬁt@ﬁafﬂhe doudstitomaleacd inc@perate b rgfprmﬁ 'apother

schemagyBieit RsrRRGIITI i PR Sep B e e ot By SfRerabiicy

N é?d%ﬁ)lfa}f@ﬁ éﬂ@%&t&@@b @g@)ﬁﬁﬂ@tthﬁnhuhcﬁﬂepﬁrate signatures of
contrac fs a}/ég%l%(ﬂ?}] Opt 1 onal ~Encr \épt Don't Encrypt Don Enc t
the partiles(te Hreoropfraétare @t resuidn Parteeicthy sentass rfil&na@FFcW’;}‘@eS the

S1gnedé?£ﬁ>g{eu‘%§ S\%?l lgﬁor A OZI%.F% Pcrn:f\kll?@?%fyﬁégzs]fuﬁ%&{&{lﬁhﬁﬁted in the

source code.

[0067] The schema GeneralContract. XSD, also in the source code appendix, can be used
to model the general section of an interoperability contract, including several aspects of the
present invention. GeneralContract.XSD components include to and from information,
ErrorHandling, and DeliveryReceiptHandling. The components optionally include
RequiredMessageParts and OptionalMessageParts, and sending and receiving connector
capabilities. The to and from information relates to the party / service / activities involved. The

error-handling component describes capabilities and optionally identifies where to send error
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[ ReqUed ignature Receiver Si n Sin Si n Signature O
tional Si n Don't Sin Don't Sign No Si nature Don't
wa@aizon4ars4t Sin Don't Sign Sender Encrypti on ERCTASRI06/M25971
Re uired O tional No Encryption Encryption Enc t
. Recei ver Re uired Encrypt c.t Encryption O tj !
messagesEhdke Emerland ipg %yemcq1pt%d@ng Ré %ﬁ%bﬂ%lyéjﬁr erjﬁé)rtrw1 than
: CLY R \Jes EDEL ﬁ&'&' € Lyt to i ABiefent hers eplidintian.sThe
optional qﬁ&esggogﬁg%ée%eg%\?% rS%pes apply with equal fg_rce to .
required xﬁé.ﬁﬁge aﬂl{ cﬁftibh?lrpaﬁs :ax_fegxs miaalte;io e rqqu?l Oérﬁqmr@%@& @qtlofe%}sns%t,s m
~such as transfor lon, netri.cs o n iRRporated
service vespioningRef @O FREPSTH E’é‘hﬁﬁwgg 9“’1%&@“‘8&" glglzld?%g&%ggtp the’s orate
catid8 S §hk & di RO b HSedior daptbilities dibt the attribyt@0at3he
apphcauafﬁ'e%%?%?fialﬁ%ﬁgr}g? clur rr%ti onCont r%?t . XSD, ,also in the Th
connectoScind ale caloes fieatttibuies sush ap sapabieof RN encpption.) The

... docunent transformation ' 20,1 . il )
oo b BEA D b AAEPH0 Tl B AP RER ot on
way meséla%¥§ MhQB cobSRes dréifupiher doceiaisl idelss grraeicods.

ansformati onContract. XSD_copponents specify one or
[0068] nor e THoschemat RoutingEpnirast-SoR» ﬁlgg n g‘&s%lﬁg P %’ﬁgg‘%{ycan be used
response docunen n - s sf
to modelglgqjll%&l ng a%cglﬁprg)? ?111 fiﬁr%eg‘m AL ANRL RIGAEYR GerbNsshEEte 6f the

part name,. and a receiver
present iRfnB6RMwd 1815p's setenfal drgignivievoR dutingCoytrach XSiheosnpagents

attachnent part |ID and one_or e .tr,ansf or ' ‘
specify arapts; A Rguteg@@gc}qs @go HBWOF%RP%]IGE%HP ﬂ-ée Ru ) gl%fdd%& the sender
and rece{vrglg %@t& %ﬂ;% L8N hadilSto e R ABLHNndPH the tladdpoyt dndenvelope

ron maps are further docunmented in _the,
protocol $6¢H Learefuhde. widn exiting tfrony aneder st SysHGE fghis infgrmgtion allows

di sc ed in the inco r at ed ' is
e et S SRS S R
documerft&d {:r{]tﬁg LourSe BSRY R 13 mbratranpprt@sed intthCmebrpactteddplications.
N

e source code appendi x. Thi s exanpl e includes ¢ .

[0069] generAsd addressed inge ahthetcoasrentlrdpbrprlisaiqngpegotiation of security
sectjons. See,above for. irbiles of sendin
arrangergit FgEriedguL by BRomaH e BEa S QR Eplscdr S Bt pibliles of sonding

and rece’f’sﬁh% < S¥RLANAlRIMiret thhnaly afresdtild seciritytamangement. Preferably, this
particularly with the acconpanyin he vail.able, .
security Sommgdmieph i ipgotated ey RefentipHE U@gﬁé‘%‘ Eﬂgg“%glé{t g‘gﬁ?ua@é%rtlﬁ%ﬁ‘%mmn'

o arphdEALLTLES L h Cﬁgq?fa AScK3Q Y& VliBy 8t a user request or without
This m@?ﬁ@ﬁﬁ%?ﬁ? ib\e/gégor%%gegh [ E)eﬁgrl\(}bssages ar eg}é\r chjved for |
user intdofoRRVnadramssazes are eRalnuliged gr emsbrag otber pesiedic or occasional

Uilities are allowed to consider nes V.
basis, sypl ag mcglﬂélgnwe ) dp?‘\jye, CBASFITTHS ggalil 8‘@%‘? gm%f i?)’l;‘lpa%% &%ﬂﬁ%e of
messag?csn g\!rvnarz{?}g%%ﬁcu SRE8A: hfd rRESENRSS, a éoftvRird b@epurent failure or a

. from address is given for a bu¥F?f1rtIy
change GosesunityrpRedendsh agemanreAgusyonogtistag zpigagement Tails, or on some

PCT/ US2003/ 025971 endOr de 1 i Vi i st.or i d
e o TSRS S e
append REEM] Gfused As b BREMoNBrePAMELS Matlsingreadnble secusit inxppgrability

contracbrrmieront Jodb s Tog Wt Shouec ans-cfadgs SagiRsn i K cgocument
T e
instancé 8fre8 SREdaleanodetadntior e oUdl ycoddhEhis echenecdeimes Beligaes and
channeﬂafglz ssecgrritydp%(l:iléirgse.nkssecaurrigcy %gn%rel geq{jnels ge%ggfces%di 3085 t'resGurces that
carry out security algorithms, such as signature, encryption and authentication algorithms. It
also may include non-repudiation and authorization resources.

[0070] A set of computed security arrangements are partially reproduced below:
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someXM.Part can be included. Sending and receiving
connector capabilities are enunerated for signing,

wenewypti4on, archiving, message envel opes, nmanPEEAIS2003/025971
types, and delivery receipt types. A sanple general
contract section is part of the exanple in the source

<SecurityCagragifldndi X. [0077] In addition to the general
<Sec§r@ﬁidh@|@§>880tl on, there are a routing contract section

and a transfor mati on contact section. The sanple

<ng51@§qr?,Pgo l&Stract section follows: <RoutingContract >
ﬁmﬂﬂ%ld?ﬂbﬁby? N@ﬁ’@/ldﬁ LD mzttraRSAAMDE ] Bidl">

connect of = X BIWCUPD. _EOMIEL GSGREAGGnsonNect or:

Comﬁgﬁ&u@lﬂ\@ct>M%WﬂlﬂS’Ad6m6mﬂéMg 2r out e: Ent r yChannel
envel ope Proto

tr a?\'ﬁ@ﬂ'@ﬂ}?ﬁﬁ&&éémég%cwge— bot h"

t r afsdRnicBhY Si. ¢ ¢rARD0d 836 4/Cean@Btal COr nr ner ceO‘ le. com:

SOAP_buys |ce col = SO NI C
traﬁgaﬁ% ?%%u‘%ts}qﬁ@{u nfa%@%%’f i abl e="true"/>
qlﬂmgs‘@ﬁot@sannel envel opePr ot ocol ="C1 SOAP 1.0"
transporoﬁ Qortedl\/bssageType— bot h"
</§'|98ﬁ’%‘ iBRY<i cal Address="i cdt est .
SRAjPEbRRSIRRss0M © SOAP buyspl cenut neg"

Hﬁﬁi@ﬁ#&%&% POl L P EfEaRDIS R YRz LS
<Encﬁf}:}%hﬁolBWlb@hkhd&hﬁpfﬂh\m&prg/mmm#Xml&hg@}’EncryptlonPollcyAIgorlthm
connector ="x_gtw. cup. commerceone. com connector:
> defaul t" isNative="true"

co neEﬁér&ﬁtBﬁM&thcﬂﬁh’ttﬁ -Bvwinwoes. D200 6)4$xmlenc#3des-
<rout e: Channel envel opeProtocol ="Cl1 SCAP 1. 0"
cbe</EnciyRHeMEPE™ u pported MessageType="both" trans

por ERByﬁtébﬁﬂo%dMe@Sm#I cdtest. corn

NMer cegne..c bu
<KeyEnSHEH 6‘?'\(1?’%89 ng r&?pg{n@%gpﬁqacﬁs\?e:"t rue"
5</Kéy@;aﬁ/|p,ﬂdsm\ﬁ@hba:bl e— 'true"/> <route: ExitChannel
envel opePr to "Cl SQAP 1.0"
tme'ﬁa ?WEI\/EssageType— bot h"
<;En@fw)ﬂ@|ﬁ|1>cﬁmesx>cal Addr ess="i cdt est. commer ceone. com : SQA
éscfé W ge)go trans portProtocol ="SONIC trans po
<EF‘F\|W Hanfeynie Y VP ndhort Rel i abl e="true"/> </route:
cchs: coldredrissont.CBadaratpGbatty: a;etlléart){ ®078] This sanple
illu t hema descri bed above.
Sﬁ%“BM [ﬁ%gu@%ﬁﬁ E[Q F%QH *&‘5/ %I on contract,
l |<1X689|Daﬁal>ng appl i eA509Terificatere.SOILSIst SFRXE0YPeEtoaRm,
fol | 24 WD 2004/ 027547 PCT/ US2003/ 025971
<ﬁ)§€§§j@?%t i onContract> <xform Docunment ToTransf or mp
<fridpyptiobreylafeBocl D>publ i ci d: com conmer ceone. schemas:
Pur, c%ﬁﬁ%a der: 3. 5</ xform Sour ceDocl D> <xform
<ISesHFiYy, &Pur chaseOrder </ xform Part Nane>
<SesxitpChankiel atdnmeid=>CaANNEILAT sourceCorneeiosT k>
orm Transf ornati > " =y
cons: BT EEATE OB riergel tarpetGanpector="x
cens:ciBImmeere. comiconmsni@ttanterSell">

DARRLGENK gorlﬁm4lcyi ‘ﬁ%ﬁ@ﬁ&?&éﬁéé,ﬂﬁfz@&%& art Doc>

<PublickeyName KeyOwner="x-ccns:commerceone.com:CoIIaborationParty:

-sellParty">DefaultTestCert</PublickeyName>
<MessagePart PartName="Order" isOptional="false"/>
<MessagePart PartName="Image" isOptional="false"/>
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<xf or m DocURI >publ i ci d: com commer ceone. schenas:
Pur chaseOrder: 3. 5</ xform DocURI > <xform
woaeManestPur chaseOr der </ xf orm DocNanme> <xf or mPCT/US2003/025971
Nanespace>publ i ci d: com comer ceone. schemas</ xf orm
Nanespace> <xform Versi on>3. 5</ xf orm Ver si on>
</Cetifideotialyr St ar t Doc> <xf orm EndDoc> <xform

</Sec D&%lr{%h ybl i ci d: com conmmer ceone. schenas:

YBirChaseor der: 4. 0</ xform DocU Rl > <x.form
<Secuiﬂ@6hmrt§i>ﬁuﬁfmﬁ&@-é'@‘ﬂ’é‘+"@-)3f 8PYFe Ff%}f'ﬁﬁ
cens:cup. ?ﬁrﬁamem&ﬂ%ﬁﬁﬁ&ﬂ&* bl{f}}" @ergé?tmbﬂmnmr#beone schemas</ xf o

mespace> <xform Ver si on>4. 0</ xf or m Ver si on>
cens:cup. wmmemep&d@@@ﬂnﬁ%ft@rﬁ? mm uni t yl D>exost ar </ xf orm

<|n§§hﬂ?“¥eﬁkf@6rk%laz"r> A GigRaTiraRSAMDECI1eNMAPU Rl >ur n: -
eone:transfornation .
<PuiflioKeyNara gfsm@wﬁgmo(am@h]@ye@ublchey<lPubl|cKeyName

6@8&%@%%& i ort'o%wmpt|oﬁélefausm/>

n> </ Transform ati o nContract>
</nté@iyt From the preceding description, it will be

</Sec®§? >to those of skill in the art that a w de

of systens and net hods can be constructed from
</Secur1ta@gr&ta0§CE\)Frd conponents of the present invention. One

enbo frehBadablemdilr aections (ﬁmﬂeelrtth pelicy and
(00711 Spac hGRof sSoditRE M e

ility data. An enyi nt
secutity dﬂahﬂe?s R thlsrmaﬂnpleetheffald ab EcaRpPoliey @E&ﬁﬁaéféqg% eélflﬁﬁ message
t t
and multé;a?@@&*rlaf: cr%ﬁgxgﬁ(ig ok a oy g él)fgeoq"%hése%%‘;i 1139, T8E Ydcaftygiticy

service Servi ces

section s&t8 %ﬁ@tﬁg Wfo? Mideenarypabmpolicy amﬁtmmry@tlbly kgﬁsmﬁgma’cmn It
rnternedi-ate connéctors. The chi.ne- r adabl e

also maySdet wtpoilmeﬂmgaubmg)alﬁber@ﬁ@nw prization aB noy-Iey d?zl%ﬁl of sendlng f
or receipé. pg’cﬁglfs eggbogwi?erheﬁe gérﬁe sifndt Qe bBd BREYBESh IRy Ep@lﬁém all parts 0

e nanes the services and the 2 ?
the docufRAf/ V(R4 enfBodiniésds) @faﬂtﬁﬂé lednthmtognldelzﬁ applied to different parts or

connectors; a chor eogra ver nto aﬁp
dlfferenteel@naﬁgmtbm i alfesed gorBE% Sl @d? rSl%}a PV né@hﬁﬁ

IcaRtb i 1686 Yetefsithplifying the selection
authenu% égeibs %(gé? Hetg% {aféﬁg ar ergclbppt acknow edg?%f ices
of algorfhifi! eSélédt@cB&lgamthﬁssalr@msmgatpéwuh ﬂ%ﬁ ARG TORORICER P &1 eng serv

articul ar messa nd. at ast £
or procege@s gabe gsegrfgwlgxglegﬁ/ g ﬁ:gcvg 1g/aé&§}'§ﬂ% AkBRAI paiof a

rement’s
RRbald G@Hiba 'traﬂéiﬁﬁta@ﬁl s dnaiyph@al's&ty e¢raent of the
Messagt rwAPgaﬁéﬁeRp‘g@%tru thmto use; cification of

security@oliopsetiant e s¢<maty @@@ﬁl@@é@aﬁégﬂ’c S gRryices;ot connectd}§ involved
fi cat
in applyzlgg?;elym!tr&a bjlglgﬁ.g ?rsa PeH‘P %ul%g%)ﬁc%ttﬁ@&ﬁﬁﬁl%ﬁﬁﬁ{hdbﬁtﬂi@& sbarce

a particul ar message;
connectg?glaﬂreﬁﬁﬁ% dskis@héeOin ap! ?lfymghﬁebmty policysg. o‘ihnégncb%ﬁéglce

e 'docunents shou

h..t
requestinghes pio e B GeTRE BRI S IeGRE L SR S o
1ntermeté§3§¥ %)C]]Ogléb ana%sfggrc%g | Bop e @?ffurﬁ? Bblicyt. Fdre partlcular security

he permutations of two or nore of tf i
policy, 3hVAR simefg)enctgptiors ketrertcatiar, eutherieyion @)&’?F‘éﬁ%‘} t1on specilic

descri bed. [00801 A further .enbod @Ea%ﬁ@l tion.
informationanauiend tp §aRY FEIRE SREVTERS, %Yésl?fgﬁeas r uct e PR o

speci L RbSLPRAIdlhénts fatobtaimieg aeceiyetly information
[0072]pr ocefsrjsqu§ q%‘?]ﬁaﬁegﬁﬁngﬁt in which this

when thghiads tecabimlateuttions ef the seourity, irgnsfaEngfion;and other arrangements.
In the tll'g;l%%,r gqqi 3 gL an ;eg%%? %reggﬁ{;? %@%@%ateﬁ ey ﬂﬁ@ep@ﬂﬁﬂ@ the sender is

e services exch argl%
local aﬂ@ﬁl%'}@&ﬁ\?er‘férﬁot@ ek Werdks's dfh & Gerent aescompytete i fhsdegal jegistry

use internedi ate connectors. Unlike s
331. Thetsexdepsinformatiandsceldrsted, 321 ‘and made avalia%ie t6 the logic and resources

=4
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such as contracts that are signed by both parties,

this machi ne-readabl e data structure is created by a
WOROEARB4r esponsi ve to a request to initiate aRCT/US2003/025971

exchange nessages between the services. The

processing in clues a | i.nt er oper a
that compie theReCudy\AIaBgemFIH} g]‘r:]ss@? fﬁi‘;ﬂY‘ﬂes & ah’f“@??)j BEFAbI I | ?Complete
for 1nstag&t1f'thfe Qbcehfes llssi?lrﬂ{é &Ri%e caunifyods thete@ideeaid e isa commumty—
teroperabi ity data that produce nore than_on

wide regmyuai if thearcosper inormptioobes hepbraperily eletainss apd lagrlsscached.

h b i
pepei P sb R S S TP sl ko 2 o235

1nvoked% EJIRBL he AR /et REGmAtionthé nake @ravaildhdetothalogid that computes
deci sion rul es used may be subscrlbed to by the
security asamgewstSt ifaset @f secugitdrEngermentea 5"@8@ or may be
op t190t8 cb d
o7 20D, B B 1 s g o
service- §ﬂ@61ﬁd pheeientdyi Baydipititedt Oaatype ! pmfexse@bsasalaomgmlgwethm

aspect _of this enbodi nent 0081 her. odi
templatest A SoSiSCBAA T PRI TS CPURBOH RA] BL BTG Harg ot e or
both of t%% %é%éa]ﬁ;{& sehfddly’ ?&?&bﬁde@sFmﬁst%ce”ﬂfe%&@ﬁﬁg kdryice’s preference (D)

anne environnment in which this
for signita@iur e seadihg sk rvicetoprafestnce (B Lfos eneryplet might e selected from

i nter per ti.on, bet a consum erv
ammong 7 BHGP g SHLE BY BALEFRECS oy e e p AR B or e feast
stringent! (‘gﬁe)'“fﬂ%ﬂjé Be ¥d1&t&. NBtaBihkr erlbiimenty theasspelive SEWIC&ISnﬂﬂghywelgh’[ or
ternedi ate connectors. The security channe]
score tha1p pteﬁerem:es aed @ combinsd geiSEiBE g PIRgS maé(ﬁ)@w ‘;o(;ﬁkeolinto account both
nt i cat | f
preferergai hgl}ei ng?rf % PE Prg¥eﬁgnc%§r) g%%wgftlh%ﬁ& ﬂo‘?ﬂ) &%n or encrypt a part of a
messagé D& HGH t8ks Fhayt Bramed Seienslemynttied pedt pm@rsnce’lf@nmhatwn related
security channel s t hensel ves incl ude ?@3‘51’ tn of ¢
to whether dopige et SRCrEptingrtr{iei TRFSages dxdr d5CFions %5 0 ?fp

a_CQ vi Some d
i SN T g oo
tables tlsd €611l be abddno infpldnient pessiblé decisial aldesdolleguest. The

security- related request may include one or nore of
the above listed security-relatedtasks—TFhis—data
structure incl udi SgnderRreferengennel s nay be formed
responsive to reqiigeature an iPignAE® an exchange of
messages between |Rbgquised vi cesOpli@mg2] Wi | ¢Ne fégnature
Receivé}fes fgnefikent i on i s disclosed by reference to the

PrefereHEQ Ré g,redarrbodlg@ﬂts and exgigpl es det ai | gfrrabove, it
'S

gd that these exanples are intended in an
iIIus ﬁE Y. rat hgf,{ han in ghbjiPsidd'g Sengygon't Sign
Conmp f—asstste Jruucaau ngrs | npl rcated (T the
descr II'I‘E Accor % ﬁhe pr aS&Rt Si
. i ign
et Nup%gﬁgfy& %c erbodied— IIC’QQIE:[IUU% for g
canput er- assi-sted-_processtng—systens—t+nactudingtogic
tom‘plerrent the s, hedia—inpressed—pw-thtoege
to carry out the Qﬁmt@,n dat 'quylétg?ﬁs i mpressed with
|l ogi ¢ to carry outReduirednet hodaptignal No Encryption
conputBrcrpstiassi blle processing services. It|is

Recelvéﬁ’”t e qlirdl t hat |Emgyft cat i ofEnampt conbi nﬁrrcorns Wil |

R i%)cgntothose skiTTed in the art, which
m)dl fi étf and E:ﬁ)(g%tnat | onsHok EhcBpt W t IDdh't Becrypt
spirit U| Lm—: rnvent T onm and tiie scope of thg folTow ng

SLa{AEE‘ k%%%»oﬁé Elrai m as_appeaReEAht t hDGPPEAGH Kt

lalaVa¥aYaWi

WO LUU’-H OZ7o4—FCi7 uoLuuoI 025971 COVPUTER PROGRAM
J ~ tt yuum ractxsd—=<?xm

v4d.3 U (http I 1 . xrnlspy con).by Rashm I\/Urthy
(Commerce One) --> - <xs:2hem

t ar get Nanespace="publ i ci d: com conmer ceone: schemas/ soap
extension/c



ontract/vl _O/Interoperabi lityContract.xsd" xm ns:
security="publicid: com commer ceone: schemas/ soapext ensi

wonbwmats47ract / security/ vl 0/ Secu rityContract PESAS2003/025971
xm ns: xf ornme

publ i ci d: com comerceone: sct W
act/ transf or mat [{Ggnaiure/ Tr a %@B?M@i onComl\li agt . xsd
X ns: Required Optional 0 Signature

routg nBtpd | ci djcom conmer cgone: schemas/ spapext ensi on/
RecelverCO”tRéquéd routging /v1_0/ Heighi ngCont r actSigBd"
Xm

NS; H?ﬁﬁéal ="publ T crd: com|conmer ceone: s¢ hemas/ soapex
:((reﬁns pﬂgr?_éiof er I41generaI/ Dogﬁgﬁﬂera | Capém'a8ignxsd

0 SlanatuLe. . | or g7 Schemg)on't Sign
xri_oNOdHgng ! é: /Dgnmswﬁ of-gf ?uu‘(tusu:u XTT dst g# xgm ns:

i cd="publicid:com comrerceonescherastsoapextension/ co
ntract /vl _0/InPEREBEr abi | ityContract—xsd" '

el ement For mDef adEnerygtiani f i elncryption )
attri but eFor mDef [Rebuirddinqual [Optieaab <xs: i Ngdzncryption
nameﬁqg%ﬁoﬁubl Ilci d: com commer ceone: schends/ soapext ens
i on/ qultkd act I genefypt! / v1_OF@engtal Cont r Encrpd”

sche b&pﬁ fom= http:/7schenps. commer ceonel. conl schenas
{?:gﬁ btioh Ensn onﬁgﬁeﬂ;prtact/ gmﬁﬁegp{df}pio/Gem@ha Encrypt

named "Eacrynf*w. ot EAGRY - Don't Encrypt [Don't Encrypt

Receiver

o uuu.,uuu rceone: bunenHS/soapextens
ion/co ntract/routlng /v, 0/, Rou ntha
[0074] schefhtssdemiainortieeupity ﬁ%ﬁ%ﬁge R&Wﬂ%ﬂ‘éﬂ enas

preferenﬁgl%\%%l@oé% e{]ns %g)%t QLG @a‘%@g ﬁc@l‘Hs tra.nsformatlon metncs of information

ract.xsd" /> <xs:inp

loss or tAATEERMNGE accﬂtd&dyl maybe applxcdmmewﬁ’ﬁé %@ﬁé’ﬂﬁ%?@é@ﬂ applisgtions.
ion/co

(00751 nt r adhe sehsprer BrRRSIPFBAIOPE B 0GR P SRR 9Lk Spasg ™ o
be used DJNG h e&‘e? hRGALLORT ik Rrih6sh@RBsn sDmRtcea i liyTharigineuding

several asbéﬂ%d)ﬂlhé prendt amtemmmnyierwqdan Sars sshepreHesiga V™ mt i onCo
ntract. xs

it d
Transfow%gﬁa@eacb%ﬁﬁ PTG BBSY s g oe focuments to transform an
opt1ona1gp#%8ﬁifétsﬁ(ﬁﬁ5 la5eEkEts. YDMélmﬁb‘nsﬁfEtamsfmryxﬂypb iaaiedes agource
emalLocat i on="http://schepas. co rce 1§ nﬁgnatﬂ?%udesan
documehtsibrarel paxitramsi, o & BeeWaEeachBeRtrelgTepre ?%Se gP
Che SEH describe how to implement a
sachon g 0 e B e S NBmaRD g 8 s e o R e
transforﬁfaﬁ&wtm %Heﬁm—anhtﬁagidw/laﬂumhmﬁamﬂf@iﬂﬂﬂbn miags pig-fghe dogugented in
I g- core-schema. xs > - ment
the soufbb nodsr dpnenEsnt ﬁrw@;map% is mgresful?&;ig i?r{ﬁe mcorporated

i :document ati on>Cont ai ner for |ICD
app lcatb‘?ngtksd xs: docunent ati on> </ xs:annotation> - 4
[0076] <XS: CArfaite Eyqaple of a computed interoperability contract is provided in

InteroperabilityContract. XML, in the source code appendix. This example includes general,
routing and transformation contract sections. See above for an example of a security contract
sect1on The example is largely self-explanatory to those of skill in the art, particularly with the
accompanying schemas available. Some highlights follow. The general contract section
identifies this as contract as governing a collaborative interaction. Messages are archived for
non-repudiation, error handling and other uses. Utilities are allowed to consider messages
governed by this contract in compiling aggregate (or, configurably, specific) business

intelligence information. A from address is given for a buyParty ConsumerOrderManagement
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- <xs:sequence> 28 WD 2004/ 027547 PCT/ US2003/ 025971 -
<xs: el enent nanme="Ceneral Contract" type=

wOgen@al47 Gener al Contract Type" > - <XS: annot aPCOMS2003/025971
<xs documant ati on>GeneraI contract sub- bl ock of |CD.

sendOr gont S aI ner Cont 83§ further identifies the sendlng service.
h‘l‘c@r Ht e(rl b4 <s/ erdnnotatt o

Arecewﬁ{gaﬁd?ése {reh for sé{PP%rt?|p%ﬁﬂ6r0ﬂ@d%h£guﬂdnngﬁ@edsrcﬁder'hctmty The
type=" route: Ro uteType" > - <xs:annotati

sender acoe@tmynnhecm-oas mﬁm@wag%glswrﬁ ChSPAR L0 BP WSQP pfotocogty a

spec1ﬁe(£o %esgnﬁig? S¢ids ﬂ%qt Oxz de 1fv%§ﬁn 1t%<é115tS wh?c‘ﬁochTFéE Rkt @Tgenerate

asynchr &ty _ﬁ:ch@ B&fu%feﬁﬁ{elfsﬁg@paﬁs acddcuments are Order and Image Optionally, a
o g I s
51gn1ng,te-|n_£ or ﬁ‘@i\!’lfgg rﬁégg%%te%ﬁbelé b& nﬁhﬁ‘&lfgy% s,laGD de By 2bdeBpt types. A

fequired for version
sample geﬁiefsﬂ Omﬁraabwctlmyl%/past of cblmmmntxﬂa m:the sougexendaappenstiz.on>
ment> - < enent nanes Securl t@Oont

(00771 ¢ ypa Jadiianys g caheal 1 EFREnEF A RBecr A AR Lo seeton and

a transform?ﬁ%n ok %Edti%ﬂ> Tﬁé §am FRGHIRIY @ntrodt seSRAULIIbWS:
contract sub-bl ock Cont ai ns security information

<Routmg§edte@bt=to satisfy securi ty constr ai nts between the
Eedh&gceﬁ% E)rrem(ym;ﬁﬂa RS TEgelRpHRENt at i on>
xs anno on> < enment> - <xs:elenent
gtw:cupreanEnerCener et SInpratol rd@'fault{' iphlativefigues; cQﬁgeqj?rgwg@n—"service-send">
MARS ﬁﬁy‘Cl'gnﬁel é%ﬁe%%f*“'@@@bﬁ’@ pdocunent ati on

>S5 gna ure contract </ xs: docunentation>
transportSupportedMessageType-"both"

transportPhySIeaIAddress="|cdtest.commerceone.com::SOAP_buyspicenutmeg"
transportProtocol="SONIC" transportNative="true" transportReliable="true"/>
<route:ExitChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicaIAddress="icdtest.commerceone.com::SOAP_buyspicenutmeg"
transportProtocol="SONIC" transportNative="true" transportReliable="true"/>
</route:RouteNode>
<route:RouteNode prelCDComputation="false" connector="x-
gtw:cup.commerceone.com:connector::default” isNative="true" connectorFunction="service-receive">
<route:EntryChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress="icdtest.commerceone.com::SOAP_buyspicenutmeg"
transportProtocol="SONIC" transportNative="true" transportReliable="true"/>
<route:ExitChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress=“icdtest.commerceone.com::SOAP_buyspicenutmeg"
transportProtocol="SONIC" transportNative="true" transportReliable="true"/>
</route:RouteNode>
</RoutingContract>
[0078] This sample illustrates application of the schema described above. Similarly, the

sample tranformation contract, illustrating application of the transformation schema, follows:
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</ xs:annotation> </xs: elenment> </xs:sequence>
<xs:anyAttribute nanespace="##ot her"
wonroears@ont ent s="1 ax" /> </ xs: conpl exType>
el ement> </xs:schema> 29 WO 2004/ 027547
PCT/ US2003/ 025971 Gener al Contract. XSD <?xm
<Transformafign@mtratt>0" encodi ng="UTF-8" ?> edited with <M. Spy
<xformvlé%c%ln¥énﬁg'%£’ri Jrmaw. x i spy. con) by Rashmi Muirthy
(Comerce_ One)  --> - <xs:sche _ Order:3.5</xform:Sour
<xformt SouyezDenizpH @dﬂﬁwmom?f.c%%%gﬁ%?@ RSN EasS 20 ap’
GeDoch>ext ension/c ontract/genera
| /vl 0/ General Contract, xsd"

<xformi: RariName i urphgse e AT IDFIRM. Schena”
<ﬁ%ﬁ{ﬁ%ﬁﬁé&%ﬁﬂéﬂgé*‘/%%9~%mmr ceone: schenmas/ soapext ens

contrac t/general /vl_0/ General Contract. xsd"
<xfeineTremsfeomatioeMapPt =" qual i i fi ed"

L. rg}?% f@Ubhz-unqual i fied"> - <xs:el enent
%%%@%Eﬁé;(géa Conltract " type= "gen: . tor>
01 .lion.c@nmabl@mmia@ﬂm@‘?19UYSP'@¥§?%<%$%W]'8?1@”6° or
g&%‘rrq.%q ation >General information of the
I'nteroperabi | ityContract </xs:; dochen al 19N> 2 &< jform:DocURI>
<xformeDostRimpublicid:ears. commerceang fEedas E%b?%egﬁé?fe%ypé”m' oe
nang=" S5 JNGRRS PlhbydoRerxform:BysNamest at i on> <xs:
documentation >Description of service ? .Namespace>
<xfa;cmiNamqspﬁ&%?PébW&PF‘B??ﬁceoé‘F)?§h%mﬂ%<?)§ R gmesp
X AERURISIER> 3. 5S%RrR\RA&EH> name="Servi ce"> -
<xsrannotation> <xs:documentation>UR of the service
cffomi:Btasioe? xs: docunent ati on> </ xs:annotation> -

KorrEmisoelype> - <xs:sinpl eContent > <xs: extensi on
xform:
base=""xs:anyURl "> <xs: attribute

<xformﬁm;:hll%{3p1§1li¢iplﬁgm.cog'g'@e_rcem@qg]ﬁmas:ﬂﬁ@c@g&%{eﬁ?@%ﬁx{o&m:DocURb
nanBz, FNMEseRseEmi @Rk Order</xform:DocName>

<xform:Namespace>publicid:com.commerceone.schemas</xform:Namespace>

<P&T/US2003/025971

<xform:Version>4.0</xform:Version>
</xform:EndDoc>
<xform:Community|D>exostar</xform:CommunitylD>
<xform:TransformationMapURI>urn:x-
commerceone:transformation:1</xform:TransformationMapUR|>
</xform:TransformationMap>
</xform:DocumentToTransform>

</TransformationContract>

[0079] From the preceding description, it will be apparent to those of skill in the art that a
wide variety of systems and methods can be constructed from aspects and components of the
present invention. One embodiment is a machine-readable data structure that specifies
interoperability data. An environment in which this machine-readable data structure is useful is
for interoperation between a consuming service and a providing or producing service. These
services exchange documents via a network, optionally using intermediate connectors. The
machine-readable data structure may combine any two Or more of the following useful data

clements: a route between the services, specified by the names of the services and the

25



type? "xs:stri ng" use="optional" /> </xs:extension>
</xs:sinpleContent> </xs:conpl exType> </xs:element>

WO 2mzﬁ4ene_nt nanme="Activity" type= "xs:stri ngCit/Us2003/025971
<xs:annot ati on> <xs: docunentation >Acti vi ty

name</ xs: docunment ation> . <
intermedigtesonneciors<d shoreoggaphiy Ngggon/gé i)e cf fo% %}IP g}rclc angé(éf messages;

policies f&] %gliggi%gﬁ@ﬁxralsﬁges %&f%)g(ssl’lﬂ)é‘lg ry{%ﬁdéo‘)l(é‘@e'lg@@%" tepinegaads antfor
requmng%& "'@Kﬁd&\ﬁled?@'ﬂérrtgmsp'éyﬁ@auon asségxgg@qmgs for parts of a
e R AR b

cunmen

requ1remgr?§ ?cgr a{%gtg BRR b¥thicSIBF Mb&8e ﬁﬁi at\édsy &i@@c@@&um]gbathm tsuse; a

tatron> - <xs:co exTyp
specificatios oﬁd)mﬂ&nhom auéeﬂtiﬁabmgmcnp@@ges %))prg@,-_a %‘J@P})IS' c@f%&e Or more
r
transformadion o 3’%@%@@@%5%09%@%. {nclud?d 1rf(asp£'h OC%sSage ar(1)d a speclﬁcatlon

of whethﬁxlil&ﬁﬂﬁ‘f% Habd 8dpresofFhe di%oﬂn‘ﬂistshbmld ibe :niaﬂ)ldbd ofitht ﬂn@sformed copies

er This w || t b
the documlentsu dhhe @Embmamnstspgc?ﬁ%% Bé Scsq%f‘mtp@,'};pfpptg 2&}_35 gr%)%rgt hantdo be

unent a | on> , |
excluswe< / ’Elge DTANORS of tv!/o@ n@c%@n.gf glt)s(a_ra%gzi ﬂeﬁl/ﬁ Sg&e%ffe _hereby
expresslf&@scﬁb&m?nt name="To"> - <xs:annotation> <xs:

[0080] dgg 3 xg;rgielr 81;?50 l?gl/%;t;ov Iéﬂqg]]artegetqtt Bﬁ// St?cr)ﬁ/ {s%enli&%}ﬂevﬂe&yaﬁé(cﬁta
structure that specifies current interoperability data prepared by a process. An environment in
which this machine-readable data structure is useful is interoperation between a consuming
service and a providing or producing service. The services exchange documents via a network.
The services may optionally use intermediate connectors. Unlike static interoperation contracts,
such as contracts that are signed by both parties, this machine-readable data structure is created
by a process responsive to a request to initiate an exchange messages between the services. The
processing in clues accessing interoperability data for the services, intersecting the
interoperability data for the services, and, for intersections interoperability data that produce
more than one mutually acceptable option, applying decision rules to select one option. This
machine-readable data structure may include any permutations of useful data elements described
in the prior embodiment. The decision rules used may be subscribed to by the services that are
exchanging messages or may be adopted by subscription of the services to a trading community.
Any of the decision rules described throughout this application may be used as a further aspect
of this embodiment.

[0081] Another embodiment of the present invention is a machine-readable data structure
that specifies one or more security channels. An environment in which this machine-readable
data structure is useful is interoperation between a consuming service and a providing or
producing service. The services exchange documents via a network. The services may
optionally use intermediate connectors. The security channels apply to one or more of assigning,
encryption or authentication. They also may be applied to authorization or to non repudiation, or
any combination of these security-related tasks. The security channels themselves include

specification of a connector originating a security-related request and a connector responding to
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- <xs:conpl exType> - <xs:sequence> <xs: el enent
name="ToAddr ess" type="gen: ToAddressType" /> -
wexsugheaent name="Recei verDDI D' type= "Xxs: st PCTH§2003/025971

niancurs— O'> - <xs:annotation>
<XS: ment at i Qqn>DDI. recei.v of
the seoug TSt FPAPSS PR spepizgon b BielsEy Sated PRk b cuity-

related ¥ deEMﬁh ifeRidete ofRPHEIha hboRisted/ ssaurapretbrtitaks This data
xs: el enent> </ xs: sequence> </xs:conplexType>

strucmreamlsldmg@nexmty chargrelsineateha forrapd eespensiieria ﬁ@ﬂqeﬁkj@ 3n initiate an
annot at i on> <x mentation >This is a

exchangg Siﬁ’ﬁﬁsﬁgﬁ/ %&’F%@Fé?wﬁzﬁy activity

[0082] defi Mwhile e pSsclpiuemivhds dﬁﬂlbseddi}b(&faimuattatheqneferred

embodlr;étft@gf? D ot 1}e-g ,a‘;é\;pggg %s?tgqci,@@ ese exampies are intended in

an 111ust%‘1?1@e PRhYBSOG! Wt Eé%%c ! Ao e85t Brocessing is 1mphcyated in the

annot at1 on> <xs mentati on>service/ activit
describedRmbodifierpar Aycdrdinglyi thia ptet'sentasyemtloarmayrbe qnelnslindlsis methods for

shoul d be sent</xs:doc nt.at.i n> 004/,0275
compuiqp@RIEiSs TS EED P ierts BEMGRpHE % P tﬁ % tiddia
1mpresse<({ %ﬁh?@b‘ gﬁ@ﬁ? out ti¥ietBbdd, HE’thsﬁeams 1mpressed with loglc to carry out the

rA ceptsAsyncError t ype="xs: boo| ean’
methods,l secdmpufar-aedssible pl‘OCﬁSlmU{l@ﬁS} &fis contemplated that mod1ﬁcat10ns and

comblnazlf)gé g\gﬁ %%%géq%r 9 OF‘% @Bgﬁ(@g"m&%ﬂ hlthl] ?%/odzig Sﬁs ar%d combinations
will be WIRMYARY spiftPeSiRe @s/chSH SRcGHEEBIpa loif ﬁﬁ?follévakg oﬂmmsi ation>

[0083] We claim as appears after the appendix:
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</xs:attribute> </xs: conplexType> </xs: elenent> -

<xs: elenent name= "DeliveryRecei pt Handl i ng"> -
wexzsManTarat i on> <xs: documentation>This is a capahiskiosy25971

paranmeter in activity definition</xs:docunentation>

</ xs:annotation> - <xs:conplexType> - <xs:sequence> -

<xs: el emgMPATEER PROGRAM BISTING, REPENDIFO"

type="gen: Servi ceActivityType" m nQccurs="0"> -

<Xs:annot ati on> %i'pg%gy@ﬁg@?h%@tﬁggrvi celactivity
in Fromparty t _ efivery receipt should
<?xmlb\%rsi_gﬁj—j'tfé'x?ﬁ&%ﬁﬁg—ﬁm'ﬁ%h"?Q> </xs:annotation>
<l <IxS'elefent>""</xs’sequence> - <xs: attribute
ited WRR TR SRARCED RRth: Hhh S SPRbY MR HRRE &I Murthy PRMmaE 0
e(;h_t:j Wg§0| ean " u%@i&brgg%\?%emgbi -))ngs: anngt a\%"?%p]’]? ne)
 <xSISE ssfdocunment ation>This applies to only one- way

He
ta r&%ﬁg r%%?%ﬂeés gBﬁ&'ﬁ?éHlﬂ.tcb ercﬂdﬁ:?&l‘[&?ﬁé‘é J S¥apextension/c
on ﬁa oA /'Ih foperabBiitfEotratti Rsdrame=
xm‘j,ré. A0 B FEAEYd: EStRYcoRi BFceorieiB@Tenias AaipeaBensiofcont
ract PEAd G/ v1/ 0 /SEeuAtjddrtid.xsd"
xmﬂé%&;ﬂw = | donecy Res&@icebAe cpleatiRySeagextension/contr
actl/¥RAmISEmBtehge oysemsiophaiontontract.xsd’s: attri bute
xmiiBiRtte Netdi ¢RI ConGasmmairedsymetiabinasy yomusitpnsiony/ gpatra
ct/rs6tiRQPL €207 RuaERGOPhirantkEd' - <xs: annot ati on>
xmfeSgdHeesl repliplitidicorh ndhoaeesoneesdhemasisocapertenaion teant
ra@ggenatat /a1 de) GenesalCenippt.xsd’ required by the
xméremndes hityf: / getwivovBairg £200 X Mhaghema’ generate the
xmites: darethytp:¢ ¢ eivpw. warorpRA0P/ QP / ximddsig#e| vi ng
xmireningde  publicid:agoa.canrmendegns: schpas{sRaPaXisiiplon/ contract
/vi_0/InteroperabilityContract.xsd" elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:import
namespace=“publicid:com.commerceone:schemas/soapextension/co
ntract/general/v1i_0/ GeneralContract.xsd"
schemal.ocation="http://schemas.com merceone.com/schemas/soape
xtension/contract/general/v1i_0/ GeneralContract.xsd" />
<xs:import .
namespace="publicid:com.commerceone:schemas/soapextension/co
ntract/routing/vi_0/RoutingContract.xsd"
schemalocation="http://schemas.com merceone.com/schemas/soape
xtension/contract/routing/v1_0/RoutingContract.xsd" />
<xs:import
namespace="publicid:com.commerceone:schemas/ soapextension/co
ntract/ transformation/v1_0/TransformationContract.xsd"
schemalocation ="http://schemas.commerceone.com/schemas/soape
xtension/contract/transformation/v1i_0/ TransformationContract.xs
d" />
<xs:import
namespace="publicid:com.commerceone:schemas/soapextension/co
ntract/security/v1_0/SecurityContract.xsd"
schemalocation="http:/ /schemas.commerceone.com /schemas/soape
xtension/contract/security/vi_0/SecurityContract.xsd" />
<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalocation="http:/ /www.w3.org/TR/xmldsig-core/xmldsig-
core-schema.xsd" />
- <xs:element name="InteroperabilityContract">
- <xs:annotation>
<xs:documentation>Container for ICD blocks</xs:documentation>
</xs:annotation>
~ <xs:complexType>"
- <xs:isequence>
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</xs:attribute> 32 WO 2004/ 027547 PCT/ US2003/ 025971

</ xs:conpl exType> </ xs: el ement> - <xs:elenment nane="
weeouimedhessagePart” type= "gen: MessagePar t | nPOT/US2003/025971
maxQccur s="unbounded"> - <xs:annotation>

<xs: docunent at i on>Cont ai ns _ | nft,pr mation collected from
t heXpEAraentynama="§anery ONEALEr ed message

part 5%5@ é‘ﬂﬁ%&;@hﬁﬂm naralEPnteactlYBR ot at i on>

</ xs<¥¥ > <xs: el enent nang=_" i gn
Messagﬂsaqlqouni%@%‘eﬁﬂﬂﬂﬁ%?&é@%%‘f%ﬁ%& &

nmi nCccurlED: Fhis gantaipsall-genasal A= s -

<xs: anndnEATMRHORSESHAUMEAACEn >Cont ai ns

i nf oFABEFBIRIRANZected fromthe registry for all the
opty/¥siglemandsage parts</xs: Qchrrent ati on> </ xs:
anrfosHiepen names Rauiipgfiontractoy g o| enent

narrerF&?ﬁ'd%'g %gﬁ&'ﬁmpabi lities"

t ype=Xgenn t or Capabi litiesType", mi nQccurs=11011>
- <xs: BFfBeAMHat .?fﬁé“tﬁréﬂ'i‘g#gﬁ"g%ég%ioges t he
list of HR-rGontains thiendiarendssoci ated val ues for
the sendrodtB8/ ¢HARREIBIELOM his will not be present for
non- COXY ammtaioRe request and oneway
mesYAFeLMSE>docunent at i on> </ x .annot at i on>
<bxosetlement same=Jransformationfopiract
ReceitypergasarairanefarmationGontractType

t ype=MGOSEWsHrfRct or Capabi | i ti esType" nmi nCccurs="0"> -
<xS= SHARNEPTIRE ><xs: documgnt at . on>Descr | bgg_t he i st

of at t FkBdpe4naHgtiopHiransirmatian éQ!’vracEé for the
recei ve Blagk ofdGh&ampinsiipasigrMatiffl pe present for
non- col !ﬁBb‘F‘éF'P\V‘é’_elqé’é'}f@a@é "r‘?\'é%'?,tﬁ e</ xs: document at i on>
</ xs: anHBEERRYRPIY XS ARpERLe "87 Xs: sequence> -

<xs: &/t¢@P0PEUARFe=" Chor eogr aphyl D' type="xs: anyUR! "

us e=*SRIFHRA™ >

- <xs:element name="SecurityContract"
- type="security:SecurityContractType" minOccurs="0">
- <xs:annotation>
T <xs:documentation>Security contract sub-block.
Contains security information needed to satisfy
security constraints between the sending and
receiving parties</xs:documentation>
< /xs:annotation>
</xs:element>
- <xs:element name="ContractSignature"
B type="ds:SignatureType" minOccurs="0">
- <xs:annotation>
" <xs:documentation>Signature for this
contract</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>
</xs:schema>
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- <xs:annotation> <xs: docunentation >Choreography
which the service is associated with. This only

wappi4iesss4t o Col | aborati ve PCT/US2003/025971

i nteracti ons</ xs: docunentati on> </xs: annotation>

</ XS: attribute> - <xs:attribut =" MessageType"
use="required"> Ggﬁ'aéﬁﬂﬂiﬁﬁfk%ﬂxs: docunent at i on

>l ndicates if the nmessage is request, response or
<7xml QBRI 68 fesdrgatiati@n>> </ xs! annot ation> -
<. <xsisinpleType> - <xs: restriction base= "xs:string" >

edited wiffSSMLEIIY TR @g@%j NahuemsiRQUESTRasheri Mutksy: (Goromerabhen
- val ue=" RESP " /> 33 WD 2004/ 027547
— <xs:schefaUS2003/ 025971  <xs: enumerati on val ue="ONEVAY" />
targetNanedped £ iptiblieith cofrl.¥6mfiérekonypehemasy soapexiensian/ c
ontraﬂgéﬁéFaﬂ}'@ﬂl@/@é’ﬁ@ﬁﬂmﬂr&bﬂf@d'1 vel nteracti on" type=
xmin&S&s DOk SIT WwHE RS, 6 B P0o0Ad XMLSclremalnnot at i on>
xm!ﬁ§§jeﬂgcpumiﬁdﬂcbﬁﬂebmﬁhMGsevdw’emsﬁspa'pgx@nsion/contrac
t/ geAklAPeL 20 ] GenewiConiractksdiberaeniFermbstairnguplfied gm
attrifuXSForiDefamEa ahgqoalified/>s: annot at i on> </ xs:
- <xsBdléméditane="GereralGantaats tyrerégenGenarpieAntyaot Typpe=
- <x¥@hhe@yénrse="required"> - <xs:annotation> .
<X%s: dleiseptdtidn>@enBratinforaation offther whi ch the cached
ver FiteropiirabllityCbRfraek pixsedncuiientaticabue is set in the
<genbhgptétidre</ xs: document ati on> </ xs: annotation> </ xs:
</xadcldrhdnibe> - <xs:attribute nane="MessageTi neToLi ve"
- <xstdthesTex e hang="sapdcéAckivity Byppe?>- <xs: annot at i on>
- <x¥&nfoeuerat ati on>Time duration after which the
NBg$ 8@ matithliorbeDekcrNftish ofbervicahnd is set in the
act hhvivy </stefdodifnepti€ions: docunentati on>
Fkxahrdtagémat i on>
- <Xs:sequence>
- <xs:element name="Service">
- <xs:annotation>
<xs:documentation>URI of the service
definition</xs:documentation>
</xs:annotation> ‘
- <xs:complexType>
- <xs:simpleContent>
- <xs:extension base="xs:anyURIL">
<xs:attribute name="Version" type="xsistring"
use="optional" />
<xs:attribute name="EnvelopeProtocol"
type="xs:string" use="optional" />
< [xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
- <xs:element name="Activity" type="xs:string">
= <xs:annotation>
<xs:documentation>Activity name</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
<xs:attribute name="SoapAction" type="xs:string" use="optional" />
</xs:complexType>
= <xs:complexType name="GeneralContractType">
- <Xs:sequence>
- <xs:element name="From">
- <xs:annotation>
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</xs : attri bute> - <xs:attribute
name="MessageAr chi ved" type= "xs: bool ean”
woer/eegai red” > - <xs:annot ati on> <xs: docunmenPariusmo03/025971
>| ndi cat es whet her the nessage should be archived.
This is a capability paraneter in activity.
def isHstdasHroertrtigone FRBAING | on> </ xs: annot ati on> </ xs:
att ri [party/ servige/ acllyitp s dRHES B Ressi nt el | i gence”
t yphs:anetaigpPean” use="required"> - <xs:annotation>
< sxsleempent ¥ie>on>| ndi cat es whet her the nessage is
avai fxahsagubote>Busi ness Intelligence purposes. This is
a capadidiémgntprmgre FEPMAUJIEsT v ¢ e
def i ni t itgres"gendoomAddressbype" RNASCURRD AT on>
</ xs:+ atxsréldnername = 8engderPPEB: éyﬂ?gnéi*"s%dﬂ?r act| D'
type= ">sin®teursrg'0"ase="requi red"> - <xs:annotation>
<xs: docymernaeieEAN>Thi s contract's | D</ Xs:
docunent atxmdocurrgniaticnRPHP pbAke SEREer- ot t 1 put e>
<xs: at t r i buTlgis veiltenotCeepresatdtiRg sendefsis="r equi r ed" >
- <xs: si npl @Virpea! CR or itthe madeds pase= "xs:string" >
<xs: enumer aclient/ Farves </ TACSHNRNREEN ) >
<xS: enurgxseneAralRiue=" BESTEFFORT" /> 34 WO
2004/ 0/Ks&ferm@kFUS2003/ 025971 </ xs: restriction>
</ XS <gxPHWTYEE> </ xs: attri bute> </xs:conpl exType>
<x/gempnekXyye>nane="Fr omAddr essType" > -
<xpss@quemze> - <xs: el enent nane="Party" type=
-' xgs:akyrdRt hame="FX'$> annot at i on> <xs: docunent ati on>URI
“of 4kearqoldtibor ati on party. This will not be present
i f t hessieogleentesioarReceivligst ered foreign
par t y<jpastyjeetutes] attiity</xfxocamABiEEeNon> </ xs:
el egp@tannotation>
= <xs:complexType>
~ <Xs:sequence>
T «<xs:element name="ToAddress"
type="gen:ToAddressType" />
- <xs:element name="ReceiverDDID"
- type="xs:string" minOccurs="0">
- <xs:annotation>
~  <xs:documentation>DDID of the receiver.
DDID of the sender. This will not be
present if the receiver is a virtual
CP</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:isequence>
</xs:complexType>
</xs:element>
- <xs:element name="ErrorHandling">
" . <xs:annotation> .
T <xs:documentation>This is a capability parameter in
activity definition</xs:documentation>
</xs:annotation>
- <xs:complexType>

- <Xs:sequence> “
_ <xs:element name="SendAsyncErrorResponseTo

type="gen:ServiceActivityType" minOccurs="0">
- <xs:annotation>
~  <xs:documentation>service/activity in
From party to which the async error
response should be
sent</xs:documentation>
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- <xs:element nane="ServiceActivity"

type="gen: Servi ceActivityType" m nCccurs="0"> -
wexsidanrar at i on> <xs: docunent ati on>Sendi ng ser PCTAIS2008/025971

activity. This wll not be present if the fromparty

IS not pr sentotto it wll not be present if the.

msssage 5% ?é(ﬁ‘uest part of a request/ response

rressa%,e meO5R- col | abor ati ve nmessagi ng par adi gm

</ xs: YSCUTEHEEET on> | S: anno an= </ xs: el ement >

</ x§: SERERRES nanEgs SSB%T‘E ) é?}sync Z&: conpl exType

name=" R‘%ldr’@s §3“>use <X€AUUEHhce> - <xs: el enent

name==Par <xs.annotati on>
<XS: docﬁ Q"lﬁ ag‘fﬁﬁﬁﬁic% whethgs %t i.on
party</ xs: 5 n‘«‘iﬁFFBF? Bﬁ‘ﬁnc gf'S&‘f "z‘i‘ﬁHBP%‘? i OHS </ xs:
el enent > - °BlyapRp 6?erw ceActivity" type="
gen: Ser vj cgﬁf‘ﬁf‘g?sﬁ ]cflélcu'f?leﬂ €irs="0"> -
<xs: anfotarTBASYYs: docunent at i on>Recei vi ng servi ce
and atttA ” ”teﬁn s wll not be present if the message
i Sﬁ{ié)gfqﬁgg gﬁgyé’”part of a request/ response in a
no ative npessagin ar adi gm
2/KE ‘?i%‘@ﬁﬁ%?ﬁrﬁﬁ cﬂﬂ"’eEYg %ﬁﬁﬁ?ﬁaﬁ%&f </ xs: el enent >
</ x§X8@H0LRERY> </ xs: conpl exT - <xs:copnpl exType
nane—<x%€ﬁ?%ﬁr5?t€%{}?§51'? p gg'ty parametet i) once> -
<xs: el e?@iﬂ't\hﬂﬁ@“'tmﬁﬁ/ﬁ’rﬁiGF'éme'”ﬁi‘;(‘GEEur s="unbounded" >
- <SEXHARRMAEPTBh> <xs: docunent ati on>Li st of
at1 FFBIFPBYI¥PeYocunent at i on> </ xs: annotation> -
<XS TONPFERPPER> - <xs:sequence> 35 WD 2004/ 027547
PCT/ Usmgqe!g@ggvllame—"SendAsyncDellveryRecelpt 0"
type="gen:ServiceActivityType" minOccurs="0">
- <xs:annotation>
<xs:documentation>service/activity in
From party to which the delivery
receipt should be
sent</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:sequence>
~ <xs:attribute name="SenderRequiresDeliveryReceipt"
type="xs:boolean" use="required">
- <xs:annotation>
<xs:documentation>This applies to only one-
way messages</xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="IsSignatureRequiredBySender"
type="xs:boolean" use="optional" />
<xs:attribute
name="IsAsyncDeliveryReceiptAcceptedBySender"
type="xs:boolean" use="optional" />
=~ <xs:attribute
name="ReceiverCanGenerateAsyncDeliveryReceipt"
type="xs:boolean" use="optional">
~ <xs:annotation>
<xs:documentation>Indicates whether the
receiver can generate a delivery receipt as
required by the sender. If set to false,
gateway will generate the delivery receipt
on behalf of the receiving
connector</xs:documentation>
</xs:annotation>
</xs:attribute>
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- <xs:elenent nane= "Val ue" type= "xs:string"
m nQccur s="0" maxCccur s="unbounded"> -

wexsidanrar at i on> <xs: docunent ati on >Val ues f or Peawis2003/025971
attribute</xs: docunmentation> </xs: annotation>
</xs:element> </xs:sequence> <xs:attribute
naffs aREReXTyppR= "xs:string" /> </ xs:conpl exType>
</xsselementnt > </ xs: sequence> </ xs:conpl exType> -

- <xsetompiteamgse RegriredMessagepPaitt | nf o> -
<xtypett gemMaessageRarbafq NEREDI cqUjsTe Unbounded ;s 1 o«
usexspeuibed” > - <xs:annotation>
<xs :Jecdareneatdtons>Gentais infrrmpiopsaliedtet;  an
exanplfeomaihecrelgistPy femhall &g deauired.m tation>
</ xs: grarbsabEulosumeR@lightri bute> - <xs:attribute
nafbs! BekIREGUi r ed" t ype="xs: bool ean"
wgEs:tlegrantred” > - <xs:annotati on>

- <xs:dwoemerirae T GptinnalMessagePYt ( he part. This
i ntypereigeorMessagePostinfo'nmiMcclifs0" | CD  Request </ xs:
domarSrtats=éupbeynded Znnot at i on> </ xs: attribute> -
<xsxaEennpietiee>name= "Locatjon" t _ge:" )&s:gtJi ng"
usezﬂx&aqmmtﬁtmm%?mﬁw@l@'ﬂ'aﬁ n collecte
<xs: dotranetheregistsy fenplldheAPHIRAIJALSSAG? t he nessage.
Possi bpartsasedoamen8E®P>body, attachment and
exkéxqnannatatian> docunent ati on> </ xs: annot at i on>
</xs:edarnentbut e> - <xs:attribute nane="M neType" type=

-"s0: elstnenhgamgséSensiingGpanectorCapailitigsg, qé,i on>
<x sy pee gemCannestorCrirabifities TYPR' MINREUSTHRY xs
decuamnnatdton> </ xs:annotation> </xs:atfri bu&e> -
<xs: aks$moburnentatine>-Desdibes theulist el aifppuLes an

use="r tplr msdociated valuegfab sgRd side c?nnector.
This will not be present for non-collaborative

request and oneway messages</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="ReceivingConnectorCapabilities"
- type=“gen:ConnectorCapabiIitiesType“ minOccurs="0">
- <xs:annotation>
T <xs:documentation>Describes the list of attributes and
their associated values for the receive side
connector. This will not be present for non-
collaborative response message</xs:documentation>
< /xs:annotation>
</xs:element>
</xs:sequence>
- <xs:attribute name="ChoreographyID" type="xs:anyURI"
B use="optional">

- <xs:annotation> ]

T <xs:documentation>Choreography which the service is
associated with. This only applies to Collaborative
interactions</xs:documentation>

</xs:annotation>
< [xs:attribute>
- <xs:attribute name="MessageType" use="required">
"~ _ <xs:annotation>

~  <xs:documentation>Indicates if the message is request,
response or oneway</xs:documentation>

</xs:annotation> ’

- <xs:simpleType>

- <xs:restriction base="xsistring">
<xs:enumeration value="REQUEST" />
<xs:enumeration value="RESPONSE" />
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<xs:docunentation >Indicates if this is the root
part </ xs: docunentation> </xs:annotation> </Xxs:
wakvwdidt4e> - <xs:attribute nanme="XM" type= " RET/US2003/025971
bool ean” use="required"> - <xs:annotation>
<xs: doclgEntatdon v2|Rd-oREMAYT /L his part is an XM
nes Xepdocunment at i on> </xs annot at i on>
; > </ xs:conpl exType> 36 WO 2004/ 027547

971 </ xs:schema> 37 WO 2004/ 027547

2 0259%6|§%§F5f%%@%{aa€$fdrﬁ(§?? q%%olm Spy

v424? S cﬂ'altlgg] //vwvw xm spy.com by Todd KI aus (Conmerce

é’] ann L S ma.
tar géf ﬁgﬁ‘é §BI ion 3 'ﬁl'c tep ‘g?:thern'Ttrésr asohiabeorative s/ soap
ext en8f 88M¢ 529

GG
g TS Fopiplnediasns
<8ﬁta%trx§ Tﬁm 8 [ 1w, W3. o(r:g/ 2001/ XI\/LScFema" Xm ns: .
- EEnied vm{ilﬁ& /WF‘?"% ?ﬂD SERTPP pGL RS

elﬁﬁe?ﬂ 7
at t FPBPERDE 'ea Jf' f’?.Jlf --‘ghlﬁbg ‘é?fh& enent s
and t °“'i" &1 ls" Higds s rout e:
Ro<lsj/t e’ E g fl e<-xs CMIHHHAY on>
gé@és Lg??é'ﬁf’atl on>Routing elenment in the |CD</xsd :

e T on> , </ xsd: ofat.i opn> </ >gsd el enrent > -
- SRatE sesaet haar
<X BT BR a?| on>Def| nes the list of nodes to be

VBe =X 2 nnot at i on>
EL?;%%%W stioRe} eréf«;ﬁ figp S Verrv%gigﬂws@cﬁfsae& _
<xsd: é‘Y'g‘ yalusdss ﬂbé e Jty

Rou}XS annéﬂ;@ R=/xspg Wl’]% 92" maxOccur s="unbounded" >

</xs:attribute>
- <xs:attribute name="MessageArchived" type="xs:boolean"
use="required">
- <xs:annotation>
<xs:documentation>Indicates whether the message should
be archived. This is a capability parameter in activity.
definition</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="BusinessIntelligence" type="xs:boolean"
use="required">
- <xs:annotation>
<xs:documentation>Indicates whether the message is
available for Business Intelligence purposes. This is a
capability parameter in activity
definition</xs:documentation>
</Xs:annotation>
< /xs:attribute>
- <xs:attribute name="ContractID" type="xs:string" use="required">
- <xs:annotation>
<xs:documentation>This contract’'s ID</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="QualityOfService" use="required">
- <xsisimpleType>
- <Xs:restriction base="xs:string">
<xs:enumeration value="EXACTLYONCE" />
<xs:enumeration value="BESTEFFORT" />

"')
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- <xsd: annot ati on> <xsd: docunent ati on>Nodes in the

route. There nust be at |east two nodes in the route
woO2enders4sand receiver) </xsd :documentation >PCT/US2003/025971

</ xsd:annotation> </xsd : elenent> </xsd : sequence>

</ xsd : | exType> <xsd: conpl exType nanme=

coO
" ﬂf‘%ﬂﬁg%i?g@ > - <xsd:annot ati on>
<G e Ation>Defines a node in the route </xsd

</XYBRUPWERt ati on> </ xsd: annotati on> - <xsd: sequence>

</xs:cQuolexdyegient name=" ryGhannel ”

= <xs; (ATRRieX e anHin FEP ress1yP&2d: annot ati on>

= K\EGAeIEErrent at i on >Transport and envel ope prot ocol
usEy etep g Aemeh PErHo J¥Pe BEEHWS "ExTt Channel when
r qUEs arNtali@s ed. </ xsd: docunent ati gn> </ xsd_:_
annotas| dessmeafation>URd) efihe collapoygsion marbp 75us
PCT/ USXi3ias s presentdf; she serdinis HmHpregipterednannel
t ype=" foxign parhenierdaFgerentationzy sd: annot at i on>
<xSHXaFEMRERCAP on >Transport and envel ope pr ot ocol
uséxpielemertr this node. Becomes EntryChannel when
1 syselanentaparese eeyiceAcH¥Vinent at i on> </ xsd
- antwes! gem:ServicepstivityZypeeminOccists B 3equence>
<XSEXHEMMIBUR™®> nane= "connector" type="xsd;string"
use:"<r>@€fiﬁcr1§t§3'ﬂ£ation%>§ﬂ!".da'i*ﬂ1é?'&‘t‘F%ﬁBd@@'d’:'WoEE\ﬂ%nt ation
>GTW unwidiurotnberpresgnt i€ the frasn parbsis RRE BIASSHE: t v
pr ef i x Alsgpis Wil W@e@é t'f)Fh‘héﬁfﬁ?g d®&heni ty nane,
and | odgAusshBarhaiP F8auaTAreRnonse MeFSRL YhAot at i on>
</ xsd :nofrcellpberative mesgading, i hyt e nane="i sNati ve"
type= '"BAI@dIPBROSHIOGLREIFENT red" > -
<xsU ERHBEREBS> <xsd: docunent ati on>I ndi cat es whet her
t F/$5:66Mf8¢Tor is running Cl software (CWSP

©XOFPAHEE>docunent ati on> </ xsd : annotati on>
</xs:complexType>

- <xs:complexType name="ToAddressType">
- <Xsisequence>
- <xs:element name="Party" type="xs:anyURI">
- <XS:annotation>
" <xs:documentation>URI of the collaboration
party</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="ServiceActivity"
type="gen:ServiceActivityType" minOccurs="0">
- <xs:annotation>
" <xs:documentation>Receiving service and activity. This
will not be present if the message is the response
part of a request/response in a non-collaborative
messaging paradigm</xs:documentation>
< /xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
- <xs:complexType name="ConnectorCapabilitiesType">
"~ _ <xsisequence>
T - <xs:element name="Attribute" maxOccurs="unbounded">
B - <xs:annotation>
<xs:documentation>List of
attributes</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <Xxs:sequence>
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</xsd : attribute> _ <xsd:attribute nanme="

connect or Function" use="required"> - <xsd:annotation>
wexsw/odr@anment at i on>Specifies the role this coRQeasSz03/025971

plays in the route at the specified

node. </ xsd docurrent a]; > </ xed ation> -

<xsdzsTiFptemgpeRamey uer N ¥ 2R

[ ase=
"xsd: st MR 9"5_>&de?'1 T‘Fé‘lr%it |"5'||?°\'7'3?2e— servi ce- send”
/>  <xs@ERmerEeNEn val ervigce:receive” />
<xsd: enunBrSEPGHH F‘Ugmﬂﬁ e gr egxsd enuner ati on
val ue=" envedBpbuter &fadecument 7°x§d : restriction>
</ xsd: sﬁﬂﬁﬁ anypratonz, xsd attribute> <xsd:attribute
name="<pe&leETput at i on" type= "xsd: bool ean"
Use="</¥qERIUERS” - <xsd: apnot at,i on> <xsd: document ati on
>| ndi<sarsisibyireraee=tNaRen bRS=SXFIFIIhSVe al ready been
tr av/epsedpPIXTYPR> time the 1CD request was nade (i.
i £/sselpmeoi™> to the current connector/ envel ope
YProsep@hyed xsd: docunent ati on> </ xsd: annot ati on> </ xsd
</xs:catptexiupe> </ xsd: conpl exType> <xsd: conpl exType
- <xsneovepieXBipamane=TessagePartiate’annot at i on> <xsd: |
- <decitrintanioa="PutNaoe" et Xeratphe! USAT Jieqkttesh >
hegstednottbomeach t he associ at ed
nodes: dsaintmtatierNameraf thexdogumanidaiti 8p >
<xsd: étdmplelveulthbe Purehass QneePr Htsodesiumentation>
t ypesséxsdatddr>t ng"  use="requi red"> - <xsd:annotation> -
s QB0 027547 PCT/ US2003/ 025971  <xsd:
- decirmnitantor=2BoviDRequipedt oot sbogk@as on
T asgesimiqafredth t his channel </ xsd: docunent ati on>
<lxsthnho@ninetat i on> </ xsd : attribute> -
<xsdxatbdinertetinandotument IP @f tBe partt Bifkessage Ty pe”
use="fF6khat6hts pregadt iarthetinpub&ED
<xsd: daguestry/ad:docrivirsstige> t ype supported by this
</xs:annotation>
</xs:attribute> )
- <xs:attribute name="Location" type="xs:string" use="required">
" - <xs:annotation>
<xs:documentation>Location of the part in the message.
Possible values are SOAP body, attachment and
external </xs:documentation>
</xs:annotation>
</xs:attribute> )
- <xs:attribute name="MimeType" type="xs:string" use="optional">
- <xs:annotation>
<xs:documentation>Specifies the MIME
type</xs:documentation>
</xs:annotation>
</xs:attribute>
-~ <xs:attribute name="Root" type="xs:boolean" use="required">
- <xs:annotation>
<xs:documentation>Indicates if this is the root
part</xs:documentation>
</xs:annotation>
</xs:attribute> i
- <xs:attribute name="XML" type="xs:boolean" use="required">
- <xs:annotation>
<xs:documentation>Indicates if this part is an XML
message</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:complexType>

36



channel . One of oneway, request-reponse, or both
</ xsd : docunentation > </xsd : annotation> -
wexsw/e7yapl eType> - <xsd : restriction base= PCT/US2003/025971

"xsd:string"> <xsd:enuneration val ue="oneway" />

<xsd: enuner ati on val ue="r equest-response" />
</xs:schgg@>enuner ati on val ue="both" /> </xsd : restriction>

</xsd : sinpleType> </xsd : attri bute> -

<xsd: attribute name=" transportPhysi cal Addr ess"

type="xsd:string" use="required"> - <xsd:annotation>

<xsd : docunentation>transport-specifc address (URL

node: queue nane, etc)</xsd:docunentation>

</ xsd: annotation> </xsd : attribute> - <xsd:attribute

name=" transportProtocol" type="xsd:string"

use="requi red"> - <xsd:annotati on>

<xsd: docunent ati on>Transport type (HTTPS, Sonic,

etc.) </xsd : docunentation > </xsd:annotation>

</xsd:attribute> _ <xsd:attribute

name="transportRel i abl e" type="xsd: bool ean”

use="required"> - <xsd: annotati on>

<xsd: docunent ati on>l ndi cat es whether this transport is

reliable. </xsd : docunentation> </xsd:annotation>

</xsd : attri bute> - <xsd:attribute nane="

transport Native" type="xsd: bool ean" use="required"> -

<xsd: annot ati on> <xsd: docunentation >|ndi cates

whether this is a natively supported transport. I|f

false, it is handled by a transport

gat eway. </ xsd: docunent ati on> </ xsd : annotati on>

</xsd:attribute> </xsd : conpl exType> </ xsd: schena>
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WO 2004/ 027547 PCT/ US2003/ 025971
Transformati onContract. XSD <?xm version="1.0"
wenecadRngz" UTF- 8" ?> edited with XM. Spy v4. 4 BCT/US2003/025971
(http://ww, xm spy.con) by Helen Yuen (Commerce One)
--> Cenerated by % Autlagriié. l(‘ﬁgﬁrrrs to w3c
http://ww, w3. or g/ - - <schenm
t ar get Nanespace=
<?xmpudrksioai=t1 00 rncaimes"taBred: 2chemas/ soapext ensi on/ ¢
- <l-- ontract/transformation/vl 0/ Transformati onContract. xsd
edited with YW Spg v .8 &'(hitrd: frivivasalpwBoro) igf REO KlapCBoinereg ' One)
--> Xm ns:tpc="publicid:com conmrerceone: schemas/ soapext ens
- <xsd:isedre@nt ract /transformation
tarb¥iNGiEpacst "pubtitidocdia domantergsakie:schemas/soapextension/c
onkifich proutinigy: V1 \0yiRouBingCpn2 it/ X4d" Schema"
xmérheeneid "httprDéwvaok (w3.goa) 200 £AXMLSchema” .
xrriv: rdubert yftdal ieBbam. commrrgapheisshemasd sepppitensipn/ contra
ctAoutingyorit_Ov Reutipg€estractusd” glestritFamaaiis"qualified
attdiblimfermDeatanti="mnqualifigdrat i onContract” type=
- <I-*tpc: Transformati onContract Type" > - <annotation>
impordocunent at i on>Tr ansf ormati on Contract Bl ock of the
-->] CD</ docunent ati on> </ annotation> </elenment> -
- <I-xconpl exType nane= "Docl nfoType" > - <sequence>
eiﬁm;w*él?é‘ﬁé‘fﬂesnane:" DocURI " type= "xs:anyUR " /> <el enent
“"“nane="DocNane" type="xs:string" />_ <gl ement
= <X%ﬁ@®%ﬁé§ﬁc§°xg‘§ﬁ&e“ ig.“ﬁe%ﬂﬂﬁ?w?%> <el enent
= TRRREMAREGTEN" tng:"_xs: string" /> </sequence>
</<c6rifasumgpiasion> Reuting @8 indhe-
" Tr IEPIHFHEPBITHNRYRALT Type" > _ <sequence> -
<BEERetRIRRE=" Document ToTransform' type = "tpc:
</seelemeRtToTr ansf or niType” maxCccu rs="unbounded"> -
- <xeRpoPEXTPPe-nanet RHEAYPSH >Sour ce Docunent
= £xshahrata®en>on
<xsd:documentation>Defines the list of nodes to be traversed

from sender to receiver</xsd:documentation>
</xsd:annotation>

- <xsd:sequence>
- <xsd:element name="RouteNode" type="route:RouteNodeType"
minOccurs="2" maxQccurs="unbounded">
= <xsd:annotation>
<xsd:documentation>Nodes in the route. There must be
at least two nodes in the route (sender and
receiver)</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
- <xsd:complexType name="RouteNodeType">
- <xsd:annotation>
<xsd:documentation>Defines a node in the
route</xsd:documentation>
</xsd:annotation>
- <xsd:sequence>
- <xsd:element name="EntryChannel" type="route:ChannelType">
- <xsd:annotation> ’
<xsd:documentation>Transport and envelope protocol

used to reach this node. Becomes ExitChannel when
route is reversed.</xsd:documentation>
</xsd:annotation>
</xsd:element>
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i nformati on</ docunentati on> </annotation> </el enent>
<el enent nane="ResponseDoc" type="tpc:
weesp@onzaDocType" m nCccurs="0" /> </sequencePCTnmzmnm2$n1

</ conpl exType> - <conpl exType nanme="
Lr ansf: gemht QaMeRTEBeCHarthlel Q) p2Q0Ad é/GHahnel Type">
PCI&Q@@QQ%@Q%@%Zl <sequence> <el enent nane=

" Connegt®HockMBREtonSTIARERBH dhd SAVERIpA hiViScol
<documenkal 8 WSHANIE RbAL, FELYMETEnt kel Witen

| ocat i oRoWeisGevBRsdd. 3ASh UYoRBnkAtkthb!  occur.
</ dwg@@hﬁ&ﬁaggb </ annot ation> </elenment> <el ement

nasBsd iahbhec” type= "tpc: Docl nfoType" /> <el ement
Q%&ﬁag udRas, type="tpc: Docl nfoType" /> <el enent
- RRoREie TR hyL gonh)é@t%?“ fyéoéi"ﬁaﬂ:%%ﬁn?" TeRLghired™>
d%‘c‘s‘di”?rﬁﬂd’l‘éﬂé?{? munity | ere

(rang erdgELhr;gntﬁ Eée%wuh&ﬁg{ ﬁQmiil SRCERY 8k on>

t ’
D P S
<§B&H%%8Patu conplex a4 ex
P&@ﬁ clype"> - <sequence> <e| ement

= Qi%satt %@f—'tlé’l@&lvéscgﬁ9¥%d bAole)aﬁeluggE'}EguiredB

seqguence
< Co kl/l.r(l?» nt |on>$|?ﬁ@£Fé§T%plg l]i]é’j\nﬁ'us connect ris
cocurgl i O e o D e,

Lon>Source Docunment | D</ docunent ati on>

sl ..
- hanagt.al {eoll;]a>me< L '%L)EﬁgntorFuﬁctl e 1R rgc?lrjri?-ed'Par t Nare
t Pesd ar%(nsotatlon>
<xsd:documentation>Specifies the role this connector plays
in the route at the specified node.</xsd:documentation>
</xsd:annotation>
= <xsd:simpleType>
=~ <xsd:restriction base="xsd:string">
<xsd:enumeration value="service-send" />
<xsd:enumeration value="service-receive" />
<xsd:enumeration value="hub" />
<xsd:enumeration value="envelope-gateway" />
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
- <xsd:attribute name="preICDComputation” type="xsd:boolean"
use="required">
= <xsd:annotation>
<xsd:documentation>Indicates whether this node should
have already been traversed by the time the ICD
request was made (i.e., it is prior to the current
connector/envelope protocol)</xsd:documentation>
</xsd:annotation>

</xsd:attribute>
</xsd:complexType>
- <xsd:complexType name="ChannelType">
- <xsd:annotation>
<xsd:documentation>Defines the transport information needed
to reach the associated node</xsd:documentation>
</xsd:annotation>
- <xsd:attribute name="envelopeProtocol" type="xsd:string"
use="required">
- <xsd:annotation>
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- <annot ati on> <docunent ati on>Sour ce Docunent

Part| D</ docu nentati on> </annotation> </elenent> -
weebmmert47 nane="Att achnment " type="xs: bool ean" >PCT/US2003/025971

<annot ati on> <docunent ati on> Recei ver attachnent

pr ef@é@%@umeh%wﬁ&@ﬁ@é%@ﬂ‘d@éﬂ MA0aR%iehi on>

</ el erRgbiated Wit TRSLcHARNET: /x84 {ReimaRAkBALL | D'

t yPAGEE ¥FnstdiioRd’ m nCccurs="0"> - <annotati on>
sphoeua@makbon>At tachment Part | D</ docunent ati on>

- skan Q&Fl@hfeoﬁ?méj- qymrﬁuppoﬁégﬁ%%age-rypeu
na{@e "k LgsLmat 1 onVa
LyBed: 5£§€<§H§f or mat i onI\/IapType -m nCccur s="0"

maxQ;@ RuiaReRde SLpbbhda P
200 G2 dikdn $ed UrS Qaf@?ﬂéﬁfst- Ahonia by

ment atHoQH<%)[s%ln§ uct i ons<l docunent at i on>

</ anRetahbiens/ €l ement >  </sequence> </ conpl exType>
</ sehe 1S p¥O 2004/ 027547 PCT/ US2003/ 025971

Secunoh i H;&’?Eggéd'& g" <’?xm version="1. 0"
entodl

(http: Zi%wumé&@ J"an.gz i%ﬁaﬁﬁy &gmieyce One)

merat;on lue="

targﬁ p;’a SHAYSS p 4G h"rA commer ceone: schemas/ soap
ou |on

géﬂ‘% r act /'8 C?EYP? y/ vl 0/ Securi tyCont ract. xsd"
Sch t
= 519 FEB‘hP’ie %é”m%v AR D T ABREPr Vet PREE GO
rdJ Ff' /[ waw. w3. or g/ 2001/ XML.Schema"

at ﬁ%ﬂ@&?ﬁﬂ@%ﬂﬁ%ﬁﬁ HBPerifcaddress (Wl 1 ov>

e:queue name, etc /xsd documentation>
< /xsd:annotation>
< /xsd:attribute>
- <xsd:attribute name="transportProtocol” type="xsd:string"
use="required">
~ <xsd:annotation>
<xsd:documentation>Transport type (HTTPS, Sonic,
etc.) </xsd:documentation>
</xsd:annotation>
</xsd:attribute>
- <xsd:attribute name="transportReliable" type="xsd:boolean"
use="required">
- <xsd:annotation>
<xsd:documentation>Indicates whether this transport is
reliable.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
- <xsd:attribute name="transportNative" type="xsd:boolean"
use="required">
- <xsd:annotation>
<xsd:documentation>Indicates whether this is a natively
supported transport. If false, it is handled by a
transport gateway.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>
</xsd:schema>
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- <xs: sinpleType nane= "Col | aberati onPartyl D'> -
<XS:annot ati on> <xs: docunentati on>This is the

waabd4abriat i on Partner's | D</xs: docunent ati oRET/US2003/025971
</ xs:annotation> <xs:restriction base="xs:string" />

</ xs:sinpl eType <XS: S!Eﬁ!ﬁ%,‘fg E S
"KeyUsageTypes" i %( i XS0
<xs:docunent ati on>Key i s used for signature,
<?xmeNersiopt=" 010" enaodihgs " AR-8ettt i cati on.
- <1-- </ xs:docunentati on> </xs:annotation> - <xs:
edited withSML SpY iveA Untigp Wissxriviy CRENS Helendiuen éGammesred Pes)
--> val ue=" AUTHENTI CATI ON' /> <xs:enuneration val ue=
- <l-- "ENCRYPTI ON'" /> <xs:enuneration val ue="SI GNATURE" />
Generatstkisy luimiioaityl. Gonforarisiie wWISISLR:// w3358/ 2PN LSehs N >
--> </xs:sinpleType> <xs: sinpleType name=
- <schém{eyAl gorit hnifypes" > - <xs:annotation>
targesNatoepaeer ‘Publicikepm.comayerceomSAChgmasssoapextension/c
ondraat/itanaforonation kel _O/FrensfarorptionContractessd’ ct i on
xnijpsas="http: /NVMTeKEREras 20814 XBHRFHLRA on val ue="RSA"
x5S tRoes pehum’mmawmmeméemmwh#@aSé&rweﬁeg%if’réf?%ﬁéct
/tzangognﬁﬁpéfyéeﬂ/Tramsfgr@ﬁﬁgp géché
xmipgie EER E MVEwy Fe( 1/X ation>. <xs:
ei%@uﬁm%@fﬁwﬁ-m ‘if@Hte&P”RB FRgndliaiifié
Ve&‘"d?%ﬂ't?&atl on takes place. NONE rreans nei t her source
“>Tor tar gt connector will performthe authentication.
‘mpc’%ﬁfi@%ﬁﬁ be the case of letting foreign connector to
perfor mthe authentication. </xs: docunentation>
E b i/XS P%n_not ation> - <xs: restriction base=
giova ?(lé NMIOKEN' > <xs: enuneration val ue= " SOURCE" />

<xs nuner a, %%%oncBﬁB%I /> 44 WD 2004/ 027547
B type:lej ang-s orﬁtlon&hﬁﬁ%mfé@on val ue="NONE" />
- <annotatlon>

<documentation>Transformation Contract Block of the
ICD</documentation>
</annotation>
</element>
- <complexType name="DocInfoType">
- <sequence> ‘
<element name="DocURI" type="xs:anyURI" />
<element name="DocName" type="xs:string" />
<element name="Namespace" type="xs:anyURI" />
<element name="Version" type="xs:string" />
</sequence>
</complexType>
-~ <complexType name="TransformationContractType">
- <sequence>
- <element name="DocumentToTransform"
type="tpc:DocumentToTransformType"
maxOccurs="unbounded">
- <annotation>
<documentation>Source Document transformation

information</documentation>
</annotation>

</element>
<element name="ResponseDoc" type="tpc:ResponseDocType"
minQOccurs="0" />
</sequence>
</complexType>
- <complexType name="TransformationMapType">
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</ xs: restriction> </xs:sinpleType> <xs:elenment
name="Publ i cKey" type= "sicd: PublicKeyType"> -

weeanTar at i on> <xs: docunent ati on>The Public Key/US2003/025971
record. Each public key will have partyl D, Keyl nfo,
éjs%%&éd QBLion and usages. </xs: d ocu nentation>

E‘ﬂé%‘e'—"&&n éﬁ%?ekﬁzfé&nif anﬁﬁﬁIei ement

‘ﬂaI'TEa I on - <xS§:annot ati on>

%ﬁ‘ W ddiAL. §psciiPiie

Publ [ c
will
encryptl S&r&e at'°2/ XS: annotati on> -
<xs c> <xs corrpl exCont ent > - <xs:extension
eyI nf oType"> <xs attribute

ZE ¥‘é)m| s;a.ltiéB?r't' p%tsﬁﬁgﬂlzgnf’ﬁr tyl D’

EnaDpg |
E e T
Partyﬁ cu B tllg?]ng?:-cl;he Pu?:yq]l(P oKF%he?QQEQ i ncl udi ng

Descri 3 Rt f’?ﬁﬁed YPRSIRREESP T on> -
<Xs @% <xs: el enent ref="sicd: PartylD' /> -

@iwt@m%&é&s&%ﬂs@ﬁ%&%q%ﬂ T R ARE) e

T4588U9048>Keyl D and X509 Dat a. </ xs: docunent at i on>
</cgmpedReT at i on> </ xs: el enent > <xs: el enent
= <C?@P£*§YWWM&‘QS”°E§X&€W s="4"> -
- <S&FUaMGFST at i on> <xs: docunent ation>Key is used for
si<pirIeetaamesn dUBA’ typea/ 67:aBUYREN{T cat i on.
</selerdetnastRa G nNYmStRRAoXSINGOAS </ xs: el ement >

</sequence>
</complexType>
- <complexType name="DocumentToTransformType">
- <sequence>
- <element name="SourceDocID" type="xs:anyURI">
- <annotation>
<documentation>Source Document ID</documentation>
</annotation>
</element>
- <element name="PartName" type="xs:string">
- <annotation>
<documentation>Source Document
PartID</documentation>
</annotation>
</element>
- <element name="Attachment" type="xs:boolean">
- <annotation>
<documentation>Receiver attachment preference
flag</documentation>
</annotation>
</element>
- <element name="AttachmentPartID" type="xs:string"
minOccurs="0">
- <annotation>
<documentation>Attachment Part ID</documentation>
</annotation>
</element>
- <element name="TransformationMap”
type="tpc:TransformationMapType" minOccurs="0"
maxOccurs="unbounded”>
- <annotation>
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<xs: el ement nane="KeyAl gorithnt type="sicd:

KeyAl gori t hmlypes" m nCccurs="0"> - <xs:annotation>
wexsudarument at i on>The Key is RSA or DSA key<Pg$/US2003/025971

docunent ati on> </ xs:annotation> </xs: el enent >

<xS: el QiR Mentflor>TraRsfoPREdmPL | ON" mi nCccurs="0' /> -

<xs el = olcﬁﬁf%i:z&l% type="xs:string"
QEEQEQHBHE kas annotg€|0n> 45 WD 2004/ 027547

/025971 <xs:docunentation >The connector ID
é the Private Key. </xs:docunentation>
</c4§§e at|0n> </ xs:el ement> </xs:sequence>
</mMe exType> <XS: eleqent nanme="Partyl D' type=
Si c¢d: Col | aberationPartyl D'> - <xs:annotation>
<xs:docunent ati on>Tradi ng partner ID or Collabration
Partner IDin UUD format. </xs:docunentation>
</ xs:annotation> </xs:element> - <xs:elenent nane="
Description" type= "xs:string"> - <xs:annotation>
<xs: docunent ati on >The description of the key</xs:
docunent ati on> </ xs: annotation> </xs: elenent> -
<xs: el enent nane="KeyTypeUsage" type= "si cd:
KeyUsageTypes"> - <xs:annotation>
<xs:docunent ati on>Key i s used for signature,
encryption, and/or authentication. </xs:
docunent ati on> </xs:annotation> </xs:elenent> -
<xs: el ement name="Keylnfo"> - <xs:annotation>
<xs: docunent ati on>The Keylnfo object is fromthe
XM.Dsi g ds: Keylnfo object. However, within SICD we
only use Public Key ID field. </xs:docunentation>
</ xs:annotation> - <xs:conplexType>
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- <Xxs:sequence> <xs:elenent ref="sicd: PublicKeyl D" />

</ xs: sequence> </ xs:conpl exType> </xs: elenent> -
wexsugreaent name="Publ i cKeyl D' type= "xs: stri RQT/US$2003/025971

<xs:annot ati on> <xs: docunentati on>The Public Key IDis

a uni que key 113, L SVKS

server).</xs:d D F sTantotati on>

</xs:element> - <xs:elenment nane="Publ i cKeyNane"

<?7xmt ygreion=§1.04 entuebid<KEFEMeType" > - <xs:annotation>
- <I-- <xs:docunentati on>The Nane of the Public Key. It is
edited vétan@ILSeY v.hi (PUbl/vereyisDy 5ue) hyymenfdenhrBmescshe)
--> optional attribute. </xs: docunentation>

- <xs:sefiegBaannot ati on> </xs:elenent> - <xs:conpi exT)é

e
tarpeiiemticipbid= Kubliideaom commeregane; el raas R aaRex ension/c
ontuect Asaauridy Hwl bRssecurityCoptiggtxsd<xs: attri but e,
xmingrsied KayblisishcomeggramesreenEschames 4 EPMMPELNYI a9/ cgpteac
t/segurity AUl 0/ SecpityErpbgel o89547 PCT/ US2003/ 025971
xmdisiss = EHE Y WneN W 3-0rg] 2BP LEXMLERREMAL) x5 conp| FxType>
elem%ﬁgqr%@@ﬁﬂﬂéhﬂg%gtt EWﬁ?rm‘ff@“l? unqualifie
vegia=adfbtat i on> <xs: document tign>This is for
<X§§ﬁ§‘? -{-t‘%&%]ﬂinﬁ%ecRﬁ?Pﬁ'Fa&'%ﬁ]vaé%Y t?s> fromthe XM.Dsig
t . obj ect.. However, w thjn only use

P dock @R AR PiRaB S ek Ao AN HASERST o %/ xo,

doc AREAXEEPBIBENtYYE* annot at i on> <xs: sequence>

ARG BNEHIN >r ef =" si cd: Publ i cKeyl D' /> - <xs: el enent

RSt 00 haEY™ XH TR S="0">" - <xs: conpl exType> -
</x&EMPRJYEATe> <xs: el ement name="X509Certifi cate"
<xg:gieplekanpes KeyNspaeTpesPys: sequence> |
- <xs:annotation>

<xs:documentation>Key is used for signature, encryption,
and/or authentication.</xs:documentation>

</xs:annotation>

- <xs:restriction base="xs:iNMTOKENS">
<xs:enumeration value="AUTHENTICATION" />
<xs:enumeration vaiue="ENCRYPTION" />
<xs:enumeration value="SIGNATURE" />
<xs:enumeration value="SSL" />

</xs:restriction>
</xs:simpleType>
<xs:simpleType name="KeyAlgorithmTypes">
- <xs:annotation>

<xs:documentation>Key is RSA or DSA type of
key.</xs:documentation>

</xs:annotation>
- <xs:restriction base="xs:NMTOKENS">

<xs:enumeration value="RSA" />
<xs:enumeration value="DSA" />

</xs:restriction>
</xs:simpleType>

- <xs:simpleType name="AuthenticateModeTypes">

- <Xxs:annotation>
<xs:documentation>The location of where the authentication
takes place. NONE means neither source nor target
connector will perform the authentication. This may be the
case of letting foreign connector to perform the
authentication.</xs:documentation>
</xs:annotation>
- <xs!restriction base="xs:NMTOKEN">
<xs:enumeration value="SOURCE" />
<Xxs:enumeration value="TARGET" />
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</ xs:conpl exType> </xs:elenment> </xs:sequence>
</ xs:conmpl exType> - <I- Policy Types --> -

wexswmanal exType nane="Abstract PolicyType" PCT/US2003/025971
abstract="true"> - <xs:annotation> <xs:docunentation
>T£3issemﬁnéﬁaaoﬁka§tuéa¢|t|on@'i/sy for all security policy

si8thic@lgerithm The IDis the Tenplate Nanme for
</;( \SinflIgRIgehm </ Xs: document ati on> </xs:annot ation>
- <x§>@erﬁ£ﬁtfﬁ£++éﬁ'mﬁﬂﬁ Vowp@é"'g.cdtymmmﬁwpg use=

_<Q§ tiond> </ xs:conpl exType> - <xs:conpl exType

”aISE-d Phdrt engﬁ%eﬂﬁlé g QMJ:}H-’EE ach Ilf@&%\ruﬁﬂ ue”>

absﬁ?:% E%i@t bonﬁhﬁ%s ent’ cat| on credential policy

g%&ogﬁ a ocurrent ation> </xs:annotation> -
</ B exContent> - <xs:extension base=

ey o
—tyg)g &etmtarth ih>The R o THY R BubIfeKeg R
<rd i t d&% H yxl}%f HHES&EF

</ X g 21 t
] st enzeﬁ(% %?I on 'ggi"xs st fl ﬁgegen_
<|§§;%§n b n> <xs docunent ati on>QOpti onal for

< om

ntatlon such as SAM., Securel D, or
[ FouF Sfxs

ocunre. annot at i on>
rgéﬁ%ﬁqjﬁ 2& Vgé‘?%ﬂ":“%%ﬂ US2003/ 025971 -
<xs g .
"S| c . enf'c && B@Earqu u%sydg’ﬁ}?&a t1on>
<x3' ¢ on>The | ocation of where the

a T/ﬁ‘érﬁoi )f tNiZkes place. It can be either SOURCE
COMERTRIFX YPeTARGET

</xs:element>
- <xs:complexType name="PublicKeyType">
= <xs:annotation>
<xs:documentation>The Public Key record, including PartyID,
KeylInfo, Usages and Description.</xs:documentation>
</xs:annotation>
- <Xs:sequence>
<xs:element ref="sicd:PartyID" />
- <xs:element ref="sicd:EncryptionKeyInfo">
- <Xs:annotation>
<xs:documentation>The KeyInfo block that has KeyID
and X509 Data.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element ref="sicd:KeyTypeUsage" maxOccurs="4">
- <Xs:annotation>
<xs:documentation>Key is used for signature,
encryption, and/or
authentication.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="KeyAlgorithm"
type="sicd:KeyAlgorithmTypes" minOccurs="0">
= <Xs:annotation>
<xs:documentation>The Key is RSA or DSA
key</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:Description” minOccurs="0" />
- <xs:element name="Location" type="xs:string" minOccurs="0">
- <Xs:annotation>

QA
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connector. SOURCE neans the sender's |ocal connectors

wll perform SAM. Single Sign-On type of
wauabhgatiscati on. TARGET neans the connector ORCTHS2003/025971
receiving end will performthe authentication. NONE

means_neit her so r il
per f oF% I Eﬁ %htcﬁ‘cn?c;g:éfﬁﬁfb tﬁg@ﬁ@ggﬂ%h\g case of
Iettin%"\"i’eegf ?ﬂq%%m operformthe

aut‘t‘:’(ésgq PRSP </ xs: docunent ati on> </ xs: annot at i on>
G/XS SRR > <xs: conpl exType

/<ﬁ<§n§§39;§%§g;entl cati onCredenti al Pol i cyType"> -
</XSK@TNB > <
LT i SRSy
=< n n
)’g}ggmm@ﬁiég%gmo o r‘;g{‘f{aﬁfdgoﬁir neléig ecﬁr?&ﬁ]aq}r'a?%n Partner
badd-ins DBIDAesmatct/ X8R AN PYT i cy Type"> -
<&sesaEdedte nmi nQccur s="0" > <xs el ement
</xg:efemnedited: Aut henti cat evbde" <X$ el ement
- <xsrel¢menf Wﬁuf%ﬂ"!@&t%ltwﬁ‘eﬁérﬁtﬁﬂ bR"  m nOccurs=" O
- <ksiaahg@tigpguence> </ xs;extension> </xs:
cexmﬂe&mﬂtéh@ﬁ>ih6<§e%‘d‘ﬁﬂﬂ'%?§ﬂé§ - <xs: conpl exType
nankey Aixsripeomeckasi@ent i al Pol i cyType" > -
<¢xs aamrtetia? ¥ on> <xs: docunent ati on>This is an anonynous
</xsrebgteental policy type that has n "
- <xsceledhent 'naﬂne<l’st'mnﬁﬂeﬁésﬁaﬂ%s'{:ﬁx'geﬂfﬁﬂﬂ%y%ﬁ>
- s sanvofgiicexCont ent > - <xs: restriction base=
" skedpAlrsenmtioneKeydnused oy sigpaper snceyRtidlquence>
<xsanad goratutimenticatiomed bist dasPeNEHPAPgor i t hnt
4/ypenhamtistri ng” fi xed= "Anonynous” /> </Xxs:sequence>
</xslelementest ri cti on> </ xs: conpl exCont ent >
- <xsibrgicnompe<TiKpyEnfo"xxs: conpl exType
- HanmmobssdrcCr edent i al Pol i cyType"> - <xs:annotation>
T <xx:sGeeumentaaionsThEieyInfo abjestiie frome dbaXMiDsig) i cy
t y pasiK@jInfo objedtDHambvenseiihin SIED we only use Public
cr e¢@pytimfiekd. xgxdoowmentatidnen> </ xs: annot at i on>
</xs:annotation>
- <xs:complexType>
- <Xs:isequence>
<xs:element ref="sicd:PublicKeyID" />
< /Xs:isequence>
</xs:complexType>
<[xs:element>
<xs:element name="PublicKeyID" type="xs: string">
- <xs:annotation>
<xs:documentation>The Public Key ID is a unique key ID (UUID
or from XMKS server).</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="PublickeyName" type="sicd: PublicKkeyNameType">
= <XS!: annotation>
<xs:documentation>The Name of the Public Key. It is same as
the PublicKeyID but has owner name as the optlonal
attribute.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:complexType name="PublickeyNameType">
~ _ <xs:simpleContent>
"~ - <xs:extension base="xs:string">
<xs:attribute name="KeyOwner"
type="sicd:CollaberationPartyID" use="optional" />

It
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- <xs:conpl exCont ent > <xs: ext ensi on
base="si cd: Aut henti cati onCredenti al Poli cyType" </xs :
woaomp7347exCo n to nt> </ xs:conpl exType> -  PCT/US2003/025971
<xs: conpl exType nane="X509Cr edenti al Pol i cyType"> 48
w/;ggﬁgqulgﬁgj PCT/ US2003/ 025971 - <xs:annotati on>
sﬂﬂ Ilé@g ation>This is a X509 credential policy
</)@19 p Qcunent at | on> </ xs:annot ati on>

- <XE))&8mE%§Q? u,?henkg I@é«gensn on
>
N

nno ent i e atl o Credent| al Pol i cyType" </Xxs:

<5 l:_ae ﬁjf i gg‘g B The KEYIARIBBRET e
SI d

'ﬁy &r,; “within SICD

<XS: Ft

SAS § po | Cé;Eeyp J:a?te twé
' at1on> </ xs: annotation> -

§J>?§:°—‘an Content> - <XS:extensi on base=

S¥Sis&
B Séé% G| Fétf' ‘%ﬁEa %‘Bﬁ%ﬁ@{iiﬁﬂ)?ol i cyType" >
- éxsie?gr%g ameZ XSSOSR HABETYAlge Type

Pyng$C i pe/> <XS: elenen name="encodi ngType"
XS 7> </ xs: sequence> </ xs: ext ensi on>

</ xs: € ﬁ% XCBnt ent >, LexType>
{‘ %ﬁ?ﬁ I‘tﬁ%n'g'ryptl onPol i cyType"
0

<XS: corrp?? & ‘??ﬁ
abstra t-—t ‘?rd‘é“bﬂs 4 tatl on> <xs:docunent ati on

Pt r act policy for Encryption policy
%o?ﬁ( ?Wprg $

EXxP%ocunent at i on> </ xs: annot ati on> -
Content > - <xs: extension base=
“é’fsc%f" %?e?act Pol i cyType"> - <xs:sequence>
</é§<§°'€P'§P‘rEYﬂe hame=" Encryption PolicyAl gorithm type=
-<lwys:stri ng" /> <xs: el ement name="Encrypti onMet hod"
po""é’%‘?éh" xs:string" <xs:element ref="sicd: KeySi ze" | >
- <x§xc%meplleex%gé nE%fe "XL gra%}/rgnilcy X %s%ractcn ‘q:rue'urs 0
- <xs:annotation>
<xs:documentation>This is the abstract policy for all security
policy related algorithm. The ID is the Template Name for
the Algorithm.</xs:documentation>
</xs:annotation>
<xs:attribute name="Policyld" type="xs:string" use="optional" />
</xs:complexType>
- <xs:complexType name="Abstract_CredentialPolicyType"
abstract="true">
-~ <xs:annotation>
<xs:documentation>This is the abstract policy for authentication
credential policy algorithm.</xs:documentation>
< /xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:Abstract_PolicyType">
- <xs:sequence>
<xs:element name="CredentialPolicyAlgorithm"
type="xs:string" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:element name="AuthenticateImplementation” type="xs:string">
- <xs:annotation>
<xs:documentation>Optional for different implementation, such
as SAML, SecurelD, or Kerberos.</xs:documentation>
</xs:annotation>
</xs:element>
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</ xs: sequence> </ xs:extension> </xs: conplexContent>

</ xs:conpl exType> - <xs:conpl exType nane=" Encryption
weabi4mpBape” > - <Xxs:annot ati on> <xs: docunent aPCOMS2003/025971

>This encryption policy wll work for both XMEnc and

<x& 'é@%?xtﬁ/ $IROHIE &lteMbae </ XS: annot ati on> -
-FQ}{ ﬁ{,EQ{eiwod esext ensi on base=
4-aC

cryptio PollcyType"> - <XS:sequence>

t< '§
- <
t< <§(s_ p%%@{lta@l@H?Thé EQI.%H BF '\Aﬂ{hrwa%thentlcatlon
V\{)p . % confle¥foSGOPRRGRT 49
by é QGEr'sTESI! EotrfREb RNl
X?:erfoq‘ﬁp infgie Sigri-ofot SothéntRation.
<XS TAREE I afERhe etforon the FeddilHgén@ Wil
<XS pePftAF IR @ hLeneritiéatidh NOREaRY¥ANE heithePs6MPdd Ao OF
SYMiRidet doMhettdiewill pRefoHM tHY SithRdr3ivationIThis Higd.
For pRithedSase ot leytifg ¥oreighiconwektorto pdifomn\theet ry key
Si Z utRAesticdtien.syrerebeymkeytisnze i s defined on the
SyareinowtieySi ze field. </ xs:docunentation>
</ ¥emrAnot ati on> - <xs:sinpleType> - <xs: restriction
- <xBasRPleXr$ps Adhb="AuthehtiditidntredentialPolicyEyp &6 / >
- %S anme¥torsl usi ve val ue="4096" /> </xs: restriction>
T </ %8 S TRIcATRES Thid katidmtiddtion and €xedentiamgsdlicy
NaMggj IR FS Y B8yl 4RI X509. <7xS daniaitations
Sp& dpetmRAbat i on>This is the symetry encryption key
- Sk&Bomplexcédt@n@symetry al gorithmis
Useg. sk&sigiPEAERNER: ABStracy_CyeasnghFolieyFype">
Ws&g@@bﬁe ReRinOcsXg="¢8striction base="xs:short">
<x3: M. Bl ik Yer=Y @icdeAuttfenticiteMode” />
<xs:element ref="sicd:AuthenticateImplementation”
minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:complexType name="AnonymousCredentialPolicyType">
- <xs:annotation>
<xs:documentation>This is an anonymous credential policy type
that has no credential.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:restriction base="sicd:Abstract _CredentialPolicyType">
- <Xxs:sequence>
<xs:element name="CredentialPolicyAlgorithm"
type="xs:string" ﬂxed—"Anonymous“ />
</Xs:isequence>
</xs:restriction>
</xs:complexContent>
</xs:compiexType>
- <xs:complexType name="BasicCredentialPolicyType">
- <xs:annotation>
<xs:documentation>This is a basic credential policy type that
uses ID and password as credential.</xs:documentation>
</xs:annotation>
~ <xs:complexContent>
<xs:extension base="sicd:AuthenticationCredentialPolicyType"
/>
</xs:complexContent>
</xs:complexType>
- <xs:complexType name="X509CredentialPolicyType">

i1
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<xs: maxExcl usi ve val ue="4096" /> </xs: restriction>

</xs:sinpl eType> </xs:element> - <xs:conplexType
woane2 VLEncr ypti onPol i cyType"> - <xs:annot aPCOMS2003/025971
<xs: docunentation >This wll work for any encryption

_Q&I L btatiokRe. </ xs: docunentation> </xs:annotation> -

)S(sag:@ &zg%@ﬂgﬁgfﬁ% is a<X§09%¥E§é\$ﬂ|ﬂrbchﬁ:?e
P

%< JonPol i cyType"> - <xs:sequence>
0h>nanme="KeyEncr ypti onMet hod"

@; ens(?g tt%séLVﬁ{%*ﬁﬁ.tﬂ%ﬂé.@%&AEFéd@Ht?diﬁ#ﬁéﬁypel5" >

efnent cryptionftransform
n@%)&gmelgg m nCccurs="0" /> </Xxs:sequence>

</X cosfﬁ& ?gjg, on> </xs : co mp | exCo ntent>
= ixixcs ;’Q& é P'(a SI gna ur‘e ol'i cy ;/@p%%t' s?lgcgc-:rtyfet"?ue >
%d?ﬂ,l a 'ogih. o adaégﬁeat BNARY Erb e
’ﬁ’? /<§ 8 lﬂPr%%F T on> </xs annot ati on> -

ent > 50 WO 2004/ 027547
>%s %%%t&isepof'cg Sﬁléj%e.n%i)éé? gﬁh?@d&-ﬁ:ﬁaﬁpohc&

—-Sﬁ XS sequence> e? enment

napE=t P string" />
<xs: ef ﬁfneﬁﬁﬁﬁmesl 5?9?’@ 8,FI iNaiie . X
type-‘&%egf‘ﬁ’hﬁamFS ‘ﬁ Bﬁe-"ﬁ-@yﬁﬂ% t7 on"

é:é)‘%céeoé‘tePFei?g" /> </Xxs: sequence> </ xs: extension>
</$(é‘5feXEe<5’5ﬁ’P exCo ntont> </xs: conplexType>
RS CHMRIPEPD >narre:" Si gnat ur ePol i cyType"> -

</xx%sormpkkshePon>
- <xs:complexType name="Abstract_EncryptionPolicyType"

abstract="true">
=~ <xs:annotation>
<xs:documentation>This is the abstract policy for Encryption
policy algorlthm </xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:Abstract_PolicyType">
- <Xs:sequence>
<xs:element name="EncryptionPolicyAlgorithm"
type="xs:string" />
<xs:element name="EncryptionMethod" type="xs:string"
/>
<xs:element ref="sicd:KeySize" />
<xs:element ref="sicd:SymmetryKeySize" minOccurs="0"
/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
= <xs:complexType name="EncryptionPolicyType">
- <Xs:annotation>
<xs:documentation>This encryption policy will work for both
XMLEnc and PKCS#7.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:Abstract __EncryptionPolicyType">
- <Xs:sequence>
<xs:element name="KeyEncryptionMethod"
type="xs:string" minOccurs="0" />
< /xs:sequence>
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<xs: docunentation>This will work for any digital
signature policy type.</xs:docunentation>
wehlneiarnaot at i on> - <xs: conpl exCont ent > <Xs: eRCEUS2MBE/025971
base="si cd: Abstract _Si gnaturePol i cyType" /> </Xxs:
co&gl exContent> </xs : co m pl exType> -

name="XM.Dsi gPol i cyType"> -
<Q§FSC°A'§ {‘ﬁ?ri %‘ﬁg <xs: docunentati on>This is for XM.Dsig

</XHGPTREX TS umant ati on> </xs:annotation> -
= <X: ‘h‘??ré Cdfﬁ - <xs: extension base="sicd:

= SF@HH?‘E? lapg)| I‘ngVT e_> <xs: sequence> <xs. el ement
ek deEHRH £'% Fﬁ‘é mutlr ch&ﬁio Hng
4 p@y’ﬂerg*g?nﬁ” < this W Lth?kgg
ty
</x Hé‘étB’h ey?ﬁ&ls %[rlr':b? IR'F esﬁ/
< > <| I\/bssage Part -->

i <é’>i%' E ﬁ'ype nane="Part El enent Type"> -

Y(’I’lon> sxs:docupment ati on>Xpath is used to
-déi‘? ﬁ%Stf'ﬁtéo ke ﬁﬁ ge the part of the nessage.

</ x%XSdE\E“JHﬁ‘Hf'ﬁ? % 9_ X .annot ati on> -
<xs%Y: 5’65(’)‘1‘?(“@1‘( He= Ssifensn on base= "xs:string">
<K ESATSHIBRPE nane="Type" type="xs:anyURl " use=
/8y EINRIBTYPE><xs: at t ri but e name="Bl ockl d" type= "
</xspRgmentyse="optional " /> </xs: extensi on>
- <xscplegnest RRMEEHPYBMETYKPYSIZE G| exType>
- WBLRVORPIERType nane=" MessagePartsType" >
268a/doeyBaTtapaTy Uhsje she sygypetry Q%XIE HBt'%ﬁV %'HS" &

the asymmetry algorithm is used.</xs:documentation>
</xs:annotation>
- <xs:simpleType>
- <xs:restriction base="xsishort">
<xs:minlInclusive value="56" />
<xs:maxExclusive value="4096" />
</xs:restriction>
</xs:simpleType>
</xs:element>
= <xs:complexType name="XMLEncryptionPolicyType">
= <xs:annotation>
<xs:documentation>This will work for any encryption policy
type.</xs:documentation>
</xs:annotation>
- <XS! complexContent>
- <xs:extension base="sicd:Abstract __EncryptionPolicyType">
- <Xs:sequence>
<xs:element name="KeyEncryptionMethod"
type="xs:string"
default="http:/ /www.w3.0rg/2001/04/xmlenc#rsa
-1_5"/>
<xs:element name="DecryptionTransform”
type="xs:string" minOccurs="0" />
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:complexType name="Abstract - SignaturePolicyType" abstract="true">
- <xs:annotation>
<xs:documentation>This is the abstract policy for Digital

Signature policy algorithm.</xs:documentation>
</xs:annotation>

- <xs:complexContent>
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<xs: docunent ati on>The part within a nessage. URl is
used to define the part.</xs:docunentation>

Welzmwoammt ation> - <xs: sequence> - <xs: el eneRCT/US2003/025971

name="Part El ement" type= "sicd: PartEl enent Type"
M BLGHE S0P badleX S ALK Btradto pUegfype > <xS: annotation>

XS JOCHDRHALI on>The el ement within the part. It is
oty apnLY. AR i, Lyﬁgnatum& Righitithm/ xs:
documa)ggfg3 %>Str§% nnot ati on> </ xs: el enent >

</xs:s Mt n éi‘gh%h@ﬁ&tﬁg&ﬁﬁﬁn" Par t Nane"

type- gtr 9“"'%[2 requi red" /> <xs:attribute
name= #ﬂctldiﬁ'ecyEeD'BE - QfHg" /5>

<XSi ama— orlthm d" ype="xs: strl ng" use=
o<pg( BQ ns%q n> <xs attrl but e nane="Bl ockl d"

= t "/ / Xs: | exT -
g Cﬁf?e" té“%eusﬁesgggéggft types R ReT
Par 1, t at >
—«wgma% ﬁgﬁ?gﬁ‘éni'?ﬁ%’?%ta“-??"mﬁﬁ?%%?ES Teseage. The
f te I 1 d i
m%@'t? it A 10 o g AR AR s

</ st RSnT Zannot ati on> </ xs: el enent >
/%?S 5 V\D 2004/ 027547 PCT/ U82003/ 025971
= §§%E?mf3 er si.on="

erfeHae tga%e AP SN oE %‘BS}CWPE b
CRESEEPT ﬁ?‘g(‘?ﬁ &¥¥. con) by Symon Chang ( Conmerce One)
</’§36‘EIF‘P TYRR%er op Cont r act Docurre,nt Created by: Synon
= <xgrraRpIeCyps regivc SUsPsiipliyd¥Pee, 1nc. --> -
- €X&28pplEHaN>
t abfet pemanaien=Jiis ifad- XMhP8i¥nmrer ceone: schemas/ soape
xt erpoligy-€/xs:documentation>
sistagtaid@r i ty/ vl 0/ SecurityContract. xsd"
= XI5 eM@EXCANESHLY / wwy. W3. or g/ 2000/ 09/ xmi dsi g#"
xnixesexiensing psy7 Wl fignatureRsticy KRS che "
XNt rsssdegdengsabl i ci d: com commer ceone: schemas/ soapext en
si on/ sastetercenttnasecifangnicalieatieaMethed'Cont r act . xsd"
type="xs:string" minOccurs="0" />
<xs:element name="Transform" type="xs:string"
minOccurs="0" />
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <!_..
Message Part
-->
- <xs:complexType name="PartElementType">
- <Xs:annotation> '
<xs:documentation>Xpath is used to define the element within
the part of the message.</xs:documentation>
</xs:annotation>
= <xs:simpleContent>
- <xs:extension base="xs:string">
<xs:attribute name="Type" type="xs:anyURI" use="optional"
/>
<xs:attribute name="BlockId" type="xs:short"
use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>
- <xsicomplexType name="MessagePartsType">
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xm ns: sam ="urn:oasis:nanes:tc: SAM_.: 1. O assertion”
el ement For nDef aul t =" qual i fi ed"
wanbwiottd4e For mDef aul t =" unqual i fi ed" versi on=" pCO/US2003/025971
imports - <!-- <xs:iinport namespace="publicid:
- CRIThRABEEREEEONE: schemas/ soapext ensi on/ contract/vl _O'In
Tt eni: d RenRkidt dnsTaR! pare withil'a HIdENEYe0 URIiS Used to

" htddtind S paRS<SQMIMRIGERREI0RSM schemas/ soapext ensi on
Ag@n&m@,@ét"onyl Olnter oper abi lityContract.xsd"/> --

- $XS5edyBpees nanmespace="urn: oasis: nanmes:tc:SAML: 1. 0

assgf nb%nt nSSEE NP Bl é " Ty pdi siod: PAWFISAEhEType”

Openn QRS2 maxOccurs="unbounded">
i 1 e&s/apettichy docs/ cs-sstc-schenma-assertion- 01. xsd"

I'>71 ngludes mentatio™Fhe bithetiewstHif The a1 G8=
"Securl 905165@%5@“[@& 6§%és§ag§chemﬂ for Security

Pol i ci eﬁalttog Ll &I entation><xs: el enent

nanQ7X§§ﬁHéﬂaE,M§9nt ract| CD' type= "sicd:

SechkidiyHraRty act Type"> - <xs:annot ati on>

Sha SReMABY ati on>The Security Interop Contract

é% E?ﬁgk ndrhe égfkfafrms.%el?%eu RE: s@ﬁﬂg@n@l@n%auf.@a />

t 'l#@“

Eé%u?i%ﬂfgt fdrh 007 AIgor ¥ #)/d 7§£«Zt.P.¢g“/ Bﬁé?.ﬁﬂ%

é g%ﬁ?lb e -SCSCI es {/geseg&réﬂt*t %é-c'oﬁﬁlon fjsne

</X

- <><§as. gl eﬁ% T ﬁ?%%ﬁ‘ oRpaf e~ .S‘%digﬁ;ﬁgﬁ%%§'g?ftSTtpe“>
e 8 >Th§rtcr%ﬂ N ddgaUpRent | cation
'&r% t‘@r %-m Al °r§3W&Fa{f|“8ﬁ> </ xs:

edent| al Pol i cy"

A
(%aaen Val Pol i cyType" >

Pas 5' )
el e

LYRS TR Es??ﬁ ‘

</xs:element>
</xs:schema>
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- <xS:annotation> <xs: docunentation >The credenti al
and authentication algorithm policy for X 509
wQaeomdiobiaat e. </ xs: documentati on> </ XS: annot aCT@IS2083/025971

</xs:elenment> - <xs:elenment nanme=
" AnonynmousCr edent i@l Poli cy" l1 87g
"si cd: AnonynousCr ] > -

<xs:annot ati on> <xs: docunent ati on>The credenti al and
<?xmlagtdient 11calt emmodaiggdUTE-BM?>pol i cy for no credenti al .
- <!-- </xs:docunentation> </xs:annotation> </xs: elenent> -
edited wiix SMie bameint U HaimeA BASEBZY. ®NARPIPH Ehenda(Coprice (me)
--> type="sicd: BASE64_ BI NARYCredenti al Pol i cyType"> -
- <¥xs:annot ati on> <xs: docunentation >The credential and
Secavity tréerdp CarttraonDaghigenti t hm policy for
BASE64 Bl NARY CREDENTI AL</ xs: docunent ati on>
Creatbkgy: Spmon Gdnen> </ xs: el enent> - <xs: el enent nanme=
Copyright Bt Gopmtare sy i6i es"> - <xs:annotation>
--> <xs:docunentation >The abstraction for credential and
- <xs:seh@ment i cati on al gorithm policy. </ xs document at i on>

targgtNsmegpars=apHblisid:cam£opyRe @Prgp emas, asogafmgg/c
ontrast/@e@msﬂw/vbi&f%?%'tBSQPEréFB

I
xmifistaSec s/ OWwW ek BoEaf 2 ;ﬁ L% el ement
imifrgi;g%s‘ggbjﬁéWWéﬁéﬂgé?%% Eﬁ‘%ﬁ‘»}g&}; s?%? t%nm&n/contrac
t/35RUE6U/ v LE ! |a|5 %%

et 0:a3LBFSH 5=
ele urgf tb .E ttn ﬁfo@%[ﬁ&gﬂl ="yn allfled"" .,
oi nyns ey M Eecur s=" 0
Verﬁ’é’ﬁ?(f % 3= "unbounded /> </ xs: sequence>

imp@ </ Xs: conpl exType> </xs:el ement> Define Encryption
rE’ol icies 54 WO 2004/ 027547 PCT/ US2003/ 025971
<§$__el enment nanme=" Encryption Policy" type= "sicd:
Encryption PolicyType"> - <xs:annotation>

<Xsimport

namespace="publicid;com.commerceone: schemas/socapextension/contract/vi_0/Intero
perabilityContract.xsd”
schemalocation="htip://schemas.commerceone. com/schemas/soapextension/contract/
vi_0/InteroperabilityContract.xsd"/>

-->
<xs:import namespace="urn:oasis:names: tc:SAML:1.0:assertion”
schemalocation="http://www.oasis~-

open.org/committees/security/docs / cs-sstc-schema-assertion-
Ol.xsd" />

- < !__
includes
-->
<xs:include schemaLocatlon—"SecurltyContractKeyInfo xsd” />
- <=
Schema for Security Policles
-->
- &=
top element
-->
- <xs:element name="SecurityContractICD"
~  type="sicd:SecurityContractType">
- <xs:annotation>
<xs:documentation>The Security Interop Contract agreement. It
defines Policies and channels for security
policies.</xs:documentation>
</xs:annotation>
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<xs:docunent ati on>The encryption al gorithm and policy,
such as PCSK#7, or S/ M ME. </ xs: docunent ati on>

W?/mstmammt a_ti on> </ xs:el ement> <xs:elenent nNnRAEAIS2003/025971
XI\/LEncryptl onPol i cy" type= "sicd: XM

</stEnC tionPolicyType"> - <xs:annotation>
it unment ati on>The encryption al gorithm and policy

</ xs: docunent ati on> </ xs:annotation>
Sc_*jimﬁfoigecéf'@%ﬁ? - <xs:el ement name=" Encryption
Policies"> -

e <xs:annot ati on> <xs: docunent ati on>The

f, encryption algorithnms and policies for
Qeﬁne%m‘z%ﬁgg PRESR#7, or SIMME. The Pol i cylDwill be the

>TgP te|D'uag‘E§g& xhcg'-hllevmllbeusedln
tyé’ﬁ%eigi a'?"p F.%“gg‘ gor.tﬂﬁ{* JhmiD to identify which

wi Il be used.
dﬁ? ot agl'l'?lg reéémalaénﬂwsﬁil%élﬂ?catlon altgorlthm
men
/refp" nggr> c'r’yp%wolscﬁoﬁgc?/&ﬁrrnneng::urf—"0"
<x O unbounded" /> <xs: el ement ref="sicd:
<x§%;'?;§£3gﬁg@°n P og)erem&a%i.éﬂ T, s
tyupegssic redﬁ" atlﬁ‘ﬁﬂ%%gﬁature Pol i cy -->y|-O

"%’fSC%gcigLﬁz Hz gg ST e%f!lﬂgﬁhgl ER4 a‘fﬁheﬁﬁ@ﬁtron algorithm

I I

it

Z/xs:doeh g | on>
<<xsl;‘r!]i Sel d it ur e aﬁ%gorl thm and policy
{657 g </ xs:docunent ati on> </xs:annotation>

</x e . i i
<XS€%$%“enEE%Hn§m > <'ﬁ$ f%lﬂ%ggn amyuS| gnat ur ePol i cy"

pe | - <xs:annot ati on>
types "gisdARATUIOLS adﬁé*' aﬁ gorithm and policy

- < nNeGeE!

i(g;ssd%qﬂ{% ng - K#glﬁec{e& aMaNF <L{tﬁ§nﬁeﬁﬁgﬁ'm€$hﬂm

Zntations - €1 emen

nanielicy Q:H‘ qunéqs[ﬂq <5/x§ ocumen

</xs:iannota
</xs:element>
<xs:element name="BASE64_ BINARYCredentialPolicy"

type="sicd: BASE64_BINARYCredentlaIPollcyType >
- <xs:annotation>

<xs'documentation>The credential and authentication algorithm

policy for BASE64_ BINARY_CREDENTIAL</xs: documentation>
</xs:annotation>

</xs:element>
<xs:element name="AuthenticationPolicies">
- <xs:annotation>
<xs:documentation>The abstraction for credential and
authentication algorithm policy.</xs: documentation>
</xs:annotation>
- <xs:complexType>
- <xs:sequence>
<xs:element ref="sicd:BasicCredentialPolicy" minOccurs="0"
maxOccurs="unbounded" />
<xs:element ref="sicd:X509CredentialPolicy” minOccurs="0"
maxOccurs="unbounded" />
<xs:element ref="sicd:BASE64__ BINARYCredentialPolicy"
minOccurs="0" maxOccurs="unbounded™" />
<xs:element ref="sicd:AnonymousCredentialPolicy”
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
- L=
Define Encryption Policies

it
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- <xs:annotation> <xs:docunentati on>The group of
digital signature algorothns and policies for
wahddan 47 PCKS#7, or SIM ME. The Policy ID w PCThS20086825971
Tenmplatel D in the Registry. This Policy IDw Il be
--t#sed in the Channel Section as Algorithm D to identify
- <xdheleimest NaheEEmypEipnRbgeyi thm wi | | be used. </xs:
d9peHreidcREhoryptin P¥csA9pEe 027547 PCT/ US2003/ 025971
- <h¥snadtadibat-i on> - <xs:conpl exType> - <xs:sequence>
<X gx&Hecmnénta 86> The endNPRidroNYoiritiim &ha @otidys stiéh
max 0§€ PCSK# 7)o B MEE. </%s S¥&irgbaret > r ef =" si cd:
Si/ghabngteRod s cy” m nOccurs="0" max0ccurs= "unbounded"
</xz:efdm&itsequence> </ xs: conpl exType> </xs: elenent> -
= <@ elembiiNnarn P WMBEh &y ptionPolicyxS: €l ement name=" Non
F@’ﬁkd‘s&!d ﬁMLEﬂhkﬁMnonﬁMWyp&l'ﬁd Si gnatu rePolicyType”
SnhbtitioaRG oup=" si cd: Non Repudi ation Policies">
- EXSdaned bt TR ehdBptiBNaRF-RAMIBRd policy for

non- XMREAEAL/KkORbc@hgRizkibAm and policy that use
dakgbhmdtagorgnat ur e. </ xs: docunent ati on>

</skXferagHst ati on> </ xs:el enent> - <xs:elenment name="
- <RofleReRtdAb L BhdPgbtiohPdlicies >
_Qy(g%n'},gﬂa@,gngbstract Pol i cyType" abstract —"true">
<X§x33888}n§?ér{t9ﬂc?n><'i(ﬁe69 FEﬁHﬁi?oWSld%?lth s &R
al gopiidias FOF xR BnC! PRSKYS, bP's /M Polt ﬁ)wﬂl
doCUSE & reRilate?D M ﬂ'ﬂé"ﬁ&&fs'tﬂnﬁ'h xéve HepE Uiga i
<XS fleLORAMN SISECH QI BE ARy SHitHM B BS G8e M type=

" S| Céh&'yﬁﬁ%hbﬂ(ﬂﬁgj AIGOFERM whY Bétdsb'dU:)@@ Hren%:atm>
NoRs: Reateiigis on Recei pt Policies"> - <xs: annot ati on>

- KSicdapwx@Eppat i on>The non-repudi ationl al gorithm and
" poki¥eqehaé> use daigital
ST gnalstid|8mehi ford MG EaBMIBE A @Y BtionPolicy” minOccurs="0"
maxOccurs="unbounded" />
<xs:element ref="sicd:EncryptionPolicy” minOccurs="0"
maxOccurs="unbounded" />
</Xsisequence>
</xs:complexType>
</xs:element>
- <!.._
Digital Signature Policy
-—>
= <xs:element name="XMLDsigPolicy" type="sicd:XMLDsigPolicyType">
- <xs:annotation>
<xs:documentation>The signature algorithm and policy for
XMLDsig.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SignaturePolicy" type="sicd:SignaturePolicyType">
- <xs:annotation>
<xs:documentation>The signature algorithm and policy for
XMLDsig, PCSK#7 or S/MIME.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SignaturePolicies">
- <xs:annotation>
<xs:documentation>The group of digital signature algorothms
and policies for XMLDsig, PCKS#7, or S/MIME. The Policy ID
will be the TemplateID in the Registry. This Policy ID will be
used in the Channel Section as AlgorithmID to identify
which sinature policy algorithm will be
used.</xs:documentation>
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</ xs:annotation> </xs: elenment> - <xs:el enment
name="NonRepudi ati onRecei pt Pol i ci es"
woppE2%4cd: Abstract _Pol i cyType" abstract ="t r ueC®US2003/025971
<xs:annot ati on> <xs: docunent ati on>The policy and
a),godrnbamcher non- repudi ation of receipt. </xs:
- decUsBAERTYRR> </ xs:annotation> </xs:elenment> -
T SXSis8dfBRe>Name= "SecurityPolicies"> -
XS LB QB "SicH: RNE BETGB Glidyo Rl beuseewri ty
Pol i Ch%§a%%ﬁ§£%bddndw"/ges al'l  policy rel ated
SecubbloerHt ref-L8ic: SigndeE HEBINlicy! hiGccurs="0"
</ xs: annetaktoNthbounded 9P| exType> - <xs:sequence>
<X$ixglseiRiMces ef =" si cd: Authenti cati onPol i ci es”
ORI STyRE> <xs: el ement
</k& Brntd: %I gnat urePol i ci es" m nCccurs="0" />
- <1=xsielenent ref="sicd: Encryption Policies"
Men»’?‘éf&@g' rs="0" /> 56 WO 2004/027547 PCT/ US2003/ 025971
--=<xs: el ement ref="sicd: NonRepudi ati onPol i ci es”
|- T DGREH ST NG STonbalgunded” /> <xs: el enent
E}Eﬁe:-—-'@icﬁ%ibnﬁ wiiel repdece! pt Pol i ci es”
GirRTo b ="Sed NoWREpuditifoHBbitied s <xs: el ement
- LelansstafanEncrypti onKeyl nfo" m nCccur s="0"
MBXLL G4 BentHiRALIHRONon-Fepldiativpld m and policy
</ XSgnaP URE WaigiRS sighbtifiett SERHcameateBR>f or Channel
-<7)?s:énn@5§t;-0(;,gnpl exType nanme="KeyAl gorithnmlype"> -
</R&2icMupet at i on> <xs: docunent ati on>The root for

<sTHIEIEAL Yo R N R flRIbtiBhPolitiegks. All these two
S ) ] i fn annel h t
i e S s e o
~ and, Eaet YRk O% RYHCYolky Bhd aldbiithng $6Mhah!
bl oGl i 10 6 BRIgI AL R Ao isnrafigipt at 1 on> -
ks §,§%Lg§c|ﬂ§ne>> <xs’el ement ref="sicd: Publi cKeyNane" />

Ao

- <xs:element name="NonRepudiationReceiptPolicy"
type="sicd:SignaturePolicyType"
substitutionGroup="sicd:NonRepudiationReceiptPolicies">

~ <xs:annotation>
<xs:documentation>The non-repudiationl algorithm and policy
that use daigital signature.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="NonRepudiationReceiptPolicies"
type="sicd:Abstract_PolicyType" abstract="true">
- <xs:annotation>
<xs:documentation>The policy and algorithm for non-
repudiation of receipt.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SecurityPolicies">
- <Xs:annotation>
<xs:documentation>The security Policies section. It defines all
policy related security policies.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <xs:sequence>
<xs:element ref="sicd:AuthenticationPolicies" minOccurs="0"
/>
<xs:element ref="sicd:SignaturePolicies" minOccurs="0" />
<xs:element ref="sicd:EncryptionPolicies" minOccurs="0" />
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<xs:attribute nane="Algorithm d" type="xs:string" use=
"optional" /> </xs:conplexType> - <xs:conpl exType
woane27ey MessagePar t sType”> - <xs: annot at i ORET/US2003/025971
<xs:docunmentation>The root for parts in a nessage. |t
aI S <X} qupéﬁ%eg—hglééeﬁbﬂﬁgpaaf!atfd?‘ﬁ’cﬁic%g"' thm policy for
<xs Sire—o¥ S SRCURERL AbbLQRded 4S: annot ation> -
Gl onﬁéﬁud?&ﬁxﬁﬂﬁ&ﬁb@%‘ﬁ@ms

YA goigh Grs2 "unboliNdE@auence
m@wmwmﬁ%mﬂwmmWww

" w"sf;'unbounded | > </ xs: sequence>
(ﬁ?é’? ré:% & nane= equencel D' type= "xs:short" use=
<@f %org 2 Ty % </ xs: extension> </xs: conpl exContent>
</XS S ype> - <xs:el enment nane="Credential" -
X n&?{hot ation> <xs:docunentation >The credentai l and

« : ft n Matlon pol ocy. Note that the
Chen@rgr@h &7 I Encrypti onAl gorlthmls here. This is due to

_ : aut h b
L s
8 % The ro&:sfo?qmé I%ﬁa Confidertfsiuence
<xs%% A % S tW H‘S?O i the Sgcarlty
t yp ? %l \P E d Algorithmld, so does

f%i thit theeGrddentdli> 57 WO
- <xs:annotation>

<§§‘f atlon> he party IDthat is used for Basic
. </ xs:docunentation> </xs:annotation>
- <,'5 éﬁi

P,:'sncdﬂfbl?élﬁiwgméey; si cd: Publ i cKeyNane"
0 <Xxs:annot ation>

<
?fég E%? ”%”én%t ' RiFOHRAaRY el »sithigd ubeL opkicHil” />
< /x5! complex vpe umen I’Xs: annot ati on>
- <xs:complexType name="KeyMessagePartsType">
- <xs:annotation>
<xs:documentation>The root for parts in a message. It also
define the KeyInfo and the algorithm policy for all
parts.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd: KeyAlgorithmType">
- <xsisequence minOccurs="0">
<xs:element ref="sicd:MessagePart" minOccurs="0"
maxQOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="SequencelID" type="xs:short"
use="optional" />
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:element name="Credential">
- <xs:annotation>
<xs:documentation>The credentail and authentication polocy.
Note that the CredentailEncryptionAlgorithm is here. This is
due to authentication will be preformed before the
decryption at inbound.</xs:documentation>
< /xs:annotation>
- <xs:complexType>
- <Xs:isequence minOccurs="0">
- <xs:choice minQOccurs="0">
- <xs:element name="PartylID"
type="sicd:CollaberationPartyID" minOccurs="0">
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</xs:element> </xs:choice> - <xs:elenent

name="Credenti al Encrypti onAl gorithni type= "sicd:
wéeylogrr t hnifype" m nCccurs="0'> - <XS: annot aCTAIS2003/025971

<xs: docunent ati on>The Encryption Algorithmthat is

used t e%; t>he credntial. This will only be used

when— Fg ;hé h %h%h&%@w $p thEE usdds:

docunent ﬁij UrkSipenment >
</ XS: g@(u n%g?st:;nr aﬁ%ﬁl butse@%lr?e AI| go>r| thm d"
a{ use=" required" /> <xs:attribute

nama<’b§e r%rﬁf[j"5|c¥lp%%|f ega%ﬂ‘ﬁ" rrh'ﬁ'(?c‘tuPsm"bmgaI ">

<xs% &t | ag'

tvpe"'%s g g enz‘%magt.sq.gaa%;;'fegr‘; se” />

:{a)r(rz: nf)lf Eg%:}: gqlnt;a }sxéxiocgﬂqno%at 19> <xs:

docuneh bAng encryption security policy. The
Al 0|’<|/i‘~°h eISHT | be the tmeplatel D fromthe Registry.

|fi/PféCﬂ!CB th d ts,
BTl é?orae %&g e%'rnc?xaﬁgﬂcr 0 this
case,type="sied: inpged tsﬁe the

I\bn:(lﬁﬁ‘ﬂladB‘PFﬁt'ﬁﬁF D Wi | def negd, tgﬂm

docurreﬁf‘%@PEH{Be@FQ%m% P&HY, npyﬁxType> -

<xs: conplseyeeshiagperypt & cé? al- Jhi sog‘ag%
"si cd: Kegf’dé'§§ d’é C&F t t i€ g“é‘?? ute
nanme=" I\Ioaaggﬁ% g?% ﬁ&?Be— Xs:string"
use="9 </ xs: extension> </xs:
conPPERBRERRt > </ xs: conpl exType> </ xs: el ement> -

SEXBERAMERFE hame="I nt - - apnot at | :
dGEEREHEAS ng-rr@gangﬁw SRseiBET 0 Tty pol T oy,

TheUse GBANERM vavl [ ] he tnme fromthe
RegPStiriputy f’arf’ﬁlfe?s‘ﬂ Fi[h %ffei sp(ﬁghghgd and no
miigaa rlgﬁeﬂr:?mte-‘e&elegatlonﬂag" type="xs:boolean"
use="optional" default="false" />
< /xs:complexType>
</xs:element>
- <xs:element name="Confidential">
- <xs:annotation>
<xs:documentation>The encryption security policy. The
AlgorithmId will be the tmeplateID from the Registry. If the
Algorothmid is defined and no message parts, then the
whole message will be encrypted. In this case, if there are
Non-XML parts, then the NonXMLAIgorithmID will be
defined, too.</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <xs:complexContent>
- <xs:extension base="sicd: KeyMessagePartsType">
<xs:attribute name="NonXMLAIlgorithmld"
type="xs:string" use="optional" />
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>
- <xs:element name="Integrity">
- <Xxs:annotation>
<xs:documentation>The digital signature security policy. The
AlgorithmId will be the tmeplateID from the Registry. If the
AlgorithmiID is defined, and no message parts then the
whole message will be signed.</xs:documentation>
</xs:annotation>
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whol e nessage wi || be signed. </ xs:docunent ati on> </ xs:
annot ati on> 58 WD 2004/ 027547 PCT/ US2003/ 025971 -

wexsidgan@l exType> <xs: conpl exCont ent > <xs: ext asiUS®003/025971
base= "sicd: KeyMessagePartsType" > <xs:sequence

- RixaCompledyaEs> <xs: el enent
nages: thieprecahgnat ur eAl gori thn'  type= "sicd:
Key Abgosttbhgidly pase=1siaceyMesdligePartshypearinot at i on>
<xs: desw@rept@icconndbarS:wiature Algorithmthat is
used t-0<gé:@Rridie nafeadReadeEighatlreAlgdrit@eunment at i on>
</ xs: annOiyébl:@h?d:ﬁe&ﬁl@ilﬁmﬁfy\‘pé'%mc@@ﬁu@ﬂ@@
<xs: at t ri btk ghrivearrm>NonXMLAl gori t hm d”
t ype="xS: sihkBcursfationt TRESigndtare </ Xs: ext ensi on>
</xs: conpl eA{GEHitm thatiss&Pish thee>
</ xs: el ement head¥SciRdpRIN</RaBUHEMNREPNEI ation”> -
<XS: annotgixs @nrotexisnslocunent at i on >The non-repudi ati on
of or gi a/xsp@bineyt></ Xxs: docunent ati on> </ xs: annotati on>
- <XS<GROBéRERYNRE> <XxS:sequence> <xs: el enent
name="<NRGe-Bukand me L WETXMEASbrithayissagePa rtsType”
/> </ xwp%&qggggﬁﬁqq%g"ggﬁghgw'%p@ </ xs: el ement >
<xs:gikerpdnstage= " NonRepudi at i onRecei pt"> -
<XgH@NRPhPEk@IMertxs: docunent at i on>The non-repudi ati on
Qfixd:e68pRkTygeel i cy. </xs: documentation>

</%bX%feragtRgt ation> - <xs:conpl exType> <xs:sequence>

- <xE¥SePkhRithe DGR AAGLEORAL
~ <xs:annotation>
<xs:documentation>The non-repudiation of orgin
policy.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <Xs:sequence>
<xs:element name="NROSignPart"
type="sicd:KeyMessagePartsType" />
</xs:sequence>
</xs:complexType>
</xs:element>
- <xs:element name="NonRepudiationReceipt">
- <Xxs:annotation>
<xs:documentation>The non-repudiation of receipt
policy.</xs:documentation>
</xs:annotation>
- <Xs:complexType>
- <Xs:sequence>
<xs:element name="NRRSignPart"
type="sicd:KeyMessagePartsType" />
</Xs:isequence>
</xs:complexType>
</xs:element>
= <xs:element name="Authorization">
- <Xs:annotation>
<xs:documentation>The SAML attribute assertion for the
sending CP that will be pass to the reciving service. This will
be shown in the end-to-end security
channel.</xs:documentation>
</xs:annotation>
- <Xs:complexType>
- <xs:simpleContent>
= <Xs:iextension base="xs:string">
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type="si cd: KeyMessagePart sType" /> </xs:sequence>
</ xs:conpl exType> </xs:elenent> <xs:elenment

woane224t hori zati on"> - <xs:annotation> PCT/US2003/025971
<xs: docunent ati on>The SAML attri bute assertion for the
sendi ags:6Rribhad navhé+ " RegqupssBubiseripidn”eci vi ng servi ce.

Thi s W type=bgs:pbBIaN" st AtopichdI0 deRditSCrilsdt )
charngd:extehs®n>docunment ati on> </ xs: annot ati on>

<x&/xe HFpbRECIMRAE> <xsS:sinpleContent> <xs:extension
basecompmexBigeng” > 59 WO 2004/ 027547 PCT/ US2003/ 025971

- &xs:attribute nane="RequireSubscription”
shyipeFhseskeslaans'use= "optional " default= "false" />
</xs: extensi on> </ xs:sinpleContent> </Xxs:

</%QBRInxEy¥pe> - <I-- sanl:,ttributeStatenent Type" >

- <xsreferfémSnarfé STRRItUFItFESntRliRaE Bt _

- lRgBAnseedRtyCont al ner"> - <xs:annotati on>
<XExHPEURIHLAG I PhiS il We EheDeoritatn&iOfdransé pigdy t hose
Pi IPacklfEdtirityeidted dujbéised @ Rahentations:
dpcusmidadidan> </ xs:annotation> - <xs:conpl exType>

- SXSCORPURMGSs> <xs: el enent nane="Pi ggbackbj ect”

T LybeTsattealddype” mnGccurs="0" maxQccur s="unbounded”
> SXSeRBRURIIRE="PIhdBac ¥ TYBE2"xsTANyT IS TENT >
<Xs: el QABRL, B2 P TnaxesictfL hBBNREEd™ /> - ,
<X8j@mdagh@lde@n> <xs:docunentation >The Security

: p,ggﬁ;a&gs the from connector and to connector,

o within the channel, such as

A
</\¢d >t 0 . . ;
- <>etg|l1_ﬁ@a SahLOMse PR URLARA-2Nd digital signature.
- slXgnndagHEENt at i on
<xs:documentation>The Security Channel defines the from
connector and to connector, and what to do within the
channel, such as authentication, encryption and digital
signature.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <Xs:sequence>
<xs:element ref="sicd:Credential” minOccurs="0" />
<xs:element ref="sicd:Confidential" minOccurs="0" />
<xs:element ref="sicd:Integrity" minOccurs="0" />
- <xs:element ref="sicd:Authorization” minOccurs="0">
= <xs:annotation>
<xs:documentation>The SAML attribute assertion
for the sending CP that will be pass to the
reciving service. This will be shown in the end-
to-end security channel.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:NonRepudiation" minOccurs="0" />
<xs:element ref="slcd:NonRepudiationReceipt"
minOccurs="0" />
- <xs:element ref="sicd:SecurityContainer" minOccurs="0">
= <xs:annotation>
<xs:documentation>This will be the container for
those piggy back security related
objects.</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:sequence>
<xs:attribute name="channelId" type="xs:string" use="optional"
/>
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</xs:annotation> - <xs:conplexType> <xs:seguence>

<xs:elenment ref="sicd: Credential" mnCccurs="0" />
wexsuagreent ref="sicd: Confidential" m nOccurseCO/US2083/025971

<xs:elenment ref="sicd:Integrity" mnCccurs="0" /> -

<%3s: @l:tﬁgﬁ{étnefrﬁé = soutcb A HlwtbPay benxemtiAyrur s=11011>

<XS, ,> <XS: docunent ati on >The SAM. attri bute

a§§§ tlriBUte I{é}ﬁel ri:ﬁ_%&@:@hﬁﬁd@?" ‘t‘hﬁ!—"%]dtnhg“ pass to the

recl,¥i.nge is wl be shown in the end-

J/Qs @Qﬁ{ %@ﬁy ddy channel </ xs: docunent ati on>

ot atl on> </ xs el enent > <xs el enent

</xs
; magp t#h ="0" />
ixfxi rsnpl S:S% SI C &IE\]%%Repu [ atl onRecel pt"
f(s %I C ntérg L s'@é{i@&ﬁq i ..nOccur s="0"> -
nentat|0n>Th|s wll be the

con 8 8?‘”; u"l?chose pi'ggy back security rel ated

ue?Fe ?s docunent ati on> </xs:annotation>

<h§/ §”%?§H@ﬁ </ xs: sequence> <xs:attribute

</xs: 3B hannel | d" type="xs: string” use= "optional " 60
WD 2004/ 027547 PCT/ US2003/ 025971 <xs: attribute
name="sour ceConnector" type="xs:string" use="required"
/> <xs:attribute nanme="t ar get Connector"
type="xs:string" wuse= "required" /> </xs:conplexType>
</ xs:element> - <xs:conplexType
name="SecurityContract Type"> - <xS:sequence>
<xs:elenent ref="sicd: SecurityPolicies" [>
<xs: el enent ref="sicd: SecurityChannel "
maxQccur s="unbounded" /> </xs:sequence> </Xs:
conpl exType> </xs:schema> 61

w@
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WD 2004/ 027547 PCT/ US2003/ 025971
I nteroperabilityContract. XM. <?xml version="1.0" ?>
wedbwad7aart h ) AML Spy v4,3 U (http://ww. xm sSppCTaIspoodp25971

Ernest Beffel (sanme) --> - <InteroperabilityContract
xm ns="publ i ci g; QIEhAROOR SN soapext ensi on/
contract/vl act . xsd"

xm ns: ds="ht t p: // www. w3. or g/ 2000/ 09/ xni dsi g#"
<?xmkygraiongeh8f dP="publ i i ci d: com comer ceone: schemas/ soape
-<l-- xtension/cont ract/genera I/vl 0/ Ceneral Contract.xsd"
edited WithiXHi6 Spy v4.3 U (hitp://www.Xmispy.com) by Emest Beffel (same)
==> route="publicid: com conmerceone: schemas/ soapext ensi on/
- <Integaperahalityeentra@ut i ng /v1_0/ Routl ngCont r act . xsd'
xminsiripublicidr cam=comumer egne: eHif ?r?ﬁ&ﬁ?@é‘ﬁ%“%‘&‘ﬁéﬁ%‘%‘?@fi‘a(ﬁ’ 1
_0ékmiengperghiifCortaretpssc yy i § ¥ )/ Q SecH
Xmjnsg %'ﬁ‘ﬁ?lﬁé{%‘ﬂ"WB .org/2000/09/xmidsig

i ont
):gg%ﬁg%%n;%ﬁy} ?gggiralgontracm% T ay&?@,?ggf%sgggéf ¥

gt e SRR PET siegrontra

|4 )
c ‘,Lla h O AR B S s B o
ci C&P\E merceones emas/soapextension/contr
1’133 aQRﬁ{ /‘r)‘ bifRGliolEBntract.xsd"

Rsit o HENRITRM SRR /iAo@RREt ensi on/ ¢
xsit %Eﬁ'x%[ éét:o = ﬁﬂﬁ&&%ﬁ{ EBHméB@%ﬁE‘&Q{eﬂﬁﬁlsbapextensmn/
cofi a;"gg_ ¥iftaid éFBBﬂﬁQGéﬁﬂB&%dCCHS or der Managenent "
ht .|. MBS To PeoneXorh M@ﬁayﬂmwﬁsuen;tcwwact/ v
1 o Fél’.{'ﬁfyd&%% xddzssageTi meToli ve="2147483647"

- <G a@hCM@r@ogrdphylﬂi— 'Bons:0edsiMdsadérpent’e="1tr ue"

- @@%a@@?w@?dl\tEWA " Collaborativelnteraction="true"
AEIMSmePaIRE £ AWBA 5H MeLbadeTime rilivarPalay 48384y Par t yx-
SieSsEgeAraBegestitiet Botibedsikth biandestiRard"CanselctIPa Xy
Ex1d: cbinth Sidevnesco nXCalabY NG Party: :byyRartyk- Fr onp
cgeneo mmerceomadobm CoHabarphien RartPaseBarty”
QaaktyCtsareice e tEACTUMANCE abor at i onParty: : buyPart y</

- ggereralFroPert y> - <general : Servi ceActivity>
<geyeercd | Feemkddmsifer si on="1. 0" Envel opeProt ocol ="C1
SQARgén&'akRaxrprstimer O der Managenent </ general : Service
<genekehs:cdnimeidepneconCiiiabbyatien Barty rbuyRarty=/
</ gengeaédral:PSgyvi ceActivity> </general : FromAddress>
<gergeatral:SendeADDViEE9f 76db48- 784d- 1000- bOd5-
0a0a02§8008RS¢yErafeasion="30t BBl RProtocol="C1

SOAP
1.0">A:consumerOrderManagement</general:Service
>
<general:Activity>sendOrder</general: Activity >
</general:ServiceActivity>
</general:FromAddress>
<general:SenderDDID>9f76db48-784d-1000-b0d5~
0a0a02030002</general:SenderDDID >
</general:From>
- <general:To>
= <general: ToAddress>
<general:Party>x-
ccns:commerceone.com:CollaborationParty::sellParty </
general:Party>
- <general:ServiceActivity>
<general:Service Version="1.0" EnvelopeProtocol="C1
SOAP
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</ general : Fron> - <general : To> - <general : TOAddr ess>
<gener al : Part y>x-

wooensieramer ceone. com Col | aborati onParty: : sel | Parmgzu03/025971
general : Party> - <general: ServiceActivity>
<gener all.@erAzpeevider@iderMahagentental/opeerdt: 8éroel =" Cl1
SOAP 62>WD 2004/ 027547 PCT/ US2003/ 025971 1.0" >A
pr ovi deetREAMVIEFRTenesTQrees < ddenerdekaivitg> <gener al :
Act ivigegenat:SeedeBetiétyy general : Activity> </general :
SexideperadtTioAdtsessx/ gener al : ToAddr ess> <general :
ResgénazalDRtdanah P BI-9768bd 81 D84d1xDi-b0dB62a02030001
</ gcOa0a020300a L ivendB : Receivdrp@iibral @ To> -
<ggaveral: T r or Handl i ng Sender Accept sAsyncError ="t rue">

- <geg@abEabriSaniliAs peoderAccdRtssgnsR o> "wyeer al : Servi ce
Ver geremal SertAsknarztcoRedpoosaioo! =" C1 SOAP
1. 0"<gane e SeretOvdeidia a @ rinveobgRes@l ="c 180APCe>
<generiab": AmionsuimecroeaaiM e geraents AneAdiemiides>
</ gesgmnatal: Astinitisserinder Raspers sioiwity </ gener al
Er « fyeHaradiSengasyncegemmasporiseDed i ver yRecei pt Handl i ng
SpasterfcotaaPeidver yRecei pt ="true" | sAsyncDel

- kyenatReoeiipdrreRnitramying HieterReguIesDIRVE BIREBSIF="BreN
er airePadItively Rev e pitesRbdBiSendéfLigrue” _
<gRrRe&dvdrCSeaens AR dDeVeHRERiRETane"sgener al : Servi ce
Vet garmngl’ derfdAsiimaadiogeRecdigmrob="Ci  SOAP 1( 4:
ConsdyeRE N dRirWad RgeiRa! £/0] eneerbeSetddoreTL SGRPET al
» Act i i1y >Relons8merotdeMAnttfaMBhtY /GeR&hALerAeh
vity> <fgeneral : SendAsyncDeliveryRecei pt To>
</ genetg@neral DetivityeDgiReargRepeigdGdhsmgpar <grsnera Acti
Requi végthessagePart Part Nane="O der"
Dot/geRrecpliiSepdAsyincellveryRecaipt Tor= "at t achnment *
K geiEyg 2¢ltvextRecaiptHaRdbbg* t r ue” XML="fal se" />
<gemzebReqRegiMassatebsis dgeRante=PanrtddenbIDRagE 'ed ="true"
DocdddRenal attachrhkat's¢imdIgpat itert/ Xral "t Rahatirue”
M X¥ly[felse "nege/ j peg" Root="fal se" XM.="fal se" />
<germreaReqdMassddeBss dgeRante=Pimagaiie="soneXM_Par t "
Do bDREgy Lired="fafsal' tecatibns tattachrheatpbody"”
M Mty ~'tmagefipeg" Root="false" XML="false" />
<general:OptionalMessagePart PartName="someXMLPart"

DocIDRequired="false" Location="soapbody" MimeType="text/xml"
Root="false" XML="false" />
- <general:SendingConnectorCapabilities>

=~ <general:Attribute
Name="Messaging.SupportDeliveryReceiptRequest">
<general:Value>None</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.ConversationData">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/conversationdata/v1_0/ConversationD
ata</general:Value>

</general:Attribute>

= <general:Attribute Name="Messaging.AddressInfo">

<general:Value>rrniorg.soapextensions:schemas/highpe

rformancesoap/addressinfo/v1l_0/AddressInfo</genera
l:Value>

</general:Attribute>
= <general:Attribute Name="Messaging.MessageIdentity">

<general:Value>rrn:org.soapextensions:schemas/highpe
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Root ="f al se" XM.="fal se" /> _ <general:

Sendi ngConnect or Capabi | iti es> <general : Attribute
wolana2Massagi ng. Support Del i ver yRecei pt Request PET/US2003/025971

<gener al : Val ue>None</ gener al : Val ue> </ general

At t r vidrheancesogpyaiesbaddidentivy Av1_0/Messageldentit

Nane=yMessagalngeiGenver sat i onDat a"> <gener al

: lgurerat:Atvibgtesoapext ensi ons: schemas/ hi ghpe

- f<ojomardt 9e0ete faves=S AtdHivitat ArchividgCenver sat i onD

at a</ggrael:abludalvesz/gdngenafaile>At t ri but e>

<ggmenalal:Atdributast e Nanme="Messagi ng. Addr essl nf 0" >

<geipkrdl; Alelnige Nafica BletSaginyt Mess sy eTimeDeas/ hi ghpe

rformancesoap/ addr essi nfo/ vl _0/ Addr essl nf o</ gener a

| : Val ueene/afi@ariearifibld.sbapextensicigesehiathadyiighpat e

Na e ='rirasauiasgapl arsgagetdmiedayd fv1_0/MessageTimeD

<geneath< M@namstnMahieor g. soapext ensi ons: schemas/ hi ghpe

6 X NENROALIDRYEERP? PCT/ US2003/ 025971

rfagemerd esttidptedissagéMassaging/RiivagWes sagel dent i t

y</ general : Val ue> </genera | : Attri bute> <general

: At t r idgeneraNdabie>hitps K schramas.xmisoap.org/ wgéA002Y

. Val u@dYseegxt=iloendraNVddlue> </ general :Attribute>

<geigensaial AttrbutR»® e Nanme="Messagi ng. MessageTi neDat a" >

<sgeganes | Attt uie Neme=oMgssagipaxéredensgial’ s chemas/ hi ghpe

r f ogenesyapemianerdoenesdayalrer O MessageTi meD

ate/gegeneAdliribvedue>, </general :Attribute> _

<gegemedd!; Mtriputh NaeneNdMessagingaSgqwrityAssertyons'>

<general : Val ue>http:// schemas. xm soap. or g/ ws/ 2002/

04/ secaeneraydiabeaihtipy dechemagxmisaap-oxgf wisii2002/ -

<gene0dl/spcextgererpayi@eenessagi ng. Credenti al ">

<gefgenanal-AIbYESNone</ gener al : Val ue> </ gener al

—AfdariemltAtiribute flame=g Messaging.Antegrity ">

Nane=" I\/Essa?i ngiﬁSecuri tyAssertion">

<generdenea Yabhieethttn:/ {seharmasxmiseap-osg iz 29884/

04/ se O8(ELre¥itdpanerdayiles> </ general :Attribute> -

<ger9ePaE ALY IBURR T e Name="Messagi ng. | ntegrity">
-"<general:Attribute Name="Messaging.Manifest">

<general:Value>rrniorg.soapextensions:schemas:highper
formancesoap/manifest/v1_0/Manifest</general:Value>
</general:Attribute>

- <general:Attribute Name="Transformation.Transformation">
<general:Value>Yes</general:Value>
</general: Attribute>
- <general:Attribute Name="Messaging.Reliability">
<general:Value>None</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.ReturnAddress">
<general:Value>None</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.MessageEnvelope">
<general:Value>SOAP WA 1.2</general:Value>
</general:Attribute>
- <general:Attribute Name="Archiving.Mining">
<general:Value>No</general:Value>
</general:Attribute>
- <general:Attribute Name="Security.Encryption">
<general:Value>Message Receiver</general:Value>
</general:Attribute>
- <general:Attribute Name="Security.Signing">
<general:Value>Message Sender</general:Value>
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<gener al : Val ue>htt p://schemas. xm soap. or g/ ws/ 2002/
04/ secext </general :Value > </general:Attribute> -
wegen@ai47 At t ri but e Name= " Messagi ng. Mani f est PET/US2003/025971
<gener al : Val ue>rrn: or g. soapext ensi ons: schemas: hi ghper
fo%lmn@@ééé’fmm fest/vl _Q Manifest</general : Val ue>
g/wt@rthttmLttml\@m Messggmwsthdq but e
Narme="Tr ansf or mati on. Tr ansf or mat i on" >
<genersglenetl; N@W@({éﬁéﬁ’apeﬁws ischemas/highpe
</ gendfumanqesopgy/ tss m%@dﬂér_av TestModefgengrpbvalu
Messa§ |>ng]:j Reliability">
<geisenarEl aluiRone</ gener al : Val ye> </ gener al
Asqnewf%tmbum s .eRFFmsu'F% y'>
Nams-9eRBEd:Yai epHARAeR VAU eneral : Val ue>
l\bﬁé’éﬂgl@hé\tﬁlb te/al ue> </genera | : Attri bute> -
<gegRnesdl: mmbutbma@%“h@ssa%@sﬁgwgcmt@ageEnve| ope" >
<general VaI ue>SOAP WA 1. 2</ gener al : Val ue> %eneral
L ALt rissignesl Nakﬁzeﬁfé'ﬂ-é’l"gﬁpﬁf’ﬁb‘éﬂr@'°“s :schemas/ h'
Name— w ﬁpﬂﬁagtdata/vi 0/ContractData</gene
onere Ve ? e>No</ general : Val ue> </ gener al
P A energl: Attr] Nane= "
Sé%etﬂ%r? ;f\tﬁrr‘l[?ﬂtﬁ ”beh‘" N@Ssﬁﬂg‘r‘?e\&ﬁ‘f"rVE%é'% Age

Recei ver, </ %Q/ea ?so 8 Ai'ﬁ %nghpe

<

Semoger ﬁvggg%ﬁggsﬂag &15@ HirBesomer v

2004/ G784 2003/ 025971 </ general :Attribute> -

Y 5%%& :AtEhibte fe Nﬂ@ssa ééﬂé%eﬁ%ﬁwﬁgﬁ eipt’>

<ge eral: Q}l’J rqr; 3 ensT ons - schenass hi gﬁw
TN r(?asA 3 eset ngﬁ%e% st Mbde</ general : Valu e>

</g)egﬁ8€f%e %ﬁ% ut e(> 05 raI Attribute Nane="

Val ue>Qpt i onal </ gener al

= <93” A Bﬁ Wﬂecm G'teég <general : Attribute
Naﬁ%e—“el@s%té Cont r act Dat a" .
<gendiEPT\R JE‘I % ﬁEF%’l’?ERgﬂH%?Fa@ hi ghpe
r f of THERE Y eaaEarvy @fCont ract Data </ gene

T
r af9gaF ‘ﬁt‘g Etreral  Attri by te>

- <general:Attribute Name=' Messagmg ConversationData">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/conversationdata/vi_0/ConversationD
ata</general:Value>

</general:Attribute>

- <general:Attribute Name="Messaging.AddressInfo">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/addressinfo/v1i_0/AddressInfo</genera
:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.Messageldentity">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/messageldentlty/v:l 0/Messageldentit
y</general:Value>
</general:Attribute>
- <general:Attribute Name="Archiving.Archiving">
<general:Value>Yes</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.MessageTimeData">

<general:Value>rrn:org.soapextensions:schemas/highpe
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- <general : Attri bute Nane=" Messagi ng. Return
Docunent " >
wegenanai47 Val ue>rrn: or g. soapext ensi ons: schemaspPorgispm3/025971
rf ormancesoap/ r et ur ndocunent/v1_0/ Ret ur nDocunen
t </ gepRrlanéelsB8p/ rcasagétimedhtd VIO MessageTiaeDl
DAt tr bk ReMergvalldessagi ng. Gener at eDel i ver yRecei pt " >
<gggenakl: Natibes¥es</ gener al : Val ue> </ gener al
- At denk Rl eribit@ faaTea!"MeSeaging FEdvayC t-or Capabi | i ti es>
— <general : ReceivingConnectorCapabilities> -
<genekgknéial:Vahuet-dtdrf¥Eschemas.xmlsoap.org/ws/ 2002/
" Mess 0¢i/sgcesuppoeitddel: Valeey Recei pt Request "> <gener al
: \algueerblbAdsibgarrer al : Val ue> </ general :Attribute> -
<geageared :Mtrtnitb diaendNd Messaging Criedgntiah\er sat i onDat a" >
<gergeaéral: Vihler®one</general:Value>
r r<ygengragpapiextensi ons: schenas/ hi ghpe
rf @jamerd e 0aite Naves-S'MassagingSeduribyBsseriadt-i onD
ata</general :Value> </g e neral :Attribute > -
<genekalehétal Mahu>dtzigscidvhasxpilsgapag fesl/ 2002 4
<gene0dl/s¥edxie/genmcral galseapext ensi ons: schenas/ hi ghpe
r f ofuraereesdtaiputatdr ess! nf o/ vl_0/ Addr essl nf o</ gener a
I-: Xépdneest: Attriprie Nalmeat "Measbagieng. Intgaridy’al : Attri bute
Nanme= " Messagi ng. Messagel dentity">
<generalenstl yeluersthttp:d / schgroas-xmisear-osg iwsd20RRhpe
r f or m@Mdesoexl<fosrergelalenti t y/ vl _O Messagel denti t
y <figenembiMtipRiR> </ gene ra | : Attri bute> -
<gegrnesd | Ayt iNeenava Messaging:-Maplfest 'ehi vi ng" >
<gener al : Val ue>Yes</ gener al : Val ue> </|9eneral_
CALET iwesala@mramqrmspapsme@mﬁééc emas:highper
" NESS&@T"H pwﬁpﬁggg{gcl;O/Mam est</general:Value>
<geruenare A pese 3 n: org. soapext ensi_ons: §chemas/,hi ghpe
65<YRN ST AL IRLES NE T TERDYIG NG biggyhransiormation™>
r f oryASREE YAHISTORSTBRIHRIAARYINi O MessageTi meD  ata
</ gEaserElAtRIUIR> </ general :Attribute> - <general
AL geriehelt Attnlpyie Namegsz Massaging. RelabHity ">
<gerrgearra/dalusstene ¢/dseeiehMalugi soap. or g/ ws/ 2002/
04t gsoesed Htgindéeal : Val ue> </ general : Attri bute>
- <general:Attribute Name="Messaging.ReturnAddress">

<general:Value>None</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.MessageEnvelope">
<general:Value>SOAP WA 1.2</general:Value>
</general:Attribute>
- <general:Attribute Name="Archiving.Mining">
<general:Value>No</general:Value>
</general:Attribute>
- <general:Attribute Name="Security.Encryption">
<general:Value>Message Receiver</general:Value>
</general:Attribute>
- <general:Attribute Name="Security.Signing" >
<general:Value>Message Sender</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.TestMode">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/testmode/v1_0/TestMode</general:Valu
e>
</general: Attribute>
- <general:Attribute Name="Messaging.Body">
<general:Value>0ptional</general:Value>
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<general : Attri bute Nanme="Messagi ng. Credenti al ">
<gener al : Val ue>None</ gener al : Val ue>
wehloEneral: Attribute> - <general : Attribute PCT/US2003/025971

Nane="Messagi ng. Securi tyAssertion">
<gsergemgrah\Aitnilstett p: / / schenas. xnmi soap. or g/ ws/ 2002/
Q4 kgermrk: Aty buterNd mevMessagingyCoptralctPata'>but e> -
<general : Attri bute Nanme="Messagi ng.Integrity">
<genersgengsal et prnj grgcsompextendionsischegiasy hiflgrd
04/ secrésztmageeﬁ;qaﬂ/coatmtdata/génelﬁpntrﬂtctlbataﬂ/eene
<generral'VAUEPi but e Name=" Messagi ng. Manifest">
<gefRangral\idfriisey n: or apext ensi ons: schenas: hi ghper
f:oFﬁ%ﬁﬁfébf)ﬁBP%rNﬁré%T ?’@?SGBMRPWWMB Val ue>
</general Attr| bute> - <general :Attribute Nane=

" Tr ansTeneEl | iuept xR rg seapestensionsissheras/ highpe

: Val u{i‘yg&‘é&" I"eVH]"GeSU'@FgEﬁ\é:l- /RefurpPggumen

L
<generat =7 H®” Nanme="Messagi ng. Rel i abi | i ty" >
;tg%égneﬁgl:% g!nqyé ne<{h%ensrp%{g \e/alﬁfﬁ}eue>D<e/ gp&Rgcl:elst

" I\/Efs‘-’é’gﬁe@Nﬁ%é :fig Pé%esrana'E%%ner al
VAl 958 UiRyésrer al : val ue> </general :Attribute> _
general R%et"r”i‘Qﬁﬂ“é’eF\fl&ﬁ%fa NEesagi ng. MessageEnvel ope™ >
A& entpsfie>SOAP WA 1. 2</ gener al : Val ue>
:<F’<€71’g§’§ﬁ€?@ra‘;&?t ribute> - <general : Attribute
- NAREE RN ep B OGS
<géﬁ'é$ SHP\FRMmERERY N peingogicters:buy geltatival="true"
. AP astarEsnctioagesrivige-gend'i gl Gunputation="true">
" SEEMIFEPLUERBRRIN PovelopePryerdir 1 %%i%ssage
Rece‘ir?/'éﬁP@f ﬁ@@réqedl‘q/%ﬁsa@:ﬁype?" Bral :Attribute> -
<gen@?%ﬁp° PY$'EﬁJ{\@d"R§‘iTehttP8 nanyis U EPRIMErceone.c
<gen@MiB432/ huvAgaap, fensporfupocgnbHs, basiee>
</ ge “t'cﬂF'ﬂ“l BANEROT tRQ@Bﬁer%\WeAttWFB‘?ﬂt%at‘Ve— true

<g e??é'it%/%’(?f% eé%(l?\/b & "%’F§P&?s?"§8herras/ hi ghpe
51

rfor Mbde</ gener al Vai u

@zaf e e e
I\/Essg‘gt!h%g‘tl " trans ga@éﬂ?‘g fe= ru anspo atnv%en?rru%l'

</route RouteNode>
- <route:RouteNode connector="x-~
ccns:cup.commerceone.com:connector::sell” isNative="true"
connectorFunction="service-receive" preICDComputation="false">
<route: EntryChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress="https:/ /saturn.cup.commerceone.c
om:8433/sell/soap” transportProtocol="https, basic
authentication" transportReliable="true" transportNative="true"
/>
<route:ExitChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress="https://saturn.cup.commerceone.c
om:8433/sell/soap" transportProtocol="https, basic
7uthentication" transportReliable="true" transportNative="true"
>
</route:RouteNode>
</RoutingContract>
- <TransformationContract>
- <xform:DocumentToTransform>
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66 WO 2004/ 027547 PCT/ US2003/ 025971 </ general
cAttribute> <general :Attribute

wolana2fassagi ng. Contract Dat a" > <gener al PCT/US2003/025971
: Val ue>rrn: or g. soapext ensi ons: schemas/ hi ghpe
r f sxfeencesveg?adntKact dat a/ vl _0/ Cont r act Dat a </ gene
r at : acxisgdocidf gororadxchl:schdmas/ixcbl/ v3 eB xad135 Astitoddut e
Naneer: 3Nes/sfggmgouRebPoglR>Docunent "> <general : Val ue>
r r RXferg : Reskrene R sdentg xfounh dinsdNamiarhpe
r f SXfaem tdtarhpiange falselotdorenAttaghrogMet ur n Docunen
t<ffermrabnsfatoationdMapener al : Attri but e>
<gereifernm :Qohnediatex-Nanme=
" Mes s aghaguBecnaiated ne.comRemren gdtor: :buy</xform:Con
<genemgktoval ue>Yes</ gener al : Val ue>
</ getxéerar:SrantPedrut e> </ general :
Recei ¥xfey@oRnedRloCapabi | iti es> </ General Contract>
<Rout i ngéhsidpaist::rrn:orgpabl:sciRamias Keds /e8n B¢rtbiz=" X -
ccns: cup-xsshorderedde/sormdmt@itor: : buy"
i sNat F¥eem: PgeNamep@rdericy wioFnneedN@me=> " ser vi ce- send "
prel CDConput ati on="true"> <route: EntryChannet
envel op&Pr¥IBlamesgacesampong-gebkschemas Haihi el LBd
I\/Essaget §5a)b§5:{<[rfxform:Namespa'ce>
t r anspSTF PRYSISIRP RSB 64 NRESN> / ur anus. cup. conmer ceo
ne. &/XORNEABEINGY/ soap” transport Prot ocol =" htt ps,
basirAERBRP T at i on" transportReliabl e= "true"
t r anspPSIrNaPPHRI>Xrr ue" <route: Exit Channel
envel opemmsdociel: yrgorg@apl:scitemas/ xehljud 8/prsert ed
NESSagelrﬁg@genmt]{-vi__O/ordermanagement.xsd:order:4.
t r anspoPtIPRGEXREN ARFUBER="ht t ps: / / u
r anus =¥ epTeBREReDREder </ gRiB 43NS M s oap”

transportProtgcol ="https, basic authentication”
transpor tReT T gmggchpagrn:? xelerhemasawbl {yh-0
</route’® qqiaement/vd, DL or¢em aRRIRMEBYSEE6r =" x-

' : forin 1 > .osell™

oo e O FOERRIE 321 1 e ecer ver
prel mr?puqdétchgn:"fal se"> <route: EntryChannel
envel %Qcﬁfrﬁ'gggﬁg%lfzﬁgm§¢%ﬁn}ér%;o;|£%%‘f’199}xtfos#n:Eg%rntluend

Messa
L;a&%ﬁ%}i‘g’%{:& aﬁ?gﬁgm‘ﬁég}_t ps:// s-lgtr urn. CuE.‘. cozrm;r ceo
basi CST@H'E&%ETE{;@E;%R%P f aﬁ%??% ioﬁpgﬁofé&r%
U r gReRAT. TR REtbhME,> <rout e:  Exi t Channel
e ijnﬂ%@ﬁﬁkﬁﬁ = ,gforwp 1.0" transport Supported
</MERSRARAY B ont R
-~ <SecurityContract>
- <security:SecurityPolicies>
- <security:AuthenticationPolicies>
- <security:BasicCredentialPolicy Policyld="P-
AuthenBasicSource">

<security:CredentialPolicyAlgorithm>Basic</security:Cre
dentialPolicyAlgorithm>

<security:AuthenticateMode>SOURCE </security:Authent
icateMode>

</security:BasicCredentialPolicy >
</security:AuthenticationPolicies>
~ <security:SignaturePolicies>

= <security:XMLDsigPolicy Policyld="P-XMLSignatureRSA-MD5-
EXC14N">
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transport Physi cal Address="https://saturn. cup. conmerceo

ne.c om 8433/sel |/soap" transportProtocol ="https,
woasi4m27]aat henti cation” tra nsportRelia bl e= "PcuaS2dosa2s971

nsport Nati ve= "true" </route: Route Node>

</ RoutingContract> - <Transformati onContract> -

<xf or m BeetrdviSTaFtareSplinyfigo8ThrehiiPoA/ WWABAT3.or

PCT/ US2633000%09 1 xmistsig#r/secguty : FlessBsuEBpicyAlgorit

ccns: doBM&: : rrn: org. xcbl : schemas/ xcbl / v3_5/ xcbl 35. xsd:

ord er: 3.5 </xform: Sou rceDocl D>

3.5 _ ] <xfaorm
Part Na é&@f@vé %%%@'%&FRWWW@%AWWM
ment >f a < tac t> - .

e R BHEL T BRRAMBYY Fe Heshiuaction .
ccns: cup..c rceone. co ect of.... </ xfarm _Con
nect or >Q§ec§'¥%B %ﬂ'&jﬁzﬁgﬂ%@@%%?%ﬁﬁf’ﬁ%mﬁ ?3['0"9
ccns: do f ﬁ#/<r/ ' gbjgcgégjiéaﬁg%oﬁ%ﬁgw / v3_5/ xchl 3
5.xsd: order: g /' XTornm. C > <xform

Doc Name 26k d @iy i dhm Wscﬁ%mémsoft.com /ws
Nanmespagego o) Se&sity iRgSighatUréFransform</s

I xcbl 35exsflgvrhRdroimNanespace>

<xf a/Be et sXoNB3igpslifor m Ver si on> </ xform Start Doc>
- gebairty Enghorerofikéesr m DocURI >x-
(:_cagécgﬁgj;glﬁi;zbmﬁrmogdggbl : schemas/ xcbl / v4_0/ or der
nMaDages®itly 1 LEACB/ARA PRI $B 181 = XS KM Eldrypdaes-0O- 1. 0
</ Xf orypg-rBACED A= <xf orm DocName>Or der </ xf orm
DocNanme> <xform : Nanespace>

rrn: or g<¥ediricgEhemsibrdicyAMdorcthm > http: / /www.w3.0

[ or der megATEOEST4 fadm [ samAR0 ErE btiXStblig/Algori

xf or m Netmespace> <xform Version

>4.0.1. 0</xform Version> </xform EndDoc>

<xf or m €seqniity FEprystiontethcephEpehimn ovIvo G 20

i tyl D> 304/ ¥ieneiaesiB-i onMapURI >x-

ccns: t r shef/Seaity dnvaptionderedbl 35Toxcbl 4010</ xf or m
“Tr an§§%qqq|§y:il<@ﬁ§,ﬁﬁbpp48</security:KeySize>

<security:SymmetryKeySize>128</security: SymmetryK
eySize>

<security:KeyEncryptionMethod>http:/ /www.w3.0rg/
2001/04/xmlenc#rsa-
1_5</security:KeyEncryptionMethod>
</security :XMLEncryptionPolicy>
</security:EncryptionPolicies>
= <security:EncryptionKeylInfo KeyOwner="x-
ccns:commerceone.com:CollaborationParty::sellParty”>

<security:PublickeyID>DefaultTestCert</security:PublicKey
iD>
- <security:X509Data>

<security: X509Certificate>LS0tLS1CRUdITiBDRVIUSU
ZJQOFURSOtLSOtTUIIREZEQONBZnINQXdIQkFnSUVQ
TOZQSVRBTkIn
a3Foa2lHOXcwQkFRVUZBREI2TVFzdONRWURWUVF
HRXdKVIV6RVZNQk1HQTFVRUNoTU1RMjlOYIdW
eVkyVWdUMjVsTVMwdOt3WURWUVFMRXISVWFHbH
PIRUSCSUdseklHWnZjaUIwWIhOMGFXNW5JSEIx
Y25CdmMyVnpIRzI1YkhreEpUQWpCZO5WQKFNVUh
FTnZiVzFsY21O0bEIFOXVaU0JVWIhOMEIFTk]J
Rkp2YjNRZ0OI6RXdIaGNOTURIdOSURTBNVGMxXTXpN
M1doYO5NRE13TIRFMELUWTFNek0zV2pChO1S
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</ xform Transformati onMap> </xform
Docunent ToTr ansforn> </ Tr ansf or mati onCont r act >

weSemmmiyCont ract > <security: SecurityPol i ci eBET/US2003/025971
<security: AuthenticationPolicies>
<secur i Z3AGZAIEGFEREMIQUVIDNFpwWENCYYIDYTjBIREIST
Aut henB¥RIeEYgQMWFCZ05WQKEIVENV TIEjRUESE Ed
Pol i cy AHMBIGRYVNQKIIQTEVRUNATUXSYZVEY¥clbFpYSnBi
denti al P IN@ R %E.]qTHZ,G.QWQUREVOdeXMWXJbUSS
<securi BYY VEERWWH'!WM!‘%& AdOhent
i cat eMd UpLblpJaleiTkERRUJEUUFE ikéﬂ
</ secur PLY" ARTIACPEFRAQYRQ Q‘%@ﬁ'ﬁﬁ;ﬁ”
Si gnat u s > ‘
Pol i cyl :
2004/ 02
Si gnat u nVGZkSU
g/ 2000/ N d\ﬁgﬂogori t
hne  <sqewidiNzE1VkdWemRF V2szUdOdeXMWpa
S gnat Upggp iRids th FYCQVFEQWd
Si gnat uyg, hewedﬂm#&sﬁnblﬂzﬁu: 30
>MD5</ s QoUrNEVaUW2REWPH VABSHXESANRUIZSG
i cali zamummmmnmésmwao@mmmﬁa
10/ xm - eZRWA M VpYSXphiaHY6N nus&ldmaizﬁwyhhhod>
<secur i YIdFINanlKzikexTa o1 VIQRZMb HEUN IRt fNGE 0T WS
/ 2002/ OMMWIJGNMpMWﬂUBL&WEHTﬁHMV
ecuri t yaUGAMNNTIKMOhP dWpzbXUyaENRA DX ZYM2M3
</ secur MHNjMBnhRaEQ6aPR]QaVIQ2VYTRDFCd2hEMXNKdXZ
<secur i mMNi¥/QanAzUGpReUpCakieDVXY2UwS250Qmxp
<secur i €PRIPIRNTWNPAESTidHFXSEIqR1BvbOWONO1ac3I4N
Pol i cyl @RLantlaTigxcW\iirQEBiYIZ2dERYMREZBRY <security:
Encry tamkrémlgmnﬂm VOGUKALURVBTXd@cFd 2001 /
04/ xm 1GE’HM2¥T%‘Q’E VGEGZVRER 2hQecORAdNG5 cyAl g o

ri t hnbSCH&LFTkQIQOVSVEIGSUNBVEULSOtLQ==</sécur

Encr t {°9; gggﬁf”{eﬁ I | waw. wW3. or g/ 200
1/ O 7 erﬁ“é‘ bc</security: EncryptionMet hod>

55 R EXPECHESYINIBY/ security: KeySize>
</security: ecurltyPOI|c1e5>

- <security:SecurityChannel channelld="CHANNEL1" sourceConnector="x=
ccnsicup.commerceone.com:connector::buy” targetConnector="x-
ccns:cup.commerceone.com:connector::sell">

- <security:Credential Algorithmid="P-AuthenBasicSource"
SequencelD="4">
<security:PartyID>x-
ccns:commerceone.com:CollaborationParty::buyParty</
security:PartyID>
</security:Credential>
= <security:Confidential AlgorithmId="P-XMLEncryptAES-128-RSA-
2048">
<security:PublicKeyName KeyOwner="x-
ccns:commerceone.com:CollaborationParty::sellParty">
DefaultTestCert</security:PublickeyName>
<security:MessagePart PartName="0rder" isOptional="false" />
<security:MessagePart PartName="Image" isOptional="false"
/>
</security:Confidential >
- <security:Integrity Algorithmld="P-XMLSignatureRSA-MD5-
EXC14N">
<security:PublicKkeyName KeyOwner="x-
ccnsicommerceone.com:CollaborationParty::buyParty">
DefaultTestCert</security:PublicKkeyName>
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<security: SymmetryKeySi ze> 128</security: SymretryK
eySi ze> <security: KeyEncryptionMethod>

wanog@o273amw. Ww3. or g/ 2001/ 04/ xm enc#rsa 1_5</ secuistop3/025971
KeyEncrypti onMet hod> </security: XMLEncrypti onPolicy>
</ secagcutity: MEssagypat GafNbme-EQeder" <stionai=ay/false" />
Enessgatirignkeydntho KeyOwner =" x-
cyEscueionFecwdtgaraan®: Col | aborati onParty: :sell Party">

< /SzeatyCoytradtbl i cKeyl D> Def aul t Test Cert </ security: Pu

</Inkdropdcapilityddntracssecur i ty: X509Dat a> <security:

X509Certificat e>LSOQ LS1CRUJJT1BDRVJIUSU
ZJQOFURSO: LSO TUI JREZEQONBZNI nQXdJ K FNnSUVQ
TOZQSVRBTk3n a3Foa2l HOXcwk FRVUZBREI 2 TVFz d ONRWURWUVF
HRXdKVI V6 RVZNK 1HQTFVRUNo TULRM | OYIl dW
eVkyWMUM Vs TVMMd Ot 3SWURWUVFVRXI SVWFHOH
pJRUSCSUds ekl HWZj aUl wW hOMEFXNWSJ SEI x
Y25ComwVnpJRzl | Ykhr e EpUQW CZOSWK FNVUR
FTnZ1VzFsY21ObEl FOXVaUQl VW hQOVElI FTkJJ
Rkp2Y] NRZO 6RXdl aGNOTURJdOSURTBNVGWK TXpN
MLdOYO5NREL3TI RFMVEI UMTFNekOzV2pChd S 69 WO
2004/ 027547 PCT/ US2003/ 025971
Z3dG&Zi i EVI FRREV3OUWVZWFpWWKNCVVpYT] BJREL3T
URJeEVgQVFCZOSWXKFj VENVT| Fj Rl ZSZEds
dW 6 RVWNQK I HQTFVRUNATUx SVzVuYVcei bFpYSnBi
bWNARI RBVE] nTI ZCQAUREVOdmI XMAXj bUSs
SUUSd Vp URUx NQWN HQTFVRUJo TUNW/KI 3Z104dO
RRWUpLbI pJaHzj TkFRRU] CUUFEZ1kwQU13ROpB
bOdCQUSNCc2pTQkXj cFp2Qn VDR 1TTHR3RGFkaFZEM
GNLRXJu@Maz g5UEhSUGI SM-d YCHBDUz By
ZWkI MkcyaDVKNUSVNGkzQVNI dHZhYndHel | RVFNI
R2EzcW NYmMVLNDZTSGxt TkJOTUp2YUkv MV
Q Bxdkkzej | LTVISTGh3eUnCMVEdFNmMU SzdnVGZk SU
oOWJ] obTZz SncwYz] gZ041cW i d3FZQkV4
e VW1 MUFNTUJ BQUdg TORBVKk 1 DYOd BMWVK RVFRZO
1CNK] I RzEl VkdWemRFVNRZV2x z UUdCdm) XMApa
VEpgW cSdVpTNWI M B3Q@BdZRFZSMFBCQVFEQM
YZO1BMEdDU3FHUQ i MORRRU) CUVWBQTR) (kFR
QOUr NEVaUWZYZWhmVnBsb XEz ZnFt Uy JZSGZhczEr ¢
XAOMUg4 UWRMNIMRESXBI YkZ2OUxocnor Ykc2
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c2hWQ pt MpYVXphaH 6N2Q3Z2U3VOWKR2FZV) FH
YI dFTXIMUk ZkeXM2c1VI QkZNbHZUNKZPRj Ng

wORiMH3 R4 N2 FFN3p RVEMMva2 US Lz VVNVBHT nl aZW/ PCT/US2003/025971
aUGNLNTI KMChPdWhz b XUvaENPVW 1Q0XZVIVR VB

VHVj I\/thaE%aExQ@ﬁ@S’éRﬁE%ﬂMdeZML
MNVOanAz UGp2eUpCakl TeDVx Y2 oQxp

PR3e \kpgEt TAkFXSEI gRi BvbOMONOI ac31 4N
_ :;’;5 [ m‘i ; i Y1 ZI dEl oYnkzZDRn
r-\linen J; ) LU2VRTXd§
A j‘% _?— . ?;: %ma5/soapextensmn/con
i rJ "
- ziﬂr’eﬁx%s@ ft bdilc re>"s égcur %555'63-' set éecurl ty:
Qéf}sptol {Je% IE eSgcurity: Securl tyPolicies>

<SQ?|LH'ﬁ Q%Fé QYI l%]lml po‘ﬁE\ﬂHnQH thenX Sbdsource>

nnect or =

cens: fe WF&%‘HHQIPGM%@P}%‘EL% 5004</ prefix_0:Cre

t ar getdRRARGHQ ATy oFithm >
ccns. Cup conmer ceone. com connector::sell™”

<secur<dprgfir® dﬁﬂielnﬂl:atéMG&Jé 140URAE< E”pr@lﬂk h@'%@ﬁ%nﬁ@ﬁur ce”

Sequeredddes" 4" > <security: Partyl D>x-

ccrRAretxte Kseahredemaifctikyabor at i onParty: : buyPart y</

séprafikt §-AuBentictidwPolidisecurity: Credential > <security:
- CordfixdersigahtuAdrncieshn d="P- XMLEncr ypt AES- 128- RSA-

204Prefix_es@MDsidryliduiiicgidey Plaxm L SRt A RS A~MD 5 -

ccnscLaNm™er ceone. com Col | aborationParty: :sellParty">

Def aul t Test Cert </ security: PublicKeyNanme> <security:

Mes s agefrafit_(Pargnbianers!icyAlgsrithinsOpith ofyalrwf. d3S6rg /2>

<securaqo/09ybsskig e+ fpréfae DhBigepatulerayeyAlgorithm >

I sOptional ="false" </security: Confidential>

<SecurqQr§f1x4m5@@ptqr9Algorlthm>MD5w1thRSA</preﬁx 0:Sign

Al gor iatyeAEerithRRLSi gnat ur eRSA- MDS-  EXC14N' >

<s e U REX-0: Pt FupRIRAMRS k&Y efined: BaghFunction>

cecns: cormerceone com Col | abor ati onParty: : buyParty">

Def aulé § @ﬁ %@&Eﬁtrwetmh%kdymw@om
2004/ le 25971 <security: MessagePart
Part ?-F’fei;'%fg aBﬁ%'FaJ"ZIaHPg'@ethP9></securlty o
nteg . d/%;%%ﬁa‘% 1%%5‘1¥tp ;;I%%d crosoH: com/ws/ 20

</ Sec ERoutmgSngnatureTransform</pref1x 0:
Transform>

</prefix_0:XMLDsigPolicy>
</prefix_0:SignaturePolicies>
- <prefix_0:EncryptionPolicies>
= <prefix_0:XMLEncryptionPolicy Policyld="P-XMLEncrypt3DES-RSA-
2048">

<prefix_0:EncryptionPolicyAlgorithm>http:/ /www.w3.org/
2001/04/xmlenc# </prefix_0:EncryptionPolicyAlgorithm>

<prefix_0:EncryptionMethod>http://www.w3.0rg/2001/0
4 /xmlenc#3des-cbc</prefix_0:EncryptionMethod >
<prefix_0:KeySize>2048</prefix_0:KeySize>

<prefix_0:KeyEncryptionMethod>http:// www.w3.org/200
1/04/xmlenc#rsa-1_5</prefix_0:KeyEncryptionMethod >
</prefix_0:XMLEncryptionPolicy>
</prefix_0:EncryptionPolicies>
- <prefix_0:EncryptionKeyInfo KeyOwner="x~-
ccns:commerceone.com:CollaborationParty::sellParty”>
<prefix_0:PublickeyID>DefaultTestCert</prefix_0:PublickeyID>
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</InteroperabilityContract> 71 WO 2004/ 027547

PCT/ US2003/ 025971 Conput eSecurityContract. XM. <?xmi
woenwioarsa? 1. 0" ?> <prefix_O SecurityContract!| €Drasees/025971

prefix_0="publ

i nggf&ommf—@eone schemas/ soapext ensi on/con tract/

Securi ty/ vi _0/ Secu rityContract. xsd"

XM Ns<pefic MEDoCériieataS LOOTLSATRUAIMIBDRYIUSUZIQance" >

<pr ef 0 FRUREGELBOLT UYREZEQONBZ NN QXUINKENSUNQTIOZQS W at | on

Pol i cRBBRINI <prefix_0: X509Cr edenti al Pol i cy

Pol i cydRbd2PHAXdNQREFOOIZBRELZT\EFZdONRWURWUVFHRX

Cr ededKVIMERNZNQWLIGQT FVRINOTRRMIDBIAW| x O Cre

dent | eV IRV WeNIMiYsTVMwdO0 URWUVFMRXISVWFHbHpIR

0: AWBESUdsekikWo MEEXNWBISEPhent i cat

eMbde¥25CamMy VnBRzbbthreEeNQW PEZPPWRKFNVUhFTnZ

</ pr elMZfS!?AQPﬁB’rQ)F‘é%!WW MMEF%@‘JJ

<p refR%%gﬁ‘E ﬁBP‘é'PBﬁ\!{“vgﬁ TBNYS

Pol i ¢

<pr ef §d§ 5'35 P F%’WW org/ 2

ngfef é&%@ FeLbEXA BN

. . .

Hash FZEMGNL
E Fp2 VI)QleTHRsRv%FkéaIr ZEMC

I 2000ﬁ 1 SGURidiZHYdHelIRVFNIR2EzZ

Canon mmaﬁ?s samsﬁ&w:w kMrhzanst or np

ht t p: 285 L TYIET EhSQ0hEMESFNMUVSZdnVGZkSUOOM

02/ 01(;36h FE24MERYLI4 204 @Wel asrZQkWs f or me/ prefix_O:

Tr ansEWNEMUFATElBYUAGKYRBM DY 0 SBMV VIRWFRIZOL COL

Si gnaksrreialviGiwemRFVIRZVhizZOUdOdmaXmwpanPol i ci es>
<pr ef WESGWIMSHIVHBTINWpIMBEQ3dZRFZSMFBCQVFEQWdYZ0

Pol i cyBMEdDUSEHICHMPRRRESCEVA/BQTRIKER <prefi x _O:
Encr ymmnlEMatnyAngmMnBshxt;ZﬂﬂwwlngmXAO
2001/ 6 gaDWiRsWNMRESABIYBZ20bxogpor Bl i cyAl gori t hne
<pr ef c2hWQIBtMNMpYVXphiaHiGNAQRER2Y 3NMMMR%‘¥\6F§% K01/ 0
4/ x TXA QRZNbUZU JNdon Met hod> <

pr ef | @HIM #R'ﬂm@@ '@)VBP@}? 4‘”‘!@”9

<pr ef MLNT'KM{’B‘?&VZ /200
P MHVjMmhRaE aExJQOVIQZVTRDF 2hEMXN
VOanAzUGp2eUpCakiTeDVxY2UwS250Qmxp

cDR3ejRNTWxpdEtTdkFXSEIqR1BvbOwWONO1ac3I4N3RLa
mJHaTgxcWJrQ3hiYiZ1dEloYmkzZDRn
aW10ckc1RXI0dUUXNmwVvRWOGUkILU2VRTXd2cFdGUII
iN2YreWtKVGE5ZVRLaWF4R2hOcDR4dnc5
LSOtLS1FTkQgQOVSVEIGSUNBVEUtLSOtLQ==</prefix_0:
X509Certificate>
</prefix_0:X509Data>
</prefix_0:EncryptionKeyInfo>
</prefix_0:SecurityPolicies>
- <prefix_0:SecurityChannel channelld="CHANNEL1" sourceConnector="x~-
ccns:cup.commerceone.com:connector::buy” targetConnector="x=
ccns:cup.commerceone.com:connector::sell">
- <prefix_0:Credential AlgorithmId="P-AuthenX.509Source"
SequencelD="4" DelegationFlag="false" >

<prefix_0:PublicKeyName>BuyerPublicKey </prefix_0:PublicKeyN
ame>
< /prefix_0:Credential>
- <prefix_0:Integrity AlgorithmId="P-XMLSignatureRSA-MD5-C14N">
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1/ 04/ xm enc#rsa-1_5 </prefix_0: KeyEncryption Method >
</ prefix_O XM_EncryptionPolicy> </prefix_0:
wanowypti4onPol i ci es> - <prefix_0: Encrypti onKepCmfus2003/025971
KeyOnner =" x-
C casefinnorPubiitegNaaat Col | aborati onParty: :sell Party">
<pr eddyOviderPutvne K&\ EierPablitKegt Geetix</oppeiflickeyd®am
PubldxxKeyl D> 72 WD 2004/ 027547 PCT/ US2003/ 025971
<p« pifix_OMEHeatd PatNpref+"Qrder" X508@aet + Talsat ¢>
k BoefiS ICRd ftyBDRVJI USUZJ Q
</ pEIRSOY sBkiT/dhhRREIEQONBZNI nQXdJQkFNSUVOQTOZQSY  RBTkJn
- < padho @24 &KXy ChanRYLERB Rk | TFVIEHADNREL R dvirtdR nnector="x~
@hivé ap\edvlnercddn & bia Tediid ot 6t cBiterSell”
exMigehOathivEddsTwvind Ot SWWRWUVFIVRXIT SVWFHbHpJR
\dEaSiddipadd midvefredhedd inCRdBmEdtd: StdnterS&lBGo My VnpJ Rz |
= kkdfixe EpldQiy 2CEWA RO RZXMLENncrypt3DES-RSA-2048">
I Vel 16IPED RXYRAIEE Wl O ONE=FXk] J
RK p 206 nisEdoh Afe¥dé ovid\ED ikl ollGith SR viBsc Ty pdUiPar ty " >Defa
0 YOQNREd st Ce RIKYR HIWI 6 Rek RRE PELE>S
Z 3dEfi FVIMERRIEEB UV mdeNOvidery T BIRERET IRse” />
e By @ik (Z-Ceedidep MENRTNE = BhlBge" isOptional="false" />
e ViR e R \VINQohfigHERRUNA TUXSVZzVuYVel bFpYSnBi bWN
< /B HIRBYE aaili HECQEBREVOd m) XMAX | bUSs
</ pr&UDHS AR AKITBYRU] 0 TUNWK 13ZI 04dORRW
UpLbl p] aHzZj TkFRRUJ CUUFEZ1kwQU13ROpB
bOdCQUSNCc2pTCQkX) cFp2 VDR 1TTHR3RGFkaFZEMGNL
RX] u@BMazg5UEhSUGI SM-dYOHBDUz By .
ZWkI MkcyaDIVKNUSVNGkz QVNI dHZhYndHel | RVFNI R2Ez
cW NYNVLNDZTSGxt Tk] OTUp2YUkv MZV
Q Bxdkkzej | LTVISTGh3eUnCMEdFNmMUv SzdnVGZk SUoOM
UJobTZzSncwYzJgZ04l cW | d3FZCkV4
eVWN1MUFNTU] BQUdgTORBMVk1DYOCdBMWKRVFRZO1CN K] | RZE
| VkdWemRFVNRZV2xz UUd Cd m) XMApa
VEpgW c SdVpTNWhi M B3R dZRFZSMFBCQVFEQMI YZO
1BVEdDU3FHUOI i MORRRUJCUVVBQTRIKFR
QOUr NEVaUMZYZWhmVnBs b XEz ZnFt Uj JZSGZhczEr ¢ XAO
MJg4 UWWRMNMRESXB1 Yk Z2OUxocnor Ykc2
c2hWQl pt MpYVXphaH 6N2Q@BZ2U3VOWR2FZV] FHYI dF
TX] Mk ZkeXM2c1VI kZNbHZUNkZPRj Ng
OHdMY3JuN2FFN3pRVEMMa2 U5 Lz WNVBHT Nl aZWaUG
NLNTI KMOhPdWhz b XUvaENPVWLO0XZVIVR M3
VHV] MrhRaE96aExJQOVI Q2VTRDFCA2hEMXNKdXZnNn
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VOanAzUGp2eUpCakl TeDVxY2UnWS2500Qnkp

cDR3ej RNTW«pdEt Tdk FXSEI gR1BvbOAMONO ac3l 4N3RLa  nj
woélatigre¥war (Bh1YI ZI dEl oYnkzZDRn PCT/US2003/025971

aW Cckcl RXJIOdUUX Nmw RWO GUK 3LU2VRTXd2cFdGUI I I N

2YreW KVGESZVRLa\AF4R2hQ:mg
LSO LSi FTkQyQOVSVEI GSUNB LQ==</prefix_0:

X509Certificate> </prefix 0: X509 Data> </prefix_0 :

Encry i onKey!| nf 0> prefix_Q_ SecurityPol i ?
1. e@e@@é@rdata;ﬁ@wamﬂla&w&ﬁﬁ@ﬁ [rferops AL q‘izata or aconsuming

i k,
service %g%é‘f)goggﬁgg %Trg{ce Hs services exchan%m% Floagnen,ts via a network, optionally

ceone. com conne
using irttemhgdislo cormedtorssthexiata structure including:
ccns: cup. conmrer ceone. com connector::sell"> -
a rGURE Btwee) theGeRAGR] dpatified by names of the services and the intermediate
Al gorithm d="P- Aut henX. 509Sour ce" Sequencel D="4"
corg@p@@%m mggemonggh%@ame mﬁ@%@l@ connectors;
Publ i cKeyNanme>Buyer Publ i cKey</ prefix_0: PubiicKeyN
a chemsograply edrsien 6o baorsed dont dnadxshangeatfimes@igrEsit egrity
Al gori t hnl d="P- XMLSi gnat ur eRSA- MD5- C14N'> 73 WO
polREeHod AkhiNind BT MdSRES (0248 TrIng refinklt idrliGry of the messages and for
Publ i K A . .
oS s P CiREP Mo By P SbeREG gy e ipt can be reduced.
Publ i cKeyNam e> <prefix O; ssagePar.t
2. phhe datgeituceyrg af ol aJI'I% Fisinclu 151|g§e9peguﬁcat@prprfﬁgn;pgorequlrements

oo B S e SO OB g o sinin
algoritlswt weConnect or =" x ,
ccns: cup. comer ceone. com connector::centerSell" to
3. r'ged dava struvdet of elainx 1, further including a speciﬁca‘uon of encryption
CCNns: cup. conmer ceone. com connect o entﬁr Sel|"
requlremﬁp@ffpg(pa@sgé ﬁppﬂ]@ﬁ]{ar gessage exchanged between the services and at least one

- XMLEncr ypt 3DES- RSA- 2048" >
encrypﬂrgﬁ 1!11@1% B cKeyNanme KeyOwner ="x

12450 RS FAERRBP T, kb AR AL B GRSl R Hie

authentf@tleﬁ brocelilveswage. Par t Part Name="Or der Y
i sOptional ="false" /> <prefix_ O Message Part

5. Pokd MNARBrid B 8e ilains PPfuk@B@inelifiglese” /> </ prefix_0:
Confidential > </prefix_0: Securi tyChanneI >

t .
a SE%@?%%%@% ; 6%%181‘17&9& tié%%%ﬁﬁ&ﬂ feies 10 sy 208t BRARALCluded in a

particular message exchanged between the services; and

a specification of whether untransformed copies of the documents should be included with

transformed copies of the documents.

6. A machine-readable data structure that specifies interoperability data for a consuming
service and a providing service, the services exchanging messages including documents via a

network, optionally using intermediate connectors, the data structure including:

a specification of signing requirements for parts of a particular message exchanged between

the services and at least one signing algorithm to use;

a specification of encryption requirements for parts of a particular message exchanged

between the services and at least one encryption algorithm to use; and
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1 1. A machine-readable data structure that specifies
interoperability data for a consumng 2 service and a
weonroiod7sag service, the services exchangi ng doeamaist®3/025971
via a network, optionally 3 using internediate
a sPEUIERILA 08 ond Benéidtadtishtitidiod peodettlesith whg. 4 a route
etween the services, specified by nanmes of the
7. SPRVARLSnRARe bNQaindb Sf.FRE i3tI8dinG aGEMBBetwkS tiR¥érdces, specified by
route anong the naned services and connectors; 6 a )
names cffthe eayicapimgd the ind¢rorediate emaeters dnda ravie among tigenagged services and
ssages; 7 policies for archiving the nessages, for
“mnmﬂgéuring reliable delivery of the nessages and for 8

requiring a recei pt _acknow edgenent where .
8. - Bk AR TSP 1808 6 i B A (DatFOSPBY vepsion dabg used for an
of claim1, further including a
exchan%%fé%ﬁ?xﬁég%si on of signing requirenents 2 for parts of
0 TRPUHL it DEERE0S, FASLARORARIERIL RIS Yo, o
assuring adlibhet delictnyrof thaf medsagam ahd fonreqhieing i medeipd acignoavledgement whereby
.specification of engryption 2 requirenents for parts
repudistion 9f Feeeipt €41 berre gage exchanged between the services
and at | east one .3 encryption algorithmto use. 1 4.
10ThHee drpde sirustyre 6f elpin 6f fugthsy elidinggr ¢ her i ncl uding a
specification of one or nore 2 authentication | )
a speaifieationet ongomere transformpdonyiggics o pRRYY tor docygmenisdpglpded in a

f h including:,,2 1.£] N f
vyl Flseilt PR B e RV RB B8 ront & i ncl uded

in, 3 particul ar nessa exch ed between t . .
« <ol Brariul®? ot BB ERRRE st o e dpaiR Bobldbe inctuded with
traf SYoFRAOPERMidERA tEORIcBmets. t he docunents shoul d be
included'with 5 transformed copies of the docunments.
1 I;A%adﬁiﬂé%%ﬁﬁ%ﬁf JR2dARKG e BBk SpedifidiGhikiopelabatty 88 Forfd &hsuming
Interoperability data for a consumng 2 service and a |
servicepmd\ai ptoviding sewvicegthe tshivicees exéhenging xuissaggs ingludingstoguments via a
| ncl udi docunents. via a 3 network ti.onakl y. using
networl(ﬂqggp WiRs W@alﬁ@r%o,m?%%rsdtﬁf ﬁg"&tﬁ-"ﬂ%ﬁﬁﬁaa}“?fe udi ng:
4 a specification of signing requirenents. for r.t f.
a spegifieation pf gpe %@gﬁg%mﬂa%kgwéﬁ%ﬁy f%d?%@egg@rlws‘l%@ mna
| 14,8 idbmyljo use; 6 a
pa@%g%a?%?gg%?%ﬁagggidncrypﬁgﬁg%qui’rerrents for parts of
rt.icul A .
o GrPEI SR A8 BHENANIR, T DB MRRR! B8, S0 BSAd vt
trav6¥o2i06dH Edp2ckut ThR(SbulisAB03/ 025971 8 a specification of
one or nore authentication procedures to use. 1 7. The
12dqh@ dsih kedtete ®f Qfairt|1a] firfer indlikdh@ra doGRlbethideg the sevites, specified
bet ween the services, gﬁsecifi ed by 2 nanmes of the )
by names of theesssrviged andh hej inicEpeRiate goBNACHh Rt HIYeATIONE the pamged services

t he named services and 3 connectors. 1 8. The
andco%‘aqeicg&%t ructure of claim®6, further including a

chor eogr versi.on .t e used. for ;an n f
13 185 B heptes TR 4 e bR R ogfar B VO e wscd for
an exchdik W hesaped.i ci es for archiving the nessages, for 2
assuring reliable delivery of the nessages and for
14 99 qhta RGu@ulcTRldh 1aC ket REHR oliohe F@ti¥chiving the messages, for
repudi ation of receipt can be reduced. 1 10, The data
assuringtrelightledelivefy of the messageurndifor rdquiringdi reepiptacknowledgement whereby
.specification,of one or nore transformation logics to
repudl%\tg‘)&(ifrf’%e“%}(g%ﬁ%ﬁetdgw?dhcl uded in a 3 particular nessage
exchanged between the services; and 4 a specification
of whether untransforned copies of the docunents
shoul d be included wth
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5 transforned copies of the docunents. 1 11. A
machi ne-readabl e data structure that specifies
wonv@roepEarabi ity data for a consunming 2 servPCce®UaD®3/@25971
provi di ng service, the services exchangi ng nessages
15. it deta sigudhoe wiehim 11| Arther Bichedingar dpecifipiticnns] sighingsteqgirements
i nt er medi ate connectors, .t he daég struct%Lg i ncl udi.ng.
for parip of aqigeicuiar upssagh cyehapged BYWhen e SeTNIFSs BRaklPaTh oo BEae
algorith@d t8RRL Y to documents included in a 5 particular
nessage exchanged between the services; and 6 a

S L] ' f th sfQr [€
16535E i SRS o 1ol 1 i R ¥ GRHSERRAST B
requiretigpitsefor pirtstdfe ot masagt ekZhangbdbetaten thersanticss and bt least one
Qlair11éﬁnfurther including a route between the
encrypian igeEEMm WHSEi fi ed 2 by nanes of the services and
the i nternedi ate connectors and a route anong the
17Tn ke datg sirytes of cimrd, Betaebeliding aspegficatinn ¢fang or more

jm 11, further including a
auﬂwn@%%#@k%&%%ﬁ%s%%@%ion to be used for 2 an exchange of

ssages. 1 . ;The data structure of claimill...
18 ARG il sl SofbR B SR in R Rt iy ditador =
consurhi®f sericd S84 b iphgyidiak iseliR, e lsbrviey etthahdifs ARSSHRES Mchidthg
for requiring a recei pt acknow edgenent whereby 3
documenis ivéfi sratwprke prepared biytthe piecess of:educed. 76 WO
2004/ 027547 PCT/ US2003/ 025971 1 15. The data structure
regffongiive a mequest té initidte an exnctiangl almessagss betwesattheservitces, accessing

. signing.reqguirenments. 2 for parts of a particul ar
n (g§§$gﬁ¥§%ﬁ§W§ 8°&tReen the services and at | east
.one signing 3 algorithmto use.. 1 16, The data
inGrHR e TFroRR AN dets R i SV iP e AR g a

sgeqification of encryption 2 requirenents for parts
fopthedntgisegtion pgmtmaé tyedatnBAbRgduretaeteibaenegapipplbe acceptable

| : i P0Eru [ :algorithmto use. 1 17.
qﬁﬁg’%%ﬁgﬁgg%ﬁgturg%gﬁggﬁéﬁhk%?? ‘urther including a
i-flcat | f 0 e ' ' )
155 B8 i BN <f st BRI by Bl R Bk o by the
servic®f ructure that specifies current interoperability data
for a 2 consum ng service and a providing service,
20. M8e 8% Hir6@oreDFCRAN AN YhBRESAL 8citibe hiled 418 adoted BBEEsription of
via a network, prepared by the process of 4 responsive
the sergicestpurcigadingedminupifit e an exchange of nessages between
the services, accessing 5 interoperability data for
21t ke datngirgaste of clamndi8s whetenythe frgeroperebibifpedatbircludes da¢ ar more of:
for the services; and 7 for the intersections of
a fonteedpatahd sdarviges) apexifiduty npmod wf ehenerdcdsiaad timimtermediate
nmut ual | y acceptable_. 8 option, ap i ng decision rules
copBecian aid 2 G GRETSfhe EIeY Sorics B SOSEFaRE ur e of
claim 18, wherein the decision rules are subscribed to
a ¢hpreqgeaphy veisiop te g used fop an rehages of MeaBure of claim
18, wherein the decision rules are adopted b
podiciss dori auetiiving de mossagrs, Hupsdudiag reliable delizenyrny the messages and for

reREREF R Fins o buShEr R Pre PR bRl Sl pess

of- 2 a ropute between.the services, specifi by nanes
o Bpie b et LR I GRS Do e e o e
coRnEQsKs @n@ AP fle bABnH HFBANRAMVERS afNEbmeseact ors; 4 a
chor eography version to be used for an excﬁange of

a RcESdiomhy versRAl th B Sed Rf oA EHaLOGr hiSagmESages, for

ass reliable delivery o e nessages and for
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11

12
13

14
15

10
11

12
13

14
15

6 requiring a recei pt acknow edgenent whereby
repudi ati on of recei pt can be reduced; 7 a route
woebmmersst he services, specified by nanes of tReT/US2003/025971
services and the internediate 8 connectors and a
policies éoranahingng the messegbs sfer wisagag sidbleaklieaty of the Bessages and for

chqreography version to be used far.an exchange. of .
reqhidagy Ergelpt kgl gEmE B s PO P AT o9 ohn by geduceds
policies for archiving the nessages, for assuring )
a speifiegiion of epp pemprofransfematen kogics to ApPly & docpments included in a

o _ elyé d
Pef BBt it gh G PR r BRIl 15 4

speegi fi cati gn.,of one or re transfar ion,l ogics. to .
a sggi}flgat{og og 8@1?]4’@6 PE“W?‘TYH’%@ §opiss %In %ﬁ %o%%ﬁ%q?%fhogﬂ beincluded with
trafBREAGEcpiETiedodaaiengen the services; and 14 a

speci fication of whether untransformed copies of the

2209RsaRAEBuce W dlah8 1onGhetdedh¥didlopdabitityadkid BIciRIEs one or more of:
copi es of the docunents. 1 22. The data structure of
i i 4 nit bl i . i , .
o BB Bt L, i S BRS Bl G2 g Wi diae
coapeetirf aeta tonteamesg e nhined sewvices el amadedties;
i nternmedi ate 3 connectors and a route anong the naned
a defeophy atdionad he tbe Bi an dxchatHosfaagagsy version to
be used for an exchange of nessages; 5 policies for
pofitie Forlafdhiding ﬂi&ﬁ&s@ﬂ%‘i, fob @ésuARS kliaPkk deBY ErgRIf ehed@bdsi@Ss¥ind for
of the nessages and for 6 requiring a receipt
re@ERp® R asdipe wigrsemsnt Wegselli wphdiatier ofsedpirandgrcdised;
reduced; 7 a route between the services, specified by
a mairkstvoden ttiresegedces, spesifzmdcdyt iameis of drerrediicasand ghe intermediate
connectors and a royte ampng the naned servi ces and
COBRSHIRER £ STOWF e RS SHPER AT Fes SREIPPETHRE used for an
xchange of pmessages;. 10 policies for archiving the
a ﬁi’é’é@éﬁég}’ Vetsionds O 1seehior an exghere PEREF8PSof t he
messages and for 11 requiring a yecei?t
pokisien Enlaedhians e mprspgssyior aputnatelighlesielivey of phe massagrs and for
e - . .
e EHEF s RIS LR M) 0880 ko s et
in. 13 particul ar, nessa exchanged .bet ween t he. .
2 gpifipasisl. ot Sie of ol BRHIEGY [OReSdr Aiplg i dpctinentSincluded in a
pattitiul® ek Qg RAcItABEEBetAter 10 sBRiiepRMdS shoul d be
included with 15 transformed copies of the docunents.

a shedificatibh®WeHcthed hﬁfi‘&{s%rﬁlelafcgﬁile@bf@hé Qoch&fteibuld e included with

=]

Interoperability data includes: 2 a route between the
trapsfoyhedeqpiespddhd deqimsptsnames of the services and the
internmediate 3 connectors and a route anong the naned
23s @he date strantareod oladmt18r wherdirathe haerepgmbitityy date ielwies:t o
be used for an exchange of nessages; 5 policies for
a BuRIbeideg thheerviess; agilied B nadss W tHeGsefvdtdsaint ehodigtermediyte
of the ssages and for 6 requiring a receipt
coa%%%wg@@ hemape themamed seryicss pshcmesig@isei pt can be
reduced. 1 24. The data structure of claim 18, wherein
a qhigecogrRPBY §pBtoap bie igediter an exdiangiesl mespBIOAD 2004/ 027547
PCT/ US2003/ 025971 2 a specification of signing
polieigs foremednving thermessnges, ok assupag rélimbleateliverysddlee messages and for
Fgetmeen 3 thewﬁervices

hanged and at_|
reGiEE R G-R 1P Br ORI e misaEn ety Epicipron B resfiPEen B educed
2R B SR gl Yy e e HUSig e UL Ehebitep as

one encryption algorithmto use; and 6 a specification
of one or nore authentication procedures to use. 1 25.
The data structure of claim18, wherein the
interoperability data includes: 2 a specification of
one or nore transformation Mogics to apply to
docunents included in a



w

3 particular nmessage exchanged between the services;
and 4 a specification of whether untransforned copies
wofoddve7docunent s shoul d be included with 5 PCT/US2003/025971
transfornmed copies of the docunents. 1 26. A
a mmlﬁbattmnrcﬁ'at@ﬁﬂl@req%ﬁn&tts fmpamtsaoﬁ ehpm'ti&]imhésiseg exchanged between
i nt er oper abi data for a consuning 2 service and a
thﬁ?%"?ﬁo i‘?‘aﬁ  STEIHRS 8? YS%changi ng messages

i ncl_udi ng docunents via a 3 network, optionally using

a speeifieatiom oft @cevitivagegH monisdorparts csftarnastqyllaé MGSEASG FRehpge
beﬁxvo%g%fs&%cg@irﬁl R &N 6ﬁeym8x3'ﬁﬁ&?£1§g i) CLEQJ ndl 0 one or
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a one or more security channels applicable to one or more of signing, encryption, or

authentication, wherein the security channels include:

a connector originating a security-related request;
a connector responding to the security-related request; and

a specification of the security-related request, as one or more of signing, encryption, or

authentication.

27. The data structure of claim 26, wherein security channels are applicable to one or more
of signing, encryption, authentication, or non-repudiation and the specification if the security-

related request is one or more of signing, encryption, authentication, or non-repudiation.

28. The data structure of claim 26, wherein the data structure is formed responsive a request

to initiate an exchange of messages between the services.

29. The data structure of claim 27, wherein the data structure is formed responsive a request

to initiate an exchange of messages between the services.
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