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DEVELOPMENT [ 0002] Not applicable. THE NAMES OF THE PARTIES TO A

JO NT RESEARCH AGREEMENT [0003] Not applicabl e.

| NCORPORATWON0®Y4REF ERENCE OF MATERI AL SUBM TTED ON A CGENIARSZT7/BDEST

[ 0004] Not applicable. WD 2007/140198PCT/ US2007/ 069519 BACKGROUND OF
THE INVENTION 1. Field of the Invention [ 0005] The present
invention relates to the control of nultiple wirel ess radi os of
differing radio types contained in a single conputing device, such as
a desktop personal conputer, a | aptop personal conputer, a personal

digital assistant (PDA), o C@ of Prior Art

[ 0006] As shown in FIG 1, éﬁ‘ i@ﬁﬁpéﬁgﬁﬁ%ﬁ}@ﬁ@& ce 10, such as
personal conputer (PC), personal digital assistant (PDA), or cellular
phone may have disparate radios 11 a - 1 le using disparate radio

t echnol ogi es and conmuni cati on pr Bietoaflthe Inmergtionenvi r onnment  havi ng
renmote wirel ess devices 14a - 14p. The renote w rel ess devices 14a -

14p are acce3@ e TR, ?&gﬁlﬁ%‘%ggfr?%%a?& ¢ tHeZoitrdllof it Qwirgl%%s%&igé%ﬁt ©

radi o t echnol i nstance, as s e personal
el ectr onﬂiﬁfedmg/radm tjrp)esrcaytaimad(m BsIE/Edm DA de'abd: whehr asraaidsldopi fersonala
W-Fi (IEEE 802.11) radio,1 Ib, a UM (U trg-w.de radi.o 11c, a
Bl uet oot FPLMTo: e DR fepRr s Bpere) Pttty P08, of Benfieui o

radi os havi ng unforeseen but equival ent wirel ess conmmrunication

technol ogi es. The renote wrel devi.ces nclude: a cellul ar
network 14a; a first access po??i?)ei%h%afpaé/é%%nd access point 14c
using W-Fi technology; a third access point 14d, a fourth access

poi nt 14e, a M@ essshuBBihEl. 144 perw@meqmgic device A 84 suph astteesondl4hmpater

first co ter ut V. nd irst Iy
vt o SRl il atlsbt D b Bef Bt i g8 - 11
i nput  dewsinpedidphrate eudtb tactmelogitd amt d:dmﬁrﬁﬁn1da4hn llwdtdj’tgylﬁhlaﬁte@ﬂtdﬁment havmg

technol ogy; and a renpte wrel ess device that represents
remte vitTElORelgs foRes 1 Wairlg o TegrRbleaals d%ﬁﬁﬁsvléﬁedﬁp F@&F&es&ﬁle through

technol OlSMradloslla—[lqggﬁhgEﬁ%pbﬁ@rﬂﬂl@@&’hﬂél@ﬁb@ 1la- 11le has an
individual utility that s used to manage and control the radio. This

is largely H\})@@@HI tFo?fnshh@c bo@Rwn! @eb@rs&ya@%c%\m akgndél 1fofn% Ve aGSM/
physi cal gé) ers, erent nedi um access control lﬁil)e ortions

of the debP¥4 P?ikllﬁraii}fb@ IKEDE Wi-FidHeEE $Rellarashie ! 1y ﬁﬂ\@Béﬁitrad‘é nd) radio
drivers bef' Je@o%h?&gzo“f 1ig! én?l AASthEHMAD 11 9¥h‘%§ {]gfeserﬁspf?&drg ?atdFO(Q %ﬁ?/mggnf‘ope%een
per sonal eC ronic device control W reless radi os.
User s gelutequi-ais@dviirdess oeemuMEtifisthidliogies ABE r&iEa0 O8Ok es may include:
a cellular network 14a; a first access point 14b and a second access point 14¢ using Wi-Fi
technology; a third access point 14d, a fourth access point 14, a wireless USB hub 14f, a PDA
14g, a first printer 14h, a first computer 141, an first input device 14j, and a first audio device 14k
using UWB technology; a second computer 141, a second input device 14m, and a second printer

14n using Bluetooth technology; and a remote wireless device 14p that represents future remote

wireless devices using unforeseen but equivalent radio technology.

[0008] Each individual radio 11a — 11e has an individual utility that is used to manage
and control the radio. This is largely a result of the local radio types having different physical
(PHY) layers, different medium access control (MAC) portions of the data link layer (DLL),
and, therefore, different device drivers and different utilities (user interface applications) on the

personal electronic device for control of the local wireless radios. Users get confused because



they don't know which utilities they are to use to nmanage and control
which radio in order to use a renote wirel ess device. Thus, there is
a need forwasemgbwsutility that can be used with all aofciszedmesso
radios Ila - lie, to elimnate the need for a user to know what radio
technol ogy is being used to access renote w rel ess devices 14a - 14p,
and allow the user to identify the renote wirel ess device that they
wish to use without regard to the radio or technology used to access
the renote device or the utility used to control the radio.

[0009] Fuyrther, the software developer that is develo
appl i cat fhendoy’ H’é‘lo“ﬁ‘t"ﬁ‘lcpfg IigsdhqygEgio urF faumanege padipasérot ‘Bh’EgFﬁil&lﬂl opggr to use

remt & v floRs Sl ROReIRS, (ele EIdN 9IS fiaie ot SATBERLN with all of the
structures to per orm sim | ar generl ¢ functions (SUCh as

devi ces, losdnwdies 1 Ja di Isclorpliguinateiide ineesior suser talmem what r@h@te\;hnomﬁnmbemg

this con on. I I he, d
f undane n‘?sefEl & QC& ?L‘%r Ee@%ﬁ t\,\ﬂ{% st d&acc?é S 2% n Il{iéj %{“? E#ow fﬁev e?rttg PG%EUQEM{ %glro Eae IS
a need f Wrrelassldeivice that tHegtvishl tb aveswillone tagpelrts theaadiv eatecbhdldgyrimed to access the

App | oot FORE GetchBE Bedth ﬁ}&s‘g@}?{%@gﬁg}ﬁ? i SYJVCL:! Gy, suwaRy
OF THE | NVENT 010] T
syst em and el (Eartosh MesoaEre GO Bt ARCuTomhNErGIoHS tabttls he

advant agpesstiveless Fididses célins@ias adnfoté AeteRss RRRBOMAGIc@EemRdise different command
communi cation protocols and abstracts them such that a user of a

per sonal steicBeesite perEoTRyMEer FFRAGENYNerions (fugh ay ﬁ}ndo@evmewawa digegnupst

wi shi ng f r t t
Fequ 1 o PR A8 defieplerd. WU, igoh i & (ENLACo e ARINE falchy Ml heving
to the gﬁmémnemallyabfferent interfp @9 M}nukmi@bdd:lmd htu@, thare sspeeed farfa wtihity that

HoveoL! Ol SYSOER b3 calhblend A0L SO0 Eides LbeABE: RONBLIEL BRLLRR©

r egar di ngpplibstiohe todceessitiecupcionality b€ aghamtiligt ovi di ng responses to t he
requests; a |local hardware manager nodul e for receiving requests from
the programinterface nodule, formatting generic hardware interface
requests for each radi o, reRiIMMARY)OFSTHE INEENGIBNS to the generic
hardwar e interface requests, and providing the responses to the
programinter

wi th each rad[lfoaﬁﬂEgﬁ{ng a g% |0@%r$%§g{re@%%§%}fsg&¥g@el vg&sﬁﬁ]gﬁ%@ﬁdg?&&%ﬁm
har dwar eddsotitexdham, mémhesd\&mfagmms]yhmm@ah:%pahwMdﬂrtechnalng@eandmduI e,
gener at es nﬁem fic dr| V? FZ gh/ 14019 PCT/ US2007/ 069(?19 to
the assod C3tioR PEt uﬁ E%%‘E Bh RS 58?(8?‘?3 SlReraiEdRce

i nt erf ackgavi itafity &'@E@Sratd’t@d@%fshfnlg(io thakd/ e of @ HEAGE Svitelzsd krice or service
associ ated radio driver nodul es, recejves specific responses fromthe
radi o drisverreaysrd te§n0\§@ﬁé@d&r%@d@@f@filpéc%gls@hg%ege%@sf@an%fqfh%gwen
speci fi cysssponses, and provides the generic responses to the |ocal
har dwar e nanager nodul e. [0012] The system nmay al so include a
renote devic a Lt er

The remote daurEl” ot in Ao ol AR O L RER Yol €
obj ect s peysonak/leedhabicslemmchldm rgresen ddutase modTledousesiving taspéstergarding
appl i cat b an. AUl eckoad s al EEE1 M NYo Bl SOHARL L AL 3 41SPLr A P E NARGE
t he connegtr sta{ (/ nnemg?pansconnecetq}J OF 2 a3°AH ALY aTs HE

t he avai ina&lle fd’reémhengl\teqﬁsfsfﬁ)nd&félpe@sam srearttca gnodhie, forgueng géneric hadgere
t he connectjon stat ufs of the at |east one of the avail able renofe
wirel essm&é@%@guﬁsb* PHeACh PSR AFFeT A 3o R G RROSASAO ¢ EBIA g WaTe nterface

respons ereheeﬁshsncrd&eﬂaﬁl? tﬁ@regﬂbﬁw% HROréRan afdirRe nﬁ;dareumoa‘n ddBSRaidn layer
| east one of said renoie wireless devices fromthe programlnterface

modul e; @aduiprwseened withieaeh radiopbBrrhadeniatigndayes eroduladeneivics Higigeysricthaedware
user 1 nt gi L ACErARRL Fth HRNoIP A Ralctndib 89 nlcdlitc! EGRI1dsMPodi drkvef BlchfRifus

;n:




[0022] FIG 5B is a screen shot of the Console screen of FIG 5A,

wi th an exenplary security credential dialog w ndow presented
thereon. wo2004Q0R8] FIG 6 is a hierarchical construcesr/os2agn@ss1of
an internedi ate | ayer nodul e of the exenplary systemof FIG 2.
[0024] FIG 7 is a class diagramfor an exenplary |ocal hardware
manager nodul e defining an abstract class of the internediate |ayer

nmodul e of FIG 6. WD 2007/ 140198PCT/ US2007/ 069519 [ 0025] FIG
8 is a class diagramfor an exerrpl ary | ocal hardware Obj ect of the
internediate | ayer nodule of FIG [0026], FI G is a class

di agr am ©1t8% %SSQHI%GI e @Weaﬁlt)é%émsgf} 9 th werlach'aﬁe’@re Wf%&q regyestspgends

| nt er medjglgec k@ﬁvef‘?&fﬁhﬁlﬁ% Ex'e@sso@ated radio dfit¥? %Ydduﬁk Qeceiﬂ%s bﬁecﬁi&leéiw%ﬁses
di agram for™ an exenplary renote device nanager nodul

i nt er nedframeéhg rdierdrvatimbéules gEicEtes@eneric respop@g bejed Pn@.le smmﬁs regperises gnd
di agram f termedi ate | ayer
nodul e o? d%@(ﬁlggg&r% rés‘f;”g%g&dtﬁﬁ E@l gd‘&% Ela{?a]g?} I%? ahfgy ti me- sequence

di agram f or a val b ) i nction
of an exenpl ary éylsﬁ% gtgﬁa TELT0 3 L&K{e an%d#?tevareéq Fo %m%%‘%?n{o e%@%%g |§ng

to the iinwefaté spplication modul)IG¢ rdﬁlcﬁie débi’celrﬁanugﬁ'rmolﬁlmefdrlrﬁ)zﬁha@h@%nﬁﬂlﬁdéwce
for an exenpl ar hod for . tii-radiQ control_accordi.n the

| vent i oA SBERER PR S s EELiSt S BN oD REN P PR PR e

[0031] Ags@tihRGedustarbng X A5H tdkhangdnine dbﬂﬁéeﬁoncsftatﬁme I d’cb)»iﬁ‘é& y &iébonnect) of at
di sparate radio_and network technol ogies are unified and abstracted
such _t halead opsef thopwriiablg rersotraislessdevires;aending the reques e gipngetie sennsetion
Service lig, 00kl QHHés'E ﬁeéf‘%h&m Erér'rﬁb@@&rﬁr LiaQheb e t’b&lﬁé o ﬁhﬂféka&-}’
needed to connect e glven eV|ce 'S i's achieve repl aci ng
mul tipl empdndevcazmrahg atdsportse estht eucsier ehapgaethe ourskytmmustczf tlnma'tégiet one of
i ndi vi dual. 0s. Wi th a SI rst t he
under 1 yi i PRt oot i e Hhomitnrbdfe AR AR EnBRE e BnbeiRee
user canthksd, A@diﬁdilﬁd:l’y taéldseafixﬁﬁfeﬁ;e appiRhonvhodileR alsddyi reesviag dotifications of

services on any radi o using the sane neth 0032] A LG
SOFTWARESH? amﬂép%connectm[ SRasathatpyeee nof 1pidlatgd %ﬁw[%frm aﬁwaeweaﬁeﬂsa%nsqt
an exenphhd, AMprQentit theve ndHfitdtiohaditRe g@pt rol according to the
invention, including a User Interface (U) application nodule 18 and
an i nt er nedi a[fomd]axﬁ:rm@ﬁur@s}lgbo hoddRdhg @ aelsmfelt a&a&& oS8 SRS b ndektod for
(SDK)) 20. Al'so shown are: | ocal radios 12a - e, radio driver

nmodul es mehi-radipagnirelrin 6 getsorsl clepleoniodeyiceingindss: sg@f&mgfqrécmaﬁ@dn@l%
2007/ 140

I nterf acé&gﬁﬁ’aﬁﬁ 1?2#%@3?%80 [@E Bﬂmﬁfﬂ Eé?slragfeg|Hnl% 0'1119&0% cc?%vmln%e 53%“
t o a usefromlalwei tngedrdtefouswilable rémaid m&steemMsentwmgnefomstmmas It(E es
(e.g. FI a,- 14n). The | nodul ¢ 20.ser es. t

{r sl a eFols FEme hEBH A1 S o TRt Bl PinPeset v e ety e the
i nt er f acenRPlireladsidevicetlatl aee Qilaslel dnb estiiith@e dico@ctioDeith eﬂe@sZane of the
22g for each of the |ocal radios 12a - 12e. Additi gnall é t he

i nt er medieAole Wisgless deriaen e responselte irseixing 2 remmestdm saiduser establishe par t y
appl i cat {fedthn With tHe &1ddh&@ I{eﬂéiewaésgaeﬁ&g notification adaptation
functions of the internediate |ayer nodule 18 to communicate with and
control the ragif dfﬂegﬁé'thtfm P&%ﬁcludezggmattm a gchQQ3hldv dre RlMRRLE e
noted that the radio driver no es 22a - gepresent SO tvvare

modul es telast tpcsnamb fortahaladyiﬁaﬁmoteomel@pécmasngem@rasag spectigidoivérxemmabdeto

These soft S evice
and oper %"t"ﬁﬁag“e ;?s%e Fhﬁ %% g%&‘%\?ﬁ rﬁm"gﬁ’t’ & ?358%"“63 13 $MUEBe H%Tﬂ‘évafteer m
"dri ver " intdifathRqii@eisendhig the respsastfdxdrszsr @@manda Hga taﬂldtﬁ‘tvet' fibeild ashotiated vith

alimtation on the sco t he cl.aimed i ntion oyl d al so be
noted t h%é'tcgt”’rﬂjé0 PRA e &}Eﬁgﬂﬁﬁtﬂﬂlﬁ g aval%@ rﬁ‘iﬂatet‘X}Eﬁtl‘??éH ?Ceﬁﬁ%%cgé
by the rgghQ.hiphavnahRermbafiact urer. [0035] Additionally, it



[ 0036] B. USER | NTERFACE APPLI CATI ON [0037] FIG 3 through FIG
5B are screen shots of screens froman exenplary User Interface (U)
applicati owomnevil4@es FI G 3 is an Initial screen 30. Fl GCHUS28078069519
Connection Wzard screen 40. FIG 5A is a Console screen 50. FIG 5B
is a screen shot of the Console screen 50 with an exenplary security
credential dialog wi ndow 58 presented thereon. WO

2007/ 140198PCT/ US2007/ 069519 [0038] The Initial screen 30 (FIG
3) provides a user with a choice of using a connection w zard
interface of the Connection Wzard screen (FIG. 4) by selecting a
Connect but t 0B Asdisaily ths metapd ray g‘“f‘ﬁé‘“@%‘ﬁ%ﬁ?“%& %@ﬁC%e% Fequest
SA) by sghfGhd Ngr shd\iQVntRASOL Senktid Fvﬁ*@le%ddeéice in resﬂo%’é?%ce%?hg anotiﬁtcat(i)c]:n of

Connection Wzard screen 40 {FIG 4) provides the user with a se

devi ce ct ehpmge botase abthe egnneetenntand greseminsitea nogificptionde ghewiseie prdsdetermining
cl asses L.l Qw er r val ; ir el

devi cos 1 BhEY ssdFudhs bR bAUATPH BN WFHLE SERPLR MERUESE,
devi ce cteasisingcushssccwrity ceetiagials femathemsacr oss all | ocal radios for
renote wirel ess devices that are devices of the selected class, and

t akes the usei0016] tBeeteConisotadBgmesbeFAd b kdterrin@jo the falosyitadetdiled
avail abl e renpte wrel ess %gg.i ces of .the selected class.

Addi t i ondgsFyption of exrpudary £bodimenis sAd ARNIRES ¢ ake user to the Consol e
Screen 50 (FIG 5A) where all avail able devices are presented w thout
filtering the available I [ [ 0040] The
Consol e screen 50 (FI G %ﬁlfcﬁﬁgﬁmgﬁhﬁ@Fﬁ%@%qu abl e wi ndow
51, a Connected wi ndow 52, and a Display Control w ndow 53. The

Avai | abl e w nd@o17]5 FIGr bis tdeck daglars pf aperednal electonicaferes atingidispdrate radios
availabl e.renpte wreless E?evi ce(f SRR’ Co(ﬁso e screen 50 i)%

di spl ay e EISPFRS O 167MP[081cH ST CURPRUEURG PIHRCOH 18R EBHEBIE HiV¥n
34 of t henlofd Wirélkssseviee ucdsibR througl thea@hdiosisaig tabdigparaenide tebhndlogss.
devices are presented in the Avail able wi ndow 51. However, if the
Consol e screeobf] iIMGI? HH RYEHNASHECK BSgthrh 00hn ERGMPUSE EysEh RS hiulgralio
particul ar device class icon of the Connection Wzard screen 40 (FIG
4), onl ycandrbtesoiingdp dednyadiipes of the sel ected device class will be
di spl ayed in the Avail able wi ndow 51, and an icon corresponding _to

the sel ected @81A1c&I6} dips scxeen shtiof gihindtépl sereenl apiexgmelyrydbist fggriace
wi ndow 5%03licaﬁon chﬁ%‘b]f]tlré &ehﬁ%ﬁﬁ@d@{ﬂg@nsol e screen 50, an

"access int"™ device class en selected. An "access point" icon
54 in the Dis thral, W ' 9l e, '
available r en@? gmaggfe}'sigpao%%g e\}i%g%lll ?gﬂ-lle?l%%dcat eﬁpﬁflé%g%fg%%%@?lﬁﬁpﬁfr
i con 55 Interfaheapiiaaticabheduld sfdbae:sinplatylvwtenagdGsLy, t he singl e

avail abl e renote access point device is identified and di spl ayed

wi t hout regar[@®024 tHIE. bAdad saradishotaf at Kenjobrwiecn aflimexeephary Usenintetfate

is used to.,comunicate.with the avail enote access point, so
that t he®RPAE? 0(5‘5%%‘1%%& theggmp WW&%%afb%g' oncerned with the details

20071 140155PA N2 G0 BREG1Th shor of GEATPE TRRAERIG: ST ETRIar

Wi th an gvalityabddentia Rl Whiek pascl@vthé@en.SUCh as the single
avai l abl e renote access point device, using the exenplary User

Interface (Ulho2s)PlFIGa4 s hidi@rchicEconStRicts Miaram bf S eerABdianaRr ib8ule of
access point 1con 55 fromthe Avail able MAJ%M/SI to the Connected

wi ndow 5the cagmpl@ryisygeraiof EXG.tthe access point icon 55; or 3)
‘right-click on the access point icon 55 and click a "connect" nenu
item 56 on a [B8MIudFIaenis &dass diagragp ton gn axcraplary depat hagdwarp enapagenmodiliec k
action. . 0 i . d.devi ce, the user
may: 1) %ﬁ%%f%ﬂ%f%ég%b&%ﬁgk éﬁ?@gﬁ%%%%ﬁ&%%ﬁ@?ﬁ%ﬁggﬁkgbted wi ndow 52;

or 2) right-click on the device icon and click a "disconnect” nenu



[ 0048] The programinterface (API) nodul e 60 exposes the
functionality of the internediate | ayer (SDK) nodule 20 to the U

appl i cat i owormehvi@1948 and to third party applications 2ecT/wsrEiv6os19

i ncl udes the basic functions of: enunerate avail able renote wrel ess
devi ces, connect / disconnect renote devices, and notification

(i ncluding connection events, disconnection events, security events
and error / warning events). Qther functions of the internedi ate

| ayer (SDK) nodul e 20 as descri bed bel ow are al so exposed through the
programinterface (API%_nDduIe_GO. [ 0049] The | ocal , hardware
manager modul 0B P & ardasy disgramefor s %}l@el%arﬁi%ﬁﬁe@éﬁﬂfﬂg t he

l'ocal ragidfedibeayet BBatIEFPRG k28 - 12e of FIG 1) and provides
col l ection-level Services for operations that are to be perforned

over the entifmg240lfiECH i t14ss 1B ag%lags%'ﬂcgfra?n ﬁﬁ\éh%@énplglly%&&ﬂé'&g&r 8bikct of
renote devices, turn power off ?ro.all | ocal radios (1.é&. "flight
nmode") ) . thAsnterediate lagerimodlale di&l@wvar e nanager nodul e recei ves requests
fromthe programinterface (API) nodul e 60, formats generic hardware

i nterface req8dils FIGr 1kmelrtlasadiagrany for @i eemplensmicte desonaegerfmasiuld of

response,to the eric hard i nterface requests, and provides the
response@eﬂ%ewgggeg%?%ﬁﬂ?ﬁ\eeﬁ@cée (APl) nodul e 60. [0050] FI G

70 I ' for. I I har d . dul
(e g o1, 7 OBl b Al st SR e ey B G e MR
cl ass 70intdrmedisndilay@r mbaile aEFIQ@er ati ons. Exenplary attribute and

operation descriptions for the | ocal hardware nanager class 70 are

cont ai ned i n [pedd1e FIG. T2RIa8 edemplary time-sequence diagram for an “enumerate available
Local Har dwar eManagen: Connect ToDm ce( Renot eDe vice) W|| connect the

| ocal ra¢meta Wireless dewigest dunslign phan sxemplnp st andpethed i mulhragia qontrol
check thg. Wil Bk ihvREohn the RenoteDevice. It wll then decide

whi ch adaptation [ayer nodule to use.

Local Har dvar qyifigeaDl 50806 REIPHGDRNIER) «PLaGRMIS Sicthdds: hBkki
radio to thee[yg%t_e gevjls_cegflg_n t he object. Theafuncti%g wi |1 check t 18
Wi 1 el esscanfrpkadcordinggo Benovesbew.i ce. It will then deci de which
adaptation |layer nodul e to use. Local Hardwar eManagen: Cancel Connect ()
W1l send a cancel to the connection process for the passed in the

har dwar e t ype. DESCRIFHAOSRF EMEMYARY HMBDEHENI SR T FNEHON
(TypeCf Devi ces, DeviceFani|yType) Starts a renmpte device search using
the TypeQ Devjpgss moﬁhg@%e%mﬂm}%oaﬁﬁeh%ﬂhéf QeI dNEa@at YARAR and
passed in can be an OR of all the WO 2007/140198PCT/ US2007/069519

def i ned tewerkdedmnplppies arcuaiiiediand abwineetre ek diint €yper e simeiovnde URR ol whete
vice) W : I Vi i

obj oot . HieERERR of Mok PRApieHR b Bndd Br bR HHalE thhnbbEy nocded
Renpt eDesdnnect td thegiveh devien Thsds echiavied bir replimigaultple e duatntities thap were
use. previously used to manage individual radios with a single utility that understands each of the
underlying radios. This provides a singular user experience where the user can find, connect and

access remote wireless devices and services on any radio using the same methods.
[0032] A. LOGICAL SOFTWARE LAYERS

[0033] FIG. 2 is a functional block diagram of an exemplary system 16 for multi-radio
control according to the invention, including a User Interface (UT) application module 18 and an
intermediate layer object or module (software development kit (SDKY)) 20. Also shown are: local

radios 12a — 12e, radio driver modules 22a — 22g for each of the local radios 12a — 12e, and a



[ 0051] Returning to FIG 6, the adaptation |layer nodul es 62a - 62e
receive the generic hardware interface requests fromthe | ocal

har dwar e nwoageri4o@giul e 61 and generate specific driverrEoUsreoTisosio
their associated radio driver nodul es based on the generic hardware
interface requests. The adaptation |ayer nodul es 62a - 62e then send
t he specific driver conmands to the associated radio driver nodul es
(e.g. 22a - 22g, FIG 2), receive specific responses fromthe radio
driver nodul es, and generate generic responses based on the specific

responses. The adaptation | ayer nodul es 62a - 62e provide the enerl C
res ponse%nrti@afmépnltﬁemn talankre Tnsraggapplicdon gogyle T prowdeﬁ@@@zf waiform

nmentio ne%terﬁ@@{& Ofsef eﬁﬁm%?ﬂ& Aldr AN PRI R ERirBRE devfégﬁ(e FIG 1: 14a—

conprised of a local hardware object 64a - 64e for each
(cor r esptipli g ltlfanae@&tgl W@ahom%em to frm@fe(@la@p@l)sﬁuetms and eiications

adapt er ect.60a - 6ah for t n ocyp|
suppor t elgﬁ:l% ceh tg% Rser I m e face rhcg XOél m?du% B?%nd th&f r’gglég %lgﬁ%jm?% ) Cﬂg for
t echnol ogyh af ihGWScaBraﬂio@ gE:e— il 2ed] Imdd(tmngly, fi2dntefrhddiat@)aytran@inéy 21 dlowsi ng

a nunber of, comrunicatjo rot o ols uet oot h 3. e.qg, 22d, .
B iR oBR I PR hangcessn 27 use i Tishpy pabd npidis it faptation
(e.9. 228mnctidnPof the inteitkd¥kNalerfodile B2b coﬂﬁhﬁmcaﬁa vthQHn@ €ehtfol thelB@io driver

| ocal hardware objects 64a - 64e provide physical radio
char act empdulpcZ2agrdPef uncti ons, such as the MAC address and enable /

di sabl e. The | ocal adapter Ob] ects 65a - 65h provide conmunication
protocol charl@834r iTsshogk! bermgtedibpt thegpdio dsivierrmedylesadp cd2g sapEcsent spiwarcy

nane, g i 4101
artri bt oSRK AE o ARAEh, i R IO BRARLLS P Prd THosP SomidyB iaylss
al so pr omayiakatﬁerfamdbés%acﬂcardevﬂqe dpvargjarahoricratiog fysten pratamnmog] iﬂt@ffﬁ@s, tmﬂ

call dir ctI he.adapt a | aye
fra s 1 et loaR 3RO bR MRikeRe5 2ein Ridngndcd o vt Tgge.
EBG 6) , llmﬂ&fdﬂdjnﬁge stopt of the Olﬁﬁillsdfm@diltlaﬂnslz shaald allsilaaﬁlnofgaﬁlﬁhﬂlﬂfde&adlb dsiSer

, an exenplary concrete, | ocal ! ar e cl ass and an
exenpl ar?‘o@ﬂ?ﬁzzr%t 2 485EaPi WSY‘G@&’%R@ %fﬁla ngwa%%?aﬁ fETat t ri but e
and operatlon descr tlon | ocal rd re class 80 are
cont ai ned in B3] e ﬁ)é hEBlgz’FI”l& ‘H%ﬁ? tha ?/F%%W@g’é‘loaf‘ﬁ?éxemplafy

devi ce agdgtfsscfio EH%‘?mLe’ﬁﬁ@ﬂ HALSRMRreais febudtfo Hject W?ented software, and, therefore
2007/ 140198PCT/ USZOO?/ 069519 the given MacAddress structure.

Local | | athdwemperEntsief the mtfcrrnetdeatctbm (FiRKd whicet 305 d@ﬁalmdé@low, Beertherhsslves
function U
Laoet HoreiE Al o A b B kNS MaRE, hat the finctions ghthe objegts could be

enabl ed #cthiBptisheddy alterﬂataﬁmcmbht&tlshubmczahrhplmiwmmn;sEFhemfﬁiteasomerfehe

onl y be. IR ob e PRbE B~ PR SRR CeRCTPREY FEUCHPRC Y

obj ect '&d&sﬁd@dﬁhaﬂrfoﬁfh'é%arp%&e%to@thlé—&&&hﬁﬂﬁ)h@ﬁ@ﬂﬁ cldgy teefNdow, ibergevi ce

nanme to the user. Local Hardware: : Devi cePat h
“objects” and “modules” refer to any structural and functional implementations of the software

objects described herein.
[0036] B.USER INTERFACE APPLICATION

[0037] FIG. 3 through FIG. 5B are screen shots of screens from an exemplary User
Interface (UI) application module. FIG. 3 1s an Initial screen 30. FIG. 4 is a Connection Wizard
screen 40. FIG. 5A is a Console screen 50. FIG. 5B is a screen shot of the Console screen 50

with an exemplary security credential dialog window 58 presented thereon.



The device path as identified by the device driver

Local Har dwar e: : Get Adapt er s(Devi ceLi st) This function gets al

chil dren adepher0©g this Local Hardwar e. PCT/US2007/069519
Local Har dwar e: : Enabl eHar dwar e() Enabl eHardware wi || use SetupD ***
functions in order to manually force the hardware to an act ual
Enabl ed state. This function should only be called if the Hardware is
currently in a disabled state. Local Hardware: : D sableHar dwar eO Uses
SetupDl *** functions in order to manual ly force the hardware to an
actual Disabled state. is function should only be called if the

Hardware is cl@P3¥ntThe IPWa]afi‘f“‘éHéBl(Fel@ 3t proides a user with gghoige pfysingg j s g
class di @&ﬁl@éﬂofn%zelrﬁ’ﬁﬁérf&g%mh% rCo‘HHécﬁSﬁ W&ﬁdgcreé{:_’@‘l(? l@%?’sela:tﬁ’:}g a@onnect

i ncluding definitions of an abstract | ocal adapter class

exenpl ar Yutteorder entgeingodimctiyyorthe Gdrgotescresh 48 EF162 5Ahh3d86é¢$tleg e Np¢VaC9n501e
concrete Hp%%l UWB hardware class 94. Exenplary attribute and
operatlon dbscrlptlons for the abstract | ocal adapter class 90 are

contai ned in @ | eﬁ}e abI Vklg%r :s%gg {}‘I&e i)nper(\)/VISGS%{le use} w%ta%et%lfldewce

devi ces conne
Local Ad aamriccﬁemmm&ehtﬁ@}awm 6ﬁemotealatraés)s dedtsclasskd wtallod tiouwseeot ed

devi ces, mhlch have.this Loca ter objecgt .as their ren .
har dwar elEHHihS A l%fﬁﬁ@e&“@ami AQféEﬂ Y et o bR o Cﬁ%eéﬁr&‘/ﬂamﬁ gne

associ at gtnMdice dMs§ idoRS Rt sefrch 8G3dsAtaRafadids Tt Rbtelvirdldss dvices that
Hardware State of the Local Adapter is HardwareState Enabl ed, then the

f unct i onare devieesl tRsElccigd glapsargitakgsibe yies to, the Console Screen 50 (FIG. 5A) to
Local Ad aﬂ}lgﬁﬁy teGhAib fSthBleSvireless devices of the selected class. Additionally, a “Choose All”

button 44 will take user to the Console Screen 50 (FIG. 5A) where all available devices are

presented without filtering the available devices by device class.

[0040] The Console screen 50 (FIG. 5A) is subdivided into an Available window 51, a
Connected window 52, and a Display Control window 53. The Available window 51 provides a
display of icons representing the available remote wireless devices . If the Console screen 50 is
displayed as a result of the user selecting the View Console button 34 of the Initial screen 30
(FIG. 3), all available remote wireless devices are presented in the Available window 51.
However, if the Console screen 50 is displayed as a result of the user selecting a particular
device class icon of the Connection Wizard screen 40 (FIG. 4), only remote wireless devices of
the selected device class will be displayed in the Available window 51, and an icon

corresponding to the selected device class is highlighted in the Display Control window 53.

[0041] In the exemplary Console screen 50, an “access point” device class has been
selected. An “access point” icon 54 in the Display control window 53 is highlighted, and a single
available remote access point device is indicated by an access point icon 55 in the Available
window 51. Advantageously, the single available remote access point device 1s identified and
displayed without regard to the local radio or the local radio technology that is used to
communicate with the available remote access point, so that the user does not need to know or be

concerned with the details of the local radio or local radio technology.



The current Activity state for this Local Adapter object

Local Adapt em Maxi mumNunber Of Connecti onsAl | ow ed The maxi num nunber of
connect i onwoadboiedsf or the derived hardware type. PCT/US2007/069519
Local Adapt eml sNewConnecti onAl | owed \Whet her new connections are

al | oned Local Adapt er: Har dwar eType The hardware type of the |ocal

radi o. Local Adapt er: Hardwar eSt ate The HardwareState t of the

Local Adapt er object. Local Adapter::ErrorState The

Har dwar eError State_ t of the Local Adapter object, this function should
only be called after receiving a callback that the Local Hardware

obj ect is w t WlanTeiniiste stoanection Fatangupitable repelgivaENgprae vitre Surb v the

name Loc iaBefEh&8d t HeGick sl HheVexB OberTftbr¥: NGPplicaibh

2007/ 140%@%%%%@55%@%6%?%‘5 e o4 Adapt g holexcpte Efat EerTﬁe %F‘é‘??’ c)e%Bé?aH
18, the user may: 1) drag and drop the access point icon 55 from the Available widow 51 to the
Connected window 52; 2) double-click the access point icon 55; or 3) right-click on the access
point icon 55 and click a “connect” menu item 56 on a pop-up menu 57 that opens as a result of

the right-click action.

[0043] To disconnect from a connected device, the user may: 1) drag and drop the
device icon from the Connected window 52; or 2) right-click on the device icon and click a

“disconnect” menu item on a pop-up menu that opens as a result of the right-click action.

[0044] Changes in connection status are displayed by: 1) moving the device icon
between the Connected window 52 and the Available window 51; and 2) displaying a message in
the lower right-hand corner of the screen (especially useful when the display for the User

Interface (UI) application 18 is minimized).

[0045] FIG. 5B is a screen shot of the Console screen 50 with an exemplary security
credential dialog window 58 presented thereon. If the remote device, such as the available
remote access point device, requires security credentials, or if a service offered by the device
requires security credentials, a security credential dialog window, such as the exemplary security
credential dialog window 58 of F1G. 5B is presented to allow the user to enter their security

credentials.
[0046] C. INTERMEDIATE LAYER (SDK) HIERARCHICAL CONSTRUCTS

[0047] FIG. 6 is a hierarchical constructs diagram of the intermediate layer (SDK)
object or module 20. As shown, the intermediate layer module 20 has a program interface
(Application Program Interface (API)) module 60, a local hardware manager module 61,
adaptation layer modules 62a — 62¢, and a remote device manager module 63. Each of the
adaptation layer modules 62a — 62e is comprised of a local hardware object 64a — 64e for each
radio (corresponding to each physical radio 12a — 12¢ (FIG. 2)) and a local adapter object 65a —

65h for each distinct communication protocol supported by each radio. Remote device objects



Local Adapt en: ScarchTi me The anount of tine the Local Adapter object is
going to take while perform ng a discovery.

Local Adapt WR:20%7AHP¥#ar dwar eo Uses Set upDl *** functi ons PGI/Gy28@/069339
manual |y force the hardware to an actual Enabled state. This function
should only be called if the Hardware is currently in a disabled
state. Local Adapt en: Di sabl eHar dwar e0 Uses Set upDI *** functions in
order to manually force the hardware to an actual D sabled state.
This function should only be called if the Hardware is currently in
an enabl state | A ten t rt t

W Cont or S0 SRR BT RHAERESER AR R S B e rBlborkil s

t o comurnoat eirdkdshievices thai-vielh O FIGEN ce |tself are opened. This
function if successful will put the HardwareState of this

| Local g\dapt er[[}0&8]ﬁC]thcipM@aﬁﬁhtéﬂﬁﬁb}(ﬂHI)Sﬁtﬂh& 60Laip@dﬁé\dﬁﬁhmloﬁglﬂja&‘ th&t op
Is used to Stop this nt er SDK from mana this LocaAapter

obj ect . iafprmedints st @Q&n?%e #blei tee Ubprpliy gpndwgdé%biﬁ adito fixdpatiyt h
the devi ﬁﬁhb%oﬂ@b& %1c@ﬁi€luﬂ«% the!bdsEfin ARATYA bdhd 2R aWhilaBlctrbBodeMicdRs | S
attenpte This shoul d put the HardwareState of this object into a

di sabl eddeyics.connestadiserapice rRIGndicT.oDd nPEqeRemtind Béipg eernection events,

Connect T R‘%f\él Lk Hﬁ%é | tf{}ﬂ:t'

overri ddae{n y&;{%ﬁh%d& rtslb\’g}%gng %E@ts Q%&Oﬁérl %ﬁég{ség (ﬂﬂ?r me;énfét% t he
har dwar eingjpaedifte dayeo(H¥CY moddg/2 s described below are also exposed through the program
Local Ad t EronDevi ce( Renot eDevi ce) Di sconnect to device
w il di %@ﬁé&ﬁftﬁﬁ %@ﬁg{)eDevi ce pass to the function fromthe | ocal
har dwar e r adi ion is for th ase virtu | ass., .

ocal Adapt on: Bdde s el v ebaed mdale o] Tiiiot ¢ “heclmpRtotisers ni s
functi onrepiesénding et [9&dl kRlidslTee. dacabiddapt er2«dfRG! 1) @d@&d@&bblﬂﬁnb@le\rel
connect to an RenoteDevice, then the connection attenpt is to be

st opped. Sem@:%ﬂfmﬁfaélﬁnﬁhgfc%Wéawfpwé@A s he BP%YEGHE@@PNI}%%T@B@G\QFY‘PGS
di Sconneaz&coah#a LE E@?ﬁcﬁe HEN ¢S S 150% Bmo hiPfRh! RabIMRT G1isR HhRle)] M Ssuch, the

defmition is for the base virtual class.
Local Adaloca rh.alrdmarq meRenwodbeitceESaaqueh@ from the program interface (API) module 60,

formats generic hardware interface requests for each radio, receives generic responses from in
response to the generic hardware interface requests, and provides the responses to the program

interface (API) module 60.

[0050] FIG. 7is a class diagram for an exemplary local hardware manager module (e.g.
61, FIG. 6) which defines an abstract local hardware manager class 70, including abstract
operations. Exemplary attribute and operation descriptions for the local hardware manager class

70 are contained in Table 1.

Table 1
LocalHardwareManager::ConnectToDevice(RemoteDe | Will connect the local radio to the remote device in
vice) the object. The function will check the wireless type

in the RemoteDevice. It will then decide which
adaptation layer module to use.

LocalHardwareManager::Disconnect(RemoteDevice) Disconnects the local radio to the remote device in
the object. The function will check the wireless type
in the RemoteDevice. It will then decide which
adaptation layer module to use.

LocalHardwareManager;: CancelConnect() Will send a cancel to the connection process for the
passed in the hardware type.

LocalHardwareManager::InitiateRemoteDeviceSearch | Starts a remote device search using the

(TypeQiDevices, DeviceFamilyType) TypeOfDevices and SharedProfileType filter. The

hardware type passed in can be an OR of all the

10
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InitiateRenoteDevice search is used to start a renote device search
on this Local Adaptcr object. This function will only be successful if
we are w tWorRoei4@E98bl ed Hardware State. This functi on RETUS2HTEEIS1O

| i kely spawn a thread to performthe search, and using call backs to

i ndi cate any Renpt eDevice objects that it discovers during the

di scovery process. Local Adapt en: Unaut henti cat e( Renot eDevi ce) This

w Il unauthenticate with the specified RenoteDevice, which wll
renove any securl ty information we have saved. [ 0055]

and . axnaor ot L ool

Exerrpl a _y Cll. LI I IJUL U Clllu UpLeT at t Un dUSUI H r.l‘lgéf-lﬁéai_lardw ﬁllc \.:Ull\.:l Ul e rouval

2007/ 14 OB g PR ET B Bl £ Ry el o e e

The cu_rrent run state of this wifi device m_theRemoteDevme It will then decide which
Local W Fi Adapt er : Connect ToDevi ce( Renpt eD¢wdapietion Ay dr engaleSo is@a Connect to

t he Renote Device object. All properties nmust be set on this device

obj ect before [ i t t s .1 ncl udes in like SSID, .
Encrypti on, ﬁ #‘%lgp]ingz I:]g‘?(% h?ﬁfj%p %H(}?Ye{)ﬂ‘oaﬁ %— TEGeRYe h Reric
because hdrd@ire @itesaoa reqivstt homask lobacatdWari Askaptendiaseiddonneate(specific

Attenpts to cancel ﬁwconnectlon attenpt that is currently ongol ng.
Local W Fﬁir}&@amrémalﬁﬂsée Hestoeitdmadip dayransiulspbaser 08 thagegeihmévact he

Renot eDel\ﬁ&eeﬁc@e@%es&soTh@@da Mﬁ&ﬁ g&e}rﬁémstéae _l69€ fHen Qéquyl\@E&cfﬁ%Qﬁthr Thi's
definition is r the vice. In Wi device, the renot e

devi ce ieonmoandace thalassyceeédadlmdmvnrw@iales (e.g. 22a 22g, FIG. 2), receive specific
Local W C | ' .
v ey CRANR0k o Be 3680085k o e ANRERRe AR Al £ENL T
when t hereslmméseThimdapmnms layerienmisies G2e 6 HR2Y\plelvidd alpt genediabponkiarto erleml

hardware manager module 61.

[0052] As mentioned, each of the adaptation layer modules 62a ~ 62¢ is comprised of a
local hardware object 64a — 64¢ for each radio (corresponding to a physical radio 12a — 12¢
(FIG. 2)) and a local adapter object 65a — 65h for cach distinct communication protocol
supported by each radio. For example, Ultra-wide Band (UWB) technology allows a single radio
(e.g. 12¢, FIG. 2) to operate using a number of communication protocols (¢.g. Bluetooth 3.0 (c.g.
22d, F1G. 2), Wireless USB Host (e.g. 22¢, FIG. 2), Wireless USB Device (e.g. 22¢, FIG. 2), and
Wilet (e.g. 22f, FIG. 2) protocols). The local hardware objects 64a — 64¢ provide physical radio
characteristics and functions, such as the MAC address and enable / disable. The local adapter
objects 65a — 65h provide communication protocol characteristics and functions, such as device
name, friendly name, get devices, and connect / disconnect remote device. Class attributes and
operations for the adaptation layer modules 62a — 62¢ also provide a “handle™ for the program

interface (APT) module 60 to call directly to the adaptation layer modules 62a — 62e.

[0053] FIG. 8 is a class diagram for local hardware objects (e.g. 64a — 64e, FIG. 6),
including definitions of an abstract local hardware class 80, an exemplary concrete local WiFi
hardware class 82, and an exemplary concrete local UWB hardware class 84. Exemplary
attribute and operation descriptions for the local hardware class 80 are contained in Table 2.

Table 2
| LocalHardware::DeviceAddress | The device address of the LocalHardware object to |

11



Uses SetupDI*** functions in order to manually force the hardware to
an actual Enabled state. This function should only be called if the
Har dwar e iwoQuevieabity in a disabled state. PCT/US2007/069519
Local W Fi Adapt er: : Di sabl eHardware() Uses SetupD *** functions in
order to manually force the hardware to an actual Disabl ed state.
This function should only be called if the Hardware is currently in
an enabl ed state. Local WFi Adapter:: StoPO Stop is used to Stop this
W Cent er SDK from nanaging this Local Har dwar e obj ect. So all handles

to the dew_ce_and_any_mlgm_ng_acl_l_w_t_yum
1hﬁglxmmmd£¢sstsw UIE. 1ol
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. ¢ J , erwise,

Local W L@ﬂﬁuﬁa%m- Wafm fbheaSt AT U 1S USEU TGy o) Lna éy?a vmngdlayshabled
nmanagi ng this Loc war e Obj ect. Thi s| L3, aBeg.t O

comuni CedcaH¥dwhrel: X@orSfatever Or devi ce |11 $erné Hﬁ(ﬂvﬁrﬁﬂﬂ@ﬂﬁé’_t of thtI1ScalHardwaze
functiop if successful wll put the HardhajeSthatiectoh shtld eily be called after
Local Hafware obj ect into an enabl ed st at ¢receiving a callback that the LocalHardware object
Local W Ei Arl;mf er: D annnpm‘ All Devices() YSQWHBWWEI@IQ@\“ ces wil I

di sconngke .
definit qcalHardwar.e Dfmgelia 1 \A.I-F Dev-ee- device driver

Local W FF‘)&%I‘%T"@'W% (it fapferylledis vi ceSeal Eﬁ?ﬁ tiﬁjfr s 4 SRESRITHIRAL s
sear ch e IiEtiwhi: Eﬂaﬁfeﬁarﬂwir@(ﬁml € Jdevice *’%ﬁb(}eﬂaﬁ\ﬁlaré\mﬁse'sgﬁﬁﬂmﬁﬂ%ﬁs%

object.|This function wll only be succes slitho hdnuRroRE Be Wirdwhic o @Rctual
Enabl ed| Har dwar eSt at e. Th| s function w | | Enabsd stdtd. Kied fyncspakaldanly by eeked if

to perfprmthe search, and using call backseHadvands aaerdy mmgdisabled state.
Renot e DelxiceldanglypregPisableHardwpreO di scover s durUSﬁ? ttlnﬂi”‘*dﬁ@@@m de focreaugBy
Local W Fi Adapter::PriorityList The priori &g{f}\%’g@l{c (@g. This
for thips device. Local WFi Adapter::Priori ﬁ%ﬁ‘u EFter
t he aut ermatt—c Pt ror ty—connecttons are € Id.UI cu

Local WFi Adapter:: | PAddress The I P address associated with this
W rel ess net VWBM]C&?‘IG. 9 is a class diagram for local adapter objects (¢.g. 65a — 65h, FIG. 6),

including definitions of an abstract local adapter class 90, an exemplary concrete local WiFi
adapter class 92, and an exemplary concrete local UWB hardware class 94. Exemplary attribute

and operation descriptions for the abstract local adapter class 90 are contained in Table 3.

Table 3

LocalAdapter:: GetDevices(...) Gets all devices connectable from this LocalAdapter

LocalAdapter::GetConnectedDevices(DeviceList) Gets a list of connected devices, which have this
LocalAdapter object as their parent hardware, and are
connected.

LocalAdapter::ParentHardware The Hardware associated with this local device

LocalAdapter::Enabled If it is Hardware State of the LocalAdapier is
HardwareState Enabled, then the function returns
TRUE, and FALSE otherwise.

LocalAdapter:: ActivityState The current Activity state for this LocalAdapter
object

LocalAdapter::MaximumNumberOfConnectionsAllow | The maximum number of connections allowed for the

ed derived hardware type.

LocalAdapter::IsNewConnectionAllowed Whether new connections are allowed

LocalAdapter:: HardwareType The hardware type of the local radio.

LocalAdapter:: HardwareState The HardwareState t of the LocalAdapter object.

LocalAdapter::ErrorState The HardwareErrorState_t of the LocalAdapter
abject, this function should only be called atter
receiving a callback that the LocalHardware object is
within an error state.

LocalAdapter::DeviceName The device name

LocalAdapter::FriendlyName The friendly name for this device.

12
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2007/ 14p¢8

ﬁﬁ%&eﬁﬁ‘g@ﬁmﬂam&arch()

InitiateRemoteDevice search is used to start a remote
device search on this LocalAdapter object. This
function will only be successful if we are within an
Enabled Hardware State. This function will most
likely spawn a thread to perform the search, and using
callbacks to indicate any RemoteDevice objects that it
discovers during the discovery process.

LocalAdapter::Unauthenticate(RemoteDevice)

This will unauthenticate with the specified
RemoteDevice, which will remove any security
information we have saved.

[0055] Exemplary attribute and operation descriptions for the concrete local WiFi

adapter class 92 are confained in Table 4.
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Tabl e 6

| ast seen in any state except for

Renot eDevi ce: : Ti meLast Seen The tinme at which this device was

Unknown

Renot eDeviwe:2ochiawikbsist Connected The |ine that this devima/ywre7iasio i n
a connection state. RenpteDevice:: Devi ceAddress The Mac Address for
note Device object. Not all Wreless Renote Devices will have
one RenoteDevice::ErrorState The Renote

this Re

Error State for this device.

This should only be queried after the state is reported to be in
Manager The Renote Devi ce manager.
: Aut henticationState The current authentication state of

error.

Renot eDevi ce:

t he Rem

Renot eDevi ce: :

connect
current
Renot e[

tpr)p\/ i ce Rprmt eDevice::Caon
-.t H A i a

Tt e m Lt

evi ce: : Devi ceFam |y The Devi ceFam

an m‘ e_The current

y ttcmpts to Conncct to the Rem e Device object.

1l pr musE\pe set pn this device object before
a¥hn§ his ﬁ1 gs'likc 531D,
Encryption, Authentication, ete. This function will not
block, because it creates a new thread.

LocalWiFiAdapter:; CancelConnect()

Attempts to cancel any connection attempt that is
currently ongoing,

LocalWiFiAdapter::DisconnectFromDevice(RemoteDe
vice)

Disconnects the RemoteDevice pass to the function
from the local hardware radio. This definition is for
the LocalWifiDevice. In the Wifi device, the remote
device is not actually used in this call.

LocalWiFiAdapter::Disconnect()

Disconnects the local device from whichever remote
access point is connected to it. This can be used when
the remote device is unknown.

LocalWiFiAdapter::EnableHardware()

Uses SetupDI*** functions in order to manually
force the hardware to an actual Enabled state. This
fimetion should only be called if the Hardware is
currently in a disabled state.

LocalWiFiAdapter::DisableHardware()

Uses SciupDI*** functions in order to manually
force the hardware to an actual Disabled state. This
function should only be called if the Hardware is
currently in an enabled state,

LocalWiFiAdapter::Stop(}

Stop is used to Stop this WiCenterSDK from
managing this LocalHardware object. So all handles
to the device and any ongoing activity with the device
is halted, and no further communication with the
device is attempted. This should put the
HardwareSiate of this object into a disabled state.

LocalWiFiAdapter::Start()

Start is used to Start the WiCenterSDK managing this
LocalHardware object. This is when handles to
communicate with the driver or device itself are
opened. This function if successtiil will put the
HardwareState of this LocalHarware object into an
enabled state.

LocalWiFiAdapter::DisconnectAllDevices()

DisconnectAllDevices will disconnect all remote
devices [rom the Iocal hardware radio. This definition
is for the LocalWifiDevice.

LocalWiFiAdapter::InitiateRemoteDeviceSearch()

InitiateRemoteDevice search i used to start a remote
device search on this LocalHardware object. This
function will only be successful if we are within an
Enabled HardwareState. This function will most likely
spawn a thread to perform the search, and using
callbacks to indicate any RemoteDevice objects that it
discovers during the discovery process.

LocalWiFiAdapter::PriorityList

The priority Device collection list for this device.

LocalWiFiAdapter::PrioricyConnectionsEnabled

Whether the automatic priority connections are
enabled.

LocalWiFiAdapter::TPAddress

The IP address associated with this wireless network
card.
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Renot eDevi ce: : Devi ceType The Hardware type of the RenoteDevi ce.

Renot eDevi ce: : Connected TRUE if the device has a Connected state
Renot eDevi we:20idenoie8Name The Renot eDevi ce nane Renot e Derdees20ddrosguel D
The Uni quel D which represents this device. Since all wrel ess devices
seemto have a different way to determ ne this uniqueness, this
function has been made virtual. For instance, it can be: Mic Address,
SSID, or CDID. Inplenmented i n Renot eAccessPoi nt.

Renot eDevi ce: : Signal Strength The signal strength for this

Renot eDevi ce. This function.is virtual, because the mappjng fromth
RSS! val ue tdﬂﬁﬁﬁls RPRRLSEHE Ayt 1C-6. BR IS dgiera Ty Tea Db o B Apmegy o
every RerRhRindFr Rl Rt BNiLdbjRS6a REBP LEIMMING Bic dohr DGR DLHE bYailable remote
Di sconnects fromthis RenoteDevice object. RenoteDevice:: ConnectO

Connect swirglessresicre bt PRupiéans sjherstiilicr remiole deaipe st bidaspadiagd edadete
al | Wrel6d {%%Yaﬁ%?es eﬁgﬁg%g@?éﬂoﬁgbf&@%t@@m&%&géﬁ%u&%fance' a
connectlon.ﬁ t |seﬁe t Ice 1s In

a connecting state, then the

connection w t tQ1R > ] vy
connection st i) 5eﬂs houl %f“%tg d?‘ggiﬁgﬁggél?ﬁrg%gkﬁ%ﬁ%l%%f é ‘Pﬁelg§£ eegﬁ? (f)r om
I ndi cat ebdiiig tshen”cGad pedseratd mnipipleviasessu teassitable remote device presentation, by

Renot eDevi ce: : Repaj.r Connecti gn Repairs connection with t.his

Rermot 6 Dot B3 BELEaTE FIGE\ B D REEREIE 4B SR aarSIRER Srfeeuph Buthod.
connect i RBicPTHE kiamtioR Hight OEcus WIRn & eaHAE wirelchadRica¢é.g. THaI-SI4p /M. d) itself
essentially kill the existing connection, and attenpt to reconnect |f
possi bl ghas disparate radios using disparate radio technologies, and each of the remote wireless device

radios is “seen” by a different radio (e.g. 12a — 12e, FIG. 2).

[0058} FIG. 10 is a class diagram for an exemplary remote device manager module
(e.g. 63, FIG. 6), which defines an abstract remote device manager class 100, including abstract
operations. Exemplary attribute and operation descriptions for the remote device manager class

100 are contained in Table 5.

Table §
RemoteDeviceManager:: GetDevices(Filter, DeviceList) | Return the devices to the user based on the filter.
RemoteDeviceManager:: AddDevice(RemoteDevice) Adds the given device to the internal vector of remote

device objects.

RemoteDeviceManager::DeleteDevice(RemoteDevice) Removes the given RemoteDevice object from our
internal list of devices. This function will also delete
the Remote Device,

RemoteDeviceManager:;FindOrCreateDevice(Hardwa | Creates a remote device object. It will first check to
reType, RemoteDevice, DeviceParent, Options) see if there is a device in the device list with the same
address. If so, it will return the existing remote device.
If not, it will create a new remote device object, insert
it into the list, and return the object to the user.

RemoteDeviceManager;; CreateNewDevice(HardwareT | Creates a new device. This is used to create a device
ype, RemoteDevice, DeviceParent) — that wasn't discovered through a remote device search.
This will usuvally be used for remote access points that
do not broadcast their APs. The return device will be
sent to the SDK using the callback.

[0059] FIG. 11 is a class diagram for remote device objects (e.g. 66a — 66p), including
definitions of an exemplary abstract remote device class 110, an exemplary concrete remote
Access Point device class 112, and an exemplary concrete remote Wireless USB device class
114. Exemplary attribute and operation descriptions for the remote device object class 110 are

contained in Table 6.
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[06601 Exenplary attribute and operation descri ptions”for t he
concrete renote Access Point device object class 112 are contained in

Tabl e 7. Teilxo07A4019Renot eAccessPoi nt: : Si gnal Strengt h Thecishomablie
as a standard enum so all Renote Devices report a simlar type of

connecti on. WO 2007/ 140198PCT/ US2007/ 069519

Renpt eAccessPoi nti: Dat aTransferRate The Data Transfer rate for this
devi ce. RenpteAccessPointi: DeviccSecutity This function will report
if this RenoteAccessPoint is secure or not. The device will be

reported as secure, as long as the Encryption node is not
WEPDI sahled So W2 \WPA__etc. will FMMefe reparted as secure

Renot eA,B%%%‘]B(S‘T“?PE Fmtsﬁ?sq%@n D The Uni quel T4¢ tipg gt hi hipfeuingvas e PR Heny
The Uni ¢+ b SlateexceRt QWH devi-ce-

Tl’\ o
-1 e 1 Ul ||L \) | \) C ||
ensur es Fﬁm‘{%nmce ghr'f’epasﬁ&"%ecf%l i pl e device ghe “T?fha{fﬁls dgvice Wasdsf i connection

Rendt e ACRER Dt DHIR NI KT T OT TRt T O | (gL R I WHalelie8: i ReBBG Dbxﬁ'deabject
Renpt eAccessPoi nt shoul d use t he Net wor Kl Qi BBl @ Rebdid D icbtgll MAE e | T

i S connERémukDeAce:: Baomlta@ACCcessPoi nt : APPar anet Rénste Error State for this device. This
should only be queried after the state is reported to

be in error,
RemoteDevice::Manager The Remote Device manager.
RemoteDevice:: AuthenticationState The current authentication state of the
RemoteDevice.
RemoteDevice::ConnectionState The current connection state of the RemoteDevice.
RemoteDevice:: ActivityState The current activity state of the RemoteDevice.
RemoteDevice::DeviceFamily The DeviceFamily of (he RemoleDevice.
RemoteDevice::DeviceType The Hardware type of the RemoteDevice.
RemoteDevice::Connected TRUE if the device has a Connected state
RemoteDevice::DeviceName The RemoteDevice name
RemoteDevice::UniquelD The UniquelID which represents this device, Since

all wireless devices seem to have a different way to
determine this uniqueness, this function has been
made virtual. For instance, it can be: Mac Address,
SSID, or CDID. Implemented in
RemoteAccessPoint.

RemoteDevice::SignalStrength The signal strength for this RemoteDevice. This
function is virtual, because the mapping from the
RSSI value 1o this SignalStrength_t enum is going
to be different for every Remote Wireless Device

type.
RemoteDevice::Disconnect() Discommects from this RemoteDevice object.
RemoteDevice::Connect() Connects to this RemoteDevice object.. This may
not be possible on all Wireless Devices.
RemoteDevice: :CancelConnect() Used to cancel a connection. If this RemoteDevice

is in a connecting state, then the connection will
allempt 1o be stopped. A callback with the device
connection state should be reccived after calling
this, in order to indicate if the cancel attempt was
successiul.

RemoteDevice::RepairConncection() Repairs a connection with this RemoteDevice
object, this would normally be called when a user
sees a connection problem, but for some reason we
have not. This should essentially kill the existing
connection, and attempt to reconnect if possible,

[0060] Exemplary attribute and operation descriptions for the concrete remote Access
Point device object class 112 are contained in Table 7.
Table 7

RemoteAccessPoint::SignalStrength The RSSI value as a standard enum, so all Remote
Devices report a similar type of connection.
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Al'l of the paranters in the W.ANAPParaneters structure into this
Renot eAccessPoi nt obj ect. Renot eAccessPoi nt: Net workl nformati on The
Net wor kI nfwosbemaége that this Renot eAccessPoint IS USBEATIUS2007/069519
Renot eAccessPoi nt : : Keyl ndex The Key I ndex for this RenoteAccessPoint.
Renot eAccessPoi nt : : HexKeyfi The Hex Key for this RenoteAccessPoint.
Renot eAccessPoi nt hStri ngkeyn The String Key for this

Renot eAccessPoi nt. Renot eAccessPoi nt: : Net wor kl VI ode The Networ k Mbde

for this Renpte Access Point. RenpteAccessPoint::Encryption The
Encrypt ion nmpde for h| c Dnnmf e Access Pgj nf
Renot eA gmmqe?‘fro“ﬂn } R‘?t‘;\n‘!\vlhrln Th

this RepBiokASssEo:: ;EI““ICI%‘ HY eAccessPoi ni ;

R
supportpd Data Rates for this RenoteAcce$ hotted as secure, as long as the Encryptm
Renot eAccessPoi nt:: Connect() This functi idabled.. 'S8 WEOORPA V. f |
device parent in order to connect to thi$wievbeeporddussagevi ce must
not be | Rent@aoeBabtelnigidl e, or thi s cal || Tw Uhiquit®idf this RemoteAccessPoint. The
UniquelD for RemoteAccessPoints 1s the SSID of
the device. This ensures that we don't have muliple
devices with the same SSID.
RemoteAccessPoint::UseNetworkInformation Gets whether or not this RemoteAccessPoint
should use the NetworkInformation structure when
it is connected 1o,

A ccess lfﬁs{;ecur%qor no{1 The dmlce

RemoteAccessPoint:: APParameters All of the paramters in the WLANAPParameters
structure into this RemoteAccessPoint object.

RemoteAccessPoint::NetworkInformation The NetworkInfo structure that this
RemoteAccessPoint is using.

RemoteAccessPoint::KeyIndex The Key Index for this RemoteAccessPoint.

RemoteAccessPoint::HexKey[] The Hex Key for this RemoteAccessPoint.

RemoteAccessPoint::StringKey(] The String Key for this RemoteAccessPoint.

RemoteAceessPoint::NetworkMode The Network Mode for this Remote Access Point.

RemoteAccessPoint::Encrypticn The Encryption mode for this Remote Access
Point.

RemoteAcceessPoint:: AuthenticationMode The Authentication mode for this
RemoteAccessPoint.

RemoteAccessPoint;: SupportedDataRates|] The supported Data Rates for this
RemoteAccessPoint.

RemoteAccessPoint:: Connect() This function will call it's local wifi device parent

in order to connect to this device. This device must
not be in a connected state, or this call will fail,
RemoteAccessPoint::Disconnect() This function will disconnect, if the device is
currenily being reported as connected. The parent
hardware variable must be set, because this
function will require the parent local wifi device to
perform the actual disconnect.
RemoteAccessPoint:; RepairConnection() This function will call its local wifi device parent,
and ensure that this device is already connected. It
will then disconnect, and reconnect.
RemoteAccessPoint;:Unauthenticate() This function will delete all keys stored on this
device. Remove it from any auto connection list it
may be within and change the state to
unauthenticated.

[0061] Exemplary attribute and operation descriptions for the concrete remote Wireless

USB device object class 114 are contained in Table 9.

Table 8
RemoteWirelessUSBDevice:: AuthenticationPINCode
RemoteWirelessUSBDevice;: CDID The CDID for this device
RemoteWirelessUSBDevice:: CK The CK for this device.
RemoteWirelessUSBDevice::SignalStrength The signal strength for this device.
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Renot eAccessPointi: Di sconnecto This function will disconnect, if the
device is currently being reported as connected. The parent hardware
vari abl e nWoR0§y8l4€188  because this function will requi rRCHFRRIGAHFEAL

| ocal wifi device to performthe actual disconnect.

Renot eAccessPoi nt : : Repai r Connection() This function will call its
| ocal wifi device parent, and ensure that this device is already
connected. It will then di sconnect, and reconnect.

Renpt eAccessPoi nti: Unaut henticateO0 This function will delete all

-

_keys st eroteWlrelesSUSBDevice: :REST NETUVE T U T PR O hb) sudioritortids devite. | 9T T TSt

It may crﬂMtlecﬁss@@ﬁD&] @qﬁ@lrﬂ.ﬂg}brj{[‘lﬁ\[ e T1Tj0 uriaut neritr cat ed.

[0061] EXGRRIvAFdkessOEBBdvRETIBBBRGPRET Al | ONTHAZE DR 9P or a8 deViRe

concr et ErénpaiRleWURBDRR&: USBBIastoMetiee 0D] [eThe UNBaSSce 2134 fRrthR d&@Bt al ned I n
Tabl e 9| Rehavbdvaret ssBeBmdvi2M et 3asikitpBDe VI Cle TRUEIF hidévice Bts¢can RihCatliatways be
Renpt eWr el essUSBDevj ce: : CDI D The CDI D |freipm¢dhbesaugtail Wireless USB devices are secure.

Renot eVy RemotodireRmOSEDaviseyTuiquel® CK f or  t |hilke Uéayg Dor this device, which is the CDID.
Renot eVy Renoe3gssBaRh ¢rise: :DijeqiRent®St r engt h) Plaeonespty fion thig fevien JHip upgsipn il ogly
devi ce. VO 2007/ 140198PCT/ US2007/ 0695195ucceed 1f this device is alread¥ connected, and has a

valid parent local wireless usb device.

[0062] D. ENUMERATE AVAILABLE REMOTE WIRELESS DEVICES

[0063] FIG. 12 is an exemplary time-sequence or call-flow diagram for an “enumerate
available remote wireless devices” function of an exemplary method for multi-radio control,
according to the invention. As shown, the user interface application module 18 (or a third party
application 24, FIG. 2) calls into the intermediate layer (SDK) module 20 via the program
interface (API) module 60. The program interface module 60 sends a request to the local
hardware manager module 61 to search for available remote wireless devices. The local
hardware manager module 61 receives the request and formats a generic hardware interface
request, and sends the generic hardware interface request to each adaptation layer module 62a —
62e. Each adaptation layer module 62a — 62e asynchronously generates appropriate driver
commands to its associated radio driver module (22a ~ 22g, FIG. 2). The radio driver modules
then cause their associated radios to poll for available remote wireless devices, and return a list
of the availabie remote wireless devices to the associated adaptation layer module 62a — 62e.
Each adaptation layer module 62a - 62e then generates a generic response identifying the
available remote wireless devices, and returns the generic response to the local hardware
manager module 61, which provides a remote device list to the user interface application module

18 (or a third party application 24, FIG. 2) via the program interface (APT) module 60.
[0064] E. CONNECT TO REMOTE WIRELESS DEVICE

[0065] FIG. 13 is a user connection flow chart according to the invention, including the
steps of: S1302 user requesting a list of available remote wireless devices; S1304 user selecting
an available remote wireless device to which to connect; S1306 determining whether the remote

wireless device requires security credentials to connect; if so, S1308 user entering security
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Renot eW r el essUSBDevi ce: : RSSI The signal strength for this device.
Rer not eW r el essUSBDevi ce: : Dat aTr ansf er Rat e

Renot eW r elvesesd/8BOYi ce: : USBDevi ceType The USB Devi ce TBQIEGS2007/06951%
devi ce. RenoteWr el essUSBDevi ce: : USBCl assOf Devi ce The USB devi ce
class for this device. RenoteWrel essUSBDevi ce:: DeviceSecurity TRUE
if this device is secure, which will always be returned, because al
Wrel ess USB devices are secure. RenoteWrel essUSBDevi ce: : Uni quel D
The Unique ID for this device, which is the CDID.

Renot eW r el essUSBDevyi ce: : Di sconnect 0. Di sconnects fromithis device.
This funtedaHak $h%?8ﬁ?t§}ngsi?e&réqudﬁn% fog f%f‘eiffree@ﬁidgwa?s%ééffyre&%%H%%t ed,
and has gynmadtiofl 1 Pl dév%{iélmrd%!eﬁﬁ%g%%e‘ﬁ%}‘ bfeRonndcBOPRluiRs security
ENUMERATE AVAI LABLE REMOTE W RELESS DEVI CES 0063] FIG 12 s
an exenptradeptigisnit se & Enesst entering) security aredendiglsabd 18 senshing' sepuriip cepdentials to

avai |l abl g .t - W eyl P Actl f | g

For. ml t e el s Fasuy e e b et BIEHR SR RE
user i nt 8r¥24cleteapipirgoelictien themduteetidBproosss svas bompletpdyrif yotaPidi2i matifyorg the
24, FIG 2) calls.into. t .ot ernedi ate. |l aye nmodul e 20 via the
program 1i‘sr‘f% %‘?‘ﬁﬁh“g“f‘% S)tepﬁéhg’eor’é ?O’f%ﬁmﬁ‘rggérsé%%?ﬁ%r face nodul e 60
sends a reque o the local hardware mapager .nodu] e 61 to search for
ova & abl e r endPedic s oty ARl B T 0enER bR Hbdul o
61 recei yeSighRgonseadfskibRNitHodtf fepating f@SNGE kdchiasLiakeinkditiehf Biedetailed
request, and sends the generic hardware interface request to each

adapt at i $scrintipay andguarficlagly dhe spgafic detaispipmpreapiasn cmbgdimendingloscds sgiven
62e asyngk i i : 3 i

ass00i B AGS ApaRReS A ARRLERN A Grlistl 1 GARERIAR, b shirstond
modul es thhwfroma s enadifédationsssitl bieeqresievidenf tosthose sjoidled inf the arhuper rgding this
renote w. |.ces i st 1. i . .
w rel esstBB Rt RImE R aeR 8hhufe sl o itiG PR TR b BT R Egon.
Each adaptation | ayer nodul e 62a - 62e then generates a generic
response identifying the available renote wrel ess devices, and
returns the generic response to the | ocal hardware manager nodule 61
whi ch provides a renpte device list to the user interface application
nodul e 18 (or a third party application 24, FIG 2) via the program
interface (APlI) nodule 60. [0064] E. CONNECT TO REMOTE W RELESS

DEVI CE [0065] FIG 13 is a user connection flow chart according
to the invention, including the steps of: 51302 user requesting a

list of available renote wirel ess devices; 51304 user selecting an
avai l abl e renote wirel ess device to which to connect; S1306
determ ni ng whether the renote wirel ess device requires security
credentials to connect; if so, S1308 user entering security
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WO 2007/ 140198PCMJS2007/ 069519 credentials; S1310 setting security
credential for the selected device; S1312 requesting connection to
renote device; 51314 determ ni ng whet her the connection requires:-
security credentials; if so, 51316 user entering security
credentials; 51318 sending security credentials to the internedi ate
| ayer nodul e; S1320 attenpting to connect to the renote wirel ess
devi ce; S1322 determ ni ng whet her the connection process was
conpleted; if not, S1324 notifyi ngQlA&iEiser and returning to step
S1302, or, if_so, returning to step S1302. [ 0066] One of

or di nary sk|IV”$%S@ﬁ@“BFt will recognize that additional steps and

confi gur t|on aqut departing fromthe teachi ngs of
the inventi onji mfhwgp "Iﬁ‘g%lm&égld? f B‘ﬁ"gﬂ ,"1"%{?‘?8‘ ° §arEe h@ﬂf‘%?ﬁ'ﬂf”fth

speci fi c rethdsaf fispagte radietecmeolopiba inmentiochaetving nidedsome tmotewigiewsen
prinarilygfarg I: n r

ot e S Gl A S B R R R i
becone evi denehinedorrpate wiklpss feces pvaildhis tagach ugio nf saiskodizalify ofridios in

di scl osure an@sjdB¥ td@ceiitban MstrR@bh £618 P 8det do Bech QR LiRSte ?emofe'vlueﬂgs scope
of the clained jnvention.. CLAIMS Wat is clained is : t hod
for multi-radi“®ontrol in a personal electronic device haV|ng a
plurality afresermitlj mﬁmﬁﬁhodiaﬂﬁaﬁaﬁlhlﬂe fc&die@vutcxaﬁmwe@g:i seiﬁ,usérﬁh x@d’;\onse to

envi ronment hr%cewx nfony aﬁon i d;oa%% e?cpto [ 1rc’ess 16 s%neg & av. hq%, d
accessi bl e t hrough AerfeagLipdigge i g aI'FE ?'Fﬁ'? $25ai d

met hod conpsiegishigs 2 @easctdn wngl alt {wrst peamd taad mnpte hfedsssdefmes ggespumde boabl e to
each radio of sl iblealbh ¥ail oot BtiNsl TohEIRANGE L of BCEHY b1Ba2"
instruction froma user to search for aval e renote wreless

devi ces; pres@ﬁ??ﬁ@ﬁ$%ﬂﬁﬂﬁﬁtlon as to avallable renote wreless

devi ces to S er._in onse ecel for tlon i_ndi cati ng
the remole w MErLen Gegriaant foLitabi b rhaph eid S SaDe FEHG o
connect i ovirelagstdavieds ilcdst one of said renDte Wi rel ess deV|ces in
response t stablish a
connect i onq\emrgﬂ%ﬁ%éé{?%g ctah dgg%séﬁ Et%rrf]aén‘g% B&% %aﬁ'é]zr%ﬁ#mqab? Terey ’rgl &i ces.
2. The met hodierigss; nul ti-radi o control of claim1l1l, wherein said step

of searchi %Qnefré%g §REBL vl LEhBSS 15 8h R8RS 1 Q&L}%‘ﬂﬁ&mﬁb@{ rE‘E%tE b0 8es2
generl c hardware interface request tqo search for available renote

Wi rel ess devi{eBEs basA e siq §ipETs pREHRd ey s o nmands to each radio
to search fsaidin\gi bpbikiedfvendhennisieb esh ddeyrmoate Ragetkdomn sahehigeneri c
har dwar e i nt erface request; sending said specific driver conmands to
a radio drivef nodul e associated with each radio; and

recaiving information indicating available remole wireless devices to each radio from each

radio driver module.

3. The method for multi-radio control of claim 2, farther including receiving a disconnect .
request from said user to disconnect from a remote wircless device, and, responsive to receiving
said diseonnect request, disconnecting said remote wireless device from the radic fo which the

remote wireless device is connecied.
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receiving information indicating available renote wirel ess devices to
each radio fromeach radio driver nodule. 3. The nethod for
multi-radio control of claim2, further including receiving a

di sconnect request fromsaid user to disconnect froma renmote- -

wi rel ess device, and, responsive to receiving said di sconnect

request, disc h dioto
wnoh e onba s ot pahgat GRbRES) B SRS LA L ARAA
for nul tio%f# Sarss R yHe ploRIdspnestian batpeen faid peprena) plettonid ﬂwgcemta@;d\rpmqe a

noti fi catvi@RssQbvice Edi@ﬁl@ssboﬁhte%trﬁtoﬂirﬂér RbE, FORBLHIN AMa RAIRARRE o1 d
per sonal Emect roni ff @ ice.and said rempte wrel eSs device fromthe

associ at SFEHYEeS TRASHAR 1RSAIA4EE: present | ng said notification of a

change in st onne n.t.a sa od for
nul ti-radio 2%% r &Oé%frgnu arny iml“?l gF PRE h%(hﬁr uﬂlﬁggﬂwg{ﬁﬁg“’%et her
access t gooedsdo therepiots WEieeE! degige td @bich the tigr b raghestef eonnetion trquirer squist ed
connect i QRAGBHY LELF 58 @&gagﬁhgésc&m}d&é&te!ﬁs&%s b e‘he £t vﬂ%%gé&ebs@

security credentials f ess to t renote wreless device from
sai d || sEeMSHASH W HPYignswety asdentiabdernedes tathe mmotecgestess devics fre

renmot e Wsfi®hs®ss rddfirbet8 rdeBifing SidhettSi8/ crddbn LR HRLNAE P eceiving said
security credentials fromsaid user. 6. The nethod for nulti-radio
control &f clTakmethpd founrtltiesdis mlrd:ldafﬂgmdieﬁﬁhmmluﬂggwﬁﬁhﬁ{gvﬁleﬁeﬁa\ll ce

Of f er ed Q*vﬁ:é]:?fexreﬁ ggh‘)% Ie morteew'?e%ess adegn f%Vhllcg the lISCl‘ T 'L'lCSlfIE% CDHDB(%S ! eglueSt ed
connecti on require securil t cre req UES?qi ng SECUI’I

credent i &eurity Ffeﬁﬁﬂg%ﬁ» feauesErg *WNGF‘F@GIS?@E \ﬁ'pmeald)fwfe@ibemc bryvigaifigred bmiide

Wi el ess e iRlesAidicR Y p NNk SEFY didnhle50eRk hgall Br ﬁxQEerﬁ@e' reldafr for

the service offered in_response to receiving said securit

cr edent | EFROMESP TP ENE A PRI HEial o s sereiss offerrd drom saig “53}\ met hod for
Cor o 3 or Sl o BBt 00 ol Bkt BB st onren
havi ng atadioe@fsmwmte radértedheclngirsd@l @ssvidemere davitzat lesssorrcensswindlas t hr ough
at | east 4Qne ufis 5@ I t i

recei ving % rhg lﬁes%é;’il 1b 95%15?}1 %?gp{ngglasq{d%ﬁm?ﬂf%rdem@rfogﬁ g%v?nﬁ’(rggPormsps Slagw ces
that are a\rﬁiflwam Bapest e huserte peazch fs ramete Wirkpsedejerdrat ere esilehiete e
interface I e@htBFadid;0 sear ch for available renote w rel ess devi ces;
generat i ngfoéﬁ%m fic driver co nds to each radio to search for

avai | abl e P8 8P Eieded vaBIITRe: TERERL i SHChigr Fyailfblsarpate Wislhar e

interface reguéss; sending said specific driver conmands to a radio
driver t with each radi.o. re V|n i nf or mat i

i ndi cat i ngg%\%raﬁfgssg%é&r%%%ﬂcgmﬁm}dg Rl é?/?ocsgaé&? %P\]e F&o W‘fc:leé% each
radi o driver detebased endidpreserrdvwage istilete raqhet; matl on indicating said
available ¢ C%&Mp&%@%e%m g a@hﬂ&ﬁ%ule%éow% B{ﬂg&@ﬁ%iitop the

radi os to whi the remte W reless devices are aval
receiving information indicating ava:]a‘ble remote wireless devices to each radio from each

radio driver module; and
presenting said information indicating said available remote wireless devices to said user

without regard to the radios 1o which the remote wireless devices are available.



8. The nethod for nulti-radio control of claim7, further including’
receiving a request fromsaid user to connect to a renote wireless
device selected fromsaid available renote wirel ess devices, and , .
establishing a connection between said personal electronic devi ce and
said renote wirel ess device using the radio to which the renote

Tl eSS g0V £ dchoR ALy codo) DS HBAE AT f B0 T O
of claim3, furt recel vl ng d user

di sconnecﬁaldwomcanm@m @mmem@ielé%sle@wﬂe@d wa@@s@ebiﬁé’momgmk@ﬁ d

remdte Wdgk8S3d g%m%ﬁl]g_ms&e&d;sﬁb&@s&h Quid ﬁbr%ﬁﬂ%fﬂcﬁohi@ dEBERLEsaM £8bESS
device i s connhected for. multi-radio control of claim

8, furt hé*flr#cﬁ&ﬂeﬂaﬁ%&gﬁ@é@mﬁom@lcaﬁﬁ&ﬂrwwgﬂﬁw’af sgdfdfhge in state of
d t bet d
it 0w ol oL Rgof R Meiainte RS CY ety BGRRR G GRe ARl

presenti rsgtd sk t discinnéck franamsmaﬁwlaalaSMntge anddisstmeding faidmndtecdnigct | on
to sald USRLs romdhe raflo WOLEIh RlaolfWliblessl1Bfikede &RAKER! | N @ personal

el ectronic aving a plurality of radios of disparate radio

technol Ogloes T&a&hw& afr chultadiie cHvi Peaid g, maqmta r6Bling a A6t At@Ion
nodul e, in envi ronment havjn rermt n;l ess ﬁ\“ ces ‘fl d System
kojst BEE

conpr|5|ﬁ@adﬁn%¥56¢%ﬁ$?ﬂP@F?§@E ﬁ%ﬁﬂF@ ¥ gerTopie Ay itedsd

r egar di ngrifeRssietienidneihobssaligaisadieddverasodalomp prsenthgrgid neiEpeimesa t 0
said requ gst s C [ pager nodule for receiving requests
from sai d %’F%E‘rsgatr%‘)?naf‘lc F%gg&ﬁogu formatting generic hardware
interface;r eqﬁ%}%&ﬁl Ay IS 253 oA % a ;fc{%&ﬁl MRS BHRE h&;rfgeasfﬂQﬂ to

said generic hardware interface requests, and providin

r espo n segadies of dFraTaTee BRRUPIREEY Fask B radiny l’%’mgé’ﬂ ass%ﬁ‘r“eéid %'{58? ‘?ﬂ‘”e’ij‘ﬁ"‘ﬁ“?y er
nmodul e aSﬁprénaﬁ'&ﬁel\iﬂhhﬁnﬁaﬁibteMdk&deﬁ&@,haﬂﬁt&ﬁﬁl&bmmmﬂgayer rmdul e:
recei ving said gener re interface r

I
har dwar e e S10] El‘ieén .rf‘gfw%mg‘ga&ﬁgff@ 6?%‘ vré?’otcaz(‘)mﬁ'.‘r%ss& c(S)ﬂ@a d
associ at ed raﬁbﬁdzﬂgne.mnsemdanhwuésased on said generic hardware
interface r I d
associ at ed 5 BT e BERE B e B P
said radio drfoveqmmmebardw@ﬁeaf@qemgu@@ﬁwﬁ@r%%wﬁg@gg@%d on said

speci fic respap3gsswand gé?fef?é’ha?dwﬁﬁa iSerEde SQIEE, Bd HOGRAE SABrelpanssatb d
| ocal hardwar e nmanager 5 12_The systemfor nulti-radio

control of cl%ﬁdrﬁr%imﬂﬁff“ﬁé‘imd%ﬁﬂ ising a renote device

an adaptation layer module associated with cach radio, each adaptation layer module;

receiving said generic hardware interface requests from said local hardware manager
module;

generating specific driver commands to said associated radio driver modules based on
said generic hardware interface requests;

sending said specific driver commands to said associated radio driver modules;

receiving specific responses from said radio driver modules;

generaling generic zesponses based on said specific responses; and

providing said generic responses to said local hardware manager module.
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manager nodul e for managi ng renote device objects for avail able
renmote wirel ess devices. 13. The systemfor multi-radio control of
claim 12, further conprising a user interface application nmodule for:
receiving a request froma user to change the connection status of at
| east one of said avail able renpte wirel ess devices; sending said
request to c connectio - of said
avai | abl elgr e% g)?vtﬁnrq: e@g"r é?/?og{éos]%% %&g;? %th%%oglggém%atr%%ﬁsteagg%ﬁoduI e;
recei vi ngnansgersqiledie napageg rmote devécs pbieats ferrﬁamgélemar@twrma:dm st at us
of said at |east one of said rempte wirel ess devices from said

pr ogr am itht er Pttt Tafieroprd SbAtmA g feierorpu PR RETBeEsT d user .
14. The &yﬁkﬁﬁhf,ﬁﬂu}m{-tl -radio control of claim 13, wherein said user
i nterface ag{gJ jcation dule is further f ece%w n ‘Ffl f.écati ons
‘of a changd*THMEA NS TF™ & PEHIRHTEEES ¢ ﬁ“%‘i"ﬁ%ﬁ’ gr" ohat

el ectronic dwaxhelemdﬂmm&emﬂ@mw rel ess device, and presenting said
notificatiaqn of a Lalen® ser.

15 The sy ruiterds FABREE e botnfioniilf o RAICRH S o GO
request fromranManelssadng@aﬁm@g@@nﬁm¢mFﬂU@tat us of at |east one

of said avq&éeﬁﬂggmrsﬁzpéte sitl: Eﬁh@ﬁ@ cﬂsg@tﬁeec%ndeaua shRgbesk a£1eas@ae pect to
one of said avarl renote wrel ess devij ces, wherein said user

i nterface apprieaRatowHITssfrvires Som s progren ferfers opile: RP%hg whet her
access to SadsehtingRidatspsk b AMdakdrabl e renote wrel ess devices requires
security credentials, and, if so, requesting security credentials

f r om sai d4.userhe syske6 formaitisadingoive! ofitidinil3,rdict said mter kerfage appliseticnonal

el ect roni g dexnisss gﬁyﬁmlﬁﬁl%ﬁéﬂsfoya nde AR oOf cAhSRA Rhkef a6 O

t echnol ogi es, "sal temconprising: searching npeans for sear ch| ng
for avai Iperbqnél efesiipicedeiice a;ridéggwa@wr@@édwﬁguar*fbprgsamalgﬁvw%ﬂﬁP%ﬂyn

r adi os, Fﬁg@@@%gﬂt&oﬁ&@@n\.{b BeH @8, | Nstruction froma user to search
for avai I ab e renote wirel ess devices; indicating neans for

i ndi cati ng. aVEhekﬁ&hﬁofmmﬁ&mlwmebl@ﬁdmﬂéﬂ,lwfes:ntsaldsemudt figen uientor esponse
L0 T eCel Vit hOLRLIBL Ol NER D el ol D Bk 838 AEN G0 1
are avai I'abFe. ang connecti on a connection
with at Itmnecvnen@ff sxdhilehieieiolp Wireless deyices, whgein said o fntorface

application module is further for determining whether access to said one of said available remote

wireless devices requires seeurity credentials, and, if so, requesting security credentials from said

USEr.

16, A system for multi-radio control in a personal electronic device having a plurality of
radios of disparate radio technologics, said system comprising:
searching means for searching for available remote wireless devices, using said plurality of
radios, in response to receiving an instruction from a user to search for available remote
wireless devices;
indicating means for indicating available remote wireless devices to said user in response to
receiving information indicating the remote wircless devices that are available; and

connection means for establishing a connection with at least one of said available remote
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wirel ess devices in response to receiving an instruction to establish

a connection with said at |east one of said renpte w rel ess devices.

17. The systemfor multi-radio control of claim16, further including

means for disconnecting fromsaid at | east one of said renote

Wi rel ess devices in response to receivi ng an i nstructi on to -

di sconnect fr eless devi.ces.

18. The syste &r‘flgsgdg’l e%lln-refesgd'&o 563ﬁltgr nm al m %MI TREP h&él udi ng

means for conmﬂﬂt@aﬁpwfmdxemp@aﬁmbmiemeschanges in state of said

connection wth said at | east one of said renpte-wireless devices in

response Yo r Seeviimr auliigedie pengel o Hlaigy 1oefuiicaimpladingymeang fos disfonaegting

connect i GRym satkSt leddt S6SE QD £@bte wblte;sﬂm& B 1&PdHkd 18 lreckifing P85S0

el ectroni ¢ devige hag a pluralit radi os of disparate radio
“Jagpidnppi

t echnol odi*egect 1R 5§ R "SfclcF V6% havi ng an associ at ed
radio driyer ﬂ%syéte‘?n fo%ﬁihﬁii-rc%f oﬁ%l of QR 1]%' ﬂ&aﬁc]ué‘f}geﬂ%gio?te | ayer

nodul e haV| ng an ramin ardwar e manager
modul e, spmmyRipAtiag Mﬁc#ﬁay@f chpnghg Plestae\%rsfemi ermpagtion ik seidehlest ongaf Wid

plural it Yerfie 4Rk Sevicetil rapénemtraadayhﬁalﬁeaeagarchmgm Sate HHIBF €1 N:
said programinterface nodule: receives a request to search for

renot e WSPREERE- devi ces t hat are aval | abl e to each of said plural | ty

di d
ear oh 197 1 CROPENT BN e YRR a TR P oA T Fabr e SrauT s o
| i st of aadiislofifibmrateendit eciwblogks s®h dbszidpbsalityand chdios hivingtan ntsh@dtelsado

renot e d%ﬁb&%oﬁ?{%%ﬁiﬁsys%& gﬁﬁgm gem)t e device that is available; said
ar

| ocal war e mena recei ves said request to search for
avai | abl e radngmeEdigiedayraaadulsdyyinea o Blgifkee pedde: afcrihespgasragdul e;

formats a gengpaue, E}afrdgma{oﬁuyatxﬁddﬁﬁ@aod*mmtea&wmwmﬁ@fraae,samhabl e
renote wirel ess devices; sﬁ% &{ﬁ‘asal d generic hardware interface

request to se"é?“@“r‘idF‘B?e‘?"’é‘T’ﬁ’J’f’@" 88 devices to each adaptation
| ayer nodul e; saeiaedpradaptfadeimodukayer nodul e: 24 receives sai d generi C

hardware interfacg L eauestiotO el oteﬁneles?mc@s t}é“éar%'a%r%blg

generates appropriaté Frver - connands Sal'd assocl a rad
driver nodul e to sudplehlitvofragivni | abl e renot e devi ces;

sends a request to said Jocal hardware wianager module to search for remote wircless
devices that are available;

receives a list of available remoie wireless devices; and

instantiates a remote device object for each remote device that is available;

said local hardware manager module:

receives said request to search for available remote wireless devices from said
program interface module;

formats a generic hardware interface request to search for available remote wireless
devices; and

sends said generic hardware interface request lo search for remote wireless devices to
each adaptation layer module;

each adaptation layer module:
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receives a list of available renpte devices fromeach said associ at ed
radio driver nodule; and sends said |list of available renote devices
to said | ocal hardware manager nodul e; said renote devi ce manager
nodul e manages sai d renote device objects for said available renote
devi ces; and a user interface application nodule configured for:
receiving a request froma user to view renote wrel ess devices that
are avail abl e t G°EEFFP8FEHEFIvETBiETRsh eguegide seaish (s rampteoriwlesst sai d
plurality of radi asvicsgndi ng a request to search for renote wireless
devices to said intFrnedi er nodul e; receivingrinfornation

te | ; ) nr o
Eisea AP S L RS i o< eoRo et Pl ol

i ndi cating the FEo
per sonal el ect r onisearadin sgalable oamotadedicésnt er nedi at e | ayer nodul e;

receiving a request..h.5e 16,1, . nect. to a selected.renote
wirel ess device: anc aclo@lg‘%{@r]f;&%@éﬁag&b%?%%?ﬁh Seafdeaéstof’%lr‘ii?@%hagwc&e to
said sel ected ren#ouliané| ess device. 20. The systemfor nulti-radio

control of cl ai Bndheialir Slalatilefhol icet B8 118 FirBRBL LEALLARaRIU! ©

is further for.receiving a request froma user to di sconfiec
sel ected r ermia@r’ﬁ?]?t%;{eéf% T@RAgrITROdule ppnageald srmats dsvico ol estsdbnebifig sai d
di sconnect requesilsbldbsaonsvees;iang from sel ected renote wrel ess
device. 21, The r%%gg em_f.or ti -Iradi 2 control of claim19, wherein:
one of said Bdaprati gR TAYEPOWEFIF U™ &eives a specific notification
of a change iwcedting ageqypst fnm agher savielv photealiribss dofices aeli BsavhilbRSAidd
associ ated radi &:&5&1\5@&:&}3@%&usfnggg%ﬁ%@%gaﬂﬁgf, ghotification of

d urali

ot
said change in state of said one sai ) y of radios, and
sends sai d geTBFPE? HBETH ] areh Brrepoiesurelissidadess totraid dnamedistalaze epdule;
nmodul e; sai d leopalg RGN BADRNA B kenttRleRsd BHE: VifPars NalanBBH 84 C
notification of salq iChaﬁ:gﬁ i.n state of sagid one of said plurality of
radi os and send®TOR} §°HE P"dc"’r%’t“?sfaidd%ﬁrf”& atg gy gedultiser i nter f ace
appl i cati on meckivin;a reqnekst ferh daidi s@r toi chuinedt irexseleagiaki61a tvirelbss AB/He] Bd

conmuni cat es 10 11QE s 1 [ of change.in,state of .2 aid one of
sai d pI ar al i tr:;:%'g?ﬁr%%%?%ég&o?@ egeglircancués:eglg? saé SC]CCT.G(? remotewne?:ss d%wce.

20.  The system for multi-radio conirol of claim 19, wherein said user interface application
module is further for receiving a request from a user to disconnect from a selected remote
wireless device, and, responsive to receiving said disconnect request, disconnecting from

selected remote wireless device.

21.  The system for multi-radio control of claim 19, wherein:

one of said adaptation layer modules receives a specific notification of a change in state of
one of said plurality of radios from said associated radio driver module, formats a generic
notification of said change in state of said one of said plurality of radios, and sends said
generic notification to said local hardware manager module;

said local hardware manager module receives said generic notification of said change in state
of said one of said plurality of radios and sends said generic notification to said user
interface application module; and

said user interface application module communicates said notification of change in state of

25



said one of said plurality of radios {o said nser.
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