WO 2020/014369 PCT/US2019/041217

1/8

Service Provider (101)

N N N N N N N N I O I A A | | I I |
v

Service Provider
Smart Card

Contact Pad (104)

=y

1234 5678 1234 5678 Substrate (102)

» Cardholder Name
Identification/ \_Expiration Date

Information (103)

Smart Card (100)

FIG. 1A

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369 PCT/US2019/041217

2/8
Contact Pad (104) -—\' | )
—y |p d
\ J
Antenna (111)
Processing Circuitry (105)
Memory 107
Microprocessor 106
Applet 108
Unique
Counter 109 Customer
Identifier 110

Smart Card (100)

FIG. 1B

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369

PCT/US2019/041217
3/8
Smart Card (201)
F Service Provider
— Smart Card
1234 5678 1234 5678
Cardholder Name
Expiration Date
O
\O°_
Portable _
Communication Fixed
Device (202) Communication
Device (203)

/

/A

W8I/

rd

Server (204)
System (200)

FIG. 2

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369 PCT/US2019/041217

4/8

305 Smart Card Enters Communication Field

v

310 Increment Smart Card Counter

v

315 Synchronize Smart Card Counter and Communication Device Counter

v

320 Smart Card Generates Unique URL

2

325 Smart Card Transmits Unique URL to Communication Device

v

330 Synchronize Communication Device Counter and Server Counter

v

335 Communication Device Transmits Unique URL to Server

v

340 Server Determines if Further Authentication is Required

YES

345 Request Further
Authentication?

350 Server Transmits Information to 360 Communication Device Prompts User for
Communication Device Further Authentication

v

355 Communication Device Displays

Information Received from Server

370 Servicer Declines to Transmit

; o : 65 Further Authenticatio
Information to Communication Device

Submitted?

Method (300 375 Server Transmits Information to

Communication Device

FIG. 3 |

380 Communication Device Displays
Information Received from Server

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369 PCT/US2019/041217

5/8

Select Authentication Method

Enter Password

Receive Security Code

Scan Fingerprint

Account Method
Selection Interface 410

Application
User Interface (400)

FIG. 4A

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/041217

WO 2020/014369

6/8

Otz @oele|
uoneoljusyiny wiidisbui4

s

~N

[ pouiain Jetiouy 1818S ]

uedgS Josoy

Jauueog JanQ
widisbui4 eoe|d

av 'Old

(00%) 8deHsiu| Jesn
uoneolddy

0SY 0B
uoleonusyINy apo) AlInoeg

4 )

[ pourain Jetiouy 10818 ]

ywagns

B

8ap0o) AIINoag INOA Jejug

0zt eoela|
uoleonuUsyINy pJomssed

\

~

[ poulein Jatouy 18jeS ]

ywagns

B =

pJomssed JNoA Jejug

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369

7/8

PCT/US2019/041217

Account Name

Visa Credit

Account Number

******67 8

Outstanding Balance

$1,000.00

Activity

Rewards

Options

Logout

Account Interface 450

Application
User Interface (400)

FIG. 4C

SUBSTITUTE SHEET (RULE 26)



WO 2020/014369

8/8

PCT/US2019/041217

Enter Authentication

 GX

Please ENTER A User Name and Password For This Account

User Name

kkkkkkhhkk

Submit

O
O

Select Other Method

Authentication Interface 510

Account Information

T GX

Logout

Account Name

Account Number

Outstanding Balance

Visa Credit

******67 8

Activity

Rewards

$1,000.00

Options

Account Interface 520

Web Browser

User Interface (500)

FIG. 5

SUBSTITUTE SHEET (RULE 26)



