TI TLE OF THE | NVENTI ON Unaut hori zed Operati on Judgnent
System Unaut hori zed Operation Judgnent Method and
Unaut hori zed Operation Judgnment Program BACKGROUND OF
THE I NVENTION Field of the Invention: [00011 This
invention relates to an
unaut hori zed- oper ati on-j udgnent system
unaut hori zed- oper ati on-j udggent nethod and
unaut hori zed- operati on -judgnment program for
deterrri ning whether an operation received by a

uter is an unauthorized operation. Description of
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unaut hori zed operation
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to determ ne the possibility that an operation is an

unaut hori zed operation. For exanple, a technique has
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unaythorized operation of a computer such as unauthorized acauisition of
information stored on a computer, unauthorized access to a network from
a computer, and the like. For example, methods of verifying authorization
for operation using an ID and password are widely used, however, in this
kind of method it is not possible to prevent unauthorized operation by an
authorized person having an 1D and password, or by a third party who has

improperiy obtained an ID and password

[0003]

In order to handle these kinds of problems, typically judgment has
been performed on a rule basis by registering operation patterns for which
there is a high possibility that the operation is an unauthorized operation
as rules, then comparing operations received by a computer against these
rules to determine the possibility that an operation is an unauthorized
operation. For example, a technique has been disclosed (see patent



detected that there is a possibility that the
operation is unauthorized, comunication is stopped.
However, in judgment on a rule basis, problens exist
in that in the case of an op%gation for an

unaut hori zed i ntention, ong as the operation is
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unaut hori zed access of the network is detected, and a
techni que (see patent document 3) has been dlsclosed

ich the contents of everyday operations are
registered froman operation log of a conputer, and an
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network and unauthorized access of the network is detected, and a technique
(see patent document 3) has been disclosed in which the contents of everyday
operations are registered from an operation log of a computer, and an
operation is determined to be an unauthorized operation when the operation
does not correspond to these.

Patent document 1: Japanese Patent Application Laid-open No. 2002-232451

Patent document 2: Japanese Patent Application Laid-open No. 2002-135248

Patent document 3: Japanese Patent Application Laid-open No. 2002-258972

[0005]
In both of the inventions disciosed in the aforementioned patent
document 2 and patent document 3, operation patterns of the computer are



are set up on one conputer, and use of that conputer

is shared anong a plurality of users, so it is

preferable that profiles to be used as the criteria

for determ ning unauthorized use be set in user units.
However, the follow ng problems exist in the nethod

of using profiles in user units. [0006] First, in the
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that the operation is an unauthorized operation.

[0007]

Also. in the case of creating profiles in user units, when a new user
account is setup on a specified computer. in order to create a highly
reliable profile for the new user, it is necessary to accumulate an
operation log for that user, and during that time, there is a problem in
that it is not possible to perform effective judgment.

[0008]
In order to handle these problems, it is preferable that profiles for
determining unauthorized operation be set not only in user units, but aiso



created efficiently in both conputer units and user
units as the conputer receives various operations.
SUMVARY OF THE | NVENTI ON [0009] Taking into

consi deration the aforenentioned probl ens, the object
of the present invention is jo provide an

unaut hori zed- operati on-j udgnent system
unauthorized-operation-Ludgnent nmet hod and

usetuinheempeter wiitsr as iveell, janth that tjuggmentiber performed from both
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determ ning whether an operation received by a

cgﬁputer i s_an unaut hori zed operation, and conprises:
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operation-receiving neans for receiving instruction

dat a flekingdota agnsidéerhtionrthet aforererticnadt prabdgéms, the object of

operation. a fiLst . profile-creat] Lo
R Prosii, Bvabiidd, P v pPCaE' P Re-pBeratigngudament
coygtemer Urautherédedi-operationdjudymedat ansatbod ogardtht ainauthorized-
storefl in said  |og-data-storage neans, and c_eatinc%_a

f PPePlgPYydgRenhpoRraBfPedelegmining W afigns tgagived by
oOpedthpale? &’ LAAIMRIzEd Sehétaion® WL refeferdifg profiles in both
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nmeans; a second profile-creation neans for, when said
instruction data is one which was received in a state
wWiier 8] sai d conputer was | ogged in a user account,
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steselved, bycsaiddcamputerusanr aperation-reasiidg means for receiving
instruction data for causing said computer to execute said operation; a first
profile-creation means for analyzing tendency of operations performed to
said computer from said instruction data and log data stored in said
log-data-storage means, and creating a first profile which reflected said
tendency of said operations performed to said computer; a first
profile-storage means for storing said first profile that was created by said
first profile-creation means; a second profile-creation means for, when said
instruction data is one which was received in a state where said computer
was logged in a user account, analyzing tendency of said operations which
were executed in said user account from said instruction data and log data
corresponding to said user account which was stored in said
log-data-storage means, and creating a second profile which reflected said
tendency of said operation which was executed in said user account;, a

second profile-storage means for storing, according to user account, said



5 second profiles created by said second
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When creating profiles, an operation from a specific user is identified
by the user ID of the user that is logged in when the operation is received, or
by a user ID that is included in instruction data for the received operation,
and a profile can be created in user units from the operation for the identified
user that is logged in to the computer. When creating profiles in computer
units, profiles can be created for just operations that are performed when the
user is not logged in, or profiles can be created for all operations, including
those that are performed when the user is logged in.



those that are perfornmed when the user is logged in. 6
[0013] Profiles in conputer units and profiles in user
units define operation tendencies of the conputer and
user respectively, so when creating profiles it is
possible to use |og data, whicch is a history of past
operations. 0014 Mreover, this invention can conprise
a | ogi n-detection neans for executing processing for
detecting whether said conputer is in a state |ogged
[ ﬁgid user account or not; wherein when the state
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user that is identified as a first-tinme user, when
3&5 ser executing the operation by the instructi on
is identified as a first-tine user operating the

With this kind of construction, even when the operation to be used for
creating a profile is not performed, it is possible to record a state that a
certain user is using the computer at the instant that it is detected that the
user is logged in, or to record a state that the computer is in operation in the
case that it is not detected that a user is logged in, as an operation log. The
operation log that is recorded in this way can be used when analyzing from
the operating time the operation tendencies of the user or computer, and
creating profiles.

[00186]

Furthermore, the invention can also comprise: a third profile-creation
means for creating a third profile related to an operation executed by a user
that is identified as a first-time user, when the user executing the operation
by the instruction data is identified as a first-time user operating the
computer for the first time; and a third profile-storage means for storing third
profiles that are created by the third profile-creation means; wherein the



conmputer for the first tinme; and a third

profile-storage neans for storing third profiles that
are created by the third profile-creation neans;
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gehéetal anadRatEddoperation judgment from profiles for the computer
being operated, however, with this kind of construction, by further performing
a comparison with the general operation tendencies of the first-time user, it is
possible to perform even more accurate unauthorized-operation judgment.
Users that can be treated as first-time users can be limited to users that are
using the computer for the very first time, or it is also possible to use a
general first-time user profile for the second time and more until an adequate
user profile can be created. In addition to the very first time, it is possible to
set rules for the period that the first-time user profile can be used, such as
specifying a number of logins, specifying the operation time (for example, a
total of 99 login hours), specifying the number of operation days (for example,
a period of 10 days starting from the first operation), etc.



user profile can be created. In addition to the very
first time, it is possible to set rules for the
period that the first-tinme user profile can be used,
such as specifying a nunber of |ogins, specifying the
operation tinme (for exanple, & total of 99 login
hours), specifying the nunber” of operation days (for
exanple, a period of 10 days starting fromthe first
dpénéiion), etc. 8 [0018] Also, in this invention,
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deviation between instruction data for a received operation and a profile of
general operation tendencies, and determining whether or not the operation
is an unauthorized operation can be performed according to whether or not
the score value exceeds a specified reference value. When it is determined
that an operation is an unauthorized operation, it is possible to stop that
operation, display a warning screen on the computer, or sound an warning
alarm. It is also possible to notify the administrator via a network that an

unauthorized operation has occurred.

[0021]

The present invention can also be realized as a
unauthorized-operation-judgment method that uses the respective forms of
construction of the unauthorized-operation-judgment system explained
above. The invention could also be realized as an
unauthorized-operation-judgment program that uses the respective forms of



unaut hori zed operation has occurred. [0021] The
present invention can also be realized as a

unaut hori zed- oper ati on-j udgnent method that uses the
respective forms of construction of the

unaut hori zed- oper ati on- Judgngyt syst em expl ai ned
above. The invention could al'so be realized as an
unaut hori zed- oper ati on-j udgnent programthat uses the
resgstruction fobr rtbeofuriauthmmd-upenamnolﬁdgment system.
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account; and a step whereby, when said instruction data is one which was
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said computer compares said instruction data with said first profile stored in
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was received in a state where said computer was logged in a user account,
said computer compares said instruction data with at least said second
profile corresponding to said user account stored in said second
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said operations executed to said computer and, storing said first profile in a
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was received in a state where said computer was logged in a user account,
analyzing tendency of said operations which was executed in said user
account from said instruction data and log data corresponding to said user
account which was stored in said log-data-storage unit, creating a second
profile which reflected said tendency of said operations which were executed
in said user account, and storing said second profile in a second
profile-storage unit according to user account; and a step of, when said
instruction data is one which was received in a state where said computer
was not logged in said user account, comparing said instruction data with
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sai dwae! #id irentibRPtodetkért With beind able to determine whether or
not a peculiar operation is an unauthorized operation for a computer that is
unable to perform the determination on a rule basis, it is also possible to
perform judgment from peculiar operation based not only on the user, but
also from peculiar operation of the computer. Therefore, it is possible to
cope with cases in which an authorized user performs an unauthorized
operation on a different computer or in which a new user for which a user
profile has not yet been created performs an unauthorized operation, so it is
possible to greatly increase the security of a computer against unauthorized
operation.



profile relating to said conputer. The detection step
can be executed at specified intervals while said
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judgment system of the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS OF THE INVENTION
[0027]

The preferred embodiments of the invention will be explained in detail
below using the drawings. In the explanation below, determining
unauthorized operation will be mainly explained for an example of a
computer that is connected to a network, however, this is just one example of
an embodiment of the invention, and the invention is not limited by this
embodiment, and could just as well be applied to a computer that is used as
a stand alone computer,

[0028]

FIG. 1 is a drawing showing an overview of the unauthorized operation
judgment system of the invention. FIG. 2 and FIG. 3 are block diagrams
that respectively show a first and second embodiment of the unauthorized
operation judgment system of the invention. FIG. 4 is a block diagram
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the operations executed by that user, and creates a node profile and user
profile. Of the profiles that are created in this way, node profiles are stored
in a node-profile-state table, and user profiles are stored in user-profile-state
tables for each user.

[0031]

After a profile is created for an operation executed by a user, next,
judgment is performed to determine whether that operation is an unusual
operation. Judgment is executed by referencing the node profiles stored in
the node-profile-state table, and the user profile for the comresponding user
that is stored in the user-profile-state table and performing deviation
calculation between that operation and a normal operation pattern.
Depending on the contents of the operation, the tables that are referenced
can be for both node profiles and user profiles, or can be for just one or the
other.



When a user executes sonme kind of operation on the
client PC, that <client PC learns the tendency of the
operations received and the tendency of the
operations executed by that user, and creates a node
profile and user profile. O,the profiles that are
created in this way, node profiles are stored in a
node-profile-state table, and user profiles are stored
in user-profile-state tables for each user. [0031]
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of the unauthorized operation judgment system of the invention in which a
client PC performs unauthorized operation judgment on its own, and FIG. 3
shows a second embodiment of the unauthorized operation judgment
system of the invention in which a client PC performs unauthorized operation
judgment in cooperation with an unauthorized operation judgment server.

[0034]

The unauthorized operation judgment system of the invention shown in
FIG. 2 is installed in the processing apparatus 210 of a user terminal 20, and
it determines whether or not an operation received by the user terminal 20 is
an unauthorized operation. The function of the unauthorized operation
judgment system is executed by a learning program 10 and unauthorized
operation judgment program 11 that are stored in the HDD 214 of the
processing apparatus 210. It is possible to use another kind of memory
medium that can store the programs, such as a flash memory or the like,
instead of the HDD 214 of the processing apparatus 210.
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is executed for an output apparatus 23 or external memory apparatus 24.
The learning program 10 and unauthorized operation judgment program 11
can also monitor data that is sent to a network by the processing apparatus
210, and execute a learning and unauthorized operation judgment process
for data that is sent or received over a network.

[0037]

The learning process compares a received operation with log data that
is stored in a log-data-storage unit 14, analyzes the tendency of the
operation, creates profiles from the analysis results and stores a profile for
the entire operation that does not identify the user of the user terminal 20 in a
node-profile-storage unit 12, and stores a profile that identifies the user in a
user-profile-storage unit 13. The unauthorized operation judgment process
references the node-profile-storage unit 12 for general judgment of the user
terminal 20, and references the user-profile-storage unit 13 for judgment of
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The relationship between each of the functions of the unauthorized

operation judgment system of the invention will be explained using FIG. 4.
First, when the user terminal 20 executes an operation, the data-learning unit
100 receives the data for executing that operation. The data-learning unit
100 references the log-data-storage unit 14 and creates a profile which will
become the basis of the peculiar operation judgment.

[0040]

When that operation is performed without logging into the user account,
such as when turning ON or OFF the power supply, the data-learning unit
100 references general log data for the user terminal 20 in the
log-data-storage unit 14 that does not identify the user, then creates a
general profile for the user terminal 20 that does not identify the user and



perform judgnment on a general rule basis, however, in
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F OpraBR B iher P Bt s The JSatAenicitifs ias a kev,

14nd kaprofieis drehteddenyhéy |déiﬂ|f94ﬁ§"a udereiheQliRAtBXhat identified
g ner al proflle for the user terninal 20 that does not

wsenywher logging fhaan pe slpwdeld thacqmpitatien area ptthe RAM
ngqigz cRIrﬁf n'tffﬁstlh% WS Y Lsde conhﬂ@ésl]to% tlﬁkgqéﬂ " and when

e operation is an operation t
Q@@Uﬂgd&l pesfilerthisolfyicag berread, orrin dhe logged itetate; it is also
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BT A A 0pHEL), U RS 5 bt o st e
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| Bt S5 A ot apkiatby et Wi e Grar 1659 hegn identified,
twhER thel GierdtibR id Pfdeived by the same computer, it is also possible to
create a general profile for the user terminal 20 that does not identify the user,

and store it in the node-profile-storage unit 12.

[0042]

Next, a peculiar-operation-judgment unit 110 references the
corresponding profile to determine whether there is a possibility that the data
for executing the operation is for an unauthorized operation. When the
operation is an operation that does not identify the user, the profiles stored in
the node-profile-storage unit 12 are referenced, and when the operation is an
operation that identifies the user, the profile stored in the user-profile-storage
unit 13 corresponding to that user is referenced, and judgment is performed
to determine whether or not that operation is a peculiar operation.

[0043]
The peculiar-operation judgment is performed by calculating the




user in the user-profile-storage unit 13. \Wen the
sane user executes a plurality of operations in the
| ogged in state, the user is identified for each
operation using the user ID that identified the user
when logging in as a key, apgl a profile is created.
When identifying a user, the user ID that identified

the user when logging in can be stored in th
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|I|d!tent|fy the user with that header as a key. For an
operation for which the user has been identified,

when that operation is received by the same conputer,
i[bo44) al so possible to create a general profile for

the user termnal 20 that does not identify the user,

and stiigrether pesulierepriatiomitgament sindr Higk expeutes dhe deviation
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OpRratis wHete the @kble i$peS@r ithah Be reference value, and then
user-profile-storage unit 13 corresponding to that

@esignate ieexeeiie &brogass fa nterewnt that ppembiened t 0
deternm ne whether or not that operation is a peculiar
operation. [0043] The peculiar-operation judgnment is
ped45]r red by cal culating the 18 deviation between the

recei-ved ,operati.on an cornrespondi ng. profile.

oot aRBRIBIBE G hOcr gt SRR BRRien: dinit 110 and
GcuaRcalciaBhi M 1Made@ribeﬂtéﬁbv@saibhﬁ:ttpﬁmic%ﬂiﬁ%@bbﬁat@d but
criteria for the operatjon that is rece

fre Joelelpdods 1 Pregemt fiop exeskting t eagh @5ttBer@Eﬂ9ﬁP§%§ in the
iQAmirde pREFaRTI0 &F uhBBthotiz&8-operation-judgment program 11 that

are stored in the HDD 214, and they are read in order by the CPU 211 that
executes computation using the RAM 212 as a work area.

[0046]

Also, in the explanation above, peculiar-operation judgment is
performed after an operation is received and learning has been performed,
however, processing is not limited to this order, and it is also possible to
perform learning for the operation after the operation has been received and
peculiar-operation judgment has been performed, and then create a new
profile,



[0044] After the peculiar-operation-judgnment unit 110
executes the deviation calculation, a
score-cal culation unit 111 cal culates the possibility
that the operation is an unauthorized operation as a
score. The score can be set 3ccording to the anount
of deviation fromthe profilé that was cal cul ated by
devi ation cal cul ation, and by setting a fixed
reference value for the calculated score, it is
ﬁﬁé % le to determine that the operation is an

uthori zed operation when the score is greater than
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performed, however, processing is not limted to this
?ogl@g and it is also possible to performlearning

or the operation after the operation has been
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patternfor creating a node ile for an operation

fowevighiatith ﬁﬂﬁn@bst@? yser jfpnoy leaaefd in agd canaothe idantifjed, so a
\GeRbrd RbfilbGelatéd AR RbAPURLY is created as a node profile.

[0049]

Next, when the user 1 that started the computer logs in to his/her own
account, the operation of the user 1 logging in is taken to be an event, and a
profile related to that user 1 is created. It is possible to take various
operations that are performed while the user 1 is logged in, such as starting
up applications or operaticns, accessing a network, printing and the like as
events, and from these events as well, profiles related to the user 1 are
created. When the user 1 logs out, it is also possible to create a profile for
the user 1 for the operation of logging out.

[0050]

In the case that another operation such as turning ON/OFF the power
is performed during the time after the user 1 has logged out until another
user logs in, a node profile is created for that operation as an operation that



for which the user is identified. FIG 6 is a draw ng
showi ng a second pattern for creating a node profile

for all operations, and for creating a user profile

for an operation for which the user is identified.

[0048] In the first pattern 0$hovvn in FIG 5, after

the power to the conputer ha been turned ON and the
operation system has been started up, the

doastricdidentdy dhe user. orAfferdbat whayy theeusert 2 dogssin, a profile for

Lovention.i s stapnt. Her t eratj { I ng
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general profile related to that conputer is created as

a node profile. [0049] Next, when the user 1 that
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operation o oggi ng out. [0050] 1In the case that
anot her operation such as turning OV OFF the power is
E@qujrmad during the tine after the user 1 has | ogged
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FHHRES! SiRbe YRR ©mp R8P tdceived the operation, all operations that are

received after tuming ON that computer until the computer is turned OFF can

be the object of a node profile.

[0053]

Also, even when operations that become the object of creating a profile
are not yet executed, it is possible to use the fact that the state of the
computer being turned ON, or that the state of an identified user being
logged in is continuing for creating a profile. In order to do that, it is
possible to activate a program for performing a process at a frequency of
once every hour, for example, it is possible to detect whether the power is
turned ON and whether an identified user is logged in, then create a profile
from that resuit.

[0054]
In either of the patterns explained above and shown in FIG. 5 and FIG.



When determ ni ng whet her an operation received by the
conputer is an unauthorized operation, according to

the same classification as described above, a node
profile is used when the user is not identified, and a
user profile correspondlngjﬁo the user is used when

the user is identified. To “dentify the profiles that
correspond to each of the users, it is possible to use
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[0056]

First, after the power to the computer is turned ON and the
unauthorized-operation-judgment system is started up, a node profile is
~ created for the operation of starting the computer (301). The created node
profile is stored in the node-file-state table (S02).

[0057]

Next, when starting up the computer, the operation related to turning
the power ON is compared with the node profile related to turning the power
ON to the computer that is stored in the node-profile-state table, deviation
calculation is executed (S03), and a score is calculated (S04). The
calculated score is compared with a preset reference value (S05), and when
the score is greater than the reference value there is a high possibility that
the operation is an unauthorized operation and processing is executed to



creating user profiles and the process of using those
user profiles to perform unauthorized-operation
judgnment be perforned at the sane tine for a

plurality of users. For a node profile as well, it is
possible to performthe :rgzess of creating. the
profile and using that profl e to perform

unaut hori zed- operati on judgnent at the same tinme for
atap hesoparations, aymerecspecificallictheqspesss foe starting the computer

Eﬁ]ogtg’ghsﬁ.@@ i'log\évr in :JE?j udgnent systemof this

invention will be explained using the flowhart shown
[ G 7. The flow explained belowis just an
|l e of the processing flow of the

unautdhe tHez 8teP REHA! WREN itk 968 atis foszttAlh e FTefence value, the
i nvention, and the invention is not limted to the

gpgeatiosr is Jpeaived @nsk eantinses Asdisc aMWhemiagiy ferca cedain user is

A e |1 O
FRHIEL ST, B} ulet 1B/ 7 RERaln Bkl FgeRinRpIoe)! ORuser
erciiipiscretdd fow the user tHad peefprmed tise Jogih (809), haddbeaereated
to the.co IS turned apd e
YReL Pl ?e%o'@ﬂemaﬁ PR RN H%@F‘* ﬁ}’iﬁi Hiat corresRppdgtthe user
mm@@tm@f@q&o) s created for the operation of
starting the conputer (S01). The created node profile
is stored in the node-file-state table (S02). [0057]

when starting up the conputer, the operation
related to turning the power ONis conpared with the

node N&xéf when taatauser Iogs tinyr thiereparatiom ohdhe lagin b thateuser is
?gﬁbg?@d WAL al Sis8f O;F r}'eHTEd n%d)e(]ggﬁﬁ()ftfaétf é%t ?fo'?ed 4, the

deVi at fon ti'on Ts exetut €
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more specifically, the process of receiving the login is stopped (514).

[0060]

On the other hand, when the score is less than the reference value, the
operation is received and continues as is. The logged-in user executes
processing such as various applications, and the
unauthorized-operation-judgment system detects activation of a new
application by monitoring writing to the IDE (S15). Monitoring continues
when there is no writing to the IDE, and when writing to the IDE is detected,
a user profile related to the process executed by the written data is created
(816), and the created user profile is stored in a user-profile-state table that
corresponds to the user ID of that user (S17). Activation of an application is
detected by monitoring writing to the IDE, however, it is also possible to
monitor the memory space that is used as the work area for an application,
and detect when a new operation is performed.



[0058] On the other hand, when the score is |less than

the reference value, the operation is received and

continues as is. Wien login for a certain user is

received (S07), the user ID for the |ogged-in user is

identified (S08). A user profile is created for the

user that perforned the |ogiff (S09), and the created

user profile is stored in a user-profile-state table

t hat corresponds to the user |ID of that user (S10).

k@ Next, when that user logs in, the operation of
ogln of that user is conpared with a user
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armfm@egr@ehnaéh%ppl&%wa@ﬁx%fattee 321 lanoo'ﬂ the other hand,
Wi (e dcehd 18 Re¥sahhAin YERRERLe ¥ ﬁéemo‘ﬁ%ﬁﬁ%%f writing to the
activation of a new application y monitoring wit 'ng
{BEtaestinpes ($1%8). Mnitoring continues when there is

no witing to the IDE, and when witing to the IDEis
detected, a user profile related to the process

executed by the witten data is created (S16), and

the created user profile is stored in a
user-profile-state table that corresponds to the user

I D of that user (S17). Activation of an application is
detected by nonitoring witing to the | DE, however, it

is also possible to nonitor the nenory space that is
used as the work area for an application, and detect
when a new operation is perfornmed. 23



[0061] Next, after that user logs in, an operation
related to the start up of an application or the like
performed by that user is conpared with a user profile
related to startup of an application that is stored in
the user-profile-state table orrespondi ng to that
user, deviation calculation i's executed (S18), and a
score is calculated (S19). The cal cul ated score is
cEM@uing8 with a preset reference value (S20), and
mﬁ urél:]e score is greater than the reference value
t e is a high possibility that the operation is an
uhadekmofileestateoiableat i on, and a process for stopping
the operati r, nore specifically, a process of
iﬂ?SPBUH@?ﬁgﬂ?ﬁaﬁﬁpplication is executed (S21). On the
oClient hgnd, when the score is less than the reference
val ue, mpnitoring of witing to the |DE continues
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Processi ng apparatus 210 Learning program 10
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Identify the user ID. S08

Create a user profile. S09

Store in the user-profile-state table corresponding to the user ID. 810
Compare the operation with the user-profile-state table corresponding to the
user |1D, and execute deviation calculation. S11

Calculate a score from deviation calculation. $12

Is the score less than a reference value? S13

Execute processing to stop the operation. S14

End

|s there writing to the IDE? S15

Create a user profile. $16

Store in the user-profile-state table corresponding to the user ID. S17
Compare the operation with the user-profile-state table comresponding to



End Receive a login. SO7 Identify the user ID S08
Create a user profile. S09 Store in the
user-profile-state table corresponding to the user ID
S10 Conpare the operation with the user-profile-state
tabl e corresponding to the ser I D, and execute

devi ation cal cul ation. Sl11 | culate a score from

devi ation cal culation. S12 1s the score less than a
thefuset hd cand eyequis deviationctaleulpiatesSi1®g to stop the

CHELRLS 3%pols hroptAyifoh glelaliol’ | $ge ™0 'O >
Igske spord lekss thambaeferbhee value®sp@RO ng to the user ID.
are the gperation wth tg§1user-proflle-state

17 .Co

xgfute @g&l‘eﬁﬁlﬂﬁ@ ﬂgpt“&e operation- yseéli D, and execute
Eeyi ation cal culation. S18 Calculate a score from
devi ation cal culation. S19 1s the score less than a
reference val ue? S20 Execute processing to stop the
operation. S21 End 28 WHAT IS CLAIMED IS: 1. An
unaut hori zed- operati on-j udgnent system for determ ning
whet her an operation received by a conputer is an
unaut hori zed operation, and conprising: a

| og- dat a- storage nmeans for storing | og data of an
operation received by said conputer; an
operation-recei ving neans for receiving instruction
data for causing said conputer to execute said
oper ation;



a first profile-creation neans for anal yzing tendency
of operations perfornmed to said conputer from said
instruction data and |l og data stored in said

| og- dat a- st orage neans, and creating a first profile
whi ch refl ected said tendengg of said operations
perforned to said conputer; first profil e-storage
nmeans for storing said first profile that was created
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is one which was received in a state where said
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user account which was stored in said log-data-storage means, and creating
a second profile which reflected said tendency of said operation which was
executed in said user account;

a second profile-storage means for storing, according to user
account, said second profiles created by said second profile-creation means;
and

a score-calculation means for, when said instruction data is one
which was received in a state where said computer was not logged in said
user account, comparing said instruction data with said first profile stored in
said first profile-storage means, and when said instruction data is one which
was received in a state where said computer was logged in a user account,
comparing said instruction data with at least said second profile
corresponding to said user account stored in said second profile-storage
means, and calculating a score for determining whether said operation is an
unauthorized operation or not.



wherein when the state | ogged in said user account is
detected by said |ogin-detection neans, said second
profil e-creation means creates a second profile
corresponding to said user account. 3. The

unaut hori zed- oper ati on-j udg gt system of claim 2,
wherein; when the state |oggéd in said user account

is not detected by said |ogin-detection neans, said

f2rst pridfa lupautheaizedroperation-iudgmenyt systems of plaifd [1e further

o] I onmputer. 4. The
u‘EPa[ﬁ?h%Pﬁzed oper ati on-judgnent system of claim2 or
3, Wwhereiloginsddtectiorgimeates dot Ismcnmqwew@am@smr detecting
det e rocessi n cified, int er(yal S

f]ﬁ%@g,rﬁaff &omgutph ﬂ;@,aaﬁfagﬁ loggedyin said user account or not;
LWﬁél,tehﬁ)ri zed- oper ati on-judgnent nethod for determ ning

whet her an operation received by a conputer is an
unaut howhard thy statei leggedrinngaid wierr aceoaind is slatested by said

Qggl:ﬁ g?t@c%ﬁ %@ar{ o@aﬂ%&oﬂhﬁf&ﬁﬁ@a-@@bﬁoﬁ Wér{%%reé%% @ second

an operation recelv
crofile mmsg;spomdmgetm sdid usby aseouhtconput er recei ves
instruction data for causing said conputer to execute
an operation; a step whereby said conputer anal yses

t®ndencyrief ur&&itﬁori:ﬂitﬁbpéra@lﬁﬁ-jad?méhﬁdyétérrﬁ@ﬁ dlaigPepwherein;
fromsalol tructi on data and data .stored in
sai d | og¥ esslgkealpgogdiip said Hﬁ?"e@c%{)'ﬂ" 1% pohdgtected by said

hhmbgétetlice hﬁ%r%abgld ﬁr@ﬂﬁ%?ﬁéic@‘ati%ﬁ' rﬁeﬂﬁ’@ EALdtes a flrst profile

exécuted to sal d conputer, and stores the sane

fofrsaid Qﬁmpill%’rstorage unit; a step whereby, V\,hen sal d
instruction data is one which was received in a state
where said conputer was | ogged in a user account, said
chnput efThenalingudwrizedesperation-jwhyradentp systenmo rofwelaiin Basr 3,
executed in said wuser account fromsaid instruction
d4Ferelihd | og data corresponding to said 30 user

account syl clbgitRgetett® dmidaingicsteb@@sd defedtion’ Sﬂécess:ng at
unit, creates a second profile which reflected said

rsnegied intsrvalsiwhilsoeaie CPBIP UlEH is fin pasration.

5. An unauthorized-operation-judgment method for determining
whether an operation received by a computer is an unauthorized operation
or not, where said computer is provided with a log data-storage unit storing
log data of an operation received by said computer, and comprising:

a step whereby said computer receives instruction data for causing
said computer to execute an operation;

a step whereby said computer analyses tendency of said
operations executed to said computer from said instruction data and log data
stored in said log-data-storage unit, creates a first profile which reflected said
tendency of said operation executed to said computer, and stores the same
in a first profile-storage unit;

a step whereby, when said instruction data is one which was
received in a state where said computer was logged in a user account, said
computer analyzes tendency of said operation which was executed in said
user account from said instruction data and log data corresponding to said



executed in said user account, and stores said second
profile in said second profile-storage unit according

to said user account; and a step whereby, when said
instruction data is one which was received in a state
where said conputer was not &pgged in said user

account, said conputer conpares said instruction data
with said first profile stored in said first
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conmput er does not detect that said conmputer is in a
state logged in said user account in said detection

6t ep. 8Th&haauthorizest-operdtiopgudgrnent method mf dkirhog, tfrther
claim6 or 7, wherein, said detection step is

EREWIBEY: at specified intervals while said conputer

i's in opejatttion s wheréy said computer executes processing for
unaut hori zed- operati on- tj gnent  program fo
detestipgwyhgjher said computer iSin a state logged in “said user account or
not; and

a step whereby said computer creates a second profile
corresponding to said user account, when said computer detects that said

computer is in a state logged in said user account in said detection step.

7. The unauthorized-operation-judgment method of claim 6, further
comprising:

a step whereby said computer creates a first profile of said
computer, when said computer does not detect that said computer is in a
state logged in said user account in said detection step.

8. The unauthorized-operation-judgment method of claim 6 or 7,
wherein,

said detection step is executed at specified intervals while said
computer is in operation.



whet her an operation received by a conputer is an

unaut hori zed operation or not, where said conputer is
provided with a | og data-storage unit storing |og

data of an operation received by said conmputer, and
causes said conputer to exegg a step of receiving
instruction data for causing a|d conputer to execute
said operation; a step of analyzing tendency of
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whet her Safep of, when said instruction data is one which was received in a
state where said computer was not logged in said user account, comparing
said instruction data with said first profile stored in said first profile-storage
unit, and when said instruction data is one which was received in a state
where said computer was logged in a user account, comparing said
instruction data with at least said second profile corresponding to said user
account stored in said second profile-storage unit, and calculating a score for

determining whether said operation is an unauthorized operation or not.

10. The unauthoerized-operation-judgment program according to claim 9,
which causes said computer to execute:

a detection step of executing processing for detecting whether said
computer is in a state logged in said user account or not; and

a step of, when said computer detects that said computer is in a



conmputer is in a state logged in said user account or
not; and a step of, when said conputer detects that
said conmputer is in a 32 state |logged in said user
account in said detection step, creating a second
profile corresponding to sajgzuser account. 11. The
unaut hori zed- oper ati on-j udgnent program according to
claim 10, which causes said conputer to execute: a
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gstep of, when said computer does not detect that said computer is
in a state logged in said user account in said detection step, creating a first

profile relating to said computer.

12. The unauthorized-operation-judgment program according to claim
10 or 11, wherein |

said detection step is executed at specified intervals while said
computer is in operation.



