SYSTEM, DEVICE, AND METHOD FOR COMMUNICATION,
APPARATUS AND METHOD FOR PROCESSING INFORMATION,
COMPUTER PROGRAM, AND RECORDING MEDIUM CROSS
REFERENCES TO RELATED APPLICATIONS The present invention
contains subject matter related to Japanese Patent Application JP
2006-205702 filed in the Japanese Patent Office on July 28, 2006, the
entire contents of which are incorporated herein by reference.
BACKGROUND OF THE INVENTION 1. Field of the Invention The
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present invention relates to, @-system: dgyiseand method for
communication, an apparatus and method for processing information, a

computer program and a recording medium for performing safe and

highly convenient communications with a simple arrangement. 2.
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Jap@hene cawitom Office on July 28, 2006, the entire contents

of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to a system, device, and
method for communication, an apparatus and method for
processing information, a computer program and a recording
medium. More particularly, the present invention relates to
a system, device, and method for communication, an apparatus
and method for processing information, a computer program
and a recording medium for performing safe and highly
convenient communications with a simple arrangement.
2. Description of the Related Art

Contactless IC cards and radio frequency identification
(RFID) are now in widespread use. If a plurality of
contactless IC cards or a plurality of reader/writers

transmits radio wave in communication between known cards



another. This is called RF collision. To avoid RF collision, individual cards
use card identifications (IDs) unique to the individual cards thereof. When
the card ID is used to avoid collision, any reader/writer can read the card
ID. A holder of a card ID is easily identified and privacy of the holder can
be violated. Products may be tagged with RFID to show authenticity
thereof particularly when the products are rare. The RFID attached to a
product is a unique ID. With any reader/writer communicable with the
RFID, the activity of a user who purchases the product can be monitored.
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reaQQQQW%fpggﬂ%bn read the card ID. A holder of a card ID
is easily identified and privacy of the holder can be
violated.

Products may be tagged with RFID to show authenticity
thereof particularly when the products are rare. The RFID
attached to a product is a unique ID. With any
reader/writer communicable with the RFID, the activity of a
user who purchases the product can be monitored.

Near field communication - interface and protocol
(NFCIP) for identifying an IC card and a RFID within a
communication coverage area of a reader/writer is
standardized as ISO/IEC 18092 (NFCIP-1). According this
standard, collision is avoided with the ID unique to the IC
card or the RFID untransmitted to the reader/writer.

Japanese Unexamined Patent Application Publication No.
2005-348306 discloses a technique for protecting privacy.
According to the disclosure, secret shared information is
set up in digital tags of each of the reader/writer and the

RFID, and only a reader/writer having the secret shared



protecting privacy. SUMMARY OF THE INVENTION In the NFCIP-I,
however, unique ID is not transmitted to the IC card and the RFID. The IC
card and the RFID cannot be identified. When each of the IC card and the
RFID needs to be identified, a unique ID of the IC card or the RFID may
be stored in a data area of each chip, and transmitted to the reader/writer
as necessary. In this technique, the unique ID is encrypted to assure
secure transmission, and an authentication sequence to exchange
session key is required. The technique disclosed in Japanese
infgprerarhmhedPatefie Apphtaterr Publicstioh e r2505- 348306 Alicvs the
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pro@@&&%%ﬁ_f‘i% in .two-way cpmmunication, a communication partner
cannot be identified. It is thus desirable to perform safe and convenient
communications with a simple arrangement. In accordance with one
embodiment of the present invention, a communication system uniquely

SUMdeRtifyiig & [domMURIEREBN partner within a predetermined coverage
area - 3_and_transmitting and receiving information in a predetermined
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cannot be identified. When each of the IC card and the RFID
needs to be identified, a unique ID of the IC card or the
RFID may be stored in a data area of each chip, and
transmitted to the reader/writer as necessary. In this
technique, the unique ID is encrypted to assure secure
transmission, and an authentication sequence to exchange
session key is required.

The technique disclosed in Japanese Unexamined Patent
Application Publication No. 2005-348306 allows the unique ID
of the digital tag to be kept secret, but applies to only
one way communication. Since identification information
needs to be kept secret in the RFID performed in two-way
communication, a communication partner cannot be identified.

It is thus desirable to perform safe and convenient
communications with a simple arrangement.

In accordance with one embodiment of the present
invention, a communication system uniquely identifying a

communication partner within a predetermined coverage area



communication with the other within the predetermined coverage area.
The device includes a random number generating unit for generating a
random number, a device encryption unit for encrypting or decrypting
information in accordance with a predetermined algorithm based on a
predetermined key, a device secret key storage unit for storing a secret
key, the secret key being used by the device encryption unit for
encryption and decryption, and being pre-shared with the information
processing apparatus, a communication ID transmitting unit for
andirapsiitfing -tolthe miernTaiohiproeessing appatatas arésponse
containin%a communica]t;on ID, the communication 1D lg]i%?el%
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secret key by the device encryption unit, the random number being
comg@enearatedi by thei rendoRrenwnber generating trit irespoasertichapoll
transmitted from the information processing apparatus, and a device
covgaRsHittiitE and rékeivifgvdriefor iahsafitting of Fackivingiffornation to
or from the information processing apparatus, the information being
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The information processing apparatus includes an apparatus encryption
accuiitl facencrypting: opdecryptineh infexnatioybiniaceardancedvith a
predetermined key, a device secret key storage unit for
storing a secret key, the secret key being used by the
device encryption unit for encryption and decryption, and
being pre-shared with the information processing apparatus,
a communication ID transmitting unit for transmitting to the
information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the random number
with the secret key by the device encryption unit, the
random number being generated by the random number
generating unit in response to a poll transmitted from the
information processing apparatus, and a device transmitting
and receiving unit for transmitting or receiving information
to or from the information processing apparatus, the

information being encrypted or decrypted by the device

encryption unit using as a key the random number generated



an algorithm predetermined based on a predetermined key, an apparatus
secret key storage unit for storing a secret key, the secret key being used
by the apparatus encryption unit for encryption or decryption, and being
pre-shared with the device, a communication ID storage unit for storing
the communication ID contained in the response transmitted and then
received from the device in response to the poll, the communication ID
being as an identifier for uniquely identifying the device as a
communication partner, a random number acquisition unit for acquiring
by theerahdofPRUMBEREY dieehAstingithe comdrhunicalien 1D fatrhe seeret
key with the aﬁy;aratus encr lp&ign unit, and an apparatus transmitting and
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number as a Key acquired by the “random number acquisition unit with the
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communication with the other within the predetermined coverage area.
devike, a communication ID storage unit for storing the
communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being as an identifier for uniquely
identifying the device as a communication partner, a random
number acquisition unit for acquiring the random number by
decrypting the communication ID with the secret key with the
apparatus encryption unit, and an apparatus transmitting and
receiving unit for transmitting or receiving information to
or from the device, the information being encrypted or
decrypted with the random number as a key acquired by the
random number acquisition unit with the apparatus encryption
unit.

One embodiment of the present invention relates to a
communication method of a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in

a predetermined communication protocol, the communication



method including steps of generating a random number, transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying the
information processing apparatus as a communication partner, and being
produced by encrypting in accordance with a predetermined algorithm
with a secret key pre-shared with the information processing apparatus a
random number generated in response to a poll transmitted from the
information processing apparatus, transmitting or receiving information to

sy sgefrorintAe WsfoReiation processing apparabis) the informaticrresiagng
encr %ted or qa?cr pted in _accordance with the al(gorithm with the
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received from the device in response to the poll, the identifier being used
me ttoddentiy unigquely the-devied agen commuijcations paidnen acgdiring the
random number by decrypting the communication ID in accordance with a
tr aprdleteriiged algorithm uSmgithe isterétiesasre ishared matha thesdevice,
and transmitting or, receivi%% information to or_from the device, the
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embodiments of the present invention, the device generates the random
a chwabearn, denseiitsdertheer, and being produced by encrypting in
accordance with a predetermined algorithm with a secret key
pre—-shared with the information processing apparatus a
random number generated in response to a poll transmitted
from the information processing apparatus, transmitting or
receiving information to or from the information processing
apparatus, the information being encrypted or decrypted in
accordance with the algorithm with the generated random
number as a key, storing as an identifier the communication
ID contained in the response transmitted and then received
from the device in response to the poll, the identifier
being used to identify uniquely the device as a
communication partner, acqguiring the random number by
decrypting the communication ID in accordance with a
predetermined algorithm using the secret key pre-shared with
the device, and transmitting or receiving information to or

from the device, the information encrypted or decrypted in

accordance with the algorithm using the acgquired random



information processing apparatus the response containing the
communication ID, the communication ID uniquely identifying the
information processing apparatus as the communication partner, and
being produced by encrypting in accordance with the predetermined
algorithm with the secret key pre-shared with the information processing
apparatus the random number generated in response to the poll
transmitted from the information processing apparatus, transmits or
receives information to or from the information processing apparatus, the

numipfgrnation Betng encrypted or decrypted in accordance with the
algorithm with the genji@%ed random number sta%key. The information
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in response to the poll, the identifier being used to identify uniquely the
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a device in a communication system uniquely identifying a
t heCQrBuMicationpadtner ydthirt arpredeterinedwoveageaiearre-shared
with the information processing apparatus the random number
generated in response to the poll transmitted from the
information processing apparatus, transmits or receives
information to or from the information processing apparatus,
the information being encrypted or decrypted in accordance
with the algorithm with the generated random number as a key.
The information processing apparatus stores as the
identifier the communication ID contained in the response
transmitted and then received from the device in response to
the poll, the identifier being used to identify uniquely the
device as the communication partner, acquires the random
number by decrypting the communication ID in accordance with
the predetermined algorithm using the secret key pre-shared
with the device, and transmits or receives information to or
from the device, the information encrypted or decrypted in
accordance with the algorithm using the acquired random

number as the key.



and transmitting and receiving information in a predetermined protocol,
the communication system including the device and an information
processing apparatus with one performing wireless communication with
the other within the predetermined coverage area. The device includes a
random number generating unit for generating a first random number, a
device encryption unit for encrypting or decrypting information in
accordance with a predetermined algorithm based on a predetermined
key, a device secret key storage unit for storing a secret key, the secret
key BeirgjirseliByE the @eviceerierpsthtuninfor ehefptivh trges to a
decryption, and being pre-shared with the information %roces in
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communication ID, the communication ID uniquely identifying the
andinforaradieontyroeessing apparaius ag a eammunicationipartner, and being

an ID encrypted from the first random number with the secret key by the
pred@vies driteyhtionAidc e fifst eandoim Wuhiser ing generated by iheng

random numbergggnerating unit in response to a poll transmitted from the
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information processing apparatus, the information being encrypted or
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number generating unit for generating a first random number,
a device encryption unit for encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key, a device secret key storage
unit for storing a secret key, the secret key being used by
the device encryption unit for encryption and decryption,
and being pre-shared with the information processing
apparatus, a communication ID transmitting unit for
transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being an ID encrypted from the
first random number with the secret key by the device
encryption unit, the first random number being generated by
the random number generating unit in response to a poll
transmitted from the information processing apparatus, and a

device transmitting and receiving unit for transmitting or



number generated by the random number generating unit. The

communication protocol of the communication system may include a near

field communication interface and protocol -1 (NFCIP-1) standardized as

ISO/IEC 18092. The communication ID transmitting unit may embed as

the communication ID an NFC identifier in accordance with NFCIP- 1, the

NFC identifier being used in RF collision avoidance and single device

detection. The device may further include an ID storage unit for storing a

ID unigue to the device. When a request to read the unique ID is received
recRamithe infofraaticn britessingr apparatisi thé Beviceadnteyptionaafis sing
encrﬁgts the unique_ ID stored on the ID storage unit usingﬁ?\s a key th
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communication ID transmitting unit may embed as the

communication ID an NFC identifier in accordance with NFCIP-

1, the NFC identifier being used in RF collision avoidance

and single device detection.

The device may further include an ID storage unit for
storing a ID unique to the device. When a request to read
the unique ID is received from the information processing
apparatus, the device encryption unit encrypts the unique ID
stored on the ID storage unit using as a key the first
random number generated by the random number generating unit
and transmits the encrypted unique ID to the information
processing apparatus.

The device may further include a determination unit for
determining whether the unique ID has been encrypted and
then transmitted to the information processing apparatus.
When the determination unit determines that the unique ID
has been encrypted and transmitted to the information

processing apparatus, the device transmitting and receiving



the device encryption unit to encrypt or decrypt information to be
communicated with the information processing apparatus using the first
random number generated by the random number generating unit and a
second random number encrypted with the secret key and transmitted
from the information processing apparatus during the poll or a next
transmission of the poll. One embodiment of the present invention relates
to a communication method of a device in a communication system
uniquely identifying a communication partner within a predetermined
unigovrage area and dansitifg BrETereiving infernkatickriAminicated
redetermi%ed rotocol, the communication system including the device

"1 ind AR inforRatier proteRsingT apparatas Rith bndSerforming wireless
communicationwith the other;within the predetermined coverage aiea: o1
The method includes steps of generating a random number, transmitting

t hetodbe informatien ptacessingiappasatisa fespenseseartgipingiaformat ion
communication ID, the communication ID uniquely identifying the

to ipforAration precéssing appardiss as feomminicationqsdr et Jandbeingt us
.produced by encrypting in accordance with a predetermined algorithm

uSH3ith WSecteti@y HréSREred T theMSihiatich procésking aPparatis 4 er
gene}ddApdomumberproduced iy responsk 1o apalltransmitied from;the

information processing apparatus, and transmitting or receiving
t heinferaasionk the iafarmationieing eacrypted @he information
processing apparatus during the poll or a next transmission
of the poll.

One embodiment of the present invention relates to a
communication method of a device in a communication system
uniquely identifying a communication partner within a
predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication
system including the device and an information processing
apparatus with one performing wireless communication with
the other within the predetermined coverage area. The
method includes steps of generating a random number,
transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in

accordance with a predetermined algorithm with a secret key

pre—-shared with the information processing apparatus a
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decrypted in accordance with the algorithm using the generated random
number as a key. One embodiment of the present invention relates to a
computer readable program for causing a device to perform a
communication method of the device in a communication system uniquely
identifying a communication partner within a predetermined coverage area
and transmitting and receiving information in a predetermined protocol,
the communication system including the device and an information
processing apparatus with one performing wireless communication with
rangheipthefwRkinthe piedsteiminedsaoverayd area. ThelcomplEr brsg@am
includes steps of e,neratingaoa random number, transmitting, to the

L ofiforiiation pHoEESsITg aBparatis H espBREE CoMtaminga ~ransmitting
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information processing apparatus as a communication partner, and being
decprpdtiead by enctyptingn teaccordance-wih gopretdeterminedyalgoathm

with a secret key pre-shared with the information processing apparatus a
gengndeatnimberProtutednin 2esponsette a poll transmitted from the

information processing apparatus, and transmitting or receivin
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comPith he algofthm using the .11 generated rgndom nymher,as akey.Jp, 5

accordance with embodiments of the presentinvention, the random
comfwimbesisigenearatedodhe fespensecontaining thecommunication system
uniquely identifying a communication partner within a
predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication
system including the device and an information processing
apparatus with one performing wireless communication with
the other within the predetermined coverage area. The
computer program includes steps of generating a random
number, transmitting to the information processing apparatus
a response containing a communication ID, the communication
ID unigquely identifying the information processing apparatus
as a communication partner, and being produced by encrypting
in accordance with a predetermined algorithm with a secret
key pre-shared with the information processing apparatus a
random number produced in response to a poll transmitted
from the information processing apparatus, and transmitting
or receiving information, the information being encrypted or

decrypted in accordance with the algorithm using the
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communication ID is transmitted to the information processing apparatus.
The communication ID uniquely identifies the information processing
apparatus as the communication partner, and is produced by encrypting
in accordance with the predetermined algorithm with the secret key
pre-shared with the information processing apparatus the random number
produced in response to the poll transmitted from the information
processing apparatus. The information being encrypted or decrypted in
accordance with the algorithm using the generated random number as

gengveKkesAds riransHiittedBrTeceived. ®AF embodiment of the present
invention relates to an, irﬂ‘ormation_processin%a%%aratus ina

cOMnTLHiCA h System tuni&ﬁﬂgi)ol Gﬁ&é‘h‘?i‘?ﬁﬁg Q'co rﬁu%gﬁo@r{lﬁa&&e"re“tiom
tneWithina,predeisomined caverage area and ransmitting. and 1eceiVing, g the

information in a predetermined protocol, the communication system
conifichutinga device angd thednformatien precessing apparaius with one

performing wireless communication with the other within the
progrgleicrthinei eovdrage aréASTRONRfePmanc processimg apirakatus

includes an apparatus encryption unit for encrypting or decryptin

LaSRforhtion if “acdotGAME with airaatetmiedRigoFthnT Bagédgbﬂea -
comt@rEdetesmined key, an apparallis SecreI key storage ynitfor sfodng a

secret key, the secret key being used by the apparatus encryption unit for
acc@@ﬂyﬁw§1Qﬁﬁﬂﬁyﬁ30®ﬁﬁﬂbtermined algorithm with the secret
key pre-shared with the information processing apparatus the
random number produced in response to the poll transmitted
from the information processing apparatus. The information
being encrypted or decrypted in accordance with the
algorithm using the generated random number as the key is
transmitted or received.

One embodiment of the present invention relates to an
information processing apparatus in a communication system
uniquely identifying a communication partner within a
predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication
system including a device and the information processing
apparatus with one performing wireless communication with
the other within the predetermined coverage area. The
information processing apparatus includes an apparatus
encryption unit for encrypting or decrypting information in

accordance with a predetermined algorithm based on a

- 12 -



being pre-shared with the device, a communication ID storage unit for

storing a communication ID contained in a response transmitted and then

received from the device in response to a poll, the communication 1D

being as an identifier uniquely identifying the device as a communication

partner, a random number acquisition unit for acquiring a first random

number by decrypting the communication ID with the secret key with the

apparatus encryption unit, and an apparatus transmitting and receiving

unit for transmitting or receiving information to or from the device, the
PrepfdrRTatibRASSLING EncPtetPor BeEBMIES BY Hie Kpparafs egeryphidry for

nit with the first random number acquired by the random ber
st oz dilfsiflor SRS THEComMARICARGA Frotes GHHHE CoRTRSiER g

appSysiendnay dpclyde aneqyfield gommuni ntesfacgand profocel -1 g
(NFCIP-1) standardized as ISO/IEC 18092. The communication ID

be istgrage-unit stoses, astthetaommurnication D camMine ddentiier beingt orage
obtained in the response transmitted from the device in response to the

unigolfard Berigliserin RFEBNisi avsidaRce ant ainte! dedice detsdationse
in NECIP-1. The information processinr?éj?_gparatus may further include a
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random number with the secret key and fransmits the encrypted secon
idetandop Agmbee tadhe devige duringrihe PO Hf aba next tassmissiornatiom
number acquisition unit for acquiring a first random number
by decrypting the communication ID with the secret key with
the apparatus encryption unit, and an apparatus transmitting
and receiving unit for transmitting or receiving information
to or from the device, the information being encrypted or
decrypted by the apparatus encryption unit with the first
random number acquired by the random number acquisition unit.
The communication protocol of the communication system may
include a near field communication interface and protocol -1
(NFCIP-1) standardized as ISO/IEC 18092. The communication
ID storage unit stores, as the communication ID, an NFC
identifier being obtained in the response transmitted from
the device in response to the poll and being used in RF
collision avoidance and single device detection in NFCIP-1.

The information processing apparatus may further

include a random number generating unit for generating a

second random number. The apparatus transmitting and
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the poll, and controls the apparatus encryption unit to encrypt or decrypt
information to be communicated with the device using the first random
number acquired by the random number acquisition unit and the second
random number. When the unique ID of the device is read, the apparatus
transmitting and receiving unit may encrypt or decrypt information to be
communicated with the device. One embodiment of the present invention
relates to an information processing method of an information processing
apparatus in a communication system uniquely identifying a
recegiifmmicatioh pareY Withirk Aprégetenfinedcbv@rageniea whgh the
transmitting and receivin inforrgation ina Bredetermine protocol, the

SeCkSmtintcation sysBhiThciidinga aBuiteand theThfdination protesding™*

to 2PRArallswith ane sperfarming wireless commupication withtheather, ¢
within the predetermined coverage area. The information processing

t hemethad, ingluges stepsofsstoriag agammunicatian ) pedriainediin a- o
response transmitted and then received from the device in response to a

encpoll the EofmaunieatiomniDrbeing 1 an identifier ariguelylidentifingithe the
device as a communication partner, acquiring a random number b

VGt g the ClimhiCatbA DR ARCUIEhCE Wit &7 14" algBAtirA o™
nurtb€.2lqihm.predetermined Using,a,secretkey; pre:shated, withdhe
device, and transmitting or receiving information to and from the device,
thevindermationbein@ge ID of the device is read, the apparatus
transmitting and receiving unit may encrypt or decrypt
information to be communicated with the device.

One embodiment of the present invention relates to an
information processing method of an information processing
apparatus in a communication system uniquely identifying a
communication partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system including a
device and the information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area. The information processing
method includes steps of storing a communication ID
contained in a response transmitted and then received from
the device in response to a poll, the communication ID being
an identifier uniquely identifying the device as a
communication partner, acquiring a random number by

decrypting the communication ID in accordance with an

— 14 -



encrypted or decrypted in accordance with the algorithm using the
acquired random number as a key. One embodiment of the present
invention relates to a computer readable program for causing an
information processing apparatus to perform a communication processing
method of a communication system uniquely identifying a communication
partner within a predetermined coverage area and transmitting and
receiving information in a predetermined protocol, the communication
system including a device and the information processing apparatus with

algene Perforivhrey wireless idommuaidation Withafe wtHerwithigfise et key
predetergﬂned cov%lra?rg area. The computer readable r%‘%ram includes

t u o)

PrestePE of Stafihg a Eomnitinidation 1B Conthmed M a" r e'transmitéd
i nc@ighthenyieceiyed from the deyice i yesponsq,to a pell,thec s on peing

communication ID being an identifier uniquely identifying the device as a
encegmpadicationpartnet c acquiring eorangdoaenwhber by desnypting the
communication ID in accordance with an algorithm, the algorithm
us ipiedefEmined usith 4 Tedrst keypreésharedtwith the device, and
transmitting or receivin%nformation to and from the device, _the

infATaloR BENG Shcrypredt BF dBEBIAtin Atrordanis withthes = 2
configerithm using;the agayired random number as a key, - 15, The, ,

communication ID contained in the response transmitted and then
prokeseneddremhe devicetn responseno atheqpelhis steredofh@rocessing

communication ID is the identifier
method of a communication system uniquely identifying a
communication partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system including a
device and the information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area. The computer readable program
includes steps of storing a communication ID contained in a
response transmitted and then received from the device in
response to a poll, the communication ID being an identifier
uniquely identifying the device as a communication partner,
acquiring a random number by decrypting the communication ID
in accordance with an algorithm, the algorithm predetermined
using a secret key pre-shared with the device, and
transmitting or receiving information to and from the device,

the information being encrypted or decrypted in accordance

with the algorithm using the acquired random number as a key.

- 15 -



uniquely identifying the device as the communication partner. The
random number is acquired by decrypting the communication ID in
accordance with the algorithm, the algorithm predetermined using a
secret key pre-shared with the device. The information being encrypted or
decrypted in accordance with the algorithm using the acquired random
number as the key is transmitted or received. One embodiment of the
present invention relates to a communication system uniquely identifying
a communication partner within a predetermined coverage area and
trahSmitERGant reeéiving informarion imaprédetehninedsproté€ol. The
communication system includes a device and an jnformation processin

Er 2B5Beratus With On& Betfotfiiy" Wireléds ommitnication with thedther == &©
tneWihinthe jpredsiermined gaverage area Jthe devige includes a dewicer s o

random number generating unit for generating a first random number, a
unidemice encyptionr Wnidorenrcryptinger decryping ifarmmdtiontinon partner.
accordance with a predetermined algorithm based on a predetermined
Thekeaya pOdaviceseeet kéy ssterageashitfor Seringcd secret kéy, the secret
key heing . used by the device e%c\%/ tion unit for encryption and

COMGEy 56 HhdBeing pfESRARH With the thfdriTatioh”°fe Preceddig
a1g2RRAALYS, ALpmmuRicatign IR fransmitting unit forfransmitting 1o the;;

information processing apparatus a response containing a
t hec@matnudcationtb, thereematimnigationilbg encrypted or decrypted in
accordance with the algorithm using the acquired random
number as the key is transmitted or received.

One embodiment of the present invention relates to a
communication system uniquely identifying a communication
partner within a predetermined coverage area and
transmitting and receiving information in a predetermined
protocol. The communication system includes a device and an
information processing apparatus with one performing
wireless communication with the other within the
predetermined coverage area. The device includes a device
random number generating unit for generating a first random
number, a device encryption unit for encrypting or
decrypting information in accordance with a predetermined
algorithm based on a predetermined key, a device secret key
storage unit for storing a secret key, the secret key being
used by the device encryption unit for encryption and

decryption, and being pre-shared with the information



uniquely identifying the information processing apparatus as a
communication partner, and being an ID encrypted from the first random
number with the secret key by the device encryption unit, the first random
number being generated by the device random number generating unit in
response to a poll transmitted from the information processing apparatus,
and a device transmitting and receiving unit for controlling the device
encryption unit to encrypt or decrypt information to be communicated with
the information processing apparatus using the first random number

Progeferaictl BRI rnddm AumPeR yekeratimuiiPaid alssebhE rafdomit
number encrggted with tage secret key and transmitted from the

FOTintGrfaitiBn - protéssing dbpararts dlifing the Bofl o A e tERBATISSISH 2
re s polo Lhe jnformation pracessing.apparatys ingludes, ananparatlus, 1p

random number generating unit for generating the second random

un iBwaber, BMcappaf atusce nafyptionfdtiinkor iencryptingesdecsypiftiratus as
information in accordance with a predetermined algorithm based on a

a cpredeterARtdd Rep it apparatins skeret key BtorBge uphioi sdrifgean the
secret key, the secret key beiggl used by the apparatus encrglgtion unit

FArgl eheRptin SrHeeh plibh ahd Befig pretsHared Withthe devicéa
encSYPMUBication D stprage;ynitfor stering e e communigalion IR 4 1y

contained in the response transmitted and then received from the device
t heindesporse-torthenpath: thes cogunerigation; I heingian idestfierseniguely

identifying
poll transmitted from the information processing apparatus,
and a device transmitting and receiving unit for controlling
the device encryption unit to encrypt or decrypt information
to be communicated with the information processing apparatus
using the first random number generated by the random number
generating unit and a second random number encrypted with
the secret key and transmitted from the information
processing apparatus during the poll or a next transmission
of the poll. The information processing apparatus includes
an apparatus random number generating unit for generating
the second random number, an apparatus encryption unit for
encrypting or decrypting information in accordance with a
predetermined algorithm based on a predetermined key, an
apparatus secret key storage unit for storing a secret key,
the secret key being used by the apparatus encryption unit

for encryption or decryption, and being pre-shared with the

device, a communication ID storage unit for storing the
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the device as a communication partner, a random number acquisition unit

for acquiring the first random number by decrypting the communication 1D

with the secret key with the apparatus encryption unit, and an apparatus

transmitting and receiving unit for encrypting the second random number

with the secret key and transmitting the encrypted second random

number to the device during the poll or a next transmission of the poll,

and controlling the device encryption unit to encrypt or decrypt

information to be communicated with the device using the first random
comfnbepaéquiiret by tHetrhdeth Hunibe acgBiRMoTEurtit ang tHe sécorrnd

random number. One e bogliment of the present invention relates to a

{:g? r?tigfyinﬁ e

heLorhritntcatidn héthod omimunichtion SyStaT uhfyueR” idet
confiRMTUNCALRN RAKEL NI, 2 Riedeeumited, (OYRIBYE AR AN ey ing

transmitting and receiving information in a predetermined protoco
t heCarBinLdCcadionsystamiicluding oa dpwice redd, ansinfermation-precessing
apparatus with one performing wireless communication with the other
acowitkintthe npredeterfmed eaverage aréd cTHel esramumickipnvatod by
includes steps of generating a first random number, transmitting to the

e Chhtdtnation proceSEig Bpparatida ésponse tofitafiiing at <y with the
appSQmmunication, IR, the,communicationp 18, niquely (dentitying the. 5 4ng

information processing apparatus as a communication partner, and being
recprodused by iencryptingrin ragcordaneawith apredetesmined algernthimwith

with a secret key
the secret key and transmitting the encrypted second random
number to the device during the poll or a next transmission
of the poll, and controlling the device encryption unit to
encrypt or decrypt information to be communicated with the
device using the first random number acquired by the random
number acquisition unit and the second random number.

One embodiment of the present invention relates to a
communication method of a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
a device and an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area. The communication method
includes steps of generating a first random number,

transmitting to the information processing apparatus a

response containing a communication ID, the communication ID
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pre-shared with the information processing apparatus the first random

number generated in response to a poll transmitted from the information

processing apparatus, transmitting or receiving information to or from the

information processing apparatus, the information being encrypted or

decrypted in accordance with the algorithm using as keys the generated

first random number and a second random number encrypted with the

secret key and transmitted from the information processing apparatus

during the poll or at a next transmission of the poll, generating a second
uniggeeibin Admbet fstémy tHeecomiiatibADREoMEaiAed WP Pesorse as

transmitted and then received from the device in. response to the poll, the

2 CESMihictioR I DBEING h idRtific dMIguely T8ty Ing ¥he BedicB aty "
accERRMuDication;partner. acauiring the firsh pandom, pupber, by decrypting.,

the communication 1D with the secret key pre- shared with the device in
preacooidancewtth acpredetefpined adgoriboe and engrypiingrthe secone
random number with the secret key and transmitting the encrypted secret
firkdy tortheodevicaldaring the poll ©f aliext fransmissidrPofthepoll, and
trans,mitt%r%g or receiving information, the information bein encr¥pted or
n

T gty et in HetBrdahte Wit tHe ¢ I gorithif°isiRg tie REqairetPirst
£ r RPN BYmMbsr-and the Seeond randaminumper, In,acqardangs, with

embodiments of the present invention,
information processing apparatus, the information being

encrypted or decrypted in accordance with the algorithm
using as keys the generated first random number and a second
random number encrypted with the secret key and transmitted
from the information processing apparatus during the poll or
at a next transmission of the poll, generating a second
random number, storing the communication ID contained in the
response transmitted and then received from the device in
response to the poll, the communication ID being an
identifier uniquely identifying the device as a
communication partner, acquiring the first random number Dby
decrypting the communication ID with the secret key pre-
shared with the device in accordance with a predetermined
algorithm, and encrypting the second random number with the
secret key and transmitting the encrypted secret key to the
device during the poll or a next transmission of the poll,
and transmitting or receiving information, the information

being encrypted or decrypted in accordance with the
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the device generates the first random number, transmits to the
information processing apparatus the response containing the
communication ID, the communication ID uniquely identifying the
information processing apparatus as a communication partner, and being
produced by encrypting in accordance with the predetermined algorithm
with the secret key pre-shared with the information processing apparatus
the first random number generated in response to the poll transmitted
from the information processing apparatus, and transmits or receives
algipforfationd oy flohe teciiforhntiohl pRdcessitgCapparaesrthend the
information being e crlypted or decrypted in accordance with the
SeCQBrithm U8MMg R k&5 the generated first random number and the

segond-randoeny, pumher ;encpyipted with.the secref key,and ransmitted, - 5 o,

from the information processing apparatus during the poll or at the next
t hetramrsnissioneafdhe pol. The infarmaatiareprosassingbapparattsgenerateso
the second random number, stores the communication ID contained in
thethenespaade pansmitedsanid therP FeceNetsfrémehe Yenitesia respdrsening

to the poll, the communication ID being the identifier uniquely identifying
theth%%&@%&&&ﬁfe%br%%n?&h?ioﬁoﬁ%{? t CAquires the Hirst Hanodm

ide%@?%ﬁé deqrypting the, cemmunication 1D, with the, - 20. secretkey
pre-shared with the device in accordance with a predetermined algorithm,
comafth eneryptsithessecond raadampatimbpep wilknibe sepretkeyanet ing in
transmits the encrypted
accordance with the predetermined algorithm with the secret
key pre-shared with the information processing apparatus the
first random number generated in response to the poll
transmitted from the information processing apparatus, and
transmits or receives information to or from the information
processing apparatus, the information being encrypted or
decrypted in accordance with the algorithm using as keys the
generated first random number and the second random number
encrypted with the secret key and transmitted from the
information processing apparatus during the poll or at the
next transmission of the poll. The information processing
apparatus generates the second random number, stores the
communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being the identifier uniquely identifying

the device as the communication partner, acquires the first

random number by decrypting the communication ID with the
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secret key to the device during the poll or a next transmission of the poll,
and transmits or receives information, the information being encrypted or
decrypted in accordance with the algorithm using the acquired first
random number and the second random number. In accordance with
embodiments of the present invention, safe and convenient
communications can be performed with a simple arrangement. BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a block diagram illustrating
a communication system in accordance with one embodiment of the
secprrisehE YnvertiopnFige 2 iy affovichartifiiisteating a esmpidHieator’ith a

ith an IC card of Fig. 1; Fig. 3 illustrat form format
o <efiety NP CIFLY” Fig 15 ATiowChattMisatig COmMUNICARBRS™

nurpRrformed, betweena readeriwriter,and the G card shown in. Fighle 9. 5

is a flowchart illustrating a communication ID generation process; - 21
seclrigt 61isa floychiagt ilestrativngoa rantont REMRET 1acguisitiore process; Fig.

7 is a flowchart illustrating a card ID transmission process;
transmission of the poll, and transmits or receives
information, the information being encrypted or decrypted in
accordance with the algorithm using the acquired first
random number and the second random number.

In accordance with embodiments of the present invention,

safe and convenient communications can be performed with a

simple arrangement.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram illustrating a communication
system in accordance with one embodiment of the present
invention;

Fig. 2 is a flowchart illustrating a communication
process with an IC card of Fig. 1;

Fig. 3 illustrates a response form format defined by
NFCIP-1;

Fig. 4 is a flowchart illustrating communications
performed between a reader/writer and the IC card shown in
Fig. 1;

Fig. 5 is a flowchart illustrating a communication ID

generation process;
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Fig. 8 is a flowchart illustrating a card ID decryption process; Fig. 9 is a
flowchart illustrating a read data transmission process; Fig. 10 is a
flowchart illustrating a write request transmission process; Fig. 11 is a
flowchart illustrating a data write process; Fig. 12 is a flowchart illustrating
in detail communications performed between the IC card of one
embodiment of the present invention and a known reader/writer; Fig. 13 is
a block diagram illustrating a communication system in accordance with
another embodiment of the present invention; Fig. 14 is a flowchart
illustrating intdetail Tearimunicatiohs peEbahed Hetwaem tercadeboriter
of Fig. 13 and the IC card; Fig. 15 is a flowchart illustrating a polling
acq}é]qﬁggtl Yénkration“process; Fig. 16 is a flowchart illustrating a random

numper B, - 22 acquisifien precessi Fig. 17ds aflowehargiliygfrating in
detail” communications performed between the reader/writer of Fig. 13
traarehihesioears ocess;

Fig. 8 is a flowchart illustrating a card ID decryption
process;

Fig. 9 is a flowchart illustrating a read data
transmission process;

Fig. 10 is a flowchart illustrating a write request
transmission process;

Fig. 11 is a flowchart illustrating a data write
process;

Fig. 12 is a flowchart illustrating in detail
communications performed between the IC card of one
embodiment of the present invention and a known
reader/writer;

Fig. 13 is a block diagram illustrating a communication
system in accordance with another embodiment of the present
invention;

Fig. 14 is a flowchart illustrating in detail
communications performed between the reader/writer of Fig.
13 and the IC card;

Fig. 15 is a flowchart illustrating a polling request
generation process;

Fig. 16 is a flowchart illustrating a random number B
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Fig. 18 is a flowchart illustrating a card ID read request generation
process; and Fig. 19 is a flowchart illustrating a random number B
acquisition process. DESCRIPTION OF THE PREFERRED
EMBODIMENTS Before describing an embodiment of the present
invention, the correspondence between the features of the present
invention and an embodiment disclosed in the specification or the
drawings of the invention is discussed below. This statement is intended
to assure that embodiments supporting the claimed invention are
acogéscribedninrthiscsisetification or the drawings. Thus, even if an

embodiment is described in the specification or the drawjngs, . but not
de&dribe gs ?’eﬁaﬁ‘ngf?oog ?}aatﬁfge 6f]1‘;18%ﬁ\]féanttijolﬁghé%iﬁ’{,et%3tl oes not

comPgeessanlynean that the embodiment, dogs not selate/io that teatyreqfy

the invention. Conversely, even if an embodiment is described herein as
13 ehatingnte a certaindeature of the invention, that does not necessarily
mean that the embodiment does not relate to other features of the
invehtion 1-823 9nacEdriapice withi dAe! e ribddimentofthe préseritead
invention, a communication system uniquely identifying a communication

el Siterdfittin A gretermifed éovitage area and transmitting and
recejying {nforrpation-in g Hredetermingd protagel, includes a devica,dor »

example, IC
acquisition process.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
invention, the correspondence between the features of the
present invention and an embodiment disclosed in the
specification or the drawings of the invention is discussed
below. This statement is intended to assure that
embodiments supporting the claimed invention are described
in this specification or the drawings. Thus, even if an
embodiment is described in the specification or the drawings,
but not described as relating to a feature of the invention
herein, that does not necessarily mean that the embodiment
does not relate to that feature of the invention.
Conversely, even 1if an embodiment is described herein as
relating to a certain feature of the invention, that does
not necessarily mean that the embodiment does not relate to

other features of the invention.
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card 200 of Fig. 1) and an information processing apparatus (for example,
reader/writer 100 of Fig. 1) with one performing wireless communication
with the other within the predetermined coverage area. The device
includes a random number generating unit (for example, random number
generator 202 of Fig. 1) for generating a random number, a device
encryption unit (for example, encryption processor 208 of Fig. 1) for
encrypting or decrypting information in accordance with a predetermined
algorithm based on a predetermined key, a device secret key storage unit
(fof examssle dsertet keyttorate GRIP203 B Flg. 4 féhstoRmg Se8écret

key, the secret ke% bei,né; used by the device .encryption unit for

LOVERGrytion and FEERTptioR “Ad baing" pre-SRardd it tiSRfrmatidA @

comRIPEeSSINg APPALAS S QQIQ’HEHiCQ“%%Eéﬁ%‘?MWQQ ynir(fgr gxample
CPU 207 of Fig. 1 performing step S103 of Fig. 4) for transmitting to the

andinforatadiontyroeessing apparaius adespansencotainingna a
communication ID, the communication ID uniquely identifying the

Prepforatatibngstopessing apparbiys- dslascommanication fartrreraaind BeinkC
an ID encrypted from the random number - 24 with the secret key by the

y by
carfevitd eRErybtign unit, Ha raftioh hemilET beihg gé&rsrated By e aratus
(£okandom, pymber. generating unit iny respgrse:(o,a poll transpitied from the

information processing apparatus, and a devicé transmitting and
perfesetvingyunit for examplenfalPld 297 iaf Fignikh the other within the
predetermined coverage area. The device includes a random
number generating unit (for example, random number generator
202 of Fig. 1) for generating a random number, a device
encryption unit (for example, encryption processor 208 of
Fig. 1) for encrypting or decrypting information in
accordance with a predetermined algorithm based on a
predetermined key, a device secret key storage unit (for
example, secret key storage unit 203 of Fig. 1) for storing
a secret key, the secret key being used by the device
encryption unit for encryption and decryption, and being
pre-shared with the information processing apparatus, a
communication ID transmitting unit (for example, CPU 207 of
Fig. 1 performing step S103 of Fig. 4) for transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID unigquely identifying

the information processing apparatus as a communication

partner, and being an ID encrypted from the random number
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performing one of steps S108 and S110 of Fig. 4) for transmitting or
receiving information to or from the information processing apparatus, the
information being encrypted or decrypted by the device encryption unit
using as a key the random number generated by the random number
generating unit. The information processing apparatus includes an
apparatus encryption unit (for example, encryption processor 208 of Fig.
1) for encrypting or decrypting information in accordance with an
algorithm predetermined based on a predetermined key, an apparatus
wit8edrbEkEESorage it (for EREMPRY Seeret key vidrage umit 203 bhFig.
for storing a secret key, the secret key Eein used by the apparatus
rangoy BRI Gt Rt elbry BT OF BRcHBtIoRcancBaNG FHERated with

genBEAEMICE, @, £‘8'T%U%%@%@e storage ypit (fof example, RV A05:pf he
Fig. 1 performing step S332 of Fig. 6) for storing the communication ID
infeantainedrn the tesponse teansaitied and sthenaeceived dropt thesdeviea ng
in response to the poll, the communication ID being as an identifier for
andypigaely/videntifing thefdeviesagalcommibricatidn parthiég a random -
25 number acquisition unit (for example, CPU 105 of Fig. 1 performing

PeTd@pEdh G ¥ig 6) for FRGuiring thé Pandom “ndrhber By détrybtihg the
£ r aSURMUNiGAtion, 1D With thes secret, keywithithe apparatus enerypiion unit,
and an apparatus transmitting and receiving unit (for example, CPU 105
infofdrg@tion processing apparatus, the information being
encrypted or decrypted by the device encryption unit using
as a key the random number generated by the random number
generating unit. The information processing apparatus
includes an apparatus encryption unit (for example,
encryption processor 208 of Fig. 1) for encrypting or
decrypting information in accordance with an algorithm
predetermined based on a predetermined key, an apparatus
secret key storage unit (for example, secret key storage
unit 203 of Fig. 1) for storing a secret key, the secret key
being used by the apparatus encryption unit for encryption
or decryption, and being pre-shared with the device, a
communication ID storage unit (for example, CPU 105 of Fig.
1 performing step S332 of Fig. 6) for storing the
communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being as an identifier for uniquely

identifying the device as a communication partner, a random
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1 performing one of steps S206, S209 and S210 of Fig. 4) for transmitting
or receiving information to or from the device, the information being
encrypted or decrypted with the random number as a key acquired by the
random number acquisition unit with the apparatus encryption unit. One
embodiment of the present invention relates to a communication method
of a communication system uniquely identifying a communication partner
within a predetermined coverage area and transmitting and receiving

information in a predetermined communication protocol, the '
nungsAmuptationt systemiinEludingra d8vee (for éxaplé,ACcodart 200 df

Fig. 1) and an information _processing apparatus (for example,

e (S SHTRUMEIEI0 S b, T Witk Sneert pimif deToC do i ABSR

nun$llp U5 OlEE GBI e pigdelesmined coveragerdyeps Theimeinod oy o«
includes steps of generating a random number (for example, in step S301

k e yoRigh5); hikarspiting tostherinfoymation precessingnappatatsaratus
response containing a communication ID, the communication ID uniquely

tr ajgdendfying thednfdrimaten piccessingtappaeatus sama komrmanication of Fig.

artner, and being produced by encryptié? in - 26 accardance with a

P
L PSletietdtmited Afgofithr Witha Sedfet key CpredHhred withthe infdrmatior ©*
t r BATORESSING APPAratus &; [andom pupber gepgrated in responsefa apall; -,

transmitted” from the information processing apparatus (for example, in
t heStep SkOd&afikg. 4k fansaitting©f secejvingdaforpatian with the random
number as a key acquired by the random number acquisition
unit with the apparatus encryption unit.

One embodiment of the present invention relates to a
communication method of a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined communication protocol, the communication
system including a device (for example, IC card 200 of Fig.
1) and an information processing apparatus (for example,
reader/writer 100 of Fig. 1) with one performing wireless
communication with the other within the predetermined
coverage area. The method includes steps of generating a
random number (for example, in step S301 of Fig. 5),
transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as

a communication partner, and being produced by encrypting in
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to or from the information processing apparatus, the information being

encrypted or decrypted in accordance with the algorithm with the

generated random number as a key (for example, in one of steps S108

and 5110 of Fig. 4), storing as an identifier the communication 1D

contained in the response transmitted and then received from the device

in response to the poll, the identifier being used to identify uniquely the

device as a communication partner (for example, in step 5332 of Fig. 6),

acquiring the random number by decrypting the communication ID in
accgeshriarcewith a2 prackaefrmined zgorahArusiigthe'sécreekepcret key

-shared with the devi f le, in step 5334 of Fig. 6), and
o o B o R I it ot e REP i i fition

ranBRHYRIGH Y decrypied in acqordance with. the,algopthm using {he;  + oq

acquired random number as a key (for example, in one of steps S206,
froh209 andS2L6weftRignd b Qne-embadinentof dhe presest inventipe, in
relates to a device (for example, IC card 200 of Fig. 1) in a
st egorfmfUhiciiioh isyste uniguRisidehtifyirtg & conrmmerigatich Paktpenation
within a predetermined coverage area and - 27 transmitting and receiving

O fRforhtatiBn'ifta pretetefminet’ grofator i domRtiiCatib systém
infBFGINg thedavice and aninformationprpcessing ARParT fohce with

example, reader/writer 100 of Fig. 1) with one performing wireless
t heCeiMmwnicationwiththenethgewithinttbe predetermimetber as a key (for
example, in one of steps S108 and S110 of Fig. 4), storing
as an identifier the communication ID contained in the
response transmitted and then received from the device in
response to the poll, the identifier being used to identify
uniquely the device as a communication partner (for example,
in step S332 of Fig. 6), acquiring the random number by
decrypting the communication ID in accordance with a
predetermined algorithm using the secret key pre-shared with
the device (for example, in step S334 of Fig. 6), and
transmitting or receiving information to or from the device,
the information encrypted or decrypted in accordance with
the algorithm using the acquired random number as a key (for
example, in one of steps S206, S209 and S210 of Fig. 4).

One embodiment of the present invention relates to a

device (for example, IC card 200 of Fig. 1) in a
communication system uniquely identifying a communication

partner within a predetermined coverage area and
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coverage area. The device includes a random number generating unit (for
example, random number generator 202 of Fig. 1) for generating a first
random number, a device encryption unit (for example, encryption
processor 208 of Fig. 1) for encrypting or decrypting information in
accordance with a predetermined algorithm based on a predetermined
key, a device secret key storage unit (for example, secret key storage unit
203 of Fig. 1) for storing a secret key, the secret key being used by the
device encryption unit for encryption and decryption, and being

traprrshdred Yitntheliaformalisn prodessitidpparatus? aPeeRaimiastivpd
ID transmitting unit (for example, CPU 207 of Fig. 1 performing step S103
R a) foF e RPNTRG 18 HE TR BRSSP el ce 2nd
an 'ESPQDRE CORIAINIRG A cammunication IR, the egmmunicafion ID uniquely
identifying the information processing apparatus as a communication
reapaitner: and beingan 1D engrypted froahtherfi strantdomn umber with-the
secret key by the device encryption unit, the first random number being
comgevidraediioy theltamdoenaimber geherdting-disit Predporsaicagoll

transmitted from the - 28 information_processing apparatus, and a device

COVEAASHtH And reC8ivitig dit (forExatipre, EPU 367D Bt 1ST
gen28HQring one.of siens 3108.30d SILOOf FHi0 AL LrANSIURING O 202 of

receiving information to or from the information processing apparatus, the
Figinfarmation kei@rating a first random number, a device
encryption unit (for example, encryption processor 208 of
Fig. 1) for encrypting or decrypting information in
accordance with a predetermined algorithm based on a
predetermined key, a device secret key storage unit (for
example, secret key storage unit 203 of Fig. 1) for storing
a secret key, the secret key being used by the device
encryption unit for encryption and decryption, and being
pre—-shared with the information processing apparatus, a
communication ID transmitting unit (for example, CPU 207 of
Fig. 1 performing step S103 of Fig. 4) for transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the first random
number with the secret key by the device encryption unit,
the first random number being generated by the random number

generating unit in response to a poll transmitted from the
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encrypted or decrypted by the device encryption unit using as a key the
first random number generated by the random number generating unit.
The communication protocol of the communication system may include a
near field communication interface and protocol -1 (NFCIP-1)
standardized as ISO/IEC 18092. The communication ID transmitting unit
may embed as the communication ID an NFC identifier (for example,
NFCID 2 of Fig. 3) in accordance with NFCIP-1, the NFC identifier being
used in RF collision avoidance and single device detection. The device
infrapdtrRer inERde SHIDYsPRTE aftit for BXantplecDisoragerasin 204 g
Fig. 1) for storing a ID unique to the device. W a request to read the
a8 18 ot bk Horh e TG ot L oPLesing abdattls, the
per@QMics gRCIYRLOR HNitenctypts the ynigus IPstaredian;the, D stgrage
unit using as a key the first random number generated by the random
t r andmber gererating ¢é antisansoiits the eaaryptecuniguenDdadhe
information processing apparatus. The device may further include a
infgeatephinationumie s 29 ndor@rmmplel €EPU- 287 b Fiy: Mapdrforniieg step
S29 of Fig. 2) for determining whether the unique 1D has been encrypted
SNCINP HEh Panstitedib the formiaticHrocessing apparatls M e fie9

as detenpingfion tinit determinss thatthe unigye P hag been encrypiediapd
transmitted to the information
number generating unit.

The communication protocol of the communication system
may include a near field communication interface and
protocol -1 (NFCIP-1) standardized as ISO/IEC 18092. The
communication ID transmitting unit may embed as the
communication ID an NFC identifier (for example, NFCID 2 of
Fig. 3) in accordance with NFCIP-1, the NFC identifier being
used in RF collision avoidance and single device detection.

The device may further include an ID storage unit (for
example, ID storage unit 204 of Fig. 1) for storing a ID
unigque to the device. When a request to read the unique ID
is received from the information processing apparatus, the
device encryption unit encrypts the unique ID stored on the
ID storage unit using as a key the first random number
generated by the random number generating unit and transmits
the encrypted unique ID to the information processing
apparatus.

The device may further include a determination unit
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processing apparatus, the device transmitting and receiving unit encrypts
or decrypts information to be communicated with the information
processing apparatus. One embodiment of the present invention relates to
a communication method of a device (for example, IC card 200 of Fig. 1)
in a communication system uniquely identifying a communication partner
within a predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication system
including the device and an information processing apparatus (for
(fogxamipler feaderRHiteP 100 6f Figd 1) WithssHeopariareniag swirélé8sof Fig.
comr:%%nication with the other within the Qredetermiphed coverage area.

) TRE ntthiod Thdlddes &S oF geneTatiih & Yandom Wit (for éxatipie =
an&”€W3%5§9%ﬁ§£¥%téht%@?@ﬂ@”QH%HEHQ¥¥HEMBP&%@@%%ﬁ&lapparatus.

apparatus a response containing a communication 1D, the communication
WhelD whdquely dentifhdng the informaliobqrrocessing apparatys as iajue ID

communication partner, and being produced by encrypting in accordance
haswith apredeterinirmst algorithnd Withid sectet Rey: Iste ishbpatndvith the

information processing apparatus a - 30 random number produced in

PTORPENEE 1o RO Hrahsmitted S the infornation procéssing apparatts ™9
unifoLexample. in, step. 3103 of Fig, ), and ransmiiting OLIGEeINING o t o

information, the information being encrypted or decrypted in accordance
witWith ke algosithm tistg thegenesated rapgamatus .

One embodiment of the present invention relates to a
communication method of a device (for example, IC card 200
of Fig. 1) in a communication system uniquely identifying a
communication partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system including
the device and an information processing apparatus (for
example, reader/writer 100 of Fig. 1) with one performing
wireless communication with the other within the
predetermined coverage area. The method includes steps of
generating a random number (for example, in step S301 of Fig.
5), transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in

accordance with a predetermined algorithm with a secret key

pre—-shared with the information processing apparatus a

- 30 -



number as a key (for example, in one of steps S108 and 5110 of Fig. 4).
One embodiment of the present invention relates to an information
processing apparatus (for example, reader/writer 100 of Fig. 1) in a
communication system uniquely identifying a communication partner
within a predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication system
including a device (for example, IC card 200 of Fig. 1) and the

information processing apparatus with one performing wireless
rangsimigicationtwitithecsthe PWiRiPRthe Spredetérntifed coverage dréad
The information pro,cessing apparatus includes an ap%\ratus encryption,

EXOfhit (tr eXarmpib Seridly oK procadsor 38 6rrig S 1) or encfypiing or 1"
stefearyping infaruation)in aeqardanegayin & predejerinied; glgogthm
ased on a predétermined key, an apparatus secret key storage unit (for

infexampleosecreh key stosage tinib 2 08<0f fdg.ch)dor stosing @ serretkeyt dbie in

secret key being used by the apparatus encryption unit for encryption or
accgackyption, andbeing pré-sharddwith tHedelibe, &< Beredmehumcadion

ID storage unit (for example, CPU 105 of Fig. 1 performin steg S332 of
NUMERE 65 For st & SOmITAREHGN BTbGHEINGd i & TBSpoTEet And S110

of tf@las_migtpq and then received from the device in response to a poll, the
communication ID being as an identifier uniquely identifying
One embodiment of the present invention relates to an

information processing apparatus (for example, reader/writer
100 of Fig. 1) in a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
a device (for example, IC card 200 of Fig. 1) and the
information processing apparatus with one performing
wireless communication with the other within the
predetermined coverage area. The information processing
apparatus includes an apparatus encryption unit (for example,
encryption processor 208 of Fig. 1) for encrypting or
decrypting information in accordance with a predetermined
algorithm based on a predetermined key, an apparatus secret
key storage unit (for example, secret key storage unit 203
of Fig. 1) for storing a secret key, the secret key being
used by the apparatus encryption unit for encryption or

decryption, and being pre-shared with the device, a
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the device as a communication partner, a random number acquisition unit
(for example, CPU 105 of Fig. 1 performing step S334 of Fig. 6) for
acquiring a first random number by decrypting the communication ID with
the secret key with the apparatus encryption unit, and an apparatus
transmitting and receiving unit (for example, CPU 105 of Fig. 1
performing one of steps S206, S209 and S210 of Fig. 4) transmitting or
receiving information to or from the device, the information being
encrypted or decrypted by the apparatus encryption unit with the first

compgmgb AT hdmber BcGUHRRBY thE FdhdohP huprsErdcuisiich URie. THe Fig.
communicationgprotocgl r%f tglg communication system may include a near

a

L P4 Coimdnicatioh interfacy aﬁ&qp'ro? co %(%ﬁ@fﬁ?)gst%ndardized as

comm/1EG 180921 phe communication D starage Lnit Siores, asdhe ang
communication ID, an NFC identifier (for example, NFCID2 of Fig. 3)

t hebeipg cebitanedindhe tespanseitansmitted fiooh the deviee o respase
to the poll and being used in RF collision avoidance and single device
comgetettion irPNFEMP XS Ore eémbadimeliftof i present #ivehtion delatestiol ng
an - 32 information processing method of an information processing

Eheapsarafiis @y ekanmpisvieatimitePT00 BFEiy. T) P& Commification
acq%%%%@f£ﬂq%%x@“%%@ﬂ”%éé%ﬁﬁ@?”@@ﬂoﬂo%m8¥”ﬁwgﬂ”9 erforming
predetermined coverage area and transmitting and receiving information
stelf apedetarniingd 6) for acquiring a first random number by
decrypting the communication ID with the secret key with the
apparatus encryption unit, and an apparatus transmitting and

receiving unit (for example, CPU 105 of Fig. 1 performing
one of steps S206, S209 and S210 of Fig. 4) transmitting or
receiving information to or from the device, the information
being encrypted or decrypted by the apparatus encryption
unit with the first random number acquired by the random
number acquisition unit.

The communication protocol of the communication system
may include a near field communication interface and
protocol -1 (NFCIP-1) standardized as ISO/IEC 18092. The
communication ID storage unit stores, as the communication
ID, an NFC identifier (for example, NFCID2 of Fig. 3) being
obtained in the response transmitted from the device in
response to the poll and being used in RF collision
avoidance and single device detection in NFCIP-1.

One embodiment of the present invention relates to an
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protocol, the communication system including a device (for example, IC
card 200 of Fig. 1) and the information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area. The information processing method
includes steps of storing a communication ID contained in a response
transmitted and then received from the device in response to a poll, the
communication ID being an identifier uniquely identifying the device as a
communication partner (for example, in step S332 of Fig. 6), acquiring a
infearaam ABMBEP IRAGECHYp iR theCcomimunicafi6ATDAk hetoiiapee with g

Igorithm, the algorith determined usi t ki -shared
=PEGHR TS dU0EE (0 BRI I S5 S354 B Figk 8. ahdrsmtintror-

comfREEMING Information g andsfromithe device; g iniormationbeing ot i on
encrypted or decrypted in accordance with the algorithm using the
paracgitiredirandams nopdes esrankey (forexamples inona ofisteps S206,
S209 and S210 of Fig. 4). The embodiments of the present invention are
tragestribedn BelWWitR eefevdnite torthe drawings. 183 aFigr ¢ds adigckned
dia%ram iIIustrating]a communication system 50 in accordance with one

PT O&MbBdiment of e Present invéhtiohS AT Showr ik Fig 91 dhgevLce  (tor
exa%%mg‘“”i‘@t@&ﬁﬁ%‘d 50<includes g regderhwriter; 10Q,,.and-an, |C card

200. The reader/writer 100 and the IC card 200 communicate each other
processing apparatus with one performing wireless
communication with the other within the predetermined
coverage area. The information processing method includes
steps of storing a communication ID contained in a response
transmitted and then received from the device in response to
a poll, the communication ID being an identifier uniquely
identifying the device as a communication partner (for
example, in step S332 of Fig. 6), acquiring a random number
by decrypting the communication ID in accordance with an
algorithm, the algorithm predetermined using a secret key
pre—-shared with the device (for example, in step S334 of Fig.
6), and transmitting or receiving information to and from
the device, the information being encrypted or decrypted in
accordance with the algorithm using the acgquired random
number as a key (for example, in one of steps S206, S209 and
S210 of Fig. 4).

The embodiments of the present invention are described

below with reference to the drawings.
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in a wireless fashion using antennas thereof. An input-output unit 102 in
the reader/writer 100 transmits a predetermined radio wave and detects a
change in aload on the antenna thereof when the radio wave is
transmitted. The input-output unit 102 thus detects the IC card 200 when
the IC card 200 is close thereto. The reader/writer 100 has the antenna
that transmits and receives a variety of data to and from the IC card 200
when the IC card 200 approaches the reader/writer 100. The input-output
unit 102 amplitude shift keying (ASK) modulates a carrier at a
prédederminéd freqRefey sdpplietPfrornlar! DsEllafor (OB ) iFeuR igat ion
accorg nce with data su%plied, from the CPU 105, and outputs the
SYS5%8u a@ec} e From The antermia 88 the Padis WavR TR inté“u?-d%]f&ie“t

1 nvidit 102 also, demodulates ap ASK modylated yave receivedviathe o, 50
antenna, and supplies the demodulated data to the CPU 105. A central
incprogessiag titd EPWNrG5en the oreaget/wiiterrtOQ-loads aoprograme
stored on a read-only memory (ROM) 104 to a random-access memory
rea(RAMY 103 < thereBy pefforingld varety of PRocessasnThe RAMADS - 34rer
stores data required for the CPU 105 to c&zrform the variety of processes.

10 & EBU 585 coRtiaiCih BRAA/BLSA brotksor 166 S tHereby encrypting
or decryping data in accordanceywith 4 predefermined eneryplion o

algorithm. The encryption
transmits a predetermined radio wave and detects a change in
a load on the antenna thereof when the radio wave is
transmitted. The input-output unit 102 thus detects the IC
card 200 when the IC card 200 is close thereto. The
reader/writer 100 has the antenna that transmits and
receives a variety of data to and from the IC card 200 when
the IC card 200 approaches the reader/writer 100. The
input-output unit 102 amplitude shift keying (ASK) modulates
a carrier at a predetermined frequency supplied from an
oscillator (OSC) circuit in accordance with data supplied
from the CPU 105, and outputs the modulated wave from the
antenna as the radio wave. The input-output unit 102 also
demodulates an ASK modulated wave received via the antenna,
and supplies the demodulated data to the CPU 105.

A central processing unit (CPU) 105 in the

reader/writer 100 loads a program stored on a read-only
memory (ROM) 104 to a random—access memory (RAM) 103,

thereby performing a variety of processes. The RAM 103
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algorithm of the encryption processor 106 is the one of secret key
cryptosystem, such as data encryption standard (DES), triple DES, or
advanced encryption standard (AES). When the reader/writer 100
encrypts or decrypts data, the CPU 105 supplies to the encryption
processor 106 a secret key stored on the secret key storage unit 101
together with data being encrypted or decrypted. The encryption
processor 106 thus encrypts or decrypts the supplied data using the
supplied secret key. The secret key stored on the secret key storage unit
st or@F iidbatics @ e Sedret k&Y Stored oh BsétetReyf Stdragb enite203ty
in the IC card 200. The secret key is pre- stored on only the reader/writer
°f PEO{iHat Eorresponds to the IC card 200 and is permitted to read a card

idepification {I2) unigye 1o the |G card,200. An-Inputsoutput pnit gR1 in

the IC card 200 includes an inductor-capacitor (LC) circuit composed of a

t heeeiled antenRa tandya capaeitarybhe h& cikauit inithe dyput-outpld unitth a
201 is designed to resonate with a radio wave at a predetermined

Prefledanitytfghsmhited frohe thearezeie/Wiiter - Ih<100nslaged nearby. The
input-output unit 201 ASK demodulates an electrical signal generated._in

219fspbhibe 10 afh “SitsthatNg &letirofiagnatic fibld excited ifr the 8Rtenna,

secﬁf‘@{e%yeﬁﬁcgﬁfﬁi}?%H@Yes'_‘é‘e‘%icakﬂgﬂa'athA@%Uté%E%HBEﬁoétr gguylaies
the rectified electrical signal, and

(DES), triple DES, or advanced encryption standard (AES).

When the reader/writer 100 encrypts or decrypts data,
the CPU 105 supplies to the encryption processor 106 a
secret key stored on the secret key storage unit 101
together with data being encrypted or decrypted. The
encryption processor 106 thus encrypts or decrypts the
supplied data using the supplied secret key.

The secret key stored on the secret key storage unit
101 is identical to the secret key stored on a secret key
storage unit 203 in the IC card 200. The secret key is pre-
stored on only the reader/writer 100 that corresponds to the
IC card 200 and is permitted to read a card identification
(ID) unigque to the IC card 200.

An input-output unit 201 in the IC card 200 includes an
inductor-capacitor (LC) circuit composed of a coiled antenna
and a capacitor. The LC circuit in the input-output unit
201 is designed to resonate with a radio wave at a

predetermined frequency transmitted from the reader/writer
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supplies the regulated electrical signal as direct current power to each
section in the IC card 200. The power of the radio wave transmitted from
the reader/writer 100 is adjusted so as to generate the electromagnetic
field sufficient to power the IC card 200. The input-output unit 201 thus
envelop detects the ASK modulated wave received via the antenna,
binary phase shifting keying (BPSK) demodulates the ASK demodulated
signal, and supplies the BPSK demodulated signal to the CPU 207. The
input-output unit 201 generates a clock signal having the same frequency

10 0g@trecelgck sryjpay of theh receiidtsighalPaAd $uppliedthe’generated

iSI nal to th CPU 207. To transmit predetermined information to the
m%%% frwriter100; ﬁéjﬁwrpu‘faoutpsujt%%?t @ER@R%S ulafes” BPERISe to an

a1 t0odylated datasuppliad fram the ©RU 407 in.tespense te ariations in, |

the load of the antenna, and then transmits the modulated component to
t hetheeadertwiitef 09 wWadhe lantennia: alhesingytoutputyeit 204 thentGut
card 200 performs a - 36 variety of programs stored on the ROM 206.
unithe Sécret key astormgeinit 203, ldnl B sotagd tait 204 singna dataa nd
storage unit 205 are arranged in respective portions thereof in an

Sup&%&ﬁﬁaﬁ?%ra&%‘%\% programnisbié rédd-ofily eémory (EEPREMYS THeS"t
pongLk%oéSBQVQE%QHQ%mesékEaf&a@§¥gaa@%, The power of the

radio wave transmitted from the reader/writer 100 is
adjusted so as to generate the electromagnetic field
sufficient to power the IC card 200.

The input-output unit 201 thus envelop detects the ASK
modulated wave received via the antenna, binary phase
shifting keying (BPSK) demodulates the ASK demodulated
signal, and supplies the BPSK demodulated signal to the CPU
207. The input-output unit 201 generates a clock signal
having the same frequency as the clock signal of the
received signal, and supplies the generated clock signal to
the CPU 207.

To transmit predetermined information to the
reader/writer 100, the input-output unit 201 ASK modulates
BPSK modulated data supplied from the CPU 207 in response to
variations in the load of the antenna, and then transmits
the modulated component to the reader/writer 100 via the
antenna.

The input-output unit 201 in the IC card 200 performs a

- 36 -



with a predetermined encryption algorithm by controlling an encryption
processor 208. The encryption algorithm of the encryption processor 208
is one of the secret key cryptosystm and identical to the encryption
algorithm of the encryption processor 106. When the IC card 200
encrypts or decrypts data, the CPU 207 supplies the secret key stored on
the secret key storage unit 203 to the encryption processor 208 together
with data being encrypted or decrypted. The encryption processor 208
thus encrypts or decrypts the supplied data in accordance with the

varggiplied seeratdeyn A rahdsrrnafibéhgemétitor 202 geritgas s findony

b f termined digit As will be d ibed later,
ST antih niier £ Lsbd, A Eahond Bendde dnd Te vard 3007°

uni@nG ie reader/writer 100, as g sesgsion IR mytyally identifyinde o in an

communication partners and as a session key used to encrypt or decrypt
el edataicommunisateskip 1he sessiamihp 1D steragediiit,2Qdestorss a EamRoM) .
ID as identification information unique to the IC card 200. - 37 The data

stoFage GRH 208 steresr w8 hecessaty Capplicatibhtdata to bedsedance
WitEl:ovide a variety of services of the IC card 200. Each of the encrﬁption

0CeBEGI U AN T e REGPHiGH 15tBedssdr 208 Hay be Gimpletientetdd 2n

enc%?ﬁg§8ﬁwﬁg%cessor 208. The encryption algorithm of the
encryption processor 208 is one of the secret key
cryptosystm and identical to the encryption algorithm of the
encryption processor 106.

When the IC card 200 encrypts or decrypts data, the CPU
207 supplies the secret key stored on the secret key storage
unit 203 to the encryption processor 208 together with data
being encrypted or decrypted. The encryption processor 208
thus encrypts or decrypts the supplied data in accordance
with the supplied secret key.

A random number generator 202 generates a random number
of a predetermined digit as necessary. As will be described
later, the random number is used, in communications between
the IC card 200 and the reader/writer 100, as a session ID
mutually identifying communication partners and as a session
key used to encrypt or decrypt data communicated in the
session.

The ID storage unit 204 stores a card ID as

identification information unique to the IC card 200.
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Since the reader/writer 100 and the IC card 200 perform wireless
communications, collision can take place. In collision, each of IC cards or
readers/writers is unable to identify which of the readers/writers or the IC
cards transmits radio wave. However, in the communication system 50,
each of the reader/writer 100 and the IC card 200 performs
communications complying with near field communication - interface and
protocol (NFCIP) that can identify an IC card or RFID placed within a
communication coverage of the reader/writer. The NFCIP-| standard
incOsoratdsart RFrdetectivn and Ocollision adeidafce Afchaniam to allow
appﬁn NFCIP-I device to communicate in a fre uenc§ band.in which another

vice af¥d Works. %h RECID(NFCidRhtifler) and ah NEE devide SSTV1ces

of idgntifier are.ysedqg the NFCIP-I standard. The NFCID is an NFC device
identifier using a random number for collision avoidance and a single
devigeietectiongpreaessn kaawpr typicad comnovnieation: systemsramtl on
unique to an IC card is transmitted to a reader/writer, and the

Progl@pwritérS identifies tHeud earhbasbd en Titat 3D féredlision - 38
avoidance I‘}i:)urposes. The NFCIP-1 standard does not require that the ID

unittiRYG the TCcard Be tPnshiified 1ot YeddEr/iter 1h the OV Pertorm
wirSQAWInication, system 50, each, of the; readervriter 100 anddhe 16 gard

200 identifies the
collision, each of IC cards or readers/writers 1is unable to
identify which of the readers/writers or the IC cards
transmits radio wave. However, in the communication system
50, each of the reader/writer 100 and the IC card 200
performs communications complying with near field
communication - interface and protocol (NFCIP) that can
identify an IC card or RFID placed within a communication
coverage of the reader/writer.

The NFCIP-1 standard incorporates an RF detection and
collision avoidance mechanism to allow an NFCIP-1 device to
communicate in a frequency band in which another device also
works. An NFCID (NFC identifier) and an NFC device
identifier are used in the NFCIP-1 standard. The NFCID is
an NFC device identifier using a random number for collision
avoidance and a single device detection process. In known
typical communication systems, an ID unique to an IC card is
transmitted to a reader/writer, and the reader/writer

identifies the IC card based on that ID for collision
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communication partner for collision avoidance without the need for the IC
card 200 transmitting the unique card ID to the reader/writer 100. The
NFCIP-1 standard is detailed in ISO/IEC 18092 specification. In the
discussion that follows, the reader/writer 100 functions as an initiator
defined in the NFCIP-1 standard and the IC card 200 functions as a
target defined in the NFCIP-1 standard. During a passive communication
mode of the NFCIP-1 standard, each of the initiator and the target
complies with a data rate of 106 kb/s or one of data rates of 212 kb/s and
avoA e REfS. RUYS ABRCESSUMEEtHEt eAEh bf Thée hdlaadr dad the tdrgee@vikss

th at otne of t]:r)le data rates 01‘t 12 kk%/s andd4 4 kb/s. As d,escribe% aboy{e,
Ahe ¢EmmUniEatigR Sy5Rnt 86 perfsiits wireless TomMiTicatds With no

readpigue card ID transmitted from the IC card 200 to the reader/writer 100.
The communication system 50 thus provides privacy protection.
Howevenserviaas usingthe lCoasd still saquikesa mechanisan that
uniquely identifies individual IC cards. In - 39 accordance with one

reagipbodifidritiof 19E presént iivehfionathe KD Bardi200 sl ineofporates a
mechanism to transmit the_card IC unique to the |C card 200 to the

COMBAAERANIt 160 Fig < st floWeHart fititrafiig A omimulichttoh = the
necPfOEE3S Qﬁ@eﬂ@ %%rpdz%%f E:igaill's%(?k@&ar@plghg]%nique card ID to

the reader/writer 100.

The NFCIP-1 standard is detailed in ISO/IEC 18092
specification.

In the discussion that follows, the reader/writer 100
functions as an initiator defined in the NFCIP-1 standard
and the IC card 200 functions as a target defined in the
NFCIP-1 standard. During a passive communication mode of
the NFCIP-1 standard, each of the initiator and the target
complies with a data rate of 106 kb/s or one of data rates
of 212 kb/s and 424 kb/s. It is now assumed that each of
the initiator and the target works at one of the data rates
of 212 kb/s and 424 kb/s.

As described above, the communication system 50
performs wireless communications with no unique card ID
transmitted from the IC card 200 to the reader/writer 100.
The communication system 50 thus provides privacy protection.
However, services using the IC card still require a

mechanism that uniquely identifies individual IC cards. 1In
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communication process is started when power generated by an AC
magnetic field excited in the antenna of the input-output unit 201 is fed to
each section of the IC card 200 with the IC card 200 placed close to the
antenna of the reader/writer 100. In step S21, the random number
generator 202 generates a random number. The random number
generated here is stored in a predetermined area on the data storage unit
205. In step S22, the encryption processor 208 encrypts the random
number generated in step S21 with a secret key stored on the secret key

accspfRgecanit 203 to generate diconmhufication IDIMSSEp SPBveECPy  the
c 207 et2e[§r§1ines,whethera olling request has been received from the
fea

r/riter"T00" The" EPW 207 Weits "ol StaldBy thtiF& pofl F8qiest had®
carbean: regeived from the reader/writer,100. It isdeteimined in. Step 5230, .
that the poll request has been received, processing proceeds to step S24.
In step.S24, tbe £RU 20ZHEansmitsitadbe seadey/writesrbOtha pellingn
response in reply to the poll request - 40 determined to be received in
prosiepS2g ThHeresporse tonatding the'éammbunicdtion IDxgeteratedtinstep
SZZ.,Fig.gs illustrates a format of a frame of the response, defined in the

COMQREIE T Standard Si6rity data®5rthE *fafiififtted TEEpoitse! T 1eSpBsé ™

AC %@@Sé%y@nfqu§jexcited in the antenna of the input-output
unit 201 is fed to each section of the IC card 200 with the
IC card 200 placed close to the antenna of the reader/writer
100.

In step S21, the random number generator 202 generates
a random number. The random number generated here is stored
in a predetermined area on the data storage unit 205.

In step S22, the encryption processor 208 encrypts the
random number generated in step S21 with a secret key stored
on the secret key storage unit 203 to generate a
communication ID.

In step S23, the CPU 207 determines whether a polling
request has been received from the reader/writer 100. The
CPU 207 waits on standby until a poll request has been
received from the reader/writer 100. If it is determined in
step S23 that the poll request has been received, processing
proceeds to step S24.

In step S24, the CPU 207 transmits to the reader/writer

100 a polling response in reply to the poll request
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from the target in response to the poll request from the initiator when
each of the initiator and the target functions at one of data rates of 212
kb/s and 424 kb/s. A "preamble” field shown stores data of at least 48 bit
of data all having logical "0." A "synchronization pattern” stores data of 2
bytes (16 bits) to be used for synchronization in communications between
the initiator and the target. A "length" field stores data of 8 bits indicating
a value of "12." A "payload" field stores data composed of a start byte of
"01," 8 bytes of NFCID 2, and 8 bytes of Pad. A "cyclic redundancy check
det@REy<itld Storestdia foiestrérchdekPcalédlated thra pretietesined
method. In step S24, the communication ID is stored as the NECID 2 in

CONABRY 1AL fisId RS t6&00n%R ffamd T LAt Fandmitted. As deseribed
abpve, the communpication, IR iscan encrypted random number. The v onse,

reader/writer 100 corresponding to the IC card 200 and permitted to read
de fthee garthlD-aktheH Cicard 200-staesdihe saniei key aathe secrehe 4l key
storage unit 101 as the one stored on the secret key storage unit 203.
tr aThe rdddet/\Vifte P 200 Secrypistheavalge sof the NECIDS2 {eamauhidatidn
ID) of the response frame transmitted in st;g S24, thereb acquiringctlyee

EXomndmh himber geherated Byihieie ddtd 200in stepgstt from

initiator when each of the initiator and the target
functions at one of data rates of 212 kb/s and 424 kb/s.

A "preamble" field shown stores data of at least 48 bit
of data all having logical "0." A "synchronization pattern"
stores data of 2 bytes (16 bits) to be used for
synchronization in communications between the initiator and
the target. A "length" field stores data of 8 bits
indicating a value of "12." A "payload" field stores data
composed of a start byte of "01," 8 bytes of NFCID 2, and 8
bytes of Pad. A "cyclic redundancy check (CRC)" field
stores data for error check, calculated in a predetermined
method.

In step S24, the communication ID is stored as the
NFCID 2 in the payload field. The response frame is thus
transmitted.

As described above, the communication ID is an
encrypted random number. The reader/writer 100
corresponding to the IC card 200 and permitted to read the

card ID of the IC card 200 stores the same key on the secret
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Returning to Fig. 2, the CPU 207 determines in step S25 subsequent to
step S24 whether a command has been received from the reader/writer
100. The CPU 207 waits on standby until it is determined that a command
has been received from the reader/writer 100. The reader/writer 100
transmits a predetermined command to the IC card 200 to read data
stored on the IC card 200 or to write data on the IC card 200. If itis
determined in step S25 that a command has been received from the
reader/writer 100, processing proceeds to step S26. In step S26, the CPU
key2or gergminesiivhether &ife EbmNRiRl PECEIGEH PPstEpS28Riset key
command requesting the transmission of the card ID unique to the IC
5 e e

SLOL& 200 " it1s determitied RStEp é%ltﬁgf the corimahdis & commaRd e

of TEguestng e transmission of the card ID.Jyrocessing oreeds-to.gtep
S27. In step S27, the CPU 207 sets an encryption flag to ON. Data to be

t r atfiansmitied inthe sebsexprent precess s hiusitor beenengptednbien number
encryption flag is a bit in a predetermined area in the data storage unit
genggs e defiultt g2 ISeting &f Hereryptiepflaég is-"0 (OFF)." Once the
tion flag is set to ON, the encryption flag remains to be ON until

SORer BRI oS (FaTe card BBB i BlbpPad. $ 6L SRt FRAIC Bardisth 525
- TIO¥ES QL 01,3 communigation. coverage. area,af the, reader/writer. 100, o 5

from the reader/writer 100. The CPU 207 waits on standby
until it is determined that a command has been received from
the reader/writer 100. The reader/writer 100 transmits a
predetermined command to the IC card 200 to read data stored
on the IC card 200 or to write data on the IC card 200. If
it is determined in step S25 that a command has been
received from the reader/writer 100, processing proceeds to
step S26.

In step S26, the CPU 207 determines whether the command
received in step S25 is a command requesting the
transmission of the card ID unique to the IC card 200. If
it is determined in step S26 that the command is a command
requesting the transmission of the card ID, processing
proceeds to step S27.

In step S27, the CPU 207 sets an encryption flag to ON.
Data to be transmitted in the subsequent process is thus to
be encrypted. The encryption flag is a bit in a

predetermined area in the data storage unit 205. A default
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In step S28, the CPU 207 reads the card ID stored on the ID storage unit
204, controls the encryption processor 208 to encrypt the card ID with the
random number as a key generated in step S21, and transmits the
encrypted card ID to the reader/writer 100. In this way, when a
transmission request requesting the transmission of the card ID has been
received from the reader/writer 100, the IC card 200 encrypts the card ID
with the random number as a key and transmits the encrypted card ID to
the reader/writer 100. With the random number acquired as described
setaio\vie, Me FéicTAItEPT00 Bal Heerybt the ddfaftransmitted 4§ stepe S28,

thereb iring th dID.P [ t to st 5 sub t
R ot 16 et Slepkist amh 6 KeeTmRea T SET B8 £

pe BiRLthe-cammand,is %Bl?ma@@ requesting the Jransm '§§'9£‘t‘%§f§@%d,
card ID, processing proceeds to step S29. The command received from

i . ethe readen/wttes 100 might be® read cequest requestingrthe reading of
predetermined data stored on the data storage unit 205. In step S29, the

covepyI20 2 deerminds whethed e w4kt encAplion flag is ON. If it is
determined in st%p S29 that the encryé)tion flag is ON, processing

prodeeds B step 530 Tn Step $30, the TPU 207 &Hiyzesths Cohmiflang
thedetsrmined g be received n step, 523, Rerforms.a predetermingd, cessor

process, and encrypts the process results. In
208 to encrypt the card ID with the random number as a key
generated in step S21, and transmits the encrypted card ID
to the reader/writer 100. 1In this way, when a transmission
request requesting the transmission of the card ID has been
received from the reader/writer 100, the IC card 200
encrypts the card ID with the random number as a key and
transmits the encrypted card ID to the reader/writer 100.

With the random number acquired as described above, the
reader/writer 100 can decrypt the data transmitted in step
S28, thereby acquiring the card ID.

Processing returns to step S25 subsequent to step S28
to perform steps S25 and S26. If it is determined in step
S26 that the command is not a command requesting the
transmission of the card ID, processing proceeds to step S29.
The command received from the reader/writer 100 might be a
read request requesting the reading of predetermined data
stored on the data storage unit 205.

In step S29, the CPU 207 determines whether the
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this case, the data stored on the predetermined area of the data storage

unit 205 is read in response to the command from the reader/writer 100.

The encryption processor 208 encrypts the read data. An encryption key

used in the encryption process here is the random number generated in

step S21. In step S31, the CPU 207 transmits the data encrypted in step

S30 to the reader/writer 100. Upon decrypting the transmitted data, the

reader/writer 100 reads the data stored on the IC card 200. If it is

determined in step S29 that the encryption flag is not ON, processing
encprgebéds td sep S32.0N step §32 L thesCPEtEO7 amglfzds theteommahdt hat

determined to be received in step S25, performs a predetermined

Ehen AEEY PandPflarsriifs process rBs it aaa: ak stsred oh fhe Step S30-
bredetaiped fiea of he-dafa siorage.ul 205 45 read f{asponse to
the command from the reader/writer 100. The read data is then
detkansmitteddo the readenr/weiterikO0s trthesprocess dissussedabove, the
command to read the - 44 data stored on the IC card 200 is received
prefigrethe 1 red ePeitersE00. AWHe s ACCOrMhand e store (afite)htd basthe In
.IC card 200 is received from the reader/writer 100, data to be written is

i afétiftted THom & Pedtietiitter T06, Mnd” e Ghtd T REN wiftfeh ot the™®

dat53§%%¥§§% unit 205 is read in response to the command
from the reader/writer 100. The encryption processor 208
encrypts the read data. An encryption key used in the
encryption process here is the random number generated in
step S21.

In step S31, the CPU 207 transmits the data encrypted
in step S30 to the reader/writer 100. Upon decrypting the
transmitted data, the reader/writer 100 reads the data
stored on the IC card 200.

If it is determined in step S29 that the encryption
flag is not ON, processing proceeds to step S32.

In step S32, the CPU 207 analyzes the command
determined to be received in step S25, performs a
predetermined process, and transmits process result data.
Data stored on the predetermined area of the data storage
unit 205 is read in response to the command from the
reader/writer 100. The read data is then transmitted to the
reader/writer 100.

In the process discussed above, the command to read the
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Since the data to be transmitted is not encrypted in step S32, the
reader/writer 100 does not need to decrypt the received data. If the
request for transmission of the card ID has not been received from the
reader/writer 100, the encryption flag is not set to ON. Encryption is not
performed on the data to be communicated between the reader/writer
100 and the IC card 200. Subsequent to one of steps S31 and S32,
processing returns to step S25. The above-described process is
repeated until the IC card 200 moves out of the communication coverage
datgreateithe readérifritef 100 The e8mbsuriieatiorVsdcésevf teelC card

00 is thus performed. If a mechanism to identify uniquely the individual
rea Egs Ll:ﬁ?ﬁe igr lce Provited ﬁ?%ﬂ%a?géd:e?/\gﬁ%#%gd |srrje]ﬁ?lﬂrel gtﬁ on

tneCard IDSs enspypted and trapsmitted 10,the |C card 200, Ay o 100, data

reader/writers other than the reader/writer 100 that is permitted to read
to the eardiD-ef the I€cardeanpetiacyuire thecarddDethi&riter 100, and
communication system 50 can thus becomes a safe and privacy
thepdrdced eontmunivation-system. t4s AGeadedwrtey not permitted to

read a card |D of an IC card but complying with the NFCIP-| standard can
stilf ‘BXchand€ dat Rith thefc Eﬁ?d“iﬁtit\%/ﬁ%n Y Hot neBedsary 16 11

st eidentty uniquely the, individyal IC cards i, dhe sepiceRRVIded G +he
reader/writer 100, each IC card

received data. If the request for transmission of the card

ID has not been received from the reader/writer 100, the

encryption flag is not set to ON. Encryption is not

performed on the data to be communicated between the

reader/writer 100 and the IC card 200.

Subsequent to one of steps S31 and S32, processing
returns to step S25. The above-described process is
repeated until the IC card 200 moves out of the
communication coverage area of the reader/writer 100.

The communication process of the IC card 200 is thus
performed. If a mechanism to identify uniquely the
individual IC cards in the service provided by the
reader/writer 100 is required, the card ID is encrypted and
transmitted to the IC card 200. Any reader/writers other
than the reader/writer 100 that is permitted to read the
card ID of the IC card cannot acquire the card ID. The
communication system 50 can thus becomes a safe and privacy

protected communication system.
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works without any problem. In the example of Fig. 3, each of the initiator
and the target works at one of the data rates of 212 kb/s and 424 kb/s,
and the communication ID is used as NFCID 2. If each of the initiator and
the target works at a data rate of 106 kb/s, the communication ID is
NFCID 1 defined in the NFCIP-I standard. The communication process
performed between the reader/writer 100 and the IC card 200 is
described in detail below with reference to a flowchart of Fig. 4. A data

read operation and a data write operation are performed in succession to
thebcargabread proedss perfmeiet bédenthe crshder/daiter 160 of an

permitted to read the card ID qf the IC_card 200 and the IC card 200. Fo
10 o ine R BARI 00 B piEcad Bolh o e, aENRESRE™ =511

excieaderwiiler, 100 apd power geperaied py the (A\G magnefic figld excited

in thé antenna of the IC card 200 is fed to each section of the IC card
nec26Gakhe Kb camk200 performgstey Stk thereby genernating the rardam
number. The communication ID generation process performed in - 46
thestepIgIcooFig V4 fsdesoribdtchelowdeity refdrente 16 @ flowehart 6f card
S301, the random number generator 202 generates a

Fig. 5. In ste
wor %d‘ﬁﬁ?ﬁﬁﬁﬁ%e?%fﬁ&@ﬁ%, the CPU 207 stores the random number

A In the example of Fig. 3, each of the initiator and the
target works at one of the data rates of 212 kb/s and 424
kb/s, and the communication ID is used as NFCID 2. If each
of the initiator and the target works at a data rate of 106
kb/s, the communication ID is NFCID 1 defined in the NFCIP-1
standard.

The communication process performed between the
reader/writer 100 and the IC card 200 is described in detail
below with reference to a flowchart of Fig. 4. A data read
operation and a data write operation are performed in
succession to the card ID read process performed between the
reader/writer 100 permitted to read the card ID of the IC
card 200 and the IC card 200.

For example, the IC card 200 is placed close to the
antenna of the reader/writer 100 and power generated by the
AC magnetic field excited in the antenna of the IC card 200
is fed to each section of the IC card 200. The IC card 200
performs step S101, thereby generating the random number.

The communication ID generation process performed in
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generated in step S301 on a predetermined area of the data storage unit
205. In step S303, the encryption processor 208 encrypts the random
number A generated in step S301 using the key stored on the secret key
storage unit 203. In step S304, the CPU 207 stores the process result in
step S303 (i.e., encrypted random number A) as the communication ID
on a predetermined area of the data storage unit 205. The process
performed in steps S301 through S304 is identical to the process
performed in steps S21 and S22. Returning to Fig. 4, in step S201, the
stegadePivritdr T0®tradsrits agotinioeguest erthe ichcarg 2eosssieh e 2
der/writer 100 caqgcommunicate with. In step S102, the IC card 200
r

re
ELopiedzes tﬁg polifiy rRquest. In step $103, the IC card 200 transmits to the
readeriyriter 24Q f‘,ret?ﬁ:l%n%ea%@r?nﬁl_ﬁ(ﬁﬂ%@%QH'@PQt@HU§§Ere§QW§9d@ es

step S102. As previously discussed with reference to Fig. 3, the
a reemswnigatioadDastored as the NFCID 2 in the predetermined area of
the response frame in - 47 step S304 is embedded in a response frame

to be trensmitted 4o thé redddd/wittér $00StepsISA 02catP8108@per A
identical to steps S23 and S24 of Fig. 2, respectively. The reader/writer

IENFEG F&Seives theFBsporise fiAme iR step 8363 T Step 8503 ths e data
stoeageriwgiter 100 decrypts the

In step S303, the encryption processor 208 encrypts the
random number A generated in step S301 using the key stored
on the secret key storage unit 203.

In step S304, the CPU 207 stores the process result in
step S303 (i.e., encrypted random number A) as the
communication ID on a predetermined area of the data storage
unit 205.

The process performed in steps S301 through S304 is
identical to the process performed in steps S21 and S22.

Returning to Fig. 4, in step S201, the reader/writer
100 transmits a polling request to the IC card 200 which the
reader/writer 100 can communicate with. In step S102, the
IC card 200 receives the polling request.

In step S103, the IC card 200 transmits to the
reader/writer 100 a response responsive to the polling
request received in step S102. As previously discussed with
reference to Fig. 3, the communication ID stored as the

NFCID 2 in the predetermined area of the response frame in
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communication ID in the response frame transmitted from the IC card
200, thereby acquiring the random number A. The random number
generation process performed in step S203 of Fig. 4 is described below
with reference to a flowchart of Fig. 6. In step S331, the CPU 105
acquires the communication ID (i.e., encrypted random number A)
contained in the response frame received from the IC card 200 in step
S202. In step S332, the CPU 105 stores the communication ID acquired
in step S331 on a predetermined area of the RAM 103, for example. In
stestep B3B3 theBREYPEON pPocess6F PO6 Becihpis thet parforh Pririer A ed
as the communication 1D _acquired in step %1 using th ;e% stored on
, th

O fheSscraiidy Ybrageturit 101. ,‘Egeﬁ?gvigﬁﬁly cﬁ&%sgég Shotyptiontcat
to BIOGESSQr,A06, eriosms dhe pagyPHoN PLacsss.ar e decryption process
in accordance with the same algorithm as the one for the encryption
reaploceasar208. The sectetikeysstorageruniptok of thesreader/wiiterclR 02 .
permitted to read the card ID of the IC card 200 stores the same key as
thelkeys §toped A the T8 eerkt keysidrage UMt 203 MivRieh $833, the

random number A generated by the IC card 200 in step S301 is thus
comgEdtypttatt acquited” i step S35 thé THIT 16%%?§f&%§ﬁ8?aﬁ&o% the

C i@%g_]ﬁe"zﬁo acqyjesdin Step. 5383:9n,a predetermingd arga of the RAM

The random number generation process performed in step
S203 of Fig. 4 is described below with reference to a
flowchart of Fig. 6.

In step S331, the CPU 105 acquires the communication ID
(i.e., encrypted random number A) contained in the response
frame received from the IC card 200 in step S202.

In step S332, the CPU 105 stores the communication ID
acquired in step S331 on a predetermined area of the RAM 103,
for example.

In step S333, the encryption processor 106 decrypts the
random number A as the communication ID acquired in step
S331 using the key stored on the secret key storage unit 101.
As previously discussed, the encryption processor 106
performs the encryption process or the decryption process in
accordance with the same algorithm as the one for the
encryption processor 208. The secret key storage unit 101
of the reader/writer 100 permitted to read the card ID of

the IC card 200 stores the same key as the key stored on the
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The reader/writer 100 and the IC card 200 mutually identify each other in
accordance with the communication ID, and encrypt or decrypt data as
necessary using the random number A as a key. A session ID (the
communication ID in this case) required for communication and a session
key (the random number A) are thus exchanged between the
reader/writer 100 and the IC card 200. Returning to in Fig. 4, the
reader/writer 100 transmits a frame containing a command requesting the
reading of the card ID to the IC card 200 in step S204. In this case, the
secgsthmimicatioh1BPStoredih st 53321s ehfeddédin théd Framadsran

identifier for IC card 200 tg 'dentia uniquely the frame transmitted fro
Pl A GPARER R T oLt EYATh GRNEE ) S, the s
dec%gg@i%i@né@qﬁqgg@dded in a transport data field of a transfer
frame defined in the NFCIP-I standard. In step S104, the IC card 200
receives-the frane., Intstep &105;] the 1€ eards2Gthperfernisa Proeessr A
responsive to the command transmitted from the reader/writer 100. In this

acqpasee the protess réspohsive to the edaintant rrd4g read e carel IPAK 103.
performed. The card ID transmission process performed in step 5105 of

Figh s deddfibéd bélow with reféiéhde'fo d flowehar “SHFig|7 1A stép
ide%%Q%§h%§%ﬁJg@ﬁé§aQ%ﬂg%gyp&gH%8“%Hg% the communication ID,

and encrypt or decrypt data as necessary using the random
number A as a key. A session ID (the communication ID in
this case) required for communication and a session key (the
random number A) are thus exchanged between the
reader/writer 100 and the IC card 200.

Returning to in Fig. 4, the reader/writer 100 transmits
a frame containing a command requesting the reading of the
card ID to the IC card 200 in step S204. 1In this case, the
communication ID stored in step S332 is embedded in the
frame as an identifier for IC card 200 to identify uniquely
the frame transmitted from the reader/writer 100. 1In
accordance with the NFCIP-1 standard, the communication ID
is embedded in a transport data field of a transfer frame
defined in the NFCIP-1 standard. In step S104, the IC card
200 receives the frame.

In step S105, the IC card 200 performs a process
responsive to the command transmitted from the reader/writer

100. In this case, the process responsive to the command to
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the ID storage unit 204. In step 5362, the encryption processor 208
encrypts the card ID read in step 5361 using the random number A stored
in step 5302. In step 5363, the CPU 207 acquires the process result in
step 5362 (encrypted card ID). Returning to Fig. 4, in step 5106
subsequent to step 5105 the IC card 200 transmits a frame, containing
the data acquired in step 5363, as a response responsive to the
command to read the card ID from the reader/writer 100 read in step
S104. The communication ID stored in step S304 is embedded as an
readehtiffierdor thelfeatler/ReIEEroI0RRD- identify uniquely the frame

transmitted from the IC card 200. The process in steps S104 through
51087 fteato che TBEASE T sRhC SoR Bl eS8 HE Sop SL05

o eaderiwriter 100, reads thig frame Instep 520,01 Fig- 4. Since the, card,

ID is read in response to the command to read the card ID from the

of reagler/writer 100, the encryption flag is set to ON in the IC card 200 (in
step S27 of Fig. 2). In the subsequent data read and write process, data
is 150 FF@nditted or Feceivedir‘thé ercrysted fierns fictedl Iptsted on

N S206, the reader/writer 100 decrypts the encrypted card ID. The card ID
theqddy St proces8 i steh'S206 of Fig. 4 is described below with

ref%e”&@e@ as%%\@(,;hafﬁlgf Iéiﬁ]c?yption processor 208 encrypts the

card ID read in step S361 using the random number A stored
in step S302.

In step S363, the CPU 207 acquires the process result
in step S362 (encrypted card ID).

Returning to Fig. 4, in step S106 subsequent to step
S105 the IC card 200 transmits a frame, containing the data
acquired in step S363, as a response responsive to the
command to read the card ID from the reader/writer 100 read
in step S104. The communication ID stored in step S304 is
embedded as an identifier for the reader/writer 100 to
identify uniquely the frame transmitted from the IC card 200.
The process in steps S104 through S106 is identical to the
process in steps S25 through S28. The reader/writer 100
reads this frame in step S205 of Fig. 4.

Since the card ID is read in response to the command to
read the card ID from the reader/writer 100, the encryption
flag is set to ON in the IC card 200 (in step S27 of Fig. 2).

In the subsequent data read and write process, data is
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In step S391, the CPU 105 acquires the encrypted data contained in the
frame received in step S205. In step S392, the encryption processor 106
decrypts the data acquired in step S391 using as a key the random
number A stored in step S334. In step S393, the CPU 105 acquires data
resulting from step S392 as the card ID. In this way, the reader/writer
100 acquires the card ID unique to the IC card 200. The reader/writer 100
performs a process to provide service that uses the card ID. Returning to
Fig. 4, the reader/writer 100 transmits a frame to the IC card 200 in step
tragagz stbsequent ts stepe$208. The frinte tontthst® ebmmaitoliread

data stored on _the IC card 200 (the data required in the process of the
sef[vrilcesﬁr%%idse%iggy thte%r%aﬁgﬁl\c/j(v‘?ife/ T00Y e‘? hé[%((:%orﬁr%ﬁﬁp iRRtiSn D Stored
en cif‘y%%%§3§§ri§ embedded in the frame as an identifier for the IC card 200
to identify uniquely the frame transmitted from the reader/writer 100. In
steph81Q4the 10 caed 20Pteceives that frame, Ipstep S108, the I€icard4
200 performs the process - 51 responsive to the command transmitted

is flemahelreddé@pdhter vECD! K ¢S casestheprocédsoreshpansivefo they - 8-
command to read data is performed. The read data transmission process

perBriédin srep’ 51681 Fig! 415 UetHBAd BRIow With tefef8ice td™s -2

contained in the frame received in step S205.

In step S392, the encryption processor 106 decrypts the
data acquired in step S391 using as a key the random number
A stored in step S334.

In step S393, the CPU 105 acquires data resulting from
step S392 as the card ID. 1In this way, the reader/writer
100 acquires the card ID unique to the IC card 200. The
reader/writer 100 performs a process to provide service that
uses the card ID.

Returning to Fig. 4, the reader/writer 100 transmits a
frame to the IC card 200 in step S207 subsequent to step
S206. The frame contains a command to read data stored on
the IC card 200 (the data required in the process of the
service provided by the reader/writer 100). The
communication ID stored in step S332 is embedded in the
frame as an identifier for the IC card 200 to identify
uniquely the frame transmitted from the reader/writer 100.
In step S107, the IC card 200 receives that frame.

In step S108, the IC card 200 performs the process
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flowchart of Fig. 9. In step S421, the CPU 207 reads data requested from

the reader/writer 100 out of the data stored on the data storage unit 205.

In step S422, the encryption processor 208 encrypts the data read in step

S421 using the random number A stored in step S302. In step S423, the

CPU 207 acquires the data resulting from step S422 (encrypted data).

Returning to Fig. 4, the CPU 207 transmits in step S109 the frame

containing the data acquired in step S423 as a reply to the command to

read data from the reader/writer 100 in step S107. In this case, as well,
resgpeicokimubicatibs |DosBredintstep SB04tis @mbedtddiin the ideie agiter

an identifier for the reader/writer 100 to identif}g uni ue{y the frame
10 0transHiitted ffoni 138 1C cAfd 366 THe pfoces it Steps 8 Bg%na%% to

realgentical to the pracess iny steps S25, S26 and S29 through S31. In step
S208 of Fig. 4, the reader/writer 100 receives that frame. In step S209,

therteades/sditera1Q0 demodulades the pbacdata resewedritam the K& ep

card 200. This process is identical to the process discussed with
S10referentédo Fig. 85 avdtheldedilde discudsion thiereef BNt répeated

herein. In this process, instead of the card ID, the data required in the

Elogeasding of iHé serice provided by the

In step S421, the CPU 207 reads data requested from the
reader/writer 100 out of the data stored on the data storage
unit 205.

In step S422, the encryption processor 208 encrypts the
data read in step S421 using the random number A stored in
step S302.

In step S423, the CPU 207 acquires the data resulting
from step S422 (encrypted data).

Returning to Fig. 4, the CPU 207 transmits in step S109
the frame containing the data acquired in step S423 as a
reply to the command to read data from the reader/writer 100
in step S107. 1In this case, as well, the communication ID
stored in step S304 is embedded in the frame as an
identifier for the reader/writer 100 to identify uniquely
the frame transmitted from the IC card 200. The process in
steps S107 and S108 is identical to the process in steps S25,
S26 and S29 through S31. 1In step S208 of Fig. 4, the
reader/writer 100 receives that frame.

In step S209, the reader/writer 100 demodulates the
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reader/writer 100 is decrypted using the random number A. In step S210,
the reader/writer 100 performs a process to cause the IC card 200 to
store data. The write request transmission process performed in step
S210 of Fig. 4 is described below with reference to a flowchart of Fig. 10.
In step S451, the CPU 105 acquires data resulting from an application
program executed by the reader/writer 100 and to be stored onto the IC
card 200. In step S452, the encryption processor 106 encrypts the data
acquired in step S451 using the random number A stored in step S334. In
datgtepT4537 Hite CPYN105 Stores #ie datdliesulti frorrstep S450s

. . (encrypted data) together with the write request command in a frame.,
i ef  ha 16 Fil % A8 T MREF 100 Gahorto ISP A LD Fig. §

andSYBREAHERL O SIgP $210 he frame of the write, request Goptaining e o |
data encrypted in step S453 to the IC card 200. The communication 1D

In sinfed ivrsiep §332iis alson @miredded asaan identifientordeicard 280ieed
identify - 53 uniquely the frame transmitted from the reader/writer 100. In

in step A0S GRS Gardf200 recepresithat framel fiestepi51an¢ the IC card
200 Qerforms theoﬁro,cess responsive to the command transmitted from

* e retHatvTiter V100, THE FrotRSS Teshorisie tthe Hats Writd Bommand

is In step S210, the reader/writer 100 performs a process
to cause the IC card 200 to store data.

The write request transmission process performed in
step S210 of Fig. 4 is described below with reference to a
flowchart of Fig. 10.

In step S451, the CPU 105 acquires data resulting from
an application program executed by the reader/writer 100 and
to be stored onto the IC card 200.

In step S452, the encryption processor 106 encrypts the
data acquired in step S451 using the random number A stored
in step S334.

In step S453, the CPU 105 stores the data resulting
from step S452 (encrypted data) together with the write
request command in a frame.

Returning to Fig. 4, the reader/writer 100 transmits in
step S211 subsequent to step S210 the frame of the write
request containing the data encrypted in step S453 to the IC
card 200. The communication ID stored in step S332 is also

embedded as an identifier for IC card 200 to identify
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preformed. The data write process performed in step 5111 of Fig. 4 is
described below with reference to a flowchart of Fig. 11. In step S481, the
CPU 207 acquires the encrypted data contained in the frame received in
step 5110. In step S482, the encryption processor 208 encrypts the data
acquired in step S481 with the random number A stored in step S302. In
step S483, the CPU 207 stores the data resulting from step S482
(encrypted data) onto a predetermined area of the data storage unit 205,

‘thereby performing the write process. Returning to Fig. 4, the IC card 200
unigigesiitd Festbpase12 sapsaguert o Steps Hetorthedeademwtar 1000

frame containing the data resulting from step S483. The transmitted
In G50 contine Uit MAIGERG WHEINGFAE TR f2 hodt A0Ecessully

written or iot.che copmunieation, I §E§Uet9é'} BIEAR3Q4LS Y8 cess
embedded in the frame as an identifier for the reader/writer 100 to identify
respifgelyethesframe teagismitied froahieil-eard206n In sStepr83t2 - Ad iter
the reader/writer 100 receives that frame. After reading the card ID, data
100readiitpand tegrdatac witing ave pefoithed SHe datalireadingeansd thel s
data writing are not limited to this order. The order may be modified as

Prefekdssdry.

The data write process performed in step S111 of Fig. 4
is described below with reference to a flowchart of Fig. 11.

In step S481, the CPU 207 acquires the encrypted data
contained in the frame received in step S110.

In step S482, the encryption processor 208 encrypts the
data acquired in step S481 with the random number A stored
in step S302.

In step S483, the CPU 207 stores the data resulting
from step S482 (encrypted data) onto a predetermined area of
the data storage unit 205, thereby performing the write
process.

Returning to Fig. 4, the IC card 200 transmits in step
S112 subsequent to step S111 to the reader/writer 100 a
frame containing the data resulting from step S483. The
transmitted frame contains data indicating whether the data
has been successfully written or not. The communication ID
stored in step S304 is also embedded in the frame as an
identifier for the reader/writer 100 to identify uniquely

the frame transmitted from the IC card 200. 1In step S212,
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Communications are thus performed between the IC card 200 and the
reader/writer 100 that is permitted to read the card ID of the reader/writer
100. The encrypted card ID is transmitted to the reader/writer 100, and all
data is encrypted in the data reading and the data writing performed
subsequent to the card ID reading. The communication system 50 thus
becomes secure and free from user privacy violation. The data
communicated may be encrypted with the key stored on the secret key
storage unit 101 and the secret key storage unit 203. To transmit and
thergeep@edatatin hsectfd mamedryesclt IG eafd ABEds to have a different
secret key. AS a resultﬁthe reader/writer 100 is forced to memaorize
Vi

nufersts kEystor thdividusriccards, ARd Rak Gificdly Fikhagiig kéys: 2
wr 1 iiceordance with ppe embagiment pfthepresent inyentign, natonly the

communication ID is exchanged between the reader/writer 100 and the IC
wr iedrd2ras aosessian H2 ddentifiet), bus atserthe randomrispbersAk be

acquired by decrypting the communication ID is shared between the
modiehtfedwaiteESCR&RE e IC card 200 without - 55 any knowledge of a

third party. The random number A is generated each time the IC card 200

comPititiCate Wit the® FSadethtitBF 100 iF &R anahliefent i mhdec3r @
20oPeforenand thatthe randam pumperA isitohe used as akeydor rcaq the

encryption or decryption in subsequent communications, en
card ID of the reader/writer 100. The encrypted card ID is

transmitted to the reader/writer 100, and all data is

encrypted in the data reading and the data writing performed
subsequent to the card ID reading. The communication system
50 thus becomes secure and free from user privacy violation.

The data communicated may be encrypted with the key
stored on the secret key storage unit 101 and the secret key
storage unit 203. To transmit and receive data in a secure
manner, each IC card needs to have a different secret key.
AS a result, the reader/writer 100 is forced to memorize
numerous keys for individual IC cards, and has difficulty
managing keys.

In accordance with one embodiment of the present
invention, not only the communication ID is exchanged
between the reader/writer 100 and the IC card 200 as a
session ID (identifier), but also the random number A
acquired by decrypting the communication ID is shared

between the reader/writer 100 and the IC card 200 without
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encryption communication is performed using a session key (random
number A) different each time communication is made. Encryption with
the session key is thus performed without the need for storing a vast
amount of key data for individual IC cards on the reader/writer 100. The
communication system 50 becomes a secure system with a simple
design. A reader/writer not permitted to read the card ID of the IC card
200 does not store the same key as the one stored on the secret key
storage unit 203. Even if the reader/writer makes a card ID transmission

anyrgguyest. $6d farftfom nbfibed i®deé&ryptedfremihe tommumieatiort 15,5and

the card ID cannot be acquired by decrypting the card ID transmitted in
TONFEADTT HRTbIe AR I rAnAG St A TRy 77 BEdortainge bt

re a2 2Mbpdimentof the present invention, ihe readeriyiter, 100 {infiater)

and the IC card 200 (target) simply perform communications complying
t hawith ke NFQH:| standatd, andare hobeeqiieet tosperformyamyadditional
process such as a hand-shake protocol for session - 56 key exchange.
encThe NFCIPIstasdarddetines the 858 o dnNC Cidehtificr(foriexamplen

NFCID 2 of Fig. 3) as an NFC device identifier that uses a random
SO ChRbarfor %8191‘1‘3}%15\?0%&5&& ANAEigie HevideHetdciorprotess T

(raﬁﬁ%mnkﬂ%%@ﬁrA) different each time communication is made.
Encryption with the session key is thus performed without
the need for storing a vast amount of key data for
individual IC cards on the reader/writer 100. The
communication system 50 becomes a secure system with a
simple design.

A reader/writer not permitted to read the card ID of
the IC card 200 does not store the same key as the one
stored on the secret key storage unit 203. Even if the
reader/writer makes a card ID transmission request, no
random number is decrypted from the communication ID, and
the card ID cannot be acquired by decrypting the card ID
transmitted in the form encrypted with the random number as
a key.

In accordance with one embodiment of the present
invention, the reader/writer 100 (initiator) and the IC card
200 (target) simply perform communications complying with
the NFCIP-1 standard, and are not required to perform any

additional process such as a hand-shake protocol for session
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generator 202 (or equivalent element) is originally included in the IC card
200 complying with the NFCIP-I standard. The communication ID used in
the embodiments of the present invention is simply an encrypted random
number generated in the target. An encryption process is newly arranged
but there is no need for introducing an additional process in the
exchange of the communication ID as the session ID. In accordance with
one embodiment of the present invention, the random number obtained
by decrypting the communication ID is used as a session key. When the
keypéitid aegest is transmitted from the initiator complying with the

NFT IP-I 1\%:,tacnda_r? and thg \ﬁpollin% rgsﬁ‘lonse IS transmitt;d from the target,
the' §&s<iG1T key togetheiWitlf tHie communicatiol b Rrethalged. Any
iaeaqditanal precessds pohrequired.,ip accordance with embodimemts Qfdhe .o
present invention, the IC card 200 can perform processes without being
i deawarei efr thehtypenfdhe seadatfitenurhaas orhetber thei ieadetivatemce
is a particular reader/writer or a generally available reader/writer. The

andpgriiediae reluer Afrite eise c 57 othekarecpérmitted 16 read: thecardnDest
the IC card and communicates data in the encrypted form thereof. The

Iengérierdfly availabte réafttiiiter s thie SHe' ot pefmittet? 10 feald thecard @<
in 1001 the ICoa1d A0 compupicates,daa witboNERSIpa AR He Grne

card of one embodiment o
communication ID used in the embodiments of the present
invention is simply an encrypted random number generated in
the target. An encryption process is newly arranged but
there is no need for introducing an additional process in
the exchange of the communication ID as the session ID.

In accordance with one embodiment of the present
invention, the random number obtained by decrypting the
communication ID is used as a session key. When the polling
request 1s transmitted from the initiator complying with the
NFCIP-1 standard and the polling response is transmitted
from the target, the session key together with the
communication ID is exchanged. Any additional process 1is
not required.

In accordance with embodiments of the present invention,
the IC card 200 can perform processes without being aware of
the type of the reader/writer, i.e., as to whether the
reader/writer is a particular reader/writer or a generally

available reader/writer. The particular reader/writer is
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the present invention can communicate with a reader/writer without any
problem if the reader/writer functions as an initiator complying with the
NFCIP-| standard. The IC card 200 thus provides device compatibility. A
communication process performed between the IC card 200 of one
embodiment of the present invention and a generally available
reader/writer (not shown) is described below with reference to a flowchart
of Fig. 12. The generally available reader/writer is not permitted to read
the card ID of the IC card 200. In this communication process, data is
theegetangedWitHoud begrérctyped. Steps SD2pthrbligh 1238 and

respectively identical to steps SIOI through S103 of Fig. 4. Steps S221
O §535 S0 RBottvel) HePRCANE o 8501 HNATSA of s,

gentplike In the seausnce pLEIG. 4, e reader/writgls dogs natdegryphing: o g

communication ID contained in the response received from thé IC card
to 2@Qin step S22Zdintthe oproerss 0tFiga1a. The reguesito cead-hejeard
ID is not transmitted from the reader/writer to the IC card 200, and no
withepbnbe iswansimitiedtesh thd TC cafd 200 Mefe 058 speedfitalyptheot

process corresponding to steps S203 through S205 and steps S104 |
Ehe g 106 bf Fitk KR ot prfOFMELHRARE Sbalende BFEIGS 18" Sice™

witihefeadgywgienissyesino requestioread the. carddp, the 16, card 200,
does not Set'the encryption flag to

initiator complying with the NFCIP-1 standard. The IC card

200 thus provides device compatibility.

A communication process performed between the IC card
200 of one embodiment of the present invention and a
generally available reader/writer (not shown) is described
below with reference to a flowchart of Fig. 12. The
generally available reader/writer is not permitted to read
the card ID of the IC card 200. In this communication
process, data is exchanged without being encrypted.

Steps S121 through S123 are respectively identical to
steps S101 through S103 of Fig. 4. Steps S221 and S222 are
respectively identical to steps S201 and S202 of Fig. 4.

Unlike in the sequence of Fig. 4, the reader/writer
does not decrypt the communication ID contained in the
response received from the IC card 200 in step S222 in the
process of Fig. 12. The request to read the card ID is not
transmitted from the reader/writer to the IC card 200, and

no response is transmitted from the IC card 200. More
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ON (step S27 of Fig. 2 is not executed), and data is not encrypted in the
subsequent data reading and data writing process. Processes
corresponding to steps S108, S209, S210 and 5111 of Fig. 4 are not
performed in the sequence of Fig. 12. In steps S129 and S231, read data
and data to be written are transmitted as are without being encrypted. In
steps S228 and S130, data of received frames are acquired or stored
without being decrypted. The process in steps S129 and S131 are
identical to the process in step S32 of Fig. 2. As shown in Fig. 12, the
spegdrhirmicationDyéteratedisn CsepSIZING Hisb émbedaed a34ty

identifier jn a f t itted in each of steps $227, S129, S231 and
n €531 THOT CLR 06 67 omBBATAHS of e fLbehLirtieAton! cah BE*

per4sedwith the generally availablg regder/writer and provides device

compatibility, thereby keeping costs low in communication systems. In
accardasce mathrtbe qeeceding emhbogdinentsn the-¢anden nunberaAl the
generated in the IC card 200 is encrypted using the secret key stored in

carthellt card00s afidthe 269 draypreetrapdbnmhembecAvetian flag to
transmitted as the communijcation ID to the reader/writer 100. The

ON E3ldebwriter 100 Ard the'IC BafiL 206 FttUAi identi) And berfofim Yata
enc?%¥8@pqgo@ﬂyrg%§)§dﬁ%%g: thaea@ydpgé&ﬂ%bgd% data writing

process.

Processes corresponding to steps S108, S209, S210 and
S111 of Fig. 4 are not performed in the sequence of Fig. 12.
In steps S129 and S231, read data and data to be written are
transmitted as are without being encrypted. In steps 5228
and S130, data of received frames are acquired or stored
without being decrypted. The process in steps S129 and S131
are identical to the process in step S32 of Fig. 2.

As shown in Fig. 12, the communication ID generated in
step S121 is also embedded as an identifier in a frame
transmitted in each of steps S227, S129, S231 and S131.

The IC card 200 of embodiments of the present invention
can be used with the generally available reader/writer and
provides device compatibility, thereby keeping costs low in
communication systems.

In accordance with the preceding embodiments, the
random number A generated in the IC card 200 is encrypted

using the secret key stored in the IC card 200, and the
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The communication ID is stored in the 8 byte field for NFCID 2 in the
response frame defined by the NFCIP-| standard. Each of the
communication ID and the random number A is limited to a data length of
a maximum of 8 bytes (64 bits). In 2-Key Triple-DES as an encryption
algorithm, a data length of key is 112 bits. To transmit information relating
to a key of 112 bits, a data length of at least 112 bits is required. In
advanced encryption standard (AES) as an encryption algorithm, the data
length of the key is a minimum of 128 bits. To transmit information
encrgyatirRftoraR K&y Tbf 128sIS, A data Téryth of anast 128 bits is-kequired.
If 2-K,%y Trigle-DES or A%S IS adoptej as.anen rélgtion ?é orithm, a
ComHGeTREpoRse o & Poliing reqaestcaindt transter all information

realGOUIrE 10 gEnerRie A KeViOL ancryplion communication. It 1$neeessary, n g

that the reader/writer 100 transmit to the IC card 200 a frame containing
per& eommianch eaguiring abont ek fermation, uanc that ke 1G carh200
reply in response. In addition to - 60 the procedure of Fig. 4, an additional
num@iieess to exchange remaining information between the reader/writer
100 and the IC c¢ard 200 needs to be performed. In a communication

systBfn 566'BFBig"151 8 communicatish¥8r excHahging fe&iningt +¢ £or

NFC@BNEHﬁpnthe response frame defined by the NFCIP-1
standard. Each of the communication ID and the random
number A is limited to a data length of a maximum of 8 bytes
(64 bits).

In 2-Key Triple-DES as an encryption algorithm, a data
length of key is 112 bits. To transmit information relating
to a key of 112 bits, a data length of at least 112 bits 1is
required. In advanced encryption standard (AES) as an
encryption algorithm, the data length of the key is a
minimum of 128 bits. To transmit information relating to a
key of 128 bits, a data length of at least 128 bits is
required.

If 2-Key Triple-DES or AES is adopted as an encryption
algorithm, a single response to a polling request cannot
transfer all information required to generate a key for
encryption communication. It is necessary that the
reader/writer 100 transmit to the IC card 200 a frame
containing a command enquiring about lack of information,

and that the IC card 200 reply in response. In addition to
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compensating for lack of key information between the reader/writer 100
and the IC card 200 is not required even when the data length of the key
used in a predetermined encryption algorithm is 128 bits. Fig. 13 is a
block diagram illustrating the communication system 500 in accordance
with one embodiment of the present invention. As shown, elements
identical to those described in the preceding embodiment are designated
with the same reference numerals and the discussion thereof is omitted
as appropriate. The communication system 500 includes a reader/writer
theg@r afa e fFC eard 200. 1A thé toAfAdfieaticoh- systeres00, thessarhe 1o e

card 200 as the one used i{] the communicatiogﬁgyftem 50 performs

FEMGiBreld coMmAREAdSH with the féadetivriter 666, The Fédetrité606

1c incluges @Osqgghléeyt%to&gegé@g%@n input-OL.Jtput unit 602, a RAM
603, a ROM 604, a CPU 605 and an encryption processor 606

respectvelymidentical o the egurterpastsothereaf i thel zader/writer 100

of Fig. 1. The reader/writer 600 further includes a - 61 random number
comgeridrafdy 807 &tk a hatd stovade uniRBOSN Ethevaadamtiimber

generator 202 in the IC card 200, the random number generator 607

congEREtates’s raiitfont Ainber of A prétietérinhéd diditad RéCessaty. For

reatl 8%&)&?&@5""1‘6’6’”&%”@%% generatps 694 gensraiss alagdomaaurmben

when the data length of the key used in a predetermined
encryption algorithm is 128 bits.

Fig. 13 is a block diagram illustrating the
communication system 500 in accordance with one embodiment
of the present invention. As shown, elements identical to
those described in the preceding embodiment are designated
with the same reference numerals and the discussion thereof
is omitted as appropriate.

The communication system 500 includes a reader/writer
600 and the IC card 200. In the communication system 500,
the same IC card 200 as the one used in the communication
system 50 performs wireless communication with the
reader/writer 600.

The reader/writer 600 includes a secret key storage
unit 601, an input-output unit 602, a RAM 603, a ROM 604, a
CPU 605 and an encryption processor 606 respectively
identical to the counterparts thereof in the reader/writer

100 of Fig. 1. The reader/writer 600 further includes a
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long. The data storage unit 608 stores data that needs to be stored in
communication with the IC card 200. For example, the data storage unit
608 stores the random number B generated by the random number
generator 607. As the above-described communication system 50, the IC
card 200 generates the random number A of 8 bytes in the
communication system 500. The IC card 200 transmits to the
reader/writer 600 the random number A encrypted with the
communication ID. The reader/writer 600 also generates the random
rand@mberBRST8 BRE 619G hdotPanstiits B thellE crdr206 thefidhdof® -
number B encrgpted with the secret k%}/. A % result, each of the

reatier/ititer 600 Ald tHETE Talf 360 “at Ss fre the 16 Byté Fardam 200
£ heNYRhELINCidipg the,8 Ryte, randorp number.originated fromyown devics. ¢

and the other 8 byte random number received from the communication
a ppaitrercdavicedEachyotthesreadedwsitery600 and-thedneard,20the random
employs the 16 byte (182 bit) random number as a session key. As in the
nungsrnfiMicatidhproedss omigrathe rddermiten60tperfBrmd datayte
reading and data writing on the IC card 200. The encrypted random

LoMfumberB 18262 ftafémitted o the feddethfiiter 850 t6 e IC' E&fP200
be IDctafpllowinawe methads, In 4 first methodsthe,encrypted random

number B is transmitted as incidental information to a polling request. In a
exasgcond methogh the eneryptesd randens naimbesBeis transmided &8 number

incidental information to a frame
B generated by the random number generator 607.

As the above-described communication system 50, the IC
card 200 generates the random number A of 8 bytes in the
communication system 500. The IC card 200 transmits to the
reader/writer 600 the random number A encrypted with the
communication ID. The reader/writer 600 also generates the
random number B of 8 byte long, and transmits to the IC card
200 the random number B encrypted with the secret key. As a
result, each of the reader/writer 600 and the IC card 200
can share the 16 byte random number including the 8 byte
random number originated from own device and the other 8
byte random number received from the communication partner
device. Each of the reader/writer 600 and the IC card 200
employs the 16 byte (182 bit) random number as a session key.

As in the communication process of Fig. 4, the

reader/writer 600 performs data reading and data writing on

the IC card 200. The encrypted random number B is
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transmitted subsequent to the polling request. Each of the polling request
frame and the frame (containing a command requesting the reading of
the card ID) subsequent to the polling request frame contains an empty
area storing (expandable to) at least 8 bit long data. Fig. 14 is a flowchart
of a communication process performed between the reader/writer 600
and the IC card 200. In the communication process, the encrypted
random number B is transmitted from the reader/writer 600 to the IC card
200 as the incidental information to the polling request. The IC card 200

tramapdetsidcéd elosehis the affshnaroftte reddel/Ariter60ts apddbwet0 in
genetLr ted. by an AC ma neéieg field excited in the antenna o

fth
P Cinbt-oithLE nit 201" May Be*fed tb"kath section B e i c&gbgzﬁé%cﬁ%@oted
ranlfofid 200 ,pesforms step, SGOL therehy generaling arandem pumberA.

of 8 bytes. Step S601 is identical to the communication ID generation

a ppoTess dissyssed with Tefeseree-tonbignbansds roidiscussedthese rEhgiom
reader/writer 600 performs step S501, thereby generating a polling frame

numgsrtafhingineicental inforfaticn. 1 n63dTReE pbllihg regiiest ehetratioh frame
process performed in step S501 of Fig. 14 is described below with

EraRtdre Eg% AU RGWERSE of ERy. 18%1PSep S0 L 7 Paldom mafber ™ the

polg@%§a¥g§ﬂg§¥”¥¥§%§ QEHHPQQWEQQerR5&Hé§@ﬁ§ﬁg a command

requesting the reading of the card ID) subsequent to the
polling request frame contains an empty area storing
(expandable to) at least 8 bit long data.

Fig. 14 is a flowchart of a communication process
performed between the reader/writer 600 and the IC card 200.
In the communication process, the encrypted random number B
is transmitted from the reader/writer 600 to the IC card 200
as the incidental information to the polling request.

The IC card 200 may be placed close to the antenna of
the reader/writer 600, and power generated by an AC magnetic
field excited in the antenna of the input-output unit 201
may be fed to each section of the IC card 200. The IC card
200 performs step S601, thereby generating a random number A
of 8 bytes. Step S601 is identical to the communication ID
generation process discussed with reference to Fig. 5 and is
not discussed here.

The reader/writer 600 performs step S501, thereby

generating a polling frame containing incidental information.
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In step S702, the CPU 605 stores the random number B generated in
step S701 on a predetermined area of the data storage unit 608. In step
S703, the encryption processor 606 encrypts the random number B
generated in step S701 using a key stored on the secret key storage unit
601. In step S704, the CPU 605 stores the data resulting from step S703
(i.e., the encrypted random number B) as the incidental information of the
polling request on a predetermined area of the data storage unit 608.
Returning to Fig. 14, the reader/writer 600 transmits in step S502 the
polling reqiestEdntsaing the aciGeRal MfornatsE thenCoeard 00 In

step S602, the IC card 200 receives the polling request. In step S603, the
SEoR CH2G dEcpts the MiciOBAAT IHOTMATON Bt (e Bolfieg FEfegE =6 2

£1okeceived fg)qmm% reager/writer 600, thereby acquiring the random
number B. The random number B acquisition process performed in step

S603 of g Iisideseribed betomwwithneterenes to-a tiiowad@ar ofdnigrates

16. - 64 In step 5731, the CPU 207 acquires the incidental information
the(ieantiernerypeed rahdom huhiie? B) contained in the polling request

received from the reader/writer 600 in step 5602. In step 5732, the CPU

2o%%uﬁE§Rh§ﬂ%%ﬂyﬁ§F CPU 605 stores the random number B

generated in step S701 on a predetermined area of the data
storage unit 608.

In step S703, the encryption processor 606 encrypts the
random number B generated in step S701 using a key stored on
the secret key storage unit 601.

In step S704, the CPU 605 stores the data resulting
from step S703 (i.e., the encrypted random number B) as the
incidental information of the polling request on a
predetermined area of the data storage unit 608.

Returning to Fig. 14, the reader/writer 600 transmits
in step S502 the polling request containing the incidental
information to the IC card 200. In step S602, the IC card
200 receives the polling request.

In step S603, the IC card 200 decrypts the incidental
information of the polling request received from the
reader/writer 600, thereby acquiring the random number B.

The random number B acquisition process performed in
step S603 of Fig. 14 is described below with reference to a

flowchart of Fig. 16.
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information acquired in step S731 on a predetermined area of the data
storage unit 205. In step 5733, the encryption processor 208 decrypts the
encrypted random number B, i.e., the incidental information contained in
the polling request acquired in step S731 using the key stored on the
secret key storage unit 203. The random number B is thus acquired. In
step 5734, the CPU 207 stores the random number B acquired in step
S733 on a predetermined area of the data storage unit 205. Returning to
Fig. 14, the IC card 200 transmits in step S604 the response responsive
to the oIy Febtiest Fereiverl it StepeSEDR kethetreadenwiite 800! The

communication ID generated in step S601 (i.e., the encrypted random |
FARBBI R, 1 Sched 26 eI SR Fig ) S RS | Contained

in Rredefermined,area indhe responsefrarpethe readerimiter 800 o . 00
receives the response frame in step S503. In step S504, the reader/writer

in 6@@acguites.the random number A by decrypting the communication 1D
of the response frame received from the IC card 200. Step S504 is
idehtical- eB855t63the rahdomFRUMBEr adquiisifort Process idistiisseéd with
reference to Fig. 6 and is not discusse% here. The reader/writer 600 and

Infpeetdar 200 Havefow exthangad the SBsSoR T5(RE STtk ned area of
thecqmgyngc%ipggl@) Jequired in the current communication (session) and
the

h

in

In step S733, the encryption processor 208 decrypts the
encrypted random number B, i.e., the incidental information
contained in the polling request acquired in step S731 using
the key stored on the secret key storage unit 203. The
random number B is thus acquired.

In step S734, the CPU 207 stores the random number B
acquired in step S733 on a predetermined area of the data
storage unit 205.

Returning to Fig. 14, the IC card 200 transmits in step
S604 the response responsive to the polling request received
in step S602 to the reader/writer 600. The communication ID
generated in step S601 (i.e., the encrypted random number A)
is stored as NFCID 2 (see Fig. 3) contained in a
predetermined area in the response frame. The reader/writer
600 receives the response frame in step S503.

In step S504, the reader/writer 600 acquires the random
number A by decrypting the communication ID of the response

frame received from the IC card 200. Step S504 is identical
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session key (i.e., the 8 byte random number A and the 8 byte random
number B). Subsequent to step S504, the communication ID uniquely
identifying each of the reader/writer 600 and the IC card 200 as a
communication partner is embedded in each of the frames communicated
between the reader/writer 600 and the IC card 200. The frame
communicated between the reader/writer 600 and the IC card 200
contains data encrypted with a 16 byte session key including the 8 byte
random number A and the 8 byte random number B. The transmission of
to fhecframme ¢omntdiniig e reqliist idormmant 16 $6ad thesearadpd thel th
request command to read data, and the request command to write data

£ e L S&irTed By the? reRdéviirite? 600 subsEqUEHTS st&F 8504 and the
rephy, by - thedC card 200, indgapanse tothe frame Are FRspectively o

identical to the counterparts performed between the reader/writer 100 and
excthen&ecard200sasspraviousty disciissed ndthaeierence ta Figh 47and are

not discussed herein. More specifically, steps S505 through S513 of Fig.
reqyp4 aeslrespettively iderttichl Seps SP0dthicuyh(S2E2 bPFiy. 288 4he
Sesgtieé)s S605 through S613 of Fig. 14 are respectively identical to step

F Bt STA2/of 5. 4 FE Hiffetarcn beRIGST i frotesSof gy te

r anéﬂd&ﬁﬁg&f:@; of Fig. 14 is that the data contained in the frames
transmitted between the reader/writer 600 and the IC card 200 is
Subsequent to step S504, the communication ID uniquely

identifying each of the reader/writer 600 and the IC card
200 as a communication partner is embedded in each of the
frames communicated between the reader/writer 600 and the IC
card 200. The frame communicated between the reader/writer
600 and the IC card 200 contains data encrypted with a 16
byte session key including the 8 byte random number A and
the 8 byte random number B.

The transmission of the frame containing the request
command to read the card ID, the request command to read
data, and the request command to write data performed by the
reader/writer 600 subsequent to step S504 and the reply by
the IC card 200 in response to the frame are respectively
identical to the counterparts performed between the
reader/writer 100 and the IC card 200 as previously
discussed with reference to Fig. 4, and are not discussed
herein. More specifically, steps S505 through S513 of Fig.

14 are respectively identical steps S204 through S212 of Fig.
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encrypted with a combination of the random number A and the random
number B (16 byte session key) rather than with the random number A (8
byte session key). Fig. 17 is a flowchart of a communication process
performed between the reader/writer 600 and the IC card 200. In the
communication process, the encrypted random number B is transmitted
from the reader/writer 600 to the IC card 200 as the incidental information
to the frame transmitted subsequent to the polling request. As shown in
Fig. 17, the IC card 200 generates the 8 byte random number A, and

4. tr&nsiits fHéndrpredarandems nambel A ad theEemarfREoAD 16

. . the reader/writer 600 in _response to the polling request from the
lde&%]d%ﬁgvrﬁéjr ﬁﬁpfhg%ga%etr V\?r%%oéaééei% s and decrypts the

a1 £epAWnication,|D. thergby gequidng the 8goyte randgim number, A The ¢

process performed heretofore is identical to the process performed
Fighetweendheeaderhwrites 180 endithed€d card 202 discassed withnsmitted
reference to Fig. 4. More specifically, steps S531 through S533 of Fig. 17
be tpaornét: byaheesdderiitter 600 aradespectiVelyddanticald fo steps - 67

S201 through S203 of Fig. 4. Steps S641 through S643 of Fig. 17
CSnChEkSTved By the'| C eI 200 afe redhebtively dentiBartosieps 8181 the

ranfauaNRLA3 of Fig 4. Agan dentifierunigysly identifying,each,of the «
reader/writer 600 and the IC card 200 as a communication
random number A (8 byte session key).

Fig. 17 is a flowchart of a communication process
performed between the reader/writer 600 and the IC card 200.
In the communication process, the encrypted random number B
is transmitted from the reader/writer 600 to the IC card 200
as the incidental information to the frame transmitted
subsequent to the polling request.

As shown in Fig. 17, the IC card 200 generates the 8
byte random number A, and transmits the encrypted random
number A as the communication ID to the reader/writer 600 in
response to the polling request from the reader/writer 600.
The reader/writer 600 receives and decrypts the
communication ID, thereby acquiring the 8 byte random number
A. The process performed heretofore is identical to the
process performed between the reader/writer 100 and the IC
card 200 discussed with reference to Fig. 4. More
specifically, steps S531 through S533 of Fig. 17 performed

by the reader/writer 600 are respectively identical to steps
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partner, the communication ID is embedded in each of the frames
communicated hereinafter between the reader/writer 600 and the IC card
200. In step S533, the reader/writer 600 stores the communication ID on
a predetermined area of the RAM 103 and decrypts the communication
ID to acquire the random number A. In step S534, the reader/writer 600
generates a request to read the card ID with the incidental information
attached thereto. The card ID read request generation process performed
in step S534 of Fig. 17 is described below with reference to a flowchart of

52 0igt g ocdte § 87810 theframdorh- nuribergerierator 607 yemerated Sthef Fig.

random number B. In step S762, t PU 605 stores the random number
17 G Tl b 7Ee e drep e moR ST Ra of M T ArhsaL

to URIL g8.Slrpﬂep&ggégmesqr@g(yg@rt@@pegs.or 606 encrypts the random

number B generated in step S761 using a key stored on the secret key

stxage nnit G4t 1 68 et step S764y thelePt)i 605 stpres dataoresulting

from step S763 (i.e., encrypted random number B) as the incidental
reajpformatioh<ot thé D 288d Féquekt ofAar predéterfined wraa o ifvadatan

storage unit 608. Returning fo Fi%. 17, the reader/writer 600 transmits
partner, the communication TID 1s embedded 1n each of the

frames communicated hereinafter between the reader/writer
600 and the IC card 200.

In step S533, the reader/writer 600 stores the
communication ID on a predetermined area of the RAM 103 and
decrypts the communication ID to acqguire the random number A.
In step S534, the reader/writer 600 generates a request to
read the card ID with the incidental information attached
thereto.

The card ID read request generation process performed
in step S534 of Fig. 17 is described below with reference to
a flowchart of Fig. 18.

In step S761, the random number generator 607 generates
the random number B.

In step S762, the CPU 605 stores the random number B
generated in step S761 on a predetermined area of the data
storage unit 608.

In step S763, the encryption processor 606 encrypts the
random number B generated in step S761 using a key stored on

the secret key storage unit 601.
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in step S535 to the IC card 200 a frame containing a command
requesting the reading of the card ID with the incidental information
attached thereto. In step S644, the IC card 200 receives that frame. In
step S645, the IC card 200 decrypts the incidental information of the ID
card read request received from the reader/writer 600, thereby acquiring
the random number B. The random number B acquisition process
performed in step S645 of Fig. 17 is described below with reference to a
flowchart of Fig. 19. In step S791, the CPU 207 acquires the incidental
inférmaticiPcontaihedtih thé BRrdbIDPredidregtestreeeived ufrditief rom

reader/yriter 600 in step S644 (i.e., the random number B). In step S792,
Bt 207 Soto BB AT el B AEhuRSd R SRS 701 on &

i ncRTedgtermined area.of; the data:storage ynit,205.dn.step. S793the

encryption processor 208 decrypts the encrypted random number B,
predamebyn the-tncidental oihfarmatioatcontaioed 4 thencarddDaread request

acquired - 69 in step S791 using a key stored on the secret key storage

unRR20Br Thagahdorh Fimbel B isthus Dbtainéd htstep 6794 ttherGput s

. 207 stores the random number B glg uired.in step S793 aon a q
10 SetRtetmined Sred'6f the data st a%eaurﬁff‘@fi containing a comman

requesting the reading of the card ID with the incidental
information attached thereto. In step S644, the IC card 200
receives that frame.

In step S645, the IC card 200 decrypts the incidental
information of the ID card read request received from the
reader/writer 600, thereby acquiring the random number B.

The random number B acquisition process performed in
step S645 of Fig. 17 is described below with reference to a
flowchart of Fig. 19.

In step S791, the CPU 207 acquires the incidental
information contained in the card ID read request received
from the reader/writer 600 in step S644 (i.e., the random
number B).

In step S792, the CPU 207 stores the incidental
information acquired in step S791 on a predetermined area of
the data storage unit 205.

In step S793, the encryption processor 208 decrypts the
encrypted random number B, namely, the incidental

information contained in the card ID read request acquired
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Through the above-described process, the reader/writer 600 and the IC
card 200 have exchanged the session ID (communication ID) and the
session key (the 8 byte random number A and the 8 byte random number
B) required to perform the current communication. Steps S646 through
S653 performed by the IC card 200 and steps S536 through S542
performed by the reader/writer 600 shown in Fig. 17 are respectively
identical to steps S105 through S112 and steps S205 through S212 of
Fig. 4 except that the data contained in the frames communicated

in pérenthe readedvitel 8D0HNANRE |Ccarl 20098 réricryisted i a e

,corgB?ation of the raﬁwdom number A and the random numper B (the 16
unif s Session Keyj TARBFtHANWITE the TEnddM hurmbérAlthe 8 byte

sesgjon key). 4n the cemmunication-system S00.35.described ahgys.thes

reader/writer 600 encrypts the 8 byte random number B generated by the
acofantlem aumpee gesaratore0 Awith dhe seetet rkey, and dhert transmits te

the IC card 200 the encrypted random number B in the polling frame as
stothedAcidental 4Aformation or in the next frame subsequent to the polling -

70_frame. The IC card 200 encrypts the random number A generated b

the' FHnRoRT niitber GaRErator 202 (it the Q6 /kdy and trafshitd e <~
60 0eGIYPtEGIapdomnumbeiAas the .communicationd Do the readey/writer

600. Each of the reader/writer 600 and the IC card 200
(communication ID) and the session key (the 8 byte random
number A and the 8 byte random number B) required to perform
the current communication.

Steps S646 through S653 performed by the IC card 200
and steps S536 through S542 performed by the reader/writer
600 shown in Fig. 17 are respectively identical to steps
S105 through S112 and steps S205 through S212 of Fig. 4
except that the data contained in the frames communicated
between the reader/writer 600 and the IC card 200 is
encrypted with a combination of the random number A and the
random number B (the 16 byte session key) rather than with
the random number A (the 8 byte session key).

In the communication system 500 as described above, the
reader/writer 600 encrypts the 8 byte random number B
generated by the random number generator 607 with the secret
key, and then transmits to the IC card 200 the encrypted
random number B in the polling frame as the incidental

information or in the next frame subsequent to the polling
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shares the 16 byte (128 bit) long key containing a combination of the 8
byte long random number A (random number B) generated by own
device and the 8 byte long random number B (random number A)
generated by the communication partner. The communication system of
embodiments of the present invention can work with the encryption
algorithm such as 2- Key Triple-DES or AES requiring a key data length of
112 bits or 128 bits. The number of communication frames (number of

communication sessions) performed between the reader/writer 600 and
frafae IC ddrd 200 isidehtitaPtother abek eemprisieationfranes?
performeqoin the commanication ?%/stem 50 as seen fd m the comparison

IenSiEHdwehalt ot Efy" AWt HESwHHIESFEGT 17 Kol sPedifiCaly* =t
keythePmUniGation system 30 nesds anadditignal cemmunicatiop far

enquiring about information insufficiency for purposes of sharing the 16
combyieeng key while the tcommeaitationsystem 600 is free from such an
additional communication step. With a minimum number of
cofmmflniedtiomframesdie/ w71 tesmAfhicatidntsyster 50848 200
compatible with an encr ép;tion .System that uses a key having a data

ShapRgtHfoRger thahthe (data 18AGth ofthe c%ﬁ%nﬁrﬁgﬁﬁ&ﬁllﬂgn the above
coniPRUSSiQN, the data lepgih, of the Jandomy, aumber B.generated,hy the

reader/writer 600 is 8 bytes long.
number B) generated by own device and the 8 byte long random

number B (random number A) generated by the communication
partner.

The communication system of embodiments of the present
invention can work with the encryption algorithm such as 2-
Key Triple-DES or AES requiring a key data length of 112
bits or 128 bits. The number of communication frames
(number of communication sessions) performed between the
reader/writer 600 and the IC card 200 is identical to the
number communication frames performed in the communication
system 50 as seen from the comparison of the flowchart of
Fig. 4 with the flowchart of Fig. 17. More specifically,
the communication system 50 needs an additional
communication for enquiring about information insufficiency
for purposes of sharing the 16 byte long key while the
communication system 500 is free from such an additional
communication step.

With a minimum number of communication frames, the
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The data length of the random number B may be set to be longer than 8
bytes depending on an empty area of a frame storing the incidental
information. The session key used in each of the reader/writer 600 and
the IC card 200 may be set to be longer than 128 bits. As described
above with reference to Fig. 2, the encryption flag is set to ON in the
preceding embodiments when the card ID transmission request is issued.
To communicate data in the encrypted form thereof, the reader/writer
600 transmits the card ID transmission request to the IC card 200. The
comgardliDarhag Mot 6 reguirdty even Bitightddia to BetEommutlicatggt 1on
needs to be kept secret. In ?luch,a case, a _command to set the en ryptior’i1
an the

, a
SY S 'to ORmMAy e Separdiel™ artingad and tranR8itted fr8fTthe -
d at@agglr{%iﬁeroqoocgpethgo}rgnggrldcgqq(Mombs.pecificalIy, with reference to

the processes of Fig. 14 and Fig. 17, a frame containing the command to
setrthetencrypiionsflag tocObsinsteadwidhelgsard 1B1gad requeste random
command is transmitted from the reader/writer 600 to the IC card 200. To

num@eerypt dtasiatEr the tiffes dateemmunicated befivéen theoytes long.
reader/writer 600 and the IC card 200 is always decrypted (with the

Theefichyptiort HalgTkept & BN) &t EchERGE bf the™§85sion K&y I thi§®
1onSASE: {h8 gnaryplion Qagé%%\ﬁ% gyminated. Lhe communicafion.systems

including the IC Card and the
storing the incidental information. The session key used in
each of the reader/writer 600 and the IC card 200 may be set
to be longer than 128 bits.

As described above with reference to Fig. 2, the
encryption flag is set to ON in the preceding embodiments
when the card ID transmission request is issued. To
communicate data in the encrypted form thereof, the
reader/writer 600 transmits the card ID transmission request
to the IC card 200.

The card ID may not be required even though data to be
communicated needs to be kept secret. In such a case, a
command to set the encryption flag to ON may be separately
arranged, and transmitted from the reader/writer 600 to the
IC card 200. More specifically, with reference to the
processes of Fig. 14 and Fig. 17, a frame containing the
command to set the encryption flag to ON instead of the card
ID read request command is transmitted from the

reader/writer 600 to the IC card 200. To encrypt data all
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reader/writer have been discussed. The present invention is also
applicable to a system including an NFCIP-| initiator and an NFCIP-I
target such as an RFID and an RFID reader. The above-described series
of process steps may be performed using hardware or software. If the
series of process steps is performed using software, a program forming
the software is executed by one of the CPU 105 and the CPU 207 of Fig.
1. One of the reader/writer 100 and the IC card 200 reads the program

from a readable recording medium. The above-described series of
thepiptss stEpsamayBeupedeinrst rtheaine sbfies ordrdeseiibed 600

above. Alternatjvely, the series of process steps. may be performed in |
@n L HTAfel ST Searatol)? Itahouy B TrdBrtssa Y tHose Bt inHe =P ™o
fla aﬁ&gt@%ﬂ&@ﬁ@ﬁ@@% combjngtions, suprcombinations a0d  1n this

alterations may occur depending on design requirements and other
castactara dnsofarags theyrare withimthe seopel ofntheappended claims or the
equivalents thereof. - 73 WHAT IS CLAIMED IS: 1. A communication
system ariguelyigentifping sy Tonrauficato pagnémwithin scard and the
pred?termined coverage area .and transmittir%e?md receiving jnformatjon
[

reaiicd BreatEimitel protocdl, 1 CoRticator sytE R compAsing "

als%?‘éiﬁ% @Eg55‘1@‘9{'8‘?‘&09fé%%%?slr}gc%%ajﬁ#sa‘f\{i%@@?Pﬂ%rf%?li‘eg ator
wireless communication with the other within the

and an NFCIP-1 target such as an RFID and an RFID reader.

The above-described series of process steps may be
performed using hardware or software. If the series of
process steps is performed using software, a program forming
the software is executed by one of the CPU 105 and the CPU
207 of Fig. 1. One of the reader/writer 100 and the IC card
200 reads the program from a readable recording medium.

The above-described series of process steps may be
performed in the time-series order described above.
Alternatively, the series of process steps may be performed
in parallel or separately.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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predetermined coverage area, the device including: random number
generating means for generating a random number; device encryption
means for encrypting or decrypting information in accordance with a
predetermined algorithm based on a predetermined key; device secret
key storage means for storing a secret key, the secret key being used by
the device encryption means for encryption and decryption, and being
pre-shared with the information processing apparatus; communication 1D
transmitting means for transmitting to the information processing
WHAZGpdaratus’d Yéspohse containing a communication 1D, the communication
ID uniquely identifying the information processing apparatus as a
communication partner, and being an ID encrypted from the random

number Jwith, the, secret key, by %Q%Viﬁﬁfﬁﬁgﬁoﬁ&%%%qsﬁﬁ%g@

random number being generated by the random number generating
commeAans i tespopse ta arpallittansmited frome the-nnfosnator precessige a
apparatus; and device transmitting and receiving means for transmitting
andptpezRRing-inforenation toordrom tite InfopRARGH Processing apparatus,
the information being encrypted or decrypted by the device encryption

PTeRhRS TSING” aR e k& thie rahtGm BT Gérerate By Hid randbht * 5119

a d%wypgrand an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area,

the device including:

random number generating means for generating a random
number;

device encryption means for encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key;

device secret key storage means for storing a secret
key, the secret key being used by the device encryption
means for encryption and decryption, and being pre-shared
with the information processing apparatus;

communication ID transmitting means for transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the random number

with the secret key by the device encryption means, the



generating means; and the information processing apparatus including:
apparatus encryption means for encrypting or decrypting information in
accordance with an algorithm predetermined based on a predetermined
key; apparatus secret key storage means for storing a secret key, the
secret key being used by the apparatus encryption means for encryption
or decryption, and being pre-shared with the device; communication ID
storage means for storing the communication ID contained in the
response transmitted and then received from the device in response to

rangheihgliuitee cohfmificatoe 1B befhgtas &R fderrifiéPfor uHTRRly

identig/%lngg the device as a communicationégrt[ﬂer; random numper
ition

b
gengéqtli RN oF ab§iRRg e TandomTumbérBy Hadiypting id® the
insEAMELNRTORIDNI the sepictkeyuitulhe apparatus encyption

means; and - 75 apparatus transmitting and receiving means for
transmittiag or secaiing information-toceriframdhe «evicer dhe information
being encrypted or decrypted with the random number as a key acquired
trapy e rahdonPRUMDEr ATduisitibn frveans ith the appafates efefyption
means. 2. A communicgation method of a communication system_ uniquely

InEaERtyiny'a RommiHcaort BARTé Wittin & predetermined Toveraye’
enc@@ﬁ%@gjg?“%@@@%ﬁégqr%@ﬂgﬂg device encryption means using

as a key the random number generated by the random number
generating means; and

the information processing apparatus including:

apparatus encryption means for encrypting or decrypting
information in accordance with an algorithm predetermined
based on a predetermined key;

apparatus secret key storage means for storing a secret
key, the secret key being used by the apparatus encryption
means for encryption or decryption, and being pre-shared
with the device;

communication ID storage means for storing the
communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being as an identifier for uniquely
identifying the device as a communication partner;

random number acquisition means for acquiring the
random number by decrypting the communication ID with the

secret key with the apparatus encryption means; and



information in a predetermined communication protocol, the
communication system including a device and an information processing
apparatus with one performing wireless communication with the other
within the predetermined coverage area, the method comprising steps of:
generating a random number; transmitting to the information processing
apparatus a response containing a communication ID, the communication
ID uniquely identifying the information processing apparatus as a
communication partner, and being produced by encrypting in accordance
withRP pretieterntined alyoritim dviend seers key nprevstiared With the
information rocessmg% paratus r% random number generated i ]

LT ajudPbhse 15 a Polltiansmitt8d froth thE'HidfRatioh ProctESHg pb%a?gt\%ce ’
t hell@RSMIng orrecsiving infrmarion g qr.from é'}%@f@&mm% PERRESSIGH o

apparatus, the information being - 76 encrypted or decrypted in
numaegordance wik the algoridaimuvith: e generated tangom Avmbes 8Siaon
key; storing as an identifier the communication ID contained in the
me appspohsd trasmitkathand tferereee el framtisé Ndevice in response to
the poll, the identifier being used to identify uniquely the device as a
communication partner; acquiring the random number by decrypting the

communycation ihinaccordance with apredetesmingd; algorthmusing.

the secret key pre-shared with the device;
uniquely identifying a communication partner within a

predetermined coverage area and transmitting and receiving
information in a predetermined communication protocol, the
communication system including a device and an information
processing apparatus with one performing wireless
communication with the other within the predetermined
coverage area, the method comprising steps of:

generating a random number;

transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in
accordance with a predetermined algorithm with a secret key
pre—-shared with the information processing apparatus a
random number generated in response to a poll transmitted
from the information processing apparatus;

transmitting or receiving information to or from the

information processing apparatus, the information being



and transmitting or receiving information to or from the device, the
information encrypted or decrypted in accordance with the algorithm
using the acquired random number as a key. 3. A device in a
communication system uniquely identifying a communication partner
within a predetermined coverage area and transmitting and receiving
information in a predetermined protocol, the communication system
including the device and an information processing apparatus with one
performing wireless communication with the other within the

encprggetstnimed eoveragearéa, the devite csmprising aadescmumbep with
generatin%meansf enerag?in a first r%ndom number; device

r

thee Iptian %dea]f:%%glogn&lﬁﬁ] g of dectypting information in accordance
with.a predetermined algorithp; = 77 hased an.a.predetenningd keynr ainea
device secret key storage means for storing a secret key, the secret key

in heiagtseddydbetdevicergnaryptiomdneansfor esenypiion anem the
decryption, and being pre-shared with the information processing

devagsaratust esRmadTicatiort ICetrardittid MekdsToR frassmitrig o dWsed to
information processing apparatus a response containing.a

. g .
LA RdrhmOnitatidRIDY thd Commimicatidn 1D GHETEY idehtifyiig Pietner /
information; processing ApRAKALHS,ASA-CUPMUNIGANOn ; paringl, and being
an ID encrypted from the first random
communication ID in accordance with a predetermined
algorithm using the secret key pre-shared with the device;
and
transmitting or receiving information to or from the

device, the information encrypted or decrypted in accordance

with the algorithm using the acquired random number as a key.

3. A device in a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
the device and an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area, the device comprising:

random number generating means for generating a first
random number;

device encryption means for encrypting or decrypting

information in accordance with a predetermined algorithm



number with the secret key by the device encryption means, the first
random number being generated by the random number generating
means in response to a poll transmitted from the information processing
apparatus; and device transmitting and receiving means for transmitting
or receiving information to or from the information processing apparatus,
the information being encrypted or decrypted by the device encryption
means using as a key the first random number generated by the random
number generating means. 4. The device according to claim 3, wherein
basgd esmenuriestirepdioeds ok e’ communication system comprises a
near field communication interface and protocal -1 (NFCIP- 1

)
standardized 85 186/ET 18062, % 76 {ihérdin theLormihuRiciBon TH

eyiranspitting means embeds, as.the gommunjcation, 1D.an NFG idantifigr in
accordance with NFCIP-1, the NFC identifier being used in RF collision
me aavidance-and singledevae detectipptr 5ohhe davicearaording toselain 3,
further comprising 1D storage means for storing a ID unique to the device,
witiyhérein Whepranrdguest By eedisthe umicquoly istregeived from the
information_processingrﬁpgaratus,_the device encryption means encrypts
th

the"GATGHB 15%tdred APy Storhbe MediUsing 85 a k& e irst "9 t°
tnefaNdPBLAUMDSE gensrated iy fhesandom numbergencrating ;igans, and; 4

communication ID, the communication ID unigquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the first random
number with the secret key by the device encryption means,
the first random number being generated by the random number
generating means in response to a poll transmitted from the
information processing apparatus; and

device transmitting and receiving means for
transmitting or receiving information to or from the
information processing apparatus, the information being
encrypted or decrypted by the device encryption means using
as a key the first random number generated by the random

number generating means.

4. The device according to claim 3, wherein the
communication protocol of the communication system comprises
a near field communication interface and protocol -1 (NFCIP-

1) standardized as ISO/IEC 18092, and



transmits the encrypted unique ID to the information processing

apparatus. 6. The device according to claim 5, further comprising
determination means for determining whether the unique ID has been
encrypted and then transmitted to the information processing apparatus,
wherein when the determination means determines that the unique ID

has been encrypted and transmitted to the information processing
apparatus, the device transmitting and receiving means encrypts or
decrypts information to be communicated with the information processing
apparitgs.n 799, TREdevicerdcconding t6 eRmeS, Wheteimhetevieeoeds
E}nsmittin and receiving means contr,c:%s the device encryption means tg

r
25 EfcryprBI T ptiAfoimatioR to Be“ comfitintdated with the irforimaticn “ =0
NFCRESCessing apparatys Usinge the first rapdom pymber generated by the
random number generating means anda second random number
avoercryptedawith dhe geerelkey enddeansmitted from the information
processing apparatus during the poll or a next transmission of the poll. 8.
A communication method of a device in a communication system
uniquely identifying a communication partner, within a predetermined

coverage Hre& Ahu FaASHtting BAd recéiving Thformation fiFa  ComPrising
ID g:t%&eg%g‘iﬂ%%rpé otocol, he copumunicafion sysiem ncluging fbe deyvice

wherein when a request to read the unique ID is received
from the information processing apparatus, the device
encryption means encrypts the unique ID stored on the ID
storage means using as a key the first random number
generated by the random number generating means and
transmits the encrypted unique ID to the information

processing apparatus.

6. The device according to claim 5, further comprising
determination means for determining whether the unique ID
has been encrypted and then transmitted to the information
processing apparatus,

wherein when the determination means determines that
the unique ID has been encrypted and transmitted to the
information processing apparatus, the device transmitting
and receiving means encrypts or decrypts information to be

communicated with the information processing apparatus.



an information processing apparatus with one performing wireless

communication with the other within the predetermined coverage area,

the method comprising steps of: generating a random number;

transmitting to the information processing apparatus a response

containing a communication ID, the communication ID uniquely

identifying the information processing apparatus as a communication

partner, and being produced by encrypting in accordance with a

predetermined algorithm with a secret key pre-shared with the information

protessigeapiRirats £C80 dhdenmtruber produced 9 fasporise teavice
traE;O” transmitted from the information processin %Opparatus and

SRSl o PSS elViG InfOmTatire e nfofiation beng &nchsted or
enc9egtyRted inaceardance yith the algosithm ysing the generated rapdam
number as a key. 9. A computer readable program for causing a device to
compelfdran acommunicatien metheth ot thendeyice ksa icommppications using
system uniquely identifying a communication partner within a
thepredetdrninedleaverage area andreansmitting aad réceiging infolmation
in a predetermined protocol, the communjcation system including the

IenGavice BAd™ ST hforthatich SroceBSing Apparatis With orfd sérfmfiflg " =1
neWIElESS copumuniatiqn-with the other within the., pregetermingd coverage

area, the computer readable program comprising steps of:
processing apparatus during the poll or a next transmission

of the poll.

8. A communication method of a device in a
communication system uniquely identifying a communication
partner within a predetermined coverage area and
transmitting and receiving information in a predetermined
protocol, the communication system including the device and
an information processing apparatus with one performing
wireless communication with the other within the
predetermined coverage area, the method comprising steps of:

generating a random number;

transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in
accordance with a predetermined algorithm with a secret key

pre—-shared with the information processing apparatus a
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generating a random number; transmitting to the information processing
apparatus a response containing a communication ID, the communication
ID uniquely identifying the information processing apparatus as a
communication partner, and being produced by encrypting in accordance
with a predetermined algorithm with a secret key pre-shared with the
information processing apparatus a random number produced in response
to a poll transmitted from the information processing apparatus; and - 81
transmitting or receiving information, the information being encrypted or

r angesty ptesn acesriaree it thes aRmdtM Uik telderferateeahtsm

numper asJ? key. 10. A recording medium recording the computer

ErOR alable" Program aStbriing 16 Thaifo PP Hftinfsrmatidh processing
appALALus,in-a GammpNnication system HRigUelyidentifyinga s £ ormation
communication partner within a predetermined coverage area and

be iti@nsmittingard regeiving inforvatidminea pradeierained tprotocsl, the
communication system including a device and the information processing

alogppdratusiwith ené e rioemingp Wikt ess emnmmunication avitrethiesather
within the predetermined coverage area, the information processing
apparatus comprising: apparatus encryption means for encrypting or

degrypting Jpfgrmatipn.in ageerdanse yith.g peedetermioed A1gorthm; .o+,

perform a communication method of the device in a
communication system uniquely identifying a communication
partner within a predetermined coverage area and
transmitting and receiving information in a predetermined
protocol, the communication system including the device and
an information processing apparatus with one performing
wireless communication with the other within the
predetermined coverage area, the computer readable program
comprising steps of:

generating a random number;

transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in
accordance with a predetermined algorithm with a secret key
pre—-shared with the information processing apparatus a
random number produced in response to a poll transmitted

from the information processing apparatus; and

- 81 -



based on a predetermined key; apparatus secret key storage means for
storing a secret key, the secret key being used by the apparatus
encryption means for encryption or decryption, and being pre-shared
with the device; communication ID storage means for storing a
communication ID contained in a response transmitted and - 82 then
received from the device in response to a poll, the communication 1D
being as an identifier uniquely identifying the device as a communication
partner; random number acquisition means for acquiring a first random
nuiriber By deetyistingthe *efiridRidatior M Withithe , sédret ke withankd on
.apparatus encryption means; and apparatus transmitting and receivin
beifld & gt b the dévice, 1

ans o Handmitting of Te&&I ofthation 0 6 fr Vice, the
algigiqr%ioﬁﬂe&%? enerypierordecrypted Ry the, apparatus engry 9kt)jon

means with the Tirst random number acquired by the random number

acquisition means. 12. The information processing apparatus according to

claim 11, wherein the communication protocol of the communication

systém cémpfses 8 hedr fieldicommaniation dinterfacecaipotodutaglable

NFCIP-1) standardized as ISO/IEC 18092, and wherein the
Prodifmhuication 1B%tsfageelng stores, as the communication ID, an

NFC identifier being obtained in

11. An information processing apparatus in a
communication system uniquely identifying a communication
partner within a predetermined coverage area and
transmitting and receiving information in a predetermined
protocol, the communication system including a device and
the information processing apparatus with one performing
wireless communication with the other within the
predetermined coverage area, the information processing
apparatus comprising:

apparatus encryption means for encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key;

apparatus secret key storage means for storing a secret
key, the secret key being used by the apparatus encryption
means for encryption or decryption, and being pre-shared
with the device;

communication ID storage means for storing a

communication ID contained in a response transmitted and
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the response transmitted from the device in response to the poll and
being used in RF collision avoidance and single device detection in
NFCIP-1. 13. The information processing apparatus according to claim
11, wherein when the unique ID of the device is read, - 83 the apparatus
transmitting and receiving means encrypts or decrypts information to be
communicated with the device. 14. The information processing apparatus
according to claim 11, further comprising random number generating
means for generating a second random number, wherein the apparatus
thegamsitinteand FeseiviRg nieahisC enéfypts teosecondrandemidumbée
with the secret key and transmits the encrg&ted second random pumber

COMBYRS Heicd” dlifing tHé Poff or af'a Hekt trandmissiBh ofthe ol Cahd + ¥ 109
£ heCQMitels. the.apparalis.encryption, means tg encrypt o decrypt

information to be communicated with the device using the first random
nurhed aaquiteth by the tandom numbes aacquisition seansiang thefirst
second random number. 15. An information processing method of an
rangfeiniatione précessimgrappatatis i@ cormunicadsn syste Haighelyhe
identifying a communication partner within a predetermined coverage

SeCafeh At trédittnt and Tecaing intofhafion i’ d'prabieterthited

prajpeal, the compuinication system including . devige and the,.

information processing apparatus with one performing wireless
t r ag@mmunicadiopwithetheiethegwithiindh@ation to or from the device,
the information being encrypted or decrypted by the

apparatus encryption means with the first random number

acquired by the random number acquisition means.

12. The information processing apparatus according to
claim 11, wherein the communication protocol of the
communication system comprises a near field communication
interface and protocol -1 (NFCIP-1) standardized as ISO/IEC
18092, and

wherein the communication ID storage means stores, as
the communication ID, an NFC identifier being obtained in
the response transmitted from the device in response to the
poll and being used in RF collision avoidance and single

device detection in NFCIP-1.

13. The information processing apparatus according to

claim 11, wherein when the unique ID of the device is read,
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predetermined coverage area, the information processing method

comprising steps of: storing a communication ID contained in a response

- 84 transmitted and then received from the device in response to a poll,

the communication ID being an identifier uniquely identifying the device

as a communication partner; acquiring a random number by decrypting

the communication ID in accordance with an algorithm, the algorithm

predetermined using a secret key pre-shared with the device; and

transmitting or receiving information to and from the device, the
thejnferardtioheitg eReRypied-addectyptetdn ladcurdasce with fige ypts or

algorithm using the acquired random number as a key. 16, A computer
e cFeahle Frbgr R Far Sausing an TSGR S casdg AppaRTI 5 -

perform a communication processing method of a communication system
uniquely identifying a communication partner within a predetermined
coveragegtea anddranstiitinganstreceiving mferaiationsnaacording to
predetermined protocol, the communication system including a device
clagnd the inforrtdtion proEessing Apparatgewith Wies pedommingtwirdlegsans
communication with the other within the predetermined coverage area,

Lo At IthP Fedtiable Brogram™ CoMprigiNg steps of: storing a
CO%W@FE%%“!%@’Qﬁﬁéwﬁgdgaeﬁéﬂgﬁ?%ting and receiving means

encrypts the second random number with the secret key and
transmits the encrypted second random number to the device
during the poll or at a next transmission of the poll, and
controls the apparatus encryption means to encrypt or
decrypt information to be communicated with the device using
the first random number acquired by the random number

acquisition means and the second random number.

15. An information processing method of an information
processing apparatus in a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
a device and the information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area, the information processing
method comprising steps of:

storing a communication ID contained in a response
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transmitted and then received from the device in response to a poll, the
communication ID being an identifier uniquely - 85 identifying the device
as a communication partner; acquiring a random number by decrypting
the communication ID in accordance with an algorithm, the algorithm
predetermined using a secret key pre-shared with the device; and
transmitting or receiving information to and from the device, the
information being encrypted or decrypted in accordance with the
algorithm using the acquired random number as a key. 17. A recording

tr amalivng stbrivigtheromplrerieadidbler prodram desoramgitd diaAPpese to

18..A communication, system uniquely jdentifyin communication
2 Ehier Wi A SRRl COVerEgE B arFiaing A= ¥
1 acteceiing,information in a. predetermined,pratocpl, the, compmynication
system comprising a device and an information processing apparatus
withenei perormingawiseless eomsrumgatitnwith the, gther avithin the
predetermined coverage area, the device including: device random
compynbergéneraling Mearsfor genermtingtd: first randomiridimbert device
enc,r%; tion means for encrﬁpting or decrgpting tinformation in accordance

algwﬁﬁ e@gﬁgﬁﬁﬁﬁ?éﬁg thps 19 & secre key pre-shared with

the device; and

transmitting or receiving information to and from the
device, the information being encrypted or decrypted in
accordance with the algorithm using the acgquired random

number as a key.

16. A computer readable program for causing an
information processing apparatus to perform a communication
processing method of a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
a device and the information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area, the computer readable program
comprising steps of:

storing a communication ID contained in a response
transmitted and then received from the device in response to

a poll, the communication ID being an identifier uniquely
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- 86 based on a predetermined key; device secret key storage means for
storing a secret key, the secret key being used by the device encryption
means for encryption and decryption, and being pre-shared with the
information processing apparatus; communication ID transmitting means
for transmitting to the information processing apparatus a response
containing a communication ID, the communication ID uniquely
identifying the information processing apparatus as a communication
partner, and being an ID encrypted from the first random number with the

1desgcrétkeyoby fife deviée enefy/pliof PHERNS. Cthb st rapddReAUMber

being generated by the device random number generating means in
s i HB pRboch

response 1o addl transmitted S thB nformatish prstessing apparatus:
conftid device ransmitting andjegelying means for conyroling, the dewce

encryption means to encrypt or decrypt information to be communicated
algwith theninferaiion- precessingapparakusdising the first eandom sumbet h

generated by the random number generating means and a second
theraeipit swndset encrypted with the secret key and transmitted from the

information processing apparatus during the poll or a next transmission of

the-péif: At the ifofhatioit procesdin &S IRclbding” Apparitus e
deviADOM RUMDEE generating means;foL 9epsrating the seeongjandony,

numbper;
accordance with the algorithm using the acgquired random

number as a key.

17. A recording medium storing the computer readable

program according to claim 16.

18. A communication system uniquely identifying a
communication partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system comprising
a device and an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area,

the device including:

device random number generating means for generating a
first random number;

device encryption means for encrypting or decrypting

information in accordance with a predetermined algorithm
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- 87 apparatus encryption means for encrypting or decrypting information
in accordance with a predetermined algorithm based on a predetermined
key; apparatus secret key storage means for storing a secret key, the
secret key being used by the apparatus encryption means for encryption
or decryption, and being pre-shared with the device; communication ID
storage means for storing the communication ID contained in the
response transmitted and then received from the device in response to
the poll, the communication ID being an identifier uniquely identifying the
basgelied as aeAMuAication pafmeér; random number acquisition means for
acquiring the first random number by dec?/ ting the communication ID
ry

withtHié “SectEER& with the AppAETUS'EREY plicH msars” AAd Apparatis
eyiranspitting and receiving meansdfor encrypting the-second ragdem,, ,
number with the secret key and transmitting the encrypted second
me af@dOBYT Nember o then devige diitingdhe o)l of mdnexd transprssieom of the
poll, and controlling the device encryption means to encrypt or decrypt
witipfdrhrationte Beadoramupicated Withdhedlevicetusiig the first random
number acquired by the random number acquisition means and the

seCON HHoRT hGber. 1. K EBmhtucatbrithod ofd 2 Sm tting to
theCQH@B¥%§m98§W5¥%%é§§ing apparatus a response containing a

communication ID, the communication ID unigquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the first random
number with the secret key by the device encryption means,
the first random number being generated by the device random
number generating means in response to a poll transmitted
from the information processing apparatus; and

device transmitting and receiving means for controlling
the device encryption means to encrypt or decrypt
information to be communicated with the information
processing apparatus using the first random number generated
by the random number generating means and a second random
number encrypted with the secret key and transmitted from
the information processing apparatus during the poll or a
next transmission of the poll; and

the information processing apparatus including:

apparatus random number generating means for generating

the second random number;
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uniquely identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in a
predetermined protocol, the communication system including a device

and an information processing apparatus with one performing wireless
communication with the other within the predetermined coverage area,

the method comprising steps of: generating a first random number;
transmitting to the information processing apparatus a response

containing a communication ID, the communication ID uniquely

ideMBiRANG thesinforaiatiDh o cEssInG apparatis ag P eomniunicktivnyrt ing
partner, and peing produced by encrypting in accordance with a

Pt Srelidteriingd a@%ﬁﬁﬁ# fiffa Secrét ﬁeélrﬁr%%th%%“& With the fivorrhation
basRQCESSING @Pparatus the, fisstrapdom number generated in response to a

poll transmitted from the information processing apparatus; transmitting

or egeiving infornatien tocerframdhe gaformation fisecessing apparatssret

the information being encrypted or decrypted in accordance with the
kevalgbithn? Asing as keyd tHe generatedfirst Fendurle auaibes apdr secoren

random number encrypted with the secret key and transmitted from the

M A forhi4tion prod&sshng' apparatid diffg the poiForatAhdxt tranémission

w1it9f thepoll. generating a second random number; storing the
communication 1D contained in the response - 89
communication ID storage means for storing the

communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being an identifier uniquely identifying
the device as a communication partner;

random number acquisition means for acquiring the first
random number by decrypting the communication ID with the
secret key with the apparatus encryption means; and

apparatus transmitting and receiving means for
encrypting the second random number with the secret key and
transmitting the encrypted second random number to the
device during the poll or a next transmission of the poll,
and controlling the device encryption means to encrypt or
decrypt information to be communicated with the device using
the first random number acquired by the random number

acquisition means and the second random number.

19. A communication method of a communication system
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transmitted and then received from the device in response to the poll, the
communication ID being an identifier uniquely identifying the device as a
communication partner; acquiring the first random number by decrypting
the communication ID with the secret key pre-shared with the device in
accordance with a predetermined algorithm; and encrypting the second
random number with the secret key and transmitting the encrypted secret
key to the device during the poll or a next transmission of the poll, and
transmitting or receiving information, the information being encrypted or
unigecytetidf Bicebrtiane e witPiavdlgenthir? ushRy thesdc quired kst
pre?ndom number and the second random number, 20. A communication

Vetemtiqlely Tyl 3 GomitinicatParnerwtfin @ “ecetving

inrRsHster H‘A”%F8V§?88@E%§nﬁ%ﬁa%%%%§0d receiving ipfRtmatian, ,

in a predetermined protocol, the communication system comprising a
sy silevice andaniintprenatien precessingapparatusiaith enepperderming g

wireless communication with the other within the predetermined coverage
apprareatl e dévite ttuding fe randoim vukthe? genertnguiriedarmerating a

random number; a device encrgption,unit encrypting or decrgptin% -90

, the method

08 forhfatiof i AtCordancBWitha préttetermingd Higbtitnfr ©

comprising steps of:

generating a first random number;

transmitting to the information processing apparatus a
response containing a communication ID, the communication ID
uniquely identifying the information processing apparatus as
a communication partner, and being produced by encrypting in
accordance with a predetermined algorithm with a secret key
pre—-shared with the information processing apparatus the
first random number generated in response to a poll
transmitted from the information processing apparatus;

transmitting or receiving information to or from the
information processing apparatus, the information being
encrypted or decrypted in accordance with the algorithm
using as keys the generated first random number and a second
random number encrypted with the secret key and transmitted
from the information processing apparatus during the poll or
at a next transmission of the poll;

generating a second random number;

storing the communication ID contained in the response
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based on a predetermined key; a device secret key storage unit storing a
secret key, the secret key being used by the device encryption unit for
encryption and decryption, and being pre-shared with the information
processing apparatus; a communication ID transmitting unit transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying the
information processing apparatus as a communication partner, and being
an ID encrypted from the random number with the secret key by the

trageéd eacryptien thtnthee faridorA nbintier beinglgenerated by figoonse to
random number %g\eratin%unit in rezgonse toa p]gg transmitted from the

|

Ehe RS Hmattioh! ProCeSEiNg: apparatds: HAd™S d8GicE trandfiiting i radeNingY
1 Wit FaRsmiting, qraeceivingdniormation tq ox fropythedpformation
processing apparatus, the information being encrypted or decrypted by
thexdeyice eneryptien finitdisingaasl ankeydhe ciangpmiagmpet generated
by the random number generating unit; and the information processing
comgparatislineludingy ahlapparateis @nehyption utitericrypid ordécriypting
information in accordance with an algorithm predetermined based on a

AV feetdniné kEV1G1 Bn"apFarkius Kecrét Key Storagg it tring &

Se@ﬁ%rypting the second random number with the secret key
and transmitting the encrypted secret key to the device
during the poll or a next transmission of the poll, and
transmitting or receiving information, the information being
encrypted or decrypted in accordance with the algorithm
using the acquired first random number and the second random

number.

20. A communication system uniquely identifying a
communication partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system comprising
a device and an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area,

the device including:

a random number generating unit generating a random
number;

a device encryption unit encrypting or decrypting
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key, the secret key being used by the apparatus encryption unit for
encryption or decryption, and being pre-shared with the device; a
communication ID storage unit storing the communication ID contained in
the response transmitted and then received from the device in response
to the poll, the communication ID being as an identifier for uniquely
identifying the device as a communication partner; a random number
acquisition unit acquiring the random number by decrypting the
communication ID with the secret key with the apparatus encryption unit;
infaian appatatus GaPSARiAG antrecaiviicRaat transhfiting ¥ veééiving
b information to or, frtom the device, the information being encrypted or
2SHEeryPted Wity tie fanbohT huiiber as a key acquired by the random

number acquisition, upit with the apparatyy epcryplion ynit 21 A4 devicedy
a communication system uniquely identifying a communication partner
t hewHbigraspredeiermined; covesags areacantttransmiting apd receivingt for
information in a predetermined protocol, the communication system
encipgRidiy th@ dedice aritdrPimforpmetiopgirogessing appacdus with dnee
erformi%(ﬁ‘ wireless communication with the other within the

. P
IntorliRtermingd 26veta)BAré8 ARG HeNfte comprising: - 92 a random
number gengratingynit generatinga firgt; rapdem pUMbRLs vitting to

the information processing apparatus a response containing a
communication ID, the communication ID uniquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the random number
with the secret key by the device encryption unit, the
random number being generated by the random number
generating unit in response to a poll transmitted from the
information processing apparatus; and

a device transmitting and receiving unit transmitting
or receiving information to or from the information
processing apparatus, the information being encrypted or
decrypted by the device encryption unit using as a key the
random number generated by the random number generating
unit; and

the information processing apparatus including:

an apparatus encryption unit encrypting or decrypting
information in accordance with an algorithm predetermined

based on a predetermined key;
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a device encryption unit encrypting or decrypting information in
accordance with a predetermined algorithm based on a predetermined
key; a device secret key storage unit storing a secret key, the secret key
being used by the device encryption unit for encryption and decryption,
and being pre-shared with the information processing apparatus; a
communication ID transmitting unit transmitting to the information
processing apparatus a response containing a communication ID, the
communication ID uniquely identifying the information processing
apparatiryas atcommaficatiol Sparfictr an@ bemigtars ID ehegpledfionet

the first random umb r with the s t key by the device encr gtlon unit,
KeTneiiS: (R GRRE S EePBARE GurEiatal By e TRRAR mEa L TP o

un19eneratng upitin response ja a.polk transmitted fom the IMOMAN0Ry witn

processing apparatus; and a device transmitting and receiving unit
t hetramsmitidng or receiving information to or from the information
processing apparatus, the information being encrypted or decrypted by
theadeviveenegplidaunitusiigas akeythé ﬁr@@mmhamber
Con% enerated by the random number generating unit. - 93 22

%ana?u‘bhod}oé@ss?ﬁ@‘é%&r%?us% & EommaRieaicn E§§féﬁ§“fhﬁ|ﬁﬁglya“d
the@ePE@%%&OW%W'%%O%@@FQ@r YWithin.a predetermingd CONERROE the

area and
communication ID being as an identifier for uniquely

identifying the device as a communication partner;

a random number acquisition unit acquiring the random
number by decrypting the communication ID with the secret
key with the apparatus encryption unit; and

an apparatus transmitting and receiving unit
transmitting or receiving information to or from the device,
the information being encrypted or decrypted with the random
number as a key acquired by the random number acquisition

unit with the apparatus encryption unit.

21. A device in a communication system uniquely
identifying a communication partner within a predetermined
coverage area and transmitting and receiving information in
a predetermined protocol, the communication system including
the device and an information processing apparatus with one
performing wireless communication with the other within the

predetermined coverage area, the device comprising:
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transmitting and receiving information in a predetermined protocol, the
communication system including a device and the information processing
apparatus with one performing wireless communication with the other
within the predetermined coverage area, the information processing
apparatus comprising: an apparatus encryption unit encrypting or
decrypting information in accordance with a predetermined algorithm
based on a predetermined key; an apparatus secret key storage unit
storing a secret key, the secret key being used by the apparatus
enérypidA ot farePEryPtioa ot deesy ptioht afe Beiripredstraréd with
the device; a communication ID storage unit storing a communication 1D
r angéjﬁ%aitﬁléla%?ﬁ response transmitted and then received from the device in

responsé fo.a pall. the.cammupication ID, heing.as ap idgntifier uniquely
identifying the devicé as a communication partner; a random number

infacquisition ubi agquisingaatist wandom muaberky tdeeryptiag the-ithm
communication ID with the secret key with the apparatus encryption unit;

basgrd an apparsds bansiitidg keid receiving unit - 94 transmitting or
receiving information to or from the device, the information bein

enrypted 6-dEGpet By the® ABpArATus BncryBtioH LR vxﬂthstﬁgrff?ét ey

théaggggé@u%@§rbeing used by the device encryption unit for
encryption and decryption, and being pre-shared with the
information processing apparatus;

a communication ID transmitting unit transmitting to
the information processing apparatus a response containing a
communication ID, the communication ID unigquely identifying
the information processing apparatus as a communication
partner, and being an ID encrypted from the first random
number with the secret key by the device encryption unit,
the first random number being generated by the random number
generating unit in response to a poll transmitted from the
information processing apparatus; and

a device transmitting and receiving unit transmitting
or receiving information to or from the information
processing apparatus, the information being encrypted or
decrypted by the device encryption unit using as a key the
first random number generated by the random number

generating unit.
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acquired by the random number acquisition unit. 23. A communication
system uniquely identifying a communication partner within a
predetermined coverage area and transmitting and receiving information
in a predetermined protocol, the communication system comprising a
device and an information processing apparatus with one performing
wireless communication with the other within the predetermined coverage
area, the device including: a device random number generating unit
generating a first random number; a device encryption unit encrypting or
deérypting Ninfokirativa it aBcordanes withta pradatérmified algorithm
based on a predetermined ke%/}%l a devjce secr%t%key stora??e unit storin]?o%

Com?élé}éf?%éyl,op eSEehETkey Beihg tided By the tévice ehcryptib thiiffo
par@AGIYPlan and decryptignand:being presshared withthe .information

processing apparatus; a communication ID transmitting unit transmitting to
t r atheniiformadjon fprocessingapparatuSca response Lontaipingde t ermined

communication ID, the communication ID uniquely identifying - 95 the
ProjpfsimiatioRlsroCessivg apparatis 43 atcwmmiaiadon patievand being

an 1D encrypted from the first random number with the secret &2%/ by the

Ehedvice Efidryption it Hie fifst rakdsth huhtber Being §Enéiatéd by thE

wir@%@%%r%%%%ﬂnication with the other within the
predetermined coverage area, the information processing
apparatus comprising:

an apparatus encryption unit encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key;

an apparatus secret key storage unit storing a secret
key, the secret key being used by the apparatus encryption
unit for encryption or decryption, and being pre-shared with
the device;

a communication ID storage unit storing a communication
ID contained in a response transmitted and then received
from the device in response to a poll, the communication ID
being as an identifier uniquely identifying the device as a
communication partner;

a random number acquisition unit acquiring a first
random number by decrypting the communication ID with the
secret key with the apparatus encryption unit; and

an apparatus transmitting and receiving unit
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number generating unit in response to a poll transmitted from the
information processing apparatus; and a device transmitting and receiving
unit controlling the device encryption unit to encrypt or decrypt
information to be communicated with the information processing
apparatus using the first random number generated by the random
number generating unit and a second random number encrypted with the
secret key and transmitted from the information processing apparatus
during the poll or a next transmission of the poll; and the information

trapgreessing apparatas Miclidifiglad apparaterarelodt nhirber geaefgingce,
unit generating the second random number; an apégaratu;gn%%%)tion unit

e

P Cerdhy iRl o dEcrypting iffdrm&RGR Th Ecotdshed Wit ermined
appdlBgtithm hased.on 3 predetermined kay. ap Apparatys seeret ey -

storage unit storing a secret key, the secret key being used by the
acqappaiatusyenciyptiomdni faneneryptien o deeryptiomrand. being
pre-shared with the device; a communication ID storage unit storing the -
96 communication ID contained in the response transmitted and then
received from the device in response to the poll, the communication 1D

being-an fdentfEFaHiGasy tdertifying™the delite' ds aCohmbNicaton

comPMNat 1 on partner within a predetermined coverage area
and transmitting and receiving information in a
predetermined protocol, the communication system comprising
a device and an information processing apparatus with one
performing wireless communication with the other within the
predetermined coverage area,

the device including:

a device random number generating unit generating a
first random number;

a device encryption unit encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key;

a device secret key storage unit storing a secret key,
the secret key being used by the device encryption unit for
encryption and decryption, and being pre-shared with the
information processing apparatus;

a communication ID transmitting unit transmitting to
the information processing apparatus a response containing a

communication ID, the communication ID unigquely identifying
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a random number acquisition unit acquiring the first random number by
decrypting the communication ID with the secret key with the apparatus
encryption unit; and an apparatus transmitting and receiving unit
encrypting the second random number with the secret key and
transmitting the encrypted second random number to the device during
the poll or a next transmission of the poll, and controlling the device
encryption unit to encrypt or decrypt information to be communicated with
the device using the first random number acquired by the random number
theadquisition bhrandthe Seeond ramiom atinfbet s- 97 communication

partner, and being an ID encrypted from the first random
number with the secret key by the device encryption unit,
the first random number being generated by the device random
number generating unit in response to a poll transmitted
from the information processing apparatus; and

a device transmitting and receiving unit controlling
the device encryption unit to encrypt or decrypt information
to be communicated with the information processing apparatus
using the first random number generated by the random number
generating unit and a second random number encrypted with
the secret key and transmitted from the information
processing apparatus during the poll or a next transmission
of the poll; and

the information processing apparatus including:

an apparatus random number generating unit generating
the second random number;

an apparatus encryption unit encrypting or decrypting
information in accordance with a predetermined algorithm
based on a predetermined key;

an apparatus secret key storage unit storing a secret
key, the secret key being used by the apparatus encryption
unit for encryption or decryption, and being pre-shared with
the device;

a communication ID storage unit storing the



communication ID contained in the response transmitted and
then received from the device in response to the poll, the
communication ID being an identifier uniquely identifying
the device as a communication partner;

a random number acquisition unit acquiring the first
random number by decrypting the communication ID with the
secret key with the apparatus encryption unit; and

an apparatus transmitting and receiving unit encrypting
the second random number with the secret key and
transmitting the encrypted second random number to the
device during the poll or a next transmission of the poll,
and controlling the device encryption unit to encrypt or
decrypt information to be communicated with the device using
the first random number acquired by the random number

acquisition unit and the second random number.



